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Objective

After completing this chapter, the students will
be able to:

>
>

Develop knowledge about the era of industrial evolutions
Identify the technological advances that made the industrial
revolution possible

Analyze the changing conditions created by the industrial
revolution in both Europe and the united states
Understand the causes of the Industrial Revolution in Great
Britain, continental Europe, and the United States.
Describe the technological innovations that spurred
industrialization

Identifies and understand the programmable device

Understand concepts relating toctheé design of human-



Emerging Technology
Activity 1.1

1. Define emerging technologies?

2. Define Technology and Evolution in the context of your prior
knowledge and compare it with the discussion given below?

» Emerging technology is used to describe a new technology, but it
may also refer to the continuing development of existing

technology.

» It can have slightly different meanings when used in different

areas, such as media, business, science, or education.

» It also refers to technologies that are currently developing, or

that are expected to be available within the next five to ten years.

» It is usually reserved for technologies that are creating or are
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expected to create significant social or economic effects. 3




Cont’d...

» Technology: 1610s, "discourse or treatise on an art or the arts,"
from Greek tekhnologia "systematic treatment of an art, craft, or
technique," originally referring to grammar, from tekhno- (see

techno-) + -logy. The meaning "science of the mechanical and

industrial arts" is first recorded in 1859.

» Evolution: it means the process of developing by gradual
changes. This noun is from Latin evolutio, "an unrolling or

opening," combined from the prefix e-, "out," plus volvere, "to

roll."

“Technological evolution AGlivébyy bf2adical transformation of

societyl tbrough technelpgicakdevelopmeatiable emerged
technologies?
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Cont’d...

* List of some currently available emerged

li’ECArt%lc(l)a 1I%%elhgelrlce v DevOps

v Block chain v" Internet of Things (IoT)
v Augmented Reality and Virtual Reality Intelligent Apps (I-Apps)
v Cloud Computing Y Big Data

v Angular and React v Robotic Processor

Automation (RPA)



atroduction to the Industrial Revolutior

» The Industrial Revolution V\QIR[)eriod of major industrialization
and innovation that took place during the late 1700s and early
1800s.

» Its core occurs when a society shifts from using tools to make
products to use new sources of energy, such as coal, to power
machines in factories.

» The revolution started in England, with a series of innovations to
make labor more efficient and productive.

» It was a time when the manufacturing of goods moved from small
shops and homes to large factories. This shift brought about
changes in culture as people moved from rural areas to big cities
in order to work.

» Generally, the following industrial revolutions fundamentally
changed and transfer the world around us into modern society.

* The steam engine,

®* The age of sc&ence and mass nproduction, and
e
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Cont’d...

» The American Industrial Revolution commonly referred to as the
Second Industrial Revolution, started sometime between 1820
and 1870.

» The impact of changing the way items was manufactured had a
wide reach. Industries such as textile manufacturing, mining,
glass making, and agriculture all had undergone changes. For
example, prior to the Industrial Revolution, textiles were
primarily made of wool and were handspun.

» From the first industrial revolution (mechanization through water
and steam power) to the mass production and assembly lines
using electricity in the second, the fourth industrial revolution
will take what was started in the third with the adoption of
computers and automation and enhance it with smart and

autonomous systems'dfueled<by dataand'machine learning.



Cont’d...
Activity 1.3

What are the most important inventions of industrial

revolutions?
The Most Important Inventions of the Industrial Revolution are:

¢ Transportation. + Communication:
v" Steam Engine, v Telegraph
/ o
Railroad, v Transatlantic

v" Diesel Engine, Cable
) & v Phonograph,

. Airplane.

<+ Industry: v Telephone

v Cotton Gin
v" Sewing Machine
v Electric Lights
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Historical Background (IR 1.0, IR 2.0,

>

>

The industrial revolu!ign%egzn in Great Britain in the late 1770s
betore spreading to the rest of Europe.

The first European countries to be industrialized after England
were Belgium, France, and the German states.

The final cause of the Industrial Revolution was the effects
created by the Agricultural Revolution. As previously stated, the
Industrial Revolution began in Britain in the 18th century due in
part to an increase in food production, which was the key outcome
of the Agricultural Revolution.

The four types of industries are:
v" The primary industry involves getting raw materials e.g.
mining, farming, and fishing.
v" The secondary industry involves manufacturing e.g. making
cars and steel.
v Tertiary industries provide a service e.g. teaching and nursing.

v debark university,department of IT em

The quaternarydindustiyinvolves research and development



Cont’d...
Activity 1.4
» Describe the social, economic, and environmental impact of
the Industrial Revolution and make connections between
the impact of the Industrial Revolution and the ideological

and political responses?

» Discussed the relationship between the industrialized and
no industrialized parts of the world by demonstrating the

cases of China, Egypt, and India?

» To write about the First, Second, Third and Fourth
Industrial Revolution. After you are completed writing then
read the discussion below and then compares your notes

with it. To write your note, use the space provided below?
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Cont’d...

1. Industrial Revolution (IR

> ”ith) Industrial Revolution (IR) is described as a transition to new
manufacturing processes. IR was first coined in the 1760s, during the time
where this revolution began.

» The transitions in the first IR included going from hand production

methods to machines, ““>=asmssgin e N (o T Ay

the development of ma:

.

-

Figure 1.1 steam enging

rF
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Cont.OOO
2. Industrial Revolution (IR 2.0)

» The Second IR, also known as the Technological Revolution, began somewhere
in the 1870s.

»The advancements in IR 2.0 included the development of methods for
manufacturing interchangeable parts and widespread adoption of pre-existing
technological systems such as telegraph and railroad networks. This adoption
allowed the vast movement of people and ideas, enhancing communication.

Lo 1. 1. > ____1
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» Moreover, new
power (see Fig

Figure 1.2. Electricity transmission line
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3. Industrial Revolution (IR 3.0) Cont’d...

» IR 3.0 introduced the transition from mechanical and analog electronic
technology to digital electronics (see Figure 1.3) which began from the
late 1950s.

» Due to the shift towards digitalization, IR 3.0 was given the nickname,
“Digital Revolution”. The core factor of this revolution is the mass
production and widespread use of digital logic circuits and its derived
technologies such as the computer, handphones and the Internet.

» These technological innovations have arguably transformed traditional
production and business techniques enabling people to communicate with
another without the need of bec ) * - at
were enabled during IR 3.0 is

Figure 1.3 High Tech Electr
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Cont’d...
Activity 1.4

» What do you think that IR 4.0 differs from the previous IR (i.e.
18)’Fourth Industrial Revolution (IR 4.0)

» Now, with advancements in various technologies such as
robotics, Internet of Things (IoT see Figure 1.4), additive
manufacturing and autonomous vehicles.

» IR 4.0 was coined by Klaus Schwab, the founder and
executive chairman of World Economic Forum, in the year
2016.

» The technologies mentioned above are what you call - cyber-
physical systems.

» A cyber-physical system is a mechanism that is controlled or
monitored by computer-based algorithms, tightly integrated

with the Internet and-itsrusewsicpartment of IT em
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Cont’d...

Figure 1.4 Anybody Connected device
(ABCD)
Activity 1.5
» Discus about Agricultural Revolutions, Information Revolutions
and level of the industrial revolution in Ethiopia and also

compare with UK, USA, anes&Rip@dent of It em
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Role of Data for Emerging Technologies

»Data is regarded as the new oil and strategic asset since we are
living in the age of big data, and drives or even determines the
future of science, technology, the economy, and possibly
everything in our world today and tomorrow.

»Data have not only triggered tremendous hype and buzz but
more importantly, presents enormous challenges that in turn
bring incredible innovation and economic opportunities. This
reshaping and paradigm-shifting are driven not just by data itself
but all other aspects that could be created, transformed, and/or
adjusted by understanding, exploring, and utilizing data.

»The preceding Arwetiditgnd .Bs potential have triggered new debate

abontg datgrindensive DseleIHig-madisCevyRrBi @Patar emerging
rechmology, dbe seetntBbt Yevices and explain their
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Enabling devices and network

(Programmable devices) |
In the world of digital electronic systems, there are four basic

kinds of devices:

>

>

Memory devices store random information such as the
contents of a spreadsheet or database.

Microprocessors execute software instructions to perform a
wide variety of tasks such as running a word processing
program or video game.

Logic devices provide specific functions, including device-
to-device interfacing, data communication, signal processing,
data display, timing and control operations, and almost every
other function a system must perform.

The network is a collection of computers, servers,
mainframes, network devices, peripherals, or other devices

connected to one-anotherto-allowthe sharing of data.
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Cont’d...

v  An excellent example of a network is the Internet, which
connects millions of people all over the world Programmable
devices (see Figure 1.5) usually refer to chips that incorporate
field programmable logic devices (FPGAs), complex
programmable logic devices (CPLD) and programmable logic
devices (PLD).
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Figure 1.5 programmable device . ;..
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Cont’d...

Nhy is a computer referred to as a programmable

levice? . .
v Because what makes a computer is that it follows a set of

instructions. Many  electronic devices are computers that
perform only one operation, but they are still following

~ Instructions that reside permanently in the unit.
» List of some Programmable devices

v : ' ’ s
v Achronix Speedster SPD60 Lattice Semiconductor’s ECP:

v Actel’s v Lime Microsystems’ LMS600-
v’ Altera Stratix IV GT and Arria II GX

v Atmel’s AT91CAP7L

v'Silicon Blue Technologies

v Xilinx Virtex 6 and Spartan 6
v Cypress Semiconductor’s 1inx Virtex 6 and Spartan

programmable system-on-chip v'Xmos Semiconductor L series
(PSoC) family



Activity 1.7 Cont’d...

» Under subtopic of enabling devices and network, we have seen
some list of programmable devices now barfly discussed futures

of some programmable devices?
A full range of network-related equipment referred to as Service
Enabling Devices (SEDs), which can include:
v" Traditional channel service unit (CSU) and data service
unit (DSU)

v Modems
v" Routers
v' Switches
v" Conferencing equipment
v" Network appliances (NIDs and SIDs)

v" Hosting equipment and servers
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Human to Machine Interaction

» Human-machine interaction (HMI) refers to the communication
and interaction between a human and a machine via a user

interftace.

» Nowadays, natural user interfaces such as gestures have
gained increasing attention as they allow humans to control
machines through natural and intuitive behaviors

» What is interaction in human-computer interaction?

v'HCI is the study of how people interact with computers and
to what extent computers are or are not developed for

successful interaction with human beings.

v'As its name implies, HCI consists of three parts: the user,

the computer itself, and the ways they work together.



Cont’d...

» How do users interact with computers?

v The user interacts directly with hardware for the human
input and output such as displays, e.g. through a graphical

user interface.

v The user interacts with the computer over this software
Futharfecd wemyd$ € givEmrengamputput (I/0) hardware.

’3’ Eml?gqmgél%ﬁ% trends in 2019

v 5G Networks v' Digital Twins

v' Artificial Intelligence (AI) v Enhanced Edge Computing and

v" Autonomous Devices v Immersive Experiences in Smart
Spaces

v Blockchain

v Augmented Analytics
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Activity 1.8 Cont’d...

» Which emerging technologies will have more effect on our
day to day life & How?

Some emerging technologies that will shape the
future of you and your business

»The future is now or so they say. So-called emerging technologies
are taking over our minds more and more each day. These are
very high-level emerging technologies though. They sound like
tools that will only affect the top tier of technology companies who
employ the world’s top 1% of geniuses. This is totally wrong.
Chatbots, virtual/augmented reality, blockchain, Ephemeral Apps
and Artificial Intelligence are already shaping your life whether

you like it or not. At the end of the day, you can either adapt or
die.
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Cont’d...
Activity 1.9
Barfly discussed these emerging technologies how it

could be shaping the future of you and your business
®* Chatbots
* Virtual, Augmented & Mixed Reality

®* Blockchain. The blockchain frenzy is real

* Ephemeral Apps and

* Artificial Intelligence.
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Con t,dl | N
Activity 1.10

1. Divide your class into small groups of 3-5 students. Using an
informal debate format, assign each group an innovation or
invention from the Industrial Revolution to discuss the
importance of, stating why it was the most important
advancement of the time. Each student will speak for 1-2
minutes on the following subjects:

* Describing what their innovation or invention was.

* Why their assigned innovation or invention was the

most important?

* The impact on society of their innovation. (note, this

may not be completely apparent at first but will

require somex Gritigalethinking: .l hese can be both
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Cont’d...

» The student's job is to convince the class that their invention
was the most important invention of the industrial
revolution. You can even vote after the presentations to see
which group the class believes had the most important
invention.

Possible innovations and inventions are:
* Steam Engine

*  Railroad

* Interchangeable Parts
* Steamboat

* Spinning Jenny

* High-quality iron
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Objective

After completing this chapter, the students will b

>

YV V. V V V V

Describe what data science is and the role of da
scientists.

Ditferentiate data and information.
Describe data processing life cycle
Understand ditferent data types from diverse pe
Describe data value chain in emerging era of bic
Understand the basics of Big Data.

Describe the purpose of the Hadoop ecosystem
components.



An Overview of Data Science

Activity 2.1
» What is data science? Can you describe the role of data in
emerging technology?

» What are data and information?
» What is big data?

» Data science is a multi-disciplinary field that uses scientific
methods, processes, algorithms, and  systems to extract
knowledge and insights from structured, semi-structured and
unstructured data.

» Data science is much more than simply analyzing data. It

offers a range of roles and requires a range of skills.
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What are data and
o L r)
DJHEQE B@‘&Rf?e'& as a representation of facts, concepts, or

instructions in a formalized manner, which should be suitable
for communication, interpretation, or processing, by human or
electronic machines.

It can be described as unprocessed facts and figures. It is
represented with the help of characters such as alphabets (A-
Z, a-z), digits (0-9) or special characters (+, -, /, *, <,>, =,

etc.).

Information is the processed data on which decisions and

actions are based.

It is data that has been processed into a form that is
meaningful to the recipient and is of real or perceived value in

the current or the*prospectivecaction' or"decision of recipient.



Cont’dlll
Activity 2.2
» Describe in some detail the main disciplines that contribute to

data science.
» Let the teacher explain the role of data scientists and students

may write a small report on the same.
Data Processing Cycle

» Data processing is the re-structuring or re-ordering of data by
people or machines to increase their usefulness and add values
for a particular purpose.

» Data processing consists of the following basic steps - input,

Processing

Figure 2.1 Data Processing Cycle
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Cont’d...

» Input — the input data is prepared in some convenient form for
processing. The form will depend on the processing machine.

v" For example, when electronic computers are used, the input
data can be recorded on any one of the several types of
storage medium, such as hard disk, CD, flash disk and so on.

» Processing — the input data is changed to produce data in a
more useful form.

v" For example, interest can be calculated on deposit to a bank,
or a summary of sales for the month can be calculated from
the sales orders.

» Output — the result of the proceeding processing step is
collected. The particular form of the output data depends on the
use of the data.

v" For example, outpiit data, may be payroll for employees.



Con t’dl | N
Activity 2.3

> Discuss the main differences between data and information

with examples.

> Can we process data manually using a
pencil and paper? Discuss the differences with data
Pataitypes and their

« DXEHFE&GJ&F%Eiﬁ’e'}mbed from diverse perspectives. In

computer science and computer programming, for instance,
a data type is simply an attribute of data that tells the
compiler or interpreter how the programmer intends to use

the data.
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Cont’d...

1. Data types from Computer programming perspective
“* Almost all programming languages explicitly include the notion
of data type, though different languages may use different

terminology. Common data types include:

v Integers(int)- is used to store whole numbers, mathematically
known as integers

¥ Booleans(bool)- is used to represent restricted to one of two
values: true or false

¥ Characters(char)- is used to store a single character
v Floating-point numbers(float)- is used to store real numbers

v Alphanumeric strings(string)- used to store a combination of
characters and numbers

“* A data type makes the values that expression, such as a variable or

a function, might take.This..data typedefines the operations that

I T I T [ 7 g ' S - Y o T 7 g . | '



. Cont’d...
2. Data types from Data Analytics

perspective
»From a data analytics point of view, it is important to understand

that there are three common types of data types or structures:
Structured, Semi-structured, and Unstructured data types.

Fig. 2.2 below describes the three types of data and metadata.

-----------------------------------------------------------------------

-
-
=

.* - o & »n i
Structured lextual Image Video Audio XML JSON Sensor Metadata
Data Data File Data Data Data

Figure 2.2 Data types from a data analytics perspective
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Structured Data Cont’d...
v" Structured data is data that adheres to a pre-defined data

model and is therefore straighttorward to analyze. °

v' It conforms to a tabular format with a relationship between the
different rows and columns.

v' Common examples of structured data are Excel files or SQL
databases. Each of these has structured rows and columns that

can be sorted.

Semi-structured Data

v Semi-structured data is a form of structured data that does not
conform with the formal structure of data models associated
with relational databases or other forms of data tables, but
nonetheless, contains tags or other markers to separate
semantic elements and enforce hierarchies of records and fields
within the data.



Cont’d...

Unstructured Data

v Unstructured data is information that either does not have a
predefined data model or is not organized in a pre-defined
manner.

v" Unstructured information is typically text-heavy but may contain
data such as dates, numbers, and facts as well.

v This results in irregularities and ambiguities that make it
difficult to understand using traditional programs as compared to
data stored in structured databases.

v" Common examples of unstructured data include audio, video files
or No- SQL databases.



Metadata - Data about Data

» The last category of data type is metadata.

» From a technical point of view, this is not a separate data
structure, but it is one of the most important elements for Big
Data analysis and big data solutions. Metadata is data about
data. It provides additional information about a specific set of
data.

» In a set of photographs, for example, metadata could describe
when and where the photos were taken. The metadata then
provides fieldg dgyiglabes and locations which, by themselves, can

~ BiscugpAsia eyt Steiotindd dath? Bet Eiséco PERiBSé86n, metadata

” CORHATE SIS AW B S B D% Wi We f ot hielal-slnatysied data

»Given at least one example of structured, unstructured and semi-structured
data types
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Data value Chain

» Data Value Chain is introduced to describe the information flow
within a big data system as a series of steps needed to generate
value and useful insights from data.

> The Big Data Value Chain identifies the following key high-level

Uata Lata Lrata . Lata Data
Acquisition .

Figure 2.3 Data Value
Chain
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1.

>

2.

v

v

v

Data Acquisition Cont’d...

It is the process of gathering, filtering, and cleaning data before it is
put in a data warehouse or any other storage solution on which data
analysis can be carried out.

Data acquisition is one of the major big data challenges in terms of
infrastructure requirements. The infrastructure required to support
the acquisition of big data must deliver low, predictable latency in
both capturing data and in executing queries; be able to handle very

higiDwbasdohadywilmmes, often in a distributed environment; and
IsuppercHextleratd M uRamgi¢lta a wtakguEeSuired amenable to use in

decision-making as well as domain-specific usage.

Data analysis involves exploring, transforming, and modeling data
with the goal of highlighting relevant data, synthesizing and extracting
useful hidden information with high potential from a business point of
View.

Related areas includerdataamining, -business intelligence, and machine



3. Data Curation Cont’d...

» It is the active management of data over its life cycle to ensure it
meets the necessary data quality requirements for its effective
usage.

» Data curation processes can be categorized into different
activities such as content creation, selection, classification,
transformation, validation, and preservation.

» Data curation is performed by expert curators that are responsible
for improving the accessibility and quality of data.

» Data curators (also known as scientific curators or data annotators)
hold the responsibility of ensuring that data are trustworthy,
discoverable, accessible, reusable and fit their purpose. A key trend
for the duration of big data utilizes community and crowdsourcing

approaches.



Cont’d...
4. Data Storage

» It is the persistence and management of data in a scalable
way that satisfies the needs of applications that require fast
access to the data.

» Relational Database Management Systems (RDBMS) have been
the main, and almost unique, a solution to the storage paradigm
for nearly 40 years. However, the ACID (Atomicity, Consistency,
Isolation, and Durability) properties that guarantee database
transactions lack flexibility with regard to schema changes and
the performance and fault tolerance when data volumes and
complexity grow, making them unsuitable for big data scenarios.

» NoSQL technologies have been designed with the scalability goal
in mind and present a wide range of solutions based on

alternative data models.



Cont’d...
5. Data Usage

> It covers the data-driven business activities that need access
to data, its analysis, and the tools needed to integrate the data

analysis within the business activity.

» Data wusage in business decision-making can enhance

competitiveness through the reduction of costs, increased added

ainst

value, or any other parameter that can be measured a

g " — - —— Iv N — — —_— —— ———

Actlwty 2.3

» %hsz’%ﬁlgrz?glzifr%yl (]‘Pocn %n the data value chain you think is
labor-intensive? Why?

»  What are the different data types and their value chain?

UQ
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Basic concepts of big data

» Big data is a blanket term for the non-traditional strategies and
technologies needed to gather, organize, process, and gather
insights from large datasets. While the problem of working with
data that exceeds the computing power or storage of a single
computer is not new, the pervasiveness, scale, and value of this
type of computing have greatly expanded in recent years.

» Big data is the term for a collection of data sets so large and
complex that it becomes difficult to process using on-hand
database management tools or traditional data processing
applications.

» In this context, a “large dataset” means a dataset too large to
reasonably process or store with traditional tooling or on a
single computer. This means that the common scale of big

datasets is constantly: shifting:rand-rmayevary significantly from



Big data is

Cont’d...

characterized by 3V and

mord: Volume: large amounts of data Zeta bytes/Massive datasets
v Velocity: Data is live streaming or in motion
v' Variety: data comes in many different forms from diverse

sources

v" Veracity: can we trust the data? I—Iow accurate is it? etc.

Data at Rest

Terabytes to
exabytes of existing
data to process

Data in Doubt

Data in Motion Data in Many

Forms
Structured,

unstructured, text,
multimedia

Uncertainty due to
data inconsistency
& incompleteness,
ambiguities, latency,
deception, model
approximations

Streaming data,
milliseconds to
seconds to respond

Figure 2.4 Characteristics of big data
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Clustered Computing and Hadoop Ecosystem
Clustered Computing

v Because of the qualities of big data, individual computers are often
inadequate for handling the data at most stages.

v To better address the high storage and computational needs of big data,
computer clusters are a better fit.

v Big data clustering software combines the resources of many smaller

machines, seeking to provide a number of benefits:

* Resource Pooling: Combining the available storage space to hold
data is a clear benefit, but CPU and memory pooling are also
extremely important. Processing large datasets requires large
amounts of all three of these resources.

* High Availability: Clusters can provide varying levels of fault
tolerance and availability guarantees to prevent hardware or
software failures from affecting access to data and processing.
This becomes increasingly important as we continue to emphasize

the Tmbnortance ofreat-time’analviice



Cont’d...

* Easy Scalability: Clusters make it easy to scale
horizontally by adding additional machines to the group.
This means the system can react to changes in resource
requirements without expanding the physical resources
on a machine.

v Using clusters requires a solution for managing cluster
membership, coordinating resource sharing, and scheduling
actual work on individual nodes.

v" Cluster membership and resource allocation can be handled by

Activity 2.0
software like Hadoop’s YARN (which stands for Yet Another

>
Res%ﬁ%gen elgs;(c)]tll ascoxh)e. characteristics of big data

» Describe the big data life cycle. Which step you think most
useful and why?

» List and describe each technology or tool used in the big data
life cycle.
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) Cont’d...
Hadoop and its Ecosystem

Hadoop is an open-source framework intended to make interaction

with big data easier.

It is a framework that allows for the distributed processing of large
datasets across clusters of computers using simple programming

models.
It is inspired by a technical document published by Google.

The four key characteristics of Hadoop are:
v Economical: Its systems are highly economical as ordinary
computers can be used for data processing.
¥ Reliable: It is reliable as it stores copies of the data on different
machines and is resistant to hardware failure.
¥ Scalable: It is easily scalable both, horizontally and vertically. A
few extra nodes help in scaling up the framework.

v Flexible: It is flexible 'and you can.store as much structured and


https://contribute.geeksforgeeks.org/geek/the-world-of-big-data/
https://contribute.geeksforgeeks.org/geek/the-world-of-big-data/
https://contribute.geeksforgeeks.org/geek/the-world-of-big-data/

Cont’d...

» Hadoop has an ecosystem that has evolved from its four core

components: data management, access, processing, and storage.

» It is continuously growing to meet the needs of Big Data. It

comprises the following components and many others:

v

v

v

HDFS: Hadoop Distributed File System

YARN: Yet Another Resource Negotiator

MapReduce: Programming based Data Processing

Spark: In-Memory data processing

PIG, HIVE: Query-based processing of data services

HBase: NoSQL Database

Mahout, Spark MLLib: Machine Learning algorithm libraries

Solar, Lucene: Searching and Indexing
Zookeeper: Managing cluster

Oozie: Job Scheduling


https://www.geeksforgeeks.org/machine-learning/

Cont’d...

Hadoop Ecosystem
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Students in a group shall discuss the purpose of each
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Big Data Life Cycle with Hadoop Cont’d...

1. Ingesting data into the system

» The first stage of Big Data processing is Ingest. The data is
ingested or transferred to Hadoop from various sources such as
relational databases, systems, or local files. Sqgoop transfers

data from RDBMS to HDFS, whereas Flume transfers event data.

2. Processing the data in storage
» The second stage is Processing. In this stage, the data is stored
and processed. The data is stored in the distributed file system,

HDEFES, and the NoSQL distributed data, HBase. Spark and Map

Reduce perform data processing.
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>

Cont’d...

Computing and analyzing data

The third stage is to Analyze. Here, the data is analyzed by
processing frameworks such as Pig, Hive, and Impala.

Pig converts the data using a map and reduce and then analyzes
it.

Hive is also based on the map and reduce programming and is

most suitable for structured data.

. Visualizing the results

The fourth stage is Access, which is performed by tools such as
Hue and Cloudera Search.

In this stage, the analyzed data can be accessed by users.
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bjective

After comple ing this chapter, the students will
be able to:

vV V V V

Explain what artificial intelligence (Al) is.
Describe the eras of Al
Explain the types and approaches of Al.

Describe the applications of Al in health,
agriculture, business and education

List the factors that influenced the
advancement of Al in recent years.

Understand the relationship between the
human’s way of thinking and Al systems

Identity Al research focus areas.



Artificial Intelligence (AI)

» Artificial Intelligence is composed of two words Artificial and

Activity 3.1
» How do you define the word Artificial? And the word
Intelligence?

» Artificial defines "man-made," and intelligence defines "thinking
power", or “the ability to learn and solve problems” hence
Artificial Intelligence means "a man-made thinking power."

» So, we can define Artificial Intelligence (AI) as the branch of
computer science by which we can create intelligent machines

which can behave like a human, think like humans, and able to

make decisions.
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Cont’d...

Intelligence, as we know, is the ability to acquire and apply
knowledge.

Knowledge is the information acquired through experience.
Experience is the knowledge gained through exposure
(training).

Summing the terms up, we get artificial intelligence as the

“copy of something natural (i.e., human beings) ‘WHO’ is

l] nnnnnnnnnnnn nnat+Fho -L—

~F A1 ia
oracauring Re ffity 38 e

through exposure.

capab

» What do you think to make the machine think and make a

decision like human beings do?
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Cont’d...

» Artificial Intelligence exists when a machine can have human-
based skills such as learning, reasoning, and solving problems
with Artificial Intelligence you do not need to preprogram a
machine to do some work, despite that you can create a machine
with programmed algorithms which can work with own

o Perception
intelligence.

v" Linguistic Intelligence
» Intelligence is composed of:

v Reasoning
v Learning

v Problem Solving
» An Al system is composed of an agent and its environment.

» An agent (e.g., human or robot) is anything that can perceive its

environment through:»sensorsy andractsTupon that environment



Cont’d...

» Intelligent agents must be able to set goals and achieve them. In
classical planning problems, the agent can assume that it is the
only system acting in the world, allowing the agent to be certain
of the consequences of its actions. However, if the agent is not
the only actor, then it requires that the agent can reason under

uncertainty.

» Machine perception is the ability to use input from sensors (such
as cameras, microphones, sensors, etc.) to deduce aspects of the

world. e.g., Computer Vision.

» High-profile examples of Al include autonomous vehicles (such
as drones and selt-driving cars), medical diagnosis, creating art
(such as poetry), proving mathematical theorems, playing games

(such as Chess or Go), search engines (such as Google

search), online assistants (such as Siri), image recognition in

~hotacoranhe ecnarmm BlyFor1nea AradicFion AfF 1iidilcrinal Aocicinane anA



Cont’d...

» Al deals with the area of developing computing systems that are
capable of performing tasks that humans are very good at, for
example recognizing objects, recognizing and making sense of

speech, and decision making in a constrained environment.

» The advent of Big Data, driven by the arrival of the internet, smart
mobile and social media has enabled Al algorithms, in particular
from Machine Learning and Deep Learning, to leverage Big Data
and perform their tasks more optimally. This combined with
cheaper and more powerful hardware such as Graphical
Processing Units (GPUs) has enabled AI to evolve into more
complex architectures. Machine Learning is an advanced form of
Al where the machine can learn as it goes rather than having

every action programmed by humans.



Cont’d...

» Many times, students get confused between Machine Learning
and Artificial Intelligence (see figure 3.1), but Machine
learning, a fundamental concept of Al research since the field’s
inception, 1is the study of computer algorithms that improve
automatically through experience.

» The term machine learning was introduced by Arthur Samuel in

1959. Neural networks are biologically inspired networks that

extract features from the data in - In‘::.i!";;:L ) ‘. The field
of neural netvxqg}g@\meﬂcge@ 1) d deep
. ﬁ.}l A rt.lﬁCla ML) aﬂd Machine
FldBﬁQ‘ | | L%arnlng ( Learning

Deep

Learning




o Cont’d...
Activity 3.3

» Why we need AI at this time?
Need for Artificial Intelligence

v To create expert systems that exhibit intelligent behavior with
the capability to learn, demonstrate, explain and advice its

UuSers.

v Helping machines find solutions to complex problems like

humans do and applying them as algorithms in a computer-

friendly mannefctivity 3.4
»You have been learned about AI and the need for it. What do you

think the main goal of the advancement in AI?
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Goals of Artificial Intelligence

“* Following are the main goals of Artificial Intelligence:
v" Replicate human intelligence
v" Solve Knowledge-intensive tasks
v" An intelligent connection of perception and action
v" Building a machine which can perform tasks that requires
human intelligence such as:
" Proving a theorem
" Playing chess
" Plan some surgical operation

" Driving a car in traffic
v" Creating some system which can exhibit intelligent behavior,
learn new things by itseltf, demonstrate, explain, and can

advise to its user



Activity 3.5 Cont’d...

»To make a machine learn and make a decision like humans do, Al

requires the knowledge of some disciplines. Write down some
disciplines which Al requires?

What Comprises to Artificial Intelligence?

» Artificial Intelligence is not just a part of computer science even it's
so vast and requires lots of other factors that can contribute to it.

» To create the Al-first we should know that how intelligence is
composed, so Intelligence is an intangible part of our brain which is
a combination of Reasoning, learning, problem-solving, perception,
language understanding, etc.

» To achieve the above factors for a machine or software Artificial
Intelligence requires the folYaihegmaticsplines (sée FiguumiBR Science

v" Biology v Neurons Study
v Psychology v'  Statistics

‘/ .
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Advantages of Artificial Intelligence

Activity 3.6

»What do we get from using Al technology instead of previous

. reactive technology? o ,
** Following are some main advantages of Artificial Intelligence:

v" High Accuracy with fewer errors: Al machines or systems
are prone to fewer errors and high accuracy as it takes

decisions as per pre-experience or information.

v High-Speed: Al systems can be of very high-speed and fast-
decision making, because of that Al systems can beat a
chess champion in the Chess game.

v High reliability: Al machines are highly reliable and can
perform the same action multiple times with high accuracy.

v" Useful for risky areas: Al machines can be helpful in

situations such as defusing a bomb, exploring the ocean

floor, where to employ a Hunian cah bé risky.



Cont’d...

v Digital Assistant: Al can be very useful to provide digital
assistant to users such as Al technology is currently used by
various E-commerce websites to show the products as per

customer requirements.

v Useful as a public utility: Al can be very useful for public
utilities such as a self-driving car which can make our journey
safer and hassle-free, facial recognition for security purposes,

Natural language processing (for search engines, for spelling

checker, Dfos adbviatartia djless 8ifi Afokifieialktion like google

translatdpndelligence
Activity 3.7

» As we all know, engineering is a tradeoff; improving or
enhancing in one aspect will lead you to worsen or deteriorating
in another aspect. In the previous chapter, we have learned the
advantages of Al; waite down semedisadyantages of AI?

erging technology cordinator



Cont’d...
» Following are the disadvantages of Al:

v" High Cost: The hardware and software requirement of Al is very
costly as it requires lots of maintenance to meet current world
requirements.

v Can't think out of the box: Even we are making smarter machines
with Al, but still they cannot work out of the box, as the robot will
only do that work for which they are trained, or programmed.

v" No feelings and emotions: Al machines can be an outstanding
performer, but still it does not have the feeling so it cannot make
any kind of emotional attachment with humans, and may sometime
be harmful for users if the proper care is not taken.

v Increase dependence on machines: With the increment of
technology, people are getting more dependent on devices and
hence they are losing their mental capabilities.

v" No Original Creativity: As humans are so creative and can imagine

some new ideas but’ stillAl‘mwachines’ eannot beat this power of



History of Al

Activity 3.8

» Do you think Al is old technology? If your answer is yes,

why? Can you name the person who coined the term AI?

. when?. .
o Artlﬁbélllgl l}ﬁtglhgence is not a new word and not a new

technology for researchers.

4 This technology is much older than you would imagine. Even
there are the myths of Mechanical men in Ancient Greek and

Egyptian Myths.

d The following are some milestones in the history of AI which
define the journey from the AI generation to till date

development (see Figure 3.3).
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Cont’d...

Evolution of Turing Birth of Al:  First Chatboat : First First Al Expert
Artificial Machine Dartmouth ELIZA Intellgence winer Ststem
neurons Conference Robot:

WABOT -1

1987-1993

Second Al IBMDeepblue  ajin Home: IBMsWatson: Google now ChatbotEugene  Amazon

Winer : first computer Roomba Wins a quiz Goostman:Wines Echo
to beat a world show

chess champion

Figure 3.3 History of Artificial Intelligence (Al)
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Cont’d...
A. Maturation of Artificial Intelligence (1943-1952)

» The year 1943: The first work which is now recognized as
Al was done by Warren McCulloch and Walter pits in 1943.
They proposed a model of artificial neurons.

» The year 1949: Donald Hebb demonstrated an updating
rule for moditying the connection strength between
neurons. His rule is now called Hebbian learning.

» The year 1950: The Alan Turing who was an English
mathematician and pioneered Machine learning in 1950.
Alan Turing publishes "Computing Machinery and
Intelligence" in which he proposed a test. The test can check
the machine's ability to exhibit intelligent behavior

equivalent to human intelligence, called a Turing test.



B. The birth of Artificial Intelligence (1952-f9%8}§’d...
» The year 1955: An Allen Newell and Herbert A. Simon created

the "first artificial intelligence program" Which was named "Logic
Theorist". This program had proved 38 of 52 Mathematics
theorems, and find new and more elegant proofs for some
theorems.

» The year 1956: The word "Artificial Intelligence" first adopted by
American Computer scientist John McCarthy at the Dartmouth
Conference. For the first time, Al coined as an academic field. At

that time high-level computer languages such as FORTRAN, LISP
C. Dhe @i erence awerka e lrusitdsnia {9 6 Al 9vak) very

RGN REIhAdd#ME966: The researchers emphasized developing
algorithms that can solve mathematical problems. Joseph

Weizenbaum created the first chatbot in 1966, which was
named as ELIZA.

» The year 1972: The first intelligent humanoid robot was built
in Japan which was inamed WABOT-1.



Cont’d...
D. The first AI winter (1974-1980)

» The duration between the years 1974 to 1980 was the first Al
winter duration. Al winter refers to the time period where
computer scientists dealt with a severe shortage of funding from

the government for Al researches.

» During Al winters, an interest in publicity on artificial intelligence

was decreased.

E. A boom of AI (1980-1987)

» The year 1980: After Al winter duration, AI came back with
"Expert System". Expert systems were programmed that
emulate the decision-making ability of a human expert.

» In the Year 1980, the first national conference of the American

Association of Artificial Intelligence was held at Stanford

T T“ -:Trnwn-:+17



, Cont’d...
F. The second AI winter (1987-1993)

» The duration between the years 1987 to 1993 was the
second Al Winter duration.

» Again, Investors and government stopped in funding for Al
research due to high cost but not efficient results. The

expert system such as XCON was very cost-etfective.

G. The emergence of intelligent agents (1993-2011)

» The year 1997: In the year 1997, IBM Deep Blue beats world
chess champion, Gary Kasparov, and became the first
computer to beat a world chess champion.

» The year 2002: for the first time, Al entered the home in the
form of Roomba, a vacuum cleaner.

» The year 2006: Al came into the Business world until the

year 2000. Companiesdikei-Facebook;-Twitter, and Netflix also



Cont’d...

H. Deep learning, big data and artificial general intelligence
(2011-present)

v" The year 2011: In the year 2011, IBM's Watson won jeopardy,
a quiz show, where it had to solve complex questions as well as
riddles. Watson had proved that it could understand natural

language and can solve tricky questions quickly.

v" The year 2012: Google has launched an Android app feature
"Google now", which was able to provide information to the

user as a prediction.

v The year 2014: In the year 2014, Chatbot "Eugene Goostman"

won a competition in the infamous "Turing test."

v" The year 2018: The "Project Debater" from IBM debated on
complex topics with two master debaters and also performed

extremely well.



Cont’d...

» Now Al has developed to a remarkable level. The concept of Deep
learning, big data, and data science are now trending like a

boom.

» Nowadays companies like Google, Facebook, IBM, and Amazon

are working with Al and creating amazing devices.

» The future of Artificjal I?e&ience is inspiring and will come

, Lo evels O
with high intelligence.

Activity 3.9
» As we discussed previously, Al technology learns from the
environment as well as through experience to make decisions
that make them proactive. This technology never emerged out
of the blue or overnight but it has passed different stages. What
do you think the stages Al passed to get at the current stage of

. 0 debark university,department of IT em
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Cont’d...
Stage 1 - Rule-Based Systems

» The most common uses of Al today fit in this bracket, covering
everything from business software (Robotic Process Automation)

and domestic appliances to aircraft autopilots.

Stage 3 - Context Awareness and Retention

»Algorithms that develop information about the specific domain
they are being applied in.

»They are trained on the knowledge and experience of the best
humans, and their knowledge base can be updated as new

situations and queries arise.

»Well, known applications of this level are chatbots and

“roboadvisors”.
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Stage 3 - Domain-Specific Expertise

» Going beyond the capability of humans, these systems build up
expertise in a specific context taking in massive volumes of
information which they can use for decision making.
Successtul use cases have been seen in cancer diagnosis and
the well-known Google Deepmind’s AlphaGo. Currently, this
type is limited to one domain only would forget all it knows

about that domain if you started to teach it something else.

Stage 4 - Reasoning Machines

» These algorithms have some ability to attribute mental states to
themselves and others. they have a sense of beliefs, intentions,
knowledge, and how their own logic works.

» This means they could reason or negotiate with humans and
other machines. At the moment these algorithms are still in
development, howeversccommercial applications are expected



Cont’d...

Stage 5 - Self Aware Systems / Artificial General Intelligence
(AGI)

» These systems have human-like intelligence - the most

commonly portrayed Al in media - however, no such use is in
evidence today. It is the goal of many working in AI and some

believe it could be realized already from 2024.

Stage 6 - Artificial Superintelligence (ASI)

>

Al algorithms can outsmart even the most intelligent humans in
every domain. Logically it is difficult for humans to articulate
what the capabilities might be, yet we would hope examples
would include solving problems we have failed to so far, such as

world hunger and dangerous environmental change. Views

Vary as to whendeagmdunwelaﬁﬂa@ggr@u@hf@egqapabﬂlty could even be

erging technology cordlnator



Stage 7 - Singularity and Transcendence

>

>

This is the idea that development provided by ASI (Stage 6) leads
to a massive expansion in human capability.

Human augmentation could connect our brains to each other and
to a future successor of the current internet, creating a “hive
mind” that shares ideas, solves problems collectively, and even
gives others access to our dreams as observers or participants.
Pushing this idea further, we might go beyond the limits of the
human body and connect to other forms of intelligence on the
planet - animals, plants, weather systems, and the natural
environment. Some proponents of singularity such as Ray
Kurzwelil, Google’s Director of Engineering, suggest we could see
it happen by 2045 as a result of exponential rates of progress
across a range of science and technology disciplines. The other

side of the fence argdges thattsinagularitv is impossible and human



Cont’d...

The seven levels of Al maturity
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Figure 3.4 The seven layers of Al
maturity
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Types of Al

Activity 3.10

» Since Al is making a machine intelligent, based on the
strength of intelligence and functionality, list down some

es or classification of AI?. . . .
>m‘%}]ftl)clal fn%ea[flglencel can be divided into various types, there are
mainly two types of the main categorization which are based on

capabilities and based on functionally of Al, as shown in figure

3.5. Following is the flow diagram which explains the types of Al

. Based on Capabilities

1. Weak AI or Narrow Al:
Narrow Al is a type of Al which is able to perform a
dedicated task with intelligence. The most common
and currently available Al is Narrow Al in the world

of Artificial Intellgg)erpce.
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Artificial Intelligence

Narrow {seneral Strung Reactive

Al Al Al Machines Self
Awareness

Memory of mind

Figure 3.5 types of Artificial Intelligence (Al)

» Narrow Al cannot perform beyond its field or limitations,
as it is only trained for one specific task. Hence it is also
termed as weak AI. Narrow Al can fail in unpredictable

ways if it goes beyond its limits.
» Apple Siri is a good example of Narrow Al, but it operates

with a limited pre:defined range of futictions.



Cont’d...

» IBM's Watson supercomputer also comes under Narrow Al, as it
uses an Expert system approach combined with Machine learning
and natural language processing.

» Some Examples of Narrow Al are Google translate, playing chess,
purchasing suggestions on e-commerce sites, self-driving cars,
speech recognition, and image recognition.

2. General AI:

v General Al is a type of intelligence that could perform any
intellectual task with efficiency like a human.

v" The idea behind the general Al to make such a system that could be
smarter and think like a human on its own.

v" Currently, there is no such system exists which could come under
general Al and can perform any task as pertect as a human. It may
arrive within the next 20 or so years but it has challenges relating

to hardware, the energy consumption required in today’s powerful

ama N~ T AN A A A A A~ FA AATs A FA4A~ ARnErAAFAAATIIA s A ANawr TAASA +1A ~ 4+
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v The worldwide researchers are now focused on developing
machines with General Al.
v As systems with general Al are still under research, and it

will take lots of effort and time to develop such systems.

3. Super Al:

» Super Al is a level of Intelligence of Systems at which
machines could surpass human intelligence, and can pertform
any task better than a human with cognitive properties. This
refers to aspects like general wisdom, problem solving and
creativity. It is an outcome of general Al.

» Some key characteristics of strong Al include capability
include the ability to think, to reason solve the puzzle, make
judgments, plan, learn, and communicate on its own.

» Super Al is still a hypothetical concept of Artificial

Intelligence. The developmentdotosuch systems in real is still



B. Based on the functionality Cont’d...

1. Reactive Machines

» Purely reactive machines are the most basic types of Artificial

Intelligence.

» Such Al systems do not store memories or past experiences

for future actions.

» These machines only focus on current scenarios and react on

it as per possible best action.
» IBM's Deep Blue system is an example of reactive machines.

» Google's AlphaGo is also an example of reactive machines.
2.Limited Memory

» Limited memory machines can store past experiences or some
data for a short period of time. These machines can use stored
data for a limited time period only

debark university,department of IT em
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Cont’d...

3. Theory of Mind

>

>

Theory of Mind Al should understand human emotions,
people, beliefs, and be able to interact socially like
humans.

This type of AI machines is still not developed, but
researchers are making lots of efforts and improvement for

developing such Al machines.

4. Self-Awareness

>

Self-awareness Al is the future of Artificial Intelligence.
These machines will be

super intelligent and will have their own consciousness,

sentiments, and self- awareness.

These machines will be smarter than the human mind.

Self-Awareness Al does not exist in reality still and it is a
hypothetical concept,



How humans think Cont’d...
Activity 3.11

» From the previous discussion, General Al is intelligence that could
perform any intellectual task with efficiency like a human. So, to
achieve this intelligence level, do  you think that future
intelligence must mimic the way humans think? If your answer is

> "{Wféd%gy of many researchers is to create strong and general Al
that learns like a human and can solve general problems as the
human brain does. Achieving this goal might require many

more years.

» How does a human being think? Intelligence or the cognitive

process is composed of three main stages:
Observe and input the information or data in the brain.

" Interpret and evaluate the input that is received from the
surrounding environment.

" Make decisions as a reaction towards what you received as
input and interpreted and evaluated.

» Al researchers are simulating the same stages in building Al

debark university,department of IT em
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Mapping human thinking to artificial
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Activity 3.12

» Is it possible to map the way of human thinking to artificial

intelligence components? If your answer is yes, why?

» Because Al is the science of simulating human thinking, it is
possible to map the human thinking stages to the layers or

components of Al systems.

» In the first stage, humans acquire information from their
surrounding environments through human senses, such as sight,
hearing, smell, taste, and touch, through human organs, such as

eyes, ears, and other sensing organs, for example, the hands.
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Cont’d...

In Al models, this stage is represented by the sensing layer,
which perceives information from the surrounding environment.
This information is specific to the AI application. For example,
there are sensing agents such as voice recognition for sensing
voice and visual imaging recognition for sensing images. Thus,
these agents or sensors take the role of the hearing and sight

senses in humans.

The second stage is related to interpreting and evaluating the
input data. In Al, this stage is represented by the interpretation
layer, that is, reasoning and thinking about the gathered input
that is acquired by the sensing layer.

The third stage is related to taking action or making decisions.
After evaluating the input data, the interacting layer performs

the necessary tasks. .Robotic.;movement control and speech



Influencers of artificial intelligence

Activity 3.13

» List down some influential factors that accelerate the rise
of AI?

The following influencers of Al are described in this section:
> Big data: Structured data versus unstructured data

» Advancements in computer processing speed and new

chip architectures
> Cloud computing and APIs

» The emergence of data science
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) Cont’d...
Big Data

Activity 3.14

» From chapter two, what is big data? Where do you get big
data?

» Big data refers to huge amounts of data.

» It requires innovative forms of information processing to draw
insights, automate processes, and help decision making. It can
be structured data that corresponds to a formal pattern, such as

traditional data sets and databases.

» Big data includes semi-structured and unstructured formats,
such as word-processing documents, videos, images, audio,
presentations, social media interactions, streams, web pages,
and many other kinds of content. Figure 3.6 depicts the rapid

change of the data landscape.



Cont’d...
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Figure 3.6 Current changes in the data landscape



y 4
Structured data versus unstructured data Cont’d...

Activity 3.15

» What is structured and unstructured data mean? Where do you get
structured and unstructured data? Which one of them is better to
analyze? Which of the two is the influencer of AI? Is Al important to

analyze structured or unstructured data? Why?
» Traditionally, computers primarily process structured data, that is,

information with an organized structure, such as a relational
database that is searchable by simple and straightforward search
engine algorithms or SQL statements. But, real-world data such as
the type that humans deal with constantly does not have a high
degree of organization. For example, text that is written or spoken
in natural language (the language that humans speak) does not

constitute structured data.

» Unstructured data is not contained in a regular database and is
growing exponentially, making up most of the data in the world.

. barkuniversity,departmept of IT e . . .
The exponential growgr rofcunstructured data that is shown in Figure
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» Traditionally, computers primarily process structured data, that
is, information with an organized structure, such as a relational
database that is searchable by simple and straightforward search

engine algorithms or SQL statements.

» But, real-world data such as the type that humans deal with
constantly does not have a high degree of organization. For
example, text that is written or spoken in natural language (the
language that humans speak) does not constitute structured
data.

» Unstructured data is not contained in a regular database and is
growing exponentially, making up most of the data in the world.
The exponential growth of unstructured data that is shown in
Figure 3.7 below drives the need for a new kind of computer

system.
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UNSTRUCTURED DATA

= — = _-__'_-_”
STRUCTURED DATA

2017

Figure 3.7 The comparison between the growth of structured and
unstructured data
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Advancements in computer processing speed,
new chip architectures, and big data file

Qvel'nm
J.I'I.L)

ctivity 3.16

» Why is that the advancement in computer processing
speed and architecture influence AI?

v Significant advancements in computer processing and memory
speeds enable us to make sense of the information that is
generated by big data more quickly.

v In the past, statisticians and early data scientists were limited to
working with sample data sets.

v In recent years, big data and the ability to process a large amount
of data at high speeds have enabled researchers and developers to
access and work with massive sets of data. Processing speeds and
new computer chip architectures contribute to the rapid evolution

debark university,department of IT em
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v'The meaning of big data expanded beyond the volume of data
after the release of a paper by Google on Map Reduce and the
Google File System (GFS), which evolved into the Apache
Hadoop open- source project.

v The Hadoop file system is a distributed file system that may
run on a cluster of commodity machines, where the storage of
data is distributed among the cluster and the processing is
distributed too.

v'This approach determines the speed with which data is
processed. This approach includes an element of complexity with
the introduction of new, structured, unstructured, and multi-
structured data types.

v" Large manufacturers of computer chips such as IBM and Intel
are prototyping “brain-like” chips whose architecture is

configured to mimic the-biological-brain’s network of neurons



Cloud computing and application

programmimmigf@q@s
» What is the cloud? What do you know about cloud

éjutm g’
Clou computing is a general term that describes the delivery of

on-demand services, usually through the internet, on a pay-per-
use basis.

v Companies worldwide offer their services to customers over
cloud platforms.

v These services might be data analysis, social media, video
storage, e-commerce, and AI capabilities that are available

through the internet and supported by cloud computing.

v In general, application programming interfaces (APIs) expose
capabilities and services. APIs enable software components to
communicate with each other easily. The use of APIs as a method

for integration injects anlevelooh:flexibility into the application
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v" APIs abstract the underlying workings of a service, application,
or tool, and expose only what a developer needs, so
programming becomes easier and faster. Al APIs are usually
delivered on an open cloud-based platform on which developers
can infuse Al capabilities into digital applications, products, and
operations by using one or more of the available APIs.

v" All the significant companies in the Al services market deliver
their services and tools on the internet through APIs over cloud

platforms, for example:
» IBM delivers Watson Al services over IBM Cloud.

» Amazon Al services are delivered over Amazon Web Services
(AWS).

»  Microsoft Al tools are available over the MS Azure cloud.

> Google Al services are available in the Google Cloud
Platform.

v These services ben&fit? fromiceloud Blatform cavabilities such as



The emergence of data science

» Data science has emerged in the last few years as a new
profession that combines several disciplines, such as statistics,
data analysis, machine learning, and others.

» The goal of data science is to extract knowledge or insights from
data in various forms, either structured or unstructured, which
is like data mining. After you collect a large enough volume of
data, patterns emerge. Then, data scientists use learning
algorithms on these patterns.

» Data science uses machine learning and Al to process big data.



Applications of
Al

» Artificial Intelligence has various applications in today's
society.

» It is becoming essential for today's time because it can solve
complex problems in an efficient way in multiple industries,
such as Healthcare, entertainment, finance, education, etc.

» Al is making our daily life more comfortable and faster.

Activity 3.18

» Having said that, Al is making our daily life more comfortable

and faster in different sectors. Write down some applications

of Al in health, agriculture, education, and business?

debark university,department of IT em
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Following are some sectors which have the application of Artificial
Intelligence:
1. Al in agriculture

» Agriculture is an area that requires various resources, labor,
money, and time for the best result. Now a day's agriculture is
becoming digital, and Al is emerging in this field. Agriculture is
applying Al as agriculture robotics, solid and crop monitoring,
predictive analysis. Al in agriculture can be very helpful for

farmers.

2. Al in Healthcare
» In the last, five to ten years, Al becoming more advantageous for
the healthcare industry and going to have a significant impact

on this industry.

» Healthcare Industries varestapplying oAleto make a better and
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3. Al in education:

» Al can automate grading so that the tutor can have more
time to teach. Al chatbot can communicate with students as

a teaching assistant.

» Al in the future can be work as a personal virtual tutor for
students, which will be accessible easily at any time and
any place.

4. Al in Finance and E-commerce

» Al and finance industries are the best matches for each
other. The finance industry is implementing automation,
chat bot, adaptive intelligence, algorithm trading, and
machine learning into financial processes.

» Al is providing a competitive edge to the e-commerce

industry, and it is becoming . more_demanding in the e-

e Vet s a aaVWoeat alalVWea\ 1\11ﬁ';ﬂl\hﬁ AT ';ﬁ -Inr\-lv\-;nrr n-lr\nv\v\r\v‘n 'l'f\ n-l-;nnn'\-rr\v‘
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5. AI in Gaming Cont’d...

» Al can be used for gaming purposes. The Al machines can
play strategic games like chess, where the machine needs to
think of a large number of possible places.

6. Al in Data Security

» The security of data is crucial for every company and cyber-
attacks are growing very rapidly in the digital world. Al can be
used to make your data more safe and secure. Some examples
such as AEG bot, AI2 Platform, are used to determine software
bugs and cyber-attacks in a better way.

7. Al in Social Media

» Social Media sites such as Facebook, Twitter, and Snapchat
contain billions of user profiles, which need to be stored and
managed in a very efficient way. Al can organize and manage

massive amounts0f «data. Ali.can analyze lots of data to
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8. Al in Travel &Transport

» Al is becoming highly demanding for travel industries. Al is

9.

>

>

capable of doing various travel related works such as tfrom
making travel arrangements to suggesting the hotels, flights,
and best routes to the customers. Travel industries are using
Al- powered chatbots which can make human-like interaction

with customers for a better and fast response.

Al in the Automotive Industry
Some Automotive industries are using Al to provide virtual
assistants to their use for better performance. Such as Tesla
has introduced TeslaBot, an intelligent virtual assistant.
Various Industries are currently working for developing selt-
driven cars which can make your journey more safe and

Secure.
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10.AlI in Robotics:

» Artificial Intelligence has a remarkable role in Robotics.
Usually, general robots are programmed such that they can
perform some repetitive task, but with the help of Al, we can
create intelligent robots which can perform tasks with their
own experiences without pre-programmed.

» Humanoid Robots are the best examples for Al in robotics,
recently the intelligent Humanoid robot named Erica and
Sophia has been developed which can talk and behave like
humans.

11. Al in Entertainment
» We are currently using some Al-based applications in our daily
life with some entertainment services such as Netflix or
Amazon. With the help of ML/AI algorithms, these services

cshow the recommendationsfor nroarams or shows



Al tools and platforms

Activity 3.19
» What do you know about a platform? Why we need platforms?
List down some platforms you used or familiarized previously for
any purpose?

» As we discussed previously, AI has vast applications in different
sectors? Do you think that Al platforms are important to get

AI? _Li Al k
2 TR GReniages o SHAdR, T Hra reheRlBvE edtSts A
difficult which tend to slow down production and also increases

the cost of operation.

4 To bring down the costs of operation, businesses have no option
rather than automate some of the functions to cut down the cost

of production.

d By digitizing repetitive tasks, an enterprise can cut costs on

paperwork and labor which further eliminates human error thus

debark university,department of IT em
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4 Automating processes involving employing artificial intelligence
platforms that can support the digitalization process and deliver
the same or better results than human beings would have

achieved.

4 Al platforms are defined as some sort of hardware architecture
or software framework (including application frameworks), that
allows the software to run. It involves the use of machines to
perform the tasks that are performed by human beings. The
platform simulates the cognitive function that human minds
perform such as problem-solving, learning, reasoning, social
intelligence as well as general intelligence.

4 Artificial intelligence (AI) platforms provide users a tool kit to
build intelligent applications. These platforms combine

intelligent, decisiom-making algorithms with data, which enables



Cont’d...

d  Some platforms offer pre-built algorithms and simplistic
workflows with such features as drag-and-drop modeling and
visual interfaces that easily connect necessary data to the end
solution, while others require a greater knowledge of development
and coding.

4 These algorithms can include functionality for image recognition
(It gives the machine the ability to identify an image which is
helpful in police stations to recognize a criminal), natural language
processing (It gives machines the ability to read and understand
human language.

Jd Some straightforward applications of natural language processing
include information retrieval, text mining, question answering, and
machine translation.), voice recognition (It gives the machine the
ability to differentiate the voice of a person), recommendation

systems, and predictive tanalyticsdi(ktogives the machine to predict
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d Al platforms are frequently used by developers to create both
the learning algorithm and intelligent application. However,
users without intensive development skills will benefit from the
platforms’ pre-built algorithms and other features that curb the
learning curve.

J AI platforms are very similar to Platforms as a Service (PaaS),
which allows for basic application development, but these
products differ by offering machine learning options. As
intelligent applications become the norm, it may become

commonplace forAeliHL3dS53pZéliucts to begin to provide the
same K Aehirte 1a g Pepth S AR A pTgdythas some tools? If

your answer is yes, why?

> List down some Al tools?
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» Al has developed a large number of tools to solve the most

difficult problems in computer science, like:

v

X X X X X

Search and optimization

Logic

Probabilistic methods for uncertain reasoning
Classifiers and statistical learning methods
Neural networks

Control theory

Languages

» The most common artificial intelligence platforms include
Microsoft AZURE Machine Learning, Google Cloud Prediction
API, IBM Watson, TensorFlow, Infosys Nia, Wipro HOLMES,
API.AI, Premonition, Rainbird, Ayasdi, MindMeld, and Meya.



Sample AI application

I. Commuting I1.

» Google’s AI-Powered Predictio

° > .
IlEmall Spam Filters

» Ridesharing Apps Like Uber and Lyft ~  Smart Email

Categorization

» Commercial Flights Use an Al Autopilot

II1. Social Networking

>

Facebook - When you upload photos to Facebook, the service

automatically highlights faces and suggests friends tag.

Pinterest - Pinterest uses computer vision, an application of
Al where computers are taught to “see,” in order to
automatically identify objects in images (or “pins”) and then
recommend visually similar pins. Other applications of
machine learning at Pinterest includes spam prevention,
search, and discovery, ad performance and monetization,

and email marketing.
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» Instagram - Instagram, which Facebook acquired in 2012, uses
machine learning to identify the contextual meaning of emoji,
which have been steadily replacing slang (for instance, a
laughing emoji could replace “lol”)

» Snapchat - Snapchat introduced facial filters, called Lenses, in

2015. These filters track facial movements, allowing users to add
IV. @Me§hqffﬁgfﬁd)r digital masks that adjust when their faces

» Sggf‘%ﬁd'— Your Amazon searches (“ironing board”, “pizza stone”,
“Android charger”, etc.) quickly return a list of the most relevant
products related to your search

» Recommendations - You see recommendations for products you're
interested in as “customers who viewed this item also viewed” and
“customers who bought this item also bought”, as well as via
personalized recommendations on the home page, bottom of item
pages, and through email. Amazon uses artificial neural networks

to generate these product recommendations.
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V. Mobile Use Cont’d...

» Voice-to-Text - A standard feature on smartphones today is voice-
to-text. By pressing a button or saying a particular phrase (“Ok
Google”, for example), you can start speaking and your phone
converts the audio into text

» Smart Personal Assistants - Now that voice-to-text technology is
accurate enough to rely on for basic conversation, it has become
the control interface for a new generation of smart personal
assistants.

" Siri and Google Now (now succeeded by the more
sophisticated Google  Assistant), which could perform
internet searches, set reminders, and integrate with your

calendar.
" Amazon expanded upon this model with the announcement of

complementary hardware and software components:
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0 Alexa, an Al-powered personal assistant that accepts
voice commands to create to-do lists, order items
online, set reminders, and answer questions (via

internet searches)

0 Echo (and later, Dot) smart speakers that allow you to
integrate Alexa into

your living room and use voice commands to ask
natural language questions, play music, order pizza,

hail an Uber, and integrate with smart home devices.

Microsoft has followed suit with Cortana, its own Al assistant
that comes pre- loaded on Windows computers and Microsoft

smartphones.






Objective
After completing this chapter, the students will be

» Describe IoT

Explain the history of IoT
Describe the pros and cons of IoT
Explain how IoT works

Explain the architecture of IoT

Describe 10T tools and platforms

V. YV V V VY V

Describe some of the application areas of IoT



Overview of IoT

“* The most important features of IoT include artificial intelligence,

connectivity, sensors, active engagement, and small device use.

A brief review of these features is given below —

Al — IoT essentially makes virtually anything “smart”,

meaning it enhances every aspect of life with the power of
data collection, artificial intelligence algorithms, and
networks. This can mean something as simple as enhancing
your refrigerator and cabinets to detect when milk and your
tavorite cereal run low, and to then place an order with your

preferred grocer.

Connectivity — New enabling technologies for networking
and specifically IoT networking, mean networks are no
longer exclusively tied to major providers. Networks can

exist on a muchssmalerandicheaper scale while still being
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* Sensors — IoT loses its distinction without sensors. They
act as defining instruments that transform IoT from a
standard passive network of devices into an active system
capable of real-world integration.

* Active Engagement — Much of today's interaction with

connected technology happens through passive
engagement. IoT introduces a new paradigm for active

content, product, or service engagement.

“ Small Devices — Devices, as predicted, have become smaller,

cheaper, and more powertful over time.

* IoT exploits purpose-built small devices to deliver its precision,

scalability, and versatility.
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Activity 4.1
» Explain the key features of the Internet of Things
(IoT)?
What is the Internet of Things (IoT)?
What does IoT play in the day-to-day lives of people

and in organizations?
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What is
IoT?

“* The description of the Internet of Things is related to different
definitions used by several groups for promoting the particular
concept in the whole world.

» According to the Internet Architecture Board’s (IAB)
definition, IoT is the networking of smart objects, meaning a
huge number of devices intelligently communicating in the
presence of internet protocol that cannot be directly operated
by human beings but exist as components in buildings,
vehicles or the environment.

» According to the Internet Engineering Task Force (IETF)
organization’s definition, IoT is the networking of smart
objects in which smart objects have some constraints such as
limited bandwidth, power, and processing accessibility for

achieving interoperabilitytyamong smart objects.
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» According to the IEEE Communications category magazine’s
definition, IoT is a framework of all things that have a
representation in the presence of the internet in such a way
that new applications and services enable the interaction in the
physical and virtual world in the form of Machine-to-Machine
(M2M) communication in the cloud.

» According to the Oxford dictionary’s definition, IoT is the
interaction of everyday object’s computing devices through the

Internet that enables the sending and receiving of useful data.

» The term Internet of Things (IoT) according to the 2020
conceptual framework is expressed through a simple formula

such as:

IoT= Services+ Data+ Networks
+ Sensors

“ Generally, The InternetoofMhingsd(foT) is the network of physical
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» IoT is a system of interrelated computing devices, mechanical
and digital machines, objects, animals or people that are
provided with unique identifiers and the ability to transfer
data over a network without requiring human-to-human or
human-to-computer interaction. IoT is a network of devices
that can sense, accumulate and transfer data over the

internet without any human intervention.

* Simply stated, the Internet of Things consists of any device with
an on/off switch connected to the Internet. This includes almost
anything you can think of, ranging from cellphones to building

maintenance to the jet engine of an airplane.

“** Medical devices, such as a heart monitor implant or a biochip
transponder in a farm animal, can transfer data over a network

and are members of<¢he vlel:
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 The internet of things (IoT) has found its application in several
areas such as connected industry, smart-city, smart-home,
smart-energy, connected car, smart agriculture, connected
building and campus, health care, logistics, among other

domains (see |

‘igure 4.1 IoT in Different Doma#s = \
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» 10T utilizes existing and emerging technology for sensing,

networking, and robotics.

» IoT exploits recent advances in software, falling
hardware prices, and modern attitudes towards

technology.

» Its new and advanced elements bring major changes in
the delivery of products, goods, and services; and the

social, economic, and political impact of those changes.



History of IoT

»The Internet of Things has not been around for very long.
However, there have been visions of machines communicating
with one another since the early 1800s.

» Machines have been providing direct communications since the
telegraph (the first landline) was developed in the 1830s and
1840s.

»Described as “wireless telegraphy,” the first radio voice
transmission took place on June 3, 1900, providing another
necessary component for developing the Internet of Things. The
development of computers began in the 1950s.

»The Internet, itself a significant component of the [oT, started out
as part of DARPA (Defense Advanced Research Projects Agency)
in 1962 and evolved into ARPANET in 1969. In the 1980s,

commercial serviceseprovidersbegan ossupporting public use of
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» This was quickly followed by privately owned, commercial
satellites being placed in orbit. Satellites and landlines provide
basic communications for much of the IoT. One additional and
important component in developing a functional IoT was IPV6’s

remarkably intelligent decision to increase address space.

» The Internet of Things, as a concept, wasn’t officially named until
1999. One of the first examples of an Internet of Things is from
the early 1980s and was a Coca Cola machine, located at the
Carnegie Melon University. Local programmers would connect by
the Internet to the refrigerated appliance, and check to see if
there was a drink available and if it was cold, before making the
trip.

» By the year 2013, the Internet of Things had evolved into a
system using multiple technologies, ranging from the Internet to

wireless communieationersandrartfrom T emicro-electromechanical
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> Kevin Ashton, the Executive Director of Auto-ID Labs at MIT

was the first to describe the Internet of Things, during his
1999 speech.

» Kevin Ashton stated that Radio Frequency Identification
(RFID) was a prerequisite for the Internet of Things.

» He concluded if all devices were “tagged,” computers could
manage, track, and inventory them. To some extent, the
tagging of things has been achieved through technologies

such as digital watermarking, barcodes, and QR codes.

» Inventory control is one &ty Hhyréd -shvious advantages of the
InternstafeThiimghistory of the Internet of Things (IoT)?

» What was the role of Kevin Ashton in the history of
IoT?
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IoT — Advantages

Activity 4.3
» The use of the Internet of Things (IoT) provides a number of
advantages. What are they?

* The advantages of IoT span across every area of lifestyle and business.

Here is a list of some of the advantages that IoT has to offer:

v Improved Customer Engagement — Current analytics suffer from
blind-spots and significant flaws inaccuracy; and as noted,
engagement remains passive. IoT completely transforms this to
achieve richer and more effective engagement with audiences.

v Technology Optimization — The same technologies and data which
improve the customer experience also improve device use, and aid in

more potent improvements to technology. IoT unlocks a world of

critical functional and field data.
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¥ Reduced Waste — IoT makes areas of improvement clear.
Current analytics give us superficial insight, but IoT
provides real-world information leading to the more
effective management of resources.

¥ Enhanced Data Collection — Modern data collection
suffers from its limitations and its design for passive use.
IoT breaks it out of those spaces and places it exactly

where humans really want to go to analyze our world. It

allows an accurate pieﬁﬁgi&ii Eyeﬁﬂtﬁing.

» Briefly discussed the cons of IoT related to security and
compatibility?

» Briefly discussed security requirements at a different layer
of IoT?
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IoT - Cont’d...

. Disadvantages
%** Here is a list of some of the disadvantages of IoT. these are:

v" As the number of connected devices increases and more
information is shared between devices, the potential that a
hacker could steal confidential information also increases.

v If there’s a bug in the system, it’s likely that every connected
device will become corrupted.

v" Since there’s no international standard of compatibility for IoT,
it’s difficult for devices from different manufacturers to
communicate with each other.

v" Enterprises may eventually have to deal with massive numbers
maybe even millions of IoT devices and collecting and

managing the data from all those devices will be challenging.



Challenges of Cont’d...

IoT
Activity 4.5

» What are the most frequently raised challenges that of
IoT has been facing?

“*Though IoT delivers an impressive set of advantages, it also
presents a significant set of challenges. Here is a list of some its
major issues:

* Security — IoT creates an ecosystem of constantly connected

devices communicating over networks. The system offers

little control despite any security measures. This leaves users
exposed to various kinds of attackers.

* Privacy — The sophistication of IoT provides substantial

personal data in extreme detail without the user's active

participation.
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Complexity — Some find IoT systems complicated in terms
of design, deployment, and maintenance given their use of
multiple technologies and a large set of new enabling
technologies.

Flexibility — Many are concerned about the flexibility of an
IoT system to integrate easily with another. They worry
about finding themselves with several conflicting or locking
systems.

Compliance — 10T, like any other technology in the realm of
business, must comply with regulations. Its complexity
makes the issue of compliance seem incredibly challenging

when many consider standard software compliance a battle.



How does it
Kk?

»An IoT ecosgfl‘sf%)elr‘n consists of web-enabled smart devices that use
embedded processors, sensors and communication hardware to
collect, send and act on data they acquire from their

environments.

»10T devices share the sensor data they collect by connecting to
an IoT gateway or another edge device where data is either sent
to the cloud to be analyzed or analyzed locally. Sometimes,
these devices communicate with other related devices and act on

the information they get from one another.

»The devices do most of the work without human intervention,
although people can interact with the devices. For instance, to
set them up, give them instructions or access the data. The

connectivity, networking and communication protocols used with

thece web-enahled ‘AdAeyvicec Taraoaalss denend on the onecific TaT



Architecture of IoT
Activity 4.6

» There are four components in the IoT architecture. What

are they?

» Explain the functions of each layer of IoT.

> What is the difference between the sensors used in IoT

“* In general, an IoT device can be explained as a network of
déevices?’

things that consists of hardware, software, network

connectivity, and sensors.

* Hence, the architecture of IoT devices comprises four major

components:
v’ sensing,
v network,

v data processing, and

v applicationlayers (as /depicted in Figure 4.2).
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Sensing Layer =
: Application é
» The main purpose of EE ] gy
the sensing layer is to Application | __
identify any t
1 addd
phenomena in the Gata Processing) Ei = 5@:?
. . = = 7
devices’ peripheral Layer 12 =)

and obtain data from

the real world.

» This layer consists of

several sensors. Using

multiple sensors for

applications 1is one of

the primary features of

IoT devices. [ Sensors }

> Sensors in IoT devices Figure 4.2 Architecture of
debark umversﬁy,departmen?gg,T em
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» A sensor hub is a common connection point for multiple
sensors that accumulate and forward sensor data to the
processing unit of a device.

» Actuators can also intervene to change the physical conditions
that generate the data. An actuator might, for example,
shut off a power supply, adjust an airflow valve, or move a
robotic gripper in an assembly process.

" SRNSHSHIh 98nsHECHIofiBR Rs61R55HEGuN tohdIRen J¥raad
categpdifmags ARICHDaA PO tation of the devices. There are

two types of motions one can observe in a device: linear and
angular motions. The linear motion refers to the linear
displacement of an IoT device while the angular motion

refers to the rotational displacement of the device.
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B. Environmental Sensors: Sensors such as Light sensors,

C.

Pressure sensors, etc. are embedded in IoT devices to sense the
change in environmental parameters in the device’s peripheral.
The primary purpose of using environmental sensors in IoT
devices 1is to help the devices to take autonomous decisions
according to the changes of a device’s peripheral. For instance,
environment sensors are used in many applications to improve
user experience (e.g., home automation systems, smart locks,
smart lights, etc.).

Position sensors: Position sensors of IoT devices deal with the
physical position and location of the device. The most common
position sensors used in IoT devices are magnetic sensors and
Global Positioning System (GPS) sensors. Magnetic sensors are

usually used as digital compass=andthelprto fix the orientation of
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2. Network Layer
> The network layer acts as a communication channel to
transfer data, collected in the sensing layer, to other
connected devices.
> In IoT devices, the network layer is implemented by using
diverse communication technologies (e.g., Wi-Fi, Bluetooth,
Zigbee, Z- Wave, LoRa, cellular network, etc.) to allow data
flow between other devices within the same network.
3. Data Processing Layer
> It consists of the main data processing unit of IoT devices.
> It takes data collected in the sensing layer and analyses the
data to make decisions based on the result. In some IoT
devices (e.g., smartwatch, smart home hub, etc.), the data
processing layer also saves the result of the previous analysis

to improve the user.expervience:



Cont’d...

4. Application Layer

> The application layer implements and presents the results
of the data processing layer to accomplish disparate
applications of IoT devices.

> The application layer is a user-centric layer that executes
various tasks for the users.

> There exist diverse IoT applications, which include smart

transportation, smart home, personal care, healthcare, etc.
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Devices and

etworks . . .
» Connected gl\levmes are part of a scenario in which every device

talks to other related devices in an environment to automate
home and industrial tasks, and to communicate usable sensor
data to users, businesses and other interested parties.

» ToT devices are meant to work in concert for people at home, in
industry or in the enterprise.

» As such, the devices can be categorized into three main groups:

consumer, enterprise and industrial.

d Consumer connected devices include smart TVs, smart
speakers, toys, wearables, and smart appliances. smart
meters, commercial security systems and smart city
technologies such as those used to monitor traffic and
weather conditions are examples of industrial and
enterprise IoT devices.

4 Other technologies, including smart air conditioning, smart

thermostats, smart.\ldghting;nenandensmart security, span
home onternrice “and indiitcerrial 11cac
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4 In the enterprise, smart sensors located in a conference room
can help an employee locate and schedule an available room for a
meeting, ensuring the proper room type, size and features are
available. When meeting attendees enter the room, the
temperature will adjust according to the occupancy, and the
lights will dim as the appropriate PowerPoint loads on the screen

nd the speaker begins his presentation.
gI()T networ ty%ically %%Cludes a number of devices with

constrained resources (power, processing, memory, among
others) and some of those devices may be massively deployed
over large areas like smart cities, industrial plants, whereas
others may be deployed in hard-to-reach areas like pipelines
hazardous zones, or even in hostile environments like war

Z011€eS.
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Therefore, the efficient management of IoT networks requires
considering both the constraints of low power IoT devices and the
deployment complexity of the underlying communication
infrastructure.

IoT landscape is depicted by an increasing number of connected
devices characterized by their heterogeneity and the presence of
resources constrained networks.

To ensure the correct functioning of those connected devices, they
must be remotely accessed to configure, monitoring their status,
and so forth. Traditional management solutions cannot be used
for low power devices networks given their resources limitation
and scalability issues.

Therefore, efficient and autonomic management of IoT networks is
needed. Developing an IoT network management solution is not an

easy task Dbecause.of the! intrinsic 'constraints of IoT networks
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» Indeed, it is necessary to take into account several elements such
as scalability, interoperability, energy efficiency, topology control,
Quality of Service (QoS), fault tolerance, and security.

» The security, context-aware, and the standard model of
messages still in an early stage and should be resolved in a new
management platform. Therefore, this work proposes a platform
for IoT networks and devices management, called M4DN.IoT
(Management for Device and Network in the Internet of Things).
This solution integrates and controls the individual functionalities
of the devices in an IoT network as well as the status and
characteristics of this network. M4DN.

» [IoT defines a management structure in two scopes: local
management, where the platform runs in the same environment
as the devices, and remote management, where the platform

controls the devices; in different networks.
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»The structure of the platform is expandable, allowing the addition
of new types of network devices or applications. In addition, the
platform provides standard web services, such as device discovery,

data storage, and user authorities, which are basic requirements

2.
for creating IoT appli T

ﬁ. loT ,l'_ll.

Applications

Figure 4.3 Networked IoT

Devices
L_H_Ea (¢ <m
. [ & B

erging technology cordinator




Activity 4.7 Cont’d...

» List and discussed at least three examples of IoT devices and their
application?

» Dear leaner please make a note about Management for Device
and Network in the Internet of Things (M4DN.IoT) later
discussed hoHle Joals and Platforms

» There are many vendors in the industrial IoT platform
marketplace, offering remarkably similar capabilities and
methods of deployment.

» These IoT Platform Solutions are based on the Internet of
Things and cloud technology.

» They can be used in areas of smart home, city, enterprise, home

automation, healthcare or automotive.

debark university,department of IT em
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IoT Platform Keyv features

Manage an unlimited number of connected devices
Set up cross-device interoperability

Perform real-time device monitoring

Perform remote device provisioning and configuration

Collect and analyze sensor data
Analvze user behavior and deliver targeted notifications

Create cloud services for smart products

Eun anv number of IoT applications on a single SiteWhere instance
Spring delivers the core configuration framework

Add devices through self-registration

Integrates with third-party integration frameworks such as Mule any
S1iteWhere point

Defanlt database storage 15 MongoDB

Eclipse Californium for CoAP messaging

InfluxDB for event data storage

Grafana to visualize Site Where data

Collect data 1n private channels

Share data with public channels
MATLAREB analvtics and visualizations
Alerts

Event scheduling

App integrations

ThingSpeak

Worldwide community
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DeviceHive

Directly integrate with Alexa

Visualization dashboard of vour choice

It supports Big data solutions such as ElasticSearch, Apache Spark,
Cassandra and Katka for real-time and batch processing.

Connect any device

It comes with Apache Spark and Spark Streaming support.

Supports libraries written 1n various programming languages.
including Android and 105 libraries

It allows runming batch analyvtics and machine learning on top of yvour
device data

Zetta

Supports a wide range of hacker boards
Zetta allows vou to assemble smartphone apps. device apps, and cloud

dPpPs

ThingsBoard

Eeal-time data visualization and remote device control
Customizable rules, plugins, widgets and transport implementations

debark university,department of IT em
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Activity 4.8

Cont’d...

# Brefly discussed some of the IoT development tools that are listed below?

Tessel 2
Eclipse IoT
Arduino
PlatforIO

I

BM Watson

Easpbian
OpensCADA

Node-EED
Eimono Create

Device Hive

debark university,department of IT em
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Applications of

* The Versatl«g;!;ture of IoT makes it an attractive option for so
many businesses, organizations, and government branches, that
it doesn’t make sense to ignore it. Here’s a sample of various
industries, and how IoT can be best applied.

®* Agriculture - For indoor planting, IoT makes monitoring and
management of micro- climate conditions a reality, which in
turn increases production. For outside planting, devices using
IoT technology can sense soil moisture and nutrients, in
conjunction with weather data, better control smart irrigation
and fertilizer systems. If the sprinkler systems dispense water
only when needed, for example, this prevents wasting a
precious resource.

* Consumer Use - For private citizens, IoT devices in the form of
wearables and smart homes make life easier. Wearables cover

accessories suchcasFitbitossmartphones, Apple watches, health



Cont’d...

Smart homes take care of things like activating environmental
controls so that your house is at peak comfort when you come
home. Dinner that requires either an oven or a crockpot can be
started remotely, so the food is ready when you arrive. Security is
made more accessible as well, with the consumer having the ability
to control appliances and lights remotely, as well as activating a
smart lock to allow the appropriate people to enter the house even
if they don’t have a key.
®* Healthcare - First and foremost, wearable 10T devices let hospitals
monitor their patients’ health at home, thereby reducing hospital
stays while still providing up to the minute real- time information
that could save lives. In hospitals, smart beds keep the staff
informed as to the availability, thereby cutting wait time for free
space. Putting IoT sensors on critical equipment means fewer

breakdowns and increased. . reliability, .which can mean the
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Insurance - Even the insurance industry can benefit from the
IoT revolution. Insurance companies can offer their
policyholders discounts for IoT wearables such as Fitbit. By
employing fitness tracking, the insurer can offer customized
policies and encourage healthier habits, which in the long run

benefits everyone, insurer, and customer alike.

Manufacturing - The world of manufacturing and industrial
automation is another big winner in the IoT sweepstakes. RFID
and GPS technology can help a manufacturer track a product
from its start on the factory floor to its placement in the
destination store, the whole supply chain from start to finish.
These sensors can gather information on travel time, product
condition, and environmental conditions that the product was
subjected to. Sensors attached to factory equipment can help

identity bottleneckscintheproduction dine; thereby reducing lost

g =
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Retail - IoT technology has a lot to offer the world of retail.

Online and in-store shopping sales figures can control
warehouse automation and robotics, information gleaned from
[oT sensors. Much of this relies on RFIDs, which are already in
heavy use worldwide. Mall locations are iffy things; business
tends to fluctuate, and the advent of online shopping has driven
down the demand for brick and mortar establishments. However,
IoT can help analyze mall traffic so that stores located in malls
can make the necessary adjustments that enhance the
customer’s shopping experience while reducing overhead.
Speaking of customer engagement, IoT helps retailers target
customers based on past purchases. Equipped with the
information provided through IoT, a retailer could craft a

personalized promotion for their loyal customers, thereby

aliminatina the nead for coctHty ma<ce- Mmarketina nromotionge that
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Transportation - By this time, most people have heard about the
progress being made with self-driving cars. But that’s just one
bit of the vast potential in the field of transportation. The GPS,
which if you think of it is another example of 10T, is being utilized
to help transportation companies plot faster and more efficient
routes for trucks hauling freight, thereby speeding up delivery
times. There’s already significant progress made in navigation,
once again alluding to a phone or car’s GPS. But city planners
can also use that data to help determine traftfic patterns, parking

space demand, and road construction and maintenance.
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Utilities - 10T sensors can be employed to monitor
environmental conditions such as humidity, temperature, and
lighting. The information provided by IoT sensors can aid in

the creation of algorithms that regulate energy usage and
make the appropriate adjustments, eliminating the human
equation (and let’s face it, who of us hasn’t forgotten to switch
off lights in a room or turn down the thermostat?). With IoT-
driven environmental control, businesses and private
residences can experience significant energy savings, which in
the long run, benefits everyone, including the environment!
On a larger scale, data gathered by the Internet of Things can
be used to help run municipal power grids more efficiently,

analyzing factors such as usage. In addition, the sensors can
help pinpoint outages faster, thereby increasing the response

time of repair crewscanddecreasing blackout times.



IoT Based Smart

Home
» Smart Home initiative allows subscribers to remotely manage

and monitor different home devices from anywhere via
smartphones or over the web with no physical distance
limitations. With the ongoing development of mass-deployed
broadband internet connectivity and wireless technology, the
concept of a Smart Home has become a reality where all devices
are integrated and interconnected via the wireless network.
These “smart” devices have the potential to share information
withReambtetiGam ok A ppdigecesanSwiitalvaida lomhi tunib affcesm by
broaiipd eatdendoicoattddeiys. and save energy.

* Weather: Displays outdoor weather conditions such as humidity,

temperature, pressure, wind speed and rain levels with the ability

to transmit data over long distances.
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* Smart Home Appliances: Refrigerators with LCD screen telling
what’s inside, food that’s about to expire, ingredients you need to
buy and with all the information available on a smartphone app.
Washing machines allowing you to monitor the laundry remotely,
and. The kitchen ranges with the interface to a Smartphone app
allowing remotely adjustable temperature control and monitoring
the oven’s self-cleaning feature.

* Safety Monitoring: cameras, and home alarm systems making
people feel safe in their daily life at home.

* Intrusion Detection Systems: Detection of window and door

openings and violations to prevent intruders.

* Energy and Water Use: Energy and water supply consumption
monitoring to obtain advice on how to save cost and resources, &

many meore.



IoT Based Smart
City

“ In cities, the development of smart grids, data analytics, and
autonomous vehicles will provide an intelligent platform to
deliver innovations in energy management, traffic management,
and security, sharing the benefits of this technology throughout
society.

®* Structural Health: Monitoring of vibrations and material
conditions in buildings, bridges and historical monuments.

* Lightning: intelligent and weather adaptive lighting in
street lights.

®* Safety: Digital video monitoring, fire control management,
public announcement systems.

* Transportation: Smart Roads and Intelligent High-ways
with warning messages and diversions according to climate

conditions and unexpected events like accidents or traffic
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* Smart Parking: Real-time monitoring of parking spaces
available in the city making residents able to identify and
reserve the closest available spaces,

* Waste Management: Detection of rubbish levels in containers
to optimize the trash collection routes. Garbage cans and
recycle bins with RFID tags allow the sanitation staff to see

when garbage has been put out.



IoT Based Smart

Farmin . . " .y
Green Houses: Control micro-climate conditions to maximize

the production of fruits and vegetables and its quality.

Compost: Control of humidity and temperature levels in alfalfa,
hay, straw, etc. to prevent fungus and other microbial

contaminants.

Animal Farming/Tracking: Location and identification of
animals grazing in open pastures or location in big stables,
Study of ventilation and air quality in farms and detection of

harmful gases from excrements.

Offspring Care: Control of growing conditions of the offspring
in animal farms to ensure its survival and health.

Field Monitoring: Reducing spoilage and crop waste with

better monitoring, accurate. ongoing data obtaining, and
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Activity 4.9 Cont’d...

» What is the application of IoT in
agriculture?

What is the application of IoT for

the use of consumers?

What is the application of IoT in

healthcare?

What is the application of IoT in

Insurance companies?

What is the application of IoT in

manufacturing industries?

What is the application of IoT in

retail industribg? s s o e
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Objective

After completing this chapter, the students will be

>

vV V VYV V

Explain augmented reality

Explain the features of augmented reality
Explain the difference between AR, VR, and MR
Explain the architecture of augmented reality sy:

Describe the application areas of augmented rea



Overview of Augmented Reality

Activity 5.1.
» What do you think about augmented reality?

» What are the common features of augmented reality?

4 The fundamental idea of AR is to combine, or mix, the view of the
real environment with additional, virtual content that is presented

through computer graphics.

d Its convincing effect is achieved by ensuring that the virtual
content is aligned and registered with the real objects. As a person
moves in an environment and their perspective view of real objects
changes, the virtual content should also be presented from the

same perspective.

J Augmented reality (AR) is a form of emerging technology that
allows users to overlay computer- generated content in the real

world. AR refers to atlive view of & physical real-world environment
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The augmentation is typically done in real-time and in semantic context
with environmental elements. By using the latest AR techniques and
technologies, the information about the surrounding real world
becomes interactive and digitally usable. Through this augmented
vision, a user can digitally interact with and adjust information about
their surrounding environment.

Augmented Reality (AR) as a real-time direct or indirect view of a
physical real-world environment that has been enhanced/augmented
by adding virtual computer-generated information to it.

Augmented reality is the integration of digital information with the
user's environment in real- time. Unlike virtual reality, which creates a
totally artificial environment, augmented reality uses the existing
environment and overlays new information on top of it.

A live direct or indirect view of a physical, real-world environment

whose elements are augmented. by computer-generated sensory input
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Virtual reality
reality (MR)

(VR), Augmented Reality (AR) vs Mixed

» With constant development in computer vision and the exponential

advancement of computer processing power, virtual reality (VR),

augmented reality (AR), and mixed reality (MR)

technology is

> RERATYSS ENEVEARH !
in the applications
and functions of
these emerging
technologies,
sometimes these
terms get confused

used
The

or are

incorrectly.

nore prominent.

\ Mixed Reality (MR) \
I_r—

i—
Real

Virtual
Environment

Augmented

Augmented
Reality (AR)

Environment

main  differences

between them d&itgure i Pa
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Virtual Reality (VR) Cont’d...

VR is fully immersive, which tricks your senses into thinking
you're in a different environment or world apart from the real
world.

Using a head-mounted display (HMD) or headset, you’ll
experience a computer-generated world of imagery and sounds in
which you can manipulate objects and move around using haptic
controllers while tethered to a console or PC.

It is also called a computer-simulated reality.

It refers to computer technologies using reality headsets to
generate realistic sounds, images and other sensations that
replicate a real environment or create an imaginary world.
Advanced VR environment will engage all five senses (taste,

sight, smell, touch, sound), but it is important to say that this is

not alwave no<cihle (See Fiartirrea "5 7Y
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» Using VR devices such as HTC Vive, Oculus Rift or Google
Cardboard, users can be transported into a number of real-world
> &hd imaestinedvenvrdnmgs

VR experiences

even provide

freedom of
movement - UusSers
can move 1In a
digital environment
and hear sounds.
Moreover, special
hand controllers can

be used to enhance

VR experiences. Figure 5.2 Example of Immersive Technology

debark university,department of IT em
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Most VR headsets are connected to a computer (Oculus Rift) or a
gaming console (PlayStation VR) but there are standalone devices
(Google Cardboard is among the most popular) as well. Most
standalone VR headsets work in combination with smartphones -
you insert a smartphone, v

virtual reality (see Figure 5.3

lggme@@ﬂﬂﬂa@aageotﬁamlnserts a Smartphone

g technology cord or
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»There’s a different way to experience augmented reality, though -
with special AR headsets, such as Google Glass, where digital

content is displayed on a tiny screen in front of a user’s eye.

» AR adds digital elements to a live view often by using the camera on
a smartphone. Examples of augmented reality experiences include
Snapchat lenses and the game Pokemon Go. Augmented Reality
(AR) is a live, direct or indirect view of a physical, real-world

environment whose elements are augmented (or supplemented) by

.

Figure 5.4 Direct and dndirect Augnrentationof @bjects
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Mixed Reality (MR) Cont’d...
Mixed Reality (MR), sometimes referred to as hybrid reality, is the

merging of real and virtual worlds to produce new environments
and visualizations where physical and digital objects co-exist and
interact in real-time.

It means placing new imagery within a real space in such a way
that the new imagery is able to interact, to an extent, with what
is real in the physical world we know (see Figure 5.5 and Figure
5.0).

For example, with MR, you can play a virtual video game, grab
your real-world water bottle, and smack an imaginary character
from the game with the bottle. Imagination and reality have never
been so intermingled.

The key characteristic of MR is that the synthetic content and the

real-world content are able to react to each other in real-time.



Cont’d...
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Figure 5.5 Mixed Reality in Engineering and Medicine
» In mixed reality, you interact with and manipulate both physical
and virtual items and environments, using next-generation

sensing and imaging technologies.

» MR allows you to see and immerse yourself in the world around

you even as you interact with a virtual environment using your
debark university,department of IT em

own hands—all withotit evéer rFetiovina X our headset.



Figure 5.6 Mixed Reality in Entertainment

» It provides the ability to have one foot (or hand) in the real world,
and the other in an imaginary place, breaking down basic
concepts between real and imaginary, offering an experience that

can change the way you game and work today.
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» One of the most obvious differences among augmented reality,
virtual reality, and mixed reality is the hardware requirements
and also VR is content which is 100% digital and can be enjoyed
in a fully immersive environment, AR overlays digital content on
top of the real-world. and MR is a digital overlay that allows
interactive virtual elements to integrate and interact with the
real-world environment. Numerous augmented reality apps and

games can run on almost every smartphone on the market.

» On the other hand, virtual reality programs require specialized VR
headsets, noise-canceling headphones, cameras to track room
space and boundaries, and sometimes even motion capture
technology. Some of the biggest names in VR tech today are the
Oculus Rift, HTC Vive, and PlayStation VR. For the enjoyment of
simple VR videos, there are affordable makeshift VR headsets
like the Google Cardboard; -whichiwork by running a video in 360



Cont’d...

» Mixed reality hardware is still emerging and hasn’t quite broken
into the mainstream consumer market, most likely due to the
price. The consumer releases of the Microsoft HoloLens and
Magic Leap One retail for over $2000 USD, which is 3 to 4 times
the cost of the PlayStation VR and HTC Vive VR headsets.
However, mixed reality applications sometimes require
exponentially more processing power and thus require more

powerful hardware.

» For example, the Microsoft HoloLens includes a built-in
microphone array, binaural sound capabilities, a built-in camera
for recording, a depth sensor, head-tracking cameras, and an
inertial measurement unit which helps track your head
movement. On top of the traditional CPU and GPU, Microsofit
also created a Holographic Processing Unit to help track where

the user is looking anad tmnderstand'command gestures.
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Activity 5.2.

» Describe AR, VR and MR
» Compare and contrast AR, VR and MR.

The architecture of AR Systems

»The first Augmented Reality Systems (ARS) were usually designed

with a basis on three main blocks, as is illustrated in Figure 5.7:
1) Infrastructure Tracker Unit,
2) Processing Unit, and
3) Visual Unit.

»The Infrastructure Tracker Unit was responsible for collecting
data from the real world, sending them to the Processing Unit,
which mixed the virtual content with the real content and sent the

result to the Video Out module of the Visual Unit. Some designs

used a Video In, to s.acquire. required: data, for the Infrastructure

erging technology cordinator
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Mix the
realities

Fositioning and € Visual
orientation data Content
Processing
Unit
Mixed
realities
Hdt;,[a; feom Infrastructure
Tracker Unit
SEnNsors
Visual Unit

Real world > m\.ﬁdmm[:jut with
visual data e mixed worids

Captured video for
computer vision and
image processing

Figure 5.7 Augmented Reality Systems (ARS) standard architecture
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» The Visual Unit can be classified into two types of system,

depending on the followed visualization technology:

1. Video see-through: It uses a Head-Mounted Display (HMD)
that employs a video-mixing and displays the merged
images on a closed-view HMD.

2. Optical see-through: It uses an HMD that employs optical

combiners to merge the images within an open-view HMD.

» HMDs are currently the dominant display technology in the AR
field. However, they lack in several aspects, such as ergonomics,

high prices and relatively low mobility due to their sizes and

connectivity features.

» An additional problem involving HMD is the interaction with the
real environment, which places virtual interactive zones to the

user, making the collision’ with these'' Zones hard due to the
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» Alternative approaches to developing ARS involve the use of
monitors and tablets.

» Monitors are used as an option for indirect view since the user
does not look directly into the mixed world.

» Tablets are used in direct view since the user points the camera
to the scene and looks directly into the mixed world. Both

approaches still have difficylties i tting a collision.
ctivity 5.3

» What are the three blocks/components of the AR system
architecture?

» Describe the functions of the Infrastructure Tracking Unit, the
Processing Unit, and the Visual Unit?

» What is the difference between Video-see through and Optical-

see through visualization technologies?
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Applications of AR Systems

» Technology is ever-changing and ever-growing.
» One of the newest developing technologies is augmented
reality (AR), which can be applied to many different
disciplines such as education, medicine, entertainment,

military, etc. Let us see some of its applications.

1. AR In education
v Augmented reality allows flexibility in use that is
attractive to education.
v AR technology can be utilized through a variety of
mediums including desktops, mobile devices, and

smartphones.
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v" AR can be used to enhance content and instruction within the
traditional classroom, supplement instruction in the special
education classroom, extend content into the world outside the
classroom, and be combined with other technologies to enrich
their individual applications. More importantly, the following
reasons for using augmented reality in education:

* Affordable learning materials - posters, digital illustrations,
physical models, prototypes are very expensive and it’s
impossible for schools to find enough money to purchase all
the supplementary materials they would like to. Using AR
technology allows for avoiding investments in physical
materials. Besides, students can get access to learning
materials and interact with them anytime.

®* Interactive lessons - when AR . technology is used in
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* Higher engagement - when teachers integrate augmented reality
into their lectures, they attract the attention of their students and
make lessons more effective. When students are interested, it is
much easier to make them work more productively.

* Higher retention - using the AR app, students can get access to
augmented models that represent any real objects from a famous
monument or work of art to a molecule. Besides, students can get
access to a website with specific information. When learning with AR
technology, students use different senses and retain more knowledge
for a long time.

®* Boost intellectual curiosity - augmented reality makes students
more excited about learning certain subjects. Modern students were
born in a digital era so they will always be excited with innovative
technologies that can help them learn new ideas and develop their
critical thinking skills.

v When 11cina AR technalaarS R PR e GC1EAddr+anm teachere can create an



AR In Medicine

» Augmented reality is one of the current technologies changing all

industries, including healthcare and medical education.

» The purpose of any invention and technology is to simplify our life.
Augmented reality has the potential to play a big role in improving
the healthcare industry. Only a few vyears since the first
implementations of augmented reality in medicine, it has already
filled an important place in doctors’ and nurses’ routine, as well as
patients’ lives. This new technology is enhancing medicine and
healthcare towards more safety and efficiency. For now, augmented
reality has already made significant changes in the following
medical areas:

®* surgery (minimally invasive surgery);
®* education of future doctors;
* diagnostics;

* AR tools may also?aidetocdeteet ' the signs of depression and other
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“* In medicine, AR has the following applications:

1) Describing symptoms - Have you ever been in a situation when it
was hard to describe to the doctor what was bothering you? It is a
common problem for all us, the roots of which extend to
overreacting and lack of knowledge. And what is most important, it
impacts on finding out the accurate diagnosis. The first steps to
find the solutions are already made. To increase patients’
education, medical app Aye Decide is using augmented reality to
show the simulation of the vision, harmed by the different diseases.
It helps patients to understand their conditions and describe
correctly their symptoms.

2) Nursing care - About 40% of the first intravenous injections fail,
and this ratio is even higher in the case of children and elderly
patients. The AccuVein uses augmented reality to cope with this
negative statistic. A handheld scanner projects on the skin and

shows the patientstiveinsictiinereases the successful finding of the
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3. Surgery - In no sphere augmented reality does not have such
practical application as in the medicine, especially in surgery, where
it literally helps to save lives. Three- dimensional reconstructions of
organs or tumors will help surgeons become more efficient at surgery
operations. For example, spinal surgery, as usually, is a long and

difficult process. But with the use of AR, it can reduce the time, cut
the risks and improve the results. The Israeli startup Augmedics had
created an augmented reality headset for spine surgeons. This
technology overlays a 3D model of the CT-scan on the spine, so, the

surgeon gets some kind of “X-ray” vision.

4. Ultrasounds - Some time ago ultrasound made a small revolution
in medicine. Today, it has another one chance to make the same with
using augmented reality. Already a few AR software companies
developed handy ultrasound scanner, which with the help of smart

glasses works as a traditional ‘one. Tt"i8 'hatrd to overestimate the
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5) Diabetes management - In 2017, the number of people
struggle with diabetes reached up to 425 million adults
worldwide. And the amount of diagnosed people is increasing
every vear. In 2014, Google revealed the plans for creating a
smart contact lens (Google Contact Lens), in which the main
function will be to measure the glucose levels in the tears. It will
help people with this disease to live the life they used to, without

permanent worries about sugar level in the blood.

6) Navigation - The using AR in navigation apps has already
become a “traditional” way. By pointing your phone to the city
landscape, you get the information about nearby objects of your
interest (museums, hotels, shops, metro stations, etc.). The same
way AR can be useful to provide information about the nearest

hospitals. For example, the EHBOanp helps' to find the nearest to



Cont’d...

Generally, AR provides the following benefits to patients and

healthcare workers:

Reduce the risks associated with minimally invasive
surgery.

Better informed decisions about the right treatment and
illness prevention.

Make procedures more tolerable.

Better aftercare

Medical training and education.

Assistance in méd%ﬁé(ﬁﬁf@céldures and routine tasks.

»  Briefly discussed applications of an AR system in

assistance?
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AR In Entertainment

» Augmented reality can be used in various “entertainment”
industries as entertainment covers quite a number of different
industries - music, movies, live shows, games - and all of them can
benefit from using augmented reality.

®* AR in games - the AR games were praised for increasing
physical activity in people - you actually have to move
around to find your target, for example, Pokémon. At the
same time, there are complaints that players could cause
various incidents and accidents being too engrossed in the
game. In any case, Pokémon GO has rightfully earned its
popularity and opened the world of AR games to us.

®* AR in music - music is not only about listening to favorite
tracks and putting together playlists. When we like a piece,

we often want fo find"out cmore” about its background: the



Cont’d...

» Augmented reality can do all that and much more providing
complete information on the track or its performer. Augmented
reality can enhance live performances by illustrating the story

told by a track or displaying the way it was created by the band.

®* AR on TV - this may seem a bit far-fetched, as television
already shows a virtual world, thus adding augmented
reality will raise it to the second power. However, some
experiments of fusing augmented reality on TV are
already being made with the promise of future
enhancements. One way of integrating augmented reality
in television is adding supplementary information to what
is going on the TV screen - such as match scores, betting

options, and the like.



Cont’d...

®* AR in eSports - recently, the industry of eSports has been
gaining popularity in all parts of the globe. Competitive online
gaming has become as fascinating as real sports, and the
technology is following it closely with new solutions and
unusual implementations. Augmented reality turns eSports
shows into interactive experiences allowing the watchers to

become participants.

* AR in the theater - in this sector, augmented reality can serve
not only for entertainment purposes but also for the purposes
of accessibility. The possibility to overlay virtual objects over
the real environment can be used, for example, for subtitling in
various theater shows. Now, many theaters use LED displays
either to provide subtitles for translation or to assist hearing-

impaired visitors. However, LED equipment is not available in
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Objective

After completing this chapter, the students will
be able to:

>

>

Distinguish the link between ethics and
technology.

Understand general, professional and
leadership ethical questions.

Explain what digital privacy is, its components
and why it is important.

know the importance of accountability and
trust in emerging technologies.

Identity the threats and challenges we face in

Aoarvralanrnirna A 1T F IR 71T A AT AT A1 O



Technology and ethics

Activity 6.1
» From your civic and ethical education course, what do you
understand about the word ethics?

d The Internet boom has provided many benefits for society,

allowing the creation of new tools and new ways for people to

Interact.

4 Technology can serve to promote or restrict human rights. The
Information Society should foster the use of emerging
technologies in such a way as to maximize the benefits that they

provide while minimizing the harms.

d In many cases, this promotion may be less a matter of
technological control than of oversight: establishing the proper
legal or regulatory system to ensure that technology capable of
abuse is not in factabused.and:that the benefits of technology
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d Ethics is particularly important for the accountancy profession,
with a code for professional ethics based on five basic principles
- integrity, objectivity, competence and due care, confidentiality,

and professional behavior. However, the emergence of new

technologies raises some new, challenges for the profession to
N i

ew ethical questions
address.

Activity 6.2
» What do you think the need for ethics in data science? Is it

really important to include ethical rules when dealing with big

data? If your answer is yes, whly?
»The increasing use of big data, algorithmic decision-making, and

artificial intelligence can enable more consistent, evidence-based
and accurate judgments or decisions, often more quickly and
efficiently. However, these strengths can potentially have a darker

side too, throwing up questions around the ethical use of these

. . debark university,department of IT em
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» For example, outputs can be based on biased data, which could
lead to discriminatory outcomes. Indeed, where systems learn
from real-world data, there is a significant risk that those systems

simply recreate the past and subsequently build in errors or
systemic biases. Closely linked to discrimination is
personalization, and the impact of tailoring decisions very
specifically to individuals, based on preferences, activities and
other features. While this can be beneficial for many, others can
lose out, and outcomes can again seem unfair or unethical.

Activity 6.3

» As we discussed in chapter three, Al is all about making a
machine learn and decide as humans do. Do you think that it
IS necessary to rely on machines and give all the opportunity
to decide? Why?

debark university,department of IT em
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Activity 6.4

» Do you think that integrating ethical rules with emerging
technologies is important? If your answer is yes, why? What
are the challenges of integrating ethical rules with the new

technologies?
> A centra? pigcl)ﬁem of the ethics of technology is that it tends to

arrive too late. In many cases, ethical issues are only
recognized when the technology is already on the market and

problems arise during its widespread use.

» Ethics can then become a tool to clean up a mess that might
have been avoidable. It is probably not contentious to say it
would be desirable to have ethical input at the earlier stages of

technology design and development.

» Indeed, there are ethical theories and approaches that

explicitly aim at an early integration of ethics into the

technology life cycle: Onéo . central’ problem of this type of



General ethical principles

Activity 6.5

» List down common ethical rules that must be
applied in all technologies?

1. Contribute to society and to human well-being,
acknowledging that all people are stakeholders in
computing.

Avoid harm.

Be honest and trustworthy.

Be fair and take action not to discriminate

a8 Wb

Respect the work required to produce new ideas, inventions,

creative works, and computing artifacts.

O

Respect privacy.

Honor Conﬁdenti&l)jir university,department of IT em
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Professional responsibilities

Activity 6.6

» List down ethical principles related to professional

res

Strve Ot%Sig{,l}iiti)é%e high quality in both the processes an
gn Juality in DOtn the processes an

products of professional work.

Maintain high standards of professional competence, conduct,

and ethical practice.

Know and respect existing rules pertaining to protessional work.

Accept and provide appropriate professional review.
Give comprehensive and thorough evaluations of computer

systems and their impacts, including analysis of possible risks.
Perform work only in areas of competence.

Foster public awareness and understanding of computing,
related technologies, and their consequences.
Access computing and communication resources only when

authorized or when compelled by the public good.
Design and implement systems that are robustly and usably
secure.



Professional leadership principles.
Activity 6.7

» List down ethical principles related to professional

leadership?
Ensure that the public good is the central concern during all

professional computing work.
Articulate, encourage acceptance of and evaluate fulfillment of

social responsibilities by members of the organization or group.
Manage personnel and resources to enhance the quality of
working life.

Articulate, apply, and support policies and processes that reflect
the principles of the Code.

Create opportunities for members of the organization or group
to grow as professionals.

Use care when modifying or retiring systems. Interface changes,
the removal of features, and even software updates have an
impact on the productivity of users and the quality of their
WOrk.

Recognize and take special care of systems that become

integrated into th@iﬁiﬁﬁé&hﬁﬂggﬁi‘?ﬁméf Society:.



Activity 6.8
» Discuss some specific professional ethical principles related to big

data, AI and 1IoT? .. .
Digital privacy

Activity 6.9
» What do you think about privacy in general? Is it really important?
» In this digital world, what do you mean by digital privacy? Give
concrete examples?

» Digital Privacy is the protection of personally identifiable or
business identifiable information that is collected from
respondents through information collection activities or from
other sources.

» It is a collective definition that encompasses three sub-related

categories; information privacy, communication privacy, and

individual privacy It is often used in contexts that promote
advocacy on behalf of individual and consumer privacy rights in
digital spheres, and is typically used in opposition to the business

. debark ' ity,d t tof IT .
practices of many «-marketers/businesses/companies to collect


https://en.wikipedia.org/wiki/Information_privacy

Information Privacy

Activity 6.10
» What do you think that private information like passwords, PIN
numbers, will be guarded or shared with the public? Why?

» In the context of digital privacy, information privacy is the notion

that individuals should have the freedom, or right, to determine
how their digital information, mainly that pertaining to

personally identifiable information, is collected and used.

» Every country has various laws that dictate how information
may be collected and used by companies. Some of those laws
are written to (give agency to the preferences of

individuals/consumers in how their data is used.

» In other places, like in the United States, privacy law is argued

by some to be less developed in this regard, For example, some
debark university,department of IT em

legislation, or lackerof) tallows ccompanies to self-reqgulate their
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Communication
Privacy
Activity 6.11
» Do you think communication privacy is the only one who is
accessing the message will be the sender’s intended receiver?

If}yl/our answer is yes, why? . . ,
»In the context of digital privacy, communication privacy is the

notion that individuals should have the freedom, or right, to
communicate information digitally with the expectation that their
communications are secure; meaning that messages and
communications will only be accessible to the sender's original
intended recipient. However, communications can be intercepted
or delivered to other recipients without the sender's knowledge,
in a multitude of ways.

» Communications can be intercepted directly through various
hacking methods; thigis expanded upon 'further below.




Cont’d...

» Communications can also be delivered to recipients unbeknownst
to the sender due to false assumptions made regarding the
platform or medium which was used to send information. An
example of this is a failure to read a company's privacy policy
regarding communications on their platform could lead one to

assume their communication is protected when it is in fact not.

» Additionally, companies frequently have been known to lack
transparency in how they use information, this can be both

intentional and unintentional.

» Discussion of communication privacy necessarily requires
consideration of technological methods of protecting

information/communication Axgigijabmediums, the ettectiveness,

“andl Vidleffabti Bilsit isog00shibh makennbeRlisosnaned taRde ¥he

_information on the internet? Why? . L
development/advancement of new and current technologies.



Individual Privacy

»In the context of digital privacy, individual privacy is the notion
that individuals have a right to exist freely on the internet, in
that they can choose what types of information they are exposed
to, and more importantly that unwanted information should not
interrupt them An example of a digital breach of individual
privacy would be an internet user receiving unwanted ads and
emails/spam, or a computer virus that forces the user to take

actions they otherwise wouldn't.

» In such cases the individual during that moment, doesn't exist

gig'g,al without mt Ilﬁlwag mfolt(‘matlon thus,
e sonie examp ave o considerto make your data
y

the@sin@ﬁ&hlabmmwmdnﬁs;qu\zmmged upon.
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Some digital privacy principles

Data Minimization: collect the minimal amount of information
necessary from individuals and businesses consistent with the
Department’s mission and legal requirements.

Transparency: Notice covering the purpose of the collection and
use of identifiable information will be provided in a clear
manner. Information collected will not be used for any other
purpose unless authorized or mandated by law.

Accuracy: Information collected will be maintained in a
sufficiently accurate, timely, and complete manner to ensure that
the interests of the individuals and businesses are protected.
Security: Adequate physical and IT security measures will be
implemented to ensure that the collection, use, and maintenance
of identifiable information are properly safeguarded and the

information is promptly-destroyed:iin accordance with approved



Accountability and trust

Activity 6.14

» Why are accountability and trust so important in using emerging
technologies?

JdWhen emerging technology creates far-reaching and rapid change,
it can also bring new risks. Understanding and mitigating them
will help to build confidence. Often legal and regulatory
frameworks haven’t kept pace with digital transformation, and

organizations are seeking guidance.
dThis challenge is exacerbated by the speed at which technological
change is occurring and the breadth of its adoption - which is

introducing new risks that demand new responses.

debark university,department of IT em
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JEmerging technologies can provide improved accuracy, better
quality and cost efficiencies for businesses in every sector. They
can enhance trust in the organization’s operations and financial
processes, which is crucial for sustainable success. But this can
produce a paradox: the very solutions that can be used to better
manage risk, increase transparency and build confidence are
often themselves the source of new risks, which may go

unnoticed.

dThere’s a danger that the use of technology will degrade
people’s willingness to judge and intervene because they feel
that they are less personally connected to consumers and
consumer outcomes - the logic of the machine has taken over

from individual responsibility.

dThe obligation of an individual or organization to account for its

activities, accept responsibilityocfer-them, and to disclose the



Treats and challenges
Ethical and regulatory challenges

Activity 6.15

»  What are the challenges of using technologies like Al, 10T,

and big data?
» With Technology moving at a fast pace it is always been a

challenge for Security. As security professionals, we need to keep
pace with ever-changing technology and be aware of the Al, IoT,

Big Data, Machine Learning, etc.

» It is no more Guards, guns & gates it is more than that & we
need to play a major role for a security professional to support
business or rather we should be able to understand the language

of business and talk to the leaders in their language.

» With Growing needs Cyber & Data Security is getting prominence
that requires security practitioners to focus on the business need

for securing data, understandingsecurityand risk from a business

erging technology cordinator
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Activity 6.16

» What role can technologies such as Al, IoT, Machine Learning

and Big Data play in enhancing the security of an organization?

“*Emerging technologies are already impacting how we live and
work. They're also changing how we approach, plan, and integrate
security operations. Certainly, we are living in an era where
innovation, agility, and imagination are all essential in order to keep
pace with the exponential technological transformation taking
place. For security, both physical and cyber, the equation is the
same catalyzing many new potential applications for emerging
technologies. Emerging  technologies are making an impact
include:

1.Counter-terrorism and law enforcement informatics via
predictive analytics and artificial intelligence.

2 .Real-time horizoa‘scamaing’and data mining for threats and
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. Automated cybersecurity and information assurance

. Enhanced Surveillance (chemical and bio-detection sensors,
cameras, drones, facial recognition, license plate readers)

. Simulation and augmented reality technologies for training and
modeling

. Safety and security equipment (including bullet and bomb proof)
made with lighter and stronger materials

. Advanced forensics enabled by enhanced computing capabilities
(including future quantum computing)

. Situational awareness capabilities via GPS for disaster response
and crisis response scenarios

. Biometrics: assured identity security screening solutions by bio-
signature: (every aspect of your physiology can be used as a bio-
signature. Measure unique heart/pulse rates, electrocardiogram

sensor. blood oximeétriy CKiffemperature)



Challenges in using Artificial

Intelligencetivity 6.17
» Al has a wide application in health and manufacturing industries.
What are the challenges the world face when implementing the
applications of Al in the previously mentioned industries?

" Al is only as good as the data it is exposed to, which is where certain
challenges may present themselves. How a business teaches and
develops its Al will be the major factor in its usefulness. Humans
could be the weak link here, as people are unlikely to want to input

masses of data into a system.

" Another dilemma that comes along with Al is its potential to replace
human workers. As machines become more “intelligent” they could
begin to replace experts in higher-level jobs. Alternatively, Al also
has the potential to take the burden of laborious and time-consuming
tasks from these people, freeing up their time and brainpower for
other things e.g. doctors using diagnostic Al to help them diagnose
patients will analyze' the .data. presented by the AI and make the
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Challenges in

using Robotics in
manujfaciuring

Activity 6.18
» Write down the challenges of using robots in the manufacturing
industry? Debate on the pros and cons of giving jobs to humans

or to robots in the manufacturing industry?

» With automation and robotics moving from production lines out
into other areas of work and business, the potential for humans

losing jobs is great here too.

» As automation technologies become more advanced, there will be
a greater capability for automation to take over more and more

complex jobs.

» As robots learn to teach each other and themselves, there is the

potential for much greater productivity but this also raises ethical

. lversity,department of IT em
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Challenges in using the Internet of Things

Activity 6.19
» As we discussed in chapter 4, IoT has a vast application in
different sectors. Write down some challenges of using IoT in
our daily activities?

»As more and more connected devices (such as smartwatches
and fitness trackers) join the Internet of Things (IoT) the
amount of data being generated is increasing.

» Companies will have to plan carefully how this will affect the
customer-facing application and how to best utilize the masses
of data being produced.

»There are also severe security implications of mass

connectivity that need to be addressed.
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Challenges in Big Data

v Almost all the technologies mentioned above have some relation
to Big Data. The huge amount of data being generated on a daily
basis has the potential to provide businesses with better insight

into their customers as well as their own business operations.

v' Although data can be incredibly useful for spotting trends and
analyzing impacts, surfacing all this data to humans in a way that

they can understand can be challenging. Al will play a role here.



Treats

Activity 6.20
» Write down some risks in emerging technologies like driverless

cars, drones, and IoT?

» New and emerging technologies pose significant opportunities for
businesses if they utilize them well and understand their true
value early on. They also pose risks and questions not only to

business but to society as a whole.

» Planning for how to deal with these emerging technologies and
where value can be derived while assessing potential risks before
they become a fully-fledged reality is essential for businesses

that want to thrive in the world of Al, Big Data and IoT.

debark university,department of IT em
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» Some risks of emerging technology are:

v Driverless car: while a compelling option for future fleer
cars, companies could crash and burn from claims related
to bodily injury and property damage.

v" Wearables: Google glass, Fitbit and other wearables can
expose companies to the invasion of privacy claims that
may not be covered by general liability or personal injury
claims that weren’t foreseen.

v Drones: Turbulence is in the offing for manufacturers and
organizations that fail to protect themselves for property
damage and bodily injury, as well as errors and omissions.

v" Internet of things: The proliferation of sensors and cross-
platform integration creates  potential exposure from

privacy invasion, bodily injury and property damage that
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Objective

After completing this chapter, the students
will be able to:

» Explain nanotechnology and its application in different
sectors.

» Explain biotechnology and its application in different
sectors.

» Explain block-chain technology and its application.

» Has gain insights about the cloud, quantum and autonomic

computing, their differences, and applications.

» Explain how computer vision works and its application.

» Identify and explain embedded systems and their pros and
cons.

» Describe cybersecurityytypesrefrcybersecurity treat and its



Nanotechnology

Activity 7.1
» Explain Nanoscale? Compare it with meters? Give examples in
Nanoscale?

» Nanotechnology is science, engineering, and technology

conducted at the nanoscale, which is about 1 to 100 nanometers.

» Nanoscience and nanotechnology are the study and application of
extremely small things and can be used across all the other
science fields, such as chemistry, biology, physics, materials

science, and engineering.
ow 1t
started
Activity 7.2

» What do you think the need to study materials in
Nanoscale?
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» The ideas and concepts behind nanoscience and nanotechnology
started with a talk entitled “There’s plenty of room at the
bottom” by physicist Richard Feynman at an American Physical
Society meeting at the California Institute of Technology
(CalTech) on December 29, 1959, long before the term

nanotechnology was used.

» In his talk, Feynman (see Figure 7.1) described a process in
which scientists would be able to manipulate and control
individual atoms and molecules. Over a decade later, in his
explorations of wultraprecision machining, Professor Norio
Taniguchi coined the term nanotechnology. It wasn't until 1981,
with the development of the scanning tunneling microscope that

could "see" individual atoms, that modern nanotechnology began.



Figure 7.1 Physicist Richard Feynman, the father of nanotechnology

7.1.2. Fundamental concepts in nanoscience and
nanotechnology
It’s hard to imagine just how small nanotechnology is. One
nanometer is a billionth of a meter or 10° of meters. Here
are a few illustrative examples:

» There are 25,400,000 nanometers in an inch

> A sheet of newspaper is about 100,000 nanometers
thick

> On a comparative scale, if a marble were a

university,depa

nanometer cthen"omemeter would be the size of



Nano science and nanotechnology involve the ability to see
and to control individual atoms and molecules. Everything
on Earth is made up of atoms—the food we eat, the clothes
we wear, the buildings and houses we live in, and our own

bodies.

But something as small as an atom is impossible to see with
the naked eye. In fact, it’s impossible to see with the
microscopes typically used in high school science classes.
The microscopes needed to see things at the nano scale

were invented relatively recently about 30 years ago.

As small as a nanometer is, it's still large compared to the
atomic scale. An atom has a diameter of about 0.1 nm. An
atom's nucleus is much smaller about 0.00001 nm. Atoms

are the buildina blocks



sometning -- 1t'S not until we Start putting atoms togetne

anything useful.

» interested in the nanoscale - because it is at this scal
- of materials can be very different from those at a lar
- nanoscience as the study of phenomena and manig
at atomic, molecular and macromolecular scales, where
1ificantly from those at a larger scale; and nanotechnolocg
1aracterization, production, and application of structure

ns by controlling shape and size at the nanometer scale.


https://science.howstuffworks.com/life/cellular-microscopic/cell.htm

The properties of materials can be different at the nanoscale for two main

reaso1s:

>

First, nanomaterials have a relatively larger surface area when
compared to the same mass of material produced in a larger form.
This can make materials more chemically reactive (in some cases
materials that are inert in their larger form are reactive when
produced in their nanoscale form), and affect their strength or
electrical properties.

Second, quantum effects can begin to dominate the behavior of
matter at the nanoscale particularly at the lower end - affecting the
optical, electrical and magnetic behavior of materials. Materials can
be produced that are nanoscale in one dimension (for example,
nanowires, nanorods, and nanotubes), in two dimensions (plate-like
shapes like nanocoating, nanolayers, and graphene) or in all three

dimensions (for example, nanoparticles)

Today's scientists and engineers are finding a wide variety of ways to

deliberately make materials at the nanoscale to take advantage of their

enhanced properties such, as.higher strength, lighter weight, increased
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1NN thelr natural 1orm (Or 1urtner developed Dy Dreedir
modern form of biotechnology will generally involv

modification of the biological system or organism.

1ple of modern biotechnology is genetic engineering
1g 1s the process of transferring individual genes
- or modifying the genes in an organism to remove

11t or characteristic.

otechnology covers many different disciplines (e.q.
try, molecular biology, etc.). New technologies and prx
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at do you think about transparency in blockchain? Is

1sparency in governance related to transparency in bloc

of the most interesting and misunderstood concepts in |

nology is “transparency:--Some:people say that blockc



mple terms, hashing means taking an input string of ¢

giving out an output of a fixed length. In the <
tocurrencies like bitcoin, the transactions are taken as
through a hashing algorithm (Bitcoin uses SHA-256) w
yutput of a fixed length.

s see how the hashing process works. We are going

HASH
| 3639EFCDOBABB273B1619E82E78C29A7DF02C1051B1820E99FC395DC

| 53A53FC9E2A03FIB6E66D84BA701574CDICFSFO1FB498CA1731881BC
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riondal way oj snaring documents with coliaboration 1S
Word document to another recipient and ask themr
o it. The problem with that scenario is that you need to
a return copy before you can see or make other change:
cked out of editing it until the other person is done witk
yases work today. Two owners can’t be messing with
once. That’s how banks maintain money balances and
ly lock access (or decrease the balance) while they
hen update the other side, then re-open access (or updc
le Docs (or Google Sheets), both parties have access tc
at the same time, and the single version of that do
ible to both of them. It is like a shared ledger, but it is

- The distributed part-comes-into play when sharing



tremely slow and entirely dependent on the health of 1

e said, it is prone to censorship.

In a peer-to-peer system, there is no central authority, ar
of the peers 1in the network goes out of the race, you
rs to download from. Plus, it is not subject to the

of a central system.

n  between = Traditional Centralized Download
tional Centralized Downloading Decentralized Peer-to-Peer Downl«

downloaders El%gﬂifgm%
AVavE

N\ e

100% B 5 2%

& e




1ese sites suggests people want to have a direct say 1
lopment. Blockchains take this interest to the ne:
ntially creating crowd-sourced venture capital funds.
2016, one such experiment, the Ethereum-bas
entralized Autonomous Organization), raised an astonis
on USD in just over two months. Participants purcha
ns” allowing them to vote on smart contract ventur
stments (voting power was proportionate to the numbs
‘were holding).

ernance

making the results fully transparent and publicly ¢

ibuted database technology could bring full transp
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sfer and streaming times. Such an improvement is

enient. It's a necessary upgrade to the web’s

'Igéjded content-delivery systems.

What do you think cloud computing is? Is it related to the
doaak? quantum computing

1p&t 1S a means of networking remote servers that
compu mg
ernet. Rather than storing and processing data on a lo

1ard drive, one of the following three types of cloud infr.

'ype 1s a public cloud. Here a third-party provider ma
pplications, and storage much like a public utility. A
to the provider’s cloud service, which is usually operate

data center:
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i SomeHeRl sakieta Yoskprflingmputing in business, fil

storage?

h like with any utility -a business benefits from econom
ins cheap computing power. Because a cloud provider’s
are are shared, there’s no need for the initial cos
t. And it goes much further than that. Businesses sav
required 24/7 to power and cool that computing infrast:

rgy costs are shared.

tter. Cloud providers have vast resources of computing
rtips. They can allocate these whenever required with
>ks. Cloud providers source on a global scale, so they c

e bandwidth, storage.and power.business needs when it



s qubit and how many do you need?

10rt for a sequence of quantum bits. With a classic comg
n tiny transistors that hold a single bit of information,
ue of 1 or 0. With a quantum computer, the data is
lanks to the mechanics of quantum physics, where

)bey their own laws, a qubit can exist in two states at

phenomenon is called superposition.

t can have a value of 1, 0, or some value between. Two .
1 more values. Before long, you are building yc

31ly more powerful computer the more qubits you add.

computer theory was first rooted in the 1980s and onl

1dimentarv machiné<d Bervocconstructed Ouantum com:


http://quantumly.com/quantum-cloud-computer-computing.html
http://quantumly.com/quantum-cloud-computer-computing.html
http://quantumly.com/quantum-cloud-computer-computing.html
http://quantumly.com/quantum-cloud-computer-computing.html
http://quantumly.com/quantum-cloud-computer-computing.html
http://quantumly.com/quantum-cloud-computer-computing.html
http://quantumly.com/quantum-cloud-computer-computing.html
http://quantumly.com/quantum-cloud-computer-computing.html

ned after, and patterned on, the human body's autonom
n autonomic computing system would control the funct
applications and systems without input from the user, ir
the autonomic nervous system regulates body systen
input from the individual. The goal of autonomic comp
tems that run themselves, capable of high-level functio

e system's complexity invisible to the user.

to the selt-managing characteristics of distributed

to unpredictable changes while hiding intrinsic coir
and users. Initiated by IBM in 2001, this initiative
develop computer systems capable of self-manag

the rapidly growing...complexity of computin
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> systems/applications exhibit eight defining characterist

-Awareness: An autonomic application/system “knows it

vare of its state and its behaviors.

-Configuring: An autonomic application/system should I
igure and reconfigure itself under varying and unpredic

litions.

-Optimizing: An autonomic application/system should |
ct suboptimal

yviors and optimize itself to improve its execution.

-Healing: An autonomic application/system should be ak
ct and recover from potential problems and continue to
othlv.



'W IldvVe d OU- YycEdl 010 SCICIILIIIC 11€eld Ullal 1S Sl Ial L

riments in computer vision took place in the 1950s, usir
cural networks to detect the edges of an object and to s
to categories like circles and squares. In the 1970s
1 use of computer vision interpreted typed or handwr
cal character recognition. This advancement was used t«
xt for the blind. As the internet matured in the 1990
5 of images available online for analysis, facial r
flourished. These growing data sets helped make it po

to identity specific people in photos and videos.

Definition
fordiceinlinaryy coia™WFPH A" FAA2TFAH"FRatr daale with hoxww com



many types of computer vision that are used in different

Jje segmentation partitions an image into multiple r

es to be examined separately.

ct detection identifies a specific object in an image.
ct detection recognizes many objects in a single image:
, an ottensive player, a detensive player, a ball and so

els use an X, Y coordinate to create a bounding box an

ything inside the box.

al recognition is an advanced type of object detection thz

gnizes a human face in an image but identifies

7idual.



hine inspection: rapid parts inspection for quality assure
20 vision with specialized illumination to measure tole
aft wings or auto body parts (Figure 7.5b) or looking 1

eel castings using X-ray vision;
il: object recognition for automated checkout lanes (Figt

ical imaging: registering pre-operative and intra
jery (Figure 7.5d) or performing long-term studies a

n morphology as they age;

motive safety: detecting unexpected obstacles such as p
ne street, under conditions where active vision techniqu

r or lidar do not work well (Figure 7.5e).



tr t of IT,
erwvision: (a) optical character recogni

ome industrial applications .of comput
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ly Customizable
power consumption
cost

anced performance
ages of Embedded systems

1 development effort

er time to market
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1 you describe cybersecurity? Begin by defining the two 1

er and security? Do you think cybersecurity is importan

|. Definition
orotection of computer systems from the theft of or
ware, software,

nic data, as well as from the disruption or misdirect
1ey provide.

s becoming more important due to increased reliance on
he Internet and wireless network standards such as Bluc

] due to the agrowthvctcofsmart devices, includinag sm:



T awareness training: - Human error is the leading cat
ches, so you need to equip statf with the knowledge to
threats they face. Training courses will show statf hor
ats affect them and help them apply best-practice advic
d situations.

lication security: - Web application vulnerabilities are
t of intrusion for cybercriminals. As applications
casingly critical role in business, it is vital to focu
ication security.

work security: - Network security is the process ot prot
ility and

jrity of your network and data. This is achieved by cor

vork penetration testy ocowhich scans vyour net
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- like credit card numbers and login information. It’s
mon type of cyber-attack. You can help protect yoursel

ation or a technology solution that filters malicious ema:

1. Benefits of
rity Benefits of
vbersecurity include:

ness protection against
vyare, ransomware,
hing, and social
neering.

ection for data and
vorks.

ention of unauthorized

Q



0m bytes to Stull are radically changing the what, where
making objects. What roles, then, do the two terms

ring” and “3D printing” play in describing new ways of
by considering what the experts have to say:

American Society for Testing and Materials (ASTM) ec
terms in their definition: “Additive manufacturing, also
printing, uses computer-aided design to build object:

)

I

pedia says, “Today, the precision, repeatability, and mate
increased to the point that 3D printing is considered as

luction technology, with the name of additive manutactu

0or Deve Tiurbide @ niireH#Ho“@mnlyv <c11tacge<ctina that



ible in the time it takes to load a file, from anywhere in
customized parts, in volume, and involves stocking raw

nt and printing spare parts on demand.

nanufacturing (AM) describes types of advanced man
sed to create three-dimensional structures out of plastic
and other materials that can be sprayed through a
d in a vat. These constructs are added layer by layer in
digital design. The simplicity and low cost of AM

with the scope of their potential creations, could protfot

| local economies and affect international security.



1S Computer vision: LISt down some real-world appiicati
y explain embed systems and its components?

is cybersecurity? List some cybersecurity treats? Write d
tages of cybersecurity?

y explain additive manufacturing?
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