1.What are two distinctions of a Junos control plane?
(Choose two.)

Selected Answer

responsible for kernel processes
implemented on the RE

2.What are two distinctions of a Junos data plane? (Choose
two.)

Selected Answer

implemented on the PFE
screen options

3.What are two examples of exception traffic? (Choose
two.)

Selected Answer

encrypted packets
OSPF updates

4.Which two items are true of J-Web? (Choose two.)

Selected Answer

configuration commits are required
real-time monitoring

5.What are two requirements of a functional zone?
(Choose two.)

Selected Answer

It must be named management.
It cannot pass transit traffic.

6.Which statement is true about a Junos security device?

Selected Answer

By default, a Junos security device does not allow traffic destined to itself.
7.Which zone is a system defined zone?

Selected Answer

junos-host
8.Which security component would help identify
application type of all allowed traffic traversing port 80?

Selected Answer



application firewall
9.Security policy components require which three of the
following? (Choose three.)

Selected Answer

match criteria
action
a user-defined name

10.What is the default policy’s action for any traffic not
matching a configured zone security policy or global
policy?

Selected Answer

silent discard

11.Which two statements are correct regarding Sky ATP
file inspection profiles? (Choose two.)

Selected Answer

They are used to determine the maximum size of files to scan.
They are used to determine which file types to scan.

12.If you are using the free version of Sky ATP, which file
type can you scan?

Selected Answer

EXE files

13.What is the next step after creating a threat
prevention policy?

Selected Answer

Reference the threat prevention policy in a security policy.
14.When is the default action of an advanced anti-
malware policy applied to a file?

Selected Answer

When the verdict number of the file is less than the verdict threshold.
15.What does a Junos OS security device do to existing
sessions upon commit, when a change is made to a NAT
rule pool that is currently in use?

Selected Answer

It waits for the existing session to timeout and then creates a new session for
matched traffic.

16.You have enabled a NAT pool on an SRX Series device;
however, you are not receiving any return traffic. What
configuration item will solve this?

Selected Answer
enabling proxy ARP



17.1In the first layer of a two-layer matching condition for a
NAT rule, what are three matching options for the traffic
direction matching from a “from” clause? (Choose three.)

Selected Answer

interface
zone
routing instance

18.Which operational command allows users to observe
NAT translations?

Selected Answer

show security flow session

19.What are two methods by which hashing functions
provide data integrity in VPNs? (Choose two.)

Selected Answer

original data cannot be determined from the hash value
stronger hashes minimize collisions in hash comparisons

20.1n the IKE Phase 1 configuration, what are the two
choices for “Mode”? (Choose two.)

Selected Answer

aggressive

main

21.How do traffic selectors distinguish interesting transit
traffic over a VPN tunnel?

Selected Answer

by specifying accepted networks

22.When setting up a VPN to a remote gateway, what
would selecting the “Optimized” check box do when
selecting “Enable VPN monitor”?

Selected Answer

consider transit traffic as the tunnel verification

23.When does a Junos security device perform UTM
inspection?

Selected Answer

both first path and fast path processing
24.Which list order does the antispam filter process e-mail
for spam?

Selected Answer

whitelist, blacklist, external spam block list server
25.What two whitelist types are supported for the SRX
antivirus module? (Choose two.)



Selected Answer

URL

MIME

26.Which two methods are used to notify a user they’ve
had content blocked an SRX Series device? (Choose two.)

Selected Answer

embedded message in the protocol

an e-mail message can be sent

27.Using the J-Web interface on an SRX Series device,
what information is available when displaying the Monitor
-> Routing -> Route Information?

Selected Answer

inactive routes

28.Using J-Web on an SRX Series device, what are two
required fields for the initial setup? (Choose two.)

Selected Answer

Host Name

Root Password

29.Which three Juniper devices are supported by Juniper
Sky Enterprise? (Choose three.)

Selected Answer

SRX Series
NFX Series
EX Series

30.Which three reports does Juniper Sky Enterprise offer
in real-time on Junos EX Series devices? (Choose three.)

Selected Answer

ARP tables
PoE monitoring
live packet capture

31.Which two hypervisors support vSRX Series devices?
(Choose two.)

Selected Answer

VMware ESX
KVM

32.Click the Exhibit button. Users are restricted from
accessing Facebook, however, a recent examination of the
security logs show that users are accessing Facebook.
Referring to the exhibit, what should you do to solve the
problem?

Selected Answer
Change the Internet-Access rule service to "junos-defaults”.



33.What are two security policy components? (Choose
two.)

Selected Answer

application

user-defined address object

34.A security administrator wants to deploy application
control policies to allow or deny traffic based on dynamic
applications in the organization's Amazon Web Services
(AWS) deployment. Which action would accomplish this
task?

Selected Answer

Deploy a vVSRX with the AppSecure suite in AWS and configure the AppFW.
35.Which two statements are true regarding unified
security policies? (Choose two.)

Selected Answer

A unified policy can be a zone-based policy.

A unified policy can be a global-based policy.

36.Which statement is correct about interface-based NAT?

Selected Answer

Interface-based NAT uses the outbound interface IP address to translate the
source address of outgoing packets.
37.In the J-Web user interface, which feature is used to

facilitate building IPsec VPN tunnels?

Selected Answer

the VPN Wizard

38.You are configuring an SRX Series device to inter-
operate with a third-party IPsec VPN endpoint that uses
policies to create the VPN. In this scenario, what must be
configured for the VPN to work?

Selected Answer

proxy IDs

39.Which statement is correct about the antivirus feature
on SRX Series devices?

Selected Answer

The Sophos antivirus feature is less CPU intensive than the full file-based
antivirus feature.

40.You are installing a Junos Space Log Collector VM for a
large scale deployment. What are two valid node types for
this deployment? (Choose two.)

Selected Answer
Log Indexer node



 Log Receiver node
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