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Confirm server specification
1. Confirmation of Network operating system, server applicationsand server
design compatibility with the system.
Windows Server 2003 Network Administration Goals:
v" To ensure that network resources such as files, folders, and printers are available
to users
v" To secure the network so that available resources are only accessible to users
who have been granted the proper permissions
Windows Server 2003 Editions
v' Multiple versions of Windows Server 2003 exist
v' Each version is defined to meet the need of a certain market segment
Versions include:
+ Standard Edition
+ Enterprise Edition
+ Datacenter Edition
+ Web Edition
Standard Edition
v Designed for everyday needs of small to medium businesses or as a departmental
server for larger organizations
v Provides file and print services, secure Internet connectivity, centralized

management of network resources
Table 1-1 Windows Server 2003, Standard Edition, system requirements and feature support

Minimum CPU speed 133 MHz

Recommended minimum CPU speed 550 MHz

Minimum RAM 128 MB

Recommended minimum RAM 256 MB

Maximum RAM supported 4 GB

Multiprocessor support Up to 4 CPUs

Operating system disk space requirements 1.5 GB Free space

Clustering support None

Itanium support None

Active Directory support Domain controller, Member server

Supported upgrades Windows NT 4.0 Server (SP5), Windows NT 4.0
Terminal Server Edition (SP5), Windows 2000 Server
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Enterprise Edition
Generally used for medium to large businesses
v" Designed for organizations that require better performance, reliability, and
availability than Standard Edition provides
v' Provides support for mission-critical applications
v Available in both 32 and 64-bit editions

Table 1-2 Windows Server 2003, Enterprise Edition, system requirements and feature support

Specification/Feature Value

Minimum CPU speed 133 MHz (x86), 733 MHz (Itanium)
Recommended minimum CPU speed 733 MHz

Minimum RAM 128 MB

Recommended minimum RAM 256 MB

Maximum RAM supported 32 GB (x86), 64 GB (Itanium)
Multiprocessor support Up to 8 CPUs

Operating system disk space requirements | 1.5 GB (x86), 2.0 GB (ltanium)
Clustering support Up to 8 nodes

Datacenter Edition
v" Designed for mission-critical applications, very large databases, and information access
that requires the highest levels of availability
v" Can only be obtained from Original Equipment Manufacturers (OEMs)
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Table 1-3 Windows Server 2003, Datacenter Edition, system requirements and feature

support

Specification/Feature Value

Minimum CPU speed

400 MHz (x86), 733 MHz (Iltanium)

Recommended minimum CPU speed 733 MHz
Minimum RAM 512 MB
Recommended minimum RAM 1 GB

Maximum RAM supported

64 GB (x86), 512 GB (ltanium)

Multiprocessor support

Minimum 8 CPUs required, Maximum 32 CPUs
supported (x86), Maximum 64 CPUs supported
(Iltanium)

Operating system disk space requirements

1.5 GB (x86), 2.0 GB (Iltanium)

Clustering support

Up to 8 nodes

Itanium support

Yes

Active Directory support

Domain controller, Member server

Supported upgrades (x86 only)

Windows 2000 Datacenter Server

Web Edition
v" Lower-cost edition

v" Designed for hosting and deploying Web services and applications

v" Meant for small to large companies or departments that develop and/or deploy

Web services

v' Can only be obtained from Original Equipment Manufacturers (OEMs)

Table 1-4 Windows Server 2003, Web Edition, system requirements and feature support

Specification/Feature Value

Minimum CPU speed 133 MHz
Recommended minimum CPU speed 550 MHz
Minimum RAM 128 MB
Recommended minimum RAM 256 MB
Maximum RAM supported 2GB
Multiprocessor support Up to 2 CPUs
Operating system disk space requirements 1.5 GB
Clustering support None

Itanium support None

Active Directory support Member server only
Supported upgrades None
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Server Operating System

As its name implies, the role of a server is to serve. To perform this job, it must be loaded with a
special operating system. On this project, we cover a network that deals with a Microsoft-based
network. The company publishes a server operating system named Microsoft Windows Server
2003.

Before acquiring the operating system, you may fit one of the following descriptions:

When choosing the machine, make sure it meets the following requirements:

o 133-MHz processor required; 550-MHz recommended; up to eight processors supported

on one server
o 128 MB of RAM minimum required; 256 MB or more recommended; 32 GB maximum
o 1.25 to 2 GB of available hard disk space
o CD-ROM or DVD-ROM drive

o VGA or hardware that supports console redirection required; Super VGA supporting 800

x 600 or higher-resolution monitor recommended

Installations and Connections
New Installation

After acquiring a computer, you may have one that is ready but doesn't have an operating. You
may have a computer with an operating system but that OS cannot be upgraded into Microsoft

Windows Server 2003. In one of these cases, you would need to perform a new installation.

Practical Learning: Installing the Server Operating System

o If the computer doesn't have an operating system but it meets all the requirements and it
can boot from the CD, start the computer. Restart the computer. You should receive a
message stating “Press any Key To Boot From CD”.

e Press any key to start the installation.

¢« When the installation starts, it will display a blue screen with Windows Setup on top and
some messages on the status bar (bottom of screen).

After a while, the screen will change and display a new title based on the version of
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operating system you are installing. For example, if you are installing Microsoft Windows
Server 2003 Enterprise Edition, the title would display Windows Server 2003,
Enterprise Edition Setup
The body of the screen will present options to you. To continue the installation, press
Enter

¢ The next screen will show the Windows Licensing Agreement. Read it. After reading it, if
you accept the terms of the license, press F8. If you don't like what it says, press ESC and
stop the installation.

e The next screen asks you to select the partition you want to use to install the operating

system:

o If you have only one partition and it looks small, such as less than 8 GB, simply

select it

o If you have only one partition and that, regardless of its size, you want to use it
wholly to install the OS, select it

o If you have only one partition but it is large and you want to create various
partitions, first make sure it is selected it. Then, press C to partition it. The next
screen would ask how much space you want to use for the new partition. By
default, it will propose the total space for it. To reduce it, first press Backspace a
few times to delete the numbers, then type the desired number of megabytes, and
press Enter. Press the down arrow key to select the Unpartitioned Space option
and press C. Continue in the same way until you have created the desired

partitions

o If you have many partitions already, to specify which one will be used to hold the

operating system, use the up and down arrow keys to select it

o After selecting the partition you will use, press Enter to install the OS in it

e The next screen will ask you to format the selected partition and specify the type of file
system you want to use. Select the Format The Partition Using The NTFS File
System option and press Enter

e In the next screen, the partition will get formatted. This may take a few minutes.
Once the formatting is over, the installation will continue by copying files.

After a while, a wizard, titled Windows Setup, will come up. Its first page
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presents you with two options.
The first choice consists of changing the Regional and Language Options.
The second option consists of making changes to the way the keyboard will interpret text.
Once again, if you are installing the OS intended for a US audience, the US English is
selected by default. If you want to change it, click Details. This would open the Text
Services and Input Languages dialog box. You can change the language by clicking the
arrow of the combo box. After making the change, you can click OK. To ignore any
change, you can click Cancel or press Esc.
After dealing with the Windows Setup dialog box, click Next

e The next screen requests that you enter your name or the name of the primary person
who will be using the computer. You must type a name other than Administrator or Guest

e The other text box, Organization, expects the name of the company. Make sure that you
provide this information

e After entering the name and the organization, click Next or press Enter

e The next page of the wizard requests the Product Key, which you must enter

e After typing the product key, click Next

e The next page of the wizard shows the options available for licensing. You should accept
the Per Server option and click Next

e The next page of the wizard, expects you to type the computer name. It also suggests a
default, based on the company name you would have entered previously as the
Organization. You can accept the suggested name, which you can still change later on, or
you can type a new name

e We haven't mentioned "user accounts" yet but during installation, a user object is created
and it is named Administrator. When setting up the operating system, you must give a
password to this account. Obviously the password should not be too easy. Fortunately
you can give it temporary password and change it later on as your network, skills, and
concerned improve. You must enter the password in the Administrator Password text box
and type it again in the Confirm Password text box. Make sure you remember this
password because you will need it just after the installation

o After specifying the password, click Next

e The next page of the wizard allows you to set the date, the time, and the time zone that
the server will use. Most of the time, the computer finds out the right date and the right

time and it select them. On the other hand, you should adjust the time zone if the default
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is not the right one. This page of the wizard also allows you the let the computer adjust
its clock when daylight time is switched during the year. The option to change this is
selected by default. If you don't want the computer to take care of that, you can remove
the check mark on the check box.

After changing the options or making sure that they are right, click Next

e After clicking next, the wizard is closed and the installation continues copying files.
After a few minutes, a new wizard, titled Windows Setup, comes up. This time, it will ask
you to accept or change the network settings of the server. The first option allows you to
let the installation take care of networking details. The second option allows you to
manually set them.

e The next page of the wizard allows you to actually make this computer into a server.
Accept the first option not to "join" a domain. The wizard suggests WORKGROUP as the
name of the "domain". If you don't like that name, change it. If you can't come up with a
domain, you can use the one we will use. For our lessons, our domain will be called
Neptune. In this case, in the top text box, type NEPTUNE

e After entering the name of the domain, click Next

e After clicking Next, the wizard will start copying the files, again.

Once the installation has finished copying the files, the computer will start. When the
computer comes back, you will be asked to log in.
Press Ctrl + Alt + Delete to log in
e Accept the User Name as Administrator.
In the Password text box, type the password you entered during the installation

e Click OK.

If you see a window titled Manage Your Server, congratulations: you have finished
installed Microsoft Windows Server 2003
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Server Role Configuration

After you have installed Microsoft Windows Server 2003 as we did above, it is primarily a
regular computer. To use it as a server, you must properly transform. Fortunately, this is an
easy process. When the computer comes up and displays the desktop, the first window you
see, titled Manage Your Server, allows you define the "role" of the computer. A convenient
link is available in the middle of the window.

Method 1:
Steps: Click start = click run = type dcpromo and press enter
Method 2:

Steps: Click Start =»All programs =» Administrative tools = click Manage your server

t Manage Your Server

M a n a ge YO u r Se we r Search Help and Support Center _ @

Server: TRAINING

Tools and Updates

@ Adding Roles to Your Server

Adding roles to waur server lets it perform specific tasks, For Administrative Toaols
exanple, the Flle server role enables wour server to share files, Ta g] Add or remove arole

add a role, start the Configure Your Server Wizard by clicking Add or
remove a role,

More Tools
Windows Update

Computer and Domain Mame
Information

@) Read sbout server roles

Internet Explorer Enhanced

:g Managing Your Server Roles Security Configuration

After wou have added a role, return ta this page at any time For
tools and information to help you with wour daily administrative
tasks, See Also

ir;I Ma roles have been added to this server, To add a rale, click

Help and Suppoart
Add or remove a role,

Microsoft TechMet
Deployment and Resource Kits

List of Common Administrative
Tasks

windows Server Communities
What's Mew

Strategic Technology Protection
Program

[~ Don't display this page at logon

Practical Learning:
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Configuring Active Directory

1. Read the text in the window and click Add Or Remove A Role

2. The first page of the wizard presents a summary of the actions you must have taken
before continuing:
Read it and click Next

3. A dialog box will display briefly and then display a list of the roles you can assign to the

Server.
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In the list, click Domain Controller (Active Directory)

Configure Your Server Wizard |

Server Role
You can set up this server ko perform one of more specific rales. IF wou want to add more than ane =
role ta this server, vou can run this wizard again,

Select a role. If the role has not been added, wou can add it. If it has already been added, vou can
remove it, If the role you want to add or remove is not listed, open Add or Remove Programs.,

Domain Controller (Active

Server Role | Configured | -
File server Mo Directory)
Print server Mo
Application server (115, ASP.MET) Mo Dornain contrallers store direckory data
Mail server (POP3, SMTP) Mo and manage user logon processes and
Terminal server Mo directory searches.,
Remote access [ VPN server Mo
] i Read about domain controllers
DMS server Mo
DHCP server Mo
Streaming media server Mo
WINS server Mo

Wiew the Configure Your Server log.

< Back I Mext = I Cancel Help

4. Click Next

Configure Your Server Wizard =]
Summary of Selections
Yiew and confirm the options you have selected., ;!
SUMmary

Run the Active Directory Installation Wizard to set up this server as a domain contraller

To change your selections, click Back. To continue setting up this role, click Mext,

= Back

Cancel I Help I

5. Click Next to Run The Active Directory Installation Wizard

6. Another wizard, titled Active Directory Installation Wizard, comes up. Read its text and
click Next
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Active Directory Installation Wizard | 5[

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpz you install Active Directary services on this
zerver, making the server a domain controller.

If thiz iz the first time pou have installed Active Directary, it iz
recommended that you first read the overview in Active

Directory Help.

Tao continue, click MNext.

Cancel |

7. In the second page of the wizard, read the text again, and click Next

Active Directory Installation Wizard | |

Operating System Compatibility ’
Improved security settings in Windows Server 2003 affect older verzions of
Windows,

Darmain contrallers running wWindows Server 2003 implement security zettings that
require clientz and other zervers to communicate with thoze domain controllers in a more
FECUNE Way.

The fallowing alder verzsionz af “Windows cannot meet the new requirements:
& Wwindows 35
& windows MT 4.0 5P3 ar earlier

By default, computers running those versionz of Windows will hot be able to log on with
a domain controller running Windows Server 2003 or accez: domain resources.

For more information, zee Compatibility Help.

Cancel |

8. In the third page of the wizard, you must specify whether this is the first or an additional

< Back

domain controller. As this is the first, accept the first radio button and click Next
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Active Directory Installation Wizard =]
Domain Controller Type ..
Specify the rale vou want this zerver to have.

Do you want thig zerver to become a domain controller for a news domain or an
additional domain controller for an exizting domain’?

i+ Domain controller for a neve domaire

Select thiz option to create a new child domain. new domain tree. or new forest.
Thig server will become the first domain contraller in the new domain.

" Additional domain controller for an existing domain
& Froceeding with thiz option will delete all local accounts on thiz zserver.

All cryptographic keys will be deleted and should be exported before
cantinuing.

All encrypted data, such az EFS-encivpted files or e-mail. zhould be deciypted
before continuing or it will be permanently inacceszible.

< Back I Mest = I Cancel I

9. In the fourth page of the wizard, accept the first radio button and click Next
]

Create Mew Domain /
Select which twpe of domain to create.

Create a new:

i Domain in a new forestk

Select thiz option if this is the first domain in wour organization or if pou want the new
domain to be completely independent of your current forest,

" Child domain in an existing domain tree

If you want the new domain to be a child of an esisting domain, select this option.
For example, you could create a new domain named
headquarters. example. microzoft. com az a child domain of the domain

example. ricrosoft, conm,

" Domain tree in an existing forest

If you don't want the new domain to be a child of an exdisting domain, select this
option. Thizs will create a new domain tree that iz zeparate from any exizting trees.

< Back I MNest » I Cancel I

10.In the fifth page, you must enter the name of the domain. The name should be followed

by an Internet domain name (.com, .net, .org, .us, etc). If you have a domain in mind,
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type it. If you don't have a domain in mind, for our lessons, type netconsulting.com

Active Directory Installation Wizard Xl
Mew Domain Mame ¢
Specify a name for the new domain.

Type the full DMS name for the new domain
[far example: headquarters. example.microzoft com].

Eull DMS name far new domain:

netconsulting. com

< Back I Mext > I Cancel I

11.Click Next
12.In the next page of the wizard, a suggested NetBIOS name displays, intended for earlier

versions of Windows":

Active Directory Installation Wizard x|

HetBIOS Domain Hame /
Specify a MetBI0S name for the new domain.

Thiz iz the name that uzers of earlier versions of Windows will uze to identify the new
domain. Click Mest ko accept the name shown, or type a new name.

Domait MetBIOS nanme: NETEOMSULTIMNG

< Back I Hest > I Cancel

Accept it and click Next
13.The next page allows you to specify where the Active Directory information would be

stored:
Page 13 of 82
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Active Directory Installation Wizard |

Databasze and Log Folders /
Specify the folders to contain the Active Directory databaze and log files.

For best perfarmance and recoverability, store the databage and the log on zeparate
hard dizks.

wihere do pou want bo store the Active Directory databaze?

Databaze folder:
IEI:"-.WINDDWS"-.NTDS Browsze...

Wwihere do pou want bo gtore the Active Directory log??
Log folder:

IE:&WINDDWS&NTDS Browse... |

< Back I Mest » I Cancel

Accept the default and click Next

14.The next page specifies where the domain's public files would be stored:
x|
Shared System Yolume ’
Specify the folder to be shared as the spstem wolume.

The S¥'SWOL folder ztores the server's copy of the domain's public filez. The contents
of the SY'SWOL folder are replicated to all domain controllers in the domain.

The S¥'SWOL folder must be located on an MTFS wolume.
Enter a location far the 5SS 0L folder.

Ealder location:

Co M DO S WS SWOL Browse... |

< Back I Mest > I Cancel

Accept the default and click Next

15.After a few seconds, the next page allows you to install DNS.

Read the options:
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Active Directory Installation Wizard ]

DHS Reqgistration Diagnostics /
“erfy DMS support, or ingtall DMS an this computer.

Diagnostic Results -

The regiztration diagnoztic has been run 1 time.

Mone of the DMS servers used by thiz computer rezponded within the timeout
interval.

For more information, including steps to cormect this problem, see Help.

Details
The S04 query for _ldap._tep.de._mades. netconsulting. com to find the primary LI

| have comected the problem. Perform the DMS diagnostic test again.

% |nztall and configure the DNS server on this computer, and set this computer to use
thiz DMS server as its preferred DMS server.

£ | will correct the problem later by configuring DMS manually. [Advanced)

< Back I Mest > I Cancel

Accept the suggested second radio button and click Next

16.The next page allows you to set the default permissions:

Active Directory Installation Wizard ]

Permissions ¢
Select default permizzions for user and group objects.

Some server programs, such az “indows MT Remote Access Service, read information
ztored on domain controllers.

" Permissions compatible with prewindows 2000 server operating systems

Select thiz option if you run server programs on pre-Windows 2000 zerver operating
spztemns o on Windows 2000 or Windows Server 20032 operating systems that are
memberz af prewindows 2000 domains.

r@. Anonymous ugers can read information on thiz domain.

' Permiszions compatible only with Windows 2000 or “Windows Server 20031
operating spztems

Select thiz option if you run zerver programs only on Windows 2000 or Windows

Server 2003 operating systems that are members of Active Directory domains. Oaly

authenticated ugers can read information on thiz domain.

< Back I Mest > I Cancel |

Accept the suggested second radio button and click Next
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17.The next page prompts you to create a password used to start the server in "Restore

Mode". Enter a password in both text boxes:

Active Directory Installation Wizard |

Directory Services Restore Mode Administrator Password /
Thiz pazzword iz uzed when vou start the computer in Directon Services Restore
kode.

Type and confirm the passward pou want to azzign to the Adminiztrator account used
when thiz server iz started in Directon Services Restore Mode.

The restore mode Administrator account iz different from the domain Administrator
account. The passwards for the accounts might be different, 2o be sure ta remember

bath.
Restore Mode Pazsward: Iiii-----
LConfirm pazsword: I'iii----

Far mare information about Directory Services Bestore Mode, see Active Directory Help.

< Back I MHest = I Cancel

18.Click Next

19.The next page displays a summary of your selections:

Active Directory Installation Wizard x|

Summary /
Review and confirm the options you selected.

You chose to:
Configure thiz zerver az the firgt domain controller in a new forezt of domain rees. -

The new domain name iz netconzulting. com. Thiz iz alzo the name of the new
forest.

The MetBIOS name af the domain iz METCOMSULTIMG

D atabaze folder: C:WINDOWSAYHTDS
Log file folder: C:%WwINDOWSSHMTDS
SwSWOL Falder: C:WwINDOW S5 SWOL

The DMHS service will be inzstalled and configured on thiz computer. This computer
will be configured to uze this DMS zerver az ite preferred DMS server.
- I

To change an option, click Back. To begin the operation, click Mext.

< Back I Mest > I Cancel I
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Read the text and click Next

20.The wizard will start creating and configuring Active Directory:

Active Directory Installation Wizard

The wizard iz configuring Active Directory. Thiz procezs can take several minutes or
conziderably longer, depending on the options vou have selected.

Starting. ..

After a while, if you don't have the Microsoft Windows Server 2003 CD in the drive, you
may be prompted to supply it:

Windows Setup -- Installing

Configuring Components
Setup iz making the configuration changes vou requested.

IT}-'J\ Fleaze wait while Setup configures the companents. Thiz may take

{ ;], Pleaze inzert the Compact Disc labeled "Windows
.,H{ag Server 2003, Enterprize Edition CO-ROM" inta pour

CO-ROM drive [H:] and then click OF. Cancel |

“'ou can alzo chck OF f you want files to be copied
fram an alternate location, such az a loppy disk or a
riekwiork, gerver.

< Back | Hewt = | Cancel |

Do so

After a few seconds, you may receive a message box informing you that your computer
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has a static IP address. Click OK

When the dialog box comes up, simply click OK

another message box will come up. Click it and click OK. The wizard will continue
copying files.

After a few seconds, the last page of the wizard will display. Read its summary and click
finish

Active Directory Installation Wizard | 1[

21.You will be asked to restart the computer:

Active Directory Installation Wizard x|

YWindows must be restarted before the changes made by the Active
Directary Inztallaton wizard take effect.

Completing the Active Directory
Installation Wizard

wctive Directony is now installed on thiz computer for the ;I
domain netcongulting, com,

Thiz domain controller iz azzigned to the site
Default-First-Site-M ame. Sites are managed with the
ctive Directory Sitez and Services administrative tool,

To close this wizard, click Finizh.

< Back I Finigh I Cance|

Hestart Mow Dian't B estart Mow

If you have a CD in the CD drive, remove it and click Restart New

22.When the computer comes up, click the Options button and make sure that the name of
the domain is selected in the Log On To text box.
Make sure that Administrator is specified in the User Name text box.

Enter your administrator's password

23.Click OK
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After the computer displays the desktop, a dialog box titled Configure Your Server will let you

know whether the installation of Active Directory was successful:

Configure Your Server Wizard ||| ﬂ

This Server is Now a Domain Controller

You have successfully set up this server as a domain contraller. To add ar
remove another role, run the Configure Your Server YWizard again.

Wiews khe next skeps For kthis role

For a record of yvour changes, see the Configure Your Server log,
To close this wizard, click Finish,

= Back Cancel Help

24. Click Finish

Joining a Domain
Creating a Computer Account

After creating a domain, you can add client computers to it. In our examples, we will add
workstations that run Microsoft Windows XP Professional. There are two actions to adding a

client to a Microsoft Windows Server 2003 domain but only one is required.
Before physically or electronically adding a client to a domain, you can first create a computer
account for it. To create a computer account, you have various alternatives:

e Ifusing the Manage Your Server window, you can click Manage Users And Computers In
Active Directory

e You can also click Start -> Administrative Tools -> Active Directory Users And Computers

e You can also click Start -> Control Panel -> Administrative Tools -> Active Directory
Users And Computers
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Any of these actions would open the Active Directory Users and Computers window. In the
left frame, expand the name of the domain. Then you can right-click the name of the domain -
> New -> Computer. This would open the New Object - Computer dialog box. In the Computer
Name text box, enter the name of the computer. The operating systems before Windows 2000
don't use very long names. Therefore, when naming a computer, keep this in mind and give a
name made of fewer than 15 characters. After naming the computer, click Next twice and
click Finish.

Instead of right-clicking the name of the domain, in the Active Directory Users And
Computers, you can expand the name of the domain, right-click the Computers node -> New -
> Computer. As mentioned already, in the first page of the New Object - Computer wizard,

you can type a name for the computer. Here is an examle:

Mew Object - Compuker =
Create in: netconzulting. comAComputers
[=__—]

Cormputer name:

Ic:entral

Computer name [pre-windows 2000]:
ICENTFI.-'-\L

The follovwing user or group can join this computer to a domain.
Lzer or group:

IDeFauIt: Cromain Admins Change. .. I

I Azsign this computer account as a pre-windows 2000 computer

I Assign this computer account as a backup domain controller

< Back I Me:=t = I Cancel I

Then click Next, Next, and Finish.

Joining a Domain

After creating an account for a computer, you can add it to the domain. This is referred to as
joining a domain. Normally, primarily creating an account for a computer is not required
although it's a good idea. When joining a domain, if the computer you are adding doesn't have

one already, an account would be created for it.

To join a domain using Microsoft Windows XP Professional:

1. First display the System Properties dialog box. To do this,
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o You can right-click My Computer and click Properties...

o You can display Control Panel and double-click System

2. In the System Properties, click Computer Name
3. Click Change

4. 1n the Computer Name text box, enter the desired name of the computer. If you had

already created an account in the domain for this computer, type that name

5. In the Member Of section, click the Domain radio button
0. Click the Domain text box and enter the name of the domain

Computer Mame Changes E]EJ

v'ou can change the hame and the membership of this
computer. Changes mayw affect access to network resources.

Computer name:
CEMTHAL

Full computer nams:
CEMRTHRAL.

tare. ..

b ember of
& Domain:
netconsulting

O wwark.group:

[ (] ] [ Carncel ]

7. After specifying the name of the computer and the domain to join, click OK

8. You would then be asked to provide a user name and a password for a user who has the

permissions to join let a computer join a domain
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System Properties

=

Computer Name Changes

computer. Changes may 3

Computer name:

CEMTRAL

Full computer name:
CEMTRAL.

T'ou can change the name and the mi

emberzhip of thiz

Enker the name and password of an account with permission
to join the domain.

User name: | €7 jezoo R | e
P ermber of
(=) Domain: Password: | LD LT |
netconzulting
seaigan o) o
[ [H]. ] [ Cancel ]
[ Ok ] [ Cancel ] Apply

9. After entering a user and a password, click OK. If you have the right to add computers to the

domain, you would receive a Welcome message and click OK:

System Properties

e

Computer Mame Changes

_ . Advanced [

“ou can change the name and the membership of this
computer. Changes may affect acceszs to network. resources.

carmpLter
Computer name:

darn's
Full computer name:
CEMTRAL. Computer Mame Changes

termber of
&) Domain:

| netconzulting

) whork group:

I nange... J

|FUNCTIDN><

[ Ok ] [ Cancel ]

[ Ok ] [ Cancel ] Apply

Network Management
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Management Overview

Introduction

As a network administrator, you will perform various tasks to keep the network up
and running. These include computers, users (the people who use the network), the
peripherals (the other machines attached either to the computers or directly to the
network. To make this possible, both Microsoft Windows XP Professional and
Windows Server 2003 provide the various tools you will need. If you are managing a
peer-to-peer network, the former provides local and possibly small network tools to
manage workstations. For a client/server network, Microsoft Windows Server 2003
provides all the tools you need to locally or remotely manage the servers or the
clients.

Network Management with Win XP
Most of the tools used to locally manage a Microsoft Windows XP Professional or a

peer-to-peer network are listed in the Administrative Tools window. To open it, you
can open Control Panel and double-click Administrative Tools:

"8 Administrative Tools T |E| _|
File Edit View Favorites Tools Help .1'
y il 1 . ) [ -
G Back > lm‘ - Search W= Folders
Address |4;.g Adminiskrative Tools e | Go
File and Folder Tasks @ EL
~ . Componenk Zompuker Data Sources  Ewvent Viewer
h‘? slare s Falsizs Services Management (ODEC)
Other Places % % %
Local Securit Performance Services
3+ Control Panel Palicy i

I R Pmeinanke

As you install more software or libraries to your computer, the tools may increase in

sophistication and number. Here is an example:
% Administrative Tools - 1O =]

J File Edit Wew Favorites Tools Help | {'
J 0 Back ~ £ - ;i | ,-: ! Search “7 Folders | [
J Address I-;; Administrative Tools ;I Go |J m‘!’. - I >
. | d
g S S
5 =)
File and Folder Tasks £ @ AT
ﬁ? Share this folder Component Computer Data Sources  Ewvent Viewer Internet
Services Management {ODBC) Informati...
Gl Bl 1 k-
Other Places A % Eret Eret Ere Efet
G_ Control Panel Local Security Microsoft .NET Microsoft \NET Microsoft .MET Microsoft .MET
Palicy Framework ... Framework ... Framework ... Framework ...

E} My Documents

o HoR &

e Microsoft .MET Performance Server Services
_g My Metwork Places Framewark ... Extensions...
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To use a tool, you can double-click it.

Network Management with Windows Server 2003

Like Microsoft Windows XP Professional, Windows Server 2003 groups its
administration routines under an ensemble referred to as Administrative Tools. Unlike
the former, the later provides various ways of accessing the tools.

After you have just setup Microsoft Windows Server 2003 and installed Active
Directory, the first window that comes up provides some of the most regular tools you
will need to administer the network:

-: Manage Your Server

= Manage Your Server Search

Server: TRAIMNIMNG

Tools and Updates =

Managing Your Server Roles

Jse the tools and information Found here to add or remove EY add or remove a rale Adrminiskrative Tools
“oles and perform your daily administrative tasks, More Tools
o Read about server roles Windows Updake
€)) Read about remote Computer and Domain
adrminiskration InfFormation
vour server has been configured with the Following roles:
d d Internet Explorer Enhs
Security Configuration
#  Domain Controller {(Active Directory)
Domain conktrollers use Active Directory to manage See Also
nebwork resources such as users, computers, and QJ Manage users and

compukers in Ackive
Directary Help and Suppork

EJ| Manage domains and trusts Microsoft TechMet
Deployment and Resou

applications.

B Manage sikes and services
List of Common Admini:

©)) Review the next steps For Tasks
EHEELD Windows Serwer Comm
# DMNS Server what's Mew
Strategic Techrnology F

DMS (Domain Mame Syskem) servers translate domain

Program —
and computer DMNS names ko IP addresses. QJ
LoH

Manage this DMS server

i Rewview the next steps For

" this role -
1 | 3

The middle section of this window provides only a limited list of tools, considered to
be the most regularly used. Alternatively, you can display the whole list of tools in a
window. To do this, under the Tools and Updates Section, you can click Administrative
Tools:
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Fil= Edit Vew Favorites

Tools

Help

_1ol x|

)
| e

ol Back = £3 - ?|, Search

Folders | = xnlmv

Address Iﬂ Adrninistrative Tools

jGo

MNarme =

Size | Tvpe

| Date Modified

[ attribures |

Slg.ﬂctive Direckory Domains and ..

@F\ctive Directory Sites and Ser...
@.ﬁ.ctive Directory Users and Co...

gﬂl:ertiﬁcation Authority
Cluster Adminiskrakor
@Component Services
@Computer Management

EI:B Configure Your Server Wizard
Data Sources (ODBC)

EE Distributed File System

L, DNS

% Domain Controller Security Pol. ..

% Domain Security Policy

i | Event Wiewer

%Licensing

= # Manage Your Server
&Microsoﬂ: MET Framework. 1...,
&Microsoft MET Framework 1...,

E!Network Load Balancing Mana...

@Perhrmance

@Remote Desktops

Routing and Remote Access
Services

@Terminal Server Licensing

. Terminal Services Configuration

%’Terminal Services Manager

1 KB Shorkeut
1 KE Shorbcut
1 KB Shorkeut
ZKE Shorkout
2KB  Shorkeut
ZKE Shorkout
2ZKB  Shorkeut
ZKEB Shorkeut
2ZKB  Shorkeut
ZKEB Shorkeut
ZKE Shorbout
1 KB Shorkeut
1 KE Shorbcut
2KB  Shorkeut
ZKE Shorkout
2KB Shorkeut
ZKE Shorkout
2ZKB  Shorkeut
ZKEB Shorkeut
2ZKB  Shorkeut
2KB Shorkeut
ZKE Shorbout
2KB  Shorkeut
ZKE Shorkout
2KB  Shorkeut
ZFKE Shorkout

1714/2006 4:23 PM
1714/2006 4123 PM
1714/2006 4:23 PM
1/13/2006 9:14 PM
1/13/2006 9:07 PM
171302006 8:58 PM
1f16/2006 2:57 PM
171302006 9:16 PM
1716/2006 3:47 PM
171302006 9:16 PM
1/14/2006 1:53 PM
1714/2006 4:23 PM
1714/2006 4123 PM
1/16/2006 3:56 PM
1/13/2006 9116 PM
1715/2006 6:42 &AM
171302006 5:59 PM
1£13/2006 5:59 PM
1/13/2006 &:06 PM
1£16/2006 3:55 PM
1/13/2006 £:57 PM
1/13/2006 &:06 PM
1713/2006 9:16 PM
1/13/2006 9:07 PM
1/13/2006 £:57 PM
171302006 §:57 PM

P> P PP PP PP PPPrrPrPrP>rPrP>PPrPPrPPFPPFPPPEPDPFPDE

|26 ohijects

36.7 KB

[ 4 ry Computer

To use a tool, you can double-click it.
Another technique you can access the tools consists of clicking Start -> Administrative Tools:

Command Prompt

o
[/ Windows Explorer
=T

-~
@ Mokepad
% Jasc Paint Shop Pro &

Event Wiewer
Performance

1 Data Sources (ODEC)

l Active Direckory Users and
Compukers

all Programs  #

:J_ My Computer

BJ Control Panel »

.r'j Printers and Faxes

@) Help and Support
I') Search

=) Run...

Log OFf @ Shut Down

s |G & |

i)
g

B &R

BT E O EGE N « PESS el ®

Active Directory Domains and Trusts
Active Directory Sites and Services
Active Directary Users and Cormpukers
Certification Authority

Cluster Administrator

Compaonent Services

Computer Management

Configure Your Server \Wizard

Data Sources (ODEC)

Distributed File System

DS

Domain Contraller Security Policy
Domain Security Policy

Event Yiewer

Licensirg

Manage Your Server

Microsoft \MET Framewark 1.1 Configuration

Microsaft \MET Framewark 1.1 Wizards
Metwork Load Balancing Manager
Performance

Remote Desktops

Routing and Remote Access

Services

Terminal Server Licensing

Terminal Services Configuration

Terminal Services Manager
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Another technique consists of click Start -> All Programs -> Administrative Tools

Itt' Stark
Adminisirator
\g Manage Your Server e MMy Con
P Connnand Prompk g" Control
- WA Adminis
'
L (" wWindows Explorer ‘:illﬂ
= —
ﬁ Prinkters
% Jasc Paint Shop Pro & o
@_) Help an
Sl "-_
[é Motepad ,-_) Search
Ewvent Yiewer 7 Bun...
@ Performance
E=l=
Daka Sources (ODEC)
L
Active Directory Users and
Compukters

¢

windows Updake

Accessories

Adminiskrative Tools

Jasc Software
Startup
Inkternet Explorer

Caklook Express

451 TelEl &

Remote Assiskance

BEMUPERALS

[

=3

g
e
iz
]
=
o]
=
i
=
La
&

Active Directory Domains and Trusks
Active Directory Sites and Services
active Directory Users and Computers
Certification authorikty

Cluster adrinistrakor

Component Services

Computer Managemenk

Configure Your Server Wizard

Daka Sources (ODEC)

Distribuked File Swskem

DS

Domain Controller Security Policy
Domain Security Policy

Ewent Yiewer

Licensing

Manage Your Server

Microsoft .MET Framework 1.1 Configuraktion
Microsoft \MET Framework 1.1 Wizards
Metwork Load Ealancing Manager
Performance

Remoke Deskiops

FRouting and Remokte Access

Services

Terminal Server Licensing

Terminal Services Configurakion

Terminal Services Manager

You can also click Start -> Control Panel ->Administrative Tools.
With any of these previous techniques, to use a tool, simply click it from the menu.
The Microsoft Management Console

Introduction

If you have some experience with Windows Explorer of Microsoft Windows 9X and
later, you may be aware that, in that same window, you can open your folders, view
your files, open Control Panel, or even view a web page. In the same way, to make
computer and network management easy, Microsoft Windows XP and Windows Server
2003 provide a common window named Microsoft Management Console or MMC. This
makes it possible for all routine operations to be performed in a window that primary
looks the same regardless of the task being performed. You can perform all routines
operations without formally being aware that you are using the MMC.
Practical Learning: Introducing the MMC

1. To view examples of administrative applications that share an interface,
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o Ifyou are using Microsoft Windows XP Professional, click open Control Panel,

double-click Administrative Tools, and double-click Computer Management

Ll Computer Management Z [E|f5__(|
Q File  Action Wiew ‘Window Help = 2] %]
Edl 2

Computer Management (Local) Manme |
- ﬁs System Tools ﬁSystem Tools
Event Yigwer Sgstorage

ST @Sewices and Applications
Local Users and Groups

&4 Performance Logs and Alerts
..E..[.;. Device Manager

F

- [H-[E

= @ Storage
+ Removable Storage
Disk, Defragmenter
Disk. Management:

+ @ services and Applications

If you are using Microsoft Windows Server 2003, click Start -> Administrative tools ->

Active Directory Users and Computers

4% Active Directory Users and Computers o ] 4

@ File  Action Wiew Window Help |-|E’|5|
= |EHNE 2 eEEvED

IQ Active Directory Users and Computers | Active Direckory Users and Computers [Eraining.netconsulting.com]  :

D Saved Que.ries Marne | Type | Description |
E|" Ecgqlstl_'"tmg'mm I:ISaved Queries Faolder ko store wour Favor. ..
- Lilkin
: @netmnsulting. v Damain

----- I:l Computers

(] Domain Controllers
I:l ForeignsecurityPrincipals
I:l Users

Jd | 0

2. To one more administrative window:
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o If you are using Microsoft Windows XP Professional, in the Administrative Tools window,

double-click Services

File  Ackion Wew Help

E 2

Select an ikem to view its description, M Description 2

%.ﬁ.lerter Natifies sel,..
%.ﬁ.pplicatiun Laver G... Providess...
%.ﬁ.pplication Manage... Provides s...
%.ﬁ.utumatic Updates Enables th..,
%Backgruund Intellig... Transfers ...
%CIipBDDk Enables Chi...
%CO[\‘H Ewvent System  Supparts 3.,
%COI\'H System Appli,.. Managesk,..
%Cumputer Browser Mainkains a...
%Cryptugraphic Servi... Provides th...
%DCOM Server Proce... Provides la...
£ |

|£

|

\ Extended ,{ Skandard ff

o If you are using Microsoft Windows Server 2003, click Start -> All Programs ->
Administrative tools -> Event Viewer

[ =

File  Action Wew Help

o |m| B2

@ Event Wiewer {Local) Event Yiewer (Local)
24| Application Marmne | Tywpe | Diescription | Size |
- ZEEE”W El Application Log application Error Records 64,0 KB
skem
- y ) El SECUriky Log Security Audit Records 2.0 MB
3| Directary Service
DS Server El Syskem Log Syskem Error Records 64,0 KB
: | )
i| File Reeplication Service El Directory Service Log Cuskarn Log Ervor Recards 64,0 KB
E DNS Server Lag uskom Log Error Records 64,0 KB
El File Replication Service Log Cuskom Log Error Records 64,0 KB

3. Close the windows
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MMC from Nothing

You might have noticed that the windows of the MMC have the same menu items File,
Action, View, and Help. This is because many tools share them. Inside of the MMC, a
tool you use is called a snap-in. This is because it is simply an application that is
added in the MMC. Once the tool has been "snapped" in the MMC, it displays as a
console.

As you manage your network, you may find out that there are some tools you need
constantly more than others. Instead of always opening only one tool at a time, you
can create your own customized version of the MMC and include in it the tools you
use most regularly. Also, if you are the supervisor of a group of administrators, you
can create special versions of the MMC to let them perform their daily routines. If you
are the administrator of a small network for a client, since you cannot work in their
office all the time, you can create a type of MMC that they can use while you are away
or as you guide them over the phone.

Before grouping the desired tools or customizing the way the MMC looks with a
particular tool, you can start by opening an "empty" MMC, that is, an MMC without a
particular tool. To do this, you can click Start -> Run, type mmc (or mmc.exe), and
press Enter.

The MMC appears as a window titled Consolel and a first node labeled Console Root:

—r-

‘iti Console1 = | E [$__<|

File  Action Miew Favorites Window  Help

m B @

‘iti Console Root

Mame

There are noikems ko show in this view,
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The first action to take would consist of adding the desired tool(s) to the window. To
do this, you can click File -> Add/Remove Snap-in... and follow the wizard.

After creating an MMC console, you can save it as a file. The file would have the
extension .msc.

Practical Learning: Customizing the MMC

1. If necessary, launch Microsoft Windows XP Professional or Windows Server 2003.
On the taskbar, click Start -> Run

2. Type mmc and press Enter

3. On the main menu of Consolel, click File -> Add/Remove Snap-in...
2] x|

Standalone I E:-:tensicmsl

Llze thiz page to add or remowe a standalone Snap-in from the console.

Snap-ins added ta: Ia Conzole B ool LI

— Deszcription

| (] I Cancel I

4. Click Add...

Under the Snap-In header, click Computer Management and click Add

6. In the Computer Management wizard, accept the Local Computer radio button.
Click the Allow the Selected Computer to be Changed... check box

o
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Computer Management

Select the computer pou want this snap-in to manage.

Thiz snap-in will always manage:

" Local computer: [the computer this console iz running on)

" Another computer: I

Erowsze... |

I+ #llow the selected computer ta be changed when launching from the command line.  This
ionly applies if pou save the conzole,

< Back I Finizh I Cancel |

7. Click Finish

8. Once again, in the Add Standalone Snap-in dialog box, click Performance Logs
and Alerts) and click Add

9. Click Close

2]

Standalone I E:-:tensic-nsl

Uze thiz page to add or remove a standalone Snap-in fram the conzole.

Snap-ns added to: IE Conzale Root LI

Q Computer Management [Local]
& Performance Logs and Alerts

 Deszcrption

Eemove Aot

Ok, Cancel
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10.Click OK

" Consolel

_lol x|

File  Action  Wiew  Faworites  window — Help

- |m| B2

i Console Rook

_ (ol x|

of MName |

Computer Management {Local) QCOmputer Management (Local)
&4 Performance Logs and Alerts

: wﬁ Performance Logs and Alerts

11.To save and click the MMC, on the main menu, click File -> Save As...
12.Set the file name to Computer Performance and click Save

13.To close the MMC, on the main menu, click File -> Exit

14.To reopen the MMC, on the taskbar, click Start -> Run...

15.Type mmc and press Enter

16.To open a previously saved MMC, on the main menu, click File -> Open

17.Click Computer Management.msc and click Open
18.To review the current tools available, on the main menu, click File -> Add/Remove Snap-

m.

19.In the Add/Remove Snapp-in dialog box, click the Extensions tab and, if necessary, in the

combo box, select Computer Management

Add PR emowe Snap—in

Standalone Extensions |

= =<l

Use this page to enable shap-in extensions. To add a particular extension

s=lect the checkbor next ko ik

Snap-ins that can be extended:

CompLiter b anaoemerk
I~ Add all estensions

Available extensions:

L= D evice bManager extension
B Disk D efragrenter

B Disk Management E stension
E went Wiewer Extension

7 Local Users and Groups

& Performance Logs and Alerts E xtension ~1
— D escripticn
Aot | D ovarilo e |
=13 [| Cancel
20.Click OK
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1. Once you click OK, you will be asked to restart the computer, which you should do.

)
EE’E Remote

Advanced

Y'ou can change the name and the membership of this

.~ computer. Changes may affect access to network resources.
i computer

Computer name:
. |CEMTRAL

U= R B Computer Name Changes
| CEMNTRaL.

-
\l.l) wou musk reskark this computer For the changes to take effect.

Mk ol
(%) Domain:
netconzulting
ange. ..

(O whork group:

[ (m] ] [ Cancel ]

[ ak. ] [ Cancel ]

When asked whether you want to restart the computer, click Yes

2. After the computer has restarted, when it displays the Log On To Windows dialog box, click
the arrow of the Log On To combo box and select the name of the domain

3. If necessary, change the User Name in the top text box.
In the Password text box, enter the password associated with the user name = Click OK

SECURE FILES AND FOLDERS
1. Sharing folder

Servers, typically kept in locked rooms, store the company resources (folders, files,
documents, spreadsheets, etc). These servers are locked behind closed doors so that the
only access that employees have to the resources is over the network. In order for
employees to access the resources stored on the servers, the server must be configured
to allow the employees to access the resources over the network. For a Windows
environment, this is done through shared folders.

You can share and allocate a folder for clients from the server. And you can
assign different permissions for the shared folder.

In order to protect the resources that are made available through shared folders,
administrators must configure “permissions” for the folders and files that are made
available over the network. There are two types of permissions that can be configured on
shared folders: share and NTFS
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NTFS permissions are an attribute of the folder or file for which they are configured. The
NTFS permissions include both standard and special levels of settings. The standard
settings are combinations of the special permissions, making the configuration more
efficient and easier to establish. These permissions include the following, as shown in

Figure below:

» Full Control

=  Modify

= Read & Execute

» List Folder Contents
= Read

«  Write

New Volume (E:) Properties ?

General | Tools I Hardware I Sharing
Security | Shadow Copies I Quata

Group or user names:

E Administrators [BCH YA dministrators]
€7 CREATOR OWNER

ﬁ Ewerone

€7 SvSTEM

ﬁ Uzers [BCHSUgers]

Add... | Bemowve |
Permizzions for Administrators Al Deny
Full Control
b odify

Read & Execute
List Folder Contents
Read

Wirite

El E E E & &
OO00O00O0O0

For zpecial permiszions or for advanced settings, |
chck Advanced. :

k. Cancel | Apply

NTFS permissions are associated with the object, so the permissions are always

connected with the object during a rename, move, or archive of the object.
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Share permissions are only associated with the folder that is being shared. For example,
if there are 5 subfolders below the folder that is shared, only the initial shared folder can
have share permissions configured on it. NTFS permissions can be established on every
file and folder within the data storage structure, even if a folder is not shared.

Share permissions are configured on the Sharing tab of the shared folder. On this tab,
you will have a Permissions button, which exposes the share permissions when selected,
as shown in Figure below.

Permissions for Edrive v E

Share Permizzions |

Group or user names:

Everpone

Add... | Bemowve |
Permizzions far Everone Al Deny
Full Cartral O O
Change O O
Read O

k. I Cancel | Apply |

Figure : Share permissions on a shared folder
As you can see, the share permissions standard list of options is not as robust as the
NTFS permissions. The share permissions only provide Full Control, Change, and
Read. There are no special permissions available for share permissions, so the
standard permissions are as granular as you can go for this set of access control.
The share permissions are not part of the folder or file, so when the share name is
changed, the folder is moved, or the folder is backed up, the share permissions are
not included. This makes for a fragile control of the share permissions if the folder is
modified.

Steps to share folders

1. Right click on the folder you want to share and click on Sharing and
Security...
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Open
Explore
Search. ..

Sharing and Security., ..

M
Send To

Cuk
Copy

Create Shaortcut
Delete
Rename

Propetties

2. Check share this folder option button under Share properties window and
assign share name and user limit as needed. Then click on Permissions...
Button

2]

General Sharing I Seu:urit_l,ll Eustnmizel

= You can share thiz folder with other users on wour
- netwaork. To enable sharing far this folder, click Share thiz
folder.

" Do not zhare this folder
& B i :

Share name: Ishare

Dezcription: I I
Ulzer limit: & Marimum allowed

" Allow thiz number of uzers: _:I
T o zet permizzions for users who Elemiasiamia.. |

acceszs thig folder aver the netwark.,
click Permiszionz.

T o maodify how people use the content Offline St
while offine, click Dffine Seftings, Difine Setings _|

k. I Cancel | Apply |
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3. Remove everyone and add the user you want and click ok

] ——]

Enter the object name to select [examples]:

rmeq [meq@Eimesfin local Ehect Namesl
Advanced... | ] | Cancel |

4. Assign the share permissions by checking on permissions check box then
click Apply and ok

Permissions for Abdi ed |

Share Permizzions I

Group of user names:

E Evervone

geme menge [maola@| T lozal]

Add... | Bemove |

Permizzionz far aeme menge Al Deny
Full Cortral a O
Change O O
Fead O

k. I Carnicel | _%pply |

5. Under Security tab Click Add button to add a user in the list
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] S |

Enter the object name to select [examples]:

meq [meg@Eimesfinlocal Ehect Namesl
Advanced... | k. | Cancel |

6. Select the user and check the necessary security permissions you want to
assign for that user and click Apply then click ok.

Permission Entry for share ed

Dbject |

R E =0 =0 [rmeg@mesfin.local]

Apply onbo; IThis folder, zubfolders and files j

Permizzions: Bllone Dermy

Full Control

Trawerse Folder / Execute File
List Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files / iite Data
Create Folderz / Append Data
Wite Abtributes

Wirte Extended Attributes
Delete Subfolders and Files
Delete

Read Permizsions

[ ] PR, o PRIVRS- RIS P

r Apply theze permizzsions bo objects andor Clear Al |

containers within thig container anly

III:II:IEIEIEIEIEIEIEIEII%
1000000000000

-

Then the user can acess the shared file with its assigned security permissions.

Assigning disk quota
Sometimes you need to assigned disk quota for clients to use from the server.
Then you can specify the disk size you assign for the client by following the
following steps.
1l. Go to Start > then Administrative tools > then click on Computer
Management
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Adminisirator

\g Manage Your Server +4. - My Computer

Active Directory Domains and Trusks
Active Directory Sikes and Services
Active Directory Users and Computers

Certification Authariky

b AN S

Clusker Administratar

O

3 :f Windows Explorer Companent Services
="

Compuker Management

% Bdriniskrative Tools

3,1 Printers and Faxes

Configure™aour Server \Wizard
Data Sources (ODEC)
Distributed File System

Command Prompk

-

|\ Mokepad

t!j] Help and Suppart DM
~ Domain Contraller Security Policy
y-) Search Comain Security Policy
Ewvent Viewer
- | Run...

File Server Management

Licensing

Manage Your Server

Microsoft \MET Framewaork 1.1 Configuration
Microsoft JMET Framework 1.1 Wizards

Metwaork Load Balancing Manager

Petrformance

Al Eru:ugrams‘J\F\

Mew programs installed.

Remate Deskiops

Ciff E Shut Dovwr
Routing and Remote Access

ILf_'Start J @ ﬁ- J . Manage Your Server -

K & D @ P P B B e o ) e ]

2. Under computer management window click on Disk Management right
click on the C:/ drive then click on properties
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1oy
Q File  Action Wiew Window  Help _|5'|£|
¢ 02 BEXE S o

Q Compuker Management (Local)
B- ﬁ& Syskem Tools

I @ Event Yiewer

-kl Shared Folders

= @ Stu:urage

-3 Removable Storage
Disk Defragmenter
Disk Management
EEI--@ Services and Applications

| 2]

| apacity | Free Space | 1

Yalume l Layu:uut | Type | File Swstem | Skatus

Qpen
Explore

MMark Partition as Active
Change Drive Letter and Paths, .,
Eormat. ..

Delete Partition, ..

(System) 9.99GE £.22 GB ;

{c:)
9,99 GE NTFS
Healthy (Syskemn)

Mo Media

B Frimary partition

3. Under Disk management properties window click on Quota tab and check
on The Enable quota management and Deny disk space to users
exceeding quota limit check boxs and check on Limit disk space to option
button and assign the maximum disk space you need to allocate for the
user then click on Quota Entries... button.
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General I Toolz I Hardware | Sharing |
Security I Shadow Copies Cuata

i Status: Disk quotaz are dizabled

¥ Enable quota management

v Dery disk space to uzers exceeding quota limit

Select the default quota limit for new users on thiz wolume:

" Do not limit disk usage
= Limit disk space to |5 IMB j

Set warning level to I'I -

Select the guota logging options for this volume:

[T Log event when a uzer exceeds their quaota limit

[T Log event when a uzer exceeds their warning level

_D_L{*a;tia Entries... |
e

4. Click on Quota menu bar and click on New Quota Entry... under quota
entries for Local disk (C://) window

“@ (Juota Entries for Local Disk {C:2) - 10| x|
Quoka  Edit  Wiew Help

Mew Cwoka Entry, .,

i
Imnportk...
Export...

Amount Used Cuoka Lirnit

0 brytes M Lirnit Mo Lirnik

Delete Quata Entry. ..
Properties

Close

1| | i
|F'.|:I|:|s a new quoka entry, i

5. Under user select window Add the user you want to assign the disk quota
write the user name under enter the object names to select Text area and
click on Check Names button then click ok
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SelectUsers 2 x|
Select thiz object type:
ILlsers Object Types...

Erarm this location;

i}

Imesfin.l-:u:al Locations. .

Enter the abject names to select [examples]:

me ! Check Mames |

Advanced... | k. | Cancel |

o

6. Under New quota entry window click on Limit disk space to option button
and write the amount of space you want to allocate and write the set
warning level to boxes then click apply then click ok

g WEL=T A 2. [miegEimesfin ool

Huota used; 0 bytes [ 0% ] @

Cuota remaining: 5 MB

£ D not limit dizk uzage

© Limit dick space to I B IMB j
Set warning level to I 1 IME j

| Dﬁ) I Cancel | Lpply |

T

7. Click ok and apply as necessary to finalize the quota allocationthen the
quota aloocated to the user
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WHAT IS 11S?

Internet Information Services 6 (IIS 6) is a powerful platform for hosting web sites on
both the public Internet and on private intranets

WHAT IS HTTP?Its purpose?

HTTP (port 80): HTTP stands for HyperText Transfer Protocol, an Internet protocol
that enables the distribution of hypertext documents. Hypertext is text that is specially
coded using a standard system called Hypertext Markup Language (HTML). The HTML
codes are used to create links. These links can be textual or graphic, and when clicked
on, can "link" the user to another resource such as other HTML documents, text files,
graphics, animation and sound. HTTP is based on the client/server principle. HTTP
allows a client to establish a connection to an HTTP server (also known as a web server)
and make a request. The server accepts the connection initiated by the client and sends
back a response. An HTTP request identifies the resource that the client is interested in
and tells the server what "action" to take on the resource. When a user selects a
hypertext link, the client program (also known as a web browser) on the client
computer uses HTTP to contact the server, identify a resource, and ask the server to
respond with an action. The server accepts the request, and then uses HTTP to respond
to or perform the action.

WHAT IS FTP? Its purpose?

FIP

FTP stands for File Transfer Protocol. This is both a program and the method used to transfer
files between computers. Anonymous FTP is an option that allows users to transfer files from
thousands of host computers on the Internet to their personal computer account. FTP sites
contain books, articles, software, games, images, sounds, multimedia, course work, data sets,
and more.

If your computer is directly connected to the Internet via an Ethernet cable, you can use one of
several PC software programs, such as WS_FTP for Windows, to conduct a file transfer.

FTP transfers can be performed on the World Wide Web without the need for special software.
In this case, the Web browser will suffice. Whenever you download software from a Web site to
your local machine, you are using FTP.

Sharing file by using IP address (FTP)

Install [IS under windows components in Add and remove window

1. Click on start @ on server
2. Click on Add and remove programs
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3. Click Add/Remove windows components

Windows Components YWizard

Windows Components
Y'ou can add or remaove components of Windows,

To add or remove a component, click the checkboy, A shaded box means that anly
part of the compaonent will be installed. To zee what's included in a compaonent, click
Dretails.

Components:
.ﬁ.ccessnries and Utilities 45ME &
; Application 5 erver 24 6 MB |

[] [B8 Cerificate Service 1.4 MB

[ = E-mail Services 1.1 ME
[ ¢34 Fax Semvines 22N MR j

Descrption:  Includes ASP.MET. Internet Infarmation Services [115], and the
Application Server Conzole.

Total dizk zpace required: 14.1 B Dt
Space available on digk; 34159 B —

< Back I Hest > I Cancel | Help |

4. Check Application server under Windows Component wizard and click Details ...
button
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Application Seryver x|

Tao add ar remaove a companent, click the check box. & thaded bax means that only part
af the compaonent will be installed. Tao zee what'z included in a component, click Details.

Subcomponents of Application Server:

% Application Server Conzole 0.0re ;I
[] B ASPHET 0.0 ME
@ Enable network COM+ access 0.0 kB
O @Enable network DTC access 0.0 B

% Y& Internet Information Services [I15) 18.1 ME
[] = Message Queving E.5ME

[

Descrption: 115 Includes wWeb, FTP, SMTP, and HMTP suppart, alang with suppart
for FrontPage Server Extenzions and Active Semver Pages [A5P].

Total disk. zpace required: 14.1 ME Details
Space available on dizk: 24159 MB

| k. I Cancel |

5. Check Internet Information Services (IIS) under Application server window and
click Details ...

Internet Information Services (I15) ﬂ

To add or remove a component, click the check box. & shaded box means that only part
af the component will be installed. To zee what's included in a companent, click Details.

Subcomponents of Intermet [nformation Services [11S];
[ <> Background Inteligent Transfer Service [BITS) Server Extenzions 02 MB =
<7 Common Files 1.0ME

BE Fil= Tranzfer Protocol [FTP] Service 0.1 e
| G@ FrantPage 2002 Server Extensions 5.1 KB
t%] Internet Infarmation Services Manager 1.3MB
[ @ [rternet Printing 0.0ME
(] @&3NNTP Service 12M6 |

Dezcrption:  Provides support to create FTP zites uged to upload and download files.

Total dizk zpace required: 14.3 ME Detailz |
Space available on dizk; 34159 B
EK I Cancel |

6. Check File Transfer Protocol (FTP) service under Application server window
and click Ok
7. Click ok under Application server window
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Windows Components Wizard

Windows: Components
Y'ou can add or remove components of Windows,

To add or remove a component, click the checkbos, A shaded box means that only
part of the companent will be inztalled. To zee what'z included in a companent, click
Dietailz.

LComponents:
.-’-'-.cu:essu:uries and Utilities 45ME =
& Application Serve 24 £ MEB
[] [BA Cetificate Services 1.4 MB

[] ™ E-rail Services 1.1 ME
[ é4 Fax Servines 2N MR ;I

Descrption:  Includes ASP.MET. Internet Information Services [115], and the
Application Server Conzole.

Total dizk zpace reguired: 14.3 MB
Space available on disk: 2415.9 MEB
< Back | ﬂmt ¥ | Cancel | Help |

8. Then click Next under Windows Components wizard

windows Components YWizard

Configuring Components
Setup iz making the configuration changes you requested.

I.-" 4 Fleaze wait while Setup configures the componentz. Thiz may take
Q zeveral minutes, depending on the components zelected.

Statuz: Copuing files...

[ |
<Back | Hras | Help |
9. Configuring components starts and please wait until the setup configure the
component
10. Insert Windows server CD when the installation request you to insert the CD
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11. When the components installation finalized completing the windows
components wizard displayed.

Windows Components Wizard |

Completing the Windows
Components Wizard

Y'ou have succezzfully completed the WwWindowes
Components Wizard.

To cloze this wizard, click Finizh.

< Back Help |
12. Click finish to finalize the installation
13. Create a file that you want to share using FTP under C:/
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C:=file == =]
Eile Edik Wie Faworites Tools Help | ;','
Q Back - . - i | o~ Search Falders | = [ o ) | [z~
Address £ C:ifile =l 5o
Mame = I Size I Twpe I Dake Modified I Attribukes I
k(=1 * [

L) Eolder

Arrange Icons By b Shortcut
Refresh —

Customize This Eaolder. ..

a Briefcase
&4

Eitrmap Image

FPaste
FPaste Shorbcut
Undo Rename CErl+F

w'ordpad Docurmentk

Rich Texk Docurnent

Properkties

o Startl | & & | ¥a Internet Information Ser... ||_} C:\File Lo =41 4M

14. Then go to IS by clicking on start

Adminisiraior

\g Manage Your Server :‘_i:.g My Computer

Active Directory Domains and Trusks
Ackive Direckory Sites and Services

Active Direckory Users and Computers

BoE S

Certification Authority

Cluster Administrator

L

Component Services

. ] [ ’
. / wWindows Explorer B" Control Panel
=

cﬁ{_ Adrninisk

Compuker Managermenk

Configure Your Server Wizard
Data Sources [ODBC)
Diskributed File Swstem

DS

Domain Controller Security Policy

Comrmand Prompk

* ‘P .
= Printers and Faxes

g
[é Motepad .
@J} Help and Suppark
/_) Search

T ?Bun...

Domain Security Palicy

Ewvent Yiewer

File Server Managerment
Internet Info h

e
=
& |
&
2
B
i
i
C

Manages IIS, the web server For Internet and intranet we
sikes,

B Microsoft (MET Framewark 1.1 Canfiguration
: % Microsoft \MET Framework 1.1 Wizards
Aall Programs  (»

=0 - I~ g Metwork Load Balancing Manager

New programs installed. ]oﬂ: E Shut Dovn @ Ferformance
Remote Deskiops

|#istare | (G & .
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15. Then IIS window opened and Right click on FTP Sites and go to New then
Click FTP Site...
1ol
‘TE File  Action Wiew ‘window  Help |_|5’|£|

= @B 22 =0

F'J Internet Information Services
=50 MG-BS064UYUIGZIL (local oo
= application Pools
= weh Sites
b ) Beb Service Extension:

@ Web Service Extensions

| Skaktus
«|"F Al Unknown ISAPI Extensions Prohibil

L | Wieb Service Extension

=) FTP Sites “F Al Unknown CGI Extensions Prohibil
g ey Explore Active Server Pages Prohitil
Cpen Internet Daka Conneckor Prohibil
Permissions Server Side Includes Prohibil
Browse teb DA Prahibil
Skark
Skop
Pause

b service

F E_ite (From File). ..

Wirtual Directory. ..

Mew YWindow From Here

‘irtual Directory (From File). ..

QEIE':E =ETWILE EXLETISINS —
Renames -4 | LI
1] Refrash sndard #
Create new FTP sike Properties | |
#/start| | [ &  Help tion ... L z92am
16. FTP Site Creation Wizard opened click Next

FTP Site Creation Wizard

Welcome to the FTP Site

@ Creation Wizard

Thiz wizard helpz pou create a new FTP zite on this
computer.

To cunE‘Eue, click Mext.

< Baclh

Cancel |
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17. Under FTP Site Description Type the File description of the FTP site
and click Next
18. Enter IP Address to use for the FTP site and click Next
X
IP Addresz and Port Settings
Specify an [P add d part setting for the FTP site,
PECIHY an adares: and part zetling nor ne zie, {6

Enter the IP address to use for thiz FTP aite;
[192.168.03 R

Type the TCF part for this FTP site [Default = 27];

e

< Back I Mewxt = I Cancel

19. Click Next
20. Under FTP Site Home Directory window Enter the path of your File location
and click Next
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FTP Site Creation YWizard

FTP Site Home Duwectory
The home directory iz the root of pour FTP content subdirectories.

Enter the path to your home directory.

Bath:

C:hfile Browsze. .. |

< Back

Cancel |

21. Assign file site access permissions and click Next

FTP Site Creation Yizard

FTP Site Accezz Permiszions
Set the access permizzions for this FTP zite.

Allovy the fallowing permizsions:

To complete the wizard. click Mext.

< Back I Hewt > I Cancel

22. Finally click Finish
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FTP Site Creation Wizard x|
You have successfully
completed the FTP Site
Creation Wizard.
To close this wizard, click Finish.
¢ Back Canzel |
23. Then Go to Local Area Connection Status and click Properties
General | Suppnrtl
— Connechion
Statusz: Connected
Druration: 005203
Speed: 100.0 Mbps
— Activity -
Sent — ,}_ﬂ —— Received
5L
Packets: 2.286 I 2401
Disable |
Cloze |
24. Click on Internet Protocol (TCP/IP) and click Properties
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I_ Local Area Connection Properkties 7 =|

General I Authentication I Advanced I

Connect using:

I B AkD PCHET Family PCl Ethernet Adapter

T hiz connection uzes the following iterms:

5 Clierit for Microsoft Networks

(I S Mebwork Load Balancing

@ File and Printer Sharing for Microsoft Hetwork.s
ol [TCFAIF]

Elnternet Pro

In=tall... I Wrainztall I F'R:uperl:ieg I

— Drezcription b
Tranzmiz=zion Control Protocol/lntermet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected network s,

v Show icon in notification area when connected

Ok I Cancel I

25. TCP/IP properties and click Advanced button

Internet Protocol (TCP/IP) Properties il

General |
You can get IP settings assigned automatically if wour network supporks

this capahbility, Otherwise, wou need to ask vour nebwork administrator
for the appropriate IP setkings.

"~ obtain an IP address auktommatically

—i% lse the Following IP address:
IP address: 192,188 . 0 . 1

Subnet mask: | 255 .255 .255 . @

Default gatewany; I

(" obbain DNS server address autu:umaticall‘;.-‘_h”

—{% Use the Following DMS server addresses:

Preferred DMS server: I

Alternate DMS server: I

Advanced. .. |
| Ok I Cancel I
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26. On Advanced TCP/IP Settings Click Add button under IP address frame and
Enter the IP address of your FTP file you assigned with subnet mask and click Add

hdwanced TCP/IP Settings | =

IF Settings IDNS | wirs | options |

—IP addresses

21

IP address: I 19| .

Subnet mask: I

- | add I —ancel I

Sakeway | MMekric |

add. .. I Edit. .. I Remowe I

—» Sukbormatic mekric

Interface mekric: I

27. Click Add button under Default getaways frame and enter the IP address of
your default getaway then click Add button finally

Advanced TCP/IP Settings | =

IF Settings IDNS | wins | options |

— IP addresses

IF address | Subnek mask
192.165.0.1 255.255.255.0
192.165.0.35 255.255.255.0
add. .. I Edik. .. I Remowve I

— Default gateways:

TCP,/IP Gateway Address ?‘l }Cl I
Gakewan: I 192 . 168 . 0O . 1|
w  Aubtomakic mekric
MeEric: I J
F
Sdd Zancel I
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28. Then click ok two times and finally click Close

Step IV

Open vyour browser (Internet explorer) and type ftp://adressoftheftp example
ftp://192.168.0.3 on the address bar of the browser and click go or press enter from
keyboard

File Edit Wiew Favarites Tools Help #

(JBack = o - T | - Search Folders | = i o ) | [
Address I_! Frn:

Mame = | Sizel Type | Modified |

~| B0 |Links >

Sharing webpage

1. Create and save a webpage under C:/your folder/
2. Go to Internet Information Services (lIS) Manager

G o €r[§ Active Direckary Domains and Trusks E Fouting and Remate
Administrator o . . .
@ Active Directary Sites and Services % Services

1 @ Active Directory Users and Computers q|]§l Terminal Server Licer
\g Manage Your Server f_‘ijg My Col o ] i )
@ Certification Authority ,, Terminal Services Co
- -1 =25 Cluster Administrator Terminal Services Ma
| / Windows Explorer B" Control _ L3
— Component Services

% Adrminis Q Computer Management

iy
@ Motepad - A Configure Your Server Wizard
7 Prinkters -
= ‘e Data Sources (ODBC)
W2 —ornmand Prompt ) % Distribuked File System
@)teban 5

iz'g Internet Information N .

Services (IIS) M
&5 Windows Catalag Domain Security Paolicy

o
L
i
w8 w i
% windows Update BN
fin
[ 8

Domain Contraller Security Palicy

Arccessories b File Server Management
B Administrative Tools  #] @ Internet Information Services (115) Manager
Skartup 9 % Licensirng
. Manages 115, the web server For Internet and intranet web
& Internet Explorer f Manage ¥ sites.g ’
El Cutlook Express B Microsoft .FET Framework 1.1 Configuration

&l Brograms

.. Remate Assistance % Microsoft \MET Framework 1,1 Wizards

g Metwork Load Balancing Manager

Log @ Petformance
' skart J @ # J [Ej Remote Desktops
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3. 1IS manager windows opened

t Internet Information Services (I15) Manager = O] =
9 Fle action  View Window Help -7 =]
> @B =
"- Trternet InfFormation 5 Camputer | Local I Wersian | Status
=50 ME-BS084LYUGZIL (lacal oo | S 0mG-BS0s4UYUGZIL (local computer)  Yes 115 V6.0
k | FTP 3ites
#_J Application Pools
) Web Sites
- Weh Service Extension:
4. Right click on Website and locate on New then click on Website
t Internet Information Services (IIS5) Manager - |EI|E|
V9 Fle Action  View Window Help -|&] x|
e~ @B 2280
E'g iInternet Information Services! | Computer | Local | Yersion | Skakus
=l ME-BSOE4UYUGZIL (local o | S0 mG-BS0E4LYUGEIL (local computer]  Yes 115 Y6.0
[#-__J FTP Sites
l = .ﬁ.ppllcatmn Pools
7 Iy
o W|
B ! Al Tasks b Site (From Filg). ..
FE_ Y b Window From Here
Refresh
Properties
Help
1| | B | i
Creake new Web site | |

Website creation wizard opened then click Next
Enter the description of the website and click Next
Enter the IP address for your website and click next
Show the path of your website and click Next

Set website access permissions and click Next

10. Finally click Finish

© 0N W
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11. Right click on your website nhame you create and click on Properties
'E Internet Information Services (IIS) Manager — |I:I|i|
5 File Action Wiew Window  Help | = 1= =]
= = =2E| X DE(E2 2] r =
Eg Internet InfForrmation Services Mame I Path | Skaktus
=l -1_'5 FE-BS0&4 Y IIEZIL (local cc [ | weel hEml
___1 FTP _Sitnle_s o
j f‘-.-'pel:;:l Explore
RS = R S
g ; Permissions
__ | Browese
__,J ek Start
Stop
Pause
w1 (=10 »
all Tasks L
WiEm *
Mewve Wlindows From Here
Deleke
Renams
Pefresh
« I Expork Lisk... [ _rl
[Spens property || |
#istart| | (B Hep I-;rmatiun % -® @ I 11:zcam
12. Under documents tab remove all enable default content pages and add your

website name and click ok

2|

web Sike | Performance I ISAFI Filters I Horne Directory I
Documents I Direckary Security I HTTP Headers I Custom Errors

_I_ —— _Li_ Jd_€_..L o _L__L
Add Content Page |

Default content page: m

I S L=

o
o

—1  Enable docurnent Fooker

Append an HTML Formatked Footer to every document wour Web
server returns.

I Browse, .. I

&7

] 4 I Cancel apply I Help
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13. Click on apply the click ok

14. Go to Local Area connection Status and recreate the process you follows to
enable FTP file advanced TCP/IP setting

15. Finally on webbrowser type the address of the website you assigned while

configuring the website on the address bar of your browser(example 192.168.0.78)
then press enter or click go

| hitp:/fwww.microsoft.com/fisapifredir. dlI? prd=ieft pver=6&ar-msnhome - Microsoft Internet Explorer

Filz Edit Wiew Favorites Tools  Help ..

> > Iﬂ IELI NI, ) search :\'/ Favorites 6-‘1

Address | 192.1681.78) v B so ks ?
‘ Search for "192.168.0,78" ‘

Domain Name System[DNS]

DNS [port 53): DNS stands for Domain Name System. It helps users to find their way around
the Internet. Every computer on the Internet has a unique address - just like a telephone
number - which is a rather complicated string of numbers. It is called its "IP address" (IP stands
for "Internet Protocol").

But it is hard to remember everyone's IP address. The DNS makes it easier by allowing a
familiar string of letters (the "domain name") to be used instead of the arcane IP address. So
instead of typing 192.0.34.65, you can type www.icann.org. It is a "mnemonic" device that
makes addresses easier to remember.

Translating the name into the IP address is called "resolving the domain name." The goal of
the DNS is for any Internet user any place in the world to reach a specific website IP
address by entering its domain nameSTEPS to create domain name for existing webpage
address

1. Go to DNS
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Administrator
\g Manage Your Server .

e 1
./ Windows Explorer
—ng

o

E?‘E_ Adrinistrative Tools

h

P ] w0 B P N R

|\ Mokepad =
;,5',1 Printers and Faxes
Command Prompk ;
@) Help and Support
?’ Inkernet Information "
'{‘g Services (115) Manager f-) Search
- | Run

All Programs — #

Active Directary Domains and Trusks

Active Direckory Sites and Services

TIes 1T X

Active Directory Users and Computers
Certification Authority C
Cluster Adrinistrator -
Component Services
Computer Management
Configure Your Server \Wizard
Drata Sources (ODBC)
Distributed File Swstem

1

Manages the Domain Mame System (DNS) service, whicl
kranslates DMS computer names ko IP addresses,

B [

o'

Log OFff E Shk Down

J ‘_'_“g Internet Informakion Ser. ..

&istart | [ &

2. Under dnsmgmt window right click on

= dnsmgmt - [DNS'MG-B5064UYUGZIL]

Eq File  Action  Miew window  Help

&

g
8
e
e
(i)
7o

Event Viewer

File Server Management

Internet Information Services (1151 Manager
Licensing

Manage Your Server

Microsoft \MET Framewaork 1.1 Configuration
Microsoft JMET Framework 1.1 Wizards
Metwork Load Balancing Manager q
Petformance

Remote Deskiops -

click on new zone

=101 x|
=181

e OEXFRBI2(S 66

MGa-BS0a4IYLIEZIL

Configure a DMNS Server, ..
Create Defaulk Application Directory Partitions, .,

Scavenade Stale Resource Records
Ipdate Server Data Files
Clear Cache

[ P PR

w0 R P
Set Avag)Scavenging For all Zones. ..

3. New zone wizard opened and Click next under Type zone name
4. Select the type of zone you want to create and Click next
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x

Zone Type

The DNS server supports warious bypes of zones and storage.

Select the type of zone you wank to create:

Creates a copy of a zone that can be updated directly on this server.

" Secondary zone

Creates a copy of a 2aone that exists on anakher server. This option helps balance
the processing load of primary servers and provides Fault kolerance.
" Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority

(508, and possibly glue Hosk (&) records. & server conbaining a stub zone is nok
authoritative for that zone,

¥ sStore the zong in Active Directory (available only if DMS server is a domain contraller’

< Back I Meyt = I Zancel | Help |
&0

5. Select active Directory zone replication scope and click next

MNew Zone Wizard I |

Active Directory Zone Replication Scope
Y¥ou can select how wou want DMS data replicated throughout vour network,

Select how you wank 2one data replicaked:

" To all OMS servers inthe Active Directory forest 1T local

" To all OMS servers inthe Active Directory domain IT.|ocal

{* To all domain corkrollers in the: Active Direckory domain IT, local

Choose this option if the zone should be loaded by Windows 2000 DS servers
running on-the domain controllers inthe same domain,

€ Toall domain controllers specifiedin the:scope-of tefollowing spplication direckory
parhian

#

< Back yext = Cancel | Help |
e
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6. Select Forward or Reverse lookup zone then click next

MNew Zone Wizard _ x|

Forward or Reverse Lookup Zone §

‘fou can use a zone For forward or reverse lookups,

Select the type of lookup zone you wank ko creake:

% Forward lnokup 2one:

& forward lookup zone translates DMS names into IP addresses and provides
information about available network services.

" Reverse lookup zone

& reverse lookup zone branslates IP addresses inko DMS names.

< Back I Mext = I Zancel Help

i

7. Enter Zone name and click next

x

Zone Mame
What is the name of the new zone?

The zone name specifies the partion of the DNS namespace Far which this server is
authoritative, It might be wour organization's domain name (for example, microsoft, com)
ot a portion of the domain name {for example, newzone.microsoft.com). The zone name is
not the name of the DS server,

Zone name:

v, holeta, edu

For more information about zone names, click Help.

< Back I Mﬂt"}_} I Zancel Help
pkJ
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8. Select dynamic update and click next
| |

Dynamic Update
¥ou can specify that this DMS zone accepls secure, nonsecure, of no dynamic
updates,

Dynamic updates enable DS client computers ko register and dynamically update their
resource records with a DRSS server whenever changes ocour,

Select the type of dvnamic updates vou want ko allow;

' ‘allow only secure dynamic updates recommended For Ackive Directoryy
This option is awvailable only for Ackive Direckory-integrated zones.

" allow both nonsecure and secure dynamic updates
Crynamic updates af resource records are accepted From any client,

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

™ Do nok allow dynamic updates

Crynamic updates af resource records are not accepted by this zane, You must update
these records manually,

< Back I mef}p:b I Zancel Help
hh)

9. Click Finish
10. Go to

i._ dnsmgmk - [DNSMG-B5064UYUGZIL Forward Ld

Eq File  Action  Yiew  Window  Help

&= | OmE XEFRB @2 8 5

E_‘ DMS sy, holeka,ed
- MG-BS064UYUGZIL Narme
@ Evert Wiewsr — [mm
: same as par
= Forward Lookup Zones =l P

-- _msdos, IT.local
- [z IT.Iocal
----- H i, haleta, edu

I C&Reverse Lookup Zones

11. Right click on your zone name example www.holeta.edu then click on New
Host (A)...
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_i._ dnsmgmit - [DNS\MG-B5064UYUGZIL Forward Lookup Zones' www.hol - | Elli
'_g_‘ File Acktion Miew ‘Window  Help _|5’|5|
= | BmE XEFHE 2 8 E
E,IDNS ey bioleta,edu 2 recordis)
=3 MG-BS064UYUGZIL Name T [ Data
@ Event u.:IIEE“ELu . (same as parent Folder) Start of Autharity (S08) [1], mg-bS0Gdr
: --mi:sdczl.jIT.lljnczlnes l{same as parent Folder) Mame Server (M3 mg-bS0&4uyugzil

- I lpdate Server Data File

ﬁ Reload
l:l Resvet

Mew Hosk (A,

Mew wias (CHNAMED, .,
Mew [Mail Exchanager (MK, ..
Mew Domain. ..

Mew Delegation. ..

Cther Mew Records, .,

all Tasks »

12. Under new host window Enter the IP address of the webpage you give for
your http file then click Add Host then click Done

NewHost 2
Hame (uses parent domain name if blank):

Fully qualified domain name (FODM:
I wey, holeta, edu,

IP address:
|192 168 0 78

[T Create associated pointer (PTR) record

[~ allgw any authenticated user ko update DS recards with the
Same OWNer Nanme

Add Host: I Cancel

13. Finally click ok

Finally on web browser type the Domain name of the website you assigned while

configuring the DNS on the address bar of your browser(example www.holeta.edu ) then
press enter or click go
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SETTING UP A DHCP SERVER

This will serve as a step-by-step guide on how to setup a DHCP server.

Installing the DHCP server is made quite easy in Windows 2003. By using the "Manage
your server" wizard, you are able to enter the details you require and have the wizard
set the basics for you. Open to "Manage your server" wizard, select the DHCP server
option for the list of server roles and press Next.

You will be asked to enter the name and description of your scope.

Scope: A scope is a collection of IP addresses for computers on a subnet that use DHCP.

Mew Scope Wizard ]

Scope Hame
You have to provide an identifuing zcope name. You alzo have the option of
providing a description.

Type a name and description for thiz zcope. Thiz infarmation kelpz pou quickly identify
how the scope iz to be uzed on pour netiworl,

M ame: iLDN-DHEF‘-m

Description: IDHEF‘ gerver located in London

< Back I Met » I Cancel |

The next window will ask you to define the range of addresses that the scope will
distribute across the network and the subnet mask for the IP address. Enter the

appropriate details and click next.
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MNew Scope Wizard N

IP Addresz Range e
'ou define the scope address range by identifying a set of conzecutive IP

addrezzes.

Enter the range of addreszes that the scope distributes.

Start IP address: I 0. 0 .0 . 100

End IP address: I 0. 0 . 0 . 200

A zubnet mask defines how many bitz of an IP addrezz to uze for the netwark Asubnet
1Dz and hiow many bitz touze for the host D vow can zpecify the subnet maszk by
length or az an IP address.

Length: 24 ..:..I

Subnet mask: I 28R 285285 0

{ Back I Mest » I Cancel I

You are shown a window in which you must add any exclusions to the range of IP
addresses you specified in the previous window. If for example, the IP address
10.0.0.150 is that of the company router then you won't want the DHCP server to be
able to distribute that address as well. In this example I have excluded a range of IP
addresses, 10.0.0.100 to 10.0.0.110, and a single address, 10.0.0.150. In this case,
eleven IP's will be reserved and not distributed amongst the network clients.
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Mew Scope Wizard N

Add Excluzions T
Ewcluzionz are addreszes or a range of addreszes that are not diztributed by the

SEIVEL

Type the |P address range that you want to exclude. If vou want to exclude a single
addrezs, type an address in Start IP address anly.

Start P address: End IP address:

Add

Excluded address range:
1000100k 10.0.0.110

EL

Femove

saddress 10.0.0.750

< Back I Hest » I Cancel |

It is now time to set the lease duration for how long a client can use an IP address
assigned to it from this scope. It is recommended to add longer leases for a fixed
network (in the office for example) and shorter leases for remote connections or laptop
computers. In this example I have set a lease duration of twelve hours since the
network clients would be a fixed desktop computer in a local office and the usual

working time is eight hours.
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New Scope Wizard 1

Lease Duration
The lease duration specifiez how long a client can use an IP address from this
COope.

=

Leaze durationz should typically be equal to the average time the computer i=
connected to the zame phyzical network. For mobile networks that conzist mainly of
portable computers or dial-up clients, shorter leaze durations can be uzeful.
Likewize, for a stable network that congiztz mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leazes when diztributed by thiz server.

Lirited to:

Diays: Hours: Minutes:
| s | ==

g JE= | I-|2 7 | Iﬂ JE |

< Back I Mest = I Cancel I

You are given a choice of whether or not you wish to configure the DHCP options for
the scope now or later. If you choose Yes then the upcoming screenshots will be of use
to you. Choosing No will allow you to configure these options at a later stage.

New Scope Wizard 1

Configure DHCP Options
Y'ou have to configure the most common DHCP options before clientz can use the
TCOope.

=

“w'hen clientz obtain an addrezs, they are given DHCP options such az the [P
addresses of routers [default gatewaps]. DMNS servers, and WIMS settings for that
COpE.

The =zettingz you zelect here are far thiz zcope and overnide settings configured in the
Server Options folder for thiz server.

Do you want to configure the DHCR optionz for this scope now'?

+ ¥'es. | want bo configure these ophions nows

Mo, | will configure these optionz later

< Back l Mext = I Cancel I

The router, or gateway, IP address may be entered in next. The client computers will

then know which router to use.

Compiled by Endalkachew Fikre

Page 67 of 82



BULE HORA TVET COLLEGE

Mew Scope Wizard B}

Router [Default Gateway] T
Y'ou can specify the routers, or default gateways, to be distributed by thiz zcope.

To add an P addrezs for a router uzed by clients, enter the address below.

I addresz:

Add
Bemove |
U

Ergimy |

< Back I Hest » I Cancel |

In the following window, the DNS and domain name settings can be entered. The DNS
server IP address will be distributed by the DHCP server and given to the client.

New Scope Wizard B

Domain Name and DNS Servers S
The Domain Mame System [DMS] maps and translates domain names used by

clients an pour network.

Y'ou can zpecify the parent domain pou want the client computers on pour netwaork to uze far
DMS name rezolution.

Parent domain:  |Sompany. com

To configure zcope clients to uze DMS zervers on your network, enter the |P addreszes for those
SEMVENS.

Server name: |IP address:
FEMEr I Add
Rezolwe I Bemove I
Up |
el ] I

< Back I Mext > I Cancel I
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If you have WINS setup then here is where to enter the IP Address of the WINS server.
You can just input the server name into the appropriate box and press "Resolve" to
allow it to find the IP address itself.

Mew Scope Wizard i

WINS Servers —
Computers running ‘windows can use WINS servers to convert MetBIOS computer
names to I[P addreszes.

Entering zerver IP addrezses here enablez \Windows clientz to guemn WINS before they uze
broadcasts to register and rezolve NetBIOS names.

Server name; IP addressz;
| T @ fidd

=

it

safve Hemave

[

|

To change thiz behavior for ‘Windows DHCF clientz modify option 046, WWIMNS/HET Node
Tupe. in Scope Options,

Cancel I

¢ Back I Mest »

The last step is to activate the scope - just press next when you see the window below.
The DHCP server will not work unless you do this.
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Mew Scope Wizard N

Activate Scope T
Clientz can obtain address leazes only if a scope iz activated.

Do pou want o activate this scope now?

* Nes. | want to activate this scope now

" No, | will activate this scope later

< Back I Hest » I Cancel |

The DHCP server has now been installed with the basic settings in place. The next
stage is to configure it to the needs of your network structure.

Hereunder is a simple explanation of how to configure a DHCP server.

The address pool displays a list of IP ranges assigned for distribution and IP address
exclusions. You are able to add an exclusion by right clicking the address pool text on
the left hand side of the mmc window and selecting "new exclusion range". This will
bring up a window (as seen below) which will allow you to enter an address range to be
added. Entering only the start IP will add a single IP address.
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L2 pHCP
| Elle  Action  View Help

-loix]

e | an BB 2|k

1 oHeP | Address Poal
- fa) server [192.166.0.199] Start IP Address | End IP Address | Description
3.8 . :
E ‘*-:' .Sf“:dg“""m MLT-CHCP- 11110.0.0.100 10,0.0.200 Address range For distrit
i % o n’::: Taagal AE10.0.0.100 10.0.0.110 IP Addresses excluded [
- (ia) Reservations 410.0.0.150 10.0.0.150 IP Addresses excluded F
i E?ﬂ Scope Options
b o :
i 2|
Type the P addisss range that you want bo exchude. [ pou wand to
exnciude & single address, lipe an address in Stait IF addiess anly
Stait P address: [
EndIP address: |
bdd | Close l
a | #lal | i3

DHCP servers permit you to reserve an IP address for a client. This means that the
specific network client will have the same IP for as long as you wanted it to. To do this
you will have to know the physical address (MAC) of each network card. Enter the
reservation name, desired IP address, MAC address and description - choose whether
you want to support DHCP or BOOTP and press add. The new reservation will be added
to the list. As an example, I have reserved an IP address (10.0.0.115) for a client

computer called Andrew.
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— =181
6 DHCP | Reservations
=l [ server [192.168.0.199] Pasaciaions |
=2 Scope [19.0.0.8] MLT-DHCP-01
| 10.0.0.115] Andr.
() address Poal -l ek
(63 AdcressLeases 2
=-iza] Reservations
{{E | 10.0.0.115] Andraw Prunmde mifunmalivn fun o e Gienl.
{5 server Ootions Rezervation name:
IT sddress: I 10.
I MAC address: |
Dgcriphion: I
— Suppoited types -
v Beth
" DHCP only
" BOOTP only
ek Ol |
I | I

If you right click scope options and press "configure options" you will be taken to a
window in which you can configure more servers and their parameters. These settings
will be distributed by the DHCP server along with the IP address. Server options act as
a default for all the scopes in the DHCP server. However, scope options take preference
over server options.

In my opinion, the DHCP server in Windows 2003 is excellent! It has been improved
from the Windows 2000 version and is classified as essential for large networks.
Imagine having to configure each and every client manually - it would take up a lot of
time and require far more troubleshooting if a problem was to arise. Before touching
any settings related to DHCP, it is best to make a plan of your network and think about
the range of IPs to use for the computers.
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Managing Printers

Creating Printers
In this exercise, you will manually create two local printers—one to share and one that
will
not be shared. You will manually specify their print device configuration.
To add the first printer, follow these steps:
1) Select Start &Printers And Faxes.
2) Double-click the Add Printer icon. The Add Printer Wizard will start. Click the
Next button to continue.
3) In the Local Or Network Printer dialog box, select the Local Printer Attached To
This Computer radio button. Make sure that the Automatically Detect And Install
My Plug And Play Printer checkbox is not checked and click the Next button.
4) In the Select The Printer Port dialog box, select the Use The Following Port radio
button, select LPT1 in the list box, and click the Next button.
5) In the Install Printer Software dialog box, choose HP in the Manufacturer list box
and HP OfficeJet Pro 1170Cxi in the Printers list box. Then click the Next button.
6) In the Name Your Printer dialog box, leave the default name of HP OfficeJet Pro
1170Cxi and click the Next button.
7) In the Printer Sharing dialog box, select the Share Name radio button and type
HPO]JPro in the Share Name text box. Then click the Next button.
8) In the Location And Comment dialog box, type Training Room in the Location
text box and Color Printer in the Comment text box. Click the Next button.
9) In the Print Test Page dialog box, select the No radio button to skip printing a test
page and click the Next button

10) In the Completing The Add Printer Wizard dialog box, click the Finish
button. To add the second printer, follow these steps:

11) In the Printers And Faxes Control Panel, double-click the Add Printer icon.

12) When the Add Printer Wizard starts, click the Next button to continue.

13) In the Local Or Network Printer dialog box, select the Local Printer

Attached To This Computer radio button. Make sure that Automatically Detect
And Install My Plug And Play Printer is not checked and click the Next button.

14) In the Select The Printer Port dialog box, select the Use The Following Port
radio button, select LPT2 in the list box, and click the Next button.
15) In the Install Printer Software dialog box that appears, choose HP in the

Manufacturer list box and HP Laser]et 4Si in the Printers list box. Then click the
Next button.

16) In the Name Your Printer dialog box, leave the default name of HP Laser]et
4Si and click the Next button
17) In the Printer Sharing dialog box, select the Do Not Share This Printer radio

button and click the Next button.
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18) In the Print Test Page dialog box, select No to skip printing a test page and
click the Next button.

19) In the Completing The Add Printer Wizard dialog box, click the
Finish button.

20) Leave the window open for the next lab.

Sharing an Existing Printer
In this exercise, you will share an existing printer.
This exercise assumes that you have completed Exercise 7.1.
1) If it’s not already open, select Start Printers And Faxes, right-click HP Laser]Jet
4Si, and choose Properties.
2) Click the Sharing tab.
3) Click the Share This Printer radio button. Accept the default value, HPLaser].
4) Click the Apply button, then click the OK button to close the dialog box.
5) Leave the window open for the next lab.

Managing Advanced Printer Properties
In this exercise, you will configure some advanced printer properties.
1) If it’s not already open, select Start Printers And Faxes, right-click HP Laser]Jet
4Si, and select Properties.
2) Click the Advanced tab.
3) Click the Available From radio button and specify that the printer is available
from 12:00 A.M to 6:00A.M
4) Click the Start Printing After Last Page Is Spooled radio button.Managing
Printing 25
5) Click the Separator Page button. In the Separator Page dialog box, click the
Browse buttonand choose the sysprint.sep file. Click the Open button, then click
the OK button in theSeparator Page dialog box.
6) Click the OK button to close the printer Properties dialog box.
7) Leave the window open for the next labs in this section.

Assigning Print Permissions
In this exercise, you will assign print permissions.

1) Don’t close the window from the previous lab yet. From your Windows Server
2003domain controller, using the Active Directory Users And Computers utility,
create twousers named Kimand Jennifer. (See Exercise 3.2 on how to create a
user.) Deselect the User Must Change Password At Next Logon option.

2) Using the Active Directory Users And Computers utility, verify that you have a
group named Execs. If you do not, then create a new group called Execs. (See
Exercise 3.7 on how to create a group.) Place Kim in the Execs group.

3) Switch to the Printers and Faxes window, right-click HP Laser]Jet 4Si, and select
Properties.

4) Click the Security tab and click the Add button.

5) In the Select Users, Computers, Or Groups dialog box, type in Execs. Click the
OK buttonto continue.

6) In the Security tab, highlight the Execs group. By default, the Allow checkbox
should be selected for the Print permission. Leave the default setting. Highlight
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the Everyone group and click the Remove button. Click OK to close the Printer
Properties dialog box and savethe changes. Leave the window open for the next
lab.

Managing Printers and Print Documents
In this exercise, you will manage printers and print documents.
This exercise assumes that you have completed the previous exercises in thissection.

1) Select Start 2Printers And Faxes, right-click HP Laser]et 4Si, and select Pause
Printing.

2) Select Start All Programs =>Accessories 2*Notepad.

3) Create a new text file and then select File Save As. In the Save As dialog box,
save the filein the default location, My Documents, as PrintMe.txt. Click the Save
button.

4) While still in Notepad, select File Print. Select HP Laser]Jet 4Si and click the
Print button.Repeat this step two more times so that you have sent a total of three
print jobs. Close Notepad.

5) Select Start Printers And Faxes and double-click HP Laser]Jet 4Si. At the top of
the window,you will see that the status of the printer is Paused.

6) Right-click one of the print jobs in the print queue and select Cancel. The print
job will bedeleted after you confirm the cancellation.

7) Right-click one of the print jobs in the print queue and select Properties. The print
job Propertiesdialog box appears. Change Notify from Administrator to Kim. Set
the Priority from1 to 99. For Schedule, select Only From 12:00 A.M. to 4:00 A.M.
Then click the OK button.

8) Close all of the dialog boxes.

Monitoring Print Queue Status
In this exercise, you will use the System Monitor utility to monitor print queue status.

1) Select Start 2*Administrative Tools =»Performance.

2) From System Monitor, click the Add button (button that looks like a plus sign).

3) The Add Counters dialog box will appear.

4) Select the Print Queue Performance Object from the pull-down menu.

5) Click the All Counters radio button and the Add button. Click the Close button.

Administering Terminal Services

Terminal server role

Configure this computer as a terminal server by installing the Terminal Server
component, which provides centralized deployment of applications.

Using a terminal server, users in remote locations can run programs, save files, and use
network resources as though those resources were installed on the users' own
computers. By installing programs on a terminal server, you can ensure that all users
are using the same version of a program. If you plan to use this computer to allow
multiple users to access a program at the same time from a single point of installation,
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configure this computer as a terminal server.

However, if you plan to use this computer for remote administration on Windows Server
2003 operating systems, you do not need to install Terminal Server. Instead, you can
use Remote Desktop for Administration (formerly Terminal Services in Remote
Administration mode), which is installed by default on computers running one of the
Windows Server 2003 operating systems. After you enable remote connections, Remote
Desktop for Administration allows you to remotely manage servers from any client over
a LAN, WAN, or dial-up connection. Up to two remote sessions, plus the console
session, can be accessed at the same time, without requiring Terminal Server
Licensing. For more information about Remote Desktop for Administration.

In this section, you will administer terminal services on the server.

Installing a Terminal Services Server
In the following exercise, you install Terminal Services.

1) Select Start 2Control Panel Add Or Remove Programs.

2) In the Add or Remove Programs window, click Add/Remove Windows
Components.

3) The Windows Components Wizard will automatically start. Check the Terminal
Servercheckbox and click the Next button.

4) The Terminal Server Setup page will appear. You'll be presented with information
notifying you that certain applications may not work properly after installing
Terminal Servicesin Terminal Server mode and that you will need to have
Terminal Server Licensing configuredwithin 120 days. Click the Next button.

5) The Terminal Server Setup page for security settings will appear. You can select
Full Securityor Relaxed Security. Select the Relaxed Security option and click the
Next button to continue.

6) The appropriate files will be copied from the Windows Server 2003 distribution
CD. The Completing the Windows Components Wizard page will appear. Click the
Finish button.

7) The System Settings Change page will appear. This prompts you to reboot the
computer.Click Yes.

Configuring a Terminal Services Server

In this exercise, you will use the Terminal Services Configuration utility to configure the
Terminal

Services server you installed.

1) Select Start *Administrative Tools ®*Terminal Services Configuration.

2) In the Terminal Services Configuration window, expand the Connections folder
and thenright-click the RDP-Tcp connection and select Properties.

3) In the General tab of the RDP-Tcp Properties dialog box, select High from the
EncryptionLevel drop-down list.

4) Click the Sessions tab. Check the first Override User Settings checkbox and
specify 15 minutesfor the Idle Session Limit option.
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5) Click the Remote Control tab. Click the Use Remote Control With The Following
Settingsradio button and select the Interact With The Session radio button.
6) Click the OK button to close the RDP-Tcp Properties dialog box.

7) Close all of the windows and return to the lab selection screen.

Lap Test Practical
Demonastration

Task

Before commencing your tasks ensure you:

» Adjust your workstation according to OH&S principles

» Check your workstation and immediate work area for hazards

INSTRUCTION: DO THE FOLLOWING PRACTICAL TASKS AND SHOW THEIR
RESULTS.

B INSTALL A SERVER OPERATING SYSTEM

WHAT YOU WILL NEED

To do this activity you’ll need:
e Windows 2003 server.

e Windows XP pack 3
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I1) Install Active Directory and create DOMAIN tvet.com

Il1) User Account Configuration

a) Create an account for a new trainer- Amen Mengistu -who will be working in the ICT department. She is to be
given full access to the trainees list and training packages read-only access to the Mark list. She should only
be allowed to log on from her desktop computer, which is called tvet.com

You have found out from the TVET’s procedures that:
e users are to be able to change passwords
e users must change the initial password given by the administrator, which is a random
password
e the department is used as a description

e the userid is the First name plus Last name.
b) Amen is to be allowed access only between 8:00 am and 6:00 pm Monday to Friday.

IV) CONFIGURE DHCP SERVICES

o Once you have installed the server operating system, your task is to configure the server to provide dynamic
host configuration protocol (DHCP) services to client computers on the network.

o0 To do this you will need to determine how to configure and enable the DHCP service on the server. You will
need to plan your own IP address ranges for this task.

V) Create Any web document and access it using its ip address and domain namesystem
Vi) Create any fileand save it under c:\ and access it using its ip address.
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