You need to meet the identity and access requirements for Groupl. What should you do?

A. Add a membership rule to Group1.

B. Delete Groupl. Create a new group named Groupl that has a membership type of Office 365. Add
users and devices to the group.

C. Modify the membership rule of Group1.

D. Change the membership type of Group1l to Assigned. Create two groups that have dynamic
memberships. Add the new groups to Groupl.

D

You need to ensure that users can access VMO. The solution must meet the platform protection
requirements. What should you do?

A. Move VMO to Subnetl.
B. On Firewall, configure a network traffic filtering rule.
C. Assign RT1 to AzureFirewallSubnet.

D. On Firewall, configure a DNAT rule.

A

You need to ensure that you can meet the security operations requirements.
What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.

C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

C

fou need to configure WebApp1 to meet the data and application requirements.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Upload a public certificate.

B. Turn on the HTTPS Only protocol setting.

C. Set the Minimum TLS Version protocol setting to 1.2.

D. Change the pricing tier of the App Service plan.

E. Turn on the Incoming client certificates protocol setting.



BE

You need to create Rolel to meet the platform protection requirements.
How should you complete the role definition of Rolel? To answer, select the appropriate options in

the answer area.
NOTE: Each correct selection is worth one point.

“Name”: “Rolel”,

“Id”: “11111111-1111-31111-1111-111111111111%,
“IsCustom” : true,

“Description”: “WM storage operator”
“Actions” : [

v v
("M:crosoft Compute/ dasksf)
"Micros orageAccounts/™”,
"Microsoft Storage/ vituaiMachines/disks/™,

I,

“NotActions”: |

1,
“AssignableScopes” : [

48 .
*/subscriptions 43894243 17¢2-4a39-8cfic- 35402635 3 efd resourceGroups Resource Groupl”
“/subscriptions’4 389443 17¢2-4a39 - 8cfc- 3540265 3 ef4

You need to configure SQLDB1 to meet the data and application requirements.
Which three actions should you recommend be performed in sequence? To answer, move the
appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

From the Azure portal, create an
Azure AD administrator for
LitwareSQL Server1

In SQLDB1, create contained

database users

Connect to SQLDB1 by using ( @
Microsoft SQL Server Management

Studio (SSMS) $) @

In Azure AD, create a system-assigned
managed identity

In Azure AD, create a user-assigned
managed identity

-
From the Azure portal, create an Azure AD administrator for LitwareSQLServer1

Connectto SQLDB1 by using SSMS
Jn SQLDB1, create contained database users

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Create a custom policy definition that has effect set to: | T'|
Append
I Deny

| DeployliNotExists

Create a policy assignment and modify: v

The Create a Managed Identify setting
The EXTITSION SeTtings
The scope

Answer:

Create a custom policy definition that has effect set to: | v |

Append
Deny

Deployifotixists )

Create a policy assignment and modify: v
- Identify setting
The exclusion settings
The scope
Actions Answer Area
Deploy an AKS cluster.

Create a client application.

1
Create a server application.

Create an RBAC binding.

Create a custom RBAC role.




Actions Answer Area

Deploy an AKS cluster. }

Create a client application. N

Create a server application.

Create an RBAC binding. .

Create a custom RBAC role.

You need to ensure that the Azure AD application registration and consent configurations meet the
identity and access requirements.

What should you use in the Azure portal? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

To configure the registration settings: v

Azure AD - User settings
Azure AD - App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v

Azure AD - User settings
Azure AD — App registrations settings
Enterprise Applications — User settings

To configure the registration settings: |w
Azure AD - User settings

Azure AD - App registrations settings
Enterprise Applications — User settings

To configure the consent settings: |w
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings




You need to ensure that User2 can implement PIM.
What should you do first?
A. Assign User2 the Global administrator role.

B. Configure authentication methods for contoso.com.
C. Configure the identity secure score for contoso.com.
D. Enable multi-factor authentication (MFA) for User2.

HOTSPOT

What is the membership of Group1 and Group2? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

|

Group1: v
No members
Only User2
Only User2 and User4
User1, User2, User3, and User4
Group2: v
No members
Only User3
Only User1 and User3
User1, User2, User3, and User4
Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
Userd Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None
Contoso.com contains the security groups shown in the following table.
Name | Membership type Dynamic membership rule
Group1 | Dynamic user user.city -—-contains “ON”
Group2 | Dynamic user user.city —match “*on”




Userl, User2, User3 and User4

User 3

Statements

Answer Area

Yes

From VM1, you can successfully ping the public IP address of VM2.

S

From VM1, you can successfully ping the private IP address of VM3

From VM1, you can successfully ping the public IP address of VMS.

Name iﬁte;::;t Application security group Connected to
VM1 NIC1 ASG1 Subnet1.1
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 None Subnet1.2
VM4 NIC4 ASG1 Subnet1.3
VM5 NIC5 None Subnet2.1

All virtual machines have the public IP addresses and the Web Server (1IS) role installed. The firewalls

for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (N5Gs) shown in the following table.

Name Associated to
NSG1 NIC2
NSG2 Subnet1.1
NSG3 Subnet1.3
NSG4 Subnet2.1
NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.

No



Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG1, N5G2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

No, yes, yes

Question: 13

HOTSPOT

You assign User8 the Owner role for RG4, RG5, and RG6.

In which resource groups can User8 create virtual networks and NSGs? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User8 can create virtual networks in:

User8 can create NSGs in:

v

RG4 only
RG6 only
RG4 and

RG6 only

RG4, RGS5, and RG6

RG4 only

RG4 and RG5 only
RG4 and RG6 only
RG4, RG5, and RG6




Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups RG4
Not allowed resource | virtualNetworks/subnets RGS
types
Not allowed resource | networksSecurityGroups RG5
types
Not allowed resource | virtualNetworks/virtualNetworkPeerings | RG6
types

R4, R6
R4, R6
Virtual networks that User2 can modify: v
VNET4 only
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1
Virtual networks that User2 can delete v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Answer:

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Name Resource group

VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4

Sub1 contains the locks shown in the following table.

Name Set on Lock type

Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only




VENT1,4

VNET 4

Question: 15

HOTSPOT

You are evaluating the effect of the application security groups on the network communication
between the virtual machines in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Yes

From VM1, you can successfully ping the private IP address of vM4. ()

From VM2, you can successfully ping the private IP address of VM4, O

From VM1, you can connect to the web server on VM4.

O

g

O

Name Iﬂfm:g; Application security group Connected to
VM1 NIC1 ASG1 Subnet1.1
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 None Subnet1.2
VM4 NIC4 ASG1 Subnet1.3
VM5 NIC5 None Subnet2.1

All virtual machines have the public IP addresses and the Web Server (IS) role installed. The firewalls
for each virtual machine allow ping requests and web requests.
Sub? contains the network security groups (NSGs) shown in the following table.

Name Associated to
NSG1 NIC2
NSG2 Subnet1.1
NSG3 Subnet1.3
NSG4 Subnet2.1
NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

N5G3 has the inbound security rules shown in the following table.



Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

N5G4 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NS5G1, N5G2, NSG3, and N5G4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Yes, yes ,yes

You need to meet the technical requirements for VNetwork1.

What should you do first?
A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnet11 and Subnet13.
C. Associate an NSG to Subnet12.
D. Configure DDoS protection for VNetwork1.




You are evaluating the security of VM1, VM2, and VM3 in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
MOTE: Each correct selection is worth one point.

Angwer Area
Statements Yes
om the Intemet, you can connect 1o the web server on VW by using HTTP,
From the [nbemed, you can connect 1o the web server on VM2 by using HTTF,
From the Intemet, you can connect 1o the web server an VM3 by using HTTP,

Yes, No, Yes

You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared
access

signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sal.

Solution: You generate new SASs.

Does this meet the goal?

A.Yes

B. No

B

You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared
access

signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.



You need to revoke all access to Sal.

Solution: You create a new stored access policy.
Does this meet the goal?

A.Yes

B. No

A

You have a hybrid configuration of Azure Active Directory (AzureAD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory
credentials.

You need to configure the environment to support the planned authentication.

Solution: You deploy the On-premises data gateway to the on-premises network.

Does this meet the goal?

A. Yes
B. No

B

You have a hybrid configuration of Azure Active Directory (Azure Ad).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory
credentials.

You need to configure the environment to support the planned authentication.

Solution: You create a site-to-site VPN between the virtual network and the on-premises network.
Does this meet the goal?

A.Yes

B. No



Your network contains an Active Directory forest named contoso.com. The forest contains a single
domain. You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure
AD) tenant named contoso.com. You plan to deploy Azure AD Connect and to integrate Active Directory and
the Azure AD tenant.

You need to recommend an integration solution that meets the following requirements:

Ensures that password policies and user logon restrictions apply to user accounts that are synced to

the Tenant Minimizes the number of servers required for the solution.

Which authentication method should you include in the recommendation?

A. federated identity with Active Directory Federation Services (AD FS)

B. password hash synchronization with seamless single sign-on (SSO)

C. pass-through authentication with seamless single sign-on (SSO)

C

Your network contains an on-premises Active Directory domain named corp.contoso.com.

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure
AD) tenant named contoso.com.

You sync all on-premises identities to Azure AD.

You need to prevent users who have a given Name attribute that starts with TEST from being synced
to Azure AD. The solution must minimize administrative effort.

What should you use?

A. Synchronization Rules Editor

B. Web Service Configuration Tool

C. the Azure AD Connect wizard
D. Active Directory Users and Computers



High Impossible travel to atypical locations:

Low ~ Users with leaked credentials:

Medium | Sign ins from IP addresses with suspicious activity:

Medium
High

Low

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users
shown in the following table.

Name | Memberof | Mobile phone |  Multi-factor authentication

(MFA) status
User1 Group1 123 555 7890 | Disabled
User2 Group1, Group2 | None Enabled
User3 Group1 123 555 7891 | Required

You create and enforce an Azure AD ldentity Protection user risk policy that has the following
settings:

* Assignment: Include Group1, Exclude Group2

* Conditions: Sign-in risk of Medium and above

* Access: Allow access, Require password change

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

If User1 signs in from an unfamiliar location, he must change his password. () '

If User2 signs in from an anonymous IP address, she must change her ® ®)
password.

If User3 signs in from a computer containing malware that is communicating () @)
with known bot servers, he must change his password.

Yes — No — No( suspicious activity is low)



Actions Answer Area

|Create an access review program '

| Set Reviewers to Selected users. |

| Create an access review audit. @ 1

©

| Create an access review control @
\ Set Reviewers to Group owners

i Set Reviewers to Members.

Step 1: Create an access review program
Step 2: Create an access review control
Step 3: Set Reviewers to Group owners



You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contz
users shown in the following table.

Name Role Sign in frequency
User1 Password administrator | Sign in every work day
User2 Password administrator | Sign in bi-weekly

Global administrator, —_—
User3 Password administrator Signs in every month

You configure an access review named Review1 as shown in the following exhibit.

.  Revew!

R

2019.03-01



2019.03.01 b

2019-03-20 L

Users

w 0 Everyors

® Reovee e membe

Password admunustrator

Reviewers

Members(self) v

- —_

Use the drop-down menus to select the answer choice that completes each statement based on the
information presented in the graphic.

NOTE: Each correct selection is worth one point.

User3 can perform Review1 for [ v

User3 only
User1 and User2 only
User1, User2, and User3

If User? fails to complete Review1 by March 20, 2019 | v

The Password administrator role will be revoked from User2
User2 will retain the Password administrator role
User3 will receive a confirmation request

User 3 only- User 2 will retain ...



Actions Answer Area

Verify your identity by using multi-factor
authentication (MFA).

Consent to PIM.

Sign up PIM for Azure AD roles. (
-

©

Discover privileged roles.

Discover resources.

— g

Consent to PIM. \

’Verify your identity by using multi-factor
authentication (MFA).

Sign up PIM for Azure AD roles. /

Your company has two offices in Seattle and New York. Each office connects to the Internet by using a
NAT device. The offices use the IP addresses shown in the following table.

Location IP address space Public NAT segment
Seattle 10.10.0.0/16 190.15.1.0/24
New York 172.16.0.0/16 194.25.2.0/24

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant
contains the users shown in the following table.

Name Multi-factor authentication
(MFA) status
User1 Enabled
User2 Enforced




The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)

v
v

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Yes

If User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1 0
must be authenticated by using a phone.

If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated 0o

R tieina tha Misracnft Aithanticatar ann

If User2 signs in to Azure from a device in the New York office, User1 must be authenticated O
by using a phone

Yes, No, No

No



Your company plans to create separate subscriptions for each department. Each subscription will be
associated to the same Azure Active Directory (Azure AD) tenant.

You need to configure each subscription to have the same role assignments.

What should you use?

A. Azure Security Center

B. Azure Blueprints

C. Azure AD Privileged Identity Management (PIM)

D. Azure Policy

HOTSPOT
You have an Azure Container Registry named Registry1.
You add role assignment for Registry1 as shown in the following table.

User Role
User1 | AcrPush
User2 | AcrPull

User3 | AcrimageSigner
Userd | Contributor

Which users can upload images to Registryl and download images from Registry1? To answer, select
the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Upload image? Download Image?

Upload: Userl, User4d

Download; Userl,2,4



You have an Azure subscription.

You create an Azure web app named Contoso1812 that uses an S1 App service plan.

You create a DNS record for www.contoso.com that points to the IP address of Contoso1812.
You need to ensure that users can access Contoso1812 by using the htps://www.contoso.com URL.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Turn on the system-assigned managed identity for Contoso1812.

B. Add a hostname to Contoso1812.

C. Scale out the App Service plan of Contoso1812.

D. Add a deployment slot to Contoso1812.

E. Scale up the App Service plan of Contoso1812.

F. Upload a PFX file to Contoso1812

BF

You have an Azure subscription named Sub1. Sub1 contains a virtual network named VNet1 that
contains one subnet named Subnet1.

You create a service endpoint for Subnet1.

Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage
resources and Azure SQL databases by using the service endpoint.

A. Create an application security group and a network security group (NSG).

B. Edit the docker-compose.yml fle.

C. Install the container network interface (CNI) plug-in.

C

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are
provisioned.

What should you use?

A. device compliance policies in Microsoft Intune

B. Azure Automaton State Configuration

C. application security groups

D. Azure Advisor



RT1: iGatewaySubnet

RT2:

Subnets

Azure FirewallSubnet

GatewaySubnet

HubVNetSubnet0

HUb\NetSubnet) —

Answer Area

RT1:

RT2:




wifr oz
wallof7: [
{
“field” : “type”,
“equals”: "Microsoft.Compute/virtualMachines’
)
{

“field” : “Microsoft.Compute/imageSKu~,

“equals” : “20lé6-Datacenter”,

}

]
),
“then” : |

“effect” : ™ A 2
Append
Deny
DeplovifNotExists

vdetails” : {

“type” : “Microsoft.GuestGonfiguration/guestConfigurationAssignments”,
“roleDefinitionsIds” : [

“/providers/microsoft. authorization/roledDefinitions/12345678-1234-5678~-abcd-012345678910"

1,

“Yname” : “customExtension”,
“deployment” : |
wproperties” : |
“mode”: “incremental”.
“parameters” : (
},
b V¥
exstenceCondition
resources
template
)
}
)
DeployifNotExist

Template

You are configuring an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container
Registry.

You need to use the auto-generated service principal to authenticate to the Azure Container Registry.
What should you create?

A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment

C. an Azure Active Directory (Azure AD) user

D. a secret in Azure Key Vault



HOTSPOT

You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.

Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMachines RG2
types

You create the resource locks shown in the following table.

Name Type Created on

Lock1 Read-only | VM1

Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

You can start VM1.

You can start VM2.

You can create a virtual machine in RG2.

No, No, No

Yes

O
O

O



You have Azure virtual machines that have Update Management enabled. The virtual machines are
configured as shown in the following table.

Name Operating system Region Resource group
VM1 Windows Server 2012 EastUS RG1
VM2 Windows Server 2012 R2 West US RG1
VM3 Windows Server 2016 West US RG2
V4 Ubuntu Server 18.04 LTS West US RG2
VMS Red Hat Enterprise Linux 7.4 EastUS RG1
VM6 CentOS 7.5 EastUS | RG1

You schedule two update deployments named Updatel and Update2. Updatel updates VM3.
Update2 updates VM6.

Which additional virtual machines can be updated by using Updatel and Update2? To answer, select
the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Update1: | v
VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2: | v

VM5 only

VM1 and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Updatel: 1,2

Update2: 4,5



You have an Azure subscription named 5ubl.
You create a virtual network that contains one subnet. On the subnet, you provision the virtual
machines shown in the following table.

Network Application security group
Name Interface assignment 1P addvess
VM1 NIC1 AppGroup12 10.0.0.10
VM2 NIC2 AppGroup12 10.0.0.11
VM3 NIC3 AppGroup3 10.0.0.100
| VM4 NIC4 AppGroup4 10.0.0.200

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

= Allow traffic to VM4 from VM3 only.

= Allow traffic from the Internet to VM1 and VM2 only.

= Minimize the number of N5Gs and network security rules.

How many N5Gs and network security rules should you create? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

NSGs: v

AW =

Network security rules: v

AWN =

NSG:1 ,NSR: 3



HOTSPOT
You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:
* Provide a user named Userl with the ability to set advanced access policies for the key vault.

¢ Provide a user named User2 with the ability to add and delete certificates in the key vault.

e Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point

User1: A 4

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

User2: v

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Userl : RBAC

User2: Key Vault access Policy



You have two Azure virtual machines in the East US2 region as shown in the following table.

Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the
answer area.

MNOTE: Each correct selection is worth one point.

VM1: v
The operating system version
The tier
The type

VM2: l v
The operating system version
The tier
The type

VML1: tier

VM2: type



You have an Azure virtual machines shown in the following table.

Name Operating system Region Resource group
VM1 Windows Server 2012 EastUS RG1
West
VM2 Windows Server 2012 R2 Europe RG1
West
VM3 Windows Server 2016 Europe RG2
VM4 Red Hat Enterprise Linux 7.4 | East US RG2

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region.

Which virtual machines can be enrolled in Analytics1?

VM1 only
VM1, VM2, and VM3 only
VM1, VM2, VM3, and VM4

A
B.
C.
D

VM1 and VM4 only

You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the

exhibit. (Click the Exhibit tab.)

BASICS

Subscription

Resource group

Region

Kubernetes cluster name
Kubernetes version

DNS name prefix

MNode count

Node size

Virtual nodes (preview)
AUTHENTICATION
Enable RBAC
NETWORKING

HTTP application routing
Network configuration
MONITORING

Enable container monitoring
TAGS

Microsoft Azure Sponsorship
AzureBackupRG_eastus2_1
EastUS

akscluster2

1115

akscluster2

3

Standard DS2 v2

Disabled

No

Yes
Basic

No

You plan to deploy the cluster to production. You disable HTTP application routing.
You need to implement application routing that will provide reverse proxy and TLS termination for

AKS services by using a single IP address.

What should you do?

A. Create an AKS Ingress controller.
B. Install the container network interface (CNI) plug-in.



C. Create an Azure Standard Load Balancer.
D. Create an Azure Basic Load Balancer.

“name” : “[concat (parameter(‘vmname’), /OMSExtension)”,
“apivVersion” : “[variables(‘apiVersion’))”,
“location” : “[resourceGroup().location]”,

“dependsOn” : |
“[{concat ( ‘Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]”

“type” : “Microsoft.Compute/virtualMachines/extensions”,

14
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud.Monitoring”,

“type” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion” : “1.0%,
“autoUpgradeMinorVersion” : true,
“settings” : {

lv : “{variable(‘vari’)l*

“AzureADApplicationiD"
“WorkspaceName"
“WorkspaceURL"

br
“protectedSettings” : {

|v |: “[variable (‘var2’)]}”

‘AzureADApplicationSecret”
“StorageAccountKey”
“WorkspaceKey”

WorkSpacelD, WorkspaceKey



You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure

AD) tenant named contoso.com. You are assigned the Global administrator role for the tenant. You are
responsible for managing Azure Security Center settings.

You need to create a custom sensitivity label.

What should you do first?

A. Create a custom sensitive information type.

B. Elevate access for global administrators in Azure AD.

C. Upgrade the pricing tier of the Security Center to Standard.

D. Enable integration with Microsoft Cloud App Security.

HOTSPOT

You suspect that users are atternpting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last
three days. The results must only show users who had more than five failed sign-in attempts.

How should you configure the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

let timeframe = 3d:;

SecurityEvent
| where TimeGenerated > ago(3d) _
| where AcccountType == ‘User’ and 'v ==4625
ActivitylD
DataType
EventiD
QuantityUnit
| Summarie failed login_attempts= 'v
Count(),
Countif(),
Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5



EventID, Count()

You have an Azure subscription named Sub1l.

In Azure Security Center, you have a security playbook named Play1. Playl is configured to send an
email message to a user named Userl.

You need to modify Playl to send email messages to a distribution group named Alerts.

What should you use to modify Play1?

A. Azure DevOps

B. Azure Application Insights

C. Azure Monitor

D. Azure Logic Apps Designer

D

You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Onboard Azure Active Directory (Azure AD) Identity Protection.

B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

DE

You have an Azure subscription named Sub1 that contains an Azure Log Analytics workspace named
LAW1.

You have 100 on-premises servers that run Windows Server 2012 R2 and Windows Server 2016. The
servers connect to LAW1. LAW1 is configured to collect security-related performance counters from
the connected servers.

You need to configure alerts based on the data collected by LAW1. The solution must meet the
following

requirements:

e Alert rules must support dimensions.

¢ The time it takes to generate an alert must be minimized.

¢ Alert notifications must be generated only once when the alert is generated and once when the
alertis

e resolved.

Which signal type should you use when you create the alert rules?



A. Log

B. Log (Saved Query)
C. Metric

D. Actvity Log

DRAG DROP

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on
all the virtual machines.

You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:

* [dentify the user who deleted a virtual machine three weeks ago.

* Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the
correct details. Each configuration setting may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area

: Activity log

 Logs Identify the user who deleted a virtual machine three weeks ago: |

Metrics Query the security events of a virtual machine that runs |

— Windows Server 2016:
_Sewice Health

Activity Log

Logs



Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory
(Azure AD) tenant named contoso.com.

The company develops an application named Appl. App1l is registered in Azure AD.

You need to ensure that Appl can access secrets in Azure Key Vault on behalf of the application
users.

What should you configure?

A. an application permission without admin consent

B. a delegated permission without admin consent

C. a delegated permission that requires admin consent

D. an application permission that requires admin consent

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com.
The company is developing an application named Appl. Appl will run as a service on server that
runs Windows Server 2016. App1 will authenticate to contoso.com and access Microsoft Graph to

reaa airecrory aarta.

You need to delegate the minimum required permissions to App1.

Which three actions should you perform in sequence from the Azure portal? To answer, move the

appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Actions Answer Area

Grant permissions

Add a delegated permission

Configure Azure AD Application Proxy O: 8

Add an application permission

Create an app registration



Create an app registration
Add an application permission

Grant permission

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory
Azure (Azure AD) tenant named contoso.com.

The company develops a mobile application named Appl. Appl uses the OAuth 2 implicit grant type
to acquire Azure AD access tokens.

You need to register App1 in Azure AD.

What information should you obtain from the developer to register the application?

A. aredirect URI

B. areply URL

C. akey

D. an applicaton ID

From the Azure portal, you are configuring an Azure policy.

You plan to assign policies that use the DeploylfNotExist, AuditIfNotExist, Append, and Deny effects.
Which effect requires a managed identity for the assignment?

A. AuditIfNotExist

B. Append

C. DeploylfNotExist

D. Deny



Name Type Description
A Cosmos DB account containing a
Azure Cosmos DB | database
CosmosDBAccount! account Named CosmosDB1 that serves as a
back-end tier of the application
A web app configured to serve as the
WebApp1 Azure web app middle tier of the application

Users will authenticate by using their Azure AD user account and access the Cosmos DB account by

using resource tokens.
You need to identify which tasks will be implemented in CosmosDB1 and WebApp1.
Which task should you identify for each resource? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

CosmosDB1: I v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
_Create database users and generate resource tokens.

WebApp1: v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.

|f‘.rnafn NATaNAaco 11IS8rc ann Nonarato racniirrs tnkonc

CosmosDB1: ’ v
Authentlcate Azure AD users and generate resource tokens.
Al sers and relay resource tokens.

<Creetedatabasemsandgeneme

WebApp1: [ v
q Authenticate Azure AD users and generate resource Iokens

Create database users and generate resource tokens.




You need to create an Azure key vault. The solution must ensure that any object deleted from the key
vault be retained for 90 days.

How should you complete the command? To answer, select the appropriate options in the answer
area.

MNOTE: Each correct selection is worth one point.

New-AzureRmKeyVault -VaultName ‘KeyVaultl’ -ResourceGroupName ‘RG1’
-Location ‘East US’ v A 4
-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
|-Tag -EnableSoftDelete
|-SKU

EnablePurgeProtection, EnableSoftDelete

You have an Azure subscription that contains an Azure key vault named Vault1.

In Vaultl, you create a secret named Secretl.

An application developer registers an application in Azure Active Directory (Azure AD).
You need to ensure that the application can use Secret1.

What should you do?

A. In Azure AD, create a role.

B. In Azure Key Vault, create a key.

C. In Azure Key Vault, create an access policy.

D. In Azure AD, enable Azure AD Application Proxy



You have an Azure SQL database.

You implement Always Encrypted.

You need to ensure that application developers can retrieve and decrypt data in the database.
Which two pieces of information should you provide to the developers? Each correct answer
presents part of the solution

A. a stored access policy

B. a shared access signature (SAS)
C. the column encryption key

D. user credentials

E. the column master key

CE

You have a hybrid configuration of Azure Active Directory (Azure AD).

All users have computers that run Windows 10 and are hybrid Azure AD joined.

You have an Azure SQL database that is configured to support Azure AD authentication.

Database developers must connect to the SQL database by using Microsoft SQL Server Management
Studio

(SSMS) and authenticated by using their on-premises Active Directory account.

You need to tell the developers which authentication method to use to connect to the SQL database
from

SSMS. The solution must minimize authentication prompts.

Which authentication method should you instruct the developers to use?

A. SQL Login

B. Active Directory — Universal with MFA support

C. Active Directory — Integrated

D. Active Directory — Password



Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account

Import PowerShell modules to the Azure @ @
Automation account @ @

Create a user-assigned managed identity

Create a connection resource in the Azure
Automation account

Step 1: Create an Azure Automaton account
Step 2: Import PowerShell modules to the Azure Automaton account

Step 3: Create a connection resource in the Azure Automaton account

You have an Azure SQL Database server named SQL1.

You plan to turn on Advanced Threat Protection for SQL1 to detect all threat detection types.
Which action will Advanced Threat Protection detect as a threat?

A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from tablel.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.



Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Ooff

You have the Azure Information Protection labels shown in the following table.

Name Applies to Use label | Set the default label
Global Not applicable | None None
Policy1 User1 Label1 None
Policy2 User1 Label2 None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text
‘Black and White”, the file will be assigned:

No label

Label1 only
Label2 only

Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the ‘
text “Black or white”, the file will be assigned: Nolabel

Label1 only
Label2 only
Label1 and Label2

Label2, No Label

Your company uses Azure DevOps.

You need to recommend a method to validate whether the code meets the company’s quality
standards and code review standards.

What should you recommend implementing in Azure DevOps?

A. branch folders

B. branch permissions

C. branch policies

D. branch locking



You have an Azure subscription named Subl.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared
access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sal.

Solution: You create a lock on Sal.

Does this meet the goal?

A.Yes

B. No

B

You have a hybrid configuration of Azure Active Directory (Azure AD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory
credentials.

You need to configure the environment to support the planned authentication.

Solution: You deploy Azure Active Directory Domain Services (Azure AD DS) to the Azure subscription.
Does this meet the goal?

A.Yes

B. No

A

Your network contains an Active Directory forest named contoso.com. You have an Azure Directory
(Azure AD) tenant named contoso.com.

You plan to configure synchronization by using the Express Settings installation option in Azure AD
Connect.

You need to identify which roles and groups are required to perform the planned configurations. The
solution must use the principle of least privilege.

Which two roles and groups should you identify? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.



A. the Domain Admins group in Active Directory
B. the Security administrator role in Azure AD

C. the Global administrator role in Azure AD

D. the User administrator role in Azure AD

E. the Enterprise Admins group in Active Directory

CE

DRAG DROP

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity
Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from
the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

Consent to PIM
Verify MFA

Sign up PIM for Azure



You use Azure Security Center for the centralized policy management of three Azure subscriptions.
You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy definition and assignments that are scoped to resource groups.

Does this meet the goal?

A.Yes

B. No

B

You use Azure Security Center for the centralized policy management of three Azure subscriptions.
You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a resource graph and an assignment that is scoped to a management group.
Does this meet the goal?

A.Yes

B. No

B

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
guestions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows
Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antmalware to the virtual machines.

Solution: You add an extension to each virtual machine.

Does this meet the goal?

A.Yes

B. No



Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
guestions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows
Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines.

Solution: You connect to each virtual machine and add a Windows feature.

Does this meet the goal?

A.Yes

B. No

B

From Azure Security, you create a custom alert rule.

You need to configure which users will receive an email message when the alert is triggered.

What should you do?

A. From Azure Monitor, create an action group.

B. From Security Center, modify the Security policy settings of the Azure subscription.

C. From Azure Active Directory (Azure AD). modify the members of the Security Reader role group.
D. From Security Center, modify the alert rule.



HOTSPOT

You create an alert rule that has the following settings:

* Resource: RG1

* Condition: All Administrative operations

* Actions: Action groups configured for this alert rule: ActionGroup1
* Alert rule name: Alert1

You create an action rule that has the following settings:

* Scope: VM1

* Filter criteria: Resource Type = "Virtual Machines"

* Define on this scope: Suppression

* Suppression config: From now (always)

* Name: ActionRulel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Note: Each correct selection is worth one point.

Statements Yes No

If you start VM1, an alert is triggered. O O

If you start VM2, an alert is triggered. O O
R

If you add a tag to RG1, an alert is triggered. O O

No, Yes, No



Actions

Create a new workspace.

Apply the scope configuration to the solution,

Create a scope configuration.

Create a computer group.

Create a data source.

Create a computer group
Create a scope configuration.

Apply the scope configuration to the solution

Actions

Configure secrets for the Azure key vault.

Create an Azure key vault,

Run Set~AzureRmStorageAccount.

Configure access policies for the Azure key vault,

Run Set-AzureRmvVmDiskEncryptionExtension.

Answer Area




Create an azure key vault
Configure access policies for the azure key vault

Run Set-AzureRmVmDiskEncryptionExtension

You have an Azure subscription that contains a virtual machine named VM1.

You create an Azure key vault that has the following configurations:

e Name: Vault5

e Region: West US

e Resource group: RG1

You need to use Vault5 to enable Azure Disk Encryption on VM1. The solution must support backing
up VM1 by using Azure Backup.

Which key vault settings should you configure?

A. Access policies
B. Secrets

C. Keys

D. Locks

You have an Azure subscription named Sub1l that contains the resources shown in the following

4
Name Type Region ARSOUEDH
group
Sal Azure Storage account East US RG1
VM1 Azure virtual machine East US RG2
KV1 Azure key vault East US 2 RG1
SQL1 Azure SQL database East US 2 RG2

You need to ensure that you can provide VM1 with secure access to a database on SQL1 by using a
contained database user.
What should you do?

A. Enable a managed service identity on VM1.
B. Create a secret in KV1.

C. Configure a service endpoint on SQL1.

D. Create a key in KV1.



You have an Azure subscription named Sub1l.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared
access signatures {SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sal.

Solution: You regenerate the access keys.

Does this meet the goal?

A.Yes
B. No

A

You use Azure Security Center for the centralized policy management of three Azure subscriptions.
You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy initiative and assignments that are scoped to resource groups.

Does this meet the goal?

A.Yes

B. No

B

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are
provisioned.

What should you use?

A. security policies in Azure Security Center

B. Azure Logic Apps

C. an Azure Desired State Configuration (DSC) virtual machine extension

D. Azure Advisor



You have an Azure subscription named Subl that contains the Azure key vaults shown in the
following table.

Name Region Resource group
Vault1 West Europe RG1
Vault2 East US RG1
Vault3 West Europe RG2
Vault4 East US RG2
In Sub1, you create a virtual machine that has the following configurations:
¢ Name:VM1
e Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?

A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4
C. Vaultl only

D. Vaultl or Vault2 only

You have an Azure web app named webappl.

You need to configure continuous deployment for webapp1 by using an Azure Repo.
What should you create first?

A. an Azure Application Insights service

B. an Azure DevOps organization

C. an Azure Storage account

D. an Azure DevTest Labs lab



You have a hybrid configuration of Azure Active Directory (Azure AD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory
credentials.

You need to configure the environment to support the planned authentication.

Solution: You deploy an Azure AD Application Proxy.

Does this meet the goal?

A.Yes

B. No

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users
shown in the following table.

Name | Memberof | Multi-factor authentication (MFA)

status
Userl None Disabled
User2 | Groupl Disabled
user3 Groupl Enforced

Azure AD Privileged Identity Management (PIM) is enabled for the tenant.
In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2

* Send email notifying admins of activation: Disable

* Require incident/request ticket number during activation: Disable



* Require Azure Multi-Factor Authentication for activation: Enable

* Require approval to activate this role: Enable

» Selected approver: Groupl

You assign users the Password Administrator role as shown in the following table.

Name Assignment type
Userl Active
User2 Eligible
user3 Eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
When User1 signs in, the user is assigned the Password Administrator role automatically. () O
User2 can request to activate the Password Administrator role. O O
If User3 wants to activate the Password Administrator role, the user can approve their own O O

request.

Yes, Yes, No

You have a hybrid configuration of Azure Active Directory (Azure AD). You have an Azure SQL

Database instance that is configured to support Azure AD authentication.

Database developers must connect to the database instance and authenticate by using their on premises
Active Directory account. You need to ensure that developers can connect to the instance by using Microsoft
SQL Server Management Studio. The solution must minimize authentication prompts.

Which authentication method should you recommend?

A. Active Directory - Password

B. Active Directory - Universal with MFA support
C. SQL Server Authentication

D. Active Directory - Integrated



You plan to use Azure Resource Manager templates to perform multiple deployments of identically
configured Azure virtual machines. The password for the administrator account of each deployment is stored
as a secret in different Azure key vaults. You need to identify a method to dynamically construct a resource ID
that will designate the key vault containing the appropriate secret during each deployment. The name of the
key vault and the name of the secret will be provided as inline parameters. What should you use to
construct the resource ID?

A. a key vault access policy
B. a linked template

C. a parameters file

D. an automaton account
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Statements Yes

Users from the Contoso named location must use multi-factor O
authentication (MFA) to access the Azure portal.

Users from the Contoso named location must use multi-factor O
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the Contoso named location must use multi-factor O
authentication (MFA) to access the Azure portal.

No- No-No

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure
AD)

tenant named contoso.com.

An administrator named Admin1 has access to the following identities:

¢ An OpenlD-enabled user account

¢ A Hotmail account

e An account in contoso.com

An account in an Azure AD tenant named fabrikam.com

You plan to use Azure Account Center to transfer the ownership of Subl to Admin1.
To which accounts can you transfer the ownership of Sub1?

A. contoso.com only

B. contoso.com, fabrikam.com, and Hotmail only

C. contoso.com and fabrikam.com only

D. contoso.com, fabrikam.com, Hotmail, and OpenlID-enabled user account



Your company plans to create separate subscriptions for each department. Each subscription will be
associated to the same Azure Active Directory (Azure AD) tenant.

You need to configure each subscription to have the same role assignments.

What should you use?

A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)

D. Azure Blueprints

D

You are configuring and securing a network environment.

You deploy an Azure virtual machine named VM1 that is configured to analyze network traffic.
You need to ensure that all network traffic is routed through VM1.

What should you configure?

A. a system route

B. a network security group (NSG)

C. a user-defined route

You have a network security group (NSG) bound to an Azure subnet.
You run Get-AzureRmNetworkSecurityRuleConfg and receive the output shown in the following
exhibit.



Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourceApplicationSecurityGroups
DestinationfpplicationSecurityGroups
Access

Priority

Direction

Name

ProvisionIngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourcefpplicationSecurityGroups
DestinationfpplicationSecurityGroups
Access

Priority

Direction

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourcelApplicationSecurityGroups
DestinationfpplicationSecurityGroups
Access

Priority

Direction

Use the drop-down menus to select the answer choice that completes each statement based on the

information presented in the graphic.
NOTE: Each correct selection is worth cne point.

Traffic destined for an Azure Storage account is [answer choice],

FTP connections from 1.2.3.4 t0 10.0.0.10/32 are [answer choice],

DenyStorageAccess

*

{*)

{*)

(*)
{Storage]
[]

(]
Deny

105
OQutbound

StorageEA2Allow
Succeeded

*
{*)
{443)
{*)
{Storage/EastUS2)
(]
[]

Allow

104

Outbound

Contoso_ FTP

TCP
{*)
{21)
{1.2.3.4/32)
{10.0.0.5/32)
(]
(]
Allow
504
Inbound

'y

able to connect to East US
able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

Y]

allowed
dropped
forwarded




Able to connect EAST US2 — Allowed

Name Region Subnet
VNET1 West US Subnet1l and Subnet12
VNET2 West US 2 Subnet21
VNET3 East US Subnet31

The subscription contains the virtual machines shown in the following table.

Name Network interface Connected to
VM1 NIC1 Subnet11
VM2 NIC2 Subnet11™<
VM3 NIC3 Subnet12 )

VM4 NIC4 Subnet21
VM5 NICS Subnet31

On NIC1, you configure an application security group named ASG1.
On which other network interfaces can you configure ASG17?

A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5
C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only

C

You have 15 Azure virtual machines in a resource group named RG1.

All virtual machines run identical applications.

You need to prevent unauthorized applications and malware from running on the virtual machines.
What should you do?

A. Apply an Azure policy to RG1.

B. From Azure Security Center, configure adaptive application controls.

C. Configure Azure Active Directory (Azure AD) ldentity Protection.

D. Apply a resource lock to RG1.



You plan to deploy Azure container instances.

You have a containerized application that validates credit cards. The application is comprised of two
containers: an application container and a validation container.

The application container is monitored by the validation container. The validation container performs
security checks by making requests to the application container and waiting for responses after every
transaction.

You need to ensure that the application container and the validation container are scheduled to be
deployed together. The containers must communicate to each other only on ports that are not
externally exposed.

What should you include in the deployment?

A. application security groups

B. network security groups (NSGs)

C. management groups

D. container groups

D
HOTSPOT
You create resources in an Azure subscription as shown in the following table.
Name Type Region
RG1 Resource group West Europe
VNET1 Azure virtual network West Europe
Contoso1901 Azure Storage account West Europe

VNET1 contains two subnets named Subnetl and Subnet2. Subnet1 has a network ID of 10.0.0.0/24.



Subnet2 has a network ID of 10.1.1.0/24.

Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)
PS C:\> (Get-AzStorageAccount contosol901) . NetworkRuleSet

ByPass : logging, Metrics

DefaultAction : Deny

IpRules : [193.77.0.0/16,...]

VirtualNetworkRules : [/subscriptions/a%0c8cB8f-d8bc-4112-abfb~
dac4906573dd/resourceGroups /RGl /providers/Microsoft. Network/
virtualNetworks/VNET1/subnets/Subnetl,...)

PS C:\> (Get-AzStorageAccount RG1 contosol90l) . NetworkRuleSet.
IpRules
Action IPAddressOrRange

Allow 193.77.0.0/16

PS C:\> (Get-AzStorageAccount 3 contosol901) . NetworkRules

Action VirtualNetworkResourceld

Allow /subscriptions/a90c8c8f-d8bc-4112-abfb dac4906573dd/resourceGroups/  =====-
RG1/providers/Microsoft. Network/virtualNetworks/VNET1/subnets/Subnetl Succeeded

PS C:\>_

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
An Azure virtual machine on Subnetl can access data in Contoso1901. O O
An Azure virtual machine on Subnet2 can access data in Contoso1901. O O
A computer on the Internet that has an IP address of 193.77.10.2 can access O O

data in Contoso1901.

Yes(subnet 1 is allowed) , No( subnet2 not defined) , Yes

You use Azure Security Center for the centralized policy management of three Azure subscriptions.
You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definition as a group to all three subscriptions.

Solution: You create a policy initiative and assignments that are scoped to resource groups.

Does this meet the goal?

A.Yes

B. No



You have an Azure subscription named Subl that contains the virtual machines shown in the
following table.

Name Resource group
VM1 RG1
VM2 RG2
VM3 RG1
V4 RG2

You need to ensure that the virtual machines in RG1 have the Remote Desktop port closed until an
authorized user requests access.
What should you configure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. just in time (JIT) VM access

You have 10 virtual machines on a single subnet that has a single network security group (NSG).

You need to log the network traffic to an Azure Storage account.

Which two actions should you perform? Each correct answer presents part of the solution.
OTE: Each correct selection is worth one point.

A. Install the Network Performance Monitor solution.

B. Enable Azure Network Watcher.

C. Enable diagnostic logging for the NSG.

D. Enable NSG flow logs.

E. Create an Azure Log Analytics workspace.

BE



You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?

A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

You have an Azure subscription named Subl that contains the Azure key vaults shown in the
following table:

Name Region Resource group
Vaultl West Europe RG1
Vault2 East US RG1
Vault3 West Europe RG2
Vault4 East US RG2

In Sub1, you create a virtual machine that has the following configurations:
* Name: VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1,

In which key vaults can you store the encryption key for VM17?



A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4

C. Vaultl only

D. Vaultl or Vault2 only

Enabled
Expires
NotBefore
Created
Updated

ContentType

Tags
TagTable
VaultName
Nams
Version
Id

Enabled
Expires
HotBefore
Craated
Updated

ContentType

Tags
TagsTable
VaultName
Name
Version
Id

False

5/1/19 12:00:00 AM
12/20/18 2:55:00 PM
12/20/18 2:55:00 B

raultl
Passwordl

https://vaultl.vault.azure.net:443/secrets/Passwordl

True

5/1/1% 12:00:00 AM

3/1/19 12:00:00 AM

12/20/18 3:00:00 PM
12/20/18 3:00:00 PM

vaultl
Passwordz2

https://vaultl.vault. azure.net:443/sacrets/Password?

Which can each secret be used by an application? To answer, select the appropriate options in the

ANSWer area.

MOTE: Each correct selection is worth one point.

Passwordl:

Password?2:

v
Never
Always
Only after May 1, 2019

¥
Never
Always

Only between March 1, 201% and May 1. 201%




Passwordl: never , Password2: Only between March 1, 2019 and May 1, 20

You have an Azure web app named webappl.

You need to configure continuous deployment for webapp1 by using an Azure Repo.
What should you create first?

A. an Azure Application Insights service

B. an Azure DevOps organizations

C. an Azure Storage account

D. an Azure DevTest Labs lab

B

You use Azure Security Center for the centralized policy management of three Azure subscriptions.
You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create an initiative and an assignment that is scoped to a management group.

Does this meet the goal?

A.Yes

B. No

A

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account. What should you use to retrieve the
diagnostics logs?

A. the Security & Compliance admin center

B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy



You are configuring just in time (JIT) VM access to a set of Azure virtual machines.

You need to grant users PowerShell access to the virtual machine by using JIT VM access.
What should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Permission that must be granted to users on VM: |read
Update
View
Wilte

"
Ll

TCP port that must be allowed:
3389
5986

Read — 5986



(RN WOy

You have an Azure subscription that contains the resources shown in the following table.

Resource
Name Type Region aroup
SQOLT Azure SOL database East US RG1
Analytics? | Azure Log Analytics workspace East US RGI
Analytics2 Azure Log Analytics workspace East US RG2
Analytics3 Azure Log Analytics workspace West Europe | RG1

You create the Azure Storage accounts shown in the following table.

Resource Storage Access tier
Name Region group account type (default)
Storagel | East US RG1 Blob Cool
General
Storage2 | East US RG2 purpose V1 Not applicable
General
Storage3 | West Europe | RG1 purpose V2 Hot

You need to configure auditing for SQL1.

Which storage accounts and Log Analytics workspaces can you use as the audit log destination? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Storage accounts that can be used as the audit log
destination:

Storage! only

Storage only

Storagel and Storage2 only
Storagel, Storage2, and Storage3

Log Analytics workspaces that can be used as the audit log
destination:

Analytics1 only

Analytics1 and Analytics2 only
Analytics 1 and Analytics3 only
Analytics1, Analytics2, and Analytics3




Storage 1, 2 ( storage should be in the same region)

Analytics 1,2,3 ( analytics can be in any regions)

You have an Azure subscription named Subl. Subl has an Azure Storage account named Storagel
that contains the resources shown in the following table.

Name Type
Container? Blob container
Sharel File share

You generate a shared access signature (SAS) to connect to the blob service and the file service.

Which tool can you use to access the contents in Containerl and Share! by using the SAS? To answer,
select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Tools for Container1: |Robocopy.exe
Azure Storage Explorer
File Explorer

Tools for Share1: |Robocopy.exe

Azure Storage Explorer

File Explorer

Azure Storage Explorer/ Azure Storage Explorer

You have an Azure Storage account named storagel that has a container named containerl. You
need to prevent the blobs in containerl from being modified. What should you do?

A. From containerl, change the access level.

B. From containerl add an access policy.

C. From containerl, modify the Access Control (1AM) settings.

D. From storagel , enable soft delete for blobs.



You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following
table.

Name Member of Muilti-factor authentication (MFA) status
User1 Group1, Group2 Disabled
User2 Group2 Disabled
The tenant contains the named locations shown in the following table.
Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 No

You create the conditional access policies for a cloud app named App1l as shown in the following
table.

Name Include Exclude Condition Grant
Policy1 Group1 Group2 Locations: Boston Block access
Grant access, Require
multi-factor
authentication
Policy3 Group2 Group1 Locations: Boston Block access
Grant access, Require
multi-factor
authentication

Locations: Any

Policy2 G 1 Ni
olicy roup one E aiion

Locations: Any

Policy4 User2 None \raran

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 can access App1 from an IP address of 154.12.18.10. §

User2 can access App1 from an IP address of 193.77.10.15,

User2 can access App1 from an IP address of 154.12.1834,

No ,Yes,No



You are configuring network connectivity for two Azure virtual networks named VNET1 and VNET2.
You need to implement VPN gateways for the virtual networks to meet the following requirements:

* VNET1 must have six site-to-site connections that use BGP.

* VNET2 must have 12 site-to-site connections that use BGP.

* Costs must be minimized.

Which VPN gateway SKI) should you use for each virtual network? To answer, drag the appropriate
SKUs to the correct networks. Each SKU may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point

Answer:
VNET1: VpnGw1
VNET2: VpnGw1l

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use
managed disks. You need to prevent users from creating virtual machines that use unmanaged disks.
What should you use?

A. Azure Monitor

B. Azure Policy

C. Azure Security Center

D. Azure Service Health



HOTSPOT
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure
AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 Global administrator
User2 Security administrator
User3 Security reader
Userd License administrator

Each user is assigned an Azure AD Premium ?2 license.

You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
Answer Area

Users who can onboard Azure AD Identity Protection: [usert only

User! and User2 only

Userl, User 2, and Usar3 only

User!, Liser 2 User3, and User 4 only

Users who can remediate users and configure policies: |User? and User2 only

and User3 only

User 2, and User3 ondy
Userl, User 2 Userd and User 4

Userl

Userl, 2

You have an Azure subscription that contains a user named User1 and an Azure Container Registry
named ConRegl.

You enable content trust for ContRegl.

You need to ensure that Userl can create trusted images in ContRegl. The solution must use the
principle of least privilege.

Which two roles should you assign to User1? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. AcrQuarantneReader

B. Contributor

C. AcrPush

D. AcrlmageSigner

E. AcrQuarantneWriter



CcD

Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall.

Create a new subnet
Deploy Azure Firewall

Create a NAT rule collection

Answer Area
Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file. ]

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.




Create a JSON file.

Run the New-AzureRmRoleDefinition cmdlet.

—

Run the New-AzureRmRoleAssignment cmdlet.

You have the Azure virtual machines shown in the following table.

Name Operating system State
VM1 Windows Server 2008 R2 Service Pack 1 (SP1) | Running
VM2 Windows Server 2012R2 Running
VM3 Windows Server 2016 Stopped
VM4 Ubuntu Server 18.04 LTS Running

For which virtual machine can you enable Update Management?

A. VM2 and VM3 only

B. VM2, VM3, and VM4 only
C. VM1, VM2, and VM4 only
D. VM1, VM2, VM3, and VM4
E. VM1, VM2, and VM3 only

D

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.
You need to use automatically generated service principal for the AKS cluster to authenticate to the
Azure Container Registry.

What should you create?

A. a secret in Azure Key Vault

B. a role assighment

C. an Azure Active Directory (Azure AD) user

D. an Azure Active Directory (Azure AD) group



You company has an Azure Active Directory (Azure AD) tenant named contoso.com. You plan to create several
security alerts by using Azure Monitor. You need to prepare the Azure subscription for the alerts.

What should you create first?

A. An Azure Storage account

B. an Azure Log Analytics workspace

C. an Azure event hub

D. an Azure Automaton account

B

You company has an Azure subscription named Sub1. Sub1 contains an Azure web app named
WebApp1 that uses Azure Application Insights. WebApp1 requires users to authenticate by using
OAuth 2.0 client secrets.

Developers at the company plan to create a multi-step web test app that preforms synthetic
transactions emulating user traffic to Web App1.

You need to ensure that web tests can run unattended.

What should you do first?

A. In Microsoft Visual Studio, modify the .webtest fle.
B. Upload the .webtest fle to Application Insights.

C. Register the web test app in Azure AD.

D. Add a plug-in to the web test app.



You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Microsoft Monitoring agent installed?

On which virtual machines is the Microsoft Monitoring agent installed?
A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

You have an Azure subscription that contains the resources shown in the following table.

‘Name Type
| User1 o Azure Active [)nector{(hmure AD) user
| User2 Azure Active Directory (Azure AD) user
| Group1 | Azure Active Directory (Azure AD) group
| Vaultl Azure key vault

Userl is a member of Groupl. Groupl and User2 are assigned the Key Vault Contributor role for
Vaultl.

On January 1, 2019, you create a secret in Vaultl. The secret is configured as shown in the exhibit.
(Click the Exhibit tab.)



Create a secret

Upload options
E_I'o.-'h'llr'lu.rli

* Name )

Pasyword]

* Value

20190301 EF} 12:00:00 AM

(UTCs02:00) -= Current Time Jone

0 v

2020-03-01 R [12:00:00 AM

(UTC+02 00} - Current Time Jone -

User2 is assigned an access policy to Vaultl. The policy has the following configurations:

* Key Management Operations: Get, List, and Restore

* Cryptographic Operations: Decrypt and Unwrap Key

* Secret Management Operations: Get, List, and Restore

Groupl is assigned an access to Vaultl. The policy has the following configurations:

* Key Management Operations: Get and Recover

* Secret Management Operations: List, Backup, and Recover

For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Statements Yes

On January 1, 2019, User1 can view the value of Password1. O

On June 1, 2019, User2 can view the value of Password1. ()

O O] O F

OnJune 1, 2019, User can view the value of Password1. O

No, Yes, No

You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that
contains the users shown in the following table.

Name Username Type
Userl User1@contoso1812.onmicrosoft.com | Member
User2 User2@contoso1812.onmicrosoft.com | Member
User3 User3@contoso1812.onmicrosoft.com | Member
Userd Userd@outlook.com Guest

You create an Azure Information Protection label named Labell. The Protection settings for Labell
are configured as shown in the exhibit. (Click the Exhibit tab.)



Protections settings {)

PYOTCRRGIGRTEM]  HYOK (AD RMS) I

Select the protection action type 0
(®) Set permissions
(O set user-defined permissions (Preview)

USERS PERMISSIONS
AuthenticatedUsers Viewer
Userl@contoso1812.onmicrosoft.com Co-Author

User2@contoso1812.onmicrosoft.com Reviewer

+Add permissions

Labell is applied to a file named Filel.
For each of the following statements, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

UserlcanprintFilel. O O

User3canreadFilel. O O

Userd can printFilel. O O

Yes, Yes, No



You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following
table.

Name Member of
User1 Group1
User2 Group2
User3 Group1, Group2

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security
Administrator role as shown in the following exhibit.



Settings

Assignment

Expire eligible assignments after
[ 3 Months v |

Almuplmtammm-ﬁsiglmm

i‘.!}}lﬂ?‘ actne 355lgnmmts after
| 1 Month ~ ]

[ ] Require Azure Multi-Factor Authentication on active assignment

Require justification on active assignment

Activation maxamum duration (hours)

o o e e [ 5 |

[ ] require Azure Multi-Factor Authentication on activation
[ ] require ticket information on activation

["] Require approval to activate

-

No member or group selected

From PIM, you assign the Security Administrator role to the following groups:

= Groupl: Active assignment type, permanently assigned

= Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
INOTE: Each correct selection is worth one point.

User1 can only activate the Security Administrator role in ®
five hours.

If User2 activates the Security Administrator role, the user 0
will be assigned the role immediately.

User3 can activate the Security Administrator role. O



Yes, Yes, Yes

Your company has an Azure subscription named Subscriptionl that contains the users shown in the
following table.

Name Role
User1 Global administrator
User2 Billing administrator
User3 Owner
Userd Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User: v
User1
User2
User3
User4
Tool: v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

User 2/ Azure Account Center



You have an Azure Container Registry named ContRegl that contains a container image named
imagel.

You enable content trust for ContReg1.

After content trust is enabled, you push two images to ContReg1 as shown in the following table.

Name Details
Image2 Image was pushed with client content trust enabled.
image3 Image was pushed with client content trust disabled.

Which images are trusted images?

A.imagel and image2 only
B. image2 only
C. imagel, image2, and image3



Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled
You create and enforce an Azure AD ldentity Protection sign-in risk policy that has the following
settings:

* Assignments: Include Group1, exclude Group2

* Conditions: Sign-in risk level: Medium and above

* Access Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Azure AD.

What should you identify for each user? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

When User1 signs in from an anonymous IP address, ‘ v
the user will

Be blocked

Se prompted for MFA

| Sign in by using a username and password only

When User2 signs in from an unfamiliar location, ’ v
the user will: r

Be blocked

Be prompted for MFA

Sign in by using a userame and password only
When User3 signs in from an infected device, ’ v
the user will: s hocked :

Be prompted for MFA

Sign in by using a username and password only

Be prompted / blocked ( user2 disabled MFA) / blocked (user3 disable MFA)



You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following
table.

Name Multi-factor authentication (MFA) status
User1 Disabled
User2 Disabled
User3 Enforced

In Azure AD Privileged Identity Management (PIM), the Role settings for the Contributor role are
configured as shown in the exhibit. (Click the Exhibit tab.)

Role settings O X

Assignment
[_] Aliow permanent eligible assignment

Expire ehgible assignments after

3 Months v
Allow permanent active assignment

Expire active assignments after
1 Month v

v | Require Multi-Factor Authentication on active assignment
v Require justification on active assignment
Activation

Activation maxxmum duration (hours)
------O;'L’I‘-.'.ZE:“.:I:.E::C‘.:;;;::-E'ECH: 8

v Require Multi-Factor Authentication on activation
v Require justification on activation

Require ticket information on activation

Require approval to activate

You assign users the Contributor role on May 1, 2019 as shown in the following table.

Name Assignment type
User1 Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

On May 15, 2019, User1 can activate the Contributor role. © O
On May 15, 2019, User2 can use the Contributor role. O @)

On June 15, 2019, User3 can activate the Contributor role. © O

Yes/ Yes / Yes

All Alerts X

o Newaledtrule 53 Edtcokumns @ Manage slet rules 0 View classic alerts ) Refresh v

Don't see 2 subscription? Open Directory « Subscription settings

* Subscnpton @ Resource group © e () Time range @
Azure Pags « Sponsenshp v v i v Tipe b st flderwg . v | | Pasthowr v
Mantor tenvice @ Montor condtion @ Seventy Alert state @ Smart group id @
15 talected v 1 welected v Sevd v 3 selected v mart proup 2
All Alerts  Alerts By Smart Group (Preview)
NAME sty MONITOR C... ALIRT STATE LI e MONITOR SIRV._. SGNAL T FIRID T - e
Aerts | sew A Fred  New Activitylog Ad-  Log 6/6/2019, 112353 . Azure .
Alertt | sewe 4 Fired Acknowledged Activitylog Ad—  Log 6/6/2019, 112352 . Azure .
Aerz | sews A Fieed  Acknowledged Activitylog Ad-  Log 6/6/2009, 12325 .. Anure ..
Nertz | sewa 4 Feed  Cosed Adivitylog Ad-  Log 6/6/2019, 112324 .. Azwre ..

Use the drop-down menus to select the answer choice that completes each statement based on the
information presented in the graphic.
NOTE: Each correct selection is worth one point.

The state of Alert1 that was fired at 11:23:52 v

cannot be changed

can be changed to Closed onlv
can be changed to New only

can be changed to New or Closed

The state of Alert2 that was fired at 11:23:24 | v

cannot be changed

can be changed to Acknowledged only

can be changed to New only

can be changed to New nr Acknowledged |




The state of Alert1 that was fired at 11:23:52 v

cannot be changed

can be changed to Closed only
can be changed to New only

can be changed to New or Closed

The state of Alert2 that was fired at 11:23:24

v

cannot be changed

can be changed to New only

can be changed to Acknowledged only

can be changed to New or Acknowledged

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account.
What should you use to retrieve the diagnostics logs?
A. Azure Storage Explorer

B. SQL query editor in Azure

C. File Explorer in Windows

D. Azure Security Center

A

You have a web app named WebApp1.

You create a web application firewall (WAF) policy named WAF1.

You need to protect WebApp1 by using WAF1.
What should you do first?

A. Deploy an Azure Front Door.

B. Add an extension to WebApp1.

C. Deploy Azure Firewall.




HOTSPOT
You work at a company named Contoso, Ltd. that has the offices shown in the following table.

Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.com users
have Azure Multi-Factor Authentication (MFA) enabled. The tenant contains the users shown in the

following table.




Name User device Last sign-in During last sign-in, user selected
Don’t ask again for 14 days

Userl Devicel June 1 Yes

User2 Device2 June 3 No

Themultifactor settings for contoso.com are configured as shown in the following exhibit.
multi-factor authentication

users  service settings

app passowrds (ieam more)

@ Allow users to create app paswords 10 sign in 1o non-browser apps
Do not allow users to create app passwords to sign in to non-browser apps

tl'usted ipS {learn more)

Skip multi-factor authentication for requests from federated users on my intranet
Skip multi-factor authentication for requests from following range of IP address subnets

180.15.10.0/24

verification options qeam more)

Methods available to users:
call to phone
Text message to phone
Notification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication (earm more)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): | 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

When Userl signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. @) @)

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. (@) O

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. O O



No( device 1 because of last login) , No, Yes( new device)

You have an Azure subscription.

You configure the subscription to use a different Azure Active Directory (Azure AD) tenant.
What are two possible effects of the change? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Role assignments at the subscription level are lost.

B. Virtual machine managed identities are lost.

C. Virtual machine disk snapshots are lost.

D. Existing Azure resources are deleted.

AB

You have an Azure subscription that contains virtual machines.

You enable just in time (JIT) VM access to all the virtual machines.

You need to connect to a virtual machine by using Remote Desktop.

What should you do first?

A. From Azure Directory (Azure AD) Privileged ldentity Management (PIM), activate the Security
administrator user role.

B. From Azure Active Directory (Azure AD) Privileged Identity Management (PIM), activate the
Owner role for the virtual machine.

C. From the Azure portal, select the virtual machine, select Connect, and then select Request access.
D. From the Azure portal, select the virtual machine and add the Network Watcher Agent virtual
machine extension.



HOTSPOT
You network contains an on-premises Active Directory domain that syncs to an Azure Active
Directory (Azure AD) tenant. The tenant contains the users shown in the following table.

Name Source
Userl Azure AD
User2 Azure AD
User3 On-premises Active Directory

The tenant contains the groups shown in the following table.

Name Members
Groupl User1, User2, User3
Group2 User2

You configure a multi-factor authentication (MFA) registration policy that and the following settings:
* Assignments:

¢ Include: Group1

¢ Exclude Group2

« Controls: Require Azure MFA registration

« Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication. @) O

User2 must configure MFA during the user’s next Azure AD
authentication. O @)

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication. @) O

Yes, No, Yes



You have an Azure subscription that contains the Azure virtual machines shown in the following

table.
Name eratingsystem
VM1 Windows 10 | ]
VM2 ‘Windows Server 2016
VM3 Windows Server 2019
VM4 Ubuntu Server 18.04 LTS

You create an MDM Security Baseline profile named Profilel.
You need to tdentify towhich virtual machines Profile1 can be applied.
Which virtual machines should you identify?

A. VM1 only
B. VM1, VM2, and VM3 only
C. VM1 and VM3 only

D. VM1, VM2, VM3, and VM4

You have Azure Resource Manager templates that you use to deploy Azure virtual machines. You
need to disable unused Windows features automatically as instances of the virtual machines are
provisioned.

What should you use?

A. device configuration policies in Microsoft Intune

B. an Azure Desired State Configuration (DSC) virtual machine extension

C. security policies in Azure Security Center

D. Azure Logic Apps



You have an Azure subscription that contains an Azure key vault named KeyVaultl and the virtual
machines shown in the following table.

Name Private IP address Public IP address Connected to
VM1 10.7.0.4 51.144.245.152 VNET1/Default
VM2 10.8.0.4 104.45.9.227 VNET2/Default

You set the Key Vault access policy to Enable access to Azure Disk Encryption for volume encryption.
KeyVault1 is configured as shown in the following exhibit.

H Save x iscard
Allow access from: All networks @ Selected networks
© Configure network access control for your key vault. Learn Mare
Virtual networks: @ + Add existing virtual networks + Add new virtual network
VIRTUAL NETWORK SUBNET RESOURCE GROUP SUBSCRIPTION
VNET1 default RG1
Firewall: @
IPv4 ADDRESS OR CIDR
Exception:
Allow trusted Microsoft services to bypass ® Yes No

this firewall? 4 L . 3
0 O This setting is related to firewall only. In order to access this key vault, the trusted

service must also be given explicit permissions in the Access policies section,

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

From VM1, users can manage the keys and secrets
stored in KeyVaultl. O O

Fro ~Jsers can manage the keys and secrets
f@' g y O O

stored in KeyVault1.

VM2 can use KeyVault for Azure Disk Encryption O O

Yes, No, Yes



You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.
Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMachines RG2
types
You create the resource locks shown in the following table.
Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can start VM1. O O
You can start VM2. O O
You can create a virtual machine inRG2. QO O

No, No, No



You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named
contoso.com. The tenant contains the users shown in the following table.

Name Subscription role Azure AD user role
User1 Owner None
User2 Contributor None
User3 Security Admin None
User4 None Service administrator

You create a resource group named RG1.

Which users can modify the permissions for RG1 and which users can create virtual networks in RG1?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can modify the permissions for RG1: ( v

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd

Users who can create virtual networks in RG1; v

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd4

Users who can modify the permissions for RG1: v
User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only

User1, User2, User3, and User4

Users who can create virtual networks in RG1: [ v
User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only

User1, User2, User3, and User4




You have an Azure virtual machine named VML1.

From Azure Security Center, you get the following high-severity recommendation: “Install endpoint
protection solutions on virtual machine”.

You need to resolve the issue causing the high-severity recommendation.

What should you do?

A. Add the Microsoft Antimalware extension to VM1.

B. Install Microsoft System Center Security Management Pack for Endpoint Protection on VM1.

C. Add the Network Watcher Agent for Windows extension to VM1.

D. Onboard VM1 to Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).

apiVersion: 2018-10-01
location: eastus
name: containergroupl
properties:
containers:
- name: containerl
properties:
environmentVariables:
- name: ‘'Variablel'
value: 'Valuel'
- name: 'Variable2'
secureValue: 'Value2'
image: nginx T
ports: []
resources:
requests:
cpu: 1.8
memoryInGB: 1.5
osType: Linux
restartPolicy: Always
tags: null
type: Microsoft.ContainerInstance/containerGroups
You create an Azure conminMwuined by using Filel.yaml.
You need to identify where you can access the values of Variablel1 and Variable2.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Variable1: [v
Cannot be accessed

Can be accessed from the Azure portal only

Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal

Variable2: | v

Cannot be accessed

Can be accessed from the Azure portal only

Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal




Can be accessed from inside containerl and Azure portal

Can be accessed from inside containerl only

You have an Azure subscription that contains a virtual network. The virtual network contains the
subnets shown in the following table.

Name Has a network security group (NSG)
associated to the virtual subnet
Subnetl |Yes
Subnet2 | No

The subscription contains the virtual machines shown in the following table.

Name Has an NSG associated to the network | Connected
adaptor of the virtual machine to
VM1 No Subnetl
VM2 No Subnet2
KYE No Subnet?
M4 (es | Subnet?

You enable just in time (JIT) WM access for all the virtual machines.
You need to identify which virtual machines are protected by JIT.
Which virtual machines should you identify?

A. VM4 only
B. VM1 and VM3 only
C. VM1, VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

C(subnet1 (Yes), VMA4( Yes))

You have an Azure subscription that contains the virtual machines shown in the following table.

Private IP Public IP
Name = Connected to 1d id
VM1 VNET1/Subnet1l |10.1.14 13.80.73.87
VM2 VNET2/Subnet2 | 10214 213.199.133.190
VM3 VNET2/Subnet2 [10.2.1.5 None

Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageaccl that is configured as shown in the following
exhibit.



# X O Refresh

Allow access from
All networks = Selected networks

Configure network security for your storage accounts

Virtual networks
Secure your storage account with virtual networks.

VIRTUAL SUBNET ADDRESS ENDPOINT  RESOURCE  SUBSCRIBTION

NETWORK RANGE STATUS GROUP

No network selected

Firewall

Add 1P ranges to allow access from the internet on your on-premises networks. Learn mors

Address Range

13.80.73.87
IP address or CIDR

Exceptions
Allow trusted Microsoft services to access this storage account (O]
[C] Aliow read access to storage logging from any network
[C] Allow read access to storage metrics from any network
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes
From VM1, you can upload a blob to storageaccl. O
From VM2, you can upload a blob to storageacc1. O
From VM3 , you can upload a blob to storageacc1. O

YES, No, No

You have an Azure web app named WebApp1.
Ypu upload a certificate to WebApp1.

=]

No

ou need to make the certificate accessible to the app code of WebApp1.

What should you do?

A. Add a user-assigned managed identity to WebApp1.

B. Add an app setting to the WebApp1 configuration.

C. Enable system-assigned managed identity for the WebApp1.
D. Configure the TLS/SSL binding for WebApp1.



You have the Azure key vaults shown in the following table.

Name | Location Azure subscription name
KV1 West US | Subscription1
KV2 West US | Subscription1
KV3 East US Subscription1
KVv4 West US | Subscription2
KV5 East US Subscription2

KV1 stores a secret named Secret1 and a key for a managed storage account named Keyl.

You back up Secretl and Keyl.

To which key vaults can you restore each backup? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

You can restore the Secret1 backup to: |v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to: I v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

KV1,2, 3
KV1,2, 3

The backups can only be restored to key vaults in the same subscription and same geography. You
can restore to a different region in the same geography



You onboard Azure Sentinel. You connect Azure Sentinel to Azure Security Center.

You need to automate the mitigation of incidents in Azure Sentinel. The solution must minimize
administrative effort. What should you create?

A. an alert rule

B. a playbook

C. a function app

D. a runbook

B

You have an Azure subscription named Subscripton1.

You deploy a Linux virtual machine named VM1 to Subscriptonl.
You need to monitor the metrics and the logs of VM1.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you use?

A. the Azure Performance Diagnostics extension

B. Azure HDInsight

C. Linux Diagnostic Extension (LAD) 3.0

D. Azure Analysis Services

C

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosof.com.

The User administrator role is assigned to a user named Admin1.

An external partner has a Microsoft account that uses the userl@outlook.com sign in.

Admin1 attempts to invite the external partner to sign in to the Azure AD tenant and receives the
following error message: “Unable to invite user userl@outlook.com Generic authorization
exception.”

You need to ensure that Admin1 can invite the external partner to sign in to the Azure AD tenant.
What should you do?

A. From the Roles and administrators blade, assign the Security administrator role to Admin1.

B. From the Organizational relationships blade, add an identity provider.

C. From the Custom domain names blade, add a custom domain.

D. From the Users blade, modify the External collaboration settings.



From Azure Security Center, you enable Azure Container Registry vulnerability scanning of the
images in Registry1.

You perform the following actions:

¢ Push a Windows image named Imagel to Registryl.

¢ Push a Linux image named Image2 to Registry1l.

¢ Push a Windows image named Image3 to Registryl.

¢ Modify Imagel and push the new image as Image4 to Registryl.

¢ Modify Image2 and push the new image as Image5 to Registryl.

Which two images will be scanned for vulnerabilities? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

D18912E1457D5D1DDCBD40AB3BF70D5D

A. Imaged

B. Image2

C. Imagel

D. Image3

E. Image5

BC

You have an Azure subscription that contains a resource group named RG1 and a security group
serverless RG1 contains 10 virtual machine, a virtual network VNET1, and a network security group
(NSG) named NSG1. ServerAdmins can access the virtual machines by using RDP.

You need to ensure that NSG1 only RDP connections to the virtual for a maximum of 60 minutes
when a member of ServerAdmins requests access.

What should you configure?

A. an Azure Active Directory (Azure AD) Privileged identity Management (PIM) role assignment.

B. a just in time (JIT) VM access policy in Azure Security Center

C. an azure policy assigned to RG1.

D. an Azure Baston host on VNET1
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You have an Azure subscription that contains an Azure key vault and an Azure Storage account. The

key vault contains customer-managed keys. The storage account is configured to use the customer managed
keys stored In the key vault.

You plan to store data in Azure by using the following services:

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct answer
present a complete solution. NOTE: Each correct selection is worth one point.

A. Queue storage

B. Table storage

C. Azure Files

D. Blob storage

AD



You have an Azure Active Directory (Azure AD) tenant named Contoso.com and an Azure Service
(AKS) cluster AKS1.

You discover that AKS1 cannot be accessed by using accounts from Contoso.com

You need to ensure AKS1 can be accessed by using accounts from Contoso.com The solution must
minimize administrative effort.

What should you do first?

A. From Azure recreate AKS1

B. From AKS1, upgrade the version of Kubernetes.

C. From Azure AD, implement Azure AD Premium.

D. From Azure AD, configure the User settings

A

You have an Azure ke vault named KeyVault1 that contains the items shown in the following table.

In KeyVault, the following events occur in sequence:
* |tem is deleted

* An administrator enables soft delete.

« Item2 and Policy1 are deleted.

= Statements b‘ No
30
You can secove Poicy!. L:G”? v
| | | — ‘ .0‘“ |
You an 80é 2 e yeciet camed e e

I EAOUN

No, Yes, No



You have an Azure subscription that contains an Azure Container Registry named Registryl. The
subscription uses the Standard use tier of Azure Security Center.

You upload several container images to Register1.

You discover that vulnerability security scans were not performed

You need to ensured that the images are scanned for vulnerabilities when they are uploaded to
Registryl.

What should you do?

A. From the Azure portal modify the Pricing tier settings.

B. From Azure CLI, lock the container images.

C. Upload the container images by using AzCopy

D. Push the container images to Registryl by using Docker

A

You have an Azure subscription that contains the resources shown in the following table.

Description
RG1 Resource group | Used 1o store vinual machines
G Hesoutce group | Used 10 store wiual networks
ServetAdmmns | Securty Used 10 manage virtual machines
You need to ensure that ServerAdmins can perform the following tasks:
Create virtual machine to the existing virtual network in RG2 only.
The solution must use the principle of least privilege.
Which two role-based access control (RBAC) roles should you assign to ServerAdmins? Each correct
answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. the Contributor role for the subscription

B. the Network Contributor role for RG2

C. A custom RBAC role for the subscription

D. a custom RBAC role for RG2

E. the Network Contributor role for RG1.

F. the Virtual Machine Contributor role for RG1.

BF



You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant and a user
named Userl.
The App registrations settings for the tenant are configured as shown in the following exhibit.

App regestrabons

- .

You plan to deploy an app named Appl.

You need to ensure that Userl can register Appl in Azure AD. The solution must use the principle of
least privilege.

Which role should you assign to Userl.

A. App Configuration Data Owner for the subscription

B. Managed Application Contributor for the subscription
C. Cloud application administrator in Azure AD

D. Application developer in Azure AD.

D

You have an Azure subscription named Subcriptonl that contains an Azure Active Directory (Azure
AD) tenant named contosos.com and a resource group named RG1.

You create a custom role named Rolel for contoso.com.

You need to identify where you can use Rolel for permission delegation.

What should you identify?

A. contoso.com only

B. contoso.com and RGT only

C. contoso.com and Subscripton1 only

D. contoso.com, RG1, and Subcriptonl



You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant.
When a developer attempts to register an app named App1 in the tenant, the developer receive the
error message shown in the following exhibit.

A. Modify the User settings
B. Set Enable Security default to Yes.
C. Modify the Directory properties.

D. Configure the Consent and permissions settings for enterprise applications.



“You have an azure active Directory (Azure AD) tenant that contains the resources shown in the
following table.

User2 is the owner of Group2.
The user and group settings for App1 are configured as shown in the following exhibit.

User2 only — Group1/2 members only



You have three on-premises servers named Serverl, Server2, and Server3 that run Windows Serverl
and Server2 and located on the Internal network. Server3 is located on the premises network. All
servers have access to Azure.

From Azure Sentinel, you install a Windows firewall data connector.

You need to collect Microsoft Defender Firewall data from the servers for Azure Sentinel.

What should you do?

A. Create an event subscription from Serverl, Server2 and Server3

B. Install the On-premises data gateway on each server.

C. Install the Microsoft Agent on each server.

D. Install the Microsoft Agent on Serverl and Server2 install the on-premises data gateway on
Server3.

C

You have an Azure subscription that contains several Azure SQL databases and an Azure sentinel
workspace. You need to create a saved query in the workspace to find event reported by Advanced. Threat
protection for Azure SQL Database.

What should you do?

A. From Azure CLI run the Get-AzOperatonallnsightsworkspace cmdlet.

B. From the Azure SQL Database query editor, create a Transact-SQL query.

C. From the Azure Sentinel workspace, create a Custom query languages query.

D. From Microsoft SQL Server Management Studio (SSMS), create a Transact-SQL query



You have an Azure subscription named Subcriptionl that contains the resources shown in the
following table.

You create an Azure role by using the following JSON file.

You assign Rolel to Userl for RG1.
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
Note: Each correct selection is worth one point.

Yes, Yes, Yes



You have an Azure subscription named Subcriptionl that contains the resources shown in the
| —

following table. e

You have an Azure subscription named Subcription2 that contains the following resources:
* An Azure Sentinel workspace
« An Azure Event Grid instance
You need to ingest the CEF messages from the NVAs to Azure Sentinel.
NOTE: Each correct selection is worth one point.

RN il
AL A

First, third one

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious Threats and
automate responses. Which components are required for the rule? To answer, select the appropriate
options in the answer area. —




You are collecting events from Azure virtual machines to an Azure Log Analytics workspace.
You plan to create alerts based on the collected events

You need to identify which Azure services can be used to create the alerts.

Which two services should you identify? Each correct answer presents a complete solution
NOTE: Each correct selection is worth one point.

A. Azure Monitor

B. Azure Security Center

C. Azure Analysis Services

D. Azure Sentinel

E. Azure Advisor

AD



