
1. Create users armstrong, jobs, wozniak, jack & eric with the password password1, password2, 
password3, password4 and password5 (password of each user might be different) respectively 
via htpasswd identity provider. Name of the secret to store these values should be ex280-
htpasswd (secret name) identity, provider name should be ex280-cluster. 

----------------------------------------question 1 ends here----------------------------------------------------------------- 
-----------------------------------------data extraction starts here-------------------------------------------------------- 
Question data extraction: 

     Given: 

a) Create user armstrong with the password password1. #instead of password1 it can be  
                                                                                             #anything 

b) Create user jobs with the password password2. 
c) Create user wozniak with the password password3. 
d) Create user jack with the password password4. 
e) Create user eric with the password password5. 
f) Create file htpasswd which contains the secrets of the users. 
g) Identity provider should be ex280-cluster. 

-----------------------------------------data extraction ends here-------------------------------------------------------- 
 
Solution –  

Steps to solve: 

 

>   ssh root@workbench   // password will be given in the instruction 

>   yum install httpd-tools -y 

>   oc login -u < given cluster admin username> -p < given password> 

>   httpasswd -c -B -b ex280-htpasswd < given user> < respective password > // use option  

                                                                                                                    //  c one time   

                                                                                                                   //   only for  

                                                                                                                  //    creating  

                                                                                                                 //   secret file 

 

> oc create secret generic ex280-cluster –from-file=htpasswd=ex280-htpasswd -n  

   openshift-config 

 

> oc edit oauth 

   ----------------------------------------oauth opens here-------------------------------------------------------------- 

   Note search for /spec and put the below details like that. 

 

   --- 

   spec:  
       IdentityProviders: 

       - htpasswd: 

fileData: 

   name: ex280-htpasswd 

         mappingMethod: claim 

         name: ex280-cluster    // identity provider name given in question 

         type: HTPasswd 



  --- 

  ----------------------------------oauth close and saved here-------------------------------------------------------------- 

> save the oauth config 

> oc get users // to get that users are created or not. 

reference: note some data in picture might be incorrect < like names and all but take refrence from 
above command > 

 

 

 



 

 

 

 

End of 1st question 

 

 
 
2) Create 5 new-projects with names like ( example: project1, project2, project3, project4, project5 ) 
and assign the roles to the respective user create as: armstrong is admin of project1, jack & eric has 
view permission on project2, wozniak has edit power on project1  
 
---------------------------------------------question 2 ends here ----------------------------------------------------------- 
-----------------------------------------data extraction starts here-------------------------------------------------------- 
Question data extraction: 
     Given: 
 
     a) Create 5 new projects as project1, project2, project3, project4, project5. 
     a) user armstrong is admin of the project1. 
     b) user jack and eric have view permissions on project2. 
     c) user wozniak has power to edit in project1.  
------------------------------------------data extraction ends here-------------------------------------------------------- 



Sol: 
 
> oc new-project < project name > 
> oc policy add-role-to-user < role > < user > -n < project name > 
   Note: replace < role > with admin, edit, view as asked in question for respective user. 
 
Refrence images: 

 

 



 
 
3) Assign cluster permission to the users as: Jobs ( cluster admin user ) would be the cluster admin, 
wozniak would not be allowed cluster admin powers, No user would be able to provision projects, 
Jack ( provisioner user ) would be allowed to provision projects. kubeadmin user should be deleted. 
---------------------------------------------question 3 ends here ----------------------------------------------------------- 
-----------------------------------------data extraction starts here-------------------------------------------------------- 
Question data extraction: 
     Given: 

a) Remove the cluster project provision power. 
b) Assign cluster-admin role to jobs user. 
c) Assign project provisioner role to Jack user.  

 
-----------------------------------------data extraction ends here--------------------------------------------------------- 
 
Sol:  
 
> oc adm policy add-cluster-role-to-user cluster-admin < given cluster admin user> 
> oc adm policy remove-cluster-role-from-group self-provisioner system:authenticated:oauth 
> oc adm policy add-cluster-role-to-user self-provisioner < given cluster provisioner user> 
 
Reference images: 
 

 



 
 
Here we removed self-provisioner to all the users we configured in oauth. Thats why we are no table 
to créate Project using Armstrong. 
Lets assign self-provisioner to Jack user. 
 

 
Here we have assigned self-provisioner to Jack user, so Jack user can créate projects. 
 
4)Create two groups commander and pilot. Add user armstrong as part of commander group and jack 
& Eric to be part of pilot group. Commander group should be allowed to edit project3 and pilot group 
should be allowed view project1 
---------------------------------------------question 4 ends here ----------------------------------------------------------- 
 
 



-----------------------------------------data extraction starts here-------------------------------------------------------- 
Question data extraction: 
     Given: 

a) Create group pilot containing user jack and eric. 
b) Create group commander containing armstrong user. 
c) commander group should have edit permissions in project3. 
d) pilot group should have view permissions on project1. 

-----------------------------------------data extraction ends here--------------------------------------------------------- 
 
 
Sol: 
> oc adm groups new commander 
> oc adm groups new pilot 
> oc adm groups add-users commander armstrong 
> oc adm groups add-users pilot jack eric 
> oc policy add-role-to-group < role > < group > -n < project name > 
 
Reference Image: 
 

 
 

5) Create a resource quota of name ex280-quota ( quota name ) in the project1 ( project name ) 
with resource consumption to be as: Pods=3, service=6, Memory=1Gi, CPU=2 Core, 
replication controllers=3 

-----------------------------------------data extraction starts here---------------------------------------------------- 
     Question data extraction: 
        Given: 

a) Create resource quota named ex280-quota in project1. 
b) Resource quota for pod=3, service=6, memory=1Gi, cpu=2 and replication 

controllers=3. 
 
-----------------------------------------data extraction end here------------------------------------------------------ 
 
 



 
 
Sol 
 
> oc create quota < name of quota > --hard=cpu=2,memory=1G,pods=3,services=6,replicationcontrollers=3 -n 
< project name > 
 
> Reference images: 

 
 
6) Create a limit Range on project4 with limits set to be as: For Pod & Container CPU 10m to 

100m and 5Mi to 500Mi, default Request: 50m for container  
-----------------------------------------data extraction starts here---------------------------------------------------- 
     Question data extraction: 
        Given: 

a) create limit range in project4. 
b) Create limit range for pod with min cpu 10m with min memory 5Mi and max cpu 

100m with max memory 500Mi. 
c) Create limit range for container with min cpu 10m with min memory 5Mi and 

max cpu 100m with max memory 500Mi. 
d) Container default request for cpu should be 50m with default memory ( in 

question not given so give 100Mi I guess ). 
 

-----------------------------------------data extraction end here------------------------------------------------------ 
 
Sol: 
 
> vim limit.yaml 
----------------------------------------limit.yaml opens here-----------------------------------------------------------
--- 

     apiVersion: v1 

kind: LimitRange 

metadata: 

  name: dev-limits 

  namespace: project4 

spec: 

  limits: 

    - type: Pod 



      max: 

          cpu: 100m 

          memory: 500Mi 

      min: 

          cpu: 10m 

          memory: 5Mi 

    - type: Container 

      max: 

          cpu: 100m 

          memory: 500Mi 

      min: 

          cpu: 10m 
          memory: 50Mi   

                defaultRequest: 

                    cpu: 50m  
          memory: 100Mi 

---------------------------------------limit.yaml closes here------------------------------------------------------------
-- 

 
      > oc create -f limit.yaml -n < project name > 
      > oc describe limitrange dev-limits -n < project name > // to check the limits 
 
     Refrence images: 



 

 
 
 

7)Deploy the application and make sure it is available in running state and must show some output on 
the given url.(taint/toleration) 

➔ Delete route and create route 

 

 

 

 

 

 

 ------------------------------------------------------here end extraction data-----------------------------------------     
 hostname. given with it recreate and route the delete to us Asked d)

 given. be should name Application c)
 tolerations. yappl to need we so applied is Taint b)

 question. in given be should Project a)
 Given:        

 extraction: data Question     
 ----------------------------------------------------here starts extraction data-----------------------------------------

 continued # deploy/<application> edit oc > 

 Node=Worker:NoSchedule        Taints: Out:            

 taint i- grep | <nodename> node describe oc >          

 :use keywords taint the remember to Note:   

 httpd. be should probably most <application> # deploy/<application> edit oc >

 .state pending in and running aren’t which pods the get to #   pods get oc >

 given be should name project # > name-project < ectproj oc >

 Sol:

 



-----------------------------------------data extraction starts here---------------------------------------------------- 

     Question data extraction: 

        Given: 

a) Project should be given in question. 

b) Taint is applied so we need to apply tolerations. 

c) Application name should be given. 

d) Asked us to delete the route and recreate it with given hostname. 

     -----------------------------------------data extraction end here------------------------------------------------------ 

 

 

Sol: 

> oc project < project-name > # project name should be given 

> oc get pods   # to get the pods which aren’t running and in pending state. 

> oc edit deploy/<application> # <application> most probably should be httpd. 

   Note: to remember the taint keywords use: 

          > oc describe node <nodename> | grep -i taint 

            Out: Taints:        Node=Worker:NoSchedule 

 > oc edit deploy/<application> # continued 

  ----------------------------------------deployment config opens here--------------------------------- 

   Note: search /dnsPolicy two times to reach checkpoint 

   --- 

   tolerations: 

   - effect: NoSchedule 

     key: Node 

     value: Worker 

     operator: equal 

   --- 

   dnsPolicy: ClusterFirst   # Checkpoint, write data above this keyword. 

 --------------------------------------file data ends here---------------------------------------------------- 

> oc get routes # To find out the route 

> oc delete route < route name > # Delete the route 

> oc expose svc < deployement name >  --hostname  < given hostname > 

 

Reference images below: 

 

 

 



 

 
In this question, there is a precreated project named rocky and we have to get inside the rocky project. 

The is a precreated app, which is pending due to taint; we have to apply taint 

 

 

hostname provided the using route new the create and route given the delete to have We

  inaccessible was route, the But

 state; running to mesco pod The taint, the applying After

 

 



 



 

 

8. Manually Scale up the application running on project5 upto 5 replicas(taint/toleration) 

      Sol: 

-----------------------------------------data extraction starts here---------------------------------------------------- 
     Question data extraction: 
        Given: 

a) Add the tolerance to the application deployment. 
b) We need to do it in project5. 
c) Manually scale the application having 5 replicas. 

     -----------------------------------------data extraction end here------------------------------------------------------ 
      
     > oc project project5 

     > oc get pods 

    > oc edit deploy/<app name> 

 

 replicas 5--> oc scale deploy/<application name> 

 

 ----------------------------------------------------here ends data file-------------------------------------- 

 keyword. this above data write Checkpoint, #   ClusterFirst dnsPolicy:   

 ---   

 equal operator:     

 Worker value:     

 Node key:     

 uleNoSched effect: -   

 tolerations:   

 ---   

 checkpoint reach to times two /dnsPolicy search Note:   

 ---------------------------------here opens config deployment----------------------------------------  

 Refrence images:



 

 

 

9) Apply autoscale on the application running in project7 with min pod 6, Max 9 and cpu-percent=50 and 

with a resource request for cpu of 10m and limit for cpu is 100m 

       or 

Auto scale of deployment and they didn’t ask for quota they just ask for the limit like 

Set cpu resource request: 10 

Set cpu resource limit: 100 

 

 

 



-----------------------------------------data extraction starts here---------------------------------------------------- 
     Question data extraction: 
        Given: 

a) Add the tolerance to the application deployment. 
b) We need to do it in project7. 
c) Auto scale the application with min 6 pods and max 9 and cpu 50% with 

resource request 10 cpu and cpu resources limit 100cpu. 
     -----------------------------------------data extraction end here------------------------------------------------------ 

 

Sol: 

> oc project project7 

> oc edit deploy/< application name > 

----------------------------------------deployment config opens here--------------------------------- 

   Note: search /dnsPolicy two times to reach checkpoint 

   --- 

   tolerations: 

   - effect: NoSchedule 

     key: Node 

     value: Worker 

     operator: equal 

   --- 

   dnsPolicy: ClusterFirst   # Checkpoint, write data above this keyword. 

 --------------------------------------file data ends here---------------------------------------------------- 
 

> oc get pods #check if toleration working 

> oc autoscale deploy/< app name > --min=6 --max=9 --cpu-percent=50 

> oc set resources deploy/< app name> --limits=cpu=100m –requests=cpu=10m 

 

Refrence images: 



 

 



 

 

 

10) Create a secret in the project p7 with name magic and key-values of linux-world=Xsheflvflhvelfws 

       or 

In this question they ask to create secret 

They give two things like 

Key name: linux-world 

Key value: Xsheflvflhvelfws 

  :Sol

 
 sXsheflvflhvelfwiteral=linuxworld=l-from-- magic generic secret ateecr co >

 ------------------------------------------------------here end nextractio data----------------------------------------------
 .later project7 in it use do to need We b)

 magic. named secret ereatC a)
 Given:        

 extraction: data Question     
 ----------------------------------------------------here starts extraction data---------------------------------------------

 

 :images Refrence



Sol: 

---------------------------------------------data extraction starts here---------------------------------------------------- 

     Question data extraction: 

        Given: 

a) Create secret named magic. 

b) We need to do use it in project7 later. 

----------------------------------------------data extraction end here------------------------------------------------------ 

> oc create secret generic magic --from-literal=linuxworld=Xsheflvflhvelfws 

 

Refrence images: 

 

 

 

 

 

11) Create a service account with name ex280-sa so that application runs with any user id 
 

      or 

Create service account in the specific project 

Sol: 

---------------------------------------------data extraction starts here---------------------------------------------------- 
     Question data extraction: 
        Given: 

a) Create a service account. 
b) Name of service account should be ex280-sa and application can be run with 

any userid. 
----------------------------------------------data extraction end here------------------------------------------------------ 

 > oc create sa < service account name > 

> oc adm policy add-scc-to-user anyuid -z < service account name > 

 

 :images Refrence

 

 
 

 or       

 output the produces must application The

 ”.area51.apps.ocp4.example.com-leascDepartment/CN= =Ljubljana/O=Security/OU=ITC=SI/ST=Ljubljana/L/“

 as information given the with certificate signed self use houlds application and url given the on available

 be should applications The oxcart. name with are51 project in running application the for route secure a Create

  12.)

 Sol

 route secret eateCr



 

Refrence images: 

 

 

 

12.)  

Create a secure route for the application running in project are51 with name oxcart. The applications should be 

available on the given url and application should use self signed certificate with the given information as 

“/C=SI/ST=Ljubljana/L=Ljubljana/O=Security/OU=IT Department/CN=scale-area51.apps.ocp4.example.com”. 

The application must produces the output 

       or 

Create secret route 

Sol 

-----------------------------------------data extraction starts here---------------------------------------------------- 
     Question data extraction: 
        Given: 

a) Project is area51. 
b) Application name oxcart. 
c) Route url given. 
d) We need to create selfsigned cert with the data: 

> C=SI 
> ST=Ljubljana 
> L= Ljubljana 
> O=Security 
> OU=IT Department 
> CN=scale-area51.apps.ocp4.example.com 

                    e) Create roue 
     -----------------------------------------data extraction end here------------------------------------------------------ 

 

 

 deploy/oxcart edit oc >

 area51 project oc > 

 

 

 ----------------------------------------------------here ends data file-------------------------------------- 

 keyword. this above data write Checkpoint, #   ClusterFirst dnsPolicy:   

 ---   

 equal operator:     

 Worker value:     

 Node key:     

 NoSchedule effect: -   

 tolerations:   

 ---   

 checkpoint reach to times two /dnsPolicy earchs Note:   

 ---------------------------------here opens config deployment----------------------------------------

 

 training.crt cert-- training.key

 key-- .comarea51.apps.ocp4.example-leasc hostname-- scaling service-- scale dgee route create oc >

 rt.ctraining cert-- training.key key-- certs-tls tls secret create oc  >

 training.key signkey- 365 days- training.crt out- g.csrtrainin in- req- x509 openssl  >

 tnpoi d in extracted data the use here # training.csr out- training.key key- new- req openssl  >

 2048 training.key out- rsagen openssl  >

 

 images: Refrence

http://www.example.com/
http://www.example.com/


 

 



 
 

 



 

 

 

13) Deploy the application oranges with the secret magic  created in question 10. 

       or 

Deploy the application 

Ans – assign secret value 

 

Deploy the application with the service account ex280sa created in question 11. 

       or 

Deploy the application 

  Sol:

  account service create – Ans

 
                    

 ------------------------------------------------------here end extraction data----------------------------------------------
 oranges name pplicationA d)

 sa-ex280 countac service Use c)
 .application for project7 Use b)

 magic. ednam secret seU a)
 Given:        

 extraction: data Question     
 ----------------------------------------------------here starts extraction data---------------------------------------------

 deploy/oranges edit oc >

 sa-ex280 deploy/oranges sa set oc >

/magictsecrefrom=-- deploy/oranges env set oc >

 project7 project oc >



Ans – create service account 

 

Sol:  

---------------------------------------------data extraction starts here---------------------------------------------------- 

     Question data extraction: 

        Given: 

a) Use secret named magic. 

b) Use project7 for application. 

c) Use service account ex280-sa 

d) Application name oranges 

----------------------------------------------data extraction end here------------------------------------------------------ 

                    

 

> oc project project7 

> oc set env deploy/oranges --from=secret/magic

 

> oc set sa deploy/oranges ex280-sa 

> oc edit deploy/oranges 

----------------------------------------deployment config opens here--------------------------------- 

   Note: search /dnsPolicy two times to reach checkpoint 

   --- 

   tolerations: 

   - effect: NoSchedule 

     key: Node 

     value: Worker 

     operator: equal 

   --- 

   dnsPolicy: ClusterFirst   # Checkpoint, write data above this keyword. 

   --- 

 --------------------------------------file data ends here---------------------------------------------------- 

> save the file 

> oc edit deploy oranges  

Note: check the file such that Selector: oranges 

> oc edit svc oranges 

 Change Selector: orange to Selector: oranges 

> oc get pods # all pods should be running. 
 Refrence images: 

 

  same be should selector service and selector deployment The

  orange Selector:

 oranges svc dite Oc

  Final

  orange selector: to oranges Selector:

 file svc the change So

  oranges Selector: 

 oranges svc edit Oc

 orange Selector: 

 oranges deploy edit Oc

  file: deployment the Check
 



 

 

Check the deployment file:  

Oc edit deploy oranges 

 Selector: orange 

Oc edit svc oranges 

 Selector: oranges 

 

So change the svc file 

Selector: oranges to selector: orange 

 

Final  

Oc edit svc oranges 

Selector: orange 

 

The deployment selector and service selector should be same  

  14) Deploy the application abc in project8 and make sure the application is up and running and available on 

the given url. 

 

      or 

           

Deploy the application 

Ans- node label 

Sol:Apply tolerations 

 

 

 

 abc deploy edit oc >

 > label given < L- nodes get oc >

  ------------------------------------------------------here end extraction data----------------------------------------------
 .rekT value with given abelL c)
 .8jectopr in it do to need We b)

 .toleration pplyA a)
 Given:        

 extraction: data Question     
 ----------------------------------------------------here starts extraction data---------------------------------------------

 

 file save >
 ----------------------------------------------------here ends data file-------------------------------------- 

 keyword. this above data write Checkpoint, #   ClusterFirst dnsPolicy:   

 ---   

 equal operator:     

 Worker value:     

 Node key:     

 NoSchedule effect: -   

 tolerations:   

 ---   

 checkpoint reach to times two /dnsPolicy search Note:   

 ---------------------------------here opens config deployment----------------------------------------

  ---   

 rekT star:        

 nodeSelector:   

 ---   

 to: it Replace

 ---   

 trek star:        

 nodeSelector:   

 ---   

  abc deploy edit oc >

 :images Refrence



In exam, nodeselector → star: trek, actually star: Trek 

We can check the node selector using oc get nodes -L star 



Here pod is pending, because, no such node with star: trek 

So edit the deployment 

 

Oc edit deploy/httpd 

 

nodeSelector: 

   star: Trek 

 



 

15) Memory Insufficient error in project ab for application httpd 

Sol) 

ADD toleration  

 
 ------------------------------------------------------here end extraction data----------------------------------------------

 httpd. cationppliA d)
 .1Gi to memory request hangeC c)

 .toleration pplyA b)
 .ab project seU a)

 Given:        
 extraction: data Question     

 ----------------------------------------------------here starts extraction data---------------------------------------------

 /httpddeploy edit oc >

 ab project oc >

 

 ---   
 0Gi8 :memory           

 m01 :cpu           

 :requests      

 100Gi :memory           

 100m :cpu           

 :limits      

 :resources   

 ---   

 

 

 :like   

  hhig very be not should untamo edrequest the s’there if check and resources/ search Note:   

 ---------------------------------here opens config deployment--------------------------------------------   

  ttpddeploy/h edit oc >

 file the save >

 

 ----------------------------------------------------here ends data file--------------------------------------------- 

 keyword. this above data write Checkpoint, #   ClusterFirst dnsPolicy:   

 ---   

 equal operator:     

 Worker value:     

 Node key:     

 NoSchedule effect: -   

 tolerations:   

 ---   

 checkpoint reach to times wot /dnsPolicy search Note:   

 ---------------------------------here opens config deployment----------------------------------------

 ----------------------------------------------------ot values the change-------------------------------------- 

 

 

 



    

 

 

 

 

 

 

 

 

   --- 

   resources: 

      limits: 

           cpu: 100m 

           memory: 100Gi 

      requests: 

           cpu: 10m 

           memory: 1Gi 

   --- 

   ---------------------------------------------file data ends here---------------------------------------------------- 

> save the file. 

> oc get pods. 

 

 

 



The node doesn’t contain 80Gi of memory, 

So change 80Gi to 1Gi 

 


