A. in what sequence would the audits be conducted by a certification body in a typical certification cycle
1- Surveillance audit1
2- Re-certification audit
3- Initial certification audit
4- Surveillance audit 2
· 1,3,4,2
· 3,1,24
· 2,1,4,3
· 3,1,4,2
B. Which trigger indicates when an organization is required to perform a security risk assessment
1- According to the schedule set out in ISO/IEC 27001
2- Whenever a non-conformity with ISO/IEC 27001 is identified
3- When monitoring indicates that the organization’s ISMS is ineffective
4- When a significant change has been proposed
C. Who is required to conduct the review of the ISMS to ensure its continuing suitability, adequacy and effectiveness?
1- Internal audit team
2- Process owners
3- Certification body
4- Top management 
D. What action is and organization required to do to ensure that staff can understand and operate the ISMS?
1- Make staff aware of the information security policy
2- Restrict Staff access to information only relevant to their own role 
3- Implement an information security internal website 
4- Provide all staff with a copy of the complete ISMS
E. A hacker gains access to a webserver and can view a file on the server containing credit card numbers?
1- Availability
2- Confidentiality 
3- Integrity
F. Which activity is not a responsibility of an organization being audited for certification?
1- Distribute the certification audit report
2- Prepare staff for the certification audit
3- Produce all documentation for the stage 1 certification audit
4- Undertake follow-up activities
G. Why is it necessary to keep disaster recovery plan up to date and to test regularly?
1- In order to always have access to recent backups that are located outside the office
2- In order to be able to cope with daily occurring faults
3- Because otherwise, in the event of a far-reaching disruption, the measures taken and the incident procedures planned may not be adequate or may be outdated
4- Because this is required by personal data protection legislation 
H. Identify the missing words in the following sentence
The Organization shall establish …………. And continually improve an information security management system
1. Operate, review
2. Implement, maintain
3. Monitor, measure
4. Manage, check

I. In order to take out a fire insurance policy, an administration office must determine the value of the data that manages
1. the content of data
2. the degree to which missing, incomplete or incorrect data can be recovered
3. the indispensability of data for the business processes 
4. the importance of the business processes that make use of the data 


J. what is the next level break-down for each security control clause within the list of control objectives and controls in annex A of ISO/IEC 27001?
1. Document grouping 
2. Security categories 
3. Controls 
4. NO further breakdown

K. Which is a legislative or regulatory act related to information security that can be imposed upon all organizations?
1. Intellectual property Rights
2. ISO/IEC 27001:2013
3. ISO/IEC 27002:2013
4. Personnel data protection legislation 

L. Which factor is required to be considered when planning internal audits?
1. Availability of auditors from the certifications body
2. Importance of the processes to be audited 
3. Number of third party suppliers involved in the area to be audited 
M. What is the purpose of the review of the policies for information security control in annex A of ISO/IEC 27001?
1. Ensure that the information security policy covers all the controls given in ISO/IEC 27001?
2. Check the effectiveness of information security policies and identify any improvements 
3. Ensure that employees receive information about any updates of the information security policies 
4. Ensure that the information security policy matches all identified risk
N.  What is the definition for “risk management “according to ISO/IEC 27000?

1. Coordinated activities to direct and control an organization with regard to risk 
2. Organizational structure and operational personnel for managing risks throughout an organization 
3. Process to comprehend the nature of risk to determine the level risk 
4. Process of finding, recognizing and describing risks 

O. Which information is required to be used in the selection of control objectives and controls for the treatment of risk 
1. Deadlines for ISMS implementation 
2. Results of the last internal audit 
3. Selected risk treatment options 
4. Only those controls that are defined in ISO/IEC 27001, annex A
P. What is the name of the system that guarantees the coherence of the information security in the organization? 
1. Information security management system (ISMS)
2. Rootkit
3. Security regulations for special information for the government 
Q. Which statement describes a control objective of the management of information security incidents and improvement security category in annex A of ISO/IE 27001?
1. To ensure the integrity of operational systems 
2. To avoid breaches of legal requirements 
3. To communicate the information security events and weaknesses
4. To provide management direction and support for information security

R. What is the goal of classification of information?
1. To create a manual about how to handle mobile devices 
2. Applying labels making the information easier to recognize 
3. Structuring information according to its sensitivity 
S. Which statement describes the relationship between ISO/IEC 20000-1 and ISO/IEC 27001?
1. The information security management process in ISO/IEC 20000-1 is a subset of ISO/IEC 27001
2. The information security management process in ISO/IEC 27001 is a subset of ISO/IEC 20000-1
3. Certification to ISO/IEC 27001 is not required if certification is achievement for ISO/IEC 20000-1
4. There is no relationship

T. Which area is not included within the control objectives of the compliance with legal and contractual requirements security category in Annex A of ISO/IEC 27001?
1. Reporting of technical compliance 
2. Preventing legislative violations 
3. Meeting contractual obligations
4. Avoiding statutory 
U. Which item is a security control clause in annex A of ISO/IEC 270001?
1. Information security policies    
2. Compliance with legal and contractual requirements
3. During employment 
4. Review of the policies for information security 
V. What is the purpose of risk management?
1. To determine the probability that a certain risk will occur
2. To determine the damage caused by possible security incidents 
3. To outline the threat to which IT resources are exposed
4. To implement measures to reduce to and acceptable level 
W. What is the relationship between data and information?
1. Data is structured information 
2. Information is the meaning and value assigned to a collection of data 

X. How is the purpose of information security policy best described? 
1. And information security policy documents the analysis of risks and the search for countermeasures
2. And information security policy provides directions and support to the management regarding information security 
3. An information security policy makes the security plan concrete by providing it with the necessary 
4. An information security policy provides insight into threats and the possible consequences 
 
Y. Which aspects are required to be considered when determining the scopes of the ISMS?
1. External and internal issues
2. Risks and opportunities 
3. Threats and vulnerabilities 
4. Assets and resources  
Z. How should top management provide evidence of its commitment to the ISMS?
1. Approving the information security management system once it has been established 
2. Defining a risk assessment approach 
3. Communicating the importance of meeting the isms required 
4. Conducting an annual internal audit of information security management  
AA. What is the definition for ‘vulnerability’, according to ISO/IEC 27000?
1. Risk remaining after risk treatment 
2. Property of accuracy and completeness 
3. Potential cause of an unwanted incident, which may result in harm to a system or organization
4. Weakness of an asset or control that can be exploited by one or more threats  
AB. What statement describes the purpose of ISO/IEC 27001?
1. Provides guidance on the implementation of information security controls 
2. Provides a measurement framework allowing an assessment of ISMS effectiveness 
3. Provides guidance on implementing a process oriented risk management approach 
4. Provides normative requirements for the development and operation of a ISMS 
 
AC. Which statement describes a difference between ISO/IEC 27001 and ISO/IEC 27002?
1. ISO/IEC 27002 contains mandatory requirement whereas ISO/IEC 27001 provides guidance on information security controls 
2. ISO/IEC 27002 provides mandatory requirements for a risk management approach whereas ISO/IEC 27001 contains mandatory requirements for an ISMS
3. ISO/IEC 27001 contains mandatory requirements whereas ISO/IEC 27002 provide guidance on information security controls
4. ISO/IEC 27002 provides guidance on measurement and ISO/IEC 27001 provides guidance on information security controls 

AD. Which of the following statements about the requirement for a training in ISO/IEC 27001 is true?
                                 1-it is mandatory that all staff have formal training
                                 2-it is mandatory that information security staff have 
a) Only 1 is true 
b) Only 2 is true
c) Both 1 and 2 are true
d) Neither 1 or 2 is true 
AE. Which item is required to be included in as ISMS policy 
1. The deadline date for the implementation of the ISMS
2. The result of a gap analysis
3. A commitment to continual of the ISMS
4. The previous audit certificate 
AF.  A well-executed risk analysis provides a great deal of useful information. a risk analysis has four main objectives 
1. Identifying assets and their value 
2. Implementing counter measures 
3. Establishing a balance between the cost of an incident and the costs of a security measure 
4. Determining relevant vulnerabilities and threats 
AG. Which action is a valid option for risk treatment according to ISO/IEC 27001 and ISO/IEC 27000?
1. Ignoring a risk which has a low impact
2. Analyzing to risk  
3. Delegating risk to a third party
4. Sharing risk using insurance 
AH. Which aspect of the ISMS are required to be continually improved 
1. Effectiveness, efficiency and cost 
2. Governance, management and control 
3. Suitability, adequacy and effectiveness 
4. Customer satisfaction and conformity 
AI. Which control is a required for documented information 
1. Only the document owner can update the document 
2. Documents are protected from loss of integrity 
3. Records must be kept for three years 
4. Each document is classed as an asset 
AJ. During operation of the ISMS, what is requirement for the information security objectives?
1. Establish objectives for relevant functions and levels 
2. Implement plans to achieve the objectives
3. Ensure the objectives are consistent with the information security policy 
4. Keep documented information about the objectives 

AK. Which action is required as part of the monitoring, measuring, analysis and evaluation process?
1. Measure the Number of risks 
2. Evaluate the effectiveness of the ISMS 
3. Monitor the cost of maintaining the ISMS 
4. Analyse the percentage use of a maintaining processes 

AL. Which activity is required to be done when analyzing risks?
1. Identify the risks associated with loss of confidentially
2. Determine the likelihood of the occurrence f the risk 
3. Select appropriate controls
4.  Accept all evaluated risks 

AM. Identify the missing words in the following sentence
The need to limit access to information and information processing facilities is controlled through
The ……. Security category 
1. Information security policies 
2. During employment 
3. Information classification 
4. Business required of access control 
AN. Which characteristic is a required of audit evidence?

1. Must be available electronically
2. Only quantitative evidence can be submitted 
3. Must be validated by interviews
4. [bookmark: _GoBack]Can be confirmed 

              











