Corvit Systems Peshawar

What is Microsoft?
Microsoft is Company Name This Company Are Product Windows or Software
Product:=> Windows XP. 2000. 98. 2003 ETC
Also Product:=> Application Software M.S Office. ETC

What is Four Pillars of 1.T?

Meaning of I.T (Information Technology)

1:-> Programs 2:-> Data Base 3:2> Web Page 3:2> Network

(Visual Basic) (SQL Server) (ASP.Net) (MCSE / Mcitp)
Java/ oracle

What is Cisco System
Cisco System INC is an American Multination Corporation that is Designs and Sells Consumer
Electronics Network Such Router. Switch. Access Point. Pix firewall. Bridge ETC
Cisco has more Then 65000 Are Employment Working all of the world
The have in 2010 Income Billion $ Business the Main Branch of Cisco is in Sanfrancisco California
USA

The World Cisco is taking Frame Word Fran Cisco

Golden Bridge

What is Cisco Certification Level?

1:-> Architecture CCAP

2:-> Export CCIE Cisco Certified Internet work Expert

3:-> Professional CCNP Cisco Certified Network Professional

4:> Associate CCNA Cisco Certified Network Administrator
ICND 2 Inter Connection Cisco Network Devices 2

5:- Entry ICND 1 Inter Connection Cisco Network Devices 1

What is Certification Cisco Level System CCNA

By port Full
ICND 1{640-822} CCNA {640-812}
ICND 2{640-816} Cisco Certified Network Administrator

What is CCENT
Cisco Certified Enter Network Technology
About Version Information Cisco System
CCNA {1.0} Years 2000
CCNA {2.0} Years No Information
CCNA {3.0} Years July. 2000
CCNA {4.0} Year Sep. 2007
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CCNA Exam Procedure
Online Registration
www.VUE.Com {640-802}  {640-822} {640-816}
Select 1.T:=> Cisco> CCNA=2>ICND1-2>ICND2 m - |
Create Profile A a0 4 COW St -
Select Counter Name : ——
Select Exam Center
Reschedule Exam T

o

COMA Carttication Tramwng | COMA Counves A Krama

Exam Total Number is 1000 SGLT
Exam Paper Time only “90” Mantis : CCNA /
Provisional Certificate after 2 Mont original Certificate you will Receive ’
Total Paper Cost
CCNA 250 $
ICND2 125 $
ICND1 125 $
Also Exam Question MCQS Multiplan Choice Question
Dumps Out of Paper

Pass 4 Sure

Testing

What Is Defend between MCSE and CCNA

— = e

| g B -5
Ri eer \ . - 2 lt ]

Connecting Two Company onyfu o
With one and another

' : 024 That is Called CCNA o
serverter f K Administrator serverts
) ]
T “PC-PT “PC-PT
PCO PC1 Laptop-PT

Laptop-PT

In This Computer which is install Server 2003 FepteR@ Laptop1
Control by System Administrator

What is Network?
LAN MAN WAN

>What is LAN: Local Area Network
A Group of Pc Are Connected with One Another by Cable which is Single Location That Is Called LAN
EXP: Room, LAB, Building, and Company
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2>What is MAN: Metropolitan Area Network
Combine Different LAN with One Another With in City That Is Called MAN

wite aira metwesh ~

->What is WAN: Wide Area Network
Group OF Pc Are Connected With One Another By Geographically

What is Network
A Group of Pc Are connected with one And Another by Cable that is Called Network

What is Networking?
A Group of Pc Are Connected with one and another by Cable they are sharing Resources that is
called Networking

A Have Some Network on Some Different Place
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Server-PT
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What is Internetwork?
Combination of LAN or WAN is Called Internetwork
Combination of Network with One and another that is Called Internetwork

What is Segment?
When we divide Large Internet into Small Network that is Called Network Segment

— — = 4—@
T e —
o b i X I 1 41
roffero CopyHbutero Rofterl

Serverz

e =1 CQT = o
What is LAKN Requirement?
Wired LAN Wireless LAN
>Pc - Access Point
- Connector = Wife
->LAN Card = Wireless USB
->Cable - LAN Card
->Switch /Hub /Bridge - PC Card

->Crimping Tools
-> Testing Meter “3

What is LAN Card? !.\

Used to connect two Devices With one Another that is LAN card.
Names of LAN Cards

o

> Network Adapter i
>Nice Card =
->Network Interface Card ©
Types of LAN card Tecntat com
> Beltane -> Non-Beltane

->What is Beltane :> Attach in Mother Board

=>What is Non Beltane :> Manually insert in Expansion Slot

What is HUB
Meaning of HUB {Hybrid Unit Board}

-> Half Duplex

10 Mbps

-> Non-intelligent

-> Collision / One Door

- Work On Physical Layer
- Low Bandwidth

- Old Technology

- Used In LAN

- Broad Costing

- Have 8,16,24,32, ports

- High Latency

-> Also Called Multipart Repeater

4
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What is Duplex?

Meaning of Duplex (Communication a Way)

Simplex Haif

—>What is Simple Duplex:
Only Receive Information
Exp: TV Antenna

->What is Half Duplex
Only One Time Information Sending or Receiving
Exp: Hub

—“>What is Full Duplex:
At one Time Sending or Receiving
Exp: Internet, Mobil

Full

Types of HUB
Passive Active Intelligent
Not Amplifier Send and Receive Amplifier Send and Receive Data
Data Monitoring Ports
Oldest Device 2 Ports Sending and Receive

What is Amplifier?

Convert Weak Signals into Strong Signals

What is Intelligent?

/

Normal Catalyst
Used in LAN Side Used in LAN Side
Can’t Block Ports Block Ports

Can’t Control Management Control Management

Can’t Create. Change. Delete Ports Create. Change. Delete only Ports

What is Bridge

- LAN Device

-> Full Duplex

-> 100 Mbps

->Low Latency

2>Work On Data Link Layer

- Operating On Software

2>Have 2, 4 ports

->100 Mbps

- Intelligent Device

- Mac Table
Is used to Store Mac address of LAN Card
Send / Receive LAN According MAC Address
Send / Receive WAN According IP Address

Prepared by: Zarghoon Shah & Shakeel Ahmad
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Multi layer

Used in WAN Side

Just Like Catalyst
Switch

Fast Communication
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What is Switch
=>LAN Device

- Intelligent Device

- Have 8, 16, 32 ports

- Bread casting

- 10,100 Mbps

- Half and Full Duplex

- Low Latency

- Mac Table

- Work on Hardware (Application Specific Integrated Circuit)
- Operating On Data Link Layer

- New Technology

- Bridge / Switch Work Faster Then Router

Types of Switch

'

Normal Catalyst
Used in LAN Side Used in LAN Side
Can’t Block Ports Block Ports
Can’t Control Management Control Management
Can’t Create. Change. Delete IOS Create. Change. Delete 10S Software
Software Take Backup of 10S
Not Take Backup of 10S Create VLAN

Note:—> 10S Internet work Operation System This Software Installed in Switch

Connector
R J
Register Jack
Modem 11 LAN 45
Crimping Tools
Or

Punching Tools

Prepared by: Zarghoon Shah & Shakeel Ahmad
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How Many Cable

=>» Coaxial Cable

-> Fiber Optic Cable
> Twisted pair cable

Fiber Optic Cable

-> Fiber Optic Cable use for High communication Speed
—>Fast Data Transfer

->Mostly use in WAN side

Coaxial Cable
- Coaxial Cable is use in TV cable is called Coaxial cable

->This is used in Bus Topology

Twisted Pair cable

UTP STP
Unshielded Twisted Pair Shield Twisted pair
Use in LAN Used in LAN
Cheaper Then STP Expensive

Not Good Quality Good Quality
Then STP

!

N\

Cable

->Used For Some Device
- Combination Of Cress Cable

- Side (1) W+Orange == Orange == W+Green == Blue==W+Blue==Green == W+Brown==Brown

- Side (2) W+Green===Green===W+Orange===Blue===W+Blue==Orange ==W+Brown==Brown
2>Formula 12 36 send or Receiving
—“>Formula 36 12  Send or Receiving it e A =5

I

[Orsnge-white een-white
Orange e

SEXP:
>HUB = Hub
=>Switch = Switch

2>Pc =2 Pc
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Straight Cable

- When We Face Different Device for this Purpose we have Use Straight Cable
->We covet or Make Straight Cable

- Side (1) W+Orange==0range==W+Green==Blue==W+Blue==Green== W+Brown==Brown

- Side (2) W+Orange==0Orange==W+Green==Blue==W+Blue==Green==W+Brown==Brown

- Formal 1236 Send or Receiving P

- Formal 12 36  Send or Receiving | \ ‘ ﬂﬂ[ll]

12345678 12345678

What is Router
LAN / WAN Device> Router Work in our LAN also Work on
Break up Collision>
Routing Table> All Information of Router save Here
Routed Protocol>  That Means Forward Information from Ope-Router s\
Routing Protocol-> Find Best part for you self which Router i =
Security ‘
Netting-> Convert LAN IP into WAN IP Address
Send / Receive Data According to IP Address
Operator / Network Layer-> Frame become to Packet

What is OSI Model

Meaning of OSI Model Open System Interconnection

Meaning of OSI Model Organization Standardization International

Development in 1984

Development by 150 Organization Standardization International

First Time Two Different Company Computers was not Connecting with One and Another for this
Propose OSI Company is Coming then Start our Project

Exp:-> Dell Company - Intel Company at was not Work With one and another
Compag Company -> Dell Company

When This Company Start Our Project in 1977 Up to 1984 these are Complete Our Project
After That Two Company Work with one and another Connected Start

Dell Company - Intel Company
Compaq Company >  Dell Company

What is Layers

1:-> Application Layer

2:-> Presentation Layer This Four Layers Work on Host or Computer

3:-> Session Layer

4:-> Transport Layer

5:2> Network Layer

6:> Data Link  Layer ] This Tree Layers Work on Network or Cable, Switch, Router, HUB
7:> Physical Layer
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What is Physical Layer Fromdsa biok lager o data link layer
Last Layer of OSI Model chta dota
Work on Bit Transmission
Work on Signal
Work on Repeater, Hub, NIC Card
All Cable Used Here

{Physical

hysical ) 01
l“)f"’“ TR0 T 1O fayier |

Encode. Decode rlrnlrllr\l.llirtivlvl-)('l zn.nlr.muj
Note: When We Press Same Alphabet {A} this A is Converting to Bit vy

Hub is Also Understanding Bit When Some Date is come to Hub this Date Convert to Bit

Cable is Also Understanding Bit When we Sending Some Date this Date is out from Cable in this
Time Date Converting On Bit or going by Bit

What is Data Link Layers
Work on Bridge, Switch, NIC Card
Bit Become Frame
MAC Table
Sending or Receive Farm According to MAC Address

Sub Layer Are DC {Meaning of DC Direct Connect}

LLcs2s TS maAC
Logical Link Control Media Access Control
Used to Establish Maintain Used to Share Same Bandwidth {100 MBPS

Connection B/W Devices

{Protocol}
Note: When the Date Come in Switch in this Time Bit Convert to Frame

Frame Working BIT Working

Types of Connection

/ /

Logical Physical

{Software or Protocol} {Hardware}
LAN Code 802.2
Wife Code 802.11
UFone Code 0333
Jazz Code 0300
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What is Network Layers

Router Used in This Layer

Router Table

Routing Protocol

Routed Protocol

Frame Become to Packet

Sending or Receiving Packet According to IP Address
Netting LAN to WAN converting that is Called Netting
Security Used in Here

Note: When we Sending something that is out of Computer that-is-Called-Bit J
When Date Go to Switch That Time Become to BIT Convert to Frame
When Date Out of Switch Frame Convert to Packet

What is Routing Protocol
The Process of Moving a Packet of Data from Source to Destination that is Called Routing Protocol

Used to Find Best Path between Routers

Used to Learn Route for Routed Protocol

Routing Protocol Are Protocol That Specifics How Router Communication with Each Other
J

- -

g iy

1841 154
Routers 1 do Communication with Router 5 /” \5’\
The Best Part of Router 1 is Router 4 1. 4. "5
l 15‘4'-.__"—‘_.l 1:;41'._‘_:_—.}1;1’
Routek\ CopyRouter? ?(Dvcuwmuteﬁ
N //’
Yy %

1841
1841 CopyCopyCopyCopyRouter? (1)
CopyCopyCopyRouter7(1)

What is Routed Protocol
Routed Protocol is Used to Carry User Data Traffic Such as Email, FTP, that Best Path Defines
Routing Protocol
Transfer Data one Router to Another VIA Using IP Address Scheme

. -
~ Y g

L Ty
Routed Protocol i 1
TCP Rodferd
UDP
m w T— i
Swjtoh WiteRL
/ 7 \<:> / \ server-pT
5 Routed Protocolg e
Types of Routed Protocol
Routable Non Routable
TCP Let Bios
UDP Basic Input and Output System
ETC Share Domain Name Every Side
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What is Routed Protocol Basically

Administrative Distance is a Value that Router Used in Order to Select that Best Path When There
are Two or More Defend Routed to the Same Destination from Two Defend Routing Protocol
Each Routing Protocol Has its Own Port

Note:-> Less Administrator Distance Consider as Best Route Protocol Number Each Routing
Protocol Has Own Port Number Start: 0 End: 255

Rouker 1
—
W
1541
FRouterl

RIF PrEtchI EIGRﬁPrF:rDtDcoI

Rouker 2| Bouterﬁ

’ 1841‘\ 1841 \

Routsrd Routers
RIP2 Port Number EIGRP Port Number
120 Process ID 90 Process ID

What is Routing Table?

Used to Store all Successor or Neighbor Router IP Address and all Information of another Router
save Hare in Routing Table

What is Transport Layers?
Also Called Layers 4
Packet Become to Segment Work on Segment
Communication Start Hare

Protocol N —e.

1841 DEL-Modern-PT
POI’t Rojterd WM Or Internet
Multiplexing / Demultiplexing
Flow Control
Windowing M\Work on Packet

Suttch
/ / \ Work on Frame
ﬂ ; 9\‘ Work on Bit
A

Server-PT A
Serverd Laptop-PT Laptap-PT
Laptopd Laptopl

i
~a

Protocol
Set of Rules That Govern on Data Communication or Language of Network is Protocol
Exp: Sport
Hockey Football Cricket
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Types of Protocol
TCP UDP

Transmission Control Protocol user Data gram protocol
Connection oriented Connection
Reliable Unreliable
Hello. Acknowledgement Hello
Slow Communication Fast Communication

Types of TCP
IP Internet Protocol: > We have Assign IP Address in LAN Card
FTP File Transfer protocol:2> We have Transfer or Upload Data in WAN Said
SMTP Simple Mail Transfer Protocol:> Mail of one Computer go to Another Computer
PoP3 Post Office Protocol:> When we have offline our Mail Save in our Index
Http Hyper Text Transfer Protocol:=  This is Used for Browsing Website any one
Telnet Tele Communication Network:=>  This is Work on CMD or Command Mode
RDP Remote Desktop Protocol:=> This is Used for Remotely giving another Computer
HTTPS Hyper Text Transfer Protocol Service:= This is Used Protect our Index

Types of UDP

DHCP Dynamic Host Configuration Protocol:> Used to Provides Automatic IP Address to Client Pc
TFTP Trivial File Transfer Protocol:> Used to take Backup of Router and Switch 10S and also Provide
Restoration Facilities

What is Port?

Communication Channel

Each Protocol has its own Port Number
Range of Port Number 1 65535

Types of Ports
Physical Logical
Mouse Port FTP 20.21
Keyboard port HTTP 80
Printer Port HTTPS 443

Port and Protocol

Protocol Port
FTP 20.21
HTTP 80
HTTPS 443
SMTP 25
POP3 110
TELNET 23
DHCP 67.68
DNS 53

What is Flow Control?
This is a Technique by which we Know that how Network Traffic Manage Control

»

=g Acknowledgment Message Recelve R —— .

R;T;'Z Hello Message Sending =™

Screor 0T Coptop mT
Cantanz

ricpaicu vy. £atyliivuull agliall o¢ ol iancel Atllniau CCIl NVU. UOOL~TJ1LIVVIV
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What is Windowing?

e =

Pcl
=soysoone o cezme g PCl I Pc2 I Pc3
First IN First OUT

What is Session Layer

Segment Become to Data

Session Layer: This layer is responsible for establishing the process-to-process communication
between the hosts in the network. This layer is responsible for establishing and ending the sessions
across the network. The interactive login is an example of services provided by this layer in which the
connectives are re-connected in care of any interruption.

5

Server-PT
Serverl

Server-PT
Serverd

Laptop-PT O s PT
aptop-
Laptop-PT Laptop-PT Laptepz Laptop3
LaptopO Laptopl

Note: When Data of another Computer Branch receive this is Called Session Layer

What is Presentation Layer

Data

Encryption / De Encryption Sending Data Compression . Receiving Data Decompression
Compression / Decompression S o s~
Code Format n 8 Sending Data Encryption \ " Receiving Data 2
Image / Video / Song / Data De Encryption

m When Data go to on WAN Said Data Changing %5 2 \‘_-

Swifteh To Code Format
Server-PT
Serverdl

Laptop-PT
Laptop-PT Laptopz
Laptopl

Serverd Laptop-PT
Laptopo

Laptop-PT
Laptops
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Compression
A Technique That is used to increase Hard disk Space and Decrees File Size that is Called Compression

Decompression
A Technique that is used to come back data into original Size that is Called Decompression

Encryption

A Technique that is used to Secure files Data from unauthorized user that is called Encryption

De Encryption
A Technique that is used to come back Date Encryption from to Readable that is Called De
Encryption

What is Code Format
When the Data go on the WAN Said Data come into Code Format
Exp: #? #3A@ This is Called Code Format

Note of Presentation Layer:>

The Presentation layer is responsible for protocol conversion, date encryption/decryption, Expanding
graphics command and the date compression. This layer makes the communications between two
hosts possible.

What is Application Layer?
Data
User Working on Computer
FTP. SMTP. HTTP. Chatting. ETC
Application Layer: The application layer provider different services to the application. Example of
services provided by this layer are file transfer, electronic messaging e-mail, virtual terminal access
and network management.

All Layers
Application Layers {Data}
Presentation Layers {Data}
Session Layers {Data}
Transport Layers {Segment}
Network Layers {Packet}
Data Link Layers {Frame}
Physical Layers {Bit}

What is Cisco Hierarchical Model

Also Cisco Internetworking Model
Logical
Cisco has 3 Layer
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Cisco Layers

| \

Access Layers Distribution Layers Core Layers

What is Access Layers
Desktop Layers Access Layers e
Workstation
Switch. Hub. Nice Card. Laptop. Etc
Mac Table
Note: > Access layer this layer includes hubs and
Switches. This layer is also called the desktop
Layer because it focuses on connecting client
Nodes, such as workstations to the network. This ServerpT , :
Layer ensures that packets are delivered to end - U Erthen e
User computers

What is Distribution Layers?
Also Called Workgroup Layers
Router. Pix Firewall. Catalyst Switch

Routing Table Distribution Layers <——— e
Routing Protocol ' e

Routed Protocol
Send or Receive Packet According to IP Address

Security

Netting VLAN

Note:-> Distribution layer: This layer includes LAN-based routers and layer 3 switches. This layer
ensures that packets are properly routed between subnets and Vlan in your enterprise. This layer is
also called the Workgroup layer.

What is Core Layers?

Core Layers

High Speed Communication

Used in WAN Side

Used High Speed Cable Such as Fiber Optic Cable
Used in Backbone of Network

Distribution Layers

Access Layerse

Laptop-PT
top0

Laptop-PT Jll
Laptopd |

Note: > Core layer: This layer is considered the backbone of the network and includes the high-end
switches and high-speed cables such as fiber cables. This layer of the network does not route traffic
at the LAN. In addition, no packet manipulation is done by devices in this layer. Rather, this layer is
concerned with speed and ensures reliable delivery of packets.
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What is IP ADDRESS?

The Meaning of IP is Internet Protocol Address
By which have two or More Device Communication with One and Another
This is Also Types of TCP

Kinds of IP Address

IP Version 4 IP Version 6
N \l -

Octed Format Dotted Format Quartet Format Use son Format

Each Octed has 8BIT Each Quartet Has 16 BIT

Each 8 BIT have 255 IP

Used Network / Host Used Network / Host

Used Classes Concept Not Used Classes Concept

Used Broad Cast Used Multicast

Easily Configure Hard Configure

Short IP Address Long IP Address

IETF :-> Internet Engineer Task Farce
Design IPv4 and IPv6

This is an Organization

IPv4 Start on 1981 Set Come on the World

IANA:> Internet Assign Number Autterity

This is an Organization

Buy IPv4 and IPv6 Frame IETF

Implement 50 me Rules Regulation in IPv4 and IPv6

ISP:> Internet Service Provider
Buy IPv4 and IPv6 Address from IANA
Procedure on Customer

What is IPv4
32BIT
Use Dotted Format
Use Octed Concept
Consist 4 Octets
Each Octet has 8 BIT
Digital Value of Each octet Start From 0 Up to 255
Use Classes Concept
Use Network / Host

Less IP Address Then IPv6
32

Total IP Address {2} 4294967296
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Class
A B

Class Use

Network Host pc
Network IP 10.0.0.0 Host Pc 10.0.0.1
255

Class A

Format of Class A

Network. Host. Host. Host  English

8.0.0.0 Number
[111ll]. 00000000, 00000000 Binary

Rule: First Bit IS Off / Remaining Bit Are On

R A I L R N
1286 64 32 16 8 4 2 1

64+32+16+8+4+2+1=127
0 127
Network Default Router

This Two IP Is Not Using One Is Network ID Another Is Router IP
Start = Run = 127.0.0.1 =ok
Valid Range of Class A network Acted
1==126
Formula to Find Host Class A per Network
8+8+8=24
24

(2) 16777216 - 2 =16777214

Network ID 10.0.0.0
Host IP 10.0.0.1
Last IP 10.254.254.254

Prepared by: Zarghoon Shah & Shakeel Ahmad
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Class B
Format of Class B
Network, Network, Host, Host English
(11111, 111111, 00000000, 00000000 Binary
8 8 0 0 Number

Formal First Bit On / Second Bit is OFF And Reaming Bit Are ON

128 32 16 8 4 2 1
e

128+32+16+8+4+2+1=191

Rang of class B Network Octet
128 191

Find Total Host in Class B
16
(2) 65536 — 2 = 65534
One is Server IP and Second Is Router IP

Start IP  128.16.0.1
End IP  128.31.255.255
Subnet Mask Class B 255.255.0.0

Class C

Format of Class C
Network. Network. Network. Host English
8 8 8 0 Number

(it LI (il 00000000  Binary

Formal of Class ¢
First / Second Bit are ON and Third Bit is OFF / Reaming Bit Are ON
128 64 16 8 4 2 1

| | | | I | I
128+64+16+8+4+2+1=223

Range of Class C Network Octet
192 223

Find Total Host in Class C
8
(2) 256 —2 =254

Start IP 192.168.100.1
End IP 192.168.100.254

Class D and E

Class D Class E

Range of Class D Range of Class E
224 239 240 255

Multi Costing Future Experiment

Prepared by: Zarghoon Shah & Shakeel Ahmad Cell No: 0332-9190596



Corvit Systems Peshawar 19

Range OF All Classes

A: 1 127
B: 128 191
C: 192 223
D: 224 239
E: 240 255
What Is Difference between Private and Public IP
, Address
v v
Private IP Address Public IP Address
- Also Called LAN IP Address - also called WAN IP Address
- Not Routable In WAN - Routable In WAN
-> Free Using - Not Free

2>Purchase from I S P
What Is | S P: Internet Service Provider

What is Subnet Mask?
By which we identify that which Class we are Using

Types of Subnet Mask
By Default we do Manual
Class A:=> 255.0.0.0 System / Network
Class B:=> 255.255.0.0 Administrator M
Class C:=> 255.255.255.0 does Manual Create

In Subnet Mask
What is CIDR?

Meaning of Class less Inter Domain Routing

This is The Company Name

This is Development in 1991

By which we easily identify that how many Host in Network
Before of 1991 all Router Used in Class Less Protocol

’J;.(;\“.%QPC 15 Pc 30.Pc
T T e T

141 1d41 1§41
CopyRouterd CopyCopyRoutern CopyCopyopyRouterd

172.16.0.0 /16 192.168.100.0 /24 20.0.0.0/8

-aptop-PT Laptop-FT Laptop—PTLapt.op-PT Laptop-FT | aptop-PT Laptop-PT | aptop-PT
Pi Laptop0 Laptopl Laptop2 Laptop3 Laptops Laptops Laptopé  Laptop?
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What is Subnetting?
When we divided the Large Network into Small Network for the Purposes to Save IP address from
wasting that is Called Subnetting
OR
In Creasing the Network BIT into Host Portion and Decreasing BIT in Host Portion for Subnetting
that is Called Subnetting

When Subnetting Starting in Class A this two last not using
Network. Hast. Host. Host 4
[II[I]l. ©0000000. 00000000.00000000 II1IIl11. 10000000. 00000000. 00000000
10.0.0.0 /8 Not Started Now Started Subnetting in Class A

8+1=9 up to 30
When Subnetting Starting in Class B
Network. Network. Host. Host
[II111I- 1111111. 00000000.00000000 [II1- T 10000000. 00000000
172.16.0.0 /16 Not Started Now Started Subnetting in Class B
8+8+1=17 Up to 30
When Subnetting Starting in Class C
Network. Network. Network . Host
(- 11- 1101100000000 (- L1 - 10000000
192.168.100.0 /24 Not Started 8+8+8+1=25 Up to 30

Subnetting
Subnetting in Class C
192.168.1.0 /25
Network. Network. Network. Host

128
I NN I [000000 128+64+32+16+8+4+2+1=255
8 8 8 | 24+1=25
255 255 255 128
How to Find Total Network
1
{2} 2 Network
How to Find Total Host
7
{2} 128 — 2 = 126 Host
K
Network ID  Loop Back IP
Network A Network B
192.168.1.0 Network ID 192.168.1.128 Network ID
192.168.1.1 Host IP 192.168.1.129 Host IP
192.168.1.126 Host IP 192.168.1.254 Host IP
192.168.1.127 Loop Back IP 192.168.1.255 Loop Back IP
255.255.255.128 Subnet Mask 255.255.255.128 Subnet Mask
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Subnetting
Subnetting in Class C
192.168.1.0 /26
Network. Network. Network. Host

128+64=192
I I I [|000000 128+64+32+16+8+4+2+1=255
8 8 8 I 24+2=26
255 255 255 192
How to Find Total Network
2
{2} 4 Network
How to Find Total Host
6
{2} 64 — 2 = 62 Host 2X2X2X2X2x2=64
¥ ™
Network ID  Loop Back IP
Network A Network B
192.168.1.0 Network ID 192.168.1.64 Network ID
192.168.1.1 Host IP 192.168.1.65 Host IP
192.168.1.62 Host IP 192.168.1.126 Host IP
192.168.1.63 Loop Back IP 192.168.1.127 Loop Back IP
Network C Network D
192.168.1.128 Network ID 192.168.1.192 Network ID
192.168.1.129 Host IP 192.168.1.193 Host IP
192.168.1.190 Host IP 192.168.1.254 Host IP
192.168.1.191 Loop Back IP 192.168.1.255 Loop Back IP
Subnetting

Subnetting in Class C
192.168.1.0 /27
Network. Network. Network. Host
128+64+32=224
I T I [||00000 128+64+32+16+8+4+2+1=255
8 8 8 Il 24+3=27
255 255 255 224

How to Find Total Network
3
{2} 8 Network
How to Find Total Host
5
{2} 32 -2 =30 Host 2X2x2x2x2=32
¥ ™

Network ID Loop Back IP
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Network A
192.168.1.0 Network 1D
192.168.1.1 Host IP

192.168.1.30 Host IP
192.168.1.31 Loop Back IP

Network C
192.168.1.64 Network 1D
192.168.1.65 Host IP

192.168.1.94 Host IP
192.168.1.95 Loop Back IP

Network E
192.168.1.128 Network ID
192.168.1.129 Host IP

192.168.1.158 Host IP
192.168.1.159 Loop Back IP

Network H
192.168.1.192 Network 1D
192.168.1.193 Host IP

192.168.1.222 Host IP
192.168.1.223 Loop Back IP

Subnetting
Subnetting in Class C
192.168.1.0 /28

Network. Network. Network. Host
128+64+32+16=240
(I (I (1111
8 8 8

255 255 255

M 24+4=28
240

How to Find Total Network
4
{2} 16 Network

How to Find Total Host

4

{2} 16 - 2 = 14 Host 2x2x2x2=16
¥ ™

Network ID Loop Back IP
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Network B
192.168.1.32 Network 1D
192.168.1.33 Host IP

192.168.1.62 Host IP
192.168.1.63 Loop Back IP

Network D
192.168.1.96 Network 1D
192.168.1.97 Host IP

192.168.1.126 Host IP
192.168.1.127 Loop Back IP

Network F
192.168.1.160 Network ID
192.168.1.161 Host IP

192.168.1.190 Host IP
192.168.1.191 Loop Back IP

Network |
192.168.1.224 Network 1D
192.168.1.225 Host IP

192.168.1.254 Host IP
192.168.1.255 Loop Back IP

[Il0000 128+64+32+16+8+4+2+1=255
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Network A
192.168.1.0 Network 1D
192.168.1.1 Host IP

192.168.1.14 Host IP
192.168.1.15 Loop Back IP
Network C

192.168.1.32 Network ID
192.168.1.33 Host IP

192.168.1.46 Host IP
192.168.1.47 Loop Back IP
Network E

192.168.1.64 Network ID
192.168.1.65 Host IP

192.168.1.78 Host IP
192.168.1.79 Loop Back IP
Network G

192.168.1.96 Network ID
192.168.1.97 Host IP

192.168.1.110 Host IP
192.168.1.111 Loop Back IP
Network |

192.168.1.128 Network 1D
192.168.1.129 Host IP

192.168.1.142 Host IP
192.168.1.143 Loop Back IP

Network K
192.168.1.160 Network ID
192.168.1.161 Host IP

192.168.1.174 Host IP
192.168.1.175 Loop Back IP

Network M
192.168.1.192 Network 1D
192.168.1.193 Host IP

192.168.1.206 Host IP
192.168.1.207 Loop Back IP

Network O
192.168.1.224 Network 1D
192.168.1.225 Host IP

192.168.1.238 Host IP
192.168.1.239 Loop Back IP

Prepared by: Zarghoon Shah & Shakeel Ahmad

Network B
192.168.1.16 Network 1D
192.168.1.17 Host IP

192.168.1.30 Host IP
192.168.1.31 Loop Back IP
Network D
192.168.1.48 Network ID
192.168.1.49 Host IP

192.168.1.62 Host IP
192.168.1.63 Loop Back IP
Network F
192.168.1.80 Network ID
192.168.1.81 Host IP

192.168.1.94 Host IP
192.168.1.95 Loop Back IP
Network H
192.168.1.112 Network 1D
192.168.1.113 Host IP

192.168.1.126 Host IP
192.168.1.127 Loop Back IP
Network J
192.168.1.144 Network 1D
192.168.1.145 Host IP

192.168.1.158 Host IP
192.168.1.159 Loop Back IP

Network L
192.168.1.176 Network ID
192.168.1.177 Host IP

192.168.1.190 Host IP
192.168.1.191 Loop Back IP

Network N
192.168.1.208 Network 1D
192.168.1.209 Host IP

192.168.1.222 Host IP
192.168.1.223 Loop Back IP

Network P
192.168.1.240 Network 1D
192.168.1.241 Host IP

192.168.1.254 Host IP
192.168.1.255 Loop Back IP
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What Is VLSM
Visible Length Subnet Mask
Used in Department
Big Block Size Solve First If Some Company has Many Computer Start from That
Must have Idea about Subnetting

80 Pc 40 Pc 20 Pc 10 Pc
l ,:-r "‘-3." — .
ge—_1 T —I "y
1441 1441 141
CopyRouterd CopyCopyRoutern CopyCopyopyRouterd

.aptop-PT Laptop-PT Laptnp—PTLapt.op-PT Laptop-PT  Laptop-PT Laptop-PT  Laptop-PT

Laptopd  Laptopl LaptopZ  Laptop3 Laptopd  |aptops Laptopb  Laptop?

128 64 32 16 8 4 2 1

Start from Big Branch | Means from 80 Pc

192.168.1.0/25
Network. Network. Network. Host

128
W I I 1000000 128+64+32+16+8+4+2+1=255
8 8 8 | 24+1=25
255 255 255 128

How to Find Total Network
1
{2} 2 Network

How to Find Total Host
7
{2} 128 — 2 = 126 Host
¥ ™

Network ID Loop Back IP

Start IP Address
192.168.1.0 Network ID
192.168.1.1 Host IP

192.168.1.126 Host IP
192.168.1.127 Loop Back IP

128
- 80
48 —» Wasted IP Address

24
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128 64 32 16 8 4 2 1

o
Scand Start From 40 | Means this is Also Big Branch

192.168.1.0/26

Network. Network. Network. Host
128+64=192
(I [ Il 11000000 128+64+32+16+8+4+2+1=255
8 8 8 I 24+2=26
255 255 255 192

How to Find Total Network
2
{2} 4 Network

How to Find Total Host
6
{2} 64 — 2 = 62 Host 2X2X2X2x2x2=64
¥ ™

Network ID  Loop Back IP

Start IP Address
192.168.1.128 Network ID
192.168.1.129 Host IP

192.168.1.190 Host IP
192.168.1.191 Loop Back IP

64
- 40
24—» Wasted IP Address
128 64 32 16 8 4 2 1
/

Scand Start From 20 | Means this is Also Big Branch

192.168.1.0 /27
Network. Network. Network. Host
128+64+32=224
I NN I [/|l00000 128+64+32+16+8+4+2+1=255
8 8 8 Il 24+3=27
255 255 255 224

How to Find Total Network
3
{2} 8 Network

How to Find Total Host
5
{2} 32 -2 =30 Host 2X2Xx2x2x2=32
¥ ™

Network ID Loop Back IP
Start IP Address
192.1687.1.192 Network ID

192.168.1.193 Host IP 30
- 20
192.168.1.222 Host IP 12—»Wasted IP Address

192.168.1.223 Loop Back IP

25
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128 64 },16 8 4 2 1
Scand Start from 10 | Means This is the Lost Branch Pc
192.168.1.0 /28
Network. Network. Network. Host
128+64+32+16=240
(I [ I 1110000  128+64+32+16+8+4+2+1=255
8 8 8 I 24+4=28
255 255 255 240

How to Find Total Network
4
{2} 16 Network

How to Find Total Host
4
{2} 16 — 2 = 14 Host 2x2x2x2=16
¥ ™

Network ID  Loop Back IP

Start IP Address
192.168.1.224 Network ID

192.168.1.225 Host IP 16
-10
192.168.1.238 Host IP 6 — Wasted IP Address

192.168.1.239 Loop Back IP Address

What is FLSM?

Fixed Length Subnetting Mask

80 Pc 40 Pc 20 Pc 10 Pc
T
1841 1d41 l ;

Regiter( Copyfoutern

_aptop-PT Laptop-PT Laptop-PTLaptop-PT Laptop-PT  Laptop-PT Laptop-PT Laptap-PT
Laptop0  Laptopl Laptop? Laptop3 Laptopd Laptaps Laptopé Laptap?
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128 64 32 16
Start from Big Branch | Means from 80 Pc
192.168.1.0/25

Network. Network. Network. Host
128

1 I Ml 000000 128+64+32+16+8+4+2+1=255
8 8 8 |

24+1=25
255 255 255 128

How to Find Total Network
1
{2} 2 Network

How to Find Total Host
7
{2} 128 — 2 = 126 Host
"4\

Network ID  Loop Back IP

Start IP Address
192.168.1.0 Network ID
192.168.1.1 Host IP

192.168.1.80 Host IP
192.168.1.81 Loop Back IP

128 64 32 16 8 4
w
Scand Start From 40 | Means this is Also Big Branch
192.168.1.82/26
Network. Network. Network. Host
128+64=192
I NN I [|000000 128+64+32+16+8+4+2+1=255
8 8 8 I 24+2=26

255 255 255 192
How to Find Total Network

2
{2} 4 Network
How to Find Total Host

6
{2} 64 — 2 = 62 Host 2X2X2x2x2x2=64

¥ 4

Network ID  Loop Back IP
Start IP Address
192.168.1.82 Network ID
192.168.1.83 Host IP

192.168.1.122 Host IP
192.168.1.123 Loop Back IP Address
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128 64 32 16 8 4 2 1

s
Scand Start From 20 | Means this is Also Big Branch

192.168.1.0 /27
Network. Network. Network. Host
128+64+32=224
(I [ NI [//00000  128+64+32+16+8+4+2+1=255
8 8 8 Il 24+3=27
255 255 255 224

How to Find Total Network
3
{2} 8 Network

How to Find Total Host
5
{2} 32 -2 =30 Host 2X2x2x2x2=32
¥ a

Network ID  Loop Back IP

Start IP Address
192.1687.1.124 Network ID
192.168.1.125 Host IP

192.168.1.144 Host IP
192.168.1.145 Loop Back IP Address

128 64 },16 8 4 2 1
Scand Start from 10 | Means this is the Lost Branch Pc
192.168.1.0 /28
Network. Network. Network. Host
128+64+32+16=240 [|||lll| (I i ljocoo
128+64+32+16+8+4+2+1=255
8 8 8 M 24+4=28
255 255 255 240

How to Find Total Network
4
{2} 16 Network

How to Find Total Host
4
{2} 16 — 2 = 14 Host 2X2X2x2=16
¥ a

Network ID  Loop Back IP

Start IP Address
192.1687.1.146Network ID
192.168.1.147 Host IP

192.168.1.156 Host IP
192.168.1.157 Loop Back IP Address

28
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Introduction of Cisco Router
Router is Function is Just Like Computer Such as Computer Need to O/S to Run Application
Software But Router is Also Need 10S Software Create Configuration File

What is Configuration File?
When we applied Commands in Router All Commands go to the Ram and Create Configuration File

What is DRAM? ——»

Dynamic Ram
Types of Ram
Configuration files Store Here for Temper Purpose

What is NV RAM?

Non — Volatile Random access Memory Play Role as Hard Disk in Router Configuration file
Permantly Store Hare

What is flash Memory?
Types of Ram =
Used to Store Router 10S Software

What is Boot Strap?

Types of Rom
Used to boot Router

What is Interfaces?
By Which We Communication with Local {Remote Network}

What is Fast Ethernet {LAN with Router}
By Types of Fast Ethernet we have Connected LAN with Router

What is Serial
This Types of Interface Used to Connect Our Network with WAN

What is Console Port?
Also Celled Door of Router
By which we enter all Commands in Router through Computer
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What is Auxiliary Ports?
By which we remotely connect with Router through Modem

What is Ethernet
Such Types of Environment that provides 10 MBPS or less that is Called Ethernet

Device;: ——— NIC Card ——» HUB

Types of Ethernet

—

Fast Ethernet GIGO Ethernet

What is Fast Ethernet?
Such Types of Environment that provides 100 MBPS or less that is Called Fast Ethernet

Device: ——— NIC Card ——» Switch or Router

What is GIGO ETHERNET?
Such Types of Environment that provides 1000 MBPS or less Speed that is Called GIGO Ethernet

Device: ———» NIC Card ———» Switch ——» Multi Layer Switch or Router

LAB 1 Ethernet

Speed 10 MBPS

LAB 2 Fast Ethernet

Speed 100 MBPS

Prepared by: Zarghoon Shah & Shakeel Ahmad Cell No: 0332-9190596
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T DO NOT WAL e e TV LCr
L

Power On or OFF
Batten
Fast Ethernet Port
Connected with LAN | Means with Switch Connected with Modem

Console Cable Connected with Computer
I Means Types Commands by this Ports

N
Connected with WAN Said
| Means Connected with another Branch

How to See Console Cable?

DB9 Connector Connect
With PC on Come 1 or Come 2
RJ 45 Connector Connect with Router Consol Port

How to See Serial Cable

Prepared by: Zarghoon Shah & Shakeel Ahmad Cell No: 0332-9190596
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What is Hyper Terminal?
Hyper Terminal is Software that is used to Provide Interface in which we enter Command of in
Router or Catalyst Switch by the Help of Hyper Terminal

Installation of Hyper Terminal Software

v i v

By default Uninstalled Download
Install in Windows XP Uninstalled in Windows Server Download in Windows
2003 Server 2008 /7

How to Install Hyper Terminal in Windows Server 2003
Start 2 Setting = Control Panel = Double Click on Add/ Remove Program - Click on
Add/Remove Windows Component - Double Click on Accessories = Double Click on
Communication = Check on Hyper Terminal > Ok = Ok = Next = Insert Server CD - Finish

How to Access Hyper Terminal
Start > Programs - Accessories = Click on Communication - Click on Hyper Terminal

ocUmenks 2 ackek IFA Administrative Tools

Settings L Adobe TmageReady 7.0
Adobe Photashop 7.0

Adobe Reader X

Search »

Help and Suppork Internet Explorer

Microsoft Access

» L HwperTermminal
@ avast! Pro Antivirus L4 @ Entertainrment Metwork Connections
ﬁ: IF Cisco Packet Tracer » |[[E System Tools Metwork Setup Wizard
N LY Player » |3 Address Book Mew Connection Wizard
L i e o | F) Games v |15 caleulatar Remote Desktap Connection
Mew Office Document @ GMNSS » Bl Command Prompt wireless Metwork Setup Wizard
@ Macromedia * 3 Mokepad
C@ Open Office Document IF@ Microsoft CFfice Tools v | W Paint
@, Set Program Access and Defaults % Morton Ghoskt 2003 »* 3 Program Compatibilicy wizard
Pz Camer@ 3 Synchronize
A% windows Catalog 79 Project Is1 F &2 Tour Windows =P
7 startup » Lo wWindows Explorer
windews Updste IFh Storm Codec S v | A wordrad
IF@ USE PC Camera-168 >
IFHEEENE ) wideoLan .
Documents > % wWinPoap 4
wfinRLAaR L4
=y
e
=
e

Run... Microsoft Excel

Microsoft FrontPage

Windows XP Professional

Log OFf zarghonshah. .. Microsoft Cutloolk
Turn CFF Computer. . . Microsoft PowerPoink
Microsoft Word
x =
3 =]
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‘% New Connection

Enter a name and choose an icon for the connection:

Name:

Corvit System Peshawar

lcon:

Cancel ]

L CEOSO LD
L IO

;\ Corvit System Peshawar

Enter details for the phone number that you want to dial:

Country/region;  /ri=d =

Phone number: I I

f Connect using: | COM1 v
’gm‘%! TCP/IP [winsock]

| 0K H Cancel I
Disconnected

LICFOSOTE CCOR
el (asls

EE U e, @ 457am
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Select Com 1 or Com 2 in Which Com You Have Connect You DB9 Connector
- Then Click on Ok

2 M=

= COM1 Properties

aPort Settings

Bits per second: ‘ 9600

Data bits: i 8

Parity: [ None

Stop bits: [ 1

Flow control: l None

C S P W 450 aM

Click on Ok

Modes of Router
1:-> User Modes 2:-> Administrator Modes 3:-> Global Configuration Modes
4:=> Line Modes 5:= Interface Modes 6:= Router Modes 7:= DHCP Modes

First User Modes:> When we start Commands Router Already on User Modes
Router> this is User Mode

exportcBoisco. com.

Cisco 1241 (rewizicon 5.0) with 114&5£208H 15284H bybes of memory.
Froces=or board I FTAROI2TZ1SE

MOED processor: part raombear O, maslk 40

£ FascEchernec/TEEE SO0F. 3 inter faceds)

A91K bytes of MHUDLM.

633280 5E byres oI ATA CompactFlash (PBEeadsWritce)d

Ci=esa TO0S Safemare, 1041 Saferrare (C1841-ADUITPSERUICEHSHI-MI, Wers=disn 1=2_4(15)T1,.
I ELEAZSE ZO0FTWARE (£coZ3

Technical Support: htotp: J/uoow_cdsoe. com/staechsupportc

Copyrighc (o) 15&5&6—-2Z007 by Ciscw Syscems, Inc.

Compiled Wed 18-Jul-07 04: 57 by pt_team

——— Cys=tem Conmfiguratsien Dislssg ———

Comtimas wrich comfignarastiorn dislog? [Fr==s/1ao]l = 1

Pr=== ERETIFLN t©o et =carcted!

User Modes
N />

Fowmter=
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2:=> Administrator Modes: >

Router> En —————» Press Enter By This Commands Router Come on

Administrator Modes
Router# this is Called Administrator Modes

Douter cornill ic mow awvrailskblo

DPre=z=z DETUIMN o yo2t =tarecsed.

nouwser-en —— 5 Administrator Modes

Pout e ¥

3:=> Global Configuration Modes:=»

Router# configure terminal Or Conf T ————— Press Enter Router go to Global
Modes

Router (Config) # this is Called Global Modes

Pre==s EETUEN +o = )= started.

Dok 2p=EN

Bouterfoon

Bouterfcont

BEouterfconficure ter

Dovkzprfoomfigure teprmanal

Enter configuration commands, orne per line. Ernd with CNTLSZ.

Boucer lcontig) | —» Global Configuration Modes

Prepared by: Zarghoon Shah & Shakeel Ahmad
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4:-> Line Consol Modes: >
Router (Config) # Line CONSOL 0 ———» Press Enter go to Consol Modes
Router (Config-line) # this is Called Line Modes

Precs PETURN to get started.

Bouter =EN

Router foon

Pouterfoont

Bouterfconfigqure ter

Bonterfoconfigure terminal

Enter sopfiguration commawvds, sne per lime.  End wieh CNIL/Z.
RBonuter {configh#line consoele 0

Router (onfig-line) ff —————— | ine Consol Modes

5:=> Interface FastEternet Modes:=>
Router (Config) #interfaces FastEternet 0/0 —— Press Enter go to Interface Modes
Router (Config-if) # this is Called Interface FastEternet Modes

£ FastEThernetyLlHKE SUc.3 1lntertace (s,

121 bytes of WWRAM.

E3d228F bhytes of ATA CompactFlash (Read/rite)

Cisco I08 Boftware, 154l Software (ClE41-ADWIPEERVICESKS-M), Version 12.4(1E)T1,
BEELEALSE ZOFTWARE i foX)

Technical Suppors: hewp: Swemr cisco. con/eechsuppors

Copyright (o) 1386-Z007 by Cisco Systens, Inc.

Compiled WMed 18-Jul-07 04:5% by pt_team

=== Eyctew Configquraticon Dialog ---

Contimae with configuration dialog? [yes/nol: n

Press RETUEH to get started!

HRouters

FoutersHEN

FouterfCONME T

Enter configuration commands, ohe per line. End with CHTL/Z.
Router{coniig) #lnterface Fas

RFouter {config) #Interface FascEichernet 040

Router (config-ifh ﬁ| ——» |nterface Fast Ethernet Maodes
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6:-> Interface Serial Modes:=>
Router (Config) #interfaces Serial /0 —— Press Enter go to Interface Modes
Router (Config-if) # this is Called Interface Serial Modes

Z Low-speed seriaslfsyncsasync) network interiacei(=)

191K bytas of NURLM.

£32488K byres af ATA CompaseFlask (Read/Write)

Cisco IOS Socftware, 1841 Sofvware (C1E841-ADUVIPSERVICESES-M), Wersion 1Z2.4(1E)T1,
RELELZE SOFTWARE (fcZ)

Technical Swpport: httpl//www, clsco.com techowpport

Copyright {c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed L8-Jul-07 04:52 by pt_tean

=== Bysten Configuration Dialog --—-

Contimus with confiquration dialog? [yes/no]l: n

Press RETURN tTo get starced!

Rouser=EN

LoucergCONF T

Enter confimiration commands, one per lime. ZTEnd wicth CNTL/E.
Router{config) #INTERFACE SERIAL 0/0/0

Routsricentig-ififl — o Interface Serial Modes

7:2 Router Modes:=>
Router (Config) # Router RIP, EIGRP, OSPF — Press Enter goes to Router Modes
Router (Config-Router) # this is Called Router Modes

L FAn DIWEES UL 5 .

23482K bytes of ATA CowpactFlash (Pead/Write)

Cisco INS Software, 1841 Software (C184l-ADVIFSIERVICESEI-M), Version 12.4(153)TL,
BELEASE SOFTIIARE (fzin

Technical Support: hetp:!/ /wmr.oisco. con/wachaupport

Copyright (o) 1388-2007 by Cisco Systems, Tno.

Compiled Wed 18-Jul-07 04:52 by pt_team

=== Bysten Conticuration Dialog ---

Continwe with configquration dialog? [vesgnol: n

Frezs RETURM to Jet started!

Bouter>IN
BouterfCONF T

Enter comficmration commands, ore par line. End with CHMTL/Z.
Router {wonfig) #R0TTER BIP
Douter (copfig-rouser)f—— 5 Router Modes
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How to Change Router Name

Router > EN Press Enter
Router # Conf t Press Enter
Router (Config) # Hostname Corvit Press Enter

Corvit (Config) #

Boucer conl is nmow available

Drecc RETUDNN to get ctarted.

Bouter=EN

Beavmspr$CONE T

Entey configuration comwmands, one per line. End with CHTL/Z.

Douter {configr FHOSTHAME CODUTIT

FURVIT {eontighf ———> Changed Router Name
How to Restart Router

Corvit (Config) # Exit Press Enter

Corvit # Reload Press Enter

Proceed with reload? [Confirm] press Y

Technical Support: hbhbp:- f foww. cisco.comstech=upport
Copyright f{c) 1886-2Z007 by Cisco Systems, Inc.
Compiled Wed 1lE=Jul-07 04752 by pt teoom

——— Hystem Conmfiguaraticon Dialog ———

Contimase with conficparation dialog? [wes ra]l: n

Precs DRETUDN to get ctartoed!

ot e
out er>EN
Pouter#Cont T

Enter configuration commands, one per line. End with CHNTL/E.

Pouter {config) fHostnan Corwit

Corviticonfig)#Exitc

CorvicH

FSYE-E-CONFIG T: Configured from comscle by console

Corvicghelosd / Reload Option Just Press Y
Procesd with reload? [coniirm]

Prepared by: Zarghoon Shah & Shakeel Ahmad
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How to Set Plan Password on Administrator Modes
Corvit (Config) # Enable Password khan Press Enter

How to See Plan Password
Corvit (Config) # Do Sh Run Press Enter

Lorvwit=KEn

CorwitfCont t

Enter configuration commands, one per line. End with CHTL/SZ.

Corvit {config) #Enable Fassword Fhan — » Password Set on Administrator
Copwit(config)#bo Sh Bun

Building configuratici...

Current configquration : 571 byres

!

version 17_4

no service timestamps log datetime msec
no service timestamps debug datebime msec
no service password-encryphbion

1

hostname Corwit

--Mare—-

How to Set Encryption Password on Administrator
Corvit (Config) # Service Password-Encryption Press Enter

How to See Encryption Password
Corvit (Config) # Do Sh Run Press Enter

LoXTvlit iConiiogl i

Corvic (canfigr §
Corvit (confighf
Corvit (canfiah§
Corvit jconfigq) §
Corviciconfighf

Corvie (canfig) fService Password-Encryprion —>PaSSWO|’d Set on Administrator

Coxvitciconfigl -
Corvit (configh$De Sh Fan Encryption

Evdlding configuration. .

Current comfiguration @ 57& bytes

!

wrersion 12._4

o service timestamps log datetime msec
o Sservice timestamps debug datetime msSeo

Fervice password-snoryption
|

hostname Corwvit

— See Encryption Password
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How to Set Strong Password on Administrator Modes
Corvit (Config) # Enable Secret Khan Press Enter

How to See Strong Password
Corvit (Config) # Do Sh Run Press Enter

e m e

Corwit (config) #

Corwit (config) #

Corwic (config) #

Corvit {confiy) finable Secret Hhan — Strong Password Set on Administrator Modes
Corwit {config)ff

Corvat {confaig) #flc 2h Fun

Building conficuration. .

Current configuaration : &6Z3 bytes

!

wersion lZ.4

no cervice LimectConps log datetCime mooo
no service timestewps debuy davecdime mwsec
service passward-encryption

1

hostneme Corwit

enable secret 5 $15mERr i GRUDEgl4NFollwl=x0laB A sy g See E nc I’yptl on PaSSWO I’d

enahle password 7 020A444F07
!

How to See Password

When We Start on Router Commands Come into Administrator Modes This Time Giving
Password

Corvit>EN Press Enter
Password:

Press BETUERN to geb started.

Fouter=
Pouters
Iouter=an
Password:

il > Giving Password Give in Go to Start Commands

Fas=vord:
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How to Remove Administrator Modes One By One Password
Corvit (Config) # No Enable Password Press Enter
Corvit (Config) # No Service Password-Encryption Press Enter

Corvit (Config) # No Enable Secret Press Enter

Router (config)f
RPouter {config)#
Router iaonidy) §
Router (config)f
Routericontig)#
Router (config)#
Router {confiq)f
Moutericonfig)#
Pouter {config)f
Router (contig)F
Router (config)#
Router {config)f
Routeriadniiy f
Pouter {config)f
Router (config)$
Router (config)#
Router {config)f
Router (comfig)#

Pouter {config)f / Flan Password

Iouter (config) o Enable Password
——Encryption Password

Router (config)$lo Service Passwoard-Encryption
RPouter {config)£H

ioAnbimatus Sonmand: "HY

Routar {config)f

Router {config)$lio Enable Zecret —»  Remove Secret Password
Router (config) ¥

How to See All Commands History
Corvit (Config) # Do Sh History Press Enter

Houtar(contig it
Poutarfcontio #
Bouter{configh #
Doutasricontiyg) §#
Pouter{config)#
Routericonfigql &
Dourcer {confio) i
Raurer=anfiy) #
Douterdiconfig) #
Pouter {config) #
Pouter{coniig! ¥
RPouter {config) #
outer(confiygl ¥
Poutariconficg)#
Bouteri{confiog) #
FPouterfconfig)#
Router(config) &
Doutor fconfig) fho Eh Hictory
Enahle Pa d kha
b= =

_» History Commands

rd-enceyption

» Apply Histories

» 2h Hictor

o 7
Router (config) #

41
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How to See History Size
Corvit (Config) # Do Sh Terminal Press Enter

HOUWGET L Conrcig) &
Doutericonfig) §

Fouber (config) §

Router (monfig)

Douter{iconfig! o fh Termingl — 48 ————p Hlstory Slze Commands
Line 0, Location: , Type:

Length: 24 lines, Widch: 80 columns

EBaud rate (TH/IX) iz 2007200, pno parity, 1 stopbits, 2 datobits

Statnia=s: PELI Enabled, Ready, Lcotiwe, Automore On

Capahilitizs=s: none

Modem state: Ready

Modem hardware state: CTS* noDER DTE RTS

tpecial Chars: Escape Hold Stop Scart Discommect Activation

P

x nomne - - none
Timeours: Idle EXEC ITdle S5ession Moden Answrar Session Dispatch
0o: 10: 00 newer Tone not set

Idle f%ession Disconmect Warning
nmETe Y
Login-sequence User Pesponse
0o:00:30
buroselecs Inirial Taire
not sat
Modem type 15 unknowm.
fession limit is nom sern.
Taime samce actavation: 00:02:04
Editing i=s enablad.

enabled, hi i - . —> HiStOI’y Size Only 10

How to Change History Size
Corvit (Config) # Do Terminal History Size 100 Press Enter

How to See History Size
Corvit (Config) # Do Sh Terminal Press Enter

HOUTEY |CONI1g) §

Douter (config) f0o Terminal History Size 100 EE—— By thls Commands Changlng
Poutericonfig) f HIStOI’y Slze

Router (config) #Lo Sh Terminal

Lina O, Locatiom: , Type:

Lengeh: 24 lines, Widech: 20 columwms

Baud rate (TH/BH) is 960079500, no parity, 1 stopbits, 8 daktabits
Ergtus: PEI Enasbled, DReady, Active, Lutomore Omn

Capabilities: none

HNodew state: EReady

HNodem hardware state. CI3* noDSE DTE RIS

Special Char=: Escape Hold BStop Start Discomnect  Actiwation

B4 nons - - b el 1=
Timeoucs: Idle EXEC Idle Session Hoden Answer Se=ssion Dizpatch
oo:-10:-00 haT= 0k o ot e not. set

Tdle Sessionm Dizcoromect WMarmdmng
newrer
Login-=equence Usar Hesponse
oo-00C30
Auroseleaect Initial Wairt
noT et
Hodsiw YRS & ks Wis.
Session limib is nob seb.
Time since activation: 00:03:04
Editing i=s enahled.

History i= enahbled, history =izs = 1i0p. ——————> Changed HIStory Slze
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How to Set Password on Console Ports

Corvit (Config) # Line Console 0 Press Enter
Corvit (Config-line) # Password Khan Press Enter
Corvit (Config-line) # Login Press Enter
Corvit (Config-line) # Exit Press Enter
Corvit (Config) # Exit Press Enter
Corvit # Exit Press Enter
Routers

Router=En

DouterffCont T

Erter confiquration commands, one per line. End with CHTL/Z.

Router (config) #line Consol 0O

_—

Router (config-line) fPassword Fhan Set Password for ConSOI Ports
RBouter (config-line) #login

Pouter{config-line) #Exit

Bouter (config) #Exit

Router#

(ET5-5-CONFIG_I: Configured from console by console

RPouterfExitc

JPuay RETJMN Co get startqd|

Tigr ocass Versfication

Jaszword; 5 Assign Password then go to For Commands Start
How to See Interfaces

Corvit (Config) # Do Sh IP Interface Brief Press Enter

Comtcinue witkh oonfiguraotion dialog? [veco,/mol: n

Pra== EETUFM =& ger =smareesd!

Bouter=
Bautayr=san
Eouterfconft t

Enter comnfiguration command=s, one per lins. Hnd with CHTLSZ_

Douberdoonfigt#do sh ip dnteriace brick > See |nterfaCES
Intecrfacs IP-iddress OK? Method Status IProtoocol
FastEthernet0/0 Tmas=igoned TES wun=set adwinistratively down down
FactEtherrnetdsL Tnracssigned TEE wuncet adpminiccracively dowrn dowm
Serialoysayo Tanassighned TES unsets adminiscracively down dowmn
Serizal0 O/ 1 Tmassigned FTES wunset adwministratiwvely downm dowvmn
Tlanl Tmassigned TEZ wunset admninistractively down down

Doucerfoconfighf
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How to Set Time and Data on Router
Corvit # Clock Set 12:00:2 15 May 2011 Press Enter

How to See Time and Data
Corvit # Show Clock Press Enter

Routarf
Touterf

Loutarf

Douterf

Eouterf

Rovt=ri

Rout=xrif

Eouterf

Rout.erf

Routerf

Routarff

Fouterf

REoucerf

Ioucersf

Ioucorf

Loucary

outerif

Doucerfflock Set Z:1€:Z LI May Z0Lll \»CIOCk SEt
Loucer#

LoucerfFihow Clock .
+z2:l16:lz.408 UTC Thw HMay Lz 2011 ————p  S€€ TimMe and Date
REouterif

Loucer#

Louter#

Rouceri

How to See Information about Flash of Router
Corvit # Show Flash Press Enter

Routerf

RoucergShow Flash Information about Flash of Router

e flash dires

How to See Information about Version or Router
Corvit # Show Version Press Enter

Router#
Eouterd

» Information about Version or Router

Version 1Z.40(1E1T1,

[

g 07 b
-Jul-07 04: 52
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What is Telnet?
Telecommunication Network
Developed in 1991
Basically Telnet is Protocol
Types of TCP
Used to Control Server or Router by Command Prompt
Port Number 23
Plan Text Password
No Encrypt Password

How to Enable Telnet in Router

Router (Config) # line VTY 0 4 Press Enter {by one Time from 0 up to 4 pc Control our Router}
Router (Config-line) # Password Corvit Press Enter
Router (Config-line) # Login Press Enter
Router (Config-line) # Exit Press Enter

How to Set Password on Administrator Modes
Router (Config) # Enable Secret Jan Press Enter

Bouter=in

Routerfoont ©

Enter configuration compands, one per line. End with CNTL/Z.

Bouver{config) __—» TelnetEnableand Set Password
Eouter (config) §line VIT 0 4

Bouterconfiy-line) fFassword Corwvie

Bouter (config-line) §login
Eoutericonfig-line) §Exit
Bouter (config) § ..
Eouter(confiygl fEnahle Secret Jan / Administrator Mode Password
Bouter (config) §

Router (config) fExit

Eouterg

$375-5-CONFIL L[ Confiqured from console by console

Eouterf
Eouterf
Bouterf
Eouterf

How to Access Router in From Client Pc by Telnet
Start 2 Run 2> CMD > Ok
Administrator> Telnet 10.0.0.1 this is Router IP Address Press Enter
(User Access Verification)

Password: Corvit Telnet Password Press Enter
Router> EN Press Enter
Password: Jan Administrator Mode Password Press Enter

elnet 10.0.0.1

nog 10.0.0.1 .. _Open

s Werification
Telnet Password: Corvit

Administrator Password: Jan

0332-9190596
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What Is DHCP
Dynamic Host Configuration Protocol
Used To Provides Dynamic IP Address to Client PC
Also called Dora
Used To Solve IP Conflict Problem
Reduce Network / System Administrator Work Automatic Provide IP Address, Subnet Mask,
Default Gateway, DNS, Wins IP Address
Types of UDP Protocol
67 = Client to Server Communication by this Ports
68= Server to Client Communication by this ports

DHCP Messages B/W Server and Client

sL-Modem-PT

DHCP Discover (Client to Server 67 Port) g Bt Hodemod
DHCP Offers (Server to Client 68 Port) 11

DHCP Request (Client to Server 67 Port) R°r”°

DHCP Acknowledgement (Server to Client 68 Port)

DHCP Terminology p— \
et opp T oy
Scope Name: Set DHCP Scope Name T eppz SRR
Range: Define Range

Exclude IP Address:
Lease Duration:
Reservation:

Set Domain Name:

Define Not Distribute IP Address

Start DHCP Server in Router
Router> EN
Router # Conf T
Router (Config) # Int Fa0/0
Router (Config-If) # IP Address 10.0.0.1 255.0.0.0
Router (Config-If) # No Shut
Router (Config-If) # Exit
Router (Config) #1P DHCP Pool Corvit
Router (Dhcp-Config) #Network 10.0.0.0 255.0.0.0
Router (Dhcp-Config) #Default-Router 10.0.0.1
Router (Dhcp-Config) # Dns-Server 10.0.0.2
Router (Dhcp-Config) # Domain-Name Corvit.Com
Router (Dhcp-Config) # Lease 12 3
Router (Dhcp-Config) # Exit
Router (Config) #1P Dhcp Excluded-address 10.0.0.1 10.0.0.1
Router (Config) #1P Dhcp Excluded-address 10.0.0.2 10.0.0.2
Router (Config) # IP Dhcp Excluded-address 10.0.0.3 10.0.0.100

Note:=> Now Obtain All Client Pc IP address
Router Show Ip Dhcp Binding
Router # Show Arp

Router (Config) # Do Sh Ip Dhcp Pool
Router (Config) # Do Sh Ip Dhcp Database

Prepared by: Zarghoon Shah & Shakeel Ahmad

Define How Lang Time DHCP Will Give IP to Client PC
Set Specialty IP Address for Specific PC by MAC Address
When the Client gives IP address also giving Domain Name

Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter
Press Enter

Press Enter
Press Enter
Press Enter
Press Enter

Cell No: 0332-9190596



Corvit Systems Peshawar

What is Serial Interface?

/ /

DCE DTE
Data Communication Equipment Data Terminal Equipment

This connected with

CSU / DSU Device
DSL Mode

This Side Connected With
Router

Another Picture

IRY=A'55t 0]
ielco

S CSU/DSU
DSL Modem

This is completely Setup of Branch or One Office

How to Check DCE and DTE

Router # Sh Controllers S0/0 Press Enter DCE
Router # Sh Controllers S0/1 Press Enter DTE

47

Loucer=EN

EoutnsyrgCONF T

Enter configuration commands, one per line. End with CMTL/EZ.
Foutericonfic) o Sh Controllers s00,0

Interface Seriall /00

, DCE

idby &t 0xS10381ACdE, driwer data structurse at OxS1052AC0
800 Pegisters:
General [GEME]=0xZ:-0x00000000, Protocol—-specific [PEME]=0x2
Ewents [ECCE]=0x0000, Mask [ECCH]=0x0000, Status [ECCE]=0x00
Tranmsmit o Demand [TODE]=0x0, Data Sytnc [DSRI=0xVEVE
Interrupt BRegistersc
Copmfig [CICER]=0x002&7YF20, Pending [CIPR]=0x0000C0OO00
Hask [CIMLI=0x00Z00000, In—sSrwv [CISR]=0x00000000
Commatyd register [CRI=0x520
Port A [PADIEB]=0x103Z0, [PAPAR]=0xFFFF
[PAODR] =0x0010, [PATAT]=0xCEFF
Poxt B [PEDIR]=0x03C0F, [PEPAR]=0x0200E
[PEODER] =0x00000, [PEDAT)=0XxX2FFFD
Port O [PCDIBR]=0x00C, [PCPAR]I=0DxZ0O0
[PCSOl=0xCZ0, [PCRAT]=0xDF2, [PGINT]=0x00F
Becediwve Rinog
YROALEE01Z220)1: statu=s 2000 1lawmyrl 600 address ZEEDACY
rondiEE012228r: status EOO0D length €00 gddress ZEEDd4d
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How to Assign IP Address in DCE in Router

Router > EN Press Enter
Router # Conf T Press Enter
Router (Config) # Int SO/0 Press Enter
Router (Config-If) # IP Address 1.1.1.1 255.0.0.0  this is Public IP Address Press Enter
Router (Config-If) # Clock Rate 64000 Press Enter
Router (Config-If) # No Shut Press Enter
Router (Config-If) # Do Sh Interface S0/0 Press Enter

Roucer (config) §

Boutericonfig) fInt 307070

Roucericonfig-if) $IF address 1.1.1.1 £55.0.0.0
Roucer (config=1if) fClock Rate &4000
Doucericontfig-Li£) fllc Zhut

tLINE-E-CHANCED: Imearfase Serizal(/0 /0, changsd state =2 dovm

Boucertconfig-1if) fho 2h Interface 30,/070

Se¥ially 00 is dovm, line protocol is dowm (disghled)
Harduware 1= HDE4570

Internet addr .1.1.178 » |P Address in DCE
MTIT 1500 bytes, BW 184d ¥hic, DLY 20000 usec,

religkilivy ZEEFZEE, txload 1/2EE, ruload LFZEE

Encapsulacion HDLE, loopback not set, keepaliws ssr (10 sec)

Last input newsr, output never, sutput hang naver

Last clearing of "shew inrerface" counters never

Input oqueous: 07780 (size /maw/dropsi; Total ocucput drops: 0O

Queusing strategy: weighted fair

Queput queds: 0710006470 (size/max total/thresholdsdrops)
Conversations O/0/2ZE8é (active/max activesmax totcal)
Deserved Conversations 070 fallocated/max zllocated)
Availshle Bandwidrh 1155 kilobicsrsac

L ominuges impur raes O piesS=za, O pazjpees oz

E minute cutput race O birsssec, O packetsssec

How to Assign IP Address in DTE in Router

Router > EN Press Enter
Router # Conf T Press Enter
Router (Config) # Int S0/1 Press Enter
Router (Config-If) # IP Address 1.1.1.2 255.0.0.0 this is Privet Address Press Enter
Router (Config-If) # No Shut Press Enter
Router (Config-If) # Do Sh Interface S0/0 Press Enter
Bouterr

RoucerrEn

PouterfCont T

Enter configuration commands, one per line. End with CHNTL/Z2.
Rouwter (config)#Int 3071

Routericonfig-ifi1gTP Aaaress 1.1 1.2 255.0.0.0
Romter{config-diiy#Ne Shut

$ LINE-5-CHANGED: Interface Serialls0,/0, changed state Lo up
Router{config-1{i#lo 3h In

$LINEPROTO-5-TPDONM: Line protocol on Interface Seriallf0/0, changed stat
Bowter (config-ii)#

Routericonfig-iii#loe Ch Inkberface s01
3eriallS 070 iz up, line protocol iz e .connectedd
Hardrare is HDe4&570

lnternet addr g L. o » |P Addressin DTE
MTU 1500 hytes_ BW 1544 Ehit, DLY 20000 usec,

reliability Z55/255, txload 1/255, rxload 175255
Enoapsulation HRLE, loopback net sa2t, keepaliwe =2t (10 =sa0)
Llast inmput never, outpub newer, oubput hang newver
Lasrt clearing of "show incerface" counters hewver
Input gqueue: 07570 (sizefmax/drops)-: Total cutput drops: 0
Dueueing strategy: weighted fair
Output gquews: 0100076470 {size/max total/threshold/drops=)
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What is Routing Protocol
Process that is used to transfer packet from one router to another that is called Routing Protocol

What is Routing Protocol?

Routing Protocol is used to find Best Path between Routers

Routing Protocol List
RIP Version 1
Rip Version 2

Eigrp
OSPF

What is Routed Protocol?

Routed Protocol is used to bring data from one router to another router by using routing protocol

What is Administrative Distance?
Administrative Distance is used to define the range of each routing protocol

Administrative Distance range Starts From 0 255

Administrative Distance List

Default Route 0

Static Route 1

RIP12 120
IGRP 100
EIGRP 90
OSPF 110

What is Metric?

Calculation of Best Path is called metric

What is Load Balancing?
50/50 From Both Side of Router s
Both Side Two Router 50/50 Loading

What is Class Full Routing Protocol
RIP Version 1 and IGRP EIGRP is Class full Routing Protocol
Not Support VLSM and Route Summarization
Not Share Subnet Mask
Used in Small Networks
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What is Class less Routing Protocol?

RIP Version 2 Eigrp OSPF

Support VIsm and Route Summarization

Used for Small / Large Network

EIGRP is a Class Full Routing Protocol and we set it as Class Less Routing Protocol for This
Purpose We Apply No_ auto _Summarization Command

Types of Routing Protocol

/ /

Static Dynamic

Static Default Route Floating RIPS 1.2 EIGRP OSPF IGRP

What is Static Routing Protocol?

Types of Manual Routing Protocol

Manually Add / Change / Delete / Record in Router
Administrator must have idea about Static Routing Protocol
Static Routing Administrative Distance 1

Full Time Job for Network Administrator

Syntax of Static Routing Protocol
Routing (Config) #IP Route “Destination Network ““Subnet Mask “next hop”

Route - is used Command that is used to Create Routing Table in Router
Destination Network - another Router

Next hop = which interface is used to send Receive Data to another router

Router 1

Public IP DCE 1.0.0.1

P

Router 2

Public IP DTE 1.0.0.2

e

Xt b o
15h1
Rod erD\ Copidijl__lterﬂ
Router IP Router IP T
| 10.0.0.1 192.168.1.1 1
SN =,
7V \ /witch\
PC-PT -
=4 omeea ommemeT
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Configuration of Routers

Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) # int fa0/0

Router (config-if) # Ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2
Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0

Router (config-if) #no shut

Router (config-if) #exit

Router 1 Static Route

Router (config) #1p route 192.168.1.1 255.255.255.0 1.0.0.2
Router (config) #do ping 192.168.1.1

Type escapes sequence to abort.
Sending 5, 100-byte ICMP Echoes to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 31/31/32 ms

Router 2 Static Route
Router (config) #1p route 10.0.0.0 255.0.0.0 1.0.0.1

Router (config) #do Sh Ip route

C 1.0.0.0/8 is directly connected, Serial0/0/0

S 10.0.0.0/8 [1/0] via 1.0.0.1
C 192.168.1.0/24 is directly connected, FastEthernet0/0

o1
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Static Router 3 Routers Configuration

DTE

2002 .

Fanpn L

192.158.1.1Tr2

295! -2

Swilth
1

-

-—.’f‘
FC-FT
PC1

FastEternet 10.0.0.1

DCE DTE DCE
e 10001 1.00.2 . 2.0.0.1 =prom,
Fa s B _—I—_- {
i a g = "y
1d41 1du1
Rogte Falfl Fad/0 o Bert
’ 10.0.0.1 172.16.0.1 T
{ |
2990-24 295!-24
SWrChU 5wiich1
L
‘ -
gf. PC-PT
PC-PT .
PCO
Router 1
Router>en

Router#conf t

Router (config) # int fa0/0

Router (config-if) # Ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Serial DCE 1.0.0.1

FastEternet 172.16.0.1

Serial DTE 1.0.0.2
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Router 2 Serial DCE 2.0.0.1
Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0

Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) # exit

Router 3 FastEternet 192.168.1.1
Router>

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut

Router (config-if) #exit

Router 3 Serial DTE 2.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Static Route

Router (config) #1p route 172.16.0.0 255.255.0.0 1.0.0.2
Router (config) #1p route 192.168.1.0 255.255.255.0 1.0.0.2
Router (config) #1p route 2.0.0.0 255.0.0.0 1.0.0.2

Router 2 Static Route

Router (config) #1p route 10.0.0.0 255.0.0.0 1.0.0.1
Router (config) #1p route 192.168.1.0 255.255.255.0 2.0.0.2

Router 3 Static Route

Router (config) #1p route 172.16.0.0 255.255.0.0 2.0.0.1
Router (config) #1p route 10.0.0.0 255.0.0.0 2.0.0.1
Router (config) #1p route 1.0.0.0 255.0.0.0 2.0.0.1

Router (config) #do Sh Ip route

1.0.0.0/8 [1/0] via 2.0.0.1

2.0.0.0/8 is directly connected, Serial0/0/0

10.0.0.0/8 [1/0] via 2.0.0.1

172.16.0.0/16 [1/0] via 2.0.0.1

192.168.1.0/24 is directly connected, FastEthernet0/0

OnwwmOwvm
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Floating in Static Route

Public IP DCE 1.0.0.1

Public IP DTE 1.0.0.2

P =
-

+

gi—

1d41

RDLrErl

| Router IP 10.0.0.1

Public IP DCE 2.0.0.1

e s}it”ch?‘\
|

Zerver-PT

Serverl | ontop-PT Laptop-PT

Laptopi Laptopl
Configuration in Static Route Floating

Router 1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2
Router>en

Router#conf t
Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit
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FastEternet 10.0.0.1
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Serial DCE 2.0.0.1
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Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 2.0.0.2

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Static Route Floating

Router (config) #1p route 192.168.1.0 255.255.255.0 1.0.0.2
Router (config) #1p route 192.168.1.0 255.255.255.0 2.0.0.2

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0
2.0.0.0/8 is directly connected, Serial0/0/1
10.0.0.0/8 is directly connected, FastEthernet0/0
192.168.1.0/24 [1/0] via 1.0.0.2

[1/0] via 2.0.0.2

ZNONONQ)

Router 2 Static Route Floating

Router (config) #1p route 10.0.0.0 255.0.0.0 1.0.0.1
Router (config) #1p route 10.0.0.0 255.0.0.0 2.0.0.1

Router (config) #do Sh Ip route

C 1.0.0.0/8 is directly connected, Serial0/0/0
C 2.0.0.0/8 is directly connected, Serial0/0/1
S 10.0.0.0/8 [1/0] via 1.0.0.1
[1/0] via 2.0.0.1
C 192.168.1.0/24 is directly connected, FastEthernet0/0

What is Default Route
Also Called Gateway of Last Resort
Types of Static Routing Protocol
Administrative Distance 1
Representation in Routing Table S
Use in Stub Network
Y

Such Types of Network that has only one Entry / Exit Way for Remote Network
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What is Route Summarization?
A Process that is used to summarize Multiple Routing Table Entries into Single Entry that is
Called Route Summarization

Just only Use in Building

D=L ModeMgD

O T TR e SR TR
1841 1841 1841 1841 1841
CopyRouterd(1) RouterD CopyRouterl  CopyCopyRouterd CopyCopyCopyRouterD

- Wild Card Mask Inverse of Subnet Mask

Wild Card Mask Inverse of Subnet Mask

/

Subnet Mask Wild Card Mask

Class A: 255.0.0.0 0.255.255.255

Class B: 255.255.0.0 0.0.255.255

Class C: 255.255.255.0 0.0.0.255
Network ID

Class A: 10.0.0.0 0.255.255.255

Class B: 172.16.0.0 0.0.255.255

Class C: 192.168.1.0 0.0.0.255

Network IP

Class A: 10.0.0.1 0.0.0.0

Class B: 172.16.0.1 0.0.0.0

Class C: 192.168.1.1 0.0.0.0

What is the Different between Static and Default Rout

Default Route:> We have No Idea about Destination about Net loop we have Net loop Address in

Default Route These are No Entry of Destination Network in Routing Table

Rauker 1 Router 1
,.___;_,.:___‘ CCE 1.0.0.1 CCE 1.0.0.2 —=Pm
O 3 L
1d41 11
RD'-FE"D CopyHouterd
J Router IP 10.0.0.1 Router IP 192.168.1.1

o ot
7 \

¥’ L] F )

_':a -—u:l ; '_';.- _':a
PC-FT PC-PT PC-PT PC-FT
PO PCl PC2 PC3
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Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) # int fa0/0

Router (config-if) # Ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2
Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0

Router (config-if) #no shut

Router (config-if) #exit

Router 1 Default Route

Router (config) #1p route 0.0.0.0 0.0.0.0 1.0.0.2
Router (config) #do Sh Ip route

C 1.0.0.0/8 is directly connected, Serial0/0/0
C 10.0.0.0/8 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 1.0.0.2

Router 2 Default Route

Router (config) #1p route 0.0.0.0 0.0.0.0 1.0.0.1
Router (config) #do Sh Ip route

C 1.0.0.0/8 is directly connected, Serial0/0/0
C 192.168.1.0/24 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 1.0.0.1

S7
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Configuration of 3 Routers by Default Route

Router 1 DCE Rouker 1 DTE

Raouter 1 DCE Router 1 DTE
1.0.0.1
o 1002 2001 2.0.0.2
e Ce— =
Rid?elrl 1da1 11
CopyCogyRouterl
, Router 10,0.0.1 C':":'B'F'“ter1 Py ‘,"'
Router 172.16.0.1 Router 192.168.1.1
!

it 7, %
"\ I\

/\
55 S5 F

aptop-PT  Laptop-PT Laptop-FT  Laptop-PT Laptop-FT
Ny Vo4 | antnn? I antnn? Laptopd

Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

=

Laptop-PT
LaptopS

Router 2 FastEternet 172.16.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

58
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Router 2 Serial DCE 2.0.0.1

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 3 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 3 Serial DTE 2.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Default Route
Router (config) #1p route 0.0.0.0 0.0.0.0 1.0.0.2
Router (config) #do Sh Ip route

C 1.0.0.0/8 is directly connected, Serial0/0/0
C 10.0.0.0/8 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 1.0.0.2

Router 2 Default Route

Router (config) #1p route 0.0.0.0 0.0.0.0 1.0.0.1
Router (config) #1p route 0.0.0.0 0.0.0.0 2.0.0.2
Router (config) #do Sh Ip route

C 1.0.0.0/8 is directly connected, Serial0/0/0
C 2.0.0.0/8 is directly connected, Serial0/0/1
C 172.16.0.0/16 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 1.0.0.1
[1/0] via 2.0.0.2

Router 3 Default Route
Router (config) #1p route 0.0.0.0 0.0.0.0 2.0.0.1
Router (config) #do Sh Ip route

C 2.0.0.0/8 is directly connected, Serial0/0/0

C 192.168.1.0/24 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 2.0.0.1
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What is Dynamic Routing Protocol?

Used to Find Best Path Automatically

Used to Update Routing Table Automatically
Reduce network Administrator Work
Automatically Add or Change Network

Used Bandwidth

Used in WAN Side

Types of DRP (Dynamic Routing Protocol)

1’4 ' I's
Distance Vector Routing Protocol &— Hybrid Routing Protocol ™. Link State Routing
Protocol Connecting With Both Side
Rip, Rip2, EIGRP, OSFP EIGRP OSPF

What is Distance Vector Routing Protocol
Used to Find Best Path by Hop Count Metric
Share Copy of Routing Table to another Router by Every 30 second

Create only one Table Routing Table

Slow Convergence When the Two Router Routing Table Same that is Called Convergence
Use Looping Technique

Class full / Classless Some Protocol is Use Class Full or Some is Use Classless

Types of Distance Vector Routing Protocol

v v ¥ '

RIP 1 RIP 2 IGRP EIGRP
Routing Information Routing Information Protocol  Interior Gateway Enhance
Protocol Routing Protocol Interior Getaway

Routing Protocol

What is RIP?
Developed in 1988
UDP Types Protocol
Use Port Number 520
Bydefualt Class Full
It Means that not Support to VIsm Router Summarization
Use Metric as hop count
Update Every 30 Second
Maximum Loop count 15
16 Loop Count Unreachable
Administrator Distance 120
Update Routing Table to another by using Broadcast Technique
Slow convergence
Find Best Path by Hop Count
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Configuration of RIP 1 Routing Protocol

Raouter DCE
1.0.0.1

Router DTE
1.0.0.2

131
FogeRouter 10,0.0.1

Server-PT
Serverl

-

: d Printer-PT
LaFtap-PT - Laptop-PT  printerd

LaptapO Laptopl

Router 1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en
Router#conf t
Router (config) #int fa0/0

1341
Router 192.168.1.1‘:’?2'-"58?’0

Server-PT
Serverl

Printer-PT ; :
Printerl Laptop-PT  Laptop-PT
LaptopZ Laptop3

FastEternet 10.0.0.1

Serial DCE 1.0.0.1

FastEternet 192.168.1.1

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) #exit

Router (config) #do Sh Ip route

C 1.0.0.0/8 is directly connected, Serial0/0/0

C 10.0.0.0/8 is directly connected, FastEthernet0/0

R 192.168.1.0/24 [120/1] via 1.0.0.2, 00:00:18, Serial0/0/0

Router (config) #Do Sh Ip protocol
Redistributing: rip

Interface Send Recv Triggered RIP Key-chain
FastEthernet0o/0 1 21
Serial0/0/0 1 21
Routing for Networks:
1.0.0.0
10.0.0.0

Passive Interface(s):
Routing Information Sources:
Gateway Distance  Last Update
1.0.0.2 120  00:00:25
Distance: (default is 120)

Router 2

Router (config) #router rip

Router (config-router) #network 192.168.1.1
Router (config-router) #network 1.0.0.1
Router (config-router) #exit

Router (config) #Do Sh Ip routes

C 1.0.0.0/8is directly connected, Serial0/0/0
R 10.0.0.0/8 [120/1] via 1.0.0.1, 00:00:07, Serial0/0/0
C 192.168.1.0/24 is directly connected, FastEthernet0/0

Router (config) #Do Sh Ip protocol
Redistributing: rip
Default version control: send version 1, receive any version

Interface Send Recv Triggered RIP Key-chain
FastEthernet0o/0 1 21
Serial0/0/0 1 21
Routing for Networks:
1.0.0.0
192.168.1.0

Routing Information Sources:
Gateway Distance  Last Update
1.0.0.1 120  00:00:06
Distance: (default is 120)
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Configuration 3 Router RIP Protocol

Router DCE Router DTE Router DCE Router DTE

e 10,001 o0z . 2001 2002

e — "—'———I_—_—- = ___:—u—._. - T
L L T

1d41 1d41 1d41
Rogtern CopyRoutern CopyCogyRaouterD

l,Router IP 10.0.0.1

Router IP 172,16.0.1 Rouker IP 192,165.1.1

Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 172.16.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 2 Serial DCE 2.0.0.1

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 3 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 3 Serial DTE 2.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (config) #router rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) #exit

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0

2.0.0.0/8 [120/1] via 1.0.0.2, 00:00:23, Serial0/0/0
10.0.0.0/8 is directly connected, FastEthernet0/0
172.16.0.0/16 [120/1] via 1.0.0.2, 00:00:23, Serial0/0/0
192.168.1.0/24 [120/2] via 1.0.0.2, 00:00:23, Serial0/0/0

DVOATO

Router 2 RIP Route

Router (config) #router rip

Router (config-router) #network 172.16.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) #network 2.0.0.0
Router (config-router) #exit

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0

2.0.0.0/8 is directly connected, Serial0/0/1

10.0.0.0/8 [120/1] via 1.0.0.1, 00:00:13, Serial0/0/0
172.16.0.0/16 is directly connected, FastEthernet0/0
192.168.1.0/24 [120/1] via 2.0.0.2, 00:00:19, Serial0/0/1

TOTOO
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Router 3 RIP Route

Router (config) #router rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 2.0.0.0
Router (config-router) #exit

Router (config) #do Sh Ip route

1.0.0.0/8 [120/1] via 2.0.0.1, 00:00:00, Serial0/0/0
2.0.0.0/8 is directly connected, Serial0/0/0

10.0.0.0/8 [120/2] via 2.0.0.1, 00:00:00, Serial0/0/0
172.16.0.0/16 [120/1] via 2.0.0.1, 00:00:00, Serial0/0/0
192.168.1.0/24 is directly connected, FastEthernet0/0

OXVIVTOAD

65

Note:-> Start Debug Command to all Routers this is use for Update Router Table See You

About Interface of another Routers

Router 1 RIP Route
Router # Debug Ip RIP

Router 2 RIP Route
Router # Debug Ip RIP

Router 3 RIP Route
Router # Debug IP Rip

How to Stop Debug Command
Router # Undebug IP Rip

How to Change Set Timer
I Means When | am Start Debug Command that can be Start Give Speed Update

Router 2 RIP Route

Router # En

Router (config) # Router Rip

Router (config-router) # Timers-basic 3456
Router (config-router) # Exit

Router (config) # Exit

Router # Debug Ip Rip
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Only Receive Update from another Router
But not Send it own Update
Router 2 RIP Route
Router (config) # Router Rip
Router (config-router) # Passive-interface S0/0 you can with which serial
Router (config-router) # Exit
Router (config) # Exit
Router # Debug Ip Rip
Note: >the other Router information are Coming but our Update not go to for Those
Router
How to Send Update to Specific Router

Router 2 RIP Route
Router (config) # Router Rip
Router (config-router) # Neighbor 10.0.0.1
Router (config-router) # Exit
Router (config) # Exit
Router # Debug Ip Rip
Note: >Give my information to this Router but not give to another Router

I Means 192.168.1.1 this Router not see my information
Router 2 RIP Route and MD5
Router (config) # key chain Corvit
Router (config-key) # Key 1
Router (config-key) # Key-String Khan
Router (config-key) # Exit
Router (config-key) # Exit
Router (config) # Int S0/0
Router (config-if) # Ip Rip Authentication Key-Chain Corvit
Router (config-if) # Ip Rip Authentication Mode Text Our Password can be Show to

Another Router

Router 3 RIP Route and MD5

Router (config) # key chain Corvit
Router (config-key) # Key 1
Router (config-key) # Key-String Khan
Router (config-key) # Exit
Router (config-key) # Exit
Router (config) # Int S0/0
Router (config-if) # Ip Rip Authentication Key-Chain Corvit
Router (config-if) # Ip Rip Authentication Mode Text or Md5
Our Password can be Show to another Router
If we Wirth Md5 My Password can by Encrypting
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What is RIP 2
Routing Information Protocol 2
Classless
Support VIsm / Route Summarization
15 Hop Count
16 Hop Count is Unreachable
Multicasting = Update (224.0.0.9)
Update Every 30 Second
Use Loop Technique
Slow Convergences
Use in Small Network

Note:> RIP 1 Use Update by Broadcasting RIP 2 Use Update by Multicasting

What is Digital Signature?
A Process that is used to attach same Digital Code of Electronic Message that uniqge (Dentil yes) the
Sender
- Features of Digital Signature
- Use Encryption Technique
- Use Key Concept

Note:=> We have Use one Key To All Routers Key Means Password
IF Someone Key is Wrong That Router Can’t Communication With
Other Routers

What is MD5?
Message Digest 5
Basically Glyptography
128 Bit
Digital Signature Application
Save From Virus
No Data Last in MD5
One Hash Key Function

Configuration of Router by RIP 2

Feouter L Feoutr L
s, DOE1.00.L DEIOOZE e,
&5 - 5
n.ghlru i
E-Dp'm?al.l:brﬂ
r Froubw-IP LOOO L Reouter TR 152, L5, 1.1
!Iﬁ g

7\ 7N\

il -
PO-AT PC-FT Fe-FT PCFT
ot PCL L= FC2
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Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit
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Router (config) #do Sh Ip route

C 1.0.0.0/8is directly connected, Serial0/0/0
C 10.0.0.0/8 is directly connected, FastEthernet0/0
R 192.168.1.0/24 [120/1] via 1.0.0.2, 00:00:18, Serial0/0/0

Router (config) #Do Sh Ip protocol
Redistributing: rip

Interface Send Recv Triggered RIP Key-chain
FastEthernet0/0 1 21
Serial0/0/0 1 21
Routing for Networks:
1.0.0.0
10.0.0.0

Passive Interface(s):
Routing Information Sources:
Gateway Distance  Last Update
1.0.0.2 120  00:00:25
Distance: (default is 120)

Router 2

Router (config) #router rip

Router (config-router) #network 192.168.1.1
Router (config-router) #network 1.0.0.1
Router (config-router) # Version 2

Router (config-router) #exit

Router (config) #Do Sh Ip routes

C 1.0.0.0/8 is directly connected, Serial0/0/0
R 10.0.0.0/8 [120/1] via 1.0.0.1, 00:00:07, Serial0/0/0
C 192.168.1.0/24 is directly connected, FastEthernet0/0

Router (config) #Do Sh Ip protocol
Redistributing: rip
Default version control: send version 1, receive any version

Interface Send Recv Triggered RIP Key-chain
FastEthernet0o/0 1 21
Serial0/0/0 1 21
Routing for Networks:
1.0.0.0
192.168.1.0

Routing Information Sources:
Gateway Distance  Last Update
1.0.0.1 120  00:00:06
Distance: (default is 120)
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Configuration of 3 Routers by RIP 2
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Router 1 FastEternet 10.0.0.1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 2 Serial DCE 2.0.0.1

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 3 FastEternet 192.168.1.1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut

Router (config-if) #exit

Router 3 Serial DTE 2.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (config) #router rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0

2.0.0.0/8 [120/1] via 1.0.0.2, 00:00:23, Serial0/0/0
10.0.0.0/8 is directly connected, FastEthernet0/0
172.16.0.0/16 [120/1] via 1.0.0.2, 00:00:23, Serial0/0/0
192.168.1.0/24 [120/2] via 1.0.0.2, 00:00:23, Serial0/0/0

DOVOITO

Router 2 RIP Route

Router (config) #router rip

Router (config-router) #network 172.16.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #network 2.0.0.0
Router (config-router) #exit

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0

2.0.0.0/8 is directly connected, Serial0/0/1

10.0.0.0/8 [120/1] via 1.0.0.1, 00:00:13, Serial0/0/0
172.16.0.0/16 is directly connected, FastEthernet0/0
192.168.1.0/24 [120/1] via 2.0.0.2, 00:00:19, Serial0/0/1

DOITOO
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Router 3 RIP Route

Router (config) #router rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 2.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router (config) #do Sh Ip route

1.0.0.0/8 [120/1] via 2.0.0.1, 00:00:00, Serial0/0/0
2.0.0.0/8 is directly connected, Serial0/0/0

10.0.0.0/8 [120/2] via 2.0.0.1, 00:00:00, Serial0/0/0
172.16.0.0/16 [120/1] via 2.0.0.1, 00:00:00, Serial0/0/0
192.168.1.0/24 is directly connected, FastEthernet0/0

OXTIVOAD
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Note:=> Start Debug Command to all Routers this is use for Update Router Table See You

Router 1 RIP Route
Router # Debug Ip RIP

Router 2 RIP Route
Router # Debug Ip RIP

Router 3 RIP Route
Router # Debug IP Rip

How to Stop Debug Command
Router # Undebug IP Rip

How to Change Set Timer
I Means When | am Start Debug Command that can be Start Give Speed Update

Router 2 RIP Route

Router # En

Router (config) # Router Rip

Router (config-router) # Timers-basic 3456
Router (config-router) # Exit

Router (config) # Exit

Router # Debug Ip Rip
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Only Receive Update from another Router
But not Send it own Update

Router 2 RIP Route

Router (config) # Router Rip

Router (config-router) # Passive-interface S0/0 you can with which serial
Router (config-router) # Exit

Router (config) # Exit

Router # Debug Ip Rip

Note: >the other Router information are Coming but our Update not go to for Those
Router

How to Send Update to Specific Router

Router 2 RIP Route

Router (config) # Router Rip

Router (config-router) # Neighbor 10.0.0.1
Router (config-router) # Exit

Router (config) # Exit

Router # Debug Ip Rip

Note: >Give my information to this Router but not give to another Router
I Means 192.168.1.1 this Router not see my information

Router 2 RIP Route and MD5

Router (config) # key chain Corvit

Router (config-key) # Key 1

Router (config-key) # Key-String Khan

Router (config-key) # Exit

Router (config-key) # Exit

Router (config) # Int S0/0

Router (config-if) # Ip Rip Authentication Key-Chain Corvit

Router (config-if) # Ip Rip Authentication Mode Text Our Password can be Show to
Another Router

Router 3 RIP Route and MD5

Router (config) # key chain Corvit
Router (config-key) # Key 1
Router (config-key) # Key-String Khan
Router (config-key) # Exit
Router (config-key) # Exit
Router (config) # Int S0/0
Router (config-if) # Ip Rip Authentication Key-Chain Corvit
Router (config-if) # Ip Rip Authentication Mode Text or Md5
Our Password can be Show to another Router
If we Wirth Md5 My Password can by Encrypting
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What is EIGRP PROTOCOL?
Enhanced Interior Gateway Routing Protocol
Types of Hybrid Routing Protocol (I Means Connecting Distance Vector Routing and Link State Protocol)
Also Called Advance Distance Vector Routing Protocol (I Means Which Router near our Router}
About Used Feature of Link (I Means When Two Routers connecting with one and other that is Called Link)
Administrative Distance 90 (Internal Side our Counter)
Administrative Distance 170 (External Out of our Counter)
Bydefualt Maximum Hop Count 100 (Connecting 100 Routers)
Support Hop Count 255 (Connecting Up to 255 Routers)
Bydefualt Class full
But this Command We Can Use it as Classless for we will use (No Auto-Summarize) Command
Basically Cisco Protocol
Only Communication with Cisco Devices Not to other Bound Routers
Faster Convergence
Used Autonomics Number System or Process 1D
Used RTP Protocol (Reliable Transport Protocol)
Developed in 1994
Port Number 88
Multicast 224.0.0.10
Check Neighbor Relation Ship Every 5 Second by Using Hello Packet

What is RTP?
Reliable Transport Protocol
Used to Establish and Maintain Connection B/T Eigrp Router (I Means Connecting Continue with
Other Router)
Used Reliable and Unreliable Technique
Provide as Guarantee to Send/Receive Packet from another Router

What is RTP PACKET?
— Hello Packet:
Unicast and Multicast
224.0.0.10
Unreliable / Reliable
Used to Establish Neighbor

— Acknowledgement Packet:
Relationship with another Router
Unreliable / Reliable
By this Packet Our Relationship Establish with another Router

— Query Packet:

Unicast / Multicast
Reliable
Used to Send another Router When Successor is Lost in Routing Table

—> Reply Packet:
Unicast
Used to Send Successor Address to Router on the Behalf of Query Packet

— Update:
Unicast / Multicast
Send to another Router to Updating of Internet work Such as Add / Chang / Delete / ETC
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Types of Metrics

RIP 1 and RIP 2
IGRP and EIGRP

1):=> Hop count
2):-> Bandwidth

3):> Delay » IGRP and EIGRP
4):> MTU » |IGRP and EIGRP
5):> Load » |IGRP and EIGRP
6):> Reliability » IGRP and EIGRP
7):> Cost »  Use in OSPF

How Goes to Router Down in EIGRP
When Relation ship Establish B/T Router For Example:=> Router 1 Send Hello Packet
To Router 2 After 5 Second so in This Situation Router 1 Send 16 Hello Packet to Router 2 After
Every 5 Second and Then Router 2 No Send Acknowledgement Packet to Router 1 After 16 Hello Packet so
Router 1 Consider that Router 2 Goes Down

What is Topology Table
All Internet Work Information Stored Hare
Work by Autonomous Number System
Find Successor
Find Feasible Successor
Advertise Distance
Feasible Distance
Passive
Active
Reported Distance
Note:-> Create all These Function Topology Table

What Is Successor

Stored in Routing Table
Neighbor is Also Called Successor

What is Feasible Successor?
Backup of Successor
Stored in Topology
What is Passive Mode?
If Two Router Connecting With One and Another In This Time We See Routing Table In Front of
Router Table Come Option Our Router is Work on Right this is Called Passive Mode

What is Active Mode?
If some one Router Changing Our Routing Table or Other Something this is Called Active Mode

How to Find Successor or Feasible Successor

Routeyr & g
Duﬁ =4 ) 1 4—
g
L ———— ————.-l’—:"i-.——-————————__.-.!’_:-f“‘
1541 1 11
Routerl ey 2
Suke: B FRouEer C
1
1
1
!
— ——_rf
L w————————— — —— = =
< 1541 1 4 — aaa
- Fouter o FRDLIEBI’E

Prepared by: Zarghoon Shah & Shakeel Ahmad Cell No: 0332-9190596



Corvit Systems Peshawar 76

E:-> D+B= (5) this is Called Successor (Also Called Advertise Distance)
E:-> C+B= (6) this is Called Feasible Successor (Also Called Feasible Distance)

What is Reported Distance?

Older Name is Advertise Distance
Calculate Local Router

Best Path Find Feasible Distance
Stored in Topology Table

Note:=> The Delay of Fast Ethernet is Called Reported Distance (100) the LAN Speed
is Called Reported Distance

Configuration of EIGRP

DCE 1.0.0.1 DTE 1.0.0.2 DTE 2.0.0.2

DCE Z.0.0.1
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Router>en

Router#conf t

Router (config) # int fa0/0

Router (config-if) # Ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #lp address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 172.16.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2
Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0

Router (config-if) #no shut

Router (config-if) #exit
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Router 2 Serial DCE 2.0.0.1
Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0

Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) # exit

Router 3 FastEternet 192.168.1.1

Router>

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 3 Serial DTE 2.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 EIGRP ROUTE

Router (config) #router Eigrp 1

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) #no auto-summary
Router (config-router) #exit

Router 2 EIGRP ROUTE

Router (config) #router Eigrp 1

Router (config-router) #network 172.16.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) #network 2.0.0.0
Router (config-router) #no auto-summary
Router (config-router) # exit

Router 3 EIGRP ROUTE

Router (config) #router Eigrp 1

Router (config-router) #network 192.168.1.0
Router (config-router) #network 2.0.0.0
Router (config-router) #no auto-summary
Router (config-router) #exit
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Router 1 EIGRP ROUTE

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0

2.0.0.0/8 [90/2681856] via 1.0.0.2, 00:07:39, Serial0/0/0
10.0.0.0/8 is directly connected, FastEthernet0/0
172.16.0.0/16 [90/2172416] via 1.0.0.2, 00:08:36, Serial0/0/0
192.168.1.0/24 [90/2684416] via 1.0.0.2, 00:07:13, Serial0/0/0

o0OoOO0n

Router (config) #Do Sh Ip protocol

Redistributing: Eigrp 1
Routing for Networks:
10.0.0.0
1.0.0.0
Routing Information Sources:
Gateway Distance  Last Update
1.0.0.2 90 264187
Distance: internal 90 external 170

Router (config) #Do Sh Ip Eigrp topology

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status
P 10.0.0.0/8, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 1.0.0.0/8, 1 successors, FD is 2169856
via Connected, Serial0/0/0
P 172.16.0.0/16, 1 successors, FD is 2172416
via 1.0.0.2 (2172416/28160), Serial0/0/0
P 2.0.0.0/8, 1 successors, FD is 2681856
via 1.0.0.2 (2681856/2169856), Serial0/0/0
P 192.168.1.0/24, 1 successors, FD is 2684416
via 1.0.0.2 (2684416/2172416), Serial0/0/0

Router 2 EIGRP ROUTE

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0

2.0.0.0/8 is directly connected, Serial0/0/1

10.0.0.0/8 [90/2172416] via 1.0.0.1, 00:19:47, Serial0/0/0
172.16.0.0/16 is directly connected, FastEthernet0/0
192.168.1.0/24 [90/2172416] via 2.0.0.2, 00:18:24, Serial0/0/1

vNoNvEQNe!

What is EIGRP METRIC?
K1= Bandwidth
K2= Load
K3= Delay
K4= Reliability
K5=MTU
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What is Bandwidth?

How Fast Physical Medium Transmit Data from Source to Destination  (Sending / Receiving)

Note:-> Bandwidth is a Logical Phenomenon (Phenomenon meaning is a Process sending and Receiving)

What is Clock Rate?

The Speed of Processor is Called Clock Rate
How Fast Processor Collect Data

What is the Different B/T Bandwidth and Clock Rate?

Clock Rate is Speed of processor

Bandwidth is Speed of Internet or Link on Connection
Clock Rate is Physical

Bandwidth is Logical

What is Delay?

Time take from Source to Destination
Note:=> Total Time Take Data to Reach From Source to Distention

What is Load?

Load Means Utilization (Utilization Means Use)

What is MTU

Maximum Transfer Unit

Note:=» How Much Data Transfer From Source to Distention

What is Cost?
Cost is Inverse of Bandwidth

Note:=> Used in OSPF

By default Value Metric Value
:=> 64000 Bit 64
:> 10 Mb = 10
:=> 100 Mb 100
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How to Set Bandwidth and Delay on DCE Serial Router

Router 1 Bandwidth/Delay DCE

Router (Config) # int SO/0/0

Router (Config-if) # Bandwidth 1544  (this is Speed of Internet 1 Mb)
Router (Config-if) # Delay 2000

Router (Config-if) # Exit

Router (Config) # Do Sh Ip Eigrp Topology

Router 2 Bandwidth/Delay DCE

Router (Config) # int S0/0/0

Router (Config-if) # Bandwidth 64  (this is Speed of Internet 1 Mb)

Router (Config-if) # Delay 2000

Router (Config-if) # Exit

Router (Config) # Do Sh Ip Eigrp Topology

Router (Config) # Do Sh Ip Eigrp Neighbors

Router (Config) # Do Sh Ip Eigrp Topology 10.0.0.0  (Show us Bandwidth and Delay of Router 1)

How to Configuration MD5
Router 1 EIGRP Route and MD5

Router (config) # key chain Corvit

Router (config-key) # Key 1

Router (config-key) # Key-String Khan

Router (config-key) # Exit

Router (config-key) # Exit

Router (config) # Int S0/0

Router (config-if) # Ip Rip Authentication Key-Chain Corvit

Router (config-if) # Ip Rip Authentication Mode Text Our Password can be Show to
Another Router

Router 2 EIGRP Route and MD5

Router (config) # key chain Corvit
Router (config-key) # Key 1
Router (config-key) # Key-String Khan
Router (config-key) # Exit
Router (config-key) # Exit
Router (config) # Int S0/0
Router (config-if) # Ip Rip Authentication Key-Chain Corvit
Router (config-if) # Ip Rip Authentication Mode Text or Md5
Our Password can be Show to another Router
If we Wirth Md5 My Password can by Encrypting
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How to Encase Hello Packet and Hold Down Timer

Router 1 EIGRP Route

Router (config) # Int SO/0

Router (config-if) # Ip Hello-Interval Eigrp 1 20
Router (config-if) # Ip Hold-Time Eigrp 10 20
Router (config-if) # Exit

Router (config) # Exit

Router # Sh Ip Eigrp Interfaces Detail S0/0

Router 2 EIGRP Route

Router (config) # Int S0/0

Router (config-if) # Ip Hello-Interval Eigrp 1 20
Router (config-if) # Ip Hold-Time Eigrp 10 20
Router (config-if) # Exit

Router (config) # Exit

Router # Sh Ip Eigrp Interfaces Detail S0/0

Note:=> Now This Two Router Do Communication with one Another So Fast
I Means Send Update to Fast with Each Other

What is Load Balancing?

A process That Used to Divide Another of Work That a Device Perform it by Two or More Devices
That is Called Load Balancing

Or
When a Router Share Our Routing Table Divide on Multiple Router that is Called Load Balancing

Types of Load Balancing

/ /

Equal Unequal

When we Sent 1 GB Data to another Router we have Two Connection Valances 1 on Our Router
This 1 GB goes to on 1 Connection Line

Unequal:-> If we have Valance 2 this 1 GB go to on Two Connection or LAN

How to Configuration Equal on Floating

DCE 1.0.0.1 DTE 1.0.0.2
L e
%>
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I DTE2.0.0.2 1441
RDLIterl Rou‘er 2
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Router 1 Fast Ethernet 10.0.0.1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0

Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 2.0.0.1

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 2.0.0.2

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1 EIGRP Route Floating

Router (config) # Router Eigrp 1

Router (config-router) # Network 10.0.0.0
Router (config-router) # Network 1.0.0.0
Router (config-router) # Network 2.0.0.0
Router (config-router) # No Auto-Summarize
Router (config-router) # Exit

Router (config) #do Sh Ip route

1.0.0.0/8 is directly connected, Serial0/0/0

2.0.0.0/8 is directly connected, Serial0/0/1

10.0.0.0/8 is directly connected, FastEthernet0/0

192.168.1.0/24 [90/2172416] via 2.0.0.2, 00:00:11, Serial0/0/1
[90/2172416] via 1.0.0.2, 00:00:11, Serial0/0/0

o000

Router (config) #do Sh Ip Eigrp topology
IP-EIGRP Topology Table for AS 1

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 10.0.0.0/8, 1 successors, FD is 28160
Via Connected, FastEthernet0/0

P 1.0.0.0/8, 1 successors, FD is 2169856
Via Connected, Serial0/0/0

P 2.0.0.0/8, 1 successors, FD is 2169856
Via Connected, Serial0/0/1

P 192.168.1.0/24, 2 successors, FD is 2172416
Via 2.0.0.2 (2172416/28160), Serial0/0/1
Via 1.0.0.2 (2172416/28160), Serial0/0/0

Router (config) #do Sh Ip Eigrp neighbors

IP-EIGRP neighbors for process 1

H Address Interface  Hold Uptime SRTT RTO Q Seq
(Sec) (ms) Can’t Num

0 1.0.02 Se0/0/0 14 00:05:4340 10000 11

1 2.0.0.2 Se0/0/1 14 00:05:4340 10000 12

Router (config) #do Sh Ip Eigrp topology 192.168.1.0

IP-EIGRP (AS 1): Topology entry for 10.0.0.0/8
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 28160
Routing Descriptor Blocks:
0.0.0.0 (FastEthernet0/0), from Connected, Send flag is 0x0
Composite metric is (28160/0), Route is Internal
Vector metric:
Minimum bandwidth is 100000 Kit
Total delay is 100 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500

Prepared by: Zarghoon Shah & Shakeel Ahmad

Cell No: 0332-9190596



Corvit Systems Peshawar

84

Router 2 EIGRP Route Floating

Router (config) # Router Eigrp 1

Router (config-router) # Network 192.168.1.0
Router (config-router) # Network 1.0.0.0
Router (config-router) # Network 2.0.0.0
Router (config-router) # No Auto-Summarize
Router (config-router) # Exit

Router (config) #do Sh Ip route

C 1.0.0.0/8is directly connected, Serial0/0/0

C 2.0.0.0/8is directly connected, Serial0/0/1

D 10.0.0.0/8 [90/2172416] via 2.0.0.1, 00:00:42, Serial0/0/1
[90/2172416] via 1.0.0.1, 00:00:42, Serial0/0/0

C 192.168.1.0/24 is directly connected, FastEthernet0/0

Router (config) #do Sh Ip Eigrp topology
IP-EIGRP Topology Table for AS 1

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/24, 1 successors, FD is 28160
Via Connected, FastEthernet0/0

P 1.0.0.0/8, 1 successors, FD is 2169856
Via Connected, Serial0/0/0

P 2.0.0.0/8, 1 successors, FD is 2169856
Via Connected, Serial0/0/1

P 10.0.0.0/8, 2 successors, FD is 2172416
Via 2.0.0.1 (2172416/28160), Serial0/0/1
Via 1.0.0.1 (2172416/28160), Serial0/0/0

Router (config) #do Sh Ip Eigrp neighbors

IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime SRTT RTO Q Seq
(Sec) (ms) Can’t Num

0 1.0.01 Se0/0/0 13 00:12:0540 10000 7

1 2.0.01 Se0/0/1 13 00:12:0540 10000 8

Router (config) #do Sh Ip Eigrp topology 10.0.0.0

IP-EIGRP (AS 1): Topology entry for 10.0.0.0/8
State is Passive, Query origin flag is 1, 2 Successor(s), FD is 2172416
Routing Descriptor Blocks:
2.0.0.1 (Serial0/0/1), from 2.0.0.1, Send flag is 0x0
Composite metric is (2172416/28160), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kit
Total delay is 20100 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500

Prepared by: Zarghoon Shah & Shakeel Ahmad

Cell No: 0332-9190596



Corvit Systems Peshawar 85

How to Configuration Equal

Router 1 EIGRP Route

Router (Config) # Router Eigrp 1

Router (Config-router) # Variance 2

Router (Config-router) # Traffic-Share Balanced
Router (Config-router) # Exit

Router 2 EIGRP Route

Router (Config) # Router Eigrp 1

Router (Config-router) # Variance 2

Router (Config-router) # Traffic-Share Balanced
Router (Config-router) # Exit

Note:=> This is Called unequal Then Check Routing Table by this Command

Router (config) #do Sh Ip Eigrp topology 192.168.1.0

IP-EIGRP (AS 1): Topology entry for 10.0.0.0/8
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 28160
Routing Descriptor Blocks:
0.0.0.0 (FastEthernet0/0), from Connected, Send flag is 0x0
Composite metric is (28160/0), Route is Internal
Variance 2
Vector metric:
Minimum bandwidth is 100000 Kit
Total delay is 100 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 0

Now Your Data 1 GB go to on Two Connection or Line

Only Receive Update from another Router
But not Send it own Update

Router 2 EIGRP Route

Router (config) # Router Eigrp 1

Router (config-router) # Passive-interface S0/0 you can with which serial
Router (config-router) # Passive-interface S0/1

Router (config-router) # Exit

Router (config) # Exit

Router # Debug Ip Packet

Note: >the other Router information are Coming but our Update not go to for Those
Routers 1 and 3
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How to Send Update to Specific Router

Router 2 EIGRP Route

Router (config) # Router EIGP

Router (config-router) # Neighbor 10.0.0.1
Router (config-router) # Exit

Router (config) # Exit

Router # Debug Ip Packet

What is Link State Routing Protocol?

Link State Routing Protocol
Connection B/T Router States of Router Interface Router Connection

This is Called Link

-
L

O 5 L
1541 1541
Routernd Routerl

This is Called State This is Called State

What is OSPF PROTOCOL?
Meaning of OSPF (Open Shortest Path First)
Link State Routing Protocol
Administrator Distance 110
Un Limit Hop Count
Fastest Convergence
Metric > Cost
Used Area Concept
Used Process ID Concept

Event Trigger (This is Router only Connect with Those Routers which one is Connect with this

Router but not connecting with others Routers)

Use Wildcard Mask Concept
Process ID Range Start Frame 1 65535
Area Always Start Frame 0 up to 43 Billion
Use 3 Types of Tables

1) Neighbor Table

2) Routing Table

3) Topology Table
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Area 0

1841
Routerl

Router

Oy
1541

1341 Router 9
Router &

—
-

Router 3 Router 4

What is Area?

Area is Collation of Network. Host. Router

What is ABR

Such Types of Router that is connected With Deferent Area that is Called Area Border Router

Area Border Router

What is Back bone Router

Router with in Area that is not Connect with another Router

What is Duplicate Router

You don’t have Assign for Two Routers in one Area Same Process ID

What is Word cast Mask?
A:=> IP Address 10.0.0.0 255.0.0.0
Word Cast Mask: 0.255.255.255.255
B: 2 1P Address 172.16.0.0 255.255.0.0
Word Cast Mask: 0.0.255.255
C:=> IP Address 192.168.1.0 255.255.255.0
Word Cast Mask: 0.0.0.255

When Change Network IP
A:=> 10.0.0.1 Network IP
0.0.0.0 Word Cast Mask
B: ©172.16.0.1 Network IP
0.0.0.0 Word Cast Mask
C: 2192.168.1.1 Network IP
0.0.0.0 Word Cast Mask

Prepared by: Zarghoon Shah & Shakeel Ahmad Cell No: 0332-9190596



Corvit Systems Peshawar

What is Syntax of OSPF?
Router (Config) #Router OSPF  Process ID 1.2.3.4 etc
Router (Config-router) # Source Network ID Word Cast Mask Area Number
10.0.0.0 0.255.255.255 0-65535

What is Adjacency?
Let Suppose Router 1 Want to Establish Neighbor Discovery with router 2 for this Purpose
Router 1 Send hello Packet to Router 2 and then Router 2 Response to router 1 on the Neighbor
Discovery Established between Router 1 and Router 2 that is Called Adjacency

What is Link State Database?
Each Router in Link State Routing Protocol has its own Database that is used to Stored
Information About all Topology

Note:=> Each Router has on Database which has Save All Information Table Here

What is Link State?
Advertisement on Another Router States Check by ISA (Link State Advertisement)

Note:=> This is only connected with another Router Interface
Or
When Two Router Connected With one and Another by Interface is Called Link State

What is Link State Routing Protocol?
Developed in 1976-77
Implemented 1979
Also Called Shortest Path First
Interior Routing Protocol

What is OSPF?
Developed in 1989 Version 1
Developed in 1998 Version 3
Open Standard Protocol

Note:=> This is Used Only Connected With Other Company Routers Also

OSPF Terminology
Link:=> Connection between Routers

Router 1 Link Router 2

Link State:> Link has State Information about router interfaces (UP/down)
Note:=> So it Means that ISA Send To another Router on the Behalf of Another router link up

Router 1 State Router 2
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Types of Link
Point to Point
Link between Two Routers That is Called Point to Point
Or
When Two Routers are connected with one and another that is Called Point to Point

Router 1 PTP Router 2

What is Transient Link?

According to OSPF when two or more network are Connected With one Routers
That is Called Transient Link

Router 1 Router 2

Router 3

What is Sub Link?

Such Types of Network that have one Router Connected to Internet and all Routers send / Receive
data by That Router

onnect with router 1 Router 2 Router 3

All Information goes to by Router 1 that is Called Sub Link

What is Virtual Link?
Not Connected by Physical link that is logical link of Router is Called Virtual Link

Note:=> Two Router are not Connected with one and another by Physical Link
That is Logical Connect that is Called Virtual Link

What is Neighbor?

Router 1 is connected to Router 2 as Point to Point that is Called Neighbor

Router 1 Neighbor >>> Router 2

What is Adjacency
When router 1 and Router 2 become Relationship occurred by Hello / Ack Packet and Packet That is
Called Adjacency

Router 1 Packet Send to >>> Router 2
Router 1 <<<Packet Send to Router 2
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What is LSA?
Link State Advertisement
By Using this Packet Router 1 Send it Own Link Database Information to Router 2

Router 1 Send own Database information for Router 2

What is OSPF States
:-> Down State
> Init State
:=> Two Way State
:> Exchange Start State
:=> Exchange State
:=> Loading State
:=> Full State

What is Down State?

When a Router 1 in Power on in OSPF and Does Not Send Hello Packet to Neighbor that is Called
Down State

Router 1 Down State <<< Router

Note:=> When we on router 1 in this time Router one not Send Packet to Neighbor
Router we can say Router 1 is Down State

What is Init or one Way State?
When a Router Send Hello Packet to Neighbor that is called init or One Way State and this State
Hello Packet Send to Another without Router Process ID That is Called Init or One Way State

Router 1 Hello Packet >>> Router 2

What is Two Way State?
When Router Send Hello / Ack Packet to neighbor with Each other that is Called Two Way State

Router 1 >> Hello >> <<Ack <<<_ Router 2

What is Exchange Start State?

In This State Election of Master and Slave Accrued and Highest Router IP Become to Master and
Another Is Become to Salve

Router 1 (10.0.0.1) (Master) Router 2 (9.0.0.1) (Salve)
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Exchange State
In this State OSPF Router Exchange Database Descriptor Packet that Consist on Link State
Advertisement and ISA is Consist on Entire Link Database and Each Database Packet is Consist on
Its Own Sequence Number Step When Information Exchange Between Muster to Slave

Loading State
® Link State Request Packets are Send to Neighbors to Request any New LSA that were Found
While in the Exchange State

® ISA (Link State Advertisement) Master to Salve
> ISR (Link State Request) Slave to Master
» ISU (Link State Update) Master to Salve

What is Full State?

All LSA Information is synchronized among Adjacent Neighbors

Configuration of OSPF

This Router is Inset in Taorgham

Route P Add fess 300,01
DTE
il
1841

l";’l., RouterS Border mf 0 TEmf
o £
1541 1341 1341 l '
Routerl Router 2 Ll
Router 4 nauters

This is Router is Inset n Jelalabad  This s Rauter s Insert in Kabu TRt et PN TR st L
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Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 20.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #Ip address 20.0.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DCE 2.0.0.1

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 3 FastEternet 30.0.0.1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 30.0.0.1 255.0.0.0 78

Router (config-if) #no shut

Router (config-if) #exit
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Router 3

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 3

Router (config) #int s0/0/0

Router (config-if) #1p address 3.0.0.1 255.0.0.0
Router (config-if) # Clock Rate 6400

Router (config-if) #no shut

Router (config-if) #exit

Router 4

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 40.0.0.1 255.0.0.0 78
Router (config-if) #no shut

Router (config-if) #exit

Router 4

Router (config) #int s0/0/0

Router (config-if) #1p address 3.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 4

Router (config) #int s0/0/0

Router (config-if) #1p address 4.0.0.1 255.0.0.0
Router (config-if) # Clock Rate 6400

Router (config-if) #no shut

Router (config-if) #exit

Router 5

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 50.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 5

Router (config) #int s0/0/0

Router (config-if) #1p address 4.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1 OSPF Route Area (0)

Router (Config) # Router OSPF 1 — this is Called Process ID are Started From 0 up to 65535
Router (Config-router) # Network 10.0.0.0 0.255.255.255 Area 0  Area Also From 0 up to 43 Billon
Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0

Router (Config-router) #Exit

Router 2 OSPF Route Area (0)

Router (Config) # Router OSPF 2 — Don’t Same Process ID on one Area
Router (Config-router) # Network 20.0.0.0 0.255.255.255 Area 0

Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0

Router (Config-router) # Network 2.0.0.0 0.255.255.255 Area 0

Router (Config-router) #Exit

Router 4 OSPF Route Area (1)

Router (Config) # Router OSPF 4

Router (Config-router) # Network 40.0.0.0 0.255.255.255 Area 1
Router (Config-router) # Network 3.0.0.0 0.255.255.255 Area 1
Router (Config-router) # Network 4.0.0.0 0.255.255.255 Area 1
Router (Config-router) #Exit

Router 5 OSPF Route Area (1)

Router (Config) # Router OSPF 5

Router (Config-router) # Network 50.0.0.0 0.255.255.255 Area 1
Router (Config-router) # Network 4.0.0.0 0.255.255.255 Area 1
Router (Config-router) #Exit

Router 3 OSPF Border Router

Router (Config) # Router OSPF 3

Router (Config-router) # Network 2.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 3.0.0.0 0.255.255.255 Area 1
Router (Config-router) # Network 30.0.0.0 0.255.255.255 Area 0
Router (Config-router) #Exit

How to See on Specific Router Table

Router 1 OSPF Route

Router (config) #do Sh Ip route 2.0.0.1
Routing entry for 2.0.0.0/8
Known via "OSPF 1", distance 110, metric 128, type intra area
Last update from 1.0.0.2 on Serial0/0/0, 00:00:47 ago
Routing Descriptor Blocks:
*1.0.0.2, from 0.0.0.0, 00:00:47 ago, via Serial0/0/0
Route metric is 128, traffic share count is 1
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How to Delete all Router Table
Router 1 OSPF Route

Router #clear Ip route * —» Shift+8 With This Command our Router table Shout be Deleting

How to Restore or Update or Router Table
Router 1 OSPF Route

Route # show Ip Route With this Command our Router Table shout be Updating

How to Se Database of OSPF
Router 1 OSPF Route

Router #Sh Ip OSPF Database
OSPF Router with ID (10.0.0.1) (Process ID 1)

Router Link States (Area 0)
Link ID ADV Router  Age Seg#  Checksum Link count
10.0.0.1 10.0.0.1 629 0x80000003 0x001368 3
20.0.0.1 20.0.0.1 629 0x80000004 0x00d88b 3
Summary Net Link States (Area 0)
Link ID ADV Router  Age Seqg#  Checksum

2.0.0.0 20.0.0.1 624 0x80000001 0x0037d0
30.0.0.0 20.0.01 620 0x80000002 0x00d118

How to See Neighbor
Router 1 OSPF Route

Router #Sh Ip OSPF Neighbor
Neighbor ID  Pry State Dead Time Address Interface
20.0.0.1 0 FULL/- 00:00:32 1.0.0.2 Serial0/0/0

How to See Which Router is Border Router

Router 1 OSPF Route

Router #Sh Ip OSPF Border-routers
OSPF Process 1 internal Routing Table

Codes: i - Intra-area route, | - Inter-area route

i 20.0.0.1 [64] via 1.0.0.2, Serial0/0/0, ABR, Area 0, SPF 2
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How to See Point to Point Connection

Router 1 OSPF Route
Router #Sh Ip OSPF Interface
FastEthernet0/0 is up, line protocol is up

Internet address is 10.0.0.1/8, Area 0

Process ID 1, Router ID 10.0.0.1, Network Type POINT-TO-POINT, Cost: 64

How to See Our Area

Router 1 OSPF Route

Router #Sh Ip OSPF
Routing Process "OSPF 1" with ID 10.0.0.1
Area BACKBONE (0)

How to See DD Are and BDD Area

% DD Area Means Master

» BDD Area Means Slave

This is Only Used in Local Area Connection if we have Connected 3 Routers in One Local Area How
to Find Which Route is Master and Which is Slave

Fa0j0
Falfo Raouker [P address
Router P address 10.0,10.1 Fadf0
10.0.0.1 Router IP address
— 10.10.0.1
o —
A [ '
[ ! 1d41 [“-:JL
1341 Royterl - '
Rauterd 1541
Routerz
.
Area D’
2950-24

Switcho
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Router 1

Router (config) # int Fa0/0

Router (config-if) # Ip address 10.0.0.1 255.0.0.0
Router (config-if) # No Shut

Router (config-if) #Exit

Router 2

Router (config) # int Fa0/0

Router (config-if) # Ip address 10.0.10.1 255.0.0.0
Router (config-if) # No Shut

Router (config-if) #Exit

Router 3
Router (config) # int Fa0/0
Router (config-if) # Ip address 10.10.0.1 255.0.0.0

Router (config-if) # No Shut
Router (config-if) #Exit

Router 1
Router (Config) # Router OSPF 1

Router (Config-route) # Network 10.0.0.1 0.0.0.0 Area 0
Router (Config-route) # Exit

Router 2
Router (Config) # Router OSPF 2

Router (Config-route) # Network 10.0.10.1 0.0.0.0 Area 0
Router (Config-route) # Exit

Router 3
Router (Config) # Router OSPF 3

Router (Config-route) # Network 10.10.0.1 0.0.0.0 Area 0
Router (Config-route) # Exit

How to See Routing Table
Router 1

Router (config) #do Sh Ip OSPF Neighbor
Neighbor ID Pry State Dead Time Address

10.0.10.1 1 FULL/BDR 00:00:36  10.0.10.1
10.0.0.1 1 FULL/DROTHER 00:00:31 10.0.0.1
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FastEternet 10.0.10.1

FastEternet 10.10.0.1

OSPF Route

OSPF Route

OSPF Route

OSPF Route

Interface
FastEthernet0/0
FastEthernet0/0
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Router 1 OSPF Route

Router (config) #Do Sh Ip protocol

Routing Protocol is "OSPF"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 10.10.0.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
10.10.0.1 0.0.0.0 area 0
Routing Information Sources:
Gateway Distance  Last Update
10.0.10.1 110 00:04:35
10.0.0.1 110 00:04:36
Distance: (default is 110)

Note:=> There is DR or Master We Have IS Router 10.10.0.1

Master Router Always We Have That Router which have Connected With

that all top pc

How to Change Priority
Router 1 OSPF Route

Route (Config) # Int FO/0
Route (Config-if) # Ip OSPF Priority 100
Route (Config-if) # Exit

Now How to Delete Database Table
Router 1 OSPF Route

Router # Clear Ip OSPF-Process
Press (Y) Enter

Router # Sh Ip Route

Route # Sh Ip OSPF Neighbor

How to Create MD5 in OSPF
We have to 3 Types of Password

1):-> Zero Passwords Meaning Zero No Passwords
2):-> Plant Passwords Meaning Text Passwords
3):> Encrypt Passwords Meaning Encrypt Passwords

Note:=> Zero Passwords is already implemented in Router
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How to Configuration of Plant Password

DCE 1.0.0.1 DTE 1.0.0.2

|
1d41
Rol,terl

i o
2E50-R4

Router IP Address Router IP Address 11
10.0.0.1 20.0.0.1 Roule 2
|

/SWitCh\ /Switc:h\

P

Laptop-PT
Laptopd

Router 1

Router>en

Laptop-PT E Laptop-PT

Laptopl Laptop-PT Laptop3
Laptopz

FastEternet 10.0.0.1

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en

FastEternet 192.168.1.1

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Prepared
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Router 1 OSPF Route

Router (Config) # Router OSPF 1

Router (Config-router) # Network 10.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Exit

Router 2 OSPF Route

Router (Config) # Router OSPF 2

Router (Config-router) # Network 20.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Exit

Router 1 OSPF Route MD5

Router (config) # Int S0/0

Router (config-if) # Ip OSPF Authentication

Router (config-if) # IP OSPF Authentication-key Corvit
Router (config-if) # Exit

Router (Config) #EXxit

Router # Sh Ip OSPF Packet

Router 2 OSPF Route MD5

Router (config) # Int S0/0

Router (config-if) # Ip OSPF Authentication

Router (config-if) # IP OSPF Authentication-key Corvit
Router (config-if) # Exit

Router (Config) #EXxit

Router # Sh Ip OSPF Packet

How to Set Encrypt Password

CE 1.0.0,1 DTE 1.0.0.2
e D
N ) L
1d41 141
Rogtery Houter IP Address Router IP Address
oigter Roufer 2
10.0.0.1 20.0.0.1

|
SN N

Laptop-PT Laptop-FT - Laptop-PT
Laptopd Laptopl LEE;:DPI;PZT Laptop3
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Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #lp address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 OSPF Route

Router (Config) # Router OSPF 1

Router (Config-router) # Network 10.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Exit

101
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Router 2 OSPF Route

Router (Config) # Router OSPF 2

Router (Config-router) # Network 20.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Exit

Router 1 OSPF Route MD5

Router (config) # Int S0/0

Router (config-if) # Ip OSPF Authentication

Router (config-if) # IP OSPF Message-digest-key 1 Md5 Corvit
Router (config-if) # Exit

Router (Config) #Exit

Router # Sh Ip OSPF Packet

Router 2 OSPF Route MD5

Router (config) # Int S0/0

Router (config-if) # Ip OSPF Authentication

Router (config-if) # IP OSPF Message-digest-key 1 Md5 Corvit
Router (config-if) # Exit

Router (Config) #Exit

Router # Sh Ip OSPF Packet

What is Redistribution?
A Process that is used to Sharing Routing Table from one Router Protocol to another Routing
Protocol that is Called Redistribution
OR
Connecting Two Different Routing Protocol with One and another that is Called Redistribution

How to Connecting RIP and EIGRP

RIP .
M beEnooa DTE 1.0.0.2 AN DTE 2.0.0.2 EIGRP
o — e "":..":--_‘
U e—{_1 e —3 "y
1d41 1l
Rogterd RIPEIGRF CopyCofgyRouterd
e Ol 'lRouter IP 172,16,0.1 1 Rauter IP 192,168.1.1

g i i ol PC-PT PC-PT
PC-PT PC-PT FC-PT PC-PT pCd pec
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Router 1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #Ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 3

Router>en
Router#conf t
Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit

FastEternet 10.0.0.1

Serial DCE 1.0.0.1

FastEternet 172.16.0.1

Serial DTE 1.0.0.2

Serial DCE 2.0.0.1

FastEternet 192.168.1.1
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Router 3 Serial DTE 2.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (Config) # Router RIP

Router (Config-route) # Network 10.0.0.0
Router (Config-route) # Network 1.0.0.0
Router (Config-route) # Version 2
Router (Config-route) # Exit

Router 3 EIGRP Route

Router (Config) # Router EIGRP 1

Router (Config-route) # Network 192.168.1.0
Router (Config-route) # Network 2.0.0.0
Router (Config-route) # No Auto-Summarize
Router (Config-route) # Exit

Router 2 RIP Route

Router (Config) # Router RIP

Router (Config-route) # Network 172.16.0.0
Router (Config-route) # Network 1.0.0.0
Router (Config-route) # Version 2

Router (Config-route) # Exit

Router 2 EIGRP Route

Router (Config) # Router EIGRP 1

Router (Config-route) # Network 172.16.0.0
Router (Config-route) # Network 2.0.0.0
Router (Config-route) # No Auto-Summarize
Router (Config-route) # Exit

Router 2 Redistribution Router EIGRP

Router (Config) # Router Eigrp 1
Router (Config-router) # Redistribution Rip metric 100 100 255 255 1500

Bandwidth Delay Reliability Loading MTU
Router (Config-router) # Exit

Router 2 Redistribution Router EIGRP

Router (Config) # Router Rip
Router (Config-route) # Redistribution EIGRP 1 Metric 4
Router (Config-route) # Exit
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How to Connecting EITRP and OSPF

EIGRP ElgRP/OSPF ]
. DCE1.0.0.1 DTE 1.0.0.2 OCE 2.0.001 DTE z.0.0.2 OSPF
e 5. 5

1da1 ' "

1841 1dk1
Roygterd
Copyfoutern CopyCofyRouterd
L Fouter IP 172.16.0.1 Router IP 192,168.1.1
|
| ]

ltc\ﬂ ?Wltch\

o i '—'; ; )
PC-PT PC-FT PC-PT
PCo et =Tt [Pt
Router 1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 2 Serial DCE 2.0.0.1

Router (config) #int s0/0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 3 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 3 Serial DTE 2.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 EIGRP Route

Router (Config) # Router EIGRP 1

Router (Config-route) # Network 10.0.0.0
Router (Config-route) # Network 1.0.0.0
Router (Config-route) # No Auto-Summarize
Router (Config-route) # Exit

Router 3 OSPF Route

Router (Config) # Router OSPF 2

Router (Config-route) # Network 192.168.1.0 0.0.0.255 Area 0
Router (Config-route) # Network 2.0.0.0 0.255.255.255 Area 0
Router (Config-route) # Exit

Router 2 EIGRP Route

Router (Config) # Router EIGRP 1

Router (Config-route) # Network 172.16.0.0
Router (Config-route) # Network 1.0.0.0
Router (Config-route) # No Auto-Summarize
Router (Config-route) # Exit

Prepared by: Zarghoon Shah & Shakeel Ahmad Cell No: 0332-9190596



Corvit Systems Peshawar 107

Router 2 OSPF Route

Router (Config) # Router OSPF 3

Router (Config-router) # Network 172.16.0.0 0.0.255.255 Area 0
Router (Config-router) # Network 2.0.0.0 0.255.255.255 Area 0
Router (Config-router) #Exit

Router 2 Redistribution Router EIGRP

Router (Config) # Router Eigrp 1
Router (Config-router) # Redistribution OSPF 1 metric 1000 100 255 255 150Q

Bandwidth Delay Reliability Loading MTU
Router (Config-router) # Exit

Router 2 Redistribution Router EIGRP

Router (Config) # Router OSPF 1
Router (Config-route) # Redistribution EIGRP 1 Metric 65 Subnets
Router (Config-route) # Exit

With This Command Chang Class Full Bydefualt is Classless

Router (Config) # Do Sh Ip Route

What is Access-list?

Groups of Command

Used For Security

Impose on Router Interfaces on Per Direction

Blocking Unauthorized User cont Communication with our Router / Server /Host
Also Called Access Control List

Types of Access-list

/ / /

Standard Access-list Extended Access-list Named Access-list

What is Standard Access-list?

Range Start from 1 Up to 99
Used to Block / Allow Host / Network / Multiple Network
Used to Block / Allow Entire Protocol / port
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What is Syntax of Standard Access-list?
# Access-list (Rang From 1 up to 99) (Permit / Deny) Host / Network /Any

What is Inbound and Outbound?

When Packet Enter into Router Interface that Process is Called Inbound

When Packet Out From Router Interface that is Called Outbound

Out

DTE 1.0.0.2 IN

CE 1.0.0,1
5
Ria:te Router IP Address
{ 10.0.0.1
|

IN
ol

/N
5 =

Laptop-PT Laptop-FT
Laptopd Laptopl
Router 1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en
Router#conf t
Router (config) #int fa0/0

Router IP Address i
20.0.0.1 I
Out

/SWItc:h\

r__ - =
= Laptop-PT
Laptop-PT Laptop3
Laptop2

FastEternet 10.0.0.1

Serial DCE 1.0.0.1

FastEternet 192.168.1.1

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit
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Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit

Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

How to Block Specific Computer

Router 1 Standard access-list

Router (Config) # Access-list 1 Deny 192.168.1.3
Router (Config) # Access-list 1 Permit Any
Router (Config) # Int S0/0

Router (Config-if) # Ip Access-group 1 IN
Router (Config) #Exit

How to Block Two Computers
Router 1 Standard access-list

Router (Config) # Access-list 1 Deny 192.168.1.3
Router (Config) # Access-list 1 Deny 192.168.1.4
Router (Config) # Access-list 1 Permit Any
Router (Config) # Int SO/0

Router (Config-if) # Ip Access-group 1 IN
Router (Config) #EXxit
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How to Block Entire network all but Allow one Computer

Router 1 Standard access-list
Router (Config) # Access-list 1 Permit 192.168.1.2

Router (Config) # Access-list 1 Deny 192.168.1.0
Router (Config) # Access-list 1 Permit Any
Router (Config) # Int Fa0/0

Router (Config-if) # Ip Access-Group 1 Out
Router (Config) # Exit

Do Any Thing in Router but not coming in Switch

How to Block on One Time Multiple Computers by Word Card Mask

192.168.1.0
192.168.1.1
192.168.1.2
192.168.1.3
192.168.1.4
192.168.1.5
192.168.1.6
192.168.1.7

Subnet Mask or Rang of Bits One Octet
128 64 32 16 8 4 2 1

127 63 31 17 7 3 1 0

Configuration of Standard Access-list Block 7 Pc

Out
ZE 1.0.0.1 DTE 1.0.0.2 IN
—_— i
o &5
1d41 1d41
Rogteri Pouter IP Address Router IP Address rodk, 2
T 10.0.0.1 20,0.0.1 I
| IN Out |
i o,
witch ZE50-Rd
/Swm:hl\
A A
Laptop-PT Laptop-PT Laptﬁp - Laptop-PT
Laptopl - Laptop3
Laptapl Laptopz Ptep

B il 2t IR N IR L
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Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit
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Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router 1 Standard Access-list

Router (Config) # Access-list 1 permit 192.168.1.7
Router (Config) # Access-list 1 Deny 192.168.1.0 0.0.0.7
Router (Config) # Int Fa0/0

Router (Config-if) # IP Access-Group 1 Out

Router (Config) #EXxit

What is Extended Access-list
In This Type we don’t have Blocking Complete PC Only Blocking Prot
EXP:-> DNS Server, DHCP Server, HTTP, Etc

What is Extended Access-list Syntax
# Access-list Rang (100 up to 199) Deny /Permit Protocol (TCP) Source Address Wild Card Mask
(Destination Address) Wild Card Mask Matching Port Name /Number

How to Block Web server On This Computer 192.168.1.2

DCE 1.0.001
— ot DCE 1.0.0.2
I.J__,i_ - : M —
— .I e —
1da1 Router IP Address 1541'
Rm]terl ool I Router IP Address

192.165.1,1 QUT Roger2
{

/witT \Web Server Sttch

- , a4
*
Server-PT [ | | |
= Serverl E—— 4 S ! |
Laptop-PT Laptop-PT
Laptopd Laptopl PC2 PC3
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Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit
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Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router 1 Extended Access-list

Router (Config) # Access-list 100 Deny TCP Host 192.168.1.2 Host 10.0.0.2 EQ 80
Router (Config) # Access-list 100 Permit IP Any Any
Router (Config) # Int Fa0/0

Router (Config-1F) # IP Access-group 100 IN
Router (Config-1F) # Exit

What is netting
;2> Network Address Translation

:=> A Technique that is used to convert Private IP Address in to Public IP Address That is Called
Netting

Netting Futures

;= Hiding Original IP Address From Outside the Network
:=> Provide Security

What is Netting Terminology?

;= Local = LAN
2> Global = another Network
;2> Outside = WAN
;= Inside = Our Network
Types of Netting
Static Netting Dynamic Netting PAT Netting

What is Static Netting?
> In Static Nat We Purchase Public Ip Address For Each Computer so it Means That we Will

Purchase Each public IP Address For Each Computer So We Can Say That Static Nat IS Expensive
Such as

Private IP Address Public IP Address
10.0.0.1 1.0.0.1
10.0.0.2 1.0.0.2
10.0.0.3 1.0.0.3
10.0.0.4 1.0.0.4
10.0.0.5 1.0.0.5
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Note:—> Static NAT is Also Called One to One
IN These Types of we have Purchase For Each Pc Public IP Address This is To
Mach Expensive For One Company and Access Manually IP Address

What is Dynamic NAT
:=> IN Dynamic NAT we Create One Scope or Pool For Public IP Address and Which Router
Convert Dynamically Local IP Address in to Public IP Address

Note:-> In This Types of we have create One Scope insert All Public IP address
Which Pc are Connection With Another Branch Router Private IP Address
Automatically Changing for Public IP Address Some Time by One IP Address or

Same Time by Another IP Address At Cant Hacking Someone Our Pc
This is Also Very Expensive For one Company

What is PAT
:=> Port Address Translation
:=> Port Overloading
:=> Purchase One IP Address into one Public Address
> This is Very cheap for one Branch by one IP Address All Client Communication with one and
another in WAN Side at is Very Useful
:= Also Called Many to One

What is Netting Table?

Netting Table Stored in Router and Stored Information about Public IP Address and we can Also
See Converting Private IP Address Into Public IP Address Information in to Netting Table

Note:=> This is creating one Table there is Information of All Computer Private IP
Address and Public IP Address and Which can Change Private to Public and Public
to Private IP Address

How to Create Static Route

D= U5 digle e DTE IP Address
oy 001 1.0.0,2
e — P~ I
B —
L ) 3
1d41
Ropterl 1841
Private IP Address ) Rogter 2
10.0.0.2 Private IP Address
10.0.0.3 192.168.1.2
l 10.0.0.4 192.168.1.3 |'
10.0.0.5 192.168.1.4
192.168.1.5
/Swrtcr\\ / u\,tch)\\
—.c’ ; , -
el PC-PT  PC-PT PC-PT PC-PT PC-FT PC-PT PC-PT

peo FC1 Pz PC3 P4 PCS PCa PCT
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Router 1 FastEternet 10.0.0.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #lp address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit
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Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router 1 Static Netting

Router (Config) #Int Fa0/0
Router (Config-if) # Ip NAT Inside
Router (Config-if) # Exit

Router (Config) # Int S0/0
Router (Config-if) # IP NAT Outside
Router (Config-if) # Exit

Router (Config) # IP NAT Inside Source Static 10.0.0.2 1.0.0.6  this is Called Public IP Address
Router (Config) # IP NAT Inside Source Static 10.0.0.3 1.0.0.7
Router (Config) # IP NAT Inside Source Static 10.0.0.4 1.0.0.8
Router (Config) # IP NAT Inside Source Static 10.0.0.51.0.0.9

Router (Config) # EXIT

Router # Sh IP NAT Translations
Router # Sh IP NAT Statistics
Router # Debug IP NAT

Router 2 Static Netting

Router (Config) #Int Fa0/0
Router (Config-if) # Ip NAT Inside
Router (Config-if) # Exit

Router (Config) # Int S0/0
Router (Config-if) # IP NAT Outside
Router (Config-if) # Exit

Router (Config) # IP NAT Inside Source Static 192.168.1.2 1.0.0.20  this is Called Public IP Address
Router (Config) # IP NAT Inside Source Static 192.168.1.3 1.0.0.21

Router (Config) # IP NAT Inside Source Static 192.168.1.4 1.0.0.22

Router (Config) # IP NAT Inside Source Static 192.168.1.5 1.0.0.23

Router (Config) # EXIT

Router # Sh IP NAT Translations
Router # Sh IP NAT Statistics

Router # Debug IP NAT
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Configuration of Dynamic Netting

DiCE IP Address

DTE IP Address

=, 1001 1.0.0.2
-y —~
N &5
Rii{?elrl 1d41
r Private IF Address ) Rogter 2
10,0.0.2 Private IP Address
l 10.0.0,3 192,168.1,2
10.0.0.4 192,168.1.3 |'
10.0.0.5 192.168.1.4
192,168.1.5
/Swrﬂ\\ / Wr':""\\
_‘f, ’
PSCPDT PC-PT  PC-PT  PC-PT PC-PT PC-PT PC-PT PC_P’T‘
Pl Pz PC3 P4 PCS PCE P
Router 1 FastEternet 10.0.0.1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en
Router#conf t
Router (config) #int fa0/0

Serial DCE 1.0.0.1

FastEternet 192.168.1.1

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit

Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router 1 Dynamic Netting

Router (Config) #Int Fa0/0
Router (Config-if) # Ip NAT Inside
Router (Config-if) # Exit

Router (Config) # Int SO/0
Router (Config-if) # IP NAT Outside
Router (Config-if) # Exit

Router (Config) # IP NAT Pool MCSE 1.0.0.10 1.0.0.20 Netmask 255.0.0.0

Router (Config) # Access-list 1 Permit 10.0.0.0 0.255.255.255

Router (Config) # IP NAT inside Source list 1 Pool MCSE this is Called Scope Name
Router (Config) # Exit

Router # Sh IP NAT Translations
Router # Sh IP NAT Statistics
Router # Debug IP NAT

Router 2 Dynamic Netting

Router (Config) #Int Fa0/0
Router (Config-if) # Ip NAT Inside
Router (Config-if) # Exit

Router (Config) # Int S0/0
Router (Config-if) # IP NAT Outside
Router (Config-if) # Exit

Router (Config) # IP NAT Pool CCNA 1.0.0.50 1.0.0.60 Netmask 255.0.0.0

Router (Config) # Access-list 1 Permit 192.168.1.0 0.0.0.255

Router (Config) # IP NAT inside Source list 1 Pool CCNA this is Called Scope Name
Router (Config) # Exit

Router # Sh IP NAT Translations

Router # Sh IP NAT Statistics
Router # Debug IP NAT
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How to Configuration PAT

DCE IP Address

DTE IP Address

<y, 170! 1.0.0.2

T i _l*-“,‘:a

1441

Ropterl 1d41
Private IP Address . Rogter 2
10.0,0.2 Private IP Address
10.0.0.3 192.168.1.2

l 10.0.0.4 192,168.1.3 '

10.0.0.5

a4
/SVTCP\\
N lshe
==, = e
PC-FT e = b5
Fen PC-PT  PC-FT  PC-PT
PC1 PC2 PC3

Router 1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en
Router#conf t
Router (config) #int fa0/0

192,168.1.4
192,168.1.5
/SW"tch\
[ L3
= OJ

o O

PC-PT FC-FT  PC-FT
FC4 PCS PCE

FastEternet 10.0.0.1

£
PC-FT
PC7

Serial DCE 1.0.0.1

FastEternet 192.168.1.1

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit

Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router 1 PAT Netting

Router (Config) #Int Fa0/0
Router (Config-if) # Ip NAT Inside
Router (Config-if) # Exit

Router (Config) # Int SO/0
Router (Config-if) # IP NAT Outside
Router (Config-if) # Exit

Router (Config) # IP NAT Pool MCSE 1.0.0.10 1.0.0.10 Netmask 255.0.0.0
Router (Config) # Access-list 1 Permit 10.0.0.0 0.255.255.255
Router (Config) # IP NAT inside Source List 1 Pool MCSE Overload

Router 2 PAT Netting

Router (Config) #Int Fa0/0
Router (Config-if) # Ip NAT Inside
Router (Config-if) # Exit

Router (Config) # Int SO/0
Router (Config-if) # IP NAT Outside
Router (Config-if) # Exit

Router (Config) # IP NAT Pool CCNA 1.0.0.20 1.0.0.20 Netmask 255.0.0.0
Router (Config) # Access-list 1 Permit 192.168.1.0 0.0.0.255

Router (Config) # IP NAT inside Source List 1 Pool CCNA Overload
Router (Config) Exit

Router #Debug IP NAT
Router # Sh IP NAT Translations
Router # Sh IP NAT Statistics
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What Is IPv6

Internet Protocol Vision 6

Also called net Generation address

Developed by IETF (Internet Engineer Task Force)
Developed in Dec 1998

Consist on 128 BITS

Consist on 8 Group of Quartet

Used Hexadecimal Format

Used Colon Format

First Three Quartet Belong to network

One Quartet Belong to Subnet Mask

And Last 4 Quartet Belong to Interface or Host

IP Version 6

Quartet Format bsx Colon Format

Each Quartet Has 16 BIT

Three Quartet Belong to Network 16+16+16=48

One is Belong to Subnet Mask 16 48+16=64

Last Four Quartet Belong to Host ~ 16+16+16+16=64 64+64=128
Not Used Classes Concept

Used Network / Host

Used on Multicasting

Used Octet Format Used Dotted Format
8 BITS
255 IP Address

:=> Used Network / Host
:=> Used Classes Concept
:=> Broadcasting

Start IPv6
2001:0000:0000:0000:0000:0000:0000:0000 This is Called Network ID
2001:0000:0000:0000:0000:0000:0000:0001 This is Called Network IP

How to Shorted cat
2001::1

Start I1Pv6
2001:000:0000:7777:7777:9999:7777:0001

How to Shorted Cat
2001:: 7777:7777:9999:7777:1
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How to Install IPv6 in Windows XP Server 2003

Double Click on “Local Area Connection” = Click on Properties = Select on Internet Protocol (TCP/II) >

Click on Install Button = Select on Protocol - Click on Add > Select on Microsoft TCP/IP - Ok

How to Install IPv6 by Command

Start @ Run = CMD = Ok
Administrator> IPv6 Install Press Enter

How to Assign IPv6 in Windows XP Server 2003

Administrator> NETSH Press Enter
NETSH> Interface Press Enter
NETSH INTERFACE> IPV6 Press Enter

NETSH INTERFACE IPV6> Add Address Interface="Local Area Connection”2001::1 Press Enter
NETSH INTERFACE IPV6> Exit

Note: Assign to Other Pc by this Métier Then Ping

How to Configuration of IPv6 in Static Route

prom, D-F 200201 DCE 2002::2
3§ ﬁi' 1 lﬁ}c‘i
1ak1
Rougerl 141
I Router IP &ddress Router IP Address Raoufer 2
20011 20031 ‘

|
at ot
7\ i\
-

- - )

= i o P
Router 1 FastEternet 2001::1
Router >
Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2001:: 1/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit
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Router 1 Serial DCE 2002:: 1

Router (Config) # Int SO/0

Router (Config-1F) # Ipv6 Address 2002:: 1/64
Router (Config-1F) # Clock Rate 64000
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 2 FastEternet 2003::1

Router >

Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2003:: 1/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 2 Serial DTE 2002:: 2

Router (Config) # Int S0/0

Router (Config-1F) # Ipv6 Address 2002:: 2/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 1 Static Route

Router (Config) # IPv6 Route 2003:: /64 2002::2
Router (Config) # Do Sh Ipv6 Route
Router (Config) # Do Ping 2003::1

Router 2 Static Route
Router (Config) # IPv6 Route 2001:: /64 2002::1

Router (Config) # Do Sh Ipv6 Route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
1I7-1SISLL, 12-ISISL2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
S 2001:: /64 [1/0]
Via 2002::1
C 2002:: /64 [0/0]
Via: Serial0/0/0
L 2002::2/128 [0/0]
Via: Serial0/0/0
C 2003:: /64 [0/0]
Via: FastEthernet0/0
L 2003::1/128 [0/0]
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How to Configuration of RIP in IPv6

DCE 2002::1

DCE 200202

& )

15h1
Rl:nurarl

Router IP Address
2001::1

2

'7witu:h
-

P

PC-PT PC-PT
PCO pcl
Router 1
Router >
Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2001:: 1/64
Router (Config-1F) # Ipv6 RIP Corvit Enable
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 1

Router (Config) # Int SO/0

Router (Config-1F) # Ipv6 Address 2002:: 1/64
Router (Config-1F) # Ipv6 RIP Corvit Enable
Router (Config-1F) # Clock Rate 64000
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 2

Router >

Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2003:: 1/64
Router (Config-1F) # Ipv6 RIP Khan Enable
Router (Config-1F) # No Shut

Router (Config-1F) # Exit
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FastEternet 2001::1

Serial DCE 2002:: 1

FastEternet 2003::1
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Router 2 Serial DTE 2002:: 2

Router (Config) # Int SO/0

Router (Config-1F) # Ipv6 Address 2002:: 2/64
Router (Config-1F) # Ipv6 RIP Khan Enable
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router (config) #do Sh Ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I1-1SISLL, I12-1ISISL2, IA - ISIS interarea, IS - ISIS summary
R 2001:: /64 [120/1]
Via FES80:: 202:4AFF:FEDA:4001, Serial0/0/0
C 2002::/64 [0/0]
Via::, Serial0/0/0
L 2002::2/128 [0/0]
Via::, Serial0/0/0
C 2003::/64 [0/0]
Via::, FastEthernet0/0

How to Configuration of IPv6 in OSPF

OSPF IPYE
== DCE 20041 .
\ -,’ii_ DI 2Ll i . DCEZ005:1 DTE 2005:2 .
q_._____-_r———____ o —— —__:—__ =
1da1 . ' \ '
Roterl 1da1 1d41
Router IP Address Roer 2 Royter 3
20011 Router IP Address  Rouker IP Address
| J Z002::1 200311

l/WItTD ?itch\ ?Witd.i

. ) —
PC-PT PC-PT s PrC-pT
pCa PC1

[
[y
Ll

| )
25l
D—

Router 1 FastEternet 2001::1

Router >

Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2001:: 1/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit
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Router 1

Router (Config) # Int SO/0

Router (Config-1F) # Ipv6 Address 2004:: 1/64
Router (Config-1F) # Clock Rate 64000
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 2

Router >

Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2002:: 1/64
Router (Config-I1F) # No Shut

Router (Config-1F) # Exit

Router 2

Router (Config) # Int S0/0

Router (Config-1F) # Ipv6 Address 2004:: 2/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 2

Router (Config) # Int SO/1

Router (Config-1F) # Ipv6 Address 2005:: 1/64
Router (Config-1F) # Clock Rate 64000
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 3

Router >

Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2003:: 1/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 3

Router (Config) # Int SO/0

Router (Config-1F) # Ipv6 Address 2005:: 2/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit
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Router 1

Router (config) # IPv6 Unicast-routing
Router (config-rtr) # IPv6 Router OSPF 1
Router (config-rtr) # Router-id 20.20.20.20
Router (config-rtr) # Exit

Router (config) # Int Fa0/0
Router (config-1F) # IPv6 OSPF 1 Area 0
Router (config-1F) # Exit

Router (config) # Int S0/0
Router (config-1F) # IPv6 OSPF 1 Area 0
Router (config-1F) #EXxit

Router 2

Router (config) # IPv6 Unicast-routing
Router (config-rtr) # IPv6 Router OSPF 2
Router (config-rtr) # Router-id 20.20.20.21
Router (config-rtr) # Exit

Router (config) # Int Fa0/0
Router (config-1F) # IPv6 OSPF 2 Area 0
Router (config-1F) # Exit

Router (config) # Int S0/0
Router (config-1F) # IPv6 OSPF 2 Area 0
Router (config-1F) #EXxit

Router 3

Router (config) # IPv6 Unicast-routing
Router (config-rtr) # IPv6 Router OSPF 3
Router (config-rtr) # Router-id 20.20.20.22
Router (config-rtr) # Exit

Router (config) # Int Fa0/0

Router (config-1F) # IPv6 OSPF 3 Area 0
Router (config-1F) # Exit

Router (config) # Int SO/0

Router (config-1F) # IPv6 OSPF 3 Area 0
Router (config-1F) #Exit

Router (Config) # Do Sh IPv6 Route
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6 To 4 Tunneling + Dual Stack Configuration

& To 4 Tunneling + Dual Stack

Wan DCE 1.0.0.1

—
—

WanNDTE 1.0.0.2

O 1 _lh.;a:i
1dk1
Roterl Router IP Address Router IP Address  15h1
1 10.0.0.1 192.1658.1.1 Pouler 2
2001::1 20021
{
1

/\

- )
-—/ : _—'
PC-PT

PO

Router 1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #lp address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en
Router#conf t
Router (config) #int fa0/0

FastEternet 10.0.0.1

Serial DCE 1.0.0.1

FastEternet 192.168.1.1

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit
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Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 RIP Route
Router (config) #route rip

Router (config-router) #network 10.0.0.0

Router (config-router) #network 1.0.0.0

Router (config-router) # Version 2

Router (config-router) #exit

Router 1 FastEternet 2001::1

Router >

Router # Conf T

Router (Config) # IPv6 Unicast-routing
Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2001:: 1/64
Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 1 RIP Route
Router (Config) # Int S0/0

Router (Config-1F) # IPv6 RIP Corvit Enable

Router (Config-1F) # Exit

Router (Config) # Int Fa0/0
Router (Config-1F) # IPv6 RIP Corvit Enable
Router (Config-1F) # Exit

Router 2 FastEternet 2002::1
Router >

Router # Conf T

Router (Config) # IPv6 Unicast-routing

Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 Address 2002:: 1/64

Router (Config-1F) # No Shut

Router (Config-1F) # Exit

Router 2 RIP Route

Router (Config) # Int SO/0
Router (Config-1F) # IPv6 RIP Khan Enable
Router (Config-1F) # Exit

Router (Config) # Int Fa0/0

Router (Config-1F) # IPv6 RIP Khan Enable
Router (Config-1F) # Exit
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Router 1 Tunneling +Dual Stack

Router (Config) # Int Tunnel 0

Router (Config-if) # Ipv6 Address 2001:: 1/64
Router (Config-if) # Tunnel Source 10.0.0.1

Router (Config-if) # Tunnel Destination 192.168.1.1
Router (Config-if) # Tunnel Mode IPv6ip

Router (Config-if) # Exit

Router 2 Tunneling +Dual Stack

Router (Config) # Int Tunnel 0

Router (Config-if) # Ipv6 Address 2002:: 1/64
Router (Config-if) # Tunnel Source 192.168.1.1
Router (Config-if) # Tunnel Destination 10.0.0.1
Router (Config-if) # Tunnel Mode IPv6ip
Router (Config-if) # Exit

Router # Show Ipv6 Route
Router # Show IPv6 Protocol
Router # Show IPv6 RIP
Router # Debug IPv6 RIP

What is WAN?

Groups of Pc Are connected with one and another By Geographically

WAN Terminology

CPE Device (Means Customer Premises Equipment Devices)

Demarcation Point

Local Loop (I Means When Data go on Wan Said that is Called Local Loop)
Central Office PTCL

Used in Building

—
l 1 1’ DSL*MOC'EF.Iﬂ*FT 7]
Roftero “PE Dewvic Peern \

ﬁz -z Central Office

/wan—‘u \ Ptcl

¥, L4 Demarcation Point
FC-PT PC-PT Building
PCO Pl

What is Point to Point
Also Called Lease Line or Dedicated Line Send for Single Connection
Expensive
Used For Short Distance
Pay Bill Used or Not Used
Protocol:-> HDLC  (Meaning of High Laver Data Line Control)

Note:=> Point to Point Now a Day at Cont Used Just Used on Frame Relay Switch Using
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What is Circuit Switch?

Dialup Connection

Pay Bill When Used

Low Data Transfer

Voice Telephone

Protocol Used:> ISDN (Meaning integrated service Digital Network) When Data go to WAN
Side that is Used ISND Protocol

What is Frame Relay

Frame Relay is WAN Protocol

Use in Data link Layer

Used in Bandwidth

Packet Switching Technique

Share Same Bandwidth (I Means Same Speed for Ever one router)
Use Virtual Circuit Concept

What is Packet Switching
Share Same Bandwidth
Save Many
Work on Virtual Circuit
Bandwidth Range 56 Kb — 45 Mb
This is Very Expansive for One Company but that is good For Large Internet worker

Note:=> This is a Types of Switch All Routers Connecting With This Switch
This Types of Switch only with DSL or ISP Company is Available When we giving Connecting From
ISP public IP Address ISP Company Connecting our Connection With Frame Relay Switch

What is Virtual Circuit?
Frame Relay Work on Virtual Circuit
Reliable Communication
Less Expansive for Large Internet worker
We Can Connect With Multiples Network by Using Virtual Circuit

Note:-> This is only Like Telephone if we Working a lot of Bill Coming to Match Expansive
IF we Cont Use a lot of Bill at will coming Less Expansive

What is DLCI

Data Link Connection Identifier

Each Virtual Circuit has its Own Number
Each Virtual Circuit Has Its Unique Number
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What is LMI?

Meaning of Local Management Interface

Used B/T from Relay Switch and Router
For This Purpose to Pass the Information
This is Working Data From Router up to PTCL Company Send Information

Note:=> IF We Use From Relay Switch we have Used One Bandwidth for More our
Network Exp: RIP 1 and RIP 2 and EIGRP and OSPF

But for Static Route We have Buy One by One Routers Manually Buying
Bandwidth

How to Configure Pint to Point

Bz DiCE Serial O ) DiCE Serial 1 OTE
l“‘-:fl-—- Cloud-PT T
w Cloudn L E |
L Arean 1ck1
ROTE"D Roujerl
Router IP address ‘3

] 10.0.0.1 Router IP Address

192.168.1.1 1
e =y

=850-

/Gwitchl:\ /Switc:hl\

A A - A
Laptop-PT Laptop-PT Laptop-PT Laptop-PT
LaptopO Laptapl LaptopZ Laptop3
Router 1 FastEternet 10.0.0.1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DTE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
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Router (config-if) #no shut
Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 OSPF Route

Router (config) #router OSPF 1

Router (config-router) #network 1.0.0.0 0.255.255.255 area 0
Router (config-router) #network 10.0.0.0 0.255.255.255 area 0
Router (config-router) #exit

Router 2 RIP Route

Router (config) #router OSPF 2

Router (config-router) #network 1.0.0.0 0.255.255.255 area 0
Router (config-router) #network 192.168.1.0 0.0.0.255 area 0
Router config-router) #exit

Router 1 Point to Point Frame Relay

Router (Config) # Hostname Peshawar

Peshawar (Config) # Int So/0/0/0

Peshawar (Config-1F) # Encapsulation Frame-Relay
Peshawar (Config-1F) #1P OSPF Network Point-To-Point
Peshawar (Config) # Exit

Router 2 Point to Point Frame Relay

Router (Config) # Hostname Lahore

Lahore (Config) # Int So/0/0/0

Lahore (Config-1F) # Encapsulation Frame-Relay
Lahore (Config-1F) #1P OSPF Network Point-To-Point
Lahore (Config) # Exit
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Configuration in Cloud or Virtual Circute

Double Click on Cloud = Click on S0/0/0

Il Physical

DsL
Cabls

Config

Frame Relay. Serial0

Click on S0/0/1 another one Serial

GLOBAL
Settings
TW Settings
_CONNECTIONS
Frame Relay
CSL
Cable
INTERFACE
Seriald
Seriall
Serialz
Seriald
Maodernd
Modems
Ethernets

Coaxial?
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Port Status on

LI Cisco w

DLCI 102 Name |Peshawar

lick-on-A
DLCI Click o dd Mame
10z Peshawar
Frame Relay: Seriall

Port Status on
LMI Cisco hd

DLCI |201 Mame |Lahore
Click on Add

DLCI Name

201 Lahaore
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New Click on Frame Relay Button

GLOBAL
Frame Relay

Settings

v| = |Seria|1

v| |Lah0re ¥

Ty Seftings Serialo v| |Peshawar

CONMECTIONS -
Part Sublink Port

Sublink

Frame Relay
DsL From Port Suhlink To Port

Suhblink
Lahore

Pechawar Seriall

Cable Seriald

INTERFACE
Seriald
Seriall
Senal2
Serial3
Mademd
Modems
Ethernets
Coaxial?

Add
Click on Add

Peshawar (Config) # Do Ping 192.168.1.1

Remove

How to Connecting Multiple Network

102 L 201
,

1.0.0.1
g 105 Clogd-PT
T cldudo
1441 302
Pesfpawar 2.0.0.1 3002 z.0.0.2
301

e
5
2 24 141
i ISlargabad

tGho
Z9590-24
= h1i
Laptop-PT Laptop-PT Laptop-FT
Laotopz

Laptopn Laptopl
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3.0.0.2

1.0.0.2

Press Enter

Laptop-PT Liztgop—zT
Laptop3 ptop
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Router 1 Interface Fast Ethernet IP Address

Router>en

Router #conf t

Router (config) #int fa0/0

Router (config-if) #ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Interface Serial IP Address

Router (config #int s0/0/0

Route (config-if) #encapsulation frame-relay
Router (config-if) #no shut

Router (config-if) #exit

Router (config) #int s0/0/0.102 point-to-point

Router (config-subif) #ip address 1.0.0.1 255.0.0.0
Router (config-subif) #frame-relay interface-dlci 102
Router (config-subif) #exit

Router (config) #int s0/0/0.103 point-to-point

Route r (config-subif) #ip address 2.0.0.1 255.0.0.0
Router (config-subif) #frame-relay interface-dlci 103
Router (config-subif) #exit

Router 2 Interface Fast Ethernet IP Address

Router>en

Router #conf t

Router (config) #int fa0/0

Router (config-if) #ip address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Interface Serial IP Address

Router (config #int s0/0/0

Route (config-if) #encapsulation frame-relay
Router (config-if) #no shut

Router (config-if) #exit

Router (config) #int s0/0/0.302 point-to-point

Router (config-subif) #ip address 3.0.0.2 255.0.0.0
Router (config-subif) #frame-relay interface-dlci 102
Router (config-subif) #exit

Router (config) #int s0/0/0.301 point-to-point

Route r (config-subif) #ip address 2.0.0.2 255.0.0.0
Router (config-subif) #frame-relay interface-dlci 301
Router (config-subif) #exit
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Router 3 Interface Fast Ethernet IP Address

Router>en

Router #conf t

Router (config) #int fa0/0

Router (config-if) #ip address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 3 Interface Serial IP Address

Router (config #int s0/0/0

Route (config-if) #encapsulation frame-relay
Router (config-if) #no shut

Router (config-if) #exit

Router (config) #int s0/0/0.201 point-to-point

Router (config-subif) #ip address 1.0.0.2 255.0.0.0
Router (config-subif) #frame-relay interface-dlci 201
Router (config-subif) #exit

Router (config) #int s0/0/0.203 point-to-point

Route r (config-subif) #ip address 3.0.0.1 255.0.0.0
Router (config-subif) #frame-relay interface-dlci 203
Router (config-subif) #exit

Router 1 Configuration of OSPF

Router (Config) # Router OSPF 1

Router (Config-router) # Network 10.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 2.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Exit

Router 2 Configuration of OSPF

Router (Config) # Router OSPF 2

Router (Config-router) # Network 172.16.0.0 0.0.255.255 Area 0
Router (Config-router) # Network 2.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 3.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Exit

Router 3 Configuration of OSPF

Router (Config) # Router OSPF 3

Router (Config-router) # Network 3.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 1.0.0.0 0.255.255.255 Area 0
Router (Config-router) # Network 192.168.1.0 0.0.0.255 Area 0
Router (Config-router) # Exit
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How to Configuration in Cloud

Click on Serial 0/0

Jhysical | Canfig

Seftings
TV Sethings
CONMNECTIONS
Frame Relay
DEL
Cable
Serialo
Serial2
Seral3
Modem5
Coaxial?

LI

DLCI
102
103

Click on Serial 0/1

Port Status

DLCT 103

Frame Relay; Serial0

[¥] On

Cisco

Mame |Islambad

Femove

add
Click on Add One by One

Mame
Lahore
Islambad

Thysical Config

TW Settings
DsL
Seriald
[ Geriall
Serial3
Ethernets

Port Status

LT

DLCI

DLCI
=01
202
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Frame Relay: Seriall

an
Ciscao -
Mame
Click on Add One by One ' Mam=
Pashawar
Lakare
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Click on Serial 0/2

thysical | Config
GLOBAL
Settings
TV Settings
_ CONNECTIONS
bameRear J | Lm
DsL
Cable
INTERFALCE
Seriald
Serial2
Serial3
Modernd 201
Modems 203
Ethernets

Port Status

Cisco

DLCI |Z03

DLCI

Coaxial?

Click on Frame Relay

GLOBAL
Settings

_TV Settings_ Islamabad

Serialz “

Ctlick onAdd One by One

Frame Relay: Serial2

name |Islamabad

Remowve

Mame
Pashawar
Islamabad

Frame Relay

v =7F  |Seriall

« | |Lahor “

CONNECTIONS

Irarne Ralay
Dzl
Cable

Part Suhlink

Sublink
Lahor

Frarm Paort
Eeﬂam

Part

To Port
Serial2

Suhlink

Sublink
Pashawar

INTERFALCE

Sarial0
Seriall
Serial?
Serial3
Modemd
Mudeins
Ethernete
Coaxial?

Pashawar

Islamabad

Serall
Serialz

Senald
Seriall

Islamabad
Lahor

140

Select one by one and Add
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What is CDP?

The Meaning of CDP is Cisco Discover Protocol

141

That is used to Show Hardware information of about Local and Remote Network and CDP is a Cisco

Protocol (Bydefualt it is Disable)

Note:=> This Protocol only used for Hardware information of another Router

Sending
Configuration of CDP

DCE IF Address DTE IF address
1.0.0.1 Public 1.0.0.2 Public

e
L L -~
1d41 141
Ro'lte"c' Router IP Address P ;“Cl'd"ess Rodfert
10.0.0.1 AL OB T
1
et :
witcRn o0
/wltch\
Laptop-PT Laptop-FT Laptop-PT Lﬁ?ié"?
Laptopn Laptapl Laptopz ptop

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1 Serial DCE 1.0.0.1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2 FastEternet 192.168.1.1

Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2 Serial DTE 1.0.0.2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit

Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router 1 CDP Protocol

Router (config) # Int S0/0/0
Router (config) # CDP Enable
Router (config) #

Router 2 CDP Protocol

Router (config) # Int S0/0/0
Router (config) # CDP Enable

Router (config) # Do Sh CDP Entry *  (Shift + 8 Batten)

Device ID: Switch

Entry addresses (as):

Platform: Cisco 2950, Capabilities: Switch

Interface: FastEthernet0/0, Port ID (outgoing port): FastEthernet0/1
Version:

Cisco Internet work Operating System Software

10S (tm) C2950 Software (C2950-16Q4L2-M), Version 12.1(22) EA4, RELEASE SOFTWARE (fc1)
Copyright (c) 1986-2005 by cisco Systems, Inc.

Compiled Wed 18-May-05 22:31 by jharirba

Advertisement version: 2

Duplex: full

Device ID: Router
Entry addresses (es):
IP address: 1.0.0.1
Platform: cisco C1841, Capabilities: Router
Interface: Serial0/0/0, Port ID (outgoing port): Serial0/0/0
Hold time: 177

Version:

Cisco 10S Software, 1841 Software (C1841-ADVIPSERVICESK9-M), Version 12.4(15) T1,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team
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How to Control another Router by Telnet

DCE IP Address
P 1.0.0.1 Public

DTE IP Address
1.0.0.2 Public

L 1) T
1:!41'- ¢ 1341'
Ro'lteru Router IP Address Router IP Address oS-
10.0.0.1 192.1658.1.1 T
|
T '
witcRO 2950%4
/ \ /witch\
ap- Laptop-PT Laptop-PT Laptop-PT
Lis:;?:oppPDT Laptopl LaptopZ Laptop3
Router 1 FastEternet 10.0.0.1
Router>en

Router#conf t

Router (config) #int fa0/0

Router (config-if) #1p address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en
Router#conf t
Router (config) #int fa0/0

Serial DCE 1.0.0.1

FastEternet 192.168.1.1

Router (config-if) #1p address 192.168.1.1 255.255.255.0

Router (config-if) #no shut
Router (config-if) #exit

Router 2

Router (config) #int s0/0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1 RIP Route

Router (config) #route rip

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2
Router (config-router) #exit

Router 2 RIP Route

Router (config) #route rip

Router (config-router) #network 192.168.1.0
Router (config-router) #network 1.0.0.0
Router (config-router) # Version 2

Router (config-router) #exit

Router 1 Telnet 10.0.0.0

Router (Config) # Hostname Peshawar

Peshawar (Config) # Line VTY 04 (From 0 up to 4 User Can Access Our Router by one Time)
Peshawar (Config-line) # Password Khan

Peshawar (Config-line) # Login

Peshawar (Config-line) # Exit

Peshawar (Config) # Enable Password Jan  (this Password is For Administrator Mode)

Router 2 Telnet 192.168.1.0

Router (Config) # Hostname Kabul

Kabul (Config) # Line VTY 0 4 (From 0 up to 4 User Can Access Our Router by one Time)
Kabul (Config-line) # Password CCNA

Kabul (Config-line) # Login

Kabul (Config-line) # Exit

Kabul (Config) # Enable Password MCSE  (this Password is For Administrator Mode)

Router 2 How to Access Peshawar Router by Telnet
Kabul (Config) # Telnet 10.0.0.1
Trying 10.0.0.1...Open

User Access Verification

Password: (Telnet Password Assigns then Press Enter) Khan Password
Peshawar> en

Password: (Administrator Password Assigns then Press Enter) Jan Password
Peshawar #

Peshawar #

Note:=> Now Do anything on Your Link I Means do Configuration
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What is BGP
{Meaning of BGP Border Gateway Protocol}

Developed in 1989

BGP 4.0 is Released in 1994 {First Time Released 0.3 Version}

Exterior Gateway Protocol

Used Port Number 179

TCP Types of Protocol

Administrative Distance 20. 200

{20 Number Prot work on External Side 200 Number Prot work on Internal Side}
Used to Exchange Information B/W ISP

Customer Connect with ISP by Using “IGP” and ISP Pass there Information by Using BGP
Used Classless

Share Entire Routing Table to Neighbor

Work as Distance Vector Routing Protocol

Not Send Periodic Update

Types of BGP Protocol

Internal BGP (IBGP) External BGP (EBGP)

What is Internal BGP (IBGP)

- ISP Use it and Pass there Information with Autonomous Number System
- This Type of “IBGP” is used in Local Purpose
-> So We Can Say that all Network in Pakistan Communication with one and another by “IBGP”

Feshawar

FTCL
Llamabad

-

—

I. -J‘Ai l 'J'“‘i —

141
PTCL PEshawar 1441 11
PTCULahar PTCL Isfmabad

2950-24 d

Switchd 2950-24 2950-24
e Switchl Switchz
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What is External BGP (EBGP)

- ISP Used it and Pass There Information with Autonomous Number System

- These Types of Protocol Used to Connect Different ISP or Different Courtiers ISP With one and
another

-> So we can Say that all Network of Pakistan Communication With one and Another Country
Network by Using EBGP

Pakistan ISP

Afdhaustan ISP
30 A5 PTCL Comaawy

Alsa Blne Comgraony

10 A5
Aukonomous Mumber
5]
- o —
1841 'y ' )
Peshawar PTCL 1841 1841 1841
Lahor PTCL

Jalalabad Aisa Blue Campany kabul aisa Blue Company

What is BGP Attribute

- BGP Work on Attribute (Means Metric)
-> Used to Find Best Path to Destination when Multiple Ports are Available for a Specific Destination
- Attribute is a Properties of BGP

Fallowing of BGP Attributes
-2 Weight
- Local Preference
- Next Hop
- Community
- AS-Path
-> MED
- Original Attributes

What is Weight Attributes?
-> Cisco Define
- Not Advertise Route to Neighbor Routers
-> If the Router learns about more then one Router to the Same Destination the Router with Highest
Weight is Preference
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Note:=> With Which Router are Connected Pc allot of that router is Weight
Router and also All Routers Send Our Update Frame Top Side on that
Weight Router

What is Local Preference?

When we have multiple Routers and want to Send Data to another Router Network by Using BGP
for this Purpose BGP See on Local Preference that is used to Send Data From Exit Point and See
Which Exit Point is Suitable for Send Data Let Suppose

Metwark ID Use This Twa ISP Company
172.16.0.0] 16

r— .l”*‘f':-i A5 200

141 1da1

Pasharar ISP Islamarad ISP

Metwork ID Use This Two ISP Compary
10.0.0.0/8

i
]
— =g

1841
Lahaor IZP

1541
Karachi ISP

2

v

v

I '»“i. £ | '»“i A5 100

Local Preference Local Preference

Note:=> All Routers Are Connected with One and Another there are Send Update
To Which Other in This Time Which Router Weight are To Lease That Router are
Local Preference also Send Update Frame IN Side

What is Original Attribute?

- Used For Router Selection

- Indicates That How BGP Learned about Particular Router
- Have 3 Values

1:2> IGP = interior Gateway Protocol

2:> EGP = External Gateway Protocol

3:2> In Complete Router Unknown

Note:=> By this Tape at can Say Which Router are Used BGP Protocol
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What is AS=Path
When A Router Advertisement Pass through Autonomous System that Autonomous Number System
Is added to Order list of Autonomous Number System That Router Advertisement Has Traversed
- Present Routing Loop

a5=
=i 10.0.0.0/)8 e D AS=73
| 7 | 1rzis00/16
1841 / 1841
ISLAMABAD 1S \f\ / Peshawar I5P
[, |
T
LA as=2
y 1:“?118'3 192.168.1.0 / 24
arnci
Routing Table
10.0.0.0/8 241 — e
172.16.0.0/ 16 234 | »
192.168.1.0 124 234 1ma1 AS=1
Lahor 7op | 192.168.0.0f 24

Note:-> First Time Send All Routers Update With One and Another But the Other
Router Update are Coming Our Router Update are Not go to on Other Routers

What is Next Hop?

The EBGP Next Hope Attribute is the IP Address that is used to reach the Advertising Router
Neighbor is all so Called Next Hop

IBGP
Al Pakistan T 5 P Company
—
~ 2
A5=10
\ ‘ Metwork ID10,0,0.0 | &
1441 1.a.0.1
Peshafyar ISP
L’ All Routers Mext Hop is Router Islamabad Router
—
= 23 e
l 2.0.0.1 l '
1841 o 2002 1841
Islamabad ISP Lahor ISP

Note:=> When Two Routers are Sending Update by Help of Next Hop or
Neighbor Router
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What is Community Attribute?

- Provide Way of Grouping Destination Called Community Attribute
- To Which Router Decision Can be Applied {1} No Export {2} No Adrartise {3}No Internet

IBGP Router 4 Metwork ID of all Routers ISP
— AS=10 10.0.0.0 /)5

Ly

1841 Router B
Peshawar ISP AS=z0

hh.ﬂﬁqf
[ i
L
1541 1da1
Islamabad ISP Lah*r ISP
“"*L Rouker C
I Fd ‘ AS =30
15841
Karchi ISP

Note:=> IF Router A Send Date to Router B in Side This Data only See
Router B But Not See Router C at is only Access For Routers B But Router C
are Not Accessing

Configuration of BGP

OCE 1.0.0.1 II'_'T-{"- DTE 2.0.0.2 Administrator Destance 100

1d41
Islarabad ISP

!
Adrninistrator Destance 200
29En%g DCE 2.0.0.1

Adrninistrator Destance 200
DTE 1.0.0.2

l“-‘::-"i'_ DCE 3.0.0.1 Fritehie DTE 3.0.0.2 e
1d41 ' ' L ‘
Peshamar ISP a1
I Lahor|ISP
ﬁ Lapt-op—PT Lap.t.op-PT
2507 LaptopZ Laptop3 c0Ma
ﬁw'tc"l\ /Switc:hz\
Laptop-PT Laptop-PT g Eu Antan-BT
Router 1 Fast Ethernet 10.0.0.1
Router>en

Router #conf t

Router (config) # int fa0/0

Router (config-if) # Ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 1

Router (config) #int S0/0

Router (config-if) #1p address 1.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) #exit

Router 1

Router (config) #int S0/1

Router (config-if) #1p address 2.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router>en

Router #conf t

Router (config) #int fa0/0

Router (config-if) #1p address 172.16.0.1 255.255.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router (config) #int S0/0

Router (config-if) #1p address 1.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 2

Router (config) #int S0/1

Router (config-if) #1p address 3.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) # exit

Router 3

Router>

Router>en

Router #conf t

Router (config) #int fa0/0

Router (config-if) #1p address 192.168.1.1 255.255.255.0
Router (config-if) #no shut

Router (config-if) #exit
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Router 3

Router (config) #int s0/0

Router (config-if) #1p address 3.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if) #exit

Router 3

Router (config) #int S0/1

Router (config-if) #1p address 2.0.0.1 255.0.0.0
Router (config-if) #clock rate 64000

Router (config-if) #no shut

Router (config-if) # exit

Router 1

Router (config) #router Eigrp 1

Router (config-router) #network 10.0.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) #network 2.0.0.0
Router (config-router) #no auto-summary
Router (config-router) #exit

Router 2

Router (config) #router Eigrp 1

Router (config-router) #network 172.16.0.0
Router (config-router) #network 1.0.0.0
Router (config-router) #network 3.0.0.0
Router (config-router) #no auto-summary
Router (config-router) # exit

Router 3

Router (config) #router Eigrp 1

Router (config-router) #network 192.168.1.0
Router (config-router) #network 2.0.0.0
Router (config-router) #network 3.0.0.0
Router (config-router) #no auto-summary
Router (config-router) #exit
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Router 1 BGP ROUTE

Router (config) #router BGP 100

Router (config-router) # Neighbor 1.0.0.2 Remote-as 200
Router (config-router) # Neighbor 2.0.0.1 Remote-as 200
Router (config-router) # Neighbor 1.0.0.1

Router (config-router) # Neighbor 2.0.0.0

Router (config-router) # Neighbor 10.0.0.0

Router (config-router) #exit

Router 2 BGP ROUTE

Router (config) #router BGP 200

Router (config-router) # Neighbor 3.0.0.2 Remote-as 200
Router (config-router) # Neighbor 1.0.0.1 Remote-as 100
Router (config-router) # Neighbor 3.0.0.1

Router (config-router) # Neighbor 1.0.0.0

Router (config-router) # Neighbor 172.16.0.0

Router (config-router) #exit

Router 3 BGP ROUTE

Router (config) #router BGP 200

Router (config-router) # Neighbor 2.0.0.2 Remote-as 100
Router (config-router) # Neighbor 3.0.0.1 Remote-as 200
Router (config-router) # Neighbor 2.0.0.1

Router (config-router) # Neighbor 3.0.0.0

Router (config-router) # Neighbor 192.168.1.0

Router (config-router) #exit

How to Check on Connection
Router # Show IP BGP Summary

Router # Show IP Route
Router # Show IP BGP
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