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1. Import the Wazuh OVA file into VirtualBox or VMware and start the Wazuh
Manager.

Wazuh OVA File

12,0 - VMware Workstation

{it Home % ‘wazl
@ wazuh-4

P Start up this guest operating system
B Edit virtual my

W Upgrade this virtual machine

~ Devices
[ Memory

@ Hard Disk (IDE)  50GB

@ CD/DVD (IDE) ..nknown backend
M Floppy

& Network Adapter ... ged (Automa
Display Auto detect

- Description
azuh enhances security visibility inyo

ing, intrusion
detection, and compliance monitoring.

~ Virtual Machine Details
State: Po
Configuration il Y A 4. h-4.12.0.vmx
Hardware compatibility: at
Primary IP address: N kinformatic

wazuh-4.12.0 - VMware Workstation

(it Home

® wazuh-nanager.seruvice - Wazuh nanager
loaded (susrs1ibssystend systen/uazuh-nanager . service: disable
: active (runming) since Wed 2625-07-02 06:14:48 UTC; 5s ago

4149 ExecStart=/usr/bin‘env /var/ossec/bin/wazuh-control start (c

165 (1init: 9469)

8673

PU: 37.578s

ssysten.slice/wazuh-nanager . service
240 rvar.ossecy frameuork,/python/bin/pythan3 svarsossecrapi scrif
241 ruar/ossecy frameuork/pythonbin/pythan3 svar/ossec/api/scrily
242 uarossec, frameuork python bin/python3 svar-ossec/apisscrily
245 uar/ossec frameuork python bin/pythond svarossec/apisserily
248 svarsossecs framework python/bin/python3 suarsossec/apisscri
291 suar/ossecsbin/wazuh-authd
307 rvar/ossecsbin/wazuh-db
334 ruar/ossecsbin wazuh-execd
348 ~var.ossec/bin/wazuh-analysisd
370 uarossecsbin/uazuh-syscheckd
435 svar/ossec/binsuazuh-remoted
1471 rvarsossecs/binswazuh-logcollector
491 rvarossecsbin/wazuh-monitord
501 ruar./ossecsbin wazuh-modulesd
5037 ~usr/bin/python3 susr/bincdnf list "installed|” grep sudo

Jul 0Z 06:14:40 wazuh-server envl4149]1: Started vazuh-execd...
41 wazuh-server enul41491: Started wazuh-analysisd.
Jul 02 06:14:42 wazuh-server enul41491: Started wazuh-syscheckd.
Jul 02 06:14:43 wazuh-server envl41491: Started wazuh-remoted.
45 wazuh-server enu[41491: Started wazuh-logcollector...



https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html
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2. Access the Wazuh web interface and take a screenshot of the dashboard login
page.

Default username/password: admin

wdazuh

The Open Source Security Platform

£ Username

& Password

= W Overview a ®
AGENTS SUMMARY LAST 24 HOURS ALERTS
This instance has no agents registered. Critical severity High severity Medium severity Low severity
Please deploy agents to begin monitoring your endpoints. 0 2 8
Rule level 15 or higher Rule level 12 to 14 Rule level 7 to 11 Rulelevel 0to 6
ENDPOINT SECURITY THREAT INTELLIGENCE
{5} Configuration Assessment Malware Detection @ Threat Hunting (O Vulnerability Detection
Scan your assets as part of a Check indicators of compromise triggered Browse through your security alerts, Discover what applications in your
configuration assessment audit, by malware infections or cyberattacks. identifying issues and threats in your environment are affected by well-known
environment. vulnerabilities.

File Integrity Monitoring
lerts related to file changes, including [0] MITRE ATT&CK
permissions, content, ownership, and Explore security alerts mapped to
attributes. adversary tactics and techniques for

better threat understanding.

SECURITY OPERATIONS CLOUD SECURITY
= PCIDSS |'|-|'| GDPR é Docker aws ‘Amazon Web Services
Global security standard for entities that General Data Protection Regulation Monitor and collect the activity from Security events related to your Amazon
process, store, or transmit payment (GDPR) sets guidelines for processing of Docker containers such as creation, AWS services, collected directly via AWS
cardholder data. personal data. running, starting, stopping or pausing APL
events.
HIPAA NIST 800-53
@ E] - —~
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3. Install the Wazuh agent on a Windows machine and connect it to the Wazuh
Manager.

‘Windows 10 x64 - VMware Workstation

& Windows 10 x

O ® Wawh

G © Not secure | htps://192.168.29.247,

W. Endpoints Deploy new agent

° Server address:

This is the address the agent uses to communicate with the server. Enter an IP address or a fully qualified domain name (FQDN)
Assigna server address ()

192.168.29.247
@ ) Remember server address
Optional settings:
By default, the deployment uses the hostname as the agent name. Optionally, you can use a different agent name in the field below.
Assignanagentname: @)

Windows-10

The agent name must be unigue. It can't be changed once the agent has been enrolled. &

Select one or more existing groups: (3

O Type here to search ¥ ~ B o ) ENG

‘Windows 10 x64 - VMware Workstation
L I A |

@ wazuh-4.12.0 % @ Windows 10x64 %

Windows Powershell
Services
File Action View
= Hm@
Services (Local)
Wazuh Name Description  Status StartupType  Log " [S com/4 . x/windows/wazuh -age
& WalletService Hosts objex. Manual Loci

?—GE“‘“““E & Warp)Tove Provides a . Manual (Tig... Loc: p\wazuh-agent /q WAZUH_MAN

rt the service

\Wazuh ‘Wazuh Running  Automati Lo}

Web AccountManager  This semvice .. Running  Manual Loc:

Description: WebClient Enables Win... Manual (Trig...  Loci
\Wazuh Windows Agent G, Wi-Fi Direct Services Conne.. Manages co, Manual (Tiig.  Loci
Windows Audio Msnages au.. Running Automatic  Loc:

Windows Audic Endpoint B.. Managesau.. Running Automatic  Lec

Provides Wi Manual Loc:

The Windo. Manual (Trig... Loc:

Windows Camera Frame Se... Enables mul... Manual (Tig... Loc:

‘Windows Connect Now - C... WCNCSVC Manual Loci

Windows Connection Mana... Makes auto.. Running  Automatic (.. Loc:

Windows Defender Advanc... Windows D Manual Loc:

\Windows Defender Firewall ‘Windows D. Running  Automatic Loci

 Windows Encryption Provid... Windows E.. Manual (Tig... Loc:

Windows Error Reporting Se... Allows error. Manual (Tiig... Loc:

Windows Event Collector  This service .. Manual Neb

Windows Event Log This service .. Running  Automatic Loci

Windows Font Cache Service Optimizesp.. Running Automatic  Loc:

Windows Image Acquisitio... Provides im Manual (Tig... Loci¥
>

Extended { Standard

£ Type here to search ¥ @ T D) ENG
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a ®
AGENTS BY STATUS TOP 505 TOP 5 GROUPS
@ Active (1) ® windows (1) ® default (1)
@ Disconnected (0)
Pending (0)
@® Never connected (0)
Agents (1) X @ Deploy new agent C Refresh &y Export formatted More v &
status=active waL
DT Name 1P address Group(s) Operating system Cluster node Version Status Actions
001 Windows-10 192.168.20.26 default Microsoft Windows 10 Pro 10.0.19045.2965 node01 v4.12.0 o active ®
Rows per page: 10 -~ <12

W. Endpoints

G 1921

= Ww. Endpoints Windows-10 a @
Threat Hunting  File Integrity Monitoring ~ Configuration Assessment ~ MITREATT&CK  More... v () Windows-10(001) ® (& Inventory data i Stats €8 Configuration
D Staws 1P address Version Group Operating system Cluster node Registration date Last keep alive
001  ®actve @ 1921682926 Wamhv4120  default Microsoft Windows 10 Pro 10.0.19045.2965 nodeo1 Jul2, 2025 @ 12:08:23.000 Jul2, 2025 @12:09:40.000

Last 24 hours ~

Events count evolution MITRE ATT&CK @ Compliance poiDss v

¢ : Top Tactics ’ ® 1061(3)
4 ® 10.26(2)

% Defense Evasion 2 ® 10250)
©2 Initial Access 1 ® 1am

0 Persistence 1

timestamp per 30 minutes Privilege Escalation 1
Vulnerability Detection B
<[>
0 Critical Top 5 Packages You don't have SCA scans in this agent.
Package Count Check your agent settings to generate scans

No recent events

0 Medium
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4. Install the Wazuh agent on an Ubuntu machine and connect it to the Wazuh
Manager.

= w Endpoints Deploy new agent a o

° Server address:

This is the address the agent uses to communicate with the server. Enter an IP address or a fully qualified domain name (FQDN).

Assign a server address @
192.168.29.247

@ ' Remember server address

° Optional settings:

By default, the deployment uses the hostname as the agent name. Optionally, you can use a different agent name in the field below.

Assign an agent name:

Ubuntu

be unique. It ¢

Select one or more existing groups:

o Run the following commands to download and install the agent:

wget https://packages.wazuh.com/4.x/apt/pool /main/w/wazuh-agent/wazuh-agent_4.12.0-1_ando4.deb && sudo WAZUH_MANAGER="192.168.29.247° WAZUH_AGENT_NAME='Ubun

tu” dpkg -1 ./wazuh-agent_4.12.0-1_amd64 .deb

buntu - VMware Workstation

4} Home & . & S & Ubuntu
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= W Endpoints a ®
AGENTS BY STATUS TOP 505 TOP 5 GROUPS
@ Active (2) @ windows (1) ® default (2)
@ Disconnected (0) @ ubuntu (1)
Pending (0}
@ Never connected (0)
Agents (2) X @ Deploy new agent G Refresh 4 Export formatted More [
status=active waL
D" Name 1P address Group(s) Operating system Cluster node Version status Actions
co1 Windows-10 192.168.29.26 default Microsoft Windows 10 Pro 10.0.19045.2965 node01 v4.12.0 ® active © oo
002 Ubuntu 192.168.221.140 default A Ubuntu22.0451LTS node01 v4.12.0 ® active @
Rows per page: 10 <1

W.

Endpoints Ubuntu

Threat Hunting ~ File Integrity Monitoring ~ Configuration Assessment ~ MITRE ATT&CK ~ More... v

o}
002

Status
® active ©

1P address
192168221140  Wazuhv412.0

Version Group Operating system

default A ubuntu 2204.5LTs

Events count evolution

timestamp per 30 minutes

Vulnerability Detection
3 Critical Top 5 Packages
Package Count v
linux-image-5.15.0-141-generic 1150
Twisted 6
589 Medium Jiniaz °

cryptography 5

Cluster node
nodeo1

MITRE ATT&CK @
Top Tactics
Defense Evasion 4
Privilege Escalation 3
Initial Access 2
Persistence 2

SCA: Lastest scans

CIS Ubuntu Linux 22.04 LTS Benchmark v2.0.0.

Policy

CIS Ubuntu Linux 22.04 LTS Benchmark
v2.00.

(@) Ubuntu(002) X @& Inventory data

Registration date
Jul 2, 2025 @1218:07.000

Compliance
\Ll

cls_ubuntu22-04
End scan Passed
Jul2,2025 @ .
12:18:49.000

a ®

| Stats {8 Configuration

Last keep alive
Jui2, 2025 @ 12:20:15.000

Last 24 hours ~

PCI DSS v
® 2.2(208)
® 10.25(3)
® 1061(3)
® 10.26(2)
&5
Falled Notapp.. Score
107 1 45%
< 1>
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5. Enable File Integrity Monitoring (FIM) on the Ubuntu agent for the /etc directory.
Configuration File: /var/ossec/etc/ossec.conf

By default, the FIM module is enabled.

Ubuntu - VMware Workstal
.=

@ wazuh-4.12.0 % & Windows 10 x6: @ Ubuntu x

GHLl nano 6.2 /yar/ossec/etc/ossec.conf

Ubuntu

Ubuntu (002) X

Dashboard Inventory Events

Files (1,360) & Refresh tformatted £
fetc waL
Flle D Last modified User User ID Group Group D size
Jetc/.pwd.lock Sep 11,2024 @ 19:48:34.000 root 0 root 0 0
Jetc/PackageKit/PackageKit.conf Feb 17, 2022 @ 18:43:28.000 root 0 root 0 706
Jetc/PackageKit/Vendor.conf Mar 15, 2022 @ 00:41:19.000 root 0 root 0 1718
Jetc/UPower/UPower.conf Mar 9, 2022 @ 23:16:34.000 root 0 root 0 2847
Jetc/X11/Xsession.d/20dbus_xdg-runti Jun 28, 2021 @ 17:45:25.000 root 0 root 0 1062
Jetc/X11/Xsession.d/90gpg-agent Dec 19, 2021 @ 03:15:15.000 root 0 root 0 880
Jetc/adduser.conf Sep 11, 2024 @ 19:48:35.000 root 0 root 0 3028
Jetc/alternatives/README Apr 6, 2022 @ 15:10:25.000 root 0 root 0 100
Jetc/alternatives/arptables Sep 11, 2024 @ 19:54:12.000 root 0 root 0 23
Jetc/alternatives/arptables-restore Sep 11, 2024 @ 19:54:12.000 root 0 root 0 31
[etc/alternatives/arptables-save Sep 11, 2024 @ 19:54:12.000 root 0 root 0 28
[etc/alternatives/awk Sep 11, 2024 @ 19:52:17.000 root 0 root 0 13
[etc/alternatives/awk.1.gz Sep 11, 2024 @ 19:52:56.000 root 0 root 0 29
Jetc/alternatives/builtins.7.9z Sep 11, 2024 @ 19:52:57.000 root 0 root 0 38
Jetc/alternatives/ebtables Sep 11, 2024 @ 19:54:12.000 root 0 root 0 22
Rows per page: 15 v < 3 45 91 >
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6. Enable FIM on the Windows agent for the C:\Windows\System32 directory.

Windows 10 x64 - VMware Workstation

& Ubuntu %
) ossec - Notepad
File Edit Format View Help

<1-- File integrity monitoring -->
<syscheck>

<disabled>no</disabled>

<!-- Frequency that syscheck is executed default every 12 hours -->
<frequency>43200¢/frequency>

<!-- Default files to be monitored. --»
<directories recursion_level="@" restrict="regedit.exe$|system.ini$|win.ini$">¥WINDIR%</directories>

<directories recursion_level="0" restrict="at.exe$|attrib.exe$|cacls.exe$|emd.exe$|eventcreate.exe$|ftp.exe$|1sass.exe$|net.exe$|netl.exe$|netsh.exe$|reg
<directories recursion_level="8">%WINDIR%\SysNative\drivers\etc</directories>

<directories recursion_level="8" restrict="WMIC.exe$">¥WINDIRX\SysNative\ubemc/directories>

<directories recursion_level-"9" restrict-"powershell.exe$” >MINDIR%\SysNative\WindowsPowershell\vl.e</directories>

<directories recursion_level="8" restrict="winrm.vbs$">%HINDIR%\SysNative</directories>

<1-- 32-bit programs.

<directories recursion_leve restrict="at.exe$|attrib.exe$|cacls.exe$|cmd.exe$|eventcreate.exe$| ftp.exe$|lsass.exe$|net.exe$|netl.exe$|netsh.exe$|reg
<directories recursion_level="8">%WINDIR%\System32\drivers\etcc/directories>

<directories recursion_level restrict="WMIC.exe$" >¥WINDIR%\System32\wben< /directories>

<directories recursion_leve restrict="powershell.exe$" >XWINDIR%\Systen32\WindowsPowershell\vl.B</directoriess

<directories recursion_level="0" restrict="winrm.vbs$">%WINDIR¥\System32</directories>

<directories realtime="yes">%PROGRAMDATAX\Microsoft\lindows\Start Menu\Programs\Startup</directoriess
<ignore>%PROGRAMDATA%\Microsoft\Hindows\Start Menu\Programs\Startup\desktop. ini</ignore>
<ignore type="sregex">.log$|.htn$|.3pg$|.png$|.chn$|.pnf$| .evtx§</ignores
<l-- Windows registry entries to monitor. -->
<windows_registry>HKEY_LOCAL_MACHINE\Software\Classes\batfile</windows_registry>
<windows_registry>HKEY_LOCAL_MACHINE\Software\Classes\cndfile</windous_registry>
<windows_registry>HKEY_LOCAL_MACHINE\Software\Classes\comfile</windows_registry>
<windows registry>HKEY LOCAL MACHINE\Software\Classes\exefile</windows registryv>

Ln 76, Col 1 100%  Windows (CRLF)

P Type here to search ¥ G 8 &G ) NG o,

=  W. | Fileintegrity M. Windows-10 | °

Dashboard Inventory Events (g) Windows-10 (001) X

Files (11) Windows Registry (2901)

Files (8) G Refresh  Export formatted
system32 waL
Flle ™ Last modified User User ID Size
c:\windows\system32\drivers\etc\hosts Dec 7, 2019 @ 14:42:44.000 SYSTEM $-1-5-18 824

indo m32\drivers\etc\Imhosts.sam Dec 7, 2019 @ 14:42:44.000 SYSTEM $-1-5-18 3683
c:\windows\system32\drivers\etc\networks Dec 7, 2019 @ 14:42:44.000 SYSTEM S-1-5-18 407
indo m32\drivers\etc\protocol Dec 7, 2019 @ 14:42:44.000 SYSTEM S-1-5-18 1358
indo m32\drivers\ett rvices Dec 7, 2019 @ 14:42:44.000 SYSTEM S-1-5-18 17635
c:\windows\system32\wbem\wmic.exe May 5, 2023 @ 17:50:43.000 TrustedInstaller S-1-5-80-956008885... 576000
indo m3: indowspc rshelllv1.0\pe rshell.exe May 5, 2023 @ 17:53:00.000 TrustedInstaller S-1-5-80-956008885... 492032
c:\windows\system32\winrm.vbs Dec 7, 2019 @ 14:38:19.000 TrustedInstaller S-1-5-80-956008885... 204074

Rows per page: 15 - <1
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7. Create or modify a file in both monitored directories and verify FIM alerts in the
Wazuh dashboard.

Ubuntu Endpoint

Ubuntu - VMware Workstation

& ¢ P |

G Home % & wa Windows 1

GNU_nano 6.2

Ubuntu - VMware Workstation

(it Home % & w & Ubuntu &

= W File Integrity M.. Ubuntu a) ©

Dashboard Inventory Events

x

DQL v Last24 hours Show dates

manager.name: wazuh-server || rule.groups: syscheck || agentid:002 | Y/ @ Add filter

3
1500 2100 0 0 2
timestamp per 30 minutes
3 hits
Jul1, 2025 @ 13:43:32.029 - Jul 2, 2025 @ 13:43:32.029
 Export Formatted @ 685 available fields ® = Columns £ Density ¢ 1fields sorted Full screen
L timestamp ~  agent.name v syscheck.path ~ syscheck.event v rule.description v ruledevel v ruleid v
[@ Jul2,2025@ 13:43:02.488  Ubuntu Jhome/linux/test/mitesh.txt modified Integrity checksum changed 7 550
@ Jul2,2025 @ 13:42:36.683  Ubuntu Jhome/linux/test/mitesh.txt added File added to the system. 5 554

[ Jul2,2025@ 13:41:18.753  Ubuntu fhome/linux/test/test.txt modified Integrity checksum changed. 7 550
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Windows Endpoint

Windows 10 x64 - VMware Workstation

it Home 6: Ubuntu ®

1 ossec - Notepad
File Edit Format View Help
<interval>12h</interval>
<skip_nfssyes</skip_nfs>
</sca>

<l-- File integrity monitoring --»
<syscheck>

<disabled»no</disabled>

<directories realtime="yes" U\ EAUERTTI TSI ReT < /directories>

<l-- Frequency that syscheck is executed default every 12 hours -->
<frequency>43200</frequency>

<!-- Default files to be monitored. --»
<directories recursion_level="8" restrict="regedit.exe$|system.inif|win.ini$">%WINDIR%</directories>

<directories recursion_level="@" restrict="at.exe$|attrib.exe$|cacls.exe$|cmd.exe$|eventereate.exe$|ftp.exe$|lsass.exe$|net.exes|netl.exe$|netsh.exe$|reg
<directories recursion_level="8">%WINDIR¥\SysNative\drivers\etc</directories>

<directories recursion_level="" restrict="WMIC.exe$">XWINDIR¥\SysNative\wbem</directories>

<directories recursion_level-"@" restrict-"powershell.exe$">MWINDIR%\SysNative\WindowsPowerShell\vl.@</directories>

<directories recursion_level="8" restrict="winrm.vbs$">%WINDIR%\SysNative</directories>

<!-- 32-bit programs.

<directories recursion_level="8" restrict="at.exe$|attrib.exe$|cacls.exe$|cmd.exe$|eventcreate.exe$|ftp.exe$|lsass.exe$|net.exe$|netl.exe$|netsh.exe$|reg
<directories recursion_level="0">%WINDIRX\System32\drivers\etc</directories>

<directories recursion_level="@" restrict="WMIC.exe$">¥WINDIR%\System32\ubem</directories>

<directories recursion_level="@" restrict="powershell.exe$">%WINDIR%\System32\WindowsPowerShell\vl.0</directories>

<directories recursion_level="8" restrict="winrm.vbs$">%HINDIR%\System32¢/directories>

<directories realtime="yes">%PROGRAMDATA%\Microsoft\Windows\Start Menu\Programs\Startup</directories>
<ignore>XPROGRAMDATAX\Microsoft\Windows\Start Menu\Programs\Startup\desktop.inic/ignore>
<ignore type="sregex"s.log$|.htm$|.jpgs|.png$|.chm$| .pnf$| .evix$</ignore>

Ln 79, Col 64 Windows (CRLF)

]
@ D) NG o R

Windows 10 x64 - VMware Workstation

(it Home % & Windows 10x64 % Ubuntu

< | test
Home  Share  View

« v 4[> ThisPC > Desktop > test v o Search test

Mame Status Date modified Size.
s Quick access
tes2 o File folder
[ Desktop
-] instructions_read_me o Text Document 2kB
¥ Downloads ~| mitesh @ Text Document 1K8

) Documents
=] Pictures

D Music

= | W. [ Fileintegrity M Windows-10 | °

Dashboard Inventory Events () Windows-10 (001) ¥

DAL BV Last24hours Show dates

[ Searcr

manager.name: wazuh-server || rule.groups: syscheck | agentid: 001 | %7 (B Add filtes

H
3
timestamp per 30 minutes
3 hits
Jul1, 2025 @ 14:04:21.386 - Jul 2, 2025 @ 14:04:21.386
& Export Formatted 3 685 available fields ® = Columns & Density ¢ 1fields sorted Full screen
. timestamp ~  agentname v syscheck.path ~ syscheck.event rule.description v rulelevel v ruleid

[@ Jul2,2025@ 14:04:08.207  Windows-10 i desktoptest\mitesh.txt added File added to the system 5 554
@ Jul2,2025@ 14:04:08.177  Windows-10 c:\users\mites\onedrive\desktop\test\new text docume... ~ deleted File deleted 7 553

@ Jul2,2025 @ 14:04:00.781  Windows-10 c:\users\mites\onedrive\desktop\testinew text docume... added File added to the system. 5 554



