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Agenda

● My research of relaying Kerberos authentication
● How protocols use Kerberos for authentication
● Demo exploit scenarios
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AD Certificate Services

https://www.specterops.io/assets/resources/Certified_Pre-Owned.pdf
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Extended Protection for Authentication (KB5005413)

9
https://support.microsoft.com/en-gb/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429



Disable NTLM!
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Disable NTLM!
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Service Principal Name
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EVILHOST
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EVILHOST
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Sniffing for AP-REQs
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Sniffing for AP-REQs
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Research Rules
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Look at network protocols for how the SPN is selected

Determine what protections can be enabled

Determine what security package is used



Authentication Server

Authentication Client

The Security Support Provider Interface (SSPI)
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Acquiring Credentials
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SECURITY_STATUS AcquireCredentialsHandleW(
  PSECURITY_STRING pPrincipal,
  PSECURITY_STRING pPackage,
  unsigned long    fCredentialUse,
  void             *pvLogonId,
  void             *pAuthData,
  SEC_GET_KEY_FN   pGetKeyFn,
  void             *pvGetKeyArgument,
  PCredHandle      phCredential,
  PTimeStamp       ptsExpiry
);

SECPKG_CRED_INBOUND
SECPKG_CRED_OUTBOUND

"NTLM"
"Kerberos"
"Negotiate"



Client Token Initialization
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SECURITY_STATUS InitializeSecurityContextW(
  PCredHandle      phCredential,
  PCtxtHandle      phContext,
  PSECURITY_STRING pTargetName,
  unsigned long    fContextReq,
  unsigned long    Reserved1,
  unsigned long    TargetDataRep,
  PSecBufferDesc   pInput,
  unsigned long    Reserved2,
  PCtxtHandle      phNewContext,
  PSecBufferDesc   pOutput,
  unsigned long    *pfContextAttr,
  PTimeStamp       ptsExpiry
);

SPN

ISC_REQ_DELEGATE
ISC_REQ_MUTUAL_AUTH
ISC_REQ_CONFIDENTIALITY
ISC_REQ_USE_DCE_STYLE
ISC_REQ_INTEGRITY
ISC_REQ_IDENTIFY
ISC_REQ_NO_INTEGRITY
ISC_REQ_UNVERIFIED_TARGET_NAME

Input and Output 
Token Buffers



Server Token Acceptance
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SECURITY_STATUS AcceptSecurityContext(
  PCredHandle    phCredential,
  PCtxtHandle    phContext,
  PSecBufferDesc pInput,
  unsigned long  fContextReq,
  unsigned long  TargetDataRep,
  PCtxtHandle    phNewContext,
  PSecBufferDesc pOutput,
  unsigned long  *pfContextAttr,
  PTimeStamp     ptsExpiry
);

Input and 
Output Token 
Buffers

ASC_RET_DELEGATE
ASC_RET_MUTUAL_AUTH
ASC_RET_CONFIDENTIALITY
ASC_RET_USED_DCE_STYLE
ASC_RET_INTEGRITY



Signing and Sealing
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SECURITY_STATUS MakeSignature(
  PCtxtHandle    phContext,
  unsigned long  fQOP,
  PSecBufferDesc pMessage,
  unsigned long  MessageSeqNo
);

SECURITY_STATUS EncryptMessage(
  PCtxtHandle    phContext,
  unsigned long  fQOP,
  PSecBufferDesc pMessage,
  unsigned long  MessageSeqNo
);

ISC_REQ_INTEGRITY or
ISC_REQ_CONFIDENTIALITY

ISC_REQ_CONFIDENTIALITY
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IP Security
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AuthIP GSS-ID

31https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-aips/9ab1ccc0-d92e-4ca4-bae9-1c93871399ac
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Would MS fix it?
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Would MS fix it?
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MSRPC Clients
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RPC_STATUS RpcBindingSetAuthInfo(
    RPC_BINDING_HANDLE  Binding,
    RPC_WSTR ServerPrincName,
    unsigned long AuthnLevel,
    unsigned long AuthnSvc,
    RPC_AUTH_IDENTITY_HANDLE  
AuthIdentity,
    unsigned long AuthzSvc
);

RPC_C_AUTHN_GSS_NEGOTIATE
RPC_C_AUTHN_WINNT
RPC_C_AUTHN_GSS_KERBEROS

RPC_C_AUTHN_LEVEL_NONE
RPC_C_AUTHN_LEVEL_CONNECT
RPC_C_AUTHN_LEVEL_PKT_INTEGRITY
RPC_C_AUTHN_LEVEL_PKT_PRIVACY

RestrictedKrbHost/HOSTNAME



MSRPC Server
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RPC_STATUS RpcServerRegisterAuthInfoW (
  RPC_WSTR                  ServerPrincName,
  unsigned long             AuthnSvc,
  RPC_AUTH_KEY_RETRIEVAL_FN  GetKeyFn,
  void                      *Arg
);

RPC_C_AUTHN_GSS_NEGOTIATE
RPC_C_AUTHN_WINNT
RPC_C_AUTHN_GSS_KERBEROS

Server's SPN



Querying the Server's SPN

38



39



OBJREF

40
Standard OBJREF

ReferencesFlags
Object Exporter ID (OXID)

Object ID (OID)
Interface Pointer ID (IPID)

IPID (upper 64 bits)

Binding information for 
remote access

‘MEOW’ OBJREF Type
IID (lower 64 bits)
IID (upper 64 bits)



Security Binding
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RPC_C_AUTHN_WINNT
RPC_C_AUTHN_GSS_NEGOTIATE
RPC_C_AUTHN_GSS_KERBEROS

HOST/myserver.domain.local



DCOM Relay
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DCOM Relay
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DCOM Relay
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DCOM Relay
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Complex Relay
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DCOM RemotePotato

47https://github.com/antonioCoco/RemotePotato0



Setting COM Server Security
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SOLE_AUTHENTICATION_SERVICE auth[] = {
    { RPC_C_AUTHN_GSS_KERBEROS, 
      RPC_C_AUTHZ_NONE, 
      L"HOST/PRIMARYDC" }
};

CoInitializeSecurity(nullptr, _countof(auth),
   auth, nullptr, RPC_C_AUTHN_LEVEL_CONNECT,
   RPC_C_IMP_LEVEL_IMPERSONATE, nullptr,
   EOAC_NONE, nullptr);



Bypass Firewall Restrictions
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Resource Based Constrained Delegation

50
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html#case-study-2-windows-1020162019-lpe
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HTTP Authentication
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HTTP Authentication
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HTTP Authentication
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HTTP Negotiate (RFC4559)
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WinINET

56

void AUTHCTX::GenerateFQDNAndSPN(const char *url) {
  LPWSTR fqdn;
  GetFqdn(url, &fqdn);
  LPWSTR cname;
  if (GlobalUseCNameForSPN && fqdn) {
    cname = fqdn;
  } else {
    GetCanonicalName(url, &cname);
  }
  wsprintf(this->SPN, L"HTTP/%s", cname);
}



Resolving Names

57

void CAddressList::ResolveHost(LPCWSTR hostname) {
  ADDRINFOEXW hints = {};
  hints.ai_flags = AI_FQDN | AI_CANONNAME;
  PADDRINFOEX2W addr = nullptr;
  int i = 0;
  if (GetAddrInfoExW(hostname, NULL, NS_DNS, NULL, &hints, 
      &addr, NULL, NULL, NULL, NULL) == NO_ERROR)
  {
      this->FQDN = addr->ai_fqdn;
      this->CName = addr->ai_canonname;
      this->Address = addr->ai_addr;
  }
}



Canonical Name?
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LLMNR To the Rescue
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401 
Response
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HTTP/FILESERVER
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Chromium Browsers
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int HttpAuthNegotiate::DoResolveCanonicalName() {
  if (http_auth_prefs_->NegotiateDisableCnameLookup())
    return OK;

  HostResolver::ResolveHostParameters parameters;
  parameters.include_canonical_name = true;
  host_request_ = resolver_->CreateRequest(
      scheme_host_port_, parameters);
  return host_request_->Start();
}



Handling Name Lookup
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int HttpAuthNegotiate::DoResolveCanonicalNameComplete() {
  std::string server = scheme_host_port_.host();
  if (host_request_) {
    if (!host_request_->GetDnsAliasResults()->empty()) {
      server = *host_request_->GetDnsAliasResults()->begin();
    }
  }

  spn_ = base::StringPrintf("HTTP/%s", server.c_str());
  return rv;
}
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LDAP



DNS CNAME Spoofing
Computer

LSA

FILESERVER

LSA

Network ServiceHTTP
Service

DNS Service

Chromium

68

DNS Server

EVILNS
NS Record

FILESERVER 
Address Record

401 
Response



DNS CNAME Spoofing
Computer

LSA

FILESERVER

LSA

Network ServiceHTTP
Service

DNS Service

Chromium

69

DNS Server

EVILNS
NS Record

FILESERVER 
Address Record

HTTP/FILESERVER



DNS CNAME Spoofing
Computer

LSA

FILESERVER

LSA

Network ServiceHTTP
Service

Network 
Client

DNS Service

Chromium

70

DNS Server

EVILNS
NS Record

FILESERVER 
Address Record

HTTP/FILESERVER



Disabling Integrity
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HTTP/1.1 401 Unauthorized
WWW-Authenticate: Kerberos
Content-Type: text/html
Server: Microsoft-NetCore/2.0
Content-Length: 48

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Negotiate AAFA 
Content-Type: text/html
Server: Microsoft-NetCore/2.0
Content-Length: 48

Using 
Kerberos SSP

Specifying 
Initial Token



HTTP Results
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User Agent LLMNR DNS CNAME Delegation Disable Integrity

Internet Explorer 11 (WinINET) Yes No Yes No

WebDAV (WinHTTP) Yes No Yes No

Chromium (M93) Yes Yes No No

Firefox 91 Yes Yes No No

.NET Framework 4.8 Yes No Yes Yes

.NET 5.0 Yes Yes No Yes

.NET 6.0 Yes Yes No No
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Weird SMB Client Behavior

74

NTSTATUS BuildSpn(PSMB_CONTEXT Context, 
                  PUNICODE_STRING *Spn) {
  ULONG TotalSize;

  return SecMakeSPNEx2(&CifsServiceName, 
                       &Context->Hostname,
                       NULL, 0, NULL, NULL, 
                       Spn, &TotalSize, 
                       TRUE, FALSE);
}



Weird SMB Client Behavior
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NTSTATUS BuildSpn(PSMB_CONTEXT Context, 
                  PUNICODE_STRING *Spn) {
  ULONG TotalSize;

  return SecMakeSPNEx2(&CifsServiceName, 
                       &Context->Hostname,
                       NULL, 0, NULL, NULL, 
                       Spn, &TotalSize, 
                       TRUE, FALSE);
}

cifs/fileserver1UWhRCAAAAAAAAAAUAAAAAAAAAAAAAAAAAAAAAfileserversBAAAA



LSA Service
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NTSTATUS SspiExProcessSecurityContext(...) {
  // ...
  if (TargetName) {
    ULONG ActualSize;
    if (NT_SUCCESS(CredUnmarshalTargetInfo(
                      TargetName->Buffer, 
                      TargetName->Length, NULL,
                      &ActualSize))) {
      TargetName->Length -= ActualSize;
    }
  }
  // ...
}



LSA Service
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NTSTATUS SspiExProcessSecurityContext(...) {
  // ...
  if (TargetName) {
    ULONG ActualSize;
    if (NT_SUCCESS(CredUnmarshalTargetInfo(
                      TargetName->Buffer, 
                      TargetName->Length, NULL,
                      &ActualSize))) {
      TargetName->Length -= ActualSize;
    }
  }
  // ...
}

cifs/fileserver1UWhRCAAAAAAAAAAUAAAAAAAAAAAAAAAAAAAAAfileserversBAAAA

cifs/fileserver
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Kerberos Ticket Laundry
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Kerberos Delegation
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EFSRPC (CVE-2021-43893)

81https://bugs.chromium.org/p/project-zero/issues/detail?id=2228
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Protocols I didn't look at

● NFS (some versions support Kerberos authentication)
● RDP (well other than the demo)
● WinRM
● NegotiateStream
● Custom third party stuff.
● Interactions with Kerberos on non-Windows systems 
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Administrator Protections

● Disable Windows authentication HTTP endpoints.
○ Enable HTTPS with EPA

● Disable CNAME DNS lookup for Chromium browsers
● Keep disabling NTLM
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