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Foreword
Patrick M. Cronin

SECURING FREEDOM IN THE GLOBAL COMMONS may be the signal security
challenge of the twenty-first century. Our world is intricately connected across
the sea, air, space, and cyber domains. But who protects them? No one coun-
try controls access to the commons, but every country increasingly depends on
open access to them. Indeed, the economic welfare of man and woman in this
century, almost regardless of where they live, is tethered to the commons. Yet
complex trends and new threats across the global commons, unthinkable even
a decade ago, confront us with draconian consequences, exacerbated by econo-
mies and societies rising on the insecure foundation of networks and globaliza-
tion. The exigencies of global counterinsurgency and counter-terror campaigns
have impelled creative defense thinkers to grope for alternative solutions. Cold
War arsenals have atrophied to the point that the need for their redesign and
refurbishment is not only conceivable, but blatantly obvious. We are living in
a world in which state power is simultaneously multiplying and shrinking. It is
multiplying because of the emergence of new global and regional powers and
the resurgence of old ones; it is shrinking because of the rise of non-state actors,
transnational movements, and even super-empowered individuals. Thus, a vol-
ume that plumbs the depth and width and height of the global commons is an
essential foundation on which to rethink and perhaps recalibrate concepts of
how to maintain security in our time.

This book is written by distinguished academics and expert practition-
ers who have studied or worked extensively in topics related to the global
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commons. Although delivered primarily from a U.S. viewpoint, the per-
spectives garnered from their research and personal experience are meant to
inform a wider international audience, by presenting frameworks for consid-
eration by U.S. allies and partners. The book’s implications are explicitly in-
ternational, because it raises the issues of affordability and feasibility in the
context of common responsibility and common action in defense of security
in the global commons. Moreover, this is not just an American affirmation.
International allies such as the North Atlantic Treaty Organization, Japan, and
Australia, to name but a few, also have highlighted the necessity for action in
the global commons. A key challenge will be to organize collective thinking
and integrate responses to enable coherent and practicable solutions.

Against this backdrop, Scott Jasper asks us to confront the new realities
of the global commons of outer space, international waters and airspace, and
cyberspace. Securing Freedom in the Global Commons provides the basis for
considering what these commons are; how they are interrelated; and how
their preservation and protection from criminal or adversary exploitation
are indispensable elements of national and international security. The vol-
ume provides a forum in which its contributors explicitly describe the various
military-operational implications for securing strategic access and retaining
freedom of action in the global commons. It also raises valuable definitional
issues about the commons themselves, namely that their extension into and
connectivity with one another and “non-common” national territories has yet
to be parsed fully.

Advantage and vulnerability are the obverse and reverse themes of the world
presented by Securing Freedom in the Global Commons: It is a world compacted
and leveled, and dramatically more efficient; made increasingly vulnerable by
the mixed blessings of networks and globalization; marked by widely uneven
leaps ahead in living standards and the flow of goods, services, and informa-
tion. The irony of fractionalization looms large in this world, diminished by
exploitation of the global commons but enabling a veritable kaleidoscope of
interests and conflicts, and the proliferation of both interests and states too
small or weak to support themselves. This is a world characterized by chaos
and instability; the uneven distribution of resources and misery; and endemic
conflict. But opportunities also abound. In short, it will increasingly be a world
in which the global commons will exacerbate as well as mitigate institutional
and national vulnerabilities.

This world and its current conflicts seem to have polarized our institutions:
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Should we be preparing for small, long wars, or for something more substan-
tial? Among others, Andrew Bacevich framed the basic terms of this debate
in The Atlantic magazine. Using the U.S. Army as an example, but speaking
to the broader national military debate, he laid out the ostensible divide be-
tween “Crusaders” and “Conservatives.” Crusaders believe that “(f)or the fore-
seeable future, political conditions abroad rather than specific military threats
will pose the greatest danger to the United States . . . winning battles becomes
less urgent than pacifying populations and establishing effective governance.”
Bacevich contrasts this perspective with the concern of the Conservatives that
“an infatuation with stability operations will lead the Army to reinvent itself as
‘a constabulary, adept perhaps at nation-building but shorn of adequate capac-
ity for conventional war-fighting,” that, for instance, “the Army’s field-artillery
branch—which plays a limited role in stability operations, but is crucial when
there is serious fighting to be done—may soon be all but incapable of provid-
ing accurate and timely fire support.”!

It is, however, unnecessary and counter-productive to choose between pres-
ent and future alternative threats. The comprehensive review offered by Secur-
ing Freedom in the Global Commons lays out why the present and future each
is important, and the attendant necessity of having to hold in our minds two
ideas at the same time. Reviewing this putative conundrum from the perspec-
tive of the global commons, this volume clarifies that these challenges are ele-
ments of a greater whole confronting our strategies and resources.

Securing Freedom in the Global Commons is more than just an intellectual
exercise by defense academics and military operators. It has intrinsic, practical
relevance to current policy debates of elemental concern to the U.S. Depart-
ment of Defense and American allies worldwide, but not by simply choosing
between competing ideas. Its in-depth discussion of threats, opportunities, and
challenges in the global commons paces the debate in planning and budgets:
How do we confront the war our allies and we are fighting now, while at the
same time hedging against threats to the global commons, construed in plan-
ning regimes as the rise of non-state, transnational strategic competitors; the
specter of a proliferated world (weapons of mass destruction or effect); and the
rise of authoritarian capitalist states. In our present world, we see a rising—
and rising and rising—China; a resurgent and assertive Russia; an increasingly
militarized Iran; an isolated but potentially unstable nuclear North Korea; and
a panoply of non-state actors, from pirates to hackers, who find it increasingly
feasible to hold states at risk.
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The contributions of this volume notwithstanding, the debate in the
United States oscillates around these on-offer planning cases. The U.S. Na-
tional Defense Strategy of June 2008 laid out a hedging strategy against China,
Russia, Iran, and North Korea. Despite his insistence on “fighting the wars
we have,” and his determination to terminate or truncate several high-profile
defense programs—including the F-22 stealth fighter—Secretary of Defense
Robert Gates made the case for a balance between current operations and fu-
ture threats in the journal Foreign Affairs,? and in a series of American War
College addresses in the spring of 2009.7 Frank Hoffman of the Foreign Policy
Research Institute points out that Secretary Gates “has directly challenged
his strategists and the military chiefs, declaring that the defining principle of
the new National Defense Strategy is ‘balance’ and announcing that throwing
money at the Department of Defense’s problems was no longer acceptable.”*
These same complexities receive broad treatment in America’s Security Role in
a Changing World. As 1 wrote in that volume, the problem transcends any one
instrument of policy: “Worldwide trends suggest that the United States will
increasingly have to approach complex challenges and surprises through wider
and more effective partnerships and more integrated strategies.”” Hybrid solu-
tions are required.

Hybridity may not be an easy concept to grasp, but it is transforming the
character of conflict. In one manifestation of his notable body of work on
hybrid warfare, Hoffman explored the relevant idea of the breadth of over-
lapping challenges facing the United States and allies, rather than the choices
between them:

[F]uture contingencies will more likely present unique combinational or hy-
brid threats that are specifically designed to target U.S. vulnerabilities. Instead
of separate challengers with fundamentally different approaches (conventional,
irregular or terrorist), we can expect to face competitors who will employ all
forms of war and tactics, perhaps simultaneously. Criminal activity may also be
considered part of this problem as well, as it further destabilizes local govern-
ment or abets the insurgent or irregular warrior by providing resources, or by

undermining the host state and its legitimacy.®

In the U.S. Naval Institute Proceedings, Under Secretary of Defense for
Policy Michele Flournoy proclaimed that the rise of China implies that the
United States cannot depend on uncontested access to the maritime, air, space,
and cyberspace commons.” While Securing Freedom in the Global Commons is
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not about China per se—it is explicit in its treatment of the entire range of
threats—China represents the single most acute threat to security in the global
commons. This is so because, convinced it has a free hand,

China is challenging access to the global commons through a broad, consciously
directed array of military developments. China’s military has moved beyond
its focus on Taiwan and now possesses antisatellite weapons, advanced land
attack ballistic missiles, new classes of submarines and surface ships and the
emerging ballistic missile capability to hit ships at sea at least 1,000 miles from
China’s coasts.

These developments are designed to re-order the balance of power in
China’s favor by diminishing American strategic mobility and free access to
Pacific waters, Pacific airspace, and the “high terrain” of space and cyberspace.
A good example of this is China’s development of land-mobile antiship ballis-
tic missiles. This antiaccess capability is unprecedented anywhere in the world
and has numerous implications for the U.S. Navy, probably best summarized
as losing air and sea dominance—and perhaps control—in the Asian-Pacific
region. This puts at risk American influence, regional security and alliance

interdependence.®

The broader inference clearly is that the United States should have serious talks
with its allies about gaps in strategic defenses, and about common interests in
defending the global system.

Andrew Krepinevich, writing in Foreign Affairs, contributed to the debate
by highlighting the fragility of security in the global commons; the transitory
nature of traditional power; and the necessity of new alternatives for strategy,
doctrine, capabilities, and operations.

The United States can either adapt to contemporary developments—or ignore
them at its peril. There is, first of all, a compelling need to develop new ways of
creating military advantage in the face of contemporary geopolitical and techno-
logical trends. That means taking a hard look at military spending and planning
and investing in certain areas of potential advantage while divesting from other
assets. And Washington must keep in mind that efforts to field new capabilities
and put in place new ways of operating typically take time, often a decade or

more, to come to fruition.’

Under the skillful stewardship of Michele Flournoy, policy officials inside the
Office of the Secretary of Defense began in 2009 to think about the salience of
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securing freedom in the global commons as a planning exercise for a funda-
mentally new articulation of national security strategy.

The organization and specifics of Securing Freedom in the Global Commons
argue persuasively for a balanced strategy that combines partnered capacities
against today’s disruptions with the need to hedge against future threats. It is in
the global commons that much of this activity will take place, where offenses
and defenses will square off. And it is in the global commons where the inter-
national system will be defended or deconstructed.

From this perspective, even though the world is in a financial crisis, and
underinvested in today’s campaigns, we have to invest in protecting the global
commons.'? In fact, this is what the U.S. Department of Defense is doing: con-
tinuing with the basic building blocks of missile defense; proceeding with ad-
vanced aerospace systems (if not additional F-22s); and establishing the new
U.S. Cyber Command. In this construct, for instance, the Defense Department
is funding systems relevant to operations in the global commons, such as Ter-
minal High Altitude Area Defense (THAAD) and SM-3 missiles; the Littoral
Combat Ship and Joint High Speed Vessel; and fifth-generation tactical fighter
capability—the F-35—in quantity at sustainable cost.

This is a reform budget, reflecting lessons learned in Iraq and Afghanistan yet
also addressing the range of other potential threats around the world, now and
in the future. . . . Some will say I am too focused on the wars we are in and not
enough on future threats. The allocation of dollars in this budget definitely be-

lies that claim."!

In making its arguments, this volume lays out the thematic basis for rational
decisions for current and ongoing investments in any budgetary environment,
despite financial constraints and whatever campaigns might be underways;
funding defense of the global commons is more than a hedge; as the Navy’s
Maritime Strategy makes clear, it is the glue that holds the entire global enter-
prise together.

The authors of Securing Freedom in the Global Commons represent the best
and brightest at a diverse array of commands and institutions. The heart of the
volume they have produced is a systematic review of each of the four commons,
the military operational implications of each, and their functional salience for
decision makers. The authors review the character of each of the commons, ex-
plore connections and dependencies, examine operational vulnerabilities, and

offer strategic alternatives for policy development and acquisition planning.
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The global commons are the arena in which political, economic, and mili-
tary competitions are going to play out against the backdrop of demographics,
culture, commerce, and geography. Securing Freedom in the Global Commons
has been written at the beginning of a long wave of strategic planning. It clari-
fies the centrality of the commons as a practical operational construct, and
provides the basis for responding to challenges. In describing the terrain of
both stability and uncertainty in the security environment, this volume will
be of enduring value and immense interest not only for a broad international
audience of strategic thinkers, academics, policy officials, military command-
ers, and parliamentarians, but for students of security studies and the general
public as well.
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1 Disruptions in the Commons

Scott Jasper and Paul Giarra

Defining the Commons

“Transnational terrorism, the proliferation of weapons of mass destruc-
tion, piracy, climate change and energy security, cyber attacks, to name
just a few—the threats to our collective security in a globalized world—
that do not stop at national borders and cannot be successfully ad-
dressed by any nation alone.”

General John Craddock, U.S. Army, Supreme Allied Commander, Europe’

The North Atlantic Treaty Organization (NATO) clearly recognizes its essen-
tial role in confronting and defeating these and other threats and challenges.
For NATO and its partners around the world, national security and prosperity
depend on the safekeeping of a global system comprising mutually interdepen-
dent networks of commerce, communication, and governance. The essence of
globalization, fueled by vertiginous technological innovation, has created new
realities of connectivity and continuity on which the supercharged global sys-
tem depends. These developments confront military planners with profound
challenges. The globalized system can tend toward instability and dysfunction,
especially when vulnerable social structures are threatened by hostile actors.
The military opportunities of globalization—networking, speed, and connec-
tivity—are a two-edged sword: defense planners will have to consider new con-
figurations of infrastructure and operational vulnerability, diminished deter-
rence, the potential for elemental or systemic disruption, and the implications
of preemption and decapitating attacks.
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The global commons—outer space, international waters and airspace, and
cyberspace’—constitute the underlying infrastructure of the global system.
In old English law, the term “commons” referred to a tract of ground shared
by residents of a village, belonging to no one, and held for the good of all.?
Extrapolating from this construct, global commons have been characterized as
natural, or man-made, “assets outside national jurisdiction.”* Global commons
are similar to but less wide-ranging than the elucidation of the term “military
domains.” A case in point would be the maritime domain, described as “the
world’s oceans, seas, bays, estuaries, islands, coastal areas, littorals, and the air-
space above them,” which encompasses far more than just “international wa-
ters.” That said, the global commons can extend to domains that may be either
within or outside of national jurisdiction, so long as the international com-
munity has a lawful right to the asset, such as international straits or innocent
passage in a territorial sea. Although some might consider the commons to
include ungoverned spaces like Antarctica,® for the purpose of analytical con-
sistency regarding defense objectives related to the global commons, the U.S.
Secretary of Defense’s definition cited above is used throughout the volume.

The maritime and air commons are relatively traditional constructs, albeit
with new circumstances and implications. The space and cyberspace commons
add new, crucial, and yet somewhat imprecise conceptual and operational di-
mensions. The U.S. military’s definition of cyberspace was revised in May 2008
to be “a global domain within the information environment consisting of the
interdependent network of information technology infrastructures, including
the Internet, telecommunications networks, computer systems, and embedded
processors and controllers.”” While this interpretation was meant explicitly to
describe cyberspace, the absence of previous references to the use of the electro-
magnetic spectrum initially led to confusion over the role of electronic warfare.

In and through these traditional or emerging global commons, nation-
states and non-state actors conduct global enterprise, for good or ill. In es-
sence, the global commons as a set combines in numerous ways into physical
and virtual utilities that serve as conduits for the free flow of trade, finance,
information, people, and technology in the world’s economic system. Likewise,
the global commons entail much of the operating space of the international
security environment, enabling the physical and virtual movement and opera-
tions of allied forces as well as those of transnational, regional, and emergent
peer competitors.

As nodal and systemic conduits, most of the commons “are areas that be-
long to no one state and that provide access to much of the globe.” Con-
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versely, the pathways of the commons, like a global vascular system, can also
accelerate the vulnerability of critical economic and national infrastructures;
the transfer of advanced weapons and military technology; the spread of ideas
and ideologies; the movement and communications of criminals and terror-
ists; and the diversion of dangerous materials. Securing freedom of access to,
transit through, and use of the global commons is fundamental to safeguard-
ing the globalized systems.

Integrating the Commons

“We are [also] witnessing new forms of conflict. Cyber attacks against
a country’s electronic infrastructure have now happened, against
Estonia—and they can be crippling. Piracy, long believed to have been
eradicated, is back as a major international concern—and in more than
just one essential maritime route on which our trade and oil and gas
supplies depend.”

Jaap de Hoop Scheffer, NATO Secretary General®

It is misleading to conceptualize or deal with the interests of stakeholders in
the global commons independently, that is, to differentiate between the mil-
itary, civil, or commercial spheres, or to segregate military service roles. This
is because the domains of the commons are inherently interwoven—military
maritime, space, aerospace, and cyberspace operations overlap with civilian and
commercial activities—and because the networks that enable operations or ac-
tivities in the various overlapping sectors are themselves threaded together. For
instance, 80 percent of U.S. Department of Defense satellite communications
for operations in Iraq and Afghanistan is managed by private-sector companies
such as Globalstar, Inmarsat, and Iridium." Military dependence on commercial
satellite services will continue until the launch of more secure, higher-capacity
connectivity solutions in the 2010 to 2016 timeframe, such as the Wideband
Global Satellite and the Advanced Extremely High Frequency system."

The importance of the global commons underlies the power of networks
in a military, civil, and commercial context, and new manifestations of net-
worked and interdependent security. Enterprise integration, however, brings
with it new levels of vulnerability. First, connectivity enables access. Civil and
commercial networks are accessible by design, and thereby vulnerable at very
low cost. Likewise, military systems and networks are integrated among ser-
vices, and with parallel and supporting civilian or commercial applications



4 Scott Jasper and Paul Giarra

and networks, at unprecedented levels of connectivity. This greatly enables el-
emental access to networks, and thereby enhances both the usefulness and the
vulnerability of the systems and applications that depend on networks. To pro-
tect cyberspace advantages, for example, the infrastructure the U.S. military
uses to both launch and defend against cyber attacks runs through the public
internet system, which leaves the U.S. military open to attack by adversaries
through the same public channels.'

Second, systemic integration among and between the military, civil, and
commercial sectors enhances the potential for mass disruption and even col-
lapse of critical infrastructures or functions, potentially with effects on the scale
of even the most extreme kinetic or weapons-of mass-destruction attacks. To
illustrate, the cyberspace linkages in Supervisory Control and Data Acquisition
(SCADA) systems, which regulate the operations of most critical infrastructure
industries (such as utility companies that manage the electrical power grid),
make attractive cyber targets.”> Cyber attacks on these and other civil or com-
mercial functions that result in energy disruption, financial sector collapse,
water system failure, or air traffic disruption would produce cascading impacts
on the support infrastructure for military operations.

This dynamic between integration, capability, and vulnerability presents
fundamentally different challenges for international defense planners. Securing
freedom in the global commons requires protection against attacks from and
through these physical and virtual domains, while preserving and enhancing
the capability to operate in the global commons for strategic and operational
advantage. Strategic trends and drivers in the global system will both define
challenges and dictate appropriate solutions that will have to fit the new re-
alities. For example, the current world population growth rate of 60 million
people per year will strain economic systems and require global energy produc-
tion to rise by 1.3 percent per year. By the 2030s, oil requirements could go from
86 to 118 million barrels per day. If energy output falls short of demand, the
implications for international tension and future conflict are ominous.*

Defense planners will have to refer to the history and nature of national pol-
icies and international regimes that influence or govern activities in the com-
mons. National domestic concerns can affect international regime formation.
Regimes are explicit or implicit principles, norms, rules, and decision-making
procedures around which actor expectations converge in a given issue-area.'
By entering, or not, into international agreements, nations accept, or reject,

constraints on their absolute freedom of action. Treaties may impose unequal
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demands on nations, due to the need for signatories to accept a common de-
nominator for policy objectives.'® For instance, the 2006 U.S. National Space
Policy states that “the United States will oppose the development of new legal
regimes or other restrictions that seek to prohibit or limit U.S. access to or use of
space”'” Accordingly, the United States does not vote for United Nations Gen-
eral Assembly resolutions intended to prevent an arms race in outer space.'®

Legal regimes can limit vulnerability and guide appropriate responses, but
sometimes only in theory. A case in point: the ubiquitous nature of cyber-
space is problematic when it comes to determining attack attribution and
prosecution rights, as was seen in Estonia in April 2007. Amid a furious row
with Russia over the removal of a Soviet-era war monument from the center
of the Estonian capital, swarms of computers from more than fifty countries
conducted an anonymous cyber riot that swamped the websites of Estonian
ministries, banks, newspapers, and broadcasters with bogus requests for infor-
mation."” International laws and legal codes were not prepared to rule on this
cyber aggression, which might have merited designation as an act of war even
despite the absence of armed force by a clearly identified enemy.

Protecting the Commons

“The President must prioritize the safety and reliability of high traffic
energy shipping routes, such as the Straits of Hormuz. Maintaining
open and reliable lanes of commerce protects the U.S. and the global
economy from potentially devastating supply disruption and resulting
price volatility.”

General James L. Jones, U.S. Marine Corps (Retired),

President and Chief Executive Officer, Institute for 21st Century Energy

The protection of the global commons is intrinsic to safeguarding national
territory and economic interests. Protecting the commons as the locus of the
global system is part of the ongoing competition for control that tradition-
ally has been an aspect of rivalry among peers. National leaders and defense
planners must contend with the reality that globalization has reduced the bar-
riers to entry for competitors. This reduction has devalued the traditional
competitive advantage of dominant global powers, and changed the terms of
competition, which in turn has enabled the rise, virtually unprecedented in its
speed, of a range of transnational, regional, and emergent peer competitors
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who are presenting elemental and systemic challenges to international order
and legal regimes.

In the case of cyberspace, the skills and tools used in intrusions by criminals
are also ideal for state-sponsored computer network attacks. “Robot” networks,
or “botnets,” made up of computers that are infected with malicious code, can
disrupt internet traffic, harvest information, or distribute spam, viruses, or other
“malware.”?' Remarkably, some 15 percent of online computers may be botnet-
infected machines, unknowingly controlled through the internet by a malign
master.? Botnets, like the Storm Worm botnet that spread infectious malware
through millions of e-card links, typically facilitate criminal activity* but also
have political utility. As many as one million botnets were used in the distrib-
uted denial-of-service attacks on the Estonian websites. Some observers charge
that the Russian government rented botnets from transnational cybercriminals
to orchestrate the onslaught for political reasons.

Elemental and systemic challenges are constantly changing, as seen in the
cyber-threat landscape, where the majority of malicious activity has become
Web-based. Attackers are targeting or altering vulnerable sites (like the social
networking sites MySpace and Facebook) that are likely to be trusted by end-
users, to gain confidential information during code execution or file down-
load.” Underground economy servers, like the Dark Market forum,? then sell
end-user bank account credentials, credit card information, and identities.
While denial-of-service and confidential data loss mostly disturb civil or com-
mercial functions,” of even greater concern to the military are designer attacks
that are engineered for deep penetration into specific computer systems to steal
defense secrets?® or manipulate data, like the spoofing of global positioning
system (GPS) coordinates in precision-guided munitions so a bomb hits the
wrong place.”

The irony of the commons is that their powerful role in enhancing eco-
nomic growth and prosperity, the exchange of information, and the flow of
goods and services in a globalized world is the very basis of increased insecu-
rity. This is partly familiar, and partly unprecedented. Traditional challenges
that emanate from the global commons persist: state actors could aspire to
interrupt or deny strategic maneuver in key regions, and challenge assured
access to strategic resources, such as in the Strait of Hormuz, where roughly
a quarter of the world’s oil must pass on tankers.*® Hostile state actors could
deliver mass-effect attacks from the maritime, air, or space commons in an in-

tegrated littoral campaign. They could also use cyberspace to mount disrup-
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tive attacks on critical, yet vulnerable, infrastructure networks. Depriving allied
populations of electricity, communications, and financial services might not be
enough to provide the margin of victory in a conflict, but it could damage the
political will to win.?!

Just as state competitors do, non-traditional threats likewise add to defense
challenges. Maritime terrorists and other non-state actors, such as modern-
day pirates, can disrupt the flow of energy resources and manufactured goods
along global lines of communications or at points of entry to critical national
infrastructure. Criminal organizations that thrive on the smuggling of weap-
ons, narcotics, and humans also use the commons at low cost for tremen-
dous disruptive effect, sometimes adapting in creative ways to avoid capture.
Drug cartels have expanded the ways they transport drugs, using submarines
built of fiberglass, wood, and steel, technically known as self-propelled semi-
submersibles, to move ten to fifteen tons of cocaine at a time.** The custom-
built submarines do not fully submerge but are so low to the water, rising less
than two feet, that they avoid radar detection, and are usually camouflaged
with paint to avoid aerial surveillance.*

The powerfully disruptive effect that pirates have on freedom of navigation
for commercial shipping in the maritime common is another case in point.
The International Maritime Bureau defines piracy as the act of boarding any
vessel with intent to commit theft or any other crime, and with an intent or
capacity to use force in furtherance of that act. While over 230 actual or at-
tempted attacks occurred worldwide annually from 2004 through 2008, inci-
dents off Somalia and the Gulf of Aden—a key choke point passed each year by
over 20,000 vessels, which must reduce speed to ensure safe passage and thus
heighten their exposure to interception—surged 200 percent to 111 in 2008.%
All types of vessels are being targeted, attacked, and hijacked by armed Somali
pirates, including crude-oil supertankers and chemical tankers,* large luxury
cruise ships,* and freighters ferrying military cargo.’”” Despite the presence
of international warships patrolling maritime corridors, eliminating pirate
mother ships® and apprehending suspected pirates,* the brazen pirates, hailing
from a violent failed state that has little to offer its population, are undaunted
from seeking luxury lifestyles funded by million-dollar cash ransoms.*

While piracy is predicated on financial gain, maritime terrorism, like its
land-based form, is motivated by political goals beyond the immediate act
at sea, aiming primarily to gain publicity and inflict damage. A number of
planned maritime terrorist plots, most directly connected to al Qaeda and
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its affiliates, have been preempted before execution, including suicide strikes
against Western shipping interests, the use of small boats to ram supertankers
transiting straits, and attacks on heavily-laden cruise liners.”! These incidents
galvanize fears in the West that militants connected with the international ji-
hadist network are moving to extend operations beyond land-based theaters.
One scenario commonly posed by analysts is an attack designed to shut down
a port or block a sea-lane in order to disrupt the mechanics of the global mari-
time trade complex of integrated supply chains. While long-term disruption
to the global economy is unlikely, significant localized financial damage would
resonate with the underlying operational and ideological rationale of al Qaeda
and the wider global jihad.*

These myriad vulnerabilities are all the more challenging in doctrinal and
operational terms because they cross domains in the global commons. For ex-
ample, in the commercial sector, air and maritime trade are linked along air
lanes or sea routes to airfield or port nodes by networked cyber-information
and space-navigation systems. Likewise, in military operations, commanders
combine myriad cyber-system applications and space-based assets to conduct
network-enabled operations. Cyber systems and space utilities depend on a
constellation of satellites that are inherently vulnerable: they are visible to all
and follow an established and predictable route, making them easy targets.*
Cross-domain attacks are especially dangerous because some hostile actors
may seek not merely to disrupt the global system, but to destroy it.

Exploiting the Commons

“What all these potential adversaries—from terrorist cells to rogue na-
tions to rising powers—have in common is that they have learned that
it is unwise to confront the United States directly on conventional mili-
tary terms.”

Robert M. Gates, U.S. Secretary of Defense

The global commons embraces the world’s economic system as well as the
global security environment. Resourceful adversaries will leverage accessible
technologies and unconventional methods to deny freedom in the commons
for defense, governmental, and commercial entities. The global commons en-
ables asymmetric approaches* in which adversaries exploit access to the com-
mons in order to circumvent traditional advantages, negate core strengths, and
exploit the vulnerabilities of competitors. Sample scenarios include a drug traf-
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ficker who obtains GPS coordinates on a satellite phone to make a rendezvous
at sea, or a finance technician moving money via laptop to support terrorist
operations, while sipping coffee in an internet café.*® Another scenario has in-
surgents using aerial imagery displayed by the Google Earth internet tool (at
fifteen-meter resolution) to pinpoint mortar attacks on vulnerable areas inside
military bases,*” or even worse, using half-meter resolution imagery collected
by the WorldView-1 next-generation satellite constellation.*

Adversary asymmetric methods range from computer network intrusion
tools to offensive counter-space weapons. Effects can devastate not just military
operations, but also civil and commercial systems. A case in point is the dual-
use global positioning system, designed to provide military and civilian users
with continuous, worldwide positioning, navigation, and timing services. In
addition to use by the military in weapon and command systems such as Joint
Direct Attack Munitions and Blue Force Tracking, three-dimensional GPS lo-
cation signals are used by millions of civilians in everything from cars, boats,
and airplanes to cell phones. Precise GPS timing signals are used to synchronize
banking computers, electrical power grids, and communications systems, and
to time-stamp business transactions.’ Disruption of the military GPS utility
would cascade through a key mainstay of civilian transportation and economic
activity.

Asymmetric strategies are devised to strike at crucial vulnerabilities, often
by applying layered capabilities in coordinated operations. Competitors could
combine offensive computer network operations and electronic warfare with
kinetic first strikes to disrupt battlefield network information systems that sup-
port power projection and warfighting capabilities.® To destroy unified com-
mand and control capabilities through a computer network attack, methods
available to adversaries include hacker or virus attacks, information pollution
or harassment, and surveillance or reconnaissance techniques.’!

Competitors could negate allied space-based force enhancement functions—
intelligence, surveillance, and reconnaissance; missile warning; environmental
monitoring; satellite communications; and space-based positioning, navigation,
and timing—that increase military effectiveness.”? Such actions can involve the
electronic jamming of communication links; physical or cybernetic attacks on
satellite ground stations; the use of ground-based lasers to dazzle or blind satel-
lites’ optical- or thermal-imaging sensors; and attacks in space by metal pellet
clouds, microsatellite mines, or high-altitude nuclear detonations.>* China dem-
onstrated a hit-to-kill anti-satellite (ASAT) capability in January 2007, when it
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destroyed an aging Chinese weather satellite with a kinetic kill vehicle.>* Attacks
in space generate destructive debris as well as indiscriminate long-term impacts
on space security.

An increasing number of state actors have the ability to use ballistic mis-
siles, some capable of carrying weapons of mass destruction, to destroy civilian
population centers or military build-up areas. In less than four decades, the
number of nations possessing these weapons has gone from nine to twenty-
four; more than twenty nations possess or seek to acquire nuclear, biological, or
chemical weapon payloads.” The testing of two-stage ballistic missiles (such as
the Sajil),* coupled with progressive nuclear activities,” demonstrates the dan-
gerous ambitions of Iran and North Korea and the need for defense against at-
tack.”® Internationally criticized launches of Iranian Safir-2%° and North Korean
Unha-2% missiles for placing satellites into orbit indicate the steadfast commit-
ment of these states to expand their intercontinental ballistic missile capabili-
ties. Additionally, state competitors might see the building of ballistic missile
submarines (China’s Jin SSBN with Julang-2 missiles) as insurance against al-
lied ballistic missile defenses.®!

Existing fourth-generation fighter aircraft (e.g., Russia’s Sukhoi Su-27
Flanker and MiG-29 Fulcrum) have the ability to deny the local air superior-
ity essential for allied strike options against high-value targets. More alarming
yet, fifth-generation fighter aircraft (Sukhoi T-50 PAK-FA), with passive elec-
tronically scanning array radar, are already in prototype assembly.®* Peer or
near-peer adversaries could also deploy advanced air defense systems,* such
as land-based long-range and high-altitude surface-to-air missile (SAM) sys-
tems (SA-20 Gargoyle or SA-21 Growler), or high-speed man-portable SAMs
(SA-18 Grouse);* or destroyers designed for anti-air warfare (like the Luzhou
DDG equipped with SA-N-20 SAMs controlled by the TOMBSTONE phased-
array radar).®

An adversary’s niche capabilities at sea could threaten maritime access to
regions or straits of strategic importance. Sophisticated mines, quiet diesel-
electric submarines (Kilo, Song, or Qaaem), ships with rocket-powered super-
cavitating torpedoes (Hoot),” and swarming formations of naval speedboats®®
might deny the sea control necessary for power projection. The interdiction of
vital shipping passages could be achieved by an “impenetrable line” of defense
fortified with midget submarines (Yono)® and fast attack craft (Combattante II
or Tir) equipped with radar-guided anti-ship cruise missiles (Noor).”” A multi-
faceted area-denial strategy might include coastal defenses based on long-range
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anti-ship cruise missiles (YJ-62C),”" anti-ship ballistic missiles (1500 km-plus
range DF-21 MRBM variant) with maneuvering reentry vehicles and termi-
nal guidance,”” modern destroyers (Sovremenny DDG with SS-N-22 Sunburn
missiles),” helicopters (Harbin Z-9) with anti-ship missiles (TL-10),” and ski-
ramp design aircraft carriers with fixed-wing (Su-33) fighters.”

Operating in the Commons

“Our maritime, air, and ground forces must have the capability and
capacity to prevail in a warfighting environment in which potential ad-
versaries are rapidly closing the technological gap. Ensuring the surviv-
ability of our networks, both military and those commercial networks
that support military operations, is becoming increasingly critical in a
battlespace sure to place additional emphasis on the domains of space
and cyberspace.”

Admiral Timothy J. Keating, USN, Commander, U.S. Pacific Command

It is essential that allies have the ability to counter technologically sophisti-
cated adversaries in the commons, to secure freedom from attack as well as
preserve the freedom to attack. In geostrategic terms, the commons provide the
profound advantage of what amount to external lines of communication. This
high-ground advantage is a crucial precursor to resolving conflict and crisis
decisively and favorably, especially in distant, austere, or inaccessible environ-
ments. Capabilities that ensure the ability to operate effectively in the com-
mons are fundamental to any definition of operational and strategic success. In
military terms, this equates to advantages in global mobility, precision engage-
ment, information operations, and space capabilities.

The integration and synchronization of space capabilities is contribut-
ing greatly to successful operations in Iraq and Afghanistan. To illustrate, a
raid by a special forces team might be supported by commercial satellite im-
agery and a weather mosaic of the area, GPS location signal accuracy predic-
tions for handheld receivers and air-delivered precision-guided munitions, and
improvised-explosive-device detection along travel routes. The team’s location
during the raid’s execution could be pinpointed by blue-force tracker devices
that process GPS signals. Satellite communications could be used to fly a Preda-
tor unmanned aerial vehicle overhead and stream full-motion video to the com-
mand center. Rockets or bombs guided by GPS signals could destroy the target
of the raid.”
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Proven capabilities like space-based support provide integrated offensive
and defensive options, which in turn allow a broader range of strategic choices
for the military operations underway today and those that can be expected
tomorrow. Promising capabilities for cyberspace attack could offer a decisive
military advantage that ensures operational freedom of action at the place and
time of a commander’s choosing, while denying the same to the adversary. The
effects of emerging cyberspace attack technologies include sensor disruption,
data manipulation, interference with decision support, command and control
disruption, and the degradation of weapon systems.”®

Military-Operational Implications

“The imbalance between our readiness for future global missions and
the wars we are fighting today limits our capacity to respond to future
contingencies, and offers potential adversaries, both state and non-
state, incentives to act.”

Admiral M. G. Mullen, USN,

Chairman of the US Joint Chiefs of Staff Guidance”

Recent international incidents demand preparation for wider disruptions
to freedom in the global commons. The series of cyber attacks that spread
through Georgian commercial and government websites as Russian troops en-
tered South Ossetia in 2008 may have heralded the coming of a new feature of
modern warfare.*® Although the concerted distributed denial-of-service attacks
only temporarily shut down web servers (Georgia relocated strategic IP-based
cyber capabilities to other defensive points in the United States, Poland, and
Estonia),®! and thus had little impact on the outcome of the conflict, they pre-
sage a wider trend of great concern.

A capabilities-based approach to defense planning considers how adversar-
ies may challenge us, more than who they might be or where we might face
them. This approach identifies the capabilities required to defeat adversaries
who wage warfare in the commons. Freedom of action calls for innovative and
interdependent capabilities, which include the ability to conduct or ensure:

*  Maritime Security
Pervasive and persistent sensor networks
Diverse tactical and national sensor modes (RADAR/IR/EQ/SIGINT/
Acoustics)
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Sensor data analysis and integration
Combat identification and threat assessment®?

Maritime law enforcement or interdiction operations

+  Cyberspace Control
Attack deterrence, mitigation, survivability, and attribution
Vulnerability detection and response
Data, electronic system, and infrastructure protection

Electronic systems, network, and infrastructure attack

*  Space Assurance
Satellite redundancy, encryption, hardening, and maneuverability
Space situational awareness (hazard identification, intent ascertain-
ment, and action attribution)
Operationally responsive space (demand surge and rapid reconstitution)

Code of conduct for common understanding of acceptable behavior®

*  Ballistic Missile Defense
Sea-, land-, and space-based warning, surveillance, and tracking
High-volume short-, medium- and long-range missile interception

Defeat of complex ballistic missile countermeasures

«  Air Superiority
Surface-based enemy air defense detection, degradation, or destruction
Airborne warning and control for offensive and defensive counter-air
measures

First look, first shot, and first kill of airborne threat by airborne assets®*

+  Sea Control
Operations and fighting at greater ranges than today against advanced
multidimensional maritime recon-strike networks
Defeat of increasingly sophisticated undersea combat networks
Sea-based command of combat units that enable expeditionary
maneuver®

Escort or protection of merchant shipping and military sealift vessels®

To achieve synchronized operations in the global commons that effectively
counter transnational, regional, and emergent peer competitors, these capa-
bilities must be linked to the range of likely threats, and integrated in terms of
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both theory and practice. To properly and promptly apply these capabilities,
leaders must be intellectually prepared to understand and act in complex, real-
time situations. The development of perceptive, reflective, and collaborative
leadership skills empowered by visual decision-enabling tools and practiced in
realistic joint-training events, is essential for achieving operational success.

Way Ahead

“It will continue to fall to the United States and its partner nations to
protect and sustain the peaceful global system of interdependent net-
works of trade, finance, information, law and governance. Maintaining
freedom of action and access around the globe is as much a require-
ment for the functioning of this system as it is for the conduct of mili-
tary operations.”

Admiral M. G. Mullen, USN, Capstone Concept for Joint Operations®’

The U.S. Capstone Concept, which visualizes how joint forces will operate in
response to a wide variety of security challenges, recognizes that maintaining
sufficient control of the global commons will remain an imperative of future
joint force design. The three key strategic challenges to national security that
the United States and its allies face are the:

+ rise of non-state, transnational strategic competitors;
+ specter of a proliferated world (weapons of mass destruction or effect);

+ rise of authoritarian capitalist states.®

The members of the alliance need to win against violent extremist movements
that use the very instruments of globalization to threaten free and open socie-
ties. They must dissuade hostile, nuclear-armed states that seek to exploit the
instability caused by regional conflict. They need to hedge against the grow-
ing military modernization of ascendant state competitors who actively seek
to counter allied advances in some or all domains of warfare. The ability to
respond across the range of these challenges depends on demonstrated military
capabilities that can promote security, deter conflict, and win wars.®

The failure to field this broad set of necessary capabilities risks the loss of
traditional military preeminence in the global commons. The proliferation of
sophisticated weaponry and weapons of mass destruction with advanced de-
livery systems arms and empowers transnational, regional, and emergent peer
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competitors to challenge allied freedom of action. In times of conflict, allied
forces operating in or moving through the global commons must be prepared
to endure persistent attack. Adversaries will strike at vulnerabilities through
asymmetric methods, often at long range with precise kinetic and non-kinetic
weapons. Critical infrastructure networks (energy, banking, telecommunica-
tions, water, etc.) cannot be assumed to be off-limits, even though the conse-
quential impact on the global economic system could have cascading effects on
the competitor itself by devastating commercial trade or financial markets.

In this uncertain security environment characterized by asymmetric threats,
a suitable national military objective is to “prevent conflict and surprise attacks
through actions that deter aggression and coercion while retaining the capabil-
ity to act promptly in defending the nation.”® The need to deter a wide array
of potential adversaries that threaten the peaceful global system is daunting,
given the differences in what they value, what ends they pursue, the means at
their disposal, and the ways they operate. The central idea in deterrence is to
decisively influence the adversary’s decision-making calculus in order to prevent
hostile actions. Decisive influence is achieved by credibly threatening to deny
benefits from or impose unacceptable costs on a course of action, while simulta-
neously encouraging restraint. Allied forces must tailor their means of response
to convince adversaries that pursuing adverse courses of action in the global
commons will result in worse outcomes than will other alternatives.” Should
deterrence fail, allies must be prepared to apply overwhelming military force.

This volume provides a forum in which its contributors explicitly describe
the various military-operational implications for securing strategic access
and retaining freedom of action in the global commons, the conduits of the
world economy. Drawing upon significant experience and practical knowledge,
the authors provide innovative structures and best practices that apply in a
multinational context. In a collaborative manner, each contributor examines
national-level approaches and initiatives that are designed to minimize vul-
nerabilities and preserve advantages, while recognizing that global security can
best be achieved through international cooperation and fundamental agree-
ments. This compilation provides an intellectual framework for making the
kinds of programmatic decisions and institutional changes that are crucial to
ensuring stability and prosperity in the global commons.
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2  Strategic Trends and Drivers
Jeffrey Becker

Models for Forecast

The global commons will be shaped in the future, as they have been in the past,
by forces other than raw military power, including the less tangible factors of
national will, individual perception, and leadership decisions concerning the
nature of cooperation or conflict within the commons. The purpose of this
chapter is to render a relatively clear image of factors loose in the international
system that will influence these “ungoverned” spaces over the next decades. Be-
cause any changes in the geopolitical and military landscape will influence the
global commons, strategic planners and operational military commanders will
be enjoined to consider what influential factors will evolve, and how they will
shape the global commons.

Attempts to characterize the future are, of course, fraught with difficulty.
Among the array of forces, ideas, and actors present and active in the world,
some are important to a clear understanding of what may be coming, while oth-
ers that seem critical at present may appear less so with the benefit of hindsight.
George Friedman describes the difficulty of forecasting the future in this way:

[T]hings that appear to be so permanent and dominant at any given moment in
history can change with stunning rapidity. Eras come and go . . . conventional
political analysis suffers from a profound failure of imagination. It imagines
passing clouds to be permanent and is blind to powerful, long-term shifts tak-

ing place in full view of the world.!
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In 1890, natural philosopher William James described how, without orga-
nizing principles, concepts, and an ability to discriminate between the endur-
ing and the ephemeral, the world around us appears to be one of disconnected,
causeless happenstance and chaos.? Our ability to reason and to build concepts
and mental models of the world allows us to impose a sense of order and ex-
plain and make sense of what we perceive. Given these warnings, how is one
to select the most consequential factors from among the near-infinite set of
the possible, and distinguish the causal from the ephemeral?® This chapter will
provide two conceptual tools, the notions of trends and drivers, to aid in this
process of organization.

The exploration of trends and drivers allows us to explain how interna-
tional politics, conflict, and war will be conducted through the media of the
global commons. A trend is the direction and speed of change in some impor-
tant feature of the international environment that will allow us to imagine pos-
sible characteristics of the future. Drivers are the end result of the confluence
of two or more trends. They describe how troubling knots of trends combine
and thus form a wider context for discussion of the global commons. Drivers
can provide perspective on the shape of actors and events in the commons over
the next two decades. The trends and drivers examined in this chapter should
be seen as a field guide to be used as the reader weighs and considers the more
specific topic areas presented later in this volume.

Trends in the International Environment

An important set of six trends in the international environment will shape the
global commons over the next several decades: demographics, natural resource
scarcity (such as energy and water), future key terrain, identity networks,
global finance (including dollars, debt, and defense), and science, technology,
and engineering. Each of the six trends has been selected because of its power
to define the conditions, circumstances, and influences that affect strategic de-
cisions and the use of military forces in relation to the global commons. It is
important, as one is considering these trends, to keep in mind that the ultimate
causes of competition, conflict, and war among peoples, cultures, states, and
civilizations originate from three enduring motivations based in human na-
ture: 1) fear, which springs from the uncertainty and unpredictability of the
intentions of others; 2) honor, which is derived from essential differences over
ideas about the nature of justice and order in human relations; and 3) interest,
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which relates to the desire to secure and enjoy the material foundations for
human well-being.*

Demographics

Demographics describe the characteristics of all or part of a human population,
such as size, growth rate, distribution, birth and death rates, racial mix, and so
on. Countries with larger populations have more geopolitical “weight” than
smaller ones for the simple fact that there are more people with which to build
an army, to work factories and farms, and to tax for revenue. In some cases,
however, larger populations may undermine the potential power and capabili-
ties of a poor nation if it cannot properly care for them. Resources that might
be directed toward technical research, the military, or infrastructure projects
might instead be directed toward simply feeding, caring for, and housing large
poor, sick, or aging populations.

At a global level, the rate of population growth rose from about 1.5 per-
cent per year in 1950-51 to a peak of over 2 percent in the early 1960s, due to
significant reductions in the rate of early mortality; people were living longer
than they had in the past. Growth rates thereafter declined as couples in the
advanced industrialized countries deferred childbearing till later in life and
effective contraceptive methods became widely available. Although the world
population continues to grow, the rate of growth is beginning to slow. The
6.7 billion people on Earth produce 131 million children a year, an annual rate
of population growth of some 1.14 percent.® At this rate, the world population
in 2030 will be roughly 8.3 billion.¢

Although “when it comes to forecasting the future, the birthrate is the near-
est thing to hard numbers,”” perhaps the biggest surprise of the last decade
is that the most alarming predictions of human population growth have not
come to pass (see Figure 2.1). In places such as Europe, Japan, Russia, and
China, population growth has actually gone into reverse, with possibly dras-
tic declines in population looming. Indeed, in Japan alone over 2,000 schools
closed over the past decade, as the number of elementary and junior high stu-
dents fell from 13.42 million in 1994 to 10.86 million in 2005; another 300 per
year are expected to close over the next decade.’?

In Western Europe also, population growth is well below replacement lev-
els, a trend that will severely test Europe’s welfare states in the near future.
Today, one hundred workers support twenty retirees, but by 2050 that ratio will
change to fifty retirees per hundred workers as pensioners come to make up
nearly 40 percent of the total population (in contrast to today’s 20 percent).” At



22 Jeffrey Becker

Dem I:IIKEHI'I-!IE(.'\:
FPopulation by Age

hFh' billion pe |.11L|- in the workd by 2025 (2 hillion more than today).
Il grosih in che develaping warld,
s u.... ute declinee in Furope, Japan, Ruis, and Kosea
= The LS. will sdd 50 million people by 2025 (unique anvong the
develapal counttio off |l|r ] T

FIGURE 2.1 World Population Pyramids. A population pyramid is a demographer’s
tool used to track the size and age composition of a country or group. Each bar rep-
resents an age group in four-year increments (youngest at the bottom) with males on
the left and females on the right. The pyramids above show projected populations of
selected countries in the 2030 time frame and the width of each pyramid is to scale.

sourck: U.S. Census Bureau: “The Joint Operating Environment, Challenges and Implica-
tions for the Future Joint Force,” United States Joint Forces Command, Norfolk, Virginia,
December 2008.

the dawn of the twentieth century, no country had a median age greater than
thirty; now only in Africa and the Middle East does this remain true. “Today,
eight of the 16 nations of Western Europe have a median age of 40 or higher.
By 2050, 6 will have a median age of 50 or higher. So will Japan, the East Asian
Tigers, and 17 of the 24 nations in Eastern Europe and the Russian sphere.”'

Energy

Energy resources are central to the functioning of the modern world economy.
Until quite recently in human history, the world was powered by human or an-
imal muscles for most agricultural and industrial purposes. In 2006, the world
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consumed 472 quadrillion BTUs of marketed energy per year, and by 2030,
total world consumption is projected to increase by 44 percent to 678 quadril-
lion BTUs per year.!! The current demand for energy is satisfied by burning
oil, coal, and natural gas, by hydroelectric, wind, and solar power (collectively
known as “renewable” energy), and by harnessing nuclear power to generate
electricity. In addition to the production of electricity, more than half of the
crude oil extracted from the ground is refined into fuel for vehicles, aircraft,
and ships for transportation.

There is currently, however, a sharp discussion going on about the suffi-
ciency of oil supplies in the future. Some describe oil production as having
“peaked.”*? This does not mean that the world is “running out of oil,” but rather
that our ability to retrieve oil from the ground and bring it to market is shrink-
ing, that supplies will not keep pace with global demand, and that prices are
going to increase rapidly unless alternatives can be found.'> We also can expect
significant imbalances in the world energy trading regime now that the vast
bulk of oil reserves are located in the Middle East and Russia, while the major
consumers of oil—the United States, Europe, Japan, and China—rely on large-
scale imports to meet domestic demand.

Oil trade is a major factor in the modern security environment. Russia uses
its oil resources to expand its influence, while petroleum wealth in the Arabian
Gulf region has been counted as a key source of funding for Islamic terrorism
around the world. Securing the free flow of oil and natural gas from the Middle
East was a central concern of U.S. foreign and strategic policy making through-
out the Cold War, and gathered urgency after the 1979 Iranian Revolution, when
the country with some of the largest known reserves of high-quality crude in the
world suddenly went from being a close ally of the United States to an impla-
cable enemy. Energy intensity, a measure of the units of energy burned per dollar
of GDP, will likely become an important measure of efficiency as energy prices
march higher and environmental concerns become more important. For both
strategic and ecological reasons, inefficient, high-intensity users of energy will be
challenged to lower the level of energy they expend per unit of GDP.

Water

Water, we are often reminded, is the foundation of all life and of human pros-
perity. Adequate, high-quality water supplies are indispensable for the growth
and development of human social, economic, cultural, and political systems.
Conversely, economic stagnation and political instability will persist or worsen
in those regions where the quality and reliability of water supplies remain or
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are becoming more uncertain. Many parts of the world are facing a water crisis.
Despite the fact that billions of tons of fresh water flow into the sea every day,
over one billion people have no access to clean water, and over 2.6 billion live
without adequate sanitation that could prevent water supplies from becom-
ing polluted.** Furthermore, two regions with the highest levels of population
growth—sub-Saharan Africa and North Africa/Middle East—are also regions
that are chronically short of water."” The scarcity of water has been getting pro-
gressively worse despite the fact that this trend has been foreseen for decades.
Unlike fossil fuels, there are no substitutes for water, and technology so far can
do little to improve supply.

Lack of access to safe, clean water for drinking, sanitation, agriculture, and
industry perpetuates poverty and is limiting viable development options in re-
gions around the world.'® Water scarcity and poor water quality increase the
potential for domestic instability and heighten transnational tensions. History
shows that in many regions around the world, water has been a source of con-
siderable cooperation between nations that share water resources."” As popu-
lations in the driest parts of the world continue to increase, however, water
scarcities may undermine international cooperation and encourage the use of

military force to secure adequate supplies.

Future of Key Terrain

Geographic locations acquire strategic importance based on how humans use
these locations. Rivers, mountain passes, canals, straits, overflight routes, air
and sea points of debarkation, and spaceports are important to nations, and
perhaps transnational competitors, as avenues to travel and choke points to be
blocked. Nations have sought to control key geographic features to secure their
borders, or to cut off the assault of a rival. During the Cold War, for example, a
stretch of windswept ocean known as the GIUK Gap (for Greenland-Iceland-
U.K.) was a central focus of the U.S. strategy to contain the Soviet Navy, pre-
vent Soviet ballistic missile submarines from entering the Atlantic, and ensure
that the U.S. Army could reinforce Germany in the event of conflict with the
Warsaw Pact.

Strategic terrain will remain an important element in any understanding
of the international environment in the future. For transnational terrorist or-
ganizations, ungoverned or ungovernable spaces will define the strategic ter-
rain that they use as sanctuary from which to operate. Indeed, future non-state
adversaries will attempt to “manufacture temporary autonomous zone (TAZ)
sanctuaries as needed from any location that exhibits a vacuum of global order.
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These places provide staging grounds for offensive operations in ‘controlled’
areas. The elimination of TAZs will be a long-run problem for nation-states.”*®

As sea ice retreats more and more rapidly from the Arctic, the region is
becoming increasingly valuable for its possible undersea oil and other mineral
resources; this and the opening of formerly ice-blocked sea-lanes are giving the
region an increased profile in the security calculations of a number of states."
Russia, for example, claims the Lomonosov Ridge, which lies directly under
the Pole, as part of its continental shelf, and thus part of Russian sovereign
territory—including any oil and gas deposits that lie beneath the claim. Cur-
rent economic exclusion zones recognize a 200-mile offshore limit; the Russian
interpretation of the protocol would add 1.2 million square miles of territory
to Russia if it is upheld by the United Nations.?

Strategic “terrain” is moving off-world as well, as specific locations in near-
earth space become important to a variety of actors. Geostationary orbital slots
that give owners the ability to communicate over wide areas of the earth are
limited, while low-earth orbit—vital for Earth observation and navigation
satellites—is fast becoming cluttered with dangerous debris.?! In 2007, China
destroyed one of its weather satellites in an ASAT (anti-satellite weapon) test,
while in 2009 a defunct Russian satellite collided with and wrecked an American
communications satellite.”> “Lagrange points,” areas of gravitational equilibrium
that allow orbiting bodies to remain stationary with respect to the earth, moon,
or other celestial object, may represent the ultimate “high ground” in the earth’s
gravity well.”? Even the south pole of the Moon might be considered “key ter-
rain,” if its abundant, continuous sunlight and the potential availability of frozen
water prove to be the key to establishing control over Earth’s natural satellite.**

Identity Networks
States have traditionally held citizenship to be the highest order of identity or
affiliation, but this claim to ultimate loyalty is being increasingly challenged
by non-state entities. Emerging identity networks, in the form of political, re-
ligious, or social organizations, are rejecting the dominance of the state. As
this trend progresses, states will feel pressure to assert their monopoly on vio-
lence and war, in an environment where leaders can no longer assume that
citizens identify reflexively or exclusively with the physical territory on which
they live. Identity networks constructed in cyberspace and community centers
of various descriptions reach across national boundaries, allowing powerful
transnational groups to coalesce and challenge state authority.

Identity networks of the future will be more likely to engage in governance,
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trade, taxation, and even warfare within and across state boundaries, much as
Hezbollah does in Syria today. Some, like al Qaeda, are busily constructing af-
filiations and structures, and disseminating their myths and principles, across
the global commons. Indeed, identity networks have

the potential to cast the United States in the role that the Soviet Union held
in the 1980s—a country driven to bankruptcy by a foe it couldn’t compete
with economically. We are staring at a future where defeat isn’t experienced all
at once, but through an inevitable withering away of military, economic, and

political power and through wasting conflicts with minor foes.”

Thus, a key feature of conflict in this environment will be competition
among networks, and between networks and hierarchies (usually those that
underpin states). Events of the early twenty-first century have hinted at the
disruptive nature of networks for hierarchies in economics and media, but this
will become increasingly prevalent in military operations as well. Cyber and
swarm attacks will be important tactics, as will any number of military opera-
tions classified as “irregular” in today’s nomenclature. The “battle of the narra-
tive” will expand into warfare in an emerging “cognitive domain,” characterized
by attempts to influence the place where “perceptions, awareness, beliefs, and
values reside and where . . . decisions are made.”*® Conflict and war will evolve
in a global order featuring national borders that are highly permeable to trade,
human migration, and flows of information, knowledge, technologies, and
money. In this world, more connections through communications technolo-
gies, trade, information media, and travel mean more avenues for ideas, memes,

images, and concepts to propagate across the world.”

Dollars, Debt, and Defense
Many believe that globalization and deep economic interdependence minimize
the impulse for war, and conversely, that the less states interact with one an-
other economically, the more likely they are to go to war.?® Others argue further
that material production and financial resources can no longer be “captured”
by aggressors because of global markets, and thus that economics is less a factor
in conflict than it once was. Modern, rich states are less concerned with stocks
of goods, but more with systems that direct the flows of goods and services.”
Global trade, the main driver of the world’s economic growth for at least
two decades, was on track in 2009 to record its largest percentage decline in
over eighty years.”® The recession that began in 2007 can be traced to a wider
pattern of structural trade imbalances among creditor and debtor nations; im-
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properly regulated financial markets; non-market (often politically motivated)
considerations in lending practices; the opaque, unregulated securitization of
debt; oil price volatility; and the collapse of home values in the United States
and elsewhere around the world. Massive public and private debt in the United
States, coupled with this severe economic downturn, resulted in high levels of
mortgage default and the freezing of corporate bond markets. More problem-
atic, many debt instruments were packaged and used to leverage further bor-
rowing by investment banks, which resulted in massive defaults when nervous
creditors called in their debts. The complexity of these instruments, coupled
with the inability of markets to properly value them, discouraged banks and
other financial institutions from lending to one another or anyone else, result-
ing in a powerfully negative environment for economic investment.

A period of de-globalization may take hold as high unemployment and
social unrest, and the “dumping” of excess production capacity, are used to
justify increased trade tariffs and controls over labor immigration. It was
precisely this dynamic that made the Great Depression of the 1930s “great.”
In 2009, a report by the Economist Intelligence Unit assessed that there is a
10 percent chance that high levels of U.S. public, corporate, and private debt
will lead to a collapse in the dollar as a global reserve currency.’! The fear that
the United States will inflate its currency to erode the value of its national, cor-
porate, and personal debts has led China and Russia to work together on ways
to limit their exposure to the dollar, and even replace it with a global (perhaps
commodities-backed) currency not subject to the political and strategic dy-
namics of Washington.*

What then, might be the next steps in a full-blown global financial and eco-
nomic unraveling? The initial impulse by investors has been to “flee” to the rel-
ative safety and security of U.S. treasury bonds. As economic growth regresses,
however, even countries that traditionally invest heavily in dollar assets may not
have available liquidity to purchase bonds. Currently, foreign governments and
private investors hold some 40 percent of total U.S. debt. Furthermore, Wash-
ington is dependent on major exporter nations to fund government spending,
because U.S. spending now exceeds revenue by $1.8 trillion dollars per year, or
13 percent of 2009’s projected gross domestic product.*® A key transition point
will be reached should foreign buyers no longer participate in debt auctions
held by the U.S. treasury. Market psychology can change quickly, and the dan-
ger for the United States is that some foreign buyers are beginning to fear that
the U.S. government will no longer be able to service its debt as tax revenues
collapse due to the weakening economy.*
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The continuation of extreme financial and economic stress may have sig-
nificant political and strategic implications, including

economic collapse in Eastern Europe [that] could tear apart the European
Union and create a new Iron Curtain. Further east, the slowdown in China’s
economy and the lack of political freedom is creating fertile ground for social
turmoil. Millions of immigrant Chinese factory workers who returned to the

countryside for the lunar New Year holiday had no jobs to return to.*

In addition to the threat of political and social instability around the world,
massive failures in U.S. financial markets and government finances in a num-
ber of western countries, exacerbated by relentlessly aging populations, could
mean that each will be less able to develop new military capabilities, or even
maintain current expensive and capital-intensive capabilities.’ These may in-
clude systems that are needed to maintain order in the Eurasian landmass, as
well as naval, air, space, and cyber capabilities that secure the freedom to oper-
ate in the global commons. A western alliance tied down financially in this way
may further encourage challenges around the world, as ambitious state and
non-state actors attempt to carve out spheres of influence in the absence of
U.S. or other allied power.””

Science, Technology, and Engineering

Constant scientific, technological, and engineering advances provide states and
non-state groups with an ever-greater ability to modify and shape the world
for their own purposes. Science, technology, and engineering are critically im-
portant to globalization because use of the global commons, especially space
and cyberspace, is defined by the technical capabilities that a state or other
actor can bring to bear in a conflict. Science, technology, and engineering were
central to events in the later stages of the Cold War competition between the
United States and the Soviet Union. U.S. investments in information tech-
nology provided the basis for later economic advances, and greatly increased
wealth relative to the Soviets. A focus on new military technologies likewise al-
lowed the United States to offset a number of the USSR’s strategic capabilities,
and threatened to negate Moscow’s huge investments in air defenses, offensive
ballistic missiles, and large-scale armored formations. The following provides
an illuminating look at this dynamic:

Precision provided a means to go from the many sorties needed to destroy a

single target to a single sortie being able to destroy multiple targets. Stealth
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would provide the means to negate the Soviet Union’s massive investment in air
defense and increase the element of surprise. Tactical ISR [intelligence, surveil-
lance, and reconnaissance] provided the means to see targets deep beyond the
front lines. Speed shortened the sensor-to-shooter times so that targets could be

engaged as they were detected.”®

Rapid advances in the science, technology, and engineering available to U.S.
armed forces allowed for new concepts, such as Airland Battle or a direct preci-
sion attack against an enemy’s leadership, that in turn dramatically changed the
character and structure of U.S. forces.”

Adversaries are examining the U.S. way of war, and developing and assem-
bling different technical capabilities to negate advantages. Already, terrorists
have exploited technologies such as civilian aircraft and the internet as military
assets, inflicting more casualties on U.S. soil during “9/11” than Imperial Japan
was capable of in 1941. In the future, adversaries may not need to conduct ki-
netic attacks, as the potential exists to create and release weaponized organisms
developed from data freely available over the internet.*” Some state competitors
are already in a race to develop a plethora of molecular manufacturing tech-
niques that could provide economic and military advantage. Finally, new sources
of energy, such as helium-3 used in fusion power reactors, or space-based solar
energy collectors, may cause adversaries to seek control over places in which
they are abundant (such as the lunar soil, or sun-synchronous orbits).

Accelerated information technologies will likely transform data manage-
ment, the size and power of computer networks, and raw levels of processing
power. Massive latent computing capacity resides in the millions of networked
computers that could be linked for massive parallel-network computing. In-
deed, botnets—networks of remotely-controlled computers used in spamming
and distributed denial-of-service attacks by international criminals and per-
haps states themselves—commandeer portions of a computer in a home office,
making it the “sovereign territory” of a foreign power."!

We have already seen the use of “open source” technologies such as Google
Earth to conduct surveillance against allied forces in Iraq, and against Indian
citizens in Mumbai. Google Earth gives anyone on the internet free access to sat-
ellite imagery costing hundreds of billions of dollars that very few governments
could afford to develop on their own. Emerging technologies such as Microsoft’s
Photosynth application mean that adversaries may not have to do surveillance
now that near-real time immersive, ground-level imagery, meta-tagged and cata-
loged, can be browsed for free.*? Likewise, a world embedded with computation
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and animated with robotic systems may be “hacked” and, like our commercial
airliners, turned against us in ways that we have not yet foreseen.

Drivers for Engagement in the Commons

The following discussion is intended to further clarify the implications of these
rather diverse trends for the future of engagement in the global commons. Tak-
ing the trends in their entirety, two major themes become evident: first, the
United States and its allies command a shrinking portion of the world’s eco-
nomic, military, and ultimately, political power; and second, states themselves
are ceding power in the commons to an array of non-state actors.

The first major driver that promoters of collective security in the global
commons must accommodate is the idea that their power is becoming “smaller”
relative to the rest of the world. Security arrangements that the United States
forged between itself, Western Europe, Japan, South Korea, Latin America,
and myriad other states around the world in response to Soviet power are the
foundation of the even larger free market, open trade, investment, and security
system generally termed globalization. Although the United States will likely
maintain a larger economy and more sophisticated and powerful military ca-
pabilities than its nearest rivals over the next two to three decades, it is unlikely
that it will grow faster than other state challengers around the world. In stark
contrast to its post-Cold War position of near-global hegemony, over the next
two decades the United States will “find itself in the position of being one of a
number of important actors on the world stage.”* For example, the U.S. popu-
lation, though it is growing more quickly than any other developed country,
will command an ever-smaller share of the total world population (from 5 to
4 percent) as the population of the developing world continues to explode.
Echoing this trend is the fact that many of the United States’ closest allies are
in absolute demographic decline while some of the fastest growing nations
on Earth (such as Yemen, which may have a population as large as Russia’s by
2030) barely figure on today’s world stage.

As new centers or poles of power emerge in the international arena, they
will demand a greater say in how the seas, cyberspace, and outer space are used
and governed. Competing views about the use and governance of exclusive
maritime economic zones, for example, led to a series of naval encounters be-
tween U.S. and Chinese vessels in the South China Sea in 2009.* The Indian
Navy, cutting through the legalistic restraints on piracy interdiction observed
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by the western powers, sank a pirate vessel off the coast of Somalia in 2008,
upholding a more ancient standard of naval governance in the process.*

The second driver shaping the global commons of the future is the concern
that states are losing influence to, and increasingly are in competition with, a
number of non-state actors. The nation-state has been an enduring feature of
the international environment for four hundred years. Today, however, the idea
of state sovereignty and primacy is under challenge. Some states, such as mem-
bers of the European Union, are delegating parts of their sovereignty upwards
to international and supranational organizations. In many measures of power,
such as the ability to command economic resources or political loyalty, some
states are being overwhelmed by non-state actors that are extending control of
territory and governance within their borders. Global networks, associations,
and an array of interest-based nongovernmental organizations are challenging
the state’s legal and moral authorities, while some transnational groups and
more local militias are gathering and building the capacity to pursue political
interests independent of the state.

Armed groups that break the state’s monopoly on the use of force are even
seeking to impose their will on powerful states through the innovative use of
information technology and “hybrid” modes of warfare. “Instead of separate
challengers with fundamentally different approaches (conventional, irregular,
or terrorist), we can expect to face competitors who will employ all forms of
war and tactics, perhaps simultaneously.”*¢

Western insistence on the positive relationship between international order
and security and the need to respect basic human rights have formed the foun-
dation of a world in which more individuals have a greater say in the way they
are governed, and increased expectations about the span of their own personal
autonomy—a phenomenon known as liberty. The so-called Westphalian sys-
tem, founded in seventeenth-century Europe, encoded a number of rules about
the authorities of states and their relations with one another in an “attempt to
fashion a stable status quo and establish a mutually recognized set of rules and
rights,” covering “a broad range of religious, political, and territorial matters.*’
Many around the world, however, are dissatisfied with the present world order
and do not recognize these same rules and rights. The result is a wider battle
about the nature of relations within the international system and ultimately,
that system’s legitimacy.

For example, political Islam is a distinctly non-Westphalian mode of po-
litical development which strives for recognition in and use of the commons.
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As one Muslim theorist put it, “The American war of ideas and the attack on
our educational system began in the first decade of the twentieth century . . .
there is a need to preserve the religious, intellectual, and cultural identity of the
ummah and to sustain the thoughts of the Islamic awakening. . . ”*

Thus, globalization and liberty are the fundamental drivers shaping future
engagement in the commons. Through the lens of our discussion of interna-
tional trends, each of these drivers presents significant challenges and opportu-
nities for the United States and its allies as they engage in the global commons
going forward. Globalization is raising millions around the world out of ab-
ject poverty and giving them greater opportunities to improve their lives. At
the same time, greater wealth translates to greater power and the emergence
of possible competitors. Greater wealth also translates into greater stress on
food, water, and energy supplies, causing higher prices and shortages that may
translate into instability, civil conflict, and the failure of governments—as well
as unsustainable debt and a fragile dollar. The world of liberty conceived by
western democracies, if it is unbalanced by legally constituted governance and
mechanisms to mitigate or resolve conflict, can result in failed states, refugee
flows, and the rise of transnational groups that do not value domestic tranquil-
ity or the lives and prosperity of others.*

Conclusion: The Adversary Gets a Vote

“The future is already here. It's just not very evenly distributed.”
William Gibson®

The United States and its allies have secured the global commons through an
array of military, political, and technological capabilities and arrangements for
more than fifty years. They have derived military and strategic advantage rela-
tive to competitors by their ability to translate technological innovation and
industrial capacity into effective battlefield advantages. In response, adversaries
are adapting military practices in an attempt to construct a mix of regular and
irregular warfare, possibly with weapons of mass destruction, to extend their
influence in the commons while deterring involvement by others in their af-
fairs. Adversaries will blur the line between political conflict and open war, and
place opposing forces in strategic dilemmas through hybrid modes of warfare
that are designed to negate traditional technological advantages.
Transnational competitors will potentially develop around a set of ideas that
are forged and disseminated within cyberspace, with the goal to disrupt state
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systems and carve out their own autonomous zones—not necessarily physical
in nature. The specific goals of these groups are not important to this discus-
sion, but it is possible that many groups with differing viewpoints or goals will
share modes of operations, reaching a “critical mass” that overwhelms the abil-
ity of conventional, state-based militaries to innovate quickly enough to keep
up in a “ecosphere of violence” against non-hierarchical foes that are utterly
unconcerned with the forms, conventions, and rituals of state warfare.

Against this precarious backdrop, although the United States presently en-
joys the largest concentration of economic and military power in the world,
state competitors are shrinking its margin of superiority. Likewise, many Euro-
pean nations, along with Japan, Australia, and other liberal democracies, have
significant demographic, social, and political concerns that blunt their ability
to shape the commons around them. Because of the permeability of borders
and flows of money and people, future conflicts will occur at least in part in the
territories of these countries and the United States. As global financial markets
and international trade link nations more closely to the wider global commu-
nity, and as resource competition increases, the definition of “national inter-
ests” will further transcend borders. To defend these interests, allies must work
together to address the increasing number of challenges and opportunities that
cut across the global commons.



3 The Changing Security Environment
Dick Bedford

Introduction

The nature of decision making in 2030 will be little different from how it is
today.! Those who act with alacrity and purpose will gain; those who fail to
do so will lose. In the context of security, where costs are measured against
interests, values, and public safety, every effort must be made to align functions
and simplify decision making. This chapter is based in part on the research
and analysis the author conducted in support of the Multiple Futures Project
(MFP) team at NATO Allied Command Transformation.” It offers insights into
the difficult choices associated with managing the risks involved in protect-
ing the most vital element of society, our population, in light of increasing
global complexity in general, and the interactions between states and non-state
actors in particular.

Opver the past thirty years, various groups and individuals have used system-
atic study of present trends as a means to explore different paths by which the
future might unfold. Unfortunately, however, no matter how hard we try,
the future will always be the province of the unknown. No single vision will
be entirely correct, but elements of many will be present in whatever future
unfolds. The problem of becoming wedded to a preclusive view is overcome
by undertaking what may be called a “multiple futures” approach to evaluat-
ing possible outcomes. A collaborative evaluation of plausible futures elimi-
nates the problems of a preclusive view of what the future may look like. This
multi-level, what-if type analysis allows planners and practitioners to better

34
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understand enduring trends and take appropriate steps to minimize potential
adverse implications. Peter Schwartz, in his book Inevitable Surprises, accepts
the fact that the future is not foreseeable, but argues that with rigorous analysis
and thoughtful planning it is possible to reduce potential vulnerabilities and
minimize the impact of surprise:

Sometimes you may be able to influence the outcome of a surprise. If it is a
good thing, you can make more of it happen, and if it is a bad thing, you may be
able to prevent it. Sometimes you may be able to take advantage of it, because
you have developed relationships, products, financial resources, and informa-

tion that put you in the right position when the time comes.’

It is incumbent upon every reader to do just that: identify and understand the
range of possibilities the future holds. The goal, however, is not to get it per-
fectly right; rather it is to avoid getting it exactly wrong. To do so, one must be
willing to think, discover, and innovate in ways that help illuminate and predict
the hostile actions of our adversaries before they may occur, and where possible
take steps to minimize the negative impact if they do occur.

Change and Challenges in a Complex World

As the first decade of the twenty-first century draws to a close, globalized nations
and the highly integrated international system they inhabit are at a crossroads.*
Central to this posture is the United States, as it moves from guarantor in a uni-
polar world to a multi-polar one where nations struggle to establish a balance
between cooperation and competition, especially in the areas of economics and
security. This world is marked by an uneasy equilibrium between developed
nations that have a significant stake in globalization, and the power that comes
with it, and determined state and non-state adversaries intent on degrading or
reordering that power. Consistent with the recent past, opponents will work to
undermine this tenuous balance by increasing their efforts to disrupt the global
commons the modern world uses to communicate and interact. If this trend
continues, the international system will be stressed and manipulated by forces
of change the system is ill-designed to confront. Thus, the most significant chal-
lenge to the international system will be how to protect society while defend-
ing the global commons—the keystone of the globalized world. As Italian air
strategist General Giulio Douhet warned in the run-up to World War I, “Victory
smiles upon those who anticipate the changes in the character of war, not upon
those who wait to adapt themselves after the changes occur.”
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Over the coming decades, human ingenuity, governance, energy, and in-
formation technology will be significant factors in both protecting and dis-
rupting the global system described in Chapter 1. The backbone of this system
is composed of information, the flow of that information, and an educated,
trained, and innovative population. Demographics, which are relatively certain
for the next twenty years, will fundamentally define the character of the future
world. When one focuses on Europe and North America, however, the decline
in Europe’s indigenous populations will particularly stress social structures and
effective governance. Not only is Europe’s overall population declining as a re-
sult of falling birth rates, its median age of 37.7 years in 2000 is projected to
increase to 47 years by 2050.° The ageing of Europe, combined with competing
ideologies and worldviews brought by immigration, will significantly impact
the quality of governance as differing groups compete with and confront one
another over relative values, religion, social/moral and ethical norms, culture,
and geopolitical beliefs and perspectives. Nations that successfully integrate
their indigenous and immigrant populations across this range of cultural, po-
litical, and ethical norms will have a significant advantage.

Advancing technology, information flows, and the energy that powers
them have been the most dominant drivers in the cultural and economic ad-
vance of the human race over the past two hundred years. “Energy provides us
with food, clothing and shelter; it transports goods and people; and protects
us from our enemies. Energy is truly ‘the master resource’—a truism that is
often taken for granted.”” The previous two hundred years have shown that
our use of and demand for ever more efficient and effective sources of both
information and energy are critical to the advancement of humankind. Over
the next twenty years we will witness a rapid acceleration of this trend—one
that will dwarf the advancements of the past century. During this period,
a significant change in the global production and consumption of energy
and the transmission and conversion of both information and knowledge
will transform global markets, bringing both continuity and disruption to
the political, strategic, and economic domains. Major innovations in nano-
technology, bio-engineering, and storage techniques will make the production
and consumption of energy an increasingly individual, or in economic terms
a micro, occurrence. This transition from macro to micro, from aggregate to
individual, will give the soldier and citizen more power and convenience as the
providers of energy shift from large-scale generation to an array of efficient,
effective, renewable, and transportable technologies. Energy and technology
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are intimately related, and some believe that over the same twenty years the
computational ability of machines will increase a million-fold in both per-
formance and capacity; increases of this scale will inevitably bring significant
changes to the globalized world.

Technology in and of itself nevertheless will not be the most significant
change; rather this will come from the compounding effect of human inge-
nuity in the use of that technology, for good or bad, in the coming decades.
History is replete with examples of human ingenuity gone wrong. This danger
will continue as hostile state and non-state actors gain access to sophisticated,
disruptive technologies that may be used to disrupt the global commons. One
of the challenges to the international community will be how to develop and
share the capability to detect, track, identify, and engage hostile actors intent
on using these disruptive technologies, in particular nuclear and biological
weapons.

These trends, combined with the increasing scarcity and misallocation of
resources and weak or corrupt state governments, will remain at the heart
of conflict and civil strife. In some culturally unique areas of the world, people
are not only shaped, but to a large degree controlled, by their geography, values,
and ideas, with little room to innovate, in what Robert D. Kaplan calls a “fusion
of massed politics and shared paranoia.”® States that lose the ability to control
or at least rise to meet events will struggle to maintain even the semblance of
order; in some cases they will fail. Using a geologic metaphor, Kaplan warns
“artificial borders will crumble and become fissiparous, in essence crumbling
like the Earth’s crust. These ‘shatter zones’ threaten to explode or implode, or
maintain a fragile equilibrium. And not surprisingly, they fall within the unsta-
ble inner core of Eurasia: the greater Middle East, the vast way station between
the Mediterranean world and the Indian subcontinent that registers all the pri-
mary shifts in global politics.”® While there is no easy answer for dealing with
failed states, an important challenge for the international community over the
coming decade will be how it addresses state weakness, especially in the volatile
“shatter zone” of Eurasia.

No matter how prescient planners may be, the future will not develop as
they envisage. Nevertheless, using trends like technology, information, demo-
graphics, state capacity, transnational terrorism, and irregular and hybrid
warfare as a framework to think about potential futures is a useful guide for
discussing risk. Risks refer to vulnerabilities and characteristics that not only
physically endanger domestic populations and territorial integrity, but also
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threaten values and ideas. Territorial integrity includes the protection of
national borders, domestic property, property abroad, and national resources
claimed by the state. Today this interpretation can be expanded into the com-
mons to include communications and computer networks using cyberspace,
and satellites positioned in space. Values and ideas include the preservation and
promotion of reason, discovery, innovation, and culture, the heritage of social
norms, ethical values, traditional customs, and political systems that form the
basis for civilization. The world of 2030 will differ little from the world of 1930
in the sense that people, their private property, civil rights, and national ter-
ritory will remain the indisputable core responsibilities of the state to protect
and defend. These responsibilities undoubtedly will influence national leaders
across the coming decades as they balance risk and judge gain when making de-
cisions that will affect the security of the global commons for decades to come.

Strategic Insights and Implications

This section will present a series of insights and associated implications that
set the stage for succeeding chapters. The first insight addresses the increas-
ingly unclear perception by the public regarding what constitutes an act of war.
Defining “how” a sophisticated opponent might attack across geography, time,
and space will foster a consensus as to what constitutes an attack (e.g., cyber
attack, or denial of access to space or international straits), and eventually
may suggest “where and when” an attack might be launched. The character of
threats will continue to evolve and may be hybrid in nature: an interconnected
and unpredictable mix of traditional and irregular warfare, terrorism, and or-
ganized crime.'

The second insight reflects the need to preclude or minimize conflict by
acting outside traditional areas of engagement, whether singularly or in alli-
ance with others, by promoting an integrated and comprehensive approach
to the resolution of conflict. Such a comprehensive approach to security re-
quires all international actors to contribute in a concerted effort, in a shared
sense of openness and determination, based on their respective strengths and
mandates.!! Decisions on whether, and how, to act outside of traditional core
missions may have to be made due to denial or disruption of access to the
maritime, air, space, and cyberspace commons.

Increasingly, the security of the global commons will be affected by adver-
saries who seek to exploit national and global vulnerabilities. The third insight
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centers on the understanding that readily available, advanced technology will
enable determined adversaries in new and unexpected ways. A mix of capa-
bilities such as anti-satellite weapons, ballistic missiles, improvised explosive
devices, and sophisticated cyber attacks in the hands of opponents can shut
down economic markets and denigrate military command and control. Cyber
assaults are known to have been used against Estonia and Georgia, for example,
and are expected to continue. What is not known is what new and unexpected
challenges the combination of advanced information networks, miniaturiza-
tion, robotics, swarming, precision, and nanotechnology will pose. Some ex-
perts recognize that the space and terrestrial-based systems of communications
that allied commanders in the field and police and fire chiefs in the street de-
pend on to protect and defend society are complex and vulnerable.'? As one
analyst noted:

To strategically impact our military, you have only to successfully attack one
link in the chain, our satellites. Our homeland’s complex infrastructure offers
ever-increasing opportunities for disruption to enemies well aware that they
cannot defeat our military head-on, but who hope to wage war asymmetrically,

leapfrogging over our ships and armored divisions."

In essence our enemies view the home front and the information systems that
connect us to be one of our weaker links.

Furthermore, the proliferation of weapons capable of mass disruption, such
as anti-satellite weapons, bio-engineered agents, and offensive cyber capabili-
ties that can be used by individuals and small groups, must be considered. In
due time, these types of extremely disruptive and destructive capabilities will
be far more readily available, rendering adversaries more effective and lethal
at greatly reduced cost and effort. The stark realities of these emerging threats
to society, and in particular the global commons, will require changes to op-
erational concepts, supporting capabilities, training, and the future alignment
and structure of both security and military forces. Areas of strategic interest,
present and future, include maritime security, the use and protection of space
assets, and the development of cyber defense capabilities.'*

The fourth insight is the Battle of the Narrative. Today’s sophisticated ad-
versaries are the masters of strategic communication and clearly understand
the importance of dominating the media message. They know that in a stra-
tegic sense, perception can often be more important than reality, and since
honesty and accountability are not compulsory they will always be first to
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manage perceptions. “Information has been, is, and will always be a strategic
and political weapon and its power to influence will only increase as commu-
nications technology and the density of global media become more persua-
sive.” Shaping and managing perceptions, as we have seen in Afghanistan and
Iraq, does not require a significant capital investment, yet for the savvy nation
or non-state actor who understands the power of strategic communications,
the return is immense.

If nations are to maintain public support and achieve a common under-
standing of the associated risk and gain in these environments they must de-
velop the ability to anticipate, sense, discover, and communicate important
developments and social movements to their national populations. Allies like-
wise need to be able to consistently and persuasively communicate their core
values and ideas to the global community, especially those under direct assault:
human rights, representative democracy, and rule of law.'® The “voice of narra-
tive” must pervasively and convincingly tell a positive story of enlightenment,
from scientific and philosophical enlightenment to the continual quest for free-
dom, innovation, and self-expression. Dominating the narrative is and always
will be a two-part process: first, create the message and second, transmit it in a
timely and effective manner. In the past decade, technology has amplified the
ability for a range of media savvy experts to disseminate their message.

Google, Twitter, YouTube, and Facebook have changed society by giving
people the means to control the fidelity and frequency of the information they
transmit and receive. Increasingly, those who prove the most agile and flexible
at adapting to the opportunities of the twenty-first century will be the ones
who shape and dominate the ways we communicate our values and ideas. So-
cial networking sites have become vital forums for sharing and disseminat-
ing information, especially in countries where governments maintain strong
controls over access to information, such as China, Iran, and Syria. The use of
social networks as a vital conduit of information to the world during the pro-
tests that followed the 2009 Iranian presidential elections is well documented,
as both sides competed across the internet and mass media to achieve their
strategic and political aims.'” In an increasingly interconnected world, leaders
and citizens will interact more easily and directly, while the transmission of
information, both good and bad, will be ubiquitous and near instantaneous,
forcing people to evolve to meet a variety of unforeseeable and dynamic politi-
cal, social, cultural, ethical, technological, and military developments.

Those who win this “Battle of the Narrative” will be prepared to better
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understand, shape, and react to the increasing technological, social, and eco-
nomic interdependencies of the changing environment, and when confronted,
respond quickly and persuasively to adversaries intent on disrupting access to
the global commons.

Defense and Security: Two Sides of the Same Coin

Despite the ongoing danger to the international system from potential inter-
state conflicts in Africa, the greater Middle East, the Caucasus, and East and
South Asia, large-scale, state-versus-state confrontation in the next twenty
years is likely to be replaced by instability arising from fragile and failing states
and competition over ungoverned spaces. Martin Van Creveld postulated in
his ground-breaking 1991 book, The Transformation of War, that war would
be fought to undermine the sovereignty of nations rather than to conquer ter-
ritory, with conflicts forming along religious, ideological, social, and political
lines.'® These conflicts would not be waged by the armies of sovereign states,
but by groups that today are labeled terrorists, insurgents, guerrillas, and crimi-
nals. “Their organizations are likely to be constructed on charismatic lines ver-
sus institutional ones, and to be motivated less by ‘professionalism’ than by
fanatical, ideologically-based loyalties.”"

Understanding the ideological composition of transnational groups, how-
ever, while important, is only the first step. We must also understand why they
fight. This understanding is critical in a security environment framed by frag-
ile and failed states led by radical groups that seek to subvert the globalized
world. Going beyond Van Creveld’s reasoning, in the knowledge that there is
no preclusive view of war, it is clear that these challenges will be exacerbated
by uncontrolled and illegal migration, radical demographic change, and fric-
tion within the international system caused by the inefficient allocation of
resources. In this environment, adversaries will combine external attack with
internal insurgency, in a hybrid assault designed to undermine the fundamen-
tal principles that bind a sovereign nation or alliance of nations. When Hasaan
Nasrallah, the Secretary General of Hezbollah, was interviewed in 2006 after a
confrontation with the Israeli Army, he referred to a new, hybrid form of war-
fare that Hezbollah’s leadership was pioneering: “The resistance withstood the
attack and fought back. It did not wage a guerrilla war either . . . it was not a
regular army but was not a guerrilla in the traditional sense either. It was some-

thing in between. This is the new model.”*
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In Kaplan’s unstable inner core of Eurasia, adversaries in the future may
well achieve this “new model,” externally by disrupting the global commons
and internally by attacking national solidarity and civic values: the sanctity of
life, individual liberty, and representative democracy based on the rule of law.
These attackers would use both physical and psychological means to weaken
our resolve and hasten our exit. In this race to deny and deter, nations “will
confront new or heightened forms of competition in space and cyberspace,
over the global commons around the world, and for the control of sources of
scarce natural resources used to fuel growing economies and the choke points
that link great nations to the world around them.”*!

As a natural extension of the phenomena outlined above, the use of ad-
vanced technology will increase both the breadth of vulnerabilities and the level
of lethality that modern society will face. This availability of increasingly afford-
able and adaptable technology, especially the technology of nuclear and bio-
logical weapons, will require heightened vigilance, positive control, and close
cooperation and consultation among the globalized nations at the international
level. A single nation will not, regardless of the resources it expends or the at-
tention it applies, be able to control this almost certain proliferation. The ac-
quisition of nuclear and biological weapons by regimes hostile to democratic
states will increase the potential that these weapons will be used to gain regional
hegemony and disrupt the strategic balance. Combating these weapons will re-
quire an integrated international capability to detect, track, identify, target and
engage those who threaten use of weapons of mass destruction or mass effect.

Whether the motives of the opposition are based on an assertion of power,
religious extremism, rejection of equal rights, or envy of or aversion to an ac-
cumulation of national wealth and resources, they will work to subvert and
undermine by attacking the fundamental principles of a free society. In the
future, attacks will be interconnected and unpredictable, combining traditional
with irregular and psychological warfare, terrorism, and organized crime. In
the future, one of the weapons in this assault will be the instantaneous con-
nectivity of an increasingly effective mass media that our adversaries will use to
erode, reshape, and corrupt the liberal values, ideas, and markets that charac-
terize the free nations of the west. As one analyst notes:

These dramatic changes in the information dynamic have created what can be
characterized as not just a Tyranny of Real Time but a Tyranny of the Time
Line. At this critical information juncture, the time lines of media action and

institutional reaction are increasingly out of sync. The moment any crisis in-
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cident takes place there is an imperative to fill the resulting information space
within not hours but minutes, and if possible to dominate it. But the competi-
tion is ruthless and unforgiving. The new breed of “information doers” enters
that space immediately and relentlessly, first to bear witness digitally and then
to transmit both the impressions and recorded material. And increasingly they

do so overwhelmingly and more effectively.”

Sadly, few decision-makers today fully embrace this new dynamic, result-
ing in a reactive, tardy, non-compelling, and inadequate narrative. By 2030, we
will enter the third generation of “information doers” who will shape informa-
tion and perceptions in ways that today are unimaginable. To prepare for that
future, leaders and decision-makers need to be agile in their ability to actively
shape the information space—before, during, and after the event. In his book
The Pursuit of Glory, Tim Blanning quotes Christian Wolff, one of the most
perceptive philosophers of the eighteenth century, who would have innately
understood the importance of shaping the “information space.” He wrote in
1780: “Philosophers should be the teachers of the world and the teachers of
princes. They must think logically and we must act logically. They must teach
the world by their powers of judgment, we must teach the world by our exam-
ple. They must discover, and we must translate their discoveries into practice.”*
Thinking, discovering, and translating will be critical responses to those who
seek to disrupt and/or deny access to our centers of commerce and our inte-
grated economy, including our social networks and the facilitating, but increas-
ingly vulnerable, global commons that foster the connectivity and prosperity of
the globalized nations.

Planning today to protect the global commons of tomorrow, to safeguard
our property, territory, and economic interests, is the paramount work of gov-
ernment. To respond effectively in this environment of offense, defense, sub-
terfuge, and deception, the capabilities of free nations, not solely military but
across the range of integrated and comprehensive responses, will need to be
flexible, adaptive, and innovative. The future by design will not favor one na-
tion or non-state actor over another. For those nations whose citizens are able
to think, discover, and translate thought into action, there will be ample op-
portunity to take the initiative and positively influence ideas, values, events,
and capabilities. Such nations must, however, work in concert to improve their
ability to respond to unpredictable and complex challenges.

The most serious future threats will not be super-empowered individuals or
groups who overwhelm society with remarkable new capabilities. Adversaries
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are more likely to combine known capabilities and technologies in unique ways,
as noted analyst Colin Gray pointed out: “The fundamental reason why we can
be surprised tends not to be the sudden emergence of novel factors of menace—
but rather the consequences of known trends that interact in unexpected ways,
resulting in unanticipated consequences.”* This novelty, when coupled with a
lack of will for prompt and forceful action, would be a recipe for disaster. Thus
Winston Churchill, addressing the British House of Commons on 2 May 1935,
castigated the government for such a failure of will: “Want of foresight, unwill-
ingness to act when action would be simple and effective, lack of clear thinking,
confusion of counsel until the emergency comes, until self preservation strikes
its jarring gong—these are the features which constitute the endless repetition
of history”* Using Churchill’s logic, arguing about the utility of defense over
security or security over defense is simply a fool’s errand. Nations will inher-
ently wish to defend their populations and territory from foreign invasion. In
the complex world of the twenty-first century, they will also work to secure their
strategic interests as part of the global commons no matter where those inter-
ests might reside.

Deterrence in a Complex and Changing World

In the face of these unpredictable and complex threats, it is essential that influ-
ential nations and alliances continue to demonstrate strength and resolve. The
universal requirement of any government is to ensure the safety and security of
its society. All liberal democratic governments must be informed and vigilant
as to the means, methods, and capabilities of their opponents. Using NATO as
an example, it is illustrative that the Alliance was founded in 1949 by a treaty
that reaffirmed the purposes and principles of the recently formed United Na-
tions. In the wake of World War Two, the twelve plenipotentiaries who signed
the treaty understood the importance of an alliance of nations whose steadfast
purpose was the protection of the fundamental values and ideas upon which
these societies were founded. In the words of the treaty, “[T]hey are determined
to safeguard the freedom, common heritage and civilization of their peoples,
founded on the principles of democracy, individual liberty and the rule of
law.”* Nations that share strategic interests and choose to ally themselves fare
better and promote stability in the international system. While there may be
times when a single nation may elect to go it alone; history will not be on its
side. The long-standing lesson of the conflicts in Afghanistan and Iraq is that
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one nation, no matter how powerful, simply cannot resolve the many problems
resident in the complex and changing world of today and tomorrow.

The trends of today, the complexity, the dangers, and the opportunities,
some of which this chapter presents, will continue. By 2030, that environment
may be so complex that like-minded nations may very well find that banding
together, politically, militarily, and economically is the only way to send a clear
signal of solidarity and resilience to their opponents, in essence a clarion’s call
that there will be strength behind the response to any attack, whether territorial
or not. To effect this deterrence, nations may elect to adopt a comprehensive
approach, developed in concert with international organizations such as NATO,
the European Union, the African Union, and the United Nations, whereby they
agree to the coordinated use of all levers of power—political, military, eco-
nomic, and civil—to provide mutual security and defense. It is important to
keep in mind, however, that the more comprehensive the approach, the more
engagements will be affected by a range of actions and events, some of which
exist outside the geographic boundaries that shape the strategic interests of na-
tions. To be effective, representatives of nations must develop better partner-
ships, leverage mutually supportive relationships, improve the integration of
military and non-military elements of government, and work more closely with
international organizations. In preparing for operations in this increasingly
complex environment, “we must respect and develop service cultures, shape
and prepare our civilian workforce for new roles, convince our inter-agency
partners of the benefit to their respective missions, and reassure our multina-
tional partners of our commitment to partnering with them.”*

While every nation of the globalized community may not be able to ac-
quire the necessary capabilities and training for every contingency on its own,
all must at a minimum agree to a coalition or alliance of nations and like-
minded organizations that prepare its members to deter and confront foes
and dangers alike in the coming decades. Coalition or allied forces must be
flexible, adaptable, well-trained, well-equipped, deployable, and sustainable.
They will require a comprehensive command structure that is able to integrate
and work effectively with other institutions. Forces must be able to conduct
a full range of operations and missions concurrently, ranging from collective
defense to stabilization and reconstruction operations, and from security sec-
tor reform to large-scale high-intensity combat operations. These forces must
assure access to and unencumbered use of the global commons, a pivotal fac-
tor for all successful operations.
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Developing the necessary capabilities and generating the required forces for
these operations and missions will remain a core responsibility of individual
nations. They will need to create new or dedicated capabilities to protect major
communication nodes and associated infrastructure. History shows that hu-
mans have at one time or another fought for dominance over every medium
that contributes to commerce. Space, as a global common and increasingly im-
portant venue for commercial activity, may well be no different. As such, it is
vital to protect and assure access to commercial and military space systems.”®As
the globalized world increases its dependency on information transmitted
across space-based and terrestrial technologies, it is important to note that ad-
versaries, both state and non-state, will not have to dominate the spectrum—a
simple strategy based on denial and disruption will be sufficient.

As military and security forces contemplate the series of complex tasks that
missions of tomorrow will demand, such as adapting to the demands of hybrid
threats, operating with other, often civilian, organizations, developing a com-
prehensive approach, countering proliferation, building expeditionary forces,
and winning the battle of the narrative, it will be incumbent that nations invest
in training and set the highest standards of professional excellence for their
civilian and military forces. Present and future demographic trends, however,
suggest that it will be increasingly difficult for western nations to recruit, edu-
cate, train, and retain a professional force of the highest caliber that is able to
conduct operations in a complex and austere environment. One study warns:
“[Europe’s] declining population cohort could affect their ability to meet
planned force levels, and make it more difficult to modernize their smaller,
more expensive professional forces, particularly when faced with mounting
health and social costs for its ageing population. Some European allies may
have to address the question of whether they will be able to sustain a viable
military capability.”® Over the past 200 years, western civilization has relied on
human ingenuity as an X-factor in building economies and winning wars. To
maintain that edge it is imperative that nations cultivate a stable, prosperous
and educated population; to do otherwise is to commit national suicide.

Conclusion

By evaluating the strategic trends and evolving threats in a changing world, it
becomes apparent that the unpredictability and complexity of the future secu-
rity environment will strain a nation’s citizenry to the core, putting at risk the
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preservation of values and ideas that embody western culture. No nation can
meet the challenges alone, and history shows that when confronted by a deter-
mined foe, allies or coalitions fare better when they coordinate their efforts. To
accomplish this goal, it will be essential that nations achieve a common under-
standing of what constitutes an attack, whether territorial, physical, or virtual,
and just as importantly, reach consensus, both internally and externally, on
how to respond.

A comprehensive approach, developed in concert with international organi-
sations, will be fundamental to national security. It goes without saying that the
more comprehensive the approach, the more engagements will be affected by
actions outside of national boundaries. To be effective in this environment, na-
tions must develop better partnerships, leverage relationships, and work with
other international actors to improve both the deployability of forces and the
transparency of decision making. Success will depend on the ability to manage
conflict effectively and mitigate the consequences that spring from subversive
activity and unanticipated tactics. Burgeoning technological developments will
contribute to the breadth of both alliance capabilities and vulnerabilities, and
to the ingenuity of adversaries as they seek to use advanced technology to dis-
rupt society.

“Historically, every military organization that has transformed success-
fully has done so by identifying specific military problems that need to be
addressed.”* To this end, nations will have to maintain and improve existing
capabilities, and in some cases develop new ones, to address problems found in
emerging security challenges. In the following chapters, the contributors to this
book will present frameworks that nations can use to counter adversaries that
threaten the global commons. The authors’ analyses and ideas are intended to
stimulate dialogue and inform decisions on what needs to change. Further-
more, their findings will support the development of good public policy as a
foundation for improving a nation’s, or an alliance’s or coalition’s, ability to
protect their populations and the global system on which they depend.

Foretelling the future is always risky, as trends invariably change in mag-
nitude and direction. We must not lose sight of the fact that, no matter how
hard we try, the future is not foreseeable, and we will be surprised. Although
changes to the cultural and geopolitical context, and the introduction and
use of new technologies, will alter the conduct of war, war always has been
and always will be a human endeavour. When it comes to defense and secu-
rity, the alliances of liberal democracies must be supreme—and in the case of
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war, that means winning, period. Parties that go to war will use all means at
their disposal to achieve victory, and, as Ralph Peters reminds us, when fight-
ing to preserve one’s way of life, “to fail is to nourish monsters.”*! The men
and women who serve in their countries’ militaries must receive the very best
training, education, material, and support that society can provide if allied and
coalition nations are to be successful in their mission—to protect and defend
the populations of modern civilization.



4 Indistinct Legal Regimes

James Kraska

International Law

Global legal regimes provide stability and predictability in international af-
fairs, and provide a minimum basis for the maintenance of world public order.
International law is that body of rules and regimes that bind nations in legal
and political relationships. Modern concepts of international law spring from
the Greek and Roman traditions, in particular the principles of jus gentium,
which reflected the basic tenets of equity and natural law recognized by civi-
lized nations.! These ideas were carried into the Middle Ages by natural law
theologian-scholars, who cultivated the “Just War” doctrine, the precursor to
laws of armed conflict. Frederick III, German emperor from 1440-1483, was
the last of the emperors crowned in Rome by the pope, and the weakening of
the ecclesiastical order, accelerated by the Reformation, encouraged the devel-
opment of a new source of authority for the rules governing nations.?
Cooperation among the states of the Hanseatic League, founded in the
thirteenth-century German lands, and the Italian city-republics, provided
the impetus to develop diplomatic conventions and mutually-accepted rules. The
Bourbon and Hapsburg rivalry engulfed central Europe in the Thirty Years’ War
(1618-1648), constituting the first “world war.” The devastation wrought by the
conflict inspired Dutch jurist Hugo Grotius (1583-1645) to develop a law of war,
continuing the work of Alberico Gentili (1552-1608), an Italian doctor of civil
law who wrote pioneering works on the relations between states for Elizabeth 1
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of England. Regarded as the father of modern international law, Grotius was a
rationalist who derived law from evidence in nature as well as universal reason.
He believed legal regimes could be derived from the application of strict logic,
producing a coherent system of law. The Peace of Westphalia, ending the Thirty
Years’ War in 16438, included the Treaty of Westphalia and the Treaty of Miinster,
which together codified the notion of the inviolability of state borders on land.
Epochal documents, these treaties also recognized sovereignty over land areas
under individual autonomous rulers, ushering in the era of the modern nation
state. Whereas the complex treaties recognized that states exercise complete au-
thority over and are responsible for maintaining security inside their borders, it
was manifest that no nation could exercise sovereignty over the oceans.

Contemporary legal regimes provide rules for not only the oceans, but
other shared commons as well, including international airspace, outer space,
and—recently—cyberspace. The sources of these laws include customary inter-
national law, or the practice of states combined with a sense of legal obligation;
international treaties and agreements, which reflect the positivist approach to
law and require specific consent by nations; the judgments of international ju-
dicial bodies; and general principles and the opinions of respected legal schol-
ars. This chapter will explore how the legal aspects of the global commons are
both established and evolving, having a distinct set of rules, but with an indis-
tinct trajectory toward the future.

Law of the Sea

Since its inception in 1945, the essential treaty framework for world order has
been the United Nations Charter, which governs relations among all member
states. After the UN Charter, the most comprehensive agreement in existence
is the 1982 UN Convention on the Law of the Sea.> With more than 155 state
parties, this Convention has become a “constitution” for the world’s oceans.
Moreover, since the agreement is an “umbrella” treaty, it provides the essential
rule-set for a multitude of supporting practices and treaties to regulate inter-
national conduct at sea and in the air. Consequently, the Law of the Sea (LOS)
Convention is the essential point of departure for understanding the law of the
global commons.

The LOS Convention prescribes rules for activity on, over, and under the
world’s seas, and many of its provisions reflect the principles of customary
international law that developed both prior to Grotius and subsequent to the
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publication of his treatise, “On the Law of War and Peace,” in 1625. Interlocking,
complementary regimes set forth in the LOS Convention delineate navigational
rights and freedoms that may be exercised by nations that operate vessels, which
are called “flag states.” Nations geographically situated on the sea are “coastal
states,” and they may assert sovereignty, or certain designated sovereign rights
or jurisdiction, in that ocean space adjacent to their coastline. Coastal states also
may elect to develop areas of their shoreline to accept international shipping
commerce, thereby acquiring the status of a “port state,” to which inure the as-
sociated legal obligations and duties of operating shipping and port facilities.

Because the Convention balances the rights and duties of flag, coastal, and
port states, the entire architecture of oceans law represents a “package deal,”
in which states are required to accept all of its provisions, enjoying rights and
fulfilling concomitant responsibilities. This careful balance between the rights
and duties of flag and coastal states represents a grand bargain that unfolded
during the negotiation of the Convention. Today the compromises in the Con-
vention are the bedrock of global oceans law and policy. This narrative on the
importance of international law at sea is at odds with much of the conventional
wisdom that characterizes the oceans as an ungoverned legal vacuum.

The global order of the oceans springs from the architecture of the interna-
tional law of the sea and of the supplementary treaties, codes, and guidelines
produced by member states of the International Maritime Organization. The
1982 LOS Convention was the first, and remains the foremost, international
instrument to formalize collaborative approaches to oceans security. Previ-
ous attempts in 1930, 1958, and 1960 to develop a widely accepted multilateral
framework on oceans law either ended in utter failure or achieved only modest
gains. In contrast, the 1982 LOS Convention was a breakthrough in the resolu-
tion of long-standing issues. The agreement contributes directly to international
peace, prosperity, and security by replacing abundant conflicting maritime
claims with universally accepted limits on coastal state sovereignty and jurisdic-
tion. It is anchored in a set of navigational regimes that establish mutual expec-
tations by delineating the rights and duties of flag, port, and coastal states, and
providing the means to adjudicate disputes.

Historically, the oceans were divided between internal waters, territorial
seas, and high seas. In the latter half of the twentieth century, new concepts
evolved, including the contiguous zone, the exclusive economic zone (EEZ),
the extended continental shelf, and archipelagic waters, in which coastal states
may exercise functional sovereignty, or sovereign rights or jurisdiction over vast
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areas of the oceans. For the purpose of exploring legal regimes related to the
global commons, it is important to note that all water seaward of the outer
limits of the territorial sea (defined below)—including high seas, exclusive
economic zones, and contiguous zones—constitute “international waters.” All
nations enjoy high-seas rights and freedoms of navigation and overflight in
international waters. Even in “national waters,” however, foreign-flagged ves-
sels may exercise the regime of innocent passage in territorial seas, while the
regime of transit passage or innocent passage may apply even in internal waters
in some cases. Consequently, a clear understanding of the legal framework of
the global commons begins with an explanation of the legal character and navi-
gation regimes applicable to “national waters,” and then sets forth the broad
navigational regimes applicable to “international waters.” The point of depar-
ture for this analysis is the concept of the “baseline.”

All of the various regimes in the LOS Convention are measured from the
baseline of the coastal state, which is an imaginary line that normally traces
the low-water mark along the shoreline, as marked on the nation’s official
large-scale charts. In certain limited instances, where the coastline is deeply
indented and cut into, or where there is a fringe of islands along the coast,
coastal states may deviate from the low-water mark convention and instead
draw straight baselines. Straight baselines nevertheless must not depart from
the general direction of the coast, and the sea areas they enclose must be
closely linked to the land domain.

Coastal states may be entitled to enclose limited parts of the oceans as “his-
toric internal waters,” but the test for doing so requires the acquiescence of
other nations and is notoriously difficult to meet.* Lakes, rivers, some bays,
harbors, some canals, and lagoons are examples of internal waters, which lie
landward of the baseline. Coastal nations exercise the same jurisdiction and
control over their internal waters and superjacent airspace as they do over their
land territory. Because ports and harbors are located landward of the baseline,
entering a port ordinarily involves navigation into internal waters and the con-
sent of the port state. There is no right of innocent passage in internal waters,
and, unless in distress, foreign ships and aircraft may not freely enter the areas.

Immediately seaward of the baseline lies the territorial sea. The territorial
sea is a belt of ocean that may extend a maximum of twelve nautical miles
from the baseline of the coastal nation, and the area is subject to the sover-
eignty of the coastal state. Ships of all nations, however, enjoy the right of
innocent passage in the territorial sea, although aircraft are not entitled to
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assert a similar right to overfly the territorial sea. The right of innocent pas-
sage means continuous and expeditious traversing of the territorial sea, and
may even include stopping and anchoring, but only insofar as incidental to
ordinary navigation, or as rendered necessary by force majeure or by distress.
All civilian vessels and warships enjoy the right of innocent passage, which
cannot be conditioned on consent or notification by the coastal state. Gener-
ally, passage is innocent so long as it is not prejudicial to the peace, good order,
or security of the coastal nation. The LOS Convention contains an exhaustive
list of such prejudicial activities deemed inconsistent with innocent passage,
and these include any threat or use of force against the sovereignty, territorial
integrity, or political independence of the coastal state.

A coastal nation may enact certain reasonable and necessary restrictions
upon the right of innocent passage for purposes of resource conservation, en-
vironmental protection, and navigational safety. Such restrictions, however,
may not have the practical effect of denying or impairing the right of innocent
passage, and they may not discriminate in form or in fact against the ships of
any nation, nor can they prohibit the transit rights of nuclear-powered sover-
eign warships. Oman, for example, purports to require prior permission for in-
nocent passage for warships and nuclear-powered vessels, and vessels carrying
dangerous substances. The coastal nation may designate sea-lanes and traffic
separation schemes, and even temporarily suspend innocent passage in cases
in which it is essential to do so for security. Beyond the territorial sea, coastal
states are entitled to claim a contiguous zone, extending seaward from the base-
line up to twenty-four nautical miles. Within the contiguous zone, the coastal
state may exercise the control necessary to prevent or punish infringement of
its customs, fiscal, immigration, and sanitary laws and regulations that occur
within its territory or territorial sea. Ships and aircraft of all nations, however,
enjoy high seas freedoms, including overflight, in the contiguous zone.

International straits are those areas of overlapping territorial seas that con-
nect one area of the high seas or EEZ to another area of the high seas or EEZ,
and that are used for international navigation. These waters are simultaneously
territorial seas and constitute an international strait; because of the dual nature
of the waterway, the regime of transit passage, rather than the rules of innocent
passage, applies to foreign-flagged vessels and aircraft. Transit passage, which
permits continuous and expeditious transit by surface ships, submarines, and
aircraft, exists throughout the entire strait (shoreline-to-shoreline) and not just
the area overlapped by the territorial sea of the coastal nations. Unlike innocent
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passage, transit passage may not be suspended. Vessels and aircraft may transit
in the “normal mode,” meaning that submarines may travel under the water
and aircraft may overfly the strait. While conducting transit passage, ships may
conduct formation steaming and launch and recover aircraft and other devices.
There are more than 125 international straits throughout the world. The Strait
of Hormuz separating Iran and Oman is an example of an international strait
with particular strategic importance. The passage is only twenty-one miles
wide at its narrowest point.’

Coastal states may claim an exclusive economic zone, a resource-related
zone adjacent to the territorial sea in which a coastal state may exercise certain
sovereign rights and jurisdiction, but not sovereignty, out to a distance of 200
nautical miles from the baseline.® Ships and aircraft of all nations, including
warships and military aircraft, enjoy complete freedom of movement and op-
eration on and over and under the waters of the zone. Unlike sovereignty over
the territorial sea, however, the scope of sovereign rights in the EEZ apply
only to living and nonliving resources of the water column, seabed and sub-
soil, and to jurisdiction over artificial installations, marine scientific research
and, marine environmental protection.”

The LOS Convention recognizes the sovereign rights of a coastal nation to
prescribe and enforce its laws in the exclusive economic zone for the purposes
of exploration, exploitation, management, and conservation of the natural re-
sources of the waters, seabed, and subsoil of the zone, as well as for the pro-
duction of energy from the water, currents, and winds. Coastal nations may
exercise jurisdiction over the establishment and use of artificial islands, instal-
lations, and structures having economic purposes; over marine scientific re-
search; and over some aspects of marine environmental protection (including
implementation of international vessel-source pollution control standards). In
the EEZ, all nations enjoy the right to exercise the traditional high seas free-
doms of navigation and overflight, of the laying of submarine cables and pipe-
lines, and of all other traditional high seas uses by ships and aircraft that are
not resource related.

Codification of the EEZ has brought nearly one-third of the high seas under
some form of national administration.? Unlike the territorial sea, however, the
balance of rights and interests in the EEZ inures to the international commu-
nity, so ships and aircraft of all nations enjoy the rights and freedoms asso-
ciated with the high seas, including the right of overflight. Naval forces may
conduct task force maneuvering, flight operations, military exercises, surveil-
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lance, intelligence-gathering activities, and ordnance testing and firing in the
EEZ. Despite the fact that coastal nations lack the authority or competence to
restrict or impede the exercise of high seas freedoms in the exclusive economic
zone, on numerous occasions China has interfered with foreign military activi-
ties in the EEZ off the Chinese coastline.’

Most rules for navigational safety governing surface and subsurface ves-
sels, including warships, are contained in the 1972 International Regulations
for Preventing Collisions at Sea, known as the “72 COLREGS” or the “Interna-
tional Rules of the Road.”!® These rules apply to all international waters (i.e.,
the high seas, exclusive economic zones, and contiguous zones) and, except
where a coastal nation has established different rules, in coastal nations’ ter-
ritorial seas, archipelagic waters, and inland waters as well. Any nation may
declare a temporary warning area in international waters and airspace to advise
other nations of the conduct of activities that, although lawful, are hazardous
to navigation and/or overflight. Notice of the establishment of such areas must
be promulgated in advance. States may provide notice in the form of a special
warning to mariners, notice to mariners (called a NOTMAR), notice to air-
men (NOTAM), or by satellite and radio communication message through the
Global Maritime Distress and Safety System. Ships and aircraft of other nations
are not required to remain outside a declared warning area, but are obliged to
refrain from interfering with activities therein.

An archipelagic nation is a nation that is constituted wholly of one or more
groups of islands (e.g., Indonesia). Such nations may draw straight archipe-
lagic baselines joining the outermost points of their outermost islands, pro-
vided that the ratio of water to land within the baselines is between 1:1 and 9:1.
The waters enclosed within the archipelagic baselines are called archipelagic
waters. The archipelagic baselines are also the baselines from which the nation
measures seaward its territorial sea, contiguous zone, and exclusive economic
zone. These island nations may designate archipelagic sea-lanes through their
archipelagic waters suitable for continuous and expeditious passage of ships
and aircraft. All normal routes used for international navigation and overflight
are to be included.

If the archipelagic nation does not designate such sea-lanes, the right of
archipelagic sea-lanes passage may nonetheless be exercised by all nations
through routes normally used for international navigation and overflight. All
ships and aircraft, including warships and military aircraft, enjoy the right
of archipelagic sea-lanes passage while transiting through, under, or over
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archipelagic waters and adjacent territorial seas via all routes normally used
for international navigation and overflight. The right of archipelagic sea-lanes
passage is substantially identical to the right of transit passage through inter-
national straits. Outside of archipelagic sea-lanes, all ships, including warships,
enjoy the more limited right of innocent passage throughout archipelagic wa-
ters just as they do in territorial seas.

The juridical continental shelf of a coastal nation consists of the seabed and
subsoil of the submarine areas that extend beyond its territorial sea to the outer
edge of the continental margin or to a distance of 200 nautical miles from the
baseline used to measure the territorial sea, where the continental margin does
not extend to that distance. Although the coastal nation exercises sovereign
rights over the continental shelf for purposes of exploring and exploiting its
natural resources, the legal status of the superjacent water is unaffected. More-
over, all nations have the right to lay submarine cables and pipelines on the
continental shelf. Generally, when two nations are within 200 miles of one an-
other, an equidistant line separates their respective zones.

Of special note, the waters, ice pack, and airspace of the Arctic region be-
yond the lawfully claimed territorial seas of littoral nations have international
status, and are open to navigation by the ships and aircraft of all nations.
Canada, for example, has claimed sovereignty over the Arctic on the basis of
discovery, historic internal waters, contiguity to the continental landmass, or
through the so-called “sector” theory, but none of those claims are recognized
in international law. Accordingly, all ships and aircraft enjoy the freedoms of
high seas navigation and overflight on, over, and under the waters and ice pack
of the Arctic region.

The 1959 accord governing Antarctica provides the continent “shall be used
for peaceful purposes only,” and that “any measures of a military nature, such
as the establishment of military bases and fortifications, the carrying out of
military maneuvers, as well as the testing of any type of weapons” shall be pro-
hibited. The treaty does not, however, affect in any way the high seas freedoms
of navigation and overflight in the Antarctic region.

As a general rule, international law does not recognize the peacetime right of
any nation to restrict the navigation of foreign warships and overflight of mili-
tary aircraft beyond the outer limits of the territorial sea. Although a number of
coastal nations have asserted claims that purport to prohibit warships and mili-
tary aircraft from operating in so-called security zones extending beyond the
territorial sea, such claims have no basis in international law in time of peace.!!
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All nations may establish temporary maritime zones for a variety of lawful pur-
poses, such as to provide warning of naval exercises, to facilitate the conduct of
military operations, or to exercise the belligerent right of approach and visit in
time of war to determine the friendly or enemy character of merchant vessels.

Law of Airspace

Under international law, airspace is classified as either national airspace (that over
the land, internal waters, archipelagic waters, and territorial seas of a nation) or
international airspace (that over contiguous zones, exclusive economic zones, the
high seas, and territory not subject to the sovereignty of any nation). Subject to a
right of overflight of international straits and archipelagic sea-lanes, each nation
has complete and exclusive sovereignty over its national airspace. The aircraft of
all nations are free to operate in international airspace without interference by
other nations. The rules for air navigation in international airspace applicable to
civil aircraft are located in Annex 2 (Rules of the Air) to the International Con-
vention on Civil Aviation (ICAO), of 1944.

A Flight Information Region (FIR) is a defined area of airspace within which
flight information and alerting services are provided. FIRs are established by
ICAO for the safety of civil aviation and encompass both national and interna-
tional airspace. Under article 3 of ICAO, state aircraft have sovereign immune
status. This means that all military aircraft and government spacecraft, com-
manded by a member of the armed forces and manned by a crew subject to reg-
ular armed forces discipline, plus unmanned aerial vehicles, are immune from
arrest or search, whether in national or international airspace. Consequently,
state aircraft not intending to enter national airspace are not required to iden-
tify themselves or otherwise comply with FIR procedures. Although many air
forces comply with ICAO procedures as a matter of policy for routine and
point-to-point flights, there is no requirement to do so, and aircraft conducting
military contingency operations, classified or politically sensitive missions, and
routine aircraft carrier operations or other training activities would not be ex-
pected to file a flight plan. All aircraft, including military aircraft, however, have
an obligation to navigate with “due regard” for civil aviation safety.

International law does not prohibit nations from establishing air defense
identification zones (ADIZ) in the international airspace adjacent to their ter-
ritorial airspace. The legal basis for ADIZ regulations is the right of a nation
to establish reasonable conditions of entry into its territory. Accordingly, an
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aircraft approaching national airspace can be required to identify itself while
in international airspace as a condition of entry approval. A coastal nation may
not apply its ADIZ procedures to foreign aircraft not intending to enter na-
tional airspace. In the case of imminent or actual hostilities, however, a nation
may find it necessary to take measures in self-defense that will affect overflight
in international airspace. For example, if military aircraft flying in international
airspace commit a hostile act, or demonstrate hostile intent, against a coastal
state, the coastal state may respond to the threat without waiting for the mili-
tary aircraft to actually cross into national airspace.

Outer Space Law

While each nation has exclusive control over the use of its national airspace,
the upper limit of airspace subject to national jurisdiction has not been au-
thoritatively defined by international law. Numerous proposals for designating
such a boundary have been presented in international forums such as the UN
Committee on the Peaceful Uses of Outer Space, but no agreement has been
reached." Indeed, states have not been able to agree on whether a boundary is
even necessary. State practice, however, generally recognizes the rule that na-
tional airspace terminates and outer space begins at the point at which artificial
satellites can be placed in orbit without falling to earth. Man-made satellites
and other objects in earth orbit may overfly foreign territory freely.

The body of international law solely dedicated to space activities is relatively
small, consisting of broad principles. After the launch of the Soviet Sputnik sat-
ellite in 1957 and the U.S. Explorer I satellite the following year, there emerged
recognition that nations should define what constitutes the threshold between
airspace and outer space. Furthermore, general rules governing human conduct
in space had to be developed. In 1961, the UN General Assembly adopted Reso-
lution 1721 (XVI), which proclaimed that, “outer space and celestial bodies are
free for exploration and use by all States in conformity with international law
and are not subject to national appropriation.”"® These principles were reaf-
firmed in General Assembly Resolution 1962 (XVIII) of December 1963, which
proclaimed that outer space and celestial bodies are free for exploration and
use by all states on a basis of equality and in accordance with international law,
and that outer space and celestial bodies are not subject to national appropria-
tion by claim of sovereignty by any state.'

Unlike the law of airspace, treaties governing outer space typically do not
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exempt military spacecraft and space activities. International law, including
customary international law and the UN Charter, applies to outer space, which
is open to exploration and use by all nations. Outer space is not, however, sub-
ject to national appropriation by any state, and it must be used for peaceful
purposes. The term “peaceful purposes,” however, does not preclude military
activity. While acts of aggression in violation of the UN Charter are precluded,
space-based systems may lawfully be used to perform essential command, con-
trol, communications, intelligence, navigation, environmental, surveillance,
and warning functions to assist military activities on land, in the air, and on and
under the sea. As in international airspace, users of outer space must exercise
“due regard” for the rights and interests of other users.

Freedom of space is the cornerstone of space law and the space legal regime,
and includes the right to free overflight in and through outer space and the
right to conduct such non-hostile activities as reconnaissance and surveillance
from space. The principal international agreement applicable to outer space is
the Outer Space Treaty of 1967." The preamble affirms that mankind has an
interest in maintaining the exploration of space for peaceful purposes. Article I
of the Treaty assures all parties freedom of access to and exploration of, all
regions of outer space, the moon, and other celestial bodies; and freedom to
use outer space, the moon, and other celestial bodies on the basis of equality.
Article IT of the Treaty prohibits the appropriation of outer space, the moon, or
other celestial bodies by claim of sovereignty, by means of use or occupation,
or by any other means.'® Finally, article III requires that all activities in outer
space and on the moon and other celestial bodies be conducted in accordance
with international law, including the U.N. Charter.

The law of armed conflict applies in outer space, including the principles
of the inherent right of self-defense in article 51 of the UN Charter, and the
prohibition on armed aggression contained in article 2(4). While under both
customary and treaty law a right of passage concept for orbiting satellites and
manned spacecraft in outer space has developed, there is no corresponding
right of innocent passage for spacecraft through foreign national airspace en
route to or from outer space. There have been occasions when space objects
crossed foreign airspace. For example, in 1978, pieces of the disintegrating,
deorbiting Soviet satellite Cosmos 954 fell throughout uninhabited parts of
Canada. Ottawa characterized the cause of the resulting damage in part as an
“intrusion” into Canadian airspace.!”

Article IX of the Treaty adopts the same “due regard” provision that is a
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feature of the law of international airspace. States also are required to avoid
activities that would be harmful to the environment of the earth or to celes-
tial bodies, and to initiate international consultations before proceeding with a
space activity that could cause potentially harmful interference with the space
activities of other parties.

Nuclear or other weapons of mass destruction may not be stationed in
outer space and nuclear explosions in outer space are prohibited. Article IV of
the Treaty reserves the moon and other celestial bodies exclusively for peaceful
purposes, but the term is not well defined. A small number of nations sug-
gest the provision effectively “demilitarizes” outer space and celestial bodies,
and therefore, a military presence on them is limited to scientific research and
similar peaceful purposes. A majority of states, however, do not accept the view
that “peaceful purposes” means “non-military,” and instead have adopted the
position that “peaceful purposes” means “non-aggressive.”'* Consequently,
the term “peaceful purposes” does not preclude military activity in outer space,
and space-based systems are lawfully deployed to conduct command, control,
communications and geo-spatial intelligence. The requirement to reserve outer
space for “peaceful purposes” also does not prohibit using space as for purposes
of self-defense, although whether weapons lawfully may be positioned in outer
space is still an open question.

Cyberspace Law

There is no universal definition of “cyberspace,” and even within individual
countries, competing definitions flourish. Cyberspace typically includes the
global domain of electro-magnetics used to connect information technology
infrastructures and telecommunications systems, and often is used as a syn-
onym for the internet. Science fiction author William Gibson coined the term
“cyberspace” in his landmark 1984 book, Neuromancer."” The novel introduced
the world of literature to the “cyberpunk” genre, and the concept of “cyber-
space” has since become ubiquitous.

The key problem with governance of the internet is that despite virtual
global connectivity for the purposes of information sharing, sensors, com-
munications, directing actions, and controlling public and private sector func-
tions, for the most part cyberspace activity is regulated through the laws of
individual states. Consequently, while information travels seamlessly in meta-
phorical “space” between two locations or among numerous nations, the ap-
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plicable law is derived from domestic legal systems. National laws vary greatly,
and criminals and even some states have been able to capitalize on the exploita-
tion of regulatory and governance seams to disrupt or deny the legitimate use
of cyberspace. For example, the Canadian cyber research firm SecDev traced a
vast “Ghostnet” of coordinated computer intrusions in over 100 nations, all of
them orchestrated from China.?

One of the principal international legal authorities that provide a measure
of global governance over some aspects of cyberspace is the International Tele-
communication Union (ITU), which is part of the UN system. The 191-nation
ITU is responsible for administering the assignment and allocation of the radio
frequency spectrum and satellite orbits, and provides guidance on its use. Ar-
ticle 44 of the ITU states that the radio frequency spectrum and geostationary
orbit are limited natural resources that must be used in accordance with the
Radio Regulations issued pursuant to the ITU Constitution.”! The Radio Regu-
lations detail the allocation of frequencies among various services (e.g., broad-
casting, land-mobile satellite, radio navigation, and space operation), and the
assignment of frequencies to states. New radio stations, for example, may be es-
tablished and operated, but may not cause harmful interference with the radio
services or communications of other users of the spectrum. Member states re-
tain the freedom to operate military radio installations, but even these must, so
far as possible, avoid harmful interference.

The Regulations also establish procedures for states to register frequencies
and positions on the geostationary orbit. Registration entitles a country to the
indefinite use of the frequency and orbital slot, but this status does not equate
to ownership of the orbit, which is considered a natural resource of outer space.
Although the Radio Regulations have the force and effect of a treaty and are
binding on states’ parties, neither the ITU Constitution nor the Radio Regula-
tions delineate sanctions for violations.

Military forces should observe, as far as possible, the prohibitions on caus-
ing harmful interference with another’s use of the radio frequency spectrum.
These provisions do not apply among belligerents in time of armed conflict,
however, but they still would apply between belligerents and neutral countries
that are not party to the conflict. Attacks in cyberspace may be conducted using
either kinetic attack that relies on direct physical impact to achieve an effect, or
non-kinetic attack, conducted solely in the electromagnetic spectrum. Either
way, cyberspace activities are subject to the prohibition against the use of armed
aggression contained in Article 2(4) of the UN Charter, and may be repulsed
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through the inherent right of self-defense reflected in Article 51. Rather than
focusing on the means used to conduct an attack, the determination of an ap-
propriate response should focus on the effect of the attack. If the consequence
of cyber attack creates an effect like that which could have been achieved by a
kinetic attack, then a state has suffered as a victim of armed aggression and may
exercise the inherent right of self-defense.”? The principles of the traditional
law of armed conflict apply in such cases, including military necessity, distinc-
tion, and proportionality, and the obligation to minimize collateral damage. It
is less certain, however, exactly where the threshold for the “use of force” is situ-
ated, and activities that disrupt or deny the use of cyberspace to other users, like
distributed denial of services attacks, may have a more ambiguous legal status.

Developing New Regimes

The origins of the law of the global commons began on the seas. The ancient
trading civilizations throughout the Eastern Mediterranean understood that
the seas were open to all. Later, Christian legal-theologians imported this un-
derstanding into the law of nature, where it evolved into an accepted norm.
All the while, some coastal states also have laid exclusive claim to parts of the
oceans to secure military or economic advantage. For the most part, however,
the liberal world order of the oceans has held sway, and it has been adopted
as the prevailing legal model for the other domains that constitute the global
commons: airspace, outer space, and cyberspace.

The growth in oceans law has continued apace, and the breakthrough 1982
Law of the Sea Convention is the umbrella under which international oceans
policy is developed and implemented. One of the principal agreements is the
1974 International Convention for the Safety of Life at Sea (SOLAS), which is
the cornerstone for cooperation regarding merchant fleet security. The treaty
applies to 98 percent of world shipping, and it reflects comprehensive safety
standards for the construction, design, equipping, and manning of vessels. Ship
subdivision and design safety, fire protection, lifesaving appliances and arrange-
ments, radio communications, safety of navigation, carriage of cargoes and
dangerous goods, and safe management practices are all part of the package. In
2002, in the wake of the attacks against the United States on 11 September 2001,
the International Maritime Organization convened a diplomatic conference to
adopt amendments to Chapter XI of SOLAS, called the International Ship and
Port Facility Security Code. This Code launched a worldwide public-private
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partnership for maritime security, designed to enable national governments to
develop better oversight of their commercial shipping and port industries.

Over the past two decades, international maritime law has evolved from a
set of rules designed to avoid naval warfare by keeping maritime powers apart,
toward a new global framework designed to facilitate maritime security co-
operation by bringing naval forces together to collaborate toward achieving
common goals. The emerging global maritime security regime is inclusive,
multilateral, and consensual. Ensuring maritime security requires a concerted
effort among littoral and coastal states, landlocked and port states, and espe-
cially flag states, working in conjunction with international organizations and
the maritime industry. Nearly every maritime security scenario involves multi-
ple states and stakeholders, all with an interest in collaborative decision making.
A vessel hijacked by pirates or engaged in smuggling most likely is registered in
one nation (such as Greece), owned by a corporation located in another nation
(perhaps South Korea), and operated by a crew comprising nationals of several
additional countries (such as the Philippines and Pakistan). Furthermore, the
vessel may well be transporting either containerized cargo or bulk commodi-
ties owned by companies in one or more additional states (like Singapore).
Finally, port officials, or naval forces from several nations, may be involved in
searching or seizing a vessel, and each operates within distinct national rules
of law enforcement and the use of force. Any nation may assert jurisdiction
over captured pirates; Kenya, for example has entered into agreements with the
United Kingdom, United States, and European Union to criminally prosecute
many of the pirates seized by warships off the coast of Somalia.’

An adjunct of the international Law of the Sea, airspace law shares the same
intellectual space as oceans law. Just as no nation owns the oceans, no nation
owns the airspace. With the advent of space flight, the existing liberal regime
was refashioned to shape the law of outer space. In each of these geophysical do-
mains, a liberal order was successfully adopted to facilitate commerce, mutual
security, and international cooperation. Consequently, international law consti-
tutes the “language and logic” for facilitating cooperation among stakeholders.*
In just over a decade, the regime of cyberspace has followed the same path, gen-
erating a social-economic boom and ushering in the Internet Age. Throughout
the global commons, however, the liberal order is continually being challenged
by states, rogue non-state organizations and individuals, which cast some doubt
on whether freedom in the global commons will remain secure.
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5 Maritime Security
Jeff Kline

The Oldest Common

The oceans are the world’s oldest international common. As discussed by James
Kraska in Chapter 4, international recognition of a “freedom of the seas’” doc-
trine is traced to Hugo Grotius’ 1609 publication of Mare Libernum. Grotius’
thesis, primarily a dissertation on the Dutch East India Company’s right to par-
ticipate in the East Indian trade, reflected earlier Roman and Asian free mari-
time trade practices and became the cornerstone for the body of international
law that recognizes international waters as a common.' Today, this tradition is
formalized in international agreements such as the United Nations Convention
on the Law of the Sea (UNCLOS) and the International Convention on the
Safety of Life at Sea (SOLAS).

The common good derived from freedom of the seas doctrine is difficult to
overstate. International waters that comprise the maritime commons are the
backbone of global trade. Over 90 percent of all raw commodities and mer-
chandise is conveyed by ship. In 1970, 2.6 billion tons of goods crossed the
seas; by 2006 this had grown to 7.4 billion tons.? The oceans are also a growing
source of food, energy, and mineral resources. Between 2000 and 2006, world-
wide fisheries’ capture is reported to have been between 90 and 95 million tons
each year. Ocean fish is the protein most widely consumed by humans.? Under-
sea resources are increasingly being tapped as new technology allows for deeper
undersea mining and drilling. Undersea cables provide the infrastructure for
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transcontinental information exchange. Thus the oceans are the critical link in
the world’s shipping and logistics networks; connecting the nodes of manufac-
turing centers, oil platforms, and fishing grounds to consumers through port
cities, rivers, inland waters, and territorial seas.

The maritime commons’ adjacency to the sovereign legal regimes of ter-
ritorial waters is both an inherent characteristic of the trade network and a
challenge to its safety. Pirates, terrorists, smugglers, poachers, and polluters can
operate from havens of ungoverned spaces, while the international community
is hindered from collecting information and taking defensive action to stop
them. At a time when international agreements are being developed to allow
for legal action against these threats, the newer commons of air, cyberspace,
and outer space are already enhancing maritime information collection, fusion,
dissemination, and response networks to defeat them. The air domain provides
a venue for surveillance and deterrence over large water spaces; satellites col-
lect information on ocean traffic and relay maritime information worldwide;
and cyberspace provides the medium for collecting, fusing, and disseminating
information to a broad range of maritime users. Effective maritime domain
awareness is dependent on this complex network of overlapping commons,
and therefore also dependent on their security.

This chapter will explore the various threats to security in the maritime
commons, the international community’s requirements to effectively counter
these threats, and a template for meeting these requirements. The health of
mankind’s future relies on our ability to maintain free access to and secure use

of the maritime commons.

Threats to Freedom of the Seas

Threats to maritime security fall under three broad categories: natural weather
phenomena such as hurricanes, tsunami, giant waves, and storms; active sea
denial executed by states during times of conflict; and the activities of non-
state actors like terrorists, pirates, smugglers, poachers, polluters, and illegal
immigrants.* State actors’ sea control and sea denial activities are addressed by
Thomas Bowditch in Chapter 10. We focus here on the natural and non-state
actor threats.

Naturally occurring events that threaten use of the maritime commons, and
responses to them, deserve some discussion as they may provide insight into a
system to counter human-made threats. Given the importance of timely ar-
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rivals to meet “just in time” manufacturing models and the increasing size of
tanker and container ships and hence their cargos, weather can significantly
impact global business and trade as well as the safety of merchant crews. To
mitigate these dangers, the international community has improved global and
local awareness of current and impending weather conditions through the use
of space surveillance and better prediction models. Maritime safety has been
dramatically enhanced with reports from local sensors and human observa-
tion, worldwide communications and warnings, improved international ship
safety standards, and ship routing recommendations. Of all ships operating
under the International Maritime Organization convention—a set of standards
for safe navigation and reporting—less than 0.2 percent have been lost annu-
ally between 2001 and 2007.° International recognition of the importance of
providing mariners with weather reports, warnings, and suggested routings on
a global scale provides an inspirational template for countering human-made
threats to the maritime domain.

There are two broad categories of non-state actors that disrupt the use
and health of the maritime commons. There are those that threaten the
safe and free passage of vessels on international waters, such as terrorists and
pirates, and those that use the maritime commons for illicit ends. The latter
category includes smugglers of drugs, weapons, and humans; illegal seaborne
migration; polluters; and poachers of natural resources. This chapter addresses
each in turn.

As described by Scott Jasper in Chapter 1, piracy is an act of violence, or
the threat of violence, against a ship in international waters with the intent to
commit crimes such as theft, hijacking, murder, and kidnapping. Piracy is dis-
tinguished from sea robbery by location: piracy occurs in international waters
beyond any state’s geographic sovereignty, while sea robbery occurs within the
territorial waters of a sovereign state. This is an important distinction because,
in addition to manpower and boats, pirates need ungoverned territorial seas
to gain access to international waters, and ungoverned land to establish a safe
haven ashore.® The international community is constrained in targeting those
portions of a pirate network that fall within sovereign territory, whether it is
effectively governed or not.

The threat to commercial shipping from pirates is undisputed, particu-
larly in such densely traveled maritime passageways as the Gulf of Aden, the
Gulf of Guinea, and the Malacca Straits. The International Chamber of Com-
merce’s International Maritime Bureau Piracy Reporting Center logged a total
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of 293 incidents of piracy in 2008, up 11 percent from 2007. In 2008, 889
merchant crewmembers were taken hostage, more than any year since data
collection began in 1995.7 Yet the actual impact of piracy on global trade is
debated. A recent RAND report on maritime security cites figures that indicate
the cost of piracy to the international shipping community may be at most
2 percent of maritime commerce’s eight trillion dollars in annual value.® Some
argue that simply paying ransom—only $30 million for all of 2008 to the So-
mali pirates who were making international headlines—is more cost effective
than preventive measures.” The financial cost to individual shippers, however,
(for example, the insurance rate for a container transiting through the Gulf

PHOTO 5.1 Piracy in the Gulf of Aden 02/12/2009—Visit, board, search, and seizure
teams aboard rigid-hull inflatable boats from the guided-missile cruiser USS Vella
Gulf (CG 72) close in to apprehend suspected pirates 12 February 2009, in the Gulf of
Aden. Nine suspected pirates were apprehended and brought aboard Vella Gulf, the

second group of suspects apprehended in a 24-hour period. Vella Gulfis the flagship
for Combined Task Force 151, a multi-national task force conducting counterpiracy
operations in and around the Gulf of Aden, Persian Gulf, Indian Ocean, and Red Sea.

soUrCE: U.S. Navy photo by Mass Communication Specialist 2nd Class Jason R. Zalasky;
http://www.defenselink.mil/multimedia/. Reprinted with permission.
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of Aden went from $900 in 2007 to $9,000 in late 2008) and the real human
cost inflicted on the crews who are piracy’s victims must be taken into account
when considering whether preventive actions are worthwhile.'

In addition, unchecked piracy has a cancerous effect by encouraging cor-
ruption in government, and among shipping officials who accept pirates’
bribes for access to information or other clandestine support.! Piracy could
also become a larger threat to world energy supplies, as evident in the 2008
hijacking of the oil supertanker Sirius Star and frequent oil thefts in the Gulf
of Guinea. Finally, fueled by ransom money, the impact of unrestrained piracy
on worldwide commerce may grow as pirates make more sophisticated use
of Global Positioning System (GPS) technology, satellite phones, and Auto-
matic Information System (AIS) intercepts. The unsuccessful hijacking of the
U.S. flagged MAERSK ALABAMA about 350 miles off the Somalia coast in
2009 demonstrates piracy’s extending reach offshore.'? And as has long been
the case with narcotics cartels operating in the Gulf of Mexico and along the
Pacific Coast of Central America, dirty money can be used to compromise
government and commercial officials and thus improve maritime domain
awareness for nefarious organizations." Finally, and perhaps most important,
piracy is a threat to freedom of access to what is recognized as a global com-
mon. As Martin Murphy puts it, “Freedom of navigation is a fundamental in-
terest to all countries for trade and defense. It is a freedom that needs to be
defended vigorously.”**

Terrorists differ from pirates primarily by motivation; their political agen-
das harbor an even greater potential than piracy for disrupting stability in the
maritime common. Although most maritime terrorist attacks take place in the
ports or waterways under sovereign state jurisdiction, they still disrupt access to
international waterways and affect the transport of goods, services, and people
in the larger maritime trade network. Terrorists target ships using small boats
as rams or by actual boarding, like the 1985 attack on the cruise ship Achille
Lauro, the 2000 attack on the USS Cole, and a 2002 attack on the oil tanker MV
Limburg. They may also raid ports, as they did in a suicide attack on Israeli’s
Port of Ashdod that was delivered by shipping container. There is evidence that
the sophistication of these operations may increase to include underwater at-
tacks: in June 2003, a Philippine-based terrorist group kidnapped a resort main-
tenance man, who, on his release, claimed he was targeted for his SCUBA skills.
This parallels a statement made by al Qaeda operative Omar al-Faruq in June
2002, who confessed to a plan to attack U.S. warships using SCUBA gear."
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Terrorists also use the maritime commons as a logistics transportation
venue to move their own weapons, supplies, operatives and hostages, masking
these operations within complex systems of trade, fishing, and pleasure boat-
ing. Custom-built containers outfitted to house terrorists are known to move
on al Qaeda-operated freighters.' This level of impunity makes the clandestine
movement of nuclear, biological, or chemical agents across the maritime com-
mon a viable threat. The terrorists who executed the 2008 attacks on Mumbai
infiltrated India via the sea, highlighting concerns about small-vessel security
for all coastal states.!”

Since ancient times, the intent to evade customs and excise taxes and other
regulatory provisions has driven smuggling enterprises in every maritime en-
vironment. As addressed in Chapter 1, trafficking in narcotics, weapons, and
humans is profitable enough now to employ semi-submersible craft, high-
speed boats, aircraft, and disguised shipping containers to move contraband
across the oceans and political boundaries. Global criminal networks lever-
age access to the maritime common to conduct their business, and benefit
from its complexity to avoid sovereign nations’ efforts to collect customs and
inspect those transiting borders and ports. Countries with long coasts are par-
ticularly vulnerable to illegal seaborne migration. People using the seas to gain
access to southern Europe from West and North Africa, or to the United States
from the Caribbean, place high demands on state assets to both discourage
the practice and provide safety for those illegal immigrants who have em-
barked on unseaworthy craft.

The maritime common also provides a major source of protein for much
of the world’s population. Poaching and polluting have serious impacts on the
health of fish populations, and thus the sustainability of this resource. For ex-
ample, the United Nations reports that as much as 70 percent of world fish
stocks are fully fished out, over-fished, or depleted; the illegal, unreported, and
unregulated fishing of the most vulnerable species is helping drive them to col-
lapse. One quarter of the coral habitats that support many fish species have
been destroyed by human influence, particularly pollution, and a large portion
of the remainder is declining.'® The cost in lost catch to legitimate fishers and
uncollected revenue to governments from illegal activities is estimated to be
about $15 billion a year."” As the world population grows and turns even more
toward the seas for food and other resources, poaching and polluting also pose
a serious threat to access and use of the maritime common.

The vast space involved, number of craft on the seas, differing legal regimes,
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mistrust between states, and limited resources all challenge the international
community’s and individual states’ efforts to counter these threats. Neverthe-
less, just as there has been a successful global response to mitigate the effects of
natural weather events on use of the maritime commons, so too can the world
make a coordinated effort to limit the non-state actors who threaten security in

the maritime common.

Response to Maritime Threats

There are three requirements for an effective response to maritime threats:
knowledge, platforms, and law. A program to provide maritime security must
have an information system that can collect, analyze, and disseminate intel-
ligence in a timely enough manner to deter or respond to attacks; adequate
ships, aircraft (fixed wing and helicopter), and personnel to use the intelligence
to deter or respond to attacks; and a strong legal regime and infrastructure to
apprehend, hold, prosecute, and punish offenders.?® This section will address
each of these key components for maritime security.

The National Plan to Achieve Maritime Domain Awareness, one of eight
plans that support the U.S. National Strategy for Maritime Security, defines
maritime domain awareness as “the effective understanding of anything associ-
ated with the maritime domain that could impact the security, safety, economy,
or environment of the United States.”*' This definition is equally applicable
to the global community. The complexity of collecting, compiling, analyzing,
and disseminating information to meet this task on a global scale is daunting,
but not impossible. Weather forecasting and warning systems already use the
outer space, cyberspace, and air commons to collect information and dissemi-
nate it to a global audience. And, as maritime information becomes increas-
ingly ubiquitous, the resulting transparency may in itself deter nefarious actors.
There are both catalysts for and challenges to achieving this deterrent effect in
maritime domain awareness systems. A global maritime information system
must collect, fuse, interpret, display, and then share information to be effective,
each component having its own abilities to benefit from the newer commons
of outer space, cyberspace, and air.

Our present ability to collect information is unparalleled in history. Vari-
ous nations field different levels of technological capabilities from satellites, air
forces, and surface and land radars, to underwater sensor networks. The Eu-
ropean Union-funded Sea-Horse satellite system is an example that combines



74 Jeff Kline

outer space and cyberspace to collect information to counter seaborne illegal
migration. Capable of tracking movements between Africa and the shores of
Spain and Portugal, the system combines overhead imagery with a high-speed
communications and data network that links the police forces of these coun-
tries so they can find, track, and if necessary, intercept both human and drug
smuggling.”> On the other end of the technology spectrum, citizen participa-
tion in helping collect information for authorities is on the rise. The U.S. Coast
Guard’s 13th District has formalized local monitoring of the U.S. northwest
shoreline, bays, and waterways through the Citizen Action Network, a program
that enrolls volunteers living on the shore to report suspicious activity or call
for emergency rescue.”

State and international regulatory measures such as the U.N.s SOLAS re-
quirement for all commercial vessels over 300 tons to carry AIS, a 96-hour-
prior arrival notice required by many states, and mandatory reporting for
shipping container manifests, also aid information collection. The commercial
community of shippers, port operators, wholesale customers, and suppliers
maintain shipping manifests, port schedules, and shipping schedules that are
another potential source of information.

The volume of information that awaits gathering, however, introduces se-
vere challenges. The sheer number of seagoing vessels, the oceans’ vastness, and
the data gaps left by ungoverned maritime areas where states have the authority,
but not the ability, to monitor coastal traffic, are examples of the information-
collection issues that must be addressed. SOLAS only requires vessels greater
than 300 tons to be equipped with AIS. This leaves the majority of vessels with
no automatic identification requirement. Monitoring, identifying, and poten-
tially tracking smaller vessels are complicated further by the vast water area
they transit and complex weather patterns that degrade the effectiveness of sen-
sors. The resources to collect AIS information are not available to many coastal
countries, nor are the requisite numbers of aircraft and ships to patrol their
waters effectively. Even with a functioning national government, there are many
unwatched spaces in territorial waters and exclusive economic zones adjacent
to the high seas.

The problems do not end with monitoring. Once the means to get the in-
formation are in place, some organizing entity or intelligence center must col-
lect the data, store it, analyze and make some sense out of data from different
sources, then display and/or disseminate the fused information for potential
action. These operation centers may be local, national, or regional in nature.
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One model is the International Maritime Bureau (IMB) Piracy Reporting Cen-
ter in Kuala Lumpur, a 24-hour information center that receives reports on
piracy and suspicious craft movements, collates and analyzes the information,
then broadcasts status reports via the INMARSAT-C satellite communica-
tion system. This center is funded through contributions from the shipping
industry via the IMB, and data displays on pirate attacks are available on the
International Chamber of Commerce website.* At the U.S. national and state
level, Project Sea Hawk, an interagency and inter-governmental collaborative
operations center, coordinates over fifty federal, state, and local law enforce-
ment agencies involved in providing security for the Port of Charleston, South
Carolina, and its surroundings.?® This center relies on the U.S. government to
provide the means for continued operations. At the regional level, the North
Atlantic Treaty Organization (NATO) Maritime Component Commands at
Northwood, England, and Naples, Italy, each have a Surveillance Coordina-
tion Center that builds a comprehensive picture of everything associated with
the global maritime environment that could influence the safety, security, or
economy of alliance member nations and partners.? Likewise, the Information
Sharing Center in Singapore, formed by the sixteen-nation Regional Agree-
ment on Combating Piracy and Armed Robbery (ReCAAP) in 2004, is a mari-
time fusion and sharing center to combat piracy and armed robbery.”

To be effective, any new information center will have to be able to receive,
store, and process data from diverse sources and from various kinds of data-
bases. These data sources, furthermore, may be protected by different security
classification and access levels that address commercial, legal, and national
sensitivities. Automatic data fusion and anomaly detection technology cur-
rently in development will make it easier to analyze and display useful in-
formation, and generate alerts as needed. While information sharing and
dissemination technologies can use cyberspace for the fast, reliable, and ac-
curate exchange of information, national, legal, and bureaucratic barriers re-
main a complicating factor.

The final element necessary for effective maritime domain awareness is the
dissemination of information to another operations center, a community of
interest, or to a specific response platform. The U.S. Naval Studies Board of the
National Research Council highlights the importance of information sharing
for maritime security, because it establishes trust between countries, agencies,
and commercial entities that share a common interest in protecting the mari-

time common.” The foundations for mutual trust can be built through the
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development of symposia for communities of interest, bilateral agreements, re-
gional partnerships, and international standards. For example, the 2008 Global
Maritime Information Sharing Symposium, organized by the national Office
of Global Maritime Situational Awareness and sponsored by the U.S. Depart-
ment of Homeland Security and U.S. Department of Defense, brought together
various law enforcement, defense, and commercial organizations. The Global
Maritime Domain Awareness Conference, hosted by the Director General of
the Chilean Maritime Territory and Merchant Marine, attracted worldwide at-
tendance that same year.

Cyber technology is helping to enhance mutually advantageous information
sharing. As mentioned earlier, the IMB provides updated information from the
Piracy Reporting Center via the International Chamber of Commerce website.
In addition to free-access websites, dedicated systems share controlled informa-
tion among partners at various levels of access. Examples include Combined
Enterprise Regional Information Exchange Systems, a classified information
network shared by seventy-seven nations; the Regional Maritime Awareness
Capability, an internet-based AIS and radar sensor exchange system offered by
the U.S. European Command; the Maritime Safety and Security Information
System, shared by nearly sixty countries worldwide to exchange AIS informa-
tion via the internet; and the Long-Range Identification and Tracking system,
sponsored by state members of the International Maritime Organization,
which allows members to exchange shipping information over long ranges.”

Despite the growth of these information-sharing measures, however, there
remain obstacles to the universal exchange of maritime security information.
Not all coastal countries have sufficient resources to establish inter-agency fu-
sion centers or the associated technology to receive and/or communicate infor-
mation. While international aid may be able to fill resource needs, participants
must also overcome the lack of trust and bureaucratic barriers that constrain
them from sharing information. For example, security and legal obstacles within
a country’s borders may prevent the free exchange of information between the
defense and law enforcement agencies. In addition, there are issues of mistrust
between countries or groups of countries concerning the levels of information
to be provided. To illustrate, if Nigeria shares all its sensor data with the United
States, how can it be assured the United States will share an equivalent amount
of information, particularly in light of the relative difference between each na-
tion’s potential to collect information? Both parties will need to agree on initial
steps of good faith to begin a program of information sharing.
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In addition to sensors that collect information in support of maritime do-
main awareness, the second element of effective maritime security is seaborne
and airborne platforms that provide visible deterrence and are capable of re-
sponding at need. Patrols do act as a deterrent: pirate attacks in Indonesian
waters decreased from one hundred twenty-one in 2003 to only twenty-eight
low-level incidents in 2008, a mere two of which occurred in the Malacca Straits.
This dramatic decrease is attributable in part to increased littoral patrols.*® In
March 2009, the head of U.S. Central Command’s Naval Forces, Vice Admiral
William Gortney, credited an increased naval presence off Somalia with halv-
ing the rate of pirate attacks in the Gulf of Aden and off the eastern Somalia
coast.> This “cop on the beat” effect can be reinforced by sharing maritime
surveillance information with the international community, broadcasting the
message that the world is watching and able to act.

The allocation of sufficient resources for effective patrols usually requires
cooperation between the law enforcement agencies and national defense forces
where these two functions are separate. The U.S. Maritime Operational Threat
Response plan, another of the Maritime Security Supporting Plans, provides
a process for coordinated responses by various U.S. agencies to a maritime
threat, and may provide a template for internal agency coordination in other
nations. In the waters adjacent to high-traffic international straits and archi-
pelagos, cooperation between bordering coastal states will boost information
collection and facilitate coordinated patrolling, as demonstrated by the in-
creased cooperation between Malaysia, Indonesia, and Singapore to improve
safety and security in the Malacca Straits.*

Different platforms perform complementary roles to meet maritime se-
curity needs. Long-range maritime patrol aircraft, for instance, fly at higher
altitudes for surveillance and lower altitudes for identification and deterrence.
Helicopters search in high-clutter environments to identify contacts, prevent
attacks, and provide quick response. And ships of various sizes deter, inter-
cept, board, detain, and transport prisoners. When added to the cost of sensors,
AIS land-based receivers, command centers, and information-sharing systems,
however, these platforms represent a major capital investment for a coastal
state. The lack of resources to obtain adequate forces, combined with national
sovereignty that does not willingly cede responsibility for security within ter-
ritorial waters, creates ungoverned maritime spaces that foster threats.

Even when sufficient maritime domain awareness and response forces are

present, domain security demands a legal regime that allows data collection,
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supports response, and provides a venue to prosecute infractions. The U.N.
Convention on the Law of the Sea sets a legal framework applicable to fighting
piracy. In the case of Somali pirates, the U.N. recognized the transitional So-
mali government’s inability to enforce law in its own territory. At Mogadishu’s
request, on 16 December 2008 the Security Council adopted Resolution 1851,
authorizing the international community to fight piracy ashore if necessary.*
Yet, obstacles to bringing pirates to justice still exist. No international court is
set up to handle piracy suspects, which means individual countries must agree
to accept pirates caught in international waters into their court and prison
systems for prosecution and punishment, and bear all the attendant costs. In
2008, Kenya agreed to accept Gulf of Aden pirates from the United States,* but
difficulties with collecting evidence to meet rigorous legal requirements led
the U.S. Navy to release nine suspected Somali pirates in March 2009 by turn-
ing them over to the Somali Coast Guard, due to the lack of enough evidence
to try them in Kenya.* Similar legal issues exist for the other security threats to
the maritime commons.

To summarize, maritime domain awareness, platforms to deter and re-
spond, and a legal regime that supports interception, arrests, and prosecutions
are the key elements of maritime security. Technology aids in the establishment
of effective information and response systems, but restrictive legal domains,
competing interests that breed mistrust, nationalism, lack of resources, and the
physical and economic complexity of the maritime domain remain challenges
to be overcome if the global community is to achieve effective security. World
leaders must continue to address these obstacles to assure freedom in the mari-
time common.

The Way Ahead

“We must evolve and establish international relationships to increase
security and achieve common interests in the maritime domain.”
Admiral G. Roughead, U.S. Navy, Chief of Naval Operations®

A strategy for more effective maritime security seems to be emerging, and
should be endorsed by the international community, world leaders, and com-
mercial interests. This three-fold strategy promotes the universal value of mari-
time safety and security, fosters trust between potential international and com-
mercial partners, and develops resources at the regional level, and establishes
legal standards at the international level.
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UNCLOS, SOLAS, and various national policy statements all underscore
the importance of the maritime domain for the common global good. The U.S.
National Strategy for Maritime Security states:

Because the economic well-being of people in the United States and across the
globe depends heavily upon the trade and commerce that traverses the oceans,
maritime security must be a top priority. Maritime security is required to en-
sure freedom of the seas; facilitate freedom of navigation and commerce; ad-
vance prosperity and freedom; and protect the resources of the ocean. Nations
have a common interest in achieving two complementary objectives: to facili-
tate the vibrant maritime commerce that underpins economic security, and to
protect against ocean-related terrorist, hostile, criminal, and dangerous acts.
Since all nations benefit from this collective security, all nations must share in
the responsibility for maintaining maritime security by countering the threats

in this domain.*”

It is not enough, however, for world leaders like the United States to act to
secure the maritime domain; the United Nations must reinforce the message
to coastal states that they need to make resource decisions that will give them
the capability to contribute to maritime security. The United States recog-
nizes the necessity for collaboration in its International Outreach and Coor-
dination Strategy, a part of the National Strategy for Maritime Security, by
setting as a goal, “Enhanced outreach to foreign governments, international
and regional governments, private sector partners, and the public abroad to
solicit support for improved global maritime security.”*® Global maritime se-
curity, however, may best be achieved by first achieving regional security.

Focusing efforts at the regional level to inspire local cooperation in infor-
mation collecting and sharing may be more effective than attempting to achieve
global cooperation. Regional conferences—best led by a regional nation—can
highlight the common interest in maritime security and identify common
threats, and can build a base of trust from which to move forward to informa-
tion sharing and response cooperation. In addition to inspiring these confer-
ences, world leaders need to recognize positive emerging patterns and trends
for potential transplant to other areas.”® A specific example is the proposal for
the International Maritime Organization to create new 24-hour pirate infor-
mation centers in Yemen, Kenya, and/or Tanzania, patterned after the successful
Pirate Reporting Center in Malaysia.*’ The international political and commer-
cial communities can provide a structure by which to develop standards for
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PHOTO 5.2 Local Cooperation for African Maritime Security 06/07/2008—U.S.
Coast Guard Capt. Robert Wagner, right, commanding officer of the high endurance
cutter USCGC Dallas(WHEC 716), and law-enforcement officers from several African

nations discuss tactics during an operational brief aboard Dallas, near Mindelo,

Cape Verde, 7 June 2008. Dallas is deployed under the direction of Commander, U.S.
Naval Forces Europe, 6th Fleet, supporting Africa Partnership Station, an initiative
aimed at strengthening global-maritime partnerships through training and other
collaborative activities in order to improve global maritime safety and security.

soURCE: U.S. Coast Guard photo by Public Affairs Specialist 1st Class Tasha Tully; http://
www.defenselink.mil/multimedia/. Reprinted with permission

safety, legal regimes, and information sharing, but effective action will work
best if it emerges from regional agreements and practices. The success of a re-
gional approach is evidenced by ReCAAP’s International Sharing Center (ISC)
2009 Half Year Report (January—June 2009). The Singapore ISC report claims
a decrease in reported piracy and sea robbery-attempted incidents the first half
of 2009 as compared to similar periods from 2005-2008.*

Another example of a regional approach to global security is the concept of
building maritime partnerships embedded in the joint U.S. Coast Guard, U.S.
Navy, and U.S. Marine Corps document, “A Cooperative Strategy for 21st Cen-
tury Seapower,” which pledges to: “Foster and sustain cooperative relationships
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with more international partners.”*? Operation Active Endeavour, in which

NATO ships patrol throughout the Mediterranean, monitor shipping, and help
to detect, deter, defend, and protect against terrorist activity, epitomizes that
mandate. Through the sharing of data gathered at sea, Active Endeavour has
increasingly become an information and intelligence-based operation that de-
ploys surface forces as direct-reaction units to track and board selected vessels.
In addition to the benefits of maritime security, the operation has become a
useful tool to increase practical cooperation and interoperability among NATO
allies and partner countries.”

Where resources in sensors, communications, and seaborne platforms are
lacking, wealthier nations might offer local aid and guidance, which could in
turn act as a catalyst for countries to participate. With communication systems
in particular, it is important to give recipient countries resources that are com-
patible with existing international standards where possible, to enhance coop-
eration. Providing Nigeria with the resources to establish the Maritime Safety
and Security Information System and its own AIS stations to bolster Gulf of
Guinea security is one example.* Another example of building partnerships
for improving maritime security is the deployment of the Africa Partnership
Station in the Gulf of Guinea, supported by the USS Nashville (LPD 13).%

This strategy relies on local efforts to promote maritime security, while in-
ternational standardization provides guidance. One example of this bottom-
up regional development and top-down standardization is the U.S. Maritime
Administration’s contribution to the Organization of American States’ (OAS)
port security assistance program, which provides aid to OAS members to com-
ply with the International Maritime Organization port security standards. An-
other is the International Ship and Port Facility Safety Code, an element of
SOLAS that promotes bilateral and multilateral exchanges of law enforcement
requirements for international maritime security standards between nations.
The U.S. Customs and Border Patrol’s outreach to individual countries to par-
ticipate in the Container Security Initiative is yet another bilateral approach
with global benefit.*

To gain acceptance from regional partners, international agencies should
address those countries’ regional concerns as well as global interests. The
mandatory registration of fishing vessels and fish processing ships, and a
regulation that they adhere to the SOLAS AIS requirements regardless of ton-
nage, would enhance the ability of coastal countries to enforce fishing regula-
tions in their exclusive economic zone, a major concern for African nations.*
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International standards for the use of cyberspace communication links are
necessary to establish effective maritime awareness systems. Finding a com-
mon database structure, or agreeing on a communication architecture that
allows information exchange without restricting hardware choices, is more a
job for international policy than technology.

Dependent on the other global commons for its security and health, the
maritime commons is critical to the world’s ability to transport food, goods,
energy, and services. Some non-state actors threaten safe access to the mari-
time commons, and use the oceans for their own illegal ends. To counter these
threats, a system that provides for maritime domain awareness, seaborne and
airborne platforms to deter and react, and a legal regime to enforce and pros-
ecute is essential. These three elements require national, regional, and interna-
tional cooperation. The path to better domain security and health begins with
the current strategy of promoting trust through bilateral, multilateral, and re-
gional agreements, while setting international safety and security standards to
be followed by nations, fishers, shippers, ports, maritime security agencies, and
other mariners. Major maritime nations like the United States must continue
to inspire, provide resources where necessary, and if invited, participate in bi-
lateral, multilateral, and regional agreements and patrols, to achieve world-
wide maritime security.



6 Cyberspace Control

Steven H. McPherson and Glenn Zimmerman

Cyberspace: A New Domain of the Global Commons

The history of humankind is a continuing story of exploration and advancement
into new frontiers and emerging domains. The historical record shows that as we
strive to master any domain, we maximize our activities’ value and gain through
a system of transportation, communications, and control networks that reach
across all available domains. This requires sufficient wherewithal to harness the
fundamental physical properties and develop the unique skills that will enable
us to apply technological capabilities specific to each domain. This history of
exploration and advancement began with the wheel and a network of roads, and
continued with ships and a network of sea-lanes, the airplane and a network
of air routes, and electrical wiring and the electronic network. Connectivity is
fundamental to civilization, and drives human expansion into new domains re-
gardless of the physical challenges and any perceived limitations. The ability to
connect, communicate, and control is inherent to the human experience.

While the twentieth century was the culmination of the mechanical era and
produced the giants of the industrial age, the twenty-first century promises to
usher in a post-mechanical electronic age as the lever, the pulley, and the incline
plane—the fundamental tools of the mechanical processes and methods—give
way to the transistor, capacitors, and semi-conductors as the fundamental
tools of electromagnetic invention. Cyberspace is the frontier of the twenty-
first century—the latest domain of commerce and globalization to emerge as a
global common.

83
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The gestation and birth of this electromagnetic expanse has, often seren-
dipitously, followed revelation and new scientific discovery. The cyberspace
domain continues to evolve through advanced applications shaped by engi-
neering and technology; ultimately to achieve the goal of connectivity, com-
munication, and control across what once was a vast untapped frontier. The
reason for this persistent evolution is because what differentiates humans from
other animals is the impulse to be in constant communication with our fellow
beings. There is no other animal for which this desire, or rather this necessity,
for communication is the guiding motive of its whole life.

This observation is a fundamental principle in the science of cybernetics.
Norbert Wiener, a pioneer of cybernetics, recognized that what makes the
human being unique is the innate drive to pursue communication and con-
nectivity regardless of the environment.' Key to the evolution of the species,
advances into a new domain are quite rapidly expressed by connectivity and
communication achieved in that domain. This has proven true for the explo-
ration of land and sea, and the same pattern can be detected in the emergent
domains of air, space, and the electromagnetic environment we are now calling
cyberspace.

Cyberspace, from the Greek Kvpeovimg (kybernétés: steersman, gov-
ernor, pilot, or rudder), is the global domain of electromagnetics accessed
through electronic technology, and exploited through the modulation of
electromagnetic energy to achieve a wide range of communication and control
system capabilities. Through its electromagnetic nature, cyberspace integrates
a number of entities (sensors, signals, connections, transmissions, processors,
controllers), and generates a virtual interactive experience for the purpose of
communication and control regardless of geographic location. In pragmatic
terms, cyberspace enables interdependent information technology infrastruc-
ture networks and telecommunications networks—such as the internet, com-
puter systems, integrated sensors, system control networks, and embedded
processors and controllers—that are common to global communication and
control systems.

Cyberspace is the global “center of gravity” for all aspects of national power,
spanning the economic, financial, technological, diplomatic, and military ca-
pabilities a country might possess, and as such, to cite Clausewitz, is therefore
“the hub of all power and movement on which everything depends.”* As we
have gone from using physical devices and activities, such as writing with pen
and paper or exchanging coins and paper bills, to convey information or con-
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duct transactions, to moving digital representations of both information and
wealth through cyberspace, the criticality of this domain has increased expo-
nentially. Fifty years ago, the loss of access to cyberspace would have been an
inconvenience to a few, at the worst. Today, such an event would literally bring
globalized nations to the edge of collapse as communication systems, financial
markets, transportation, power generation facilities, medical services, and so
on would simply fail as they became isolated or corrupted without access to
cyberspace.

This chapter will explore all aspects of the electronic domain of cyberspace
within the historical context described by Alfred Thayer Mahan, who saw “the
global commons” as a means to advance commerce through a secure, net-
worked infrastructure that connects global enterprise across the commons.’
Security for the global commons includes the requirements to defend that en-
terprise and protect it from the perils of what Mahan would call “commerce-
destroying warfare.” The chapter also will describe the wide range of enemy
actors operating within cyberspace and the devious methods, which can at
times seem daunting and unstoppable, they use to interfere with global enter-

prise in a modern application of “commerce-destroying warfare.”

Lanes of Communication: From the Sea to Cyberspace

Alfred Thayer Mahan, in his most well-known work, “The Influence of Sea
Power Upon History,” described the sea as a “great highway” passing in all di-
rections, a domain of trade and international communication with tremen-
dous social and political importance.* Mahan observed that certain lanes of
travel, sea-ports, and communication routes will inevitably be preferred over
others, and become recognized as “trade routes,” which over time can have a
significant influence on national and international commerce, and the course
of history.®

Mahan made clear that the driving motivation to operate in the commons is
to conduct and expand opportunities for trade, and that an increasing number
of participants will be drawn to use the commons by a prevailing ease of timely
and secure operations at reasonable cost. The selection and utility of any of the
commons for trade over time will come down to the one that offers the ideal
cost to transport the ideal product. The land and sea networks, for example, are
best suited to ship raw materials, which move in massive quantities and are not
pressured by constraints of time, to minimize costs and maximize profits. By
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contrast, highly perishable goods, which tend to be in relatively limited quanti-
ties and have tight time constraints, are better moved across the air networks.
This principle also holds true of electronically generated products like software
and music, and general commerce in the electro-magnetic networks, where
shipment, transport, and delivery of products can correspondingly be maxi-
mized to optimize net commercial gain.

To maintain a vibrant global enterprise and ensure the profitable delivery
of goods and services in any domain, however, an efficient infrastructure for
transportation and communication across the commons must be in place, such
as the eighteenth- and nineteenth-century infrastructure of shipping ports,
sea-lanes and trade routes, and distant ports of exchange across the globe as de-
scribed by Mahan. The needs of commerce in those centuries, however, could
not be met if safety was not secured. The voyages were long and dangerous, and
often beset with enemies. In these centuries, a level of lawlessness prevailed on
the seas that is hard for us to grasp, and the periods of settled peace between
maritime nations were few and far between. The maritime infrastructure of
today remains a critical part of the networked global enterprise, all of which
depends on a minimal level of security to assure its effectiveness and vigor.

Mahan called the irregular warfare operations of the pirate, the privateer,
or the highwayman, directed against peaceful merchants operating within the

. . « . »
commercial infrastructure, “commerce destroying warfare”:

To attack the commerce of the enemy is therefore to cripple him, in the measure
of success achieved, in the particular factor which is vital to the maintenance of
war, moreover, in the complicated condition of mercantile activity no one
branch can be seriously injured without involving others. This may be called
the financial and political effect of commerce destroying warfare. It is strictly
analogous to the impairing of an enemy’s communications, of the lines of sup-
plies connecting an army with its base of operations, upon the maintenance of
which the life of the army depends. . . . [Commerce] is the life of war; lessen it,

and vigor flags; destroy it, and resistance dies.®

The goal of securing the global commons is to give operators enough con-
fidence in the success of the global enterprise to continue the system of com-
merce, which must go well beyond the value of secure infrastructure and secure
operations. The strategic value lies in the unimpaired ability to conduct all of
a state’s critical functions—not just commerce, but also transportation, com-

munications, command and control, and so on. Failure to achieve this objec-
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tive will erode the confidence of commercial participants, and risks forfeiting
the commercial lanes and thus the gains of trade. The strategic objective at the
macro level is to secure the means to advance the gross national product and
thus the well-being of the nation.

A nation’s system of international commerce and the ability to operate that
system without interference are fundamental to that nation’s security. In di-
rect correlation, the ability of globally active nations to freely operate in an
interconnected system of global commerce is critical to a stable international
environment. The security of the global commons underlies the importance of
a security posture in which international agreements and alliances will address
the security of trade across all commons.

Admiral Arthur K. Cebrowski, who first articulated the tenets of network-
centric warfare as a distinct concept in the late 1990s, drew on Mahan’s concept
of the sea as a wide strategic commons for trade and international communica-
tion to think about cyberspace. He not only advocated that space and cyberspace
be added to the list of strategic domains that must be controlled to maintain
global freedom of movement and freedom of commerce, but maintained that
cyberspace is becoming the preeminent domain of political victory or defeat.”

Critical to any nation’s security is the ability to function freely in commerce,
transportation, communication, and command and control. One of the recog-
nized barriers to becoming a global hegemonic power is the ability to operate in
and control the strategic commons. Therefore, nations with hegemonic aspira-
tions would be expected to erode an adversary’s ability to operate effectively in
these commons, and to achieve the ability to control the commons for their own
freedom of movement.® The United States and its allies are now realizing how
critical security and freedom of maneuver are in the electromagnetic domain.

The Growing Threat of Cyber Intrusions

The electromagnetic environment is emerging as a medium on a par with the
land, sea, air, and space domains. Throughout the eighteenth century, military
forces were organized for the most part around land-based armies. In the nine-
teenth century, naval forces became predominant. The twentieth century saw
the rise of air forces as a major weapon of war, while the twenty-first century
will be dominated by electronic innovation.” Hence, effective operations in the
electromagnetic environment will be the primary commerce and security chal-

lenge of this century.
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What sets cyberspace apart from the other domains is the departure from
the mechanical to the electronic, and the resultant transition away from the
capital demands of the industrial complex. Due to the ubiquitous appeal and
proliferation of cyber technologies, the mass market and economies of scale
result in a prevailing lower cost of entry for the enterprising user. Many so-
phisticated tools and capabilities are available at little to no cost to the moti-
vated individual or group. A casual Google search yields thousands of websites
providing toolsets to hack networks, spoof email addresses, hide one’s surfing
and file access activities, and so on. Gaining access to the domain is often quite
simple and inexpensive. A laptop computer with a wireless networking card, or
even a smart cell phone, can provide both access and the means to exploit the
domain for a variety of purposes.

The highly asymmetric nature of cyberspace allows the exploiter to cre-
ate effects from the local to the global level using readily obtainable tools and
devices. For intervention in civil, commercial, or military operations, the high
cost and complexity of engagement in the air or sea domains makes cyberspace
an especially attractive and valuable playing field or battleground for those who
seek to interfere with commerce and communications. Based on current trends,
the level of negative, commerce-destroying activity, by both civilian (terrorists,
criminals, etc.) and military (insurgent, state, etc.) enemy actors in cyberspace,
promises to grow just as quickly as will positive and constructive components.

While all of the domains of the global commons provide a medium for civil
and commercial as well as military operations, cyberspace is unique in that all
military operations depend almost entirely on civilian-run systems and provid-
ers. This extremely tightly woven and unparalleled level of integration extends
to virtually every aspect of the cyber domain, beginning with communica-
tion networks. Telecommunication providers create the foundation for mili-
tary, civil, and commercial voice and data systems spanning the globe. These
networks, operating over copper or fiber optic cables, microwave relays, and
satellite links, form the vast, dauntingly complex linkages we take for granted
in cyberspace. The multiple cell towers, switches, satellite relays, and undersea
cables of these linkages represent the pervasive nature of cyberspace.

As various technologies have converged, the demarcation between voice and
data transfer has become increasingly blurred and is for all practical purposes
now nonexistent. While simplifying the creation, maintenance, and operation
of multimodal networks through which all forms of communication—voice,
video, data, and even high-definition movies—can move, cyber technologies
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simultaneously have opened up a shared vulnerability for all of these forms of
information transfer. For example, the shift from closed, proprietary financial
data networks to internet banking transactions has facilitated access and en-
hanced customer service, while also creating new and readily exploitable risks
to both the financial institution and the individual user. Almost every user
of online banking services has been the unwelcome recipient of a “phishing”
email purporting to be from their bank and requesting help in “securing” their
online banking access. Annoyance events like this, coupled with the explosive
rise of identity theft, are evidence of the fact that technology not only has
transformed banking into a universally available service, but also has freighted
it with very real risk.

Although the true nature and extent of cyber intrusions and thefts within
the financial sector may not be known, primarily due to the traditional “cone
of silence” imposed to shield reputations and corporate goodwill, it is inevita-
ble they will only get worse. One need only look briefly at those stores moving
from the traditional brick and mortar paradigm to an online presence to see
the risks and consequences involved. Well-publicized denial-of-service attacks
on eBay and Yahoo are but a few of the better known incursions against online
entities.'” The compromising of online stores such as SalesGate and CD Uni-
verse, where thousands of credit card numbers were stolen from database serv-
ers, highlight just how serious the challenges are when moving into cyberspace
from the traditional storefront."!

Nonetheless, this is definitely the wave of the future. The ever-increasing
economic value placed on the electronic domain follows a pattern similar to
that experienced in the other mediums of the global commons. Just as trade
over land, sea, and air drove the need to secure freedom of operations, so the
electronic domain is experiencing a similar evolution. In 1999, the United
States Department of Commerce first began tracking online retail sales in the
business-to-consumer category. From a baseline of less than $5.2 million dur-
ing that first quarter of tracking, online retail sales grew to over $8.7 billion
dollars one year later.”? While this initial growth was explosive, it heralded a
more restrained but sustained trend. By 2006, U.S. e-commerce retail sales had
reached $107 billion, and over $127 billion dollars in 2007."* This transactional
level pales in comparison to online transactions between businesses, in which
manufacturers experienced online sales growth from $1.5 to over $1.8 trillion
between 2006 and 2007."

Global transactions by all nations experienced similar growth during
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these years. The first figures Canada published for its online retail sales, in
mid-2000, indicated transactions of approximately C$660 million (roughly
$444 million U.S.). By the end of 2000, Canadian online sales had surpassed
C$1.149 billion ($774 million U.S.)." Japanese online business-to-consumer
transactions grew by 28 percent from 2003 to 2004, from 4.375 trillion to
5.6 trillion yen ($37 billion to over $52 billion).'® European Union member
countries saw online transactions grow as well but in a less consistent fashion,
as countries with more robust infrastructure logically tended to experience
more rapid and sustained growth. Germany, England, and France led the EU
with $1.2 billion, $1.04 billion, and $345 million dollars respectively in online
sales in 2000."7 While even in the aggregate these levels of economic impact
may seem small when placed against all nations’ GDPs, the key point is how
rapidly economic value has been transferred to this newest domain of the
global commons. Additionally, the concept of value takes on a more expan-
sive construct in cyberspace, which can best be encapsulated in an objective
fashion by depicting value via Beckstrom’s Law, developed by Rod Beckstrom,
former director of the National Cybersecurity Center at the U.S. Department
of Homeland Security.

Beckstrom’s Law: A Transaction-Based Network Valuation Model'®

Put in economic terms, the net present value (V) of any network (j) to any indi-
vidual (i) is equal to the sum of the net present value of the benefit of all trans-
actions less the net present value of the costs of all transactions on the network

over any given period of time (), as shown in the following equation.

V=3 Z
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Where
V,; = net present value of all transactions of k = 1 through 7 to individual ,
with respect to network].
, = one user of the network
= identifies one network or network system
B, = the benefit value of transaction , to individual
C,, = the cost of transaction ,to individual ,
r,and r, = the discount rate of interest to the time of transaction ,or,

t.or t,= the elapsed time in years to transaction ,or
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To simplify subsequent derivations of the equation, the net present value ben-

efit and cost terms will be simplified. Thus the equation is simplified to:
V=2 Bu-2 Cu

Valuing an Entire Network

The above equation represents the value of the network to one user. The value
of the entire network Nj is the summation of the value of that network to all
individuals or entities, i through n, engaged in transactions on that network.

Thus a summation term is now added before Vij.

¥y =Y Bi-Y¥ €

The Sum Value of All Networks
Similarly, to value all networks to all users in the world simply requires a sum-

mation of all networks j = 1 through n.
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It took decades, and even centuries, for the levels of commerce across land,
sea, and air to reach the level of pervasiveness and access that cyberspace has
brought to the world in a matter of years. Unlike the typical barriers of time,
distance, and cost that limited access to and control of a domain to those rel-
ative few with the requisite capital and resources, the electronic domain has
transcended much of the past to bring commerce to the front door, desktop, or
lap of anyone with access to a computer. What is more critical, however, is the
underlying value that trade creates for all people everywhere: those who con-
duct trade establish relationships that can withstand the distractions of conflict
and unfamiliarity. Cyberspace has increased these enduring kinds of relation-
ships exponentially across the globe in a remarkably short time.

In addition to tightly integrated commerce systems under threat of de-
struction by cyber actors, public utilities are also at risk of cyber exploitation.
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For years, the operation of the core infrastructure that makes up utility grids
required physical access to a control system at a given location to accomplish
anything. Take, for example, the Grand Coulee dam in Washington State, which
generates a significant percentage of the electrical power for eastern Washing-
ton State. Fifteen years ago, the only way to adjust spillway release levels was to
be in the control room at Grand Coulee and enter the necessary instructions
directly into the control system. Today, the same operation could potentially
be accomplished using a small Java applet on a Blackberry. This evolution to-
ward anytime, anywhere access to critical utility systems was initially seen as
a timesaver and quantum leap in responsiveness. Unfortunately, few thought
about the more insidious opportunities such readily available and off-the-shelf
systems could provide.

Sophisticated Enemies on Multiple Fronts

The nature of enemies in cyberspace spans the gamut from low-level vandal-
ism by bored teens or disgruntled employees to serious invasions by terror-
ists, criminals, and formal state-sponsored entities. Each demands a response
tailored to the threat, and therefore a clear understanding of what each threat
entails. Insider threats, which can range from accidents and poor practices to
intentional malicious acts, make up a sizeable number of cyber events. These
can result in minor issues such as erased files or missing printouts thanks to
inattention, or major ones such as crippled systems and significant financial
impact from an act of vengeance. Hackers are the flipside of this kind of threat,
as they operate externally but generally seek the thrill or status they get from
compromising systems to which they do not have authorized access. For many
years, hackers were more of an irritant than a real threat, but recent events have
seen an increase in sophisticated methods bankrolled by criminal and terrorist
organizations that have considerably greater objectives than simply gaming the
system. “Ransomware,” which holds one’s data hostage by locking documents
until payment for a decryption key is made, is just one example of the evolving
role of crime in the hacker community.!” Likewise, terrorist organizations may
seek to create panic and disruption through the destruction of critical data,
and by compromising “secure” systems that govern traffic, finance, and energy
production and transfer nodes.

The final category of hacker threat takes the form of the state-sponsored
“cyber warrior.” While virtually all modern nations deploy some form of cyber
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capability, the Russian Federation and the People’s Republic of China are the
most aggressive in training for, developing, and executing cyber activities.
These activities can take the form of traditional computer network attacks or
far more subtle assaults such as the formation of “smart mobs,” which serve as
ad hoc proxies to accomplish the aims of their state sponsor. Russia appeared
particularly effective in this respect, using online real-time recruiting for
denial-of-service attacks during its brief war with Georgia in 2008. Thousands
of websites sprang up with entreaties to patriotic Russians to join as cyber war-
riors against the networks of the enemy. These websites provided basic tools
and instructions that permitted complete novices to join the fight with little
more than a few clicks of the mouse.?

Attack Vectors

The wide variety of methods for cyber exploitation or attack depends on an
array of technologies, but quite often the most successful attacks use some of
the most technically simple approaches. While an in-depth analysis of all avail-
able cyber attack methods is beyond the scope of this chapter, it is worth taking
a look at some of the more common technologies and methods. One of the
more popular types of attack uses “malware” (a contraction of the phrase “ma-
licious software”) or other penetration-type approach to spread program code
designed to corrupt, co-opt, or otherwise interfere with a system it breaches.
This breach can take the form of a computer virus, Trojan, or worm, but in the
end, the intended result is generally the same: to damage, or at least degrade,
the targeted system(s).

Another popular method, typically used by criminals to extort money,
involves the online manipulation of individuals, through the crafting of fake
emails, websites, and instant messages intended to entice the recipient to pro-
vide protected information such as bank account numbers, user IDs, and pass-
words. This vector is known as a “phishing” attack when used against a large,
general audience of users, and a “spear phishing” attack when targeted against
a specific, narrow audience. In each of these cases, the websites and messages
are designed to mimic legitimate sites and entities, but the unwitting user who
responds winds up handing over highly sensitive information to any number
of unscrupulous actors.!

The distributed denial-of-service attack is a well-known and frequently
used means of bringing down or severely degrading a targeted website or
websites. In its most basic form, this approach simply overloads a given target
with large amounts of traffic, which prevents the system from responding to
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legitimate user requests. In many ways, it can be likened to having thousands of
people call into an office to tie up all the phone lines, or piling large numbers
of overfilled trash bags against the doors of a building to prevent anyone from
entering or leaving. This type of attack is not particularly elegant or sophis-
ticated, but it is quite often effective, as was seen in denial-of-service attacks
against eBay and Amazon.com in 2000.>> Examples at the state level include the
so-called Cyber Riot in Estonia, which took place over several weeks in April-
May 2007, and a preemptive effort by Russian actors to shut down Georgia’s
government websites before and during the 2008 South Ossetia offensive.?

An often overlooked vector lies in the vulnerability of the supply chain for
semiconductors used in commercial and military systems. Now that the manu-
facture of these critical components is almost entirely outsourced to Asia, it
is impossible to ensure no malicious instructions are introduced into the de-
vices at time of manufacture. In theory, an integrated circuit or microprocessor
could contain instructions buried deep within, that could be activated remotely
using a predefined signal, time index, or other initiator. These instructions
could conceivably disable a critical system of an aircraft in flight, shut down
a security system, or even introduce phantom images into air traffic control
radar. The possibilities are almost endless, but little if any effort has yet been
made to address this very real threat.

Perhaps the two least known and yet most destructive attack vectors in a
potential adversary’s portfolio are the ability to manipulate data without the
owner’s knowledge, and direct electromagnetic attack. Data manipulation can
range from the complete substitution of entire databases with false data, to
far more subtle adjustments in specific data elements. Take for example the
theoretical case of a high profile patient at a hospital. Infiltrating the patient
database, a potential attacker could alter the dosage of a medication, or even
change the prescription to one that will be fatal to the patient due to an allergic
reaction. This scenario might seem entirely too farfetched for the average per-
son to consider, and yet it is a very real threat.

Direct electromagnetic attack, by contrast, is the closest to a kinetic-style
effect that can be generated in cyberspace. A sudden spike across the spectrum,
such as an electromagnetic pulse (EMP), causes a massive surge in electromag-
netic activity that destroys all unprotected electronic devices within a large
range. Ironically, older analog technology is more likely to survive, while more
advanced and low-power systems are the most vulnerable to such an event. The
original way to generate EMP was the atmospheric detonation of a nuclear de-
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vice at medium to high altitude. Today, EMP can be generated by such means
as an explosively pumped flux compression generator, which essentially uses a
controlled high explosive to transfer energy to a directed magnetic field.*

Recent International Events

The highly publicized 2007 Cyber Riot on Estonia, the most heavily networked
nation in Europe, was, in real terms, not a significant military event nor even a
sophisticated form of cyber assault. While newspapers, blogs, internet sites, and
news networks trumpeted the onslaught of the first cyber war, the government
of Estonia was busy dealing with a rather mundane large-scale distributed de-
nial-of-service attack. The impact was certainly visible, but while frustrating, it
did not result in any long-lasting effects.? It did, however, bring to the forefront
some important policy considerations that had not previously been addressed.

First, should this cyber event be defined as an attack? Second, if it was an
attack, would article V of the NATO treaty apply? In other words, if Estonia,
as a NATO member, were declared under attack, would the other members be
obliged to come to Estonia’s aid with armed force? These questions led to the
most important follow-on initiative of the entire event, namely the ongoing
effort to codify what truly constitutes an attack in cyberspace.*® Much to the
world’s dismay, however, the answer still has not been satisfactorily established
either for Estonia or in general.

In a different context, the cyber attack mounted by Russian sources as a
prelude to a traditional military land invasion in the South Ossetia region of
Georgia was meant to be an aspect of military action.” While in the case of
Estonia there was a pervasive and significant level of advanced networking and
infrastructure to assail, less than 20 percent of Georgian citizens, by contrast,
have any measure of internet access. The defacement of a few key government
websites was not even known to most of those directly involved in the conflict
itself, and was a far bigger issue for those watching from outside the borders of
the nation. In short, the first inarguably true cyber attack has yet to manifest
itself. Yet, the question still becomes one of when rather than if.

Enemy Exploitation

Cyberspace provides a uniquely pervasive level of connectivity unlike any other
domain of the global commons. The ease of exploiting this fundamental char-
acteristic yields several low-investment but high-return capabilities for those
committed to transnational terrorism or criminal activity. Using a commonly

available cellular phone to detonate an improvised explosive device is just one
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example of how to transform an innocuous form of access to the electromag-
netic domain into an effective weapon.?® Nonetheless, not every form of exploi-
tation relies on a violent kinetic result. In fact, the most common way to exploit
cyberspace is by using it to export one’s message to audiences that would be
otherwise unreachable. In the context of jihadist websites, criminal forums,
and warez (illegal software) sites, the ability to recruit, covertly exchange mes-
sages and instructions, and even conduct financial transfers and payments in
itself constitutes a form of attack against legitimate entities.

Robert Steele, a former clandestine case officer for the CIA who works in
open-source intelligence, that is, building intelligence by monitoring and troll-
ing public information sources like the internet, said one-third of the jihadist
websites operating today are used to incite violence, one-third raise funds for
organizations that fund terrorists, and another third indoctrinate through the-
ology and intellectual discourse. They are all growing in popularity.® Although
laws exist in the United States and other countries against websites that directly
incite violence, the U.S government has had a tough time monitoring and shut-
ting those sites down. Jihadist sites are typically not in English, can be posted
and removed quickly, and utilize servers scattered across different countries
around the globe.

Cyber Attack Attribution

Due to the integrative and connective nature of cyberspace, there are multiple
synergies that can accrue in concert with the other global commons. Commu-
nication through cyberspace overlies every other form of transport available
today. Whether we move goods, services, or information via roads, sea-lanes,
air routes, or by satellite, the ubiquitous nature of cyberspace pervades each
transaction. This ready availability conveys great ease of access, but makes reli-
able attack attribution far more challenging.

If one were to be robbed at gunpoint, for example, it would be a relatively
straightforward matter to identify at least a few critical characteristics of the
attacker. A cyber mugging, by contrast, might consist of someone stealing
your identity from your home computer remotely, and then proceeding to
empty your bank accounts. You may not even realize anything has occurred,
let alone who is responsible, until you attempt to withdraw money from an
ATM only to find your balance is zero. The anonymity granted by cyberspace
provides a safe forum for those otherwise too intimidated to advance their
perspective, but it also grants those engaged in nefarious activities the veil of
non-attribution.
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While the denial-of-service attacks against Estonia and Georgia are known
to have originated at least in part from Russian websites, the actual organiz-
ers remain anonymous. Nor is there clear evidence the Russian government
played a role in organizing the attacks. Even if individual identities were to
be uncovered or such evidence were to emerge, however, international law,
as mentioned above, has yet to resolve the issue of how to classify, much less
prosecute, such acts.*

Even when the source of an attack can be narrowed down to location X in
country Y, it is virtually impossible to say with certainty who is responsible.
In early 2009, security researchers in Canada were asked by a Tibetan exile
group to investigate an apparent breach of their computer network. Over sev-
eral months, the investigators uncovered an espionage cyber-network, spread
across 103 countries and infecting more than a thousand government-run
computers, that used malware to trick recipients into opening attachments.
The attachments carried “Trojan horse” code that, once downloaded, “provided
near-complete control over the victims’ computers. Attackers could steal files,
capture passwords, and even activate a Web camera.”' Although these attacks
were traced to computers located on the Chinese island of Hainan, and evidence
pointed to official Chinese complicity, no one has been held accountable.*

Conclusion

While the physical basis for the newest and most expansive domain, the elec-
tromagnetosphere, has existed since time began, interest in, and more im-
portantly the use of, this domain in the form of cyberspace has only recently
begun to reach truly global proportions. In the nineteenth century there were
no televisions, airplanes, computers, or spacecraft, nor were there antibiotics,
credit cards, microwave ovens, compact discs, or mobile phones. There was,
however, an internet.” The telegraph was the initial technological leap into the
electronic common. The post-Gutenberg era of information distribution had
dawned, and with it a new wave of commerce and globalization.

By 1847, the St. Louis Republican had declared “the telegraph has become
one of the essential means of commercial transactions.” Businessmen in the
mid-nineteenth century were communicating and controlling the delivery of
goods and services at a rate previously unimaginable. The result was a com-
plete realignment of seasonal business calendars, re-stock and distribution
schedules, and manufacturer-distributor-customer relationships. The impact
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of this high-speed, interconnected activity on trade, as inventory requirements
decreased, delivery times were reduced and, prices became more competitive,
created a more favorable commercial environment.

The means of controlling commerce began to change significantly, as the
new-found relationship between trains and the telegraph illustrates. A large
portion of the railroad infrastructure operated on a single-track architecture,
which raised the risk of collision if engineers did not strictly monitor their
travel rates between stations, or dispatchers did not keep a clockwork adher-
ence to schedules. This risk was greatly reduced when telegraph operators be-
came a part of the manpower pool in the train depot. The integrated operation
of train and telegraph provided what was essentially real-time monitoring and
control of the entire rail transportation network, thus increasing the timeliness
and safety of the rail commerce system. It was not long before the telegraph
connected countries across the oceans, and the benefits of global connectivity
for global commerce via electronics were realized.

From the telegraph to radio to satellite communications and the ubiquitous
connectivity we enjoy today, cyberspace has matured into a global commons
worthy of protection to ensure its productive use by all. Just as with every other
domain of the global commons, cyberspace faces threats in the form of multiple
civilian and military “bad actors” employing complex and constantly evolving
techniques. Irrespective of whether their motivations are criminal, ideological,
or economic, all nations must recognize the need to counter the threats these
actors pose, and secure the freedom of cyberspace for all legitimate purposes.
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Mike Manor and Kurt Neuman

A New Strategy for a New Reality

“Many decades ago space was thought of as a sanctuary. We are
entering into a new era where space is a contested environment.”
Colonel Sean D. McClung,
Director of Air University National Space Studies Center'

On a clear night, the moon’s Sea of Tranquility remains a visible reminder of
a time when manned spaceflight captivated the imagination and gave hope
to humankind. President John F. Kennedy’s bold ambition to land a man on
the moon by the end of the 1960s rallied the scientific community and much
of the free world during the height of the Cold War’s battles for ideological
influence and prestige. Despite the successful conclusion of this epic struggle
and ensuing cooperation in space between its main protagonists, the current
global space environment is marked by instability and uncertainty rather than
peaceful security. As the world has become inextricably reliant on space for
its communications networks, terrestrial globalization has spawned a rapid
“population growth” of both space objects and space players, along with the as-
sociated personal and political agendas. This growth, combined with the inher-
ent vulnerabilities of space assets and advances in anti-space technologies, now
poses significant dangers to peaceful, uncontested space activities.

To address these realities, the United States, as the leading space power
among its allies and partners, requires a new strategy that will allow it to sustain
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preeminence in space over adversaries, while simultaneously cultivating inclu-
sive, diplomatic mechanisms to establish an orderly, cooperative, and peaceful
space environment. This strategy will help assure allies and partners unhin-
dered access to the increasingly vital global common of outer space.?

A Global Community Reliant on Space

Access to and freedom of action in space are vital across the globe for security
and prosperity. Space capabilities integrate tightly with everyday activities in
the lives of individuals, commercial enterprises, and real-time military func-
tions. In allied and coalition military operations, space effects are an indispens-
able asset for joint forces at every level.

In 2002, U.S. President George W. Bush directed a review and update of
national space policy that resulted in several new National Security Presidential
Directives (NSPD), including the overarching National Space Policy (NSPD-
49) issued in August 2006. This document states that space capabilities, includ-
ing both ground and space segments and their supporting links, are “vital to
[our] national interests.” It goes on to say that “Freedom of action in space is
as important to the United States as air power and sea power.”* Reflecting the
principles of the 1967 Outer Space Treaty, NSPD-49 commits the United States
to support the exploration and use of outer space by all nations for peaceful
purposes and the benefit of all humanity. It expands on this position, however,
by adding that “peaceful purposes” allow U.S. defense and intelligence-related
activities in pursuit of national interests.

The entire world has become so reliant on space assets that having their
use interrupted or denied would affect people in ways yet unimagined. The
unexpected loss of the Galaxy IV communications satellite in 1998 temporarily
affected over forty-five million users, ranging from medical workers and on-
call doctors, who could not be contacted via their pagers, to gas station owners
who lost pay-at-the-pump functions.? If such consequences result from the
untimely demise of a single satellite, imagine the impact the loss of multiple
satellites would have. A major disruption in space-based communications and
financial transaction capabilities would severely affect worldwide commerce
and the global economy.

Recent studies have begun to look at the impact of a “day without space.”
Consider the consequences of this scenario as described in 2002 by Lieuten-
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ant General Joseph Cosumano, Jr., then Commanding General U.S. Army
Space and Missile Defense Command/Commanding General U.S. Army Space

Command:

Take a few moments with me now to sit back and think what a day with-
out Space would mean to our nation, and to our military. First, most pagers,
phones, personal data devices, radios and televisions would become silent. . . .
All land, sea and air vehicles leveraging the Global Positioning System (GPS)
for precise location and navigation would have to come up with another
means to determine their exact location and navigate from where they are to
where they want to go. . .. In many cases it could mean the difference between
life and death (e.g., if you cannot contact emergency responders such as the
police, fire department and ambulance services in life threatening situations; if
you cannot receive warnings of hurricanes, tornados, floods, and forest fires).
Additionally, the impact to our nation’s economy could be devastating, not
only from business losses but also from the chaos resulting from disruption to
international monetary transactions.

From a military perspective, a day without Space would mean we would
have no effective long-haul communications, thus precluding direct command
and control with our joint and coalition partners and ensuring a limited reach-
back capability. Without Global Positioning Systems we would have no beyond-
line-of-site Blue Force Tracking capability; . . . we would have to navigate using
maps and lensatic compasses; . . . and we would probably see increased col-
lateral damage as we return to the days of “dumb” and laser-guided bombs.
Our intelligence, surveillance and reconnaissance capabilities would be severely
limited. . . . Early warning of ballistic missile launches would be minimal and

tracking of these missiles would be almost non-existent.>

Challenges to Space Access and Peaceful Use:
The New Reality

The fundamental meaning of “space assurance” has changed within the context
of a globalized world. In the earliest period of space exploration, assurance
described the physical hazards associated with reaching and surviving in the
space medium. Globalization has introduced several new issues regarding ac-
cess to and freedom of action in outer space, the essential elements of space
assurance in the present day.
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Global and National Arrangements

Management and governance of the global space commons for mutual protec-
tion is one significant challenge. There are avenues available to address this
concern, yet no globally recognized organization has been able to effectively
resolve the critical issues relating to the governance and protection of the space

commons.

Outer Space Treaty As the United States and Soviet Union moved toward
nuclear stalemate in the Cold War, space became the only reliable medium for
verifying that neither side was threatening the already tenuous situation. Since
these were the only two significant space powers at that time, it was in the best
interests of both parties to allow the other to use space for treaty verification.
The importance of space to maintain the status quo, as well as a fear that space
might become the next battleground, led the United Nations to broker the
Outer Space Treaty in 1967.° Based on the concept of a global commons, this
treaty established basic requirements for responsible behavior in space. For ex-
ample, it banned nuclear or any other weapons of mass destruction from being
placed in orbit around the earth and declared that the moon and other celestial
bodies shall be used exclusively for peaceful purposes. Ultimately, the Outer
Space Treaty provided the protective umbrella under which each nation could
pursue access to the space medium.

Despite agreements such as the Outer Space Treaty, some countries have
created competition for unfettered access through the development of counter-
space capabilities that could degrade the effectiveness of satellite systems. For in-
stance, China publicly displayed a potential counter-space capability when it used
a laser to illuminate a U.S. intelligence satellite in 2006,” and in 2007 destroyed a
domestic weather satellite in orbit using a ballistic missile-launched kinetic anti-
satellite weapon.® The growing dependence of U.S. allies and partners on space
assets for their security and economic well-being make these emerging threats
all the more dire. It is clear that the perception of space as a sanctuary for peace-
ful use no longer applies in today’s globalized world. The Outer Space Treaty
alone cannot ensure any nation’s unhindered access to space.

United Nations While the UN was able to broker the Outer Space Treaty, power
distribution policies hamper its effectiveness as the governance body for space.
Currently, the UN Committee on Peaceful Uses of Outer Space (UNCOPUOQS)
leads the participating nations and acts as a clearing house for global space is-
sues. UNCOPUOS regards inclusivity as a priority, so any resolution requires a
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consensus vote, something nearly impossible to achieve because all sixty-nine
voting members have wide-ranging equities. The search for consensus drives
solutions to the lowest common acceptable denominator and places the inter-
ests of a small, non-space-faring nation such as Burkina Faso on equal foot-
ing to that of a large space power such as the United States. The weakness of
this arrangement was demonstrated in 1976, when eight equatorial nations at-
tempted to lay claim to the geostationary belt positions directly overhead, in a
move called the Bogotd Declaration.’ The most powerful space-faring nations,
the United States and the Soviet Union, simply disregarded it, leaving the UN
with little recourse.'

Mancur Olson, the noted political economist, explains that these kinds of
dynamics are not uncommon in large groups that attempt to provide some
measure of public good. Olson concluded that members of large groups “will
not act to advance their common or group objectives unless there is coercion
to force them to do so, or unless some separate incentive, distinct from the
achievement of the common or group interest” is offered to all members." The
current UN-led space authority provides neither coercion nor incentives for
member nations to solve issues in the global space commons, and thus, consen-
sus and the maximum public interest remain unattainable. Nations with more
interests in space bear the cost of providing such things as security in the space
commons for other nations, because they would rather pay those costs than go
without the significant benefits.

National Security Space On the national level in the United States, another
space entity has similar problems. Within the U.S. Department of Defense
(DoD), the National Security Space (NSS) enterprise is a closely interwoven
and interdependent group of commercial, civil, military, and intelligence orga-
nizations that are engaged in space activities.'” Although its members remain
a collection of disparate organizations with different mission priorities, goals,
and interests, they provide each other with mutually supportive capabilities to
collectively maintain the U.S. strategic advantage in space. Such collaboration
is critical, because no single entity has the ability to sustain itself without the
aid of others: infrastructure, research and development, personnel, and opera-
tions all require substantial investment. Additionally, many entities working to-
gether can provide the overlapping capabilities needed to satisfy user demands
in a way no one organization could manage. Unfortunately, without a single
authority to guide space policy, this diverse and complex enterprise is prone to
bureaucratic competition over policy, programs, and budgets.
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More than other nations, the United States tends to draw a line of dis-
tinction between the various sectors to which its space organizations belong.
Countries such as Russia and China, by contrast, make no distinction between
civil and military programs, meaning that advances in civil space capabilities
are easily fed into their military space programs. The eighteen member nations
of the European Space Agency (ESA) jointly conduct civil space activities, but
ESA also runs satellite programs with military application, such as the Galileo
navigation constellation. Tighter integration of military, intelligence, civil, and
commercial space sectors affords a greater level of resource sharing, but broad
applicability could sacrifice the advanced development of capabilities that
would satisty the specific requirements of a single sector.

Intrinsic Vulnerabilities

As with most growing communities, space is dealing with the problem of in-
creasing pollution. Michael Krepon of the Henry L. Stimson Center put it suc-
cinctly: “Space debris poses a common threat to all space-faring nations.”"* As
evidence, he cites how a piece of debris the size of a marble could strike a sat-
ellite with approximately the same energy as a one-ton safe dropped from a
five-story building. Although the space medium of near-earth orbit is relatively
large, the maneuver space that systems have enjoyed in the past appears to be
shrinking. Space systems are now flying in closer proximity to each other and
to debris, and collisions have happened.

Lack of Organizational Coordination and Oversight A key vulnerability in
the space commons is a lack of organizational coordination in the conduct of
space traffic control functions, as well as a common picture of what is happening
in the medium. These factors contributed to the unexpected collision between
Motorola’s Iridium 33 and a decommissioned Russian communications satellite,
Cosmos 2251. This event resulted in over 2,000 pieces of hazardous debris in
orbit that will have to be tracked and avoided by other spacecraft for decades."
The U.S. NSS enterprise lacks the mechanisms to share timely information
between disparate players and international partners with national space inter-
ests. “United States Strategic Command tracks more than 18,000 orbiting space
objects, but it lacks the manpower to provide warnings of possible collisions to
all except manned spacecraft and the most crucial United States military satel-
lites.”*® In addition to providing collision avoidance data, a warning of a de-
liberate attack would need to be disseminated quickly. An attack on a military
satellite, however, may be difficult to discern and may not trigger the timely
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notification of other intelligence, civil, or commercial groups, possibly leaving
them exposed to a similar attack. The complexity of notification channels is
increased if the initial attack is on a commercial, civil, or allied space system.

Lack of Space Situational Awareness Space systems are inherently vulnerable
because they operate in predictable orbits over potentially hostile areas with-
out escort. In many cases, there is no ability to monitor the current status of a
vehicle when it is out of line-of-sight contact with operators, while other actors
have the capability to track and target space vehicles from multiple locations
around the globe.

The prevailing lack of situational awareness in space may prevent the detec-
tion, identification, and attribution of, and response to, an attack on space sys-
tems.'® Operators may not immediately know whether a satellite malfunction is
due to hardware or software failure, or a hostile attack, which in turn will make
it extremely difficult to attribute an attack on a space system to a specific per-
petrator. This task is even more complex in the case where cyberspace capabili-
ties are used to attack software functions, as it is easy to use third-party (proxy)
computers to disguise the true origin of the attack. In essence, an attacker could
damage a space system without fear of blame or reprisal.

Lack of Redundancy Space capabilities may also be vulnerable due to a lack
of redundancy. Not only are the space systems limited in numbers, but also
in their corresponding ground architecture. The significant cost of building,
maintaining, and operating ground facilities often drives the decision to cen-
tralize the operations of multiple space systems into consolidated centers, a
decision that may decrease costs but sacrifice survivability and increase suscep-
tibility to attack.

Performance over Protection Historically, mission protection has been con-
sistently traded for improved performance and cost savings in the development
and use of space systems. These investment decisions increasingly focused on
performance because of the prevailing expectation that threats would diminish
as part of the post-Cold War peace dividend. Reality has proven these assump-
tions wrong, as global reliance on space assets has grown at a time when nations
and non-state actors are developing more anti-space capabilities.

The combination of growing reliance, little investment in protective mea-
sures, and increasing anti-space threats contributes to a condition of instability
across the space commons. Additionally, there has been little emergency plan-
ning or exercise of contingency plans to maintain essential functions without
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the benefits of space assets. The full extent to which space systems are utilized
in global security and commerce, as well as what would be done should a hos-
tile actor deny or disrupt those systems, remains uncertain.

Foreign Competition Reliance on foreign parts suppliers may create a situa-
tion of increased risk to national security objectives. For example, the supply of
Russian rocket motors for the Atlas V launch vehicle could be a potential vul-
nerability, as any degradation in state relations could disrupt the United States’
ability to acquire needed parts. Free market forces that drive competition also
can take business away from national defense industries and strengthen foreign
competition.

Disruptive Purposes

The global community faces an increasing number of anti-space threats from
state, non-state, and even individual actors as the space domain becomes more
accessible to those who seek to disrupt space operations and contest freedom of
action.'” These threats are evolving to include traditional and non-traditional
dimensions of warfare.

Strike on Space-related Ground Architectures An attack on space assets need
not entail anti-space weapons, and could be executed using terrestrial-based
forces. Because on-orbit space assets are essentially tethered to their corre-
sponding ground architectures, an adversary can render them helpless by strik-
ing launch facilities, command and control facilities, communications antennas,
and relay stations.

Terrestrial-based weapons delivered from air, land, sea, and possibly cyber-
space, all can reach ground-architecture targets. Because these conventional
weapons are already part of the global strategic calculus, their use will not result
in treaty disputes, thus possibly increasing the likelihood of their use. NATO
forces conducted these types of conventional strikes in the Serbia-Kosovo war
(1998-1999) by using aircraft against Serbian satellite broadcast facilities and
antennas'® during Operation ALLIED FORCE (March—June 1999), in an effort
to eliminate broadcasting.”

Ground-Based Strike on Space Objects Scaled operations against space ob-
jects are a far cry from the Cold War threat of a nuclear blast in space that
would destroy all satellites in low earth orbit (LEO). Although the electromag-
netic pulse from such a blast would have far-reaching consequences, the likeli-
hood of a nuclear detonation in space is minimal. Any nation willing to launch
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a nuclear weapon into space would escalate a confrontation to the point where
global condemnation and retaliation would be a near certainty.

There are other ways to strike objects in space without resorting to high-
altitude nuclear detonations. Ground-based systems such as anti-satellite
(ASAT) missiles can strike and destroy a satellite on-orbit. Although the world
has yet to see one nation destroy another nation’s satellite during hostilities,
the United States, the former Soviet Union, and China have each demonstrated
this capability by destroying one of their own satellites.?

China, which has devoted considerable resources to developing its space
control capabilities, now stands at the top of the growing list of state-actors
that have the potential capacity to threaten others’ space assets.”’ Chinese ca-
pabilities extend from the development of highly capable micro-satellites to
a provocative direct-ascent ASAT demonstration in early 2007 that destroyed
one of their FY-1C weather satellites in LEO.? This action showed that China
has the ability to target other satellites, such as intelligence systems, if within
reach of their ASAT network.

In addition to the ASAT weapons, the Chinese have also developed directed-
energy space capabilities. In September 2006, Dr. Donald Kerr, then Director of
the National Reconnaissance Office, confirmed a Chinese weapon temporarily
“blinded” a U.S. reconnaissance satellite.? This incident confirmed the Chinese
have the ability to find, fix, track, target, and place a laser with great precision
on a satellite in orbit.

In-Space Object Strike on Space Object Developments in the areas of nano
technologies, artificial intelligence, cyber, and co-orbital capabilities have the
potential to provide further advantages over a potential adversary in space.
Futurists such as Ray Kurzweil claim that significant technological innovation
is within reach, and predict that computers will soon have the processing ca-
pacity of the human brain.* Although visions of that action-movie menace,
the “Terminator,” in space remain far-fetched, the idea of space systems that
are both self-aware and autonomous has not been lost on major space-faring
entities. The U.S. Defense Advanced Research Projects Agency recently dem-
onstrated the ability to robotically repair a satellite on-orbit in an experiment
called Orbital Express. In this demonstration, the “repair” satellite autono-
mously docked with its experimental target satellite, replaced the batteries,
re-inserted a space flight computer and transferred propellants.® In addition,
both NASA and the U.S. Air Force have demonstrated the ability of a satellite
to autonomously rendezvous and inspect other objects in space.?® While the
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United States supports using this technology only for non-aggressive purposes,
these satellites highlight the difficulty in defining the term “space weapon.” A
slight modification to the repair satellite’s orbital flight path could turn these
systems into a battering ram, or turn the grappling devices used to repair satel-
lites into weapons capable of dismantling or destroying another space object.

Unconventional Approaches Several trends also illustrate a growing risk of
future disruption in space from non-traditional types of threats. The rise of pi-
racy in other domains, for instance, indicates the likelihood that the same threat
will arise in the space domain.?” Space piracy will likely take the form of stealing
satellite communication bandwidth or jamming a communication signal, and
have the potential to inflict heavy costs on commercial providers; furthermore,
just like pirates at sea, space pirates could extort ransoms from companies to
stop the attacks. Although these scenarios may appear fanciful, the proliferation
of low-cost technologies and the knowledge to use them in a potentially harm-
ful manner make space piracy a real possibility.

Non-state actors or individuals can build GPS and mobile satellite com-
munication jamming devices for $7,500 or less from components on the open
market. Celestial observation technology, such as adaptive optics, have declined
in price to the point that casual astronomers can track and view satellites in
LEO.? Despite being benign on the surface, such technology makes it possible
for adversaries to gain critical information on satellite construction, materials
used, operating capabilities, and potential vulnerabilities.

Interference or inadvertent disruption in the space commons is also quite
possible. In 2003, the U.S. State Department discovered an unknown source
was jamming the transponder on the commercial communication satellite,
TELESTAR-12, which the State Department leased for its Voice of America
broadcasts to Iran.?’ After a few weeks, the source of the jamming was iso-
lated to a dish located on the Iranian Embassy’s roof in Cuba.*® The Iranian
government had attempted to jam an unrelated anti-Iranian broadcast on
the same satellite, but the jamming effects bled over onto the U.S.-leased
transponder.

Disrupting and controlling the space commons will not be an end in itself,
but rather part of a larger operation. Anti-space capabilities will most likely
be synchronized with other military assets and launched at a specific time and
place to gain local control, rather than to control the entire space commons.
For example, a competitor could conceivably laze or jam allied intelligence sat-
ellites as a precursor to launching a surprise attack on another nation.
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Overcoming Access Challenges: The New Strategy

The new reality of a contested space environment dictates that the United States
develop a feasible strategy to secure freedom in the global common of outer
space. This strategy should embrace measures and opportunities for coopera-
tion with other nations, so they may prepare for the worst while still pursuing
courses of action that are in the best interest of all nations. A balanced and
realistic strategy will emphasize diplomatic solutions and effective deterrence
first, but also promote contingency planning along with advances in protection
and situational awareness capabilities.

Diplomacy

The United States must build strong partnerships on the home front by bring-
ing together, formalizing, and strengthening the disparate groups of players
that comprise U.S. space operations, while also strengthening its external part-
nerships. Prussian philosopher Immanuel Kant (1724-1804) suggested that
although the natural state of man is war, a state of peace can be established if
nations pledge peace to each other.’' Kant conceived that such pledges would
take the form of disseminating democratic principles, creating economic inter-
dependence, and establishing international organizations.”* Likewise, peace in
the space commons can be achieved through similar diplomatic mechanisms.

Organization/Governance Governance of U.S. space activities is currently
fragmented, with authority dispersed across multiple agencies, including the
DoD, State Department, intelligence community, and Department of Com-
merce. The National Security Space Office presently is chartered to promote
unity of effort, but its jurisdiction is only across the DoD and the intelligence
community.” In addition, its authorities and span of control have been greatly
diminished over the past several years. To address this fragmentation of gover-
nance, the U.S. must establish clear and coherent authority for space policy, pro-
grams, budgeting, and execution, and consider revising the various participants’
traditional insistence on creating and keeping control of singular, proprietary
space architectures. These steps would help to align currently fragmented roles,
responsibilities, and authorities for greater clarity, efficiency, and effectiveness.
Given its reliance on space capabilities for all aspects of communications,
commerce, and defense, the United States must reconcile growing anti-space
threats with the need to depart from established traditions in space planning
and operations. Although no single nation has the authority or ability to ensure
the global common of space is accessible to all, the United States might be the
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only nation capable of establishing acceptable rules of conduct and appropriate
behavior, and thus charting an acceptable course for all others.*

A new space organization, involving a governing body made up of a limited
number of space-faring nations, is one such diplomatic mechanism. For gen-
eral membership, a nation would have to possess the ability to launch, operate,
and maintain systems in the space commons; commercial and civil space enti-
ties would fall under the nation’s flag they claim upon launch. In Kantian terms,
this new international space organization would provide a forum to “pledge
peace” by offering participants a mutually agreed means to resolve shared is-
sues in the space commons. This forum would also help further economic in-
terdependence by creating opportunities for joint space ventures.

As Mancur Olson explained, smaller groups succeed where large groups
fail, because each member of a smaller group shares a larger portion both of
the burden and the benefit of the good, and the actions of one member will
have a noticeable effect on the others.*> A forum of space-faring nations as de-
scribed above will have the most to gain from the institutionalization of space
activities, and thus the incentive to see their issues resolved. These powers will
in turn provide the public with space-based “goods,” such as enhanced global
security. Additionally, enforcement of any group decision will be shared among
the members. The failure of the Bogotd Declaration to influence great-power
policymaking illustrated that a realistic enforcement mechanism for space pol-
icy will be achieved only through the buy-in of the dominant space-faring na-
tions. The formation of a smaller organization of space-faring nations will go
a long way toward achieving consensus on decisions, as well as formalizing the
ability to enforce these decisions.

Interdependence/Cooperation There are many non-organizational diplo-
matic measures that would also help ensure freedom in the space commons.
Cooperative defense measures that increase transparency would enhance sta-
bility by raising the cost and lowering the benefit of hostile actions. Sharing
space situational awareness data that builds a common operating picture for
all nations would decrease a potential adversary’s ability to take hostile action
without being identified. The likelihood of attribution, based on an accepted
standard of conduct for responsible activities in space, would make it less
profitable for a nation to attack another’s space assets. Mutually agreed-upon
standards of conduct for space systems should cover safety concerns for navi-
gation and command and control; monitoring of dual-use technologies such as
micro-satellites; prevention of space debris; and system disposal methods.
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Program co-dependencies and collective defense measures are another
means to help ensure freedom in space through cooperation. For example, the
United States and Australia are currently partnering on the wideband global
satellite communications (SATCOM) program, to increase shared communica-
tions bandwidth between the two nations.*® Similarly, Washington and Brussels
have partnered to make the GPS and Galileo navigation constellations compat-
ible.”” These types of cooperative activities improve stability by expanding the
number of nations the attacker would have to contend with in the aftermath,
and thus raising the potential cost and lowering the likely benefit of an attack.
Additionally, allied and partner nations can attempt to limit an adversary’s
access to space through methods such as diplomatic alliances and economic
sanctions that curtail the proliferation of space technologies and assistance.
Such actions serve to isolate an adversary, and help prevent it from acquiring
permanent as well as more temporary means of access to the space domain. A
co-dependent international cooperative partnership could provide leverage to
quell potential conflict, communicate the consequences of irresponsible behav-
ior and demonstrate a credible threat of repercussion.

Deterrence

Deterrence is an indispensable part of the new strategy; it “is both exquisitely
simple and devilishly complex. In its purest form, it’s nothing more than a ra-
tional calculus of costs and benefits reinforced by the threat of punishment.”*
Traditional deterrence theory from the Cold War era, however, will have to be
rethought. The breakdown of bi-polarity and subsequent dispersion of global
power centers, which includes the rise of new non-state actors, has multiplied
both the objects and the mechanisms of deterrence. While the essence of deter-
rence has not changed—it is still the product of capability, will, and percep-
tion*—the new variables have rendered old strategies aimed solely at nuclear-
armed national actors inadequate, especially in space.

A more holistic approach is necessary, one that leverages the complete set of
national capabilities—economic, diplomatic, legal, social, technical, and con-
ventional military forces—for space deterrence across the entire spectrum of
threats, from nuclear-armed states to radical sub-national actors. The challenge
in deterring attacks on space systems is to discern both the actor’s rationale
and the correct mechanism to use against it. As Dr. Lani Kass explains, deter-
rence is a matter of finding the right pressure points and then applying the
appropriate capabilities, coupled with manifest intent, to these pressure points
to create a perception in the mind of the actor that costs outweigh benefits.*
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To deter an adversary from attacking space systems, options that encompass
the whole of a target government’s assets and capabilities must be at the dis-
posal of the national leadership to provide a “best fit” deterrent option. This
“whole-of-government” deterrence strategy for space would closely resemble a
counter-value concept. Simply put, this means finding an adversary’s pressure
point: the level of cost that actor would face in a retaliatory strike, equal to the
value the potential target assigns to space. To be effective, this course of action
must be clearly articulated to both the enemy and the international public, so
that the former is convinced the targeted state would take action.

Contingency Planning

Internal contingency planning is critical to lowering risk should diplomatic ef-
forts fail. This includes instituting protective measures, enhancing space situ-
ational awareness (SSA) and emergency responses, and improving competitive
advantages.

Protective Measures The U.S. administration must expand its focus from
simply launching assets to protecting them and preserving the capabilities they
provide, including improvements to the survivability of space capabilities if
they are attacked. To this end, the administration should introduce minimum
space-system survivability standards, such as improved maneuverability capa-
bilities, hardening, and encryption, as well create a mechanism to monitor and
enforce these standards.

SSA and Emergency Responses The United States and its allies should also
improve its space situational awareness capabilities. SSA—knowing what is
going on in space—would help protect both government and commercial ve-
hicles against collisions, as well as attacks. The natural progression from under-
standing what is happening in space is to then codify and coordinate emergency
response activities. Once the situation is defined, prescribed measures should
inform responders how to react to a given situation. These measures include
cross-organizational coordination between the various space-faring entities
(governmental, military, commercial, and allied), to disseminate warnings and
protect space systems.

Additionally, allied nations could develop a rapid surge and reconstitution
capability to launch replacement satellites. Such a capability could work alone
or in tandem with a “virtual armada” of allied space systems. This armada could
complicate an adversary’s targeting problem sufficiently to discourage space
warfare. Such a plan would also involve building redundant capabilities into
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the other mediums of air, land, and sea.*! For example, contingency commu-
nications bandwidth could be provided by unmanned aerial vehicles (UAVs).
While not globally available like a satellite constellation, UAVs could provide
a regional backup that would ensure continuity of service until SATCOM was
restored. Being unable to disrupt services at critical junctures would lower
the benefit for a potential attacker and dissuade adversaries from investing in
counter-space capabilities.

Competitive Advantages One important way space-faring nations can ensure
future access to space is to improve their competitive advantage. Less obviously
protective activities include strengthening their industrial base, encouraging
students to pursue space expertise and engineering, and establishing policy that
facilitates the growth of commercial space capabilities. Each of these activities
strengthens a nation’s ability to compete in the global environment by ensuring
it maintains the ability to produce its own space systems.

The U.S. defense and intelligence sectors rely on private, commercial capa-
bilities in the areas of launch, SATCOM, and imagery. In fact, it is estimated
that eighty percent of DoD’s SATCOM bandwidth during Operation Iraqi
Freedom (begun in 2003) was via commercial sources,*” including interna-
tional companies such as Globalstar (headquarters in California), Inmarsat
(London), Intelsat (Bermuda), Iridium (Maryland), and Thuraya (United Arab
Emirates).* The intelligence community also relies on commercial capabili-
ties provided by such assets as DigitalGlobe’s (Colorado) Quickbird satellite to
satisfy a growing requirement for imagery intelligence.** The government’s use
of commercial systems has grown because it can lease or purchase the desired
capabilities on an as-needed basis instead of developing, fielding, and oper-
ating an entire system, thus making the private option convenient and cost-
effective. This trend may not be sustainable, as industry will not always be able
to surge when and where the government needs it most. This highlights the
need for stable investment in commercial systems to ensure critical capabilities

are available when needed.

Conclusion

The fundamental meaning of “space assurance” has changed within the con-
text of a globalized world. As more and more actors develop or otherwise gain
access to satellite technology and other space assets, the domain of space is
increasingly characterized by instability rather than peace. This new reality



114 Mike Manor and Kurt Neuman

demands leadership, and the United States, as the leading space power among
its allies, must move beyond go-it-alone strategies to engage in cooperative
development and security with friendly space-faring nations. These nations
must seek a strategy of diplomacy if they are to preserve freedom of access and
use of the global common of outer space, while planning ahead to take protec-
tive action and maintain plausible deterrence capabilities.



& Ballistic Missile Defense
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The Mandate

The continued proliferation of ballistic missiles throughout the world, and
consequent greater potential for the use of weapons of mass destruction
(WMD), mandates an examination of the role and capabilities of ballistic mis-
sile defense in securing the freedom of and access to the global commons. It
is not the advent of the ballistic missile, nor the fact that nuclear-capable mis-
siles exist, that is new. What has changed in the intervening years is the pano-
ply of state- and non-state actors that now possess the capability to deploy
ballistic missiles, and the magnitude of disruption they may cause owing to
WMD proliferation. This chapter will outline the nature of the threat, define
and detail what constitutes ballistic missile defense (BMD), and identify areas
of opportunity for the utilization of BMD in global and regional contexts to
secure the commons.

The Threat

Since the close of the Cold War, ballistic missiles have become a growth indus-
try. This situation has evolved despite legalized control regimes that seek ei-
ther to outlaw an entire class of weapon (e.g., the Intermediate-Range Nuclear
Forces Treaty)' or control the international flow of technology, knowledge, and
material related to the design, development, and production of ballistic mis-
siles (e.g., the 1987 Missile Technology Control Regime).? Indicative of this
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growth is the near tripling of ballistic missile-capable nations from nine in
1972 (Table 8.1) to twenty-three in 2007 (Table 8.2).

The use of ballistic missiles by these actors falls generally into two catego-
ries: as a coercive force or as a means of asymmetric attack.

Coercive Force

The coercive deployment of ballistic missiles usually frames them as a weapon
of terror, or through their implied use, a weapon of deterrence. An actor that
brandishes the missiles as terror weapons usually seeks to enforce a set of con-
ditions or terms vis-a-vis the targeted actor for a particular end, typically to ter-
minate a war, and generally targets civilian and other non-military target sets, as
was the case, for example, during the latter stages of World War II in Germany’s
seven-month Operation Penguin campaign. Launching over 3,000 A4/V-2° bal-
listic missiles at targets ranging from southern England to the freed territories
on the continent, Germany sought through what was primarily a psychological
campaign to win back the initiative in the war and offset the Allies’ successes in
the air and on the ground following the Normandy invasion.

TABLE 8.1 Ballistic Missile States (1972)

Country  Nuclear

Country System of Origin ~ State
Bulgaria §S-1C SCUD B (SRBM) USSR No
China CSS-1 (MRBM); CSS-2 (MRBM) China Yes
Czechoslovakia SS-1C SCUD B (SRBM) USSR No
France SSBS S-2, MSBS M-1 (MRBM) France Yes
GDR (East Germany) SS-1C SCUD B (SRBM) USSR No
Poland SS-1C SCUD B (SRBM) USSR No
United Kingdom Polaris A-3 (IRBM) US Yes

Minuteman I-III, Titan II, Poseidon (ICBM);
Pershing I (MRBM); Lance (SRBM)

§S-1 SCUD B (SRBM); SS-4 SANDAL, SS-5
SKEAN, SS-6 SAPWOOD, SS-7 SADLER,
USSR SS-8 SASSEN, SS-9 SCARP, SS-11 SEGO, USSR Yes
§S-12 SACLEBOARD, SS-13 SAVAGE (ICBM);
§S-N-5 SARK, SS-N-6 SERB (MRBM)

UsS UsS Yes

NOTES: SRBM: < 1,000 km; MRBM: 1,000 — 3,000 km; IRBM: 3,000 — 5,500 km;
ICBM: >5,500 km
SOURCE: http://www.missilethreat.com/missilesoftheworld/



TABLE 8.2 Ballistic Missile States (2007)

Country  Nuclear ~ MTCR
Country System of Origin  State?  Member?

Belarus SS-1C SCUD B, SS-21 (SRBM) USSR No No

CSS-2, CSS-3 (IRBM); CSS-4, JL-2,
China DF-31 (ICBM); CSS-5, CSS-N-3 China Yes No
(MRBM); CSS-6, CSS-7 (SRBM)

Egypt $S-1C SCUD B (SRBM) USSR No No
France M-45 (ICBM) France Yes Yes
. Prithvi I/1I, Dhanush, Agni 1 .
[ndia (SRBM); Agni 2, Agni 3 (IRBM) India Yes No
o $5-1C SCUD B, Fateh 110, CSS-8 R o
(SRBM); Shahab 3 (MRBM) DPRK
Israel Jericho 1 (SRBM); Jericho 2 (MRBM)  Israel Yes No
Kazakhstan SS-1C SCUD B, SS-21 (SRBM) USSR Yes No
Libya SS-1C SCUD B (SRBM) USSR No No

S§§-1C SCUD B, SS-1D SCUD C, p—
$S-1E SCUD D (SRBM), No Dong sYPL
China, Yes No
(MRBM), Taepo Dong 1 (MRBM); DPRK
Taepo Dong 2 (ICBM)

North Korea (DPRK)

Hatf-2, Ghaznavi, Shaheen I (SRBM), China,

Pakistan Shaheen II (MRBM), Ghauri (IRBM) Pakistan

SS-1C SCUD B, SS-21, SS-26 (SRBM);
Russia S$S-18, SS-19, SS-25, SS-27, SS-N-8, Russia Yes Yes
SS-N-18, SS-N-20, SS-N-23 (ICBM)

Saudi Arabia CSS-2 (IRBM) China No No
South Korea NHK-1 (SRBM) outh N No
Syria SAESCUD D, SSar (SRB) USSR No N
Turkey Project ] (SRBM) China No Yes
Turkmenistan SS-1C SCUD B (SRBM) USSR No No
Ukraine SS-1C SCUD B (SRBM) USSR No Yes
United Arab Emirates SS-1C SCUD B (SRBM) DPRK No No
United Kingdom Trident D-5 (ICBM) UsS Yes Yes
United States Minuteman III, Trident D-5 (ICBM) UsS Yes Yes
Vietnam SS-1C SCUD B (SRBM) USSR No No
Yemen SS-1C SCUD B, SS-21 (SRBM) USSR No No

NoTESs: Italicized = new to list, post-1972. SRBM: < 1,000 km; MRBM: 1,000 — 3,000 km;
IRBM: 3,000 — 5,500 km; ICBM: >5,500 km

SOURCE: http://www.missilethreat.com/missilesoftheworld/
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In similar fashion, Iraq, late in the Iran-Iraq war (1980-88), launched a pro-
longed series of ballistic missile attacks against major Iranian cities, including
Teheran, at one point forcing up to one-third of the populace to flee the city.
Though the warheads carried conventional high-explosives, Iraq’s frequent use
of chemical weapons in combat elsewhere led the Iranians to believe attacks
with WMD-laden missiles would be forthcoming, and eventually compelled
them to seek a peace on less than equitable terms.* Most recently, demonstrat-
ing the extent to which missiles and technology can proliferate, Hezbollah in
2006 and Hamas in 2008 launched thousands of battlefield (Katyusha) rockets
and a smaller number of short-range (Qasam) missiles from their strongholds
in Lebanon and Gaza into Israel, as part of a campaign to de-stabilize the Israeli
government and exact revenge for Israeli strikes against Hamas and Hezbollah
forces and leaders.’

Deterrence as a form of coercion relies on the ability of one state to threaten
to impose sufficient damage on another, such that the calculation of costs by the
latter compels it to forgo a particular course of action. The introduction of large
fleets of land- and sea-based thermonuclear-armed ballistic missiles, beginning in
the 1960s, gave credence to U.S. and Soviet threats of annihilation literally within
minutes. As the Cold War unfolded, the ability of the two protagonists to avert
the possibility of a nuclear first strike with the promise of an equally annihilating
response, or second strike, evolved into the doctrine of mutual assured destruc-
tion (infamous by its acronym—MAD).® Two factors are important in this sce-
nario: the credibility of a nation’s deterrent (i.e., its ability to survive a first strike
and deliver an effective response), and its level of tolerance for damage from even
limited strikes. While the balance in the Cold War rested between two actors with
roughly equal means of destroying the other, and who shared an understand-
ing of “the rules of the game,” that precarious balance has been disturbed by the
relatively recent appearance on the scene of several proto-nuclear and nuclear-
capable states that challenge the traditional calculus of nuclear deterrence.

When one WMD-enabled actor comes to believe that another may have a
low tolerance for, or ability to absorb, damage, this situation provides the ratio-
nale for minimal deterrence theory. In this case, a lesser actor, a regional power
for example, who has the resources to build and deploy a small force of nuclear-
armed missiles, seeks to deter a more powerful state from taking action against
it on the assumption that the stronger state would view the domestic death and
destruction from even a very limited attack as being far worse than the conse-
quences of not intervening against the presumably weaker regional power.” The
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widening proliferation of ballistic missiles with greater range, when combined
with the spread of WMD in a globalized environment, has served to magnify the
standing and relative importance that possession of this capability imputes to
regional powers. This is particularly the case with those nations harboring dan-
gerous aspirations and designs on the global commons, as they come to regard
their smaller arsenals as equivalent with those of the traditional great powers in
the ability to deter intervention and enable the owners’ regional aspirations.

Asymmetric Attack

Ballistic missiles provide an asymmetric means of response for an actor that
faces an otherwise overwhelming array of forces or capabilities. Regional or
near-peer powers are finding that ballistic missiles allow them to project strik-
ing force over longer ranges, and with increasingly greater accuracy, putting
opponent’s critical operational nodes and forces at risk without the cost in time
and money to build and maintain air forces with commensurate capability.

Conventionally armed, highly accurate, and mobile-based missiles offer
near-peer nations the ability to exercise sea denial,® offset opponent’s attempts
at air superiority, hold forward-airports and -seaports hostage, or conduct
strikes with or in support of conventional forces. During the Cold War, in the
event that it perceived an imminent attack, the Soviet Union planned to use its
numerically superior ballistic missile forces, deployed throughout the Warsaw
Pact nations, to preemptively strike NATO’s qualitatively and quantitatively su-
perior anti-armor tactical- and long-range nuclear strike air forces before they
had an opportunity to get airborne. Sufficient damage was expected such that
Pact air forces would be able to deal with the remnant, thereby ensuring local
air superiority for the forward advancement of Pact armored forces.’

The net effect for preemption in this case is to sufficiently change the initial
conditions such that subsequent operations are on a footing more favorable to
the preemptor. NATO and other allied/combined air operations in Kosovo, Ser-
bia, and Iraq since the 1990s confirmed this understanding, convincing China
to embark on its own ballistic missile development and deployment program.'°
To underscore the point, China’s heavy investment in ballistic and cruise mis-
sile systems is explicitly cited in a 2009 U.S. Department of Defense report on
Chinese military power, which details China’s anti-access/denial strategy that
integrates conventionally armed anti-ship ballistic missiles based on the CSS-5
(DF-21) with extensive C4ISR (command, control, communications, comput-
ers, intelligence, surveillance, reconnaissance) to locate, track, target and home,
using onboard guidance systems, on large ships such as aircraft carriers."
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Proliferation of Ballistic Missiles

The rise to prominence of ballistic missiles as a threat is directly linked to the
widespread proliferation of technology, subcomponents, and even complete
systems. A textbook example of the wide-ranging effects of proliferation and
the way it can influence regional security is found in Iran’s development of an
indigenous missile production industry. Iran made limited attempts at ob-
taining ballistic missiles prior to 1984, the most noteworthy being an explor-
atory outreach to Israel by the government of Shah Mohammed Reza Pahlavi
in 1977.12 Construction of a missile development center at Shiraz began in
1978, but that effort ended when the Shah was overthrown the following year.
Iranian interest in acquiring ballistic missiles was rekindled, however, as a
direct result of the Iran-Iraq War. Lacking its own arsenal, Iran came under
Iraqi ballistic missile attack, first with battlefield rockets like the FROG-7
and later the SCUD, which was used in volume against Iranian cities.” The
toll, both psychological and in terms of actual casualties, was such that Iran
undertook to both develop its own missiles and seek to acquire them from
another state.

Access from another state, however, was problematic. At this point, the
Soviet Union was the only state exporting the SCUD, and since Iraq was al-
ready a client, Iran would not be able to procure any from that source. Ad-
ditionally, the Soviets had agreements with client states that they would not
export the missiles to a third country. Iran nevertheless entered into secret
negotiations with Libya and Syria, and eventually got Libya to agree to the
sale of a small number of complete systems—missiles, transporters and as-
sociated equipment—which were delivered via Turkey in late 1984."* With
training assistance from the Syrians, Iran launched its first long-range attack
in March 1985 against the Iraqi city of Kirkuk. From 1985 to 1987, this “War
of the Cities” seesawed back and forth between Iraqi SCUD attacks and Ira-
nian responses.

Early in the operation, Iran also sought assistance and missiles from
North Korea (the DPRK) who supplied their indigenously produced SCUD-B
(named the Hwasong 5) during the second round of conflict, generally as-
cribed to the period 1986—87."> As Iranians gained experience assembling
“kits” supplied by the DPRK, they were simultaneously working on reverse
engineering to facilitate their own fabrication and assembly capability. Again,
the DPRK assisted in this effort by helping Iran establish a SCUD B produc-
tion facility in 1987.'¢ Over the next five years, the DPRK alone would sell 200
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to 300 SCUD B missiles to Iran, enabling Iran to mount increasingly larger
missile attacks on Iraqi cities, with seventy-seven missiles launched in the
fifty-day period between 1 March and 20 April 1987."

Over time, Iran’s missile production complex has grown, comprising a net-
work of facilities centered on the Fajr Air Base east of Tehran and a Chinese-
built ballistic missile test range.'® Twenty-five years after the initial surreptitious
purchase of SCUD Bs from Libya, Iran now boasts the ability to deploy ballistic
missiles against any nation in the region, including Israel, and, with the suc-
cessful launch of the Safir-2 space launch vehicle (SLV) in 2009, can demon-
strate a notional intermediate-range missile capability."” Taking advantage of
a network of proliferators, both state-sponsored and private, it has built an
indigenous production capability for a variety of rockets and missiles with con-
ventional or WMD-dispersal warheads.

Similarly, the DPRK is meeting its own goals of establishing a significant, if
not regionally dominant, missile threat. The revelations of North Korea’s mis-
sile capabilities have tended to come as a surprise to its neighbors and their
allies in the region. A classic case was the 1998 launch of a presumed space-
launch vehicle, the Taepodong-1 (TD-1), which flew over Japan without prior
notification or warning. The launch, coupled with the release of then-Secretary
of Defense Donald Rumsfeld’s report to the U.S. Congress, served as a stimulus
to missile defense programs in the United States and Japan.?® A subsequent at-
tempt at launching a longer-range variant in 2006 (the TD-2), coincident with
a number of short- and medium-range missiles, failed approximately forty
seconds into flight. According to a defector from the lead production facility,
President Kim Jong-11 is alleged to have given the go-ahead for TD-2 produc-
tion himself, saying “If we can develop this we have nothing to fear. Even the
American bastards won’t be able to bother us. Whether we live or die, we must
quickly develop the Hwasong-6 [another name for the TD-2].”*

Clearly signaling their intent to fulfill Kim’s ambition despite international
protests and UN Security Council resolutions against them, the DPRK at-
tempted another TD-2 SLV launch in April 2009.% Unlike in 1998 or 2006, the
North Korean government declared that this was a space launch intended to
place a small communications satellite in orbit. In doing so, they followed the
protocols of space-faring nations by adhering to the provisions of the Outer
Space Treaty and publicizing hazard areas where booster stages were expected
to drop along the path of flight. This time the missile completed almost two-
thirds of its flight before a malfunction in the third stage sent the remainder
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into the waters of the mid-Pacific. Although the failure indicated how far the
North Koreans still have to go to build and field an ICBM force, it has become
obvious that mere condemnatory rhetoric and UN resolutions that carry no
significant penalties for the government in Pyongyang have little deterrent ef-
fect.” The fact that the first two stages evidently functioned successfully will
encourage sober assessments of North Korean missile capabilities by the global
community. The final piece of a fully capable system—the ability to weaponize
nuclear warheads and mount them on missiles—remains to be demonstrated,
although underground nuclear testing by North Korea continued in May 2009
with a blast of approximately four kilotons near the town of Kilju,* followed
by defiant test-firing of five short-range missiles into the sea opposite Japan,
further rattling nerves in the region.”

As was the case with Iran, the DPRK has been able not only to develop
an indigenous family of missiles from battlefield to intermediate range, but
also to export the technology, skilled labor, scientists, and even entire systems
to other countries. All of this was possible despite UN resolutions and non-
proliferation accords to the contrary. At best, those and similar institutions
only served to delay rather than deny. As more nations seek their own means
for access to space, the difficulty of controlling missile proliferation will corre-
spondingly grow as access to dual-use technology and materials becomes more
widespread, in spite of non-proliferation regimes like the International Code
of Conduct against Ballistic Missile Proliferation (2002).2¢ Concurrent WMD
programs, especially those that are either covert or lack international monitor-
ing, will serve to enhance the desirability of ballistic missiles as the preferred
means of delivery. Absent effective controls on the production of ballistic mis-
siles by potential adversaries, a solution must be developed to counter or de-
grade their operational use.

Three Pillars of Missile Defense

Three elements or so-called “pillars” characterize ballistic missile defense: offen-
sive operations, passive defense, and active defense, all supported by command,
control, communications, computers and intelligence (C4I). Individually, each
has its own advantages, obstacles, and measured successes in application. It is
not until they are integrated with air and cruise missile defense, however, that
the full benefit of BMD is realized.
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Offensive Operations

Historically, defense against ballistic missiles has depended on offensive op-
erations. These are actions taken to strike at ballistic missiles before they are
launched—to wit, disabling or destroying their supporting production and
launch infrastructure, or destroying the missiles themselves before they can
take flight, through offensive counterair (OCA) operations.”” The reality of the
historical record for this approach is not encouraging.

Typically, offensive operations using OCA have expended a disproportion-
ate amount of attack assets for benefits realized. For example, between August
1943 and May 1945, a significant portion of the British and U.S. strategic bomb-
ing force was diverted from Operation POINTBLANK, the strategic bombing
campaign directed at the German industrial heartland, to the aerial campaign
against Germany’s V-1 and V-2 rockets, called Operation CROSSBOW. From
December 1943 to June 1944 alone, more than 25,000 sorties were flown and
36,000 tons of bombs dropped in support of CROSSBOW.? Yet despite this
and the Normandy invasion in June, the V-1 raids continued and the first V-2s
struck Paris and London that September.

Similarly, during Operation DESERT STORM in 1992, one-third of the
over 2,000 daily air sorties were diverted to SCUD hunting. As part of that
effort, a dedicated A-10 Thunderbolt II was kept in each air patrol zone for
twenty-four hour attack coverage. Additionally, Special Forces units were in-
serted into Iraq to search for mobile launchers. Despite the extraordinary
level of effort, only a handful of fixed sites were destroyed, but no mobile
launchers or missiles.”

Another offensive option against ballistic missiles is the invasion of denied
territory by ground forces in an effort to locate and destroy the base of the
threat. Israel faced this choice twice in the period 2006-08, when confronted
with significantly increased daily Qassam rocket attacks by first Hezbollah and
then Hamas; since 2001, there had been over 2,300 such attacks in and around
the western Negev settlements.*® The widespread use of Israeli airstrikes and
mechanized infantry in heavily urbanized, densely populated areas, to try to
stop the rockets, resulted in civilian deaths and infrastructure damage that
received wide play in Arab media, despite the damage and death caused by
Hezbollah- and Hamas-launched rocket attacks.*

The key to successful offensive operations is access to persistent, actionable
intelligence. Such intelligence provides not only real- or near-real-time indi-
cations and warnings of launch, but also of force disposition, configuration,
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vulnerabilities, and—when combined with strategic intelligence—capabilities
and intent. In each of the cases cited above, intelligence shortcomings were a
major factor in the poor results that were obtained despite the commitment
of significant forces to the fight. In Operation CROSSBOW, sorties were mis-
directed against numerous but empty launch ramps throughout the north
of France and the Low Countries, to the detriment of the campaign against
fuel production and other supporting infrastructure. In Operation DESERT
STORM, planners clung to an assessment that it took thirty minutes for a SCUD
launcher to uncover, launch, and reset, despite the insistence of Egyptians that
it could be accomplished in one-fifth the time, based on their own operational
experience. This mistake was compounded by a lack of persistent surveillance
and the means to counter Iraqi camouflage/concealment capabilities. In the case
of the Israelis, once again, the lack of persistent surveillance backed up by rapid,
precise strikes forced what was perceived to be a disproportionate response to
the high-frequency but relatively low-casualty Qassam rocket attacks.

Passive Defense

Passive air defense entails all measures taken to minimize the effectiveness of
hostile air and missile threats against friendly forces. These measures include
camouflage, concealment, deception, dispersion, reconstitution, redundancy,
detection and warning systems, and protective construction.’? For example, the
Defense Support Program® constellation of early warning satellites proved ef-
fective during DESERT STORM when it detected the launch of Iraqi SCUD
missiles and provided warning to civilian populations and coalition forces in
Israel and Saudi Arabia.** In this current age, counter-proliferation efforts such
as the Proliferation Security Initiative and cyberspace protection and exploita-
tion may also be construed to be passive defenses.*

Active Defense
When offensive operations and passive defenses fail to thwart ballistic missile
attack, a third option, active defense (i.e., missile interceptors), is now avail-
able. In the past, active measures to solve the ballistic missile defense prob-
lem have proved exceedingly complex and technologically challenging.* To a
large degree this has been because most efforts have concentrated on the final
phase of ballistic flight. Each phase of flight, however, offers potential for ac-
tive defenses.

The boost phase of flight is the period of greatest vulnerability for a ballistic
missile, as it is still accelerating and thus easier to identify and localize by orbital
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early warning assets.”” Additionally, because of the stress on the airframe while
in the atmosphere, any damage to the missile body is likely to cause subse-
quent catastrophic failure and breakup of the airframe. Factors that complicate
boost-phase intercept technically as well as operationally are that the period
tends to be short in duration, launches are typically unannounced, and launch
areas tend to be deep in denied territory. Boost-phase intercept systems must
thus, by definition, be able to dwell for extended periods of time on threat-
launch areas of interest and then quickly react with weapons that can rapidly
cover the distances involved. On the downside, these systems must, perforce, be
forward-deployed and ready to operate in high-threat environments close to
denied territory, where they themselves become “high-value targets” with a cor-
responding demand for protection by other assets. Finally, they must face down
additional difficulties from weather and other atmospherics as they attempt to
solve the intercept equation.

The mid-course phase has its own unique set of opportunities and difficul-
ties for active defense. It is the longest phase for decision making and actual
intercept, but also, under certain conditions, presents some of the greatest ob-
stacles. Among these is how to identify and pinpoint the warhead(s) within the
target complex (which can include deployed countermeasures, upper stages,
and associated debris) using tracking sensors and interceptors. Most sensors
for the midcourse phase therefore will be high-powered ground- or sea-based
radars, whose signal characteristics can distinguish specific targets from the
clutter of the target complex. At endgame, interceptors, updated by ground-
and sea-based sensors, rely on onboard terminal infra-red seekers to engage the
identified target against the cold backdrop of space.

In the terminal phase, decoys and debris are stripped away by the atmo-
sphere and the warhead is clearly visible to a range of sensors, simplifying the
identification portion of the targeting solution. In this phase, a wider range of
weapons may be used, including so-called “near-miss” weapons that use blast-
fragmentation warheads as a kill mechanism.*® Complicating matters, though,
are the very short period of time between initial reentry and impact or detona-
tion (especially for high-altitude nuclear bursts), and cross-range, track-angle,
and transient speeds that induce major stress on command and control, track-
ing, and fire-control systems.

The inherent flexibility of BMD forces allows their capabilities to be scaled
to the threat, given the set of variables presented by the three phases of flight.
Where ICBMs (inter-continental ballistic missiles), for example, present the
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greatest stress in their general inaccessibility before launch (in either hardened
silos or concealed mobile launchers deep in denied territory), ability to lift
large payloads of warheads and countermeasures, and the high terminal speeds
of their re-entry vehicles, the mid-course phase of flight presents the best op-
portunity for intercept. Since the flight time for an ICBM is typically fifteen
to thirty minutes, it provides an expanded engagement- and corresponding
decision-space for intercept. Conversely, for shorter-ranged missiles, defenses
are stressed because the engagement- and decision-space are compressed by
the tyranny of distance and time, and target numbers that are correspondingly
high. At the same time, defenses can take advantage of slower re-entry speeds
and a smaller probability of penetration aids owing to payload restrictions on
smaller missiles, plus the fact that many such systems remain unitary through-
out flight (the warhead remains mated to the airframe, like the SCUD) all of
which favors intercept in the mid- and terminal phases of flight. The key for
complete coverage is to balance risk and scale capabilities to the threat.

Today, the United States is developing and deploying a BMD system that
addresses both the shortfall in defense against short- and medium-range bal-
listic missiles and the threat posed by nations seeking longer-range missiles.*
At the end of 2008, the U.S. system consisted of the following elements:

+ 26 long-range ground-based interceptors located in silos in Alaska and
California;

+ 32 standard missile (SM-3) sea-based interceptors;

+ 18 Aegis cruisers (3) and destroyers (15) capable of engaging short- and
medium-range missiles and performing long-range surveillance and
tracking;

+ 635 Patriot advanced capability (PAC)-3 missiles;

+ A sea-based X-band radar capable of discrimination;

+ Upgraded early warning radars in California and the United Kingdom,
and an upgraded COBRA DANE radar in Alaska;

+  Two forward-based X-band radars (AN/TPY-2 [FBM]) deployed in
Japan and Israel, and;

+  C2BMC (command, control, battle management, and communications)
systems.*’

This system of systems was declared operational for limited defense pur-
poses in 2006, and has been undergoing a so-called spiral development process,
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which permits simultaneous deployment and development. Along the way, a
number of tests of increasing complexity have registered success for the Aegis,
THAAD, and ground-based interceptor components.*! The inherent flexibility
and functional integration of geographically dispersed sensors and mobile in-
terceptor platforms was demonstrated with the successful intercept of a failing
U.S. satellite in February 2008. Using radars located in the contiguous United
States and Alaska, the United Kingdom, and at sea, along with a specially
modified SM-3, the failed satellite’s potentially hazardous load of unexpended
hydrazine fuel was destroyed just outside of the atmosphere, with little to no
persistent orbiting debris generated as a result.*

In addition to the U.S. component, there is a significant international piece
to the BMD system. To date, the United States has developed international
agreements and partnerships with six other nations, including Japan, the United
Kingdom, Australia, Denmark, Italy, and the Czech Republic. The extent of the
agreements varies depending on the partner country’s needs and perceptions.
For example, when the Japanese embarked on a defense development program
after the 1998 DPRK launch of the TD-1, they leveraged off U.S. assets and
technology to develop and deploy land- and sea-based capabilities, including
SM-3 interceptors and the Aegis system on Japanese Maritime Self-Defense
Force ships.*® Another example was the proposed European component ne-
gotiated by the George W. Bush administration (2001-09), which consisted
of a mid-course X-band radar sited in the Czech Republic and a field of ten
ground-based interceptors in Poland for the purpose of intercepting ICBMs
from Iran bound for Europe or the United States. A mid-2009 assessment by
the U.S. intelligence community of the slowly developing long-range ballistic
missile threat posed by Iran prompted a decision by the Obama administration
to concentrate instead on a phased, adaptive approach dealing with the more
immediate medium-range threat using current and proven, cost-effective tech-
nology (i.e., the Aegis BMD/SM-3 system).*

The key to success—and the challenge—is integration. The nature of BMD
is such that a single platform cannot execute the mission by itself. Once sensors
are cued, their data pass along a series of “kill chains” that tie in with multiple
command and control nodes as well as weapon platforms, knitting together
the whole into an effective web of redundant paths and capabilities. The wide
range of missile threats generates requirements from BMD systems-of-systems
that lend themselves to cooperative or collective defense measures between
threatened states at both the bilateral and multilateral levels.
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Missile Defense Contributions

The 2006 National Security Strategy of the United States mandated, among
many changes, a new way to establish deterrence based on the changed threat
environment of the new century.*® Similarly, the U.S. Navy’s “A Cooperative
Strategy for 21st Century Seapower,” released in 2007, states in its opening
lines that: “[W]e believe that preventing wars is as important as winning wars*
BMD’s contribution to securing freedom in and access to the global commons
lies chiefly in the role it plays in deterrence calculations, and implicitly in the
cooperation its development requires between nations and their respective

armed forces.

New Deterrence Calculus

The twenty-first century is clearly emerging as a multi-polar environment whose
emerging nodes exhibit varying strengths and weaknesses. While the final form,
if indeed one can be defined, is still unclear, what is clear is that the symmetrical
offsets that evolved during the Cold War and underpinned deterrence between
the United States and Soviet Union will not be present in the foreseeable future.
Nowadays, we face a significantly more complex environment with a multiplic-
ity of state and non-state actors, numerous media channels for transmitting
intent, and multiple vectors for inflicting varying degrees of harm to individual
states or alliances.”” Operationally deployed, credible missile defenses provide
a necessary part of this new deterrence, primarily by (a) helping to deny the
desired benefits of, and (b) imposing unacceptable costs on, an aggressor’s de-

terrence calculations.*

Regional Stability Enabler

An additional benefit of BMD is the regional stability engendered when the
United States and its regional partners and allies undertake joint and combined
activities. During the Cold War, the extension of the U.S. nuclear deterrent
“umbrella” over the European members of NATO, combined with the presence
of U.S. forces on European soil, served as a guarantor of continued U.S. engage-
ment in the region, even when tensions were high. This in turn removed any
perceived need on the part of the allied non-nuclear states to obtain nuclear
forces of their own.

The credibility of the guarantee, however, was directly tied to the credibility
of the U.S. strategic nuclear forces, and a perception on the part of the So-
viet Union that the United States would indeed be willing to “trade New York
for Moscow” in the event of a nuclear exchange. The slightest variation in ei-
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ther side’s forces—whether it was the re-deployment of U.S. missiles back to
the United States or the emergence of a new capability like the Soviet SS-20
intermediate-range ballistic missile in the late 1970s—was bound to increase
tensions and controversy within the transatlantic alliance.*” Similar guarantees
today may carry less credibility in certain regional conflicts and conditions.
Credible missile defenses, especially those that can be brought to a theater of
conflict on sea-based platforms, may serve to supplement, if not supplant, nu-
clear weapons as a new guarantor of U.S. engagement and support because of the
perceived greater willingness to use non-nuclear defenses against a nuclear threat.
Indeed, the 2007 Maritime Strategy implies this is a viable course of action:

Effective Theater Security Cooperation activities are a form of extended deter-
rence, creating security and removing conditions for conflict. Maritime ballistic
missile defense will enhance deterrence by providing an umbrella of protec-
tion to forward-deployed forces and friends and allies, while contributing to the
larger architecture planned for defense of the United States. . . . We will use for-
ward based and forward deployed forces, space-based assets, sea-based strategic

deterrence and other initiatives to deter those who wish us harm.*®

Still, the demands in terms of training, sensor and network resources, and
weapons can be daunting and exceptionally challenging to resource-constrained
nations and regions. Nevertheless, adding regional partners to a defense net-
work leverages capabilities, enhancing forward presence and domain security
while bringing about improvements via integration and interoperability. Co-
operating with partner nations and their forces early in the development pro-
cess, especially those with common assets, will ensure a common baseline from
which to work and build.

Summary and Transition

“When all else fails—when all the negotiations have broken down, when
there is a missile in the air—you have to have the ability to destroy it,
because the only other ability that you would have would be to apolo-
gize to those that have died.”

Lieutenant General Henry ‘Trey’ Obering, USAF (retired)*'

The qualitative and quantitative proliferation of ballistic missiles, and the
widespread transition to nuclear or other WMD capability, is one of the most
significant dangers to the global commons and to national decision makers in
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the new century. The advent of credible, conventional ballistic missile defenses,
however, provides a means to address this threat. No one nation can go it alone,
because of the multitude of threat sectors and delivery vehicles. Thus, coopera-
tion among allies and partners on the development and deployment of missile
defense assets is necessary to achieve the full benefits of missile defense.

Nations and their leaders need no longer face a Hobson’s choice of esca-
lating conflict or surrender in the face of aggressive action. Effective, credible
ballistic missile defenses will provide the means to terminate conflict while
protecting and securing homelands, deployed forces, and by extension, access
to and use of the global commons.



9 Air Superiority
Mort Rolleston

Emerging Competition in the Air Domain

The first chapter of this book describes how the global commons are rapidly
becoming more interwoven and interdependent through new developments
in networking, connectivity, and speed. While these developments consider-
ably strengthen the military combat power of the United States and its allies,
they also have lowered the bar for state and non-state actors to compete ef-
fectively in the commons. This has been especially true in the air domain, the
military sphere related to the global common of international airspace.

By connecting and integrating its sensors and shooters in air, space, and
cyberspace, the American military, with some of its allies, has revolutionized
its ability to achieve and maintain air superiority. At the same time, as the per-
meability of the outer space and cyberspace commons has grown, potential
adversaries are learning to exploit this interdependence to pose new and seri-
ous threats to traditional allied superiority in the air domain. In tandem, state
competitors are swiftly developing new capabilities that pose direct threats to
air superiority. Together, these concerns will likely force the United States and
its global partners to dramatically alter how they achieve and maintain air su-
periority, which is essential to ground and maritime operations.

This chapter briefly summarizes these issues to establish a framework for
further discussion and analysis. It first defines and delineates air superiority
and the operations necessary to achieve it. It then describes how air superior-
ity greatly depends on space and cyberspace, and why air superiority is, in turn,
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often essential to the conduct of ground and maritime operations. Following
this, the chapter turns to the emerging threats the United States and its allies face
over the next decade or two as they work to achieve and maintain air superior-
ity not only within the air domain, but also through preserving key enablers in
space and cyberspace. It concludes with a discussion of possible ways to counter
or mitigate these threats.

Defining Air Superiority and the Role of Counterair Operations

Freedom of access to, transit through, and the use of the air domain, which con-
sists of the atmosphere up to the point where “air-breathing” vehicles can no
longer sustain flight (roughly twenty-eight miles above the earth), requires air
superiority. The U.S. Department of Defense (DoD) defines air superiority as
“that degree of dominance in the air battle of one force over another that permits
the conduct of operations by the former and its related land, sea, and air forces at
a given time and place without prohibitive interference by the opposing force.”
Per U.S. joint doctrine, offensive and defensive counterair operations “at-
tain the desired degree of air superiority required by the [Joint Force Com-
mander] to accomplish the assigned mission . . . normally . . . as quick as
possible.”? The goal of offensive counterair operations is to “prevent the launch
of enemy aircraft and missiles by destroying them and their overall supporting
infrastructure prior to employment.”® This is achieved by: (1) attack operations
that target enemy air and missile forces on the surface and their infrastruc-
ture; (2) suppressive actions to neutralize, destroy, or degrade surface-based
enemy air defense systems;* (3) fighter escort in support of air operations; and
(4) fighter sweeps to seek out and destroy enemy aircraft or targets of oppor-
tunity in a designated area.” The goal of defensive counterair operations, in
concert with offensive counterair operations, is “to provide an area from which
forces can operate, secure from air and missile threats.”® Defensive counterair
operations consist of: (1) active air and missile defense that directly “destroy,
nullify, or reduce the effectiveness of air and missile threats against friendly
forces and assets”;” and (2) passive air and missile defenses, which minimize
the effectiveness of hostile air and missile threats by such means as detection,
warning, camouflage, concealment, deception, dispersion, and protective con-
struction.® Since Will Dossel examines missile defense in Chapter 8, this chap-
ter will instead focus on the remaining aspects of joint counterair operations.
While counterair operations are a primary function of the Air Force in the
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U.S. military, it is essential to emphasize that, given the importance of air supe-
riority, all services play key roles. The U.S. Army Air and Missile Defense Com-
mand focuses on countering adversaries’ offensive air and missile capabilities.
The U.S. Navy provides fleet air and missile defense as well as theater-wide
offensive counterair capabilities. The U.S. Marine Corps conducts counterair
operations for its ground forces, as well as for the joint force commander.’

In addition to its basic doctrine, the U.S. Air Force articulates how it achieves
and maintains air superiority in both its Global Strike (GS) and Global Persis-
tent Attack (GPA) CONOPS (Concept of Operations). As described by the GS
CONOPS, “previous strategies have depended on U.S. forces having sufficient
time to build up in theater. . . . Potential adversaries may recognize and attempt
to exploit this strategy. . . . They are acquiring advanced anti-access systems that
threaten to discourage U.S. intervention, fracture coalitions, or prevent coalition
forces from operating at desired locations.”® To counter this, the GS CONOPS
states that “in the initial hours of a developing conflict, joint forces will employ
low-observable and standoff systems, to execute rapid strike against anti-access
targets and/or other HVTs [high value targets] and to ‘kick down the door’ and
gain access to denied battlespace. The advanced capabilities built into the GS
CONORPS are designed to allow joint/coalition forces to survive against advanced
and/or numerically overwhelming IADS [Integrated Air Defense Systems] at the
onset of operations. It will be necessary to attack certain critical targets without
waiting for degradation of the air defenses.”!! In turn, the GPA CONOPS dis-
cusses how the Air Force will sustain overall air superiority with both advanced
air-to-air capabilities and the effective suppression of enemy air defenses in a
theater after joint forces achieve initial access through the GS CONOPS."

The key idea to take away from these concepts is that achieving and main-
taining air superiority entails much more than just destroying enemy aircraft.
It also means taking down enough of the adversary’s air defense and ballistic
missile systems so that the bulk of joint and allied forces can operate with an
acceptable level of risk of attack from the air domain.

Reliance on other Military Domains

Especially since the first Persian Gulf War (August 1990 to February 1991),
achieving and maintaining air superiority has increasingly required a combi-
nation of capabilities inherent to other military domains, especially space and
cyberspace.”® In part, this is because more counterair operations are conducted
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through cyberspace, using both computer network attack and electronic war-
fare to affect enemy command and control systems, air defenses, missile sites,
and airfield facilities." Counterair operations are also being more frequently
conducted on land, especially though direct special operations and conven-
tional ground force occupation of territory to deny the adversary the ability to
hide air defenses or ballistic missiles.'

More importantly, allied forces are increasingly able to exploit space and cy-
berspace to achieve and maintain air superiority through network-centric war-
fare. For example, current counterair operations and their associated training
assume ready access to precision intelligence, surveillance and reconnaissance,
(ISR), and virtually unlimited bandwidth—which mostly preside in the space
and cyberspace domains. Network-centric warfare is defined as “an information
superiority-enabled concept of operations that generates increased combat power
by networking sensors, decision makers, and shooters to achieve shared aware-
ness, increased speed of command, higher tempo of operations, greater lethality,
increased survivability, and a degree of self synchronization.”'¢ After experienc-
ing considerable command-and-control difficulties and delays during Operation
Desert Storm (1991), the U.S. military aggressively exploited new technology to
greatly expand its command-and-control networks, largely through satellites
that permit forces to go almost anywhere in theater with the same connectiv-
ity they would have within the United States. In addition, the U.S. military has
generated new wide-area, but limited access, airborne networks dedicated to par-
ticular tasks (such as the NATO standard Link 16). Sensor and communications
packages on current platforms are also being used in innovative ways to further
improve network-centric warfare. For example, the stealthy F-22A Raptor has
significant ISR capabilities in its existing configuration, with much more to come
as the APG-77 (V) 2 Active Electronically Scanned Array radar and ALR-94 in-
ternal Electronic Support Measures system mature. Fighters are rapidly evolving
beyond force application assets to also become very effective C2ISR (command,
control, and ISR) platforms that feed a knowledge-based architecture."”

This unprecedented networking of sensors, decision makers, and shooters
in the air, space, and cyberspace domains has revolutionized allied ability to
achieve air superiority and allowed significant reductions in force structure.
More specifically, network-centric warfare provides or allows:

« A “first view, first shot, first kill” capability for fighter aircraft;

+  Precision navigation and positioning through the Global Positioning
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System, plus targeting data to enable accurate strikes by aircraft-
delivered precision-guided weapons;'®

+  Secure command and control that is essential for the planning, direction,
warning, and deployment of forces (including key support functions
such as refueling);

+ Joint commanders to strike not only preplanned targets, but also un-
planned targets of opportunity that unexpectedly emerge during a
mission;"

+  Unprecedented persistent global awareness, using satellites uncon-
strained by earthbound geopolitical limitations. In turn, this enhances
real-time knowledge of enemy locations and the ability to map terrain,
assess battle damage, and collect weather and environmental data;

+ Improved survivability of air assets by rapidly detecting, locating, and
tracking mobile air defense systems and immediately passing the data to
threatened platforms;*

+  Force Projection (particularly mobility) assets to much more effectively
establish and maintain forward air bases and associated agile combat
support; and

+ Special operations to provide key intelligence on ground targets for air
strikes and/or conduct direct action that destroys or disrupts adversary
assets.

Indeed, the air, space, and cyberspace military domains have grown so in-
terdependent that for many years the U.S. Air Force advocated the concept that
air and space represented “a single and seamless ‘aerospace’ continuum.”?! In
addition, after the stunning success of the integration of space-enabled ca-
pabilities with air operations during the first Gulf War, the Air Force took a
number of actions to integrate space assets with the larger warfighting com-
munity.”? Recently, the Air Force also amended its mission statement to reflect
the importance and interdependency of these three military domains: “The
mission of the United States Air Force is to fly, fight and win . . . in air, space
and cyberspace.”*

Air superiority, in turn, is a key enabler of joint and coalition operations on
land and at sea, especially in so-called “high-intensity” conflicts. To quote U.S.
joint doctrine: “Historically, air superiority has proven to be a prerequisite to
success for an operation/campaign because it prevents enemy air and missile
threats from interfering with operations of friendly air, land, maritime, space,
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and special operations forces (SOF), assuring freedom of action and move-
ment.”** The GS CONOPS adds that air superiority “is essential to sustained
warfare and offers protection of friendly forces, enables access to the battlespace,
provides freedom to maneuver, restricts adversary intelligence gathering, deci-
sion cycles and movement, and empowers the ability to project friendly engag-
ing forces.”” Many historical examples demonstrate how critical air superiority
is to the success of operations.” Indeed, since World War Two, most enemy
casualties in conventional conflicts have been inflicted from the air.’

Rising Threats through the Air Domain

The United States and its allies have enjoyed virtually unchallenged air supe-
riority for many years, in part because they have been involved in operations
against adversaries with limited means to challenge that superiority. The threats
to air superiority are growing rapidly, however, and are amplified by the reality
that, in many cases, adversaries only have to deny air superiority rather than
establish it themselves to succeed.

In the air domain, the primary threat comes from so-called integrated air
defense systems, which are a combination of fighter aircraft, ground-based tac-
tical and strategic surface-to-air missiles (SAMs), anti-aircraft artillery systems,
short-range air defenses, and man-portable air-defense systems that may be
guided by infrared or radio frequency methods.? Today, there are over fifty na-
tions (double that of ten years ago) that fly so-called fourth-generation fighter
jets that are equivalent in performance to America’s fourth generation fighters
(the F-15, F-16, and F/A-18). These legacy fighters still comprise the bulk of the
U.S. force structure and will for at least two more decades, until they are even-
tually replaced or retired. Non-U.S.-made fourth generation fighters include
the Russian-made Su-27 Flanker and MiG-35 Fulcrum F the Chinese-made
Jian-F-10B and Shenyang J-11B, and the European-built Saab JAS 39 Gripen,
Eurofighter Typhoon, and Dassault Rafale. Many possess the latest active elec-
tronically scanned array radars and beyond-visual-range air-to-air missiles.”

Since the 1973 Middle East “Yom Kippur” War, however, the primary battle
for air superiority has been between fighters and surface-to-air missile (SAM)
systems.*® Potential adversaries are developing and deploying much-improved,
longer range, more mobile, and more electronic-warfare-resistant air defense
systems, often referred to as “double-digit SAMs.” This new generation of
mostly Russian-built SAMs includes the SA-10 (with a range of 49 nautical
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miles), SA-20 (108 nm), HQ-9 (81 nm), and SA-21 (over 200 nm), as well as
the SA-N-20 and HHQ-9 naval SAMs. Currently, eleven nations possess these
advanced SAMs, with a twelfth awaiting delivery; at least seven more countries
are believed to be seriously interested in obtaining them.** SAMs have also be-
come “more mobile and lethal, with some systems demonstrating a ‘shoot and
move’ time in minutes rather than hours or days.”*> Making matters worse,
they are easily hidden among non-combatants and in crowded urban environ-
ments, or protected in hardened and deeply buried bunkers that are difficult to
affect with conventional weapons. As a result, many SAMs “may remain hidden
until they actually engage”;* allies thus require the ability to strike them within
a mere five to ten minutes of detection before they are able to hide again.** In
sum, many analysts believe that most, if not all, fourth-generation fighters are
very vulnerable to this new generation of SAMs.*

The challenge of achieving air superiority is further complicated if a foe
should choose to minimize the use of, and therefore expose to attack, its mobile
air defense systems, and/or keep them defensively dispersed. This could poten-
tially deny air superiority, regardless of adversaries’ future capabilities. Indeed,
during the 1999 conflict in Kosovo, the Serbs did just that. Serbia ended up
firing only 800 SAMs at NATO aircraft over the seventy-eight day war, mostly
without any radar guidance, and downed only two aircraft. However, “the per-
sistence of a credible SAM threat throughout the Kosovo air war meant that
NATO had to dedicate a larger-than-usual number of strike sorties to the SEAD
mission to ensure reasonable freedom to operate in enemy airspace. Thus, fewer
sorties were available . . . to allocate against enemy military and infrastructure
targets. . . ” In addition, NATO had to place high-value ISR platforms in less-
than-ideal orbits, and often had to adopt defensive tactics and flight patterns
that limited the effectiveness of many sorties. Despite these extensive SEAD ef-
forts, NATO could only confirm destruction of three out of the Serb’s estimated
twenty-five mobile SA-6 batteries and ten out of forty-one SAM radars.*

Beyond the fighter jets and mobile air-defense systems that potential adver-
saries are procuring, other considerations must be factored into achieving air
superiority against a capable enemy, especially in the future. As articulated in a
recent RAND Corporation analysis, air superiority requires that, in addition to
uninterrupted access to the space and cyberspace domains, allied forces must
possess: (1) secure bases within about 500 nautical miles to generate sufficient
air sorties; (2) low-observable (often called “stealth”) capabilities to penetrate
the adversary’s air-defense systems; and (3) beyond-visual-range missiles.”” The
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RAND analysts consider it an open question whether the U.S. military and its
allies can depend on any of these key enablers of air superiority in the future.

First, most of the areas in which the United States and its allies expect to
operate in the future will likely have: (1) limited access to forward bases (for
political and/or geographical reasons, especially given the considerable dis-
tances inherent to much of Asia and the Pacific region); or (2) forward bases
(including aircraft carriers) located in an anti-access environment threatened
by evolving ballistic missiles (short-range, intermediate-range, and anti-ship)
or cruise missiles (land and air-launched), air-to-ground or air-to-surface
strike fighters or bombers, or diesel electric submarines equipped with torpe-
does and anti-ship cruise missiles.”® The lack of an adequate number of bases
could hamper generation of the large number of air sorties needed to accom-
plish many operational objectives during a major conflict.

Second, the value of stealth capability in future conflict is being called into
question by emerging sensor technologies, such as those currently being in-
tegrated into SA-20 and SA-21 air defense systems, as well as Russian- and
Chinese-made fighters.* Stealth-type aircraft also have significant maintenance
problems that may prevent them from being available in sufficient numbers
to prevail against numerically superior foes.*” Furthermore, most current and
planned low-observable aircraft, even if their stealthy characteristics are not
countered in the long run, are restricted to a limited combat radius because
refueling tankers cannot penetrate heavily defended airspace.

Third, regarding the effectiveness of beyond-visual-range missiles, history
shows that during the Vietnam War (1959-1975), the versatile AIM-7 Spar-
row air-to-air missile was expected to achieve a 0.70 Pk (probability of kill)
but in actual combat demonstrated a dismal 0.08 Pk. As of early 2009, the
new-generation AIM-120 advanced medium-range air-to-air missile has dem-
onstrated a 0.59 Pk (seventeen missiles fired for ten kills) only in permissive
conditions, against aircraft without operative radars or electronic countermea-
sures. This raises concerns over the AIM-120’s performance against technologi-
cally advanced fighters fitted with countermeasures.*!

Mounting Threats in Other Domains

As described earlier, air superiority has become very dependent on a broad net-
work of sensors, decision makers, and shooters that often reside in or use the
space and cyberspace military domains. It is a double-edged sword, however,
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as those enablers that have revolutionized the ability of allied forces to achieve
and maintain air superiority are also vulnerable to attack:

+  Computer network attack capabilities in the cyberspace domain
threaten the networks and information systems on which air superior-
ity depends.*

+  Electronic attack capabilities threaten to jam or otherwise disrupt data
transmissions to assets in the air and space domain. Obvious key tar-
gets include the Global Positioning System, which supports almost
every precision weapon and unmanned vehicle for navigation and near-
precision targeting, and various satellite communications platforms.
This category also includes use of ground-based lasers.

+ High-altitude electromagnetic pulses (caused by nuclear detonations
in the upper atmosphere) and high-power microwave devices (non-
nuclear devices using a special coil component or reactive chemicals)
threaten satellites, electrical systems, and microcircuits over thousands
of miles (in the case of the former) or electronic equipment in a more
limited area (in the case of the latter).*

+ Anti-satellite weapons using kinetic-kill vehicles, electro-magnetic
pulses, directed-energy, radiofrequency, high-power microwave, or
micro-satellites will threaten satellite assets.**

Unfortunately, defenses against these threats, which are discussed in more
detail by Glenn Zimmerman and Steven McPherson in Chapter 6 and Mike
Manor and Kurt Neuman in Chapter 7, are quite limited. Establishing effective
countermeasures will certainly require significant international agreement and
cooperation, given the global scale of these domains and the scope of existing
treaty regimes as outlined by James Kraska in Chapter 4.

How to Mitigate Imminent Threats

These growing challenges to air superiority beg the question of how to counter,
or at least mitigate, those threats. While various studies and war games suggest
some possible answers, most have their own constraints, tradeoffs, and limita-
tions to consider.

Perhaps the most widely discussed alternative solution is to develop a force
that can conduct counterair operations from beyond the range of enemy air-
defense systems and ballistic missiles, instead of sending mostly short-range



140 Mort Rolleston

fighters from vulnerable forward bases to penetrate air defenses that will more
than likely defeat them anyway. Indeed, this proposed solution was the focus
of the first U.S. Air Force Future Capabilities Games in the late 1990s, after a
1995 study on future anti-access capabilities delivered alarming findings. Not
surprisingly, during the first game in 1998, the alternative force, which pos-
sessed a long-range standoff strike capability, performed much better than the
planned future force, which was capable only of mostly forward-based short-
range strikes. The game also highlighted, however, that such a long-range
strike force would require significantly enhanced C4ISR (command, control,
communications, computers, ISR) capabilities.* Therefore, the second Future
Capabilities Game in 1999 compared how an alternative force with target-
quality ISR capabilities capable of looking deep into defended airspace would
do compared to the baseline force that lacked this ability. Not surprisingly, the
game strongly suggested that such “deep look” ISR is indispensable to a long-
range, standoff strike force that intends to limit or neutralize an adversary’s
anti-access capabilities.*® Many additional independent studies and analyses
have reached a similar conclusion about the need to alter the balance between
short- and long-range strike assets away from short-range and more towards
long-range.*”’

The two Future Capabilities Games succeeded in bringing the issue of stand-
off warfare to the attention of the senior Air Force leadership and identifying
the necessary capabilities (a long-range, standoff strike force with “deep look”
ISR) to achieve it. The response, however, has been mixed. The senior leader-
ship did add the term “Global Vigilance” to the Air Force Vision as a critical ca-
pability and committed to add more resources to ISR.*® While the Air Force has
spent significantly more on ISR over the past decade, especially for unmanned
vehicles, a key ISR enabler, the Space Radar, still faces very significant techno-
logical and budget hurdles.” In addition, the U.S. Air Force has been hesitant
to adjust its force-structure mix between short- and long-range strike assets, al-
though recent budget constraints have forced it to reduce its short-range strike
force structure.’® Until the 2006 Quadrennial Defense Review directed the Air
Force to develop a new long-range strike platform (known as the Next Genera-
tion Bomber) by 2018, it had not been actively pursuing such capabilities, wait-
ing instead for expected revolutionary technologies to develop by the 2030s
that would support a new generation of bombers. The Office of the Secretary
of Defense, however, recently proposed to both buy more overall short-range
tactical fighters (mostly additional F-35s), and “not pursue a development pro-
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gram for a follow-on Air Force bomber until we have a better understanding of
the need, the requirement, and the technology.”>!

Another key component of an effective standoff strike force are extremely
fast long-range missiles fired from outside the range of enemy air defenses that
can strike designated critical targets before they can hide. The only apparent
options in the foreseeable future are either hypersonic missiles (which are ex-
pected to travel at least Mach 5) or supersonic (Mach 3) cruise missiles. Hyper-
sonic technology, however, is not expected to become available for at least
twenty more years.”> Supersonic missiles, while technologically feasible, may
not be adequate from a time-sensitive targeting perspective. They would take
twenty minutes to strike critical targets 500 nautical miles inside an air defense
network, while the requirement is to strike mobile targets within ten minutes
of detection before they can hide again. Even the twenty-minute timeframe
would be under ideal circumstances, in which an adequate number of aircraft
were already deployed in the air just outside of the adversary air defense range
and had access to enough bases within 1,500 nautical miles.*

In addition to its dependence on some combination of the capabilities
described above, another key question facing the standoff warfare concept is
whether it can strike enough targets from long distance to adequately support
joint operations against a major adversary. During Operation Iraqi Freedom
(2003), for example, the United States expended nearly 20,000 guided muni-
tions and almost 200,000 non-guided munitions over forty-three days, much
of it by short-range fighters that could fly numerous sorties where they had
complete control of the air domain.* Could so many targets be struck in a
cost-effective manner from outside the range of advanced air defenses in the
same time frame? One standoff warfare concept would be to have new “arsenal
planes” and/or “arsenal ships” loaded with missiles just outside of enemy de-
fenses. Even if such platforms could fire enough missiles to replace short-range
fighter sorties, however, the cost might still be prohibitive. Even today’s rela-
tively slow standoff munitions are forty to one hundred times more expensive
than direct-attack munitions delivered by short-range fighters, and future hy-
personic or supersonic missiles would almost certainly be even more expensive
by several orders of magnitude.” One way to mitigate this issue would be to
use only enough standoff munitions to destroy adversary air defenses and bal-
listic missile threats to forward bases, to then enable short-range fighters to
move forward to conduct the bulk of persistent strike operations.

Possible alternatives to long-range, standoff strike missiles would be to
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deploy expendable unmanned vehicles® or autonomous munitions that can
penetrate heavily defended airspace from a distance and loiter close to a time-
sensitive critical target, striking quickly when the target appears. Some very
preliminary forays into this field have been made in recent years. The United
States has already armed its first generation of unmanned vehicles, such as the
Predator and Reaper, with air-to-ground munitions and used them frequently
in operations over the past decade. Their cost, however, has yet to drop to a
point at which they will be actually expendable, nor can they survive modern
air defenses. The DoD has also begun to develop munitions that can autono-
mously strike targets if delivered to the general vicinity. The Wide Area Search
Autonomous Attack Miniature Munition, formerly known as the Low Cost
Autonomous Attack System, is an advanced-technology prototype started in
1998 by the U.S. Air Force and the Defense Advanced Research Projects Agency.
To date, its biggest technological hurdle, autonomous target recognition algo-
rithms, appears to have been overcome. The understandable cultural reluctance
to remove a human from the decision loop, however, which is necessary for an
effective standoff weapon in defended airspace, appears to be threatening its
survival. The deployment of enough expendable unmanned aircraft or autono-
mous munitions to take down advanced air defenses at an affordable price will
require further technological advances, not to mention changes to applicable
law, doctrine, and international agreements—something that will likely take
many years to achieve.

Another possibility might be to take down air defenses through more ad-
vanced information operations, especially using computer network attacks. It
is far from clear, however, whether advances in these methods will: (1) be ad-
equately capable in the foreseeable future to replace the need for air or missile
strikes (the effectiveness of cyber attacks on such targets is arguably maximized
when combined with kinetic strikes); and (2) be adequately measurable in
terms of battle damage assessment to know whether the attack was successful.

Defeating or mitigating threats to key enablers of air superiority in space and
cyberspace are addressed in more detail in other chapters. In very broad terms,
maintaining superiority in space will first require effective capabilities that
provide situational awareness to determine, for instance, whether damage to a
space asset is actually caused by an adversary and, if so, trace the source of the
attack. Then, it will likely require a way to either disrupt or destroy the adver-
sary’s counterspace capability, or successfully defend against it. Other possible
options to mitigate the loss of critical space-based assets include: (1) creating
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redundancy by moving space-based C4ISR to air-breathing platforms such as
aircraft or high-altitude airships, and/or creating backup capabilities on them;
(2) developing a significant space response capability, so that damaged space
assets could be replaced relatively quickly with new, small satellites; and (3) de-
veloping new technology to reduce or eliminate the dependence of counterair
operations on space-based assets. Maintaining superiority in cyberspace will
require corresponding attribution and attack capabilities within that domain.
Given that such capabilities to maintain superiority in space and cyberspace
are years from fruition, analysts and planners are exploring ways to adequately
conduct joint operations should access to space or cyberspace be denied by a
competitor.

Summary

“Since the air, space and cyber domains are increasingly interdependent,

loss of dominance in any one could lead to loss of control in all. Thus,

superiority and freedom of action—the historically proven predicates

of all joint operations, in all warfighting domains—cannot be taken for

granted. No modern war has been won without air superiority. No fu-

ture war will be won without air, space and cyberspace superiority.”
General Michael Moseley, Chief of Staff of the Air Force®”

Superiority in the air domain, a key prerequisite of joint and allied military
operations on land and at sea for the foreseeable future, especially in so-called
“high intensity” conflicts, is at risk. While the United States and its allies have
enjoyed virtually uncontested air superiority in recent decades, that luxury is
quickly diminishing due to the development and proliferation of new threats—
not only within the air domain, but also toward key enabling assets in space and
cyberspace. Countering or at least mitigating these threats will be very difficult,
but essential, if the United States and its allies wish to continue using the air do-
main to support and conduct joint and coalition operations. Future solutions
will likely require significant changes in platform design, force structure, and
concepts of operations that could, if all else fails, include the conduct of opera-
tions without air superiority, and all the resulting challenges that would create.



10 Sea Control
Thomas Bowditch

CONTROL OF THE SEAS—the term itself has almost a magical aura, having
been blessed by the figurative father of American naval strategy, Alfred Thayer
Mahan.! Sea control suggests at once distant access to the riches of foreign
trade and near protection from foreign enemies. It has been especially mean-
ingful for great maritime powers, particularly Britain for more than three cen-
turies before the Second World War, and the United States across the decades
since. Given the great changes the world has seen over the last quarter century,
however, it is reasonable to ask whether our understanding of sea control has
changed as well. This chapter will explore sea control within the context of its
traditional meaning, and examine how today’s security situation has poten-
tially altered our calculus.

The singular characteristic of today’s world is globalization, and nothing
proves the connectedness of the planet more than the contagious financial melt-
down that began in 2007. By the same token, no medium illustrates as aptly as
the sea the altered significance of the world’s commons in light of intensifying
globalization and the ever-changing security situation. What happens in one
place on the planet can have immediate repercussions in distant, once inaccessi-
ble, corners of a world now washed by the same universal commons. There is an
unprecedented global movement of financial instruments such as money, cur-
rency value interactions, and the like, but also of goods, information, ideas and,
naturally, people. An absolutely essential element of the interconnected global
system is free trade among nations, and most of that trade moves by sea.?
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What has changed today? As the international financial system and the net-
work of interconnected economies, including commerce, become more and
more sophisticated, they also provide more targets and become more suscepti-
ble to disruptions by hostile actors such as adversarial states, terrorist groups, or
non-state actors. The global commons, especially the sea, facilitate the actions
of these groups and individuals by giving them a space with limited controls or
oversight in which to move around and in which to move things around. In this
sense, the sea is the ideal medium, fluid and anonymous. What does control of
the sea mean in this new interconnected world, where seafaring is both more
useful and more dangerous?

The Meaning of Sea Control

Sea control is a conflict term: it connotes nations at war and the contest over
freedom to use the interconnecting medium of the sea as part of a nation’s
grand strategy for victory. To quote Julian Corbett,

The object of naval warfare must always be directly or indirectly either to se-
cure command of the sea or to prevent the enemy from securing it. . . . [T]hat
the object of naval warfare is to get command of the sea actually connotes the
proposition that the command is normally in dispute. It is this state of dispute

with which naval strategy is most nearly concerned.’

The essence of the matter is the ability to operate at will at sea, or within some
specific area of the oceans. In defining sea control there is, as Corbett alludes,
an element of conflict; when the sea is uncontested, we do not control it, we
simply use it. While fighting in Iraq, for instance, the United States supplied its
forces ashore in the Middle East largely from the sea. U.S. Navy Military Sea-
lift Command shipping transited the Atlantic and the Mediterranean, through
the Suez Canal and the Red Sea, out into the Indian Ocean, up to the Strait of
Hormuz, and finally through the Persian Gulf to Kuwait’s ports. Free use of the
seas was nowhere contested along this route: no enemy submarines or aircraft
threatened the ocean supply lines. Only in the Persian Gulf was there ever any
suggestion of war-like hostility, and that came from the sometimes threaten-
ing posture of Iran’s various naval forces. The re-supply of the war effort in
Iraq represents the traditional use of the global commons as a non-sovereign
highway, because opponents in Iraq did not have the wherewithal to challenge
freedom of maritime transit.
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Two important aspects of sea control have remained valid across the chang-
ing face of warfare, from the Peloponnesian Wars (431-404 BCE) to the Cold
War. First, battle between ships at sea is seldom, if ever, a strategic end in itself.
Navies fight at sea, and seek to control this or that patch of the great ocean, for
the effect those engagements have on the situation on land.* Second, no sea
power, however great, ever controls all of the oceans all of the time. Sea control
is a transient phenomenon; it is never complete, either geographically or tem-
porally. In war we do not hold the sea as we do the land; we use it and move on.
As Mahan observed, “The first and most obvious light in which the sea presents
itself from the political and social point of view is that of a great highway.”> Not
all parts of this highway are equally important, nor can any one country hope
to control the entirety.

The government of the United States, as much or more than any other state,
thinks globally about sea control. With a permanent battle fleet in Northeast
Asia and another in the Persian Gulf, and the command structure for a third
in the Mediterranean, the U.S. Navy has a right to claim near-global coverage.
In addition, American warships routinely transit other important regions such
as the Indian Ocean, the Southeast Asian archipelagos with their all-important
choke points, and the great expanses of Oceania. More recently, the United
States has even kept a naval presence in the Gulf of Guinea and off the coast of
South America, areas where the need for sea supremacy is questionable. Still, no
one would argue that it holds sway over all the oceans all of the time, nor does it
need to. What the United States will not abide is a condition where it must seek
any other country’s leave to operate as it sees fit on the high seas, to ply its com-
merce freely in peacetime, and to deploy its warships as needed in wartime.

This is the reason the U.S. Navy will conduct freedom-of-navigation opera-
tions when the freedom of the high seas is contested by another power. It was
upholding this principle when the Sixth Fleet’s carriers clashed with the Libyan
air force in the Gulf of Sidra in 1981. Without freedom of the seas, the United
States and its Western allies could not have defeated either Germany or Japan
in the Second World War.

Sea denial is the flip side of control: one side seeks to deny the use of the sea,
or some part of the sea, to be accurate, to its enemy, while sea control is over-
coming the enemy’s efforts at denial. Denial is never as effective as control, nor
is it a war-winning strategy; it buys time and might prevent some attacks, but
it does not further strategy or push big objectives forward. In reality, there are
only a small number of wartime uses that rely on control of the sea. The sea is
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used to move things across it, like goods, supplies, people, and equipment, and
a part of the sea is also used to move things across the beach, like supplies for
friendly forces, as well as some variety of power projection. To put something
across a beach requires a port in a benign environment, or a sea base of some
description in a hostile environment.® This is all the more important as the
United States and its allies continue to see their access to forward bases in criti-
cal theaters diminish. Sea control is the essential facilitator of maritime power
projection. In theory this is fairly simple, yet as will be described in more detail
below, what complicates the equation in today’s global commons is the evolu-
tion of weapons technology.

Another important concept is sufficiency. Total sea control, even in a geo-
graphic area of importance, is not always necessary to accomplish the strategic
objective for which use of the sea is critical.” The corollary for air control is
captured in the difference between “air superiority” and “air supremacy.” When
one side in a conflict enjoys air supremacy, the other side does not fly. When
superiority is enough, there will be challenges, but not sufficient to deny the use
of the air domain. The same is true at sea. Early in World War Two, the United
States helped mount a sea-borne lifeline to Great Britain, without which the
lone, embattled island would not have survived. Known as the Battle of the At-
lantic, convoy escorts continued throughout the war despite staggering losses.®
Enough got through to keep Britain alive, and later to carry the war to Berlin. It
is interesting to note that while the early phase of the Battle of the Atlantic was
clearly a defensive operation whose purpose was to keep enough sea control to
supply Britain, once the United States was well engaged in the war, protection
of the Atlantic convoys became a strategic engagement that reduced the Ger-
man U-boat threat enough to allow the Normandy landings.” The role of sea
control is aptly illustrated here: war in Europe was a land war, but the sea was
its crucial enabler. Meanwhile, on the other side of the world, the Pacific was an
oceanic theater, and the war there consisted mostly of battles at sea or on island
outposts. Still, the final victory required a cruelly chastened Japan to accept its
existential helplessness ashore.

Changes in the International System

Myriad changes in the international security system are changing all of the
global commons, and the sea in particular. Piracy, terrorism, transnational

crime, and the clandestine movements of WMD and other weapons all make
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the policing of international waters much more than a task for law enforce-
ment. The vastness of the sea lends anonymity to its users, and awareness of
the ocean’s transient habitation is necessarily limited. Improving that aware-
ness in peacetime is understood to be a function of maritime security; in war
it becomes the essential role of intelligence, surveillance, and reconnaissance in
sea control.

More recently, the distinction between sea control and maritime security
has begun to blur. In the fight against international terrorists and increasingly
bold and well-armed pirates, the weapons systems and the tactics, techniques,
and practices of war are useful, but it does not require the kind of sea control
described above; both kinds of operation fall within the realm of maritime
security. For the forces of disorder, smuggling goods or contraband, even the
elicit movement of people, by sea does not require controlling the sea, only the
temporary use of it—sharing, as it were, Mahan’s highway. Interdicting such
illicit activities is a function of maritime security as well. Moreover, just as the
commons belong to everyone, so the task of maintaining security in ordinary
times falls alike to all users of the sea. Maritime powers like China and Japan
recognize this when they send warships to the Gulf of Aden to help in the fight
against piracy.' It is also obvious that these and most other countries have a
direct interest in free passage of the sea lanes that carry their oil.

Another distinction that is blurring is the margin between the global com-
mons themselves. Control of the sea, for example, can no longer be assured
through ocean-going assets alone. Free use of the air commons, and space and
cyberspace as well, is essential to operate effectively at sea, which is more than
simply promoting joint operations. It means the sea can no longer be thought
of as a discreet medium insofar as security is concerned.

The Evolution of Maritime Strategy

What, therefore, of the future of sea control? There is no question the security
environment, and with it allied naval strategy, has changed dramatically since
the end of the Cold War. The guiding principles for the operational use of the
U.S. Navy at the height of the Cold War were contained in the unpretentiously
named Maritime Strategy, which was developed through the early 1980s and
first published as a classified document in 1984. By the time its third formal
iteration was signed in 1985, this document was essentially the strategic blue-
print for how the U.S. Navy intended to defeat the Soviet navy."! The strategy
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depended on global maritime superiority over the Soviet navy, integrating of-
fensive operations in the seaward approaches to the Soviet Eurasian homeland
with ground operations on the NATO flanks in Europe. It also depended on
tying down Soviet naval forces into a defensive posture, to minimize threats to
the reinforcement and resupply of Europe, and American allies and forces in
Asia, by sea. This was, in short, a sea control strategy.

Everything changed with the collapse of the Soviet Union at the end of the
1980s. This was captured in the 1992 joint U.S. Navy and Marine Corps white
paper, “ .. From the Sea,” which signaled a shift by the naval services from
an emphasis on Cold War-era power at sea to the projection of power from
the sea."* The American Navy had come out of the Cold War the undisputed
sovereign of the seas, without peer or even serious challenger. The focus in
those early post-Soviet years was on the projection of power ashore as part
of joint operations, and sea control was assumed, as was the ability to operate
unfettered in proximity to potentially hostile coastlines.'’ This offensive power-
projection ethic is nicely summed up in the following assertion by a Chief of
Naval Operations at the time: “Sea Strike is what we are all about. It is first and
most importantly about being on the offensive. It is the ultimate reason we re-
main forward deployed: To impose the will of our nation on our enemies when
all else has failed.”**

The notion of sea control shifted again with the events of the morning of
11 September 2001, and the Navy, like the rest of the American defense estab-
lishment, began thinking in terms of counterterrorism and asymmetric war-
fare. As the decade progressed, with the United States increasingly distracted in
the Middle East, alterations in the international security situation became in-
creasingly evident. The proliferation of better anti-ship missile technology, the
rise of a near-peer competitor in China, a resurgent Russia, and the persistence
of the global pestilence of terrorism, all combined to bring the U.S. Navy to
another crossroads in strategic thinking.!* The effort to produce the Navy’s new
strategy began under then-Chief of Naval Operations Admiral Michael Mul-
len, in 2006. The key concept—that deterrence by promise of punishment had
to be understood in broader terms, including how to influence the maritime
dimensions of societal conditions that lead to terrorism and insurgencies—
found expression initially in the “Naval Operations Concept” and the “Navy
Strategic Plan,” produced respectively in 2006 and 2007.'6

This transformed perspective was codified in “A Cooperative Strategy for
21st Century Seapower” (often referred to as the “New Maritime Strategy”),
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published in October 2007 and signed by the heads of all three U.S. maritime
services: the Navy, the Marine Corps, and the Coast Guard."” This new strategic
approach completes the shift from a narrow focus on power projection to an
integrated effort to fold the Navy into the nation’s “soft power” capabilities as a
counter to the causes of terrorism and revolution, by providing humanitarian
assistance and preventing conflict as opposed to waiting until combat becomes
the only option.'®

At the high end of conflict, the “New Maritime Strategy” also returns the

Navy to a sea control emphasis:

Critical to this notion is the maintenance of a powerful fleet—ships, aircraft,
Marine forces, and shore-based fleet activities—capable of selectively control-
ling the seas, projecting power ashore, and protecting friendly forces and civil-

ian populations from attack."”

In fact, the strategy calls for regionally concentrated, forward-deployed task
forces with the combat power to do three things: limit regional conflict, deter
major war, and win an undeterred war as part of a joint or combined force. The
strategy is specific enough to identify the Western Pacific and the Persian Gulf
as areas in which U.S. naval combat power will have a permanent presence.

Sea Control Remains Key

Sea control is once again central to the U.S. Navy’s strategy for major war fight-
ing. The United States, with its allies, will always fight its wars as far forward as
possible, and control of the sea lines of communication is an essential prereq-
uisite for serious fighting abroad. The in-place network of overseas bases the
United States once relied on, however, has been largely dismantled since the
end of the Cold War as the U.S. military has withdrawn from its forward pos-
ture of containment.? What this means, among other things, is that when al-
lied countries seek to project serious power ashore in some future hostile land,
they will more than likely do it from the sea. Control of the sea will be essential
if a protracted conventional war is fought with a major state, and a dominant
blue-water navy—to protect the critical sea lines of communications, escort
trade, and contest challenges to freedom of navigation—remains vital to free
and orderly use of the sea in an increasingly dangerous and crowded world.

In the traditional sense of sea control as described earlier, the United States
is without peer. In a recent speech, the U.S. Secretary of Defense described the
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U.S. Navy’s battle fleet, in terms of tonnage, as being larger than the next thir-
teen navies of the world combined.” In a future war, the increased lethality of
ship-borne anti-aircraft defenses will likely make the modern nuclear attack
submarine at least as important to offensive control of the high seas as the air-
craft carrier was in the Pacific in 1943. Again, to quote “A Cooperative Strategy
for 21st Century Seapower”: “There are many challenges to our ability to exer-
cise sea control, perhaps none as significant as the growing number of nations
operating submarines, both advanced diesel-electric and nuclear propelled.”*
This is the reason the U.S. Navy has recently increased its emphasis on antisub-
marine warfare.” It is also why the U.S. Navy’s battle fleet continues to empha-
size both aircraft carriers for power projection, of which there are eleven, and
nuclear-powered attack submarines for offensive sea control, at a total of fifty-
two.* For comparison, Russia and China operate a combined total of twenty-
three nuclear subs. As Secretary Gates’ assessment of tonnage indicates, the
U.S. Navy outweighs any combination of possible competitors in terms of large
cruisers, guided missile destroyers, and smaller frigates. The big fleet paradigm
has a distinguished pedigree. For centuries, navies ranked themselves by sheer
power, ship-to-ship match-up, weight of capital warships, number and caliber
of guns, and overall destructive capacity, on the assumption that one day in
some future conflict, the navies of the world’s principal powers would meet at
sea for a winner-take-all slugfest. Although such decisive naval confrontations
have occurred throughout history, from Athens’ defeat of Persia at Salamis in
480 BCE to the Battle of Midway in 1942, fleet-to-fleet engagements on the
high seas are not likely to characterize warfare in the future.

The Extremities Fray: The High End

We are entering an era in which fleets will find themselves matched against
asymmetric threats, both at the “high end,” where adversaries launch anti-ship
missiles from sea or shore while their targets are still hundreds of miles over
the horizon, or at the “lower end,” nearer the shore, where mines and swarms
of deadly little boats and in-shore rocket launchers can overwhelm larger,
more capable ships. At these two ends of the spectrum, allied superiority may
no longer be certain. More likely than a war with a peer competitor nation
that has a sophisticated blue water navy is a limited engagement over a specific
flash point, in which allies seek to project power over an adversary’s beach, or
into the littoral waters close aboard an adversary’s coast. This is most likely to
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happen in either of the two regions singled out for continuous naval presence
in the “New Maritime Strategy,” the Persian Gulf and the Western Pacific.

What does the spread of sophisticated anti-access weaponry, designed to
keep power projection forces well back from the coast, mean for claims of al-
lied sea control? In the 1990s and into the early years of the following decade,
naval planners appeared confident that planned capabilities for countering the
maritime anti-access threat would be sufficient to overwhelm emerging enemy
systems, and allow the future operation of sea bases in relative proximity to
an enemy’s coast. This was at a time when the sea base was envisioned to lie
fairly close, no more than twenty-five to one hundred fifty nautical miles off
the enemy coast. The primary threat at the time was understood to be anti-ship
cruise missiles, which the Navy anticipated destroying at the launch site with
its own missiles, or defeating after launch, either with surface-to-air missiles or
terminal defenses of one kind or another.”

In the early years of the twenty-first century, U.S. maritime strategy continued
to assume the Navy had the technology to assure it access to the world’s oceans,
and to those littoral regions in which it might need to project power across a
hostile shore.? A main pillar of “Naval Power 21,” the sea services’ strategy in
2002, sums up the prevailing wisdom about getting close enough to an adversary
to make a difference: “We assure access. Assuring sea-based access world-wide for
military operations, diplomatic interaction, and humanitarian relief operations.
Our nation counts on us to do this.””” Note the similarity of intent, if not in tone,
in the following statement from the “New Maritime Strategy” of 2007:

In times of war, our ability to impose local sea control, overcome challenges to
access, force entry, and project and sustain power ashore, makes our maritime
forces an indispensable element of the joint or combined force. . . . Reinforced
by a robust sealift capability that can concentrate and sustain forces, sea control

and power projection enable extended campaigns ashore.?

That level of confidence does not appear evident anymore among most
fleet planners. Among emerging anti-access threats, the anti-ship missile seems
most immediate. The Chinese, as the most serious example, are developing a
medium-range ballistic missile equipped with maneuverable reentry vehicles
(MaRVs) capable of steering the warhead after reentry, and with the ability
to “recognize” the outlines of an aircraft carrier. This technology, in develop-
ment since at least 2006, apparently makes use of the CSS-5 ballistic missile
airframe (range in excess of 1,500 km), includes a mid-course target update,
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and has terminal geo-locating guidance for the warhead.” The missiles would
be incorporated into a broad-area maritime surveillance and targeting system
that includes very powerful over-the-horizon radars, and takes advantage of
the electro-magnetic emissions of the carrier.” This medium-range networked
anti-ship ballistic missile system represents a remarkable asymmetric attempt
to control the sea from the shore.’!

Such technology is by no means easy to achieve, but if the Chinese can get
there so can others and it will change the sea control calculus dramatically.?
China’s interest in developing such weapons is essentially defensive. The Chi-
nese seek to keep third parties, such as the United States and its allies, out of
their coastal and near-island areas, so they are free to address territorial issues
like Taiwan on their own terms, if need be. The U.S. military’s assessment is
that improvements in Chinese weaponry, such as anti-ship missiles, as well
as investments in foreign-made systems, are actually changing the military
balance in East Asia.”> During the Vietnam War (1961-1975), the U.S. Navy
enjoyed complete freedom on Yankee Station, the uncontested waters of the
South China Sea from which American carriers bombed North Vietnam. More
recently, U.S. carriers have operated unopposed in the Persian Gulf and North
Arabian Sea off the coast of Pakistan, flying sorties into Iraq and Afghanistan in
support of coalition operations. It has been a long time since a blue water navy
has had to fight its way to an enemy’s shores.

There would seem to be two choices for an offensive navy when confronted
by long-range, land-based anti-ship weapons: avoid or defeat the shore-
launched missiles while operating from the sea base, or stay out of harm’s way
altogether. On the one hand, a greater standoff range allows better maneuver,
an open ocean where decoys can be used and surveillance avoided, and more
time for disrupting the missile’s targeting solution. On the other hand, how-
ever, standing well out from shore puts vulnerable attack airplanes a long way
from the relative safety of the ship, of necessity reduces their weapons payload,
and can require extensive refueling by the carrier strike group. When the mis-
sion is power projection, the launch platforms have to come to within some
reasonable distance of the enemy shore.

Admiral Horatio Nelson famously warned, “A ship’s a fool that fights a
fort” What he meant was that a ship was foolish to stand off from the shore,
in range of the long guns of a fortress, and slug it out. The fort could always
take much more damage than the wooden ship of Nelson’s era. Naval strategist
Wayne Hughes suggests that the missile threat in this century can be addressed
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by maneuver: the fleet “must exploit the longstanding advantage of operational
maneuver from the sea in such a way that the forces ashore will be a day late and
a salvo short.”** While maneuver, speed, deception, and more will all be used by
any prudent commander, it seems clear that the source of the missile itself will
need to be addressed. Given the range of, for example, a Chinese CSS-5, how-
ever, it is unlikely to be the current generation of carrier aircraft that does the
addressing.” Allied forces will need the synergism of multi-service contribu-
tions to control this corner of the global commons. Air Force bombers could go
after the missile launch sites before launch, provided targeting and intelligence
about intent were sufficiently nuanced. Timing would be everything in this,
especially since at least some of these missile launch systems are mobile. Also
important will be networked battle geometry, meaning the ability of widely
separated but interconnected elements of a battle force to be mutually support-
ive and reinforcing in their effects.*

In short, foolish though allied forces may be to fight a fort, maintaining
freedom of the seas in the future will require joint forces, spearheaded by naval
forces, to reach out and touch the land. This is another example of the blurring
of the commons and the loss of the luxury of one-service offense and defense
within a chosen corner of the global commons.

The Extremities Fray: The Low End

At the other, “lower” end of the anti-access spectrum, there is the matter of
fighting a smaller, coastal navy that deploys asymmetric capabilities such as
small, fast missile boats and small, quiet submarines designed to overwhelm
larger capital ships. Just as at the higher end of this sea control spectrum, it is
the possible need to project power over a hostile shore that could bring allies
into conflict with a smaller coastal navy. There are a growing number of na-
tions that operate more and more sophisticated submarines. Given the impor-
tance of the Arabian Gulf to many nations’ energy security and other interests,
and the open hostility of the government of Iran toward many Western na-
tions, Iran’s naval and other forces can serve as a good illustration of a low-
end, asymmetric coastal threat. In addition to three Russian-built Kilo-class
diesel-electric subs and a number of midget submarines, the Iranian Navy op-
erates one destroyer, a small number of frigates and corvettes, and some twenty
to twenty-five missile craft, mostly the French-designed Combattante II. Also
of significance to sea control in the Gulf, Iran operates more than a hundred
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light patrol and coastal combatants. Iran’s missile craft mount a number of
sophisticated anti-ship sea-skimming missiles (mostly Chinese-built or based
on Chinese designs) equipped with inertial navigation systems and ranges that
are considerable for combat in the littorals.”

The threat from Iranian anti-ship cruise missiles, launched either from fast
patrol boats or from shore installations, is significant in itself, but that threat is
compounded by asymmetric tactics such as so-called “swarming.” In this sce-
nario, numerous small, rocket- and missile-armed patrol boats, referred to as
fast inshore attack craft, would attack much larger, slower warships, overwhelm-
ing their close-in defense systems. In addition to the Aegis radar system, current
plans for combating such threats include using the Hellfire missile coupled to a
radar detection and laser illumination system.’® Naval helicopters armed with
Hellfire can extend the range of defenses. The U.S. Navy is busy now experi-
menting with new tactics, techniques, and procedures for countering swarm
threats. A key element in responding to the challenge will be an increased de-
pendence on air and sea coordination demanding the close integration of mul-
tiple service platforms. Iran also possesses a significant number of mines, many
of which are much more powerful than those used effectively inside the Gulf
during the so-called “tanker wars” in the 1980s.*® Sophisticated counter-mine
tactics are being developed based on combinations of high resolution sonar,
video systems, and remote control mine detonating devises. The U.S. Navy will
also rely on new classes of ships, including the recently fielded Littoral Combat
Ship, to defeat the range of low-end, asymmetric coastal threats.

In an all-out contest in the Gulf, there can be little question how the fight
would come out. During the above mentioned “tanker wars,” the U.S. Navy
swept the Iranian Navy from the Gulf with little difficulty.** Here, as at the
high end, the option of standing off has appeal, given that small coastal navies
suffer from restricted range and endurance. The problem is when some essen-
tial requirement, such as escorting friendly merchants or clearing mines, drives
navies into range of the asymmetric enemy. Iran has continued to improve
its arsenal of in-shore weapon systems, missiles, mines, submarines, and fast
boats, and although the conventional superiority of allied naval forces would
no doubt prevail, the contest would be costly. Reducing that cost will require
both innovations in tactics and new technologies, and an increased reliance on
coordinated operations and training with allied partners, who can contribute
platforms such as minesweepers and smaller, but fast and well-armed vessels in
the corvette class.
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Conclusion

To reiterate, there are only two uses of the sea in war—moving things over the
water and sending things over the shore. It is the evolution of anti-access weap-
ons and techniques, medium-range networked anti-ship missile systems at the
high end and asymmetric small platforms and swarm tactics at the low end,
that threaten to prevent the essential functions of sea control.

The U.S. Navy, with its allies, can no longer assume it controls the oceans of
the global commons, especially at the ends of the sea control spectrum. Allied
naval forces are probably more vulnerable at the high end due to the emerging
medium-range anti-access and area-denial threat from ballistic missiles. At ei-
ther extremity, the difficulty will be getting close enough to an unfriendly coast
to make a difference. Solutions will depend on a combination of technology
and tactics as well as an understanding of the interdependence of the global
commons. Joint training and operations that integrate disparate but contribu-
tory capabilities will also be essential, if allies really mean to both control the
sea-lanes where they need them and project power when they have to.
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Introduction

The interconnectivity of global actors, realized by continual interactions be-
tween and among individuals, teams, networked groups, organizations, and
nations, has qualitatively changed the world and, by extension, the strategic
environment in which we operate. The 2008 Joint Operating Environment re-
port acknowledges this quality of the environment in its language: “There is
one new watchword that will continue to define the global environment for
the immediate future—interconnectedness.”! Information and communica-
tion technologies have accelerated globalization, whereby goods, labor, capital,
information, and knowledge flow through the media of the global commons,
with relatively little interference.

In contrast to predictions that globalization would bring about a global
convergence of culture, however, it has instead driven cultural and national
groups to become increasingly reflexive about their own culture and identity
in relationship to those of others.? The dynamics of the global environment are
complex. From the interaction of agents (whether individuals, teams, networks,
organizations, or nations), novel higher-level systemic patterns and structures
emerge whose properties and capacities cannot be predicted by knowledge of
the individual components of a system.’

Different institutions have coined various terms to refer to these types of
natural and social systems that operate beyond equilibrium, with the capacity
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to learn, adapt, and evolve. The Santa Fe Institute, which has been a nexus of
inquiry into complexity science and emergent principles, calls them “complex
adaptive systems.”* John Holland, a pioneer in nonlinear systems, described
such a system as a dynamic network of many agents functioning in parallel,
constantly acting and reacting to what the other agents are doing: “[T]he con-
trol of a complex adaptive system tends to be highly dispersed” and decentral-
ized. “If there is to be any coherent behavior in the system, it has to arise from
competition and cooperation among the agents themselves.”> The overall be-
havior of the system is the result of a huge number of decisions made every mo-
ment by many individual agents based on their internal models of the world.

The interconnected global environment, characterized by interactions
among many players with access to information at every moment, offers great
opportunities for learning, innovation, collaboration, and the creation of
wealth; yet at the same time, by its very nature it is unpredictable, uncertain,
volatile, and rich with possibility for actors to leverage the same assets to de-
structive ends. How, then, can a society leverage the constructive elements of
newer technology and the environment to gain a competitive advantage for
itself and its allies, as well as advance the common good? Part of the solution
might lie in leadership that influences the behavior of individuals, groups, and
larger social entities to interact in configurations and patterns that encour-
age learning, collaboration, adaptation, and innovation. But what patterns of
collaboration and competition characterize an effective team, a collaborative
project or mission, an organization, or a society? And, significantly, how do we
educate and support civil and military leaders to develop and exercise capabili-
ties to engage constructively in this environment?

This chapter argues that sustaining competitive advantage and working
toward the common good in this dynamic global environment that depends
on the global commons require a new paradigm of leadership. It will not at-
tempt to answer all of the foregoing questions, but rather to build a frame-
work from which to approach them. A major tenet of this paradigm, which
draws from constructive development theory, is that human development is
more than simply acquiring new information, knowledge, or skills, but rather
represents qualitative changes in how we interpret our experience, structure
knowledge, and make sense of the world.® Foundational to this new paradigm
of leadership is an understanding of social processes that enable the emer-
gence of higher-level capabilities in order to respond effectively to the com-
plexity of twenty-first-century challenges.
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This new paradigm, however, encompasses more than simply identifying a
different set of leadership capabilities. This approach understands these capa-
bilities to be applicable in social entities of various scales, from individuals to
work teams, business units, networked groups, and organizations, from cities
to nation-states and world economies. These higher-level capabilities and this
understanding of social reality are not unrelated to each other, in that many
of the capabilities involve acknowledging the complexity and interrelated-
ness of agents and systems. This is a challenging notion because social science
theories that influence our everyday understanding of reality, and thus our
behavior, have generally advocated perspectives that favor one level of analy-
sis or social entity over another, e.g., assuming the individual and individual
action at the “micro” level satisfactorily explain behavior, as opposed to struc-
tural or more macro explanations, or vice-versa.’

An example of a reductionist explanation that favors the individual is the
leader as “hero or scapegoat.” From this perspective, the success or failure of
a project or venture is explained primarily or solely by the mental framework
and/or behavior of the leader, to whom the powers of prediction and control
are attributed, whether consciously or not. These assumptions are embed-
ded in most conventional theories of leadership. If the project succeeds, the
leader is a hero; if the project does not meet the objectives, the leader becomes
a scapegoat.® This perspective does not consider other explanations for suc-
cess or failure at the intermediate and more macro levels of social reality, e.g.,
teams, interpersonal networks, organizations, and societies. Furthermore, not
examining how social entities at multiple levels contribute to outcomes can
lead to an illusory grasp of reality, miscalculation of actual levels of control,
missed opportunities for shaping the environment, and accepting an unreal-
istically high or low level of risk. The perspective put forward in this chapter
does not deny the influence and contributions that individual leaders make to
successful outcomes for projects, missions, and organizations. It simply places
individuals as a social entity in a larger perspective that more closely approxi-
mates reality, considers explanations from multiple levels of reality, and ac-
counts for the emergent properties of systems whereby the interaction of parts
of a whole create the properties of the whole.

Properties of a whole “are the result not of an aggregation of the compo-
nents’ own properties but of the actual exercise of their capacities. These capaci-
ties depend on component properties but cannot be reduced to them since they
involve reference to the properties of other interacting entities.” With regard



162 Sandra M. Martinez

to an example in the global commons, non-state rogue actors on the high seas
frequently act in informal networks whose structures may adapt to perceived
threats and whose allegiances may migrate depending on changing circum-
stances. Our generally accepted understanding of social reality may not be suf-
ficiently complex to capture the actual behavior of these types of social entities;
we should therefore support the development of a strategic understanding of
the interrelatedness of multiple entities and systems, especially among emer-
gent and formal leaders. Furthermore, as much of the work of maintaining the
security of the global commons could be identified as “systemic intervention,”
that is, purposeful action to create change, it is in our best interests to bring to
bear all our collective physical, intellectual, social, and spiritual assets to fur-
ther the common good.! In fact, the global commons, because they represent
a context in which collaboration is required and sovereignty is shared, is the
space that may offer the greatest opportunities for developing leadership mod-
els that are responsive and productive in an interdependent world.

This chapter discusses the need for co-existing models of leadership—
formal, emergent, and shared''—as well as the complex leadership capabilities
required to effectively meet the competing challenges of the global commons.
Three short cases follow that illustrate leadership at different levels: 1) the in-
dividual leader with a formal role collaborating with groups representing mul-
tiple and diverse organizations, 2) the interactions among representatives of
several nations developing collaborative structures and processes to address
a common challenge, and 3) institutional change at the national level. Com-
ments following each case highlight what can be learned both in terms of the
existence and effectiveness of the co-existing models (explained below), as well
as to what degree the case supports or disconfirms the veracity of the com-
plex leadership capabilities associated with the new leadership paradigm. The
first case discusses the experience of Rear Admiral Michael LeFever, when he
served as director of all U.S. military elements participating in disaster relief
after the massive 2005 earthquake in Pakistan. Next, the case of the coopera-
tive mechanism developed for the Malacca and Singapore Straits demonstrates
an international collaborative agreement that codifies governance and shared
responsibilities among nations. Finally, the chapter considers the case of China,
whose response to the availability and use of a broad spectrum of the electro-
magnetic field for defense transformed the country’s military strategy. The au-
thor closes the chapter with recommendations for leadership education and
some remarks on the role of leadership in the future.
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Co-existing Models of Leadership

From the perspective of complexity science, the global environment consists
of overlapping and intersecting complex physical, biological, and social sys-
tems that respond and adapt to internal and external conditions. These systems
are not symmetrically nested within one another to build a seamless whole,
but rather can interact as discreet structures or systems within systems, with
permeable and changeable boundaries. Organizations adapt by seeking a con-
structive balance between exploitation and exploration to guide their decisions,
a process that may or may not be deliberate. This method applies to social en-
tities both larger and smaller than the organization, from the team to more
macro collectives including the state and society, as well as international con-
sortia consisting of multiple organizations or nations.

Within complex adaptive systems, an agent is an individual person or a
group of individuals possessing a dominant purpose.'? Emergent leadership
arises from agents exercising their capabilities, and from interactions from
which emerge novel structures, patterns of influence, and information flows
that will allow the organization to adapt to the environment and respond to
challenges as they develop. Within this churn of change, power relationships
shift among agents over time. Ashby’s law of requisite variety states that all liv-
ing things must respond with sufficient heterogeneity to the variety of the en-
vironment in order to survive, while simultaneously making selective decisions
about which capabilities to develop and which responses to choose, so that they
do not waste resources.”® This law applies equally to social systems.

Because of the paradoxical requirements for both efficient exploitation of
existing capabilities and the need to invest in new capabilities, several leadership
models must exist simultaneously within a social entity. First is the hierarchical
type, the traditional model of formal leadership that efficiently orchestrates a
centralized effort to exploit resources. Second is emergent leadership that arises
from the interaction between agents, and which can exercise new and otherwise
dormant capabilities to meet present and future challenges. A third leadership
response, that of shared leadership, co-exists with formal and emergent leader-
ship. It describes the patterns of exchange and relationships characterized by
sharing power that often arise among team members.'*

There is an inherent tension among these different models of leadership.
Although this dilemma cannot be resolved with edicts from the top down, a
formal leader can choose to build and/or support a culture or environment
that encourages patterns of interaction that lead to emergent leadership and
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can engage in shared leadership. Viewing leadership in this way can help dispel
the notion that leadership is necessarily embodied in one individual, in favor of
an understanding of “leadership as a dynamic process where several forms of

leadership (formal, emergent, shared) co-exist and co-evolve.”"®

Operation Lifeline:
Disaster Relief after the 2005 Earthquake in Pakistan

Although leadership is exercised at many levels within the hierarchy of a social
system, and the process of social interaction results in several possibilities for
leadership, the quality of leadership demonstrated by individuals continues to
contribute to successful outcomes. Rear Admiral Michael LeFever, in his role as
the chief of U.S. military activities during Operation Lifeline in Pakistan, is an
example of a formal leader who is mindful of the legitimacy and the contribu-
tions of many individuals, teams, and other organizations to the success of the
mission. The length of this chapter does not allow a comprehensive analysis of
how LeFever’s perspective and actions meshed with the contributions of these
other entities, but such an analysis would be useful for an integral understand-
ing of the interrelationship of all the systems and entities that contributed to
the success of this operation.

On 9 October 2005, the day after the 7.6 magnitude earthquake struck
Pakistan, most of the world was unaware of the scope and scale of the dev-
astation to the remote North West Frontier and Kashmir regions of Pakistan,
in the high, extremely rugged and mostly inaccessible foothills of the Hima-
layas. Initial estimates of 18,000 dead appeared exaggerated, but as the Paki-
stani government began to realize that the damage far exceeded its original
estimates, President Pervez Musharraf asked for assistance from the United
States. Within forty-eight hours, Admiral LeFever of the Pentagon’s Combined
Disaster Assistance Center and William S. Berger, a regional advisor with the
United States Agency for International Development’s (USAID) Office of For-
eign Disaster Assistance, were in Pakistan. LeFever was asked to undertake the
initial assessments and assume leadership of all U.S. military forces, many of
which were disengaged from combat and stability operations in Afghanistan
and others from units in Germany, the United States, and Japan as well. This
event would turn out to be the worst natural disaster the Pakistani people had
ever faced; final estimates were that 73,000 to 75,000 people died as a result of
the earthquake.
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U.S. military personnel worked collaboratively as a team with USAID to
assist the Pakistani government in many ways. Engineers were sent to oversee
the clearing of the rubble, including the debris blocking roadways into the two
major valleys of the region. Heavy equipment such as backhoes, dump trucks,
and bulldozers arrived by sea. Because most of the hospitals and medical units
in the affected region had been destroyed, a MASH (Mobile Army Surgical
Hospital) unit was sent into the worst-affected area, and was completely set
up within a month of the earthquake, while a second hospital was erected in
the adjacent province. Meanwhile, multiple sorties flew in daily to the affected
areas to deliver relief supplies and take out injured Pakistanis. Before the end
of the mission, which at six months had lasted longer than any previous U.S.
relief effort, U.S. civilian and military personnel would attend to 34,914 injured
Pakistanis, fly 5,204 relief missions, evacuate 3,782 injured Pakistanis, deliver
14,831 tons of humanitarian aid, and build 56 “seahuts” (temporary shelters
from salvaged materials) and several schools. Yet, as attested to by LeFever and
in testimonials by U.S. and Pakistani officials, one of the most powerful legacies
of the mission was the friendships that were built.'®

In e-mail correspondence with Admiral LeFever after this experience, he
emphasized the important role of collaboration and trust-building among all
the players. In his own words:

[F]or the U.S. team, it was unity of command with a common mission and a
highly collaborative campaign plan. In real terms, the U.S. military and USAID
aligned under the U.S. Ambassador to Pakistan, as the President’s representa-
tive, and we agreed on a common mission: to provide humanitarian relief and
improve US-Pakistani relations. Playing to the organizational strengths we each
brought to the table—aligning diplomacy and policy with U.S. military where-
withal and capacity with USAID’s relief experience—we collectively forged the
campaign plan that made it explicit who would handle what and how we would
interact and work together. Collaboration among the agencies was a key to the
success of this project. ... There was a huge team-building role to my work
to ensure that we capitalized on all contributors. . .. I learned a lot about the
critical importance of relationship-building as a central tenet of leadership and
to building productive working partnerships. ... My leadership philosophy is
based, in large part, on effective communication and feedback—of goals, ex-
pectations of performance, mission alignment, clear standards of accountabil-

ity and responsibility, and two-way communication in well-defined channels."”
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LeFever’s leadership in this mission demonstrates several capacities that ap-
pear to be vital for the effective leadership of complex operations in a dynamic,
uncertain, and volatile environment of the global commons. To effectively lead,
cooperate with and, in general, work productively with a broad range of play-
ers, LeFever had to be able to accept and appreciate the multiple perspectives,
mind-sets, and value systems with which others approached their work, and
also have the capacity to bring these disparate groups together to achieve con-
structive outcomes. The level of adaptability he demonstrated points to a high
level of cognitive complexity; that is, he has a sufficiently complex cognitive
framework and related set of behavior patterns (a later stage action-logic'®) to
respond effectively to very diverse types of situations and challenges.

The capacity to collaborate, share power, accept new ideas, and work in-
clusively and effectively with agents representing different positions and
points of view, is critical for success in complex environments. An ability to
be profoundly aware of and frequently reassess one’s own assumptions is a
prerequisite for these sorts of capacities and level of leadership. Additionally,
an understanding of the interrelationship of social systems and the learning
process also contributes to successful leadership. The following list of capabili-
ties' reflects the qualities leaders need if they are going to respond successfully
to challenges in the global commons.?® The case of Admiral LeFever’s strategic
leadership supports this model.

1. Sufficient cognitive agility to reconcile multiple and diverse mental
frameworks.?! Especially in the arena of national security, it is nec-
essary to tolerate and strive to understand individuals and groups of
people who have very different values and assumptions about reality.

2. Sufficient cognitive complexity to respond and adapt to diverse and
changing environmental and internal stimuli. From the perspective of
complexity, individuals, teams, organizations, and societies must have
enough variety in their cognitive frameworks to be able to adapt to a
range of circumstances. A subset of the capability is a high degree of
self-awareness, which will enable the entity (whether an individual, or-
ganization, or society) to identify the assumptions being brought to a
particular setting, and to understand the limits of their application.?

3. A worldview consistent with complexity. This ability is demonstrated by
a willingness to embrace uncertainty and change as opportunity, to
learn from diverse points of view, and to tolerate differences.?
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4. Willingness to accept mutual feedback and power sharing. In a world
where many have access to information and knowledge, it behooves
even the most powerful agent (whether among systems of individuals,
teams, organizations, or nations) to share power in order to draw from
the resources of many, to learn more readily, and to successfully influ-
ence others to join in a larger collaboration for the common good.*

5. An ability to recognize emergent patterns in both social and physical
systems.” In an increasingly complex and uncertain world where it is
hard to predict and control events, and where the ability to influence
and shape future conditions is our lever for constructive action, it is
important to recognize patterns of behavior as they emerge.

6. The flexibility to harness collective intelligence by working in an inclu-
sive, collaborative way. Effective leaders grow communities of trust by
encouraging conversation, building the means to share information,

and supporting mutual understanding.?

7. Anunderstanding of the social and cognitive processes that underlie learn-
ing. A leader who understands how learning takes place will better be
able to make decisions that support knowledge management—both
the exploration and exploitation of ideas—to reach the organization’s
stated shorter-term goals and longer-term strategic objectives.”

8. The presence of mind to maintain perspective from multiple temporal re-
alities concurrently. This is the capacity to be aware of and responsive
to the present, while simultaneously maintaining an active awareness
of how the past is influencing the present, as well as the possible conse-
quences of current actions in the future.?®

In terms of the three co-existing models of leadership—formal, emergent,
and shared—Admiral LeFever’s experience in coordinating Operation Lifeline
illustrates patterns of interaction that run across social levels from the indi-
vidual to the collective, as many diverse participants in the relief effort formed
networks of influence that worked not only to respond to immediate needs,
but also built relationships and capacity for the future. LeFever, as the formal
leader of U.S. military operations, provided longer-term coherence and focus
to the mission, yet at the same time, he and his team were able to share leader-
ship with other teams representing many different groups. These teams ex-
changed information, made sense of the dynamic situation collectively, and to
some degree made collaborative decisions. Success at this level of complexity
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also requires emergent leadership, whereby different leaders arise to take charge
of different tasks dependent upon their competencies and qualities. Formal
leaders working in these types of operations need to understand the dynamic
complexity of social processes and the importance of collaboration, as well as
support the emergent properties of the leadership process, as did LeFever.

The Co-operative Mechanism
for the Straits of Malacca and Singapore

The development of what is known as the Co-operative Mechanism as a frame-
work for governance of the Straits of Malacca and Singapore represents a mile-
stone in international maritime collaboration among the littoral states, users of
the Straits, and other stakeholders with interests in this region. The framework
emerged from years of collaborative dialogue among the three littoral states
that border the Straits (Indonesia, Malaysia, and Singapore), working with
the International Maritime Organization and its Secretary-General, Efthimios
Mitropolous. Participants at the inaugural meeting in Singapore included rep-
resentatives from major shipping and trading nations such as China, Japan,
the United States, Germany, and Greece, as well as major trade organizations
such as the International Chamber of Shipping and the International Associa-
tion of Independent Tanker Owners. Launched in September of 2007, the Co-
operative Mechanism offers collaborative arrangements within which partici-
pants can “exchange views, jointly undertake projects or make direct monetary
contributions, via a regular platform for dialogue, a committee to co-ordinate
and manage specific projects, and a Fund to receive and manage direct finan-
cial contribution for sustainability.”?

This agreement was seen by many to reflect the commitment of the Straits’
stakeholders to work cooperatively to address mutual concerns about naviga-
tional security, access, and environmental protection. As emphasized earlier, the
highly interrelated quality of the global environment presents new challenges,
especially to maritime safety and security. The problems of drug and human
traffickers, terrorism, the proliferation of weapons of mass destruction, piracy,
and hijacking tend to flourish in the progressively more congested global wa-
terways. Some analysts identify the creation of social mechanisms and techno-
logical and political platforms to maintain global maritime domain awareness
as the next critical step for improving maritime security and safety for all stake-
holders.*® Such an initiative involves gathering data on patterns of traffic and
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the characteristics of those using the seas and waterways, collectively “making
sense” of the findings—that is, giving meaning to the patterns of behavior and
changes in these patterns—and then acting on them.

The technological capacity exists to gather, pool, and process the data; to
achieve a functional system, however, long-standing tendencies to mistrust and
resist sharing information and knowledge, among both state and commercial
users, must be overcome. Stakeholders also must be willing to develop and
share their expertise in the area of data analysis, for example, create algorithms
to separate real threats from false alarms, and develop threat evaluation matri-
ces and anomaly detection processes. The high seas are vast in scale and scope,
and such a system would require a high level of collaboration to achieve a real-
time picture of the global flows of traffic along the world’s oceans. This system
will also require higher-level leadership capabilities.

The high levels of collaboration required to support the maritime security
initiative call for leaders with broad capacities for sharing information, knowl-
edge, and power, and the disposition to give and receive feedback. With regard
to the analytical elements of the technology, leaders will need to maintain an
explicit awareness of the assumptions embedded in the algorithms to make
sense of the information, and to frequently re-evaluate these assumptions if
the process is to render valid knowledge and insights. Further, overcoming the
social and political hurdles of sharing information among many entities will
require a tolerance and acceptance of differences, the ability to generate and
maintain relationships of trust, and the capacity to harness collective intelli-
gence to develop and maintain comprehensive maritime domain awareness.
Whether their leadership is formal or emergent, those who exert influence to
accomplish this broad initiative will need to create a process that is responsive
to innovation, sense-making, learning, adaptation, and the larger strategic ob-
jectives of affected communities.

Transformation in China’s
Information Operations and Military Strategy

The transformation of Chinese military strategy in recent years offers a provoca-
tive case study of how flexible, adaptable leadership can meet the challenges of a
rapidly changing strategic environment. The willingness to respond to new con-
ditions by re-evaluating existing concepts and their relationship to one another
is an important capability of leadership at all levels, from the individual or team
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to the organizational and national levels. In this case, the Chinese have been in-
fluenced by and are acting on the possibilities offered to them by the electromag-
netic spectrum and computer networks. This is not to say that China is foremost
in the areas of information, cyberspace, or network warfare; rather, the case de-
scribes what we can discern from open source documents about the learning
process at an institutional and national level in China, and how the abilities to
learn and adapt contribute to institutional and national change and innovation.

Since the late 1990s, the Chinese military has been rethinking, and then
reformulating, its military theories, planning, management, and strategies, in
a process that emphasizes the significance of information warfare (IW). Chi-
nese leaders characterize this transformation as a response to the emergence of
technologies that support electronic warfare and computer network warfare,
which have brought about changes in the structure of combat power, the meth-
ods of combat operations, and the principles for directing combat operations.’!
Chinese definitions of information operations emphasize control of informa-
tion and countermeasures, rather than solely information superiority.*> Major
General Dai Qingmin of the People’s Liberation Army wrote in 2002 that the
Chinese concept of integrated network-electronic warfare is an offensive strat-
egy with the objective to effectively destroy the enemy’s electronic information
system.” Further, the theorists explicitly describe a cognitive focus for informa-
tion operations, the objective of which in electronic, computer network, and
psychological warfare is to gain control of the opponent’s cognition and belief
systems, and ultimately, decision-making processes.**

The Chinese science of military strategy uses formally defined comprehen-
sive assessments to analyze the potential impact of several factors on strategy
and power. This approach is highlighted by Dai and his co-workers in the scope
they define for operations, targets, and outcomes, in the 2005 Study Guide for
Information Operations Theory:

The broad sense of information warfare, also known as strategic information
warfare, refers to countermeasures and combat using information and infor-
mation technology by two sides in a conflict as a means of gaining information
superiority in the areas of politics, the economy, science, technology, diplomacy,
culture, and the military, both in the civilian and military realms, during peace-

time or in times of war, either on the battlefield or off of it.*

Although Chinese theorists such as General Shen, whom many consider
to be the father of Chinese IW, began writing on the subject of IW in 1985,
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little was done to advance the concept until the latter part of the 1990s. Since
the late 1990s, many publications, especially books and conference proceedings
from the Chinese Academy of Military Science, have appeared on the subject.
Also, the Chinese learned from their observations of the use of IW during the
conflict in Kosovo (1998-99), the Persian Gulf War (1991), and the second Iraq
War (May through August 2003). Chinese forces have used organization, mobi-
lization, exercises, and other types of action to implement integrated IW strate-
gies and theories. The attempted penetration of U.S. government or corporate
computers to gain competitive information, such as the April 2009 intrusion
into the F-35 Joint Strike Fighter project data network,* and the acknowledg-
ment, in April 2009, by Solutionary (a top-ranked managed security services
provider) that it had identified 128 acts of cyber aggression per minute against
clients by internet protocol addresses in China,?” offer evidence that the Chi-
nese have begun to put their theories to practice.

At the core of competitive advantage is the ability to process and share data
and information, and thus to create and manage knowledge. One comparative
analysis of the ways in which China and the United States deal with com-
plexity found that the Chinese tend to absorb complexity by “creating options
and risk-hedging strategies,” for example, by means of collaborative relation-
ships that allow them to consider “simultaneously multiple and sometimes
conflicting, representations of the environment.”*® In contrast, the tendency
of Westerners, and particularly Americans, is to reduce complexity by arriving
at a specific understanding of the situation and acting directly on that under-
standing. The trade-off between these two approaches to complexity is that in
the approach favored by the Chinese, complexity absorption, the “goodness
of fit” between any one particular state of the environment and the response,
may be less, but the range of states with which the response can deal more or
less effectively is greater. The U.S. approach, complexity reduction, is special-
ized: while the strategy and responses match well with a particular state of the
environment, they are unable to address effectively a broader range of envi-
ronmental contingencies.

Taking a global view of the Chinese case, two observations can be made.
First, the Chinese have used the emergence of electromagnetic and computer
technology to explore and implement ideas to reformulate their military strat-
egies. They have innovated by re-thinking the relationships among the agents
and elements of war, while remaining cognizant of the social, cultural, eco-
nomic, physical, and security implications. Second, as described above, the
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Chinese have a different manner of responding to complexity from that of
Americans and Europeans. This kind of cognitive complexity—a high level
of self-awareness and awareness of others, and the ability to respond to diver-
sity in the environment—is an important leadership quality.

As nations respond to threats in the global commons, a clear awareness of
our own behavioral tendencies and those of our allies, partners, and opponents
is necessary to forge adaptive tactics, operations, and strategies. Moreover, the
assumptions and values we embed in our scanning systems, the technology
and patterns we use to process and make sense of data, and the learning pat-
terns characteristic of our approach to knowledge creation and management
are critical to competitive advantage and long-term survivability.

Summary

The three cases described above illustrate different aspects of leadership that
might apply to complex situations in the global commons. Admiral LeFever’s
leadership during Operation Lifeline in Pakistan embodies a highly collabora-
tive leadership model and demonstrates the importance of developing trust
among disparate agents working toward a common goal. The case of the Co-
operative Mechanism for governance of the Straits of Malacca and Singapore
illustrates the difficulty of reaching a shared understanding of what the prob-
lems are and how to address them. It highlights the importance of collabora-
tion for information gathering, sharing, sense-making, and collective analysis.
Finally, the case of the reformulation of Chinese military strategy represents
an example of transformation at an institutional level, whereby leaders were
willing to restructure their understanding of the nature of warfare and the re-
lationships between elements of war.

This chapter describes a set of capabilities needed for effective leadership.
These include an awareness of one’s own behavior choices, and the assump-
tions behind them; high levels of cognitive complexity, including the capacity
to act from a diverse repertoire of orientations and strategies; the capacity for
sharing power, and giving and receiving feedback; a broad temporal orienta-
tion; and the ability to recognize emerging social and physical patterns. These
capabilities can be exercised by individuals, teams, networks, organizations, in-
stitutions, and nation-states. The degree to which a social entity successfully
adapts to the complexity of this environment will reflect, to a great extent, the
level of cognitive development of the individual or collective.
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Based on the models of leadership described in this chapter, and the abilities
required for leaders to effectively succeed in complex operations in the global
commons, leadership capabilities should be developed in a multi-modal man-
ner through degree and certificate programs. This can be achieved in the fol-
lowing ways: 1) use leadership assessment tools that are designed to measure an
individual’s cognitive complexity and effectiveness in complex environments;
2) offer useful, reliable feedback to individuals that will help them meet the
challenges of their current and future positions; and 3) design opportunities for
participants to reflect on what they are learning, how they perceive and struc-
ture reality, and how this affects their behavior and overall effectiveness, both
within their organization and in the larger network of individuals with whom
they interact. The academic content of these programs should include carefully
selected material about emergent principles and complex adaptive systems, so
that students develop an understanding of the systems in which they operate,
and have the tools to reflect on their own assumptions and behavioral tenden-
cies when they find themselves in a leadership position. Participants will need
to look for opportunities to experiment and develop these new capabilities, for
example, by choosing low-risk situations at work or using computer-simulated
environments, where they can try moving out of their comfort zone as a way to
increase their levels of effectiveness.

This chapter proposes a new paradigm that sees effective leadership as an
outcome of a process that fosters interaction among individuals, groups, orga-
nizations, and societies to stimulate adaptive, innovative, and constructive con-
figurations of influence and abilities. Although individuals continue to play a
critical role in emergent leadership, leadership is not accurately or productively
conceived solely as the patterns of influence and abilities of one formal leader.
The complexity of national and international security in the global commons
calls for the simultaneous exercise of several models of leadership. In the first,
formal leaders generally coordinate resources using a more centralized, hier-
archical model. For the second, emergent leaders exert influence to harness
collective intelligence, innovate, and/or develop trust, and mobilize other new
and alternative resources to accomplish a project goal or mission. In the third
model, power-sharing occurs among leaders, teams, and organizations. All
these solutions acknowledge that leaders emerge according to the situation and
the need, and organizations must find ways to nurture innovative, adaptable,
and constructive leaders.
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Marco Fiorello and Donald McSwain

A Decision Support Framework

The preceding companion chapters in this book present what the global com-
mons are, why their security is important to the global community, and the ways
in which occurrences in the commons affect national security and the global
system of communications and trade. Decision makers concerned with national
and international security need to know what the state of the global commons
is, when they should be concerned about events or trends in the commons, and
what effects if any can be correlated with the responsive actions they may take.
They need a decision support framework that enables them to make program-
matic decisions and institutional changes that will help ensure stability and
prosperity in the global commons.

Such a framework can provide a means to both gain situational awareness
and then measure the state of the commons and trends of concern. This chap-
ter describes an advanced technology system that aggregates a “big picture”
understanding of the commons through both high-level integration and so-
phisticated displays of measures of effectiveness and measures of performance.
It uses a logic engine to combine both types of measures and normalize sub-
jective and objective data, which can then be used at several levels of decision
making (called decision-making perspectives), for example, from the national
leadership down to operations and training. The chapter presents two scenar-
ios to illustrate the application and utility of the decision support framework

174
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to monitor, assess, and affect the connectivity and stability of the global com-
mons. It goes on to describe future steps for addressing several capability gaps,
and to develop the concept from an “as is” situation awareness tool to a “what
if” assessment tool.

From a military, civil, or commercial point of view, making programmatic
and institutional changes that can help ensure security and prosperity in the
commons requires decision support capabilities that:

+ Provide situational awareness that encapsulates the current state of the
commons (the global commons are similar to but less wide-ranging
than the elucidation of the term military domains, which encompass
the entire operating space of joint forces working with interagency part-
ners and commercial entities);

+ Facilitate the making and implementing of decisions that will help
maintain the stability of the commons; and

+ Ultimately, aid in the conduct of “what-if” assessments to revise poli-
cies, plans, and regimes that will improve the health of the commons.

The design and implementation of a decision support system (DSS) with
the above capabilities faces significant challenges. This chapter will, in three
subsections, lay out a preliminary logic structure that can be used as a building
block toward the eventual creation of a functional system. Specifically, it will
describe:

+ The design considerations and essential characteristics of a system for
global domain awareness. This discussion will pay particular attention
to the design of a common operational picture for domain awareness,
and offer a representative set of decision perspectives.

+  Two illustrations of DSS, using notional conceptual displays for physi-
cally presenting information related to domain awareness, one dealing
with a cyber attack and the second dealing with piracy incidents.

+  Capability gaps and future improvements that will need to be addressed,
to ensure the future security and freedom of the commons.

DSS Design Considerations

A principal focus of DSS design for the global commons is on the informa-
tion needs of decision makers who lead or conduct missions associated with
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securing the global commons. This includes the development of an underly-
ing logical framework for deriving timely, relevant information from collected
data, and the choice of an appropriate display technology for presenting the
information. The goal is to build a DSS that provides effective global domain
awareness, that is, a comprehensive picture of events in the commons that
could affect national security and the global system of commercial and com-
munity interests."

The design of the decision support framework presented here takes a de-
liberate top-down approach that emphasizes, at this preliminary stage, the top
two tiers (strategic and operational) of a decision hierarchy. Additional views,
such as the tactical level or doctrine development, for example, are noted but
are not addressed with any detail in this discussion.

Figure 12.1 depicts a conceptual net-centric architecture, with four critical
system components—geo-spatial, metrics, audio, and video—integrated into
a common operating picture for military and government decision makers. To
support sustained and effective shared situational domain awareness and un-
derstanding, the DSS synthesizes information from four dimensions:

+ dynamic geo-spatial graphics and mapping

+ organized and unambiguous descriptive semantic and quantitative metrics
as graphic representations;

* audio statements with question-answer exchanges; and

*  video presentations and reports.

As shown in Figure 12.1, the DSS will synthesize information that has been
collected at regular and irregular intervals and time-stamped, from a broad
spectrum of semantic (descriptive, verbal) and quantitative data sources (tra-
ditional databases, dynamic sensors, domain modeling, subject matter experts,
and web searches). Before they are presented, all the data for the four system
components will be both temporally and logically correlated, to ensure they
create accurate representations of “reality” across all the pre-defined relevant
decision perspectives. Authorized system users will have access to the “smart
portal,” a network interface for the DSS database, from whatever point on the
network they are working. They will also be able to search or “drill” down to
more specific metrics and displays.

The U.S. Department of Defense Capstone Concept for Joint Operations
envisions a future wherein U.S. joint forces, as a component of regional and the-
ater international partnerships, will conduct a combination of combat, security,
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engagement, and relief and reconstruction activities in support of U.S. and part-
ner interests. The concept recognizes that it will continue to fall to the United
States and its partner nations to protect and sustain the peaceful global system
of interdependent networks of trade, finance, information, law, and governance.
Freedom of action and access around the globe is at least as much a requirement
for the functioning of this global system as it is for the conduct of military oper-
ations. Maintaining sufficient control of the global commons, which encompass
the respective and interdependent military domains of sea, air, space, and cyber-
space, thus will remain a vital piece of future joint force design.? A key enabler
for the effective implementation of this overarching joint concept is a “generic
process of operational adaptation designed expressly to cope with the complex-
ity, uncertainty, and change that will define the future operating environment.”
The DSS described in this chapter is intended to be a fundamental component
for that process of operational adaptation.

An underlying conceptual building block for the proposed commons DSS
design is an adapted version of what is known as the Observe, Orient, Decide,
Act (OODA) Loop, developed by John Boyd and illustrated in Figure 12.2.* The
DSS display and logic engine are applicable in any network-centric environ-
ment, and provide the necessary “feed forward” and “feedback” loops between
the four OODA nodes that are essential to effective decision making.?

The global commons DSS performs the analysis and synthesis functions in
the Orient node of the OODA Loop. The DSS receives or subscribes to a broad
spectrum of automated and human-generated data, and then synthesizes and
transforms the data into displays of information that promote domain aware-
ness for decision makers.

The logical foundation of this DSS design is a set of organized and unam-
biguously defined terms, an ontology of domain awareness in the commons,®
that derive explicitly from the principal decision-making organization’s goals
and objectives for the global commons. This specification of terms establishes
the vocabulary for shared domain awareness. The terms are used in the defini-
tion of measures of effectiveness and performance that are essential to achiev-
ing the organization’s goals. At the lowest metric level, meaningful intervals
of achievement are defined for correlating subjective and objective source
data into a logical construct that transforms data into information to build a
common operating picture, and thus a shared understanding of the situation
at hand.” Figure 12.3 presents the logic engine architecture for this data-to-
information transformation process.
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Figure 12.4 presents a preliminary, high-level ontology for the global com-
mons. In this version there are four principal categories for the information
required for effective domain awareness:

1. Military Goals: The five freedoms listed in Figure 12.4 constitute high-
level security goals that facilitate operating in the global commons. In
the final version of the DSS, these freedoms will be further defined in
lower-level measures of performance that are monitored by the DSS,

and incorporated into the domain awareness presentations.

2. Capability-Based Enablers: These are the key processes that must be
implemented to achieve organizational goals. These capability enablers
include theater coalition arrangements, as well as agreements or tasks
conducted with international governmental partners and non-govern-
mental and commercial organizations.?

3. Undesired Events (natural and agent-based): These are occurrences and
trends over which the military and its partners have no direct control.
They include both agent-caused and natural phenomena that have neg-
ative impacts on the commons. Examples of the former are the hypo-
thetical cyber attack and maritime piracy scenarios described below.

4. Effects on the global commons: The commons constitute the under-
lying structure of the global system, and they are where the effects of
adversaries and allies will be felt.

Once source data are entered into the DSS and synthesized to create usable
information, the information needs to be displayed to the decision makers in
a way that facilitates domain awareness. Given the need to visualize simulta-
neously multiple aspects of the problem to “get the big picture,” and uncover
correlations and trends that can be related to the thresholds of acceptable per-
formance values, a dynamic Kiviat chart works best for strategic and operations
views.? This type of display allows multiple metrics to be incorporated on one
radial diagram, the metric assessments and the desired-undesired threshold
values noted for each metric for normalized or “individual” scales. “Connect-
ing-the-dots” creates a profile for contemporaneous evaluations allowing deci-
sion makers to get the big picture. The solid lines on the diagram create profiles
for the system of metrics which, when viewed in groups, can create very useful
trend information.

The top-level set of metrics in Figure 12.4 is depicted in a Kiviat display
in Figure 12.5. All the top-level goals are defined as separate vectors using
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normalized scales with “0 percent” at the origin and “100 percent” at the di-
agram perimeter. Each of the vectors has computed or imputed (assigned)
threshold values for an undesired value and a desired value. Data are input
at the lowest metric level and normalized using an appropriate algorithm to
compute a value for each vector. Figure 12.5 shows two solid profile and trend
lines generated by connecting the dots (computed points) across the vectors,
plus a dotted line for the undesired threshold values and a dashed line for de-
sired metric values. This illustration uses a four-quadrant graphic to highlight
the relationship between goals, enablers, undesired events, and effects; fewer or
more than four sectors can be used depending on the particular set of metrics
and their preferred organization. It is important that all the vectors and their
lower-level metrics be preferentially distinguishable,'® so as to ensure consis-
tency throughout the data-synthesizing process.

The top-level global commons vectors (goals, enablers, undesired events,
and effects) are too macro and ambiguous to produce meaningful measures
directly, and must be disaggregated into more specific component measures
of performance, as shown in Figure 12.4, where for example the technologies
vector under Capability-Based Enablers breaks down into seven constituents.
The disaggregation process continues to the level at which an unambiguous
metric can be identified. An example is a traffic flow-rate statistic for key mari-
time regions (tonnage per day), or an international data network (latency per
message). This requirement is important, because it allows the source data to
both be communicated easily and used for multiple decision perspectives. It
also allows the collected data to be mapped unambiguously onto the measures-
of-performance intervals of achievement. The decision perspectives (levels of
decision making) define the combinations of data and computed values across
the vectors, to create decision-specific information display-shots. For the global
commons application, combinations of lower levels of metric computations
are candidate decision perspectives, as depicted in Figure 12.6.

Two abbreviated, hypothetical scenarios, one for a cyber attack and one for
a maritime piracy event, illustrate how the DSS framework can be used to gen-
erate domain awareness.

Cyber Attack Scenario

In Figure 12.7, a hypothetical cyber attack has occurred (in the global com-
mon of cyberspace) and appears to be focused primarily on disrupting leader-
ship, public confidence, and financial stability by exploiting the common of
cyberspace; it is not apparent whether the intent was to cause physical harm
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or permanently disable cyberspace network functions. By assembling a cross-
section of the relevant high-level vectors from Figure 12.5 (Goal: Freedom
from Attack; Capability-Based Enabler: Theater Coalitions; Undesired Events:
Information; and Effects: Cyberspace), a set of metrics can be defined for the
theater-level Cyber Attack Domain Awareness display shown in Figure 12.7.

In this view of the cyber attack scenario, the coalition’s capability enablers and
recovery effects to secure the common are shown on the right-hand side, while
the aggressor’s goals and enablers are shown on the left half. In this normalized
view, the origin (central point) represents 0 percent (most undesired state) and
the perimeter represents 100 percent (most desired state). The initial condition
of both sides immediately following the attack, from the perspective of the com-
mon, is shown with the dashed line, and the desired end-state for the common,
stability and full function, is the closely spaced dotted line. The darkest bold line
is the most recent assessment, and the profiles, the bold lines shading from dark
to light, are relevant reports going back in time (intervals can be months, weeks,
days, or even hours if the situation warrants). In this view, the decision maker
can see the initial cyber attack, and then over time, the recovery of the common
to regain cyberspace superiority while the aggressor shows increasing failure.

If there was recovery in the common but little or no change for the aggres-
sor, such a result would tell the decision maker that: 1) the recovery plan is
incorrect; 2) the data sources are not sufficient to support his decision needs;
or 3) that the aggressor is able to adapt to the defenses and over time is success-
fully defeating the recovery efforts. If the plan is effective enough to neutralize
the breadth of the cyber attack across the aggressor’s set of enablers, the dis-
played trends should show a relative collapse in the attack on the left side, and
on the commons right side a recovery toward the dotted line that represents the
desired end state.

As illustrated in Figure 12.7, the left hemisphere shows that all the attributes
of the aggressor, represented by the dashed line, are initially high; the coalition’s
goal is to see all of them reduced. In the right hemisphere, the desired end-state
for the commons is the dotted line toward the hemisphere’s edge; the goal of
the counter-attack plan in this illustration is to see the reported trend lines pro-
gress toward that desired end-state from the initial condition (dashed line). All
the commons categories should show improvement as the plan progresses. If
some do not improve, or actually decline, then the coalition’s plan and ability to
counter the aggressor’s activities and goals are insufficient. If the aggressor’s ac-
tivities and goals are failing, and the enabling capabilities and recovery effects or
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goals for the commons are improving, then the actions of the coalition are suc-
cessful. Metrics that do not move (are stagnant) or that move in an undesired
direction need to be analyzed closely, to ensure both that the right metrics are
being evaluated and that the plan is the optimum or desired course of action.

One way to better understand the attacker’s intent is to examine specific
aspects of, or “drill-down” on, several of the vectors for more detailed views.
In this case, the Information Network Stability vector (underlined near the top
of Figure 12.7), is expanded in Figure 12.8, so the decision maker can view
the lower-level nodes and assessments that comprise the Information Network
Stability vector. For consistency, the DSS displays data from the same intervals
of time at all display levels, so that the decision maker can readily understand
the trend line of the information, and thus more effectively formulate a plan of
action or more accurately pose a question of interest.

Figure 12.8 displays ten Information Network Stability metrics that would
be typical for a modern nation dependent on the global common of cyber-
space. The instance of an attack is shown by the dashed-line profile that lies
across the vectors, close to the 0 percent (undesired) value at the origin of the
graphic. This indicates that the attack has had an adverse impact on network
stability. Values close to the origin are undesired because they imply that the
networks represented by the vectors have little to no capability. From this do-
main awareness view, the decision maker may be able to determine the intent
of the cyber attack, or perhaps see what networks proved invulnerable to attack.
The trend profiles in the figure show a very broad spectrum of cyberspace at-
tack that has left medical services, foreign embassy communications, common
commercial networks, and classified networks degraded but still functional,
while the networks for national leadership, the public, and essential services are
more seriously degraded. A review of the display could lead one to determine
that the classified networks were difficult to disrupt or fully disable. One might
also presume that since the other services are only partially disrupted, the cyber
attack did not specifically target the general populace and their well-being, but
was focused against the national leadership, military, and financial elements of
the cyberspace common. Over time, we see that the latest (darkest bold line)
assessment shows a significant neutralization of the attack. Each of the vectors
in Figure 12.8 can in turn be investigated further by drilling down into their
lower-level metrics. This would be warranted if, for example, in retrospect it
was important to determine whether remediation worked as rapidly as the plan
called for, or if there was some delay in implementing the remedial actions.
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Maritime Piracy Scenario

The second hypothetical scenario concerns the seizure of commercial ship-
ping at sea by third-world pirates seeking ransom. These modern day brigands
are sometimes based in failing or failed nation states that directly or indirectly
equip and train young men with weapons and fast watercraft to seek and seize
commercial freighters and oil tankers and their crews for ransom. Some pirates
foster the illusion that they are modern day “Robin Hoods” who take from the
rich and give to the poor, and thus enjoy safe harbor and general public support
from their countrymen. The nexus of the high-level vectors from Figure 12.5—
in this case, Goal: Freedom from Attack; Capability-Based Enabler: Theater
Coalitions; Undesired Events: Trade; and Effects: International Waters—bound
a set of metrics for the nineteen vectors in Figure 12.9 that define piracy do-
main awareness at the regional level.

This maritime piracy DSS display portrays the adequacy of the freedom-
from-attack plans (with associated enabling activities and resultant desired ef-
fects), while also revealing the intent and achievements of the pirates. In this
perspective, the dotted line on the commons (right) side is the desired end
state, and the dashed line represents the level of activity for the initial report-
ing timeframe, which serves as a baseline reference to measure progress. Here
again, the origin represents 0 percent (undesired) and the perimeter 100 per-
cent (desired) on the normalized scales. The left hemisphere of the figure shows
the conditions that enable the pirates and their desired achievements, while the
right hemisphere illustrates the coalition’s capacity to defeat piracy through
relative enablers and desired security effects. In this view from the perspective
of the maritime common, the initial condition is the long dashed line and the
desired end state is the small dotted line. The situation over time (lightest solid
line to darkest) shows some progress against the maritime piracy problem, but
counter-measures have not yet been fully successful. Likewise, the capabilities
and achievements of the pirates are somewhat degraded, but not sufficiently to
guarantee freedom of action in the maritime common or security from piracy.

The trends displayed in Figure 12.9, including the latest (darkest solid line),
show that the overall capability of the pirates to operate at will is unrestrained
by coalition defense measures. These measures have made progress, but have
yet to show significant degradation or disruption of the pirates’ activities or
intent. The message coming from the Domain Awareness view is that there
is consistent trend-line progress, albeit slow, from the coalition’s anti-piracy
efforts, and that they are having a negative effect on the brigands. Decision
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makers should be encouraged, but not satisfied, by this information that they
are on the right path. One reasonable strategy would be to ensure that all anti-
piracy activities continue without falter, and continue to look for indications
of failure on the pirates’ side of the display. If such a trend emerged, decision
makers must be ready to adapt their plans to exploit that emerging weakness.
Additional insight can be gained by drilling down on several of the vectors for
more detailed information. To illustrate this point, Figure 12.10 displays the
ten counter-piracy COA (Course of Action) metrics that depict the alignment
or compliance of various security partners in this environment.

This view shows the degree to which military and non-military partners
and communities of interest are in compliance with the counter-piracy plan,
rather than the impact of the plan on the actions of the pirates shown in the
higher-level view in Figure 12.9. Figure 12.10 shows that there is little compli-
ance with the plan in the host nation; that tribal players are also not aggressively
supporting the plan; and that privately owned non-commercial vessels are not
aware of or are not fully adhering to the plan. By contrast, since implementa-
tion of the COA, NATO members, non-NATO military members, independent
commercial shipping companies, passenger cruise lines, and maritime insur-
ance companies have shown considerable progress toward full compliance with
counter-piracy measures. The most rapid alignment has been with the NATO
community and with the passenger cruise line companies. Overall, this chart
does show progress in almost all of these defining areas, so the lack of stagna-
tion is promising, but it is not an indication of victory. The decision maker
should see a need to increase efforts to change attitudes and behaviors in the
host nation and specifically amongst the tribal players as well.

Capability Gaps and Future Steps

The DSS described above can provide an effective “as is” domain awareness
capability, and its specifications lie well within current available technology.
There are, however, a number of improvements that should be addressed to
make the design more effective for decision making, as well as to improve the
design from an “as is” monitoring capability to a “what if” assessment tool.
The objective is to create a DSS that can be used to both develop more effective
strategies and evaluate doctrines. These suggested improvements are organized
below into three categories.
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Improving the “As-is” Design

A holy grail of any DSS is to collect and synthesize data about “ground truth”
and generate relevant and timely information for specified decision perspec-
tives (official levels of decision making). The fundamental obstacle to perfect
information is that all data, regardless of the source (e.g., authorized data-
bases, autonomous sensors, software agents, humans, models) are surrogates
for reality and have inherent problems with incompleteness, inconsistency,
and uncertainty. The challenge is magnified in dynamic settings with adaptive
adversaries and cross-cultural semantic noise. Approaching, let alone achiev-
ing, consistent and timely individual and shared situational awareness and
understanding in such settings is very difficult. The following three strategies
can be used to understand and mitigate the inherent data and information
uncertainty in the “as is” design.

1) Mission Vocabulary Creation and Management There are two high payoff
activities in this area that should be considered for implementation. The first
addresses the mission vocabulary creation and documentation process. Typi-
cally, mission vocabularies are created in workshops, according to input from
subject matter experts. The process is often ad hoc in nature, and would bene-
fit from a formal, interactive wizard-like software application. The intent is to
speed up the process, make it less burdensome, ensure self-documentation, and
incorporate basic unity-of-purpose evaluation criteria. The second action in-
troduces a formal validation step to test the degree of individual and shared
understanding of vocabulary among the mission stakeholders.

2) The Definition and Representation of Data Uncertainty The development
of both “as is” and “what if” systems require a logical framework to deal with
the inevitable uncertainty that arises from the semantic ambiguity of using
surrogate data and statistical sampling errors at the data collection levels, and
the propagation of that uncertainty into the different higher-level decision per-
spectives. Figure 12.1, the uppermost domain awareness smart portal, shows
a user-definable, collaborative system that supports a decision maker’s needs
for relevant information delivered in a timely manner. It must necessarily help
the decision maker with risk mitigation, and should provide a measurable de-
gree of confidence or certainty in the information it provides. This DSS is sup-
ported by an intelligent software interface, or portal, that retrieves requested
data along with complementary geo-spatial views and historically relevant in-
formation. Given the inherent semantic nature of most source data and the
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assessment process, we recommend a Fuzzy Logic approach to connote a level
of data uncertainty, and to propagate that uncertainty upwards through the
decision perspective levels.!! The objective is to create an appropriate means to
normalize uncertainty, and to portray the aggregate uncertainty in a meaning-
ful way to decision makers.

3) Monitoring and Managing the OODA Tempo and Quality In a narrow
sense, the OODA paradigm is all about how team members can work together
harmoniously in dynamic competitive or adversarial settings to accomplish a
mission objective; in the broader context, it is about organization adaptation
for survival and prosperity. An inevitable question is, how does one know if the
OODA process is being implemented effectively by the DSS for the mission of
securing the commons?

Two measures of effectiveness are noted here as a basis for assessing the
commons DSS-OODA model: tempo and quality. The tempo metric (cycle
time) is relevant to determine whether the decision process is maintaining the
required tempo and has not become too slow or, worse yet, fallen into a “stut-
tering” mode. It is important to note that the tempo metric “desired” and “un-
desired” thresholds depend on context and decision perspective.

The second metric is about the quality of OODA performance; namely,
whether it is producing effective decisions and winning actions. A suggested
surrogate, and a subject for future research, is a “requisite variety” metric of the
COAs being used or considered based on Ross Ashby’s “Principle of Requisite
Variety.”'* Though not explicitly addressed by Boyd in the OODA formulation,
it is clearly implicit. Requisite variety is a fundamental principle of all control
processes, wherein a system experiencing perturbations from its environment
seeks to neutralize or control the adverse impacts through actions it can initi-
ate. Simply put, a successful system will have the requisite variety of actions
at its disposal relative to the actions taken by its adversary or environment.
The key metric is the ratio of “our-to-their” requisite variety. COA strategies
inherently address either or both the creation of greater variety for “us” and
the reduction of the adversary’s ability to take certain actions—"“their” requi-
site variety. Research is needed to define the appropriate aspects (space, time,
complexity, and so on) of variety for a given context, and a process to measure
action relevancy.

A requisite variety index would provide a useful metric to assess the ro-
bustness and likelihood of success for an ongoing or planned action, and
should be included in all COA plans and candidate option assessments. In
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addition, monitoring and measuring the effectiveness of the feedback loops
(particularly the implicit ones) in the OODA Loop would be very useful to
determine whether stakeholders’ implicit knowledge is being shared effectively,
and whether needed adjustments in the data collection-observe node are being
communicated and implemented.

Developing a “What-if” Capability

Real-world decision processes inherently entail developing and evaluating al-
ternative COA plans and options. In the “as-is” DSS, alternative actions can be
assessed for their contribution to the mission goals, because in both the “as-is”
and “what-if” systems the decision spaces are the same. The difference in the
“what-if”-capable DSS is that the system helps to generate candidate options
and rank them in terms of their assessment scores. In effect, we are recom-
mending a formal net-centric process as part of the DSS design that will permit
authorized users to participate in the generation of multiple options, their as-
sessment, and, importantly, the interpretation of the options’ effects. An addi-
tional dimension to the “what-if” formulation is to tie the DSS to exercises, and
evaluate training with the purpose of speeding up the OODA Loop."

Recognizing the “Larger” Affects

In addition to the above “technical” improvements, there is, in a systems sense,
the larger view that encompasses the four commons addressed in this book.
That view includes shared resources, the physical environment, migration pat-
terns, and the troubling behavior of resource users in the commons character-
ized by Garrett Hardin in his “Tragedy of the Commons.”'* Hardin’s thesis is
that degradation or ruin of common resources is inevitable where competing
parties can freely access and use the resource. Though Hardin focused on con-
sumable, limited resources (such as grazing land, fisheries, forests, fresh water)
the argument is relevant and applicable to the commons addressed in this book.
Where competitive interests for material gain, power, prestige, or malfeasance
exist and the medium is the commons, the commons will suffer. The question
is, given those inherent human and organizational non-altruistic proclivities,
what are the appropriate and effective strategies for securing the commons by
neutralizing unrestrained competitive behavior? Any successful strategy must
be based on shared interests at a minimum, or ideally on shared values. Strat-
egies based on shared economic interests can take the form of privatization,
or outside enforcement with formal international agreements. The proposed
maritime partnerships strategy discussed earlier is one example of outside en-
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forcement. A third alternative is to create joint and collective welfare frame-
works with voluntary constraints, and a common Pareto goal embraced by all
the participants.'

The DSS described in this chapter is intended to monitor events that affect
the security of the commons but are not, in general, the underlying causes. The
DSS design should, however, use a framework with metrics to monitor rel-
evant events in those states with commons infringement issues. The analytical
framework introduced by Susan Buck offers additional DSS metrics that can
monitor effects on failed states with commons infringement issues.'® Some ex-
amples from that framework include: commons boundary definitions, extant
operational rules, monitoring processes, sanctions, active enterprises, and rep-
resentation forums. The intent would be to enrich the information represent-
ing the situation and, importantly, delineate what can be done to achieve the
desired effects. The value added would come from addressing and portraying
cultural characteristics and traditions that are relevant to the mission of secur-
ing the global commons. Incorporating some of these metrics, for example, in
the Undesired Events set in Figure 12.4, can provide additional discriminators
between candidate COAs under consideration.

Conclusion

The modern decision maker charged with managing the security of the global
commons requires a structured framework that organizes key decision param-
eters and facilitates the formulation of correct perspectives, problem descrip-
tions, and solutions that can handle the variety of events, actions, and choices
he is confronted with. The DSS described in this chapter provides that basic
capability and, as well, a logical building block for additional useful enhance-
ments such as moving from an “as-is” monitoring tool to a “what-if” assess-
ment capability. John Boyd’s OODA loop is used as the underlying decision
process paradigm because it is an excellent framework for organizational adap-
tation and decision-centric applications.'” The DSS design explicitly incorpo-
rates Ross Ashby’s principle of requisite variety, a logic engine for normalizing
semantic and quantitative data, controlled vocabularies with metric intervals
of achievement, a multi-attribute utility construct for aggregating assessment
valuations by decision perspectives, and advanced displays of measures of

effectiveness and measures of performance.
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This DSS provides a means to gain situational awareness and measure the
state of the commons and trends of concern. It will:

+ Identify and monitor factors that facilitate or obstruct security;
+  Assess the wide range of threats to security;
+  Support the development of tailored regional partnerships; and

«  Provide on-time shared situational awareness for stakeholders.

The value added for this proposed commons DSS is as an enabling capabil-
ity for making programmatic decisions and assessing institutional changes that
ensure stability and prosperity in the global commons.



13 Integrated Training Systems
Scott Jasper and Scott Moreland

Building Security Partnerships

“Today, our nations and the world are facing new, increasingly global
threats, such as terrorism, the proliferation of weapons of mass de-
struction, their means of delivery and cyber attacks.”

NATO Declaration on Alliance Security'

The North Atlantic Treaty Organization recognizes that its members’ national
interests are inextricably tied to a stable and secure international environment.
While there is a significant role for the military to play in global security as-
surance, recent experience in the Balkans and Afghanistan demonstrates that
today’s security challenges require a comprehensive approach by the interna-
tional community that combines civil and military measures and coordination.
Direct military intervention will still be required to overcome acute threats, but
such actions should aim to create or sustain opportunities for strong and posi-
tive civil engagement, to defuse and eventually eliminate the causes of conflict.
Such a comprehensive approach to security requires all international actors to
contribute to a concerted effort with a shared sense of openness and determi-
nation, based on their respective strengths and mandates.?

In the United States, there has been an explicit shift in national security
policy toward cooperative relationships between the Defense Department and
interagency partners, nongovernmental organizations, and private or commer-

cial interests that share common goals. Internationally, the United States has
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made building partner nations’ security capabilities a priority,’ but the success-
ful integration of partners with their U.S. military counterparts in some op-
erations, like stabilization and reconstruction, has proven a difficult task. The

much-maligned “nation-building under fire™*

strategy that was pursued by U.S.
military personnel in Iraq and Afghanistan evolved as a strategy of necessity,
not design: there was simply no civil authority or international organization
able to take a lead role in these hostile environments. Nation-building, with
its range of security dilemmas that transcend national borders and authority,
is just one of many operations that raise the question of civil versus military
leadership and responsibility.

The military’s traditional responsibility to maintain security may make it
the obvious lead in some activities in the global commons, such as ballistic
missile defense or sea control. Other activities may demand extensive multi-
lateral and interagency cooperation to address the political, economic, and so-
cial issues that are crucial for long-term security assurance.’ This is especially
true of emerging situations in the commons that lack the guidance of mature
and tested national and international policies. For instance, do we pursue a
policy of arms control or military supremacy in space?® Should national navies
control piracy in international waters, or should commercial interests invest in
private security escorts? Is the military a capable and appropriate lead for in-
formation security in the cyberspace commons? Although the answers to these
individual questions may be elusive, in all cases the theme of integration and
cooperation is clear. One effective way to determine and practice appropriate
roles and responsibilities, overcome capability gaps or shortfalls, and promote
integration in operations with multinational defense and interagency partners,
is through joint training forums and activities.

The Imperative for Security Cooperation

“We will act in concert with those who value cooperation and collabora-
tion to foster security and stability.”
Admiral Timothy J. Keating, U.S. Navy, Commander, U.S. Pacific Command’

The United States’ maritime security training program for partners in the Gulf
of Guinea demonstrates the necessity of cooperation in the global commons.
The U.S. Navy, with assistance from Italian and Spanish military experts, began
training personnel from partner countries around Africa’s Gulf of Guinea to
help improve maritime security in a region beset by piracy, drug smuggling,
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and raids on off-shore oil facilities. Many African navies lack the capabilities
necessary to stop increasingly bold attacks in sovereign coastal waters. The
United States, NATO members, and other stakeholder nations augmented
these regional navies with warships to fight piracy, but their agile adversaries
rapidly shifted tactics. Sidestepping the coalescing foreign naval power in the
open waters of the Gulf, renegade gunmen in fast launches started to target oil
and fishing boats, and even coastal towns in areas where foreign intervention is
limited or legally constrained by sovereign interests.

To counter this development, the U.S. Navy began training African volun-
teers, as part of the Africa Partnership Station under U.S. Africa Command, to
improve situational awareness and response capability at the regional and local
level.* As mentioned by Jeff Kline in Chapter 5, the Africa Partnership Station
represents a shift toward a more cooperative strategy for maritime security.
U.S. naval amphibious ships serve as a sea-based staging area to support scien-
tists, personnel from aid organizations, and military trainers from the United
States and allied militaries, who are working to build regional maritime secu-
rity and humanitarian assistance capacity. The goal is to identify and overcome
root causes of instability in the region under U.S. Secretary of Defense Robert
Gates’ people-centric philosophy that “ultimate success or failure will increas-
ingly depend more on shaping the behavior of others—friends and adversaries,
and most importantly, the people in between.”

Security cooperation encompasses not only exchanges between multi-
national defense institutions, but also interaction with interagency partners,
foreign ministries, regional and international organizations, and private sec-
tor interests. This inclusive interpretation of the joint security community
acknowledges the vital role that non-defense sector actors play in national, re-
gional, and international stability and defense. Unfortunately, military support
for civil agencies is a concept that has not matured apace with demand. For the
United States, the 2008 National Defense Strategy emphasizes that the mili-
tary “must improve its ability to deploy civilian expertise rapidly, and continue
to increase effectiveness by joining with organizations and people outside of
government—untapped resources with enormous potential.”'

The integration of defense and interagency partners into a balanced se-
curity strategy requires planning approaches, training scenarios, and imple-
mentation methods that are universally applicable and relevant. The roles and
relationships are often unfamiliar and difficult, even contentious. Joint train-
ing can provide a forum for the development of unified goals, cooperative and
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mutually supportive tasks, and the resolution of integration problems. Joint
training can include a host of activities, which may be as simple as collaborative
scenario-based workshops or notional table-top war games, or as complex and
resource-intensive as a full field-training exercise replete with realistic threats
in a challenging simulated or real-world venue."

Joint training events further provide a means to orchestrate complex activi-
ties involving multiple players and to harmonize command and cooperative re-
lationships. The service components and regional combatant commands of the
United States possess a unique capability and responsibility not only to facili-
tate training for the joint uniformed services, but also to integrate interagency
and multinational partners through training. The services boast excellent joint
training venues, such as the U.S. Army’s National Training Center and the U.S.
Air Force’s Red Flag program at Nellis Air Force Base, while combatant and
functional commands can offer the planning, funding, and expertise required
to sponsor high quality, integrated training and exercises.'” But perhaps the
most important U.S. training capability, one that is applicable for international
and interagency community consideration as an integration framework, is a
deliberate and coherent training process known as the Joint Training System.

Joint Training System Applicability

The Joint Training System (JTS) is the official United States Armed Forces joint
training instrument. The JTS has two fundamental and mutually supporting
purposes: capabilities development and requirements-based (mission-to task)
training.’ In general terms, the purpose of joint training is to prepare in ad-
vance to accomplish key tasks and succeed in anticipated missions. The JTS
provides a process to determine what capabilities are critical for mission ac-
complishment, then focuses its training program on the development of those
capabilities. The JTS can assist commanders first to identify tasks essential to
mission accomplishment, then to determine the required scope of training and
participation necessary to achieve proficiency in task performance. The JTS
also provides evaluation tools to determine training effectiveness, capture les-
sons learned, and guide future training efforts.'*

Under the JTS, training events are planned, resourced, and executed to mir-
ror the real-world activities they represent. Training ideally should be a delib-
erate and organized activity that ties training objectives to mission-essential
tasks. Training events will be most useful when they are conducted under real-
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istic and rigorous conditions, and their tasks are evaluated against measurable
and meaningful standards. The training “end-state” is the successful develop-
ment of a capability, defined as “the ability to achieve a desired effect under
specified standards and conditions through combinations of means and ways
to perform a set of tasks.”’> Mission readiness is achieved through a combi-
nation of capabilities development and the proficient execution of mission-
essential tasks.'®

The JTS is specifically designed to support “the synchronization, coordina-
tion, and/or integration of the activities of governmental and nongovernmen-
tal entities with military operations to achieve unity of effort.”!” As previously
mentioned, the global commons are complex settings where the military
may alternately lead or be called to provide support to other lead agencies.
To achieve mission readiness, military commanders must pursue joint train-
ing objectives that develop the right military capabilities to support a compre-
hensive approach, combining the contributions of allied and coalition forces
with governmental and nongovernmental agencies. To accomplish this, the JTS
must fully integrate foreign military and civilian participants into a universally
applicable and achievable training program that accurately reflects the com-
plex challenges of the twenty-first century security environment.

The Joint Training System utilizes a four-phase methodology driven by
commanders’ assessments and needs, as illustrated below in Figure 13.1. In
Phase I (Requirements), the joint force commander determines the capabili-
ties the force requires to accomplish assigned or anticipated missions. These
capabilities are defined in terms of tasks, conditions, and standards, and are
delegated to specific organizations. During Phase II (Plans), participating com-
mands and agencies develop their Joint/Agency Training Plans, which specify
comprehensive training requirements and objectives. Because joint training re-
quires extensive preparation, synchronization, and resource allocation, it is also
imperative during this phase that planners start to develop the training activi-
ty’s scope and design, resource requirements, and training event milestones and
timelines. In Phase III (Execution), planners finalize details and allocate the re-
sources needed to support the capstone training activity; once their forces have
completed the training events, commanders evaluate the exercise and report the
outcomes. Finally, in Phase IV (Assessment), the lead agency’s commander or
director evaluates joint training performance relative to the mission-essential
task requirements specified in Phase I, the results of which help gauge progress
toward capability development and guide future training efforts.'®
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Phase 1: Requirements
“Do essential things first. There is not enough time for the commander
to do everything. Each commander will have to determine wisely what
is essential, and assign responsibilities for accomplishment. . .. This
is especially true of training. Nonessentials should not take up time
required for essentials.”

General Bruce C. Clarke, former Commander-in-Chief, U.S. Army—Europe'

The first, or “Requirements,” phase guides commanders as they identify the crit-
ical tasks that underpin success in their assigned missions. Requirements-based,
or “mission-to-task” training hinges on an ability to first identify and codify in
concrete terms what must be done to achieve success. The Universal Joint Task
List (UJTL) is a JTS tool that assists commanders in this endeavor by provid-
ing a common lexicon that defines the what, according to a comprehensive and
multi-echelon series of tasks.”® The tasks are jointly applicable by design, and are
generally sufficient to “address what the U.S. military needs to be able to under-
take when working with [interagency], multinational, and coalition partners”
in integrated operations.?! Unit commanders determine which tasks they must
be able to perform to support designed operational requirements. These “must-
do” tasks comprise the command’s mission-essential task list, or METL.

Requirements-based training definitively ties the command training pro-
gram to the commander’s METL. The METL reflects wartime requirements,
and will ultimately determine a unit’s capability to perform its mission. In
the past, mission assignments were intended to counter named threats that
operated according to well-defined and understood doctrine under specific
geographical and environmental conditions. Because of this, under the events-
based training model that corresponded to previous threat-based planning
strategies, METL tasks were traditionally “stabilized,” and only modified when
there was a change in wartime missions.*

In the last decade, however, the term “wartime mission” has largely lost its
reference point. Units are routinely mobilized and deployed to conduct non-
traditional operations in unfamiliar locations across the spectrum of conflict,
working in concert with multinational and civilian partners. The operational
need for more flexible and adaptive units has led to a conceptual shift in train-
ing, from being events-based to a more generic requirements basis, which ne-
cessitates a more fluid approach to METL development. The shift away from
threat-based planning has had a further de-stabilizing effect on training. Each
significant revision of a unit’s mission set has forced major changes to its METL
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and, as a consequence, required major modifications or wholesale changes to
events-based training methodologies.”

Army and Marine ground forces have been especially stressed by the man-
power-intensive and ever-changing strategies used in expeditionary operations
in Central Asia and the Middle East over the past decade. This high operational
tempo, coupled with the transformation to brigade-centric and modular-
component force packaging has forced commanders to discover new ways to
identify METLs and internalize them into effective training programs that will
prepare forces for both current deployments and future battles against conven-
tional and irregular threats.

The Army Task List, which is the service equivalent of the Universal Joint
Task List, reflects a new emphasis on U.S. Army operations in the emerging
battle spaces of the global commons. Ground-force tasks that may be mission-
essential to joint operations in the commons might include such Army tasks as
5.6-Integrate Space Operations, 6.1-Employ Air and Missile Defense, or 6.3-Conduct
Information Protection.** The U.S. Army’s 6th Air Defense Artillery Brigade, for
example, is conducting pre-fielding experimentation and training with the Ter-
minal High Altitude Area Defense, or THAAD, missile defense system. Designed
to have tactical to strategic national utility, the THAAD system is intended to
provide “broad area coverage against threats to military forces and critical assets,
such as population centers and industrial resources.”” As a major emerging com-
ponent in the ballistic missile defense system, when it is operational THAAD is
expected to intercept short- to medium-range missiles from mobile and flexible
ground-based launchers, as mentioned by Will Dossel in Chapter 8.

One of the most radical shifts in U.S. Army mission readiness and training
is the bold-faced concession that Army training simply cannot aspire to fully
prepare individual units to meet all of the assigned or anticipated METL tasks.
Army full-spectrum operations are categorized into broad sets: offensive, de-
fensive, stability, or civil support operations. Tactical tasks are then associated
with operational themes: military engagements, limited interventions, peace
operations, irregular warfare, and major combat.? For a single unit to be pro-
ficient in the essential tasks that would support this diverse range of operations
across such an expansive set of themes is simply not a realistic goal. Full METL
proficiency, once a sacrosanct training requirement, has been replaced by a new
Army training concept: aim point training prioritization.

The Army Field Manual points out that the aim point concept represents “a
major cultural change for Army leaders, Soldiers, and units.”*” In essence, it is the
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Army’s acknowledgement that it must balance the more traditional focus of its
training on major combat operations with the persistent requirement for its hard-
won “proficiency in irregular warfare and limited intervention.”? Figure 13.2 de-
picts where the Army’s training aim point currently lies (the bold oval) relative to
present and most likely future requirements, which are shown by the dotted oval.
It clearly illustrates the Army’s need to shift its training focus inexorably leftward
toward tasks that support a broader range of operational themes.

The U.S. Army is just one of many security contributors that are re-
focusing their training programs to better reflect task requirements in the com-
mons. The UN Department of Peacekeeping Operations has also embraced
requirements-based training for military peacekeepers to “optimize military
training and education efforts preparing for the evolving, demanding environ-
ment in which future peace support operations will be conducted.”” The UN’s
framework documents for requirements-based training, titled “33 Common
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soURCE: Modified from “Training for Full-spectrum Operations,” United States Army Field
Manual (FM) 7-0, Headquarters, Department of the Army, Washington, D.C., December
2008: 1-7.
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Peacekeeping Tasks,” make significant reference to the Joint Mission-Essential
Task List Handbook and the Universal Joint Task List, a tribute to international
confidence in the Joint Training System.*

Phase 2: Plans
“You can always amend a big plan, but you can never expand a little
one. | don't believe in little plans. | believe in plans big enough to meet
a situation which we can’t possibly foresee now.”
Harry S. Truman, 33d U.S. president?!

The second JTS phase, Plans, is perhaps the most demanding and vital to train-
ing success. Military commanders set the foundation for the Plans phase by
comparing their current capabilities to the mission-essential tasks and identi-
fying capabilities shortfalls. The training objectives that derive from this initial
step clearly describe the level of capability development that forces will require
to attain proficiency in an essential task. Related objectives can then be grouped
together to form the basis for a training activity.

The U.S. Pacific Command-sponsored exercises provide excellent examples
of combining complementary training objectives into a cogent training event.
The majority of Pacific Command’s operational space resides in the maritime
commons, which encompasses layered dimensions of international airspace,
outer space, and cyberspace. Preceding chapters in this volume highlight the
complex operational, legal, and environmental considerations for operating in
the global commons that must be reflected in the commander’s Joint/Agency
Training Plan. Out of necessity, Pacific Command exercises combine military
training objectives with those of coalition and interagency participants, sup-
ported by industry partners. To provide realistic training for the Pacific Com-
mand area of responsibility, exercises are set in multi-dimensional live and
virtual training venues. According to Pacific Command staff, exercise planning
should involve “almost every imaginable type of war fighting capability . . .
underwater, on water, over water, airspace, land, cyber.”*

Effective warfare training scenarios should challenge participants with si-
multaneous conflicts that span the breadth of the global commons: maritime
engagements at strategic chokepoints, ballistic missile exchanges, and cyber-
warfare are just a few potential concurrently occurring scenarios. Exercise
planning requires careful venue development and exhaustive synchronization
of events with training objectives—in fact, the majority of time allocated to a
training event can easily be consumed by planning activities. The Joint Train-
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ing System emphasizes deliberate planning of training events, but it saves time
and improves planning synchronization with an automated planning support
tool: the Joint Training Information Management System (JTIMS).

A responsibility of the Joint Chiefs of Staff, JTIMS “is used by the joint staff
and major commands to manage all large-scale military training and opera-
tional events.”*® JTIMS supports the task-based, multi-phased structure of the
JTS by integrating all four JTS phases and linking them to assigned missions
and mission-essential tasks through a web-based network available to the col-
laborative training community. The collaborative capability and standardized
processes of the JTIMS provide training stakeholders with on-demand access
to both the tools and the critical operational, administrative, and logistical data
that support each command’s training plan.*

Although JTIMS is a powerful joint training management tool, one of its
primary shortfalls is a lack of interoperability for integrated training events
with non-military participants. Interagency and multinational partners have
limited JTIMS access and system familiarity, so training planners will often
supplement the JTIMS planning tools with an inclusive synchronization
matrix. The planning phase of Lightning Rescue 2008 offers a good example
of the utility of the synchronization matrix for integrated training. Set in the
Hawaiian Islands, Lightning Rescue is “a Joint Task Force—Homeland De-
fense exercise designed to test federal, state, and local agencies’ coordinated
efforts in responding to pandemic influenza or other . . . disasters throughout
the Pacific.”®

During the exercise’s final planning conference, participating military and
interagency representatives used the synchronization matrix to thoroughly re-
view the training scenario events to ensure realism, applicability to training
objectives, and the feasibility of implementation. Working together, stakehold-
ers applied their unique areas of expertise to each of the scenario events as
they created the master scenario events list; they then were able to identify and
resolve conflicting plans, shortfalls, and omissions as they coordinated their
assigned tasks and response actions for each scenario event. The exercise di-
rector, Lieutenant Colonel Ed Toy, emphasized the utility of the synchroniza-
tion matrix beyond the training event, asserting that “once it has been vetted
and refined through the exercise, the synchronization matrix becomes the basis
for your integrated response plan. Lead agency authority, level of response,
and who is providing the resources: all of that is hashed out as you build the

synch[ronization] matrix.”*
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Phase 3: Execution
“We must replicate the fast-paced, chaotic conditions of future battle-
fields in our training environments.”
General James N. Mattis, Commander, U.S. Joint Forces Command and

NATO'’s Supreme Allied Commander Transformation®’

The success of the third joint training phase, Execution, is largely dependent
on the methodical implementation of the preceding phases. In fact, although
the Execution phase is certainly the climactic point of the process, it can also
be the most simple to conduct. Training events that are guided by a com-
mander’s clear intent, coordinated through a participant synchronization
matrix, and thoroughly scripted with a realistic master scenario events list
will generally accomplish stakeholder training objectives. If requirements
have been properly identified and the event has been purposefully planned
and supported, then the training execution phase can focus concisely on
building mission-critical capabilities based on a pre-designated set of condi-
tions and standards.

Venue preparation is critical for training success in the Execution phase.
The twenty-first century battlefield demands a complex and diverse training
arena with interconnected activities across the global commons. The train-
ing venue, for instance, may need to virtually connect training participants
from around the world. The U.S. military’s Joint National Training Capabil-
ity (JNTC) accomplishes the daunting task of realistic venue development in
a joint, multinational, and interagency context, by providing an integrated
network of live training sites, virtual manned simulators, and computer-
simulated training nodes and events.”® Its global community of over forty
interoperable training sites can provide a broad spectrum of joint training
needs without geographic or other physical limitations. Further, JNTC pro-
vides consistent, standards-based training regardless of the training partici-
pants’ physical location or training venue, by ensuring that each training node
undergoes the same accreditation and certification process.

The JNTC continues to improve security and cross-domain information
sharing; network-enabled interaction between live, virtual (platform simula-
tors), and constructive (computer-simulated) training capabilities; and joint
systems compatibility through the development of the Joint Training and Ex-
perimentation Network (JTEN). The JTEN “globally and persistently connects
sites, allowing seamless training in a common operational environment.”*
Service training networks, such as the Air Force Distributed Mission Opera-
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tions Network and the Navy Continuous Training Environment, as well as ser-
vice training sites and models and simulations, can be linked to the JTEN in
order to bring joint context to service-specific training programs. Significantly,
JTEN is expanding beyond the U.S. joint military community to connect al-
lied and coalition partners through compatible training interfaces such as the
NATO Joint Warfare Center in Norway, and Australia’s Defence Training and
Experimentation Network.*

Since 2007, combatant command-level exercises have validated the JTEN
by conducting networked training between the United States and partners
such as Australia, Japan, and South Korea across live and simulated air, mari-
time, ground, space, and cyberspace domains.*' To ensure defensive preemi-
nence against adversaries’ asymmetric strategies, JTEN training venues must
cover the spectrum of the global commons. JTEN has made great strides in
the cyber-training domain in particular, with the establishment of an Infor-
mation Operations range. This range provides a venue to develop capabilities
and validate cyber-engagement options against threats ranging from direct at-
tacks by sophisticated national-level adversaries to irregular and transnational
cyber engagements. The range also provides a cyber-environment where in-
formation operations can provide options other than direct military force to
shape behavior or respond to events such as military deception, electronic
warfare, psychological operations, computer network operations, and opera-
tions security.*?

The JTS Execution phase ends with a command evaluation of whether the
exercise achieved the joint training objectives. Stakeholder commands and di-
rectorates conduct an After Action Review to report outcomes of responses and
activities from the master scenario event list, lessons learned and best practices,
observations on exercise management and logistical support, and recommen-
dations for further training. The evaluation products that are generated during
the Execution phase (written reports and observer notes) are recorded in JTIMS
to facilitate the transition to a more thorough examination of the training.

Phase 4: Assessment

A training assessment is “the analytical process used by commanders to de-
termine an organization’s proficiency to accomplish the capability require-
ments.”* The assessment phase of the Joint Training System provides partici-
pating commanders and their staffs with valuable training information that
describes their current level of mission capability, based on the observations
and evaluations of their ability to accomplish assigned mission-essential tasks.
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The goal of the assessment phase is to determine whether the organization is
sufficiently trained to be considered “mission-capable,” or if personnel require
additional training to achieve adequate proficiency in an essential task.

The JTS provides a standards-based assessment methodology that uti-
lizes quantitative measures and criteria to evaluate successful task execution.
Measures describe levels of task performance. Their supporting criteria define
the acceptable level of performance to determine task proficiency. Together,
measures and criteria comprise the task standard.** Commanders determine
the appropriate task standards and associated measures and criteria, using the
Universal Joint Task List as their guide. For example, if a commander wishes to
evaluate unit proficiency in the operational task OP 6.1—Provide Operational
Air, Space, and Missile Defense, he or she could select a combination of kinetic
engagement measures (e.g., M9—DPercent of hostile aircraft and missiles engaged
and destroyed), and non-kinetic performance measures (e.g., MI—Errors in
performance of air surveillance, identification, and track monitor procedures),
and then determine the criteria for each measure that would best reflect suc-
cessful accomplishment of that task.*

The Assessment phase also assists commanders to determine the effective-
ness of their training program in developing critical capabilities. The assess-
ment provides clear measurements of force strengths and weaknesses, identifies
training issues and lessons learned, and offers recommendations for refinement
of the joint training program to meet command training objectives.*® Service
component commanders, multinational participants, interagency directors,
and other supporting organization leaders can all utilize this training assess-
ment method to evaluate their organization’s training effectiveness and deter-
mine its readiness to perform unified missions. The assessment phase of the
JTS describes how the collective training results are:

(1) Translated into requirements for subsequent training cycles;
(2) Developed into lessons learned;
(3) Used to identify and resolve issues; and

(4) Made available to other users of training information.*”

Lessons learned and best practices noted in the Assessment phase of joint
training should be reflected in doctrinal updates, policy revisions, and concept
documents. The development of the U.S. Department of Defense’s Maritime
Domain Awareness Joint Integrating Concept (MDA JIC) provides an example
of how using assessment to validate concepts and generate capability require-
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ments can in turn help shape training objectives. Maritime Domain Awareness
is a critical component of maritime security, as explained in detail in Chapter 5.
In November 2008, the draft MDA JIC was reviewed by a Joint Staff Red Team
of experts on future scenarios and adversary strategies. The Red Team agreed
with the concepts presented in the draft, but felt that the document “lacked
specific details of the solution and a common theme.” The Red Team com-
ments were then used to perform a substantial rewrite of the MDA JIC, which
led to a subsequent adjustment of capability requirements; these were validated
at a Limited Objective Experiment held in March 2009.4

The MDA JIC capabilities generally center on the ability to: exercise com-
mand and control of MDA assets; collect essential information on entities of
interest; aggregate, display, and analyze maritime information; predict activity
within the maritime domain; and exchange information with U.S., interna-
tional, nongovernmental, and commercial partners. These requirements high-
light the need for a network approach to Maritime Domain Awareness that
mandates joint military, interagency, and international partner cooperation, as
well as ubiquitous network communications, web-based information-sharing,
and space satellite effect technologies. The MDA JIC also goes further, however,
to offer tasks with standards that can help determine capability requirements
for both military commands and non-military stakeholders.*

These types of concepts can assist commanders to effectively identify the
tasks, resources, and players that must be incorporated into training events to
achieve refined training objectives. For example, Combined Joint Task Force—
Horn of Africa (CJTF-HOA) hosted regional cooperation working groups in
June 2008 to demonstrate how the MDA JIC could help identify training tasks for
developing critical capabilities. The Horn of Africa encompasses a strategically
vital maritime common wherein international and regional partners must deal
with de-stabilizing issues ranging from violent extremist movements to piracy.
The success of the CJTF-HOA workshop confirms that maritime domain aware-
ness is an essential regional capability requirement, as expressed by Ugandan
Lieutenant Colonel Michael Nyayrwa: “We looked at how maritime security and
safety strategies could be developed in the workshop and we came to understand
these strategies are not about navies, but about maritime domain awareness. It
is about partnership, it is about cooperation, it is about countries pooling their
resources [and] sharing information.”*® The MDA JIC offers a conceptual frame-
work that commanders can use to determine the best way to train to achieve
maritime domain awareness as a core capability for maritime security.
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Externally-Imposed Training Challenges

Military training has long been a target of media interest and public protest,
and for good reason. Regional command-level training exercises, in particular,
reflect both preparedness and the will to protect sovereign borders, honor alli-
ance commitments, or even preemptively engage an immediate threat. The RE-
deployment of FORces to GERmany (REFORGER) exercises in Europe during
the Cold War era not only prepared U.S. troops for deployment to a potential
ground war in Western Europe, but also sent a powerful message that the United
States was unwaveringly committed to its NATO allies and was fully prepared
to deploy, engage, and destroy a named aggressor: the Soviet Union.*

Despite its longevity, however, the REFORGER exercises were beset with
fierce opposition from German protestors. The culmination came in 1988, a
year during which eighteen NATO planes crashed on West German soil while
training, and seven people, including five German civilians, were killed during
REFORGER exercises.’® These training disasters, coupled with a waning Soviet
threat, led to the cancellation of REFORGER in 1989. When it re-surfaced from
1990-1993, REFORGER had been reduced largely to a computer-simulated
command post exercise, and the once awe-inspiring division-level tank maneu-
vers were banned outright to avoid infrastructure and environmental damage,
and demonstrate respect for German citizens weary of living in a simulated
war zone.”

Commanders face similar challenges in contemporary operational-level
training. The biennial, bilateral U.S.-Australian Talisman Saber exercise is a
clear case in point. Talisman Saber, according to its press release, is “designed to
provide both countries’ military forces enhanced combined and joint war fight-
ing skills while furthering the U.S.-Australia defense relationship.”** In 2007,
the field training was conducted at the “Shoalwater Bay Training Area, Defence
Practice Area (marine) adjacent to Cowley Beach Training Area, and within
the Coral Sea within the Australian Maritime limits of the Territorial Sea zone
and the Exclusive Economic Zone.”> Since its inception in 2005, the conduct
of the exercise has met with staunch opposition from protestors “against U.S.
nuclear policy and environmentalists fearful of Shoalwater Bay being turned
into a wasteland.”*

Talisman Saber’s exercise planners realized the importance of addressing
legitimate protests in a forthright fashion. During the second iteration of the
exercise in 2007, the Australian Department of Defence commissioned an ex-
haustive and openly available Public Environment Report. This detailed docu-
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ment, far more than a cursory response to inconvenient grievances, carefully
considered the political, environmental, and social impacts of this large-scale
military exercise. The Australian Defence Department seized the opportunity to
dispel rumors and assuage concerns by openly inviting even the most vocal ex-
ercise opponents to review and comment on the report. Meanwhile, command-
ers from both countries explicitly “committed to promoting a strong culture of
sustainable environmental management in all combined military activities.”*

The candid approach to public concerns regarding Talisman Saber’s 2007
exercise facilitated balanced and integrated training, while moderating public
perceptions and safeguarding military legitimacy through public affairs out-
reach. Although the training took place largely within Australian sovereign ter-
ritory, international concerns over impacts in the global commons were also
addressed. For example, exercise participants vowed to heed the International
Whaling Commission’s warnings about the “potential effects of naval mid-
frequency sonar devices on whales and dolphins” by avoiding areas known to
be frequented by cetaceans and maintaining active whale lookouts.*®

Joint and integrated training activities in the commons will certainly face
similar opposition from regional and international environmental groups, peace
activists, and geo-political opponents. Solutions such as networked simulated
training venues, careful effects planning, voluntary restraint (e.g., reduced sonar
transmissions), and public outreach are all means to mitigate potential training
disruptions, maintain military legitimacy, and foster public goodwill. Training
that includes interagency and multinational partners not only supports a bal-
anced approach to security in the commons, but demonstrates the military’s will-
ingness to cooperate with the broader civilian and international community.

Conclusion

“I believe that the operational environment will feature at least three
core challenges: rising tensions in the global commons; increasingly
hybrid forms of warfare; and frequent threats . . . associated with state
weakness or failure.”

Micheéle Flournoy, U.S. Under Secretary of Defense for Policy>

In the twenty-first century, training programs must be responsive to converg-
ing modes of warfare arising from a broad range of adversaries. Hybrid threats
incorporate combinations of conventional capabilities, irregular tactics, ter-

rorist acts, and criminal disorder to overcome Western conventional military
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primacy.® Training for operations in the global commons is an integral com-
ponent of a comprehensive approach that recognizes that military dominance
is insufficient to address global security challenges. Military, civilian, and com-
mercial stakeholders each have an important role to play. Joint, multinational,
and integrated training is the key to developing the required collective capabili-
ties for security assurance.

The Joint Training System provides a framework to determine what critical
capabilities are needed and how to focus training tasks, functions, and people to
help generate those capabilities.®’ The system can assist commanders to decide
what types of training events to conduct and what partner stakeholders should
be incorporated. The JTS offers a standards-based assessment mechanism that
measures how effective the joint training was in generating required capabili-
ties, which in turn guides future training efforts and resource commitments.

The United States and its partner nations will continue to play a decisive
role in international security, especially in the global commons. Allies must be
able to fulfill their responsibilities through a comprehensive approach to inter-
national security assurance. Joint training must prepare military commands
not only to serve as the guardians of national sovereignty, but also to work with
civil actors to protect the essential networks of information, commerce, and
governance that comprise the global system.
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