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Make 0day hard.



0-day exploits 
exploited
in-the-wild.



0-day exploits 
detected & 
disclosed as 
in-the-wild.



57
0-days detected in-the-wild



https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit#gid=0 

https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit#gid=0


https://googleprojectzero.github.io/0days-in-the-wild/rca.html 

https://googleprojectzero.github.io/0days-in-the-wild/rca.html


Caveat: These are my takes & 
thoughts. I’d love to hear yours.



The uptick in 0-days is due to progress in 
security.
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While we have more data than ever before, 
we’re still missing a lot.



The uptick in 0-days is due to 
progress in security.





https://googleprojectzero.blogspot.com/2020/07/detection-deficit-year-in-review-of-0.html 

https://googleprojectzero.blogspot.com/2020/07/detection-deficit-year-in-review-of-0.html
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As a community, our ability to detect 0-days being used in 
the wild is severely lacking to the point that we can’t draw 
significant conclusions due to the lack of (and biases in) the 
data we have collected.

https://googleprojectzero.blogspot.com/2020/07/detection-deficit-year-in-review-of-0.html
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More detection
More disclosure







Nothing is all that new.*

* one exception



Memory Corruption is still the name 
of the game.



39 Memory 
Corruption Bugs





17 use-after-free
6 out of bounds r/w
4 buffer overflow
4 integer overflow



Browsers



14 Chromium
 7  WebKit (Safari)
 4  Internet Explorer
0-days detected in-the-wild





Chromium



6 Javascript Engine (v8)
2 DOM Engine (Blink)
1 WebGL
1 IndexedDB
1 webaudio
1 Portals
2 Other



WebKit



4 Javascript Engine (JSC)
1 IndexedDB
1 Storage
1 UXSS



Use-after-free in WebKit
CVE-2021-30858



CVE-2021-30858

https://support.apple.com/en-us/HT212807 

https://support.apple.com/en-us/HT212807


https://github.com/WebKit/WebKit/commit/fbf37d27e313d8d0a150a74cc8fab956eb7f3c59 

https://github.com/WebKit/WebKit/commit/fbf37d27e313d8d0a150a74cc8fab956eb7f3c59


https://github.com/googleprojectzero/0days-in-the-wild/commit/67fde24b17e0defe07208d7a7f63563168ed5e62

https://github.com/googleprojectzero/0days-in-the-wild/commit/67fde24b17e0defe07208d7a7f63563168ed5e62#diff-6bfe613ce6725fc869ba82fa67b6d6515a6917eeccb2dd057931119440799347
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“Greetings from Apple Product Security”



https://trac.webkit.org/changeset/281384/webkit 

https://trac.webkit.org/changeset/281384/webkit


- template<typename T, typename std::enable_if<std::is_base_of<ThreadSafeRefCounted<T>, T>::value, 

int>::type = 0, typename... Parameters, typename... Arguments>

+ template<typename T, typename std::enable_if<std::is_base_of<ThreadSafeRefCountedBase, T>::value, 

int>::type = 0, typename... Parameters, typename... Arguments>

CrossThreadTask createCrossThreadTask(T& callee, void (T::*method)(Parameters...), const Arguments&... 

arguments)

{

   return CrossThreadTask([callee = makeRefPtr(&callee), method, arguments = 

std::make_tuple(crossThreadCopy(arguments)...)]() mutable {

       callMemberFunctionForCrossThreadTask(callee.get(), method, WTFMove(arguments));

   });

}
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is_base_of<ThreadSafeRefCounted<IDBRequest>, IDBOpenDBRequest>



index.html:

<script>w = new Worker('idbworker.js');</script>

idbworker.js:

function gc() {

   for (var i = 0; i < 1000; i++) { a = new Uint8Array(1024*1024); }

}

let ev = new Event('mine');

let req = http://indexedDB.open('db');

req.dispatchEvent(ev);

req = 0;

ev = 0;

gc();
https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-30858.html 

https://t.co/gdZ6qjI8uZ
https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-30858.html


Internet Explorer





Known Internet Explorer itw 0-days
MSHTML JScript VBScript JScript9 Info Leak Total

2021 3 1 4
2020 1 1 2
2019 2 1 3
2018 1 1
2017 1 2 3
2016 1 1 2 4
2015 1 2 3
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● Malicious Office docs that loaded web content in Internet Explorer
● Spawned an Internet Explorer process via VBA macros to navigate to a web 

page
● Web page fingerprinted than delivered exploit
● Out-of-bounds write in MSHTML

○ Size of the string of the inner html element is truncated 
(size&0x1FFFFFF) in the CTreePos structure while the non-truncated 
size is still in the text data object. Memory at is allocated based on the 
size in the CTreePos structure, the truncated size. The memcpy is based 
on the non-truncated size.

CVE-2021-33742: Out of Bounds Write in MSHTML

https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-33742.html 

https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-33742.html


<script>

var b = document.createElement("html");

b.innerHTML = Array(40370176).toString();

b.innerHTML = "";

</script>

CVE-2021-33742

https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-33742.html 

https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-33742.html


https://blogs.windows.com/windowsexperience/2021/05/19/the-future-of-internet-explorer-on-windows-10-is-in-microsoft-edge/ 
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https://blogs.windows.com/windowsexperience/2021/05/19/the-future-of-internet-explorer-on-windows-10-is-in-microsoft-edge/ 

This retirement does not affect [...] It also does 
not affect the MSHTML (Trident) engine.

https://blogs.windows.com/windowsexperience/2021/05/19/the-future-of-internet-explorer-on-windows-10-is-in-microsoft-edge/


Windows





10 Windows
0-days detected in-the-wild



● 2 Enhanced crypto provider
● 2 NTOS kernel
● 2 win32k
● 1 Windows update medic
● 1 SuperFetch
● 1 dwmcore.dll
● 1 ntfs.sys



In 2019, 75% of 
Windows 0-days 
targeted win32k.



iOS & macOS





4 iOS & 1 macOS
0-days detected in-the-wild

● 2 IOMobileFrameBuffer
● 2 XNU (1 iOS & 1 macOS)
● 1 CoreGraphics
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Drum roll please for the best bug 
of the year….





The Zero Click iMessage Bug
CVE-2021-30860



  Guint numSyms; // (1)
  numSyms = 0;
  for (i = 0; i < nRefSegs; ++i) {
    if ((seg = findSegment(refSegs[i]))) {
      if (seg->getType() == jbig2SegSymbolDict) {
        numSyms += ((JBIG2SymbolDict *)seg)->getSize();  // (2)
      } else if (seg->getType() == jbig2SegCodeTable) {
        codeTables->append(seg);
      }
    } else {
      error(errSyntaxError, getPos(),
            "Invalid segment reference in JBIG2 text region");
      delete codeTables;
      return;
    }
  }
...
  // get the symbol bitmaps
  syms = (JBIG2Bitmap **)gmallocn(numSyms, sizeof(JBIG2Bitmap *)); // (3)
  kk = 0;
  for (i = 0; i < nRefSegs; ++i) {
    if ((seg = findSegment(refSegs[i]))) {
      if (seg->getType() == jbig2SegSymbolDict) {
        symbolDict = (JBIG2SymbolDict *)seg;
        for (k = 0; k < symbolDict->getSize(); ++k) {
          syms[kk++] = symbolDict->getBitmap(k); // (4)
        }
      }
    }
  }https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html 

https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html


“My other 
compression format 
is turing-complete!”
Ian Beer’s blog post

https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html


Android





7 Android
0-days detected in-the-wild

● 3 Qualcomm Adreno GPU
● 2 ARM Mali GPU
● 2 upstream kernel
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CVE-2021-1048

2020-09-02 11:30:48 -0400

https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=77f4689de17c0887775bb77896f4cc11a39bf848 

https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=77f4689de17c0887775bb77896f4cc11a39bf848


https://source.android.com/security/bulletin/2021-11-01#2021-11-06-security-patch-level-vulnerability-details 

Not included in Android Security Bulletin 
until November 2021. 14 months after 

upstream patch.

https://source.android.com/security/bulletin/2021-11-01#2021-11-06-security-patch-level-vulnerability-details


Fixes: a9ed4a6560b8 ("epoll: Keep a reference on 
files added to the check list")

https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=77f4689de17c0887775bb77896f4cc11a39bf848 

https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=77f4689de17c0887775bb77896f4cc11a39bf848


“The more you know, the more you 
realize you don’t know.” - Aristotle



Where are the 
Messaging app
Other phone components
Linux
Cloud
Specific Android OEM

0-days? 



Detection, Disclosure, or Both?
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Do these bug patterns look like 
previous bugs because that’s what 
we know how to detect?



Where are the spl0itz?



5 out of 57 0-days 
have the exploit 
sample publicly 
available.



Big uptick in in-the-wild 0-days = 😁
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Big uptick in in-the-wild 0-days = 😁

Bug patterns & types are similar to 
previous years = 😐

Still room for improvement on 
detection & disclosure = 🧐󰚤

 



What do you think?



● Root cause analysis, patch analysis, and variant analysis 
performed on every in-the-wild 0-day.

● Exploit samples are shared widely.
● Vendors transparently annotate exploited status.
● More, more, more detection.

Hopes & Dreams



THANK YOU!
@maddiestone



RCE in Windows Defender
CVE-2021-1647



● Heap buffer overflow when mpengine.dll is processing the section table to 
unpack an ASProtect packed executable.

● Each entry in the section table has two values:
○ Virtual address of section & section size

CVE-2021-1647



Example section table: [ (0,0), (0,0), (0x2000,0), (0x2000,0x3000) ]

if ( next_sect_addr > sect_addr )

{

    sect_addr = next_sect_addr;

    sect_sz = (next_sect_sz + 0xFFF) & 0xFFFFF000;

} 

// if next_sect_addr <= sect_addr we continue on to next entry in the table 

[...]

new_sect_alloc = operator new[](sect_sz + sect_addr); 

[...]

CAsprotectDLLAndVersion::RetrieveVersionInfoAndCreateObjects
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