
Chap 05- Input / Output Operating System

One  of  the  main  functions  of  an  operating  system  is  to  control  all  the
computer’s  I/O  (Input/Output)  devices.  It  must  issue  commands  to  the
devices,  catch  interrupts,  and  handle  errors.  It  should  also  provide  an
interface between the devices and the rest of the system that is simple and
easy to use. To the extent possible, the interface should be the same for all
devices  (device  independence).  The  I/O  code  represents  a  significant
fraction of the total operating system. 

5.1 Principles of I/O Hardware

Different people look at I/O hardware in different ways. Electrical engineers
look at it in terms of chips, wires, power supplies, motors, and all the other
physical components that make up the hardware. Programmers look at the
interface presented to the software—the commands the hardware accepts,
the functions it carries out, and the errors that can be reported back. In this
book  we  are  concerned  with  programming  I/O  devices,  not  designing,
building, or maintaining them, so our interest will be restricted to how the
hardware is programmed, not how it works inside. 

5.1.1 I/O Devices
I/O devices can be roughly divided into two categories: block devices and
character devices . A block device is one that stores information in fixed-
size blocks, each one with its own address. Common block sizes range from
512 bytes to 32,768 bytes. The essential property of a block device is that it
is possible to read or write each block independently of all the other ones.
Disks are the most common block devices.
The boundary between devices that are block addressable and those that
are  not  is  not  well  defined.  Everyone  agrees  that  a  disk  is  a  block
addressable  device  because  no  matter  where  the  arm currently  is,  it  is
always possible to seek to another cylinder and then wait for the required
block to rotate under the head. Now consider a tape drive used for making
disk backups. Tapes contain a sequence of blocks. If the tape drive is given
a command to read block N , it can always rewind the tape and go forward
until it comes to block  N  . This operation is analogous to a disk doing a
seek, except that it takes much longer. Also, it may or may not be possible
to rewrite one block in the middle of a tape. Even if it were possible to use
tapes  as  random  access  block  devices,  that  is  stretching  the  point
somewhat: they are normally not used that way.
The other type of I/O device is the character device.  A character device
delivers  or accepts  a  stream of  characters,  without  regard to any block
structure.  It  is  not  addressable  and  does  not  have  any  seek  operation.
Printers, network interfaces, mice (for pointing), rats (for psychology lab
experiments), and most other devices that are not disk-like can be seen as
character devices.
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Device
Data rate
Keyboard 10  bytes/sec
Mouse 100 bytes/sec
56K modem 7 KB/sec
Telephone channel 8KB/sec
Dual ISDN lines 16KB/sec
Laser printer 100KB/sec
Scanner 400KB/sec
Classic Ethernet 1.25MB/sec
USB (Universal Serial Bus) 1.5MB/sec
Digital camcorder 4MB/sec
IDE disk 5MB/sec
40x CD-ROM 6MB/sec
Fast Ethernet 12.5MB/sec
ISA bus 16.7MB/sec
EIDE (ATA-2) disk 16.7MB/sec
FireWire (IEEE 1394) 50MB/sec
XGA Monitor 60MB/sec
SONET OC-12 network 78MB/sec
SCSI Ultra 2 disk 80MB/sec
Gigabit Ethernet 125MB/sec
Ultrium tape 320MB/sec
PCI bus 528MB/sec
Sun Gigaplane XB backplane 20GB/sec

Figure 5-1. Some typical device, network, and bus data rates

5.1.2 Device Controller

I/O units  typically  consist  of  a  mechanical  component  and an electronic
component. It is often possible to separate the two portions to provide a
more modular and general design. The electronic component is called the
device controller or adapter . On personal computers, it often takes the
form of a printed circuit card that can be inserted into an expansion slot.
The mechanical component is the device itself. This arrangement is shown
in Fig. 1-5.
The controller card usually has a connector on it, into which a cable leading
to the device itself can be plugged. Many controllers can handle two, four,
or even eight identical devices. If the interface between the controller and
device is a standard interface, either an official ANSI, IEEE, or ISO standard
or a de facto one, then companies can make controllers or devices that fit
that interface. Many companies, for example, make disk drives that match
the IDE or SCSI interface.
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The interface between the controller and the device is often a very low-level
interface. A disk, for example, might be formatted with 256 sectors of 512
bytes per track. What actually comes off the drive, however, is a serial bit
stream, starting with a  preamble  ,  then the 4096 bits  in  a  sector,  and
finally  a  checksum, also called an  Error-Correcting Code (ECC)  .  The
preamble is written when the disk is formatted and contains the cylinder
and  sector  number,  the  sector  size,  and  similar  data,  as  well  as
synchronization information.

5.1.3 Memory mapped I/O

Each controller has a few registers that are used for communicating with
the  CPU.  By  writing  into  these  registers,  the  operating  system  can
command the device to deliver data, accept data, switch itself on or off, or
otherwise  perform  some  action.  By  reading  from  these  registers,  the
operating  system  can  learn  what  the  device’s  state  is,  whether  it  is
prepared to accept a new command, and so on.
In addition to the control registers, many devices have a data buffer that the
operating  system can  read  and  write.  For  example,  a  common  way  for
computers to display pixels on the screen is to have a video RAM, which is
basically just a data buffer, available for programs or the operating system
to write into.
The  issue  thus  arises  of  how  the  CPU  communicates  with  the  control
registers and the device data buffers.  Two alternatives exist.  In the first
approach, each control register is assigned an  I/O port  number, an 8- or
16-bit integer. Using a special I/O instruction such

IN REG,PORT
the CPU can read in control  register PORT and store the result  in  CPU
register REG . Similarly, using
OUT PORT,REG 

the CPU can write the contents of REG to a control register. Most early
computers, including nearly all mainframes, such as the IBM 360 and all of
its successors, worked this way.
In this scheme, the address spaces for memory and I/O are different, as
shown in Fig. 5- 2(a). The instructions
IN R0,4
and
MOV R0,4
are completely different in this design. The former reads the contents of I/O
port 4 and puts
it in R0 whereas the latter reads the contents of memory word 4 and puts it
in R0 . The 4s in
these examples thus refer to different and unrelated address spaces.
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(b) Figure 5-2. (a) Separate I/O and memory space. (b) 

Memory mapped I/O. (c) Hybrid.
The second approach, introduced with the PDP-11, is to map all the control
registers  into  the  memory  space,  as  shown in  Fig.  5-2(b).  Each control
register  is  assigned  a  unique  memory  address  to  which  no  memory  is
assigned.  This  system  is  called  memory-mapped  I/O  .  Usually,  the
assigned addresses are at the top of the address space. A hybrid scheme,
with memory-mapped I/O data buffers and separate I/O ports for the control
registers is shown in Fig. 5-2(c). The Pentium uses this architecture, with
addresses 640K to 1M being reserved for device data buffers in IBM PC
compatibles, in addition to I/O ports 0 through 64K.
How do these schemes work? In all cases, when the CPU wants to read a
word, either from memory or from an I/O port, it puts the address it needs
on the bus’ address lines and then asserts a READ signal on a bus’ control
line. A second signal line is used to tell whether I/O space or memory space
is needed. If it is memory space, the memory responds to the request. If it is
I/O space, the I/O device responds to the request. If there is only memory
space  [as  in  Fig.  5-2(b)],  every  memory  module  and  every  I/O  device
compares the address lines to the range of addresses that it services. It the
address falls in its range, it responds to the request. Since no address is
ever assigned to both memory and an I/O device, there is no ambiguity and
no conflict.
The two schemes for addressing the controllers have different strengths and
weaknesses.

First, if  special I/O instructions are needed to read and write the device
control registers, access to them requires the use of assembly code since
there is no way to execute an IN or OUT instruction in C or C++. Calling
such  a  procedure  adds  overhead  to  controlling  I/O.  In  contrast,  with
memory mapped I/O, device control registers are just variables in memory
and can be addressed in C the same way as any other variables. Thus with
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memory-mapped  I/O,  a  I/O  device  driver  can  be  written  entirely  in  C.
Without memory-mapped I/O, some assembly code is needed.
Second,  with  memory-mapped  I/O,  no  special  protection  mechanism  is
needed  to  keep  user  processes  from  performing  I/O.  All  the  operating
system has to do is refrain from putting that portion of the address space
containing the control registers in any user’s virtual address space. Better
yet,  if  each  device  has  its  control  registers  on  a  different  page  of  the
address space, the operating system can give a user control over specific
devices but not others by simply including the desired pages in its page
table.  Such a  scheme can allow different  device drivers  to be placed in
different address spaces, not only reducing kernel size but also keeping one
driver from interfering with others.
Third,  with  memory-mapped  I/O,  every  instruction  that  can  reference
memory can also reference control registers. For example, if  there is an
instruction, TEST , that tests a memory word for 0, it can also be used to
test a control register for 0, which might be the signal that the device is idle
and can accept a new command. The assembly language code might look
like this:

LOOP: TEST PORT 4 // check if port 4 is 0
BEQ READY // if it is 0 go to ready
BRANCH LOOP // otherwise, continue testing
READY:
If memory-mapped I/O is not present, the control register must first be read
into the CPU, then tested, requiring two instructions instead of one. In the
case of the loop given above, a fourth instruction has to be added, slightly
slowing down the responsiveness of detecting an idle device.

To prevent this situation with memory-mapped I/O, the hardware has to be
equipped with the ability to selectively disable caching, for example, on a
per page basis. This feature adds extra complexity to both the hardware and
the operating system, which has to manage the selective caching.
Second, if there is only one address space, then all memory modules and all
I/O  devices  must  examine  all  memory  references  to  see  which  ones  to
respond to.

5.1.4 Direct Memory Access

No matter whether a CPU does or does not have memory-mapped I/O, it
needs to address the device controllers to exchange data with them. The
CPU can request data from an I/O controller one byte at a time but doing so
wastes the CPU’s time, so a different scheme, called DMA (Direct Memory
Access)  is  often  used.  The  operating  system  can  only  use  DMA  if  the
hardware has a DMA controller, which most systems do. Sometimes this
controller is integrated into disk controllers and other controllers, but such
a  design  requires  a  separate  DMA  controller  for  each  device.  More
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commonly, a single DMA controller is available (e.g., on the parentboard)
for regulating transfers to multiple devices, often concurrently.
To explain how DMA works, let us first look at how disk reads occur when
DMA is not used. First the controller reads the block (one or more sectors)
from the drive serially, bit by bit, until the entire block is in the controller’s
internal buffer. Next, it computes the checksum to verify that no read errors
have occurred. Then the controller causes an interrupt. When the operating
system starts running, it can read the disk block from the controller’s buffer
a byte or a word at a time by executing a loop, with each iteration reading
one byte or word from a controller device register and storing it in main
memory.

Figure 5-4. Operation of a DMA transfer.

When DMA is used, the procedure is different. First the CPU programs the
DMA controller by setting its registers so it knows what to transfer where
(step 1 in Fig. 5-4). It also issues a command to the disk controller telling it
to read data from the disk into its internal buffer and verify the checksum.
When valid data are in the disk controller’s buffer, DMA can begin.
The DMA controller initiates the transfer by issuing a read request over the
bus to the disk controller (step 2). This read request looks like any other
read request, and the disk controller does not know or care whether it came
from the CPU or from a DMA controller.
Typically, the memory address to write to is on the bus’ address lines so
when the disk controller fetches the next word from its internal buffer, it
knows where to write it. The write to memory is another standard bus cycle
(step  3).  When  the  write  is  complete,  the  disk  controller  sends  an
acknowledgement signal to the disk controller, also over the bus (step 4).
The  DMA  controller  then  increments  the  memory  address  to  use  and
decrements the byte count. If the byte count is still greater than 0, steps 2
through 4 are repeated until the count reaches 0. At that time, the DMA
controller  interrupts  the  CPU  to  let  it  know  that  the  transfer  is  now
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complete. When the operating system starts up, it does not have to copy the
disk block to memory; it is already there.
DMA controllers vary considerably in their sophistication. The simplest ones
handle one transfer at a time, as described above. More complex ones can
be programmed to handle multiple transfers at once. Such controllers have
multiple sets of registers internally, one for each channel. The CPU starts
by  loading  each  set  of  registers  with  the  relevant  parameters  for  its
transfer. Each transfer must use a different device controller. After each
word transferred (steps 2 through 4) in Fig. 5-4, the DMA controller decides
which  device  to  service  next.  It  may  be  set  up  to  use  a  round-robin
algorithm, or it may have a priority scheme design to favor some devices
over  others.  Multiple  requests  to  different  device  controllers  may  be
pending at the same time, provided that there is an unambiguous way to tell
the acknowledgements apart.  Often a different acknowledgement line on
the bus is used for each DMA channel for this reason.
Many  buses  can  operate  in  two  modes:  word-at-a-time  mode  and  block
mode. Some DMA controllers can also operate in either mode. In the former
mode, the operation is as described above: the DMA controller requests for
the transfer of one word and gets it. If the CPU also wants the bus, it has to
wait. The mechanism is called cycle stealing because the device controller
sneaks in and steals an occasional bus cycle from the CPU once in a while,
delaying it slightly. In block mode, the DMA controller tells the device to
acquire the bus, issue a series of transfers, then release the bus. This form
of operation is called burst mode . It is more efficient than cycle stealing
because acquiring the bus takes time and multiple words can be transferred
for the price of one bus acquisition. The down side to burst mode is that it
can block the CPU and other devices for a substantial period of time if a
long burst is being transferred.
Most DMA controllers use physical memory addresses for their transfers.
Using  physical  addresses  requires  the  operating  system  to  convert  the
virtual address of the intended memory buffer into a physical address and
write this physical address into the DMA controller’s address register. An
alternative  scheme  used  in  a  few  DMA  controllers  is  to  write  virtual
addresses into the DMA controller instead. Then the DMA controller must
use the MMU to have the virtual-to-physical translation done. Only in the
case that the MMU is part of the memory (possible, but rare) rather than
part of the CPU, can virtual addresses be put on the bus.
We mentioned earlier that the disk first reads data into its internal buffer
before DMA can start. You may be wondering why the controller does not
just store the bytes in main memory as soon as it gets them from the disk.
In other words, why does it need an internal buffer? There are two reasons.
First,  by  doing  internal  buffering,  the  disk  controller  can  verify  the
checksum before starting a transfer. If the checksum is incorrect, an error
is signaled and no transfer is done.

5.2 Principles of I/O Software
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5.2.1 Goals of the I/O Software
A  key  concept  in  the  design  of  I/O  software  is  known  as  device
independence  .  What  it  means  is  that  it  should  be  possible  to  write
programs  that  can  access  any  I/O  device  without  having  to  specify  the
device in advance. For example, a program that reads a file as input should
be able to read a file on a floppy disk, on a hard disk, or on a CD-ROM,
without having to modify the program for each different device. Similarly,
one should be able to type a command such as
sort <input >output
and have it work with input coming from a floppy disk, an IDE disk, a SCSI
disk,  or  the  keyboard,  and the  output  going to  any  kind  of  disk  or  the
screen. It is up to the operating system to take care of the problems caused
by the fact that these devices really are different and require very different
command sequences to read or write.
Closely related to device independence is the goal of  uniform naming  .
The name of a file or a device should simply be a string or an integer and
not depend on the device in any way. In UNIX, all disks can be integrated in
the file system hierarchy in arbitrary ways so the user need not be aware of
which name corresponds to which device. For example, a floppy disk can be
mounted on top of the directory  /usr/ast/backup  so that copying a file to
/usr/ast/backup/monday  copies the file to the floppy disk. In this way, all
files and devices are addressed the same way: by a path name.
Another important issue for I/O software is  error handling  . In general,
errors  should  be  handled  as  close  to  the  hardware  as  possible.  If  the
controller discovers a read error, it should try to correct the error itself if it
can. If it cannot, then the device driver should handle it, perhaps by just
trying to read the block again.  Many errors are transient,  such as read
errors caused by specks of dust on the read head, and will go away if the
operation is repeated. Only if the lower layers are not able to deal with the
problem should the  upper  layers  be  told  about  it.  In  many cases,  error
recovery can be done transparently at a low level without the upper levels
even knowing about the error.
Still  another  key issue is  synchronous  (blocking) versus  asynchronous
(interrupt-driven)  transfers.  Most  physical  I/O is  asynchronous—the CPU
starts the transfer and goes off to do something else until  the interrupt
arrives. User programs are much easier to write if the I/O operations are
blocking—after a read system call the program is automatically suspended
until the data are available in the buffer. It is up to the operating system to
make operations that are actually interrupt-driven look blocking to the user
programs.
Another issue for the I/O software is buffering. Often data that come off a
device cannot be stored directly in its final destination. For example, when a
packet comes in off the network, the operating system does not know where
to put it until it has stored the packet somewhere and examined it. Also,
some devices have severe real-time constraints (for example, digital audio
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devices),  so  the  data  must  be  put  into  an  output  buffer  in  advance  to
decouple the rate at which the buffer is filled from the rate at which it is
emptied, in order to avoid buffer underruns. Buffering involves considerable
copying and often has a major impact on I/O performance.

The final concept that we will mention here is sharable versus dedicated
devices. Some I/O devices, such as disks, can be used by many users at the
same time. No problems are caused by multiple users having open files on
the same disk at the same time. Other devices, such as tape drives, have to
be dedicated to a single user until that user is finished. Then another user
can  have  the  tape  drive.  Having  two  or  more  users  writing  blocks
intermixed at random to the same tape will definitely not work. Introducing
dedicated (unshared) devices also introduces a variety of problems, such as
deadlocks. Again, the operating system must be able to handle both shared
and dedicated devices in a way that avoids problems.

5.2.2 Programmed I/O

There are three fundamentally different ways that I/O can be performed. In
this section we will look at the first one (programmed I/O). In the next two
sections  we  will  examine  the  others  (interrupt-driven  I/O  and  I/O  using
DMA). The simplest form of I/O is to have the CPU do all the work. This
method is called programmed I/O .
It  is  simplest  to  illustrate  programmed  I/O  by  means  of  an  example.
Consider  a  user  process  that  wants  to  print  the  eight-character  string
“ABCDEFGH” on the printer. It first assembles the string in a buffer in user
space as shown in Fig. 5-6(a).

The user process then acquires the printer for writing by making a system
call to open it. If the printer is currently in use by another process, this call
will fail and return an error code or will block until the printer is available,
depending on the operating system and the parameters of the call. Once it
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has the printer, the user process makes a system call telling the operating
system to print the string on the printer.
The operating system then (usually) copies the buffer with the string to an
array, say, p , in kernel space, where it is more easily accessed (because the
kernel may have to change the memory map to get at user space). It then
checks to see if the printer is currently available.
If not, it waits until it is available. As soon as the printer is available, the
operating system copies the first character to the printer’s data register, in
this example using memory mapped I/O. This action activates the printer.
The character may not appear yet because some printers buffer a line or a
page before printing anything. In Fig. 5-6(b), however, we see that the first
character has been printed and that the system has marked the “B” as the
next character to be printed.
As soon as it has copied the first character to the printer, the operating
system  checks  to  see  if  the  printer  is  ready  to  accept  another  one.
Generally, the printer has a second register, which gives its status. The act
of writing to the data register causes the status to become not ready. When
the printer controller has processed the current character, it indicates its
availability by setting some bit in its status register or putting some value in
it.
At this point the operating system waits for the printer to become ready
again. When that happens, it prints the next character, as shown in Fig. 5-
6(c).  This  loop continues  until  the  entire  string  has  been printed.  Then
control returns to the user process.
Programmed I/O is simple but has the disadvantage of tying up the CPU full
time until all the I/O is done. If the time to “print” a character is very short
(because all the printer is doing is copying the new character to an internal
buffer), then busy waiting is fine. Also, in an embedded system, where the
CPU has nothing else to do, busy waiting is reasonable.
However, in more complex systems, where the CPU has other work to do,
busy waiting is inefficient. A better I/O method is needed.

Now let us consider the case of printing on a printer that does not buffer
characters but prints each one as it arrives. If the printer can print, say 100
characters/sec, each character takes 10 msec to print. This means that after
every character is written to the printer’s data register, the CPU will sit in
an idle loop for 10 msec waiting to be allowed to output the next character.
This is more than enough time to do a context switch and run some other
process for the 10 msec that would otherwise be wasted.
The way to allow the CPU to do something else while waiting for the printer
to become ready is to use interrupts.  When the system call  to print the
string is made, the buffer is copied to kernel space, as we showed earlier,
and the first character is copied to the printer as soon as it is willing to
accept a character.  At that point the CPU calls the scheduler and some
other process is run. The process that asked for the string to be printed is
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blocked until the entire string has printed. The work done on the system
call is shown in Fig. 5-8(a).5.2.3 Interrupt Driven I/O

copy_from_user(buffer, p, count);
enable_interrupts();
while(*printer_status_reg != READY) ;
*printer_data_register = p[0];
scheduler();
if(count == 0) {
unblock_user();
} else {
*printer_data_register = p[i];
count = count – 1;
i = i + 1;
}
acknowledge_interrupt();
return_from_interrupt();

When the printer has printed the character and is prepared to accept the
next one, it generates an interrupt. This interrupt stops the current process
and saves its state. Then the printer interrupt service procedure is run. A
crude version of this code is shown in Fig. 5- 8(b). If there are no more
characters to print, the interrupt handler takes some action to unblock the
user. Otherwise, it outputs the next character, acknowledges the interrupt,
and returns to the process that was running just before the interrupt, which
continues from where it left off.
5.2.4 I/O using DMA
An obvious disadvantage of interrupt driven I/O is that an interrupt occurs
on every character. Interrupts take time, so this scheme wastes a certain
amount of CPU time. A solution is to use DMA. Here the idea is to let the
DMA controller feed the characters to the printer one at time, without the
CPU being bothered. In essence, DMA is programmed I/O, only with the
DMA controller doing all the work, instead of the main CPU. An outline of
the code is given in Fig. 5-9.

copy_from_user(buffer, p, count);
set_up_DMA_controller();
scheduler();
acknowledge_interrupt();
unblock_user();
return_from_interrupt();
(a)
(b)
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Figure 5-9. Printing a string using DMA. (a) Code executed when the print 
system call is
made. (b) Interrupt service procedure.

The big win with DMA is reducing the number of interrupts from one per
character  to  one  per  buffer  printed.  If  there  are  many  characters  and
interrupts are slow, this can be a major improvement. On the other hand,
the DMA controller is usually much slower than the main CPU. If the DMA
controller is not capable of driving the device at full  speed, or the CPU
usually has nothing to do anyway while waiting for the DMA interrupt, then
interrupt driven I/O or even programmed I/O may be better.

5.5 Disks
Disks come in a variety of types. The most common ones are the magnetic
disks (hard disks and floppy disks). They are characterized by the fact that
reads and writes are equally fast,  which makes them ideal as secondary
memory (paging, file systems, etc.).  Arrays of these disks are sometimes
used to provide highly-reliable storage. For distribution of programs, data,
and movies, various kinds of optical disks (CD-ROMs, CD-Recordables and
DVDs) are also important. In the following sections we will first describe the
hardware and then the software for these devices.
Magnetic Disks
Magnetic disks are organized into cylinders, each one containing as many-
tracks as there are heads stacked vertically.  The tracks are divided into
sectors,  with  the  number  of  sectors  around  the  circumference  typically
being 8 to 32 on floppy disks, and up to several hundred on hard disks. The
number of heads varies from 1 to about 16.
Some magnetic disks have little electronics and just deliver a simple serial
bit stream. On these disks, the controller does most of the work. On other
disks, in particular,  IDE (Integrated Drive Electronics)  disks, the drive
itself contains a microcontroller that does some work and allows the real
controller to issue a set of higher level commands. 
A device feature that has important implications for the disk driver is the
possibility of a controller doing seeks on two or more drives at the same
time.  These are known as  overlapped seeks  .  While  the controller  and
software are waiting for a seek to complete on one drive, the controller can
initiate a seek on another drive. Many controllers can also read or write on
one drive while  seeking on one or more other  drives,  but  a  floppy disk
controller cannot read or write on two drives at the same time. (Reading or
writing requires the controller to move bits on a microsecond time scale, so
one transfer uses up most of its computing power.) The situation is different
for hard disks with integrated controllers, and in a system with more than
one of these hard drives they can operate simultaneously, at least to the
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extent of transferring between the disk and the controller’s buffer memory.
Only one transfer between the controller and the main memory is possible
at once, however. The ability to perform two or more operations at the same
time can reduce the average access time considerably.
One thing to be aware of in looking at the specifications of modern hard
disks is that the geometry specified, and used by the driver software, may
be different than the physical format. On older disks, the number of sectors
per track was the same for all cylinders.
Modern disks are divided into zones with more sectors on the outer zones
than the inner ones. Fig. 5-18(a) illustrates a tiny disk with two zones. The
outer zone has 32 sectors per track: the inner one has 16 sectors per track.
A real disk, such as the WD 18300, often has 16 zones, with the number of
sectors increasing by about 4% per zone as one goes out from the innermost
zone to the outermost zone.

Clocks
Clocks  (also  called  timers  )  are  essential  to  the  operation  of  any
multiprogrammed system for a variety of reasons. They maintain the time of
day  and prevent  one  process  from monopolizing the  CPU,  among other
things. The clock software can take the form of a device driver, even though
a clock is neither a block device, like a disk, nor a character device, like a
mouse. Our examination of clocks will  follow the same pattern as in the
previous section: first a look at clock hardware and then a look at the clock
software.
Two types of clocks are commonly used in computers, and both are quite
different from the clocks and watches used by people. The simpler clocks
are tied to the 110- or 220-volt power line and cause an interrupt on every
voltage cycle, at 50 or 60 Hz. These clocks used to dominate, but are rare
nowadays.
The other kind of clock is built out of three components: a crystal oscillator,
a counter, and a holding register, as shown in Fig. 5-31. When a piece of
quartz crystal is properly cut and mounted under tension, it can be made to
generate a periodic signal of very high accuracy, typically in the range of
several  hundred  megahertz,  depending  on  the  crystal  chosen.  Using
electronics,  this  base signal  can be multiplied by a small  integer  to  get
frequencies  up to 1000 MHz or  even more.  At  least  one such circuit  is
usually  found  in  any  computer,  providing  a  synchronizing  signal  to  the
computer’s various circuits. This signal is fed into the counter to make it
count  down  to  zero.  When  the  counter  gets  to  zero,  it  causes  a  CPU
interrupt.
Programmable clocks typically have several  modes of  operation.  In  one-
shot mode  , when the clock is started, it copies the value of the holding
register into the counter and then decrements the counter at each pulse
from the crystal. When the counter gets to zero, it causes an interrupt and
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stops until  it  is  explicitly  started again by the software.  In  squarewave
mode , after getting to zero and causing the interrupt, the holding register
is automatically copied into the counter, and the whole process is repeated
again indefinitely. These periodic interrupts are called clock ticks .
5.5.2 Clock Software
All  the  clock  hardware  does  is  generate  interrupts  at  known  intervals.
Everything else  involving time must  be  done by  the  software,  the  clock
driver. The exact duties of the clock driver vary among operating systems,
but usually include most of the following:
1. Maintaining the time of day.
2. Preventing processes from running longer than they are allowed to.
3. Accounting for CPU usage.
4. Handling the alarm system call made by user processes.
5. Providing watchdog timers for parts of the system itself.
6. Doing profiling, monitoring, and statistics gathering.
The first clock function, maintaining the time of day (also called the  real
time ) is not difficult. It just requires incrementing a counter at each clock
tick, as mentioned before. The only thing to watch out for is the number of
bits in the time-of-day counter. With a clock rate of 60 Hz, a 32-bit counter
will overflow in just over 2 years. Clearly the system cannot store the real
time as the number of ticks since Jan. 1, 1970 in 32 bits.
Three approaches can be taken to solve this problem. The first way is to use
a 64-bit counter, although doing so makes maintaining the counter more
expensive since it has to be done many times a second. The second way is to
maintain the time of day in seconds, rather than in ticks, using a subsidiary
counter to count ticks until a whole second has been accumulated. Because
232 seconds is more than 136 years, this method will work until the twenty-
second century.
The third approach is to count in ticks, but to do that relative to the time the
system was booted, rather than relative to a fixed external moment. When
the backup clock is read or the user types in the real time, the system boot
time is calculated from the current time-ofday value and stored in memory
in any convenient form. Later, when the time of day is requested, the stored
time of day is added to the counter to get the current time of day.

5.5.3 Soft Timers
Most computers have a second programmable clock that can be set to cause
timer interrupts at whatever rate a program needs. This timer is in addition
to the main system timer whose functions were described above. As long as
the interrupt frequency is low, there is no problem using this second timer
for application-specific purposes. The trouble arrives when the frequency of
the application-specific timer is very high. Below we will briefly describe a
software-based timer scheme that works well under many circumstances,
even at high frequencies. The idea is due to Aron and Druschel (1999). For
more details, please see their paper.
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Generally,  there  are  two  ways  to  manage  I/O:  interrupts  and  polling.
Interrupts  have  low latency,  that  is,  they  happen  immediately  after  the
event itself with little or no delay. On the other hand, with modern CPUs,
interrupts  have  a  substantial  overhead  due  to  the  need  for  context
switching and their influence on the pipeline, TLB and cache.
The alternative to interrupts is to have the application poll for the event
expected itself. Doing this avoids interrupts, but there may be substantial
latency because an event may happen directly after a poll, in which case it
waits almost a whole polling interval. On the average, the latency is half the
polling interval.
Soft timers  avoid interrupts. Instead, whenever the kernel is running for
some other reason, just before it returns to user mode it checks the real
time clock to see if a soft timer has expired. If the timer has expired, the
scheduled  event  (e.g.,  packet  transmission  or  checking  for  an  incoming
packet) is performed, with no need to switch into kernel mode since the
system is already there. After the work has been performed, the soft timer
is reset to go off again. All that has to be done is copy the current clock
value to the timer and add the timeout interval to it. Soft timers stand or fall
with the rate at which kernel entries are made for other reasons. These
reasons include
1. System calls.
2. TLB misses.
3. Page faults.
4. I/O interrupts.
5. The CPU going idle.
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