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T he horrific Oct. 7 ter-
rorist attack on Israel 
has been difficult to 

comprehend. As we pray for 
peace, we need to understand 
this attack has immediate 
implications for the U.S. military 
and its defense industrial base.

The attack was conducted with a 
combination of new military tech-
nology and old civilian equipment 
such as bulldozers, rubber boats 
and paragliders. The attack rein-
forced the need to prepare for the 
changing character of war, with an 
emphasis on new uses of technol-
ogy and new operating concepts. 

But that is only part of the story. To 
deter this from devolving into a wider 
regional conflict, the United States 
sent significant force elements, includ-
ing a second carrier strike group and 
Air Force jets armed with advanced 
munitions, into the region. It was an 
important, visceral reminder of the 
lesson history teaches us: wars often 
start with the tactical surprise of new 
technologies, but they are almost 
always won through the enduring 
strength of robust industrial bases.

For the past year — using its annual 
“Vital Signs” report on the health 
of the U.S. defense industrial base 
and more — the National Defense 
Industrial Association has been con-
ducting an educational campaign 
to highlight the necessity of trans-
forming a brittle industrial base, 
which was shaped and resourced for 
low-intensity conflict, into a threat-
informed, resilient defense ecosystem 
that can both deter near-peer com-
petitors and be responsive at scale to 
multiple contingencies and crises. 

This transformation will require 
time, money, strategic discipline and 
patience.

To this end, Secretary of Defense 
Lloyd Austin released the depart-
ment’s inaugural “National Defense 
Industrial Strategy,” which notes 
today’s industrial base is not postured 
to respond to the dynamic require-
ments of near-peer modern conflict. 

Furthermore, the department notes 
the current state of U.S. supply chains 
and workforce, technological change, 
spending constraints and geopolitical 
threats need action if we are to sus-
tain our competitive advantage. The 

strategy has notable strengths, 
including highlighting the 
dangerous gaps between the 
robust and resilient indus-

trial base called for in the 2022 
National Defense Strategy and 

the current industrial capability and 
capacity. It also recognizes that to be a 
true mobilization partner with indus-
try, the department needs to prioritize 
and optimize defense needs beyond 
traditional cost, speed and scale.

The strategy identifies clear goals, 
two of which especially resonate with 
industry: the need to rebuild resilient 
supply chains and the need for dynam-
ic production and workforce readiness.

As the Defense Department moves 
into the implementation phase, 
NDIA will encourage it to engage 
with industry to ensure govern-
ment and industry are aligned 
on goals, actions and metrics. 

There are three areas that merit 
ongoing attention: the cause and 

effect of the current posture of the 
defense industrial base, the funding 
gaps and the performance metrics.

First, the Defense Department 
must internalize that the current 
defense industrial base has been 
shaped by bipartisan policy and 
resourcing decisions it and Congress 
made over the last 30 years. Some 
of those decisions have been obvi-
ated by the subsequent relationships 
between the financial markets and 
institutions and the publicly traded 
companies, including those compa-
nies in the defense industrial base. 

Today’s public boards are highly 
attuned to institutional investors who 
deploy massive amounts of capital 
in multiple sectors on a global scale 
and expect healthy returns on their 
investments. Those markets and 
companies respond to contracts, not 
press releases. As it implements its 
strategy, the department must pay 
more attention to its intended and 
unintended market signaling and 
infuse more rigorous discipline into 
a predictable requirements process.

Second, the strategy acknowl-
edges many of the current known 
risks in the defense industrial base 
are due to past budget decisions. 
Therefore, the department will 
need to address the requirement for 
additional resources to support the 
proposed actions in the strategy.

Finally, all stakeholders — inside 
and outside of government — need 
to be clear on why we must make the 
defense industrial base resilient. 

To reiterate, the industrial base 
needs to be a threat-informed, resilient 
ecosystem that can deter near-peer 
competitors, respond to multiple con-
tingencies and crises and, if needed, 
be able to surge to respond to conflict. 
This requires that investors under-
stand the exact nature of the threat 
and what is at stake for them and the 
concomitant need for an industrial 
base that is resilient through con-
flict by design, not just designed to 
be resilient through competition.

If the strategy is to be an actionable 
and effective roadmap for the neces-
sary seismic shift our defense industri-
al base needs, we need your intellectual 
rigor, expertise and experience with us 
in this effort. Throughout 2024, NDIA 
is doubling down on its commitment 
to providing strategic forums to con-
nect you and your company across 
every echelon of the Defense Depart-
ment. Our goal is straightforward: we 
are determined to improve the readi-
ness of the defense industrial base so 
warfighters never enter a fair fight.

Therefore, I invite you to join us 
as we kick off our 2024 strategic 
conference season. Please start by 
attending the 38th Annual National 
Logistics Forum Feb. 6-7 in Okla-
homa City, Oklahoma. The theme 
of this year’s forum is “Integrated 
Deterrence: Driven by Logistics.” 

For nearly four decades, this 
national event has brought together 
senior defense officials, industry 
and acquisition leaders, logisticians, 
financial experts and coalition part-
ners to exchange ideas and share 
insights into the best ways to sup-
port our nation’s warfighters. We 
look forward to seeing you there! ND

Michael Bayer is NDIA board 
chair and president and CEO 
of Dumbarton Strategies.

4     N A T I O N A L  D E F E N S E  |  J A N U A R Y  2 0 2 4 

iStock illustration

NDIA PERSPECTIVE BY MICHAEL J. BAYER

New Industrial Strategy Echoes Association Goals



STRENTHENING 
THE INDUSTRIAL BASE 
FOR THE NEXT 100 YEARS

National Defense Industrial Association 
Affiliated Organizations

JOIN US

NDIA 
MEMBERSHIP
INCLUDES A
NATIONAL 
DEFENSE 
SUBSCRIPTION



H ALIFAX, Nova Sco-
tia — When first 
hearing the word 

CRINKs, I thought they were 
talking about some wacky 
family in a movie. Wasn’t that 
a hit comedy? “Meet the CRINKs,” 
or “Holiday with the CRINKs?”

In fact, CRINKs isn’t a family 
name. It’s an acronym for China, 
Russia, Iran, North Korea.

And there’s nothing funny 
nowadays about them.

The term “CRINKs” was first heard 
at the 15th annual 2023 Halifax Inter-
national Security Forum, and the 
term is the brainchild of its founder 
and president Peter Van Praagh. The 
forum invites about 300 attendees 
from 75 democratic countries each 
year — diplomats, academics, mili-
tary officers, politicians, activists and 
journalists — to engage in discussions 
about the state of democracy around 
the world and to get what he calls 
“an annual dose of moral clarity.”

The violent new era of global conflict 
is the direct result of Vladimir Putin’s 
invasion of Ukraine, he asserted.

“Our goal this weekend is to 
show China, Russia, Iran and 
North Korea — what we call the 
CRINKs — that our resolve cannot 
be shaken. When the democracies 
of the world work together, there is 
no challenge that cannot be met,” 
he said at a press conference.

After Putin fails in Ukraine, 
then the world will return to some 
sort of normalcy, he asserted.

Outside the hotel where the forum 
took place on day one was a crowd 
of two dozen pro-Palestinian pro-
testors — one with a bullhorn, 

who ironically called all the 
attendees “war criminals.” 

They served as an immedi-
ate reminder that since the 
2022 Halifax conference, the 

situation in the world seems 
to have only grown worse after 

Hamas’ terrorist attack on Israel in 
October — as well as an example that 
not everyone in the world enjoys what 
they had: the right to free speech. 

A key assertion over the week-
end was that the CRINKs are 
increasingly coming together in 
an unholy technological alliance.

While there were some par-
ticipants who referenced the days of 
yore when China and Russia were 
at odds, the evidence that this alli-
ance is real is becoming more obvi-
ous, even for those of us who have 
no access to intelligence reports.

Iranian-made drones are used to 
attack Ukraine. North Korea and Iran 
share rocket technology. Putin met 
with Kim Jong Un in Russia’s Far East 
to discuss military matters, and so on.

Back at the IDEX defense trade 
show in Abu Dhabi in 2009, National 
Defense reported on a Chinese com-
pany’s catalog distributed to poten-
tial customers that had pages of 
“Big Brother” technology for sale. 

Now, 15 years later in Tehran, 
“Chinese cameras are everywhere to 
identify unveiled women,” Iranian 
activist and president of the World 
Liberty Congress Masih Alinejad 
said during a panel discussion. 

Look for China to sell its AI-enabled 
surveillance systems to any dictator 
who has the cash in the coming years.

And it’s not just “hard power” 
technologies, the other countries are 
picking up on Russia’s disinforma-
tion tactics, techniques and pro-
cedures to divide and conquer the 
populations in unfriendly nations. 

China ahead of the Taiwan elections 
was actively spreading disinformation 
to influence voters, said Vincent Chao, 
spokesperson and director of the Dem-
ocratic Progressive Party of Taiwan.

In one recent case, the People’s 
Republic of China successfully man-
aged to place a front-page story in a 
Taiwanese newspaper that claimed 
the United States was pressur-
ing Taiwan to build bioweapons.

“The tell-tale signs that this 

was misinformation were still 
there, but they weren’t as obvi-
ous as in the past,” Chao said.

Once, North Korea had little capa-
bility to conduct cyberattacks, theft 
and espionage. Having almost no 
one in the population with access to 
the internet — that seemed logical.

But it learned. It first paid for 
“hackers for hire” to do its dirty 
work, but those contracts must 
have included some training 
because today North Korean opera-
tors are reportedly adept at raiding 
cryptocurrency accounts and are 
using the funds to build rockets.

Look for this “hackers for hire” 
model to be repeated. Any country 
with the inclination and enough cash 
will be able to use social media to 
meddle in their neighbors’ elections. 

Dictators are creating a network for 
how to censor, do surveillance, spread 
fake news and use social media, Aline-
jad said. They are helping each other 
suppress their own people and those 
outside their border, she added. 

Steve Tsang, director of the China 
Institute at the School of Oriental and 
African Studies at the University of 
London, wrote in a paper distributed 
at the forum that Putin’s ultimate 
defeat in Ukraine would put China 
at the center of the CRINKs’ orbit.

“CRINKs is a partnership of 
convenience rather than an alli-
ance sharing a common goal. Its 
members know that the existing 
world order is not conducive to 
their ultimate ambitions,” he said.  

The good news during a time of 
decidedly bad news around the world 
is that the CRINKs might be a part-
nership of convenience, but the rest 
of the free world has tech alliances 
that are more than just expediency.

The Quad — the United States, 
Australia, Japan and India — have 
a nascent tech alliance to coun-
ter China, and the AUKUS agree-
ment between Australia, the United 
States and the United Kingdom is 
looking stronger every day.

There are the Five Eyes, NATO 
and too many bilateral technol-
ogy sharing agreements between 
freedom-loving nations to list here. 

And as Van Praagh said, as long 
as their resolve can’t be shaken, the 
CRINKs don’t stand a chance. ND
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Holidays with the CRINKs, Not a Lot of Fun



T he Defense Department has 
enjoyed decades of military 
supremacy. Because adver-

saries lacked the capability to target 
U.S. and allied forces and supplies in 
transit to a theater of operation, the 
military has conducted unobstructed 
deployment and resupply activi-
ties. Today, China has been identi-
fied as the “pacing threat,” ending 
the era of uncontested logistics.

The Joint Chiefs of Staff recognized 
the need for the department and 
each military service to modernize 
to meet this new challenge, leading 
to the creation of the Joint Warfight-
ing Concept — a threat-informed 
operational document detailing how 
the Joint Force will operate and fight 
cohesively across all domains.

Contested logistics — a key tenet 
of the concept — describes a prob-
lem set, including increased threats 
to supply chains, reduced mobil-
ity and the need to operate in a 
resource-constrained environment.

To contribute to the conversation, 
the National Defense Industrial Asso-
ciation’s Emerging Technologies Insti-

tute recently released 
“Enabling the Joint 
Warfight.” The report is 
based on several panel 
discussions hosted by 
ETI that focused on the 

capabilities and technologies necessary 
to address the operational challenges 
that the concept describes. The panels 
focused on building flexibility in logis-
tics, plans and operations to ensure 
that the warfighter remains sufficient-
ly supported during a future conflict.

To increase resiliency, the Defense 
Department must address key 
technical challenges. Tangible ben-
efits will arise by improved data 
management, shortening the deci-
sion cycle time and building resil-
iency into command and control.

To plan for and adapt to logistics 
failures, data will need to be col-
lectively visible to the Joint Force. 
Service stovepipes inhibit data man-
agement, which affects how the ser-
vices coordinate delivering supplies 
such as replacement parts. There 
are several initiatives by the Joint 
Staff Logistics Functional Capa-
bilities Board to understand how the 
services are gathering their data.

While there is some improvement in 
coordinating needs such as fuel, trans-
parency and data-sharing between the 
services remains an uncomfortable 
but necessary step for supply chain 
visibility, interoperability and the 
development of artificial intelligence 
solutions for data management.

Better data management will also 
enhance the department’s ability to 
embrace digital engineering. Models, 
structured data and infrastructure are 
key to revolutionizing how the services 
approach the acquisition materiel life-
cycle. In fact, ETI is working with the 
Air Force and Army on adopting digital 
materiel management capabilities to 
help facilitate collaboration between 
industry and government. For logistics, 
these processes will enable automated, 
data-driven decision-making, which 
will help proactively address issues, 
including diminishing manufactur-
ing sources and materiel shortages.

The Defense Department’s ability to 
automate — or otherwise speed up — 
decision-making will be a key enabler 
of resilient logistics. This would allow 
commanders to make faster threat 
assessments and ensure logisticians 
can provide multiple materiel options 
in real-time. Machine learning tools 
can help support decisionmakers with 
analysis, namely network modeling, 
decision optimization and advanced 
pattern recognition — all of which 
will help the military respond more 
dynamically to a fast-paced battlespace.

The cyber and space domains play 
an integral role in the department’s 
ability to command and control, where 
increasing resiliency will be accom-
plished vis-à-vis distributed control. 

The Joint Requirements Over-
sight Council is working to iden-
tify capabilities through experiments 
like live exercises, wargames and 
tabletop exercises. Operating suc-
cessfully in a contested environ-
ment entails using different nodes, 
routes and distribution platforms. 

However, combat is becoming so 
complex that it has begun to render 
live exercises insufficient for mak-
ing informed decisions. Among the 
greatest needs is to invest in model-
ing and simulation experimentation 
tools to support the development, 
integration and transition of next-
generation contested logistics solu-
tions such as autonomous systems 
and additive manufacturing.

Lastly, the Defense Department will 
need to continue to enhance intra-
agency, commercial and international 
relationships to create new ways of 
delivering fuel and supplies to the front 
lines. Access is key in a future conflict 
in the Indo-Pacific. By partnering with 
commercial industry, it can lever-
age shipping lanes and ports to build 
resiliency in its logistics operations.

At NDIA’s Emerging Technologies 
Conference in August, Defense Logis-
tics Agency representatives noted their 
inventory managers are working with 
industry to support surge capacity and 
increase supply chain resiliency. The 
Defense Department is also seeking 
to establish agreements with inter-
national allies and partners in the 
region for needs such as airfields or 
distribution networks on the ground. 

The department has identi-
fied last mile delivery as a current 
shortfall. Ultimately, harnessing 
commercial and international part-
ner logistics capabilities will be 
crucial to solving infrastructure, 
force posture and delivery gaps. 

While the Joint Warfighting Concept 
was created to prepare for a poten-
tial conflict in the Indo-Pacific, the 
modernization changes it calls for will 
lead to benefits that are applicable to 
every combatant command. Capabili-
ties such as faster decision-making 
loops and route optimization will give 
the Defense Department the agility 
to succeed in any 21st century fight. 
With these kinds of sustained invest-
ments, it can ensure it will operate 
effectively in contested environments 
by using its personnel and equip-
ment as efficiently as possible. ND

Alan R. Shaffer served as deputy 
undersecretary of defense for acquisi-
tion and sustainment. Wilson Miles is 
an associate research fellow at NDIA’s 
Emerging Technologies Institute. 
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HALIFAX, Nova Scotia — The 
Army’s top officer in the Indo-
Pacific theater welcomed the 

recent news that the service’s new 
Precision Strike Missile has suc-
cessfully completed a crucial test.

“The Precision Strike Missile — and 
the work that is going on with our Pro-
gram Executive Office for Missiles and 
Space — is an absolutely crucial capa-
bility out in the Pacific,” Gen. Charles 
Flynn, commanding general of U.S. 
Army Pacific, told reporters at the 
Halifax International Security Forum.

A few days prior to the forum, the 
Army and contractor Lockheed Martin 

at the White Sands Mis-
sile Range in New Mexico 
successfully completed a 
test of the new missile at a 
range shorter than 85 kilo-
meters, although the ser-
vice would not disclose the 
exact distance it traveled.

Three weeks after the 
conference, the Army con-
firmed in a Dec. 8 state-
ment that it had received 
the Precision Strike Missile 
Increment 1 Early Opera-
tional Capability missiles.

The Army’s stated goal is 
to have the Precision Strike 
Missile travel as far as 500 
kilometers but has only 
achieved 400 kilometers. The 
short-range test conducted 
Nov. 13 was operationally 
more difficult to execute than 
a long-range test, a Lockheed 
Martin statement said.

“The short-range flight 
represents the most stress-
ful, dynamic environment 
for the missile as it maneu-
vered at hypersonic speeds 
to align to the target,” the 
statement said. Hyper-
sonic speeds are gener-

ally defined as Mach 5 or above. 
The test verified the missile’s 

accuracy, maneuverability and struc-
tural integrity, the statement said.

The new missile is fired from the 
legacy High Mobility Artillery Rocket 
System, or HIMARS, which is also 
manufactured by Lockheed Martin.

Flynn said the new missile com-
bined with the launcher will be a 
powerful tool for multi-domain 
operations where the Army and the 
Marine Corps may be called upon to 
fire at ships from positions ashore. 

“What the HIMARS capability rep-
resents is the ability to not be fixed. It 
allows you to have mobile, reloadable, 
distributed — both lethal and nonle-
thal — capabilities because it’s tied to 
the joint targeting network,” he said.

The possibility of having the Army, 
Marines and U.S. allies in the Indo-
Pacific that also operate the HIMARS 
system — and could therefore deploy 

the new Precision Strike Missile as 
well — will be a powerful capabil-
ity in the region, Flynn said.

“I’m aware of the recent success, 
and in my view, it can’t come fast 
enough. And I’m communicating that 
back to my Army leaders,” Flynn said.

The fact that it has not yet demon-
strated the requirement to fly 500 kilo-
meters didn’t bother Flynn. He would 
accept an incremental so-called “80 
percent solution” to have the capabil-
ity in Indo-Pacific Command, he said.

Testing incrementally at different 
ranges is important because the Army 
will need a “range of variants” to achieve 
different capabilities, Flynn said. 

Lockheed Martin — which has 
received three production contracts 
for the missiles so far — indicated 
there were still more tests to come.

“The demonstration is the first of 
several production qualification tests 
moving the [Precision Strike Mis-
sile] closer to fielding and delivery 
of early operational capability mis-
siles this year,” Jay Price, Lockheed 
Martin vice president of precision 
fires at the company’s missiles and 
fire control division, said in a state-
ment. It “is a critical capability and 
the top long-range fires moderniza-
tion priority for the U.S. Army.”

Another missile system Flynn is 
looking forward to deploying in 2024 
is the Strategic Mid-Range Fires Sys-
tem, also known as the Typhon mis-
sile system. It leverages existing Navy 
Raytheon-produced SM-6 missiles 
and Raytheon-produced Tomahawk 
cruise missiles that are modified 
for ground launches, with Lockheed 
Martin serving as the integrator. 
Like the Precision Strike Missile, it 
is intended to target ships at sea.

The Army’s Rapid Capabilities and 
Critical Technologies Office within 
two and a half years of conceiving 
of the system successfully dem-
onstrated an SM-6 missile launch 
— and later a Tomahawk missile 
launch — from the prototype sys-
tem, “confirming the full operational 
capability of the system,” an Army 
release said, with Flynn adding that 
a “battery or two” is ready to deploy.

“We intend to deploy that sys-
tem in the region. I’m not going 
to state where and when,” he said, 
steadfastly declining to say if they 
would be on U.S. or foreign soil.

Plans so far call for four batter-
ies, which include four launchers, 
an operations center and a number 
of support vehicles and trailers. ND

Army Looks to New 
Missile to Attack 
Enemy Ships from 
Shores BY STEW MAGNUSON
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‘Made in Russia’ 
No Selling Point
• The largest arms broker in the 
Indo-Pacific and across Asia for 
the last 50 years has been Russia, 
noted the U.S. Army’s commander 
in the region Gen. Charles Flynn. 

But that’s going to change 
because of the Russian inva-
sion of Ukraine, he predicted 
on the sidelines of the Halifax 
International Security Forum. 

When potential customers now 
“look at what’s happened in Europe, 
they see that that Russian equip-
ment is not reliable, and it’s not 
working. Moreover, the supply 
chain associated with that, the train-
ing associated with that — parts, 
ammunition, follow-on modifica-
tions — that is all at risk,” he said.

“It may come fast, and it may 
come cheap, but it’s not very reli-
able when you’re in a fight. So, 
ours might come a little bit slower. 
It may be a little more expen-
sive, but it works,” he added. ND

AUKUS for Pre-K
• The AUKUS partnership between 
Australia, the United Kingdom and 
the United States is intended to last 
for decades to come, but to make 
that happen, the three nations must 
prepare the next generation to play 
their part in the alliance, said Bonnie 
Jenkins, the U.S. State Department’s 
lead on AUKUS implementation.

For AUKUS to be successful, “we 
have to invest in our workforce here 
in the United States, but also in 
Australia as well as the United King-
dom,” Jenkins said at the Atlantic 
Council recently. This will involve 
Australians coming to study in U.S. 
and U.K. schools, and vice versa.

Additionally, the partners rec-
ognize “the next generation of 
young people who are in pre-K 
are also going to be working on 
AUKUS,” and developing that 
future workforce from an early age 
is vital, she said. Talented work-
ers will be needed not just in ship-
yards, but across several emerging 
technology areas, she added. 

“I think we may have found 
another compelling way to explain 
the broader context of AUKUS 
… it starts in kindergarten,” said 
Markus Garlauskas, the direc-
tor of the Indo-Pacific Security 
Initiative at the Atlantic Council’s 
Scowcroft Center for Strategy and 
Security. “I think that’s great.” ND

Impatience Is a Virtue
• U.S. Special Operations Command 
is called on to conduct high-priority 
missions around the world. That’s 
one of the reasons its commander, 
Army Gen. Bryan Fenton, described 
SOCOM as “a very impatient com-
mand,” when it comes to innovation 

and trans-
formation.

“And we’re 
supposed 
to be that 
way. Based 
on the type 
of missions 
we get, the 
teammates 
that join 

our organization, they drive us 
each and every day to go faster, to 
think deeper and certainly to get 
to a solution and to an effect very 
quickly,” he said at the Aspen Secu-
rity Forum in Washington, D.C.

“Each and every day, we 
don’t think we’re going fast 
enough. We always want to go 
faster,” Fenton continued. 

“And as we put it against the 
prism of what’s coming in the 
next 10 years, we’ve got to go 
even faster,” he said. “And I think 
there’s a lot of ways to do that.” 

One way is to learn and adopt from 
partners and allies, some of which 
are ahead on tech innovation, he 
said. Some are ahead on human capi-

tal and business practices, 
which can be more impor-
tant than technology, he said.

Ultimately, he said, there are four 
pillars to transformation in SOCOM: 
people, technology, organizations and 
tactics, techniques and procedures.

“First and foremost, [when] we talk 
about transformation, it’s really bet-
ter people. ‘Human is more impor-
tant than hardware’ is a longtime, 
first-off truth and motto for Special 
Operations Command,” he said. ND

Navy Agrees: People 
Are the Priority
• To prepare for potential con-
flict in the Indo-Pacific, the 
Navy’s top three priorities are its 
people, ensuring readiness and 
implementing digitalization, said 
Rear Adm. Douglas Small, com-
mander of the Naval Information 
Warfare Systems Command.

Recruiting and retaining person-
nel is the “number one priority,” 
he said during a keynote speech 
at the Eastern Defense Summit 
in Charleston, South Carolina.

“We’re in a competition for tal-
ent,” he said. “We need to make sure 
that we are the employer of choice.”

The Navy’s second priority is 
readiness, from information war-
fare readiness to utilizing live, 
virtual and constructive train-
ing to prepare warfighters.

“We’re trying to lay out what 
the continuum of readiness looks 
like, from the installation sys-
tem all the way up to being able to 
execute as a striker,” Small said. 
“How do we get to a continuum of 
readiness between coming out of a 
maintenance availability and then 
getting ready for high-end train-
ing and getting ready to deploy?”

The third priority is digitaliza-
tion. For the Navy, that encom-
passes everything from development, 
security and operations, how to 
deliver software in a more modern 
way, “data-driven everything,” and 
model-based engineering, he said.

To strengthen strategic deter-
rence, the Navy needs “actionable 
solutions. To me, that means things 
that are ready to go today, not ideas 
to build upon,” Small said. ND

IN BRIEF Reporting by Sean Carberry, Josh Luckenbaugh, Stew Magnuson and Allyson Park
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FORT DEVENS, 
Massachusetts — 
Against a background 

that has led the Department 
of Veterans Affairs to iden-
tify “23 presumptive condi-
tions for burn pit exposure,” 
the Army is entering pro-
duction on a safer alterna-
tive to open air burning or 
backhauling of solid waste.

The Expeditionary Solid 
Waste Disposal System 
will provide a new incin-
eration module to support 
the Army’s 150-person 
Force Provider Expedi-
tionary Base Camp.

The module will reduce 
the use of burn pits by 
providing a cleaner solu-
tion for onsite disposal of 
1,000 pounds of solid waste 
per 24-hour period for an 
approximate 92 percent vol-
ume reduction, Lt. Col. Dan-

iel O’Neill, product manager 
for force sustainment 
systems in the Program 
Executive Office for Com-
bat Support and Combat 
Service Support, said at the 
Army’s Future Capabilities 
Integration Laboratory at 
Fort Devens, Massachusetts.

“The system also reduces 
soldier, civilian and local 
population exposure to 
pollutants from open air 
burn pits and reduces the 
amount of trash that must 
be backhauled, reducing sol-
diers’ exposure and attacks 
during convoy operations,” 
he explained. “Reduc-
ing waste held onsite also 
deters potential vermin 
that could spread disease 
and disrupt operations.”

The system comprises 
three Tricon shipping 
containers, each weigh-

ing approximately 9,500 
pounds, that are attached 
to create a single 8 by 8 
by 20-foot module. The 
system is designed to be 
set up and operated by 
soldiers using the Army’s 
all-terrain 10K forklift.

O’Neill said the sys-
tem is simple to oper-
ate, requires minimal 
training and requires no 
contractor support.

In operation, soldiers 
will load the primary incin-
eration chamber through a 
large front door, which is 
then sealed and electroni-
cally locked. The operator 
uses push-button controls to 
start the system, which does 
not require attendance or 
further operator input. A full 
batch burn cycle consists of 
a five-hour burn time fol-

lowed by a five-hour cool-
down, with stack pollution 
controlled by automatically 
maintaining a secondary 
burn chamber at an average 
of 1,600 degrees Fahrenheit.

The system allows two 
burn cycles per day to 
incinerate up to 1,000 
pounds of solid waste.

The system completed 
development and testing 
requirements in July 2020, 
with a July 2021 produc-
tion contract awarded to 
Enercon Waste Systems, 
doing business as Eco Waste 
Solutions USA, he said.

Funding has recently been 
received for production 
of 10 units, and the con-
tract “is open for ordering 
through July 2026 should 
additional funding become 
available,” he added. ND

Innovation Nation
Container System Replaces 
Hazardous Burn Pits BY SCOTT R. GOURLEY 

DUBAI, United Arab Emir-
ates — The next-generation 
F-16 fighter is receiving a 

tailored, all-digital electronic war-
fare suite, and after a successful 
Drop 2 test in November, it’s one 
step closer to taking flight.

The Viper Shield all-digital electronic 
warfare suite, developed by L3Harris, 
is custom designed to be the baseline 
on Lockheed Martin’s advanced F-16 
Block 70/72 aircraft, but prior blocks 
can be easily upgraded with the new 
suite as well, Anna Gragossian, director 
of business development for electronic 
warfare at L3Harris, said recently on 
the sidelines of the Dubai Airshow.

The system, which is an upgrade of 
previous L3Har-
ris electronic 
warfare systems, 
provides a virtual 
electronic shield 
around the aircraft, 
designed to detect 
modern radar sys-
tems. The upgrade 

addresses new threats and creates 
interoperability with the F-16’s APG-
83 fire control radar, she said.

L3Harris announced the sys-
tem’s successful Drop 2 integration 
test on Nov. 8, demonstrating full 
radio frequency compatibility with 
the F-16’s onboard APG-83 radar.

The test included continuous expo-
sure with APG-83 energy for more 
than 12 hours to determine whether 
the radar pulses would interfere with 
electronic warfare functionality. The 
test “proved Viper Shield’s ability to 
filter out signal processing streams 
from the APG-83 radar pulses with-
out any performance compromise,” 
according to a company press release.

Viper Shield’s 
analog predeces-
sor could only 
detect one threat 
at a time, Gragos-
sian said. The new 
system’s upgraded 
architecture will 
“allow us to see 

all of the threats simultaneously and 
defeat them simultaneously,” improv-
ing situational awareness through 
electronic countermeasures, she added.

The all-digital architecture will 
also use commercial-off-the-shelf 
technology to make it smaller, 
lighter and easier to upgrade.

Viper Shield’s Drop 3 incre-
ment delivery, which as of the 
time of publication was scheduled 
for December, will be production 
representative, Gragossian said 
— “so, that’s a big milestone.”

The Drop 3 hardware will be 
used at Lockheed Martin’s System 
Integration Lab for multifunc-
tional testing, followed by flight 
testing scheduled for early 2024.

Viper Shield has five drops planned, 
with the fourth and fifth scheduled 
for the first and third quarters of 
2024, she said. “And then what hap-
pens after Drop 5 is finalizing the 
remaining testing integration, and 
then be ready for production in … 
[the fourth quarter] of 2025.” ND

F-16 Electronic Warfare Suite Achieves Key Milestone BY LAURA HECKMANN

The Expeditionary Solid Waste Disposal System
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ORLANDO — Lockheed Mar-
tin is working on a radically 
new approach to immersive 

training systems that have previ-
ously relied on a series of projec-
tors to create high-fidelity images.

AMAZE — the Amorphic Appear-
ance Zero-Projector — is a visual 
display system that relies on today’s 
commercial LED panels and does away 
with the traditional dome-shaped 
simulators that have dominated 
the training market for decades.

“Projector-based dome systems have 
capably served the training environ-
ment for a long time,” said Erik Etz, 
director of business development 
at Lockheed Martin Training and 
Logistics Solutions. But new com-
mercial LED panels are brighter with 
better contrast and becoming less 
expensive, he said while unveiling the 
prototype to a handful of reporters 
at the company’s Orlando facility.

Beaming images from projectors 
onto domed screens takes up space, 
uses a lot of energy and is high main-

tenance. Swapping out 
a bulb can take hours, 
he noted. “There 
are unique sustain-
ment challenges 
associated with those 
projector-based dome 
systems that typically 
involve significant 
hardware structure 
outside the dome.”

LED panels, however, are not 
round but come in squares. The 
prototype shown to reporters was 
a series of rectangles and triangles 
patched together, but when stand-
ing in the correct position, the sys-
tem provided a seamless view of a jet 
fighter swooping through a valley.

The screen has two layers: a fiber-
optic light relay that projects the image 
onto the LED layer, said John Magda, 
visual display system engineer.

“We’re not asking any of our ven-
dors to create specific shapes for the 
solution. And that’s how you can really 
keep the initial procurement costs 

down,” Magda said.
The image on the 

screen is two times 
brighter than tra-
ditional projected 
images and has three 
times better contrast, 
Etz said. But the big-
gest selling point is 
the reduced footprint 
of the simulator and 
lower sustainment 

costs, which the company projects 
as being 35 percent less than domed 
systems over a period of 10 years.

“And the price points for LEDs are 
continuing to plummet,” Etz added. 

Lockheed Martin has developed 
the prototype with its internal 
research and development fund-
ing. It revealed the system to cus-
tomers during the Interservice/
Industry Training Simulation and 
Education Conference in November 
in Orlando, with an eye to market-
ing it for aviation simulators first, 
although it could potentially be used 
for any type of platform, he noted. ND
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Lockheed Martin Simulator Prototype 
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CHARLESTON, South Caro-
lina — In order to strengthen 
cybersecurity and implement 

zero trust architecture, the Coast 
Guard must invest in understand-
ing data, a service official said.

Zero trust architecture refers 
to evolving cybersecurity para-
digms that prioritize protecting 
data by repeatedly authenticating, 
authorizing and validating system, 
application and data access. 

Implementing zero trust architec-
ture presents a change to how the 
Coast Guard approaches security, 
especially when the Defense Depart-
ment and the individual services 
have differing requirements.

“We need to focus on better identity 
management, focusing on the data 
side of that,” Capt. Andrew Campen, 
engineering services division lead at 

the Command, Control, Communi-
cation, Computer, Cyber and Intel-
ligence Service Center at the Coast 
Guard, said at a panel at the Eastern 
Defense Summit in December. “[We 
must] realize that data is the piece 
that’s important, not the system itself. 
Identity management is key for us. 
Understanding data is key for us.”

Successfully implementing a zero 
trust architecture is incredibly dif-

ficult in the digital age, especially with 
the vast amount of mobile devices 
and defense and security technology.

“I think we’re also challenged here 
as we get into today’s world, all the 
new mobile devices, all these new toys 
that we’re bringing to the table,” Rear 

Adm. Chad Jacoby, assistant comman-
dant for acquisition and chief acquisi-
tion officer of the Coast Guard, said. 
“We want to introduce them to our 
IT environment. How do we do that 
from a zero trust architecture perspec-
tive? It’s going to be very difficult.” 

Though achieving zero trust archi-
tecture is critical to safely conduct 
multi-domain operations, protect-
ing other data is also crucial.

“A lot of departments out there 
with commercial environment needs, 
we need to protect our data, whether 
it’s our health records, our finan-
cial data,” Campen said. “We want 
to secure our personnel data in the 
Coast Guard and our operational data 
to make better decisions as well.”

Zero trust architecture is com-
plex, and the Coast Guard must 
focus on understanding data 
and understanding the differ-
ent roles it can play, Jacoby said.

“There’s the server workstation zero 
trust architecture to solve, but there’s 
also the operational technology zero 
trust architecture to solve, and it allows 
me to bring that from the center and 
say that our embedded systems on our 
ships, aircraft and shore stations need 
to meet the same mandate,” he said. ND
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DISPATCHES

Coast Guard 
Goes All-In on Zero 
Trust Architecture 
BY ALLYSON PARK

• Special Operations 
Command named 
Melissa Johnson, 
member of the 
Senior Executive 
Service, as its 
new acquisition 
executive. John-
son is responsible 
for more than 1,000 
personnel providing 
acquisition, technology and 
logistics support to Special 
Operations Forces. Johnson 
served 24 years on active 
duty, with her final assign-
ment as the program exec-
utive officer for SOCOM’s 
Fixed Wing Programs.

Israel’s Rafael Advanced 
Defense Systems 
appointed Yoav 
Turgeman as 
its chief execu-
tive officer. The 
appointment is 
pending approval 
from the appoint-
ments committee, 

the minister of defense and 
the regional cooperation 

minister responsible for 
government compa-

nies. Turgeman 
served in various 
command and 
staff roles in the 
Israeli Navy for 
25 years, retiring 

as a colonel. Since 
2018, he served as 

the chief executive 
officer of Elta Systems. He 
will succeed retired Maj. 
Gen. Yoav Har-Even.

The Center for Strategic 
and International Studies 
announced Clayton Swope 
as deputy director of the 
Aerospace Security Project 
and senior fellow with the 

International Security 
Program. Swope 

brings more 
than 20 years of 
experience on 
national secu-
rity, space and 

technology. He 
will play a role in 

expanding CSIS’s work and 
impact on national security, 
aerospace and space policy 
development and strategy. 
Before joining CSIS, Swope 
led national security and 
cybersecurity public policy 
for Amazon’s Project Kui-
per, an initiative to increase 
global broadband access 
through a constellation of 
satellites in low Earth orbit.

Austal USA announced 
Jim Blastos as the com-
pany’s vice president of 
supply chain manage-
ment. His responsibilities 
will include procurement, 
strategic sourcing, ware-
housing, logistics, material 
management and produc-
tion control activities for 
the company. He has more 
than 25 years of experi-
ence in developing strategic 
organizational transforma-
tion, collaborative solutions 
and operational process-
ing as well as leader-
ship positions in supply 
chain and operations in 

the Navy and industry.
Todd Harrison has 

joined the American 
Enterprise Institute as a 
senior fellow, where he 
will focus on the defense 
budget, defense indus-
trial base and space policy. 
He joined the think tank 
from Metrea, where he 
was senior vice president 
and head of research.

Hudson Institute’s Center 
for Defense Concepts and 
Technology announced 
Jordan Schneider as 
its Andrew W. Marshall 
Scholar for the 2023-2024 
academic term. Schneider 
is a noted China expert, 
blogger and podcaster. 
In addition to traditional 
research, Schneider’s 
scholarship will include 
long-form discussions with 
experts across disciplines 
to explore how technol-
ogy, operational concepts 
and organizations drive 
and respond to changes in 
the character of war. ND
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Innovation company 
BMNT Inc. on Dec. 5 
announced the creation 

of the AUKUS Defense 
Investor Network, which 
is dedicated to accelerat-
ing the development of 
advanced military capa-
bilities for the trilateral 
partnership between Aus-
tralia, the United Kingdom 
and the United States.

The U.S. Defense Inves-
tor Network was founded 
in 2019 by BMNT entre-
preneur-in-residence 
Heather Jo Richman, who 
described the network as 
“a thing that’s not a thing.”

The network does 
not have or take fund-
ing such as dues, is not 
incorporated or a non-
profit, Richman, who now 
chairs the U.S. network, 
explained in an interview. 

“It really is just a net-
work … where investors 
who are either very well-
versed in national secu-
rity investing, or not at all 
versed in national secu-
rity investing, can come 
and share thoughts and 
hear from senior leaders, 
from program manag-
ers, from people that are 
really trying to get these 
things done inside of our 
Department of Defense and 
intelligence community.”

Defense investor net-
works also exist in the 
United Kingdom and Aus-
tralia, and “we thought 
it made a lot of sense 
that … as our countries 
are figuring out how to 
work together, our pri-
vate capital communi-
ties also need to figure 
out how to work together 
and figure out what that 
means,” Richman said. 

“We talk about mission 
acceleration and innova-
tion at the speed of trust, 

and the more that we can 
really build the bridges 
between the various 
investment [and] private 
capital communities in 
those three countries, it’s 
going to be a benefit to 
everybody,” she added.

Co-chaired by the lead-
ers of each country’s net-
work, the AUKUS Defense 
Investor Network consists 
of leading private capital 
investors from more than 
300 institutional venture 
capital firms, corporate 
venture capital groups 
and family offices from 
the three partner coun-
tries, representing more 
than $265 billion, a BMNT 
press release stated.

“Access to private capital 
is vital to help scale the 
innovative dual-use com-
panies who are important 
suppliers to defense and 
the wider national security 
community,” John Ridge, 
chair of the AUKUS Inno-
vation Working Group, 
said in the release. “I am 
excited to see the creation 
of an AUKUS Defense 
Investor Network, which I 
hope will increase aware-
ness and understanding of 
our shared security chal-
lenges across the venture 
capital community and 
help our cutting-edge com-
panies bring their creativ-
ity to bear against some 
of our toughest national 
security challenges.”

The network will focus 
on Pillar 2 of AUKUS, the 
goal of which is to develop 
interoperable, advanced 
military capabilities in 
emerging technology areas 
such as cyber, artificial 
intelligence, quantum 
sciences, undersea capa-
bilities, hypersonics and 
counter-hypersonics, 
electronic warfare and 

information shar-
ing — “areas 
where private 
sector investment 
can accelerate 
government investment 
in developing solutions 
to critical security chal-
lenges,” the release said.

In a Dec. 1 joint state-
ment, U.S. Secretary of 
Defense Lloyd Austin, 
Australian Deputy Prime 
Minister and Minister for 
Defence Richard Marles 
and U.K. Secretary of State 
for Defence Grant Shapps 
said they welcomed the 
creation of the AUKUS 
Defense Investor Network, 
which will “facilitate target-
ed industry connectivity.”

The three leaders 
announced several initia-
tives to increase industry 
participation in AUKUS, 
such as convening the first 
AUKUS Advanced Capa-
bilities Industry Forum 
in the first half of 2024, 
and launching a series of 
innovation challenges in 
which companies from 
across the three countries 
will be able to compete for 
prizes on a common inno-
vation challenge topic. The 
first innovation challenge 
in early 2024 will focus 
on electronic warfare.

Richman said the 
AUKUS Defense Investor 
Network will be “piggy-
backing” on other AUKUS 
events, as well as holding 
network-only meetings.

“Meeting people in per-
son is always … amazing. 
It’s a different level of get-
ting to know someone and 
trusting someone,” she 
said. “So the more that we 
can take advantage of those 
opportunities, especially 
when there are large events 
where we’ve got people 
traveling internation-

ally already … it is really 
important to get together 
and to build that trust.”

The more investors can 
talk and understand each 
other’s approach, as well 
as gain insight into each 
military’s capability needs, 
the more effective the net-
work will be, she said.

From venture funds to 
private equity firms to 
family offices to high-net-
worth individuals, everyone 
“has a different invest-
ment thesis,” she said. 
“I’m just finding that the 
more that all of these dif-
ferent groups learn about 
true threats, real threats, 
how they can help, what 
capabilities are needed, 
how that’s going to work 
… the more they know, the 
more they know. And the 
more they know, the more 
they understand, and so 
they’re willing to do things 
a little bit differently.”

Along with managing 
different time zones, the 
network will also need to 
have “constructive con-
versations, making sure 
that we’re being realistic 
about the value” of dif-
ferent investments or 
technologies “to each of 
the countries,” she said. 

Potential reforms to 
export laws such as the 
U.S.’ International Traf-
fic in Arms Regulations 
are “top of mind for a 
lot of folks,” so “it will be 
interesting to see what 
happens and what sorts 
of challenges we are able 
to tackle [or] aren’t able 
to tackle,” she added. ND

— Posted Dec. 8 at 
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A common question to Defense 
Department officials is how to 
ensure artificial intelligence 

is “responsible” enough to deploy on 
the battlefield. Companies developing 
AI systems for the military need to 
ask themselves this question as well.

The private sector is developing 
important, innovative technologies at 
such a rate that “industry and gov-
ernment are now — if not co-equal 
— near-peer partners in national 
security,” said Klon Kitchen, a senior 
fellow at the American Enterprise 
Institute. The government is realizing 
and reconciling itself to the fact that it 
is no longer the only national security 
stakeholder.

“Industry is … now a center of grav-
ity for foreign policy and national 
security,” he said.

While companies may not want 
to have to worry about the 
national security implica-
tions of their products, “I’m 
sorry … you’ve worked very 
hard to build and gain this 
level of influence, now you 
have to deal and reconcile 
yourself with the responsi-
bilities that come with that 
influence,” Kitchen said dur-
ing a recent panel discus-
sion hosted by the National 
Security Law Journal and 
National Security Institute at 
George Mason University.

“And so what’s happen-
ing right now is the renego-
tiation of a social contract between 
government and industry and what 
is now a shared burden in a way that 
has previously never been shared 
before,” with AI the “quintessential 
example” of that shift, he said. 

On Oct. 30, President Joe Biden 
signed an executive order on safe, 
secure and trustworthy AI. Kiersten 
Todt, former chief of staff at the 
Cybersecurity and Infrastructure 
Security Agency, said a key element 
of the executive order “is looking at 
bias and how do we mitigate the bias 
for artificial intelligence? How do we 
ensure that the technology that we’re 
building, when it exponentially takes 
something that we’re looking to be able 
to grow and differentiate, is not doing 

that in a negative way? How are we 
ensuring that the data makes sense?”

Data provenance is critical to 
AI, “and it’s very hard to reverse 
engineer data provenance,” Todt 
said during the panel. “So, what 
can we do now with technology to 
ensure that there are data standards 
… so that you understand what’s 
going into it, but importantly, it’s 
building that security into it.”

Earlier in October, the FBI hosted 
a summit with leaders of the Five 
Eyes intelligence alliance, along with 
business leaders, entrepreneurs, gov-
ernment officials and academics “to 
discuss threats to innovation, com-
ing trends in the use and potential 
exploitation of emerging tech and 
means to work together to advance 
both economic security and public 
safety,” a FBI release stated. The Five 

Eyes group comprises the United 
States, Canada, the United King-
dom, Australia and New Zealand.

The event was “unprecedented,” 
Todt said. “You had the Five Eyes com-
ing together to talk to CEOs of tech-
nology companies in Silicon Valley … 
to say, ‘Your technology, what you’re 
building, you may think this is just a 
revenue generator … but you are now 
part of our national security infra-
structure. So, you have a responsibility 
and an obligation to look at what the 
impact of your technology is. How are 
your choices being made, so that when 
we’re building out our infrastructure 
from a United States perspective, 
we’re doing it with security, critical 
infrastructure, resiliency all in mind?’”

With private industry, rather 
than the Defense Department, 
now leading research and devel-
opment of critical technologies 
like AI, “we should just accept 

the fact that the department is 
always going to be behind … so it’s 

really always going to be how quickly 
we can adopt what we’re behind in,” 
said Whitney McNamara, vice presi-
dent of Beacon Global Strategies. 

“We simply don’t have the national 
budget to spend trillions of dollars to 
be the leader in R&D in every area, 
so we should be thinking about what 
makes sense for us to spend money” 
on for internal government research, 
“and what makes sense to be procur-
ing from the commercial sector,” 
McNamara said during the panel.

Building the ecosystem to properly 
adopt technology like AI is something 
the government struggles with, she 
said. Whereas the Defense Depart-
ment might just say, “I want to put AI 
on my drone and go do something,” it 
must also ask questions like, “Where’s 
the data coming from? What’s the 
process? Who secures the data? Do 

we need to manage data? Is it 
open-source data? How does my 
algorithm interact with my data? 
How do I test and evaluate it, 
especially if I’m expecting my AI 
to act in slightly unpredictable 
ways … it’s like this really kind 
of nebulous process,” she said. 

“I think there’s a lack of an 
appreciation sometimes” for 
what it will take to adopt AI, she 
said. “When we say AI, we’re 
really just talking about process-
ing power and data and test and 
evaluation architecture, which 
isn’t always the sexiest topic.”

Getting the right AI sys-
tems and architectures in place will 
take a team effort between govern-
ment and industry, Todt said. 

“This is a great opportunity where 
the U.S. government has really the 
power of the purse when it comes to 
procurement, to incentivize behav-
iors that it may not be able to regu-
late,” she said. “We talk a lot about 
the incentives for industry to do this 
security and safety, and where regula-
tion will come we’ll have to see, but 
if the U.S. government starts to say, 
‘We’re going to see that safety and 
security in our research as a dif-
ferentiator, and that will allow us to 
work with you more easily,’ then we 
start to see a market and a culture 
evolve where that’s prioritized.” ND
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Industry, Government Must 
Share Responsible AI Burden



O n Dec. 14, Congress gave 
the Defense Department 
a Christmas present — a 

2024 defense bill. However, batter-
ies were not included, as Congress 
had yet to pass a 2024 budget or the 
$106 billion supplemental fund-
ing package the White House put 
on its Christmas list months ago.

The emergency funding would pro-
vide some $60 billion for Ukraine, 
$14 billion for Israel and $14 billion 
to counter the surge in illegal border 
crossings into the United States. The 
border security provisions were hold-
ing up passage, with many Republi-
cans calling for additional immigration 
reforms before they would agree to the 
supplemental. Prospects for passage 
looked dim at the time of writing.

In the meantime, previously 
appropriated military support for 
Ukraine is running low — along 
with enthusiasm from some law-
makers for new appropriations for 
the nation as the war ground to a 
stalemate heading into winter.

During a Dec. 7 fireside chat at 
the Aspen Security Forum, U.K. 
Foreign Secretary David Cameron 
made an aggressive pitch — to a 
roomful of the converted — for con-
tinued U.S. support to Ukraine.

“The biggest beneficiary of Pax 
Americana was America, and 
it’s worth making that argument 
over and over again,” he said.

“The value for the money of what 
you’ve put in is astounding,” he con-
tinued. “What is it? Like maybe 10 
percent of your defense budget used 
by the Ukrainians has destroyed half 
of Russia’s prewar military assets. 
Now, if that isn’t a good invest-
ment, I don’t know what is.”

Later in the discussion, the mod-
erator referred to a recent American 
Enterprise Institute analysis in The 
Washington Post that found 90 per-
cent of the $68 billion in military aid 
provided so far to Ukraine had been 
spent in the United States, benefitting 
U.S. manufacturers and workers.

According to the AEI analysis and 
article authored by Marc Thies-
sen, 117 production lines in at least 
31 states are manufacturing weap-
ons provided to Ukraine. That 
does not include smaller items like 
spare parts or small arms ammo. 

“In other words, as hap-
pens with foreign military 
aid, our aid to Ukraine is not 
only creating American jobs 
but also reinvigorating our 
dangerously atrophied defense 
industrial base,” Thiessen wrote. 

Cameron jumped on that point.
“Ultimately, lots of our constitu-

ents and members of the public live 
in places — whether in the United 
Kingdom or in the states — where 
there’s a big industrial base, and 
there’s jobs, and there’s investment 
that will go in as a result,” he said.

“I think we’re at a point where 
we’ve got to stop thinking about how 
we’re running down our existing 
stocks to supply Ukraine,” he contin-
ued. “We need to think much more 
about how we build up our stocks. 
And I think in the more dangerous 
and insecure world that I was talking 
about, supply chains, stocks, defense 
commitments, these things have 
become more important, and they’re 
also more important for allies.”

Mark Cancian, senior advisor with 
the Center for Strategic and Interna-
tional Studies’ International Security 
Program, has also researched the 
domestic benefit of Ukraine aid.

“Aid to Ukraine is something of 
a misnomer,” he said in an inter-
view. “It’s really ‘funds as a result of 
the war in Ukraine’ because a lot of 
it goes to U.S. agencies,” including 
the Defense Department, he said.

There are multiple ripple effects 
of military assistance to Ukraine 
that benefit the U.S. military 
and industrial base, he said.

“We sent things that are in our 
inventory,” Cancian said. “We were 
sending top-of-the-line equipment, but 
when we replace it, we replace it with 
whatever the most current version is.”

For example, the United States 
is sending M113s and will replace 
them with new Armored Multi-
Purpose Vehicles, he said.

“And on things like munitions, they 
have a shelf life,” Cancian said. “The 
shelf life on a Javelin is 20 years, and 
we send them Javelins with 18 years 
on them — they were only going to 
be around another two years and we 
would have to get rid of them. Now, 
we buy a new Javelin, so we restart 
that clock. So, that helps our inven-

tories also,” he continued.
Thiessen made a similar 

point, noting Stinger mis-
sile production had shut 
down in 2005 until last year 

when the Pentagon signed a 
$625 million contract to restart 

production to support Ukraine.
“Without our Ukraine resupply 

effort, the Stinger production line like-
ly would have remained dormant — 
perhaps until bombs started dropping 
in a conflict over Taiwan,” he wrote.

Furthermore, NATO allies are 
donating weapons to Ukraine and 
buying new weapons from U.S. manu-
facturers.

“In all, our analysis found that there 
are at least 13 production lines in 10 
states and 11 U.S. cities producing new 
American-made weapons for NATO 
allies to replace the equipment they 
have sent to Ukraine,” Thiessen wrote.

Not to mention the supplemen-
tal package includes $3.4 billion for 
the U.S. submarine industrial base 
and other funding to build capacity 
in the defense industrial base that 
officials say is crucial to deter and 
defend against Chinese aggression 
in the Indo-Pacific, Cancian noted.

One would think members of Con-
gress would be crowing about the 
benefits to U.S. workers and congres-
sional districts of continued military 
support for Ukraine, but participants 
at the forum like Paula Dobriansky, 
vice chair of the Atlantic Council’s 
Scowcroft Center, expressed dismay 
that the message isn’t getting out.

“I think that word needs to get 
out more. … It’s a very significant 
one,” she said. “[It] matters not 
only for our security but for that of 
Ukraine, because you can’t have lim-
itless munitions. You have to have 
manufacturing. You have to have a 
strong industrial base. So, it’s in our 
interest. It’s in Ukraine’s interest. 
It’s in Europe’s interest. It’s in the 
global community’s interest.” ND
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Why Ukraine Assistance Is U.S. Assistance



T
he United States has 
always led with the 
private sector when 
it comes to national 
power, both in pre-

serving our own and protecting 
that of our partners and allies.

Many of the greatest accom-
plishments in U.S. history have 
been made possible by a close, 
purposeful relationship between 
the public and private sectors. 

The U.S. government and our 
largest, most dynamic corpora-
tions have achieved great things 
together: Liberty ships, the Apollo 
program and the internet all met 
a government need using creative 
commercial wherewithal. The “tech 
industry” has been a key player in 
many of these types of initiatives. 

We are now in an environment 
where tech companies are perhaps 
the crucial arbiters of how we project 
power, ensure global stability and 
collaborate with our allies. This has 
the potential to bring into ever closer 
alignment the bulk of the United 
States’ and likeminded allies’ defin-
ing attributes through the same 
platforms that host popular culture, 
foster democratic values and help us 
collaborate and communicate with 
friends and colleagues the world over. 

It would be nearly impossible 
to maintain our position and rel-
evancy without the internet’s con-
nectivity and the efficiency of 
its attendant infrastructure. 

The relationship between tech and 
government is not new, and it may 
be obvious to most, however we are 
in the early stages of a renewal of 
the dynamics involved as well as the 
global competitive landscape, one 
that will see the large-scale adop-
tion of cloud computing as a defin-
ing and enabling characteristic. 

It is no accident that the recently 
published “National Defense Sci-
ence and Technology Strategy” 
specifically highlights “cloud com-
puting and data sharing” as the new 
“norm” and a critical component of 

modernizing and upgrad-
ing digital infrastructure.

The role of public-private 
partnership in pursuing national 
security goals has become a central 
component of our strategic frame-
works and the international order, 
and cloud service providers will 
play a vital role in national secu-
rity and international stability. 

Governing documents, such as the 
White House’s May 2021 “Execu-
tive Order on Improving the Nation’s 
Cybersecurity,” have placed the pro-
viders at the center of forward-looking 
planning and initiatives. They provide 
the infrastructure and services that 
enable governments to collect, store 
and analyze data, as well as commu-
nicate and collaborate with one other. 

The synergies created by this 
shared platform usage can be used to 
track and monitor threats, develop 
new technologies, or even plan and 
execute military or homeland security 
operations. This creates an unprec-
edented opportunity for interoper-
ability. Instead of merely selling allies 
vehicles and guns, we can now marry 
them up with our command-and-
control networks, intelligence analyti-
cal frameworks and data streams.

In the past, large industrial enti-
ties such as railroads, oil companies 
and steel mills played a similar role 
in national security. Cloud ser-
vice providers are different in that 
they are not tied to any particu-
lar country or region, nor are they 
inherently tied to the industrial 
capacity for war-making, as they can 
also enable soft power. This makes 
them both methods of deterrence 
in terms of military resilience, but 
also ties them to peaceful alterna-
tives to rogue regimes and adversarial 
nations. They are both guarantors 
of deterrent stability and enablers of 
civil society, giving them a uniquely 
advantageous position in an age of 
renewed great power competition.

It is a very deliberate and historically 
appropriate parallel when President 
Joe Biden recently praised the defense 

industry in terms of “the arsenal of 
democracy” and invoked World War 
II. The war in Ukraine has clearly 
demonstrated that the United States 
is still an indispensable partner for 
the defense of democracy, and that it 
cannot fulfill that role without its tech-
nologically enabled economic might. 

It is widely acknowledged that 
Ukrainian organizational and infra-
structure resilience was only pos-
sible through cloud technology. 
This model will only become more 
essential to national security and 
international stability in the future.

The United States is currently 
engaged in competition with China 
for global dominance. Both coun-
tries are investing heavily in cloud 
computing and artificial intelligence. 
The United States has a distinct 
advantage in having several lead-
ing cloud providers, including Ama-
zon, Microsoft and Google. These 
companies have the resources and 
expertise to protect the nation and 
its allies as discussed above. 

China is also investing heavily in 
cloud computing, but it does not have 
the same level of capabilities or global 
market share as the United States, 
which, along with Europe, has also 
taken steps to limit Chinese access to 
this technology to preserve informa-
tion dominance, thus securing Amer-
ica’s role as the provider of secure 
platforms and technology in conjunc-
tion with trusted service providers.

The role of cloud service providers 
in national security will continue to 
evolve. As new technologies emerge, 

INDUSTRY PERSPECTIVE
Cloud Service Providers as
The Technological Arsenal 
Of Democracy BY JASON ATWELL
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cloud providers will need to adapt 
to meet the changing needs of gov-
ernments and other customers. 

However, the basic role of cloud 
providers will remain the same: to 
provide the infrastructure and ser-
vices that enable governments to 
project national power and achieve 

their objectives. The first version 
of the arsenal of democracy played 
to America’s strengths on the fac-
tory floor; we couldn’t win the war 
without General Motors, but we 
also needed Ford and Chrysler and 
many others to scale our advantage. 

Likewise, cloud service provid-

ers can provide this new techno-
logical arsenal, but we can only do 
it together and in close partner-
ship with the government. ND

Jason Atwell is a program 
manager at Google Public Sec-
tor and Mandiant Intelligence.
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Replicator 
Initiative Looks to 
Swarm Through 
‘Valley of Death’

BY JOSH LUCKENBAUGH

NUMBERS 
GAME

D
eputy Secretary of Defense 
Kathleen Hicks laid out an 
ambitious goal when she 
announced the Replicator ini-
tiative in August: within two 
years, the Defense Department 
will field thousands of all-
domain, attritable, autonomous 

swarming robots to counter China’s military mass.
While that objective in and of itself is quite eye-

catching, Replicator’s other goal — to revolutionize 
how the Defense Department does business by building 
a bridge across the so-called “Valley of Death,” where 
innovative defense technologies fail to make it to the 
field — could be the real success story of the initiative.

There are several programs across the services 
focused on autonomous systems: the Army recently 
announced plans to deploy human-machine inte-
grated formations, the Navy’s first and only uncrewed, 
high-altitude drone reached initial operational 
capability in 2023 and the Air Force is developing 
unmanned, collaborative combat aircraft to fly along-
side its Next Generation Air Dominance fighter jets.

While these examples may not reflect exactly what 
Replicator is after — Hicks has described the ini-
tiative’s shopping list as “small, smart, cheap and 
many” systems that could potentially “move the 
needle” in the Indo-Pacific — the initiative is “not 
a new program of record” and will leverage “exist-



ing funding, existing programming 
lines and existing authorities to 
accelerate production and delivery 
at scale,” she said at the Defense 
News Conference in September.

Congress made clear during the 
2023 budget cycle that it wants the 
Defense Department to “use its full 
authorities” for acquisition, Hicks 
said during a Defense Writers Group 
event in November. “‘We don’t 
think you’re pushing hard enough, 
do what you can with what you 
have’ is the gist of what we read.

“And I’m a big believer [that] we 
need to be problem-solvers in DoD,” 
she continued. “The answer to every 
question is not, ‘I need more money 
and more people.’ So, Replicator is a 
great example of how we are taking 
that feedback from Congress, look-

ing to problem solve for ourselves and 
working with what we have at hand.”

The Defense Department has a num-
ber of “alternative acquisition strate-
gies,” such as middle-tier acquisition to 
field systems within two to five years 
and the software acquisition pathway, 
to facilitate rapid, iterative delivery 
of software capabilities, but “we are 
very acclimated to — for perfectly 
logical reasons — a particular acqui-
sition strategy: a program of record 
that we can track through the budget 
that has specific line items, it moves 
through different colors of money, 
etc.,” Hicks said. Changing the acquisi-
tion system will require “a more sys-

tematic, senior-level focus … on how 
do we remove barriers beyond just the 
resourcing piece … to make sure things 
make it across the Valley of Death.”

Jaret Riddick, a senior fellow at 
Georgetown University’s Center for 
Security and Emerging Technology, 
said the fact it was a senior leader 
such as Hicks who announced the 
Replicator initiative sent a “clear 
demand signal” to industry. 

The initiative is a “clear declara-
tion” for the United States to “cre-
ate an offset against one of China’s 
greatest strategic advantages, and 
that’s mass — having more ships, 
more planes, more missiles, more 
people,” Riddick said during a recent 
discussion hosted by the Center for 
Security and Emerging Technology. 

Additionally, the announcement 
coming from the deputy secretary of 
defense gives Replicator “sort of the 
gravitas, the serious focus on this, in a 

condensed time period to really learn 
how we can accelerate and how we can 
get these sort of processes in place that 
help us to be able to do things quickly 
in the environment that we’re in.”

In response to Replicator, “we’ve 
seen mobilization” both inside and 
outside of the government, he added. 
To lead the initiative, the Defense 
Department has established the 
Deputy’s Innovation Steering Group 
— co-chaired by Hicks and the 
vice chairman of the Joint Chiefs of 
Staff — along with the supporting 
Defense Innovation Working Group, 
led by the Defense Innovation Unit.

Igor Mikolic-Torreira, the cen-

ter’s director of analysis, said the 
Deputy’s Innovation Steering Group 
is the “critical piece” to make Rep-
licator’s ambitious goal a reality.

“Having a group like this with all the 
relevant people in the room … really 
focuses the department and the deci-
sion-making processes on this issue 
and what needs to happen,” Mikolic-
Torreira said. “The key players that 
have influence on the process who have 
authority, who have powers to make 
this happen, are all in the room with 
the vice chairman and the deputy sec-
retary, [who are] in some polite fashion 
breathing fire on them, and the system 
responds very effectively to this.”

That doesn’t mean the group won’t 
run into challenges, such as how to 
acquire systems on as great a scale 
as Hicks has stated, he said. That is 
where the Defense Innovation Unit 
will play a key role, Riddick said.

DIU is “oriented to really engage” 
across the “network of indus-
try partners,” particularly 
nontraditional defense com-
panies — “the folks who have 
been sort of maturing these 
technologies in the commer-
cial space,” Riddick said.

DIU Director Doug Beck 
said expanding the aperture 
“of players that are pro-
viding capability into this 
space” — and thus expand-
ing the industrial base “on 
which you can rely … makes 
an enormous difference.

“A lot of those players — 
including some of those more 
emerging commercial tech 
players who are playing in 
this space — are working 
very, very hard on solving” 
potential issues for Replicator, 
such as scalability and supply 
chain challenges, he said dur-

ing a media roundtable in November.
Aditi Kumar, DIU’s deputy director 

of strategy, policy and national security 
partnerships, said for Replicator the 
organization is not only “looking at the 
programs already in the department’s 
pipeline that fit the mission need,” but 
also identifying capability gaps, such 
as domain area or enabling infrastruc-
ture, “and this is where we’re looking 
at leveraging our solicitations process 
to bring in new entrants,” explor-
ing if industry can fill those gaps.

DIU is planning to host a Repli-
cator technology summit in early 
2024, “where we’re bringing in our 
partners here to think through what 

20     N A T I O N A L  D E F E N S E  |  J A N U A R Y  2 0 2 4 

D
efense D

ept. photos

DRONE TECH

Army officials operate a swarm of 
drones during an exercise at the National 
Training Center in Fort Irwin, California.



capabilities are critical to this, and 
how we build some of the common 
architecture pieces and other enabling 
pieces to deliver a capability that, 
over the long term, the department 
can benefit from,” Kumar added.

DIU is not only oriented to form 
unique connections with the private 
sector but can also build relation-
ships with the “operational commu-
nity — so, the combatant commands 
to the actual warfighters,” Riddick 
said. “Those types of connections 
will certainly be necessary to under-
stand” the needs of the warfighter, and 
what systems will fit those needs.

Defense Department officials have 
shown reluctance to publicly dis-
cuss details about what systems will 
be bought as part of Replicator. In 
November, Hicks said the depart-
ment will select the initial batch of 
candidates “in the next about three 
weeks,” but as of press time, no 
announcement had been made.

“We’re being very careful … about 
the way in which we talk about Replica-
tor” so as not to reveal too much infor-
mation to China and other strategic 
competitors, Hicks said — similar to 
how the Pentagon has remained cagey 
with details about the B-21 Raider 

strategic bomber and the Next Genera-
tion Air Dominance fighter programs. 

The department will be “clear and 
transparent” with Congress about 
Replicator, “but how we choose to 
speak about it” publicly, “in terms of 
the particular programs or projects 
that we’ll be accelerating through 
Replicator, is to be determined.”

What is known is that the systems 
will be bought in “tranches,” or as 
Kumar put it, “successive batches.”

“The reason we’re approaching it 
in successive batches is because there 
are some … systems that are ready to 
go from a scaling perspective,” that 
have been “tested and validated” and 
“we have high confidence that they 
will meet the mission need,” Kumar 
said. “There might be other systems 
where some, or all, pieces of that work 
still need to be done,” such as analysis, 
testing or evaluating scalability. “As 
we answer those questions, those sys-
tems will start getting wrapped into 

the successive batches.” New entrants 
can deliver systems in later tranches 
that fill gaps in the current portfolio.

Buying systems in tranches also 
gives the Defense Department 
flexibility if a robot isn’t perform-
ing correctly, “buying down risk” 
that would otherwise be passed 
to the warfighter, she added.

“How do we buy down risk so that 
we can move forward [and] give 
ourselves the optionality to iter-
ate on those decisions?” she said. 
“Because at the end of the day, tak-
ing that risk now is taking that risk 
away from the warfighter later. … We 
want to proceed in steps so that we 
are learning at each point and then 
making the next decision based on 
those learnings, as opposed to mak-
ing big decisions up front and then 
locking ourselves into something.”

Michael O’Connor, a major in the 
Space Force and a Department of the 
Air Force fellow at the Center for Secu-
rity and Emerging Technology, said 
buying systems in tranches solves a 
common problem, “where you have 
huge waves of demand … out of the 
military for capabilities, for either com-
modities or new systems, every time 
the world gets extra interesting. And 

Deputy Secretary of 
Defense Kathleen Hicks
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T
he Defense Department’s Replicator ini-
tiative is aiming to acquire thousands of 
attritable, autonomous systems within the 
next two years to counter China’s mili-
tary mass. The Pentagon has revealed few 

details about what types of systems it wants for the ini-
tiative, but the department’s focus on the Indo-Pacific 
could be a clue into what robots do or do not fit the bill.

Since September, the newly-established Deputy’s 
Innovation Steering Group — co-chaired by Deputy 
Secretary of Defense Kathleen Hicks and the vice 
chairman of the Joint Chiefs of Staff — as well as 
the supporting Defense Innovation Working Group, 
have been focused on three distinct steps concern-
ing Replicator, according to a Defense Innovation 
Unit release: working with Indo-Pacific Command to 
understand warfighter needs and pinpoint mission 
areas for all-domain attritable autonomy to address; 
surveying existing all-domain attritable autonomy 
capabilities that are already underway across the 
services and nominating systems that can best sup-
port the previously-identified mission sets; and 
evaluating those systems against a set of criteria to 
identify which ones Replicator will accelerate first.

Aditi Kumar, the Defense Innovation Unit’s deputy 
director for strategy, policy and national security part-
nerships, said during a recent media roundtable the 
criteria for Replicator includes autonomy, attritability 
— which she defined as “the cost of the system rela-
tive to alternatives that would help us meet that same 
mission need” — scalability and resiliency “to achieve 
their mission in a denied environment.” These crite-
ria “will not change across the tranches,” she said. 

These criteria echo Hicks’ similarly broad but 
more succinct description of the desired sys-
tems when she announced the Replicator initia-
tive at the National Defense Industrial Association’s 
Emerging Technologies for Defense conference 
in August: “small, smart, cheap and many.”

The Defense Department is looking at sys-
tems “in all domains,” Hicks said at a recent 
Defense Writers Group event. The initial Replica-
tor tranche will be focused on capabilities that 
“can move the needle for particularly” Indo-Pacific 
Command in the next two years, she added.

Space Force Maj. Michael O’Connor, a Department 
of the Air Force fellow at Georgetown University’s 

22     N A T I O N A L  D E F E N S E  |  J A N U A R Y  2 0 2 4 

XQ-58A Valkyrie 
unmanned aerial vehicle

Indo-Pacific Focus 
Provides Hint Into 
Replicator Shopping List

then you have these peace 
dividends where industry 
has been scaled back because 
the DoD is scaling back. 

“If you can have this 
constant demand signal, 
it’s much easier to plan 
for, it’s much more effi-
cient, and I think it also 
helps keep a more healthy 
industrial base. And ulti-
mately, that will also be 
useful” as a process that 
can be repeated going for-
ward, O’Connor said.

The goal is to replicate 
this process for other 
defense technologies, Beck 
said. “It’s about delivering 
concrete results in 18 to 24 
months while driving the 
process to accelerate tech-
nology at scale in a way that 
is replicable. We’re focusing 
first on … unmanned, auton-
omous, attritable systems, 
with multiple thousands 
across multiple domains, 
and there will be other 
Replicators” in the future.

The end product of Rep-
licator will be “simultane-
ously the impact of fielded 
systems that [help] to deter 
major conflict — or win 
if forced to fight — in the 
Indo-Pacific, and the learn-
ing that we have from hav-
ing done that, that allows 
us to do it again and again 
and again,” he said. “And 
in order to do that, we’re 
going to have to hit snags, 
learn from them and break 
down systemic barriers 
along the way. If, in fact, 
those barriers were already 
all broken down and it was 
simple, we wouldn’t have to 
do this. So, we’re doing that 
on purpose, and that’s part 
of what this is all about.”

Lauren Kahn, a senior 
research analyst at the 
Center for Security and 
Emerging Technology, said 
while fielding thousands of 
autonomous drones within 
the next two years would 
technically be a success, 
what would actually make 
Replicator a notable achieve-

ment is if the Pentagon 
can indeed “replicate this 
system again elsewhere” 
and prove it can “regularly 
overcome this kind of Val-
ley of Death … to make 
sure that the DoD can actu-
ally access all the resources 
that are available to it.”

Mikolic-Torreira con-
curred. “Are we going to be 
successful if after two years 
we have a few thousand 
drones of various kinds 
in the force? Yes, in some 
sense, but I think that’s the 
disappointing success,” he 
said. “The really useful suc-
cess is if we get this insti-
tutionalized where you’re 
continuously buying fairly 
large tranches of drones” 
and sustaining this “clear 
demand signal for products.

“Replicator is a real 
success if it spawns its 
continuation,” he said. If 
consistently buying and 
upgrading systems “gets 
instantiated as part of that 
process … now you’ve got 
the demand signal that the 
industrial base will respond 
to. … So to me, that’s the 
biggest long-term measure 
of success is if it changes the 
department in that way.”

While driving change in 
the Defense Department’s 
acquisition processes is 
important, for Hicks, the 
warfighter is Replicator’s 
top priority.

“What to look for on 
Replicator is, does the 
United States Department of 
Defense field within 18 to 24 
months thousands of attrita-
ble, autonomous systems? If 
the answer to that question 
is ‘yes,’ and we’re able to talk 
about the way we burned 
down risk to make that 
happen and deliver capabil-
ity, that builds trust on the 
commercial sector side that 
we can move within that 
two-year cycle and increase 
investment opportunities for 
companies that are trying to 
be in that space,” she said. 

“And most importantly for 
us, it delivers capability to 
the warfighter faster. That’s 
what Replicator is about.” ND
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Center for Security and Emerging Technology, said while 
the initiative is keeping its options open to robots in any 
domain, certain systems will be more effective than oth-
ers in the Indo-Pacific, adding that his views were his 
own and did not represent those of the government.

The Defense Department must consider the robots 
as platforms themselves — “they need to be able to get 
close enough to a potential fight to make a difference” 
— as well as the payloads they will carry — “a drone in 
and of itself can only do so much,” O’Connor said dur-
ing a recent discussion on Replicator hosted by CSET.

For any mission, such as intelligence, surveillance and 
reconnaissance or electronic warfare, a robot must have 
enough payload capacity “to get the job done” — and “the 
more power each of those payloads consumes, the shorter 
the legs, the shorter the range” one will have, he said. 
And having the necessary range is particularly challeng-
ing in the Indo-Pacific given its vast ocean expanses.  

In the Indo-Pacific, operators face a tough task main-
taining a “minimum distance — the nearest piece of 
land or a ship you watch” a robot from, O’Connor said. 
Whereas in Ukraine, “the fight is maybe 10 kilometers 
away [and] you’re going to have a line of sight to your 
drone, you may need to be able to do things more autono-
mously in the Indo-Pacific because the fight may be so far 
away, or the electronic environment may be so contested, 
that you just cannot control your drone with a direct line 
of sight — you can’t do [a first-person view] drone.”

And if you have thousands — or even hundreds — of 
robots, “it’s hard to find 100 pilots and put them all in one 
place,” he said, adding that groups such as the Air Force’s 
Task Force 99 and the Navy’s Task Force 59 are conducting 
research and development on operating many unmanned 
systems all at once and doing the command and control 
to use them effectively, which is an important factor.

“So, can you do the command and control? Do you 
have the payloads to accomplish what you want in 
your mission, and then can you get into the fight when 
you need to?” he continued. “Those are a bunch of 
the knobs you can turn … most of them are techni-
cally solvable, it’s just you have to figure out where on 
that cost/size performance curve you want to be.”

The Defense Department could buy thousands 
of small quadcopters, for example, “but they’re not 
likely to be able to cross the distances involved in the 
Indo-Pacific,” he said. “You can buy … larger plat-
forms” like the 30-foot-long XQ-58 Valkyrie, “but 
then you’re going to be challenged on cost.

“So, in between there’s likely a sweet spot that 
you can buy mid-range drones if we’re talking aer-
ial vehicles — likely things with wings — and then 
you have a similar situation with maritime [robots],” 
he said. “You’ve got small, you’ve got big — the 
answer is probably somewhere in the middle.”

The use cases for ground-based robots in the 
Indo-Pacific are limited, he added. While they 
could assist with aerial logistics, even those mis-
sions “are going to be challenging given the water 
involved and the distances in the Indo-Pacific. 

“I could be wrong here, but it’ll really depend on 
what the mission requirements are and what the cre-
ativity of industry can deliver,” he said. “And because 
… we want to do this in 18 to 24 months, it has to be 
what is ready now, or very, very, very, very soon.” ND

— Josh Luckenbaugh
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C
hina’s ongoing dedication 
to developing unmanned 
vehicles for military 
applications has prompt-
ed the United States’ 

unveiling of the Replicator program 
— an initiative described by Deputy 
Defense Secretary Kathleen Hicks to 
“master the technology of tomorrow” 
by creating and employing “attritable, 
autonomous systems in all domains.” 

While Hicks was quick to assure 
that these technologies will be “in 
line with our responsible approach 
to AI and autonomous systems,” the 
use of such systems can be seen as 
a Pandora’s box, from which emerge 
initial perceptions that the use of these 
technologies may decrease human 
costs of engagement but will also 
prompt questions of whether, and to 
what extent, such systems may affect 
thresholds and tolerances for their 
engagement in “drone warfare.”

The use of drones of any sort — 
non-autonomous, semi-autonomous 
or autonomous — may reduce 
national governments’ and societ-
ies’ tolerance for conflict and war for 
several reasons. These include tactical 
and/or strategic considerations of the 
battlefield effectiveness and efficiency 
of such systems in warfare, risks of 
human casualties incurred by their 
use and net incentives through which 
a society’s tolerance for conflict can be 
seen as a relative calculus of perceived 
necessity, expected value of the gains 
from success, losses from failure and 
the impacts of material and human 
costs from potential outcomes. 

Axiomatically, Hicks identifying 
these systems as being “attritable” 
means that these technologies are 
designed to be replaceable, and thus 
costs of their production in rela-
tion to possible losses is constituent 
to their overall value proposition.

Similarly, if there is some sense 
that the use of these technologies 
could reduce risk of harm to com-
batants or populations involved, the 
lower relative human costs might 
promote conflict, at least initially. 

However, if machine or structural 

target destruction is not suf-
ficiently deterrent, machine-
to-machine engagement 
will become disadvantageous, 
and it is likely that more tangible or 
advantageous human assets, includ-
ing populated command, control and 
domiciliary centers will be targeted. 
Indeed, the use of machine systems’ 
technologies may enable more effec-
tive and human-cost efficient target-
ing of enemy assets, for example, 
for the group doing the targeting. 

If such technological 
weapon systems are rela-
tively common knowledge, 
there may be an iteratively 
decreasing tolerance for 
human battlefield engage-
ments, and the availability, 
viability and/or cost of 
these technologies would 
be largely irrelevant to 
public reaction to loss, 
as these sentiments tend 
to be emotional rather 
than technical or finan-
cial — at least initially. 

In this light, the poten-
tial for technological 
loss — versus human 
loss — would tend to 
reduce a population’s 
tolerance for human 
harm, and either implic-
itly or explicitly increase 
tolerance for machine vs. machine 
engagements. Machines targeting 
other machines — and not humans 
— if adopted by all parties possess-
ing these technologies, could lower 
thresholds for conflict given perceived 
reduction in human costs. But as 
previously noted, sustaining machine-
to-machine, or structural, targeting 
is a tenuous, if unrealistic, notion.

As true of most advanced weap-
ons systems, costs of hardware and 
programming required to develop 
and maintain such autonomous tech-
nological systems are significant. 
And although such expense tends to 
diminish over time, this is nascent 
technology, and thus it is difficult to 
predict how long costs will remain 

high. Therefore, the high initial costs 
could decrease tolerance and raise 
thresholds for engaging in conflict. 

For example, the high cost of these 
technologies could affect how mili-
tary commanders use such resources 
in certain circumstances and in this 

way, may alter tactical and stra-
tegic decisions, contributing, 
in part, to new determina-
tions of acceptable losses.

In this way, the introduction of 
unmanned, autonomous military 

technology may change tolerance for 
engagement like the Cold War threat 
of using nuclear weapons, so that one 
state may be able to deter actions of 
another through sheer possession of 
such armament, given that deterrence 
is aimed at modifying or preventing 
behavior by leveraging high costs of 
an action against its relative gains.

To be sure, the effects of develop-

ment and planned use of such technol-
ogy may alter international relations 
by empowering those states that 
possess it to deter competitors’ and 
adversaries’ hostile intent and foster 
non-bellicose approaches of settling 
differences — particularly when such 
technology is limited, not widely avail-
able and/or exists in greater quantity 
or effective iterations, thereby pro-
ducing asymmetrical capability.

As well, it may be that the use of 
autonomous systems with increasing 
levels of decisional capacity will enable 
more specific mission targeting, and 
in doing so, reduce large-scale conflict. 
But this rests upon a presumption 
that the current model of military 
engagement such as counterterror-
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ist/insurgency operations employed 
by Western nations, especially the 
United States, will remain the norm. 
This is unlikely, as the shifting archi-
tectonics of science and technology, 
socioeconomics and changes in geo-
politics are evoking very differently 
scaled conflicts, as evidenced by cur-
rent wars in Ukraine and Gaza. 

Hence, it is highly probable that 
the use of advanced, autonomous, 
unmanned technologies in military 
operations will change tolerances and 
thresholds for engagement, as based 
upon the relative costs that nations 
— and populations — ascribe to 
technological and human resources. 
For example, certain nation states 
— or non-state actors — might 
place a relatively higher value upon 
technological resources than human 
assets — due in part to factors such 
as a large national population and/or 

certain ideological constructs — and 
in such circumstances, the threshold 
for warfare in which there is greater 
potential for technological versus 
human loss would be elevated, and 
tolerance for such loss would be low. 

More difficult to forecast is how 
a conflict pitting humans directly 
against decisionally capable autono-
mous machines would affect thresh-
olds and tolerances for warfare, given 
that differing values would influence 
perspectives and actions relative to the 
probabilities of human and techno-
logical losses that would be incurred. 

Predictions of this sort require 
analysis of, and preparation for, 
multi-domain and multidimensional 
effects of emerging science and tech-

nology through ongoing research 
and evaluation of current and future 
tools and processes in/for ethico-
legal, social and economic guidance. 

Priorities must focus upon: realistic 
appraisal of the science and technol-
ogy and its capabilities and limita-
tions; surveillance of which — state 
and/or non-state — actors possess 
such science and technology, and how 
cultural and political factors tend to 
influence these actors’ decisions and 
behaviors; acknowledgement that 
autonomous, unmanned technologies 
can affect the conduct of, and amena-
bility to, conflict; recognition of poten-
tial trajectories and valences of such 
effects; and developing valid models 
that can be used to forecast end-state 
scenarios that could be deductively 
used to inform and plan current and 
future policy governing research, 
development and uses in practice.  

Such technology fore-
casting and mapping 
could use exploratory 
and normative methods 
to identify and assess 
capabilities and gaps in 
technology, information 
and socioeconomic and 
political structures rel-
evant to military technol-
ogy applications. Crucial 
to these efforts would be to 
address and acknowledge 
— including proposed 
responses to — the chang-
ing nature of warfare 
and thresholds and toler-
ances for war. Methods 
for technology futures’ 
prediction include group 
idea building and pro-
gram planning, informed 
forecasting and multi-

criteria decision-making. Each has 
value when used singularly, yet, 
when employed alone, is somewhat 
limited in scope and application. 

Instead, the “advanced integra-
tive scientific convergence approach” 
enables a combinatory utility. This 
entails three overlapping practices. 
The first is foresight: identification 
and realistic definition of possible 
developments and uses of science and 
technology — in this case, autono-
mous, unmanned technologies.

Second is the assessment of the 
possible and most probable effects 
of the technology upon particular 
domains and dimensions — in this 
case military operations and toler-
ances and thresholds for conflict.

The third is “prediction,” which 
describes the features, perfor-
mance and manifestations of pro-
jected trajectories of the technology 
at defined points in the future. 

The advanced integrative scien-
tific convergence approach could be 
used to pulse current and emerg-
ing international developments and 
trends in autonomous, unmanned 
technology and relate these to both 
other domains of science and technol-
ogy and present and projected socio-
political factors to model near- and 
intermediate-range future uses and 
effects in specific settings on local, 
regional and international scales. 

At a minimum, this may enable 
more detailed descriptions of both the 
current state of the swarming technol-
ogy and the socioeconomic and geo-
political variables that exert pushing 
and/or pulling forces upon its use. 

Still, it is important to recognize 
that the advanced integrative scien-
tific convergence approach — like the 
advanced autonomous technologies 
upon which analyses focus — remains 
incipient and, therefore, should 
be regarded as a work in progress 
requiring ongoing assessment and 
revision to remain apace of global 
progress in technology and the shift-
ing geopolitical and military postures 
contributory to its employment. 

But the proverbial “cat is out of 
the bag,” or Pandora’s box is open, 
and these technologies are now a 
current reality and clear and pres-
ent issue. Hence, the time is now 
to consider — and foster discourse 
and guidance focusing upon — how 
the development and proposed 
use of such advanced technolo-
gies will change political, socioeco-
nomic and public postures toward, 
and engagement of, warfare. ND

Dr. James Giordano is Pellegrino 
Center professor at Georgetown Uni-
versity; Stockdale distinguished fellow 
of science, technology and ethics at the 
U.S. Naval Academy; and is currently 
serving as a non-resident senior fellow 
of the Simon Center for the Profes-
sional Military Ethic at West Point.

The views and opinions expressed 
in this essay are those of the author 
and do not necessarily reflect those 
of the Defense Department and/
or those institutions and organi-
zations supporting his work.

  N A T I O N A L  D E F E N S E  |  J A N U A R Y  2 0 2 4    25     

iStock illustration

DRONE TECH



S
YDNEY — It’s Dec. 7, 2031, 
and a pair of Australian Air 
Force battle management 
operators are casually chat-
ting as they monitor the 

control center screens. Suddenly, 1,000 
incoming targets appear. The opera-
tors sound the alarms, and the fleet 
in the harbor engages air defenses. 

However, it’s no match for the 
incoming missiles, aircraft and elec-
tronic deception that overwhelm the 
defenses and sink the ships in the 
harbor. Reports come in from around 
the country indicating similar attacks.

While fictional, that scenario was 
informed by Russia’s 2014 inva-
sion of Crimea that decimated the 
Ukrainian navy, said Rob Sutton, 
managing director of Mirragin RAS 
Consulting, during a November pre-
sentation at the 2023 Indo-Pacific 
Sea Power Conference in Sydney.

Ukraine learned from its 2014 
losses, adapted in preparation for 
Russia’s 2022 invasion and achieved 
more effective sea denial, he said.

“This time they achieved it using 
uncrewed surface vessels, or USV, 
cobbled together from readily avail-
able equipment and ordnance,” he 
said. “The Ukrainian USV would 
navigate to their target using the 
Starlink internet service. … The use 
of USV enabled Ukraine to expand 
the area of sea denial because Rus-
sian warships found it increasingly 
risky to venture from the heavily 

guarded harbor at Sevastopol. With-
out a navy, innovation and adapta-
tion had given Ukraine an edge.”

The concept of “adaptation bat-
tle” has been at play throughout 
the war, he continued. “Ukraine 
innovates; Russia responds. Rus-
sia acts; Ukraine adapts.”

The key adaptation Australia needs 
to make is to incorporate autono-
mous and robotic systems into its 
military and develop sovereign 
production capability, he said.

“The ongoing war in Ukraine has 
accelerated the use of autonomous 
technology in warfighting, and Aus-
tralia must ensure that it is not on the 
wrong side of the asymmetric advan-
tage in any future conflict,” he said.

Australia is hardly the only coun-
try drawing such conclusions from 
the war in Ukraine. The conflict 
highlights macro trends driving 
toward a future where naval opera-
tions will rely less on large ships 
and more on masses of uncrewed 
vessels, said Bryan Clark, senior fel-
low at the Hudson Institute, during 
a panel at the exposition in Sydney.

“The growing threats posed to 
naval forces are playing out in two 
different ways when you look at the 
littoral operations versus open ocean 
operations,” he said. “In the littoral 
environment, what we’re seeing is an 
increasingly contested environment to 
the point where manned naval forces 
in a combat situation will have dif-

ficulty surviving at any scale, even 
with improvements to self-defenses.

“Even with more resilient ships, 
you get to the point where naval 
forces in the littoral areas are going 
to have difficulty operating and sur-
viving,” he continued. “So increas-
ingly, we’re seeing that be a role 
turned over to unmanned systems.”

That is driving requirements for 
“command and control [and] orches-
tration of unmanned systems in very 
chaotic, nearshore environments — 
especially when conducting kinetic 
operations against enemies and trying 
to do that in an effective way,” he said.

In the open ocean, different trends 
are playing out.

“The ability of long-range weapons 
to be able to hold at risk naval forces 
at thousands of miles away from an 
enemy’s coast — for example. China 
is driving towards distribution to try 
and create more targets to dilute those 
attacks over a wider number of poten-
tial contacts,” he said. “But that distri-
bution is limited because we can only 
buy so many manned platforms. And 
so, you get to a certain point where 
distribution is unable to be expanded.”

That again means turning to 
unmanned systems, he said.

“The other macro trend we’re seeing 
is with regard to manpower and cost 
constraints, or financial constraints 
on navies,” he said. Whether it is the 
U.S., Australian or Japanese navy, 
there are human capital limitations.
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“When we try to expand the num-
ber of contacts or targets that need 
to be asked to engage, or we want 
to distribute the force more … those 
are going to have to be unmanned 
systems to a large degree — or 
potentially optionally unmanned 
systems where you have a manned 
platform that can be unmanned — in 
a high threat environment,” he said. 
“That’s the way that we’re going to 
be able to distribute the force over 
a large number of platforms.”

That means thinking about “func-
tionally decomposing our tradi-
tional multi-mission platforms into 
a larger number of less multifunc-
tional platforms,” he said. “And that 
puts demands on orchestration and 
command-and-control, network-
ing and also automation, because 
those individual unmanned or 
optionally unmanned platforms will 
have to be able to operate with very 
little human interaction [for] poten-
tially very long periods of time.”

“So, automation is not just a matter 
of making the system smart enough to 
do guidance and control,” he said. “It 
also means making it able to address 
mechanical failures and address 
unforeseen situations and navigate 
in a GPS-denied environment.”

Those are challenges industry is try-
ing to solve, said James Cowles, senior 
business development manager for 
L3Harris Autonomous Surface Vessels, 
during a demonstration of the com-
pany’s technology in Sydney Harbor.

If the objective is to have a swarm 
of UAVs moving in formation, “we can 
go do that tomorrow,” he said, add-
ing that so far, the company has only 
operated about five vessels together 
in an autonomous formation.

“I don’t think there are any insur-
mountable challenges,” he said. “I 
can go and put hundreds of USVs 
out, and I put them in formation 
and it will be fine — I don’t need 
more or new software to do that. It 
will be really labor-intensive and 
quite hard. But it’s really doable.”

However, having hundreds of 
USVs conducting complex, indepen-
dent missions and operating with 
self-healing network capabilities, 
that’s a different matter, and the 
technology isn’t there yet, he said.

“It’s developing the system so 
that one, there’s a coordination 
in it, but also the coordination is 
not node specific,” he said. So, if a 
node vessel is sunk, it doesn’t ren-
der the other vessels helpless.

Then there is the ques-
tion of the desired behaviors of 
the robotic vessels, he said.  

“OK, you see a potential hos-
tile asset, and you go and swarm 
around it. Is that what we’re try-
ing to do? Are you trying to form 
a barrier? Are we trying to swarm 
around our vessel to protect them? 
What’s the goal?” he said.

The goal is complexity for 
the adversary, Clark said.

“You’ve got a littoral combat ship 
and a bunch of unmanned surface ves-
sels, one way to use them would sim-
ply be to use the unmanned surface 
vessels to extend the reach and the 
range and persistence of that manned 
platform, which hasn’t really changed 
from the enemy’s perspective how 
you’re going to fight and just means a 
few more targets to shoot at,” he said.

“But if instead, you free those 
unmanned systems to go off and 
conduct independent operations that 
you may have loose control over to 
create more challenging, more com-
plex operations for the enemy to 
target, or to give you sensor capabili-
ties for longer-range engagements, 
or for you to be able to conduct 
[anti-submarine warfare] over a 
larger area, those are different ways 
of fighting that you decompose or 
disconnect or decouple the manned 
platform from most of the elements 
of the kill chain,” he continued.

“So, we go from having all the pieces 
of the kill chain inside of your manned 
platform, inside the skin of your ship 
… to instead, I’ve got to rely on basi-
cally the entire kill chain being off of 
my ship, and the only thing that I’m 
doing is maybe the com-
mand or control and 
then launching a weapon 
— everything else is 
being done by something 
else,” he said. “That’s a 
very different model.”

It’s a model the Defense 
Department is exploring 
through initiatives like 
Replicator, which seeks 
to accelerate the development, pro-
curement and fielding of thousands 
of attritable, autonomous systems 
in all domains in 18 to 24 months.

Deputy Secretary of Defense 
Kathleen Hicks told reporters in 
November U.S. Central Command’s 
Task Force 59 is where much of the 
Navy’s autonomous surface and sub-
surface experimentation is taking 
place, and that experimentation is 

both about technology and tactics.
“The Ukrainians are showing a lot 

of how that rapid iteration is hap-
pening, and how much you have to 
adjust [tactics, techniques and pro-
cedures] as you go,” she said. “It’s 
not all about the technology and the 
initiatives that we’ll push through.”

The systems and platforms will have 
to “ride alongside” concepts of opera-
tions and tactics, techniques and pro-
cedures growth, she said. “And that’s 
where things like Task Force 59 — not 
the only place we’re doing it — where 
we can bring all that together and 
move quickly through experimenta-
tion and exercise to fielding is so 
important to how we’re going to get 
there in that 24-month timeframe.”

The required sea change in 
tactics and doctrine might be 
more difficult than develop-
ing the technology, Clark said.

“We’re kind of at the point now 
where the new technologies have 
gone beyond just making the exist-
ing way of fighting better, but they 
force you to think about fight-
ing entirely differently,” he said.

“It’s going to come when we’ve got 
leaders that are willing to embrace 
a new approach to delivering mili-
tary capability where you think about 
decomposing or disaggregating the 
functions of our traditional platforms 
into a broader collection of manned 
and unmanned assets,” he said.

That is ultimately a culture change, 
he added.

“Culture is a huge part of that, 

because you have to have a mili-
tary that’s willing to change how it 
fights and be able to embrace those 
[changes] and then instill those les-
sons throughout the entire force,” 
he said. “That’s difficult in the U.S. 
military because the services and 
communities within each service 
have their own norms and doctrines 
that are difficult to change when 
new technology comes along.” ND
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D
UBAI, United Arab 
Emirates — Quan-
tum technology might 
evoke science fiction 
tropes like shrinking 

humans and time travel, but experts 
think it has real-world applications to 
secure and improve space systems.

“Unfortunately, quantum is still, for 
some people, part of sci-fi, but actu-
ally we are using quantum technology 
in space already,” Sana Amairi-Pyka, 
lead scientist for quantum communi-
cations at the Technology Innovation 
Institute in Abu Dhabi, said during 
a panel discussion at the Dubai Air-
show’s Space Pavilion in November.

The quantum technology of every-
day use, such as in smartphones and 
personal computers, is what Markus 
Krutzik, head of joint lab integrated 
quantum sensors at Ferdinand-Braun-
Institut, Leibniz-Institut für Höch-
stfrequenztechnik in Berlin, called 
first-generation quantum technology.

At the beginning of the 20th cen-
tury, quantum mechanics and laws 
of quantum physics were being 
formulated, he said. Now, they’re 
being transferred into technology.

Quantum mechanics in simple 
terms is the field of physics that 
explains how extremely small 
objects have the characteristics of 
both tiny pieces of matter, called 
particles, and a disturbance that 
transfers energy, called waves.

The study and application of their 
interactions, down to the atomic and 
subatomic level, is aimed at more 
efficient and powerful processing, 
such as quantum computing. Quan-
tum computing uses a basic unit of 
information called qubits instead of 
a digital computing’s binary codes to 
perform faster and more effectively. 

Krutzik develops optical clocks 
and quantum sensors, “especially 
for … operation in space,” he said. 
Clocks are one example of what 
quantum technology could bring 
to space: enhanced navigation.

Quantum sensors utilize quan-
tum mechanics to improve accuracy 
by sensing changes in motion and 

electric and magnetic fields. The 
technology eliminates GPS vulner-
abilities such as drifting perimeters 
and atmospheric disruptions.

“When you open up your phone 
and you find the next restaurant, you 
see … your little blue point, which 
is giving you a position on the map. 
And that’s actually based on optical 
clocks, which are orbiting around our 
planet,” he explained. “And with quan-
tum technologies, maybe we have the 
solution to help to increase the posi-

tion on such navigational devices.”
James Grieve, director of quantum 

communications at the Technol-
ogy Innovation Institute, said using 
sensing technology and clocks for 
enhanced navigation is “really inter-
esting,” and “we should probably 
be doing these things right now.”

Currently, a machine in Singa-
pore can detect local gravity with a 
perimeter based on quantum phys-
ics. Called gravity mapping, the 
process uses quantum sensing to 
detect anomalies in gravity fields.

Alexander Ling, associate professor 
of physics at the National University 
of Singapore, said the machine has 
already been deployed in Singapore 

to help the Energy Market Authority 
use gravity mapping to find geother-
mal energy sources underground.

 While classical search perim-
eters can be used to conduct these 
searches, they tend to drift, causing 
inaccurate data, he said. A quantum 
perimeter can serve as a calibration 
station, “so your classical perim-
eters that are deployed will come 
back regularly to be calibrated before 
being deployed again. And that allows 
you to build up a really highly accu-
rate map of a particular region.”

Ling said he believes this technol-
ogy could be used in space — if there 
is enough risk appetite to “[put] one 
of these things directly on a satellite.”

In addition to more accurate navi-
gation, quantum technology could 
also strengthen security in space 
— an area the U.S. Space Force has 
called a “significant challenge.”

A quantum random number genera-
tor is a piece of technology “we already 
use a lot in cybersecurity,” Ling said, 
but can now be made “very small, very 
compact, running on physical prin-
ciples based on quantum mechanics.”

Grieve displayed a random num-
ber generator developed at the 
Technology Innovation Institute, 
small enough to fit on a keychain.

“So, this is the kind of size and 
scale of maturity we can make some 
of these devices, and this is based on 
quantum photonic principles,” he said. 
The generator is not yet space quali-
fied, he said, “but I think if there’s 
interest, we could easily do this.”

The generator is one of four 
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quantum-backed security projects 
Grieve is working on within the 
quantum communications lab at 
the institute, including quantum 
key distribution and a ground sta-
tion that will connect to global quan-
tum networks by receiving signals 
from orbiting quantum satellites.

Quantum key distribution is a secure 
communication method for exchang-
ing encryption keys between two 
parties, and is more secure “because 
the laws of quantum mechanics 
make it random” and provide “very 
strong durability guarantees,” he said. 
“We don’t think it’s possible for any 
technology developed by humans 
in the future to retroactively attack 
the system. So, it’s the best way we 
know to secure communications.”

The reason quantum encryption 
is more secure than regular encryp-
tion is because it relies on the laws of 
physics rather than mathematics.

Robert Bedington, co-founder and 
chief technology officer of Singapore-
based company SpeQtral, said they are 
already demonstrating secure quan-
tum technology that can work in space.

Among SpeQtral’s technology is a 
commercial quantum key distribu-
tion satellite, with laser communi-
cations and entanglement-based 
quantum key distribution, mean-
ing it can enable secure com-
munication in trusted, node-free 
networks over long distances.

“And we’re moving now from 
that physics experiment into devel-
oping systems that can distribute 
keys securely around the world 
to protect global communica-
tions against this threat of quan-
tum computers,” Bedington said.

Krutzik said quantum sensing 
technology is also being used on 
some rockets and on the Interna-
tional Space Station as part of the 
Cold Atom Lab. Germany has activ-
ity dating back 20 to 25 years focused 
on paving the way for quantum 
technologies in space, he added.

Until now, many efforts have been 
focused on Earth observation, but 
Krutzik said “there are many articles 
already written up and assessed where 
you can see that the sensitivity of such 
missions using quantum sensors will 
be improved dramatically and also 
in specific frequency ranges” as the 
technology transitions into space.

That transition is what is taking the 
first generation into the next, Grieve 
said — “figuring out other things 
we can do with these technologies.”

And the more compact, inex-
pensive and robust the technology, 
“the wider the ecosystem of pos-
sible applications,” he added.

While Ling said an appetite for 
risk is a prerequisite for accomplish-
ing that, another is standardization.

“It’s not just in cybersecurity we 
need standardization, but I can also 
tell you that a lot of the technology 
demonstrators that we have man-
aged to achieve in Singapore … would 
not have been possible if the satellites 
were not standardized,” Ling said.

Using a standardized form fac-
tor of cube satellites to demonstrate 
quantum technology means “your 
insights are sort of well understood, 
how you interconnect them,” Ling 
said. “And so this allows small uni-
versity teams to actually take on very 
challenging technology experiments 
because you’re working towards 
a standard, working in a space 
where there are no constraints.”

The standards also allow cheap 
access to space launches, he said. In 
2013, Ling’s team attempted to launch 
its first experiment in space, working 
with a Danish satellite group to put 
an instrument into a cube satellite.

“Unfortunately, the rocket blew 
up, so we didn’t get into space,” he 
said. “But 12 months later, we man-
aged to launch another instrument 
on another cube satellite. Now, can 
you imagine in a traditional space 
mission … a turnaround time in 12 
months to build a new instrument? 
And this is only possible because 
we have standards in cube satel-
lites. These standards [are] going to 
be important as we try to combine 
very exciting technologies from both 
quantum and new space together.”

And it’s going to be a collab-
orative effort, Krutzik said.

“I think we share similar issues, 
which are challenging factors 
which you can solve with engi-
neering,” he said. “There are 
key components which we all 
need in these applications.”

Lasers, for example — at specific 
wavelengths with specific perfor-
mance criteria, “which space hard-
ens,” he said. “So we need lasers, we 
need electronics, we need vacuum 
systems. That’s pretty much clas-
sical technology, but it needs to be 
integrated and hardened in a way 
that it reliably works in space.”

That means getting it out-
side of a laboratory, he said.

“You can show that all this technol-

ogy and the systems work in … the 
laboratory, but if you want to bring 
this up to space, you need to push 
technology developments,” he said.

Government has a role to play in 
making that happen, but just what 
that looks like is still being defined.

Grieve said there is “plenty of gov-
ernment support” for development 
work such as satellites and clocks, and 
while quantum technology is expen-

sive from a developmental perspec-
tive, for the end user, “devices don’t 
necessarily have to be expensive.”

What would be nice, he said, is to 
have a transition plan that moves 
these technologies out into the private 
sector after development. “So, govern-
ments will of course fund develop-
ment, but moving past that, if you 
want to have some kind of sustainable 
industry based on these devices, we 
have to identify use cases. And we have 
to bring in users and see how these 
technologies can benefit real activi-
ties that actually matter to society.”

Connecting the right people to 
accomplish this is one of “many chal-
lenges,” he said — “trying to bring 
people who … have potential use 
cases, where we think they might 
have a use case, or … trying to do 
exploratory work and have these 
conversations to see where some of 
these technologies make sense.”

Whether or not this problem falls on 
the government to solve, “I’m not 100 
percent sure,” he said. “But as a sort of 
manager of the community, it would 
be nice to have government assistance 
in trying to make these connections.” 

With so many variables at play, 
quantum technology’s success in 
space will come down to the “level 
of appetite,” Grieve said. “A lot of 
people here are very excited about 
space. … It’s refreshing. It’s encour-
aging, and it’s the kind of environ-
ment in which we hopefully will see 
lots of very excited young engineers 
coming into the field and trying 
to ask what they could do.” ND
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O
RLANDO — Gen-
erative artificial 
intelligence: eerie 
or exciting? Experts 
suggest the increas-

ingly intelligent large language mod-
els are not something to be feared, 
but rather tools to make human 
lives easier, revolutionizing how 
we learn and train. We just need to 
learn how to use them effectively.

 Critic or proponent, one fact is 
undeniable: generative AI is here, 
and it’s getting smarter. Industry and 
academic experts suggest this leaves 
one option: get comfortable with it. 

 Generative AI is an architecture, 
Svitlana Volkova, chief AI scientist at 
Aptima Inc., said during a panel dis-
cussion at the National Training and 
Simulation Association’s Interservice/
Industry Training, Simulation and 
Education Conference in November.

 “It’s a neural architecture generat-
ing pre-trained transformers,” she 
said. “And there are different ver-
sions — models that can learn effi-
ciently from really large data and can 
be easily adapted to do many tasks.”

 Large language models use algo-
rithms and artificial intelligence 
to mimic human intelligence and 
generate large sets of data. But it’s 
only as good as its input, or the 
learner, which means humans are 
in the driver’s seat — or can be, if 
they learn to apply it creatively and 
responsibly, the panel suggested.

 The evolution of the learner has 
moved through machine learning, 
supervised learning and deep or rep-
resentation learning, Volkova said. 
Today, it has arrived at what she called 
in-context learning, “where there 
is a very large model that has been 
trained on a lot of data,” she said. 

 In-context learning is a method 
of prompt engineering — craft-
ing prompts to feed the model 
to improve the effectiveness and 
accuracy of its task. For example, 
a simple prompt such as “drink 
water” could be refined to include 
a plastic cup or filtered water. 

  Andy Van Schaack, associate profes-

sor of the practice of engineering at 
Vanderbilt University, called prompt 
engineering “very interesting. It’s 
just remarkable how changing a few 
words can make a big difference.”

 New users exploring large language 
models should not get hung up on the 
particulars of prompt engineering, he 
said. “Just launch ChatGPT and start 
chatting with it. In fact, the first great 
prompt is, ‘I’m brand new to this, how 
should I begin?’ And then begin hav-
ing a conversation with it as though 
you’re talking to another person.”

 Users can take the concept a 
step further with super prompts 
— supplying the model with 
more detailed signals to teach it 
to respond more effectively.

 Keith Brawner, program manager at 
the Institute for Creative Technologies 
— a Defense Department-sponsored 
University Affiliated Research Cen-
ter working in collaboration with the 
Army — gave an example of a super 
prompt: “Hi, my name is Keith. I can 
read diverse opinions and value them, 
but those opinions don’t necessar-
ily change my mind. I can talk about 
the following subjects with exper-
tise. I value complete answers more 
than I value incomplete answers.”

 A super prompt could be pages long, 
but it can also be “easily automated,” 
he said. In a way, it already is — by 
copying and pasting the super prompts 
before every new chat, he said.

 If prompts and super prompts 
sound overwhelming, Van Schaack said 
not to worry — they will likely disap-
pear. He speculated the average human 
will eventually become comfortable 
enough interacting with AI — and 
the systems will become sophisticated 
enough — that prompt engineer-
ing will fade into the background. 

 “I think right now, we do want to 
have experts who really know how 
to squeeze out of these systems the 
very best possible, but the people on 
the backend … are creating sort of 
intermediary agents who are trans-
lating our ill attempts at prompting 
into more sophisticated prompts 
for the system itself,” he said.

 At its core, mastering genera-
tive AI systems is rooted not in the 
field of computer science, but 
human performance, he said. 

 “There are decades of research on 
how to get two people to work together 
productively,” he said. “And so we 
take those evidence-based approaches 
for collaborative work and bring it 
into this world. I think we’re going 
to see the same positive results.”

 But it’s not all positive. Those 
who fear the rise of the machines 
are not unwarranted in their con-
cerns, the panel acknowledged. With 
great power comes great respon-
sibility, and artificial intelligence 
comes with data poisoning, pri-
vacy concerns and security risks.

 Van Schaack said there are two 
main issues with generative AI: pri-
vacy and security concerns about the 
training data and how humans inter-
act with it, and how that data is being 
used to train models in the future.

He noted the training component 
for ChatGPT can be turned off, but 
he simply would not use any com-
mercial systems for confidential or 
classified work. Concerns over what 
commercial providers are doing with 
collected data and who can access 
it “are absolutely valid,” he said.

From a military training and simu-
lation perspective, when data often is 
confidential or classified, evaluating 
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trust and privacy depends on what 
you’re trying to do, Brawner said. 

“You see policy coming down … say-
ing, ‘Hey, if large language models 
help you do your job, please use one 
of the offline versions. Please don’t 
let everybody know exactly which 
reports you are summarizing, but 
if they help, knock yourself out.’”

Tasks such as providing specific 
terrain level targeting data, however, 
are a different story — “Let’s back up 
a second to this trust and safety and 
privacy question,” he said. Policy is 
emerging from the National Institute 
of Standards and Technology, includ-
ing certifications of various terrain 
types for different applications and 
classified enclaves with classified 

large language models, he said.
 At “the highest levels, when lives 

are really on the line, all of those 
questions start to come into play,” 
he said. The military does have ways 
to test and verify large language 
models, such as secure enclaves 
that ensure large language mod-
els are not uploaded, he said.

The size of language models has 
made security trickier as well, Volkova 
said. Models used to be much smaller 
— today, “we’re talking about bil-
lions of parameters … sometimes 
even trillions,” she said. “So, how 
can we make sure that the tera-
bytes of data [weren’t] poisoned?”

Data poisoning is an adversarial 
attack that tries to manipulate a mod-
el’s training dataset to control its pre-
dictive behavior, and it’s a “big issue,” 
she said. There is no impenetrable 
guard against it, but Van Schaack said 
there are measures to mitigate it.

“There are a lot of ways of improv-
ing these generative AI systems,” he 
said. “Faster microprocessors, more 
memory, write better algorithms, bet-
ter training datasets, and so the race 
right now is how do we get these 
systems that can score better on … 
these various benchmarks?” Better 
quality data could be a start, he said.

Companies are being more thought-
ful and deliberate about the data 
they feed their systems, he said. “So 

instead of grabbing everything you 
can on the internet and just drop-
ping every subreddit you can throw 
on there, they’re being much more 
careful about it, and they’re also 
producing guardrails, metaphori-
cally, about how you can respond.”

Volkova said a framework is needed 
for verifying data and develop-
ing proper safeguards and defense 
mechanisms “to make sure that we 
are testing these models really care-
fully.” She said NIST is already work-
ing on one, and “policy is moving.”

“We need new technologies to make 
sure that we’re developing safe, secure 
and trustworthy generative AI sys-

tems, especially with … models that 
are huge, that it’s practically impossi-
ble to validate,” she said. “So, there will 
be a lot of research in this area, too.”

Throw into the mix of caution and 
excitement a sense of urgency: a global 
race to develop the smartest systems 
is in full swing, Van Schaack said.

“You look at the number of papers 
that come out, you look at the num-
ber of patents that are being pro-
duced, there’s as much work being 
done in the field of AI in China 
[as] … the United States and cer-
tainly other nations,” he said.

The good news is also the bad 
news: 15 people in an office any-
where can produce “phenomenal 
models, good or bad,” he said. “And 
so, it would be naive to think that 
adversaries … are not capable 
of beating us in many ways.”

As nations race to develop the 
smartest systems, another concern 
could be artificial superintelligence, he 
said.

“It’s going to develop the next gen-
eration of itself that’s going to be 
even better, and then it just kind of 
takes off from there,” he said. “And 
so there is a race to produce that, 
because intelligence is power.”

Van Schaack predicted five years 
down the road, computers will be “as 
capable as we are at any cognitive 
task,” possibly more, with artificial 
superintelligence. There will be pockets 
where a system can’t handle certain 
types of problems, “but that’s just a 
PhD thesis away from being solved.”

Humans are already utilizing gen-
erative AI to send emails, summarize 
reports and gather training data. As it 
continues to rapidly evolve, the focus 
needs to remain on how humans 
think about it, Van Schaack said. 
The human brain will not change.

“Computers are evolving very 
quickly … the human brain isn’t going 
to evolve, and so we still need to think 
about cognitive psychology,” he said. 
“We still need to think about … psy-
chological principles that help human 
beings to acquire and retain knowledge 
and skills, those things won’t change. 

“And so, we’ll want to continue 
to focus on those as we think about 
training,” he continued. “But how do 
we use AI to develop those instruc-
tional systems? How [will] those 
systems … adapt based upon the 
interaction of the learner?” ND

  N A T I O N A L  D E F E N S E  |  J A N U A R Y  2 0 2 4    31     

TRAINING & SIMULATION

iStock illustrations



O RLANDO — The 
Air Force is under-
going a top-to-

bottom reorganization to 
transition from counterter-
rorism operations to com-
petition with more powerful 
rivals, and its training and 
simulation systems will 
be a part of the overhaul.

Secretary of the Air Force 
Frank Kendall kicked off 
a campaign last year to 
address “capability gaps” 
when it comes to fight-
ing near-peer competitors, 
Lea Kirkwood, program 
executive officer for Agile 
Combat Support, said 
recently at the Interser-
vice/Industry Training, 
Simulation and Education 
Conference in Orlando.

There is a lot of change 
going on across the Air 
Force, “and that is no dif-
ferent within the simula-
tors portfolio,” she said.

The service — to start 
these reforms — is work-
ing its way through a series 
of “cross-cutting opera-
tional enablers.” The first 
of these so-called COEs 
were electronic warfare, 
munitions and mobility. 
Next up is testing and train-
ing, which falls under her 
purview, Kirkwood said.

“When we think about 
that high-end fight, and 
we think about how 
agile our airmen can be, 
how capable they can 
be, how can we instill 
next-gen training is 
what the secretary is 
going for,” she said.

Col. Charles Ryan, 
senior materiel leader 
for the simulators divi-
sion at PEO Agile Com-
bat Support, said the 
Air Force’s main line 
of effort to overhaul its 
training and simula-
tion technology is the 
Simulator Common 
Architecture Require-

ments Standards, bet-
ter known as SCARS.

Most fourth-generation 
simulators were built as 
standalone, stove-piped 
systems, he noted. That 
was OK when they were 
developed. “But it’s not how 
we fight today,” he said.

SCARS will enable the 
Air Force’s vision of a day 
when all simulators are 
interconnected so, for 
example, a pilot training in 
a jet fighter simulator can 
simultaneously connect to 
pilots training on tanker or 
bomber simulators, or both.

There are three guid-
ing, main lines of effort 
to reach the service’s 
grand vision, he said.

One is developing, 
fielding and sustaining a 
common synthetic envi-
ronment, called the Joint 
Simulation Environment. 

The F-35 Joint Strike 
Fighter’s simulators, 
which incorporate the 
Navy, Air Force and 
Marine Corps models, 
inspired the Air Force 
to duplicate and expand 
the capability, he said.

The Air Force wants to 
simultaneously simulate 
missions with F-35s as well 
as other advanced aircraft 
such as the F-22 and those 
in development such as the 

Next Generation Air Domi-
nance family of systems.

The Joint Simulation 
Environment concept 
was rolled out in 2022, 
but Ryan noted it has 
been slow to get started.

“It frankly hasn’t made 
as much progress as I 
would have liked it [to] at 
this point,” he said. It took 
a lot of time to stand up the 
development team, but now 
that it is in place, “we’re 
picking up speed,” he said.

The second line of effort 
is to increase the capabil-
ity and interoperability of 
the distributed training 
networks that will con-
nect them all together.

And the third will be to 
ensure sufficient concur-
rency, fidelity, connectiv-
ity and recapitalization 
of training systems.

“That is what I call the 
blocking and tackling. 
That is maintaining cur-
rency for our training sys-
tems that are in the field 
today,” he said. There are 
14 legacy simulator pro-
grams that will have to be 
maintained, he noted.

Implementing SCARS 
is the training program’s 
top priority, Ryan said. 

There are two big 
advantages to creat-
ing the interoperable 

system, he said.
One is “concurrency.” 

In other words, making 
sure the latest tactics, 
techniques and proce-
dures pilots are experi-
encing in the real world 
are being quickly and 
efficiently integrated 
into simulations.

“This is a gateway to 
increasing that, which is 
something we struggle 
with immensely right 
now — maintaining 
concurrency between 
the jet and the train-
ing device,” he said.

The second sea change 
will be interoperability.

“Most of our train-
ing devices from the 
fourth-gen fleet were 
built in stovepipes, and 
they had no intention 
of having those things 
work together,” he said.

Another big piece of 
the new system will be 
cybersecurity, which also 
wasn’t built into the legacy 
systems. Tightening up 
security by sending out 
updates and patches to all 
the simulators through 
the network will mean 
less downtime, he added.

Ryan noted there has 
been some confusion about 
the differences between 
SCARS and the Joint Simu-
lation Environment. SCARS 
will enable the latter, he 
said. “They’re not in con-
flict in any way,” he added.

By SCARS version 
four, the program will 
be adopting the Govern-
ment Simulation Inter-
face standards, he said.

But first, SCARS should 
provide a common hard-
ware that will be applicable 
to the joint environment.

As for software, a first 
step will be creating a 
common geospatial data-
base that can replicate 
the Earth’s terrain.

While not mentioning 
the Army’s One World Ter-
rain program by name, 
Ryan acknowledged that 
there are similar govern-
ment databases already 
in existence, but they 
may not be a perfect fit. 

A foot soldier may “care 
about a leaf on a tree,” but a 
pilot flying at 40,000 feet — 
maybe not so much, he said.

“I’ll just explicitly say the 
[Joint Simulation Environ-
ment] is going to become 
the cradle to grave common 
thread for understand-
ing mission effectiveness 
for the Air Force. And I 
think the Navy’s on the 
same track and potentially 
Space Force in the future 
as well,” he said. ND

— Stew Magnuson
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O RLANDO — For more than 
four decades, the Army, 
other militaries and law 

enforcement agencies around the 
world have used a laser-based sys-
tem to train personnel using small 
arms in force-on-force exercises.

With lasers attached to guns, a 
trainee fires at an opponent — or 
perhaps a vehicle — outfitted with 
a series of sensors. If he or she 
scores a hit, the victim is alerted and 
could be declared injured or dead.

It is a high-end, more sophis-
ticated version of laser tag. 

But now, the Army is look-
ing to replace the Multiple Inte-
grated Laser Engagement System, 
better known as MILES.

The laser-based technology has been 
a part of soldier training since the early 
1980s, although the system the Army 
uses has undergone several upgrades 
since then. The latest was in 2012.

It is looking more like the Army 
will have to come up with a new 
acronym for the system as the 
“L” in MILES is likely to go away, 
said one senior Army official. 

“We can arguably go out and buy 
a new laser-based system that will 
be a new version of the old technol-
ogy. But our senior leaders have told 
us not to do that: don’t go out to buy 
new versions of old technology,” said 

Brig. Gen. William Glaser, director of 
the Army Synthetic Training Environ-
ment Cross-Functional Team, during 
a panel discussion at the Interservice/
Industry Training, Simulation and 
Education Conference in Orlando, 
sponsored by the National Train-
ing and Simulation Association.

Optical and GPS-paired devices 
are among the new concepts that 
could replace lasers in simulated 
engagement training, he said.

Ray Chandler, Lockheed Martin 
synthetic training environment cam-
paign manager and former sergeant 
major of the Army, told reporters at 
one of the company’s Orlando facili-
ties that the current version of MILES 
only supports about 45 percent of 
a brigade combat team that cycles 
through a combat training center. 

“So, 55 percent of the combat power 
and brigade does not have the ability to 
play in the battlespace for the training 
part. That’s huge. If you can go from 
55 to 100 percent of all those enablers 
and allow everyone to be a part of the 
game, it’s an exciting thing,” he said.

Other flaws in laser systems include 
the inability to simulate indirect 
fires, he said. A leaf or a raindrop 
also can cause the laser beam to go 
awry, and if someone hides behind 
something as thin as a cardboard 
box, the laser can’t penetrate it even 

though a real bullet could, he noted.
Lockheed Martin is going the GPS 

route as it gears up to compete for 
the MILES replacement contract.

Since 2019, it has been invest-
ing its own dollars in the new 
system and later received Army 
Other Transaction Authority agree-
ments to fund prototypes for a geo-
paired system it calls SIMRES.

It allows a lightweight universal 
weapon orientation module about 
the size of a pack of gum to be placed 
on any type of barrel. The opera-
tor can then input into the software 
its ballistics, which MILES can-
not do. It also takes into account 
environmental conditions. 

The module affixed to the barrel is 
paired with a sensor mounted on a 
soldier’s helmet, which can provide a 
wealth of data to instructors that they 
previously couldn’t collect, he said.

“If you’re firing your laser, you’re not 
necessarily getting any real-time feed-
back other than a hit,” Chandler said.

The new system can record where 
the soldier was looking, track his 
movements on the battlefield, time 
how long it takes to acquire a target 
and fire, and also tell instructors when 
he pointed his weapon at a friendly. 

The company is currently working 
on three OTAs to create prototypes 
for M4 rifles, M320 grenade launch-
ers and ground combat vehicles.  

A spokesman for Glaser said the 
Army is looking to field a MILES 
replacement in about 2027. ND

— Stew Magnuson

TRAINING & SIMULATION

Army to Replace ‘Laser Tag’
System for Soldier Training



A
fter two decades of coun-
terterrorism and counter-
insurgency operations in 
permissive theaters, the 
Army is pivoting to the 

Indo-Pacific, where a near-peer adver-
sary and an expansive maritime the-
ater present immense challenges for 
logistics and sustainment in a conflict.

That’s why the Army and the 
defense industry are investing in envi-
ronmental research and technology 
to help the service and the Joint Force 
conduct and sustain operations in con-
tested and distributed environments. 

While a potential conflict in the 
Indo-Pacific would be fought largely 
in the air and sea, the Army would 
still play a critical role providing long-

range fires and other effects for the 
Joint Force. Preparing for that is a 
key focus for the Army of 2030, Maj. 
Gen. Kimberly Colloton, deputy com-
manding general for military and 
international operations for the Army 
Corps of Engineers, said at the Asso-
ciation of the United States Army’s 
annual meeting and exposition.

“To maintain a military advantage 
over our adversaries, we must [bet-
ter] leverage and exploit faster new 
technologies across all domains,” 
she said. “We know that forward-
positioned ground forces, those able 
to converge effects from land, air, sea, 
space and cyberspace, can complicate 
our adversaries’ decision-making, 
disrupt their actions and assure 

our allies and partners.”
Supplying and sustaining 

those forward-deployed forces 
will require new technologies, 
tactics and thinking, which is 
why the Army in March cre-
ated the Contested Logistics 
Cross-Functional Team based 
in Huntsville, Alabama, in part-
nership with Army Materiel 
Command, as announced by 
Gen. James Rainey, commander 
of Army Futures Command. 

Given the distances involved 
in the Indo-Pacific theater, the 
Army is looking to reduce what 
it needs to carry and increase 
what it can extract or rely on 
from the environment, which 
is why the Defense Depart-
ment and Army are investing 
in research and development 
for alternative energy sources, 
water purification and geo-
spatial data gathering.

While the service already 
has capabilities to identify 
water sources in complex envi-
ronments and to purify that 
water to sustain warfighters, 
this process can be stream-
lined further, said Dr. Martin 
Page, materials engineer at 
the Cold Regions Research 
and Engineering Laboratory.

“Water supply is one of 
the top demand signatures 
on the battlefield for resup-
ply,” he said. “And as we think 
about moving forward toward 
contested logistics environ-
ments, with an increased 
focus on mobility and dis-
persion at large unit scales, 
we need to think about how 
we can reduce that [logis-

tics] tail further and give our com-
manders options for technologies 
that can increase freedom of action, 
operational reach and endurance.” 

Reducing demand and increasing 
production at the point of need are 
two key pillars of achieving a more 
sustainable water supply process, 
meaning that the Army is focus-
ing on using each drop of water “as 
efficiently as possible” and on being 
able to produce water on the move, 
untethered from a water source.

“We found that water recycling or 
water reuse, specifically of graywater, 
can have a big impact in those types of 
environments, reducing demands by 
up to 50 percent in some cases,” Page 
said. “When we think about mobile 
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operations, we’re thinking about look-
ing at less showering and less laun-
dry support in those environments 
in our planning. And so, we need to 
increase our focus on being able to 
produce water at the point of need.” 

The Army, the Cold Regions 
Research and Engineering Labora-
tory and the Army Combat Capabili-
ties Development Command Ground 
Vehicle Systems Center are developing 
the Advanced Low Logistics H2O, or 
ALL-H2O, system, a wheeled system 
that is focused on hygiene support, 
demand reduction and increas-
ing production at the point of need 
through the lens of hygiene support.

“It’s basically a system that can 
provide shower and laundry sup-
port, but it also has an onboard water 
recycling capability that can recover 
75 percent of the water as clean water 
that can go back into the shower 
and laundry systems,” he said.

The All-H2O system was fea-
tured at Project Convergence in 
November 2022, and it underwent 
additional testing at Fort Leonard 
Wood in Missouri this summer, 
working toward reaching technol-
ogy readiness level six milestones.

“We are working on the system; 
we’re continuing to do research on 
increasing that water recovery beyond 
75 percent. But what we’re find-
ing is that for various reasons, we’re 
not going to ever get to 100 percent 
recovery,” Page said. “There’s always 
going to be some need for either 
resupply or point in the production, 
no matter how hard we try on that.”

Another critical challenge in contest-
ed environments is providing power, 
and the Army Corps of Engineers 
— in collaboration with the Depart-
ment of Energy, Army labs and other 
services and agencies — is research-
ing fuel cells and hydrogen for alterna-
tive energy generation and storage. 

Hydrogen can be used as an alter-
native energy storage medium, both 
in stationary and mobile applica-
tions. The Army has invested in a 
research project called H2Rescue, a 
hydrogen fuel cell and battery hybrid 
emergency vehicle that can imme-
diately begin exporting 25 kilowatts 
worth of power in an emergency. 

“It replaces having to pull in addi-
tional generators,” Nicholas Jose-
fik, engineer at the Army Engineer 
Research and Development Center’s 
Construction Engineering Research 
Laboratory, said. “This vehicle 
can drive about 1,500 miles on a 

single tank of fuel and can imme-
diately begin powering, just plug-
ging in whatever items you have.”

H2Rescue can be integrated into 
many different vehicle platforms, 
and the fuel cell can even produce 
some usable water, he added. 

The Army, in partnership with 
the DEVCOM Ground Vehicle 
Systems Center Laboratory in 
Michigan, is developing this fuel 
cell-powered system that is for 
both tracked and wheeled vehicles, 
capable of exporting power and 
delivering hydrogen in the field.

“It’s another way to dispense hydro-
gen, to create power in the field and 
just give us different opportunities for 
types of energy generation,” he said.

Along with H2Rescue, the Army 
Corps of Engineers is also looking to 
generate hydrogen fuels in the field 
via a distributed low-energy waste-
water treatment system that can 
harvest two different types of usable 
fuels, Josefik said.

“We’re able to har-
vest methane and 
hydrogen, along with 
treating the water 
and having usable 
water,” he said. “Our 
researchers are 
leading the way and 
looking at, instead 
of spending all that 
energy and time just 
to treat our wastewa-
ter, [harvesting] that 
into usable fuels and 
increasing our energy security, our 
resiliency and reducing our logistical 
burdens of bringing fuel in the field.”

In addition to water and power 
solutions, the Army is exploring 
technology to improve overall man-
agement of logistics in contested 
environments. The Army, along 
with the Army Geospatial Center, 
is investing in a project called the 
Geocentric Environment for Analy-
sis and Reasoning, or GEAR, to help 
warfighters operate more efficiently.

GEAR is a tool that provides 
location-based information and 
data, and depending on that data, 
it determines how certain tasks 
should be prioritized, said Heath-
er Speight, physical scientist at 
the Army Geospatial Center. 

“If you have something that’s impor-
tant to you, maybe three objectives 
that really matter, [we] put them on a 
map together and then see if there’s 
an area that seems to be the area 

that we want to focus on,” she said.
The Army Geospatial Center is 

currently working with U.S. Euro-
pean Command to develop GEAR, 
she said. The service mainly uti-
lizes GEAR to gather data on air-
ports, seaports and large cities, as 
well as the larger transit network.

GEAR can also factor in cli-
mate variables, Speight said.

“When we come to climate change 
considerations, a climate-informed 
assessment may need to include 
flooding, it may need to include cli-
mate migration, it may [need] to 
include sea level rise,” she said.

GEAR’s ability to collect and 
interpret relevant climate data and 
its effect on future Army opera-
tions, as well as its varying effects 
on different domains, is abso-
lutely crucial, Speight said.

“Environmental issues and water 
issues fall into Army challenges,” 
she said. “One of our jobs here is 
to come up with ways that we are 
going to help [the Army] wrap its 
arms around those requirements 
and really help them understand 
those environmental challenges in a 
manageable and meaningful way.”

GEAR will allow the Army to inte-
grate new information into existing 
workflows, which is key especially 
as climate change continues to alter 
existing environments, she said. 

“The thing with GEAR is we’re 
allowing you to take the work you 
already do and conduct an analysis 
and then add a few more variables 
and see if the analysis changes,” 
she said. “In that way, we’re help-
ing to really see whether or not cli-
mate is going to change things, or if 
really climate didn’t make that big 
of a difference, and we just continue 
with operations as normal.” ND
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I
n my first year as the assis-
tant secretary of defense for 
sustainment, I have observed 
the contested, dynamic 
and distributed nature of 

the new strategic environment.
Peer competitors increasingly hold 

our defense ecosystem at risk. The 
future of war will be fast, mobile 
and lethal and requires the Defense 
Department to think about sustain-
ment through the lens of integrated 
deterrence, which is a holistic and 
coordinated approach that inte-
grates all elements of national power 
to address and respond to a wide 
range of threats and challenges.

Realizing the benefits of integrated 
deterrence from a sustainment 
perspective hinges on our ability 
to: prevail in a contested logistics 
environment; modernize the indus-
trial base across the network of 
organic, domestic and international 
partners; establish data-informed 
sustainment; and find and fix opera-
tions and support cost drivers.

In recent decades, U.S. forces have 
operated without much strategic risk 
to logistics. We operated from secure 
bases and became comfortable with 
uncontested and unchallenged move-
ment throughout the theater of opera-
tions. During that time, the capabilities 
we have fielded — like the F-35 Joint 
Strike Fighter and other enduring 
platforms — have utilized sustain-
ment strategies that assume a more 
permissive strategic environment.

Today, the strategic environment is 
defined by challenges to logistics agil-
ity, flexibility and survivability through 
kinetic and non-kinetic disruptions. 
To navigate and prevail through a con-
tested logistics environment means 
ensuring that logistics, supply chain 
operations and transportation capa-
bilities are resilient and can operate 
effectively in hostile environments.

Therefore, I’ve launched a cam-
paign of tabletop exercises to stress 
the life cycle sustainment strategies 
for existing capabilities, given the 
realities of a contested logistics envi-

ronment, to better inform 
current sustainment gap 
mitigation efforts and future 
sustainment strategy design. To 
secure enduring military advantage, 
the Defense Department must ensure 
that the combatant commands are 
postured with sufficient resources 
such as munitions, fuel and spare 
parts. They must also have the capa-
bilities to perform maintenance, 
manufacturing at echelon, storage 
and transportation and withstand and 
recover quickly from disruptions.

The future calls for resilient sus-
tainment strategies that are more 
distributed, flexible and responsive 
to changing operational and strategic 
conditions. 

One example of reducing risk within 
a contested environment is the need to 
mitigate demand for ocean lift capabili-
ties by employing strategies that satisfy 
demand closer to the point of need. 

Advanced manufacturing, which 
includes 3D printing, provides an 
opportunity for manufacturing parts 
on demand, which can be useful in 
situations where supply chains are 
disrupted or contested. By integrating 
advanced manufacturing at different 
levels, the joint force can produce cru-
cial parts in contested environments 
in a distributed manner, increasing an 
adversary’s dilemma and ultimately 
U.S. integrated deterrence posture.  

To enable full implementation, the 
office of the assistant secretary of 
defense for sustainment is working to 
ensure secure transmission of intellec-
tual property and accurate accounting 
of its use to ensure appropriate com-
pensation to the IP owner, as well as 
assessing our department’s approach 
to modernizing intellectual property 
licensing rights or fee strategies, which 
requires close collaboration with our 
industry partners to identify the appro-
priate changes in policy and process.

The office of the assistant secretary 
of defense for sustainment is charged 
with providing advice and assistance 
to the undersecretary of defense for 
acquisition and sustainment, deputy 

secretary of defense and secretary 
of defense on sustainment functions 
including logistics, material readiness 
and product support. In addition, the 
office is responsible for budgetary, 
policy and management oversight for 
sustainment functions in the Pentagon.

At the enterprise-level strategy, 
the department is looking 15 

years down the road at sus-
tainment capabilities within 
the organic base and develop-

ing pathways to better share 
our future vision throughout 

the defense industrial base and its 
commercial partners. My goal is to 
create a more collaborative, transpar-
ent environment that ensures capital 
investments, whether government or 
commercial, result in more integrated 
support for the industry of the future.   

We’ve developed goals to ensure 
strategic alignment across the service 
modernization efforts and are applying 
a results-oriented management frame-
work to define an optimum investment 
approach. This will not only ensure 
the industrial base is able to keep pace 
with the rapidly evolving technological 
landscape but will facilitate smoother 
integration of these advanced sys-
tems into the defense infrastructure.

Today, the services are working to 
modernize depot maintenance orga-
nizations, operations and technolo-
gies. They are improving processes, 
deploying interoperable maintenance 
repair, overhauling information 
technology systems and retaining 
world-class capabilities properly 
sized to workload requirements. The 
objective is to meet materiel readi-
ness goals with modernized, efficient 
and resilient infrastructure at the 
service and enterprise levels.

Instrumental to the success of 
the sustainment modernization 
effort is striking a balance between 
the organic industrial base and 
the commercial industrial base.

We must maintain the right balance 
of capabilities between it and industry, 
both domestic and international, to 
ensure resiliency, economic viability 
and the overall health of all partners. 
The goal is to create a more comple-
mentary defense industrial base that 
minimizes the duplication of capacity 
and capability, balancing organic and 
commercial industry repair capa-
bilities and capacity. The Defense 
Department is committed to being as 
transparent as possible when outlining 
government investments in the organ-
ic industrial base, focusing on how it 
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plans to have capabilities complement 
rather than compete with industry.

To achieve this balance, we are 
adopting increasingly transparent 
approaches to foster a more col-
laborative relationship between the 
industrial base partners, ultimately 
driving efficiency and effective-
ness in our modernization efforts.

One initiative that should be the 
subject of future sustainment strate-
gies is being resilient and flexible with 
commercial partners that empha-
size a regional sustainment concept, 
which would utilize existing allied 
and partner maintenance, repair 
and overhaul capabilities and U.S. 
industrial base capital investments 
to provide sustainment support ser-
vice using allied and partner national 
and/or commercial capabilities 
partnered with U.S. industry within 
the various theaters of operation. 

Building upon and working col-
laboratively with industry and allied 
nations would minimize disruptions, 
optimize supply chains, maximize 
availability in theater, minimize reli-
ance on long over-ocean transporta-
tion routes and further distribute the 
maintenance, repair and overhaul 
capabilities regionally to increase 
resilience and survivability. Building 
a regional sustainment concept would 
foster new and innovative supply chain 
resiliency, improve our ability to iden-
tify and respond to future challenges 
and aid in integrated deterrence. 

Given the rapid pace of technological 
advancements, the department must 
harness new capabilities and workforce 
competencies to effectively sustain 
the force both now and in the future.

For instance, we have only just 
started tapping into the potential 
of machine learning and artificial 
intelligence to address sustainment 
challenges. As part of this effort, we 
are developing new capabilities that 
utilize data and analytics to enhance 
sustainment-related decision-making 
at all echelons both within the opera-
tional and strategic levels and through-
out the weapon system life cycle.

The distributed nature of the 
battlefield necessitates greater pre-
cision in our inventory require-
ments, increased visibility of our 
joint transportation needs and capa-
bilities and a better understanding 
of failure probabilities to efficiently 
deploy our maintenance resources.

I’ve challenged the services to 
operationalize conditions-based 
maintenance-plus at echelon to shift 

maintenance from an unscheduled, 
reactive approach to a deliberate, pre-
dictive approach. It facilitates perform-
ing maintenance based on evidence 
of need, when it optimally supports 
operations, as opposed to providing 
maintenance at failure, which can 
negatively impact unit readiness. 

Taking advantage of the sensor plat-
forms the department has invested in 
over the last 20 years by implementing 
conditions-based maintenance-plus 
decision support tools at echelon helps 
provide a better understanding of sys-
tem performance, including associated 
cost drivers and support options, while 
also enabling more precise inven-
tory management of critical items.

Consequently, we are concentrating 
on the creation of business intelligence 
tools that enable decision-making at 
each echelon to ensure the battlefield 
logisticians have the information 
they need to make actionable deci-
sions that maximize availability and 
readiness. By pursuing programs in 
supply, transportation and mainte-
nance functional areas, we strive to 
leverage data and analytics to further 
improve sustainment-related decisions 
across all levels of the department.

As we face the emerging challenges 
of today’s strategic landscape, we are 
adopting transformative solutions to 
drive down operating and support 
costs while enhancing operational 
availability across the services. The 
goal is to incentivize the services 
and defense agencies to collaborate, 
align efforts both horizontally and 
cross-functionally and to ensure we 
are delivering the highest materiel 
readiness return on investment.

Key to this endeavor are efforts 
like the Rapid Sustainment Improve-
ment Program, which is a cornerstone 
of our strategy designed to address 
cross-service cost drivers that do 
not rise above the individual service 
prioritization levels but collectively 
account for significant sustainment 
cost across the department. Through 
this program, the department can 
prioritize and resource commercially 
available sustainment technologies 
that demonstrate positive returns on 
investment and can be scaled quickly 
to improve availability and lower 
operations and sustainment costs.

Implemented beginning in fiscal 
year 2024, the department has identi-
fied and funded a full range of projects 
and identified proposed projects for 
2025, which include key enablers such 
as conditions-based maintenance-plus 

business intelligence tools at echelon, 
and has started on the effort to solicit 
industry input for 2026 projects.

This decentralized decision-making 
process fosters a more agile and 
responsive structure, ultimately 
securing our ability to deliver combat 
power at the point of need. Through 
this approach, the department can 
better allocate resources, prioritize 
efforts, field existing solutions more 
rapidly and adapt quickly to evolv-
ing challenges, ensuring that our 
military remains prepared and effec-
tive in an ever-changing landscape.

The dynamic and contested nature 
of the strategic environment demands 

a new approach to logistics and sus-
tainment. Integrated deterrence, as 
an element of the current National 
Defense Strategy, offers a compre-
hensive framework to address emerg-
ing challenges and ensure military 
advantage. Key areas of focus include 
prevailing in a contested logistics envi-
ronment, modernizing the industrial 
base, leveraging data and analytics 
for sustainment decision-making 
and finding and fixing operations 
and sustainment cost drivers.

The current era offers a unique 
opportunity for collaboration and 
knowledge exchange between 
the Defense Department, inter-
national partners and industry 
stakeholders, setting the stage for 
development of effective regional 
sustainment strategies that meet 
the demands of modern warfare.

By adapting to the changing stra-
tegic environment and embracing 
an approach that uses integrated 
deterrence to combine our strengths 
to maximum effect, the depart-
ment can ensure the United States 
and its allies maintain a decisive 
edge in an increasingly competi-
tive and challenging world. ND

Christopher Lowman is the assistant 
secretary of defense for sustainment.
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R
efueling Navy ships 
while at sea — par-
ticularly larger ves-
sels like destroyers 
— takes a lot of 

time and effort, requiring a sup-
ply ship to come fill up the tank. 

While this may not be such a 
daunting task in peacetime, in a 
potential Indo-Pacific conflict an 
underway replenishment could 
become an easy target for an adver-
sary. The Navy is going to need to 
make the most of every tank and 
spend as little time as possible at 
the pump, experts have said. 

 The service’s Global Energy 
Information System, or GENISYS, 
could play a key role in improving 
decision-making and fuel efficiency 
across the fleet. Its goal is “to accu-
rately and consistently track sur-
face ship energy usage to improve 
operational readiness,” a Navy 
spokesperson said in an email. 

 GENISYS consists of three appli-
cations: two ship-based applications 
called eLogBook and the Shipboard 
Energy Assessment System and an 
ashore, cloud-based component called 
the Fleet Energy Conservation Dash-
board, the spokesperson said. The 
system achieved initial operational 
capability in 2023 “after GENISYS 
validated its ability to automatically 

transfer data from the ship-based 
applications on an Arleigh Burke-
class destroyer to the Fuel Energy 
Conservation Dashboard applica-
tion live on the government cloud,” 
the spokesperson said. As of the end 
of fiscal year 2023, GENISYS has 
been installed on 12 destroyers.

 The Navy leveraged Small Busi-
ness Innovation Research funding 
to create GENISYS, with Beacon 
Interactive Systems and Frontier 
Technology Inc. serving as the 
developers and ManTech Interna-
tional Corp. as the software inte-
grator, the spokesperson said.

 Beacon CEO ML Mackey said 
through the SBIR program, the 
company has been able to take its 
experience in the commercial sec-
tor “to bring to bear on DoD prob-
lems and deliver capabilities into 
the hands of the warfighter.” 

 The company’s first SBIR program 
was focused on “the question of how 
do you decrease the cost of keeping our 
ships mission-ready by addressing the 
big cost driver, which was the people 
doing the work?” Mackey said in an 
interview. “And the proposers on our 
topic proposed a lot of the mainstream 
kind of stuff that was being suggested 
across the DoD. We were outside the 
DoD, [and] we said, ‘Well, you’d figure 
out how to make it easier for them to 

get their work done,’ which is what 
we had done for” private companies 
such as Olympus, MetLife and IBM.

 A major time-consuming task 
for sailors is logging activity on a 
ship — and in the Navy, “every 
single thing that happens on a 
ship gets logged,” Mackey said. 

 Beacon president and chief tech-
nology officer Mike MacEwen said 
the logs include everything from 
orders given on the bridge, to when 
equipment is turned on and off or 
valves are changed out in the engine 
room, to personnel, sea state and 
environmental data — “they do one 
where it’s trying to figure out how 
much fuel and water are in [the] 
tanks, and they do it manually” — to 
combat system orders, to “what hap-
pens when you enter a harbor. So, 
it’s all this very minutiae data about 
everything happening on a ship.” 

 Before GENISYS — which is still 
the case for the majority of the fleet 
that has not received the system — all 
the ship logs were, or are, done on 
paper, Mackey said. Beyond taking a 
lot of time to do, the handwritten logs 
are messy and hard to read, causing 
problems such as information get-
ting missed, she and MacEwen said. 
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Fueling the Fleet
Navy Going Digital to Increase Energy Efficiency 
BY JOSH LUCKENBAUGH

An Arleigh Burke-class guided-missile destroyer 
and a supply ship conduct an underway replenish-
ment during a training exercise.



 In contrast, eLogBook digitizes the 
ship’s records for engineering, deck 
and daily fuel and water, reducing the 
burden on sailors to record the infor-
mation and the time required to access 
the logs, the Navy spokesperson said.

 “It’s much more accurate to click 
a button than to handwrite scrawl 
— and if you’ve ever seen a written 
log book … I mean, you can’t read 
them. It’s insane,” MacEwen said. 

 And now that “all this digital 
information on the ship” is in one 
place using eLogBook, that data can 
be fed into algorithms that tell the 
sailors whether they are operating 
efficiently with the energy that they 
have, Mackey said — and that’s where 
the Shipboard Energy Assessment 
System, or SEAS, comes into play.

 SEAS consolidates informa-
tion into decision aids to inform the 
ship’s operators on energy utiliza-
tion, helping ship operators conduct 
missions as efficiently as possible, 
the Navy spokesperson said.

 Having a system like SEAS con-
tinuously running operational energy 
calculations to determine whether 
the ship is “operating at peak energy 
efficiency — and if you’re not, what 
should we do about it?” — will help 
the Navy increase a ship’s time “on 
station,” meaning increasing the time 
between refuelings,  as well as allow-
ing the service to make “informed 
decisions at the edge,” Mackey said. 

 This could prove useful if and when 
a ship must conduct contested logistics 
— a scenario where “I have to figure 
out how to get something from here to 
there in a difficult situation,” MacEwen 
said. “Since I have a limited resource 
— fuel — [and] I don’t have a lot of 
gas stations, [and] I need to go do 
something, if I can figure out my oper-
ating parameters around that and have 
it with confidence,” knowing exactly 
“what I have and what I can perform 
and what I can do” rather than a 
rough estimate, that can save the ship 
from having to refuel unnecessarily. 

 Underway replenishment is a risky 
mission in contested waters as the 
supply ship has to come up next to the 
vessel receiving fuel. “So, I spend an 
hour in my [destroyer] next to 10 mil-
lion gallons of fuel driving in a straight 
line,” MacEwen said. “If you’re talk-
ing contested logistics, that’s a really 
dangerous moment. So for the Navy, it 
can help them either extend the dura-
tion of that ship before they need to do 
a replenishment, or I can change my 
route. I can go pick up some gas and 

then go, or from a battle group per-
spective, I can send a different ship to 
do a thing because they have more gas. 
So from a planning perspective, opera-
tions, safety, it kind of hits all those.”

 The system can also do “what-if 
analysis” and send out alerts, he said. 
For example, if “the captain says, ‘All 
ahead full,’” — meaning to operate the 
engines at full speed — “but if engi-
neering doesn’t make a change on an 
engine to go all ahead full, you want 
to know that. You want to know that 
pretty quickly.” And “because it’s digi-
tal instead of paper,” the system can 
send out an alert that notifies the sail-
ors, “Hey, something happened here.”

 On shore, the Fleet Energy Con-
servation Dashboard “consolidates 
energy information across ships to 
inform naval planners and engi-
neers on how energy is used across 
multiple ships,” giving the Navy 
“better data analytics to optimize 
the energy efficiency of ship mod-
ernization and new ship designs,” 
the service spokesperson said. 

 In its entirety, the GENISYS suite 
will help the Navy 
conduct and plan for 
distributed maritime 
operations — the ser-
vice’s new warfighting 
concept in which the 
fleet is dispersed in 
small detachments 
across a large area — 
the spokesperson said.

 “Distributed 
maritime operations 
stress fuel logistics 
and supply lines,” the 
Navy spokesperson 
said. “Information from GENISYS 
enables reduced energy demand of 
forward-deployed assets and provides 
logistics planners with higher fidel-
ity energy data sets tied to specific 
mission profiles to more accurately 
forecast near-term energy needs.”

 Following the successful deploy-
ment of GENISYS on the Arleigh 
Burke-class ships, the Navy plans 
to install the system on its San 
Antonio-class amphibious trans-
port docks in 2024, a service release 
stated. The Navy spokesperson said 
that while the Arleigh Burke-class 
and San Antonio-class ships are the 
only planned deployments of the 
system, expansion onto other plat-
forms is possible in the future.

“GENISYS can be deployed on any 
platform with the proper tailoring 
to that platform’s unique require-

ments,” the spokesperson said.
In its fiscal year 2024 budget 

request, the Navy asked for $9.6 
million for energy management or 
measurement software and systems, 
which includes funding for GENISYS.

 The investment would help fund 
the system’s fielding and sustain-
ment to support the Navy’s digital 
transformation, enable distributed 
maritime operations and fulfill the 
Navy’s operational energy manage-
ment system requirement, accord-
ing to Defense Department budget 
documents. The funding would also 
support GENISYS’ transition out of 
the research-and-development phase, 
which includes shipboard installations, 
user training events, critical or routine 
maintenance requirements such as 
cybersecurity, and periodic updates.

 So far, sailor feedback regarding 
GENISYS has been “generally positive, 
although more time and training is 
needed to fully understand and utilize 

the capability,” the Navy spokesper-
son said. Mackey and MacEwen said 
Beacon is actively participating in 
the installation of GENISYS in the 
fleet, as well as providing training.

“The whole goal of this is there’s 
all this data on a ship. Let’s use it, 
let’s make it really, really valuable,” 
MacEwen said. “Put it together, run 
a calculation, give you some knowl-
edge. … It’s helping that [command-
ing officer] know what to do, when.”

Mackey lauded the Navy’s “Her-
culean effort” to get the SBIR-
funded GENISYS “accredited and 
part of a program of record that 
is right now doing energy calcula-
tions and could be a basis for addi-
tional operational algorithms.

“It was non-trivial this path getting 
here, for them as well as for us,” she 
said. ND
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T he year 2023 was notable for 
artificial intelligence. Scien-
tists and engineers have been 

making progress on AI since the 
1950s, but as ChatGPT celebrated its 
first birthday and “generative AI” 
became a mainstream term, 2023 
left the world realizing how far we 
have come and how rapidly AI is 
reshaping the global landscape. 

Over the past year, the AI whirl-
wind also highlighted the need for 
government and industry to work 
together domestically and interna-
tionally as the technology advances.

AI is a powerful tool that offers 
tremendous benefits to society and 
national security, and it is no longer 
just a topic of speculative discussion 
around the office water cooler. C-suite 
executives across all major industries 
are utilizing AI to improve their prod-
uct and service offerings to consumers. 

Within the defense industrial base, 
innovators are partnering with the 
government to equip war fighters 
with AI-enabled systems to improve 
the speed, quality and accuracy of 
decisions in the field, which can 
provide the decisive advantage 
needed to deter or win a fight.

However, there is also a growing 
awareness of AI’s potential risks 
and the negative impacts of its mis-
use. Along with its rapid advance-
ment, these concerns are increasing 
the demand for policymakers to 
shift their attention to this innova-
tive tool. Policymakers responded 
throughout the past year with 
several initiatives focused on AI 
development, deployment and poli-
cies across the federal government. 

On Oct. 30, the Biden administra-
tion released Executive Order 14110 
on “Safe, Secure and Trustworthy 
Development and Use of Artificial 
Intelligence,” which includes more 
than 100 specific actions across more 
than 50 government entities focused 
on the development and deployment 
of AI through federal agency actions, 
regulation of industry and engage-
ment with international partners. 
Many of these regulatory actions 
will occur over the next two years, 
including at least 11 directly involv-
ing the Defense Department.

Quickly following the release of EO 
14110, the Office of Management and 

Budget announced a new draft 
policy to govern the use of 
AI by federal agencies. This 
guidance builds on previous 
work by the National Institute 
of Standards and Technology, 
which released a voluntary “AI 
Risk Management Framework” in 
January 2023 as a guide for industry. 

That guidance also builds on 
work by the White House Office of 
Science and Technology Policy, which 
released the “Blueprint for an AI Bill 
of Rights” in late 2022, focusing on 
protecting individuals and communi-
ties from the potential risks of AI.

The Pentagon underscored AI’s 
critical role in national security with 
its Nov. 2 release of the “2023 Data, 
Analytics and Artificial Intelligence 
Adoption Strategy,” which builds 
upon and supersedes the 2018 AI 
Strategy and the 2020 Data Strategy. 
This 2023 strategy prioritizes speed 
of delivery, continuous learning and 
responsible development to leverage 
AI’s potential for safeguarding our 
national security interests globally.

Congress is also investing time 

and energy in exploring AI issues. In 
June, Senate Majority Leader Chuck 
Schumer, D-N.Y., announced the 
“SAFE Innovation Framework,” which 
aims to ensure AI is developed and 
deployed in a responsible and trans-
parent manner while promoting inno-
vation and supporting the potential 
societal benefits of the technology. In 
addition to several congressional hear-
ings and numerous legislative pro-
posals introduced in both chambers, 
Schumer has hosted a series of large 
public forums with experts to discuss 
various AI topics, including intel-

lectual property, national secu-
rity, workforce and privacy.

Undoubtedly, the United 
States is home to some of the 
best and brightest innova-

tors in the world, and private 
industry is committed to man-

aging the potential risks of AI as it 
further advances the technology. As 
the federal government continues to 
pursue proposals to both promote 
and regulate AI, it is essential that the 
administration and Congress partner 
with industry to ensure the proper 
balance of innovation and respon-
sible use. This is especially true in the 
face of competitive adversaries like 
China, whose AI advancements under-
score the imperative for the nation 
to sustain its technological edge.

Similar to the importance of 
working internationally to address 
many of today’s pressing national 
security imperatives, it is encour-
aging to see the United States col-
laborating with international allies 
and partners to advance a glob-
ally coordinated approach to AI. 

In May 2023, AI governance and 
interoperability were an essential 
focus of the annual G7 Summit discus-
sions, which led to the creation of the 
“Hiroshima AI Process Comprehensive 
Policy Framework.” Following the 
U.K. AI Safety Summit in early 
November, the United Kingdom and 
United States also unveiled the jointly 
developed “Guidelines for Secure 
AI System Development,” which 23 
domestic and international cyber-
security organizations co-sealed.

It may be too soon to label 2023 as 
the “Year of AI,” as we will continue 
to see progress in 2024 and beyond.

However, in addition to the develop-
ment of domestic and international 
regulatory frameworks, investments 
in AI research and development, tal-
ent cultivation and infrastructure 
will provide further opportunities 
for government and industry to 
partner together to advance AI tech-
nologies and help ensure the United 
States maintains its technological 
leadership to benefit our society and 
safeguard national security. ND

Michael Seeds is the National 
Defense Industrial Association’s senior 
director for strategy and policy.

NDIA POLICY POINTS BY MICHAEL SEEDS

Partnering to Balance AI Innovation, Responsible Use

iStock illustration
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E choing the Obama administra-
tion’s Better Buying Initiative, 
and as a next phase in the fed-

eral government’s enterprise approach 
to procurement, the Biden administra-
tion announced the Better Contracting 
Initiative — a four-pronged initia-
tive designed to ensure the federal 
government gets better, and more 
consistent, terms and prices when 
purchasing commercial goods and 
services, while enhancing support for 
small and disadvantaged businesses. 

The fact sheet noted that the enter-
prise approach to purchasing common 
goods and services under the Obama 
administration resulted in better deals 
that has avoided $90 billion in costs 
for taxpayers since fiscal year 2016. 

The first prong addresses how the 
Office of Management and Budget 
will leverage data across federal agen-
cies to get lower prices and better 
terms. Under the initiative, OMB will 
launch a new, centralized data man-

agement strategy and tools to allow 
for greater sharing of price data and 
information on vendors and contracts 
across agencies within the federal 
government. This sharing of infor-
mation will not only result in better 
value solutions but will also advance 
equity by allowing federal procure-
ment officials to focus their searches 
on information that could support 
decisions to use a small business 
set-aside, according to the fact sheet 
accompanying the announcement.

One of the assumptions underly-
ing the need for more information 
is OMB’s assertion that “contrac-
tors [are] operating at historically 
high margins,” the fact sheet said.

The initiative’s call for collect-
ing and centrally managing com-
mercial procurement data echoes 
the transactional data reporting 

approach adopted under the General 
Services Administration Multiple 
Award Schedules program. The 
administration presumably hopes 
that it will drive greater savings and 
more pricing consistency, conso-
nant with the type of benefits that 
GSA reported after implement-
ing transactional data reporting.

The second prong addresses 
how GSA will negotiate common 
enterprise-wide software licenses. 
“Prices routinely vary up to 20 per-
cent for the same software across 
agencies,” the fact sheet said. 

Under the initiative, GSA will 
negotiate government-wide infor-
mation technology software license 
agreements with a large — but 
unnamed — software provider. 

The fact sheet stated that these 
government-wide IT software licenses 
will reduce the price variance in 
software procurement, secure more 
favorable terms and conditions and 
save time across the federal govern-
ment by obviating the need for each 
agency to plan, research and pro-
cure the same software solutions. 

Beyond software, federal agen-
cies will retain the ability to lever-
age best-in-class enterprise 
contracts for common goods and 
services, consistent with efforts 
that grow small business participa-
tion and supply chain diversity. 

The third prong addresses how 
federal agencies will save money 
and avoid waste by getting contract 
requirements right the first time. 
Noting that each year federal agen-
cies buy more than $110 billion in 
professional services, the administra-
tion announced that OMB will issue 
guidance directing federal agencies 
to use a proven methodology to pin-
point requirements for high-priority 
professional services acquisitions. 

“Contracts often don’t clearly 
reflect the agencies’ needs, resulting 
in expensive modifications,” the fact 
sheet noted. To mitigate those costs, 
GSA will sponsor a series of facilitated 
requirements development and acqui-
sition planning workshops for ser-
vice contracts with acquisition teams 
across the federal government. GSA 
will also help train government pro-
curement personnel to facilitate simi-
lar workshops at their own agencies. 

The fourth and final prong address-
es how federal agencies can receive 
better value from sole-source and 
other high-risk contracts. Select civil-
ian agencies that have significant 
sole-source contracting or priority 
programs with underperforming 
contracts will engage with special-
ized teams of cost and engineering 
experts to participate in interagency 
peer reviews to bring down what 
OMB describes as inflated prices. 

Agencies will also be able to lever-
age “hybrid” contracts for appropri-
ate acquisitions. “Hybrid” contracts 
allow for multiple types of payment 
— cost-reimbursement, labor-hour, 
fixed-price — to better align with 
levels of risk during different parts 
of the lifecycle of a large acquisition 
for development and production. 

The fact sheet cited efforts by the 
Defense Department to institute “peer 
reviews where independent procure-
ment teams review terms to deliver a 
second opinion and leveraging special 
teams of cost and engineering experts 
like the Navy ‘Price Fighters’ to reduce 
the risk of inflated prices” as examples 
of strategies that have reduced costs.

Expert pricing advice offered 
during peer reviews helped the 
Defense Department realize cost 
avoidance of nearly $300 mil-
lion with an investment of just less 
than $2 million in fiscal years 2020 
through 2023, the fact sheet stated.

As a result of the Better Contracting 
Initiative, the Biden administration 
estimates that the federal government 
will generate more than $10 billion 
in annual savings and cost avoidance 
while improving the performance 
of federal procurement contracts. 
The fact sheet noted that last year, 
the federal government purchased 
$700 billion of goods and services. 

As with many such initia-
tives, whether those expectations 
are realistic will depend upon the 
accuracy of the administration’s 
assumptions, details of the initia-
tive’s implementation and the 
marketplace’s responses. ND 

Chanda Brown is an associ-
ate, Susan Cassidy is a partner 
and Robert Huffman is a senior of 
counsel in the Washington, D.C., 
office of Covington & Burling LLP.
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White House Reveals ‘Better Contracting Initiative’
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NDIA’s Red River 
Regional Chap-
ter honored 

James Kowalski with 
the first Lt. Gen. Edgar 
S. Harris, Jr. Award. 

This is the inau-
gural Harris Award, 
which will be presented 
annually to local com-
munity leaders in the 
defense industry and 
academia that have 
significantly contrib-

uted to the development 
and sustainability of 
Barksdale Air Force Base 
and the defense industry 
in Northwest Louisiana. 

Kowalski retired from 
the Air Force in 2015 after 
serving as the command-
er of Air Force Global 
Strike Command and 
deputy commander of U.S. 
Strategic Command. He 
later worked at Northrop 
Grumman, where he 

was vice president and 
corporate lead executive 
for strategic programs. 

 Kowalski in his accep-
tance speech highlighted the 
importance of the command 
and the base in the current 
geopolitical climate, saying 
that Northwest Louisiana is 
“at the nexus between the 
rise of aggressive nuclear-
armed adversaries and 
the Air Force major com-
mand responsible for two-
thirds of the nuclear force 
needed to deter them.” ND

The late retired Rear Adm. James 
Robb received the Lifetime of 
Service Award at the Interser-

vice/Industry Training, Simulation 
and Education Conference in Orlando. 

Robb’s “exceptional expertise 
impacted the direction of [the] National 
Training and Simulation Association, 
including increased emphasis on 
gaming, cybersecurity, artificial intel-
ligence, advanced integrated live/
virtual and constructive architectures 
and big data,” the association said.

Robb passed away in November.
A keystone achievement during 

his presidency was the continued 
expansion of the NTSA scholar-
ship program. At I/ITSEC 2023, the 
association awarded $180,000 to 
six Bachelor’s degree, nine Master’s 
degree and 10 Ph.D. scholars.

NTSA is an affiliate of the National 
Defense Industrial Association.

Robb lived a lifetime of service 
and commitment in the Navy and in 
the private sector. He was a proven 
champion of I/ITSEC and even more 
so of the modeling, simulation, train-
ing and education community.

Each year, the association pres-
ents at I/ITSEC awards for out-

standing achievement in the 
development or application of 
modeling and simulations. Award 
nominees may come from govern-
ment, industry or academia.

This year’s awardees include: Dr. 
Susan Numrich of the Institute for 
Defense Analyses, recipient of the 
Lifetime Achievement in Modeling 
& Simulation Award; General 
Santander Police Cadet School in 
Colombia received the Simulation 
and Training International Award; 
Training Operations at Help Me 
See Inc. received the Simulation 
and Training Award; the Gladiator 
Delivery Team at the U.K. Royal Air 
Force Capability Delivery received 
the Training Systems Acquisition 
Award; and the Dynamic Altitude 
Breathing Threats Research and 
Development Team at the Naval Air 
Warfare Center Training Systems 
Division and Naval Survival Training 
Institute received the Education 
and Human Performance Award.

NTSA at the conference also 
announced its inaugural Top 10 
Under 40 awardees for this year. 
These awardees are being recog-
nized for significant impact to the 
modeling, simulation and train-
ing community via their leadership, 
professionalism and volunteerism.

The 10 awardees are: David 
Ellsworth and Matthew Hackett, both 
of the Army Combat Capabilities 
Development Command; Jeremy 
Joseph, Bluedrop USA Inc.; Thomas 
Kehr, CESI; Anastacia MacAllister, 
General Atomics Aeronautical 
Systems Inc.; Jennifer McArdle, CAE 
USA; Douglas Orellana, ManTech 
International; Evan Oster, Aptima 
Inc.; Navy Lt. Tiffany Peterson, 
Special Operations Command 
and Arorae Corp.; and Summer 
Rebensky, Aptima Inc. ND

NDIA NEWS
NTSA Honors Adm. 
Robb, Modeling, 
Simulation Awardees
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2024 Department of the Air Force

Modeling and  
Simulation Summit

This year’s theme, Training in a Digital World, highlights the Department of the Air Force’s drive to upskill personnel through digital 
training. The goal of the M&S Summit is to gather Air Force and Space Force M&S experts to learn about new M&S initiatives and 
techniques, network across military services and with industry experts, and to hear our technological leaders’ perspectives on how 
M&S can transition more training from the real world to digital.

The 2024 DAF M&S Summit will provide a forum for shared information, ideas, and connection of M&S professionals across the DoD, industry, 
academia, and international partners. The three-day summit agenda includes: Eminent Keynote Speakers from Military, Government, 
and Industry Leaders  |  Distinguished Panel Discussions and Q&A sessions  |  Track Session Presentation Focus Areas  |  VIP Tour for 
Distinguished Visitors  |  M&S Industry Exhibition Hall  |  Classified M&S Briefing Sessions  |  M&S Tool Overview.

TRAINING IN A DIGITAL WORLD

Save the Date!     7 – 9 May 2024   |   San Antonio, TX   |   DAFMSS.org

 February  
6-7 38th Annual National 
Logistics Forum
Oklahoma City, OK
NDIA.org/Logistics38

12 Congressional M&S 
Leadership Summit 2024
Norfolk, VA
NTSA.org

26-28 2024 Tactical 
Wheeled Vehicles 
Conference
Charlotte, NC
NDIA.org/TWV24

March  
4-7 Pacific Operational 
Science & Technology 
(POST) Conference 
Honolulu, HI
NDIA.org/POST

13-14 2024 IPMD
Meeting and Program 
Management Tools & 
Services Forum
Tucson, AZ
NDIA.org/IPMDSpring24

18-20 Undersea Warfare 
Spring Conference
San Diego, CA
NDIA.org/USWSpring24

19-21 2024 Munitions 
Executive Summit
Parsippany, NJ
NDIA.org/MES

21-22 2024 Human 
Systems Conference
Arlington, VA
NDIA.org/HS24

April 
3 Dwight D. Eisenhower 
Award Dinner  
Arlington, VA
NDIA.org 

9-11 IT²EC 2024
ExCeL, London
itec.co.uk

16-17 Ronald Reagan  
Missile Defense  
Conference 
Washington, DC
NDIA.org/RRMDC

NDIA CALENDAR
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FOR THE LATEST 
NDIA CALENDAR:  
NDIA.ORG/EVENTS

http://www.DAFMSS.org
http://www.NDIA.org/Logistics38
http://www.NTSA.org
http://www.NDIA.org/TWV24
http://www.NDIA.org/POST
http://www.NDIA.org/IPMDSpring24
http://www.NDIA.org/USWSpring24
http://www.NDIA.org/MES
http://www.NDIA.org/HS24
http://www.NDIA.org
http://itec.co.uk
http://www.NDIA.org/RRMDC
http://www.NDIA.ORG/EVENTS


Registration Now Open! 

March 4 – 7, 2024   |   Honolulu, HI   |   NDIA.org/POST

2024 Pacific Operational  
Science & Technology 
(POST) Conference
Posturing for Tomorrow - Partnered / Positioned / Prepared
Join NDIA and the U.S. Indo-Pacific Command as we examine the theme Posturing for 
Tomorrow - Partnered / Positioned / Prepared. This groundbreaking event promises to deliver an 
unparalleled platform for collaboration, innovation, and exploration of Department of Defense 
(DoD) opportunities for joint research, development, and experimentation. Experience workshops 
that will push the boundaries of knowledge and foster new ideas, network with renowned industry 
names, and visit more than 50 industry companies showcasing their cutting-edge technologies 
and services in the exhibit hall. POST 2024 is not to be missed! This is your chance to be at the 
forefront of operational science and technology, to collaborate with the industry’s finest, and to 
shape the future of this dynamic field!

http://www.NDIA.org/POST
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Register Today!
Contested Logistics: Sustaining the Formation 
This extraordinary conference is recognized industry wide as the 
premier event focused on the tactical wheeled vehicle industry and its 
support to the Department of Defense and our nation’s warfighters. 
This event brings together leaders from the DoD, the military services, 
industry, prime contractors, subcontractors, suppliers, and academia 
to address present and future tactical wheeled vehicle requirements. 
The conference provides a unique atmosphere for open discussion 
between participants on the needs of the military users. 

February 26 – 28, 2024   |   Charlotte, NC   |   NDIA.org/TWV24

2024  TACTICAL 
WHEELED VEHICLES 
CONFERENCE

Register Today!
Prepare yourself and your organization for the challenging future of 
contested logistics and network with leaders and innovators at the  
38th Annual National Logistics Forum! For more than three decades,  
this national event has brought together senior leaders, defense officials, 
industry acquisition, coalition partners, and logistics and financial leaders 
to exchange ideas and share insights into the supportability of our 
nation’s warfighters. Attendees will tackle issues and challenges facing 
the logistics community and learn about the innovations and initiatives 
designed to address them. Don’t miss this opportunity to engage with 
other logistics professionals and senior leaders! 

February 6 – 7, 2024    |   Oklahoma City, OK    |   NDIA.org/Logistics38

 38TH ANNUAL NATIONAL

LOGISTICS     
FORUM

http://www.NDIA.org/TWV24
http://www.NDIA.org/Logistics38
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Save the Date!
Next year’s conference promises to be one of the best, with 
government and industry leaders focusing on future logistics 
support strategies, challenges, and streamlining efforts to better 
support the warfighter. Join us as we host dynamic speakers 
from industry and defense with backgrounds in logistics and 
acquisition, aviation, and land and maritime. No matter if you  
are a small business looking to begin a working relationship  
with DLA or an established large business that wants to 
strengthen the relationship you have already developed,  
we look forward to your participation at this event!

DLA SUPPLY  
CHAIN ALLIANCE 
C O N F E R E N C E  &  E X H I B I T I O N

April 23 – 24, 2024   |   Columbus, OH   |   NDIA.org/DLA24

CO-HOSTED BY  

DLA Land and Maritime

Register Today!
This year’s Human Systems conference will feature conversations 
related to implementation of Human Systems Integration (HSI) within 
existing defense platforms, as well as an activity designed to help 
designers and acquisition managers keep pace with the evolving 
role of the human in order to meet user needs and minimize lifecycle 
costs. In addition to this discourse, we will hear from industry, 
government, and academic partners about ongoing HSI work and 
how the evolving role of the human leads to new dynamics between 
warfighters and the systems they use. 

2024  

HUMAN SYSTEMS 
CONFERENCE

March 21 – 22, 2024   |   Arlington, VA   |   NDIA.org/HS24

http://www.NDIA.org/DLA24
http://www.NDIA.org/HS24
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Electric Vehicles
• Despite significant technological 
challenges, both the Marine Corps 
and the Army are pursuing ways to 
make hybrid/electric tactical vehicles 
a battlefield reality with support 
from the Defense Innovation Unit. 
In this new electric vehicle “space 
race,” which service will be the first 
to field an electric tactical vehicle?

Army Truck
• The Army this year will begin evalu-
ation of prototypes for its Common 
Tactical Truck program. National 
Defense catches up with service offi-
cials and the industry competitors to 
learn more about how this new fam-
ily of vehicles will support the Army’s 
shift to multi-domain operations.

Artillery
• Combat operations in Ukraine 
have served to spotlight the sig-
nificant contributions of modern 
field artillery systems. A number of 
recent Army programs have focused 

on enhancing those contributions 
and capabilities in the future. 

Navy’s MQ-25 Stingray
• Entry into service of the Navy’s 
MQ-25 Stingray — the “pathfinder” 
capability for future hybrid manned-
unmanned carrier air wings — has 
slipped from 2024 to late 2026.  
Pentagon reports cite inadequate test-
ing and evaluation prior to production 
decisions, questions about its unit cost 

and analysts’ assertions that further 
investments are needed now for it to be 
effective in contested environments.

Navy Acquisition Priorities
• The Navy is focusing on its digi-
tal transformation and modernizing 
current infrastructure and informa-
tion readiness. China poses a tech-
nology pacing threat, and strategic 
deterrence is still the priority.

Air Force KC-135 Recap
• The Air Force plans to announce 
an acquisition strategy this fall for 
its KC-135 recapitalization program, 
either making additional purchases of 
Boeing’s KC-46 or a version of Airbus’ 
A330 MRTT. Practical and politi-
cal considerations will impact which 
tanker is chosen, but the program’s 
biggest challenge is accurately identify-
ing how many aircraft to purchase.

CJADC2
• The Pentagon’s vision for linking 
sensors and shooters through a cloud 
and using AI to speed up decision-
making — known as Combined Joint 
All-Domain Command and Control 
— faces a lot of pitfalls before a capa-
bility can be fielded. Service lead-
ers sound off on a few of them.

NEXT 
MONTH

iStock illustration

mailto:CKlein@NDIA.org
mailto:KKenney@NDIA.org
mailto:JWright@NDIA.org
http://www.NationalDefenseMagazine.org
http://www.NDIA.org/Membership
http://www.CoalFireFederal.com
http://www.darley.com
http://www.liberty-source.com
http://www.rave.com
http://www.Synopsys.com/A&G
http://www.truebluepowerusa.com/GETSTARTED
http://www.NDIA.org/Membership


http://www.rave.com
mailto:sales@rave.com
mailto:sales@rave.com


CoalfireFederal.com

info@coalfirefederal.com

CMMC Assessment Readiness
SUCCESS ON THE FIRST ATTEMPT

CMMC Advisory Services

INCLUDING:

CUI Boundary Analysis

CMMC Gap Analysis

Remediation Support

 LEARN MORE

coalfirefederal.com/cmmc/advisory

Coalfire Federal CMMC Services 
GET CERTIFICATION READY

Experienced. Accurate. 

As an authorized C3PAO and a Department  

of Defense contractor also subject to CMMC 

requirements, Coalfire Federal is uniquely  

qualified, and armed with first-hand experience,  

to help you ensure CMMC certification success  

on the first attempt.

Protect the mission.

http://www.CoalfireFederal.com
http://www.CoalfireFederal.com/cmmc/advisory
mailto:info@coalfirefederal.com

