IMAGE IDENFICATION

When we started analyzing any memory dump, we must identify the type of the image so we can
use “imageinfo” commend to identify the following things.

1- Identify the operating system

2- Identify hardware architecture (32 or 64 bit)
3- Identify service pack

3- Identify time that the sample was collected
4- ldentify the DTB address
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Figure 1 image identification

From the output of “imageinfo”, we can identify the suggested profile and suggested profile is
very important as we can use it with other plugins.

PROCESSES CHECK

We can identify the correct profile from the previous figure 1, now we can start analyze the
processes of the memory dump.

PSLIST COMMAND

To get all processes on a system, we can use “pslist” command and we can extract all processes
on a system by running it on Memory Dump and get information about the following thing

1- The offset

2- Process hame

3- Process ID

4- Parent process ID
5- Number of threads



6- Number of the handles
7- Data and time when process started or exited

We can see all processes on a system in the next figure and identify the previous information
about every process so let us see the results in the next figure 2.
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Figure 2 list all processes

From the previous figure 2, we can identify a lot of information about every process such as the
offset of the process, the name of the process, the ID of the process, the ID of parent process,
the number of threads. The number of the handles and the date andtime of the process when
it started or exited.

Now we will show the processes that generated by “pslist” command and identify malicious
process that can do malicious acts on a system and we can see the results in the following figure
3.



Figure 3 list processes

In the figure 3, we can see the processes that generated by “pslist” command and we can see
the process Wcryv2.exe which has PID (580), PPID (452), Thds (28) and Hnds (207) is stranger
than legitimated processes so | will search in Google by name of the process and we can see
the results in the next figure 4.
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Figure 4 searching about process

From searching about the process, we can identify that the process is used by WannaCry
ransomware to encrypt files on the system.



PSTREE COMMEND

When examining the processes, it is very important to know what the parent process and child
process which executing under the parent process. One indicator of system compromised is
identification of a process that executes outside the normal parent or child process used to
inject malicious code into legitimated process like explorer.exe process so we should use

“pstree” command to see parent process and child process. And we can see the results in the
next figure 4.
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Figure 5 running pstree command

From the previous figure 5, we can take example about parent process and child process so
the parent process is Services.exe which has PID (452) and child process is Wcryv.exe which
has PID (580) and we know that Wcreyv.exe is malicious process that execute under
Services.exe to encrypt file on a system.



DLL COMMAND

We will check the loaded DLL files that associated with the Wcreyv.exe process and this will
help us to determine if malicious process has access files when it was executed on a system
and we can see the files associated to Wcreyv.exe to examine the DLL files and we can see the
results in the next figure 7.

vmem --profile=Win75SP 4 -p 588 dlllist

Figure 6 examine DLL files with process Wcreyv.exe

From the previous figure 6, we can see that process Wcreyv.exe loads the following DLL file
when it was executed on a system.

e C:\Users\windows_7\Desktop\wcryv2.bin\wcryv2.exe
e C:\Windows\SYSTEM32\ntdIl.dll
e C:\Windows\SYSTEM32\wow64win.dll
e C:\Windows\SYSTEM32\wow64cpu.dll

We see that process when it was started, it connected with wcryv2.exe and loaded DLL files
likeas ntdll.dll, wow64.dll, wow64win.dll and wow64cpu.dll.

HANDLES COMMAND

The handles plugin can help us to view the files associated with the process and get information
about registry key and we can see the handles that associated with process Wcreyv.exe that
has PID (580).

We can see the results in the following Figure 7.
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Figure 7 examine handles for PID 580

We see a lot of results after running handles command and we can use amazing option to see
the registry key and file associated with the process so we can started with key to identify any
registry key changed with the process and we can see the results in the next Figure08.

MAGE FILE EXECUTION OPTIO
MAGE FILE EXECUTION OPTIO

OF TWARE\MICROS
ONTROL PANE

Figure 8 show key handles

From the previous Figure 08, we can see all keys the open by the process and we can identify
all handles to files in the following Figure 09.
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Figure 9 identify file handles

From the previous figure 9, we can see all file handles which use the process and we will see
the all keys in Memory Dump by the printkey command to see all keys in Memory Dump so we
can see the results in the Figure 9.

C:\Users\MemoryForensicsivol.exe -f MemoryDump.vmem --profile=Win7SP1x64 printkey
Volatility Foundation Volatility Framework 2.6
Legend: (S) = Stable (V) = Volatile

Registry: \22\[C:\Users\windows_7\ntuser.dat

Key name: CMI-CreateHive{D43B12B8-09B5-46DB-B4F6-F6DFEB78DAEC} (S)
Last updated: 2021-87-28 21:10:34 UTC+0000

Subkeys:

(S) AppEvents

(S) Console

(S) Control Panel

(S) Environment

(S) EUDC

(S) Keyboard Layout

(S) Network

(S) Printers
Software
System
Volatile Environment

Registry:
Key name: CF
Last updated: 20669-87-14 94 57:16 UTC+060660

Subkeys:
(S) Control Panel
(S) Environment
(S) EUDC
(S) Keyboard Layout
(S) Printers
(S) Software
(S) SYSTEM

Figure 10 first figure to print keys in memory dump
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Figure 11 second figure to print keys in memory dump

From the previous figures, we can see all keys in Memory Dump



