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Testlet 1
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Existing Environment

Fabrikam, Inc. is a distribution company that has 500 employees and 100 contractors.

Active Directory

The network contains an Active Directory forest named fabrikam.com. The forest is synced to Microsoft Azure
Active Directory (Azure AD). All the employees are assigned Microsoft 365 E3 licenses.

The domain contains a user account for an employee named User10.
Client Computers

All the employees have computers that run Windows 10 Enterprise. All the computers are installed without
Volume License Keys. Windows 10 license keys are never issued.

All the employees register their computer to Azure AD when they first receive the computer.
User10 has a computer named Computer10.

All the contractors have their own computer that runs Windows 10. None of the computers are joined to Azure
AD.

Operational Procedures
Fabrikam has the following operational procedures:

» Updates are deployed by using Windows Update for Business.
= When new contractors are hired, administrators must help the contactors configure the following settings on
their computer:
- User certificates
- Browser security and proxy settings
- Wireless network connection settings



Security policies
The following security policies are enforced on all the client computers in the domain:

= All the computers are encrypted by using BitLocker Drive Encryption (BitLocker). BitLocker recovery
information is stored in Active Directory and Azure AD.

* The local Administrators group on each computer contains an enabled account named LocalAdmin.

* The LocalAdmin account is managed by using Local Administrator Password Solution (LAPS).

Problem Statements
Fabrikam identifies the following issues:

* Employees in the finance department use an application named Application1. Application1 frequently
crashes due to a memory error. When Application1 crashes, an event is written to the application log and an
administrator runs a script to delete the temporary files and restart the application.

* When employees attempt to connect to the network from their home computer, they often cannot establish
a VPN connection because of misconfigured VPN settings.

* An employee has a computer named Computer11. Computer11 has a hardware failure that prevents the
computer from connecting to the network.

» User10 reports that Computer10 is not activated.

Technical requirements
Fabrikam identifies the following technical requirements for managing the client computers:

Provide employees with a configuration file to configure their VPN connection.

Use the minimum amount of administrative effort to implement the technical requirements.

Identify which employees’ computers are noncompliant with the Windows Update baseline of the company.
Ensure that the service desk uses Quick Assist to take remote control of an employee’s desktop during
support calls.

* Automate the configuration of the contractors’ computers. The solution must provide a configuration file that
the contractors can open from a Microsoft SharePoint site to apply the required configurations.

QUESTION 1
HOTSPOT

You need to implement a solution to configure the contractors’ computers.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:



Answer Area

Tool to use: ¥
Microsoft Deployment Toolkit (MDT)
Windows AutoPilot

Windows Configuration Designer
Windows Deployment Services (WDS)

File type to create: Y
CAB
PPKG
WIM
XML
Correct Answer:
Answer Area
Tool to use: ¥

Microsoft Deployment Toolkit (MDT)
Windows AutoPilot

Windows Configuration Designer
Windows Deployment Services (WDS)

File type to create: Y
CAB

PPKG

WIM

Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/configuration/provisioning-packages/provisioning-install-icd

QUESTION 2
You need to ensure that User10 can activate Computer10.

What should you do?

A.
B.

C.
D.

Request that a Windows 10 Enterprise license be assigned to User10, and then activate Computer10.

From the Microsoft Deployment Toolkit (MDT), add a Volume License Key to a task sequence, and then
redeploy Computer10.

From System Properties on Computer10, enter a Volume License Key, and then activate Computer10.
Request that User10 perform a local AutoPilot Reset on Computer10, and then activate Computer10.

Correct Answer: D
Section: [none]
Explanation



Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-requirements-

licensing




Testlet 2
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and
New York.

Contoso has IT, human resources (HR), and finance departments.

Contoso recently opened a new branch office in San Diego. All the users in the San Diego office work from
home.

Existing environment
Contoso uses Microsoft 365.

The on-premises network contains an Active Directory domain named contoso.com. The domain is synced to
Microsoft Azure Active Directory (Azure AD).

All computers run Windows 10 Enterprise.

You have four computers named Computer1, Computer2, Computer3, and ComputerA. ComputerA is in a
workgroup on an isolated network segment and runs the Long Term Servicing Channel version of Windows 10.
ComputerA connects to a manufacturing system and is business critical. All the other computers are joined to
the domain and run the Semi-Annual Channel version of Windows 10.

In the domain, you create four groups named Group1, Group2, Group3, and Group4.

Computer2 has the local Group Policy settings shown in the following table.

Policy Security Setting
 Access this computer from the network { Groupl
Deny access to this computer from the network Group2
Allow log on through Remote Desktop Services Group3
Deny log on through Remote Desktop Services Group4



The computers are updated by using Windows Update for Business.

The domain has the users shown in the following table.

Name Member of
Userl Domain Admins, Domain Users
User2 Administrators, Domain Users
User3 Account Operators, Domain Users
User4 Domain Users
User> Domain Users, Guests
User6 Group2, Group3, Domain Users

Computer1 has the local users shown in the following table.

Name Member of
Userl1 Administrators
Userl2 Users
Userl3 Guests

Requirements

Planned Changes

Contoso plans to purchase computers preinstalled with Windows 10 Pro for all the San Diego office users.
Technical requirements

Contoso identifies the following technical requirements:

The computers in the San Diego office must be upgraded automatically to Windows 10 Enterprise and must
be joined to Azure AD the first time a user starts each new computer. End users must not be required to
accept the End User License Agreement (EULA).
Helpdesk users must be able to troubleshoot Group Policy object (GPO) processing on the Windows 10
computers. The helpdesk users must be able to identify which Group Policies are applied to the computers.
Users in the HR department must be able to view the list of files in a folder named D:\Reports on
Computer3.
ComputerA must be configured to have an Encrypting File System (EFS) recovery agent.
Quality update installations must be deferred as long as possible on ComputerA.
Users in the IT department must use dynamic look on their primary device.
User6 must be able to connect to Computer2 by using Remote Desktop.
The principle of least privilege must be used whenever possible.

* Administrative effort must be minimized whenever possible.
Assigned access must be configured on Computer1.

QUESTION 1
You need to meet the technical requirements for the San Diego office computers.

Which Windows 10 deployment method should you use?



wipe and load refresh
in-place upgrade
provisioning packages
Windows Autopilot

cowp

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot

QUESTION 2
HOTSPOT

You need to meet the technical requirement for Computer1.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:
Answer Area

User who should configure assigned access:

User1
User2
liser3
User11
Useri2

Configure assigned access for:

Userd
Userd
User12
User13

Correct Answer:



Answer Area

User who should configure assigned access:

User1
User2
liser3
User11
Useri2

Configure assigned access for:

Section: [none]
Explanation

Explanation/Reference:

Userd
Userd
User12
User13




Question Set 3

QUESTION 1
Your company has an isolated network used for testing. The network contains 20 computers that run Windows
10. The computers are in a workgroup. During testing, the computers must remain in the workgroup.

You discover that none of the computers are activated.
You need to recommend a solution to activate the computers without connecting the network to the Internet.

What should you include in the recommendation?

A. Volume Activation Management Tool (VAMT)
B. Key Management Service (KMS)
C. Active Directory-based activation
D. the Get-WindowsDeveloperLicense cmdlet

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/deployment/volume-activation/activate-using-key-management-
service-vamt

QUESTION 2
You plan to deploy Windows 10 to 100 secure computers.

You need to select a version of Windows 10 that meets the following requirements:

= Uses Microsoft Edge as the default browser
* Minimizes the attack surface on the computer

= Supports joining Microsoft Azure Active Directory (Azure AD)

= Only allows the installation of applications from the Microsoft Store

What is the best version to achieve the goal? More than one answer choice may achieve the goal. Select the
BEST answer.

A. Windows 10 Pro in S mode
B. Windows 10 Home in S mode
C. Windows 10 Pro

D. Windows 10 Enterprise

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.microsoft.com/en-za/windows/compare

QUESTION 3
DRAG DROP

You have a computer named Computer1 that runs Windows 7. Computer1 has a local user named User1 who
has a customized profile.



On Computer1, you perform a clean installation of Windows 10 without formatting the drives.

You need to migrate the settings of User1 from Windows7 to Windows 10.

Which two actions should you perform? To answer, drag the appropriate actions to the correct targets. Each
action may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Actions Amswer Area
e 4 spenify the 00707 i o _
Tun scanstate 2xe and spec ify the O Tsers Cirst action: ey
sublolier.
1 e Vel Vi ¥ r
Fun @Lsiale._.r;e and specily the C' M sery Ml e i
aihfolder

Pum suamstale exe aud speeily (e C.
Windows.old subfclder.

Fun loadstate =xe and specify the O
"Windews.old subfolder.

Rum uernutilz exe ind speeify the CUsers
subfold=s

Run usrutilz exe and specify the C:
YWindows old subfolder.

Correct Answer:

Actions Amswer Area

Tun seanstate =xe and specify the 0 7sers Cirst action: | Fum seanslule wae and specily (e CUsery
sublolier, aithfolder

Eun h}gulsiale.::xe and specily the CO 0 sers Yarond astion: | RN Teadztate oxe and specify the C-TIarms
auhfolder subfoldar.

R seamsisle ene snd spectly the C.
Windows.old subfolder.

Fuon loadstate 2xe and specify the O
"Windews.old subfolder.

Run usrutils exe and specify the C:sers
subfold=r

Roum usrnut:lz exe and epeeify the C:
YWindows.old subfilder.

Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-how-it-works

QUESTION 4
Note: This question is part of a series of questions that present the same scenario. Each question in



the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a computer named Computer1 that runs Windows10.

A service named Application1 is configured as shown in the exhibit.

Application1 {Local Computer) [wE3]

—_— T — B —]
| General | Log On | Recovery i Dependencies |

Log on as:

71 Local System account

Alow service to interact with deskdop
@ This account: Service1 Browse .. |
Password: YTl
Corfim password;  eeesssss
[ ok || GConcel || sopy |

You discover that a user used the Service1 account to sign in to Computer1 and deleted some files.

You need to ensure that the identity used by Application1 cannot be used by a user to sign in to sign in to the
desktop on Computer1. The solution must use the principle of least privilege.

Solution: On Computer1, you configure Application1 to sign in as the LocalSystem account and select the Allow
service to interact with desktop check box. You delete the Service1 account.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation



Explanation/Reference:

QUESTION 5

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a computer named Computer1 that runs Windows 10.

A service named Application1 is configured as shown in the exhibit.

Application1 {Local Computer) [wE3]

:..___.i—!._.—| = ———
!_EEenem!_; Log On g_Eecuwa_-fy__E__Dn._aPendendes {

Log on as:
71 Local System account

[ RPN TP s PSRN A | MR U, (B g
Allow senvice to interact with desitop

@ This account: Service1 Browse .. |
Password: YTl
Corfirm password;  eeesssss
[ ok || GConcel || sopy |

You discover that a user used the Service1 account to sign in to Computer1 and deleted some files.

You need to ensure that the identity used by Application1 cannot be used by a user to sign in to sign in to the
desktop on Computer1. The solution must use the principle of least privilege.

Solution: On Computer1, you assign Service1 the deny log on locally user right.

Does this meet the goal?

A. Yes



B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/deny-log-on-locally

QUESTION 6

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

questions will not appear in the review screen.
You have a computer named Computer1 that runs Windows 10.

A service named Application1 is configured as shown in the exhibit.

Application1 (Local Computer) e

Log on as:

7 Local System accourt

Allow senvice to interact with deskiop
@ This account: Service Browss.. |
Password: T I
Corfirm password:  #eesssss
[ ok || Cancel || mopl

You discover that a user used the Service1 account to sign in to Computer1 and deleted some files.

You need to ensure that the identity used by Application1 cannot be used by a user to sign in to sign in to the
desktop on Computer1. The solution must use the principle of least privilege.



Solution: On Computer1, you assign Service1 the deny log on as a service user right.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/deny-log-on-as-a-
service

QUESTION 7
You have a Microsoft Azure Active Directory (Azure AD) tenant.

Some users sign in to their computer by using Windows Hello for Business.
A user named User1 purchases a new computer and joins the computer to Azure AD.

User1 attempts to configure the sign-in options and receives the error message shown in the exhibit.
Sign-in options

“Some settings are hidden or managed by your organization.

/

Sign in to Windows, apps and services by teaching
Windows to recognize you.

Windows Hello

Windows Hello isn't available on this device.
See how it works and find compatible devices.

You open Device Manager and confirm that all the hardware works correctly.

You need to ensure that User1 can use Windows Hello for Business facial recognition to sign in to the
computer.

What should you do first?

A. Purchase an infrared (IR) camera.

B. Upgrade the computer to Windows 10 Enterprise.
C. Enable UEFI Secure Boot.

D. Install a virtual TPM driver.

Correct Answer: B
Section: [none]
Explanation



Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-planning-quide

QUESTION 8
Your company uses Microsoft Deployment Toolkit (MDT) to deploy Windows 10 to new computers.

The company purchases 1,000 new computers.
You need to ensure that the Hyper-V feature is enabled on the computers during the deployment.
What are two possible ways to achieve the goal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Add a task sequence step that adds a provisioning package.

In a Group Policy object (GPO), from Computer Configuration, configure Application Control Policies.
Add a custom command to the Unattend.xml file.

Add a configuration setting to Windows Deployment Services (WDS).

Add a task sequence step that runs dism.exe.

moowp

Correct Answer: AC
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/create-a-windows-10-reference-

iImage

QUESTION 9
Your network contains an Active Directory domain that is synced to a Microsoft Azure Active Directory (Azure
AD) tenant.

Your company purchases a Microsoft 365 subscription.
You need to migrate the Documents folder of users to Microsoft OneDrive for Business.

What should you configure?

A. One Drive Group Policy settings

B. roaming user profiles

C. Enterprise State Roaming

D. Folder Redirection Group Policy settings

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/onedrive/redirect-known-folders?redirectSourcePath=%252fen-us%252farticle
%252fredirect-windows-known-folders-to-onedrive-e 1b3963c-7c6c-4694-9f2f-fb8005d9ef12

QUESTION 10
Your network contains an Active Directory domain. The domain contains a user named User1.



User1 creates a Microsoft account.

User1 needs to sign in to cloud resources by using the Microsoft account without being prompted for
credentials.

Which settings should User1 configure?

A. User Accounts in Control Panel

B. Email & app accounts in the Settings app

C. Users in Computer Management

D. Users in Active Directory Users and Computers

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:
https://support.microsoft.com/en-za/help/4028195/microsoft-account-how-to-sign-in

QUESTION 11
HOTSPOT

Your network contains an Active Directory domain named adatum.com that uses Key Management Service
(KMS) for activation.

You deploy a computer that runs Windows 10 to the domain.

The computer fails to activate.

You suspect that the activation server has an issue.

You need to identify which server hosts KMS.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

WV -Type W _vimcs _tep Adatum com
Get-Host A
nslookup.exe E}F?\T
s i WKS

Correct Answer:



Answer Area

W -Type J W _vimes _tep Adatum com
Get-Host A
nslookup.exe g%‘:‘
simgr vbs WKS

Section: [none]
Explanation

Explanation/Reference:

References:
https://blogs.technet.microsoft.com/odsupport/2011/11/14/how-to-discover-office-and-windows-kms-hosts-via-
dns-and-remove-unauthorized-instances/

QUESTION 12
HOTSPOT

You deploy Windows 10 to a new computer named Computer1.
You sign in to Computer1 and create a user named User1.

You create a file named LayoutModification.xml in the C:\Users\Default\AppData\Local\Microsoft\Windows
\Shell\folder. LayoutModification.xml contains the following markup.
<?xml version= “1.0"” encoding= “utf-872>
<LayoutModificationTemplate
xmlns= “http://schemas.microsoft.com/Start/2014/LayoutModification”
xmlns:defaultlayout= “http://schemas.microsoft.com/Start/2014/FullDefaultLlayo
xmlns:start= “http://schemas.microsoft.com/Start/2014/StartLayout”
xmlns:taskbar= “http://schemas.microsoft.com/Start/2014/TaskbarLayout”
Version= “1">
{CustomTaskbarLayoutCollection>
<{defaultLayout:TaskbarLayout>
<taskbar:TaskbarPinList>
<taskbar:DesktopApp DesktopApplicationLinkPath= “$ALLUSERSPROFILE%\Mic
\Start Menu\Programs\Accessories\Paint.lnk” />
</taskbar: TaskbarPinList>
</defaultlayout:TaskbarLayout>
{fcustanaskharLayuutcnllection>
</LayoutModificationTemplate>



What is the effect of the configuration? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

When you signin lo Computer 1, lhe taskbar wall conlain:

VWhen User1 signs in lo Compuler 1, the laskbar will contain.

Correct Answer:

Answer Area

When you signin lo Computer 1, lhe taskbar wall conlain:

VWhen User1 signs in lo Compuler 1, the laskbar will contain.

Section: [none]
Explanation

Explanation/Reference:
References:

v

Default apps only
Defauit apps and Microsoft Paint
Micrasaft Paint anly

v
Default appsonly
Default apps and Microsoft Paint
Microsofl Paimt only

v

Diefaut apps only
Defautt apps and Microsoft Paint
Micrasaft Paint anly

v
Default apps only
Default apps and Microsoft Paint
Microsoll Paint only

https://docs.microsoft.com/en-us/windows/configuration/configure-windows-10-taskbar




Testlet 1
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Existing Environment

Fabrikam, Inc. is a distribution company that has 500 employees and 100 contractors.

Active Directory

The network contains an Active Directory forest named fabrikam.com. The forest is synced to Microsoft Azure
Active Directory (Azure AD). All the employees are assigned Microsoft 365 E3 licenses.

The domain contains a user account for an employee named User10.
Client Computers

All the employees have computers that run Windows 10 Enterprise. All the computers are installed without
Volume License Keys. Windows 10 license keys are never issued.

All the employees register their computer to Azure AD when they first receive the computer.
User10 has a computer named Computer10.

All the contractors have their own computer that runs Windows 10. None of the computers are joined to Azure
AD.

Operational Procedures
Fabrikam has the following operational procedures:

» Updates are deployed by using Windows Update for Business.
= When new contractors are hired, administrators must help the contactors configure the following settings on
their computer:
- User certificates
- Browser security and proxy settings
- Wireless network connection settings



Security policies
The following security policies are enforced on all the client computers in the domain:

= All the computers are encrypted by using BitLocker Drive Encryption (BitLocker). BitLocker recovery
information is stored in Active Directory and Azure AD.

* The local Administrators group on each computer contains an enabled account named LocalAdmin.

* The LocalAdmin account is managed by using Local Administrator Password Solution (LAPS).

Problem Statements
Fabrikam identifies the following issues:

* Employees in the finance department use an application named Application1. Application1 frequently
crashes due to a memory error. When Application1 crashes, an event is written to the application log and an
administrator runs a script to delete the temporary files and restart the application.

* When employees attempt to connect to the network from their home computer, they often cannot establish
a VPN connection because of misconfigured VPN settings.

* An employee has a computer named Computer11. Computer11 has a hardware failure that prevents the
computer from connecting to the network.

» User10 reports that Computer10 is not activated.

Technical requirements
Fabrikam identifies the following technical requirements for managing the client computers:

Provide employees with a configuration file to configure their VPN connection.

Use the minimum amount of administrative effort to implement the technical requirements.

Identify which employees’ computers are noncompliant with the Windows Update baseline of the company.
Ensure that the service desk uses Quick Assist to take remote control of an employee’s desktop during
support calls.

* Automate the configuration of the contractors’ computers. The solution must provide a configuration file that
the contractors can open from a Microsoft SharePoint site to apply the required configurations.

QUESTION 1
You need to sign in as LocalAdmin on Computer11.

What should you do first?

A. From the LAPS Ul tool, view the administrator account password for the computer object of Computer11.

B. From Windows Configuration Designer, create a configuration package that sets the password of the
LocalAdmin account on Computer11.
C. Use a Group Policy object (GPO) to set the local administrator password.

D. From Microsoft Intune, set the password of the LocalAdmin account on Computer11.

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
References:
https://technet.microsoft.com/en-us/mt227395.aspx

QUESTION 2
An employee reports that she must perform a BitLocker recovery on her laptop. The employee does not have
her BitLocker recovery key but does have a Windows 10 desktop computer.

What should you instruct the employee to do from the desktop computer?



Run the manage-bde.exe —-status command

From BitLocker Recovery Password Viewer, view the computer object of the laptop

Go to https://account.activedirectory.windowsazure.com and view the user account profile
Run the Enable-BitLockerAutoUnlock cmdlet

cow>

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:
References:
https://celedonpartners.com/blog/storing-recovering-bitlocker-keys-azure-active-directory/




Testlet 2
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and
New York.

Contoso has IT, human resources (HR), and finance departments.

Contoso recently opened a new branch office in San Diego. All the users in the San Diego office work from
home.

Existing environment
Contoso uses Microsoft 365.

The on-premises network contains an Active Directory domain named contoso.com. The domain is synced to
Microsoft Azure Active Directory (Azure AD).

All computers run Windows 10 Enterprise.

You have four computers named Computer1, Computer2, Computer3, and ComputerA. ComputerA is in a
workgroup on an isolated network segment and runs the Long Term Servicing Channel version of Windows 10.
ComputerA connects to a manufacturing system and is business critical. All the other computers are joined to
the domain and run the Semi-Annual Channel version of Windows 10.

In the domain, you create four groups named Group1, Group2, Group3, and Group4.

Computer2 has the local Group Policy settings shown in the following table.

Policy Security Setting
Access this computer from the network Groupl
Deny access to this computer from the network Group2
Allow log on through Remote Desktop Services Group3
Deny log on through Remote Desktop Services Group4




The computers are updated by using Windows Update for Business.

The domain has the users shown in the following table.

Name Member of
Userl Domain Admins, Domain Users
User?2 Administrators, Domain Users
User3 Account Operators, Domain Users
User4 Domain Users
User> Domain Users, Guests
User6 Group2, Group3, Domain Users

Computer1 has the local users shown in the following table.

Name Member of
Userll Administrators
Userl2 Users
Userl3 Guests

Requirements

Planned Changes

Contoso plans to purchase computers preinstalled with Windows 10 Pro for all the San Diego office users.

Technical requirements

Contoso identifies the following technical requirements:

The computers in the San Diego office must be upgraded automatically to Windows 10 Enterprise and must
be joined to Azure AD the first time a user starts each new computer. End users must not be required to
accept the End User License Agreement (EULA).

Helpdesk users must be able to troubleshoot Group Policy object (GPO) processing on the Windows 10
computers. The helpdesk users must be able to identify which Group Policies are applied to the computers.
Users in the HR department must be able to view the list of files in a folder named D:\Reports on
Computer3.

ComputerA must be configured to have an Encrypting File System (EFS) recovery agent.

Quality update installations must be deferred as long as possible on ComputerA.

Users in the IT department must use dynamic look on their primary device.

User6 must be able to connect to Computer2 by using Remote Desktop.

The principle of least privilege must be used whenever possible.

Administrative effort must be minimized whenever possible.

Assigned access must be configured on Computer1.

QUESTION 1
HOTSPOT

You need to meet the technical requirements for the helpdesk users.

What should you do? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Add the help doskusers to: ¥
The local Administrators proup on the Windows 10 computers

The Domain Coraputrers group in the domeain group

The Fvent T.og Readsrs sromp in the domain gromp

The local Event Log Readers group un the Windows 17 compulers
The Group Policy Craators Ovners group in the domain proup

The local Power Users group on the Windows 10 computars

Iroubleshooting tool that the v
helpdesk users should uze: Get GPOReport

GPResult

Gl Update

Group Policy Object Tditor

Correct Answer:

Answer Area

Add the help doskusers to: ¥
The local Administrators proup on the Windows 10 computers

The Domain Coraputrers group in the domeain group

The Fvent T.og Readsrs sromp in the domain gromp

The local Event Log Readers group un the Windows 10 compulers
The Group Policy Craators Owners group in the domain proup

The local Power Users group on the Windows 10 computars

Iroubleshooting tool that the v
helpdesk users should uze: Get GPOReport

GPResult

Gl Update

Group Policy Object Dditor

Section: [none]
Explanation

Explanation/Reference:
References:
https://www.itprotoday.com/compute-engines/what-group-policy-creator-owners-group

QUESTION 2
HOTSPOT

You need to meet the technical requirements for the HR department users.

Which permissions should you assign to the HR department users for the D:\Reports folder? To answer, select
the appropriate permissions in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Correct Answer:

Frerm i EnLey Tow Foepole
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Section: [none]
Explanation

Explanation/Reference:
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References:
https://www.online-tech-tips.com/computer-tips/set-file-folder-permissions-windows/

QUESTION 3
You need to meet the technical requirements for EFS on ComputerA.

What should you do?

A. Run certutil.exe, and then add a certificate to the local computer certificate store.
B. Run cipher.exe, and then add a certificate to the local computer certificate store.
C. Run cipher.exe, and then add a certificate to the local Group Policy.
D. Run certutil.exe, and then add a certificate to the local Group Policy.

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/
create-and-verify-an-efs-dra-certificate




Question Set 3

QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a computer named Computer1 that runs Windows 10. The computer contains a folder. The folder
contains sensitive data.

You need to log which user reads the contents of the folder and modifies and deletes files in the folder.

Solution: From the properties of the folder, you configure the Auditing settings and from Audit Policy in the
local Group Policy, you configure Audit object access.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.netwrix.com/how to detect who changed file or folder owner.html

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a computer named Computer1 that runs Windows 10. The computer contains a folder. The folder
contains sensitive data.

You need to log which user reads the contents of the folder and modifies and deletes files in the folder.

Solution: From the properties of the folder, you configure the Auditing settings and from the Audit Policy in the
local Group Policy, you configure Audit directory service access.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:



https://www.netwrix.com/how to detect who changed file or folder owner.html

QUESTION 3
HOTSPOT

You have a computer named Computer 1 that runs Windows 10.
You turn on System Protection and create a restore point named Point1.
You perform the following changes:
Add four files named File1.txt, File2.dll, File3.sys, and File4.exe to the desktop.

* Run a configuration script that adds the following four registry keys:

- Key1 to HKEY_CURRENT_USER

- Key2 to HKEY_CLASSES_ROOT

- Key3 to HKEY_LOCAL_MACHINE\SYSTEM

- Key4 to HKEY_CURRENT_CONFIG
You restore Point1.
Which files and registry keys are removed? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Removed files: hd
File2 dll only
File2 dll and File3 sys only
File2 dll, File3.sys, and File4 exe
Filel txt, File2 dll, File3 sys. and File4 exe
Removed keys: ¥
Keyl only

Kevl and Key2 only
Key2, Key3, and Kev4 only
Keyl, Key2 Key3, and Key4

Correct Answer:



Answer Area

Removed files: b
File2 dll only

File2 dll and File3 sys only

File2.dll, File3 sys, and File4 exe

Filel txt. File2 dll. File3 sys. and Filed exe

Removed keys: ¥
Keyl only

Keyl and Key2 only

Key2, Key3, and Kev4 only
Keyl, Kev2 Key3, and Key4

Section: [none]
Explanation

Explanation/Reference:

References:
https://www.maketecheasier.com/what-system-restore-can-and-cannot-do-to-your-windows-system/
https://superuser.com/questions/343112/what-does-windows-system-restore-exactly-back-up-and-restore

QUESTION 4
HOTSPOT

You have 10 computers that run Windows 10.

You have a Windows Server Update Services (WSUS) server.

You need to configure the computers to install updates from WSUS.

Which two settings should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:



= Local Group Policy Editar
Eile Action View Help

ez He T

Setting

Configure auto-restart reminder notifications for updates

Turn off auto-restart notifications for update installations

. =] configure auto-restart required notification for updates

[=] Configure Automatic Updates

Specify intranet Microsoft update service location

Automatic Updates detection frequency

. =] Do not allow update deferral policies to cause scans against Windows Update
[:5] Remove access to use all Windows Update features

Do not connect to any Windows Update Internet locations

Allow non-administrators to receive update notifications

[=] Specify Engaged restart transition and notification schedule for updates
. Do not include drivers with Windows Updates

i

Extended )\\Standardf
31 settingl(s)

Correct Answer:



=[ Local Group Policy Editor
Eile  Action View Help
s 2@ 2 HE T

Setting o]

Configure auto-restart reminder notifications for updates

Turn off auto-restart notifications for update installations

Configure auto-restart required notification for updates

Cnnﬁg-ure Automatic Updates

Specify intranet Microsoft update service location

Automatic Updates detection frequency

Do not allow update deferral policies to cause scans against Windows Update
[:Z] Remove access to use all Windows Update features

Do not connect to any Windows Update Internet locations

Allow non-administrators to receive update notifications

Specify Engaged restart transition and notification schedule for updates
D Do not include drivers with Windows Updates

< >
_Ex'tended h_Standard /
31 settingl(s)

Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-manage-updates-wsus#configure-
automatic-updates-and-update-service-location

QUESTION 5
Your network contains an Active Directory domain. The domain contains 1,000 computers that run Windows
10.

You discover that when users are on their lock screen, they see a different background image every day, along
with tips for using different features in Windows 10.

You need to disable the tips and the daily background image for all the Windows 10 computers.

Which Group Policy settings should you modify?

A. Turn off the Windows Welcome Experience

B. Turn off Windows Spotlight on Settings

C. Do not suggest third-party content in Windows spotlight
D. Turn off all Windows spotlight features

Correct Answer: D
Section: [none]



Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/configuration/windows-spotlight

QUESTION 6
HOTSPOT

You have a computer named Computer1 that runs Windows 10. Computer1 contains a folder named Data on
drive C. The Advanced Security Settings for the Data folder are shown in the exhibit. (Click the Exhibit tab.)

Mame: Ch\Data
Chwhnern Administrators(COMPUTERTVAdministrators)  Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available],

Permizsion entries;

Type Principal Access Inherited from Applies to
8% Allow  Administrators (COMPUTERL.  Full control Mone This folder, subfolders and files
8% Allow  SYSTEM Full control Mone This folder, subfolders and files
SL Allow  Users (COMPUTERI\Users)  Read & execute None This folder, subfolders and files
Add Remiove iz

[Disable inheritance

[ ] Replace all child object permiszion entries with inheritable permission entries from this object

Cancel Apply

You share C:\Data as shown in the following table.

Group or user Share permission
Administrators Change
Users Read

Userl Change




User1 is a member of the Users group.

Administrators are assigned Full control NTFS permissions to C:\Data.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Statements Yes

Userl can read and write files when connected to
\WComputerl'Data.

O O
@ ey

User]l can read and write files in C:'Data locally

Administrators can change the NTFS permissions
of files and folders when connected to
"WComputerl'Data.

O
&

Correct Answer:
Answer Area

Statements Yes

Userl can read and write files when connected to
VWComnputerl'Data

S e
) iz

Userl can read and write files in C:'Data locallv

-

Administrators can change the NTFS permissions
of files and folders when connected to
\WComputerl'Data.

O
O

Section: [none]
Explanation

Explanation/Reference:
Explanation:

User1 cannot write files when connected to \Computer1\Data because the Users group only has Read &
Execute NTFS permission to the C:\Data folder and there are no explicit NTFS permissions for User1.

User1 cannot write files locally because the Users group only has Read & Execute NTFS permission to the C:
\Data folder and there are no explicit NTFS permissions for User1.

Administrators cannot change the NTFS permissions of files and folders when connected to \Computer1\Data
because they only have Change share permission. The would need Full Control share permission. They could
do it locally because they have Full Control NTFS permission.



QUESTION 7
You have a file named Reg1.reg that contains the following content.

Windows Registry Editor Version 5.00

[HEEY CLASSES ROCT\Directory\Background\shell\Notepad]

[HEEY CLASSES ROOT\Directory\Background\shell\Notepad\command]

i="notepad.exe™

What is the effect of importing the file?

A. A key named command will be renamed as notepad.exe.
B. In a key named Notepad, the command value will be set to @="notepad.exe".
C. In a key named command, the default value will be set to notepad.exe.

Correct Answer: B
Section: [none]
Explanation
Explanation/Reference:
QUESTION 8

You have a computer named Computer1 that runs Windows 10.

On Computer1, you create the local users shown in the following table.

Name Member of
Userl Users
User2 Users, Guests
User3 Power Users,

Guest

User4d Guests, Users,
Administrators
User5 Users, Distributed
COM Users

Which three user profiles will persist after each user signs out? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.



User1
User2
User3
User4
User5

moowy

Correct Answer: ADE
Section: [none]
Explanation
Explanation/Reference:
QUESTION 9
HOTSPOT

You have a computer that runs Windows 10. The computer is in a workgroup. The computer is used to provide
visitors with access to the Internet.

You need to configure the computer to meet the following requirements:

Always sign in automatically as User1.
Start an application named App1.exe at sign-in.

What should you use to meet each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Always sign in automatically as Userl: ¥

Group Policy preferences
BCDEdit
Registry Editor
MSConfig

Start an application named Appl.exe at sign-in: ¥
Group Policy preferences
BCDEdit
Registry Editor
MSConfig

Correct Answer:



Answer Area

Always sign in automatically as Userl: ¥

Group Policy preferences
BCDEdit
Registry Editor
MSConfig

Start an application named Appl exe at sign-in: ¥
Group Policy preferences
BCDEdit
Registry Editor
MSConfig

Section: [none]
Explanation

Explanation/Reference:
References:
http://www.itexpertmag.com/server/complete-manageability-at-no-extra-cost

QUESTION 10
You have 20 computers that run Windows 10. The computers are in a workgroup.

You need to create a local user named Admin1 on all the computers. Admin1 must be a member of the Remote
Management Users group.

What should you do?

A. From Windows Configuration Designer, create a provisioning package, and then run the provisioning
package on each computer.

B. Create a script that runs the New-ADUser cmdlet and the Set-AdGroup cmdlet.
C. Create a Group Policy object (GPO) that contains the Local User Group Policy preference.
D. Create a script that runs the New-MsolUser cmdlet and the Add-ADComputerServiceAccount cmdlet.

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:

References:
https://blogs.technet.microsoft.com/askpfeplat/2017/11/06/use-group-policy-preferences-to-manage-the-local-
administrator-group/

QUESTION 11

You have several computers that run Windows 10. The computers are in a workgroup and have BitLocker
Drive Encryption (BitLocker) enabled.

You join the computers to Microsoft Azure Active Directory (Azure AD).

You need to ensure that you can recover the BitLocker recovery key for the computers from Azure AD.

What should you do first?



A. Disable BitLocker.

B. Add a BitLocker key protector.
C. Suspend BitLocker.

D. Disable the TMP chip.

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/prepare-your-organization-
for-bitlocker-planning-and-policies#bitlocker-key-protectors

QUESTION 12
HOTSPOT

Your network contains an Active Directory forest. The forest contains a root domain named contoso.com and a
child domain named corp.contoso.com.

You have a computer named Computer1 that runs Windows 10. Computer1 is joined to the corp.contoso.com
domain.

Computer1 contains a folder named Folder1. In the Security settings of Folder1, Everyone is assigned the Full
control permissions.

On Computer1, you share Folder1 as Share1 and assign the Read permissions for Share1 to the Users group.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Statements Yes

All the local users on Computerl have Read access
to \\Computer1'Sharel.

O

All the users in the corp.contoso.com domain have
Read access to \"Computerl'Sharel.

All the users in the contoso.com domain have Read
access to \\Computerl'Sharel.

O ©
O IO O3

Correct Answer:



Answer Area
Statements Yes

All the local users on Computerl have Read access
to \\"Computerl'Sharel.

O

All the vsers in the corp.contoso.com domain have
Read access to \\Computerl'Sharel.

All the users in the contoso.com domain have Read
access to \\Computerl'Sharel.

O @&
B O D3

Section: [none]
Explanation

Explanation/Reference:
References:
https://www.techrepublic.com/article/learn-the-basic-differences-between-share-and-ntfs-permissions/

QUESTION 13
HOTSPOT

You have a computer named Computer1 that runs Windows 10. Computer1 is in a workgroup.

Computer1 contains the folders shown in the following table.

Name Volume File system Permission
Folderl C NTES Full control to Everyone
Folder2 C NTES Full control to Everyone
Folder3 D NTES Full control to Everyone

On Computer1, you create the users shown in the following table.

Name Member of
Userl Users
User2 Backup Operators, Users
User3 Cryptographic Operators, Users
User4 Administrators, Users

User1 encrypts a file named File1.txt that is in a folder named C:\Folder1.
What is the effect of the configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:



Answer Area

Users who can move Filel txt to C:\Folder2: hd
Userl only

Userl and User2 only

Userl, User2, and User3 only
Userl, User2, User3, and Userd

Users who can move Filel txt to D:\Folder3: L J

Userl only
Userl and User2 only

Userl, User2, and User3 only

Userl, User2 User3, and User4

Correct Answer:
Answer Area

Users who can move Filel txt to C:\Folder2: hd
Userl only

Userl and User2 only

Userl, User2, and User3 only
Userl, User2, User3, and Userd
Users who can move Filel txt to D:\Folder3: L J
Userl only

Userl and User2 only _
Userl User2, and User3 only
Userl. User2, User3, and Userd

Section: [none]
Explanation

Explanation/Reference:
References:

https://support.microsoft.com/en-za/help/310316/how-permissions-are-handled-when-you-copy-and-move-files-
and-folders

QUESTION 14
HOTSPOT

You have a computer named Computer1 that runs Windows 10 and is joined to an Active Directory domain
named adatum.com.

A user named Admin1 signs in to Computer1 and runs the whoami command as shown in the following exhibit.



BEX Command Prompt — O x
c:\Usershadminl>whoami /user /groups /priv ~
USER INFORMATION

User Name sID

adatum\adminl  5-1-5-21-4534338-1127018997-2609994386-4602

GROUP INFORMATION

Group Name Type SI
Everyone well-known group 5-
BUILTIN\Users Alias 5-
BUILTIN‘\Administrators Aldias 5-
NT AUTHORITY\INTERACTIVE well-known group 5-
CONSOLE LOGON : well-known group 5-
NT AUTHORITY\Authenticated Users well-known group 5-
NT AUTHORITY\This Organization well-known group S-
LOCAL ] ) well-known group 5-
ADATUM\Domain Admins _ _ Group G-
Authentication authority asserted identity well-known group 5-
ADATUM\Denied RODC Password Replication Group Alias S-
Mandatory Label‘\Medium Mandatory Level Label S-
Privilege Name Description

seshutdownPrivilege shut down the system
SeChangeNot1f¥Pr1v11ege Bypass traverse checking _ _
SeUndockPrivilege o Remove computer from docking statio
seIncreaseWorkingSetPrivilege Increase a process working set
seTimeZonePrivilege Change the time zone

C:“Users‘adminl> "
L4 >

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:



Answer Area

O Compraterl, it Admin sttempts to open Devics ¥

Meneger, [answer choice]. Admim] will be promwpl=d [or credentlizls
Adrinl will be promptad for conzent
Adminl will be denied acoess

Devie= Manager will opsn without 2 promypt

On Compulerl. il Adinio sllewpls Lo tun the commmd

¥

promps as an admeinistrator, [answer choice] Ademin L will be protapted for crodontials

Adlrnin 1 will be prompled [ir consenl
Adminl wAill he denied acress
Dieviee Manarer will open without a prompt

Correct Answer:
Answer Area

On Compraterl it Admin sttempts te open Devies ¥

Menggor, [answer choice]. Adviml will be prompl=d [or credenlizly
Admm] will be promptad for conzent
Adminl will be denjed 3ccess

Devie= Manager will cpzn withont 2 prompt

Cm Cornpulery, i Adinin sllemply Lo tun the comnemd =

prompt as an admenistrator, [answer choice] Admin [ will be prompted for crodontiale

Adrnn ] will be protwpled [ur consenl
Adminl will he denied acress
Device Manazer will open without a prompt

Section: [none]
Explanation

Explanation/Reference:

QUESTION 15
You have a computer named Computer1 that runs Windows 10.

You need to configure User Account Control (UAC) to prompt administrators for their credentials.

Which settings should you modify?

A. Administrators Properties in Local Users and Groups
B. User Account Control Settings in Control Panel

C. Security Options in Local Group Policy Editor

D. User Rights Assignment in Local Group Policy Editor

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/user-account-
control-security-policy-settings

QUESTION 16
You have several computers that run Windows 10. The computers are in a workgroup.



You need to prevent users from using Microsoft Store apps on their computer.
What are two possible ways to achieve the goal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Security Settings in the local Group Policy, configure Security Options.

B. From Administrative Templates in the local Group Policy, configure the Store settings.

C. From Security Settings in the local Group Policy, configure Software Restriction Policies.
D. From Security Settings in the local Group Policy, configure Application Control Policies.

Correct Answer: BD
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.techrepublic.com/article/how-to-manage-your-organizations-microsoft-store-group-policy/

QUESTION 17
You have a computer named Computer1 that runs Windows 10.

You need to prevent standard users from changing the wireless network settings on Computer1. The solution
must allow administrators to modify the wireless network settings.

What should you use?

A. Windows Configuration Designer

B. MSConfig

C. Local Group Policy Editor

D. an MMC console that has the Group Policy Object Editor snap-in

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:

QUESTION 18
HOTSPOT

You have three computers that run Windows 10 as shown in the following table.

Name TPM version Operating system
Computerl None Windows 10 Enterprise
Computer2 2.0 Windows 10 Pro
Computer3 1.2 Windows 10 Enterprise

All the computers have C and D volumes. The Require additional authentication at startup Group Policy
settings is disabled on all the computers.

Which volumes can you encrypt by using BitLocker Drive Encryption (BitLocker)? To answer, select the
appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

You can enerypt volume C on: v
Computerl only
Computer2 only
Computer3 only
Computerl and Computer3 only
Computer2 and Computer3 only
Computerl, Computer2 and Computer3

You can encrypt volume D on: v

Computer]l only

Computer2 only

Computer3 only

Computerl and Computer3 only
Computer2 and Computer3 only
Computerl, Computer2 and Computer3

Correct Answer:

Answer Area

You can enerypt volume C on: v
Computerl only
Computer2 only
Computer3 only
Computerl and Computer3 only
Computer2 and Computer3 only
Computerl, Computer2 and Computer3

You can encrypt volume D on: v

Computer] only

Computer2 only

Computer3 only

Computerl and Computer3 only
Computer2 and Computer3 only
Computerl, Computer2 and Computer3

Section: [none]
Explanation

Explanation/Reference:
References:
https://www.windowscentral.com/how-use-bitlocker-encryption-windows-10

QUESTION 19
Your network contains an Active Directory domain named contoso.com. The domain contains named
Computer1 that runs Windows 10.



On Computer1, you create an NTFS folder and assign Full control permissions to Everyone.

You share the folder as Share1 and assign the permissions shown in the following table.

Name Permission

Userl Full control
User2 Change

When accessing Share1, which two actions can be performed by User1 but not by User2? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

Delete a file created by another user.

Set the permissions for a file.

Rename a file created by another user.

Take ownership of file.

Copy a file created by another user to a subfolder.

moowp»

Correct Answer: BD
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.varonis.com/blog/ntfs-permissions-vs-share/

QUESTION 20
HOTSPOT

You have a computer that runs Windows 10. The computer contains a folder named C:\ISOs that is shared in
ISOs.

You run several commands on the computer as shown in the following exhibit.



Q" Administrator: Windows PowerShell

C:\> Get-5MBshareAccess

ScopeName Account Name

DESKTOP-AQTNBQ4\Userl
DESKTOP-AQOTN8Q4 \User2
DESKTOP-AOTN8Q4\User3 Allow

C:\> Get-Item Isos | Get-ACL | Select

FilesystemRights
AccessControlType
IdentityReference
IsInherited
InheritanceFlags
PropagationFlags

FileSystemRights
AccessControlType

IdentityReference
IsInherited
InheritanceFlags
PropagationFlags

FilesystemRights
AccessControlType
IdentityReference
IsInherited
InheritanceFlags
PropagationFlags

FileSystemRights
AccessControlType
IdentityReference
IsInherited
InheritanceFlags
PropagationFlags

Use the drop-down menus to select the answer choice that completes each statement based on the information

FullControl

Allow

NT AUTHORITY\SYSTEM

False

ContainerInherit, ObjectInherit
None

FullControl

Allow

BUILTIN\Administrators

False

ContainerInherit, ObjectInherit
None

ReadAndExecute, Synchronize
Allow

BUILTIN\Users

False

ContainerInherit, ObjectInherit
None

FullControl

Allow

DESKTOP-AQOTNSQ4\User2

False

ContainerInherit, ObjectInherit
None

presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:

AccessControl Type




Answer Area

[answer choice] can delete files in the ISOs share.

[answer choice] can read the files in the ISOs share.

Correct Answer:
Answer Area

[answer choice] can delete files in the ISOs share.

[answer choice] can read the files in the ISOs share.

Section: [none]
Explanation

Explanation/Reference:

None of the users

Only Userl

Only User2

Only User3

Only Userl and User2
Only Userl and User3
Only User2 and User3
Userl. User2. and User3

¥

None of the users

Only Userl

Only User2

Only User3

Only Userl and User2
Only Userl and User3
Only User2 and User3
Userl. User2 and User3

None of the users

Only Userl

Only User2

Only User3

Only Userl and User2
Only Userl and User3
Only User2 and User3
Userl. User2. and User3

¥

None of the users

Only Userl

Only User2

Only User3

Only Userl and User2
Only Userl and User3
Only User2 and User3
Userl. User2 and User3




QUESTION 21

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

A user named User1 has a computer named Computer1 that runs Windows 10. Computer1 is joined to an
Azure Active Directory (Azure AD) tenant named contoso.com. User1 joins Computer1 to contoso.com by using
useri@contoso.com.

Computer1 contains a folder named Folder1. Folder1 is in drive C and is shared as Share1. Share1 has the
permission shown in the following table.

Group Share permission
Evervone Full control
AzureAD\uzerl @contoso.com | Owner

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to
contoso.com by using user2@contoso.com.

User2 attempts to access Share1 and receives the following error message: “The username or password is
incorrect.”

You need to ensure that User2 can connect to Share1.

Solution: In Azure AD, you create a group named Group1 that contains User1 and User2. You grant Group1
Change access to Share1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/
cc754178(v%3dws.10)

QUESTION 22

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to
contoso.com by using user2@contoso.com.



Computer1 contains a folder named Folder1. Folder1 is in drive C and is shared as Share1. Share1 has the
permission shown in the following table.

Group Share permission
Evervone Full control
AzureAD\uzerl @contoso.com | Owner

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to
contoso.com by using user2@contoso.com.

User2 attempts to access Share1 and receives the following error message: “The username or password is
incorrect.”

You need to ensure that User2 can connect to Share1.

Solution: You create a local user account on Computer1 and instruct User2 to use the local account to connect
to Share1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

QUESTION 23

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

A user named User1 has a computer named Computer1 that runs Windows 10. Computer1 is joined to an
Azure Active Directory (Azure AD) tenant named contoso.com. User1 joins Computer1 to contoso.com by using
user1@contoso.com.

Computer1 contains a folder named Folder1. Folder1 is in drive C and is shared as Share1. Share1 has the
permission shown in the following table.

Group Share permission
Evervone Full control
AzureAD\uzerl @contoso.com | Owner

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to
contoso.com by using user2@contoso.com.

User2 attempts to access Share1 and receives the following error message: “The username or password is
incorrect.”



You need to ensure that User2 can connect to Share1.

Solution: In Azure AD, you create a group named Group1 that contains User1 and User2. You grant Group1
Modify access to Folder1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/
cc754178(v%3dws.10)

QUESTION 24
You have a computer named Computer1 that runs Windows 10. Computer1 contains a folder named Folder1.

You need to log any users who take ownership of the files in Folder1.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Modify the folder attributes of Folder1.

Modify the Advanced Security Settings for Folder1.

From a Group Policy object (GPO), configure the Audit Sensitive Privilege Use setting.
From a Group Policy object (GPO), configure the Audit File System setting.

Install the Remote Server Administration Tools (RSAT).

moowp»

Correct Answer: BD
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.netwrix.com/how to detect who changed file or folder owner.html

QUESTION 25
HOTSPOT

Your network contains an Active Directory domain. The domain contains the users shown in the following table.

Name Member of
Userl Groupl

User? Groupl, Group2
User3 Group2

The domain contains a computer named Computer1 that runs Windows 10. Computer1 contains a folder
named Folder1 that has the following permissions:



* User2: Deny Write

= Group1: Allow Read

=  Group2: Allow Modify

Folder1 is shared as Share1$. Share1$ has the following configurations:

= Everyone: Allow Full control
= Access-based enumeration: Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
Wsert can list files in WComputer1\Share1s. ] O
ser2 can list files in WCompuler ' Sharel s @] O
I Ligerd cannacts o WCompuler] friom File Explorer, Share1$ will be visitle, ) ®)

Correct Answer:

Statements Yes No
Usert can list files in "WComputer!\Share 1. ] L
ser2 can list files in WCompuler ' Sharel s 9] O
I Ligerd cannacts o WCompuler] friom File Explorer, Share1$ will be visitle, £ ®)

Section: [none]
Explanation

Explanation/Reference:
References:
https://www.varonis.com/blog/ntfs-permissions-vs-share/

http://www.ntfs.com/ntfs-permissions-file-advanced.htm

https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-
on-a-namespace

QUESTION 26
You are a network administrator at your company.

The company uses an application that checks for network connectivity to a server by sending a ping request to
the IPv6 address of the server replies, the application loads.

A user cannot open the application.

You manually send the ping request from the computer of the user and the server does not reply. You send the
ping request from your computer and the server replies.

You need to ensure that the ping request works from the user’'s computer.



Which Windows Defender firewall rule is a possible cause of the issue?

A. File and Printer Sharing (NB-Datagram-In)

B. File and Printer Sharing (Echo request ICMPv6-Out)
C. File and Printer Sharing (NB-Datagram-Out)

D. File and Printer Sharing (Echo Request ICMPv6-In)

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:

References:
https://www.howtogeek.com/howto/windows-vista/allow-pings-icmp-echo-request-through-your-windows-vista-
firewall/

QUESTION 27
HOTSPOT

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented on the graphic.



AzurefddJoined :
Enterprisedoined :

NG

DeviceId : 0779 el134-B056-482b-8922-f5bld2bf3b98
Thumbprint 7453D0D1ABS 700557 38E466RDDYA3A1 2ZE94F49AD
KeyContainerId 847ec2ad-cblf-48eB-aeSe-e25bl04092a7C
KevProvider Microsoft Software Key Storage Provider
TpmProtected HO
Key3ignTesat : MOST Run elevated to test.
Idp : login.windows.net
TenantId 2f01abBb6-767b-4303-97597-30affé6ellda
TenantMame Tailaspin Tovs
AnthCodelrl https://login.microsoftonline.com/2f0]1afbé-T67b-4303-9797-30affA6ellda/oauthi/an
LocesaTokenUrl : https://login.microsoftonline.com/2f01a8b6-To7b-4303-9797-30affBeellda/oautha /Lol
MimOrl : https://enrcllment.manage.microscft.com/enrollmentserver/discovery.svc
MdmToulrl : https://portal.manage.microsoft.com/TermsoflUse.asp=x
MdmComplianceOrl https: //portal.manage.microsoft.com/?portaliction=Conpliance
SettingalUrl
JoinSrvVersion 1.0
JoinSrvId : urnims.drs:enterpriseregistration.windows.net
EeySrvVersion : 1.0
EeySrvlrl https://enterpriseregistration.windows.net/EnrollmentServer/key/
KeySrvid urn:ms—drs:enterpriseregistration.windows.net
WebAuthHS5rvWersion 1.0
WebAuthHSrvlrl https://enterpriseregistration.windows.oet/webauthn/2f01lag8be-767Tb—-4303-9797-30af:
WebAuthNSrvId : urn:ms—drs:enterpriseregistration.windows.net

DeviceManagementSrvWeraion :

DeviceManagementSrviirl
DeviceManagementSrvId

1.0
https://enterpriseregistration.windows.net/manage/2f01aBb6-T67-43039797-30affiée.
urn:ms—drs:enterpriseregistration.windows.net

Domaindoined HO
| User State |
HgcSet YES
HgcKeyId : {EEARE4EB-5580-4CE4-5971-084B48BF72FA)
CanBeset : Desctructivelnly
Workplacedoined HO
WamDefaultId YES
WamDefaulthuthority organizations
WamDefaultId htpps: //login.microscoft.com
WamDefaultGOID : {B1689BC6-R148-4967-9171-64D755DAB520] (Azuredd)
AzurelddPrt : YES
AzurefdPrriuthority hrtps: //login.microscftonline.com/2f01afbé6-767b-4303-9797-30affé6eelida
EnterprisePrt HO

EnterprisePrtiuthority

NOTE: Each correct selection is worth one point.

Hot Area:




Answer Area

Micrasat Edge s aonhgured by ismnmn [answer chaice]. T|
|a Graup Palicy object (GO |
(P rcIosell Iniurne
[the Intemet Explorer Adminislration (EAK)

Ihe compiier is [answer choice] ¥
enrolb=d In Microsoft Intume

managed by usirgg Miuznsolt System Center Conlguration Manager
joined ko an on premisas Active Directory domain

Correct Answer:

Answer Area

Microsall Edge s aonhiuied by u=ing [answer choice]. T|
|a Graup Palicy ohject (GPO) |
sl L i iune l
(the Imtemet Explorer Adminislation (EAK)

Ihe compiier is [answer choice] ¥
enmolled In Microsoft Intune

managed by usirgg Muznsolt System Center Conlguration Manager
joined ko an on premisas Active Directory domain

Section: [none]
Explanation

Explanation/Reference:
QUESTION 28
HOTSPOT

You have a computer named Computer5 that runs Windows 10 that is used to share documents in a
workgroup.

You create three users named User-a, User-b, User-c. The users plan to access Computer5 from the network
only.

You have a folder named Data. The Advanced Security Settings for the Data folder are shown in the Security
exhibit. (Click the Security Exhibit tab).



Advanced Security Settings for Data

Marme: ChAData

Chwrer Administrators (DESKTOP-5808HS3Wdminisfrations) Change

[] Replace owner on subcontainers and ohjects

Permissions

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Share Auditing

Permission entries:

Effective Access

Type
82 Allow
22 Allow
R Allow
R Allow
E2 Allow

Principal

User-a (DESKTOP-59g8Hs3\WU...
User-b (DESKTOP-59g8Hs3\U.

Administrators (DESKTOP-59..
SYSTEM

Users (DESKTOP-59Q8H33\s.

Access

Fead & execute
Modify

Full control

Full control

Full contral

Inherited from

Mone
Mone
Mone
Mone

Mone

Applies fo
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

This folder, subfolders and files
This folder, subfolders and files

Add |

Remove Wiew

Enable inhentance

|:| Replace all child object permission entries with inheritable permission entries from thiz object

| Cancel

You share the Data folder. The permission for User-a are shown in the User-a exhibit (Click the User-a tab.)




b Permissions for Sample Data Iil

Share Permissions |

GI’OUP Or User names;

§i2, User-a (DESKTOP-59Q8HS3\User-a)
2, User-a (DESKTOP-59Q8HS 3\User-b)
2 User-a (DESKTOP-59Q8HS \User-c)

| Add. || Remove |
Pemissions for User-a Allow Deny
Full cantrol | ]
Change L] L]
Read v L]
ok || Cancel || foply |

The permissions for user-b are shown in the User-b exhibit. (Click the User-b tab.)



v Permissions for Sample Data ES

Share Permissions

IEI'!::ILIIZ:I Or USer names:

R; User-a (DESKTOP-590Q8HS2\ser-a)
2, User-a (DESKTOP-59Q8HS3\User-b)
82, User-a (DESKTOP-58Q8HS\User-c)

| Add. || Remove |
Permissions for User-a Alow Deny
Full control L] ]
Change =g L]
Read V] []
OK || Cancel || Aoy |

The permissions for user-c are shown in the User-c exhibit. (Click the User-c tab.)



Permissions for Sample Data Iil

Share Permissions

GI‘OIJp ar user names:
Eg, User-a (DESKTOP-5908HS3ser-a)

#2, User-a {DESKTOP-59Q8HSMUser-b)
i3, User-a (DESKTOP-59Q8HS3\User-c)

| Add || Remove |
Permigsions for User-a Mlow Deny
Full control =] ]
Change v L]
Read []
OK || Cancel || Aoply

For each of the following statements, select Yes if the statements is true. Otherwise, select No.

NOTE: Reach correct selection is worth one point.
Hot Area:
Statements

User-a can modify files in the Data share.

User-b can delete files in the Data share.

User-c can read files in the Data share.

Correct Answer:

Yes

®

No

O O

O



Statements Yes No

User-a can modify files in the Data share. O

O

User-b can delete files in the Data share. Q Q

Q
O

User-c can read files in the Data share.

Section: [none]
Explanation

Explanation/Reference:

QUESTION 29
HOTSPOT

You have a computer that runs Windows 10 and contains the folders shown in the following table.

Name Path

FolderA C:'\FolderA

FolderB C:\FolderA'FolderB

FolderC C:'\FolderA'FolderB'FolderC

You create the groups shown in the following table.

Name Members

Groupl Userl, Usger?
Group2 User?, User3
Group3 Uszerl, User3

On FolderA, you remove permission inheritance. To each folder, you assign the NTFS permissions shown in
the following table.

Folder Permission
FolderA Modify to groupl
Fead to Group?
FolderB Write to Group?
FolderC Read to Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:



Statements

Yes No
Useri can read and write all files in FolderC. 3 O
User2 can delete all files in FolderB. O Q
User3 can delete all files in FolderC. O O

Correct Answer:

Statements Yes No
User1 can read and write all files in FolderC. O O
User2 can delete all files in FolderB. O O
User3 can delete all files in FolderC. O O

Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/access-control

QUESTION 30
Your network contains an Active Directory domain. The domain contains a computer named Computer1 that
runs Windows 10.

You need to view the settings to Computer1 by Group Policy objects (GPOs) in the domain and local Group
Policies.

Which command should you run?

A. gpresult
B. secedit
C. gpupdate
D. gpfixup

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/gpresult

QUESTION 31
Your network contains an Active Directory domain. The domain contains computers that run Windows 10.



You need to provide a user with the ability to remotely create and modify shares on the computers. The solution
must use the principle of least privilege.

To which group should you add the user?

A. Power Users

B. Remote Management Users

C. Administrators

D. Network Configuration Operators

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:

QUESTION 32
You have a computer named Computer1 that runs Windows 10. Computer1 belongs to a workgroup.

You run the following commands on Computer1.

New-LocalUser -Name Userl —-NoPassword
Add-LocalGroupMember User —-Member Userl

What is the effect of the configurations?

A. User1 is prevented from signing in until the user is assigned additional user rights.

B. User1 appears on the sign-in screen and can sign in without a password.

C. User1 is prevented from signing in until an administrator manually sets a password for the user.
D. User1 appears on the sign-in screen and must set a new password on the first sign-in attempts.

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.localaccounts/new-localuser?
view=powershell-5.1

QUESTION 33
You have a computer that runs Windows 10 and is joined to Azure Active Directory (Azure AD).

You attempt to open Control Panel and receive the error message shown on the following exhibit.



fev.| Command Prompt

C:\»control .exe

The: operation has been cancelled due to restrictions in effect on thes computer. Please
contact your Tystem admanistrator

You need to be able to access Control Panel.

What should you modify?

A. the PowerShell execution policy
B. the Local Group Policy

C. the Settings app

D. a Group policy preference

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:
https://windows10skill.com/this-operation-has-been-cancelled-due-to-restrictions-in-effect-on-this-pc/

QUESTION 34
HOTSPOT

Your domain contains named Computer named Computer1 that runs Windows 10. Computer1 does not have a
TPM.

You need to be able to encrypt the C drive by using Bitlocker Drive Encryption (BitLocker). The solution must
ensure that the recovery key is stored in Active Directory.

Which two Group Policy settings should you configure? To answer, select the appropriate settings in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:



Consolel - [ConsoleRoot\Local Computer Policy\Computer Configu...

File Windows Help

Setting N
[::] [Allow network unlock at startup ]
[5] [Aliew Secure Boot for integrity validation |
[Require additional authentication at startup |
[i-] [Require additional authentication at starlup (Windows Server 2008 and Windows Vista]
Disallow siandard users from cnahging e PIN or password
[] [Allow devices compliant with InstantGo or HSTI to opt cut of pre-boot PIN.
[Enabie use of BitLocker authentication requining preboot keyboard input on slates |
[:] [Allow enhanced PINs for startup |
[Configure minimum PIN length for startup |
[Configure use of hardware-based encryption for operating system drives |
Enforce drive encryption type on operating system drives
’:‘:»onﬁgure use of passwords for operating system drives _
Choose how BitLocker-protected operating system stives can be recovered |
[Configure TFM platform validation profile for BIOS based firmware configurations |
Configure TPM platform validation profile{Windows Vista, Windows Server 2008, Wndos...
[5] [Configure TFM platform validation profile for native UEFI firmware configurations |

|Canﬂ;|ure pre-bogt recovery message and URL |
|Reset platiorm validation data afler BitLocker recovery |
[-] [Use enhanced Boot Configuration Data validation profile ]

W

Correct Answer:



Consolel - [ConsoleRoot\Local Computer Policy\Computer Configu...

File Windows Help

Setting N
[::] [Allow network unlock at startup ]
[5] [Aliew Secure Boot for integrity validation |
[Require additional authentication at startup |

E Fiequire additional authentication at startup (Windows Server 2008 and Windows Vistaj
Disallow siandard users from cnahging me PIN or password

Allow devices compliant with InstantGo or HSTI to opt cut of pre-boot PIN.
[Enabie use of BitLocker authentication requining preboot keyboard input on slates |
:] [Allow enhanced PINs for startup |
:-] [Configure minimum PIN length for startup |
[Configure use of hardware-based encryption for operating system drives |
Enforce drive encryption type on operating system drives
Configure use of passwords for gperating system drives _
Choose how BilLocker-protected operating system srives can be recovered |
[Configure TFM platform validation profile for BIOS based firmware configurations |
D Configure TPM platform validation profile{Windows Vista, Windows Server 2008, Wndos...
r] [Configure TFM platform validation profile for native UEF| firmware configurations |

E] |Cunﬂgure pre-bogt recovery message and URL |
B |Reset platiorm validation data afler BitLocker recovery |

[:-] [Use enhanced Boot Configuration Data vaiidation profile ]
L

53 | [ 3 | | 3 | o | o

Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-group-policy-
settings#bkmk-rec1

QUESTION 35
You have a public computer named Computer1 that runs Windows 10/ Computer1 contains a folder named
Folder1.

You need to provide a user named User1 with the ability to modify the permissions of Folder1. The solution
must use the principle of least privilege.

Which NTFS permission should you assign to User1?

A. Full control
B. Modify
C. Write
D. Read & execute



Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/
cc754344%28v%3dws.10%29

QUESTION 36
You have 10 computers that run Windows 10 and have BitLocker Drive Encryption (BitLocker) enabled.

You plan to update the firmware of the computers.

You need to ensure that you are not prompted for the BitLocker recovery key on the next restart. The drive
must be protected by BitLocker on subsequent restarts.

Which cmdlet should you run?

A. Unlock-BitLocker
B. Disable-BitLocker
C. Add-BitLockerKeyProtector
D. Suspend-BitLocker

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:

References:
https://support.microsoft.com/en-us/help/4057282/bitlocker-recovery-key-prompt-after-surface-uefi-tpm-
firmware-update

QUESTION 37
HOTSPOT

You have a computer named Computer1 that runs Windows 10.
You are troubleshooting Group Policy objects (GPOs) on Computer1.

Yourun gpresult /user userl /v and receive the output shown in the following exhibit.



USER SETTINGS

Last time Group Policy was applied: 11/11/2018 at 8:20:07 AM
Group Policy was applied from: N/A

Group Policy slow link threshold: 500 kbps

Domain Name: COMPUTER1

Domain Type: <Local Computer=

Applied Group Policy Objects

Local Group Policy\user1
Local Group Policy

The user is a part of the following security groups

High Mandatory Level

Everyone

Local account and member of Administrators group
BUILTINVAdministrators
BUILTIN\Users

Performance Log Users

NT AUTHORITYAINTERACTIVE
CONSOLE LOGON

NT AUTHORITY\Authenticated Users
This Organization

Local account

LOCAL

Cloud Account Authentication

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:



Answer Area

[Answer choice] spplied to
Uszerl

To configure GPO settings
that affect only Userl, you
must first [answer choice]

Correct Answer:

Answer Area

[Answer choice] spplied to
Uszerl

To configure GPO settings
that affect only Userl, you
must first [answer choice]

Section: [none]
Explanation

Explanation/Reference:
References:

v

One local GPO is

QOne domain GPO and one local GPO are
Two local GPOs are

Two domain GPOs are

v

open the Local Group Policy Editer console
open the Group Policy Management console
add the Group Policy Object Editor snap-in to a console

v

One local GPO is

One domain GPO and one local GPO are
Two local GPOs are

Two domain GPOs are

v

open the Local Group Policy Editer console
open the Group Policy Management console
add the Group Policy Object Editor snap-in to a console

https://www.windowscentral.com/how-apply-local-group-policy-settings-specific-users-windows-10

QUESTION 38
HOTSPOT

You have a computer named Computer1 that runs Windows 10. Computer1 is in a workgroup.

Computer1 contains the local users shown in the following table.

Name Member of
Userl Groupl, Group?2
User2 Groupl

You create a folder named Folder1 that has the permissions shown in the following table.




Principal Access Inherited from Applies to
Group2 Deny Write None Thas folder,
subfolders, and files
Groupl Allow Full control None This folder,
subfolders, and files
Administrators Allow Full control None This folder,
subfolders, and files

You create a file named File1.txt in Folder1 and allow Group2 Full control permissions to File1.txt.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Hot Area:
Statements

Userl can create a new file in Folder1

User1 can save changes to Filel.txt

User2 can view the content of File1.txt

Correct Answer:

Statements

Userl can create a new file in Folderl

Userl can save changes to Filel.txt

User2 can view the content of Filel.txt

Section: [none]

Yes

Yes

No

No




Explanation

Explanation/Reference:

References:
https://www.dell.com/support/article/za/en/zadhs1/sIn156352/understanding-file-and-folder-permissions-in-
windows?lang=en

QUESTION 39
HOTSPOT

You have a workgroup computer named Computer1 that runs Windows 10. Computer1 has the users accounts
shown in the following table:

Name Member of

Userl Administrators

Uszer? Users, Administrators
User3 Users

Computer1 has the local Group Policy shown in the following table.

Setting Value

Startup script SeriptAl
Shutdown script ScriptA2
Logon scrpt ScriptA3
Logoff script SeriptAd

You create the Local Computer\Administrators policy shown in the following table.

Setting Value
Logon script ScriptBl
Logoff script scriptB2

You create the Local Computer\Non-Administrators policy shown in the following table.

Setting Value
Logon script seriptCl
Logoff script ScriptC2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Hot Area:



Statements Yes No

if Userl shuts down Computerl, script ScriptA2 will run. ,::) i.}
If User2 signs in to Computerl, scripts ScriptA3, ScriptB1, and =
ScriptC1 will run. O )
If User3 signs out of Computerl, scripts ScriptC2 and ScriptAd O \_}
will run,

Correct Answer:

Statements Yes No
if Userl shuts down Computerl, script ScriptA2 will run. o i.}

If User2 signs in ta Computerl, seripts ScriptA3, SeriptB1, and
ScriptC1 will run.

O
O

If User3 signs out of Computerl, scripts ScriptC2 and ScriptAd O
will run,

O

Section: [none]
Explanation

Explanation/Reference:
Reference:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-vista/cc766291(v=ws.10)

QUESTION 40

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to
contoso.com by using user2@contoso.com.

Computer1 contains a folder named Folder1. Folder1 is in drive C and is shared as Share1. Share1 has the
permission shown in the following table.

Group Share permission
Evervone Full control
Azure AD\user] @contoso_com | Owner




A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to
contoso.com by using user2@contoso.com.

User2 attempts to access Share1 and receives the following error message: “The username or password is
incorrect.”

You need to ensure that User2 can connect to Share1.

Solution: You create a local group on Computer1 and add the Guest account to the group. You grant the group
Modify access to Share1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

QUESTION 41

Your network contains an Active Directory domain. The domain contains 1,000 computers that run Windows
10.

You need to prevent the computers of the research department from appearing in Network in File Explorer.

What should you do?

A. Configure DNS to use an external provider

B. Modify the %systemroot%\system32\drivers\etc\Networks file.
C. Turn off network discovery.

D. Disable the Network List Service.

Correct Answer: C
Section: [none]
Explanation
Explanation/Reference:
QUESTION 42
HOTSPOT

You have two computers named Computer1 and Computer2 that run Windows 10. The computers are in a
workgroup.

You perform the following configurations on Computer1:

* Create a user named User1.
= Add User1 to the Remote Desktop Users group.

You perform the following configurations on Computer2:

= Create a user named User1 and specify the same user password as the one set on Computer1.
* Create a share named Share2 and grant User1 Full control access to Share2.



* Enable Remote Desktop.
What are the effects of the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

M Uzer1 attempls o srcess Shars2 from ¥
Compatert, the user will;

Arrecs Share? withodt a prompl
| Be prompted For credentials
|Be deniad access to Share?
if User attemmots to sign in to Remote Deskiop
on Computer? from Compuler?, the user will:

srgnan lo Hemole Desklop wilhou & prompl
Aa prompted for credentizls ard be able 0 sign in as Usar
Be proprmpled for credentials and be prevertzd from <igning in as User

Correct Answer:
Answer Area

M Uzer1 attermpls o arcess Shars2 from v
Campatert, the user will:

Acress Shara? withodt a prompt
| Be prompted For credentials

| Ba deniad access to Share?

if Usar attemipts to-sign in to Remote Deskiop
on Computer2 rom Compulert, the user will:

Sgrn 1o Hemobe Desklop wilhout & promipt
RAe prompted for credentials and be able to sign in as Hser
Be propmpled for credentials and be prevertzd from signing in as User

Section: [none]
Explanation

Explanation/Reference:

QUESTION 43

HOTSPOT

Your network contains an Active Directory domain. The domain contains a group named Group1.

All the computers in the domain run Windows 10. Each computer contains a folder named C:\Documents that
has the default NTFS permissions set.

You add a folder named C:\Documents\Templates to each computer.
You need to configure the NTFS permissions to meet the following requirements:

= All domain users must be able to open the files in the Templates folder.
= Only the members of Group1 must be allowed to edit the files in the Templates folder.

How should you configure the NTFS settings on the Templates folder? To answer, select the appropriate



options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Inheritance | v

Enable inheritance.
Disable inherntance and remove permissions.
Disable inharitance and copy explicit permissions.

Permissions for domain users: v

Allow Read@Execule
Deny Read&Execute
Allow Modify
Deny Modify

Permissions for Group1. b4
Allow Read&Execute

Deny Read&Execule

Allow Modify

Deny Modify

Correct Answer:



Answer Area

Inheritance: B 4

Enable inheritance.
Disable inherilance and remove paimissions.
Disable inheritance and copy explicit permissions.

Permissions for domain users: v

Allow Read&Execule
Deny Read&Execute
Allow Modify
Deny Modify

Permissions for Group1. v
Allow Read&Execute

Deny Read&Execule

Allow Modify

Deny Modify

Section: [none]
Explanation

Explanation/Reference:

QUESTION 44
You deploy Windows 10 to 20 new laptops.

The laptops will be used by users who work at customer sites. Each user will be assigned one laptop and one
Android device.

You need to recommend a solution to lock the laptop when the users leave their laptop for an extended period.

Which two actions should you include in the recommendation? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

Enable Bluetooth discovery.

From the Settings app, configure the Dynamic lock settings.
From Sign-in options, configure the Windows Hello settings.
From the Settings app, configure the Lock screen settings.
Pair the Android device and the laptop.

From the Settings app, configure the Screen timeout settings.

mmo o w>

Correct Answer: DF
Section: [none]
Explanation



Explanation/Reference:



Testlet 1
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Existing Environment

Fabrikam, Inc. is a distribution company that has 500 employees and 100 contractors.

Active Directory

The network contains an Active Directory forest named fabrikam.com. The forest is synced to Microsoft Azure
Active Directory (Azure AD). All the employees are assigned Microsoft 365 E3 licenses.

The domain contains a user account for an employee named User10.
Client Computers

All the employees have computers that run Windows 10 Enterprise. All the computers are installed without
Volume License Keys. Windows 10 license keys are never issued.

All the employees register their computer to Azure AD when they first receive the computer.
User10 has a computer named Computer10.

All the contractors have their own computer that runs Windows 10. None of the computers are joined to Azure
AD.

Operational Procedures
Fabrikam has the following operational procedures:

» Updates are deployed by using Windows Update for Business.
= When new contractors are hired, administrators must help the contactors configure the following settings on
their computer:
- User certificates
- Browser security and proxy settings
- Wireless network connection settings



Security policies
The following security policies are enforced on all the client computers in the domain:

= All the computers are encrypted by using BitLocker Drive Encryption (BitLocker). BitLocker recovery
information is stored in Active Directory and Azure AD.

* The local Administrators group on each computer contains an enabled account named LocalAdmin.

* The LocalAdmin account is managed by using Local Administrator Password Solution (LAPS).

Problem Statements
Fabrikam identifies the following issues:

* Employees in the finance department use an application named Application1. Application1 frequently
crashes due to a memory error. When Application1 crashes, an event is written to the application log and an
administrator runs a script to delete the temporary files and restart the application.

* When employees attempt to connect to the network from their home computer, they often cannot establish
a VPN connection because of misconfigured VPN settings.

* An employee has a computer named Computer11. Computer11 has a hardware failure that prevents the
computer from connecting to the network.

» User10 reports that Computer10 is not activated.

Technical requirements
Fabrikam identifies the following technical requirements for managing the client computers:

Provide employees with a configuration file to configure their VPN connection.

Use the minimum amount of administrative effort to implement the technical requirements.

Identify which employees’ computers are noncompliant with the Windows Update baseline of the company.
Ensure that the service desk uses Quick Assist to take remote control of an employee’s desktop during
support calls.

* Automate the configuration of the contractors’ computers. The solution must provide a configuration file that
the contractors can open from a Microsoft SharePoint site to apply the required configurations.

QUESTION 1
You need to recommend a solution to configure the employee VPN connections.

What should you include in the recommendation?

A. Remote Access Management Console

B. Group Policy Management Console (GPMC)

C. Connection Manager Administration Kit (CMAK)
D. Microsoft Intune

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/always-on-vpn/deploy/vpn-deploy-
client-vpn-connections#bkmk ProfileXML

QUESTION 2
You need to take remote control of an employee’s computer to troubleshoot an issue.

What should you send to the employee to initiate a remote session?



a numeric security code
a connection file

an Easy Connect request
a password

Sow>»

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
References:
https://support.microsoft.com/en-us/help/4027243/windows-10-solve-pc-problems-with-quick-assist




Testlet 2
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and
New York.

Contoso has IT, human resources (HR), and finance departments.

Contoso recently opened a new branch office in San Diego. All the users in the San Diego office work from
home.

Existing environment
Contoso uses Microsoft 365.

The on-premises network contains an Active Directory domain named contoso.com. The domain is synced to
Microsoft Azure Active Directory (Azure AD).

All computers run Windows 10 Enterprise.

You have four computers named Computer1, Computer2, Computer3, and ComputerA. ComputerA is in a
workgroup on an isolated network segment and runs the Long Term Servicing Channel version of Windows 10.
ComputerA connects to a manufacturing system and is business critical. All the other computers are joined to
the domain and run the Semi-Annual Channel version of Windows 10.

In the domain, you create four groups named Group1, Group2, Group3, and Group4.

Computer2 has the local Group Policy settings shown in the following table.

Policy Security Setting
Access this computer from the network Groupl
Deny access to this computer from the network Group2
Allow log on through Remote Desktop Services Group3
Deny log on through Remote Desktop Services Group4




The computers are updated by using Windows Update for Business.

The domain has the users shown in the following table.

Name Member of
Userl Domain Admins, Domain Users
User?2 Administrators, Domain Users
User3 Account Operators, Domain Users
User4 Domain Users
User> Domain Users, Guests
User6 Group2, Group3, Domain Users

Computer1 has the local users shown in the following table.

Name Member of
Userll Administrators
Userl2 Users
Userl3 Guests

Requirements

Planned Changes

Contoso plans to purchase computers preinstalled with Windows 10 Pro for all the San Diego office users.
Technical requirements

Contoso identifies the following technical requirements:

The computers in the San Diego office must be upgraded automatically to Windows 10 Enterprise and must
be joined to Azure AD the first time a user starts each new computer. End users must not be required to
accept the End User License Agreement (EULA).
Helpdesk users must be able to troubleshoot Group Policy object (GPO) processing on the Windows 10
computers. The helpdesk users must be able to identify which Group Policies are applied to the computers.
Users in the HR department must be able to view the list of files in a folder named D:\Reports on
Computer3.
ComputerA must be configured to have an Encrypting File System (EFS) recovery agent.
Quality update installations must be deferred as long as possible on ComputerA.
Users in the IT department must use dynamic look on their primary device.
User6 must be able to connect to Computer2 by using Remote Desktop.
The principle of least privilege must be used whenever possible.

* Administrative effort must be minimized whenever possible.
Assigned access must be configured on Computer1.

QUESTION 1
You need to meet the technical requirement for User6.

What should you do?



A. Add User6 to the Remote Desktop Users group in the domain.
B. Remove User6 from Group2 in the domain.

C. Add User6 to the Remote Desktop Users group on Computer2.
D. And User6 to the Administrators group on Computer2.

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

QUESTION 2
You need to meet the technical requirement for the IT department users.

What should you do first?

A. Issue computer certificates

B. Distribute USB keys to the IT department users.
C. Enable screen saver and configure a timeout.
D. Turn on Bluetooth.

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:
References:
https://support.microsoft.com/en-za/help/4028111/windows-lock-your-windows-10-pc-automatically-when-you-

step-away-from




Question Set 3

QUESTION 1
Your company has a wireless access point that uses WPA2-Enterprise.

You need to configure a computer to connect to the wireless access point.

What should you do first?

A. Create a provisioning package in Windows Configuration Designer.
B. Request a passphrase.

C. Request and install a certificate.

D. Create a Connection Manager Administration Kit (CMAK) package.

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:
https://support.microsoft.com/en-za/help/17137/windows-setting-up-wireless-network

QUESTION 2
A user named User1 has a computer named Computer1 that runs Windows 10.

User1 connects to a Microsoft Azure virtual machine named VM1 by using Remote Desktop.
User1 creates a VPN connection named VPN1 to connect to a partner organization.

When the VPN1 connection is established, User1 cannot connect to VM1. When User1 disconnects from the
VPN1, the user can connect to VM1.

You need to ensure that User1 can connect to VM1 while connected to the VPN1.
What should you do?

A. From the proxy settings, add the IP address of VM1 to the bypass list to bypass the proxy.
B. From the properties of VPN1, clear the Use default gateway on remote network check box.

C. From the properties of the Remote Desktop connection to VM1, specify a Remote Desktop Gateway (RD
Gateway).

D. From the properties of VPN1, configure a static default gateway address.

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.stevejenkins.com/blog/2010/01/using-the-local-default-gateway-with-a-windows-vpn-connection/

QUESTION 3
Your network contains an Active Directory domain. The domain contains a user named Admin1. All computers
run Windows 10.

You enable Windows PowerShell remoting on the computers.

You need to ensure that Admin1 can establish remote PowerShell connections to the computers. The solution
must use the principle of least privilege.



To which group should you add Admin1?

A. Access Control Assistance Operators
B. Power Users

C. Remote Desktop Users

D. Remote Management Users

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:
References:
https://4sysops.com/wiki/enable-powershell-remoting/

QUESTION 4
You have 200 computers that run Windows 10 and are joined to an Active Directory domain.

You need to enable Windows Remote Management (WinRM) on all the computers by using Group Policy.
Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Set the Startup Type of the Windows Remote Management (WS-Management) service to Automatic.
Enable the Windows Firewall: Allow inbound remote administration exception setting.

Enable the Allow remote server management through WinRM setting.

Enable the Windows Firewall: Allow inbound Remote Desktop exceptions setting.

Enable the Allow Remote Shell access setting.

Set the Startup Type of the Remote Registry service to Automatic.

mmo o w >

Correct Answer: ACD
Section: [none]
Explanation

Explanation/Reference:
References:
http://www.mustbegeek.com/how-to-enable-winrm-via-group-policy/

QUESTION 5
A user has a computer that runs Windows 10.

When the user connects the computer to the corporate network, the user cannot access the internal corporate
servers. The user can access servers on the Internet.

You run the ipconfig command and receive the following output.



Connection-specific DNS Suffix

Description

= = & = e iz Ethernet 1
Physical Address. . . . . . . . . : ©0-50-B6-7B-E4-81
DHCP Enabled. o
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address.
Subnet Mask

SRl e
aal i — e S

: fe80::5d56:3419:e83b:3c46%17(Preferred)
= = el . o2 192.968.0.121(Preferred)

& e = T e e S D RS2 55O
Lease Obtained. .

- -« - - - . : Wednesday, October 31, 2018 8:07:14 AM

Default Gateway

Lease Expires - = - = = = Wednesday, October 31, 2618 8:97:14 PM

AU R A 5 = e e E e e s
DHCP Server v el A9 20N 6aS SN2,
DHCPvE IAID 38 o e s e R e R e |

DHCPwv6 Client DUID.

« = e« = . : PO-01-80-01-22-AC-5F-64-02-50-B6-7B-E4-81
S R b [ B e B
192.168.9.3
2 e s Enabled

DNS Servers

NetBIOS over Tcpip.

You send a ping request and successfully ping the default gateway, the DNS servers, and the DHCP server.

Which configuration on the computer causes the issue?

A. the DNS servers

B. the IPv4 address

C. the subnet mask

D. the default gateway address
Correct Answer: A

Section: [none]

Explanation

Explanation/Reference:

QUESTION 6
HOTSPOT

You have a computer that runs Windows 10.

From the Settings app, you view the connection properties shown in the following exhibit.



Network profile

®) Public

Your PC is hidden from other devices on the network and can’t be
used for printer and file sharing.

O Private

For a network you trust, such as at home or work. Your PC s
discoverable and can be used for printer and file sharing if you set
itup.

Configure firewall and secunty settings

Metered connection

If you have a limited data plan and want more control over data
usage, make this connection a meterad network. Some apps might
work differently to reduce data usage when you're connected to
this network.

Set as metered connection

C® Oon

If you set a data limit, Windows will set the metered connection
setting for you to help you stay under your limit.

Set a data limit to help control data usage on this network

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

To enahle Windows Remate Manapement

¥
(WinPM). you must first [answer choice].

set the Network profile to Private
un wh_lrm gc atﬂle camm_and_prmnpt
lumm olT Melered comnzclion

To enanre that Microzoft Onelrive synes, von

¥
must first [answer choice].

set the Network profile to Private
run winrm ge at the command prompt
turn off Metered connecricn

Correct Answer:



Answer Area

Tn enahle Windows Remate Manacement v

(WinPM). you must first [answer choice]. set the Network profil to Private
run winrm gc at the commeand prompt
lumm olT Melered counzclion

To ensnre that Microzoft Onelrive synes, von v
must first [answer choice].

set the Network profile to Private
run winrm ge at the command prompt
turn off Metered connecricn

Section: [none]
Explanation

Explanation/Reference:

QUESTION 7
You have 15 computers that run Windows 10. Each computer has two network interfaces named Interface1
and Interface2.

You need to ensure that network traffic uses Interface1, unless Interface1 is unavailable.

What should you do?

A. Run the Set-NetIPInterface —InterfaceAlias Interface1 —InterfaceMetric 1 command.

B. Run the Set-NetAdapterBinding —Name Interface2 —Enabled $true —ComponentID ms_tcpip —
ThrottleLimit 0 command.

C. Set a static IP address on Interface 1.

D. From Network Connections in Control Pane, modify the Provider Order.

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:

References:
https://tradingtechnologies.atlassian.net/wiki/spaces/KB/pages/27439127/How+to+Change+Network+Adapter
+Priorities+in+Windows+10

https://docs.microsoft.com/en-us/powershell/module/nettcpip/set-netipinterface?view=win10-ps

QUESTION 8

Your network contains an Active Directory domain. The domain contains 10 computers that run Windows 10.
Users in the finance department use the computers.

You have a computer named Computer1 that runs Windows 10.

From Computer1, you plan to run a script that executes Windows PowerShell commands on the finance
department computers.

You need to ensure that you can run the PowerShell commands on the finance department from Computer1.



What should you do on the finance department computers?

A. From the local Group Policy, enable the Allow Remote Shell Access setting.
B. From the local Group Policy, enable the Turn on Script Execution setting.
C. From the Windows PowerShell, run the Enable-MMAgent cmdlet.

D. From the Windows PowerShell, run the Enable-PSRemoting cmdlet.

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/enable-psremoting?
view=powershell-6

QUESTION 9
You have an Azure Active Directory (Azure AD) tenant that contains a user named user1@contoso.com.

You have a computer named Computer1 that runs Windows 10.
You join Computer1 to Azure AD. You enable Remote Desktop on Computer1.

User1@contoso.com attempts to connect to Computer1 by using Remote Desktop and receives the following
error message: “The logon attempt failed.”

You need to ensure that the user can connect to Computer1 by using Remote Desktop.

What should you do first?

A. In Azure AD, assign user1@contoso.com the Cloud device administrator role.

B. From the local Group Policy, modify the Allow log on through Remote Desktop Services user right.
C. In Azure AD, assign user1@contoso.com the Security administrator role.

D. On Computer1, create a local user and add the new user to the Remote Desktop Users group.

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/allow-log-on-
through-remote-desktop-services

QUESTION 10
DRAG DROP

You enable Windows PowerShell remoting on a computer that runs Windows 10.
You need to limit which PowerShell cmdlets can be used in a remote session.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Select and Place:



Actions AnswWer Area

Run the New-Fsdession cmdhet

Craata 3 PS1 fila thal containg a list of the cmdiets.

Runthe lew=FSSesz_onTonfiguraticonfile
cmidled

Create a PGS file that contains a list of the cmdlets

R the Begister-088s sz 1onfonfigurat ion
emdiets

Run the Rrtsr-raaesaion cmdlel

Correct Answer:

Actions Answer Area
Runthe dew-FP5sasalenconficurationFile
cimdlel,

Create a PE1 fie lhal contains a st of the cmdkels. Runthe Reglister-F3iessicnfonilgurakion

emdlets.

Run the New-pFEEes sian cmdiet,

Create a PSEC file that condains a list of the emdlets

Run the Grtsy-rasesai on emdlel

Section: [none]
Explanation

Explanation/Reference:
References:
https://www.petri.com/powershell-remoting-restricting-user-commands

QUESTION 11
HOTSPOT

You have a computer named Computer1 that runs Windows 10. Computer1 has an IP address of 10.10.1.200
and a subnet mask of 255.255.255.0.

You configure the proxy settings on Computer1 as shown in the following exhibit.



Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don’t apply to VPN connections.

Use a proxy server
@ on

Address Port
http://proxy.contoso.com 8080

Use the proxy server except for addresses that start with the
following entries. Use semicolons () to separate entries.

* contoso.com;
* microsoft.com;192.168.1.25;* .azure.com

Don't use the proxy server for local (intranet) addresses

Save

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Connection attempts to | v
www.contoso.com will [answer choice].

bypass the praxy only when using Microsaft Edge
uze the proxy only when using Micrasaft Edge
bypass the praxy for all applications

use the proxy for all applications

If Computerl attempts to connect to | v
[answer choice] from Microsoft Edge, the http=://10.10.0.100

ill be b d.
e St et https:/fstore.micrasaft.com
ftp://192.168.1.10

Correct Answer:



Answer Area

Connection attempts to | v
www.contoso.com will [answer choice].

bypass the praxy only when using Microsaft Edge
use the proxy anly when using Microzoft Edge
bypass the proxy for all applicatione

use the proxy for all applications

If Computerl attempts to connect to | v
[answer choice] from Microsoft Edge, they

https://10.10.0.100
kttps:/fstore.microsoft.com
ftp://192.168.1.10

proxy will be bypassed.

Section: [none]
Explanation

Explanation/Reference:
References:
https://www.howtogeek.com/tips/how-to-set-your-proxy-settings-in-windows-8.1/

QUESTION 12
You have a computer that is configured as shown in the following exhibit.



C\Users\user-a=ipconfig /all

Windows IP Configuration

HostNaime - o e

PrimaryDns Soffc . . . ...
NodeIvoe .o
IP Routing Enabled.........
WINS Procty Enabled. ......cconininannss

Ethemet adapter Ethemet:

Connection-speciic DNS Suffoc ..

Description. -
Physical Address........

BHCEEnabled::. .o
Autoconfiguration Enabled. ... ...
Link-local IPv6 Address..................................
Autoconfiguration IPv4 Address.......................

Subnet Mask. .. o
Default Gateway....................

s T e e

DHCPv6 Client DUID

NetBIOS over Tepip.........oooo oo

What can the computer connect to?

A.
B
C.
D. only other computers on the same network segment that have an address from a class A network ID

.- DESKTOP-8FF15K7

- Hybnd
- No

No

- Microsoft Hyper-V Network Adapter

00-15-5D-00-04-56

2 Yes
= Yes

- fe80::5c1c:4431.c050:1e14%4(Preferred)
169.254 30 .20(Preferred)

.1 295.255.0.0

80337117
: 00-01-00-01-23-62-12-AF-00-15-5D-00-04-56
= fec0:0:0:ffff:1%1

fecO:0:0:ffff 2%
fecO:0:0:ffff:3%1

veenorioe Enabled

all the local computers and the remote computers within your corporate network only

. all the local computers and the remote computers, including Internet hosts

only other computers on the same network segment that have automatic private IP addressing (APIPA)

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

QUESTION 13
Your network contains an Active Directory domain named contoso.com.

A user named User1 has a personal computer named Computer1 that runs Windows 10 Pro. User1 has a VPN



connection to the corporate network.

You need to ensure that when User1 connects to the VPN, network traffic uses a proxy server located in the
corporate network. The solution must ensure that User1 can access the Internet when disconnected from the
VPN.

What should you do?

A. From Control Panel, modify the Windows Defender Firewall settings
B. From the Setting app, modify the Proxy settings for the local computer
C. From Control Panel, modify the properties of the VPN connection

D. From the Settings app, modify the properties of the VPN connection

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

QUESTION 14
You deploy 100 computers that run Windows 10. Each computer has a cellular connection and a Wi-Fi
connection.

You need to prevent the computers from using the cellular connection unless a user manually connects to the
cellular network.

What should you do?

A. Set the Use cellular instead of Wi-Fi setting for the cellular connection to Never

B. Runthe netsh wlan set hostednetwork mode=disallow command

C. Clear the Let Windows manage this connection check box for the cellular connection
D. Select the Let Windows manage this connection check box for the Wi-Fi connection

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:
References:
https://support.microsoft.com/en-za/help/10739/windows-10-cellular-settings

QUESTION 15

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a laptop named Computer1 that runs Windows 10.
When in range, Computer1 connects automatically to a Wi-Fi network named Wireless1.
You need to prevent Computer1 from automatically connecting to Wireless1.

Solution: From a command prompt, you run netsh wlan delete profile name="Wirelessl".



Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
Reference:
https://lifehacker.com/remove-wi-fi-profiles-from-windows-8-1-from-the-command-1449954864

QUESTION 16

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a laptop named Computer1 that runs Windows 10.

When in range, Computer1 connects automatically to a Wi-Fi network named Wireless1.

You need to prevent Computer1 from automatically connecting to Wireless1.

Solution: From the Services console, you disable the Link-Layer Topology Discovery Mapper service.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section: [none]

Explanation

Explanation/Reference:

QUESTION 17

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a laptop named Computer1 that runs Windows 10.
When in range, Computer1 connects automatically to a Wi-Fi network named Wireless1.
You need to prevent Computer1 from automatically connecting to Wireless1.

Solution: From the properties of the Wi-Fi adapter, you disable Link-Layer Topology Discovery Responder.



Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

QUESTION 18
Your network contains an Active Directory domain named contoso.com. The domain contains two computers
named Computer1 and Computer2 that run Windows 10.

On Computer1, you need to run the Invoke-Command cmdlet to execute several PowerShell commands on
Computer2.

What should you do first?

A. On Computer2, run the Enable-PSRemoting cmdlet

B. From Active Directory, configure the Trusted for Delegation setting for the computer account of Computer2
C. On Computer1, run the New-PSSession cmdlet

D. On Computer2, add Computer1 to the Remote Management Users group

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:

Reference:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/enable-psremoting?
view=powershell-6

QUESTION 19
You have a computer named Computer1 that runs Windows 10.

You are troubleshooting connectivity issues on Computer1.
You need to view the remote addresses to which Computer1 has active TCP connections.

Which tool should you use?

A. Performance Monitor

B. Task Manager

C. Resource Monitor

D. Windows Defender Firewall with Advanced Security

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:

QUESTION 20



Your company has a Remote Desktop Gateway (RD Gateway).

You have a server named Server1 that is accessible by using Remote Desktop Services (RDS) through the RD
Gateway.

You need to configure a Remote Desktop connection to connect through the gateway.

Which setting should you configure?

A. Connection settings

B. Server authentication

C. Local devices and resources
D. Connect from anywhere

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:



Testlet 1
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Existing Environment

Fabrikam, Inc. is a distribution company that has 500 employees and 100 contractors.

Active Directory

The network contains an Active Directory forest named fabrikam.com. The forest is synced to Microsoft Azure
Active Directory (Azure AD). All the employees are assigned Microsoft 365 E3 licenses.

The domain contains a user account for an employee named User10.
Client Computers

All the employees have computers that run Windows 10 Enterprise. All the computers are installed without
Volume License Keys. Windows 10 license keys are never issued.

All the employees register their computer to Azure AD when they first receive the computer.
User10 has a computer named Computer10.

All the contractors have their own computer that runs Windows 10. None of the computers are joined to Azure
AD.

Operational Procedures
Fabrikam has the following operational procedures:

» Updates are deployed by using Windows Update for Business.
= When new contractors are hired, administrators must help the contactors configure the following settings on
their computer:
- User certificates
- Browser security and proxy settings
- Wireless network connection settings



Security policies
The following security policies are enforced on all the client computers in the domain:

= All the computers are encrypted by using BitLocker Drive Encryption (BitLocker). BitLocker recovery
information is stored in Active Directory and Azure AD.

* The local Administrators group on each computer contains an enabled account named LocalAdmin.

* The LocalAdmin account is managed by using Local Administrator Password Solution (LAPS).

Problem Statements
Fabrikam identifies the following issues:

* Employees in the finance department use an application named Application1. Application1 frequently
crashes due to a memory error. When Application1 crashes, an event is written to the application log and an
administrator runs a script to delete the temporary files and restart the application.

* When employees attempt to connect to the network from their home computer, they often cannot establish
a VPN connection because of misconfigured VPN settings.

* An employee has a computer named Computer11. Computer11 has a hardware failure that prevents the
computer from connecting to the network.

» User10 reports that Computer10 is not activated.

Technical requirements
Fabrikam identifies the following technical requirements for managing the client computers:

Provide employees with a configuration file to configure their VPN connection.

* Use the minimum amount of administrative effort to implement the technical requirements.

* |dentify which employees’ computers are noncompliant with the Windows Update baseline of the company.

* Ensure that the service desk uses Quick Assist to take remote control of an employee’s desktop during
support calls.

* Automate the configuration of the contractors’ computers. The solution must provide a configuration file that
the contractors can open from a Microsoft SharePoint site to apply the required configurations.

QUESTION 1
You need to recommend a solution to monitor update deployments.

What should you include in the recommendation?

A. Windows Server Update (WSUS)

B. the Update Management solution in Azure Automation
C. the Update Compliance solution in Azure Log Analytics
D. the Azure Security Center

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/deployment/update/update-compliance-monitor

QUESTION 2
HOTSPOT

You need to reduce the amount of time it takes to restart Application1 when the application crashes.

What should you include in the solution? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Tool to use:

Task to perform:

Correct Answer:

Answer Area

Tool to use:

Task to perform:

Section: [none]
Explanation

Explanation/Reference:

v

Event Viewer

Performance Monitor

Windows Memory Diagnostic
Windows Performance Analyzer

v
Create a subscription
Attach a task to an event
Enable an event trace provider
Create an alert

v

[Event Viewer

Performance Monitor

Windows Memory Diagnostic
Windows Performance Analyzer

v

Create a subscription
Attach a task to an event
Enable an event trace provider

Create an alert




Reference:
https://www.howto-connect.com/how-to-attach-a-task-to-this-event-in-event-viewer-in-windows-10/




Testlet 2
Case Study

This is a case study. Case studies are not timed separately. You can use as much exam times as you
would like to complete each case. However, there may be additional studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time
provided.

To answer the questions included in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case
study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and
New York.

Contoso has IT, human resources (HR), and finance departments.

Contoso recently opened a new branch office in San Diego. All the users in the San Diego office work from
home.

Existing environment
Contoso uses Microsoft 365.

The on-premises network contains an Active Directory domain named contoso.com. The domain is synced to
Microsoft Azure Active Directory (Azure AD).

All computers run Windows 10 Enterprise.

You have four computers named Computer1, Computer2, Computer3, and ComputerA. ComputerA is in a
workgroup on an isolated network segment and runs the Long Term Servicing Channel version of Windows 10.
ComputerA connects to a manufacturing system and is business critical. All the other computers are joined to
the domain and run the Semi-Annual Channel version of Windows 10.

In the domain, you create four groups named Group1, Group2, Group3, and Group4.

Computer2 has the local Group Policy settings shown in the following table.

Policy Security Setting
Access this computer from the network Groupl
Deny access to this computer from the network Group2
Allow log on through Remote Desktop Services Group3
Deny log on through Remote Desktop Services Group4




The computers are updated by using Windows Update for Business.

The domain has the users shown in the following table.

Name Member of
Userl Domain Admins, Domain Users
User?2 Administrators, Domain Users
User3 Account Operators, Domain Users
User4 Domain Users
User> Domain Users, Guests
User6 Group2, Group3, Domain Users

Computer1 has the local users shown in the following table.

Name Member of
Userll Administrators
Userl2 Users
Userl3 Guests

Requirements

Planned Changes

Contoso plans to purchase computers preinstalled with Windows 10 Pro for all the San Diego office users.
Technical requirements

Contoso identifies the following technical requirements:

The computers in the San Diego office must be upgraded automatically to Windows 10 Enterprise and must
be joined to Azure AD the first time a user starts each new computer. End users must not be required to
accept the End User License Agreement (EULA).
Helpdesk users must be able to troubleshoot Group Policy object (GPO) processing on the Windows 10
computers. The helpdesk users must be able to identify which Group Policies are applied to the computers.
Users in the HR department must be able to view the list of files in a folder named D:\Reports on
Computer3.
ComputerA must be configured to have an Encrypting File System (EFS) recovery agent.
Quality update installations must be deferred as long as possible on ComputerA.
Users in the IT department must use dynamic look on their primary device.
User6 must be able to connect to Computer2 by using Remote Desktop.
The principle of least privilege must be used whenever possible.

* Administrative effort must be minimized whenever possible.
Assigned access must be configured on Computer1.

QUESTION 1
You need to meet the quality update requirement for ComputerA.

For how long should you defer the updates?



14 days
10 years
5 years
180 days
30 days

moowy

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-overview




Question Set 3

QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a computer named Computer1 that runs Windows 10.

You test Windows updates on Computer1 before you make the updates available to other users at your
company.

You install a quality update that conflicts with a customer device driver.
You need to remove the update from Computer1.

Solution: From an elevated command prompt, you run the wusa.exe command and specify the /uninstall
parameter.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:

References:
https://support.microsoft.com/en-us/help/934307/description-of-the-windows-update-standalone-installer-in-
windows

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a computer named Computer1 that runs Windows 10.

You test Windows updates on Computer1 before you make the updates available to other users at your
company.

You install a quality update that conflicts with a customer device driver.
You need to remove the update from Computer1.

Solution: From System Restore, you revert the system state to a restore point that was created before the
update was installed.

Does this meet the goal?

A. Yes



B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://support.microsoft.com/en-us/help/934307/description-of-the-windows-update-standalone-installer-in-
windows

QUESTION 3
You have 100 computers that run Windows 10. The computers are in a workgroup.

The computers have a low-bandwidth metered Internet connection.
You need to reduce the amount of Internet bandwidth consumed to download updates.

What should you configure?

A. BranchCache in hosted mode

B. BranchCache in distributed cache mode

C. Delivery Optimization

D. Background intelligent Transfer Service (BITS)

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:
References:
https://support.microsoft.com/en-us/help/4468254/windows-update-delivery-optimization-fag

QUESTION 4
You have 20 computers that run Windows 10.

You configure all the computers to forward all the events from all the logs to a computer named Computer1 that
runs Windows 10.

When you sign in to Computer1, you cannot see any security events from other computers. You can see all the
other forwarded events from the other computers.

You need to ensure that the security events are forwarded to Computer1.

What should you do?

A. On each computer, run wecutil qc /q.

B. On each computer, add the NETWORK SERVICE account to the Event Log Readers group.
C. On each computer, run winrm qc —q.

D. On Computer1, add the account of Computer1 to the Event Log Readers group.

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:
References:



https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-forwarding-to-assist-in-

intrusion-detection

QUESTION 5
HOTSPOT

You have a computer named Computer1 that runs Windows 10 and contains the following files:

= C:\Folder1\File1.bat
= C:\Folder1\File1.exe
= C:\Folder1\File1.cmd

A user named User1 is assigned Read & execute to all the files.

Computer1 is configured as shown in the exhibit.

EN Windows PowerShell

PS Envi\> dir

ALLUSERSPROFILE
APPDATA
CommonProgramfFiles
ommonProg deI1EJ{ku
ommnnPrngramwud
OMPUTERNAME

Comspec

SS0R_ARCHITECTURE
SSOR_IDENTIFIER
SOR_LEVEL
SS50R_REVISION
ProgramData
ProgramFiles
PruqramFi1e5{x85}
Programwéd 32
PSModulePath
PUBLIC
SESSIONNAME
SystemDrive

USERDOMAIN

USERDOMATIN_ROAMINGPROFILE

USERMNAME
USERPROFILE

rogrambata
wWsers UserT\AppData'Roaming
WProgram Files\Common Files
roqram s (xB6)\Common Files
rogram swCommon Files
CcLl
C: \WINDOWS\system32\cmd. exe

Sers -.User]_
C -\Users\Userl \AppDatasLocal
WYWLON-CL1

. ‘e

11ndmu_1 Zsystem32;C: \Windows ;C:Windows“System32'\wWbem
OM: .EXE; .BAT; .CMD; .VBS; .VBE;: . J5; . JS5E; .WS5F; .W5H; .M5C;

Intel6d Family & Model 94 Stepping 32, GenuineIntel
b

‘rogrambData

rogram File
WProgram Fi LEH (x86)

rnqram F1Ir.=r

windowsPowershell\Modules :C:\Pr

1h AppData\Local \Temp
*H*Er=nxdh~ﬂppﬂdtﬂ \Local\Temp

LDN—CLI




Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

When Userl open the command prompt. the Y
prompt will open in th= [answer choice] folder. | -\ Windows

C:\Users\Userl
C:\Users\User1'AppData'Local
C:ProgramData

If Userl runs C 'Folder1'Filel al ihe comnmmmand v

prompt. [answer choice]. an error will ocecur
Filel bat will run
Filel emd will run
Filel exe will run

Correct Answer:
Answer Area

When Userl open the command prompt, the Y
prompt will open in th= [answer choice] folder. | -\ Windows

C:\Users'\Userl
C:\Users\Userl'AppData'Local
C:ProgramData

Il Userl runs C '\Folderl'Filel al the comnrnand v

prompt, [answer choice]. an error will occur
Filel bat will run
Filel emd will run
Filel exa will run

Section: [none]
Explanation

Explanation/Reference:
References:
https://stackoverflow.com/questions/148968/windows-batch-files-bat-vs-cmd

QUESTION 6
You have a computer that runs Windows 10.

You discover that Windows updates are failing to install on the computer.
You need to generate a log file that contains detailed information about the failures.

Which cmdlet should you run?

A. Get-LogProperties



B. Get-WindowsErrorReporting
C. Get-WindowsUpdateLog
D. Get-WinEvent

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/powershell/module/windowsupdate/get-windowsupdatelog?view=win10-ps

QUESTION 7
HOTSPOT

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Server1 that runs Windows Server 2016 and a computer named Computer1 that runs Windows 10.

Server1 contains a share named Backup. All users can read and write data in Backup.

On Monday at 13:00, you configure Backup and Restore (Windows 7) on Computer1 to use the following
settings:

Backup Destination:\\Server1\Backup
What do you want to back up?:Local Disk (D:), Include a system image of drives: System Reserved, (C:)
Schedule: Daily at 23:00

You need to identify how many backups will be available on Thursday at 17:00.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Local Disk (D:) backups: ¥
One backup that uses ZIP files

One backup that uses a VHDX file
Three backups that use ZIP files
Three backups that use VHDX files
System image backups of drive C: v
One backup that uses ZIP files

One backup that uses a VHDX file
Three backups that use ZIP files
Three backups that use VHDX files

Correct Answer:



Answer Area

Local Disk (D:) backups: hd
Omne backup that uses ZIP files

One backup that uses a VHDX file
Three backups that use ZIP files
Three backups that use VHDX files
System image backups of drive C: v
One backup that uses ZIP files

One backup that uses a VHDX file
Three backups that use ZIP files
Three backups that use VHDX files

Section: [none]
Explanation

Explanation/Reference:

References:

https://www.windowscentral.com/how-make-full-backup-windows-10#create _system image windows10https://
www.bleepingcomputer.com/tutorials/create-system-image-in-windows-7-8/

QUESTION 8
HOTSPOT

You are planning a recovery strategy for computers that run Windows 10.

You need to create recovery procedures to roll back feature updates and quality updates.

What should you include in the procedures? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

To roll back feature updates: v
Recovery from the Settings app

Windows Update from the Settings app
Programs and Features from the Control Panel
Troubleshoot from the Setfings app

To roll back quality updates: hd
Recovery from the Settings app

Windows Update from the Settings app
Programs and Features from the Control Panel
Troubleshoot from the Settings app

Correct Answer:



Answer Area

To roll back feature updates: v
Recovery from the Settings app

Windows Update from the Settings app
Programs and Features from the Control Panel
Troubleshoot from the Setfings app

To roll back quality updates: hd
Recovery from the Settings app

Windows Update from the Settings app
Programs and Features from the Control Panel
Troubleshoot from the Settings app

Section: [none]
Explanation

Explanation/Reference:
References:
https://www.thewindowsclub.com/rollback-uninstall-windows-10-creators-update

https://www.dummies.com/computers/pcs/undo-windows-update/

QUESTION 9
You have a computer that runs Windows 10.

You can start the computer but cannot sign in.
You need to start the computer into the Windows Recovery Environment (WinRE).

What should you do?

A. Turn off the computer. Turn on the computer, and then press F8.
B. Turn off the computer. Turn on the computer, and then press F10.
C. From the sign-in screen, hold the Shift key, and then click Restart.
D. Hold Alt+Ctrl+Delete for 10 seconds.

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-recovery-environment--
windows-re--technical-reference

QUESTION 10
HOTSPOT

You are a network administrator at your company.
A user attempts to start a computer and receives the following error message: “Bootmgr is missing.”

You need to resolve the issue.



You start the computer in the recovery mode.
Which command should you run next? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

hd hd
Bootrec /FixMbr
Diskpart /RebuildBed
Sfc /ScanNow
‘offbootdir
Correct Answer:
Answer Area
hd hd
Bootrec /FixMbr
Diskpart /RebuildBed
Sfc /ScanNow
‘offbootdir

Section: [none]
Explanation

Explanation/Reference:
References:
https://neosmart.net/wiki/bootmgr-is-missing/

QUESTION 11
Your company purchases 20 laptops that use a new hardware platform.

In a test environment, you deploy Windows 10 to the new laptops.
Some laptops frequently generate stop errors.
You need to identify the cause of the issue.

What should you use?

A. Reliability Monitor

B. Task Manager

C. System Configuration
D. Performance Monitor

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
References:



https://lifehacker.com/how-to-troubleshoot-windows-10-with-reliability-monitor-1745624446

QUESTION 12
HOTSPOT

You have 100 computers that run Windows 10. You have no servers. All the computers are joined to Microsoft
Azure Active Directory (Azure AD).

The computers have different update settings, and some computers are configured for manual updates.
You need to configure Windows Update. The solution must meet the following requirements:

* The configuration must be managed from a central location.

* Internet traffic must be minimized.

* Costs must be minimized.

How should you configure Windows Update? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Windows Update technology to use: Y
Windows Server Update Services (WSUS)
Microsoft Systam Center Configuraticn Manager
Windows Update for Business

Manage the configuration by using: ¥
A Group Policy objzct (GPO)
Micrcsoft System Center Confignration Manager

Micresott Intune
Manage the traffic by using: v
Delivery Optimization
BranchCacha
Peer cache
Correct Answer:
Answer Area
Windows Update technology to use: Y

Windows Server Update Services (WEUS)
Microsoft Systam Center Configuraticn Manager
Windows Update for Business

Managc the configuration by using: ¥
A Group Policy objact (GPD)

Micresoft System Center Configuration Manager
Micresoft Intune

Manage the traffic by using: v
Delivery Optimization
BranchCacha

Peer cache




Section: [none]
Explanation

Explanation/Reference:
References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-optimize-windows-10-updates

https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization

QUESTION 13

You have a computer named LON-CL1.Adatum.com that runs Windows 10.

From Event Viewer, you create a custom view named View1 that has the following filter:

User: User1

Logged: Any time

Event logs: System
Computer: LON-CL1
Event IDs: 10000 — 11000
Event level: Error, Verbose

You open Event Viewer and discover the event shown in the exhibit. (Click the Exhibit tab.)

General Details

{4] Event Properties - Event 10010, DistributedCOM

DCOM within the required timeout.

Log Name: System

Source: DistributedCOM
Event ID: 10010

Level: Error

User: LON-CL1\User1
OpCode: Info

More Information: Event Log Online Help

The server CortanaUl.AppXd4tad4dS57tdwtdbnnmb8v2xtzym8cing.mca did not register with

Logged: 10/25/2018 10:48:41 AM
Task Category: None

Keywords: Classic

Computer: LON-CL1.Adatum.com

Close

The event does not appear in View1.

You need to ensure that the event appears in View1.




What should you do?

A. Add a Task Category setting to the filter.

B. Add the computer account to the Event Log Readers group.
C. Create an event subscription.

D. Modify the Computer setting in the filter.

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.techrepublic.com/article/how-to-use-custom-views-in-windows-10s-event-viewer/

QUESTION 14
You have a computer named Computer1 that runs Windows 10 and has an application named App1.

You need to use Performance Monitor to collect data about the processor utilization of App1.

Which performance object should you monitor?

A. Process

B. Processor Performance
C. Processor Information
D. Processor

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.cse.wustl.edu/~jain/cse567-06/ftp/os _monitors/index.html

QUESTION 15
HOTSPOT

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contain the users
shown in the following table.

Name Role
Adminl (@contoso.com Security administrator
Admin2(@contoso.com Cloud device administrator
Userl(@contoso.com None

You have a computer named Computer1 that runs Windows 10.

Computer1 is in a workgroup and has the local users shown in the following table.



Name Member of
Adminl Network Configuration Operators
Admin?2 Power Users
Userl Administrator

User1 joins Computer1 to Azure AD by using user1@contoso.com.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes

Userl(@contoso.com 1s a member of the local
Administrators group on Computer].

O

Adminl [@contoso.com can configure the firewall
and Windows Defender on Computerl.

O
See L

Admin2(@contoso.com can install software on
Computer]l.

O

Correct Answer:
Answer Area
Statements Yes

Userl(@contoso.com is a member of the local
Administrators group on Computer].

O

Adminl [@contoso.com can configure the firewall
and Windows Defender on Computerl.

O
el Qhek

Admin2(@contoso.com can install software on
Computer]l.

O

Section: [none]
Explanation

Explanation/Reference:

QUESTION 16
HOTSPOT

You are a network administrator at your company.



A user attempts to start a computer and receives the following error message: “Bootmgr is missing.”
You need to resolve the issue.

You start the computer in recovery mode.

Which command should you run next? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Bootrec [FixMbr
Diskpart /RebuildBcd
Sfc /IScanNow
[offbootdir

Correct Answer:

Answer Area

Bootrec [FixMbr

Diskpart /RebuildBcd
Sfc IScanNow
loffbootdir

Section: [none]
Explanation

Explanation/Reference:
References:
https://neosmart.net/wiki/bootrec/#Bootrec _in Windows10

QUESTION 17
HOTSPOT

You have a computer named Computer1 that runs Windows 10.



Computer1 has the local users shown in the following table.

Name Member of
User] Administrators
User? Event Log readers
User3 Device Owners
Userd Power Users
Users Users

Which users can analyze the event logs on Computer1? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Users who can analyze security event logs: Y
User! only
Uszer! and User? only
User1 and User2, and User3 only
Usert, User?, Userd, and Userd only
Userl, User2, User3, User4, and Users

Users who can analyze system event logs | Y|

User! only

User1 and UserZ only

Userl and User2, and User3 only
Us=er1, Userz, User3, and Userd only
User1, User2, User3, Userd, and Users

Correct Answer:



Answer Area

Users who can analyze security event logs Y

User! only

User! and User? only

Useri and User2, and Userd only
Usert, User?, Userd, and Liserd only
Userl, User2, User3, User4, and Users

Users who can analyze system event logs | Y|
User1 only
User1 and UserZ only
Userl and User2, and User3 only
User1, User2, User3, and Userd only
User1, User2, User3, Userd, and UserS

Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/local-accounts#sec-

localsystem

QUESTION 18
Your company has a main office and a branch office. The offices connect to each other by using a WAN link.
Access to the Internet is provided through the main office.

The branch office contains 25 computers that run Windows 10. The computers contain small hard drives that
have very little free disk space.

You need to prevent the computers in the branch office from downloading updates from peers on the network.

What should you do?

A. From the Settings app, modify the Delivery Optimizations settings.

B. Configure the network connections as metered connections.

C. Configure the computers to use BranchCache in hosted cache mode.

D. Configure the updates to use the Semi-Annual Channel (Targeted) channel.

Correct Answer: C
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache




QUESTION 19

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You manage devices that run Windows 10.

Ten sales users will travel to a location that has limited bandwidth that is expensive. The sales users will be at
the location for three weeks.

You need to prevent all Windows updates from downloading for the duration of the trip. The solution must not
prevent access to email and the Internet.

Solution: From Update & Security in the Settings app, you turn on Pause Updates.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.makeuseof.com/tag/5-ways-temporarily-turn-off-windows-update-windows-10/

QUESTION 20

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You manage devices that run Windows 10.

Ten sales users will travel to a location that has limited bandwidth that is expensive. The sales users will be at
the location for three weeks.

You need to prevent all Windows updates from downloading for the duration of the trip. The solution must not
prevent access to email and the Internet.

Solution: From Network & Internet in the Settings app, you set the network connections as metered
connections.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: [none]



Explanation

Explanation/Reference:
References:
https://www.makeuseof.com/tag/5-ways-temporarily-turn-off-windows-update-windows-10/

QUESTION 21

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You manage devices that run Windows 10.

Ten sales users will travel to a location that has limited bandwidth that is expensive. The sales users will be at
the location for three weeks.

You need to prevent all Windows updates from downloading for the duration of the trip. The solution must not
prevent access to email and the Internet.

Solution: From Network & Internet in the Settings app, you set a data limit.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section: [none]

Explanation

Explanation/Reference:

QUESTION 22

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a computer named Computer1 that runs Windows 10.

You test Windows updates on Computer1 before you make the updates available to other computers.
You install a quality update that conflicts with a customer device driver.

You need to remove the update from Computer1.

Solution: From an elevated command prompt, you run the vmic gfe delete command.

Does this meet the goal?

A. Yes
B. No



Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

QUESTION 23
You have a computer that runs Windows 10 and has BitLocker Drive Encryption (BitLocker) enabled on all
volumes.

You start the computer from Windows Recovery Environment (WinRE).
You need to read the data on the system drive.

What should you do?

A. Run cipher.exe and specify the /rekey parameter

B. Run cipher.exe and specify the /adduser parameter

C. Run manange-bde.exe and specify the -o £ £ parameter
D. Run manage-bde.exe and specify the —unlock parameter

Correct Answer: D
Section: [none]
Explanation

Explanation/Reference:
References:
https://www.repairwin.com/how-to-disable-bitlocker-in-windows-recovery-environment-winre/

QUESTION 24
You have a computer named Computer1 that runs Windows 10.

You complete a full back up of Computer1 to an external USB drive. You store the USB drive offsite.

You delete several files from your personal Microsoft OneDrive account by using File Explorer, and then you
empty the Recycle Bin on Computer1.

You need to recover the files 60 days after you deleted them in the least amount of time possible.

What should you use?

A. the OneDrive recycle bin
B. the full backup on the external USB drive
C. Recovery in the Settings app

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:

References:
https://support.office.com/en-us/article/restore-deleted-files-or-folders-in-onedrive-949ada80-0026-4db3-a953-
c99083e6a84f

QUESTION 25



You have a computer that runs Windows 8.1.

When you attempt to perform an in-place upgrade to Windows 10, the computer fails to start after the first
restart.

You need to view the setup logs on the computer.

Which folder contains the logs?

A. \$Windows.~BT\Sources\Panther\
B. \Windows\Logs

C. \Windows\Temp

D. \$Windows.~BT\Inf

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-setup-log-files-and-event-
logs

QUESTION 26
Your network contains an Active Directory domain. The domain contains 10 computers that run Windows 10.

On a different computer named Computer1, you plan to create a collector-initiated subscription to gather the
event logs from the Windows 10 computers.

You need to configure the environment to support the event log collection.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Add Computer1 to the Event Log Readers group on the Windows 10 computers

Add Computer1 to the Event Log Readers group on Computer1

On the Windows 10 computers, change the Startup Type of Windows Event Collector to Automatic
Enable Windows Remote Management (WinRM) on the Windows 10 computers

Enable Windows Remote Management (WinRM) on Computer1

moow»

Correct Answer: AD
Section: [none]
Explanation

Explanation/Reference:

References:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/
cc748890(v=ws.11)

QUESTION 27
You have a computer named Computer1 that runs Windows 10.

On Computer1, you turn on File History.

You need to protect a folder named D:\Folder1 by using File History.



What should you do?

A. From File Explorer, modify the Security settings of D:\Folder1

B. From File Explorer, add D:\Folder1 to the Documents library

C. From the Settings app, configure the Recovery settings

D. From File History in Control Panel, configure the Select drive settings

Correct Answer: B

Section: [none]

Explanation

Explanation/Reference:

QUESTION 28

You have several computers that run Windows 10.

All users have Microsoft OneDrive for Business installed.

Users frequently save files to their desktop.

You need to ensure that all the users can recover the files on their desktop from OneDrive for Business.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Copy ADMX and ADML files to C:\Users\PublicDesktop\

From Backup in the Settings app, add a drive

Configure the Silently move Windows known folders to OneDrive settings
Copy ADMX and ADML files to C:\Windows\PolicyDefinitions

Configure the Save documents to OneDrive by default setting

moow»

Correct Answer: CD
Section: [none]
Explanation

Explanation/Reference:
References:
https://docs.microsoft.com/en-us/onedrive/plan-onedrive-enterprise

https://docs.microsoft.com/en-us/onedrive/use-group-policy#KFMOptiInNoWizard

QUESTION 29

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You deploy Windows 10 to a computer named Computer1.
Computer1 contains a folder named C:\Folder1. Folder1 contains multiple documents.

You need to ensure that you can recover the files in Folder1 by using the Previous Versions tab.



Solution: You enable File History and add Folder1 to File History.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
Reference:
https://support.microsoft.com/en-za/help/17128/windows-8-file-history

QUESTION 30

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You deploy Windows 10 to a computer named Computer1.

Computer1 contains a folder named C:\Folder1. Folder1 contains multiple documents.

You need to ensure that you can recover the files in Folder1 by using the Previous Versions tab.
Solution: You enable File History and add Folder1 in the Documents library.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
Reference:
https://support.microsoft.com/en-za/help/17128/windows-8-file-history

QUESTION 31

Note: This question is part of a series of questions that present the same scenario. Each question in
the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You deploy Windows 10 to a computer named Computer1.
Computer1 contains a folder named C:\Folder1. Folder1 contains multiple documents.

You need to ensure that you can recover the files in Folder1 by using the Previous Versions tab.



Solution: You set up Backup and Restore (Windows 7) and include Folder1 in the backup.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
Reference:
https://support.microsoft.com/en-za/help/17128/windows-8-file-history

QUESTION 32
You have a computer that runs Windows 10. You use the computer to test new Windows features.

You need to configure the computer to receive preview builds of Windows 10 as soon as possible.

What should you configure from Update & Security in the Settings app?

A. Windows Insider Program
B. Windows Update

C. Delivery Optimization

D. For developers

Correct Answer: A
Section: [none]
Explanation

Explanation/Reference:
Reference:
https://insider.windows.com/en-us/getting-started/

QUESTION 33
You have a computer named Computer1 that runs Windows 10. Computer1 connects to multiple wireless
networks.

You need to view the wireless networks to which Computer1 connects.

What should you use?

A. the System log in Event Viewer

B. Wi-Fi in the Settings app

C. the properties of the wireless adapter in Network Connections in Control Panel
D. the Details tab for the wireless adapter in Device Manager

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
Reference:
https://www.windowscentral.com/how-connect-wi-fi-network-windows-10

QUESTION 34



HOTSPOT

You have a computer named Computer1 that runs Windows 10.

Computer1 contains the folders shown in the following table.

Name File system EHLOCI{TBE::;E:_TWP““
C:\Folder? NTFS Disabled
D:\Folder2 NTFS Enabled
E\Folder3 FAT32 Disabled

You include Folder1, Folder2, and Folder3 in the Documents library.

You configure File History to run every 15 minutes, and then turn on File History.

For each of the following statements, select Yes if the statement in true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Correct Answer:

Statements Yes

Folder1 is protected by File History. O

Folder2 is protected by File History. O

Folder3 is protected by File History. O



Answer Area

Statements Yes No
Folder1 is protected by File History. ©O O
Folder2 is protected by File History. | O O
Folder3 is protected by File History. O O

Section: [none]
Explanation

Explanation/Reference:

QUESTION 35
A user has a computer that runs Windows 10. The user has access to the following storage locations:

A USB flash drive

Microsoft OneDrive

OneDrive for Business

A drive mapped to a network share

A secondary partition on the system drive

You need to configure Back up using File History from the Settings app.

Which two storage locations can you select by using File History? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

moowp»

OneDrive for Business

OneDrive

the USB flash drive

the secondary partition on the system drive
the drive mapped to a network share

Correct Answer: CD
Section: [none]
Explanation

Explanation/Reference:

QUESTION 36
You have a computer named Computer1 that runs Windows 10.

On Computer1, you turn on File History.



You need to protect a folder named D:\Folder1 by using File History.

What should you do?

A. From File Explorer, modify the General settings of D:\Folder1

B. From File Settings app, configure the Backup settings

C. From the Settings app, configure the Recovery settings

D. From File History in Control Panel, configure the Select drive settings

Correct Answer: B
Section: [none]
Explanation

Explanation/Reference:
QUESTION 37
HOTSPOT

Your network contains an Active Directory domain named contoso.com. The domain contains two computers
named Computer1 and Computer2 that run Windows 10 and are joined to the domain.

On Computer1, you create an event subscription named Subscription1 for Computer2 as shown in the
Subscription1 exhibit. (Click the Subcription1 tab.)



Create Custom View

Filter | XML ]

Logged: | Any time - |

Event level: 7] Critical Warning [] Verbose

" Error N Information

@ Bylog Event logs: Application, Security, Setup [E]

() Bysource  Event sources:

=

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type @ minus sign first. For example 1,3,5-99,-76

| <All Event IDs>

Task category:

Keywords:

User: -c Ail .E;I_s-ers:

Computer(s): <) Computers>

OK Cancel |

Subscription1 is configured to use forwarded events as the destination log.

On Computer1, you create a custom view named View1 as shown in the View1 exhibit. (Click the View1 tab.)



Create Custom View

Filter | XML

Logged: | Any time 7)
Eventlevel & Critical N Warning | Verbose

Error [ ] Information

@ Bylog Eventlogs: | Application, System Forwarded Events [« |

) Bysource  Event sources: |

ITI

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

' < All Event [Ds>

Task category: ] -
Keywords: ] -
User: | <All Users> |

Computer(s): | <All Computers> |

Clear

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:



Answer Area

Statements Yes

If a critical event is added to the system log on Computer2, o
the event will be visible in View1.

If a warning event is added to the setup log on Computer1,

the event will be visible in View1. Q
If an information event is added to the application log on
Computer2, the event will be forwarded to Computer1
Correct Answer:
Answer Area
Statements Yes

If a critical event is added to the system log on Computer2, o
the event will be visible in View1.

If a warning event is added to the setup log on Computer1,
the event will be visible in View1.

If an information event is added to the application log on
Computer2, the event will be forwarded to Computer1

O

Section: [none]
Explanation

Explanation/Reference:



