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MALWARE ANALYSIS

MALWARE AND MALWARE TYPES

Malware s a word der ved from the words MAL c ou?
Sof WARE. Software that targets a mal c ous purpose
that w Il harm the ntegr ty and safety of the system
s called malware.

Today, cyber threat actors use complex malware.
These types of mal c ous software conta n
techn ques that make analys s d ff cult.

MALWARE TYPES

Malware s d v ded nto many types accord ng to the r
character st cs / behav ors. As a result of the analys s,
the type of malware s determ ned by tak ng the
capab | t es of the malware nto cons derat on.

Some types of malware and the r descr pt ons are
below:

« Backdoor: Leav ng a backdoor on the dev ce where
the malware s nstalled, t allows the attacker to
access the system through th s backdoor. For
example, by open ng a network port connected to
the shell, t enables the attacker to connect to the
system through th s port.

« Adware: It often comes w th downloaded software,
caus ng unwanted advert sements to be d splayed
on the dev ce. Wh le not all adware s harmful, some
change the default search eng ne.

« Ransomware: It s a type of malware that has been
on the world agenda for the last few years. It
demands ransom from people by encrypt ng and
exf Itrat ng all f les on the dev ce.
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MALWARE ANALYSIS

MALWARE TYPES

« Worm: S nce th s type of malware spreads from
nfected dev ces to other dev ces, t s named
worm. WannaCry, a worm malware explo t ng

MS17-010 vulnerab | ty, caused pan c around the world

« Rootk t: It s a type of malware that d sgu ses tself by
prov d ng access to a h gh level of author ty on the
dev ce.

« RAT (Remote Access Trojan): It s a type of malware

that prov des full control over the dev ce to the threat
actor.

« Bank ng malware: A type of malware that targets

bank ng appl cat ons and causes money to be stolen
from the vct m.

A malware may conta n more than one feature, so a
malware can belong to more than one type. For example,
WannaCry malware ncludes both worm and ransomware
malware features.

codeLivLY

LEARN CYBERSECURITY



CREATING VM FOR MALWARE
ANALYSIS

VIRTUAL MACHINES

You do not want to analyze malware on the dev ce
where all our personal f les and data are stored. For
th s reason, we need solated dev ces for malware
analys s.

You can nstall a v rtual operat ng system ns de your ow
dev ce us ng v rtual zat on softwares. In th s way, you can
create your solated system w thout the need to purchase
a phys cal dev ce.

There are several v rtual zat on env ronments that you can
use for a fee or for free. The most popular of these are
VMware Workstat on by VMware and V rtualBox by Oracle
company. Both v rtual zat on softwares w Il meet your
needs for analyz ng malware.

There are some d sadvantages of us ng the v rtual zat on
softwares.

« The v rtual operat ng system you w Il nstall w Il not
work as well as a phys cal computer s nhce trunson
your ma n operat ng system.

« S nce v rtual zat on softwares are also software,
vulnerab | t es may ar se n these softwares. A malware
that explo ts these vulnerab | t es can escape from the
v rtual env ronment and nfect your ma n operat ng
system. For th s reason, you may want to keep your
v rtual zat on software constantly updated!

+ In order for v rtual zat on software to work, t needs to

nstall ts own dr vers nto v rtual operat ng systems
and create var ous conf gurat on f les / reg str es.
Malware can make analys s d ff cult by check ng such
nd cators and check ng whether t works n a v rtual
env ronment.

We w |l use the VMware Workstat on product nth s

tutor al. Some features may d ffer.
COOELIVLY
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CREATING VM FOR MALWARE
ANALYSIS

ADJUSTING VIRTUAL MACHINE

You should make the v rtual operat ng system
su table for malware analys s, otherw se the
malware can nfect other dev ces n the same
network.

1) Network Sett ngs

In order to prevent the malware that we w Il analyze from
nfect ng other dev ces on the network, we must change
the network sett ngs of the operat ng system we have
nstalled from the v rtual zat on software. We have to
enter the "Network" sett ngs from the sett ngs sect on and
select the "Custom" opt on here.

Virtual Machine Settings

Hardware Opbions

Device Summary Device status

[E=IMemary 268 £l Connected

[ FProcessors l B Connect at power on

ElHard Disk (5C51) 2068

(=) COOVD (5ATA) Auto detect Hatigork connacaon
*.':7 () Bridged: Connected directly to the physical network
] LS8 Controller Present . ; FA—

<}¢ Sound Card Auto detect =

(S Printer Precent () MAT: Used to share the host's IP address
[Slpisplay Auto detect () Host-only: A private network shared with the host

{0 Custom: Spedfic virtual network
Vet

() LAN segment:

LAN Segments,.. | | Advanced...

« NAT: Allows you to access the Internet through the
network nterface of your phys cal dev ce.

+ Br dge: Allows you to access the nternet by obta n ng
ts own IP address from your modem | ke your phys cal
dev ce.

¢ Custom: It s ncluded n the pr vate network created
by the v rtual zat on env ronment. Internet access s
not ava lable n th s opt on.

In order to prevent the malware we w Il run from

spread ng to other dev ces n the network, we must [:nnELiuLH
restr ct the network access of our v rtual operat ng LEARN CYBERSECURITY

system, so we should choose the "Custom" opt on.
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CREATING VM FOR MALWARE
ANALYSIS

ADJUSTING VIRTUAL MACHINE

2) D sable Ant -V rus Software

We need to d sable ant -v rus software to prevent

ant -v rus software from nterfer ng to our analys s
by block ng or remov ng the malware we want to

analyze.

3) D sable Updates

Malware may be explo t ng var ous vulnerab | t es. Dur ng
our dynam c analys s, we must prevent our v rtual
operat ng system from rece v ng secur ty updates so that
the malware can successfully explo t such vulnerab | t es
and cont nue to run. For th s reason, we must d sable the
automat c update opt on of our operat ng system.

4) D sable H dden Extens ons
By default, known f le extens ons are h dden n the

W ndows operat ng system. We need to d sable th s
feature n order to see the exact name of the f le we want

to analyze
yze. Folder Options @
Seners o Seanch
You can spply the view (such as Details or icons) that
ou are using for this folder to all folders of this type
Apply to Foldens Reset Folders
Advanced setings
@ Show hidden files, folders, and drives -

| Hide ampty drives in tha Computer folder

A 1 I Of KINO L

Hide protected operating systam files (Recommended

r WINQOWS M a separale process [&

“N NS
W o

Restore Defaults

OK Cance Apply

CodELIvLY
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CREATING VM FOR MALWARE
ANALYSIS

ADJUSTING VIRTUAL MACHINE

5) D sable H dden F les and Folders

H dden f les are not d splayed by default n the
W ndows operat ng system. Malware makes t
d ff cult to detect by tak ng advantage of th s feature.
In order to see what s happen ng n the f le system
exactly, we need to d sable th s feature.

Snapshots

When we run mal ¢ ous software, t makes var ous
changes on the system. If you do not revert the operat ng
system to ts or g nal state, you may confuse t w th the

malware you used to run wh le analyz ng a new malware.

It w Il be very d ff cult to nstall a new v rtual operat ng
system every t me we want to analyze malware. The
Snapshot feature of v rtual zat on software makes our job
very easy.

When you take a snapshot of your v rtual dev ce through
the v rtual zat on env ronment, t saves the current state of
the dev ce. You w Il then return to th s snapshot and
restore the dev ce.

After nstall ng the necessary tools for malware analys s,
you can take a snapshot and return to th s snapshot after
the analyz ng malware and return or g nal state of the
operat ng system.

codcLivLy
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MALWARE ANALYST'S TOOLBOX

MALWARE ANALYST'S TOOLBOX

Let's take a look at what tools are there that can
make our job eas er for analyz ng mal c ous
softwares.

In order to create a m nd map, | d v ded the tools that
can use dur ng malware analys s nto 5 d fferent
categor es.

There are many useful tools that we d d not wr te and that
can be used n malware analys s. Th s art cle cons sts of
the tools we frequently encounter and use n malware
analys s.

1) D sassemblers

In order for a program wr tten n many languages
(comp led languages such as C, C ++) to be run by
mach nes, t must be converted to 0/ 1s that the mach ne
can understand. Th s process s called comp le.

When we want to analyze a malware, t s almost

mposs ble to analyze th s malware on 0/ 1s. D sassembler
software converts the comp led software to assembly
language nto a format that can be read and analyzed.

Because of ts ease of use, capab | t es and support for
many f le formats, IDA D sassembler software of Hex Rays
s w dely used.

It s a must-have software n your toolbox.

2) Debuggers

Debuggers are software that allow us to mon tor and
mod fy the operat on of a program step by step, and to
mon tor and control the reg sters and stack of the
program at runt me.

Some of the most popular debuggers used are below.

CodELivLY
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MALWARE ANALYST'S TOOLBOX

MALWARE ANALYST'S TOOLBOX
1.IDA Debugger
2.Immun ty Debugger
3. OllyDbg
4. W ndbg
5. x64dbg

We w |l often use debuggers n our malware analys s.
3) F le V ewers, Ed tors and Ident f cat on Tools

P.E. F le Ed tors d splay the nformaton nthefles n
Portable Executable F le Format n readable format.

Portable Executable F le Format conta ns nformat on that
may be mportant to a malware analyst. For example, by
look ng at the "Mach ne" nformat on n the Image F le
Header, you can f nd out whether the created malware
targets 32-b t operat ng systems or 64-b t operat ng
systems.

Below are some tools that you can use.
1.CFF Explorer
2. PEV ew
3.PED
4.B nText (I know t's not a F le Ed tor but t can show you
str ngs nsde PEF le)
5. DocF leV ewerEX

4) Network Analys s Tools

Malware performs network act vt es for varous act vt es
such as h jack ng data, rece v ng commands from
command control servers and spread ng w th n the
network.

In order to mon tor and analyze the network act v t es of
the mal c ous software, the malware analyst must have a
tool n her/h s toolbox that can analyze network act v t es.
Below are some network analys s tools you can use.

CodcLivLY
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MALWARE ANALYST'S TOOLBOX

MALWARE ANALYST'S TOOLBOX

5) Others

Apart from the tools we have ment oned n our
art cle, there are many tools that you can use n
malware analys s and make your job eas er.

You can v ew fle, reg stry and process / thread events n
the operat ng system w th the procmon tool n
Sys nternals.

W th the autoruns tool n Sys nternals, you can see the
processes that w Il start automat cally n the operat ng
system. Malware often reg sters tself to start
automat cally n order to ensure ts permanence on the
system.

Each of the Sys nternals tools w Il make our job very easy
n malware analys s. For th s reason, we strongly
recommend add ng Sys nternals to your toolbox. We can
do many operat ons w th the tools n Sys nternals.

W th the Volat | ty tool, you can perform your forens cs
analys s on memory.

You can use tools such as Process Hacker, Process
Explorer to see and mon tor the processes runn ng on the
operat ng system.

Do not forget to take snapshots after nstall ng these tools
on the v rtual operat ng system that we have created for
malware analys s. After analys s, we w Il return to snapshot
aga n and return to the t me when all tools were nstalled.

CodELivLY
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WHICH APPROACH SHOULD YOU
CHOOSE WHEN ANALYZING
MALWARE?

If you work n the defens ve f eld, analyz ng
malware becomes part of your job.

In th s art cle, we w Il d scuss w th wh ch approaches
you can analyze malware and the advantages /
d sadvantages of these approaches to each other.

There are 2 d fferent approaches to analyz ng malware.

1.Stat c Analys s
2.Dynam c Analys s

What s Stat c Analys s?

It sthe approach of analyz ng mal c ous software by
reverse eng neer ng methods w thout runn ng them.

Generally, by decomp le / d sassemble the malware, each
step that the malware w Il execute s analyzed, hence the
behav or / capac ty of the malware can be analyzed.

File Edit Jump Search View Debugger Options Windows Help

£ H ® = 848 8 ) o A FFe X p 0O femoteGDBdebuggs [ » [E »
N P11 I il »
7] Functions window |§8) |88 [T DA view-A % (3] HexView-A 3¢ (A Structures 3 (7] Enums 3 <l Imports 3 (%) Exports 3
Function name loc CO00O3DE |oos mee loe_co0o4no 1oz COO04FE

7 reset DDE CME Rz, #oxl0 008 LDR R3, [R1].#4

o0& BCC loc_CO00404 R3, [RO].#4

1 - R3, R3,LSRES
R3, (RO, #=-3)
R3, R3,LSRES

R3, [RO,#-2]

7] _HEAP_SIZE

£l €_initialization

7] init_and_enable_MMU

R

1_-..1.._5r'\||.\ R3, R3, LSR#S
7 alaaxna R3, [RO,#-1]
i R2, R2, M
Line 10 of 17 .

ide_coooers

A Graph overview | @ ) L
¥

| ¥ ry
‘-@ 008 STMFD  SF1, (R4) |
- ooC SUR B2, R2, #0xl0 les COOD4BOD . les_COOO0320
e = 006 LDR R3, [R1].84 53'38 ADDS R2, RZ, B4
N 1 G086 STRH R3, [RO],H4 |08 LDWEQFD SPI. {RO,PC)
Q 008 MOV R3, R3, LSRELE
008 STRH R3, [RO,#-2]
%\‘__'J 908 SURS R2, R2, #4
—5 ¥ 008 BCS les CODO4BOD
0 ¢ sl

[E] Output window @B

Python
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WHICH APPROACH SHOULD YOU
CHOOSE WHEN ANALYZING
MALWARE?

Your dev ce w Il not be nfected as you do not run
mal c ous software n stat c analys s. (However, we d
recommend perform ng stat c analys s on your host
dev ce, t w il be more proper to do your analyss na
Vv rtual operat ng system.)

The nformat on exam ned dur ng the stat canalyss s as
follows.

1.P.E. (Portable Executable) Headers
2.Imported DLL's

3.Exported DLL's

4.Str ngs n b nary

5.CPU Instruct ons

You can obta n malware sample from blue team tra n ng
platform LetsDefend

What s Dynam c Analys s?

It sthe approach that exam nes the behav or of mal c ous
software on the system by runn ng t.

In dynam c analys s, appl cat ons that can exam ne

reg stry, f le, network and process events are nstalled n
the system, and the r behav or s exam ned by runn ng
mal c ous software.

Wh le do ng dynam c analys s, you should carefully
exam ne the follow ng events.

1.Network Connect ons
2.F le Events

3.Process Events

4.Reg stry Events

CodELivLY
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WHICH APPROACH SHOULD YOU
CHOOSE WHEN ANALYZING
MALWARE?

Stat c Analys s vs Dynam c Analys s

Wh ch approach to use when analyz ng malware
depends on the current c rcumstances. In cases

where you want to get fast results, you can choose
dynam c analys s, but we cannot say that the analyss s
complete w thout do ng both stat c and dynam c analys s.

It should also be noted that us ng only one approach may
not be suff c ent to analyze malware. Us ng both
approaches together w |l lead you to v ctory!

As a result, we cannot say that one approach s better than
another. Each has an advantage over each other n
d fferent cond t ons.

If you work as a Level 1-2 SOC analyst, you can usually take
act on by qu ckly obta n ng the address c2 w th the help of
dynam c analys s.

codELivLY

LEARN CYBERSECURITY




DYNAMIC ANALYSIS EXAMPLE
USING ANYRUN #1

You can take advantage of sandbox
serv ces/products to qu ckly analyze malware.

AnyRun s an nteract ve sandbox that you can use
when you want to analyze malware qu ckly.

AnyRun has opt ons for pa d or free use. If you want to
take advantage of t for free, all your analys s sv s ble to
others, therefore we do not recommend that you upload

f les that may conta n personal data to AnyRun. In

add t on, the free plan has restr ct ons such as usage t me.

How can we use AnyRun for our malware analys s, what
k nd of outputs we can get, let's exam ne t together.

Let's download the malware w th hash
80b51e872031a2befeb9a0al3e6fc480 to analyze v a
AbuseCH.

We have to cl ck on the "+" (New Task) button on the left
menu to upload the malware we downloaded.

CHOOSE OPERATING SYSTEM ENVIRONMENT

& Windows 7 APPLICATIONS HOT FIXES
11.09600.195.. 1
Microsoft Visual C++ 2013 %86 Additional Run.  12.0.21005
Microsoft Visual C++ 2013 Redistributable (x8..  12.0,30501.0
Pre-installed soft set complete Microsoft Visual C++ 2010 x86 Redistributabl__ 10.0.4021%
Google Chrome B6.0.4240.198
Edition ofusiiona Adabe Acrobat Reader DC 20.013.20064
Adabe Refresh Manager 180
QGA 21432
Microsoft Visual C++ 2008 Redistributable - x8._ 9.0.30729.6161
Microsoft MET Framework 4.5.2 4551209
Locale Microsoft Office Access Setup Metadata MUI .. 14.0.6029.1000

Auto-confinm UAC

Build

or
Privacy:
Public submission & Who has a link & Only me

NETWORK

HTTPS MITM prosy

1 traffic through (opti
ja TOR

Fastest geo ¥ | Choose OpenVPN config *
Temp directory

COodELIVLY
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DYNAMIC ANALYSIS EXAMPLE
USING ANYRUN #1

Let's upload the f le we want to analyze on the
screen that opens w th the help of the "Choose a
f le" button. After the f le s uploaded, we can
determ ne the parameters such as wh ch operat ng
system we want to run the malware and 32/64 b t of
operat ng system to use. After determ n ng these, we
open our sandbox w th the help of the "Run" button at the
bottom r ght of the screen that opens.

When our mach ne s turned on, we run the mal c ous
software we uploaded to see t'sactvtes.

Some malware stays dormant for a certa n per od of t me
before perform ng ts mal c ous act vt es, mak ng analys s
d ff cult. Let's allow t me for the malware to perform ts
actvtes,dur ng th st me, let's exam ne the AnyRun
nterface together.

MOVE YOUR MOUSE TO VIEW SCREENSHOTS

é@-}
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DYNAMIC ANALYSIS EXAMPLE
USING ANYRUN #1

1.From th s area, you can use the operat ng system
nteract vely.

2.Here s al st of processes n th s sect on. From here,
you can eas ly see wh ch ch Idprocesses the malware
you run has.

3.In th s area there s network and f les events.

4.Th s sect on conta ns deta Is of the process.

Let's exam ne these outputs.

F rst, let's exam ne the process events of the malware n
the sect on marked "2" n the mage above.

Processes

WinRAR.exe "C:\Users\admin\AppData\Local\Temp\708e198608b5...
1k 438 106

708e198608b5b463224c3fh77fcf708b845d0c7b5dbec6e9cab... PE
756 65 146

schiasks.exe /Create /TN "Updates\neHneiobyhcrJJ®” /XML "C\...

88 0 46

708e198608b5b463224c3fb77fcf708b845d0c7b5dbc6es... | PE

agenttesla 81

codELivLY
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DYNAMIC ANALYSIS EXAMPLE
USING ANYRUN #1

The malware we run manually seems to have created 2
ch Id processes. One of them s schtasks.exe, wh ch s run
to ensure pers stence on the system by creat ng a
schedule task and the other s the process spec f ed as
"AgentTesla" malware by AnyRun.

When we cl ck on Processes, nformat on about th s
process s d splayed n panel number 4. Let's exam ne the
deta Is of all processes respect vely.

S nce the process named "W nRAR.exe" s created when
we extract the malware from the arch ve f le to run t, we
w Il not exam ne th s process.

When we cl ck on the process w th ID 2680, nformat on
about th s process s | sted on panel humber 4.

Processes

WinRAR.exe "C:\Users\admin\AppData\Local\Temp\708e198608b...
1k 438 106

708e198608b5b463224c3fb77fcf708b845d0c7b5dbc6edcab.. PE

£ 756 65 146

Process details ID 2680

708e198608b5b463224c3fb77fcf708...

100

ouUT OF 100

duler to run other applications

opped or rewritten from another process

H Info 1

Manual e tion by user

cCodeLivLY

LEARN CYBERSECURITY



DYNAMIC ANALYSIS EXAMPLE
USING ANYRUN #1

W th the "More Info" button on th s panel, a page w th
deta led nformat on about the process s opened. When
we want to reach deta led nformat on, we can use th s
sect on.

When the process nformat on w th 2680 ID s exam ned,
the malware:

« Uses Task Scheduler,

o« Wr tes a program to the f le system wh ch comp le
t me s too old,

e Wr tes many f les to the user d rectory

Processes

756 65 146

schtasks.exe /Create /TN "Updates\neHneiobyhcrJJ® /XML "C:...
88 0 46

708e198608b5b463224¢c3fb77fcf708b845d0c7b5dbecbe... | PE

Process de1.ails ID 2616 No verdict - X

10

schtasks.exe

Username: admin
OUT OF 100

Command line

s\neHneiobyherdJ"

= More Info

Danger
Loads the Task Scheduler COM API

codELivLY
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DYNAMIC ANALYSIS EXAMPLE
USING ANYRUN #1

When we exam ne the process w th ID 2616, we see that t
s schtasks.exe belong ng to Task Scheduler.

When we exam ne the "Command L ne" parameters, we
see that t creates a schedule task named
"Updates\neHne obyhcrlJ". The conf gurat ons for th s
schedule task are n the f le "tmp5383.tmp".

> tmp5383.tmp Z Submit to analysis W Download
A Dropped from process
2] Look up on VirusTotal

TrID - File |dentifier Hashes

Generic XML (ASCII)

PREVIEW EXIF

vailable>
10nlyIfNetworkAvailable>

OnIdleEnd=

[ExecutionTimelLimit>

"Author"=>

s\admin\AppData\Roaming\neHneiobyhcrJJ.exe</Command=>

When we exam ne the schedule task conf gurat on f le
named tmp5383.tmp, we see that the program named
"neHne obyhcrll.exe" w Il run.

CodELivLY
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DYNAMIC ANALYSIS EXAMPLE
USING ANYRUN #1

When we exam ne the process w th ID 3140:

« Th s malware s recogn zed by AnyRun as AgentTesla,
+ Steals credent als,
e Creat ng fles n the user d rectory

Connections
ol Rep PID Pro

When we exam ne the network connect ons made from
panel number 3, we see that malware connects to
smtp.godforeu.com.

W th the help of the button on the r ght of the panel, we
can exam ne the ncom ng/outgo ng data.

When the network act v t es of the malware are exam ned,
we f nd that malware exf Itrates data w th the SMTP
protocol.

If you want to exam ne, you can reach the analys s made

here. COdELivLY
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29 ADDRESSES TO ANALYZE
MALWARE FASTER

We constantly spend t me analyz ng malware. We have
| sted 29 addresses that can be useful for blue team
members to use t me more effect vely:

s Anlyz

e Any.run

« Comodo Valkyr e

e Cuckoo

« Hybrd Analyss

¢ Intezer Analyze

e SecondWr te Malware Deepv ew
+ Jevereg

+ |IObt Cloud

+ B naryGuard

« BtBlaze

e SandDro d

+ Joe Sandbox

« AMAaaS

+ IRIS-H

+ Gatewatcher Intell gence
« Hatch ng Tr age

¢ INnQuest Labs

+ Manalyzer

+ SandBlast Analys s

« SNDBOX

« frmware

o opswat

¢ Vrusade

+ Vrustotal

+« malware conf g

« malware hunter team
e Vrscan

o jott
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