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3 routers (Cisco 1941 with Cisco IOS Release 
15.4(3)M2 image with a Security Technology 
package license)

3 switches (Cisco 2960 )

3 PCs (Windows 7 or Windows 8.1)

Serial and Ethernet cables, as shown in the topology

Console cables to configure Cisco networking 
device
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This lab implemented by packet tracer 7.2.1



Topology
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Addressing Table

Default GatewaySubnet MaskIP AddressInterfaceDevice

…255.255.255.0192.168.1.1G 0/0

…255.255.255.25210.1.1.2S 0/0/0 (DCE)

…255.255.255.0192.168.2.1G 0/0

…255.255.255.25210.1.1.1S 0/0/0

…255.255.255.25210.2.2.1S 0/0/1 (DCE)

…255.255.255.0192.168.3.1G 0/0

…255.255.255.25210.2.2.2S 0/0/1

192.168.1.1255.255.255.0192.168.1.3NIC

192.168.2.1
255.255.255.0192.168.2.3NIC

192.168.3.1
255.255.255.0192.168.3.3NIC

R1

R2

R3

PC-A

PC-B

PC-C



Objectives 

Part 1: Configure Basic Device Settings 

A. Configure interface IP addresses for each router

B. Configure the OSPF dynamic routing protocol

C. Configure PC host IP settings

D. Verify basic network connectivity

Part 2: Configure a Site-to-Site VPN Using Cisco IOS 

A. Planning and Preparing an IPsec Site-to-Site VPN

B. Configure IPsec VPN settings on R1 and R3

C. Verify IPsec VPN operation



Configure interface IP addresses

Part 1-A



Configure interface IP addresses for the R1 

 Config   t

 Int  G 0/0

 ip  add  192.168.1.1  255.255.255.0

 no  shut

 int  S 0/0/0

 clock rate  64000

 ip add  10.1.1.2  255.255.255.252

 no shut

G 0/0

R1

192.168.1.0/24

.1

.2



Configure interface IP addresses for the R2 

R2
.1 .1

.1 G 0/0

 Config   t

 Int  G 0/0

 ip  add  192.168.2.1  255.255.255.0

 no  shut

 int  S 0/0/0

 ip add  10.1.1.1  255.255.255.252

 no shut

 int  S 0/0/1

 clock  rate  64000

 ip add  10.2.2.1  255.255.255.252

 no  shut

192.168.2.0/24



Configure interface IP addresses for the R3 

 Config   t

 Int  G 0/0

 ip  add  192.168.3.1  255.255.255.0

 no  shut

 int  S 0/0/1

 ip add  10.2.2.2  255.255.255.252

 no shut

R3

192.168.3.0/24

.1

.2

G 0/0



Configure the OSPF dynamic routing protocol

Part 1-B



 R1(config)# router ospf 101

 R1(config-router)# network 192.168.1.0 0.0.0.255  area 0

 R1(config-router)# network 10.1.1.0 0.0.0.3  area 0

 R2(config)# router ospf 101

 R2(config-router)# network 10.1.1.0 0.0.0.3 area 0

 R2(config-router)# network 10.2.2.0  0.0.0.3 area 0

 R2(config-router)# network 192.168.2.0 0.0.0.255 area 0

 R3(config)# router ospf 101

 R3(config-router)# network 192.168.3.0 0.0.0.255 area 0

 R3(config-router)# network 10.2.2.0  0.0.0.3 area 0

On R1, use the following commands:

On R2, use the following commands:

On R3, use the following commands:

R1

R2

R3



Configure PC host IP settings

Part 1-C



 IP : 192.168.1.3

 SM : 255.255.255.0

 DG : 192.168.1.1

 IP : 192.168.2.3

 SM : 255.255.255.0

 DG : 192.168.2.1

 IP : 192.168.3.3

 SM : 255.255.255.0

 DG : 192.168.3.1

PC-A

PC-C

PC-B



Verify basic network connectivity

Part 1-D



 Ping from R1 to the R3 G 0/0 interface at IP address 192.168.3.1. 

 If the pings are unsuccessful, troubleshoot the basic device configurations before continuing. 

R1 R3

 Ping from PC-A on the R1 LAN to PC-C on the R3 LAN. 

 If the pings are unsuccessful, troubleshoot the basic device configurations before continuing

1

2

PC-A PC-C

PC-A:\> ping 192.168.3.3

R1# ping 192.168.3.1



Planning and Preparing an IPsec Site-to-Site VPN

Part 2-A



Ensure that all ACLs in the IPsec VPN network 
path are compatible with IPsec

Planning IKEv1 Phase 2 (IPsec SA policy)

Planning IKEv1 Phase 1 (ISAKMP SA policy)

Identify a customer’s needs for VPN services1
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Identify a customer’s needs for VPN services and plan out the 
details to implement the VPN

R1

Site-A

R3

Site-B

Internet

IPsec 
VPN Tunnel

192.168.1.0/24 192.168.3.0/24

 The customer has asked us for a recommendation to allow file services between 

the two offices that can be done securely.

 The customer also wants to ensure that the data as it is being sent over the 
networks does not become altered or corrupted in transit

1



Ensure that all ACLs in the IPsec VPN network path are 
compatible with IPsec

 The first step in configuring Cisco IOS ISAKMP is to ensure that existing ACLs 

on  perimeter routers, firewalls, or other devices do not block IPsec traffic. 

 permit protocol 50 (ESP), protocol 51 (AH), and UDP port 500 (ISAKMP) 

traffic. They also would permit UDP port 4500 (non500-isakmp). This is used 

by NAT-T, which is a commonly implemented extension to IKE and has 

been incorporated into IKEv2. NAT-T facilitates VPN through intermediate 
devices that perform Port Address Translation (PAT).

2



There are two phases in every IKE negotiation

IKE 
Phase 1 

IKE 
Phase 2 

IPsec

VPN

 used only as a management tunnel so that the 

two routers can securely communicate with each 
other directly .

 used to protect the end-user packets as 

those packets cross untrusted networks 
between the VPN peers.



Phase 1 and 2 Key Negotiation

R1 R3

IPsec 
VPN Tunnel

Negotiate IKE

Policy1
Negotiate IKE

Policy

2

3

DH Key Exchange DH Key Exchange

Verify the Peer

Identity

Verify the Peer

Identity

1. Encryption

2. Hash algorithm

3. Diffie-Hellman

4. Peer Auth..

5. SA lifetime

1. Encryption

2. Hash algorithm

3. Diffie-Hellman

4. Peer Auth..

5. SA lifetime

Negotiate IPsec
Policy

Phase 1 

Phase 2 
Negotiate IPsec

Policy



ISAKMP Phase 1 Policy Parameters

Parameters

ISAKMPISAKMP
Key Distribution Method 

Manual or ISAKMP

AES 256 AES 256 
Encryption Algorithm

DES, 3DES, or AES

SHA-1SHA-1
Hash Algorithm

MD5 or SHA-1

pre-sharepre-share
Authentication Method 
Pre-shared keys or RSA

DH 5DH 5
Group # for DH 

key exchange
DH Group 1, 2, or 5 

8640086400
IKE SA Lifetime

86400 seconds or less

cisco123cisco123ISAKMP Key

R1 R3

 Note: Bolded parameters are defaults Only unbolded parameters have to be explicitly configured

3



IPsec Phase 2 Policy Parameters

Parameters

VPN-SETVPN-SETTransform Set Name

esp-aesesp-aesESP Transform Encryption

esp-sha-hmacesp-sha-hmacESP Transform Authentication

10.1.1.210.2.2.2Peer IP Address 

access-list 110 (source 

192.168.3.0 dest 
192.168.1.0)

access-list 110 (source 

192.168.1.0 dest 
192.168.3.0)

Traffic to be Encrypted

VPN-MAPVPN-MAPCrypto Map Name

ipsec-isakmp ipsec-isakmp SA Establishment 

R1 R3

4



Configure IPsec VPN settings on R1 and R3

Part 2-B



R1 

1

2

3

4

Enable the Security Technology package

Identify interesting traffic on Router

Configure the IKE Phase 1 ISAKMP policy

Configure the IKE Phase 2 IPsec policy

Configure the crypto map5

Configure IPsec VPN settings on R1 



Enable the Security Technology package

 On R1, issue the show version command to view the Security Technology package 

license information.

 If the Security Technology package has not been enabled, use the following command 

to enable the package.

 R1(config)# license boot module c1900 technology-package securityk9

 Accept the end-user license agreement.(type yes)

 Save the running-config 

 reload the router to enable the security license.

 Verify that the Security Technology package has been enabled by using the show 
version command

1



view the Security Technology package

 show version



Identify interesting traffic on R1.

 Configure ACL 110 to identify the traffic from the LAN on R1 to the LAN on R3 as 

interesting. 

 This interesting traffic will trigger the IPsec VPN to be implemented when there is traffic 

between the R1 to R3 LANs.

 All other traffic sourced from the LANs will not be encrypted. Because of the implicit 

deny all, there is no need to configure a deny ip any statement.

 R1(config)# access-list 110  permit  ip  192.168.1.0  0.0.0.255 192.168.3.0   0.0.0.255

2

R1 R3

Source

192.168.1.0

Destination

192.168.3.0

interesting traffic 



Configure the IKE Phase 1 ISAKMP policy

 Configure the crypto ISAKMP policy 10 properties on R1 along with the shared crypto key 

cisco123 .

 Refer to the ISAKMP Phase 1 table for the specific parameters to configure. Default 

values do not have to be configured. Therefore, only the encryption method, key 

exchange method, and DH method must be configured.

 Note: The highest DH group currently supported by Packet Tracer is group 5. 

In a production network, you would configure at least DH 14.

R1(config)# crypto isakmp policy 10

R1(config-isakmp)# encryption aes 256

R1(config-isakmp)# authentication pre-share

R1(config-isakmp)# group 5

3



Configure the pre-shared key (PSK)

 The PSK allow the VPN peers to authentication each other

R1(config)# crypto isakmp key cisco123 address 10.2.2.2

PSK IP of the Outside Interface of the VPN peer (R3)

R3



Configure the IKE Phase 2 IPsec policy

 The set of encryption and hashing algorithm that will used to transform data sent through 

the IPsec Tunnel. This is called the transorm set.

R1(config)# crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

4

The Name of Transorm Set

Encryption algorithm

Hashing algorithm



Configure the crypto map 

 Create the crypto map VPN-MAP that binds all of the Phase 2 parameters together. Use 

sequence number 10 and identify it as an ipsec-isakmp map.

R1(config)# crypto map VPN-MAP 10 ipsec-isakmp

R1(config-crypto-map)# description VPN connection to R3

R1(config-crypto-map)# set peer 10.2.2.2

R1(config-crypto-map)# set transform-set VPN-SET

R1(config-crypto-map)# match address 110

5

R3

crypto ACL
Which specfies which traffic

should be protected by Ipsec

(interesting traffic)



Apply the crypto map on the outgoing interface

 Bind the VPN-MAP crypto map to the outgoing Serial 0/0/0 interface.

R1(config)# interface s0/0/0

R1(config-if)# crypto map VPN-MAP

R1



R3 

1

2

3

4

Enable the Security Technology package

Identify interesting traffic on Router

Configure the IKE Phase 1 ISAKMP policy

Configure the IKE Phase 2 IPsec policy

Configure the crypto map5

Configure IPsec VPN settings on R3 



Enable the Security Technology package

 On R3, issue the show version command to view the Security Technology package 

license information.

 If the Security Technology package has not been enabled, use the following command 

to enable the package.

 R3(config)# license boot module c1900 technology-package securityk9

 Accept the end-user license agreement.(type yes)

 Save the running-config 

 reload the router to enable the security license.

 Verify that the Security Technology package has been enabled by using the show 
version command

1



view the Security Technology package

 show version



Identify interesting traffic on R1

 Configure ACL 110 to identify the traffic from the LAN on R3 to the LAN on R1 as 

interesting. 

 This interesting traffic will trigger the IPsec VPN to be implemented when there is traffic 

between the R3 to R1 LANs.

 All other traffic sourced from the LANs will not be encrypted. Because of the implicit 

deny all, there is no need to configure a deny ip any statement.

 R3(config)# access-list 110  permit  ip  192.168.3.0  0.0.0.255 192.168.1.0   0.0.0.255

2

R1 R3

Destination

192.168.1.0

Source

192.168.3.0

interesting traffic 



Configure the IKE Phase 1 ISAKMP policy

 Configure the crypto ISAKMP policy 10 properties on R3 along with the shared crypto key 

cisco123 .

 Refer to the ISAKMP Phase 1 table for the specific parameters to configure. Default 

values do not have to be configured. Therefore, only the encryption method, key 

exchange method, and DH method must be configured.

 Note: The highest DH group currently supported by Packet Tracer is group 5. 

In a production network, you would configure at least DH 14.

R3(config)# crypto isakmp policy 10

R3(config-isakmp)# encryption aes 256

R3(config-isakmp)# authentication pre-share

R3(config-isakmp)# group 5

3



Configure the pre-shared key (PSK)

 The PSK allow the VPN peers to authentication each other

R3(config)# crypto isakmp key cisco123 address 10.1.1.2

PSK IP of the Outside Interface of the VPN peer (R1)

R1



Configure the IKE Phase 2 IPsec policy

 The set of encryption and hashing algorithm that will used to transform data sent through 

the IPsec Tunnel. This is called the transorm set.

R3(config)# crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

4

The Name of Transorm Set

Encryption algorithm

Hashing algorithm



Configure the crypto map 

 Create the crypto map VPN-MAP that binds all of the Phase 2 parameters together. Use 

sequence number 10 and identify it as an ipsec-isakmp map.

R3(config)# crypto map VPN-MAP 10 ipsec-isakmp

R3(config-crypto-map)# description VPN connection to R1

R3(config-crypto-map)# set peer 10.1.1.2

R3(config-crypto-map)# set transform-set VPN-SET

R3(config-crypto-map)# match address 110

5

crypto ACL
Which specfies which traffic

should be protected by Ipsec

(interesting traffic)

R1



Apply the crypto map on the outgoing interface.

 Bind the VPN-MAP crypto map to the outgoing Serial 0/0/1 interface.

R3(config)# interface s0/0/1

R3(config-if)# crypto map VPN-MAP

R3



Verify the IPsec VPN

Part 2-C



Using show crypto ipsec sa command

1 Verify the tunnel prior to interesting traffic

Issue the show crypto ipsec sa command on R1. Notice that the number of 
packets encapsulated, encrypted, decapsulated, and decrypted are all set to 0

R1

R1# show crypto ipsec sa



2 Create interesting traffic

Ping PC-C from PC-A

PC-A

192.168.1.3

PC-C

192.168.3.3

ICMP



3 Verify the tunnel after interesting traffic

On R1, re-issue the show crypto ipsec sa command. Notice that the number of packets is 
more than 0, which indicates that the IPsec VPN tunnel is working

R1# show crypto ipsec sa



4 Create uninteresting traffic

Ping PC-B from PC-A

PC-A

192.168.1.3

PC-B

192.168.2.3

ICMP



5 Verify the tunnel after uninteresting traffic

On R1, re-issue the show crypto ipsec sa command. Notice that the number of packets has 
not changed, which verifies that uninteresting traffic is not encrypted.

R1# show crypto ipsec sa



I hope you will have to 
understand and enjoy

By Eng. Ala’aldin  Sweilem

Network Trainer

Alaswelm2013@gmail.com

The End

With all respect and appreciation to you


