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INTRODUCTION 

Connecting the Dots 

 Whenever someone mentions the discipline of intelligence, there is always 
a discussion of connecting the dots, which is part of what an analyst  does. 
However, without the  collector,  there will not be any dots. Now consider 
that the dots are not always what they appear to be, nor are they static. 
Unlike those diagrams that we all completed as children when we were 
learning our numbers and letters, these dots move, change shape, change 
color, conflict with other dots that may change color, and sometimes dis-
appear, then reappear in a different location. As children we were never 
confronted with two or three dots that had the same number or completed 
different figures. As the saying goes, “We are not in Kansas any more.” 

 Providing homeland security is about identifying, collecting, interpret-
ing, analyzing, communicating, and using the dots to create intelligence 
that can be used by strategists, policy makers, and military/security/ 
police forces and leaders. We know that the post-9/11 years do not 
represent our first foray into intelligence. Nor did it start in 1947 after 
World War II with the creation of the Central Intelligence Agency and 
the  Department of Defense. For the United States, it goes as far back as 
our colonial days and our War of Independence, when we severed our 
relationship with Great Britain. George Washington was a strong believer 
in an intelligence program, and the results are obvious. Over the years, 
there have been highs and lows regarding our intelligence operations. 
While we have had many successes, we seem to remember those failures. 
There are two that stand out. The first was on December 7, 1941, in Pearl 
Harbor, and our most recent and significant failure was on 9/11 at the 
World Trade Center and Pentagon. 



2 Homeland Security and Intelligence

 The collection and use of intelligence is as old as man. Some say 
that if only Adam had been more aware of the clues and connected the 
long string of dots, he would have seen the enemy slithering through 
the branches of that foreboding fruit tree. Were there clues? Were there 
changes in Eve’s behavioral patterns that should have been noticed? 
Was there something different in the way she was looking at him and 
 acting? What about that fig leaf that she was wearing? And what about 
that apple? The enemy is still out there. His form may change, but the 
destruction of peaceful society is still on his list. The methods have also 
changed. But the endgame remains the same. Over 2,000 years ago, Sun 
Tsu wrote about the art of war, discussing asymmetrical conflict and the 
use of spies and intelligence. Many of his rules still apply today. Many 
of the terrorists at home and abroad have read his book, and they have 
also found it useful. 

 The history and use of intelligence, whether political, military, or pro-
prietary, is far too vast and complicated for one book. We have brought 
together a diverse group of authors, who are practitioners and educators, 
and who discuss intelligence in the United States and abroad, and the role 
that it plays in maintaining homeland security. The chapters are written for 
those who are new to the subject, as well for those who are working in the 
field. The writers take the reader through a short history on  intelligence in 
America and an explanation of the new structure of the intelligence com-
munity in the post-9/11 world. The last section of the book will challenge 
the reader to take a critical view of the new homeland security initiatives. 
While we study intelligence, we also need to consider counterintelligence. 
Just as we all seek to identify and connect the dots, those who seek to do 
us harm will do the same thing. Part of our intelligence process is to be 
involved in counterintelligence, to lead the enemy in another direction 
by providing those misdirecting dots. Bear in mind that the misdirection 
works both ways. A good intelligence program is able to find the gold, to 
determine what is actually going to happen. A very significant piece of 
counterintelligence related to the misdirection during World War II was 
regarding the Allied invasion of Normandy, France. The Allied forces had 
broken the Axis codes and captured an enigma code machine. By provid-
ing misdirection, they ensured that the Axis forces were sent to the wrong 
locations, and the Allies were able to land and retake Western Europe. It 
was the connection of the wrong dots that facilitated the end of the war 
in Europe. 

 We will also look at how other nations approach homeland security, 
although most countries refer to this as  national defense.  It is important to 
note that from 1947 to 2001, there were only minor changes in the struc-
ture of the U.S. government and the national intelligence  community 
( IC). After September 11, 2001, there were significant changes both to 
the structure of the IC and the government. There were also significant 
 additions to the laws and tools that were available for use by  government 
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forces in fighting terrorists and others who sought to challenge free 
nations. 

 The authors were each asked to contribute a new writing. Each  chapter 
reflects the opinions and findings of the authors and not the organiza-
tions with which they may be associated. Each contributor was given 
a free hand to write from his or her knowledge, experience, and heart 
 regarding homeland security and intelligence. The only changes that 
were made reflect editorial efforts to maintain the size of each seg-
ment; there were no changes to the contributors’ perspectives or their 
conclusions. 

 This book was written to  inform  the reader about changes in home-
land security intelligence; explain  the new structure of the IC; and let the 
reader, along with the contributing authors,  question  the effectiveness of 
the new intelligence processes. 

 As you will see, not every pass in this game has resulted in a touch-
down, but we still have the ball, and we still have the lead. Effective 
intelligence collection and analysis will provide a reliable footing for 
homeland security. Freedom will prevail. 
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PART I 

History and the Process 
of Intelligence 

 In this part, the authors review the history of intelligence, the structure of 
the intelligence community, and the fundamentals of intelligence. It con-
cludes with a review of how the intelligence process works, followed by a 
case study of the events of 9/11. 

 CHAPTER 1: A HISTORY OF U.S. INTELLIGENCE 

 While the United States is a relative newcomer to the world of intel-
ligence activities, it has advanced quickly. This has to do largely with 
the fact that for much of its history, the United States enjoyed relative 
isolation from the threat of foreign powers and was able to concentrate 
 primarily on westward expansion and internal development. This does 
not mean that intelligence was completely ignored. During the Revolu-
tionary War, George Washington served as an effective spymaster, and the 
Civil War saw the use of many forms of intelligence gathering, includ-
ing aerial  reconnaissance. Although the army and navy each had intel-
ligence agencies in place by the end of the 19th century, there seemed to 
be no need for a national intelligence agency. World War I brought some 
tentative steps into intelligence and counterintelligence operations, but it 
was not until World War II that the United States intensified its intelli-
gence efforts. The author notes that it was the onset of the cold war that 
finally led to the  creation of a federal intelligence organization, the Central 
 Intelligence Agency (CIA), along with other agencies over the following 
decades.  Intelligence activities were critical to winning the cold war, and 
there is no longer any doubt about the need for a national intelligence 
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community (IC) to help guard the nation’s security. However, today’s IC 
faces many challenges as it seeks to produce accurate assessments for our 
nation’s leaders and policy makers. 

 CHAPTER 2: A BRIEF LOOK AT THE 
INTELLIGENCE COMMUNITY 

 The author presents a brief look at the IC in a post-9/11 environment. 
The IC is composed of 17 entities; some are parts of a larger organiza-
tion, such as the Department of Homeland Security (DHS), and others are 
independent agencies, like the Drug Enforcement Administration (DEA). 
The lead organization is the newly created Office of the National Director 
of Intelligence (ODNI). This overview is not intended to make the reader 
an expert in the structure and operations of each entity, but to provide the 
reader with an understanding of exactly what is the IC. This is particu-
larly relevant as one problem the pre-9/11 IC faced was its inability to 
effectively communicate with other organizations, including those at the 
federal, state, local, and tribal levels. 

 CHAPTER 3: INTELLIGENCE FUNDAMENTALS 

 The author makes the case that too little attention has been given to 
what the U.S. intelligence needs will be in the next decades. What kind 
of world will we live in? What kinds of threats and challenges are we 
likely to face? What can intelligence do to help the United States defend 
its open society? Given the current world security situation, it is timely 
to reissue Shakespeare’s “warnings and portents of evils imminent” as 
well as to assist in dealing with them. The author is firm in his belief 
that intelligence must be dedicated to following evidence regarding for-
eign threats, whatever the direction, even if this leads to a refutation of 
 accepted doctrines. The IC must collect and analyze data on all parts of the 
world, with primary emphasis on flash points and potential  crisis areas. 
Advanced, sophisticated intelligence hardware — coupled to the most 
professional and powerful minds available in the country — is crucial 
to identifying future threats. The author advises that what is required is 
penetrating national intelligence and that no degree of conformity will 
allow such errors as the United States has suffered in the past. 

 CHAPTER 4: INTELLIGENCE ANALYSIS—A 9/11 
CASE STUDY 

 In this chapter, the author labels the changes to intelligence analysis 
procedures in the post-9/11 years as revolutionary. Prior to 9/11, the main 
analytic approach to political-military intelligence, which includes terror-
ism analyses, was “unaided judgment”; this was based on the reasoned 
opinions of analysts experienced and well read in the subject. Today, the 
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IC employs a more formal analytic approach grounded in critical-thinking 
skills and structured analysis techniques. This makes today’s intelligence 
analysis more science than opinion. This chapter provides a counterfac-
tual case study of the 9/11 terrorism attacks on the United States, which 
reveals that if today’s critical-thinking skills and structured analysis tech-
niques had been used prior to 9/11, those catastrophic attacks would 
likely have been prevented. 



1

A History of U.S. Intelligence 
Gregory Moore 

 The experience of the United States with an established intelligence 
 organization is relatively brief. Other major powers have had a much 
longer history of utilizing intelligence as a key component of their 
 national  security. Russian intelligence dates back to the time of Ivan the 
 Terrible (1533 –1584). English intelligence had its origins during the reign 
of  Elizabeth I (1558 –1603), and during the Thirty Years’ War, Cardinal 
 Richlieu, who guided French policy (1624 –1642), was instrumental in 
establishing French intelligence. While intelligence played a significant 
role for the American cause in the Revolutionary War, it was not until 
the onset of World War II and the cold war that followed that the United 
States began to establish a formal intelligence community (IC). 1  For more 
than a  century and a half, little attention was paid to intelligence gathering 
or analysis other than during wartime emergencies. Because the United 
States faced few legitimate threats from beyond its borders, the need to 
monitor the activities of other nations seemed to be of little necessity. 

 Through the beginning of the 20th century, the United States was 
focused primarily on westward expansion and internal development, 
and this may have further lessened any interest in establishing a formal 
intelligence process. Ironically, in his Farewell Address, George Wash-
ington, who understood and valued the importance of intelligence, had 
counseled the nation to avoid becoming involved in Europe’s quarrels. 
Washington’s advice became institutionalized as  isolationism,  whereby 
the United States sought to avoid entanglement in Europe’s affairs and 
conflicts. If, beyond commercial relations, America intended to have as 
little to do with Europe as possible, then there seemed to be little need 
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for a formal  intelligence-gathering organization. As a nation conceived 
upon principles of liberty and freedom, there was also a sense that 
America represented a set of higher ethical and moral standards in the 
world. By refusing to engage in peacetime spying upon other countries, 
the United States was rejecting the self-serving and immoral practices 
of European diplomacy. 2  This does not mean, however, that the United 
States ignored intelligence completely. Intelligence activities that took 
place in the years leading up to the American Revolution were vital to 
winning independence and have been part of the government’s function 
ever since. 

 INTELLIGENCE AND THE REVOLUTIONARY WAR 

 Passage of the Stamp Act in 1765 galvanized a protest campaign against 
the new law among the population of England’s colonies in North  America, 
especially around Boston and New York. Under the leadership of Samuel 
Adams and others, the Sons of Liberty became the vehicle through which 
an effective campaign of propaganda and street violence in opposition to 
the Stamp Act was carried out. When England repealed the Stamp Act the 
next year, the leaders of the Sons of Liberty recognized that they had won 
a significant victory. Parliament’s enactment of the Townshend Acts pro-
vided the movement with an opportunity to increase its efforts, and over 
the next few years, the Sons of Liberty emerged as an important political 
force in the northern colonies. The level of violence and harassment of 
British officials and Loyalists increased so that Great Britain was eventu-
ally forced to station troops in Boston, which had become the center of 
much of the upheaval. This served only to increase tensions and culmi-
nated in the Boston Massacre in March 1770. Although the British soldiers 
involved in the incident were eventually acquitted, Adams was able to 
score a significant propaganda victory by creating a public perception of 
British responsibility for the killings through a series of newspaper arti-
cles in the Boston Gazette.  Anti-British activities continued with increased 
 propaganda and other activities. 

 In 1774 the Sons of Liberty created an intelligence organization known 
as the Mechanics. Under the leadership of Paul Revere, the  Mechanics 
were to monitor the activities of British troops in Boston. Ultimately, 
they were able to develop sources within the administration of General 
Thomas Gage, the royal governor of Massachusetts, and once the Revo-
lution began, some of the Mechanics would serve as intelligence agents 
operating behind British lines. The Mechanics were able to learn about 
British plots against Adams and other radicals and to facilitate the re-
moval of military stores from British and colonial forts and installations. 
It was their discovery of Gage’s intention to seize the stores of gunpow-
der and weapons the Sons of Liberty had stored in Concord that brought 
about the battle that launched the American Revolution. Adams and the 
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other leaders of the movement that led to an open break with Great Britain 
were able to carry out a successful series of covert operations that helped 
motivate many influential leaders in the colonies that independence was 
preferable to remaining a part of the British Empire. 3

 The importance of intelligence to the American Revolution was 
 understood by the Second Continental Congress. The Committee of Secret 
Correspondence was created in November 1775 to gather foreign intelli-
gence. In a letter to one of its correspondents, Arthur Lee, then residing in 
London, the Committee wrote: 

 It would be agreeable to Congress to know the disposition of foreign powers 
 towards us, and we hope this object will engage your attention. We need not hint 
that great circumspection and impenetrable secrecy are necessary. 4

 It was Washington, however, who took intelligence to the next level dur-
ing the Revolution. Washington not only valued the importance of intel-
ligence usage but was also actively involved in the process of intelligence 
gathering. He understood the importance of secrecy in order for intelli-
gence operations to have any chance for success. Writing to one of his 
officers, Washington emphasized: 

 The necessity of procuring good intelligence is apparent & need not be further 
urged—All that remains for me to add is that you keep the whole matter as secret 
as possible. For upon Secrecy, success depends in most Enterprizes of the kind & 
for want of it, they are generally defeated, no matter how well planned. 5

 Throughout his command of the Continental army, Washington actively 
recruited agents (who were usually sworn to secrecy), organized and ran 
spy rings, and was often involved in tradecraft, including the use of codes 
and disappearing inks. He oversaw “deceit and deception” operations 
against the British and acted as his own analyst of the raw intelligence that 
he received. Washington was a demanding spymaster, often cajoling his 
intelligencers,  as he referred to them, to find faster and better ways of com-
municating with him and even instructing them on the finer points of this 
tradecraft. Washington found it difficult to keep track of the many agents 
he had in the field. Although he did delegate some oversight to his aides, 
he was reluctant to do so in part because he had very few professional staff 
officers. His most successful operation may have been the Culper Ring, 
which gathered intelligence in British-occupied New York City. Wash-
ington’s ability to provide the British with false information forestalled a 
British attack on French forces in Newport, and British dispatches inter-
cepted by his agents were critical to the American victory at Yorktown. 
A schoolteacher from Boston, James Lovell, was instrumental in decrypt-
ing those documents and is now remembered as the “father of  American 
cryptanalysis.”6  Overall, Washington’s grasp and use of intelligence was 
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generally superior to that of the British, and his efforts undoubtedly 
 contributed significantly to the success of the American Revolution. 

 When he became the nation’s first president, Washington brought his 
 enthusiasm for intelligence with him. He took personal responsibility for 
the conduct of foreign intelligence, thereby creating the precedent of  having 
the executive branch of the government oversee the intelligence function. In 
his first State of the Union message to Congress in January 1790, Washing-
ton asked for funding to conduct intelligence  operations. Congress even-
tually authorized $40,000 for intelligence activities when it established the 
Contingent Fund of Foreign Intercourse (which became known as the Secret 
Service Fund) in July. By the third year of the fund’s existence, the appro-
priation of funds had grown to a million dollars, which was approximately 
12 percent of the government’s budget. No funding appropriation for intel-
ligence since then has come close to that percentage. (The 2007 budget of 
$43.5 billion represents about 1.6% of the federal budget, the same percent-
age as in 1999.) 7

 Washington used the money for a variety of purposes, not all of which 
were related to intelligence. The fund was tapped for the payment of bribes 
to foreign officials and for ransoming American hostages from the Barbary 
pirates. Although he was required to certify what amounts of money he 
spent, Congress did not require Washington to reveal the purpose of each 
expenditure or to whom he was paying the money; this, too, established a 
precedent. Although Congress challenged the practice in 1846, President 
Polk refused to release more detailed information, claiming the right to 
protect sources for purposes of national security. And when the CIA was 
established in 1949, the director of central intelligence was given similar 
authority. 8

 AN INTELLIGENCE FAILURE 

 After Washington, a long list of succeeding presidents tended to pay 
less attention to intelligence. Jefferson’s authorization of the Lewis and 
Clark expedition might be viewed as an intelligence-gathering mission, 
since it was not clear exactly how much land the United States had pur-
chased from France or what the geography was like. The War of 1812 saw 
a number of intelligence failures, including an act of British deception 
that forestalled an invasion of Canada, and the failure to discover that 
British forces were moving on the capital until they were only 16 miles 
away. The secretary of war had been certain the enemy would not attack 
Washington, and poor military intelligence reflected his view. Fortunately, 
President Madison and Mrs. Madison were able to flee the capital be-
fore British soldiers occupied the White House, which they looted and 
burned.9  This debacle, however, did not lead to the creation of a perma-
nent intelligence service, and succeeding presidents to the Civil War seem 
to have given  intelligence little thought, other than to send individuals on 
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secret missions from time to time. During the Mexican War, President Polk 
 authorized funding for the Mexican Spy Company, which was composed 
of a Mexican outlaw gang. Paid $16,000 for their services, the gang pro-
vided intelligence from behind enemy lines about Mexican defenses. 10

 INTELLIGENCE REVIVAL AND THE CIVIL WAR 

 The Civil War restored intelligence activities to prominence. Although 
both sides built intelligence services, the North relied on a more decen-
tralized intelligence-gathering process as each Union general tended to 
consider intelligence gathering a task for their individual commands. 
Allen Pinkerton, the self-styled “Chief of the United States Secret Service” 
actually worked just for General George B. McClellan, commander of the 
Army of the Potomac. Pinkerton collected intelligence only for McClellan 
and not the Union. Similarly, Lafayette C. Baker carried out counterintel-
ligence operations and oversaw security for the commander in chief of the 
U.S. Army, General Winfield Scott. The level of decentralization was so 
great that President Abraham Lincoln hired his own agent and received 
intelligence reports from him. 11

 The Confederates focused much of their intelligence activities on 
Washington, D.C. The capital was filled with Southern sympathizers, and 
recruiting agents was not difficult. A branch of the Confederate Signal 
Corps, the Secret Service Bureau oversaw the movement of Confederate 
agents in and out of the North and forwarded messages from the Confed-
erate government in Richmond to contacts in Europe and Canada. Con-
federate forces also relied heavily on scouts, usually cavalry units that 
rode behind enemy lines in uniform on reconnaissance missions. If these 
units were captured by Northern forces, they were treated as soldiers and 
prisoners of war. Other riders carrying out similar missions that were not 
in uniform, such as Coleman’s Scouts, were treated as spies when they 
were captured by Union forces. 12

 Both sides were greatly interested in what today is called open source 
intelligence (OSINT). The Confederate Secret Service Bureau was charged 
with obtaining Northern newspapers. The Union was equally eager to 
 obtain Southern papers. It is possible that the South may have benefited 
more from this source of intelligence as there were more newspapers being 
published in the North than in the South. With far fewer paper mills than 
the North had, the South was constantly short of newsprint. President 
Abraham Lincoln followed Northern intelligence activities avidly and 
would complain when he felt Southern press reports were not arriving 
swiftly enough. Ironically, each side complained that its own press was 
providing intelligence to the other side. 13

 While both sides utilized traditional elements of  intelligence —  
espionage, covert activities, and cryptology — new methods appeared. 
Aerial  reconnaissance made its debut on June 18, 1861, when Thaddeus S. 
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Lowe demonstrated the potential of balloons for this purpose. Lowe sent 
a telegraph directly from his aerial platform to President Lincoln, thereby 
becoming the first to send an electrical message from an aircraft to the 
ground; he was the first to communicate with the president of the United 
States in this manner and the first to transmit reconnaissance data in real 
time from an aircraft. Lincoln was sufficiently impressed and supported 
the formation of the U.S. Army Balloon Corps two months later. Although 
balloon flights occurred frequently over the next two years, the cumber-
some process of moving the equipment necessary to support the recon-
naissance flights eventually led to the disbanding of the Balloon Corps 
in 1863. Nonetheless, the Balloon Corps did provide some intelligence of 
value, especially when a large concentration of Confederate troops were 
identified preparing to attack at Fair Oaks, Virginia. The Confederates 
also made some attempts at aerial reconnaissance, but a lack of resources 
for manufacturing and supporting balloons led them to abandon the at-
tempt. However, the Confederacy did learn to camouflage their camps in 
order to prevent Union balloonists from obtaining accurate observations 
of their strength. 14

 The telegraph also contributed to advances in intelligence gathering. 
The North used the telegraph to effectively link military commands with 
each other and with the War Department in Washington. The Confed-
eracy likewise relied heavily on the telegraph for field communications 
and as a link to Richmond. Both sides routinely encrypted their messages 
and worked hard to crack the other’s encryption systems. Code breaking 
was an intelligence activity that fascinated Lincoln, and he could often be 
found in the War Department’s telegraph office observing the work of its 
cryptanalysts. Union code breakers scored an impressive success when 
they deciphered messages that revealed the existence of a Confederate 
counterfeiting ring in New York City. Wiretapping of telegraph lines was 
done by both sides, although capturing enemy telegraph stations usually 
proved to be a more reliable for intercepting messages. In addition, false 
messages could be transmitted from a captured station. Each side also 
 utilized cipher disks for encoding telegrams. 15

 Possibly the most efficient intelligence agency established during the 
Civil War was the Bureau of Military Intelligence, formed by the new com-
mander of the Army of the Potomac, General Joseph “Fightin’ Joe” Hooker 
in January 1863. Hooker ordered his deputy provost marshal,  Colonel 
George H. Sharpe, to organize an intelligence unit. Sharpe performed 
 admirably, producing substantive reports from information gathered from 
a variety of sources, including agents, prisoners of war, Southern news-
papers, and even documents taken from corpses on battlefields. Hooker, 
however, failed to make effective use of the intelligence he received, and 
this contributed to his defeat at Chancellorsville. His replacement, General 
George G. Meade, made better use of Sharpe’s intelligence reports, as was 
evident at Gettysburg. In March 1864, Sharpe was made the intelligence 
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officer for General Ulysses S. Grant, the new commander in chief of the 
Union armies. From this point on, Sharpe provided intelligence to both 
Grant and Meade. Operating out of Grant’s headquarters at Point City, 
Virginia, Sharpe’s operation provided Grant with intelligence that played 
an important role in the success of the Wilderness campaign. Sharpe’s net-
work of agents extended into the Confederate capital at Richmond, and he 
gave them much of the credit for the success of the bureau. Grant claimed 
that Sharpe’s work allowed him to keep track of every Confederate move. 
The first really professional intelligence agency in America, the Bureau of 
Military Intelligence was disbanded shortly after the Civil War ended. 

 MILITARY INTELLIGENCE BRANCHES 

 Up to this point, the primary focus of intelligence activities had been 
to support military operations in wartime. The intelligence organi-
zations that were established up through the Civil War were not meant 
to be permanent ones and were quickly disbanded once the conflict for 
which they were needed came to an end. The 1880s saw the creation of 
the first permanent intelligence organization. Founded in March 1882 
within the Department of the Navy, the Office of Naval Intelligence 
(ONI) was tasked to gather intelligence on foreign navies during both 
war and peace. The impetus for the formation of the ONI was the War 
of the  Pacific (1879–1882), fought by Chile against Peru and Bolivia. 
While  introducing modern naval warfare to the Western Hemisphere, 
the conflict led to the disconcerting discovery that the Chilean navy was 
larger than that of the United States. This discovery, and concern about 
potential European meddling in Latin America and the Caribbean, led 
Congress to authorize the modernization of the American fleet. As part 
of this process, the ONI was organized and given an initial staff of four 
officers. Three years later, the establishment of the Military Intelligence 
Division (MID) authorized the Army to obtain foreign and domestic 
 intelligence for both itself and the Department of War. 16

 Theodore Roosevelt recognized the value of ONI during his tenure as 
assistant secretary of the navy and, later, as president. Roosevelt believed 
ONI could serve as a valuable tool in promoting his vision of an American 
fleet that would not only be the dominant force in the Western Hemisphere, 
but would be the means by which the United States could project its grow-
ing power throughout the world. As president, Roosevelt utilized covert 
action to help bring about Panamanian independence from Columbia in 
order to build the Panama Canal; he also politicized ONI assessments to 
justify American naval expansion. 17

 Intelligence activities were primarily focused on increasing the nation’s 
domestic intelligence capabilities. Charles Bonaparte, who served as Theo-
dore Roosevelt’s attorney general from 1905 to 1908, wanted to establish 
a group of special agents to investigate federal crimes. Up to this point, 
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the Department of Justice (DOJ) had relied on hiring private detectives or 
borrowing Secret Service agents to conduct investigations. This frustrated 
Bonaparte, who had no real control over investigations under his juris-
diction; Secret Service agents reported to the chief of the Secret  Service 
instead of the attorney general. When Congress enacted a law in May 
1908 prohibiting the DOJ from borrowing operatives from the Secret Ser-
vice, Bonaparte decided to build his own investigative department. With 
Roosevelt’s support, the attorney general appointed 34 special agents of 
the DOJ and ordered them to report to the department’s chief examiner. 
Before leaving the White House in March 1909, Roosevelt recommended 
that the agents become a permanent part of the DOJ. On March 16, 1909, 
the new attorney general, George Wickersham, named the unit the Bureau 
of Investigation (BOI). 18

 INTELLIGENCE AND WORLD WAR I 

 The United States was completely unprepared for the intelligence chal-
lenges that it would face in World War I. President Wilson did not seem 
to have realized that the nations of Europe all possessed secret services 
and routinely spied on one another. As a proponent of open diplomacy 
and transparency in foreign relations, Wilson could hardly conceive of an 
American intelligence service like those in England or Germany. 19  Once 
the war was underway, Germany initiated a massive effort of espionage, 
intrigue, and sabotage against the United States. Lacking a true national 
intelligence service, the nation’s ability to respond to the clandestine 
activities of German agents was severely limited. Further hampering 
American countermeasures was the lack of any federal laws prohibiting 
espionage or sabotage during peacetime. Any foreign-directed conspir-
acy that violated the laws of multiple jurisdictions had to be investigated 
by federal, state, and local operatives because no federal agency pos-
sessed either the authority or resources to conduct an investigation on 
its own. Coordinating these efforts was both time consuming and ineffi-
cient. Attorney General Thomas Watt Gregory believed the BOI should 
investigate only those issues covered directly by federal law. However, 
as the number of incidents of sabotage rose, Gregory began to lobby for 
stronger laws to combat saboteurs and spies. 20  The Secret Service felt 
less constrained by the lack of specific federal laws regarding foreign 
espionage and covert activities against the United States. Treasury Sec-
retary William G. McAdoo interpreted the Secret Service’s investigatory 
powers more broadly than the attorney general did and, with the sup-
port of President Wilson, authorized increased surveillance of German 
diplomatic personnel. As the war continued, a growing bureaucratic 
 rivalry over counterintelligence activities developed between the Secret 
Service and the BOI. The interagency conflict would continue until after 
the United States entered the war and was not fully resolved until 1918. 
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The BOI, which soon become the Federal Bureau of Investigation, was 
given the lead role in dealing with  intelligence threats within the nation’s 
borders. 21

 Covert activities carried out by Germany’s agents proved significant in 
alienating American public opinion against Germany. Numerous bomb-
ings of cargo ships, munitions factories, and warehouses occurred in 1916. 
The most spectacular of these acts of sabotage was the July explosion at 
Black Tom Island in New York Harbor. The explosion was the result of 
a fire that began on a pier where over a thousand tons of ammunition 
scheduled for shipment to Great Britain, France, and Russia was stored. 
The fire set off an explosion so powerful that it awoke people in Mary-
land and shattered windows in Times Square. Over a two-year period, 
more than 40 acts of sabotage were carried out against American facto-
ries and warehouses, and some four dozen cargo ships were sunk. While 
these  covert terrorist actions had no real impact on the Allied war effort or 
the American economy, they contributed to a growing anti-German senti-
ment among the American people as did the sinking of American ships by 
 German U-boats. 22

 Great Britain’s intelligence activities may have been far more important 
in bringing the United States into the war on the side of the Allied forces. 
The American government was poorly informed about German covert 
 operations in the United States; the British were far better informed. In 
1915, the British shared captured German documents that detailed ele-
ments of that nation’s covert offensive against the United States. While 
returning to Berlin for consultations, Captain Fritz von Rintelen, who had 
run a German sabotage operation while posing illegally as a Swiss na-
tional, was apprehended by the British navy. Intelligence gathered from 
Rintelen’s interrogation and passed on to American authorities revealed 
that German military attachés had also been involved in such operations. 
This led Wilson to order their expulsion. The British were able to search 
the luggage of one of the attachés, Fritz von Papen, and discovered docu-
ments that further confirmed his involvement in covert operations against 
the United States. 23

 Perhaps the most important contribution British intelligence made in 
bringing the United States into the war was the interception of a  German 
cable in January 1917. When the coded telegram was decrypted, it revealed 
an offer to Mexico from the German foreign minister, Arthur  Zimmerman, 
to declare war on the United States. If Germany won the war, Mexico 
would be rewarded with the return of Texas, California, Arizona, and 
New Mexico. The decoded cable was passed on to the president who, as 
the British expected, was infuriated. When made public in March, the tele-
gram inflamed American public opinion against Germany. Wilson asked 
Congress to declare war on April 2. British intelligence undoubtedly pro-
vided Wilson with the final push he needed to bring the United States into 
the war against Germany. 24
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 SIGINT 

 Shortly after American entry into the war, the first signals intelligence 
(SIGINT) agency was formed. Called MI8, the agency was established 
within the army and was given the task of decrypting military communi-
cations as well as creating codes for the military. In addition, the number of 
personnel in the ONI and the MID were substantially increased. The MID 
was also made one of the divisions within the War Department’s General 
Staff. Meanwhile, the BOI concentrated on domestic counterintelligence. 
Some consideration was given to the establishment of a centralized intel-
ligence organization, but at the end of the war, intelligence resources were 
substantially reduced or redirected. 25

 MI8 was transferred to the State Department and was called the Black 
Chamber. It now directed its activities to deciphering foreign diplomatic 
codes. While there were successes, it was not able to decrypt the codes 
of the major European powers after 1921. Ultimately, the role of the 
Black Chamber was reduced under President Calvin Coolidge and was 
 dismantled by direction of President Herbert Hoover. 26

 FEDERAL BUREAU OF INVESTIGATION 

 The BOI saw its mission and workforce expand over the next two 
 decades. J. Edgar Hoover was named its director in 1924. In 1935, the BOI 
became the Federal Bureau of Investigation (FBI) with a significantly broad-
ened mission. The FBI directed its efforts mostly against organized crime 
in the 1920s and early 1930s; but as the Great Depression spawned increas-
ing concerns about radicalism, the bureau began to investigate  potential 
threats to American security from Fascist and Communist  organizations. 
After the outbreak of war in Europe in 1939, the FBI became responsible 
for dealing with espionage, sabotage, and acts of subversion. A major spy 
ring, the Frederick Duquesne ring, was broken up prior to America’s entry 
into the war, and in 1942, the FBI captured eight German saboteurs who 
had been brought to the United States by submarine. 27

 The FBI also undertook the gathering of foreign intelligence. Beginning 
in 1940, a select group of agents were organized into the Special Intelligence 
Service (SIS). Assisted by FBI legal attachés, these agents were assigned to 
gather intelligence on Axis activities in Latin America and to disrupt their 
propaganda networks. There were several hundred thousand Germans 
and numerous Japanese in South America, and many provided cover for 
or supported pro-Axis activity in the Western Hemisphere. By 1944, the 
SIS had rendered such actions impractical or impossible. 28

 INTELLIGENCE COORDINATION 

 During the late 1930s President Franklin D. Roosevelt (FDR) placed 
a great deal of reliance on information gathered by friends who were 
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traveling abroad. Japanese aggression continued in Asia, and war clouds 
gathered over Europe. FDR was especially interested in assessments re-
garding the possible actions on the part of other national leaders. FDR sent 
his friend William J. Donovan, a New York attorney and veteran of World 
War I, on missions of inquiry to Britain and Italy in 1940 and 1941 to assess 
British stability and to gather information about Mussolini.  Following 
these trips, Donovan began to lobby for the creation of a centralized civil-
ian intelligence-gathering agency. In July 1941 Roosevelt made Donovan 
the nation’s first coordinator of intelligence and instructed him to gather 
and analyze any information that might bear on national security. Don-
ovan was forbidden from interfering with the president’s military and 
naval advisers and was not allowed to get involved with the FBI’s efforts 
in South America. Drawing heavily on the British model, Donovan cre-
ated a staff to collect and analyze any information that might relate to 
national security. He also created a special board to review and test the 
conclusions of his staff, thereby establishing the principle of  centralized 
analysis.29

 WORLD WAR II 

 The ability of the Japanese to achieve a strategic surprise at Pearl Har-
bor on December 7, 1941, was largely the result of what has been called 
“a classic intelligence failure.” 30  Intelligence procedures were both poorly 
carried out, and there was a lack of coordination among existing agencies, 
the army and navy in particular, so that critical information was not pre-
sented to critical decision makers in a timely manner. American analysts 
got caught up in mirror imaging, which led them to misconstrue Japanese 
actions by considering them from an American cultural perspective, and 
grossly underestimating their capabilities. 31  World War II brought about a 
multifaceted intelligence effort. Under the aegis of the newly created Joint 
Chiefs of Staff, William Donovan’s unit was reorganized as the Office of 
Strategic Services (OSS) in June 1942. The OSS was tasked to collect and 
analyze information as required by the Joint Chiefs, and it also carried 
out clandestine operations against the Axis powers. The OSS was able to 
supply American policy makers with critical intelligence estimates, and it 
often provided direct assistance to various military efforts. The Joint Chiefs 
were never fully confident in the capabilities of the OSS or the value of the 
agency, and they refused to allow the OSS full jurisdiction over foreign 
intelligence activities. The FBI jealously guarded its intelligence responsi-
bilities in Latin America, and the military services likewise protected their 
respective areas of responsibility. However, service in the OSS provided 
important training for an entire generation of intelligence operatives and 
analysts.32

 The intelligence capabilities of the military services were significantly 
increased. Intelligence operations in the army came under the supervision 
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of the MID. Its operations unit, the Military Intelligence Service (MIS), 
was organized in 1942. MIS conducted collections activities on a global 
scale, including signals interception and photoreconnaissance, and pro-
vided intelligence analysis to the United States and Allied commands. MIS 
 intelligence agents also worked with units in the field. Army signals intel-
ligence broke the codes used by the Japanese imperial army, producing 
intelligence that may have helped shorten the war in the Pacific theater. 
The ability of naval cryptographers to break the Japanese navy’s codes 
contributed significantly to American victories at the battles of the Coral 
Sea and Midway. In the European theater, Army cryptanalysts worked 
with the British to decode German military communications. The intel-
ligence produced by this effort, known by the code name ULTRA, was of 
considerable importance and hastened Germany’s defeat. The U.S. Ma-
rines created and utilized the Navajo Code Talker Program with notable 
success, particularly at the battle of Iwo Jima. 33  And SIGINT may have 
contributed to the decision to use the atomic bomb on Japan in an effort to 
hasten the end of the war in the Pacific. 34

 By the end of the war, the nation’s intelligence establishment had 
 developed rather haphazardly, and President Truman understood that 
 reforms were necessary. However, he did not have a clear idea about how 
best to create a peacetime intelligence organization. Donovan argued for 
the creation of a postwar civilian intelligence agency that would operate 
independently of the military and report directly to the president. Oppo-
nents of this plan favored retaining control of intelligence by the military. 
 Following recommendations submitted by his budget director, President 
Truman disbanded the OSS in September 1945 and assigned its func-
tions to the War Department and Department of State. The clandestine 
 operations component of the OSS now shifted to the War Department, 
while the State Department assumed the research and analysis functions. 
At about this time, a study commissioned by the secretary of the Navy 
was released. This document recommended the creation of a national 
 security council and central intelligence agency to coordinate the nation’s 
intelligence  requirements. Although President Truman did not act imme-
diately on these recommendations, he did create the Central Intelligence 
Group (CIG) to oversee leftover OSS activities and to screen his incoming 
cable traffic. 35

 CENTRALIZED INTELLIGENCE 

 In January 1946, Truman instructed the CIG to begin evaluating 
 intelligence from all parts of the government and to take over any 
 remaining OSS espionage and counterintelligence activities. This di-
rective was soon followed by an effort to unify the armed forces, 
another goal of the president. There was a proposal for a central intel-
ligence agency as part of the unification process, and it had the support 
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of the secretaries of war and the navy. However, CIG did not have full 
 control over  intelligence analysis or clandestine activities. Other cabinet 
 depart ments and the military were not willing to subordinate their own 
collection and analysis capabilities to the new organization. 36  The FBI 
preferred a system whereby the armed services would be responsible 
for military intelligence, while the bureau would have jurisdiction over 
civilian activities. 37

 Truman’s military reunification bill failed in 1946, and he submitted a 
new one early in 1947. The midterm elections of the year before had given 
the Republican Party control of Congress, and the limited provisions he 
had included in regard to intelligence quickly caught the eye of the new 
Congressional leadership. This section of the bill came under close scrutiny, 
and Congress considered the proposal for a Central Intelligence Agency 
(CIA) carefully. It soon became clear that Congress wanted the proposed 
CIA to provide the best possible foreign intelligence. 38

 The National Security Act of 1947 established the CIA as part of a 
 national security framework. A director of central intelligence (DCI) 
was placed at the head of the CIA, and the agency’s independence 
was guaranteed by congressional fiat. The agency was given access to 
 departmental files and was kept apart from the policy-making functions 
of the federal government in order to assure the best correlation and 
evaluation of intelligence related to the nation’s security. This act also 
created the National Security Council (NSC) to supervise the CIA. The 
CIA was authorized to conduct analysis and clandestine activities, but 
in addition to having no policy-making role, it was also denied any law 
enforcement powers. The DCI could be either a civilian or a military offi-
cer, and his appointment required Senate confirmation. To further assure 
the agency’s independence, any time a military officer was selected to 
serve as DCI, he would be outside the chain of command of his branch 
of the service. 39

 Implementation of the intelligence provisions of the National Security 
Act continued through the Truman administration. Fifteen NSC Intelli-
gence Directives (NSCID) established the parameters under which the CIA 
could operate and produce intelligence. In general, DCIs were confronted 
with the fact that they could coordinate intelligence but were prohibited 
from controlling it. This led DCIs to err on the side of loose oversight of 
common IC issues. The emphasis on coordination over control also kept 
the CIA from being able to integrate U.S. intelligence as the president and 
Congress had planned. The DCI could not serve as a manager of the IC, 
for example, and other elements of the federal government could conduct 
clandestine operations. Nor could the CIA obtain consensus from the 
rest of the IC on analytical issues that might come under dispute. 40  Later 
presidents would seek to improve the functioning of the IC by issuing 
 directives calling for increased control on the part of DCIs over common 
IC issues and problems. 41
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 The onset of the cold war created increasing concerns about threats to 
 national security from within. Already charged with investigating sus-
pected acts of sabotage and espionage during World War II, the FBI would 
turn its attention to the threat posed by the Soviet Union after the war’s end. 
Fears of communist subversion led to an increased role for the FBI in terms 
of protecting the nation’s security from suspected spies and saboteurs. The 
FBI was given authority to conduct background checks on prospective and 
current federal employees, and the Atomic Energy Act of 1946 gave the 
FBI responsibility for determining the loyalty of individuals who had ac-
cess to atomic secrets. Both Presidents Truman and Eisenhower  expanded 
this authority to permit the FBI to investigate allegations of disloyalty 
among federal workers. The FBI conducted the investigations; the depart-
ments requesting the inquiry made the final determination  regarding the 
 employee’s loyalty. 42

 Concerns about Soviet espionage emerged during World War II, when 
the army’s SIS began intercepting encrypted Soviet diplomatic communi-
cations. Aware that this traffic dealt with matters of espionage as well as 
diplomacy, the SIS began working to decrypt and translate these messages. 
Code-named VENONA, the project eventually revealed Soviet efforts to 
obtain information on the Manhattan Project and the atomic bomb, along 
with hundreds of communications between KGB residencies in the United 
States and Mexico with Moscow. 43

 KOREAN WAR 

 The outbreak of war in Korea in 1950 caught the United States by sur-
prise once again. As with the intelligence failure in regard to the attack 
on Pearl Harbor, a lack of resources and administrative issues led to a 
failure to recognize the impending North Korean invasion. This problem 
was especially prevalent with SIGINT and contributed to the formation 
of the National Security Agency (NSA) in 1952. Responsibility for SIGINT 
had become divided between the branches of the military and the Armed 
Forces Security Agency (AFSA), which had been created in 1949. A de-
cline in the quality of SIGINT during the Korean War led to a review of 
the existing establishment and resulted in a recommendation to unify 
SIGINT responsibilities in one agency. Acting on this proposal, Truman 
established the NSA by means of a classified memorandum. Placed within 
the Department of Defense, NSA assumed responsibility for the nation’s 
SIGINT requirements. 44

 The 1950s also saw significant advances in image intelligence (IMINT). 
President Eisenhower had come to appreciate the value of IMINT during 
World War II, and he eagerly approved a project to build high-altitude 
reconnaissance aircraft in late 1954. Insisting on complete secrecy, Eisen-
hower combined the resources of the CIA and the air force to produce an 
aircraft (U-2) that would be difficult to detect as it flew reconnaissance 
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missions over the Soviet Union. The success of these tests convinced 
Eisenhower that the U-2 could carry out photoreconnaissance missions 
over the Soviet Union. U-2 flights provided the Eisenhower administra-
tion with valuable IMINT as it dealt with the Suez crisis in the fall of 1956 
and proved conclusively that the United States enjoyed a clear advantage 
over the Soviets in both the development and deployment of strategic 
weapons. However, in August 1960, the successful test of the photore-
connaissance capabilities of Discoverer 14 led to relying upon satellites 
as the primary source of IMINT for the IC. To oversee satellite reconnais-
sance for the entire IC, Eisenhower approved the creation of the National 
Reconnaissance Office. Although U-2 flights over the Soviet Union came 
to an end, the aircraft continued to be used for other overflight missions 
and played a critical role in providing images of Soviet missiles in Cuba 
during the missile crisis of October 1962. The current version of the U-2 
 continues to fly occasional missions today. 45

 POST WORLD WAR II: COVERT OPERATIONS 

 Eisenhower also supported covert activities, although these had little 
success. Ultimately, his administration would authorize about 170 covert 
actions around the world, often in countries where operatives had little 
knowledge of the language or customs. Eisenhower believed that such 
 operations were a viable foreign policy option in place of far riskier mili-
tary interventions. While the president personally authorized each covert 
operation, he was careful to make certain that no materials that might link 
his  decisions to the operations could be found in the Oval Office in the 
event that something went wrong. Eisenhower’s enthusiasm for covert 
 operations may have been fueled by the ability of the CIA to overthrow 
governments. Eisenhower also sought to come up with a workable plan to 
either assassinate or overthrow Cuban prime minister Fidel Castro. Eventu-
ally, a plan was developed to have Cuban exiles invade their former home-
land in an effort to bring Castro down. This operation was not launched 
until 1961, after John F. Kennedy had become president. The Bay of Pigs 
failure led to the resignations of several top CIA leaders, including the DCI, 
and clearly demonstrated the limitation of paramilitary operations. 46

 Shortly thereafter, President Kennedy found himself facing a crisis over 
Berlin. In June of 1961, Kennedy met with Khrushchev in Vienna and 
was shocked when the Soviet premier demanded an end to the Ameri-
can, British, and French presence in Berlin. The Soviets then erected a wall 
 between East and West Berlin in August. Throughout the crisis, Kennedy 
stood firm on America’s presence in Berlin. There were critical insights 
about the Soviets that were provided by a Soviet penetration agent, Colo-
nel Oleg Penkovsky, who was deputy head of the GRU, Soviet military 
intelligence; he was a vital source of information about the USSR’s mili-
tary capabilities and Khrushchev’s policies. Run jointly by the British and 
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the CIA, Penkovsky counseled Kennedy to take a tough stance, and, ulti-
mately, Khrushchev backed down. 47

 President Kennedy authorized 550 covert operations ranging from pro-
viding secret funds to pro-American politicians to paramilitary operations. 
The president was especially anxious to avenge the failure at the Bay of 
Pigs and sought to find some way to remove or bring down Castro. He 
also instituted some reforms of the IC. The Defense Intelligence Agency 
(DIA) was created in 1961 to provide a greater level of oversight and co-
ordination of the respective military intelligence departments.  Kennedy 
also conducted regular meetings with the President’s Foreign Intelligence 
 Advisory Board (PFIAB). This group of consultants reviewed a wide range 
of intelligence issues and offered numerous recommendations for action, 
most of which Kennedy accepted. 48

 Although the resolution of the Cuban missile crisis may have been the 
greatest foreign policy success of the Kennedy administration, the United 
States was initially caught by surprise when Soviet medium-range bal-
listic missiles were discovered in Cuba. With the exception of DCI John 
McCone, the consensus of the IC was that the Soviet Union would not try 
something as reckless as placing missiles capable of delivering nuclear 
warheads in Cuba. However, the missile sites were discovered before 
they could be completed, which gave Kennedy the opportunity to resolve 
the situation without having to resort to using military force. Moreover, 
 effective coordination between the intelligence agencies enabled them to 
provide Kennedy with good assessments of Soviet military capabilities, 
thereby enhancing his ability to manage the situation and come to the 
decisions necessary to defuse the crisis before it escalated further. In addi-
tion, the reputation of the IC received a needed boost after the Bay of Pigs 
episode.49

 Lyndon B. Johnson became president following the assassination of 
President Kennedy. The primary foreign policy and intelligence problem 
that Johnson would face was Vietnam. Ignoring pessimistic CIA assess-
ments of the conflict between North and South Vietnam, Johnson chose 
to believe that increasing American military pressure on the communist 
regime in North Vietnam would lead the communist government there 
to conclude that continuing the struggle would not be worth the effort. 
Confused and misleading reports in August 1964 regarding alleged North 
Vietnamese attacks on American ships enabled Johnson to persuade Con-
gress to pass the Tonkin Gulf Resolution, which gave the president author-
ity to escalate the conflict in Vietnam. Using raw SIGINT intelligence from 
the NSA, Secretary of Defense Robert McNamara convinced the president 
that the dubious reports claiming that the American destroyers had been 
attacked by North Vietnamese patrol boats were genuine. 50  The escalation 
of the war impacted the IC. Analysts, in particular, were concerned that 
their assessments were being politicized in order to support the adminis-
tration’s war policies. 51  In addition, disagreements arose between military 
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and civilian intelligence analysts regarding such issues as the number of 
enemy troops in the field. 52

 DOMESTIC SPYING 

 Far more problematic was the fact that the CIA was called upon to spy 
on American citizens. The antiwar protests that flared up as the Vietnam 
War escalated led President Johnson to believe that the peace movement 
was being directed by the Soviet Union. The FBI dealt with the antiwar 
New Left as it had with Communists in the 1950s. Using its Counterintelli-
gence Program (COINTELPRO) and traditional investigative techniques, 
agents worked to disrupt perceived domestic terrorist groups. Investiga-
tions of individuals and organizations that threatened violent activities 
were carried out, and in some cases, FBI agents infiltrated such groups 
and attempted to disrupt their activities even when little or no evidence 
 existed that they were involved in unlawful activities. The FBI’s efforts 
were revealed to the public and Congress following the burglary of an 
FBI office in Pennsylvania by radicals. As a result, the FBI came under 
fire for violations of First Amendment rights. Much more serious was the 
seven-year long domestic surveillance operation undertaken by the CIA. 
Authorized by President Johnson and code-named Operation Chaos, the 
program sent CIA operatives to infiltrate peace groups in the United States 
and Europe. An extensive computerized index of some 300,000 individu-
als and groups was assembled, and detailed dossiers were compiled on 
more than 7,000 citizens. Even the NSA was directed to eavesdrop on 
American citizens. Despite its best efforts, the CIA was unable to establish 
a link between the peace movement and Moscow. 53

 There were positives, however. Collection technology was revolution-
ized in this period. The first successful photoreconnaissance satellite, 
code-named Corona, was launched into orbit in 1960 and detected the first 
operational Soviet intercontinental ballistic missiles. The large number 
of images generated by Corona led to the National Photo Interpretation 
Center (NPIC), the forerunner of today’s National Geospatial Intelligence 
Agency. The next generation of photoreconnaissance aircraft, the high-
altitude, high-speed SR-71, became operational in 1962 and provided sig-
nificant IMINT regarding the presence of surface-to-air missiles in North 
Vietnam. In a Special National Intelligence Estimate (SNIE) in May 1967, 
the CIA correctly predicted that war was imminent between Israel and 
Egypt and that the Israelis would win in a week to 10 days. In fact, Israel 
defeated Egypt in just 6 days. 54

 Johnson’s successor, Richard M. Nixon, had a fundamental distrust of 
the CIA based on his belief that the agency was filled with liberals who 
had opposed him politically. Nixon even clung to the absurd belief that 
the CIA had somehow conspired to cost him the 1960 presidential election. 
The inability of the CIA to uncover proof that the antiwar movement was 
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part of a Communist conspiracy only reinforced his views. Nixon con-
tinued to have the CIA violate its charter by spying on the leaders of the 
New Left. Both the NSA and FBI continued to monitor the antiwar move-
ment as well. Despite his misgivings about the IC, Nixon understood that 
the SIGINT and IMINT capabilities the United States possessed would be 
important in helping to reduce strategic armaments. Both the Strategic 
Arms Limitation Treaty (SALT I) and the antiballistic missile (ABM) ac-
cord negotiated with the Soviet Union provided for the use of national 
technical means and verification procedures to assure compliance with 
the terms of the treaties. 55  Like his three predecessors, Nixon was a firm 
believer in covert activities. Nixon attempted to give the DCI greater con-
trol of the IC. The deputy director of the Office of Management and Bud-
get (OMB), James Schlesinger, was tasked to determine how to improve 
the efficiency and effectiveness of the IC. Schlesinger determined that the 
IC was too fragmented and recommended a reform of the management 
structure. He called for strengthening the DCI’s role so that costs could 
be controlled and the quality of intelligence products could be improved. 
Nixon  followed through on Schlesinger’s report and issued orders for 
more efficient use of resources and improvements in intelligence analysis. 
He made the DCI responsible for carrying out the directive and created a 
trio of committees and boards to assist him in doing so. 56

 The revelations of the Watergate affair kept these instructions from hav-
ing much effect. Following Nixon’s resignation in August 1974, reports 
began to appear in the media alleging that the CIA had been spying on 
American citizens. This led to passage of the Hughes-Ryan amendment 
to the Foreign Assistance Act in December 1974. The amendment required 
that the president report on any covert CIA activities in foreign countries 
to the relevant congressional committees. 57

 Under President Gerald Ford, the Rockefeller Commission was cre-
ated to look into allegations that CIA employees had taken part in illegal 
 activities within the United States. Chaired by Vice President Nelson Rock-
efeller, the commission determined that the CIA engaged in mail-opening 
activities and kept files on 300,000 citizens and domestic organizations, 
and that President Nixon had tried to use agency records for political 
purposes. The commission called for a joint congressional oversight com-
mittee, a stronger executive oversight procedure, and a maximum service 
time of 10 years for the DCI. 58

 Congressional committees also investigated the CIA’s actions; these 
 included the Church Committee, chaired by Senator Frank Church, and 
the Pike Committee, presided over by Congressman Otis Pike. In 1976 
the Church Committee’s six-volume report identified alleged CIA miscon-
duct and made several recommendations. These included separating the 
DCI from the CIA; enhancing DCI authority over the IC; the creation of 
national statutory charters for the CIA, DIA, and NSA; publication of the 
intelligence budget; and the halting of clandestine support for regimes 
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that disregarded human rights. 59  The Pike Committee’s report was voted 
down by Congress and never officially issued. 

 Even before the Church and Pike committees completed their investiga-
tions, President Ford had begun to issue directives implementing most of 
the Rockefeller Commission’s recommendations. Restrictions on the CIA’s 
domestic activities were put in place, assassinations were prohibited, and 
executive oversight was increased. Congress joined in the oversight pro-
cess, establishing the Senate Committee on Intelligence in May 1976, and 
the House followed suit in 1977 with the creation of the Permanent Select 
Committee on Intelligence. Congress continued to consider reforming the 
IC throughout the rest of the decade. 

 The Foreign Intelligence Surveillance Act (FISA) of 1978 established a 
special procedure for obtaining court orders authorizing electronic surveil-
lance for purposes of intelligence gathering. The Intelligence Oversight Act 
of 1980 required the heads of the respective intelligence agencies to keep 
the Congressional oversight committees fully informed of any significant 
intelligence activities. Meanwhile, DCI Stansfield Turner established the 
National Intelligence Council (NIC) to oversee the production and qual-
ity of national intelligence estimates. 60  The exposure of misconduct on the 
part of the IC, the resulting investigations, and reform acts all combined to 
undermine the public’s faith in government, especially the IC. From this 
point on, the nation’s intelligence agencies would have to operate under a 
greater level of scrutiny than they had in the past. 61

 In 1973, FBI Director Clarence Kelly’s emphasis on “quality over 
quantity” led to making foreign counterintelligence the FBI’s top pri-
ority, followed by organized crime and white-collar crime. 62  Attorney 
General Edward Levi established specific doctrines for the collection 
of intelligence. Levi’s guidelines for counterintelligence operations and 
domestic security investigations took effect in 1976. 

 In 1979, during the administration of President Jimmy Carter, the 
IC failed to recognize indications that trouble was brewing in Iran and 
 Afghanistan. In the case of Iran, policy restrictions on intelligence gather-
ing that had been implemented by previous administrations may have 
caused the CIA to miss the signs that the shah’s reign in Iran was in jeop-
ardy. Public demonstrations against the shah had begun in 1978, but there 
was no sense that they could mark the beginning of the process of his 
downfall. As the crisis steadily worsened, the president became certain 
that an intelligence failure had taken place. However, because intelligence 
activities in Iran had been limited in order not to offend the shah, the CIA’s 
efforts there were hamstrung. When the shah was ousted in early 1979, the 
CIA would become the scapegoat for the failure to recognize the threat that 
Ayatollah Khomeini had posed to the regime. Perhaps more importantly, 
the overthrow of the Iranian monarchy cost the United States an impor-
tant NSA listening post for the monitoring of Soviet missile  development 
and testing. 63
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 Indications that the Soviet Union intended to invade Afghanistan 
in late 1979 were also missed. Despite a rebellion against the Soviet-
controlled Afghani government, the CIA rejected the premise that the 
Soviets might invade in order to put down the uprising. The agency 
monitored the steady buildup of Soviet forces on the Afghanistan border 
throughout 1979 and steadfastly concluded that the massing of troops 
there was not the precursor of a planned invasion. With some 40 mil-
lion Muslims living in the central Asian republics of the Soviet Union, 
the spread of Islamic fundamentalism seriously worried  Moscow. 
However, the CIA apparently did not understand these concerns and 
the conviction among Soviet leaders that control of Afghanistan had 
to be  maintained at all costs. The CIA understood Soviet capabilities 
but lacked the imagination to deduce Soviet intentions in regard to 
Afghanistan. A few days before the invasion began, CIA analysts re-
mained convinced that the Soviet Union had no intention of attacking 
Afghanistan. However, once the invasion was underway, President 
Carter determined to make the Soviets pay heavily. He swiftly autho-
rized providing the Afghan Mujahideen resistance with Soviet-made 
arms and brokered a deal with Egyptian president Anwar Sadat to help 
smuggle them into Afghanistan. 64

 During the presidential campaign of 1980, Ronald Reagan promised 
that he would revitalize and “unleash” the CIA. As president, Reagan 
determined to follow through on his pledge. Reagan appointed William 
Casey, an OSS veteran, as his new DCI and upgraded the position to cabi-
net rank. This mandate from the president enabled Casey to secure higher 
budgets for intelligence and to initiate a program of personnel growth 
across the IC. Congress likewise enacted legislation to enhance and im-
prove intelligence production. New laws provided protection for classified 
information used in criminal trials, made it illegal to reveal the names of 
covert intelligence officers, and exempted certain CIA files from disclosure 
under FISA. The Goldwater-Nichols Act of 1986 designated the DIA and 
Defense Mapping Agency (DMA) as combat support agencies and required 
the president to submit an annual report to Congress on national security 
strategy and an assessment of the IC’s ability to carry out the strategy. 65

 Early in President Reagan’s second term, a series of spy cases rocked 
the IC and led to new recommendations for overcoming deficiencies in 
the nation’s counterintelligence and security policies. Various reviews 
and investigations resulted in a number of reports calling for a variety of 
improvements. However, nothing substantial had been done by the time 
Reagan left office and the fall of the Berlin Wall. Obvious changes within 
the Soviet Union reduced any sense of urgency regarding the dangers of 
espionage against the United States. 66

 Far more serious was the Iran-Contra affair. A number of Americans 
had been taken hostage in Lebanon in 1984, and the inability of the CIA 
to locate them and mount a rescue operation frustrated Reagan. Through 
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an intermediary, the Iranian government indicated it could help arrange 
for the release of the hostages in exchange for American armaments. 
Reagan accepted the offer despite the fact that doing so violated his ad-
ministration’s policy of not negotiating with terrorists and not providing 
arms for Iran, which was involved in a war with Iraq. The Iranians re-
ceived several shipments of missiles for which they paid inflated prices. 
The profits from these sales were then used to support anti-Communist 
insurgents in Nicaragua, despite the fact Congress had forbidden giv-
ing the rebels any assistance. Congress learned of these events in 1986 
and launched an investigation. Eventually, 14 individuals were charged 
with criminal offenses and 11 were convicted, all of whom were later par-
doned. The Iran-Contra affair exposed a number of problems, including 
limitations on oversight of the IC, the ability of the executive branch to 
ignore Congress if it chose to, and the dangers of having separate covert 
operations becoming entwined. Reagan’s efforts to restore the nation’s 
intelligence capabilities suffered a serious setback as well. 67

 A former DCI, George H. W. Bush was the first former head of intelli-
gence to assume the leadership of a major Western nation. His administra-
tion would witness significant changes around the globe, many of which 
impacted upon the IC. The Berlin Wall came down in 1989, the reunifica-
tion of Germany followed, and the Communist states of Eastern Europe 
began to move toward democracy. The invasion of Kuwait by Iraq in 1990 
led to the Gulf War of 1991. At the same time, a number of Soviet repub-
lics declared their independence from the Soviet Union, and soon after, 
Communist rule came to an end in Russia. These events led to calls for 
major changes in the IC; some even questioned the need for the continued 
existence of the IC. 68

 The end of the cold war brought about changes in the FBI’s role in guard-
ing the nation’s security. The National Security Threat list was created to 
identify all of the threats to the United States. Approved by the attorney 
general in 1991, this list concentrated not just on hostile intelligence ser-
vices, but included those nations that might pose an ongoing intelligence 
risk to the country. The list identified risks such as the proliferation of 
biological, chemical, and nuclear weapons; critical technology losses; and 
the theft of trade or proprietary information. 69

 The brief Gulf War of 1991 alerted intelligence professionals to what 
were likely to be important changes in regard to the role of intelligence in 
wartime. Observers were amazed at how swiftly intelligence could be con-
veyed to the battlefield. The need to link intelligence systems to combat 
systems became apparent, along with the need to train combat personnel 
to use these systems to maximum effect. The creation of a Joint Intelli-
gence Center allowed the major intelligence agencies to provide support 
to military operations and led to the creation of a National Military Joint 
Intelligence Center after the war came to an end. Certain problems were 
identified, such as dispensing imagery to troops in the field. In addition, 
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military intelligence and the CIA disagreed on assessments of damage 
caused by allied bombing. 70

 CHANGES IN THE IC 

 In 1991, DCI Robert Gates undertook an exhaustive review of the IC. 
Fourteen separate task forces returned recommendations calling for major 
changes. These included making analysis more responsive to decision 
makers, a formal requirements process for human intelligence (HUMINT) 
collection, coordination of open source information, and improvements 
in CIA-military relations. Congress also got involved in the process of 
 restructuring the IC. The end of the cold war led legislators to reduce de-
fense spending, which, of course, meant less funding for the IC. Passage of 
the Intelligence Organization Act of 1992 defined the IC by law for the first 
time and spelled out the specific roles of the DCI. These included serving 
as both head of the IC and the CIA, as well as acting as the president’s 
principal adviser on intelligence. The legislation also restricted the DCI’s 
budgetary powers somewhat. 71

 President William Clinton continued the process of reviewing  America’s 
intelligence capabilities during his administration. A team from the Vice 
President’s National Performance Review determined that the IC suf-
fered from competition among agencies for new programs and budget 
allocations and suggested that collegiality could be achieved through a 
program of rotating assignments between agencies. Intelligence priori-
ties were also reconsidered. Due to significant military deployments to 
trouble spots around the world, such as the Balkans, the Middle East, 
and Africa, Clinton determined that the primary responsibility of the IC 
was to provide tactical intelligence support for American forces abroad. 
Because budget cuts forced military intelligence to cut back on produc-
ing tactical intelligence products, this effort was passed on to the national 
intelligence agencies. The decision forced intelligence agencies tasked 
to provide this support to divert more and more of their increasingly 
limited resources to provide intelligence to an increasing number of 
 peacekeeping missions. 72

 INTELLIGENCE REFORM 

 In 1994, a CIA officer named Aldrich H. Ames was accused of having 
been a spy for the Soviet Union since 1985. Ames passed on the names of 
almost all of the CIA’s active Soviet agents, causing many of them to be 
 executed or imprisoned. Ames and his wife entered guilty pleas at their 
trial; Ames was sentenced to life in prison, and his wife was sentenced to 
five years. The revelation of continued Soviet espionage activities against 
the United States, failures in American counterintelligence efforts, and 
problems in sharing information between the FBI and CIA all served 
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to further undermine public confidence in the American IC, the CIA in 
 particular. The arrest in 2001 of FBI agent Robert Hanssen, who had begun 
spying for the Soviet Union at about the same time as Ames, served to 
further illuminate these concerns. 73

 The Ames case led to a complete review of the IC. Six individual panels 
undertook a series of studies about the U.S. intelligence effort and generally 
agreed that a greater level of centralization and more authority for the DCI 
were called for. Congress acted on these recommendations by enacting the 
Intelligence Renewal and Reform Act of 1996, which enhanced the author-
ity of the DCI in a number of areas. This reflected a growing consensus that 
greater centralization of the intelligence effort was necessary in order to 
produce better intelligence and minimize the problems that had occurred 
in the past. However, the dichotomy between the perceived need for strong 
centralized management of the intelligence process and the natural desire 
to preserve departmental independence had not been resolved at the time 
of the terrorist attacks of September 11, 2001. 74

 The attack on 9/11 once again raised the question of intelligence fail-
ure. In this case, the failure cut across all levels of government, from the 
White House to Congress to the CIA, FBI, and other federal agencies 
such as the Federal Aviation Administration. American intelligence was 
aware of Osama bin Laden’s enmity toward the United States and the 
capabilities he possessed; what was missed was the method that his or-
ganization,  al-Qaeda, chose in order to carry out its attack on America. 
DCI George Tenet immediately came under fire for this latest intelligence 
failure;  despite calls for his resignation, President George W. Bush sup-
ported him. Congress, though, began a wide-ranging investigation into 
the  performance of the IC. 75

 One immediate response to the attack was passage of the USA PATRIOT 
Act, which facilitated the collection of domestic and law enforcement 
 intelligence and tried to improve coordination between these sectors. 
The mission of the FBI now included protection of the American people 
from further terrorist attacks. Newly appointed Director Robert Mueller 
immediately focused the FBI on counterterrorism, along with combat-
ing foreign intelligence efforts against the United States and dealing with 
cybercrime. 76

 The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) 
created a director of national intelligence (DNI) who replaced the direc-
tor of Central Intelligence as the head of the IC and who assumed the 
responsibility of serving as the principal advisor on intelligence to the 
White House. The DCI now became the director of the CIA (DCIA). Prior 
to the passage of IRTPA, intelligence was considered to fall into two 
categories: foreign and domestic. IRTPA redefined intelligence as being 
simply  “national intelligence” and identified three subdivisions: foreign, 
domestic, and homeland security. This served to give the DNI broader re-
sponsibilities and reflected the belief that the intelligence agencies did not 
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share information effectively. The DNI has access to all intelligence and is 
responsible for its dissemination across the IC. He also is responsible for 
protecting intelligence sources and methodologies. 77

 John Negroponte, a career diplomat, was appointed as the first DNI 
in February 2005. Negroponte soon came under fire for not asserting his 
authority effectively. He did manage to get the newly revamped intel-
ligence structure up and running, but Negroponte resigned as DNI in 
January 2007. His successor, former NSA Director Mike McConnell, an 
air force general, placed greater emphasis on resolving the problems he 
perceived as inhibiting greater integration of the IC. However, in 2008, 
newly elected President Barack Obama indicated that he would select 
his own DNI. McConnell resigned shortly after Obama’s inauguration 
in 2009 and was succeeded by former Admiral Dennis C. Blair. Whether 
the creation of a DNI will prove successful in bringing about more effec-
tive integration of the IC remains to be seen. Ultimately, the success or 
failure of the DNI will depend upon presidential support, both real and 
perceived. 78

 As the war on terror got underway, intelligence collection improved 
through the use of new technologies, such as an unmanned aerial vehicle 
(UAV), which proved useful in providing real-time support to American 
combat units. The authority of the CIA was expanded in other areas as 
well, especially in regard to capturing suspected terrorists abroad and 
taking them to another country where they could be confined and in-
terrogated. This practice proved controversial as questions were raised 
regarding the basis by which suspected terrorists were sent to other coun-
tries and the interrogation techniques that they might be subjected to in 
those nations. 79

 The Bush administration was certain that Saddam Hussein in Iraq was 
stockpiling weapons of mass destruction (WMDs). He opted for war in 
order to topple Hussein and his government, and to locate and remove the 
weapons Hussein was believed to possess. Although Hussein was over-
thrown, to date no evidence of any WMDs has been found. This failure set 
off another round of criticisms of the IC, which was castigated for reach-
ing an erroneous conclusion. Furthermore, critics questioned the use of 
the prewar intelligence by policy makers and the collection and analysis of 
intelligence on Iraq’s WMDs. The outbreak of a bloody insurgency in Iraq 
added to the controversy. Some former intelligence professionals revealed 
assessments that had predicted the likelihood of internal violence once 
Hussein was overthrown, thereby calling intelligence decisions on Iraq 
into further question. 80

 CONCLUSION 

 The Iraq war identified serious concerns regarding U.S. intelligence. 
Confidence in the analytical capabilities of the IC will only be restored as 
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more accurate assessments are produced. Issues regarding the politiciza-
tion of intelligence by elected officials in order to gain political advantage 
are also disturbing. 81  Whether the latest reorganization of the IC will ef-
fectively address these issues remains to be seen. The United States will 
face numerous challenges throughout the 21st century. Intelligence has a 
role in providing solid, accurate analyses and in helping policy makers 
anticipate future issues and potential problems. It is likely that the process 
of trying to effectively integrate what is still a diverse and decentralized IC 
will continue for the foreseeable future. The degree to which the obstacles 
to centralization can be overcome may well determine the effectiveness of 
American intelligence in the coming years. 
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A Brief Look at the Intelligence 
Community

Keith Gregory Logan 

 By 2010, the United States will have the largest structured intelligence 
 program in its history. While most Americans think that the intelli-
gence community 1  (IC) is composed of simply the Central Intelligence 
Agency (CIA) and the National Security Agency (NSA), it is far larger and 
more complex. Initially, the director of the CIA served not only as the head 
of an agency, but also as the director of intelligence for the United States 
from 1947 until 2004; that is no longer true. The signing of the Intelligence 
Reform and Terrorism Prevention Act of 2004 (P.L. 108 – 458) by the presi-
dent created the Office of the Director of National Intelligence (ODNI). 
The paragraphs that follow present a basic picture of the current structure 
and primary purpose of the 17 agencies that comprise the IC. One of the 
recommendations of the 9/11 Commission was to unify “the intelligence 
community with a new National Intelligence Director.” 2

 ODNI 

 The director of national intelligence (DNI) serves as the head of the 
ODNI; the principal advisor to the president, the National Security Coun-
cil (NSC), and the Homeland Security Council (HSC) for intelligence mat-
ters related to national security; and the leader of the 16 other organizations 
that comprise the IC. The undersecretary of defense for intelligence also 
serves as an advisor to the DNI regarding defense intelligence matters. 

 As the 9/11 Commission, also known as the National Commission 
on Terrorist Attacks Upon the United States, 3  indicated in its investiga-
tion of the terrorist attacks in New York and Washington, D.C., there was 
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inadequate communication  among those federal, state, and local organiza-
tions that were responsible for national security and law enforcement. 
There has always been a high level of secrecy and compartmentalizing of 
information within the federal government, which has significantly ham-
pered any effort at information sharing with state and local counterparts. 
This state of affairs is not new to the 21st century, but it has improved. 4

This communication problem was one of the factors that made the United 
States so vulnerable to terrorist acts in 2001. The creation of the Depart-
ment of Homeland Security (DHS) and the creation of the ODNI are two 
significant steps designed to improve communication and security within 
the United States and the intelligence establishment. 

 In addition to the DNI and staff, there are several other key positions. 
The first is a principal deputy director, who is the second in command of 
the ODNI, and there are four deputy directors who are responsible for the 
leadership of the following areas: 

 Office of the Deputy Director for Policy, Plans and Requirements •
 Office of the Deputy Director for Collection •
 Office of the Deputy Director for Analysis •
 Office of the Deputy Director for Future Capabilities •

 There are three mission managers responsible for North Korea, Iran, and 
Cuba/Venezuela, and 10 functional mission support activities. Among 
those additional groups within the ODNI are the following: 

 National Counterterrorism Center •
 National Counterintelligence Executive •
 National Counterproliferation Center •
 Special Security Center •
 National Intelligence Council •
 National Intelligence University •
 Intelligence Advanced Research Projects Activity •
 Center for Security Evaluation •
 National Intelligence Coordination Center •
 Mission Support Center •

 There are also several organizations under the auspices of the DNI that 
serve several members of the IC. These organizations are as follows: 

 Underground Facilities Analysis Center •
 National Media Exploitation Center •
 National Virtual Translation Center •
 Open Source Center (OSC) •

 A key group in this new information age is the OSC; open source infor-
mation is all of the available printed, electronic, digital, video, and other 
communication/information data sources that are in daily use around
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the world. 5  Even when governments are successful at blocking standard 
communication media, such as newspapers, radio, and  television, the 
new digital media will find other routes. Cell phones, computers, and 
so forth, told the world what was really happening in Iran following 
their 2009 national elections. While the Iranian  government sought 
to black out the postelection civil unrest, the people communicated 
with the rest of the world on the Internet and through the use of their 
cell phones. The OSC relies on the wealth of information that is avail-
able from commercial, private, and public databases, as well as other 
sources, such as scholarly works, brochures, papers, and so forth, that 
do not require special electronic devices, decoders, satellites, or other 
technical specialties. To illustrate this, Ambassador Kenneth Brill, direc-
tor of the National Counterproliferation Center (NCPC), in his remarks 
at the NCPC Open Source Center Conference, quoted Tsar Nicholas 
I from the Crimean war, who said: “We have no need of spies. We have 
the Times. ” 6

 INTELLIGENCE COMMUNITY, ODNI 

 The ODNI serves as the center or hub of the IC, and each of the partici-
pating intelligence agencies represents a spoke or link on the  intelligence 
wheel with the DNI. Their missions and purposes interconnect these 
 entities with the ODNI and each other. They work independently 
in their  specialized areas and together to protect the national security. 
The 16  entities listed below are the IC. 7  Although the CIA was created at 
the same time as the Department of Defense, it remains an independent 
agency within the IC. The 15 other entities are either part of or agencies 
affiliated with five cabinet-level departments. 

 CIA 

 The CIA is an independent agency known to almost everyone as 
 America’s Spy Agency; its counterpart in the UK is MI6 (Secret Intelligence 
Service), made famous by Ian Fleming’s James Bond character. While the 
CIA is commonly referred to as the Company, its UK  counterpart is called 
the Firm or Box 850, and the Israeli counterpart is the Institute or the 
 Office. The CIA is the primary organization for the  collection of all-source 
national security intelligence, and the CIA director is the  national human 
intelligence (HUMINT) manager. The CIA does not have authority to 
 conduct domestic intelligence collection. The basic components of the CIA 
are the National Clandestine Service (NCS), the  Directorate of  Intelligence, 
the Directorate of Science and Technology, and the  Directorate of Support. 
When someone hears that the CIA has been involved in a particular espio-
nage operation or counterintelligence activity, it has most likely originated 
within NCS. 
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 The  Department of Justice  is not a direct participant in the IC. However, 
both the Federal Bureau of Investigation (FBI) and the Drug Enforcement 
Administration (DEA) have elements that are part of the IC. The direc-
tor of the FBI and the administrator of the DEA report to the attorney 
general.

 FBI 

 The FBI is primarily knows as a law enforcement agency, but even 
 before 9/11, it had a role in America’s national security. As a key member 
of both the law enforcement and intelligence communities, it walks a fine 
line  separating the tools and authority that are available to those distinct 
 aspects of its mission. During the cold war, the FBI played a key role as the 
domestic spy catcher, ferreting out those individuals who were Commu-
nist  sympathizers and sought to sell strategic technology. But after 9/11, 
the FBI’s primary focus was on combating the new terrorist threat and 
counterintelligence. It significantly increased its intelligence operations 
and created the  National Security Branch  (NSB). Another FBI priority is 
 cybercrime, which is used by both criminals and terrorists. Within the NSB 
are the following: the Counterterrorism Division, the Counterintelligence 
Division, the  Directorate of Intelligence, the Weapons of Mass Destruction 
Directorate, and the Terrorist Screening Center. 

 DEA 

 The newest organization to join the IC is the DEA; it is the only other 
IC organization that is primarily known for its law enforcement respon-
sibilities. It is the DEA’s  Office of National Security Intelligence  that directly 
interacts with the IC. DEA was one of the primary agencies responsible for 
starting and staffing the El Paso Intelligence Center (EPIC) in 1974. Today, 
EPIC is a successful fusion center, staffed by many other federal, state, 
local, and tribal organizations. 

 The following cabinet-level departments each have components with a 
specialized intelligence responsibility and represent them within the IC. 
The one exception is the DHS, which is represented in the IC by its  Office
of Intelligence and Analysis  (OIA) and by  Coast Guard Intelligence.

 DHS 

 DHS is responsible for maintaining the domestic security of the United 
States. This includes preventing acts of terrorism and unifying America’s 
response to all hazards, both natural and man made. The OIA is respon-
sible for the analysis of multiple source information to identify threats 
against the homeland. When DHS was created, 22 entities merged into the 
new department. 
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 DEPARTMENT OF ENERGY (DOE) 

 The  Office of Intelligence and Counterintelligence  (OIC) focuses on tech-
nological threats against the United States, with particular attention to 
 nuclear terrorism and nuclear counterproliferation. DOE also manages 
the National Laboratory system. 

 DEPARTMENT OF STATE (DOS) 

 The  Bureau of Intelligence and Research  (INR) focuses on foreign all-source 
intelligence and analysis through the diplomatic and foreign service 
 community; it provides timely global information relative to U.S. foreign 
policy and the IC needs. 

 DEPARTMENT OF THE TREASURY 

 In this department, the  Office of Intelligence and Analysis  is focused on 
financial intelligence issues, such as terrorist and insurgency financing. 

 DEPARTMENT OF DEFENSE (DOD) 

 The remaining members of the IC are all part of the DOD. Like the 
 Department of Justice (DOJ), it is the DOD entities, both civilian and mili-
tary, that represent the DOD within the IC. 

 DEFENSE INTELLIGENCE AGENCY (DIA) 

 DIA was created in 1961. It became the lead agency within the DOD 
for the collection and management of foreign intelligence for the military, 
and it is a key partner in the IC. It provides all-source military intelligence 
information, and its director is the key advisor to the secretary of defense 
and the Joint Chiefs of Staff. The DIA director is also chair of the Military 
Intelligence Board, the program manager for the DOD Foreign Counter-
intelligence Program, General Defense Intelligence Program, and the leader 
of the Defense Intelligence Operations Coordination Center. Other entities 
within the DIA are the Defense Counterintelligence and HUMINT Center, 
Directorate for Human Intelligence, Joint Intelligence Task Force for Com-
bating Terrorism, Missile and Space Intelligence Center, National Center 
for Medical Intelligence, and the National Defense Industrial College. 

 NATIONAL GEOSPATIAL-INTELLIGENCE 
AGENCY (NGA) 

 Over the years, the NGA has evolved from a mapping agency to an 
integral part of the IC. It can provide electronic imagery and geospatial 
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information to support military missions and political decisions. Three 
key elements of the agency are the Analysis and Protection Directorate, 
Source Operations and Management Directorate, and the Office of the 
NGA Command Center. In general terms, it is Google Earth with much, 
much more. 

 NATIONAL RECONNAISSANCE OFFICE (NRO) 

 The NRO is called the nation’s eyes and ears as its mission involves the 
collection of intelligence using satellites. The NRO operated as a classified 
agency for about 30 years before coming out into the public arena. 

 NSA 

 NSA has long been known as the nation’s cryptographic agency. It is 
the primary agency involved with the collection, analysis, and distribution 
of signals intelligence (SIGINT). In addition to the SIGINT  Directorate, its 
other elements include an Information Assurance Directorate; a Research 
Directorate; a Central Security Service; and two Operations Centers, one 
responsible for identifying global-network-based threats and the other 
 involved in national security information needs. 

 MILITARY SERVICES 

 There are also five armed service organizations that are part of the IC. 
Four of these are the primary military organizations, representing the air 
force, army, navy, and Marine Corps, and the fifth organization, the coast 
guard, wears two hats, as it is considered to be both part of the DHS and 
the military. 

 The coast guard’s  Intelligence Program  includes a Counter Intelligence 
Service, an Intelligence Coordination Center, and the Cryptographic 
Group. It also participates in Maritime Intelligence Fusion Centers and has 
Field Intelligence Support Teams. When the DHS was created, the coast 
guard was transferred from the Department of Transportation to DHS. 

 The air force’s  Office of Intelligence, Surveillance and Reconnaissance;  the 
army’s Military Intelligence Branch;  the navy’s  Office of Naval Intelligence;
and the Marine Corps’ Intelligence Activity  each provide representatives 
to the IC and conduct intelligence activities to support their service’s 
missions.

 OVERSIGHT 

 The NSC, HSC, the President’s Intelligence Advisory Board, and Intel-
ligence Oversight Board provide executive oversight of the IC. Legislative 
oversight comes primarily from the House Permanent Select Committee 
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on Intelligence and the Senate Select Committee on Intelligence; there 
is also additional oversight from the appropriate defense committees, 
 appropriations committees, and subcommittees with the respective leg-
islative bodies. (See chapter 11 for more information on congressional 
 oversight.) Judicial oversight, the last resort in the balance of power, is 
found in the Foreign Intelligence Surveillance Act (FISA) courts, state su-
preme courts, and the U.S. Supreme Court. While FISA courts and state 
courts have  specific jurisdiction, the U.S. Supreme Court will always make 
the final determination based on federal laws and the Constitution. 

 THE NEXT STEP 

 As you see from this first look at the IC, it is a matrix structure of agen-
cies, all of which have the safety and security of the United States as the 
primary mission. And unlike the UK and its MI5, the United States does 
not have a domestic intelligence agency, although there are those that 
would argue that DHS was created for that purpose. The chapters that 
 follow will provide more detail about the history, structure, and func-
tions of the IC. The chapters will also challenge the new IC, questioning 
whether it solved the problems that existed on 9/11 or whether there is a 
better way to conduct homeland security and intelligence. 

 NOTES 

 1.  An Overview of the United States Intelligence Community for the 111th Congress
(2009), http://www.dni.gov/overview.pdf. 

 2. U.S. National Commission on Terrorist Attacks Upon the United States,  The
9/ 11 Commission Report  (Washington, D.C.: GPO, 2004), pp. 399, 411. 

 3. Intelligence Authorization Act for Fiscal Year 2003, Public Law 107  –  306, 
107th Congress (November 27, 2002). 

 4. Richard F. Grimmett, “9/11 Commission Recommendations: Implementa-
tion Status,” Congressional Research Report for Congress  (CRS Order Code RL33742), 
December 4, 2006. 

 5. Remarks by the Director of the National Counterproliferation Center 
(NCPC), Ambassador Kenneth C. Brill, at the NCPC Open Source Center Confer-
ence, May 28, 2009, http://www.dni.gov/speeches/20090528_speech.pdf. 

 6. Ibid. 
 7.  An Overview of the United States Intelligence Community for the 111th Congress.
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Intelligence Fundamentals 
David M. Keithly 

 No other nation has a more comprehensive information system than the 
United States. Both public- and private-sector information and research 
industries are international in scope and enormous in scale. The govern-
ment has a massive investment in collecting and analyzing data and in 
disseminating information, some of it produced by the various agencies 
of the intelligence community (IC). Information processed by the United 
States is doubtless one of the country’s most valuable products, but at 
the same time, it represents a significant liability. As one observer put it, 
“While technology proliferation has made more information more avail-
able, it has also made information more vulnerable.”1 Numerous foreign 
governments, international businesses, criminal cartels, and terrorist or-
ganizations have within their grasp sophisticated tools for manipulating 
federal and private-sector databases. 

 Intelligence is customarily defined as the product resulting from the 
 collection, evaluation, analysis, integration, and interpretation of all in-
formation that concerns one or more aspects of foreign countries or areas, 
immediately or potentially significant for the development or execution 
of plans, policies, and operations. 2  The popular concept of intelligence 
as a mysterious and hazardous activity has, in part, been derived from 
fictional accounts of international intrigue or from cloak-and-dagger 
 exploits, both truth and fiction. Although mystery and hazard are inher-
ent to some degree in the work of intelligence organizations, the aura of 
mystery is caused in greater part by the fact that the nature and purpose of 
intelligence activity are always guarded from public scrutiny by stringent 
security measures. 
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 Because of the essential security of its operation, intelligence has 
sometimes been considered an activity foreign to American custom and 
procedure. Not until World War II did a genuine national interest in intel-
ligence and a universal appreciation of its functions in civilian leadership 
and military command emerge. Complete, general agreement on what it 
should or can do has always been elusive. When properly utilized, intel-
ligence can be a potent weapon, and its efficient use is based on certain 
indispensable principles and procedures. 

 The events of the last decades have made America intelligence conscious. 
Terrorism and war have demonstrated that intelligence is essential, not 
only to military commanders but also to the government of any country 
with global interests. The new appreciation and support of its endeavors 
have afforded the intelligence profession more stature. Increased use of its 
products has enhanced problem solving at various levels. Many qualified 
persons, both civilian and military, seem eager to make this  profession 
their career. 

 The scope of American national intelligence is intrinsically broad be-
cause the United States is, for its own well-being and that of its allies, 
required to know a great deal about the attitudes, activities, interests, and 
long-range plans of all other states and many nonstate actors in the world. 
Focus of interest depends upon the conditions of international relations 
at the time. Because it is impossible for any nation to procure all pertinent 
knowledge about all potential enemies, substantial gaps will exist. Hence, 
intelligence resembles a vast collection of jigsaw puzzle pieces. Some 
pieces belong to different puzzles, some will not fit any apparent gap in 
the picture, and some obviously belong but require considerable work to 
decide where. For our purposes here, intelligence is of three types: 

 Basic intelligence, which is concerned with the past and is relatively permanent •
 Current intelligence, which deals with the present •
 Intelligence estimates, which concern the future or the unknown but possible •
present 

 THE PROCESS 

 Intelligence products usually result from a series of interrelated activi-
ties termed the intelligence cycle.  The process generally divides  intelligence 
 efforts into six phases: (1) direction and planning, (2)  collection, (3) pro-
cessing and exploitation, (4) production, (5) dissemination and integration, 
and (6) continuous evaluation. The phases, while part of a cycle, do not 
necessarily occur sequentially. For example, in the direction and planning 
phase, the necessity, management, and disposition of current and future 
efforts are determined and reevaluated. 3  The collection phase provides 
 information, which is the input to the intelligence process. The informa-
tion can include a variety of types, such as reports, observations, rumors, 
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and documents obtained through official and unofficial channels. Raw 
 information is converted to forms that can be readily used by intelligence 
analysts in the processing and exploitation phase. This processing results 
in the transformation into intelligence. Such intelligence, in the form of 
 operational reports or strategic estimates and studies, is then disseminated 
to the appropriate agencies, military commanders, and additional lower 
echelons. During the evaluation phase, intelligence personnel at all levels 
assess the effectiveness of each phase of the intelligence cycle and search 
for solutions when deficiencies are discovered. 

 Direction and planning are chiefly managerial functions that apply to 
all phases of the intelligence cycle. Direction and planning should pro-
vide guidance and the continuous monitoring of the process to ensure that 
 intelligence requirements are satisfied. These requirements are features 
of the needs of policy makers and military commanders. In the direction 
and planning phase, intelligence managers determine how the informa-
tion  required for the production of intelligence is collected. Such a deter-
mination includes notifying the appropriate intelligence organization that 
a certain kind of information is necessary to support national  security 
and national military strategies. During this process, requirements are 
 prioritized to  ensure that finite collection assets are properly apportioned. 

 At the national level, a policy maker may request information, for 
 example. 4  An intelligence collection manager supporting the policy maker 
researches the intelligence database to see if the information already exists. 
If it does, collection is unnecessary. If the data do not exist, the collection 
manager determines which disciplines should be used to collect the infor-
mation and submits the requirements to the appropriate lead intelligence 
organization. 

 Intelligence sources can be used to observe and record the location, size, 
condition, or activity of a geographical area, an organization, a process, 
or an individual. Intelligence sources, consisting of people, documents, or 
mechanical sensors, are customarily grouped into five intelligence disci-
plines: geospatial intelligence (GEOINT), human intelligence (HUMINT), 
signals intelligence (SIGINT), measurement and signature intelligence 
(MASINT), and open source intelligence (OSINT). Analysts should seek 
information from the widest possible range of these sources to avoid bias 
and improve accuracy and completeness. The collection of information 
from multiple sources is also helpful in defeating an adversary’s opera-
tional security and deception operations. The operation of all collection 
sources should be synchronized and coordinated to allow cross cueing 
and tip-offs to maximize collection opportunities. 

 Processing and exploitation include initial imagery interpretation, data 
conversion and correlation, document transmission, and decryption. 
Processing and exploitation may be performed by the same element that 
collected the information. Other units to which the raw information is dis-
seminated may independently process and exploit it, possibly drawing 



46 Homeland Security and Intelligence

different conclusions. A SIGINT example of processing is the association of 
a signal to a location, weapon system, or organization. Different types of in-
formation require different degrees of processing before they can be used. 

 Once the required information is collected and disseminated to the 
 intelligence analyst, the production process commences. This is often the 
most critical phase of the intelligence cycle. During the production phase, 
new information is first evaluated to determine if the source of the infor-
mation is credible. Then, evidence is analyzed to form hypotheses that 
may provide answers to critical questions. In complex situations involving 
 numerous pieces of evidence and many hypotheses, various methods are 
employed to ensure that nothing is overlooked. These methods include, 
but are not limited to, various computer programs, analysis of competing 
 hypotheses, causal linking, or matrix and link analysis. With these  methods, 
or in simpler situations using deductive reasoning,  evidence is integrated, 
comparisons made, and conflicts reconciled. Tentative conclusions are 
drawn, and the meaning and significance determined to form the final 
product: an intelligence estimate. This process may be  accomplished in a 
matter of minutes, months, or even years, and any part may be reviewed, 
scrapped, and redone at any time. 

 The production phase consists of four steps: evaluation, analysis, inte-
gration, and interpretation. All four steps are necessary for transforming 
information into intelligence. These steps are actually mental processes 
that can occur simultaneously or in various sequences, depending on 
the specific issue, the evidence or data, and the analyst. 5  During the first 
step — evaluation — collected information is appraised as a contribution to 
a specific goal, its credibility, reliability, relevance, accuracy, or usefulness. 
If an analyst receives a memorandum from a source whose reports over 
time have consistently proved accurate, the source is judged reliable. If the 
analyst finds that the information in the report is inconsistent and lacks 
important detail, the report may not be considered credible but should not 
be forgotten in case later evidence corroborates it. 

 In the cases of SIGINT and GEOINT, evaluating the credibility of the 
source is not required in the same manner or degree, since this type of 
intelligence information does not rely on the human source providing 
testimony. HUMINT, OSINT, and occasionally MASINT, however, where 
human sources are reporting, require the analyst to determine to what 
degree the sources’ statements are believable. Special care should be taken 
whenever considering open sources that are state-controlled or influenced 
by radical organizations, as many are organs of propaganda or disinfor-
mation, and as such, their credibility is suspect. Imagery interpreters and 
signals technicians also occasionally make mistakes. If their evidence does 
not fit the picture, its credibility should be reevaluated. 

 The second step in the production phase is analysis. Analysis is similar 
to evaluation in the sense that an attempt is made to determine the veracity 
of the facts in the report. During analysis, the intelligence analyst tries to 
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relate significant facts in the report to information in other reports. There-
fore, analysis includes carefully examining related information, identifying 
significant facts, and determining the relationship of the facts. 

 Analysis often has three key ingredients: hypotheses, evidence, and 
 assumptions. Advancing a hypothesis entails the development of a plau-
sible explanation concerning the information. The testing of hypotheses, 
a  deductive method, underlies the accumulation of information. By com-
paring propositions and theories with actual observations, one confirms 
or  rejects generalizations or principles. Evidence involves data that are 
relevant to the hypotheses being considered. 6  Finally, assumptions are the 
 theories that the analyst creates to fill the gaps left by missing information or 
 evidence. It is crucial to consider a range of hypotheses, not just the  favored 
one. The analyst will continue to research, gather reports, and relate pieces 
of evidence, always challenging the hypotheses and assumptions. 

 During integration, the third step, the analyst assembles the facts and 
relationships identified during the analysis step into a unified whole. The 
analyst tries to ascertain a pattern to a larger subject by selecting and com-
bining analyzed information. For example, an analyst might select and 
combine information from various intelligence reports and discern a pos-
sible changing political pattern. This information can then be compared 
to other various hypotheses. When several reports concur, hypotheses 
supported by the data are substantiated. When reports contradict one 
another, the hypotheses supported by them will be weakened. By this 
 process of refining the hypotheses, considering new hypotheses, challeng-
ing the  assumptions, and comparing and contrasting evidence, the analyst 
can decide which hypotheses are supported and which are weak. 7  The 
 integration step focuses on developing these patterns. 

 Once analysts have decided which information reports are significant 
and support the primary hypotheses, they should determine why they 
are important. Interpretation of processed information is the final step 
of the production phase. During the interpretation step, the last step, the 
meaning or significance of the new intelligence pattern is determined by 
viewing all the processed information in the perspective of an overall 
 intelligence appraisal. For example, if a state’s political patterns indicate 
a shift away from radical political philosophies, the potential significance 
is conspicuous. During interpretation, the analyst addresses the question, 
why is this important? Without this step, the analyst is merely reporting 
facts, and no analysis presents itself. 8  At this stage, one should resist the 
temptation to achieve a scoop. The production phase ultimately involves 
the conversion of information into a finished intelligence product to sat-
isfy a customer. Completion entails meticulous evaluation of sources 
and evidence, analysis, and the integration of various parts into a new 
 conclusion to the original requirement. 

 Once an analyst finishes an intelligence product, it must be made avail-
able to the appropriate consumers and policy makers who initiated the 
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requirements. Dissemination is the penultimate phase, and a crucial one. If 
it is left to chance, an analyst’s or an entire intelligence center’s work may be 
for naught, and an operation possibly jeopardized. Dissemination requires 
the timely distribution of the intelligence product in the correct format. 

 The final intelligence product needs to be packaged as required by the 
customer. Products may be packaged in a variety of methods depending 
upon the customer’s needs. Some intelligence consumers may require the 
finished product in the form of slides. Others may require special charts, 
maps, or other graphics. The intelligence may be presented through a 
video display or data stored on a file server or other digital storage media. 
Once the product is packaged, it must be distributed to the various cus-
tomers. Distribution methods should depend primarily on the urgency of 
the customer’s need and, secondly, on the availability of systems, product 
format, and time constraints. 

 During evaluation, the last phase, intelligence personnel at all levels 
should assess whether each phase of the intelligence cycle is being accom-
plished appropriately. When areas for improvement are identified, the 
necessary changes are made. Evaluation is continuously performed dur-
ing each phase of the intelligence cycle. Personnel involved in different 
phases coordinate and cooperate to determine whether transitions from 
one phase to another require improvement. Consumers should impart 
comments and suggestions. Individual intelligence professionals seek to 
improve their own performance and the performance of the processes in 
which they participate. As paradigms shift, analysts must adapt quickly 
and develop new ways of doing business. 

 The IC deals with both classified and unclassified information on foreign 
developments. Its analysts produce finished intelligence by analyzing, 
evaluating, interpreting, and integrating various pieces of information. 
The intelligence process also involves production of intelligence assess-
ments and their timely dissemination to consumers. The IC offers the intel-
ligence consumer a broad range of products through a variety of media: 

 Daily publications and bulletins or briefings about current developments •
 Biographical reports and psychological studies •
 Assessments, briefs, and memorandums on specific subjects •
 Technical analyses of weapons and weapon systems •
 Formal estimates that analyze specific international situations •
 Daily video reports •
 Comprehensive research studies •
 Serial publications and situation reports addressing specialized topics, key •
countries, or important foreign policy issues 9

 COMPONENTS AND METHODS 

 HUMINT is the collection discipline where humans are both the collec-
tor and the collection platform. Such nontechnical intelligence collection 
deteriorated during the 1970s in the United States following  scandals 
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related to HUMINT, and the subsequent investigations of these by con-
gressional committees and other organizations. Certain policy changes 
in 1990s resulted in heavy-handed guidelines that governed the recruit-
ment of assets with any kind of criminal background, further restricting 
HUMINT collection. While the policy was intended to cut America’s ties 
to less desirable international people and groups, it tended to have a 
deleterious effect on the level of preparedness in dealing with terror-
ist threats. The FBI, for example, faced tight restrictions because it was 
required to seek prior approval for all interaction with individuals who 
were involved in unlawful activities. Hence, the fundamental question 
arises, how does ethics relate to the intelligence profession? The IC has 
an ethically responsible task. Yet, the business of intelligence is shrouded 
by secrecy, need to know, distrust, and deception. 

 The belief that the technical collection disciplines might for the most part 
fill the gap expanded this trend of HUMINT downgrading. Disclosures 
of several treasonous individuals continued to damage the U.S.  HUMINT 
program from the late 1980s to at least the year 2000. Reassessment of HU-
MINT has since commenced, and attempts to  restore HUMINT capability 
are in train. 10  Most observers now agree that  HUMINT collection opera-
tions have considerable value in the 21st century, especially in technologi-
cally backward societies. HUMINT has the potential to counter balance 
the asymmetrical dynamic between a major power and less sophisticated 
foes.11  For example, when terrorist groups became aware of the capability 
to tap their communications via satellite telephones, they countered these 
efforts by relying on nontechnical communication methods. Once terror-
ists learn that their  communications systems, including telephones and the 
Internet, have been compromised, they often revert to face-to-face commu-
nication via trusted operatives within their organization. Collection is diffi-
cult under such circumstances because of the small inner circles of trust and 
the compartmentalization of information within terrorist organizations. 

 HUMINT alone is seldom capable of producing sufficient information 
for accurate decision making. When used in conjunction with other col-
lection methods, though, it can provide key pieces of the puzzle to aid in 
strategic considerations. If imagery seems to indicate that an enemy force 
is mobilizing, for instance, HUMINT sources can reflect on the images 
with visual verification. At the same time, SIGINT may detect increased 
radio communications and radar signatures from the mobilizing group. 

 SIGINT is intelligence derived from the interception and exploitation of 
foreign electromagnetic emissions. The type of information produced from 
SIGINT may consist of the numbers and disposition of military hardware, 
troops, locations and movements, plans, and capabilities. Since SIGINT 
collection requires an active target, it is susceptible to enemy  deception 
in the form of counterfeit messages, phony radio networks, and other 
 deceptive measures. 

 SIGINT in turn has three elements: communications intelligence 
 (COMINT), electronic intelligence (ELINT), and foreign instrumentation 
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signals intelligence (FISINT). COMINT is understood as  intelligence 
 derived from foreign communications systems by other than the  intended 
recipients. Military intelligence organizations focus  considerable efforts 
on COMINT, the passive monitoring of enemy transmissions. Intercepts 
are  usually  immediately followed by tactical analysis that allows a com-
mander to take appropriate action to carry out the mission. Instead of 
disrupting enemy transmissions, it is often more beneficial to leave the 
communications networks operating so that the signals can be monitored 
to provide additional intelligence. 

 The most common kind of enemy communications the United States 
monitors is voice. Voice communications are a rapid means of passing 
orders, reports, and other information and are found at the lowest ech-
elons of adversary organizations. Voice communications can provide 
substantial information, particularly in the heat of battle when immedi-
ate safety or experience takes precedence over security, and otherwise 
closely guarded secrets may be revealed. Voice systems at lower echelons 
are usually low power and short range. Exploitation requires close prox-
imity to the battle area or flights within the line of sight of the transmitter. 
Trained linguists may be required for translation. 

 Morse code is another type of common signal. Some foreign militaries 
still make extensive use of Morse code. It is simple, reliable, and has a high 
degree of resistance to interference and jamming. The major drawback is 
its relatively slow speed. Usually, a Morse code communications system 
has a greater range than voice and as a result can be intercepted from 
friendly territory. Operators must be skilled in using and  interpreting 
Morse code. 

 Radioteletype (RATT), another type of signal, is usually found at higher 
echelons and generally involves long-distance communications. Like 
Morse code, it can usually be intercepted a long distance from its point of 
origin. The wide variety of RATT systems means that exploitation  requires 
a compatible receiver and deciphering equipment. Multichannel, another 
type of signal, can carry several channels of communications simulta-
neously. These can be mixed, with one channel transmitting voice and 
another transmitting teletype. Multichannel is usually a line-of-sight trans-
mission and must be intercepted from a point near the battle space or while 
airborne. Tactical units also use landline, another method of transmitting 
communications that carry voice, teletype, and other signals. Unless the 
system has a radio link, intercept of landlines requires physical access to 
the transmission cable. Because of this limitation, landlines offer a high 
degree of security and resistance to disruption. By definition, exploitation 
of landline communications is COMINT. 

 The second element of SIGINT is ELINT, which is intelligence derived 
from foreign, noncommunications, electromagnetic radiation  emanating 
from other than nuclear detonations or radioactive sources. There are 
in turn two forms of ELINT: operational ELINT and technical ELINT. 12
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Operational ELINT (OPELINT) refers to the introduction, disposition, 
movement, utilization, and tactics of known foreign noncommunications 
emitters and their associated systems. OPELINT is concerned with how 
the system is employed, and it is often useful in providing indications and 
warning of  impending activity. Technical ELINT (TECHELINT) is the pro-
cess by which intercepted data are analyzed to determine any emitter’s 
function, capability, vulnerability, and technical characteristics. The re-
maining SIGINT element is foreign instrumentation signals, or  FISINT. 
This involves intelligence  derived from equipment parameters and perfor-
mance monitoring and control systems such as telemetry, radio  beacons, 
command links, and fuse arming signals. 

 Globalization and the latest incarnation of U.S. adversaries have signifi-
cantly influenced the SIGINT mission. The technological advancements of 
today’s information age and the speed and volume at which information 
flows have created a challenging SIGINT environment for the IC. SIGINT 
is now regarded as one of the most important intelligence disciplines in 
combating terror. Proper exploitation of terrorist communications can 
provide insight into the leadership, capabilities, and intentions of terrorist 
groups. 

 Radar beams, radio beacons, and other noncommunications signals 
 differ from communications signals because they do not carry information 
in the conventional manner. Radar uses a receiver and viewing scope to 
disclose locational data of a reflected object. ELINT analysis requires that 
the signals be intercepted, recorded, and processed. Simultaneously, the 
signal sources can be located by direction finding. Recording may entail a 
written log sheet or transcription to magnetic tape or other means. During 
the processing phase, the signal is identified and correlated to a particular 
type of equipment. For example, a radar signal is detected and recorded, 
and the characteristics of the signal match those of a known air defense 
system. If one knows which units use this radar, the approximate location 
of a particular air defense unit can be determined. 

 Overhead collection systems fall into two broad categories: aerial and 
space. Each of these methods is capable of supporting multiple intelli-
gence disciplines, such as GEOINT, SIGINT, and MASINT. GEOINT is an 
intelligence discipline that has evolved from the integration of imagery, 
imagery intelligence (IMINT), and geospatial information. 13  Aerial collec-
tion is constrained by mechanical failure, time, and above all, weather. 
A platform unable directly to engage the observation target cannot prop-
erly  collect data. Space platforms, however, operate above the weather 
and are capable of collecting within a much larger area and across a 
greater range. Their orbit is the primary constraint. Orbits are routine, and 
the times during which overhead collection may occur are predictable. To 
counter the collection of intelligence from space, many countries calcu-
late when satellites are over their territories and at those times curtail or 
 enshroud  activities they wish to hide. 
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 Cameras aboard aircraft, drones, or satellites can collect information 
about areas that are otherwise inaccessible. These are also used to track 
storms at sea, map areas of drought or diseased crops, and determine 
likely sites for mineral exploitation. Imagery is a permanent record of the 
detail within the sensor field of view and provides an objective  impression 
of the target to imagery interpreters. Imagery is nonjudgmental and 
 reproducible; it can be studied and restudied for various purposes by 
different interpreters. It can be compared, detail by detail, with other 
 imagery of the same area to provide comparative intelligence.  Imagery 
may be used to chart an area’s geographic and cultural detail, and to 
 furnish coastal information including inshore bottom conditions. It can 
sometimes provide data on inshore water depth, but it cannot confirm 
offshore water depth, bottom contour, or composition. Imagery can 
 provide much detailed ground force information, such as strength and 
disposition of troops and useful terrain features that help to determine its 
suitability for heavy vehicles and various tactics. 

 Imagery is not without limitations. Image interpreters cannot always 
see fine details, and sometimes they can only infer particulars through 
associated features. For example, certain geographic sizes may be esti-
mated from a comparison of other objects visible in an image. Hence, 
imagery intelligence is often constrained by the ability and experience of 
the imagery interpreter. And imaging resources are finite and may not be 
focused on the particular area of interest. 

 The IC and the Department of Defense (DOD) are utilizing unmanned 
aerial vehicles (UAVs) for tactical and operational intelligence collection in 
growing measure. Some observers suggest that UAVs will largely replace 
manned aircraft for collection and reconnaissance purposes in the foresee-
able future. UAVs and manned reconnaissance aircraft have individual 
capabilities and vulnerabilities, though, rendering it likely that both will 
maintain collection roles in the next decades. The U.S. government defines 
UAVs as “powered, aerial vehicles that do not carry a human operator, 
use aerodynamic forces to provide vehicle lift, can fly autonomously or 
be  piloted remotely, can be expendable or recoverable, and can carry a 
 lethal or nonlethal payload.” 14  Many different types of UAVs are already 
in use, and technological advancement continues apace. UAVs can either 
be  remotely piloted or self-piloted and can carry a wide range of geospatial 
and signals intelligence collection equipment, including cameras,  sensors, 
and other sophisticated collection equipment. 

 Operation Desert Storm/Desert Shield in 1990–1991 brought extensive 
UAV utilization in combat zones for the first time. Pioneer UAVs were 
 deployed to provide overhead imagery in many areas of the conflict. 
Procured initially in 1985 with imagery intelligence capabilities allowing 
commanders in the field to see to distances up to 185 kilometers, Pioneer 
UAVs facilitated intelligence collection on the enemy for tactical planning. 
UAVs were instrumental to intelligence collection in the Balkans in the 
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1990s, and the platforms continue to provide crucial intelligence in the Iraq 
and Afghanistan conflicts. Use of full motion video (FMV) during opera-
tions enhances situational awareness of the battles pace by furnishing near 
real-time (NRT) actionable intelligence. Different perspectives of the battle 
space are afforded by electro-optical (EO), infrared (IR), synthetic aperture 
radar (SAR), and moving target indicators (MTI). UAVs are also in use by 
U.S. Customs and Border Protection (CBP) for domestic border protec-
tion. UAVs provide border patrol agents with real-time imagery of borders 
where illegal crossings are frequent. 

 Finally, MASINT is technically derived intelligence that detects,  locates, 
tracks, identifies, and describes the unique characteristics of fixed and 
 dynamic target sources. MASINT includes the scientific and technical 
intelligence obtained by quantitative and qualitative analysis of angle, 
spatial, wavelength, time dependence modulation, plasma, and hydro-
magnetic data collected by MASINT sensors for the purpose of identify-
ing distinctive signatures of a source. MASINT is predominately collected 
by dedicated technical sensors and processed by the MASINT produc-
tion infrastructure. 15  MASINT is also derived from additional process-
ing and exploitation of data collected by sensors of the other collection 
disciplines.

Measurement  in MASINT refers to the data collected in order to obtain 
precise parameters, such as height, weight, distance, and depth. MAS-
INT techniques can derive parameters that are not directly measurable 
by the sensor.  Signature  refers to data indicating the distinct character-
istics of a particular event, piece of equipment, or object. Signatures can 
be used to recognize and quantify the event, equipment, or object. Some 
examples of signature data include the amplitude of radar returns over 
a period of time or the frequencies at which a target produces acoustic 
waves. 

 MASINT is composed of six subdisciplines: materials sampling, radar, 
radio frequency, geophysics (seismic, acoustic), electro-optical, and  nuclear 
radiation. Electro-optical intelligence (MASINT EO) involves the collection, 
processing, exploitation, and analysis of emitted or reflected energy across 
the optical portion (ultraviolet, visible, near infrared, and infrared) of the 
electromagnetic spectrum. MASINT EO may provide detailed  information 
on the radiant intensities, dynamic motion, spectral and spatial characteris -
tics, and the materials composition of targeted objectives. EO data  collection 
provides broad applications to a variety of military, civil, economic, and 
environmental issues. Data may be collected by optically sensitive devices, 
such as radiometers, spectrometers, nonliteral imaging systems, lasers, and 
laser radar (LADARS). 16

 MASINT is frequently used in the scientific and technical intelligence 
arena but has applications for many other areas of intelligence analysis. 
MASINT sensors provide important intelligence information in support 
of treaty monitoring; weapons characterization; materials production; 
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power supply characterization; and ship, aircraft, and ballistic missile 
signatures. The overall manager for the MASINT program is the Central 
MASINT Office (CMO) within the Defense Intelligence Agency. 

 OUTLOOK 

 Information is central to the conduct of both peace and war. Spectacular 
recent advances in how rapidly and inexpensively it can be generated, 
transmitted, and processed will alter both. These advances are exog-
enous phenomena to which all international actors must be prepared to 
adapt. Government policy decisions affect the precise direction in which 
information technologies advance, the channels through which they are 
allowed to flow, and the speed at which they spread from the technologi-
cally  advanced countries to other societies. 

 Utilizable intelligence requires insights into the intentions of govern-
ment and nongovernment leaders, for which the human collector is as 
critical as ever. On a high level of generalization, intelligence involves 
knowledge and foreknowledge of the world—the prelude to decision and 
action by policy makers. Intelligence organizations provide information 
in a manner that allows consumers to consider alternative options and 
outcomes. The analytical process must be rigorous, timely, and relevant 
to policy needs and concerns. The IC currently strives toward a more 
multidisciplined approach to intelligence gathering, largely as a result 
of the hard lessons learned from recent intelligence failures. Augmen-
tation of HUMINT capabilities as a major collection asset will continue 
to be an IC priority. OSINT, publicly available information and other 
 unclassified  information that has limited public distribution or access, will 
be  employed to complement the more sensitive collection disciplines. 17

OSINT results largely from the analysis of open source information and 
the comparison of it with other sources. 18  Particularly since the advent of 
the Internet, OSINT has been recognized as a crucial discipline in support 
of all-source intelligence. 

 A retrospective look at technological advancement in the 20th century 
indicates that the United States periodically faces determined and sophis-
ticated enemies. At the same time, the last six decades also marked numer-
ous groundbreaking innovations in U.S. intelligence-gathering technology. 
Such technological breakthroughs suggest that the United States has the 
 capability to discover and counter contemporary enemy threats. 

 Modern technical intelligence disciplines, such MASINT, will help 
 prepare the IC to deal with these threats. According to a study conducted 
by the House of Representatives Permanent Select Committee on Intel-
ligence, “MASINT can provide specific weapon system identifications, 
chemical compositions and material content and a potential adversary’s 
ability to employ these weapons.” 19  MASINT is an esoteric intelligence 
collection method that can furnish the IC with a wide range of collection 
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opportunities, and it is arguably still the most underutilized and per-
haps undervalued intelligence discipline. Without adequate study of the 
 advantages of MASINT and a grasp of the type of information that can be 
derived from its application, the IC will not be as capable of addressing 
collection problems as it should be. Emplacement of sources frequently 
requires considerable periods of time, and intelligence resources are 
notoriously insufficient to meet demand. Technology and automation 
can assist, of course, but trained, analytical expertise remains beyond 
the capacity of machines. Analysts have learned over the years not to 
be bound by rigid intelligence requirements, but to anticipate where 
 resources must be applied to meet emerging intelligence needs. 

 TERMS AND DEFINITIONS 20

Acoustic intelligence (ACINT): Intelligence derived from the collection and pro-
cessing of acoustic phenomena. 

All-source intelligence: Intelligence products and/or activities that incorporate 
all sources of information, including, most frequently, HUMINT, GEOINT, 
MASINT, SIGINT, and OSINT, in the production of finished intelligence. 

Battle space: All aspects of air, surface, subsurface, land, space, and the elec-
tromagnetic spectrum that encompass the area of influence and area of 
interest. 

Communications intelligence (COMINT): Technical and intelligence information 
derived from foreign communications by other than intended recipients. 

 Counterintelligence (CI): Information gathered and activities conducted to pro-
tect against espionage, other intelligence activities, sabotage, or assassinations 
conducted by or on behalf of foreign governments or elements thereof, foreign 
organizations, or foreign persons, or international terrorist activities. 

Critical vulnerability: That element of military force that is vulnerable to attack 
and whose degradation or destruction will lead to defeating the enemy’s center 
of gravity and, ultimately, his ability to resist. 

Deception: Those measures designed to mislead the enemy by manipulation, dis-
tortion, or falsification of evidence to induce him to react in a manner prejudicial 
to his interests. 

Electronics intelligence (ELINT): Technical and geolocation intelligence derived 
from foreign noncommunications electromagnetic radiations emanating from 
other than nuclear detonations or radioactive sources. 

Electro-optical intelligence (ELECTRO-OPTINT): Intelligence other than signals 
intelligence derived from optical monitoring of the electromagnetic spectrum 
from ultraviolet through far infrared. 

Foreign instrumentation signals intelligence (FISINT): Technical information 
and intelligence information derived from the intercept of foreign instrumenta-
tion signals by other than the intended recipients. 

 Fusion: In intelligence usage, the process of examining all sources of intelligence 
and information to derive a complete assessment of activity. 
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Fusion center: In intelligence usage, a physical location to accomplish fusion. It 
normally has sufficient intelligence automated data processing capability to 
assist in the process. 

Geospatial intelligence (GEOINT): The exploitation and analysis of imagery and 
geospatial information to describe, assess, and visually depict physical features 
and geographically referenced activities on the earth. 

Human intelligence (HUMINT): A category of intelligence derived from informa-
tion collected and provided by human sources. 

Imagery intelligence (IMINT): Intelligence derived from the exploitation of col-
lection by visual photography, infrared sensors, lasers, electro-optics, and radar 
sensors such as synthetic aperture radar wherein images of objects are repro-
duced optically or electronically on film, electronic display devices, or other 
media.

Indications and warning (I&W): Those intelligence activities intended to detect 
and report time-sensitive intelligence information on foreign development that 
could involve a threat to the United States or allied military, political, or economic 
 interests or to U.S. citizens abroad. It includes forewarning of enemy actions or 
intentions; the imminence of hostilities; insurgency; nuclear/nonnuclear attack 
on the United States, its overseas forces, or allied nations; hostile reactions to 
U.S. reconnaissance activities; terrorists’ attack; and other similar events. 

Infrared intelligence (IRINT): Intelligence derived from information collected by 
infrared sensors. 

Intelligence estimate: The appraisal, expressed in writing or orally, of available 
intelligence relating to a specific situation or condition with a view to determin-
ing the courses of action open to the enemy or potential enemy and the order of 
probability of their adoption. 

Intelligence requirement: Any subject, general or specific, upon which there is a 
need for the collection of information or the production of intelligence. 

Joint Intelligence Center ( JIC): The intelligence center of the joint forces head-
quarters. The JIC is responsible for providing and producing the intelligence 
required to support the joint forces commander and staff, components, task 
forces and elements, and the national IC. 

 Laser intelligence (LASINT): Technical and geolocation intelligence derived from 
laser systems, a subcategory of electro-optical intelligence. 

 Measurement and signature intelligence (MASINT): Scientific and technical 
intelligence obtained by quantitative and qualitative analysis of data (metric, 
angle, spatial, wavelength, time dependence, modulation, plasma, and hydro-
magnetic) derived from specific technical sensors for the purpose of identifying 
any distinctive features associated with the source, emitter, or sender and to 
facilitate subsequent identification and/or measurement of the same. 

 Medical intelligence (MEDINT): That category of intelligence resulting from 
collection, evaluation, analysis, and interpretation of foreign medical, biosci-
entific, and environmental information that is of interest to strategic planning 
and operations for the conservation of the fighting strength of friendly forces 
and the formation of assessments of foreign medical capabilities in both 
 military and civilian sectors. 
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National intelligence support team (NIST): A nationally sourced team composed 
of intelligence and communications experts from either the Defense Intelli-
gence Agency, Central Intelligence Agency, National Security Agency, or any 
combination of these agencies. 

Nuclear intelligence (NUCINT): Intelligence derived from the collection and 
analysis of radiation and other effects resulting from radioactive sources. 

Open source intelligence (OSINT): Information of potential intelligence value 
that is available to the general public. 

Operational intelligence: Intelligence that is required for planning and conduct-
ing campaigns and major operations to accomplish strategic objectives within 
theaters or areas of operations. 

Photographic intelligence (PHOTINT): The collected products of photographic 
interpretation, classified and evaluated for intelligence use. 

Radar intelligence (RADINT): Intelligence derived from data collected by radar. 

Scientific and technical intelligence (S&T): The product resulting from the collec-
tion, evaluation, analysis, and interpretation of foreign scientific and technical 
information that covers (a) foreign developments in basic and applied research 
and in applied engineering techniques and ( b). scientific and technical charac-
teristics, capabilities, and limitations of all foreign military systems, weapons, 
weapon systems, and matériel, the research and development related thereto, 
and the production methods employed for their manufacture. 

Signals intelligence (SIGINT): A category of intelligence comprising either indi-
vidually or in combination all communications intelligence, electronics intelli-
gence, and foreign instrumentation signals intelligence, however transmitted. 

Strategic intelligence: Intelligence that is required for the formulation of strategy, 
policy, and military plans and operations at national and theater levels. 

Surveillance: The systematic observation of aerospace, surface or subsurface 
areas, places, persons, or things by visual, aural, electronic, photographic, or 
other means. 

Tactical intelligence: Intelligence that is required for planning and conducting tac-
tical operations. 

Technical intelligence (TECHINT): Intelligence derived from exploitation of foreign 
material, produced for strategic-, operational-, and tactical-level commanders. 

Telemetry intelligence (TELINT): Technical intelligence derived from the inter-
cept, processing, and analysis of foreign telemetry. Telemetry intelligence is a 
category of foreign instrumentation signals intelligence. 

Unintentional radiation intelligence (RINT): Intelligence derived from the col-
lection and analysis of non-information-bearing elements extracted from the 
 electromagnetic energy unintentionally emanated by foreign devices, equip-
ment, and systems, excluding those generated by the detonation of nuclear 
weapons.

Validation: A process normally associated with the collection of intelligence that 
 provides official status to an identified requirement and confirms that the 
 requirement is appropriate for a given collector and has not been previously 
satisfied.
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Intelligence Analysis: 
A 9/11 Case Study 

Michael W. Collier 

 Intelligence analysis is the pivotal activity in the intelligence process. The 
analyst must make sense of often incomplete and conflicting information 
and provide analytic products useful to decision makers. This requires 
the analyst to work closely with intelligence planners and collectors to 
identify intelligence requirements and task intelligence collectors to fill 
information gaps. Analysts must also be in continual contact with the 
consumers of intelligence, the decision makers, to make sure the analytic 
products meet consumer needs. 

 Perceived failures in intelligence analysis leading up to the September 11, 
2001, terrorist attacks on the New York World Trade Center and Pentagon 
were part of the justification for the formation of the U.S. homeland security 
structure. Post-9/11 investigations criticized the U.S. intelligence commu-
nity (IC) for its lack of imagination, failure of agencies to share information, 
and inability of analysts to connect-the-dots, implying the IC had signifi-
cant responsibility for the attacks, which killed over 3,000 people. 1   Adding 
to criticism of the IC’s analysis, the 2002 National Intelligence Estimate 
(NIE) on Iraqi weapons of mass destruction (WMD) came under media and 
congressional scrutiny with claims that analysts failed to properly assess 
available information and that the NIE was politicized to help justify the 
Bush administration’s plan to invade Iraq. 2  Together, criticism of the IC’s 
pre-9/11 performance and poor analysis in the Iraqi WMD NIE resulted 
in a number of IC reforms mandated in the 2004 Intelligence Reform and 
 Terrorism Prevention Act (IRTPA). 

 This chapter focuses on the state of U.S. intelligence analysis both  before 
and after 9/11 as it affects the counterterrorism mission of homeland 
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security. First, the chapter surveys the general procedures used for intel-
ligence analysis prior to 9/11. Second, it describes the IC shift after 9/11 to 
more robust critical thinking and structured analysis techniques. Finally, 
the chapter provides a short counterfactual case study of IC actions  during 
the period just prior to 9/11, revealing what could have happened if the 
IC and U.S. national security decision makers had followed the critical 
thinking and structured analysis techniques now in use. The findings 
 reveal a high probability that 9/11 could have been prevented. 

 ANALYSIS PROCEDURES PRIOR TO 9/11 

 A number of different analytic procedures are used in the IC. Those 
who work in scientific and technical fields utilize the latest scientific 
analysis procedures in their related fields. Economic intelligence analysis 
is based largely on the latest quantitative procedures in econometrics. 
Analysis in the political-military field, where terrorism analysis resides, 
is a mixture of  descriptive analysis , meant to inform strategic and tacti-
cal decision makers, and predictive analysis , which attempts to forecast 
or estimate the behavior or decisions of adversaries. Political-military 
descriptive analysis products include order-of-battle studies (e.g., sizes, 
organization, capabilities, and locations of adversary forces), biographi-
cal reports of political and military leaders, transportation and industrial 
infrastructure reports, and a bevy of other reports and studies requested 
by national security and military decision makers. Predictive analysis 
is more challenging, as analysts often face incomplete information and 
must deal with both the complexities of the situation and the free will of 
adversaries to act or decide in ways that differ from their prior behavior. 

 Prior to 9/11, IC predictive analysis in the political-military field could 
be characterized as “unaided judgment.” 3  These procedures include sig-
nificant reliance on the inductive approach to reasoning (working from 
the data directly to the findings), which are based on procedures related to 
evidentiary reasoning, historical method, reasoning by analogy, case-study 
method, and basic critical-thinking skills. 4  There are a number of problems 
with reliance on unaided judgment for intelligence analysis. First, the ap-
proach stresses individual and not group analyses. Second, the analytic 
process occurs mainly in the head of the analyst and thus cannot be as-
sessed for either reliability or validity, as little is written down except the 
findings. Reliability  refers to the ability of a second analyst to use the same 
procedures as the first and obtain the same results; this is difficult where 
there is little documentation of the analytic procedures.   Validity  refers to 
the accuracy in conceptualizing and modeling the behavior under study. 
As with reliability, it is impossible to assess validity without detailed doc-
umentation of the analytic procedures. Lacking both reliability and valid-
ity, political-military intelligence reports prior to 9/11 were based more on 
opinion than scientific analysis. While the experience of the analyst may 
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make such intelligence reporting well-informed  opinion, it is still opinion, 
as might be found in nonscholarly periodicals such as The Economist  or 
Foreign Policy.

 Use of unaided judgment for analysis has strong roots in the IC. Many 
of the original IC analysts were historians who were educated or taught 
in elite U.S. northeastern colleges and universities. For example, Sherman 
Kent, a Yale University history professor, headed the Central Intelligence 
Agency’s (CIA) Office of National Estimates from 1952 to 1967. 5  Somehow, 
social science advances in behavioralism beginning in the 1960s bypassed 
the IC. During the last five decades, behavioralism,  the application of scien-
tific principles to the study of human behavior, human decision making, 
and human conditions, replaced historicism as the main academic analytic 
approach toward social issues. While many new IC analysts were trained 
in the methods of behavioralism, and a number of analysts advanced their 
use, the IC continued its traditional use of unaided judgment as the main 
basis for their analysis. 6

 The attacks on 9/11 and the Iraqi WMD NIE brought the use of unaided 
judgment as the primary means of IC analysis under close scrutiny. As 
a result, the 2004 IRTPA not only created the new position of director of 
national intelligence (DNI) to better coordinate and oversee the IC, but 
also directed the new DNI to “establish a process and assign an individ-
ual or entity the responsibility for ensuring that, as appropriate, elements 
of the intelligence community conduct alternative  analysis . . . of the in-
formation and conclusions in intelligence products.” 7  Some components 
of the IC had begun experimenting with alternative analysis techniques 
soon after 9/11. In 2008, the Office of the Director of National Intelligence 
(ODNI) formalized their use in the Analytic Transformations  initiative di-
rected at improving U.S. intelligence analysis. The ODNI program entitled 
“Tradecraft Training in Critical Thinking and Structured Analysis” in this 
initiative was designed to replace unaided judgment as the main basis for 
IC analysis. 8

 CRITICAL THINKING AND STRUCTURED 
ANALYSIS TECHNIQUES 

 Critical thinking and structured analysis techniques are not new to the 
IC. Morgan Jones’s  The Thinker’s Toolkit: 14 Powerful Techniques for Prob-
lem Solving  (1995) and Richards Heuer’s  Psychology of Intelligence Analysis
(1999) were widely available before 9/11. 9  Jones and Heuer were both 
CIA analysts. Prior to 9/11, the strong reliance on unaided judgment 
resulted in little IC interest shown in these books. After the 9/11 terror-
ist attacks, the demand for these two books skyrocketed as they became 
must-haves on the desks of IC analysts. Both Jones and Heuer start their 
books with discussions of the cognitive limitations of human reasoning 
and then provide recommended analytic procedures to help overcome 
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these limitations. Jones provides 14 different tools, grounded in critical 
thinking and rational choice theories. Heuer’s most significant analytic 
contribution is his development of the structured analysis technique  Anal-
ysis of Competing Hypotheses  ( ACH  ). 10  Heuer worked hard to promote the 
ACH  procedures while still a CIA analyst, but they only received wide-
spread notice after 9/11. Jones and Heuer’s works became the basis for 
expansion of structured analysis techniques now taught both within the 
IC and in emerging academic programs in intelligence analysis. 

 Critical thinking has been a topic of study in both the business and 
management world and in academia for several decades. Building on 
this previous work, the IC now considers critical thinking as the basic 
intellectual procedures or standards that must be applied to any analysis, 
whether descriptive or predictive. Linda Elder and Richard Paul provide 
the model of critical thinking now widely accepted as the IC standard. 11

Critical thinking can be simply defined as “thinking about our thinking.” 
In other words, in critical thinking “a person reflects on the quality of 
the reasoning process simultaneously while reasoning to a conclusion.” 12

Elder and Paul offer a framework to guide the critical-thinking process, 
allowing analysts to improve their reasoning abilities and lead them to 
a best solution. It is now assumed that IC analysts use critical-thinking 
skills at every step of the analytic process. 

 Structured analysis techniques serve a number of purposes. First, they 
“mitigate the adverse impact on our analysis of known cognitive limita-
tions and pitfalls” in our reasoning and decision making. 13  Second, the 
procedures are designed to guide us through the step-by-step analysis of 
any behavior. The specific structured analysis techniques used depend on 
the behavior under study. Third, these techniques help us create models 
of the behavior under study that coincide with the deductive or scientific 
approach to analysis. Fourth, these techniques can be used for either qual-
itative or quantitative analyses. In fact, they take qualitative analysis to a 
higher level than is normally taught in most U.S. social science graduate 
programs. Fifth, most of the structured analysis techniques can be used by 
either individual analysts or, more appropriately, used by teams of ana-
lysts assigned to the same study. Finally, these techniques allow detailed 
documentation of the analysis process such that other analysts or teams of 
analysts can check the work for reliability and validity. 

 Structured analysis techniques include a toolbox of supporting proce-
dures and techniques analysts can select from, depending on the purpose 
of their assigned study. As the following case study will show, most stud-
ies start with structured analysis techniques that first frame the study of 
interest. There are also techniques for assessing the quality of  information 
and assumptions used in the study. For predictive studies, tools are pro-
vided to test hypotheses and generate probabilities of future events. 
Predictive analyses include techniques for creating indicators that allow 
analysts to refine their estimates and point to which of the predicted 
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outcomes is developing. An important step in IC analysis is the use of 
challenge analysis techniques, which allow other analysts to critique 
the procedures and findings of the completed analysis. When conduct-
ing  predictive  analysis of human behavior or decisions, the proper use 
of structured analysis techniques ensures the findings are as close to the 
truth as possible and should prevent future strategic surprises such as 
the 1941 Pearl Harbor attacks, the 1950 North Korean invasion of South 
Korea, and terrorist attacks similar to 9/11. 

 THE 9/11 CASE STUDY 

 A short counterfactual case study of 9/11 demonstrates how critical 
thinking and structured analysis techniques could have prevented the cata-
strophic terrorist attacks on the United States. Counterfactual analyses look 
at “what-might-have-been,” with a goal of uncovering cause-and-effect re-
lationships or other insights about the case under study. 14  In this case study, 
I will first conduct the counterfactual analysis, assuming the IC was using 
current (2009) critical thinking and structured analyses techniques. Then, 
I will take facts of the actual case and compare them to the counterfactual 
analysis to gain insight. This reveals that if the latest analytic procedures 
were used, and if U.S. decision makers had acted on the results of this 
 analysis, 9/11 was likely preventable. 

 The Counterfactual Analysis 

 In the lead up to 9/11, a key point on the case timeline was late 
June 2001. At that point, there was enough information obtained through 
communications intercepts by the National Security Agency (NSA), anon-
ymous tips and walk-in information, and public statements by al-Qaeda 
leadership to indicate that an al-Qaeda attack on U.S. interests was immi-
nent. The problem with this information was that none of it was specific 
enough to indicate what type of attack would be attempted or where such 
an  attack would take place. CIA Director George Tenet characterized the 
situation by late June 2001 as “blinking red,”  indicating a high probability 
of a  spectacular al-Qaeda attack. 15

 The CIA Counterterrorism Center (CTC) had been watching al-Qaeda 
for several years. After the October 2000 attack on the USS  Cole  in Yemen 
by an al-Qaeda suicide boat loaded with explosives, the CTC focused their 
intelligence collection and analysis on al-Qaeda even closer in the later 
months of 2000 and the first half of 2001. Even before 9/11, the CTC was 
involved in a structured analysis technique of  High-Impact/ Low Probability 
Analysis,  meaning that although there was a low probability of a terrorist 
attack on any particular U.S. target, the impact of such an attack in terms 
of personnel casualties, property damage, and interruption of U.S. infra-
structure was so high that such an unexpected event must be brought to 
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the attention of senior national security decision makers. 16  CTC data col-
lection on al-Qaeda was constrained, however, due to the lack of human 
intelligence (HUMINT) sources that could penetrate al-Qaeda’s inner cir-
cle and report on the plans or intentions of the al-Qaeda leadership. This 
lack of HUMINT resources was a result of CIA budget cuts in the 1990s 
after the cold war. Tenet reported that by the late 1990s, the CIA was in 
the equivalent of “Chapter 11 [bankruptcy], and neither the Congress or 
the executive branch did much about it.” 17  NSA was in a similar degraded 
condition as its aging technology used against cold war adversaries was 
not able to keep up with advancing communications methods, and it 
would later need more than $1 billion in additional funding to modernize 
its signals intelligence (SIGINT) capabilities. 18

 In late June 2001, with the system “blinking red” and no specific details 
on a pending al-Qaeda attack, I begin the counterfactual analysis. Criti-
cal thinking and structured analysis techniques begin by asking the right 
questions. The right questions in this case included: Will al-Qaeda likely 
attack the United States? If a U.S. attack is likely, what is the most likely 
type of attack (explosives, WMDs, etc.)? What are the most likely targets? 
Both the CIA’s CTC and the FBI should have been asking these questions. 
Here I will assume that CTC and FBI did ask the right first question and 
determined that a domestic attack on the United States was a likely sce-
nario. Thus, the focus of the analysis then shifts to the second question on 
what is the most likely type of attack. To answer this second question, the 
ACH  technique is appropriate. 

 The structured analysis technique of  ACH  employs a matrix analysis 
with the competing hypotheses placed along the top axis of the matrix 
and evidence supporting the hypotheses listed down the left axis. The 
competing hypotheses and the evidence list can be developed through 
a combination of structured  Brainstorming  (group brainstorming is rec-
ommended) and the use of causal or process models that pertain to 
the question under study. In the evidence column, analysts should list 
 information or data that is known and assumptions (what is usually not 
known) that are needed to make the hypotheses plausible. The ACH  tech-
nique then has the analyst determine which evidence is consistent (C), 
very consistent (CC), inconsistent (I), or very inconsistent (II) with each 
competing hypothesis. The objective is to determine which hypotheses 
have the least-inconsistent evidence—based on assigning 1 point for 
an inconsistent rating and 2 points for a very inconsistent rating. The 
hypothesis(es) with the lowest score(s) is/are considered to have the 
highest relative probability(ies) of occurring. Table 4.1 provides a poten-
tial ACH  matrix for the question, if a U.S. attack is likely, what is the most 
likely type of attack (explosives, WMD, etc.)? Four competing hypoth-
eses are addressed in Table 4.1 concerning the type of attack al-Qaeda 
would likely attempt on the United States (explosives, aircraft hijacking, 
nuclear, or biological/chemical). The analysis assesses five key evidence 
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factors. First, would a U.S. attack meet al-Qaeda’s goals to attack U.S. 
interests? Second, does al-Qaeda have the weapons capabilities to carry 
out the attack? Third, does al-Qaeda have an information structure that 
allows them the latest data on the intended targets (via surveillance, 
etc.) and to be able to provide command and control to such an attack? 
Fourth, is the risk to al-Qaeda’s personnel conducting the attack accept-
able to their organization? Finally, are the reactions of the United States 
or other nations to each type of attack acceptable to al-Qaeda?   

   Table 4.1 provides the  ACH  evaluation of individual evidence factors 
as they relate to each competing hypothesis with what was known in 
late June 2001. It reveals that the most likely types of attack within the 
United States (the hypotheses with the least inconsistencies) would be 
an explosives attack or an aircraft hijacking. Previously, al-Qaeda con-
ducted  several explosives bombing attacks on U.S. interests (the World 
Trade Center in 1993, Khobar Towers in Saudi Arabia in 1996, the 1998 
U.S. Embassy bombings in Africa, and the 2000 USS  Cole  attack). Al-Qaeda 
is thus well versed in explosives attacks. Information that al-Qaeda may 
attempt an aircraft hijacking had been received, and the Federal Aviation 
Administration (FAA) had warned the airline industry at least 15 times 
in the first six months of 2001 to increase aviation security measures. 19  At 
this point in the counterfactual analysis, it would be safe to say that an 
aircraft hijacking could be used for ransom or other demands (e.g., release 
of the convicted 1993 World Trade Center bombers), to kill the passengers 
onboard, or as an ad hoc missile crashed into a target important to U.S. in-
terests. The nature of the aircraft hijacking was not what was important at 
this point, as simply taking action that would prevent any hijacking from 
occurring should have been the U.S. objective. 

 Two additional structured analysis techniques are included in Table 4.1: 
Quality of Information Checks  and  Assumption Checks.  These are two tech-
niques that must be continually addressed and updated during any type 
of analysis. Including the evidence source type, credibility, and relevance 
in the ACH  matrix allows analysts to continually assess their information 
and assumptions as they complete their analysis. The accuracy of informa-
tion plays a major role in assessing the validity of any analysis. By  listing 
our assumptions, we can identify information that would demand our 
rethinking them. Another important structured analysis technique that 
must be considered is  Deception Detection —meaning whether the adver-
sary would take purposive actions to influence the perceptions, decisions, 
or actions of the United States. In evidence known by late June 2001, the 
National Security Agency and the CIA director both considered that there 
were no deceptive actions taking place by al-Qaeda. 20

 With the above  ACH  findings in hand (explosives attack or aircraft hijack-
ing as the most likely types of attack), we must then assess the third  question: 
What are the most likely targets? To date, al-Qaeda had limited itself to at-
tacks on U.S. military units, diplomatic targets, and financial targets — all 



Table 4.1 ACH Matrix for 9/11 Competing Hypotheses

Evidence Source / Type Credibility Relevance 1. Explosives
2. Aircraft 
Hijacking 3. Nuclear

4. Biological/
Chemical

Al Qaeda Goals Al-Qaeda public 
statements

High High C C CC CC

Weapons 
Capabilities

Intel Reporting Medium High CC C II I

Information
Structure: 
command
and control, 
surveillance,
etc.

Assumption
(based on 
previous 
attacks)

Medium High C C I C

Risk Aversion to 
own Forces

Assumption
(past suicide 
attacks)

High High C C C C

Unintended
Consequences,
i.e., reactions 
from U.S. or 
other states

Assumption
(e.g., no U.S. 
reaction after 
USS Cole 
attack)

Low Low C C II I

Total Score 0 0 5 2

C = consistent; CC = very consistent; I = inconsistent, 1 point; II = very inconsistent, 2 points.
Table format and scoring modified from example in Richards J. Heuer, Jr., “Computer-Aided Analysis of Competing Hypotheses,” in Analyzing Intelligence, 
Origins, Obstacles, and Innovations, ed. Roger Z. George and James B. Bruce (Washington, D.C.: Georgetown University Press, 2008), 254 – 55.



Intelligence Analysis 67

of which could be considered icons of U.S. military and  financial power. 
Measures were taken to increase security on such targets overseas in sum-
mer 2001. However, there are thousands of such targets within the United 
States. Thus, attempting to determine which targets al-Qaeda might attack 
inside the United States is akin to the search for the needle in the haystack. 
More detailed and specific information was needed on the probable al-
Qaeda attack to both determine the exact type of attack being planned and 
where the attack would be located. The intelligence community handles 
this data collection contingency through the structured analysis technique 
of Indicators Analysis.

 An  Indicators Analysis  allows the analyst to determine information 
needed to support one or more hypotheses (i.e., type of attack and 
 location in this case study). When included in intelligence products, an 
indicators list allows decision makers to watch a developing scenario 
and place more confidence in the analytic judgments. 21  A good indicators 
list will include items particular to all likely scenarios. Knowing from 
Table 4.1 that the most likely al-Qaeda attacks would be either explosives 
or aircraft hijackings does not mean that a nuclear or biological/chemical 
attack could be totally discounted. The indicators list must account for 
all these scenarios. Once developed, the indicators list is tasked to the 
 appropriate intelligence collectors. 

 An indicators list developed to support the Table 4.1 findings would 
include information about the following: 

 Recent entry or attempted entry of potential al-Qaeda operatives into the •
United States 
 Identification and location of potential al-Qaeda operatives residing in the •
United States 
 Travel of potential al-Qaeda operatives inside the United States and overseas •
 Personal contacts by al-Qaeda operatives residing in the United States •
 Financial transactions of potential al-Qaeda operatives inside the United States •
( bank accounts, credit cards, leases, Social Security numbers, etc.) 
 Other transactions of potential al-Qaeda operatives inside the United States •
(drivers licenses, pilot licenses, education, religious affiliations, etc.) 
 Interest of potential al-Qaeda operatives in aviation security or other aviation-•
related activities 
 Evidence of potential al-Qaeda operatives smuggling into the United States, •
or procuring in the United States, arms and ammunition, explosives, nuclear 
materials, or biological/chemical materials 

 Once the Indicators Analysis is completed, the entire analytic effort 
(above) would be sent to a second analyst or group of analysts to un-
dergo challenge analysis. Techniques such as  Devil’s Advocacy ,  “What
If” Analysis , and  Red Team Analysis  are used to challenge the findings of 
other analyses. 22  Challenge analysis helps ensure reliability and validity 
in the original findings. Once the challenge analysis was complete, the 
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U.S. government would be ready to begin an aggressive investigation of 
al-Qaeda based on the above indicators list. In the real case, that is not 
what happened. 

 What Really Happened on 9/11 

 The following is a summary of what really happened on 9/11 with corre-
sponding insights related to the above counterfactual analysis. Procedures 
whereby agencies asked the right questions, used  ACH  to determine the 
most likely types of attack, developed the indicators list to fill data gaps, 
submitted their findings to challenge analysis, and then took aggressive 
action to collect information on the indicators list simply did not happen. 
The CIA and the CTC mounted an effort to warn U.S. national security 
 decision makers of a pending al-Qaeda attack. National Security Advisor 
for Counterterrorism (NSAC) Richard Clarke worked closely with Tenet 
and attempted to keep the al-Qaeda threat in front of decision makers. 
However, despite the CIA and Clarke’s efforts, the FBI and national de-
cision makers gave little credence to the al-Qaeda threat, which largely 
explains why the 9/11 attacks were successful. 

 Why no one was asking the right questions in late June 2001, as the sys-
tem was “blinking red,” can best be explained by organizational behavior 
theory. Allison and Zelikow (1999) developed, through a case study of the 
1962 Cuban missile crisis, how government organizations are limited in 
their range of behavior in a particular situation by a well-defined set of 
rules, routines, and repertoires (i.e., standard operating procedures) that 
are developed within the organization over time. 23  Al-Qaeda, probably 
unknowingly, found a seam to exploit in how U.S. foreign and domestic 
intelligence standard operating procedures were in conflict. The rules, rou-
tines, and repertoires of the CIA, responsible for U.S. foreign intelligence, 
and the FBI, responsible for U.S. domestic intelligence,  created almost 
impenetrable walls between U.S. foreign and domestic intelligence over 
the 50-plus-year history of the IC. While there was limited cooperation 
between the CIA and FBI prior to 9/11, this foreign-domestic intelligence 
wall precluded significant amounts of information sharing. 

 The CIA focused its collection, analysis, and covert action activities 
outside the United States. It never recommends policy, but has a primary 
responsibility for informing and alerting U.S. senior decision makers on 
foreign matters. It informs them through recurring and incident-specific 
reporting. It also alerts decision makers to opportunities to advance or 
protect U.S. interests overseas. Part of this alerting function is to warn 
decision makers of threats to U.S. interests. The CIA works from what 
is known as the national security intelligence model, which follows the 
intelligence cycle. As should be expected through the rules, routines, and 
repertoires existing in the CIA, the CTC and its al-Qaeda research was 
focused on an overseas attack. In late June 2001, the CTC estimated that 
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U.S. interests in either Israel or Saudi Arabia would be al-Qaeda’s next 
target. 

 As a federal law enforcement agency, the FBI’s intelligence functions 
prior to 9/11 focused on investigating crimes, apprehending criminals, 
and obtaining convictions. While counterterrorism was an FBI mission 
prior to 9/11, few resources were dedicated to this mission in the Clinton 
and early Bush administrations. 24  The FBI rules, routines, and repertoires 
bounded its actions into a criminal case file mentality (i.e., resources were 
not dedicated to cases where a federal crime had not been committed and 
lacked a good chance of an eventual conviction). Without any hard evi-
dence that al-Qaeda was about to strike the United States in the summer 
of 2001, the FBI showed little interest in investigating that possibility. The 
head of FBI counterterrorism later said he felt something was going to 
happen, but the information was nebulous. He also reported he wished he 
had 500 analysts working on the al-Qaeda threat, instead of 2. 25  The FBI’s 
lack of interest in counterterrorism was also affected by the priorities of 
Attorney General John Ashcroft. The feeling was that he wanted the FBI to 
get back to its “investigative basics: guns, drugs, and civil rights.” 26

 In late June 2001, the CIA was focused on threats to U.S. interests over-
seas, and the FBI was bounded by its criminal case file mentality, giving 
little attention to preventing terrorist attacks. Al-Qaeda was about to con-
duct a U.S. domestic terrorist attack using operatives from outside the 
United States, a situation that fell through the cracks in the wall created 
between U.S. foreign and domestic intelligence. 

 In the months leading up to late June 2001, the CTC, CIA Director Tenet, 
and NSAC Clarke and his staff kept in frequent contact as they followed 
the developing al-Qaeda intelligence. The CIA was working hard to develop 
more information on a potential attack from sources overseas — something 
made more difficult by the gutting of U.S. HUMINT resources in the 1990s 
and the fact that the CIA had no sources in Afghanistan with access to 
 information on al-Qaeda intentions. Clarke decided to take action. 

 During the first week of July [2001], I (Clarke) convened the CSG (Counterterror-
ism Security Group) and asked each agency to consider itself on full alert. I asked 
the CSG agencies to cancel summer vacations and official travel for the coun-
terterrorism response staffs. Each agency should report anything unusual. . . . 
I asked FBI to send another warning to the 18,000 [U.S.] police departments, 
State to alert the embassies, and Defense Department to go to Threat Condition 
Delta . . . s.[July 5] I asked the senior security officials at FAA, Immigration, Secret 
Service, Coast Guard, and Customs and the Federal Protective Service to meet at 
the White House. I asked the FAA to send another security warning to the airlines 
and airports and requested special scrutiny at the ports of entry. 27

 On July 5, CTC officials also briefed Ashcroft on the potential for an 
 al-Qaeda threat. Their message conveyed how preparations for an at-
tack were in their last stages and that a significant attack was imminent. 
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However, CTC officials also told the attorney general that they believed 
an attack was more likely overseas. 28  It was not until late July that the CTC 
changed its assessment to show a U.S. domestic attack was likely. 29

 Clarke’s actions in the first week of July did not mobilize the U.S. gov-
ernment to any great length. The FBI did notify law enforcement agencies 
of possible al-Qaeda strikes overseas. The report included the statement: 
“The FBI has no information indicating a credible threat of terrorist attack 
in the United States.” 30  It added that domestic strikes could not be ruled 
out.31  Participants in the July 5 meeting at the White House with Clarke 
reported they were asked to take the information back to their home agen-
cies and “do what you can” with it. 32  An Immigration representative at 
the meeting asked for a summary of the information that could be shared 
with Immigration and Naturalization Service (INS) field offices, but the 
summary was never provided. 33  Although Clarke made an attempt to 
mobilize the U.S. government for a potential attack, it was not successful 
domestically. Overseas it worked as CIA information collection and secu-
rity at U.S. embassies and military sites did increase. It did not work for a 
potential U.S. domestic attack as the National Security Council directions 
provided by Clarke gave few specifics and did not convince agencies to 
change much in the way of their data collection and security status. 

 A real mobilization of U.S. government agencies in early July 2001 
would have resulted in a high likelihood of stopping the 9/11 attacks. 
Such a mobilization would have started with an aggressive data collection 
plan based on the previous counterfactual study’s indicators list. This data 
collection should have started with locating Khalid al-Midhar and Nawaf 
al-Hazmi, two known al-Qaeda operatives and later 9/11 hijackers that 
arrived in Los Angeles in January 2000. Al-Hazmi remained in the United 
States through the 9/11 attacks. Al-Midhar departed the United States in 
June 2000 and returned on July 4, 2001, after recruiting other hijackers. Al-
Midhar and al-Hazmi traveled and made financial and other transactions 
in their own names while in the United States. 34  Both the CIA and FBI had 
information on al-Midhar and al-Hazmi’s entry into the United States in 
January 2000, including a possible connection with al-Qaeda. 35

 The now infamous FBI Phoenix memo would have correlated with 
the above indicators analysis, if such analysis had existed. The Phoenix 
memo, written by an FBI agent in Phoenix on July 9, 2001, reported how 
eight Arab men who studied in Arizona flight schools might be related 
to terror activities against civil aviation targets. 36  The Phoenix memo 
 requested FBI headquarters to develop a list of civil aviation teach-
ing facilities and have FBI offices liaise with them to determine if there 
were other instances of Arabs raising suspicion in these facilities. With 
no indicators analysis to document a need for information on aviation 
anomalies, the Phoenix memo ended up all but ignored at both FBI head-
quarters and in the FBI New York field office, the FBI’s lead office for 
investigating al-Qaeda. 37
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 Finally, on August 15, 2001, INS arrested Zacarias Moussaoui in Min-
nesota on a visa violation after he raised suspicion by his statements and 
behavior at a local flight school. The flight school notified the FBI’s Minne-
apolis office, whose investigation led to the INS arrest. The FBI  Minneapolis 
office made a Foreign Intelligence Surveillance Act (FISA) request to search 
Moussaoui’s personal belongings, but it was denied. A search of Moussaoui’s 
personal belongings would have linked him to al-Midhar and al-Hazmi. 
We will probably never know for sure, but it appears that Moussaoui was 
to be either the 20th 9/11 hijacker or was in training as a backup 9/11 pilot 
in case one of the other four pilots suddenly became unavailable. By not 
following up on the FISA request from Minneapolis, another  opportunity to 
investigate leads that could have led to the 9/11 plot was lost. Senator Bob 
Graham, chairman of the Senate Select Committee on Intelligence and co-
chair of the House-Senate Joint Inquiry into 9/11, counted a total of 12 lost 
opportunities by U.S. government agencies where  aggressive follow-up on 
a lead could have uncovered the 9/11 plot. 38

 CONCLUSION 

 The findings in this chapter’s counterfactual case study of 9/11 are not 
new. Most of the official inquiries, journalistic reporting, and personal 
memoirs of senior officials cited in the endnotes section of this chapter 
offer similar findings. The main contribution of this chapter is to demon-
strate how if current (2009) IC analysis procedures had been used prior 
to 9/11, there would have been a high probability that 9/11 could have 
been prevented. I hope this is the case in the future. 

 The 9/11 and Iraqi WMD NIE cases did lead to a number of U.S. 
government changes. The post-9/11 formation of the National Counter-
terrorism Center (NCTC), an expanded FBI National Security Branch, 
and the creation of the Department of Homeland Security now provide 
vastly increased resources for intelligence data collection and analysis 
against the terrorist threat. Actions such as the USA PATRIOT Act, the 
2004 IRTPA, and the ODNI Information Sharing Environment program 
are meant to tear down the wall that existed between national secu-
rity and law enforcement intelligence. Although it took seven years to 
 formalize, the ODNI  Analytic Transformations  initiative provides the 
framework for improved intelligence analysis through the implementa-
tion of critical-thinking skills and structured analysis techniques. While 
no intelligence system is perfect, these post-9/11 actions are a good 
starting point to detect and prevent future terrorist attacks. 

 The post-9/11 years have seen a revolution in IC analysis procedures. 
There no doubt will be significant resistance to the new critical think-
ing and structured analysis techniques being implemented across the IC. 
Fifty years of using unaided judgment as a primary analysis procedure 
will be hard to change. Advances in computer software programs related 
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to data mining, qualitative and quantitative analysis, and geographic 
information systems all show potential for further improving intelli-
gence analysis. Most of the structured analysis techniques in use today 
use manual procedures; it should only be a matter of time until they 
too become computer assisted. Even with the increased use of comput-
ers in intelligence analysis, the human analyst remains the key linchpin 
in the system. The IC faces a huge education and training challenge in 
implementing advanced analysis technology and improving structured 
analysis techniques. The next generation of IC analysts will rise to these 
challenges. 
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PART II

The Post-9/11 Intelligence 
Community

The post-9/11 intelligence community (IC) contains several new players. 
It reflects the largest reorganization of the federal government in history, 
with the creation of the Department of Homeland Security (DHS), incor-
porating 22 entities under one department to enhance communication and 
function in intelligence and security. The authors in this part build on the 
discussion of the basic IC structure; not only does the reader gain a better 
understanding of the IC, but several of the authors provide insight into 
some of the problems that have arisen with the new organization. There 
are also presentations regarding the roles of law enforcement and private 
security. One key element that appears in several chapters is the role of 
the fusion centers. In the last chapter, the author has the reader take a step 
back and consider another perspective to security, the Israeli perspective.

CHAPTER 5: THE DEPARTMENT OF HOMELAND 
SECURITY AND INTELLIGENCE—PAST, PRESENT, 
AND FUTURE

In this chapter, the author discusses the role that intelligence plays within 
the DHS. It begins by describing the initial challenges that intelligence 
played in defining DHS’s overall mission and how DHS overcame those 
obstacles. The crux of the chapter focuses on two significant DHS pro-
grams that focus on intelligence sharing: the State and Local Fusion Cen-
ters, whose goal is to fuse and share information at the federal, state, and 
local levels and the Interagency Threat Assessment Coordination Group 
(ITACG), whose purpose is to involve the state and local governments in 
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creating federally coordinated intelligence that is available and relevant 
to domestic law enforcement. Both of these initiatives have  involved their 
share of controversy and initial growing pains. Nonetheless, while their 
future may be uncertain, they have enormous potential for reshaping and 
expanding the role of homeland security intelligence. As Secretary Na-
politano takes the reigns, the final section concludes with thoughts for the 
future and how her priorities may affect the overall role of intelligence 
within DHS.

CHAPTER 6: MILITARY INTELLIGENCE

The author provides an overview of military intelligence for those new to 
the field who want a basic understanding of the modern ( post–World War II ) 
U.S. military intelligence community. Starting with its antecedents between 
the two great world wars, the author provides an overview of the legal 
 underpinnings of the fundamental reorganization of the U.S. military intel-
ligence structure in the immediate aftermath of World War II. He provides 
a working definition of strategic and tactical intelligence, as those terms 
apply to the larger field of military intelligence. The author identifies some 
of the pitfalls that were encountered with the development of the military 
intelligence community and provides the reader with an outline of the U.S. 
 military intelligence community in the post-9/11 era.

CHAPTER 7: CONNECTING POLICE INTELLIGENCE 
WITH MILITARY AND NATIONAL INTELLIGENCE

In this chapter, the authors discuss the key role played by the  police 
in collecting and sharing terrorism-related information and intelligence. 
Prior to 9/11, few would have seen much common ground  between 
 police intelligence and either military intelligence or national intelli-
gence. Today, the reality of international terrorism has shifted the terrain 
substantially. At the federal level, new information-sharing strate-
gies and the new architecture of the ODNI, National Counterterrorism 
 Center (NCTC), and Information Sharing Environment (ISE) hold great 
 promise, if traditional interagency competition can be overcome. At the 
state level, fusion centers have been created and are beginning to operate 
as the linking pin with federal agencies and networks. It is the local level 
that presents the greatest challenges. U.S. policing is mainly local and 
extremely fragmented, and local police relations with state and federal 
agencies have always been tenuous. In addition, police work has not tra-
ditionally emphasized intelligence gathering and sharing. The reactive 
nature of most police work, the principal strategies of modern policing, 
and the dominant values of the police culture all tend to support enforce-
ment and investigation rather than intelligence. Local police are ready to 
be first responders to terrorism and are learning that they should also be 
first preventers.
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CHAPTER 8: PRIVATE SECURITY INTELLIGENCE 
AND HOMELAND SECURITY

The tragedies of 9/11 signified a mandate for change. The authors 
point to the inability of the U.S. IC to “connect the dots” due to a lack 
of efficient information-sharing mechanisms (National Commission on 
Terrorist Attacks upon the United States, 2003). They point to a series 
of subsequent changes in an attempt at improving the nation’s intelli-
gence system. The most significant changes were the creation of several 
national organizations and changes in the FBI’s efforts to restructure and 
upgrade its intelligence support. They remind us that the protection of 
critical infrastructure, as well as the response to an initial attack, is largely 
the responsibility of state, local, and private entities. Because most of 
the  critical infrastructure of the United States is privately owned, it is 
 essential to ensure that the private sector is a true partner in all  aspects of 
prevention, mitigation, and response.

CHAPTER 9: FOREIGN INTELLIGENCE AND 
COUNTERTERRORISM—AN ISRAELI PERSPECTIVE

After the reader has had an opportunity to view the U.S. response 
in the preceding chapters, the author presents a different perspective. 
This chapter deals with Israel’s counterterrorism intelligence and poli-
cies. It begins with a survey of the types of terrorism threats Israel faces 
and then moves to a discussion of the nature of Israeli counterterrorism 
legislation. There is also an analysis of the role of Israel’s law enforce-
ment, counterterrorism, and intelligence agencies, as well as the role 
of the cabinet-level decision makers. There is a discussion of  Israel’s 
 counterterrorism strategy, which is based on five elements: deterrence, 
intelligence, prevention, arrests/executive action, and public coopera-
tion. This strategy is designed to reduce the number and scope of  terrorist 
attacks rather than ending them completely. The author will argue that 
a consistent and intensive policy (based on intensive HUMINT collec-
tion and rapid sharing of intelligence information) of disruption of ter-
rorist planning and operations leads to a significant reduction in both 
the frequency and scope of attacks.
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The Department of Homeland 
Security and Intelligence: 
Past, Present, and Future

Stephanie Cooper Blum

[I]ntelligence analysis lies at the heart of everything we do.
—Michael Chertoff, former secretary of homeland security

After September 11, 2001, as the government searched for how such a 
 calamity occurred and who to blame, one reemerging theme prominently 
stood out: the inability to “connect the dots” caused by a lack of intel-
ligence sharing among various governmental agencies.1 Whether true or 
not, at its heart, 9/11 was seen as an intelligence failure.2 Congressional 
testimony revealed that critical pieces of information were in intelligence 
and law enforcement agencies but were not shared with each other or 
other agencies.3

In June 2002, the former director of central intelligence (DCI) George 
Tenet testified before the Government Affairs Subcommittee that while 
we have a foreign intelligence community and law enforcement agencies, 
“we have not had a cohesive body responsible for homeland security.”4

In discussing the eventual creation of the Department of Homeland Se-
curity (DHS), Tenet testified that DHS would not duplicate the roles of 
 foreign intelligence or law enforcement but would rather “merge under 
one roof the capability to assess threats to the homeland, map those 
threats against our vulnerabilities, and take action to protect America’s 
key assets and critical infrastructure.”5 Significantly, he stated that DHS 
would review  intelligence and “provide and develop an action plan to 
counter the threat.” He explained that, by making security enhancements 
to infrastructure, the costs and risks for terrorists to operate in the United 
States would increase. He further elaborated that the Central Intelligence 
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Agency’s (CIA) counterterrorism mission for years had “been to under-
stand and reduce the threat.” DHS’s new mission, in contrast, would be 
to” understand and reduce the nation’s domestic vulnerability.”6 Almost 
as if a harbinger for future problems that would plague DHS’s mission, he 
emphasized that the CIA pledged “support not as a change of mission, but 
as an expansion of our mission” and that the intelligence community (IC) 
would not merely treat DHS “as an important customer” but would treat 
it as a genuine partner.7

Against this ambitious backdrop, on November 25, 2002, Congress 
passed the Homeland Security Act of 2002 (HSA),8 which created DHS by 
bringing together 22 governmental agencies. The White House described 
DHS as “the most significant transition of the U.S. government in over 
half-century by largely transforming and realigning the current confus-
ing patchwork of government activities into a single department whose 
primary mission is to protect our homeland.”9 DHS’s primary statutory 
mission is to “(A) prevent terrorist attacks within the United States; 
(B) reduce vulnerability of the United States to terrorism; and (C) mini-
mize the damage, and assist in the recovery, from terrorist attacks that do 
occur within the United States.”10

Because the crux of DHS’s goal was, and to a large extent still is, the 
prevention of terrorist attacks within the homeland,11 one of DHS’s key 
missions is to collect, analyze, and disseminate available intelligence 
that contributes to an understanding of the nature and scope of the ter-
rorist threat to the homeland and share that information with the federal 
 government as well as nontraditional partners, such as state and local 
governments and the private sector. While DHS has many responsibilities 
and initiatives, the purpose of this chapter is to generally discuss the role 
that intelligence plays within DHS and focus on some particular initia-
tives. The role of intelligence within DHS has evolved along with DHS’s 
more general challenges of defining its mission. While the HSA made 
DHS’s Directorate for Intelligence Analysis and Infrastructure Protection 
(IAIP) the 16th member of the IC, thus giving DHS a formal role when the 
IC set priorities for collection and analyses, the early creation of the Ter-
rorist Threat Integration Center (TTIC), whose purpose was to integrate 
and fuse terrorist-related information, challenged and confused the role of 
intelligence within DHS, causing some to believe the TTIC was encroach-
ing on IAIP’s statutory mandate.12 Nonetheless, through the Intelligence 
Reform and Terrorism Prevention Act of 2004 (IRTPA), which created the 
Information Sharing Environment (ISE), the Implementing Recommenda-
tions of the 9/11 Commission Act of 2007 (9/11 Act), the replacement of the 
IAIP with the Office of Intelligence and Analysis (I&A), and subsequent 
initiatives such as the State and Local Fusion Centers and the Interagency 
Threat Assessment Coordination Group (ITACG), the role of intelligence, 
especially intelligence sharing, within DHS has become paramount and 
only seems to be growing. In fact, the new Secretary of Homeland Security 
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Janet Napolitano has made information sharing a top priority by issuing 
on her very first day in office an “evaluation of which activities hold the 
most promise for achieving the smooth flow of information on a real-time 
basis.”13

This chapter first describes the initial challenges that intelligence played 
in defining DHS’s overall mission and how DHS overcame those obsta-
cles. The second section discusses two significant DHS programs that 
focus on intelligence: the State and Local Fusion Centers and the ITACG. 
As Secretary Napolitano takes the reigns, the final section concludes with 
thoughts for the future and how her priorities may affect the overall role 
of intelligence within DHS.

THE ROLE OF INTELLIGENCE DURING 
DHS’s EVOLUTION

The creation of DHS was a monumental effort. DHS has been des-
cribed as the “most significant change in the Federal government since 
the creation of the Department of Defense (DOD) and the National Se-
curity Counsel following the Second World War.”14 It has more than 
200,000 employees and is the third largest cabinet department.15 In 
2009 — seven years after its creation — it appears that DHS is a perma-
nent part of our government (although there is still conjecture about 
reorganization such as removing the Federal Emergency Management 
Agency from DHS).16 In the early years of its formation, however, its 
future was not so certain as it was plagued by three problems: (1) lack of 
respect and resources, (2) a decision not to give DHS access to raw intel-
ligence, and (3) competition and potential overlap in mission with the 
TTIC. As will be shown, DHS has largely overcome all three obstacles.

Lack of Respect and Resources

It was hard to establish a full-fledged equal member of the IC from 
scratch. Four months after DHS’s creation, according to some members 
of Congress and national security experts, the IAIP — the intelligence 
unit of DHS — was “understaffed, unorganized and weak-willed in bu-
reaucratic struggles with other government agencies”17 Paul Redmond, a 
 33-year veteran of the CIA, and the then head of the IAIP, testified before 
Congress in June 2003 that his office only had 26 analysts and lacked 
secure communications lines required to access classified CIA and FBI 
reports.18 Rep. Jim Turner (D-TX) wrote President Bush a letter in June 
2003 stating that “a disturbing hearing . . . revealed that there are serious 
problems” with DHS’s intelligence unit. He wrote that the department 
“is not remotely close to having the tools it needs to meet its critical man-
date.” Redmond, citing health reasons, resigned three weeks after the 
hearing.19
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By July 2003, under the new head of IAIP, retired U.S. Marine Lt. Gen. 
Frank Libutti, DHS had 53 analysts with plans to increase to 150. Yet, 
by contrast, the TTIC (discussed below) had 100 analysts in July 2003 
with plans to increase to 300 by May 2004.20 Although members of 
 Congress became frustrated because they thought DHS would have 
had hundreds of analysts like the CIA and FBI, former secretary of 
homeland security Tom Ridge had a difficult time recruiting people for 
intelligence jobs. For instance, retired U.S. Air Force Lt. Gen. James R. 
Clapper, Jr., who ran the U.S. National Imagery and Mapping Agency, 
initially agreed to be undersecretary for intelligence but changed his 
mind stating that the job lacked clout and resources. Moreover, DHS 
was competing for intelligence professionals with the higher-profile 
FBI, CIA, and TTIC.21

Access to Raw Intelligence

When Congress created DHS in 2002, it did not transfer to the new 
agency existing government intelligence and law enforcement agencies. 
Rather, Congress sought an analytical office that would use the prod-
ucts from other agencies such as the FBI and CIA to provide necessary 
warning of terrorist attacks; conduct vulnerability assessments of key 
resources and infrastructure; and make recommendations for remedial 
actions at the federal, state, and local levels as well as to the private sec-
tor. Yet, concerns that DHS was a “new and untested agency” tasked 
with producing all-source intelligence led to the Bush administration 
deciding that DHS would not be given raw intelligence from the CIA 
and the FBI.22 Rather, DHS would obtain its intelligence reports from the 
CIA, FBI, and TTIC and then analyze them and decide what warnings 
needed to be provided to the federal, state, and local levels as well as the 
private sector.

Richard A. Clarke, former top White House counterterrorism official 
in the Clinton and Bush administrations, observed early on in 2003 that 
“the department is damned if it does and damned if it doesn’t” arguing 
that the “people in Congress who wrote the legislation creating the de-
partment wanted a ‘Team B’ analytical capability” that would scrutinize 
and review every piece of terrorism intelligence assembled by CIA and 
FBI. However, because the White House agreed that DHS should not 
get the raw intelligence, the “department is going to get squeezed and 
victimized.”23 It  appears Clarke was concerned that DHS would not have 
the tools it needed to produce actionable intelligence. His concern  became 
further justified when President Bush announced the creation of the TTIC 
during his January 2003 State of the Union address. As addressed in more 
detail below, TTIC’s purpose was to “integrate terrorist-related informa-
tion  collected domestically and abroad” and to provide “terrorist threat 
assessments for our national leadership.”24 Because TTIC’s mandate 
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seemed to overlap with the purpose of DHS’s IAIP, DHS again appeared 
to be marginalized.

TTIC

The TTIC (which the National Counterterrorism Center [NCTC] su-
perseded in December 2004) became operational in May 2003. It was a 
multiagency entity with “access to information systems and databases 
spanning the intelligence, law enforcement, homeland security, diplo-
matic, and military communities that contain information related to the 
threat of international terrorism.”25 As former director John Brennan testi-
fied, the TTIC’s “unprecedented access to information allows us to gain 
a comprehensive understanding of terrorist threats to U.S. interests at 
home and abroad and, most importantly, to provide this information and 
related analysis to those responsible for detecting, disrupting, deterring, 
and defending against terrorist attacks.”26 Because TTIC’s purpose of fus-
ing intelligence appeared to overlap with many of the tasks that DHS’s 
newly created IAIP was supposed to undertake, some members of Con-
gress thought TTIC was encroaching on IAIP’s statutory mandate and that 
the IAIP was being set up to fail.27

Based on these concerns, in April 2004, the FBI, TTIC, IAIP, and CIA 
wrote a letter to Senator Susan Collins and Senator Carl Levin explain-
ing how the responsibilities of the TTIC and IAIP were different.28 While 
the TTIC had the primary responsibility for terrorism analyses (unless 
solely domestic), the IAIP had primary responsibility for “matching the 
assessment of the risk posed by identified threats and terrorist capabili-
ties to our Nation’s vulnerabilities.”29 Furthermore, the IAIP, along with 
the FBI, had significant responsibilities for purely domestic terrorism. 
The letter noted that the IAIP was responsible for the “full-range of 
 intelligence  support — briefings, analytic products, including competi-
tive analysis, ‘red teaming,’ and tailored analysis responding to specific 
inquiries” to DHS leadership. The letter concluded by emphasizing 
that collection and analysis of terrorism-related information is a shared 
responsibility.30

Nonetheless, in May 2004, homeland security expert James Carafano 
from the Heritage Foundation argued that the TTIC and the Terrorist 
Screening Center (TSC)31 should be consolidated with the IAIP to cre-
ate a single interagency staff under the supervision of DHS.32 He fur-
ther  advocated that Congress allow DHS to exercise meaningful budget 
oversight for intelligence integration. According to Carafano, the HSA 
gave DHS — not TTIC — the responsibility for intelligence integration. Ca-
rafano concluded that the “[c]urrent arrangement leaves no one person 
or agency in charge of all these related activities, and it makes the DHS 
little  more than an end-user — competing with other agencies for intel-
ligence support.”33 Ultimately, Carafano’s suggestions became a moot 
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point as the IRTPA in 2004 required additional reorganization of the IC 
by creating the Director of National Intelligence (DNI) and placing the 
NCTC (which replaced the TTIC) under its mandate.

While there was confusion at the outset, it appears that TTIC had more 
of a global focus, while the DHS IAIP focused more on the protection 
of the homeland from attack and conducting vulnerability and risk as-
sessments of infrastructure. Significantly, the TTIC had no operational 
 authority; it had to task collect from other IC agencies such as the FBI 
and DHS. By comparison, DHS tasks its own components for intelligence 
collection (e.g. coast guard, Secret Service, Transportation Security Infor-
mation [TSA], Immigration Customs Enforcement [ICE], and Customs 
Border Protection [CBP]) and turns a voluminous amount of information 
into usable actionable intelligence that is then shared with federal, state, 
and locals as well as the private sector.34

Overcoming Challenges

In early 2005, former secretary Chertoff commissioned a Second Stage 
Review to identify issues and opportunities for improvement. His re-
view found that intelligence components were not integrated: there were 
“multiple points of collection without coordination of intelligence and 
 information sharing standards or processes.”35 In essence, DHS was not 
meeting the needs of its stakeholders to include DHS components, the 
IC at large as well as state and local governments and the private sector. 
Furthermore, a 2005 report by the Commission on Intelligence Capabili-
ties of the United States Regarding Weapons of Mass Destruction (WMD 
Commission) found that DHS “faces challenges in all four roles it plays 
in the Intelligence Community — as collector, analyst, disseminator, and 
customer.”36 The WMD Commission recommended that DHS strengthen 
its relationships with the IC.

In response to the review and the WMD Commission’s report, Chertoff 
reorganized the department-level intelligence components by creating the 
Office of Intelligence and Analysis ( I&A) to replace the heavily criticized 
IAIP. The I&A, which exists today, reports directly to the secretary and 
runs the intelligence component of DHS. Its mission is to “ensure that 
intelligence is coordinated, fused and analyzed within the Department so 
that we have a common operational picture.”37 By receiving and analyzing 
national intelligence, terrorism information, law enforcement information, 
domestic intelligence, and other information that is publicly available, I&A 
ensures that intelligence concerning protecting the homeland is collected 
from many sources, processed, analyzed, and disseminated to the relevant 
consumers inside DHS, as well as first-line responders at state, local, and 
tribal levels and the private sector. In essence, I&A manages the collection, 
analysis, and fusion of intelligence for DHS. It is led by the undersecretary 
for intelligence and analysis, also called the chief intelligence officer, with 
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guidance from the Homeland Security Council38 and Homeland Security 
Intelligence Council.

Charles Allen, a former CIA operative, became the department’s first 
chief intelligence officer and assistant secretary for information analy-
sis in August 2005.39 Upon appointment, Allen stressed that his first 
 priority would be intelligence gathering, noting that, for the first three 
years, DHS officials had struggled with obtaining information from other 
 “turf-conscious” intelligence agencies like the FBI and CIA.40 By 2007, he 
organized I&A into five groups focusing on particular threats: border, 
critical infrastructure, radicalization and extremism, particular groups 
 entering the United States (demographic movements), and chemical, 
biological, radiological, and nuclear (CBRN) threats.41 He also instituted 
several initiatives to improve I&A’s ability to collect, analyze, and dissem-
inate homeland security intelligence to its customers. While a discussion 
of all his initiatives is beyond the scope of this chapter, some significant 
ones are discussed below and in the section relating to the State and Local 
Fusion Centers and the ITACG.

Allen created the Homeland Security Intelligence Council composed of 
the heads of the intelligence components in DHS to ensure integration of 
intelligence activities. He also created the Homeland Security State and 
Local Intelligence Community of Interest (HS SLIC), which is a virtual 
network of federal, state, and local intelligence analysts that communicate 
and share best practices through a portal on the Homeland Security Infor-
mation Network (HSIN). While in 2006 there were 6 state pilot programs, 
by 2008, the HS SLIC had grown to 45 states; Washington, D.C.; as well as 
seven federal agencies.42

Significantly, in January 2006, Allen enacted the DHS Intelligence 
 Enterprise Strategic Plan, which contains long-term direction of DHS and 
is updated each year.

The plan defines the DHS intelligence enterprise to include “all compo-
nent organizations within the department that have activities producing 
raw information, intelligence-related information or finished intelligence.”43

According to the plan, the mission of the DHS intelligence enterprise is to:

provide valuable, actionable intelligence and intelligence-related information for 
and among the National leadership, all components of DHS, our federal partners, 
state, local, territorial, tribal, and private sector customers. We ensure that in-
formation is gathered from all relevant DHS field operations and is fused with 
information from other members of the Intelligence Community to produce accu-
rate, timely, and actionable intelligence products and services. We independently 
 collate, analyze, coordinate, disseminate, and manage threat information affecting 
the homeland.44

In 2007, DHS developed its first annual DHS integrated research plan 
called the Homeland Security Threat Assessment, which provides DHS 
with an analytic framework to identify and prioritize gaps in knowledge 
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and understanding of threats. It projects threats out to 2010 and is updated 
annually.45

While DHS’s role in the IC began with challenges, mainly caused by lack 
of resources and respect, as well as by competition and potential overlap 
in mission with other entities, by 2008, DHS’s I&A had largely overcome 
these initial growing pains. As Allen testified in May 2008:

[W]e are building a departmental intelligence organization out of nothing. We 
have had to recruit and train new cadres of intelligence officers, integrate existing 
intelligence functions, bring others up to standards recognized by the Intelligence 
Community, and fundamentally define the new realm of Homeland Security 
Intelligence.46

DHS has made obvious and substantial progress since its inception in 
2002. The next section discusses two key DHS initiatives that have the 
potential to truly transform the creation and dissemination of homeland 
security intelligence.

KEY DHS INITIATIVES THAT FOCUS 
ON INTELLIGENCE

Since DHS’s creation in 2002, many initiatives have focused on intel-
ligence. Although this chapter cannot address all of DHS’s initiatives, this 
section serves to highlight two that have vast potential: (1) the State and 
Local Fusion Centers, whose goal is to fuse and share information at the 
federal, state, and locals levels; and (2) the ITACG, whose purpose is to 
involve the state and local governments in creating federally coordinated 
intelligence that is available and relevant to domestic law enforcement. 
Both of these initiatives have involved their share of controversy and ini-
tial growing pains. Nonetheless, while their future may be uncertain, they 
have enormous potential for reshaping and expanding the role of home-
land security intelligence. As DHS continues to evolve under Secretary 
Napolitano’s leadership, these particular initiatives should be watched to 
see if they contribute to the effective creation and dissemination of home-
land security intelligence or whether they serve as distractions to the new 
administration.

State and Local Fusion Centers

Fusion centers, recommended by the 9/11 Act, are facilities owned by 
state and local governments where federal, state, local, tribal, and territorial 
governments as well as the owners of critical infrastructure come to share 
information about terrorists threats, criminal activities, and other hazards. 
The goal is to fuse together lots of information into intelligence products 
that are useful to customer needs both at the federal and state/local levels. 
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The Bush administration viewed the fusion centers as critical to informa-
tion sharing, and they were a central component in the National Strategy 
for Information Sharing. The Strategy considers fusion centers to be “vital 
assets” that provide the federal government with critical information about 
state and local governments, while the state and local governments obtain 
information about terrorist-related threats.47 The Strategy states that “a sus-
tained Federal partnership with State and major urban area fusion centers 
is critical to the safety of our Nation, and therefore a national priority.”48

The federal government provides personnel as well as financial and 
technical support to the fusion centers. Congress designated DHS as the 
lead federal agency in charge of coordinating the effort. Fusion centers are 
financed by a mix of state and local budgets as well federal grants. During 
fiscal years 2004 – 2008, DHS spent more than $327 million on the fusion 
centers through its grant program.49 As of March 2009, there were approxi-
mately 70 fusion centers across the country — one in every state and large 
city.50 As of April 2009, 34 DHS intelligence operations specialists were de-
ployed to the fusion centers to serve as a “critical link” between DHS and 
the fusion centers and “augment the analytical capabilities of the fusion 
centers.”51 According to Director of the State and Local Program Office 
Robert Riegle, he hopes that by the end of fiscal year 2010, DHS will have 
deployed an intelligence operations specialist to each of the 70 designated 
fusion centers.52

Although the fusion center initiative began in 2006, it has been plagued 
with criticism about its effectiveness.53 While the federal government 
maintains that it uses fusion centers as focal points to disseminate 
 terrorism-related information to state and local governments, officials at 
the state and local levels counter that, although they provide  information 
up to DHS, they do not feel that they receive adequate reports from the 
federal government. A 2008 congressional hearing revealed that DHS 
was not consistently sharing counterterrorism details with state and local 
governments and was not establishing an environment that promoted 
information sharing.54 Secretary Napolitano has stated that DHS needs 
to better use information collected by state fusion centers as part of its 
counterterrorism operations: “A key challenge for us is to share informa-
tion with state and local governments better and how we get information 
back from them.”55

In March 2009, DHS held the National Fusion Center Conference whose 
theme was “Achieving Baseline Capabilities.” Although the fusion cen-
ters are three years old, the purpose of the conference was to ensure that 
all the fusion centers maintain the same level of baseline capabilities to 
 operate an integrated national network.56 Secretary Napolitano stated at 
the conference: “I believe that Fusion Centers will be the centerpiece of 
state, local, federal intelligence-sharing for the future and that the Depart-
ment of Homeland Security will be working and aiming its programs to 
underlie Fusion Centers.”57 She emphasized that the priority was not in 
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sharing isolated facts but in converting the information into products that 
could be used at the federal as well as state and local levels. While recog-
nizing that technology is an important facilitator of sharing information 
(the Homeland Secure Data Network was installed in approximately 29 
fusion centers by March 2009), she emphasized that it cannot replace the 
“brainpower assisted by education and training” needed to analyze the 
data to make sure intelligence products are being created and dissemi-
nated as opposed to pieces of information being passed on.58

Significantly, Secretary Napolitano has a broad view of fusion centers 
that is consistent with her message that homeland security is beyond ter-
rorism. As she explained at the conference, some fusion centers may focus 
on a serial killer or gangs and not just terrorists. Furthermore, she  expressed 
her view and that the fusion centers need to include “capacity for response 
and recovery” and act as “collaborative space” where information can be 
shared across different disciplines, such as law enforcement, fire, public 
health, emergency management, and critical infrastructure protection, 
as well as the private sector.59 Yet, despite their potential,  fusion centers 
are still a work in progress, and a 2009 report by the Markle Foundation 
concluded that “the role and future of these [fusion] centers is uncertain 
and the sharing of information with them has been uneven.”60 Nonethe-
less, while clear improvement is needed, it appears that fusion centers will 
play an integral role in this administration’s commitment to information 
sharing.

The ITACG, discussed next, is another DHS initiative focused on infor-
mation sharing. While it too has had its share of obstacles, it appears to be 
a priority to this new administration.

ITACG

The ITACG brings together state, local, and tribal law enforcement and 
intelligence analysts to work in NCTC. As recommended by the 9/11 Com-
mission and as part of the 9/11 Act and the National Strategy for Information 
Sharing, the ITACG advocates for state, local, and tribal interests at the 
federal level to ensure that federally coordinated intelligence is available 
to domestic law enforcement.61 In essence, the ITACG is supposed to shape 
intelligence products to make them more relevant and useful for state and 
local governments by providing local perspective and bringing nonfed-
eral information to federal analysts. While achieving initial operability in 
 October 2007, the ITACG became fully operational in January 2008.

The ITACG had a rocky beginning, mainly because it appeared that 
DHS’s I&A was not committed to its success. According to House 
 Homeland Security Committee officials, DHS delayed signing the ITACG 
agreement for more than two months, although the FBI, ISE, and NCTC 
had approved the memorandum.62 According to a Congressional Research 
Service report, DHS officials may have felt that bringing in state and local 
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officials to the NCTC would create unnecessary confusion.63 Although 
DHS signed the agreement in September 2007, several congressmen wrote 
a letter to former secretary Chertoff asking for an explanation about the 
initial delay in creating the ITACG, fearing that it demonstrated a lack of 
commitment on behalf of DHS:

While Mr. Thompson and Ms. Harman are delighted that the department is now 
apparently doing what it’s supposed to do, they are mindful of the fact that the 
devil will be in the details. . . . No turn of phrase or creative interpretation of either 
the 9/11 Act or the [memorandum of agreement] will be permitted to  undermine 
Congress’ intent: a full partnership of state, local and tribal law enforcement 
 officers and homeland security advisers situated in the NCTC who inform the 
national intelligence cycle by bringing state, local and tribal perspectives to what 
intelligence is most helpful to police and sheriffs’ officers on America’s front 
lines; how to write that intelligence in a way that makes sense to that state and 
local  audience; and to whom in that audience any particular intelligence product 
should be disseminated.64

In the letter, the lawmakers further stated that it seemed that DHS viewed 
the ITACG as a threat to I&A instead of as an opportunity to share more 
information.65

By February 2008, Intelligence Subcommittee Chair Jane Harman 
 expressed dismay that I&A was not meeting the needs of state and local 
governments. According to Harman, she took issue with “I&A’s endless 
refusal to take the ITACG seriously and to build a robust State, local, and 
tribal presence at the National Counterterrorism Center (NCTC) that 
makes the intelligence production process for State and locals better.”66

Harman admonished that DHS wanted to control what information should 
be disseminated to state and local governments instead of seeking input 
from them. Specifically, Harman noted that I&A was not allowing state 
and local officials detailed to the ITACG to become involved in creating 
the analytic products.67 Homeland Security Committee Chairman Bernie 
Thompson similarly expressed concern with the lack of progress with the 
ITACG: “The message, Mr. Allen, is clear: get the ITACG done right and 
get it done right now. With your new authorities and influence, we expect 
nothing less than your total commitment to the success of the ITACG.”68

Former chief intelligence officer Allen, however, disagreed with Har-
man’s and Thompson’s criticism of I&A’s commitment to the ITACG. 
He testified in February 2008 that a “major emphasis of the Office of In-
telligence and Analysis has been the establishment of the Interagency 
Threat Assessment Coordination Group (ITACG)” and that his office had 
provided two senior officers along with two from the FBI to “lead the 
stand-up” of the organization.69 He further testified that current staffing 
requirements had been met in that “four federal and four state personnel, 
as well as contractor officers, are working in dedicated spaces with essen-
tial systems connectivity in NCTC.”70
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By March 2008, Allen stated that I&A was working to harmonize DHS 
and FBI sponsorship programs so that state and local governments did not 
have to pay a financial price for sending officials to serve in the ITACG.71 He 
further expressed that he wanted to expand the ITACG’s local representa-
tion to include a broader array of homeland security disciplines to include 
fire and safety, health, law enforcement intelligence analysis, and  state-level 
homeland security management. He noted, however, that it was difficult 
to find people willing to obtain security clearances and uproot  families to 
move to Washington, D.C., for a year.72 While DHS’s commitment to the 
ITACG may have appeared tenuous at first, it appears that the ITACG has 
become a significant part of DHS’s information-sharing priorities.

Concluding Thoughts

Jennifer Sims and Burton Gerber observe in Transforming U.S. Intelligence
that “transformation involves less the editing of blue prints for where intel-
ligence officers should sit than the description of what they might best seek 
to accomplish”73 As they observe, “[t]rue intelligence transformation fuses 
wit, creative business practices, and selected technologies for the purpose 
of achieving strategic advantage.”74 In some sense, DHS was a bureaucratic 
redesign, and it is an outstanding question to what  extent it has “trans-
formed U.S. intelligence.” Yet, the expansion of the State and Local Fusion 
Centers and the development of the ITACG appear to have the potential 
to truly transform intelligence by combining technology with vertical and 
horizontal information sharing. It seems that with the right leadership and 
adequate protection of privacy and civil liberties, these initiatives, working 
together, could provide the United States with a strategic advantage.

THE FUTURE OF DHS AND INTELLIGENCE

On January 29, 2009, President Barack Obama issued Intelligence 
 Community Directive 501, which stipulates that the IC shall treat intel-
ligence as “national assets” and shall have a “responsibility to provide,” 
“responsibility to discover,” and ”responsibility to request” intelligence. 
Central to and consistent with these tenets is DHS’s commitment to infor-
mation sharing. In 2005, former vice chair of the 9/11 Commission, Lee H. 
Hamilton, testified:

[W]e have made minimal progress toward the establishment of a seamless infor-
mation sharing system. You can change the law, you can change the technology, 
but you still need to change the culture; you need to motivate institutions and 
individuals to share information.”75

In 2009, the Markle Foundation published a report that concluded that 
the “President and Congress must reaffirm information sharing as a top 
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priority, ensuring that policymakers have the best information to inform 
their decisions.” It observed that there is “unfinished business in imple-
menting an information sharing framework across all agencies that have 
information important to national security (including state and local 
organizations).”76 Hence, to the extent the Markle report is accurate, it 
 appears that four years later, we have made minimal progress, and Ham-
ilton’s concerns about needing to motivate institutions and individuals 
are still applicable today.

Yet, despite the Markle report’s criticism, it is clear that Secretary 
 Napolitano has made fusion centers and information sharing a prior-
ity for her administration. In February 2009, she stated: “This is the first 
time there has been a transition of administrations where a Department 
of Homeland Security [is in place] from day one. . . . I believe the depart-
ment right now is fully a partner in intelligence sharing. And if it is not, 
I’ll be fighting for that.”77 Along the same lines, Director Riegle testified to 
Congress in April 2009, “[a]s fusion centers continue to mature, we expect 
to continue to grow the pool of analysts capable of connecting the dots 
and conducting information sharing and analysis in the manner intended 
by Congress.”78 And there is some heartening news. While in 2007 only 
42 percent of respondents of the National Governors Association Center 
for Best Practices expressed satisfaction with their communications with 
DHS, by 2008 that percentage had grown to more than 75 percent.79

It can hardly be disputed that the creation of DHS in 2002 was a  direct 
response to the 9/11 terrorist attacks. While DHS initially focused on 
counterterrorism, by 2009 the role of intelligence had broadened to include 
more of an all-hazards focus.80 From the outset, Secretary Napolitano has 
stressed the civilian management role of DHS (e.g., natural disaster re-
covery, defending infrastructure) more than her two predecessors who 
had focused on preventing terrorist attacks.81 If DHS continues to become 
more of an all-hazard organization, one question will be how that broader 
purpose will affect information sharing and the priority of gathering intel-
ligence to prevent terrorist attacks.

While DHS has had its successes and failures throughout its relatively 
short existence, it plays a critical role in collecting, analyzing, and dis-
seminating homeland security intelligence. It has overcome significant 
 obstacles, a lack of respect, bureaucratic turf wars, and substantial criticism 
of many of its key initiatives. Moreover, information sharing — the lack of 
which was seen as the main contributor to 9/11— is one of DHS’s top pri-
orities. As with most challenging endeavors, the devil will be in the details 
as DHS continues to grow, but DHS’s priorities and the commitment of its 
 employees should not be underestimated.

In September 2009, Secretary Napolitano announced a realignment of 
I&A to strengthen information sharing and the delivery of useful and 
 actionable intelligence products. Specifically, she outlined before Con-
gress a plan to create the Joint Fusion Center Program Management Office 
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within I&A to enhance coordination across all DHS components toward 
strengthening fusion centers and DHS intelligence products. As of this 
writing, the reorganization is in its infancy, but it is clear that information 
sharing is a top priority of her administration.
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Military Intelligence 
Louis H. Liotti 

 I must have precise information to adjust my movement and 
 formulate my plan. 

 —Napoleon Bonaparte 

 When dealing with the subject of military intelligence, one is always 
tempted to consider the well-worn, but misbegotten, joke that passes 
for knowing humor in some circles. The joke that military intelligence is 
an oxymoron betrays not only a sneering, uninformed contempt for the 
 military, but also a profound ignorance of the topic of intelligence. 

 The subject of military intelligence is so immense and arcane as to be 
beyond encompassing within a brief chapter such as this one. Whole 
 libraries, both physical and in cyberspace, can be, and are, devoted to 
the subject. Moreover, much of the subject, despite recent attempts at 
declassification, remains obscured from the average or survey reader 
by the demands of secrecy. Usually, immediate interest in the subject of 
military intelligence is reserved to consumers of the information pro-
duced, to professionals, and to scholars in the field. There are also those 
whose interest is tangential in that the subject is of concern only in so far 
as it is a component of, or impacts upon, a larger historical or political 
inquiry. 

 Of course, as a side note and not to be treated here, are the legions of fans 
of fictional military intelligence exploits. The ancestor of these stories, as 
far as students of American literature are concerned, is George Wash-
ington’s itinerant peddler, Harvey Birch of  The Spy,  published by James 
Fenimore Cooper in 1821. As with so much of fiction about intelligence 
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matters, the character of Harvey Birch is based upon a  real-life indi-
vidual, Enoch Crosby, who provided intelligence to Washington and his 
army in what was then the wilds of the “No Man’s Land,” or the neutral 
ground, of New York’s Westchester County, between  Tories and  Rebels. 
Later on there were the adventures of U.S. Army Intelligence  Officer 
Captain ( later Colonel) Hugh North. This hero of fiction was  created by 
F. Van Wyck Mason, an adventurer and world traveler in his own right, 
in the early 1930s and continued into the 1950s. A number of the events 
depicted in the North series prefigured subsequent historical events. 

 For the reader who does not possess a security clearance there are a 
surprising number of open sources (i.e., generally available to the  public 
on an unclassified basis) from which to pursue an in-depth review of 
the subject of military intelligence. These sources include the Web sites 
of the various intelligence agencies, including the military services’ own 
 intelligence components. They also include such nongovernment sources 
as the Federation of American Scientists’ ( FAS’) Intelligence Resource 
 Program. While the latter site reflects the skeptical prism of its progeni-
tor, it contains a wealth of original documents and references pertaining 
to the subject of military intelligence. 

 In general terms, in order to define military intelligence, we need to 
look at some of its legal underpinnings and review the structure of the 
intelligence components of the armed services of the United States — the 
army, navy, air force, Marine Corps, and coast guard. Of necessity, a brief 
overview of the Defense Intelligence Agency ( DIA) and the National 
 Security Agency ( NSA) are also included, as those agencies, separate 
from the armed services, come under the rubric of military intelligence. 

 A WORKING DEFINITION 
OF MILITARY INTELLIGENCE 

 The first question is, what is military intelligence? William E. Odom, 
in his excellent volume, Fixing Intelligence — For a More Secure America,
 divides military intelligence into two subsets. Odom, a former director
of the NSA speaks of “material and force development,” which is broadly 
defined as the need for each military service to obtain  information about 
foreign weapons and forces that a particular service might have to over-
come in time of conflict. 1  If the navy of Iran were to develop and send 
to sea a new submarine, the U.S. Navy would most certainly want to 
know all that was possible about that vessel’s capabilities. This type 
of intelligence is anticipatory, in that the information obtained goes to 
shaping one’s own forces, but is not being put to use immediately. 

 Contrast this intelligence with information that is used to develop 
and/or implement a specific battle plan. An example of this type of mili-
tary  intelligence is that used by American forces in the Battle of Midway. 
Having cracked the Japanese naval codes, the commander in chief of the 
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U.S. Pacific Fleet, Admiral Nimitz, was able to direct and position his 
forces to counter, and ultimately, defeat a much larger Japanese fleet. 2

This kind of military intelligence is, with no pun intended, of a fleeting 
nature. It is information of the moment; the positioning, makeup, and 
movement of an enemy. It is intelligence of an ephemeral nature that, 
if not acted upon immediately, has no lasting value. It is  tactical  intel-
ligence; that is, information used to maneuver forces to gain a specific 
end. In this instance, the objective is to defeat a particular enemy force 
and prevent it from advancing or achieving its goal. In a ground combat 
situation, it might be the composition and placement of an enemy for-
mation which might make it more difficult, or perhaps easier, to seize a 
particular  objective. This sort of intelligence, which is short lived, would 
be in the second category of military intelligence as, defined by Odom, 
support for ongoing military operations. 3

 Somewhat more than two generations ago, the then principal adver-
sary of the United States, the Soviet Union, would have taken our exam-
ple of a new type of Iranian submarine and categorized it as s trategic 
 intelligence.  This definition speaks to the ability of a nation to develop 
 information on a possible adversary’s overall capabilities and plans. 4

The purpose of this information is to permit a party to make prepa-
rations for an attack before it occurs and to make the best decisions, 
under real-time conditions, concerning the conduct of operations from 
the  beginning of a conflict. 5

 It is necessary to digress briefly in order to comment on the differ-
ence between information and intelligence. They are not the same. 
Information is a component of intelligence. It is the raw data which, 
when  analyzed, compared with other data and interpreted becomes 
 intelligence. 6  To use the historical example of the Battle of Midway, the 
existence of a Japanese fleet in a particular location could be considered 
information useful perhaps, but limited in and of itself. To know the 
types of armaments carried, the fleet’s heading, its level of training, and 
its orders makes that information intelligence — a product upon which 
decisions can be made and actions taken. 

 The search for a definition of military intelligence could extend well 
beyond the length of this limited treatment. For our purposes, it is the 
end result of collecting information about the military capabilities of 
 foreign adversaries, assessing and analyzing that information so that it 
becomes meaningful knowledge for a decision maker. 7

 Military intelligence can be  tactical,  in that it concerns itself with 
knowledge that usually has a short shelf life and forms the basis for 
making decisions to achieve a limited goal, for example, the locations 
of the  opponent’s vessels (or rocket launchers), what are they capable 
of, and how best to defeat them. Another subset is operational intelli-
gence, which deals with a more expanded scope of knowledge that 
 permits the  decision maker to conduct a large-scale endeavor that can 
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be a  component of  ultimate  success against an opponent. 8  An example of 
operational  intelligence might be the number and type of enemy forma-
tions (i.e.,  divisions) defending a beach head that is to be the entry point 
of an invasion (e.g., D - day at Normandy). 

 As mentioned above, there is also s trategic intelligence,  which is knowl-
edge derived about an opponent’s overall capabilities, capacities, and 
intentions so that the decision-making authority can formulate national 
plans and policies, but not necessarily at the time of conflict. Strategic 
intelligence can also involve assessing the capabilities and intentions of 
possible allies. 9

 Military intelligence is not an end in itself. The decision maker, the 
consumer of the intelligence product, uses it and acts upon it. For that 
reason it behooves the military intelligence officer to remain objective in 
his or her analysis of the information at hand. More importantly, he or 
she must be as dispassionate and nonpartisan as possible when provid-
ing the intelligence to the decision maker. To fail to be  independent and 
 objective can lead to catastrophe. 

 One famous example in American military history of an intelligence 
failure caused by a lack of objectivity and independence came during 
the Korean War. In midautumn 1950, U.N. forces, composed mainly 
of U.S. troops, under the command of General of the Army Douglas 
MacArthur, had fought their way north of the 38th parallel. They had 
done so after precarious fighting throughout that summer following 
the  invasion of South Korea by North Korean forces in June 1950. Now 
U.S. forces, marines and soldiers, were poised to strike north to the 
Yalu River, the border between North Korea and Manchuria, part of 
Communist China. In October 1950, MacArthur and President Harry S. 
Truman met at Wake Island in the mid –Pacific Ocean. At that meet-
ing, the general assured the president that the Communist Chinese 
army would not come into North Korea and enter the war on the side 
of the North Koreans. 10  As a result of those assurances, U.N. forces 
were cleared to continue their drive north, which had begun about 
a week before the conference. 11  The resolute certitude of MacArthur 
 notwithstanding, the Chinese infiltrated in massive numbers over 
the Yalu, setting the stage for the human-wave attacks that drove the 
American-led U.N. forces back. 

 It might have been prevented had not MacArthur’s G-2 (the gen-
eral staff officer in charge of intelligence) decided that it was his job to 
make the intelligence fit his superior’s view of the world, rather than 
acquaint him with the truth. Major General Charles Willoughby, the G-2 
in  question, appears to have acted as a filter, keeping information of 
the presence of sizable numbers of Chinese troops in North Korea that 
autumn away from MacArthur’s headquarters in Tokyo. In doing so, it 
has been  suggested that Willoughby was trying to bolster his boss’s con-
tentions.12  It appears in this instance that the intelligence officer acted as 
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a partisan on behalf of the decision maker rather than an  honest broker 
of good intelligence. The results were a near disaster for the troops. 

 It is imperative that an intelligence officer refrain from skewing intel-
ligence into that which the officer thinks his decision maker wants to hear. 
For any policy or decision to have a sound basis, its underpinning must 
be the most accurate information available, delivered in a timely fashion 
without fear or favor. Of course, even the best military intelligence opera-
tions may not be understood by the decision makers. In such cases, the 
 nation can suffer equally as when the intelligence officers seek to tailor 
their product to what they believe their bosses want to hear. A famous 
 historical example of the decision maker not understanding the intelli-
gence process is what has been termed the American Black Chamber. 

 In the World War I, the U.S. Army, then under the Department of War, 
set up a cryptanalysis unit under H. O. Yardley, the War Department’s 
intelligence officer. 13  Cryptanalysis involves intercepting and break-
ing codes, in this case both those of enemies and of friendly nations 
or  allies. 14  The unit continued its work after the war with substantial 
funding also  provided by the U.S. State Department. 15  It is said that 
the United States was then able to use the information in the naval dis-
armament negotiations of the 1920s. 16  In 1929 the then U.S. secretary of 
state, Henry L. Stimson, decided to no longer provide State Department 
contributions. The unit known as the Black Chamber was disbanded. 
Stimson apparently had trouble with the ethics of reading the messages 
and cables being sent to diplomats in this country from their govern-
ments with which the United States was then at peace. As Stimson color-
fully put it to a biographer, after World War II where he had rendered 
distinguished service as U.S. secretary of war, “Gentlemen do not read 
each other’s mail.” 17  Odom, in his book  Fixing Intelligence  advances the 
argument that the break-up of this intelligence unit contributed to the 
United States being caught unawares at Pearl Harbor some 12 years 
 later. 18  Whether this assertion is valid is a debate best left to a more 
penetrating analysis by historians. The brief discussion of the Black 
Chamber is given here as an example of the proposition that military 
intelligence is a tool to be used, or misused, by the decisions makers. 

 LEGAL UNDERPINNINGS 

 Prior to World War II, the legal basis for military intelligence was not 
codified in any meaningful way. The collection, analysis, and dissemi-
nation of information by the military services were subject only to the 
regulations promulgated by those military services. There was no stat-
ute that regulated the conduct of intelligence by the armed forces, with 
the possible exception of the Posse Comitatus Act of 1878. 

 This law generally prohibited the use of the army and its units for 
 civilian law enforcement. It was supposed to have been understood that 
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the military was not to be used against civilian U.S. citizens engaged in 
purely domestic activities. There have been statutory exceptions, such as 
the Insurrection Act, which came about in the time of the Civil War. The 
Insurrection Act allows the president of the United States to use the armed 
forces to suppress rebellion and enforce federal laws. The law requires a 
declaration by the president of an insurrection. The line about when and 
where military intelligence can be used in domestic situations, never very 
clear, has been transgressed over the years. A good treatment of this issue 
can be found in a recent issue of  The American Scholar  in an article “Spies 
Among Us” by Clay Risen. 19

 At the end of World War II, it was determined that our national 
 security apparatus had grown too complex and unwieldy to be admin-
istered by the federal departments that had arisen under the Constitu-
tion some 158 years earlier. The result was the National Security Act of 
1947 [Pub. L. No. 235, 80 Cong., 61 Stat. 496 ( July 26, 1947 ) as amended 
on August 10, 1949]. This legislation is now found in Title 50 of the 
U.S. Code. The act (as amended), recognizing the modern realities of 
war, created a separate Department of the Air Force, Department of 
Army, and Department of the Navy (including the U.S. Marine Corps) 
into one Department of Defense ( DOD) under the authority of the secre-
tary of defense. 

 In addition, the act created the Central Intelligence Agency (CIA) and 
a Director of Central Intelligence ( DCI). It was the DCI’s responsibility 
to oversee the intelligence community ( IC) and serve as the director 
of the CIA. The secretary of defense had direct command authority of 
the various military intelligence agencies. The DCI managed the input 
from the various intelligence agencies and the military services and 
provided the intelligence product for the president and officials who 
comprised the National Command Authority. Collectively, all of the 
various  intelligence agencies, civilian (such as the FBI ) and military, are 
known as the IC. Since the 1947 act, and until the legislative reforms 
mentioned below, the DCI served as the IC coordinator. It was not until 
the attacks of September 11, 2001, that so shocked the nation as to its 
vulnerability to perceived intelligence failures that Congress and the 
president were compelled to reorganize the IC. 

 The result was the Intelligence Reform and Terrorism Prevention Act of 
2004 ( Pub. L. 108 – 458, 108 Cong., 118 ST 3638). The most salient feature 
of this law was to separate the DCI from the CIA. The DCI was trans-
formed into the director of national intelligence (DNI) 20  within the Office 
of the Director of National Intelligence (ODNI ). This officer, as defined 
by the executive orders ( E.O.) issued to implement the legislation, is the 
“head of the Intelligence Community” and is the principal adviser to the 
president and for intelligence matters related to national security, and is 
 empowered to oversee and direct the “National Intelligence Program.” 21

The legislation that established then reorganized the IC, including the 
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military intelligence agencies, has been implemented principally by 
means of executive orders issued by the president. 

 The executive order that provided for the structure and duties of the 
IC prior to 9/11 was E.O. 12333 issued on December 4, 1981, under Presi-
dent Ronald Reagan. On July 30, 2008, President George W. Bush issued 
amendments to E.O. 12333 in order to implement the reorganization that 
occurred as a result of the Intelligence Reform and Terrorism Prevention 
Act of 2004. E.O. 12333, as amended, defines the IC so as to include the 
NSA; the DIA; the intelligence and counterintelligence elements of the 
army, the navy, the air force, and the Marine Corps as well as other  offices 
within the DOD that collect specialized national foreign intelligence 
through reconnaissance programs (electronic warfare). 22  That same order 
includes the coast guard as a separate listing because that service is, nor-
mally, a component of the Department of Homeland Security. In times of 
declared conflict, the coast guard operates as a specialized service within 
the Department of the Navy much in the same way as the Marine Corps. 
An interesting sidelight to E.O. 12333 is that it specifically defines the 
 conduct of covert action as being limited to the CIA  and  the armed forces 
in time of declared war, or during a period specified by the president to 
the Congress pursuant to the War Powers Resolution (Pub. L. 93 –148). 23

As noted, there are some agencies that are under the command authority 
of the DOD as opposed to the rubric of the individual services. 

 DEFENSE INTELLIGENCE ENTITIES 

 The NSA 

 This agency is this country’s premier cryptologic structure. It col-
lects, through all means, analyzes and disseminates signals intelligence 
which is known by the acronym as SIGINT. 24  E.O. 12333 specifies that 
the NSA is to perform its tasks for foreign intelligence and counterintelli-
gence purposes. Immediately following the 9/11 attacks Congress autho-
rized the president to use “all necessary and appropriate force against 
those  nations, organizations, or persons he determines . . . aided those 
 attacks” for the purpose of preventing future acts of international ter-
rorism against the United States. 25  The Bush administration interpreted 
that legislation to authorize the NSA to intercept communications into 
or out of the United States, without a warrant, of persons, including 
U.S. citizens, linked to al-Qaeda or affiliated terrorist organizations. 26

This interpretation of the NSA’s powers has proved to be controversial 
to say the least. 

 The NSA’s duties also include protecting all sensitive or classified infor-
mation that passes through U.S. government equipment. This protection 
responsibility of the NSA is the information assurance ( IA) mission. 27  The 
NSA is expert in the fields of cryptanalysis (code breaking), cryptography 
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(code making), computer science, mathematics, and foreign language 
analysis.

 The National Reconnaissance Office (NRO) 

 The NRO is charged with the duty to research, develop, deploy, and 
operate this country’s overhead collection systems (signals and imagery 
reconnaissance satellites). 28  For over 30 years after its establishment in 
September 1961, the NRO was a highly classified agency within the DOD. 
It is a joint agency in that its personnel are drawn, for the most part, from 
the navy, the air force, and the CIA, with contributions from other services 
on an as-needed basis. NRO satellites collect information that is used to 
produce monitoring weapons of mass destruction, enforcing  treaties such 
as arms control, assessing disasters both natural and  man-made and to 
provide warnings of potential military attacks. 29

 The National Geospatial-Intelligence Agency (NGA) 

 The NGA collects, analyzes, and disseminates about the geography 
of the earth for purposes of U.S. military operations, national security 
 interests, navigation, and humanitarian assistance missions. 30  Although 
it is a primary combat-support office within the DOD, it is also a sit-
ting member of the U.S. IC providing intelligence to the IC’s component 
members. It develops cartographic intelligence for use by the military 
services, in aids to navigation and for homeland security purposes on the 
national and local level. The DNI considers the NGA to be the  primary 
 resource for the production, analysis, interpretation, and dissemination 
of  information and imagery concerning the earth’s geophysical state. 31

The NGA supports combat operations by providing its product in real-
time to the National Command Authority and to commanders in the 
field. It supports humanitarian operations by providing information 
to first responders and federal agencies designated as lead agencies in 
 disaster relief and recovery. The NRO, the NGA, and the NSA all carry 
out their duties under the aegis of the secretary of defense. 

 The DIA 

 The DIA provides the primary intelligence advice to the secretary of 
 defense and the chairman of the Joint Chiefs of Staff. It is considered by 
the DNI to be the major producer and manager of intelligence about for-
eign militaries. It will collect and analyze information from all sources, 
including the individual services, to provide assessments of military 
threats, on a global scale, that are not particular to the needs or focus of 
any specific service. It has established a task force to produce intelligence 
on terrorism-related threats. The intelligence product provided by the 



Military Intelligence 105

DIA is used to develop U.S. weapons systems to counter foreign large-
scale threats such as nuclear, chemical, and biological weapons. The DIA 
also maintains an office to detect and assess foreign countries’ hardened 
and underground critical facilities. 32  The DIA established the  Defense 
Intelligence Operations Coordination Center (DIOCC) in late 2007 to 
integrate and better manage collaboration among all DOD intelligence 
resources and components. 33

 The DIA also manages the Joint Functional Component Command 
for Intelligence, Surveillance and Reconnaissance (  JFCC-ISR). Despite 
its James Bondian, Ian Fleming-like name (ala S.P.E.C.T.R.E.), this DIA 
 command monitors the needs of the combatant commanders for ISR, 
essentially intelligence derived from aerial and space-based reconnais-
sance; obtains the greatest coverage by ISR means; and corrects any gaps 
in that coverage. It acts as the contact by other IC members to the DOD’s 
ISR capabilities. The DIA, by means of the JFCC-ISR, establishes specific 
task forces to deal in real time with events unfolding during a crisis. The 
DIA’s Missile and Space Intelligence Center develops intelligence con-
cerning foreign missile and space-based defense systems. 34  Through its 
Directorate of Human Intelligence (DH), the DIA manages the worldwide 
Defense Attaché program. The DH also collects intelligence not otherwise 
available from technical means, essentially spies in place. 35  The DIA, by 
means of its National Center for Medical Intelligence, produces medi-
cal assessments and profiles on global health conditions and hazards in 
 support of overseas U.S. military operations (e.g., is there an epidemic 
where U.S. troops are operating and how to counter that threat). Medi-
cal Intelligence will also provide information useful in humanitarian 
assistance operations such as the naval relief effort to the Indian Ocean 
tsunami catastrophe in 2004. 36  Through its National Defense Intelligence 
College, the DIA provides well-trained intelligence professionals who 
 receive fully accredited degrees. 37

 Army Intelligence 

 Each army unit, down to the company level, has an intelligence staff 
 officer “the 2” as in G-2 (generally division-level and above) or S-2 (gen-
erally battalion-level and below). These are the officers responsible for 
 collecting and disseminating immediate battlefield intelligence. The 
major army command that conducts overall global intelligence opera-
tions is the U.S. Army Intelligence and Security Command, known as 
 INSCOM, formed in 1977. It has subordinate brigades and groups 
 dispersed throughout the globe. These subordinate units provide in-
telligence support to both U.S. Army forces in a particular geographic 
 location, such as Iraq, and to the large joint command, such as the 
U.S. Central Command (CENTCOM), within which those forces oper-
ate. Some of these units are tasked with assisting other DOD agencies 
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with specialized technical support such as the 116th Military Intelligence 
Group that provides support for the NSA. 38  In 2007 the army promul-
gated Army Regulation 381–10 (effective June 3, 2007 ). This regulation 
implemented E.O. 12333. The regulation established responsibility for 
intelligence gathering with regard to U.S. nationals both within and 
without the territory of the United States. 

 Navy Intelligence 

 The Office of Naval Intelligence (ONI ) was established in 1882. It has as 
its primary mission to provide timely intelligence about the global mari-
time environment in which the United States operates so that decision 
makers from national leaders to tactical operators can act on it in a mean-
ingful way. Because of the nature of the ocean environment, naval intel-
ligence personnel and equipment are an integral part of each  command 
ashore and afloat. Naval intelligence is derived, in part, from dedicated 
elements such as the former Naval Security Group ( NAVSECGRU ) units 
that had navy-wide responsibility for cryptology operations. Naval 
units that have other primary functions also have intelligence functions, 
for example, a naval vessel at sea transmitting a contact report about 
a foreign naval vessel. 39  Intelligence collection capabilities are integral 
parts of almost all naval assets from the cameras in naval aircraft to the 
 advanced radar and sonar systems of the ships and submarines. The 
ONI collects and assesses information from all sources, whether its own 
dedicated units or outside naval assets, to provide a finished intelligence 
product. 40

 In February 2009, the navy created the National Maritime  Intelligence 
Center as the core of its Nimitz Operational Intelligence Center in 
 Suitland, Maryland. 41  The facility was set up in part to answer criticism 
heard in the fleet that the ODNI was less interested in providing intel-
ligence useful to tactical commanders at sea. The center was established 
so the fleet could access real-time intelligence for its ongoing operations 
at sea. It acts as a round-the-clock watch center integrate all sources of 
intelligence for use by naval commanders in particular and the IC in 
general. It is staffed by navy and coast guard personnel. 42

 Air Force Intelligence 

 The primary intelligence function within the U.S. Air Force resides 
in the Air Force Intelligence, Surveillance and Reconnaissance Agency 
(AF/ISR). This command operates out of Lackland AFB in Texas. Its 
main focus is to conduct intelligence and surveillance operations in 
order to permit air force combatant commanders to conduct operations 
with full situational awareness. 43  The agency assesses and processes 
information collected from all air force elements, including aircraft, 
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ground installations and satellites in carrying out its responsibility. It 
does not limit itself to its own dedicated assets. 44

 Marine Corps Intelligence 

 As with the other services, Marine Corps Intelligence is specifically 
enumerated in E.O. 12333 as an established member of the IC. The 
point of focus for Marine Corps intelligence activities is Headquarters, 
U.S. Marine Corps Intelligence Department. The officer who heads this 
 department, the director, is the principal intelligence staff officer to the 
commandant of the Marine Corps. The department manages all crypto-
logic and intelligence activities carried out by the corps. 45  At the opera-
tional level, the marines have dedicated units carrying out specialized 
functions, such as imagery analysis, which carry out their missions 
alongside and, as necessary, embedded within the marine operational 
forces. The primary focus of Marine Corps intelligence forces is to pro-
vide actionable information for the battlefield commander. As with the 
army, each marine aviation and ground combat unit has an organic 
 intelligence staff officer. 

 Coast Guard Intelligence (CGI) 

 The coast guard, even though it is a subordinate unit under the 
 authority of the Department of Homeland Security, is now a part of the 
IC, on equal footing with the army and the navy. 46  While it is a recog-
nized armed service, it is also the lead federal maritime law enforcement 
agency. It  operates as the principal U.S. law enforcement authority on the 
high seas and the contiguous navigable waters of the United States. CGI is 
focused on facilitating the coast guard missions relating to environmen-
tal protection, port security, enforcement of narcotics and immigration 
laws, and maritime security and safety, known collectively as Maritime 
 Domain Awareness (MDA). 47  CGI functions are contained within the 
CG-2  directorate in its Intelligence and Criminal Investigations Program. 
This program encompasses the coast guard’s Criminal Investigations 
Service, its Counterintelligence Service, its Cryptologic Service, and its 
Intelligence Coordination Center. 48  Coast guard personnel serve in the 
National Maritime Intelligence Center operated by the ONI. 

 CGI provides a finished intelligence product to the service’s opera-
tional and tactical commanders to support the guard’s military and law 
enforcement responsibilities. In the past several years, the coast guard 
has focused more intently to the problem of countering the threat 
posed by those vessels, which because of their size and nondescript 
 appearance, might otherwise have escaped scrutiny, known as the “small 
boats” threat. 49  The small boat threat has been encountered in the piracy 
 occurring in the maritime choke points of the world, such as off the coast 
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of Somalia or in the Straits of Malacca. It was in such small boats from 
which the terrorists initiated their attacks in Mumbai, India, in 2009. 

 CONCLUSION 

 The complexities of the subject of military intelligence are such as to 
defy capture within a single survey treatment of the type we have 
 attempted here. It is not a static topic. It is so broad and deep that its 
 components engender whole fields of study and volumes. What is true 
today of its forms and functions changes tomorrow with each new chal-
lenge or threat presented. Yet we cannot stop trying. We must always 
strive to know and understand what is out there. For as the wise man 
said,  “Eternal vigilance is the price of Liberty.” 
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Connecting Police Intelligence 
with Military and National 

Intelligence
Gary Cordner and Kathryn Scarborough 

 This chapter discusses the intersection of police, military, and national 
 intelligence. 1  Police intelligence had relatively little common ground with 
military and national intelligence prior to 9/11, but the situation has shifted 
rather dramatically now that international terrorism is a priority threat for 
all three sectors. This chapter reviews features of U.S. policing that greatly 
complicate any effort to develop a coherent and coordinated system of 
 information sharing and intelligence analysis. This includes the fragmented 
nature of the U.S. police structure, but also the characteristics of police 
work, police culture, and the checkered history of interagency relationships 
among local police, state police, and federal law enforcement agencies. 

 OVERVIEW 

 This chapter describes and discusses the terrain on which police, mili-
tary, and national intelligence intersect. After 9/11, there were concerns 
about inadequate information sharing 2  and intelligence analysis  (National 
Commission, 2004), together with subsequent initiatives aimed at bet-
ter integration of homeland security intelligence activity (White House, 
2007 b; DNI, 2008b; ISE, 2008). The military’s new Northern Command 
(NORTHCOM) recognizes the need for a better understanding of law 
enforcement intelligence practices and capacities in order to better pre-
pare for its civil support and homeland defense responsibilities (Bowman, 
2003; Bowman and Crowhurst, 2006; Cronin, 2007 ). 

 By  police intelligence  we mean those activities that law enforcement 
agencies3  engage in to collect information and produce intelligence. Police 
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intelligence today is dynamically evolving with the newer priorities of 
homeland security and terrorism. The current emphasis on intelligence is 
reflected in the latest police strategy, intelligence-led policing (NJSP, 2006; 
Ratcliffe, 2008). In the modern era, law enforcement agencies necessarily 
engage in a range of intelligence-related activities associated with their 
broad crime control and public safety missions. 

 Military intelligence has traditionally been focused on determining the 
military capabilities and intentions of our nation’s enemies, while national 
intelligence has focused more broadly on the military, economic, and 
 political intentions of all nations, friend and foe alike. More recently, the 
significant threats posed by nonstate actors have caused both military and 
national intelligence to focus more intently on international terrorism. 

 Prior to 9/11, local and state police tended to focus primarily on domestic 
crime and emergencies, while federal law enforcement focused on  federal 
crimes and transnational crimes (Table 7.1). Neither the military nor the 
 national intelligence community had much of a role in these criminal mat-
ters. With the exception of the FBI’s counterintelligence responsibilities, 
police missions had relatively little in common with military or national 
intelligence missions. 

 Post-9/11, with heightened concern about terrorism and homeland se-
curity, the situation has shifted significantly, causing police intelligence to 
overlap more with military and national intelligence. Besides  overlapping 
concerns, more frequent interactions and greater interdependencies also 
seem to have developed (CSG, 2005). It is suddenly more likely that the na-
tional intelligence community might need a bit of information picked up by 
an ordinary patrol officer somewhere in middle America. Similarly, it now 
seems more likely that terrorist plans found by a U.S. soldier in a cave in cen-
tral Asia might have implications for a police chief back in the United States. 

 A BRIEF HISTORY 

 Military and national intelligence have much longer histories than 
 police intelligence, since armies and nation states preceded organized, 
paid  police forces by many centuries. It is also true that ancient rulers uti-
lized spies and agents provocateur  to help maintain internal control within 
their countries and empires. These secret police and the abuses they per-
petrated (1) are an often unacknowledged part of police history; (2) help ac-
count for the reluctance to form organized police forces in England and its 
former colonies, until urbanization spawned increased crime and disorder 
in the early 1800s; and (3) continue to account for mixed emotions among 
the public and political leaders toward the practice of police intelligence. 

 Police intelligence in the United States began largely as a dossier sys-
tem for collecting, retrieving, and sharing information about known 
criminals, especially bank robbers, train robbers, counterfeiters, and other 
 mobile  offenders (Carter, 2004). Prior to the 20th century, the nation’s 



Table 7.1 Summary of Operational Roles and Responsibilities in Relation to Particular Threats and Problems

Domestic Crime Transnational Crime Terrorism

Local Police Primary responsibility for prevention, 
response, and investigation.

Growing problem associated with 
globalization and Internet. Limited 
by resources and jurisdiction.

Eyes and ears throughout the country. 
Closest to the public (human 
intelligence). First responders and 
infrastructure protection.

State Police Varies by state. Some primary and some 
secondary responsibilities. Important 
support roles —  crime labs, criminal 
records systems, and so forth.

Growing problem associated with 
globalization and Internet. Limited 
by resources and jurisdiction.

Eyes and ears, information collection 
and analysis. First responders and 
infrastructure protection.

Federal Law 
Enforcement

Investigation of federal crimes, protection 
of federal property. Important support 
roles —  crime labs, criminal records, 
special expertise.

Long-standing focus with regard to 
drugs, smuggling, customs, border 
control, and so forth. Becoming 
even more salient due to 
globalization and Internet.

Primary responsibility for 
investigation and operations within 
the United States. Information 
collection and analysis. Liaison to 
national intelligence agencies.

Federal and State 
Homeland
Security

Little or no federal homeland security role. 
State fusion centers adopting all - crimes 
approach.

Important focus for state fusion 
centers. Some federal focus due 
to the nexus between crime and 
terrorism.

Intelligence analysis and information 
sharing.

National
Intelligence

Little or no role. Restricted by law. Little or no role except when connected 
with terrorism.

Investigation and operations outside 
the United States. Intelligence 
analysis and information sharing.

Military Little or no role except on military bases 
or involving military personnel. 
Restricted by law.

Support role over the past 20 years 
with regard to drug smuggling. 
Otherwise limited to military bases 
and military personnel.

Military operations outside the United 
States. Homeland defense. Military 
operations within the United States 
through NORTHCOM.
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most complete records and files were maintained by the Pinkerton private 
 detective agency. It was not until 1924 that an effective national repository 
for fingerprint cards and criminal records was established in the DOJ and 
later the FBI (SEARCH, 2001). This repository became the National Divi-
sion of Identification and Information and is now the National Repository 
of Criminal History Records and Criminal History Data (FBI, 2008). 

 The dossier system of police intelligence led local and federal law 
 enforcement agencies into serious trouble in the years before World War I, 
then again between the world wars, and yet again in the 1950s, 1960s, and 
1970s. Agencies were found to have collected information and maintained 
files on suspected communists, civil rights leaders, and antiwar activists, and 
individuals and groups critical of the government, but not necessarily en-
gaged in crime. As a result, Congress and many state legislatures passed laws 
regulating the collection, storage, and sharing of intelligence information, 
particular in relation to domestic intelligence and U.S. citizens (Carter, 2004). 

 Despite these challenges, the importance of an effective intelligence 
function has consistently been recognized as an important component 
of modern police operations and administration. The President’s Crime 
Commission in 1967 and the National Advisory Commission on Criminal 
Justice Standards and Goals in 1971 both recommended improved local 
and state law enforcement intelligence functions (Carter, 2004). Today’s 
law enforcement agency accreditation program notes that “intelligence-
gathering activities are  important in all agencies, regardless of size” and 
that “activities should include information gathering, analysis, and dis-
semination to the appropriate functions/components” (CALEA, 2006: 
42  –  43). Accreditation standards specify that “the agency maintains liai-
son with other organizations for the exchange of information relating to 
 terrorism” and require agencies to have “procedures for reporting and 
 relaying terrorism related intelligence/ information to the proper task 
force or agency” (CALEA, 2006: 46  –  46). 

 Since the 1980s, police intelligence activities have focused mainly on 
drugs, gangs, and organized crime, with the more recent addition of ter-
rorism (Cordner and Scarborough, 2007). Most federal, state, and local 
law enforcement agencies do not seem to have developed intelligence 
 operations that can be described as effective or sophisticated. 

 THE STRUCTURE OF U.S. POLICING 

 The most distinctive feature of U.S. policing is fragmentation (Table 7.2). 
Under federalism, the primary responsibility for policing is delegated by 
the U.S. Constitution to the states. In turn, states have delegated policing 
authority to cities, towns, and counties. As a result, policing is primarily 
a function of local government. The United States has almost 18,000 sepa-
rate law enforcement agencies, roughly 16,000 of which are local. Of the 
remaining 2,000 agencies, the vast majority represent special jurisdictions 
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Table 7.2 Summary of Key Participants in the Homeland Security 
Intelligence Arena

Local Police •  17,876 separate agencies (71% local, 17% sheriff, 11% special 
jurisdiction)

•  674,000 full-time sworn employees, 314,000 nonsworn
•  Some 50 percent of agencies have fewer than 10 full-time 

sworn officers.
•  Largest municipal agency is NYPD (36,118 sworn); largest 

sheriff agency is Los Angeles County (8,239 sworn).

State Police •  49 primary state law enforcement agencies (mix of state 
police and highway patrol)

•  Primary state agencies employ 58,000 full-time sworn 
officers and 31,000 nonsworn.

•  In addition, there is a mix of state investigation bureaus 
and special jurisdiction law enforcement agencies.

•  Largest state agency is California highway patrol (7,085 
sworn); largest investigation bureau is FDLE (531 sworn).

Federal Law 
Enforcement

•  65 nonmilitary federal agencies with law enforcement 
personnel

•  There are 106,000 nonmilitary full-time sworn personnel 
stationed within the United States.

•  38 percent primarily investigation/enforcement, 21 percent 
response/patrol, 16 percent inspections, 25 percent other

•  Some 75 percent are DHS or DOJ; the largest are CBP 
(27,705 sworn), BOP, FBI, and ICE.

Federal and State 
Homeland Security

• DHS: 208,000 employees
• Homeland Security Information Network (HSIN)
• Protected Critical Infrastructure Information Program (PCII)
• 58 state and local fusion centers (mostly state)

National Intelligence • Director of National Intelligence (ODNI)
• National Counterterrorism Center (NCTC)
• CIA
• FBI, DEA
• DOE, State, Treasury, coast guard

Military • DIA
• air force, army, marines, navy
• NSA, NRO, NGA

Sources: Reaves, 2006; Reaves, 2007; DHS, 2008a; DNI, 2008a.

(university police, transit police, park police, etc.), followed by state agen-
cies, and lastly by federal nonmilitary agencies. Out of 837,000 full-time 
sworn police personnel (armed with arrest authority), 74 percent work for 
local agencies, while 26 percent work for special jurisdiction, state, and 
federal agencies. 4

 This overall distribution of U.S. police between different types of agen-
cies masks a substantial amount of variation among the 50 states. The 
two largest components of U.S. policing are both local — municipal police 
 departments (cities, towns, townships, boroughs, villages, etc.) and county 
sheriff’s offices. 5  Two characteristics of these types of law enforcement 
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agencies are absolutely essential for understanding their capabilities and 
contexts:

• Most of these local agencies are small.  The median size local police department 
has nine full-time sworn officers, and 77 percent have fewer than 25 full-time 
sworn (Reaves, 2007). On average, sheriff’s offices are slightly larger, but even 
so, 60 percent have fewer than 25 full-time sworn personnel. 6

• All of these local agencies are independent of each other.  Local police chiefs report 
to mayors, councils, or city/town managers. Sheriffs are almost all elected and 
therefore report to county voters. These agencies answer to local interests and 
are bound much more by local and state statutes than by federal law. 

 State police agencies are larger (averaging over 1,000 sworn) than the vast 
majority of local agencies, and they typically answer to state governors or 
cabinet secretaries. An important distinction is the difference between state 
police and highway patrol agencies. State police usually have relatively 
broad jurisdiction throughout their states, whereas highway patrol agen-
cies have narrower jurisdiction. Pennsylvania, Maryland, and Kentucky 
are examples of state police agencies, whereas California, Ohio, and Flor-
ida are examples of highway patrol. The exact jurisdiction and practices of 
each state agency are a function of that state’s laws and traditions. 

 The FBI was the largest nonmilitary federal law enforcement agency 
until recent growth in federal prisons and then the mergers associated with 
the establishment of the Department of Homeland Security. The largest 
federal law enforcement agency is now Customs and Border Protection 
(28,200 sworn), followed by the Federal Bureau of Prisons (15,361 sworn), 
the FBI (12,414 sworn), Immigration and Customs Enforcement (10,691 
sworn), and the Secret Service (4,780 sworn). 

 From this brief description of the structure of U.S. policing, here are 
a few observations likely to be pertinent to information sharing among 
 police, military, and national intelligence agencies: 

 The U.S. police system is extremely fragmented — much more so than the •
 military or national intelligence systems. 
 Most police agencies and most police officers are found at the local level. •
 Most local police agencies are small. •
 All local police agencies are independent of each other (and of state and federal •
law enforcement agencies). 
 The landscape of policing varies among the 50 states — in particular, the relative •
market share represented by sheriffs, state police, and/or federal agencies is 
negligible in some states and quite substantial in others. 

 Following from these observations, we can identify a few ramifications for 
information and intelligence sharing: 

 The situation is highly complex — any one of 18,000 separate and independent •
agencies might possess information of value to others or might need infor-
mation possessed by some other agency. None of these agencies  necessarily 
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knows who might need its information or who might have information it 
needs. 
 Most of these agencies are too small to have full-time investigators, much less •
intelligence analysts. 
 Substantial variation among agencies and among the states makes it unlikely •
that any one-size-fits-all solutions will be acceptable or effective. 
 There is no chain of command between agencies in this system. • 7  Local agencies 
answer to local authorities, state agencies answer to state authorities, and so 
forth. The levels of federalism (federal, state, local) should not be mistaken for 
levels of authority. No police chief, and certainly no sheriff, considers any state 
or federal law enforcement official to be his or her boss or superior. 

 POLICE WORK AND POLICE CULTURE 

 The following are a few characteristics of police work that might have 
 implications for information sharing and police intelligence activity: 
discretion, reaction,  and  territoriality.8  One central feature of police work is dis-
cretion. Despite reams and reams of constitutional law, case law, statutes, 
policies, procedures, and rules, individual police officers have considerable 
leeway when deciding whether to intervene in a situation, how to handle 
a dispute, whether to issue a citation or make an arrest, what techniques to 
use in a particular investigation, and so forth. Particularly at the local and 
state levels,  officers in the field frequently act alone and without immediate 
supervision. 

 If an officer’s decision does not result in a report or arrest, it probably 
will not be reviewed or produce any official information for later analy-
sis. As Manning (1992: 370) notes, “information in police departments can 
best be characterized as systematically decentralized. Often, primary data 
known to one officer are not available to other officers” because they are 
stored in the officer’s head or personal notes. Moreover, “all essential po-
lice knowledge is thought to be contextual, substantive, detailed, concrete, 
temporally bounded, and particularistic” while information in official 
 reports and files is often viewed by officers and investigators as trivial, 
having been created and manipulated for bureaucratic purposes. 

 Another characteristic of modern police work is that it tends to be reac-
tive. Most local police agencies devote at least 90 percent of their resources 
to motorized patrol, response to calls, and reactive investigations. Local 
police, in particular, are most often mobilized by a call from a citizen, 
and most police investigations are initiated after a citizen reports a crime. 
Two things provide a significant counterbalance to this reactive tendency. 
First, patrol officers everywhere, even in the busiest jurisdictions, have 
free time when they are not answering calls. During this free patrol time 
they are supposed to engage in preventive activities (such as patrolling), 
proactive enforcement (such as traffic stops), and public contact. Research 
conducted since the 1970s has demonstrated rather convincingly that tra-
ditional  reactive policing methods are not very effective. As a result, more 
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proactive strategies and tactics have been widely implemented,  including 
repeat offender programs, differential responses, directed patrol, hot 
spots policing, broken windows policing, community policing, problem-
oriented policing, and intelligence-led policing. 

 A third feature of police work is territoriality. Police agencies have 
 traditionally assigned patrol officers to beats, and larger agencies  usually 
divide their jurisdiction into precincts or districts, each with its own 
 commander. Officers were expected to be knowledgeable about their 
beats and even take some degree of ownership for them. When motor-
ized patrol and rapid response became dominant strategies, however, the 
importance of territoriality diminished. 

 Most police agencies have tried to reassert the influence of territoriality 
since the 1980s and 1990s. Foot patrol, community policing, permanent 
beat assignment, beat management, area detectives, crime mapping, and 
Compstat are all aimed at establishing a greater degree of patrol officer, 
detective, and commander familiarity, responsibility, and accountability 
for defined geographic areas. Officers who are knowledgeable about a 
local area are better able to differentiate between suspicious and ordinary 
behavior. Also, officers who are known and trusted by local residents are 
better able to gather information, engage the community, solve problems, 
and take other necessary actions. 

 From these characteristics of police work we might draw a few implica-
tions for information sharing and intelligence activity: 

 Police, especially local police officers, are used to exercising discretion. They are •
comfortable making decisions and consequently tend to resist encroachments 
on their flexibility and professional judgment. 
 The common tendency in policing is toward reaction, that is, waiting for some-•
thing to happen. Modern strategies promote a more proactive approach. 
 The reemphasis on territoriality in modern policing seeks to maximize place-•
based knowledge and accountability. This seems likely to increase the quantity 
and quality of bits of information collected by police officers. The correspond-
ing challenge within and across police agencies is compiling and analyzing 
these bits of information in order to identify patterns, trends, and the big-
ger picture. In other words, geographically focused policing produces more 
 observations about pieces and parts of the elephant, but does not automatically 
recognize the elephant for what it is. 

 Policing is also influenced by occupational and organizational cultures. 
There are several themes within police culture that seem to have important 
consequences for police intelligence activity and information sharing. 

 Police agencies and police culture tend to celebrate and reward good arrests. •
Arrests are closely tied to the core law enforcement function of policing, plus 
they are tangible and easily quantifiable. Information and intelligence, by 
themselves, are not traditional units of police work, they are not measured, and 
producing them is not rewarded. 
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 The traditional units of police work are incidents, crimes, and cases. Each one •
of these tends to be regarded as a separate and discrete event deserving atten-
tion and, if possible, closure. Information that is not directly connected to an 
incident, crime, or case does not have a natural home in the traditional police 
records system  —  there is no file to put it in. 
 Incidents, crimes, and cases are traditionally assigned to individual officers (or •
detectives), and individuals are evaluated on how well they handle and  dispose 
of these events. Consequently, the tendency is for officers and detectives to hold 
information closely in order to enhance their own productivity. This pertains 
as well to information not yet connected to a case  —  officers tend to keep it to 
themselves in case it might lead to productive action later. 
 Local and state policing have modernized significantly over the past several •
decades, but there is still a tendency toward parochialism. Local practices 
are often justified on the basis that “our situation is unique.” Also, in spite of 
 globalization, most crime is still local. Thus, many police do not demonstrate 
much interest in information that originates elsewhere, and do not always rec-
ognize that information they have gathered might be relevant to someone else. 

 In addition to these observations, we can note some characteristics of dif-
ferent types of agencies that may be applicable to intelligence activity and 
information sharing: 

 Sheriff’s offices tend to be particularly responsive to the public, since the sheriff •
is an elected official, a politician by definition, and someone who is always 
preparing for reelection. 
 State police agencies, in comparison to local agencies, tend to have a more •
 legalistic, no-nonsense orientation. This probably derives from the high priority 
they have historically given to traffic enforcement, 9  as well as their insulation 
from local political and community pressures. 
 The various federal law enforcement agencies tend to have distinct cultures. •
For example, the FBI has traditionally emphasized making cases for prosecu-
tion, primarily through reactive investigation (National Commission, 2004; 
Posner, 2005). The DEA, by contrast, has historically put more emphasis on 
intelligence and proactive investigation  —  not surprising since drug crimes are 
rarely reported to authorities, but rather have to be discovered (Wilson, 1978). 

 INFORMATION AND INTELLIGENCE SHARING PRE-9/11 

 At the risk of overgeneralizing, information and intelligence  sharing 
within the law enforcement community has traditionally been inade-
quate, while the flow of information between law enforcement agencies 
and military and national intelligence agencies has been nearly nonexis-
tent. The latter was due mainly to disparate missions prior to 9/11. While 
police were focused mainly on domestic and transnational crime, the mili-
tary and national intelligence agencies were focused mainly on threats to 
national security posed by other nations. Within the community of law 
 enforcement agencies, the lack of information sharing was more a function 
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of the structural, occupational, and cultural factors noted above. Table 7.3 
identifies the complete set of interrelationships among the various types 
of agencies under consideration in this chapter. Disregarding homeland 
security agencies, which did not exist prior to 9/11, we can draw some 
of the key issues and themes pertinent to information and intelligence 
 sharing from the table. 

 Sharing by Local Police 

 Local police agencies are generally predisposed to share information 
with each other, but several complications have historically interfered 
with good intentions. The biggest is simply the fragmentation of the U.S. 
police system, making even local information sharing very complicated. 
A few regional information systems have been created (ARJIS in San Diego 
and CLEAR in Chicago, for example), and it is common in some areas to 
hold monthly or quarterly regional meetings of chiefs, investigators, and/
or intelligence specialists. Still, in such a fragmented system, it is diffi-
cult to  determine whom to share your information or intelligence with 
(who needs it) and to determine whom to contact in search of particular 
 information or intelligence. 

 Local police have routinely shared basic information with state police, 
other state agencies, and some federal agencies, especially the FBI. This is 
because state agencies and the FBI maintain the official repositories and 
databases of fingerprint cards, criminal histories, wanted persons, stolen 
cars, and other stolen property. In addition, state police typically oversee 
registration systems for handgun permits and sex offenders, while state 
motor vehicle agencies maintain records related to driver licenses and ve-
hicle registrations. The Uniform Crime Reporting (UCR) system is run by 
the FBI; the process involves local agencies submitting their reports to their 
state police, or some other state agency, which combines the  information 
and forwards it on to the FBI. 10  While local police have traditionally shared 
these kinds of basic information with state police and federal agencies on 
a routine basis, sharing of other information and intelligence has not al-
ways been routine. Local police often complain about a one-way flow of 
information in their relations with both state and federal agencies; they 
provide information, but they never get anything back. Resentment builds 
up, leading to less information sharing by local agencies. 

 Conflict between local police and state police agencies is exacerbated by 
several factors. One is that the state police frequently has public corrup-
tion in its mission; as a result, state police occasionally investigate local 
police and sheriffs. Another factor is that state police often compete with 
sheriffs and local police for market share. 11  In the investigative arena state 
agencies may have the luxury of picking their cases, whereas local police 
are stuck with every crime reported to them. Local police sometimes ac-
cuse state police of poaching the easiest or most sensational cases, leaving 



Table 7.3 Summary of Information and Intelligence-Sharing Considerations between and among Agencies in the Homeland 
Security Intelligence Arena

To the 
Agencies
Below

From These Agencies

Local Police State Police
Federal Law 
Enforcement

Federal and State 
Homeland Security

National
Intelligence Military

Local Police No major obstacles, 
but limited by 
parochialism and 
complicated by 
fragmented system.

Usually provide 
state criminal 
records and link 
to NCIC. Sharing 
of intelligence 
historically limited.

Sharing of information 
and intelligence 
historically limited. 
Distrust, need to 
know, and lack of 
clearances. Some 
improvement via 
JTTFs.

Fusion centers 
intended to be the 
link. Time will 
tell if they can 
overcome one-way 
flow and need to 
know.

Little or no direct 
connection. Need 
to know. Lack of 
clearances. NCTC 
may help.

Historically, little 
or no direct 
connection except 
through MPs at 
local bases.

State Police Natural channel for 
official records. 
Some resistance 
to sharing other 
information.

Good contacts 
between state police 
in various states.

Sharing of information 
and intelligence 
historically limited. 
Distrust, need to know, 
and lack of clearances. 
Some improvement via 
JTTFs.

Fusion centers are 
closely tied to state 
police. Time will 
tell if federal-to-
state information 
flow improves.

Little or no direct 
connection. Need 
to know. Lack of 
clearances. NCTC 
may help.

Historically, little 
or no direct 
connection except 
through MPs at 
local bases.

Federal Law 
Enforcement

Historical
resistance due 
to one-way flow. 
Often overcome 
through personal 
relationships.

Natural channel for 
official records. 
Some resistance 
to sharing other 
information.

Significant resistance 
due to jealousies, turf 
protection, and federal 
agency politics.

Competition
between FBI and 
DHS. Mixing of 
staff in fusion 
centers should 
help.

Competition
between FBI and 
CIA. ODNI and 
NCTC may help.

Unknown. ODNI 
should provide 
link.

120



Federal
and State 
Homeland
Security

Fusion centers 
intended to be the 
link. Time will tell 
if they succeed.

Closely tied to state 
fusion centers. 
Time will tell if 
sharing with federal 
agencies improves.

Major competition 
between FBI and DHS 
inhibits information 
sharing. Federal staff 
in state fusion centers 
may help.

National network 
of fusion centers 
should improve 
information
sharing. Time will 
tell if federal-to-
state information 
flow improves.

Fusion centers 
intended to be 
the link. CIA staff 
in some fusion 
centers. ODNI 
also a link.

Military advisor in 
DHS. National 
Guard in 
many fusion 
centers. Role for 
NORTHCOM.

National
Intelligence

Historically, little 
or no direct 
connection.

Historically, little or 
no direct connection.

Competition between 
FBI and CIA. ODNI 
may help.

ODNI should 
provide link.

ODNI designed 
to overcome 
barriers.

ODNI designed 
to overcome 
barriers.

Military Historically, little 
or no direct 
connection except 
through MPs at 
local bases.

Historically, little or 
no direct connection 
except through MPs 
at local bases.

Unknown. ODNI should 
provide link.

ODNI should 
provide link.

ODNI designed 
to overcome 
barriers.

Role for Joint 
Chiefs, DIA, 
DJIOC, and 
NMJIC.121
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the rest for the locals to handle. Another factor that greatly influences 
local-state relations and information sharing has to do with the size and 
 prominence of the local agency. It is quite common for the state police and 
a few of the largest local police agencies in the state to compete for  status 
and prestige. Typically, big city police departments ignore their state 
 police. The smallest local police agencies often work closely with the state 
police, relying on them for radio communications, crime scene processing, 
accident  reconstruction, and special operations response. 

 The one-way information flow problem that discouraged local police 
information sharing with state police agencies also applied to federal 
law enforcement agencies, particularly the FBI. Historically, the FBI was 
also prone to poaching local cases, as well as taking credit for arrests and 
 recoveries actually made by local police. In more recent years, well be-
fore 9/11, the FBI, DEA, and Secret Service all created local-area federal 
task forces on which local police routinely participated. These violent 
crime, major drugs, and electronic crimes task forces enhanced opera-
tional  cooperation as well as information and intelligence sharing. Those 
local police agencies participating in task forces often used them as their 
principal channels for information sharing with federal law enforcement 
 agencies. Over 7,000 law enforcement agencies joined six regional (mul-
tistate) intelligence networks established to facilitate sharing of criminal 
 intelligence (RISS, 2007). In addition, local, state, and federal agencies 
jointly operated 31 regional and border HIDTAs (high intensity drug 
trafficking areas) that emphasized drug-related information sharing and 
 intelligence production (ONDCP, 2008). 

 Local police agencies have not traditionally engaged in much informa-
tion sharing with the military, with the important exception of jurisdictions 
adjacent to a military installation. Information sharing between local  police 
and military police about crimes, drugs, and hot spots on and around mili-
tary bases has been fairly routine in the past (Cronin, 2007). Local police 
contacts with military police in matters involving military personnel (such 
as AWOL cases) were not uncommon. However, systematic sharing of other 
information or intelligence from local police to the military has not been 
common, because police did not imagine that their information would be 
relevant to the military’s mission. Even less likely was information sharing 
with national intelligence agencies. 

 Sharing by State Police 

 The principal means of state police information sharing with local police 
has been through the databases and information systems that the state police 
operate. These systems are now mostly automated. When local police want 
to know if someone is wanted, if a car is stolen, or if an arrestee’s fingerprints 
match the name he has given, they typically check first within state systems, 
and then use those same state systems to access national systems. 
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 Most state police and/or state investigation bureaus traditionally housed 
some kind of intelligence unit. Unfortunately, some of these units adhered 
to the one-way flow phenomenon noted above. There are probably several 
reasons for this: (1) they may have seen themselves primarily as the  state
police  intelligence unit, rather than a  statewide  intelligence unit, and there-
fore did not regard local police as important customers; (2) they may have 
embraced the need-to-know philosophy rather than the need-to-share phi-
losophy; and (3) they may have held local police in low regard or even 
distrusted their ethics or professionalism. 

 It seems inevitable in our federal system that state officials often see 
themselves as superior in some ways to local officials. Their jurisdictions 
are broader, their numbers (personnel, budgets) are usually greater, and 
they work for a higher level of government. This is exactly the same 
kind of thinking that gets federal officials in trouble too, of course. This 
mentality may not always be conscious or intentional, but anyone who 
listens closely will hear clues in rhetoric and discourse that reveal the 
pecking order as many state and federal officials see it. 

 Information and intelligence sharing between different state police 
agencies (state to state) has traditionally been routine and effective. Each 
state has but one primary state police agency, plus perhaps one primary 
investigative agency. Thus the number of agencies is small — if the state 
police in Illinois obtain information about a crime or suspicious individual 
who lives in Pennsylvania, it is easy for them to figure out whom to share 
the information with. They also have small but effective national groups 
(the State and Provincial Police Division of IACP and the Association of 
State Criminal Investigative Agencies, ASCIA) that enhance networking 
and information sharing. 

 Traditional information sharing from state police to federal law en-
forcement, military, and national intelligence agencies would have been 
similar in many ways to that experienced by local police agencies, with 
one important exception. Since state police typically had their own 
dedicated intelligence units, these were always logical points of contact 
within each state for federal, military, and national agencies. Personnel 
in these state police units were more likely to obtain security clearances 
and to develop contacts and networks with other intelligence personnel. 
Having an effective link to these other agencies and systems probably 
made it more likely, in turn, that state police information and intelligence 
would be shared with them. 

 Sharing by Federal Law Enforcement 

 The FBI played a vital role in enhancing information sharing for U.S. 
law enforcement. The FBI oversaw the development of the national 
criminal identification (fingerprint) repository, the National Crime Infor-
mation Center (NCIC) that received and stored information from police 
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agencies on wanted persons and stolen property, and the UCR. The FBI 
also developed the National Academy (NA), one of the first training 
programs for selected police officials from all over the country. The NA 
 became one of the most effective networks for information sharing in law 
enforcement. 

 Despite these contributions, the FBI’s culture and tradition generally 
interfered with information and intelligence sharing with other agencies 
(Best, 2001; National Commission, 2004). FBI culture celebrated solving 
cases and presenting winning evidence to U.S. attorneys, not intelligence 
work. The differences between investigation and intelligence are quite 
profound (Posner, 2005: 14  – 15): 

 Criminal investigation is case-oriented, backward-looking, information-hugging, 
and fastidious (for fear of wrecking a prosecution). Intelligence, in contrast, is 
forward-looking, threat- rather than case-oriented, free-wheeling. Its focus is on 
identifying and maintaining surveillance of suspicious characters and on patiently 
assembling masses of seeming unrelated data into patterns that are suggestive of 
an emergent threat but may be based on speculative hypotheses far removed from 
probable cause, let alone from proof beyond a reasonable doubt. 

 In the realm of interagency relations, the FBI has never had a reputation 
for collaborating well with others. In its early years, the FBI routinely took 
credit for arrests and recovery of stolen property when other agencies 
had actually made the cases. Information was seen primarily as having 
value for individual and agency success, and therefore not something to 
be readily shared. At least two other factors came into play that hindered 
FBI information sharing: (1) an emphasis on need-to-know and security 
clearances; and (2) the FBI’s role in investigating public corruption and 
civil rights allegations, which made the agency a potential threat to local 
and state police. 

 The most fundamental issue affecting information sharing by federal 
law enforcement agencies is, once again, federalism. This superior and 
 paternalistic mentality leads federal officials to doubt whether state 
and local officials really need, or can be trusted with, sensitive informa-
tion. In turn, it causes resentment among state and local officials. This 
is all the more ironic since the U.S. policing system is primarily local, 
not federal.  Interrelationships and information sharing within the com-
munity of  federal law enforcement agencies have also been notoriously 
problematic. 

 Information sharing between federal law enforcement agencies and 
 national intelligence agencies suffers many of the same issues endemic to 
the federal bureaucracy, including some long-standing conflicts  between 
the FBI and CIA related to the lines between domestic and foreign intel-
ligence, and between counterintelligence and intelligence. These two 
 agencies also fundamentally clash along the fault lines of investigative 
culture versus intelligence culture. An example from the 1990s pertains 
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 directly to obstacles limiting information sharing from the FBI to the 
 National  Security Council and State Department (Best, 2001: 20 – 21): 

 The distinction between law enforcement and intelligence can lead to potentially 
important difficulties. For instance, in March 1997, according to media reports, 
the FBI, out of concern for an ongoing criminal investigation, was unwilling to 
share information with the NSC staff about alleged contacts between Chinese offi-
cials and U.S. political fundraisers. Reports further indicate that such information 
was not shared with the Secretary of State, who was then preparing for an offi-
cial visit to China. Samuel Berger, President Clinton’s National Security Adviser 
was recalled as “sputtering in a profane rage,” and his deputy, James Steinberg, 
subsequently recalled that the problem of insufficient information-sharing was 
“commonplace.”

 Sharing by National Intelligence Agencies and the Military 

 To the extent that information and intelligence sharing did occur from 
national intelligence agencies and the military to police, it was mainly 
to and through federal law enforcement agencies, primarily the FBI. 
 Information sharing directly to state or local police was probably fairly 
uncommon, except in regard to criminal matters involving military 
 personnel or  domestic military bases. 

 In addition to the kinds of federal bureaucratic issues, such as agency 
cultures and politics, one of the biggest obstacles limiting intelligence 
sharing by national intelligence agencies and the military has been 
security clearances and information classification practices (National 
Commission, 2004). Different agencies, including the military, estab-
lished their own  security practices using categories such as confiden-
tial, classified, secret, and top secret. Classified information could then 
only be shared with officials who had the necessary security clearances 
as well as a need to know. Moreover, security clearances issued by 
one agency were not always  recognized by another agency as valid. 
The net effect of these practices was to err on the side of protecting the 
 information, rather than sharing it. This system made sense to those in-
side the classified circle,  especially as a means to protect the sources of 
 information. However, there tended to be few people inside the circle, 
while many officials outside the circle came to believe, correctly or in-
correctly, that they were being denied a lot of important information 
and intelligence. 12

 This traditionally restricted flow of information and intelligence from 
national intelligence agencies and the military, due to security practices 
and clearances and the need-to-know philosophy, effectively turned off 
the spigot for state and local police. It was rare for state or local offi-
cials to have the necessary clearances to receive the information, plus 
unlikely that federal officials would determine they had the need to 
know. 
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 POST-9/11 REFORMS 

 Following the events of September 11, 2001, a substantial number of 
 reforms and other changes pertinent to intelligence and information shar-
ing have been implemented. Some of the most important of these are 
noted below. 

 Passage of the USA PATRIOT Act in 2001 expanding (and/or clarifying) some •
law enforcement and intelligence authorities related to counterterrorism 
 Creation of U.S. Northern Command ( NORTHCOM) in 2002 •
 Publication of a  • National Strategy for Homeland Security  ( White House, 2002) 
 Creation of the Joint Regional Information Exchange System ( JRIES) in 2002 •
 Creation of the Department of Homeland Security (DHS) in 2002 (operational •
in 2003) 
 Publication of a National Criminal Intelligence Sharing Plan (GIWG, 2003) •
 Creation of the Criminal Intelligence Coordinating Council (CICC) in 2004 •
 Creation of the Homeland Security Information Network ( HSIN) to replace •
JRIES in 2004 
 Creation of the Office of Director of National Intelligence (ODNI or DNI) in •
2004
 Creation of the National Counterterrorism Center ( NCTC) in 2004 •
 Establishment of 100 Joint Terrorism Task Forces (  JTTFs) around the country, •
headed by the FBI with active participation from local and state police as well 
as other federal agencies ( FBI, 2004) 
 Passage of the  • Intelligence Reform and Terrorism Prevention Act  establishing an 
Information Sharing Environment ( ISE) in 2004 
 Publication of an updated  • National Strategy for Homeland Security  (White House, 
2007a)
 Publication of a  • National Strategy for Information Sharing  (White House, 2007b) 
 Passage of the 9/11 Commission Act establishing the Interagency Threat •
 Assessment and Coordination Group ( ITACG) in 2007 
 Publication of an Intelligence Community Information Sharing Strategy (DNI, •
2008b)
 Creation of 58 state and local information fusion centers (DHS, 2008b) •

 Not surprisingly, these changes have not seemed to immediately solve 
all of the information- and intelligence-sharing problems associated with 
terrorism and homeland security. Local and state police have consistently 
complained that national plans were too often really federal plans — created 
without state and local input, not responsive to state and local needs, often 
asserting federal control, and often creating new and unfunded state and 
local mandates (PERF, 2003; IACP, 2005).  Similarly, the most recent national 
intelligence community information-sharing strategy describes conditions 
largely unchanged from 2001 (DNI, 2008b: 11): 

 The “need-to-know” culture led to practices that inhibit information sharing today. 
Multiple organizations establish their own classification rules and procedures, 
resulting in inconsistent use and understanding of security markings. Differing 
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requirements for access and certification and accreditation inhibit trust across the 
Intelligence Community agencies. 

 INFORMATION AND INTELLIGENCE 
SHARING POST-9/11 

 While obstacles and challenges remain, it is also the case that significant 
changes have occurred. Within one or two years after 9/11, local and state 
police were reporting increased responsibilities related to homeland secu-
rity, increased contacts with a range of federal agencies, better relationships 
with federal authorities, and more open and effective information sharing 
(CSG, 2005; PERF, 2003; PERF, 2005). More JTTFs were created (increasing 
from 35 to 100) with more state and local participation, and federal partici-
pation within state and local fusion centers became common. The overall 
trend has undoubtedly been in the direction of more information sharing. 

 One of the early sources of frustration, from the state and local per-
spective, was a lack of coordination, and the existence of competition, 
between DHS and the FBI (Eack, 2008). State and local police found that 
they received threat information from both sources, but it was not  always 
consistent (nor timely, as they sometimes got it from CNN first). Also, 
both DHS and the FBI advocated their own information networks (  JRIES/
HSIN for DHS, LEO for the FBI) as the proper channels for terrorism-
 related information and intelligence sharing (DHS, 2006). In this scenario, 
DHS had the advantage of billions of dollars in grants to give, whereas 
the FBI had the advantage of an operational counterterrorism role with 
which state and local police could more readily identify, including JTTFs 
on which they could participate. 

 Another early frustration related to security clearances (GAO, 2004). 
As DHS and the FBI tried to ramp up information and intelligence sharing 
from the federal level, they bumped into the problem that many state and 
local police executives lacked clearances and could not receive classified in-
formation. A crash program was initiated to conduct background checks in 
order to process these security clearances, but it was a slow process. It was 
also perceived as demeaning by many state and local police executives; 
from their perspective, they were ultimately responsible for protecting 
their jurisdictions from terrorism, not to mention crime and disorder, yet 
they had to undergo lengthy scrutiny by federal investigators who shoul-
dered far less responsibility and were often far less senior. To make matters 
worse, there was often a quota on how many security clearances would be 
processed. 

 A third general issue that arose concerned intelligence analysts. The vast 
majority of large local police agencies, state police, and the new state and 
local information fusion centers realized that they needed to add and/or 
upgrade intelligence analysis capabilities. However, few criteria existed 
for selecting these analysts, little training was available, and competition 
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for trained and experienced analysts was stiff. This competition was exac-
erbated by the fact that federal law enforcement agencies, including the 
FBI, also began recruiting and hiring more analysts. An added problem, 
especially for fusion centers, was that DHS grant monies could not usually 
be used to pay staff salaries and benefits, so analyst positions had to be 
funded with state and local dollars. 

 Sharing by and with Local Police 

 The post-9/11 focus on local police has mainly been on their role as eyes 
and ears in local communities throughout the nation. In this respect they 
are seen as very important collectors of information, of raw data, that can be 
fed into the intelligence process in order to help analysts and others connect 
the dots. Officers have been given training and also checklists to help them 
identify and report suspicious behavior that might have some connection to 
terrorism (BJA, 2008; Meyer, 2008). Community policing is seen as an ideal 
local police strategy because it helps officers get to know their communities 
and builds trust, making it more likely that residents will share important 
information with the police (PERF, 2001; Scheider and Chapman, 2003). 

 It can be noted that this eyes-and-ears role may be perceived as somewhat 
insulting if not presented correctly. If all local police are asked to do is collect 
information and send it up to the state fusion center or federal authorities, 
the suggestion is that local police are not capable of more significant activ-
ity, or a more substantial role is not necessary. A more sophisticated mes-
sage has been to refer to local police as  first preventers  who are most likely 
to be in a position to prevent a terrorist act, both by gathering information 
and by taking action, when appropriate. This first preventer role is paired 
with the more familiar  first responder  role to make a logical and meaningful 
package that demonstrates the synergy between effective crime reduction 
tactics and counterterrorism, and it encourages local  police to take their 
counterterrorism role more seriously (Kelling and Bratton, 2006). 

 The  National Strategy for Information Sharing  (White House, 2007a: 10) 
reiterated this expanded role for local police and provided a few specific 
examples:

 These partners are now a critical component of our Nation’s security capability 
as both “first preventers” and “first responders,” and their efforts have achieved 
concrete results within their communities, as the following examples illustrate: 

 • A narcotics investigation — conducted by Federal, State, and local law en-
forcement officials and resulting in multiple arrests — revealed that a 
 Canadian-based organization supplying precursor chemicals to Mexican 
methamphetamine producers was in fact a Hezbollah support cell. 

 • A local police detective investigating a gas station robbery uncovered a home-
grown jihadist cell planning a series of attacks. 

 • An investigation into cigarette smuggling initiated by a county sheriff’s 
 department uncovered a Hezbollah support cell operating in several States. 
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 Sharing by and with State Police 

 Each state has set up some type of homeland security apparatus to 
 advise the governor and the legislature, oversee statewide threat assess-
ment and infrastructure protection, receive and distribute DHS funds, 
provide training and assistance to local jurisdictions, and so forth. In 
many if not most states, the state police have naturally assumed a large 
role in these activities, since they are usually the largest state public safety 
agency. The development of state fusion centers has also typically been 
with substantial state police involvement. The state police usually had 
a preexisting intelligence unit (Eack, 2008) and they were often already 
serving as a principal point of contact for federal law enforcement and 
national intelligence agencies. 

 Despite this potentially heightened role for state agencies, several fac-
tors may account for a lower level of state police involvement in the new 
 information-sharing environment than might be expected. State fusion 
centers may be superseding state police agencies as the principal state-
level cogs in the information-sharing system. Additionally, many local 
agencies have their own direct connections to the JTTF, FBI, or other 
 federal agencies, so that state-level involvement is not needed in many 
situations. From an  efficiency standpoint this direct local-federal con-
nection may be desirable, however, it might limit information sharing 
and intelligence  development if pertinent information does not also 
find its way to broader networks such as the state fusion centers or the 
NCTC. 

 It seems absolutely essential in the new information-sharing environ-
ment that state fusion centers function as statewide entities rather than 
merely as state police entities. In the former mode, they stand a chance 
of being perceived as serving all agencies in the state; and if they in fact 
disseminate useful information and products to all agencies, they should 
become critical assets for both intrastate and national information sharing 
(Rollins and Connors, 2007; Larence, 2008). 

 Sharing by and with Federal Law Enforcement 

 The new information-sharing environment (ISE, 2008) is supposed to 
put greater emphasis on need to share. One method for doing that is to fun-
nel information to the NCTC, from which it would presumably be shared 
with other agencies as deemed appropriate. Another avenue would be to 
enter pertinent information in the NCIC VGOTF file. The former method 
would theoretically be more proactive, since it might result in intelligence 
being widely shared with agencies that could then use it in a variety of 
ways. The latter method would be more reactive — if an officer stopped 
a vehicle or person somewhere and made a NCIC query, they could be 
 notified of the possible terrorism connection. 
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 There remains a good bit of skepticism about the free flow of infor-
mation from federal law enforcement agencies. Improved systems for 
 information sharing have been established but they are not always used. 
The National Strategy for Information Sharing (White House, 2007b) and 
Information Sharing Environment (ISE, 2008) provide additional enhance-
ments that should continue the improvements already made. Traditional 
obstacles and barriers certainly remain, even though progress has been 
made (Kelling and Bratton, 2006): 

 Since 9/11, information sharing between the federal government and state and 
 locals has improved. Most of the improvement has come through the FBI’s Joint 
Terrorism Task Force (  JTTF), which has tripled in number from 34 before Septem-
ber 11 to 100 today. In Los Angeles and other large departments across the country, 
there are active levels of communication and cooperation with the Department of 
Homeland Security and the FBI. 

 Despite this progress, the level of cooperation seems to vary greatly, 
 depending on the personalities of individual bureau and police chiefs. Too 
often, the FBI cuts itself off from local police manpower, expertise, and intel-
ligence. More than 6,000 state and local police now have federal security clear-
ances, but the historical lack of trust is still an issue. For example, many police 
chiefs complain of calls they get from their JTTF alerting them to a potential 
threat, but when they ask for the  detailed information needed to launch an 
investigation, they are told by the bureau: “We can’t tell you” or “You don’t 
need to know.” 

 Sharing by and with National Intelligence Agencies 
and the Military 

 The National Counterterrorism Center (NCTC, 2008) was established 
in 2004 and includes federal law enforcement agencies, national intel-
ligence agencies, and the military among its partner organizations. As 
 described on the NCTC Web site (http://www.nctc.gov/about_us/what_
we_do.html):

 NCTC serves as the primary organization in the United States Government for 
integrating and analyzing all intelligence pertaining to terrorism possessed or 
acquired by the United States Government (except purely domestic terrorism); 
serves as the central and shared knowledge bank on terrorism information; [and] 
provides all-source intelligence support to government-wide counterterrorism 
activities.

 The NCTC is assisted by the ITACG, which specifically represents the inter-
ests of state and local law enforcement and related officials. Its purpose is 
to enable and facilitate the production of federally coordinated terrorism-
related information and products that are shared through existing channels 
with state and local agencies. 

http://www.nctc.gov/about_us/what_we_do.html
http://www.nctc.gov/about_us/what_we_do.html
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 Together, these new entities along with the National Strategy for Infor-
mation Sharing (White House, 2007b) and the Intelligence Community 
Information Sharing Strategy (DNI, 2008b) are supposed to assure that 
terrorism-related information and intelligence are shared more effectively 
among all the counterterrorism players, including state and local police, 
federal law enforcement, federal and state homeland security operations, 
the IC, and the military. 

 CHALLENGES AND PROSPECTS 

 Ten years ago, few would have seen very much common ground be-
tween police intelligence, on the one hand, and either military  intelligence 
or national intelligence. The threat and reality of international  terrorism 
have shifted the terrain substantially. Everyone now recognizes the 
 common ground between police, military, and national intelligence. Fig-
uring out how best to operate on this common ground is proving to be a 
challenge, but significant progress is apparent. At the federal level, new 
information-sharing strategies and the new architecture of the ODNI, 
NCTC, and ISE hold great promise, if traditional interagency competi-
tion can be  overcome. At the state level, fusion centers have been created 
and are beginning to operate as the linking pin with federal agencies and 
networks.

 But it is the local level that presents the greatest challenges. U.S.  policing 
is mainly local and extremely fragmented, police work has not traditionally 
emphasized intelligence gathering and sharing, and local police  relations 
with state and federal agencies have always been tenuous. Local police are 
ready to be first responders to terrorism and can probably be convinced 
that they should also be first preventers. Convincing them to become the 
eyes and ears for an intelligence apparatus that is mainly situated at the 
state and federal levels is a harder sell, however. The current situation 
needs a concerted effort at remarketing to convince local police that the 
new institutions and networks truly serve statewide and national inter-
ests, not state police and federal interests. This will take more than public 
relations and spin. Local police will be watching for  demonstrations of 
real respect and genuine collaboration. 

 NOTES 

 1. Preparation of this work was sponsored in part by the Homeland Security 
Defense Education Consortium (HSDEC). Any errors or misrepresentations in 
the chapter are solely the responsibility of the authors. Points of view expressed 
in the chapter are the authors’ and do not represent the views of HSDEC or the 
Department of Defense. 

 2. This chapter addresses both information sharing and intelligence sharing. 
Generally, information refers to raw data (a person’s address, a criminal record, 
or an informant’s report that a person carries a gun in the glove box of his car), 
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whereas intelligence refers to data that has been evaluated, analyzed, interpreted, 
and preferably collated with other data. 

 3. We use the terms  police  and  law enforcement  interchangeably in this chapter. 
One can make a compelling argument in favor of the term  police  since it is a better 
descriptor than law enforcement  of the traditionally broad mission of policing agen-
cies. However, some sheriff personnel resent the term  police  because it does not 
seem to include them. Similarly, most federal police have such a narrower role that 
law enforcement  does fit them better. Despite these intricacies, though, many prac-
titioners as well as the public tend to use the two terms, police  and  law  enforcement,
interchangeably. 

 4. These proportions were calculated using data presented in Reaves (2006) 
and Reaves (2007). 

 5. It is common to refer to sheriff’s departments and sheriff’s agencies, but 
purists prefer the term  sheriff’s offices,  since sheriff is an office to which one is 
elected (usually) or appointed (occasionally). In the United States, the office of 
sheriff is typically established within state constitutions, leading sheriffs to identify 
themselves as constitutional officers, a sign of prestige and sometimes authority. 

 6. These figures include only law enforcement personnel in sheriff’s offices, 
not corrections (  jail) personnel also in the sheriff’s employ. 

 7. Of course, there are chains of command  within  each agency. But between 
agencies, in interagency relationships, authority is typically absent. This is one of 
the reasons why the development of mutual aid agreements, interstate compacts, 
the incident command system, and NIMS has been so important. 

 8. The interested reader is referred to Cordner and Scarborough (2007), espe-
cially chapters 2, 8, and 13, for additional explanation and extensive references on 
police work, police strategies, and police culture. 

 9. In fact, many state police and highway patrol agencies were founded in the 
early to middle 1900s specifically to handle problems created by that newfangled 
invention, the automobile. 

 10. Federal law does not require local agencies to participate in the UCR. For 
the past 20 years, an enhancement to the UCR, the National Incident Based Report-
ing System (NIBRS), has been gradually implemented on a voluntary basis. In this 
system, agencies report incident-level data instead of aggregate data. Only about 
25 percent of reported crime is currently submitted via NIBRS, while the other 
75 percent is still submitted in traditional aggregate UCR format (  JRSA, 2007). 

 11. This consideration applies in those states with full-service state police agen-
cies, but probably not in states with highway patrol agencies. 

 12. Most of the post-9/11 discussion about information and intelligence shar-
ing presumes that the CIA or the FBI or some other agency has a lot of really useful 
information that it never shares. It is also possible that the information just is not 
there (PERF, 2003). 
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Private Security Intelligence 
and Homeland Security 

Pamela A. Collins and Ryan K. Baggett 

 We will build a national environment that enables the sharing of 
essential homeland security information. We must build a “system 
of systems” that can provide the right information to the right peo-
ple at all times. Information will be shared “horizontally” across 
each level of government and “vertically” among federal, state, 
and local governments, private industry , and citizens. (Office of 
Homeland Security, 2002) 

 The U.S. Department of Homeland Security’s (DHS) Office of Intelligence 
and Analysis (OIA), a member of the national intelligence community 
(IC), ensures that information related to homeland security threats is 
collected, analyzed, and disseminated to the full spectrum of homeland 
security customers in the department, at the state, local, and tribal lev-
els, to the private sector, and within the IC. The office has five analytic 
thrusts, aligned with the principal threats to the homeland addressed by 
the DHS. 

 The first is  threats related to border security  (to include all borders: air, 
land, sea, and virtual), analyzing a range of interlocking threats to include 
narcotics trafficking, alien and human smuggling, money laundering, and 
other illicit transnational threats. This includes the monitoring of foreign 
government initiatives that affect border security. 

 The second is the  threat of radicalization and extremism . This focus is on 
domestic groups, including radicalized Islam and other types of radical-
ized domestic groups. The OIA does not monitor known extremists and 
their activities. Instead, OIA is interested in the radicalization process: why 
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and how people who are attracted to radical beliefs cross the line into 
violence.

 The third is  threats from particular groups entering the United States . These 
are the groups that could be exploited by terrorists or criminals to enter 
the homeland legally or to bring in harmful materials. The office further 
focuses on travel-related issues of interest to the department, such as visa 
categories and the Visa Waiver Program. 

 The fourth is  threats to the homeland’s critical infrastructure and key 
 resources , in which all source intelligence from the IC is merged with 
information from critical infrastructure owners and operators and 
shared with the State and Local Fusion Centers. This approach provides 
a comprehensive tactical and strategic understanding of physical and 
cyberthreats to the critical infrastructure, including threats from nation-
states, international and domestic terrorism, and criminal enterprises. 
Threat assessments are integrated with other assessments of infra-
structure vulnerabilities and the consequences of an incident to define 
all hazard infrastructure risk for risk-based prioritization and decision 
making. 

 The last and fifth thrust area is  weapons of mass destruction (WMDs) 
and health threats . This includes evaluating and establishing a baseline 
of the actors, their claims, and their plans to conduct attacks involv-
ing  chemical, biological, radiological, and nuclear materials against the 
homeland (U.S. Department of Homeland Security, 2009). 

 This chapter focuses on the fourth thrust area of the OIA, the  threats to 
the homeland’s critical infrastructure and key resources.  It is this area in which 
the collection and analysis of intelligence involves and greatly depends 
upon the ability and cooperation of the private sector. 

 BACKGROUND 

 The fact that the private sector controls the vast majority of U.S. 
critical infrastructure and key resources (CI/KR) makes collaboration 
 between the federal government, specifically DHS and the private 
 sector, a necessity. Since the events of September 11, 2001, there has been 
 considerable progress made in bridging the gap between the private 
sector and the federal government; however, much remains to be done. 
One of the primary stumbling blocks to creating a collaborative relation-
ship with the private sector is the government’s inability to establish 
formal and  effective methods of cooperation. A variety of legal and pro-
cedural  obstacles have blocked the ability of both entities to successfully 
 engage one  another in a meaningful way for any sustained period of 
time. To address these obstacles, Executive Order (E.O.) 13231 was writ-
ten in October of 2001. This E.O. on ‘‘Critical Infrastructure Protection in 
the Information Age” established the National Infrastructure Advisory 
Council (NIAC) (Bush, 2001). 
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 The NIAC provides the secretary of homeland security with advice 
on the security of information systems for critical infrastructure (CI) 
supporting several sectors of the economy: banking and finance, trans-
portation, energy, manufacturing, and emergency government services. 
The members of the NIAC represent the private sector, academia, and 
state and local government. Individuals selected from the private sec-
tor would normally hold the position of chief executive officers (CEOs), 
or equivalent, with responsibilities for security of information and 
 infrastructure supporting the critical sectors of the economy. The pur-
pose of this council is to enhance the partnership between public and 
private sectors in the protection of information systems for CI and to 
monitor the development of private sector Information Sharing and 
Analysis Centers (ISACs). Each CI industry has established an ISAC 
to communicate with its members, its government partners, and other 
ISACs about threat indications, vulnerabilities, and protective strategies. 
ISACs work together to better understand cross-industry dependencies 
and to  account for them in emergency response planning. 

 OBSTACLES TO INTELLIGENCE 
INFORMATION SHARING 

 The NIAC conducted a study in 2006 to determine whether the federal 
government and its private sector partners could improve coordination 
between the IC and CI owners and operators. A similar study, entitled 
Homeland Security Information Sharing between Government and the Private 
Sector  was conducted a year earlier by the Homeland Security Advisory 
Council’s (HSAC) Private Sector Information Sharing Task Force, in 
 August of 2005. The HSAC provides advice and recommendations to 
the DHS secretary on matters related to homeland security. The HSAC 
is composed of leaders from state and local government, first responder 
communities, the private sector, and academia. The HSAC Task Force 
was charged with developing a better understanding of the legal and 
procedural obstacles that appeared to be hampering the free flow of 
 information between the federal government and private sector. Many 
of the key findings, described below, were useful information for the 
NIAC study that followed. 

 The key findings from the HSAC study suggest that while there have 
been significant information-sharing initiatives and projects within DHS, 
and in both public and private sector agencies, there did not appear to be 
any particular alignment or architecture to these efforts, nor was there a 
clear understanding as to whose responsibility it was to create one. It was 
also concluded that it would take significant work to align relationships 
between DHS and the private sector as well as different considerations 
made for sharing threat and vulnerability information. For example, con-
siderations regarding statutory, regulatory, and policy would have to be 
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addressed. Clearly, it would require the creation and maintenance of a 
trusted partnership between the government and the private sector for 
successful intelligence and information sharing to occur. Interestingly, 
the study found that relationships and interaction between the private 
sector and state and local agencies are less problematic than those with 
DHS. (Homeland Security Advisory Council, Private Sector Information 
 Sharing Task Force, 2005) 

 Using this study, and other works that contributed to a better under-
standing of the dynamics involved in creating a climate and culture for 
sharing of intelligence between the federal government and the private 
sector, the NIAC created the Intelligence Coordination Working Group 
(Working Group). The Working Group identified more than 30 represen-
tative subject matter experts from the private sector and the IC to assist 
the NIAC in identifying information-sharing mechanisms within and 
between the government and the private sector. The NIAC study was 
significant since there had been a number of organizational and gover-
nance changes since the NIAC was originally formed in October 2001. 
The two most significant changes were the establishment of the Office 
of the Director of National Intelligence (ODNI) and the creation of the 
Critical Infrastructure Partnership Advisory Council (CIPAC). The two 
organizations were formed to provide the framework for establishing 
single points of contact for both the government and the private sector. 
The guidance given to the ODNI and heads of executive departments and 
agencies was to: 

 Leverage ongoing information-sharing efforts in the development of the Infor-•
mation Sharing Environment (ISE) 
 Define common standards for how information is acquired, accessed, shared, •
and used within the ISE 
 Develop a common framework for the sharing of information between and •
among executive departments and agencies and state, local, and tribal govern-
ments, law enforcement agencies, and the private sector 
 Standardize procedures for sensitive but unclassified information •
 Facilitate information sharing between executive departments and agencies •
and foreign partners 
 Protect the information privacy rights and other legal rights of Americans •
 Promote a culture of information sharing (Bush, 2005) •

 The NIAC Working Group study provided additional guidance and rec-
ommendations to not only the ODNI, but also to CIPAC and the DHS. 
The findings from the Working Group study were segmented into eight 
specific areas of consideration: 

 1.   Personal relationships:  Due to the high turnover rate for public and private sector 
personnel there should be less of a dependence on personal relationships for 
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the flow of intelligence and information. These types of relationships should be 
institutionalized to the position rather than the person. 

 2.   Critical infrastructure subject matter expertise:  There was a significant lack of 
CI subject matter expertise that was detrimental to private sector intelligence 
analysis.

 3.   Government’s intelligence dissemination processes:  The necessary information is 
not consistently shared with the right people in the private sector in the time 
needed to respond. 

 4.   Private sector information-sharing mechanisms:  There is a lack of uniformity, capa-
bility, and maturity of intelligence information sharing between private sector 
agencies.

 5.   Protected Critical Infrastructure Information (PCII) program:  The PCII is an 
 information-protection program that was intended to enhance informa-
tion sharing between the private sector and the government. The DHS and 
other federal, state, and local analysts use PCII to analyze and secure critical 
 infrastructure and protected systems, identify vulnerabilities and develop 
risk assessments, and enhance recovery preparedness measures. However, 
according to the NIAC Working Group study, there is still considerable reluc-
tance on the part of the private sector to share what they consider sensitive or 
proprietary  intelligence information. This is important due to the fact that in 
order for full  National Infrastructure Protection Plan (NIPP) implementation, 
the private sector must provide sensitive business or security  information 
that could cause serious damage to private firms, the economy, public safety, 
or security through unauthorized disclosure or access. (Collins & Baggett, 
2009) Until there is a legal challenge to PCII, there is the concern by the pri-
vate sector that courts will not uphold the protections provided for in this 
program. Although the Critical Infrastructure Information (CII) Act of 2002 
shields private sector from the Freedom of Information Act (FOIA) disclosure 
of CII, it does not provide sufficient assurances from legal challenges and 
“lacks tracking and accountability mechanisms for guaranteeing protection 
from  disclosure.” (Chambers & Gallegos, July 2006) 

 6.   Threat-information clearinghouse:  The Working Group has recommended the 
 creation of a clearinghouse for the collection of threat and risk-based informa-
tion. The idea is that the private sector could access the database to assist them 
in conducting intelligence analysis on information and data that comes into 
their possession. It would also improve their analysis by providing an oppor-
tunity to confirm or reject specific elements of information used to complete 
their analysis. 

 7.   Lack of an established process for intelligence information push and pull:  This finding 
refers to the inability of the IC and CI sectors to push, or provide informa-
tion, as well as pull, or receive information, between the two entities within a 
 common operating protocol. 

 8.   Sensitive but unclassified (SBU):  Due to the increased security following 9/11, 
there has been a tendency to overclassify information that otherwise would 
never have even been considered sensitive or for that matter having a sensitiv-
ity calling for government classification. The overclassification of unrestricted 
and unclassified government documents has severely inhibited information 
sharing between the federal government and the private sector. (Chambers & 
Gallegos, July 2006) The federal government has a statutory responsibility 
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to safeguard CI/KR protection-related information. DHS and other federal 
 agencies use a number of programs and procedures, such as the PCII program, 
to ensure that security-related information is properly safeguarded. 

 RECOMMENDATIONS FOR IMPROVING INTELLIGENCE 
INFORMATION SHARING 

 Based upon the findings from the NIAC working group study, there 
were eight recommendations made to both the federal government and 
the private sector outlining how to improve the seamless  transfer of in-
telligence information between them. The first recommendation called 
for a pilot project to test the viability of creating a voluntary  executive-
level information-sharing system between CI CEOs and senior intelli-
gence  officers. The focus is on the CEOs because even though there are a 
 number of ongoing examples of intelligence exchange between the federal 
government and the private sector, the inclusion of the CEOs is consid-
ered one area in need of improvement. Part of the identified problem was 
that many CEOs were getting inconsistent information. The CEOs also 
suggested a system that would allow for the interaction and exchange 
directly between CEOs and IC leaders. 

 The second recommendation addressed the issue of laws regarding pri-
vacy and insider threats. This recommendation calls for the publication 
of a legal issues guide on privacy laws and counterterrorism laws involv-
ing employees. The CEOs indicated they wanted clear guidance on the 
protection of employee privacy while also protecting their  organizations 
from insider threats. 

 The third recommendation calls for the leveraging of existing informa-
tion sharing such as clearinghouses for information to and from  critical 
infrastructure owners and operators. The organization  considered best 
situated to process and in turn disseminate an initial notification of a pos-
sible threat is the Partnership for Critical Infrastructure Security (PCIS). 
Part of the difficulty now with information dissemination to the private 
sector is that because there are a number of different groups collecting var-
ious types of intelligence related information, such as ISACs, HSIN, HI-
TRAC, NICC, PCII, and CIPAC, the private sector is often  inundated with 
information, much of it they do not need to know or find no value in. By 
using the PCIS as the single point of entry to push advisory information 
and incident response to the private sector, the  intelligence analysis can 
be more precise and effective. Because the CI owners have self- organized 
into sector-specific agencies (SSAs) that have self- organized into the 
PCIS for cross-sector coordination, they are best situated to  interpret 
the  intelligence and understand what the possible threats, risks, and 
 interdependencies across the 18 DHS recognized CI sectors. (Collins & 
Baggett, 2009) In addition, the PCIS has the capability to protect sensitive 
information.
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 The fourth recommendation addresses the national-level fusion center 
capability that has been built up over the last five years. According to the 
Fusion Center Guidelines: Developing and Sharing Information and Intelligence in 
a New Era,  a fusion center is “a collaborative effort of two or more agencies 
that provide resources, expertise, and information to the center with the 
goal of maximizing their ability to detect, prevent, investigate, and respond 
to criminal and terrorist activity.” (U.S. Department of Justice, 2006) Some 
apply this definition broadly to include any multijurisdictional, anticrime, or 
response effort that may utilize intelligence and/or information, to include 
federally owned and operated collaborative efforts like FBI-led joint terror-
ism task forces (JTTFs) or high intensity drug trafficking areas (HIDTAs). As 
of February 2009, there were 58 fusion centers throughout the United States. 
Within these centers, DHS plans to have 70 professionals deployed by the 
end of 2009. Twenty-seven of these centers utilize the Homeland Security 
Data Network (HSDN). Through this network, the federal government has 
the capability to move classified information and intelligence to the states. 
In sum, DHS has provided more than $254 million from FY 2004 –2007 to 
state and local governments to support the centers (State and Local Fusion 
Centers, 2009). 

 Despite the relationship that is building between the federal and state 
governments within fusion centers, the relationship and role of the pri-
vate sector is a function that most state fusion centers have yet to fully 
define and/or embrace. A number of fusion centers have undertaken 
informational and security-related discussions with some of the major 
critical infrastructure owners and operators and data providers within 
their respective jurisdictions. While acknowledging that a comprehen-
sive understanding of the risks to the state/region is impossible to attain 
without a viable relationship and consistent information flow, the vast 
majority of centers have yet to put the processes in place. Very few of 
the state and regional fusion centers have an infrastructure sector repre-
sentative detailed to their organization and rely, in part, on open-source 
information, data provided by the federal government, or contract data 
vendors for information about threats to a critical infrastructure facility. 
Common reasons for the lack of a relationship between the fusion center 
and private sector entities are the following: 

 Prioritizing the infrastructure sectors to be represented in the center based •
on risk 
 A lack of appreciation as to the role and information a sector representative •
might provide 
 The lack of a federal government strategy or recommendations regarding how •
the fusion center should incorporate private sector data into the analytic fusion 
process (Masse, O’Neil, & Rollins, 2007) 

 This recommendation is proposing that efforts should be undertaken by 
states to either establish or modify their existing government entities to 
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operate both a national and statewide intelligence and information fusion 
capability that is focused more on critical infrastructure protection (CIP). 
The focus on CIP would require greater coordination between the fusion 
centers and the private sector. The good news is that there seems to be 
a significant increase in the interactions between the private sector and 
state law enforcement agencies since 9/11. Specifically, private companies 
are communicating with agencies about the security of their facilities and 
workers and their interactions with representatives of corporate security. 
(Council of State Governments; Eastern Kentucky University, 2005) 

 The fifth recommendation by the NIAC Working Group called for key 
intelligence agencies through the IC to create sector analysts, or specialist 
positions, at both the executive and operational levels. More specifically 
at an operational level, sector analysts would be tasked with establishing 
relationships with CI operational decision makers. The goal would be 
to create subject matter experts, allowing them to analyze the data com-
ing into the fusion center and disseminate it quickly and appropriately. 
(Chambers & Gallegos, July 2006) 

 An additional, or sixth, recommendation would be the need for ongoing 
training and career development for these specialists. This would need to be 
required by DHS and made available to analysts from each of the 50 states. 
According to the Lessons Learned Information Sharing (LLIS) initiative, 
DHS found the following: 

 Domestic intelligence sharing is currently a predominantly law enforcement func-
tion; whereas state, local tribal, and private sector entities would prefer a broader, 
more inclusive homeland security intelligence-sharing framework. Public safety 
disciplines such as public health, fire, emergency medical services, and private 
sector security provide different types of information and different perspectives 
that are essential for a successful information and intelligence sharing process. 
(Lessons Learned Information Sharing, December 2005) 

 The seventh recommendation calls for the formalization of any request 
for information (RFI) be designed to account for the diversity among sec-
tors. The IC should tailor information gathering and dissemination to the 
needs of each sector and state, local, and tribal security partners. It was 
also suggested that the CIPAC would be the logical vehicle for coordi-
nating the development of the “bi-directional RFI process” (Chambers & 
Gallegos, July 2006). 

 The final recommendation by the NIAC Working Group was influenced 
by a Government Accountability Office (GAO) report, which recom-
mended that the “Director of National Intelligence (DNI) assess progress, 
address barriers, and propose changes, and that the Office of Management 
and Budget (OMB) work with agencies on policies, procedures, and con-
trols to help achieve more accountability” (Government Accountability 
Office, March 2006). 
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 CONCLUSION 

 The tragedies of 9/11 signified a mandate for change due to the 
 inability of the U.S. IC to “connect the dots” from a lack of efficient 
 information-sharing mechanisms (National Commission on Terrorist 
 Attacks upon the United States, 2003). These gaps led to a significant 
debate and  subsequent changes in an attempt at improving the nation’s 
intelligence system. The most significant changes were the creation of sev-
eral national organizations: the DHS, the DNI, and the National Counter 
Terrorism Center (NCTC). These changes also include the FBI’s efforts to 
restructure and upgrade its intelligence support to include the adoption of 
new operational practices, and the improvement of its information tech-
nology (Cumming & Masse, August 2004; Burch, 2008). As a result, the 
9/11 attacks prompted the largest reorganization of the intelligence com-
munity since the National Security Act of 1947 and the Dulles Report of 
1949 (Warner & McDonald, April 2005). These significant changes, along 
with an emphasis on information sharing and the development of state 
and local fusion centers, provide immense resources towards  domestic 
intelligence.

 Despite these changes, several facts have remained unchanged. First, 
the protection of critical infrastructure, as well as the response to an initial 
 attack, is largely the responsibility of state, local, and private entities. Tradi-
tional intelligence-gathering and dissemination techniques, originating at 
the federal level, will not be sufficient for modern day threats against the 
United States. As indicated in the HSAC’s  Report on the Future of the Ter-
rorism Task Force,  “the evolving complexity of our adversaries challenges 
 existing paradigms — walls separating state, local, and federal respond-
ers are  counterproductive, and the bifurcation of homeland  security from 
 national security is no longer relevant” (Homeland Security Advisory 
Council, January 2007). Finally, increased globalization, advanced technol-
ogy development, and information sharing indicates that the number and 
magnitude of terrorist acts on the United States will likely increase. It is 
essential to ensure that the federal government works with state, local, and 
tribal governments and the private sector as true partners in all aspects of 
prevention, mitigation, and response. 
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Foreign Intelligence 
and Counterterrorism: 
An Israeli Perspective 

Nadav Morag 

 Intelligence has always played a central role in the provision of  security, 
both internal and external, for the State of Israel. Israel has had to rely on 
intelligence in order to cope with quantitatively superior enemies that 
possessed considerably more troops, tanks, aircraft, and the like. The 
collection and analysis of intelligence information, when the process 
worked properly, provided Israel not only with a wealth of enemy tar-
gets to hit, but also with the time to mobilize its largely reservist-based 
military. Intelligence has also played a critical role in Israel’s counterter-
rorism efforts though for different reasons. Terrorist organizations, of 
course, do not present a quantitatively superior foe, and coping with 
them very rarely requires the large-scale mobilization of military forces. 
As far as equipment is concerned, the terrorist groups that threatened 
Israel over the years certainly did not possess the huge numbers of 
tanks, aircraft, ships, and artillery pieces that were at the disposal of the 
combined military forces of Israel’s Arab state adversaries. In fact, these 
terrorist groups, at best, possess only arsenals of (usually inaccurate) 
rockets, antitank missiles, and small arms. Nevertheless, efforts to miti-
gate the terrorist threat require the allocation of significant intelligence 
resources and this for two reasons. First, though small,  terrorist orga-
nizations have the advantage of a virtually limitless supply of possible
targets (only a few of which can actually be defended in an efficient man-
ner). Consequently, foreknowledge of terrorist actions and movements 
is critical in protecting a highly vulnerable citizenry. Second, since ter-
rorists do not fight on the field of battle, their recruitment, training, 
planning, and provisioning all occur within highly populated areas; this 
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means that neutralizing them requires pinpoint knowledge that will 
enable the security forces to either arrest or eliminate them without 
harming innocent people. Intelligence is thus a critical component and, 
arguably, the most significant element in a counterterrorism  order of bat-
tle  that includes components as diverse as army patrols, special forces 
arrest teams, attack helicopters, police  officers, private security guards, 
and an alert citizenry. 

 THE THREAT 

 During the course of the present decade, Israel has faced two catego-
ries of terrorist threats: conventional and mass casualty. During most of 
this time period, Israel also had to cope with an increasing rocket threat 
directed at its border towns and villages near the Gaza Strip. While Israel 
has never experienced a terrorist attack that came close to approaching 
the magnitude of the September 11, 2001, attacks in the United States, 
there have been attempts at carrying out mass-casualty attacks, referred 
to in Israel as megaterror  attacks. In 2002, there were two such attempts. 
The first involved Palestinian terrorists driving a van filled with explo-
sives into the underground parking lot of the Azrieli Towers in central 
Tel Aviv, which were, at the time, the tallest skyscrapers in Israel and 
stand atop a large and very popular shopping mall. The terrorists were 
caught during the security check conducted when they tried to access 
the underground lot. 

 The second attempt involved a failed attack against a critical infrastruc-
ture target on the northernmost environs of Tel Aviv (known as Pi Glilot). 
This facility contained gasoline, propane, and other highly flammable 
liquids and gases. It was well guarded as the Israeli authorities were well 
aware that should there be a massive explosion at the site, a sizeable por-
tion of the city of Tel Aviv (a city of close to 400,000  inhabitants) would 
have been decimated. In May of 2002, terrorists conducted a sophisticated 
operation in which they planted explosives on the undercarriage of a fuel 
truck that was able to pass inspection and access the site — whereupon 
the explosives were set off using a cell phone as a triggering mechanism. 
Luckily, the ensuing fire was put out before it could threaten the site and 
result in a huge catastrophe. 

 In addition, terrorist organizations have attempted to conduct very 
primitive attacks using chemical and biological weapons. The Israeli 
authorities suspect that on a few occasions, suicide bombers infected 
with hepatitis were chosen as primitive biological weapons with the 
hope being that their blood and tissue, blown far afield by the explosion, 
would infect their victims. Similarly, in a number of primitive chemi-
cal weapon attacks, suicide belts were laced with rat poison and other 
chemical agents in the hope that the otherwise minor injuries might be 
fatally toxic to their victims. None of these primitive WMD attacks had 
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any impact beyond the damage wrought by the conventional explosion 
of the vest itself. 

 From 2001 on, Palestinian terrorist cells in the Gaza Strip employed 
homemade Kassam rockets to attack Israeli towns near the Strip. Only a 
few people have been killed by these primitive rockets (though they have 
become more sophisticated and accurate over time), but they have suc-
ceeded in terrorizing border communities and causing serious social and 
economic problems in those localities. 

 Of course, the most common, and therefore in practice the deadliest 
type of threat, is that of frequent small-scale attacks, many involving sui-
cide terrorist attacks. The Palestinians refer to their suicide bombers as 
smart bombs  designed to create a level playing field with Israel, which is in 
possession of precision guided munitions (a.k.a. smart bombs) — only the 
Palestinian smart bombs are seen to be smarter because they can change 
the target of the mission, if need be, at the last minute. 

 With the onset of what the Palestinians referred to as the Al-Aksa 
Intifadah in September 2000, the number of suicide and other terrorist 
attacks and the corresponding death and injury rate in Israel exploded. 
The Palestinians emptied their jails of suspected and convicted terror-
ists and allowed members of their security forces to actively engage 
in terrorist operations, this, in addition to carrying-out a low-level 
 insurgency against the Israeli military in the West Bank and Gaza Strip. 
 Israel’s initial reluctance to operate inside Palestinian autonomous areas 
(both for fear of international condemnation at the violation of Palestin-
ian territory and also because Israel did not relish the thought of having 
to reoccupy Palestinian cities and resume responsibility for the Pales-
tinian population’s needs), meant that terrorists could freely use those 
areas to organize attacks. 

 Eventually, Israel’s strategic approach to the conflict changed, and 
it decided to reoccupy most of the Palestinian cities on the West Bank; 
this was, at the time, the largest military operation conducted since 
the 1982 Lebanon War. This military operation, known as Operation 
 Defensive Shield and carried out from late March to mid-April of 2002, 
signified the beginnings of a more effective Israeli counterterrorism 
strategy that produced rapid results in terms of lowering the Israeli 
death rate. This was not surprising in view of the fact that military oper-
ations were conducted almost exclusively in urban areas; the death rate 
among  innocent Palestinian noncombatants rose precipitously. One of 
the benefits, from a counterterrorism perspective, of reoccupying most 
of the Palestinian cities on the West Bank was that this facilitated access 
to existing human intelligence (HUMINT) assets living in those cities 
as well as the recruitment of new local HUMINT assets, thus provid-
ing Israel with a more accurate intelligence picture and serving as an 
important component in its overall counterterrorism intelligence effort. 
In sum, it is the nature of this threat environment that determined, in 
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large part, the nature of Israel’s counterterrorism and counterterrorism 
intelligence response. 

 ISRAELI COUNTERTERRORISM AND 
COUNTERTERRORISM INTELLIGENCE POLICIES 

 Israel’s counterterrorism and counterterrorism intelligence policies 
are composed of three overarching components: legal, institutional, 
and strategic. These form the context within which Israel was able to 
develop, albeit after much trial and error, an effective counterterrorism 
and counterterrorism intelligence effort. 

 The Legal Component 

 Israel is a liberal democracy functioning under the rule of law that 
 affords legal rights and protections to its inhabitants. The dominance of 
the cabinet over the parliament (where it almost always enjoys a majority) 
also means that there are, at least theoretically, fewer restrictions on policy 
planning and implementation in countries with similar systems. 

 Israel differs from Britain and most other parliamentary democracies, 
however, in the fact that no single party ever achieves a majority in the 
Israeli parliament (called the Knesset ), and consequently, cabinets are 
formed by coalitions of parties. This sometimes makes Israeli cabinets 
somewhat chaotic, and Israeli prime ministers often have to act more as 
consensus builders than leaders in order to keep together coalitions of 
parties with different agendas and ideologies. One of the repercussions 
of this need to maintain coalitions is that long-range planning is highly 
difficult, as Israeli cabinets do not always last for their entire four-year 
term. The prime minister must be careful not to be seen as supporting 
positions that might irrevocably alienate his or her coalition partners in 
the cabinet causing them to leave the government and vote against it in 
the Knesset. 1

 Israel also possesses a highly centralized political structure with no state 
or county governments and very limited autonomy for municipalities or 
local or regional councils. Law enforcement, for example, is centralized, 
with one national police force acting as the sole law enforcement body in 
the country, and mayors or heads of regional councils having no formal 
control over the police. Intelligence is also centralized and is passed down 
within centrally structured organizations to those at the law enforcement 
level, thus obviating the need for fusion centers, joint terrorism task forces, 
and the like. 

 The Israeli military (Israel Defense Force, or the IDF), as in other democ-
racies, is subordinate to the civilian political leadership. Nevertheless, the 
military’s opinion carries great weight among the decision makers (some 
of whom are themselves ex-generals). The IDF’s Planning Branch prepares 
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strategic policy recommendations for the prime minister and the cabinet 
(not limited exclusively to military matters), and the IDF’s Intelligence 
Branch (IB) provides the cabinet with the national intelligence estimate 
(therefore officially acting as the country’s lead intelligence agency). 

 In terms of legislation, Israel has three categories of powerful  legislative 
tools with which to conduct its counterterrorism and counterterror-
ism intelligence efforts. The first piece of legislation, the Prevention of 
 Terrorism Ordinance, dates from 1948 (the year of Israel’s inception) 
and allows for the prosecution of anyone suspected of membership in 
a terrorist organization, publishing propaganda for the organization, 
managing the  organization, and fund-raising or transferring funds for 
the organization. The ordinance can only be in effect so long as Israel 
remains in a legal state of emergency. 

 The second piece of legislation, the Penal Law (updated 1996), allows 
for prosecution of terrorism suspects under ordinary criminal procedures. 
Some auxiliary pieces of criminal legislation, such as the Prohibition of 
Money Laundering Law (from 2000), the Combating Criminal Organiza-
tions Law (from 2003), or the 2001 amendment to the Extradition Law, may 
also be useful for the conduct of standard criminal prosecutions against 
terrorism suspects, or for facilitating extradition of suspected terrorists to 
other countries. The Penal Law, in addition to allowing prosecution for 
ordinary crimes, allows for prosecution of suspects trying to subvert the 
political order in Israel, through attempts to overthrow the lawful gov-
ernment by force or employment of sabotage against state property. The 
Penal Law remains in force regardless of whether Israel is in a state of 
emergency or not. 

 Finally, emergency legislation gives the security forces broad powers to 
disrupt the activities of terrorist organizations. Israel, in fact, has been in 
a legal state of emergency since its inception in May 1948 — a status that is 
renewed annually. 

 Under the Defense Regulations and other emergency legislation, 
 Israeli security bodies are given significant powers to deal with terror-
ism. Emergency legislation allows the IDF to detain Palestinian  suspects 
for 12 days before being brought before a military magistrate and 4 days 
before allowing the suspect access to legal representation. Military 
law applies in the West Bank and with respect to Israeli operations in 
Gaza, but not in Israel itself. The IDF had initially issued an order in 
April 2002 authorizing its forces to detain suspects for 18 days prior to 
judicial review and access to legal representation, but public pressure 
and concern that the supreme court might intervene and force the mili-
tary’s hand led the IDF to modify its order. Within Israel, suspects can 
be detained under emergency legislation for no longer than 48 hours be-
fore being brought before a magistrate. 2  From an  intelligence-gathering 
perspective, such detentions are useful in that they allow interroga-
tors to isolate suspects. Frequently, the very act of isolation and initial 
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interrogation leads suspects to understand that “the game is up” and to 
divulge information. 3

 Emergency legislation also allows suspects to be held for fixed periods 
of time without going through a normal conviction process. This is known 
as administrative detention and is primarily used to prevent potential 
attacks. Within Israel, only the minister of defense has the authority to 
issue administrative detention orders for up to six months, with the abil-
ity to renew these orders. In the West Bank, or in IDF operations within 
the Gaza Strip, the local military commander has the power to issue an 
administrative detention order for up to six months, which also can be 
renewed. All administrative detention orders are subject to review by 
the supreme court, should the detainees’ lawyers choose to appeal these 
 orders. The defense lawyers, incidentally, do not have the right to access 
to evidence gathered by the authorities against their clients, if disclosure 
of that evidence may compromise sensitive intelligence sources and meth-
ods. Administrative detention serves as a quick and efficient alternative to 
criminal proceedings because it does not require the investment in time 
necessary to gather sufficient evidence to charge an individual and be-
cause it allows the authorities to protect intelligence sources and methods 
while at the same time removing threats. In most cases, people held under 
administrative detention are eventually either released or tried (either by 
a civilian court in the case of Israeli citizens and some Palestinians, or by a 
military tribunal, in the case of most of the Palestinians). 

 Emergency legislation also allows for closures (ringing an area with 
checkpoints and limiting access to or from that location), curfews, confis-
cation of mail, closing of newspapers or publishing houses, the banning 
of public gatherings, and so forth. It should be noted that these powers 
are rarely used within Israel proper but are much more commonplace in 
the West Bank (and in Gaza when it was under Israeli occupation between 
1967 and 2005). 

 Historically, the interrogation of terrorism suspects has often involved 
some degree of physical force. The Israeli approach traditionally made pro-
tecting the Israeli population from terrorist attack through the acquisition 
of intelligence from detainees a significantly higher value than safeguard-
ing the rights of those detainees. In 1987, following widespread complaints 
of torture, a judicial commission created a set of recommendations (not 
made public) governing the interrogation process. It was found, however, 
that in a number of subsequent governmental studies (these too were not 
made public), that Israel’s domestic intelligence service, the Israel Security 
Agency (ISA, also known as the Shin Bet or Shabak), was continuing to 
violate some of those guidelines. In 1999, the supreme court ruled that 
the ISA could not use physical torture, and the agency claims that it now 
 employs exclusively psychological methods. This assertion, however, is 
disputed by human rights groups who claim that detainees are still subject 
to being put into uncomfortable positions for long periods of time, being 
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held in filthy cells, being violently shaken, being exposed to blasts of cold 
air, being slapped, and being verbally abused and threatened. 4  In general 
then, Israeli law is very robust (some might argue  too   robust) in terms of 
the powers granted to the authorities to detain  suspected terrorists, to use 
evidence obtained through general  intelligence-gathering methods, and 
to protect sources and methods. In terms of the entities tasked with ex-
ecuting laws, gathering intelligence, and mitigating  terrorist acts, those 
institutions too have proved quite robust. 

 The Institutional Component 

 Unlike the United States, Israel has only a small number of agencies that 
are actively engaged in various aspects of counterterrorism intelligence 
gathering, combat, and law enforcement. This does not necessarily mean, 
however, that Israel is entirely devoid of the type of institutional jealousies 
and hesitance to share information across agencies that frequently plagues 
U.S. counterterrorism efforts. Nevertheless, there is a fairly clear hierarchy 
and delineation of responsibilities between the primary agencies. Since 
there are only a few agencies engaged in counterterrorism and counter-
terrorism intelligence collection and analysis, they are usually more than 
happy to leave activities outside their core mission to other agencies, 
thus facilitating interagency cooperation. For example, the only agency 
in  Israel that has the authority to enforce laws within Israel proper (that 
is, not including the West Bank or Gaza Strip) is the Israel Police. While 
some intelligence officers in the ISA are granted police powers, the ISA, as 
a whole, is not a law enforcement agency. 5  The police are recognized as the 
lead agency in all matters relating to coping with run-of-the-mill crime. 
As none of the other agencies are interested in engaging in traditional law 
enforcement, they are more than happy to share any information that they 
come across in the criminal sphere with the police intelligence division, 
which in turn, focuses exclusively on criminal intelligence and turns over 
any information that it uncovers in the terrorism sphere to the ISA. Among 
the intelligence agencies, there is more room for overlap and for bureau-
cratic infighting; nevertheless, here too each agency has a clearly separate 
core mission, and the problems usually arrive at the fuzzy edges of each 
agency’s mission, but not at the heart of their respective enterprises. 

 The IDF is a unitary military force (as opposed to the system of sep-
arate military branches practiced in the United States) and is subject 
to the orders of the IDF chief of staff, who in turn is subject to the au-
thority of the cabinet. In Israel, the cabinet is the commander in chief 
rather than the prime minister (or the Israeli president, who serves in 
what is an almost exclusively ceremonial post). The IDF possesses the 
country’s largest intelligence organization, the IB (also known by its He-
brew  acronym—AMAN), as well as its most important strategic policy 
planning organization, the Planning Branch. The IDF also serves as the 
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primary operational organization tasked with combating terrorism in 
the West Bank (where the police role is generally limited to policing Is-
raeli citizens living in the Settlements and engaging in a few additional 
limited activities) and in the Gaza Strip. The IDF is the single largest 
and most powerful governmental agency in Israel with resources and 
 personnel numbers that dwarf all of the other agencies mentioned here. 

 As noted earlier, the IB is also the country’s lead intelligence agency and 
responsible for providing the national intelligence assessment, which acts 
as the basis for national security policy decisions, to the cabinet. It is the 
Israeli equivalent of the U.S. National Security Agency, which serves as 
Israel’s primary signal intelligence (SIGINT) agency, and it is also housed 
within the IDF (known as Unit 8200). The IB includes departments that focus 
on the various Arab states, Iran, and terrorist organizations and monitors 
 goings-on worldwide. It also includes a unit that conducts internal reviews 
for purposes of quality control. This entity reviews intelligence  reports and 
assessments in order to vet them for the effectiveness of their use of raw 
intelligence, the logic of their analysis and conclusions, and whether they 
took into account differing interpretations of intelligence data. 6

 However, in terms of operating HUMINT resources within the West 
Bank and Gaza Strip, particularly in the area of recruiting  Palestinian 
informants, the ISA, serves as the principle agency. The primary 
 HUMINT-gathering agency had originally been the IB’s Unit 504. But 
after its poor showing in the occupation of southern Lebanon in the wake 
of Israel’s 1982 war in that country, the ISA quickly became central in 
counterterrorism HUMINT-gathering activities. 7  The ISA works closely 
with the IDF in the West Bank and Gaza, and the Israel Police in Israel 
proper, but its focus is intelligence gathering and analysis as opposed to 
law enforcement (though, as noted earlier, some of its personnel possess 
arrest powers). In the West Bank, for example, ISA personnel, who run 
assets in a given area and consequently know that area and its popu-
lation intimately, will typically travel with IDF units (who themselves 
cycle in and out of particular geographic commands and hence do not 
necessarily have expert knowledge of specific locales) that are tasked 
with making arrests in order to help pinpoint the suspects to be arrested 
or the bomb-making facility to be destroyed. Moreover, within the ISA, 
the desk officer (who plays the role of analyst and researcher) also pro-
vides operational guidance and support to the ISA case officers and their 
military colleagues in the field. 8  The ISA has also been active in recruiting 
Palestinian inmates in Israeli prisons and detention facilities. 9

 In addition to being an intelligence organization, the ISA also plays 
an important security role. In addition to its other security duties, the 
ISA is also tasked with providing security guidance (regulations, train-
ing, practice drills) to police, ports and airports security officers, ministry 
 security officers (education, industry, transportation, foreign ministry, 
energy, etc.), and private security firms working in the public sphere, 
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such as Israeli airline security personnel. In other words, the ISA drafts 
regulations in matters of security and counterterrorism that a broad 
range of security agencies, including the police, must adhere to. A com-
mon agency to enforce procedures at the federal, state, and local levels as 
well as across much of the private sector is not something that exists in 
the United States, but it has proved its utility in the Israeli case as every-
one follows the same or similar standard operating procedures and all 
are on the same page with respect to security procedures. 

 The Institute for Intelligence and Special Duties (more commonly 
known by the Hebrew word for “Institute”— Mossad ), is Israel’s premier 
foreign intelligence-gathering and analysis organization. Though the IB 
also engages in foreign intelligence gathering and analysis, it is usually 
with a focus on military issues. Among other issues, it also has an active 
interest in gathering intelligence on terrorist threats emanating from 
outside Israel’s immediate geographic environment. 

 The Israel Police, as noted earlier, is the country’s sole law enforcement 
agency. It is a national organization that, aside from times of acute military 
conflict when it is put under the overall command of the IDF, operates 
under the auspices of the cabinet, through the minister for public security, 
who in turn overseas the senior uniformed police commander, the  police 
commissioner. The Israel Police is also the main terrorism prevention 
and terrorist interdiction agency within Israel proper and provides law 
 enforcement services to Israeli settlements in the West Bank. The minister 
of defense, however, may declare a limited state of emergency, in which 
case authority for dealing with a particular incident within Israel proper is 
shifted to the military. This allows the military to enforce orders for people 
to stay in bomb shelters and shut down schools and places of employ-
ment as necessary. Moreover, the police have very limited capabilities in 
dealing with WMD events, and in such cases, the military’s Home Front 
Command (HFC) would be authorized to manage the event under the 
framework of the overall military command. 

 Field personnel in the Israel Police are assigned to stations, which in 
turn form part of the subdistricts that make up the country’s six  police 
districts. While an individual patrol officer is assigned to a specific sta-
tion, they are under a unified command structure and hence can be moved 
from location to location as needed. This allows the police commissioner to 
concentrate forces in certain locations when intelligence indicates probable 
threats to public safety (as in the case of terrorist threats, riots, large pub-
lic events, and the like). The senior police command is privy to all of the 
 terrorism-related intelligence information and analysis being generated by 
the intelligence agencies (primarily the ISA and the IB). That  information 
is then made available to intelligence liaison officers, who are specially 
designated police officials based in each police district, subdistrict, and 
 station, whose role is to then determine the ways and means of sanitizing 
and disseminating that information throughout their area of responsibility 



Foreign Intelligence and Counterterrorism 155

and down to the level of the patrolman/patrolwoman. In principle at least, 
every effort is made to provide as much terrorism-related intelligence to 
the average patrolman/patrolwoman as possible because the senior police 
commanders recognize that they are not going to prevent terrorists attacks 
themselves while sitting in their air-conditioned offices and that disruption 
and mitigation will occur at the level of the  officer on the street. 

 The Israel Police has a mobile response component for special tasks and 
as a reserve when additional personnel are needed. The police force also 
includes a highly trained antiterrorism SWAT team, known by its acro-
nym Yamam, which also carries out operations for the military in the West 
Bank. The Israel Police also includes a paramilitary component that acts 
as a national gendarmerie force, known as the border police or border 
guard. The personnel in this force have full police powers but specialize in 
patrols along Israel’s borders (along with the military) and counterterror-
ism operations within Israel; they also act as a reserve force for additional 
police activities. In addition, the border police operate in the West Bank, 
where they are under army command and act as a supplement to military 
forces conducting counterterrorism operations in Palestinian areas. 

 Given the fairly streamlined institutional structure described above, 
it is not surprising that issues relating to information and intelligence 
sharing in Israel are far less complex than those being dealt with in 
the United States, given the bewildering array of American intelligence, 
military, law enforcement, and other governmental agencies. This does 
not mean, however, that Israel is immune to bureaucratic infighting and 
mutual reticence with regard to information sharing, only that there are 
fewer opportunities for this, and consequently, on the whole, information 
and intelligence sharing is both significant and effective. At the senior 
policy-making level, as Israeli cabinets are typically large (usually with 
over 20 ministers), most of the work conducted by the cabinet is carried 
out by smaller cabinet committees (called ministerial committees), which 
are authorized to make policy decisions for the full cabinet. 

 In matters of national security, Israel does not distinguish, as is done in 
the post-9/11 United States, between  national security  and  homeland security.
The Ministerial Committee for National Security Affairs (popularly known 
as the Security Cabinet) is authorized to make day-to-day decisions and 
consequently receives daily intelligence briefings and reports. As this min-
isterial committee is also fairly large, a smaller ad hoc body that has access 
to the most sensitive information carries out the day-to-day decisions. It 
has been variously known, throughout Israeli history, as the Kitchen Cabi-
net (thus named because the grandmotherly Israeli Prime Minister Golda 
Meir, who was prime minister between 1969 and 1974, used to hold meet-
ings for this group in her kitchen, where she served the ministers coffee 
and cookies), the Inner Cabinet, and other such sobriquets. 

 The prime minister is primus inter pares (first among equals) and while 
formally wields one vote in the cabinet, in practice controls the cabinet 
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and has the power to dismiss ministers. The prime minister is advised, if 
he so chooses, by the National Security Council and has direct authority 
over the ISA and the Mossad. Both of these civilian intelligence agencies 
report directly to the prime minister, who, via their respective heads, 
sets planning and collection priorities for those agencies, receives intel-
ligence from them, and approves (along with colleagues in the Security 
Cabinet or a small ad hoc committee) special operations. 

 The minister of defense is in charge of overseeing the IDF, via the chief 
or staff of the IDF (though major military operations must be approved by 
the Security Cabinet and then by the full cabinet). The IB therefore oper-
ates under the authority of the chief of staff and his superior, the minister 
of defense. However, the IB, unlike any other component of the IDF, also 
reports directly to the cabinet (in the context of its aforementioned role in 
providing the national intelligence assessment). Consequently, the major 
general in charge of military intelligence, unlike any of his/her colleagues 
in the IDF general staff, operates both within the military command struc-
ture as well as outside it. This is true even of the brigadier general that 
heads the IB’s research division as that individual is frequently called upon 
to act as an advisor to the cabinet. Since the IB is the largest intelligence 
agency in the country as well as the senior agency, it is also responsible 
for coordinating with the other two major intelligence agencies (within 
the framework of what is referred to as the Heads of Services Committee). 
Information sharing between the agencies is thus mandated, and a nomi-
nal pecking order exists in which the IB is given precedence. This does not 
mean, of course, that the agencies always agree, particularly with respect 
to their analysis and assessments of events, or that their sister agencies 
are kept abreast of ongoing operations in other agencies, only that the 
final intelligence product is vetted and submitted jointly, with the IB being 
 responsible for bringing that assessment to the decision makers. 

 The police intelligence branch does not normally play a role in the na-
tional security-related intelligence coordination effort except when invited 
to do so in cases where criminal activities have a terrorism nexus. The 
Israel Police Intelligence Branch focuses almost exclusively on criminal 
intelligence in traditional realms such as drugs, organized crime, and the 
like. The streamlined and largely cooperative relationship between intel-
ligence agencies and between those agencies and those tasked with the 
prevention and mitigation of terrorism has thus enabled Israel to develop, 
albeit in fits and starts with plenty of mistakes along the way, what is 
 presently a highly effective counterterrorism strategy. 

 The Strategic Component 

 Israel’s counterterrorism strategy focuses on five areas: deterrence, 
 intelligence, prevention, arrests/executive action, and public cooperation 
efforts. Generally speaking, terrorists cannot be deterred from carrying out 
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acts of terrorism by the knowledge that they may die or be incarcerated for 
long periods of time — particularly in the case of suicide  terrorism. Israeli 
deterrence policy has traditionally focused in two different areas: the ter-
rorist’s family members and morale within the  terrorist organization. 

 Israel had a long-standing policy, which has been challenged through 
judicial means both in Israel and internationally, of destroying the homes 
of arrested terrorists or those who died in the course of their attacks. This 
practice has recently formally been abrogated as a result of a policy reassess-
ment. The logic behind this practice rested on the idea that while a terrorist 
might have been willing (or was planning to) sacrifice himself or herself, 
they would not want their family members to suffer undue harm, and the 
destruction of the family’s home represents a significant financial loss that 
would cause the family to suffer. Over the years, however,  Palestinian orga-
nizations and Arab governments routinely donated money to such  families 
to cover the costs of rebuilding, and consequently, the adverse financial 
impact was minimized. Moreover, there was never any clear proof that this 
policy actually deterred terrorists from carrying out attacks (though there 
was some anecdotal evidence to this effect). 10  Indeed, during the height of 
the second intifadah, donations by Arab governments to families of ter-
rorists created a small class of nouveau riche Palestinians, whose sons or 
daughters had blown themselves up in Israeli cities. 

 A marginally more effective Israeli policy has been the public expo-
sure, from time to time, of the modus operandi of terrorist organizations. 
This policy is designed to show the terrorists that their organization has 
been infiltrated and that the Israeli authorities thus have access to the 
most sensitive information within the organization. This often leads 
to the development of a sense of mistrust within the organization and 
lowers morale. Israel’s policy of large-scale arrests as well as of targeted 
assassinations (more of which will be discussed later in the module) is 
also designed, in part, to lower morale by proving to the members of 
the terrorist organization that the organization is incapable of protect-
ing them and is thus weak in comparison with Israel’s counterterrorism 
capabilities. 

 On the intelligence side, Israeli intelligence efforts focus on identifying 
potential threats at the organizational and individual levels, uncovering 
sources and methods for financing and provision of other infrastructure-
related activities, and uncovering sources of arms and cooperation with 
like-minded intelligence services. As noted earlier, cooperation between 
intelligence agencies is generally good. Following the outbreak of the sec-
ond intifadah, the ISA and IDF developed an effective system for real-time 
horizontal information sharing, which enabled tactical units in the field 
to exchange intelligence information instead of waiting for intelligence 
to be pushed up the chain of command and then crossover to the sister 
agency. This tactical-level information sharing has resulted in significant 
gains in terms of arrests of suspected terrorists and disruption of terrorist 
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activities. Generally speaking, the IDF-ISA relationship revolves around the 
IDF providing personnel to go in and make arrests or destroy bomb-making 
facilities, tunnels, and the like, as well as providing much of the SIGINT in-
telligence gathering. The ISA focuses more on recruiting and running Pales-
tinian agents and thus focuses on the HUMINT piece of the puzzle. 

 Interestingly though, despite the fact that the IDF developed an effec-
tive system of information sharing between the IB and the ISA, the IB did 
not always effectively provide information to IDF forces on the ground. 
This was less of a problem in the Palestinian arena, but the Second Leba-
non War in the summer of 2006 represented, among other failures, the 
inability of the IDF to provide intelligence that was readily available at 
headquarters on Hizballah and its facilities to the units in the field. 11  Dur-
ing that ill-fated war, the IB did not possess a unit capable of pulling 
together all the available intelligence on Hizballah and translating that in-
formation into operational and tactical intelligence capable of guiding the 
troops in the field. Much of that intelligence was available to the Research 
and Analysis department of the IB as well as the IDF’s Northern Com-
mand, but it had not been provided to divisions, brigades, and regiments 
fighting in Lebanon that were not part of the Northern Command. 12

 Despite the seriousness of some of these intelligence coordination 
 problems, if Israeli intelligence has an Achilles’ heel, it is with respect to 
strategic, rather than tactical, intelligence. Israel has, of course, faced tactical 
intelligence failures. In addition to the above example, during the 2006 war 
in Lebanon, the precise nature and location of bunkers and tunnels built by 
Hizballah on the Israeli-Lebanese border, the extent of the organization’s 
antitank missile arsenal, and Hizballah’s possession of C-802  shore-to-ship 
missiles were unknown to the IDF Intelligence Branch or other intelligence 
agencies.13  At the same time, Israel has also enjoyed significant tactical in-
telligence successes, such as the pinpointing of virtually all of Hizballah’s 
medium-range fixed missile launchers, which were destroyed early in the 
2006 war. On the other hand, Israel has rarely been able to predict macro-
events, such as the outbreak of both Palestinian intifadahs, or to understand 
the course such events are likely to take; consequently, it has not been able 
to plan policies, allocate resources, and build force structures  proactively. 14

Improvements in Israeli counterterrorism efforts have appeared in the wake 
of learning curves rather than in anticipation of expected events. Over the 
years, Israeli intelligence agencies have also  increasingly attempted to in-
fluence policy through assessments of strategic-level intelligence and the 
suggesting of initiatives. 15  This has  sometimes led to poor policy decisions. 
For example, intelligence conveyed by the IB has frequently led to policy 
initiatives that emphasized threats over  opportunities, thus resulting in 
conservative policies that may have led to missed opportunities. The em-
phasis on threats rather than opportunities is inherent in the IB by virtue 
of the fact that it is part of the military, and identifying and preparing for 
threats are core military missions. 16
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 After intelligence-gathering efforts have borne fruit, the Israeli security 
establishment typically commences with preventive efforts. Israel’s coun-
terterrorism strategy is based on the assumption that if terrorists cannot be 
apprehended, killed, or otherwise have their work disrupted before they 
set off on their mission to attack Israel’s population centers, then the terror-
ist will be successful and Israel’s counterterrorism policy will be deemed a 
failure. Hence, preventative activities play a central role. 

 Preventive actions and policies are, of course, affected by the reality of 
the short geographic distances between the terrorists’ base of operations 
in the villages and cities of the West Bank or Gaza Strip and Israeli urban 
centers (which, in the case of the West Bank, are often 10 to 30 minutes’ 
drive away). If a terrorist and his/her handlers have already left their 
town or village on an operation, it will be difficult to apprehend them be-
fore they reach an Israeli urban center. And once they’ve entered an Israeli 
city, the Israeli security establishment considers them to have successfully 
completed their mission, particularly if it was a suicide mission. In other 
words, if a Palestinian terrorist with a suicide vest enters an Israeli city, 
the terrorist has won and Israel has lost because even if that terrorist does 
not get to his/her primary target, they will blow themselves up in a man-
ner designed to kill innocent people. While there have been cases where 
private security guards (sometimes at the cost of their own lives) have pre-
vented terrorists from entering shopping malls, cafés, and the like, these 
events have almost always resulted in casualties, and any innocent victim 
being harmed is viewed in Israel as a failure of the system. Even if such 
an occurrence ended without any innocent people being harmed (due to 
the rapid and effective reactions of security guards or police or a techni-
cal glitch in the suicide vest), this is considered a case of luck and is still 
viewed as a failure of the system. 

 Consequently, Israeli efforts focus heavily on neutralizing threats within 
and around Palestinian population centers in the West Bank. This has ne-
cessitated an Israeli military presence, usually ad hoc (i.e., per operation) 
inside Palestinian villages and cities as well as the more or less permanent 
deployment of troops outside Palestinian population areas and the cre-
ation of a system of checkpoints that ring Palestinian towns and lie along 
major Palestinian highways. The IDF presence in and around Palestinian 
villages and towns and the system of checkpoints has proved extremely 
burdensome for Palestinians and represents one of the more onerous and 
obvious signs of Israel’s military domination over the Palestinians — thus 
contributing to Palestinian anger. Nevertheless, this military presence has 
proved effective in countering terrorist activities. As noted earlier, much 
of Israel’s success in bringing down the frequency and destructiveness of 
attacks during the second Palestinian intifadah of 2000 to 2005 occurred 
after Israel had cut off and invaded most of the Palestinian cities in the 
West Bank during Operation Defensive Shield (March–April 2002). The 
ability of IDF forces based near Palestinian towns and villages to react 
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rapidly and effectively when real-time intelligence information points to 
the whereabouts of suspected terrorists or other terrorist activity is infi-
nitely greater than the IDF’s capacity to send in units to accomplish the 
same mission from over the Green Line in Israel itself. 17  Moreover, one of 
the essential conditions for effective ISA HUMINT recruitment is access to 
the particular locality for which the case officer is responsible. 

 More recently, Israel has begun constructing a controversial barrier of 
fencing, with sections in or abutting urban areas made up of concrete 
slabs, within the West Bank designed to make it difficult, if not impos-
sible, for terrorists to infiltrate into Israel. Despite the political, legal, 
and diplomatic argument over its actual location, the barrier has proved 
extremely effective in limiting access to Israel from the West Bank and 
thus in significantly reducing terrorist attacks. 

 The system of checkpoints, while unquestionably the most aggravat-
ing and unbearable aspect of Israel’s military presence in terms of the 
day-to-day lives of Palestinians, has proved to be an effective tool in 
countering terrorism. A number of Palestinian detainees have reported 
aborting attacks due to what was perceived as increased security at 
checkpoints (when in reality, activity levels were normal), and check-
points have been shown to force terrorists to change their behavior, thus 
potentially exposing them. In addition, checkpoints also allow the use of 
intelligence on suspected terrorists to be employed without compromis-
ing sources. Terrorist suspects detained at checkpoints may think that 
the soldiers were simply being thorough when, in reality, the security 
service or military intelligence was tipped off by a source. When ter-
rorists are apprehended in the field, on the other hand, this suggests 
that someone in contact with the suspect tipped off the authorities and 
can thus lead to that source being burned. 18  In general, active military 
operations in Palestinian villages and cities as well as the widespread 
use of checkpoints disrupt the movement of terrorist materiel, funds, 
and personnel from area to area and drive terrorist organizations deeper 
underground, thus inhibiting their ability to function. 

 Within Israel, the police are the primary agency tasked with interdiction 
of terrorists. Once intelligence information points to terrorist infiltration of 
Israel proper, the police are given descriptions of the suspected terrorists 
provided by the ISA and filtered through the police  intelligence-liaison 
officers. Police commanders instruct their personnel to set up ad hoc road-
blocks along major arteries leading into a city or area where the terrorist is 
thought to be heading as well as to increase patrols within that area. Un-
like the United States, Israel does not have a color-coded system of alerts, 
and the entire country never goes on alert due to terrorist threats. Instead, 
a specific city or police district will be put on alert since intelligence is 
usually accurate enough to provide a general sense of the terrorist’s likely 
target. This policy of limiting the focus of response efforts is designed both 
to limit the sense of fear within the country as well as to avoid the kind 
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of lackadaisical and laissez-faire attitude that invariably develops when 
entire regions are put on alert, even when the likelihood of a threat in 
other parts of that region is extremely low. In other words, Israeli citizens 
know that when the authorities have reasonably accurate information 
as to the immediate geographic area likely to be affected, they will provide 
the populous with this information, and, at the same time, they will not 
trouble others with warnings that will almost certainly prove to be empty 
and unnecessary. 

 The single most significant Israeli counterterrorism policy involves 
large-scale preventative detentions (often leading to subsequent pros-
ecution) and executive actions (known in Israel as targeted killings ). The 
targeted-killings policy has a number of advantages and disadvantages. 
At the outset, it should be made clear that Israel assassinates terrorists 
only fairly rarely, in comparison to the numbers of people that it arrests. 
Between 2000 and 2005, Israel targeted fewer than 200 terrorist suspects 
for assassination, while arresting or detaining, at one point or another, 
some 9,000 suspects thought to be involved in some manner in terrorist 
activities. Only those individuals that cannot be easily arrested will be put 
on the list or, in very unique cases (such as that of Hamas leader Ahmad 
Yassin), those that Israel cannot afford to arrest because their arrest would 
likely lead to heightened terrorism in order to try and obtain their release. 
They also need to fulfill the criteria of being arch-terrorists,  in other words, 
senior leaders, planners, bomb makers, and the like whose removal would 
significantly undermine the terrorist organization’s ability to function — at 
least temporarily. 

 All decisions to assassinate require the approval of the prime minister, 
acting for the cabinet as a whole, and a case must be made — including 
provision of a dossier with information implicating the individual to be 
assassinated with terrorist acts and with the potential for contributing 
to future acts of terrorism. In almost all cases, Israel will prefer to arrest 
terrorists rather than assassinating them, and this is for two primary rea-
sons. First, as the saying goes “dead me don’t talk.” Capturing suspected 
terrorists usually yields a gold mine of information, whereas assassinated 
terrorists are clearly useless as intelligence sources. Second, targeted kill-
ings often result in international criticism, pressure on Israel, and greater 
anger and motivation for carrying out terrorist attacks on the Palestinian 
side.

 Nevertheless, the policy of assassination, when coupled with an ag-
gressive policy of detaining suspected terrorists, has proved highly useful 
in disrupting terrorist communications, freedom of movement, planning 
 activities, and the like, as well as sowing distrust and fear within terrorist 
organizations. From time to time, key individuals, such as the notorious 
Hamas bomb maker Yihyeh Ayash, have been assassinated, thus result-
ing in at least a temporary incapacitation of a critical part of the terrorist 
organization’s apparatus. Moreover, the policy of assassinating terrorists 
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acts to reassure the Israeli public that terrorist leaders and other key 
 individuals are not immune to Israeli retribution. Even though assassina-
tions are not authorized for purposes of retribution, the policy is often 
viewed as based on retribution by the Israeli public, as well as Palestin-
ians and  international public opinion. The average Israeli citizen knows 
that the authorities cannot protect him/her from each and every terror-
ist threat, and the authorities, in fact, frequently remind the public that 
they cannot provide 100 percent security. At the same time, carrying out 
an active and aggressive policy of arresting and killing terrorists helps to 
create a public sense that something is being done, and this thus helps 
to reassure the public. As terrorism is more of a psychological phenom-
enon (in terms of creating fear across society) than a physical one (due to 
the comparatively small number of victims), reassuring the public and 
making it possible for them to go about their daily lives thus represents 
an important victory over terrorism. Perhaps the worst feeling an Israeli 
citizen can face is one in which he or she senses that Israelis can be killed 
with impunity while the authorities are powerless to strike back. 

 In general, whether Israel is arresting or killing suspected terrorists, the 
essence of the Israeli approach revolves around three key assumptions: 

 1.  The number of dangerous terrorists is limited, and therefore it is possible to 
arrest most of them and assassinate those that are not as accessible. This also 
means that no matter how much rage is produced in Palestinian society as a 
result of aggressive Israeli counterterrorism policies (including targeted kill-
ings), the bottom line is that this will not translate into more terrorism because 
very few people possess the resourcefulness and capacity to develop expertise 
in some area of terrorist operations to become effective terrorists. In other 
words, more angry people does not equal more truly dangerous terrorists. 
Being a truly effective terrorist operative is a full-time professional enterprise 
that requires years of training and development and cannot be the preserve of 
enraged amateurs desperate to strike out at Israel. Those amateurs can and do 
fill the ranks of the suicide bombers; but the suicide bomber without an orga-
nization behind him or her to supply the wherewithal can only be a  potential
suicide bomber. 

 2.  Not every terrorist has to be neutralized in order for the counterterrorism 
strategy to be deemed a success. Since terrorists almost always operate as part 
of a complex organization that involve logistic, internal security, recruitment, 
leadership, smuggling, bomb making, and other functions, neutralizing key 
individuals in one or more of these component areas of the organization can 
severely hobble the organization, at least temporarily. 

 3.  Over time, an unrelenting policy of arrests can severely decrease the effec-
tiveness of the organization; with most of the leadership in jail, lower-level 
operatives are left demoralized and directionless. 19

 Most terrorist organizations can be viewed as made up of several lev-
els, with the strategic level providing the overall policy guidelines and 
priorities (as well as inciting the public to violence and glorification of 
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terrorist values), the operational level providing most of the expertise 
for funding, organizing, and implementing terrorist activities, and the 
actual perpetrator who carries out the attack. Israeli counterterrorism 
policy has heavily emphasized the use of intelligence in order to ascer-
tain who is involved at the operational level as well as to target those 
individuals for arrest or, in some cases, assassination. The goal in focus-
ing at this level of the organization has been to destroy the capacity of 
the organization to actually produce terrorist attacks (though, of course, 
actual perpetrators planning or in the process of carrying out attacks, 
will also be targeted). 

 It should be borne in mind that Israel’s policy in this sphere is not pred-
icated on the assumption that effectively combating terrorism requires a 
one-time operation. Even if the operational level of a terrorist organiza-
tion is emasculated as a result of a series of successful Israeli arrests or 
targeted killings, other members of the terrorist organization will step in 
to take their places and fill these functions. The point is that these new 
planners, bomb makers, couriers, recruiters, and so forth, will require 
a learning curve, and consequently, their initial operations will be less 
effective, which translates into fewer Israelis being killed or maimed in 
terrorist attacks. This has proved to be true, for example, as Israeli in-
vestigators found faulty wiring and poorly made explosives in suicide 
vests and car bombs used in terrorist operations in the wake of successful 
 arrests or assassinations of key bomb makers. Of course, those individu-
als will eventually develop the necessary expertise to be effective terrorist 
operatives, but by that time, presumably, Israel will have been able to ar-
rest or assassinate them as well, thus forcing the organization to produce 
yet another crop of new personnel to step in and fill the breech. Through 
a methodical and painstaking shaving off of these layers each time they 
surfaced, Israeli counterterrorism officials became convinced that terror-
ist organizations would become increasingly less effective and that these 
organizations did not have the capacity to forever produce new crops of 
personnel for the operational level. 

 On the negative side of the ledger, targeted killing often results in col-
lateral damage, despite the use of unmanned aerial vehicles (UAVs) and 
other technical means to try to confirm a terrorist’s identity and to assess 
whether civilians have entered the target’s immediate area. For example, 
on July 23, 2002, Israel targeted Hamas leader Salah Shehada, an indi-
vidual who was a key figure within the organization, and Israel believed 
that by taking him out, Hamas’s ability to function would be disrupted 
for some time. His assassination had been approved by then prime min-
ister Ariel Sharon, and the IDF was simply waiting for the opportunity 
to strike him when the likelihood of producing collateral damage would 
be smallest. Eventually, intelligence information came in suggesting that 
Shehada was in a Gaza City apartment building that was not occupied, at 
the time, by any innocent civilians. An Israeli air force F-16 was deployed, 
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and it dropped a one-ton bomb on the building in order to ensure that 
Shehada would be killed. Unfortunately, Israeli intelligence proved faulty 
and 14 civilians were killed in the attack, including 9 children. 20

 Following this event, Israel shifted to the use of ordinance with lower 
yields. On September 6, 2003, Israel received intelligence indicating that 
the whole of the senior leadership echelon of Hamas, including the orga-
nization’s leader, Ahmad Yassin, was meeting in a specific location. This 
represented a real intelligence coup and could have resulted, in one fell 
swoop, in a total decapitation of the organization. The air force carried out 
an attack dropping a 250 kg bomb (the aircraft could have used a 1,000 kg 
bomb) in order to minimize the risk of collateral damage and not repeat 
the debacle in Gaza City. The explosion, however, turned out to be too 
small, and the whole of the Hamas leadership succeeded in escaping with 
a few suffering only very minor injuries. 21

 The collateral damage issue thus represents a significant moral co-
nundrum for Israel, something that will be familiar to all students of 
asymmetric conflict. On the one hand, Israel is a democratic country with 
professional armed forces and an intelligence apparatus that aspire to 
do a proficient job combating terrorists without hurting innocents in the 
process. At the same time, the Israeli military knows that its primary 
mission is to protect Israeli citizens, and failing to take out key terrorists 
(who invariably hide among innocent civilians) means that more Israe-
lis will die or be injured in terrorist attacks. It comes down to the cruel 
determination as to whose lives are more valuable, those of one’s own 
civilians or those of the other side. 

 In terms of the Israeli public, the authorities view it as an intelligence 
asset in counterterrorism efforts. The more eyes and ears available to 
spot suspicious behavior or suspicious objects, the greater likelihood 
that terrorist attacks can be stopped or their impact minimized. Accord-
ingly, all Israelis are taught from a very young age (in school as well as 
through educational television programs, public service messages, and 
press accounts) to be aware of their surroundings including the presence 
of suspicious objects and the behavioral markers of terrorists. 22  As sui-
cide terrorism became an increasing problem after 1994, people were also 
taught to look for markers suggesting potential suicide bombers (winter 
dress, including overcoats, during summertime and individuals standing 
out in some other way such as profusely sweating, eyes darting about 
nervously, erratic behavior, etc.). 

 As the public cannot be expected to have full situational awareness 
24/7 over extended periods of time, Israel has developed a system 
whereby when intelligence suggests that a terrorist is headed for a par-
ticular Israeli city or specific geographic region, the public will be mobi-
lized. They will be told that a terrorist is heading toward, or is thought 
to be in, a particular city and that the public should be on the lookout 
for suspicious individuals and report any and all suspicions to the police 
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immediately. There have been quite a number of cases in which pub-
lic awareness has succeeded in preventing or reducing the impact of 
 terrorist attacks. This has taken the most frequent form of bystanders 
immediately contacting the police and a rapid police response. In other 
cases, however, bystanders have intervened directly either by physically 
grabbing terrorists and preventing them from setting off their explo-
sives or by shooting terrorists while they were in the midst of carrying 
out firearm attacks (many Israelis possess firearm permits and go about 
their daily business armed). Interestingly, while one might expect official 
announcements that terrorists are headed to one’s town to cause panic, 
they produce guarded awareness instead. 

 CONCLUSION 

 Despite Israel’s wealth of experience in intelligence gathering and 
analysis and counterterrorism strategy, when the second Palestinian inti-
fadah broke out in September 2000, Israel was largely unprepared and at 
a loss with respect to what needed to be done to stem the massive tide of 
terrorist attacks emanating from cities and villages under the control of 
the Palestinian National Authority. Accordingly, the numbers of Israelis 
killed in terrorist attacks increased radically during the first year and a 
half of the conflict. 

 Eventually, Israel decided to adopt new approaches and reinvigorate 
some of the older ones and adopted an aggressive policy of intelligence 
gathering, the deployment of permanent and ad hoc checkpoints, arrests, 
and targeted killings. This decision, and the subsequent one to begin 
building a barrier to pedestrian and vehicular traffic from the West Bank 
to Israel, resulted in a dramatic drop in the number of deaths. Overall, 
the numbers of Israelis killed in terrorist attacks following the shift in 
Israeli strategy in 2002, dropped from a high of 220 deaths in 2002, to 
142 deaths in 2003, 55 deaths in 2004, 22 deaths in 2005, 15 deaths in 2006, 
and 3 deaths in 2007. 23  Throughout this time period, the motivation on the 
part of terrorist groups to carry out attacks remained very high, in part 
due to harsh Israeli counterterrorism measures that all too frequently re-
sulted in civilian casualties, but the capacity of terrorist organizations to 
plan and  execute attacks was severely reduced. While these policies did 
not result in 100 percent success, it was estimated by the ISA that Israel 
had succeeded in thwarting, on average, some 75 percent to 80 percent of 
attacks over the five-year period of 2000–2005. 24

 The question of what constitutes a successful counterterrorism and 
counterterrorism intelligence policy is still an issue to be hotly debated. 
The Israeli experience, overall, suggests that terrorism is something that 
can be brought down by a significant degree through a strong emphasis 
on intelligence gathering, collection, and analysis coupled with aggressive 
tactical measures. While this approach cannot defeat terrorism or solve 
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underlying political disputes, it can bring terrorism down to manageable 
levels while bolstering the resilience of society and the economy. 
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PART III 

Homeland Security 
and Intelligence —Does 

the New Structure Work? 

 After this brief but engaging look at the new structure of homeland 
 security and the intelligence community (IC), the next point to con-
sider is whether it is working as intended. There have been numerous 
 questions raised about whether the checks and balances between the 
executive branch IC and the oversight committees in Congress and the 
courts is working. This has come to the forefront of the news, regarding 
the thoroughness of  classified briefings, the disclosure of information, 
and the warrantless interception of communications. Several authors 
have discussed the issued of a domestic intelligence agency and the 
role of fusion centers; and others will question the effectiveness of those 
centers and present several considerations for our future security. 

 CHAPTER 10: CONGRESSIONAL OVERSIGHT 
OF U.S. INTELLIGENCE 

 In this chapter, the authors examine the efforts of the Congress to 
carry out effective oversight of the IC. The United States has strug-
gled with the central paradox of intelligence oversight: good demo-
cratic  governance requires transparency and public accountability, 
while  intelligence gathering is only possible if secrecy is maintained. 
The question that remains is, how then can Congress hold the intel-
ligence  community publicly accountable without compromising the 
 effectiveness of their operations? This chapter attempts to answer that 
question by  reviewing both the institutional challenges and legislative 
history of intelligence oversight. Special attention is paid to modern 
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legislation, such as the Foreign Intelligence Surveillance Act (FISA) and 
the USA PATRIOT Act, and the 9/11 Commission’s  proposals to amend 
the congressional oversight committee system. Thus far, the combination 
of acute security concerns following the 9/11 terrorist attacks and an in-
stitutional structure that encourages legislators to adopt a laissez-faire 
approach to oversight has produced an equipoise favoring the  security 
needs of the IC. 

 CHAPTER 11: ASSESSING THE DOMESTIC 
INTELLIGENCE MODEL  AND PROCESS

 The author challenges the post-9/11 intelligence reforms and the need 
for a domestic intelligence agency. Given the highly decentralized orga-
nizational approach to conducting domestic intelligence activities; the 
effectiveness of preventing terrorism does not lie with the performance 
of one organization, but rather how effectively the various organizations 
operate together. The intelligence cycle is the common methodology for 
how the intelligence system is supposed to work together. It is also a 
methodology to assess the performance of the decentralized approach to 
conducting domestic intelligence. The creation of common architectures 
and approaches to unify the various organizations involved in domes-
tic, or any other form of intelligence, unify the community as a whole. 
It also focuses on the real issues, such as improving information sharing 
and  creating transparency. However, the creation of a single agency is 
not  necessarily better at preventing terrorist attacks, but would result in 
having to resolve new organizational seams, ensure information sharing, 
and create additional oversight issues for Congress — the same issues that 
 require resolution today. 

 CHAPTER 12: FUSION CENTERS AND BEYOND—THE 
FUTURE OF INTELLIGENCE ASSESSMENT IN AN 
INFORMATION-DELUGED ERA 

 Fusion centers are a recent bureaucratic response to the realization that 
henceforth the world will be run by synthesizers. The author is  concerned 
that intelligence services, which began in their modern bureaucratic 
forms as World War II and cold war era entities confronting states, clear 
enemies, and shortages of information, are now faced with fluid, unclear, 
diverse threats within a complex adaptive environment, wherein informa-
tion is abundant and is mostly open-sourced. The expertise necessary to 
understand such dynamic adaptive complexity cannot reside within the 
intelligence services. The author believes that these facts have fostered 
existential threats to intelligence bureaucracies, especially about changed 
product need and its continued relevance which fusion centers alone can-
not adequately address. The chapter discusses the human talent aspect and 
organizational requirements of fusion centers within larger IC trends. 
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 CHAPTER 13: DISRUPTING HUMAN NETWORKS—
ANCIENT TOOLS FOR MODERN CHALLENGES 

 The future of war, conflict, and societal unrest will be increasingly 
 defined by nonstate actors, who reject traditional notions of sovereignty, 
 national identity, and international norms of behavior. The author ex-
plores ways to influence decision makers, who lead criminal and terror 
organizations, so as to effectively inhibit their ability to operate. Organi-
zational and group behavior provides a perspective on where to find or 
develop these fissures. Operational human intelligence techniques pro-
vide the leverage to exploit these fissures in order the break the structure. 
The future is full of uncertainty and the implications are grave for the 
stability of nations who cherish freedom and the rule of law. Globaliza-
tion and interconnectedness will fuel discontent in some regions, while 
dissuading disputes in others. Armed groups are merely one vestige of 
mankind’s struggle in an increasingly smaller world. This chapter sug-
gests human intelligence can inform us about armed group leaders and 
become an enabler to disrupt groups, thereafter neutralizing the danger 
from criminal and terrorist networks. The author’s purpose in writing 
this chapter is to prepare ourselves for when we discover, unexpectedly, 
that the future is here. 
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Congressional Oversight 
of U.S. Intelligence 

John Riley and Mary Kate Schneider 

 Caught between a democratic culture that values transparency and a 
task that demands opacity, the U.S. intelligence community (IC) and 
its congressional overseers have often stood at odds with one another. 
State intelligence agencies present a challenge to democracies that 
otherwise publicly scrutinize their executive agencies through leg-
islative oversight, as public exposure of intelligence operations may 
ultimately undermine the effectiveness of those operations. How to 
monitor effectively the activities of the IC remains a concern for the 
U.S. Congress, in terms of both mechanisms and scope. This concern 
has become especially pressing in the aftermath of the 9/11 terrorist 
attacks and the intelligence community’s assessment of Iraq’s weapons 
of mass destruction (WMDs) capabilities before the U.S.-led  invasion 
in 2003. 

 This chapter presents an introduction to the legislature’s oversight 
of the intelligence community, noting its origins, implements, and institu-
tional design. Following a brief discussion of how Congress influences 
the intelligence community, we discuss the history of congressional 
oversight since the inception of the modern intelligence community in 
1947, highlighting major pieces of legislation. After placing intelligence 
oversight in historical context, we proceed to elaborate on the institu-
tional challenges of oversight, including the current incentive structure 
and a review of proposed reforms. Noting historical legacies, incentive 
structures, and institutional flaws, we argue for a new model of con-
gressional oversight that incorporates active surveillance and electoral 
incentives. 
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 HISTORY AND MECHANISMS: AN OVERVIEW 
OF LEGISLATIVE OVERSIGHT 

 Legislative Leverage: How Congress Influences 
the Intelligence Community 

 There are three key mechanisms through which Congress can exert 
 leverage over the IC. Foremost, Congress controls the flow of resources 
from the U.S. government to the intelligence agencies, is responsible for 
reviewing the agencies’ budgets, and appropriates and authorizes funds 
through the annual Intelligence Authorization Act. Thus, Congress can 
threaten to withhold funds from the IC, and the intelligence community 
is obligated to justify its expenses to Congress. Although this sometimes 
“smacks of micromanagement,” 1  such leverage is a powerful tool in 
 ensuring accountability, serving as both carrot and stick. 

 A second mechanism through which Congress influences the intel-
ligence community is legal — that is, Congress has both the power and 
the obligation to pass legislation that authorizes, constrains, or otherwise 
affects the operations of intelligence agencies. Additionally, Congress is 
charged with the responsibility to monitor the IC’s adherence to these 
laws and to the U.S. Constitution. 

 Third, Congress can shape the actions of the IC through “the power to 
go public.” 2  Although leaking classified information would appear to be a 
threat to national security, S. Res. 400 (the resolution that created the Sen-
ate’s intelligence oversight committee) includes provisions through which 
Congress can declassify information despite opposition from the execu-
tive branch. 3  Congress has never exercised these formal procedures, but 
at least one former director of central intelligence (DCI) has been accused 
of leaking information after a congressional hearing and then blaming the 
leak on Congress. 4

 Congressional Oversight throughout the Eras: 1947–1978 

 In its own review of congressional oversight, the Central Intelligence 
Agency (CIA) notes the irony in that the original American intelligence 
agency was the legislature itself, as the Continental Congress was respon-
sible for all intelligence activities related to the Revolutionary War effort. 5

After the U.S. Constitution was drafted in 1787, intelligence activities were 
largely under the purview of the executive branch with little more than 
tacit approval from Congress. This laissez-faire arrangement underwent 
dramatic revision in the aftermath of World War II. 

 With the onset of the cold war, the need for a permanent national 
 intelligence agency was readily apparent. As a result, the CIA was  created 
pursuant to the National Security Act of 1947, which also established the 
National Security Council (NSC). This marks the beginning of what Loch 
Johnson calls the “Era of Trust,” 6  characterized by “benign neglect” on 
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the part of Congress. 7  During this period, congressional oversight was 
conducted by the Armed Services Committee (as most intelligence work 
was done by agencies in the Defense Department) and the Appropria-
tions Committee (as they control the funding) within the Senate and the 
House of Representatives. On this arrangement, Pat Holt remarks: “None 
of these subcommittees had much stomach for the task,” 8  and DCI reports 
to Congress were typically “sketchy, perfunctory, and often unwanted by 
lawmakers.”9  As the cold war progressed, a series of events evidenced 
a growing need for closer congressional oversight, among them the U-2 
 incident of 1960, the 1961 Bay of Pigs invasion, and the Vietnam War. 
George Pickett notes that “Congress made several attempts to oversee 
 intelligence before 1970, only to have them collapse in divisions of opinion 
among members.” 10

 The need to reform the system of congressional oversight, however, 
reached a crisis point in December 1974 when the  New York Times  pub-
lished a series of articles revealing the CIA’s Family Jewels, a collection 
of CIA documents that recorded a wide variety of violations of the agen-
cy’s charter, such as warrantless wiretapping and foreign assassination 
plots.11  One of the most serious abuses of power was Operation CHAOS, 
a consolidation of all domestic surveillance operations targeting antiwar 
activists and other U.S. citizens. The public unveiling of Family Jewels 
 triggered a domestic shock that ushered in an era characterized by  “uneasy 
partnership”12  during which Congress took upon itself more responsibil-
ity for intelligence oversight than ever before. The circumstances that led 
to Congress’s changed attitude cast a long shadow over the U.S. IC, as 
former DCI Richard Helms describes this period as the CIA’s  “lowest 
point.”13

 Congress’s first response to the CIA’s assortment of transgressions was 
to pass the Hughes-Ryan Act (an amendment to the Foreign Assistance 
Act of 1961) on December 31, 1974, just nine days after the first New York 
Times  articles were published. The Hughes-Ryan Act placed new con-
straints on the executive branch, requiring that the president report all 
 covert operations of the CIA to the appropriate congressional committee(s) 
“in a timely fashion.” 14  The Hughes-Ryan Act is credited for “[supplying] 
the statutory recognition that had previously been lacking.” 15

 In January 1975, President Gerald Ford appointed an executive-branch 
commission led by Vice President Nelson Rockefeller to investigate the 
 allegations against the CIA. 16  Later known as the Rockefeller Commission, 
it conducted its investigation concurrently with the Pike Committee in the 
House, led by House Representative Otis Pike, and the Church Committee 
in the Senate, led by Senator Frank Church. Although the Pike Commit-
tee’s final report was never published, its investigation led to the creation 
of a House Intelligence Oversight Committee, and in 1977 H.R. 658 was 
passed to create the House Permanent Select Committee on Intelligence 
(HPSCI).
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 The Church Committee holds the distinction of being the most exten-
sive investigation of U.S. intelligence to date. 17  Its work led to the  passage 
of S. Res. 400 in 1976, which created the Senate Select Committee on 
 Intelligence: Oversight Subcommittee (SSCI). The SSCI and the HPSCI as-
sumed the  responsibility of oversight from the Senate and House Armed 
Services and Appropriations Committees, respectively, and they remain 
the two primary committees through which oversight of U.S. intelligence 
activities is undertaken. Beyond establishing the first permanent congres-
sional committees to oversee intelligence operations, the most signifi-
cant outcome of these investigations was the adoption of P.L. 95 –511 on 
 October 25, 1978, the Foreign Intelligence Surveillance Act (FISA). 

 The Foreign Intelligence Surveillance Act of 1978 

 Realizing that circumstances might arise under which the CIA would 
have legitimate cause to engage in domestic surveillance, the 95th  Congress 
created FISA to establish a set of rules by which surveillance— including 
electronic surveillance, physical searches, pen registers, and trap and trace 
devices, and later amended in 1994 to include physical surveillance—
could be conducted by the executive branch. 18  FISA gave broad latitude 
to the executive branch, stipulating that: “Notwithstanding any other 
law, the President, through the Attorney General, may authorize elec-
tronic surveillance without a court order under this title to acquire  foreign 
 intelligence information for periods of up to one year” provided that 
intercepted communications be “exclusively between or among foreign 
 powers,” and that “there is no substantial likelihood that the surveillance 
will acquire the contents of any communication to which a United States 
person is a party.” 19  A “United States person” was defined as any U.S. 
citizen, resident alien, or non-foreign-affiliated U.S. corporation. 20  If a U.S. 
person were party to an intercepted communication, judicial authoriza-
tion was required for any surveillance to continue beyond 72 hours. 

 FISA also created the FISA Court, or FISC, through which surveillance 
warrants would be obtained. Warrants requested through the FISA Court 
were subject to a secret hearing in front of one of seven federal district 
judges appointed by the chief justice of the United States. These hear-
ings were closed to the public and proceedings were classified. Thus, 
through FISA, Congress established a procedure through which the ex-
ecutive branch could legally order domestic intelligence operations while 
 bypassing the regular judicial process. 

 Congressional Oversight throughout the Eras: 1980–2004 

 Congress built upon the reforms of the 1970s by passing the Intelligence 
Oversight Act in 1980. This Act was an amendment to the Hughes-Ryan 
Act and obligated the IC to report covert actions to both the SSCI and 
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the HPSCI prior to their implementation, unlike the ambiguous previous 
requirement of a timely manner. The Intelligence Oversight Act was note-
worthy in that it constrained the intelligence community more than any 
previous legislation. 

 In 1987, a second major shock delivered a blow to public trust in the 
 government when the Iran-Contra scandal was revealed, ushering in an 
“Era of Distrust” that was followed by divisive partisanship in the 1990s. 21

Both public distrust and legislative partisanship were deepened by the se-
ries of domestic shocks that reverberated through the 1990s and early 2000s: 
the 1993 intelligence failure in Somalia; the 9/11 terrorist attacks in 2001; 
and the absence of WMDs in Iraq, 2003–2004. 22  These shocks highlighted 
an urgent need for intelligence oversight reform not felt since 1975. 

 Contemporary Congressional Oversight 

 Characterized by “congressional ambivalence,” Johnson describes the 
post-9/11 intelligence oversight milieu: “On the one hand, the mistakes of 
9/11 and the errors over predicting the presence of [WMD] in Iraq could 
hardly be ignored. On the other hand, lawmakers rushed to increase the 
espionage funding and authority and otherwise aid the secret agencies in 
the struggle against global terrorism.” 23  In short, Congress simultaneously 
condemned the intelligence community for its failures while rewarding it 
with unprecedented resources. 

 Among the legislation adopted in the post-9/11 era are the USA 
 PATRIOT Act (October 24, 2001), S. Res. 445 (October 9, 2004), the Pro-
tect America Act (August 5, 2007), and the FISA Amendments Act of 2008 
( July 10, 2008). The USA PATRIOT Act (formally known as the Uniting 
and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism Act of 2001) was the first major piece of 
post-9/11 intelligence legislation passed and was designed to prevent and 
punish terrorism. Among other provisions, the PATRIOT Act expanded 
the power of the FISC, increasing the number of judges from 7 to 11. 

 S. Res. 445 was adopted based on “perceived widespread public sup-
port for the recommendations of the 9/11 Commission.” 24  Its operative 
clauses aimed to streamline the SSCI’s oversight capacity, abolishing 
the eight-year term limit for Senators serving on the SSCI, reducing the 
size of the SSCI from 17 to 15 members, and expanding periodic reporting 
 requirements between the SSCI and the Senate. 25

 The Protect America Act of 2007 and its successor, the FISA Amend-
ments Act of 2008 (scheduled to sunset in 2012), introduced several highly 
controversial updates to FISA, including provisions for warrantless sur-
veillance. Both the Protect America Act and the FISA Amendments Act 
limited the power of the FISC, the latter having been criticized by the 
American Civil Liberties Union (ACLU) for “trivializ[ing] court review by 
explicitly permitting the government to continue surveillance programs 
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even if the application is denied by the court. The government has the 
 authority to wiretap through the entire appeals process, and then keep and 
use whatever it gathered in the meantime.” 26  Given that a preponderance 
of recent legislation has granted broader, rather than narrower, latitude to 
the intelligence community and the executive, it stands to reason that Con-
gress’s current attitude toward intelligence oversight is motivated by a pal-
pable disinterest in effective oversight extending beyond the perfunctory. 

 REFORMING OVERSIGHT 

 Effective congressional oversight of the intelligence community re-
quires members of Congress to have a high degree of access to ongoing 
intelligence operations, the authority to effect changes in operations or 
halt operations that have run aground of either constitutional or statu-
tory prohibitions, the power to enforce their collective judgment, and the 
willingness to conduct oversight. In practice, however, these requirements 
are rarely met as numerous and powerful institutional impediments 
 intertwine with an electoral incentive structure to limit Congress’s role in 
day-to-day oversight. 

 Institutional Challenges 

 Effective oversight depends, at least in part, on the formal and informal 
channels linking the executive and legislative branches. As the branch di-
rectly managing all operations, the executive enjoys a default hegemonic 
position vis - à - vis Congress in two critical ways. First, and most obviously, 
Congress is dependent upon the executive to provide all information 
about ongoing operations. Johnson summed up the situation well: “Law-
makers only know about intelligence activities to the extent that the presi-
dent, attorney general, and the DCI allow them to know.” 27  For example, 
some DCIs have famously employed their own filibuster techniques by 
either consuming a large portion of a public hearing’s time with opening 
statements or by delivering so much information that it becomes unus-
able.28  Put differently, the issue often is not whether the congressional lead-
ership has been granted access to the classified information as whether the 
material has been presented in a timely and forthcoming manner. 

 Executive-congressional relations have been further strained by the 
recent trend of turning to nontraditional actors to conduct intelligence 
operations. The Intelligence Authorization Act of FY 1991 defined a 
 covert action as “an activity or activities conducted by an element of the 
United States Government to influence political, economic, or military 
conditions abroad so that the role of the United States Government is 
not intended to be apparent or acknowledged publicly.” 29  As Charles 
Cogan observed, the language “an element of the United States Gov-
ernment” is an explicit acknowledgement that covert activities would 
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no longer be the sole purview of the CIA and that the reporting provi-
sions contained in the statute would apply to anyone employed by the 
United States who was conducting covert operations. 30  The application 
of the provision, however, has been far from seamless. For example, U.S. 
Special Operations Forces have played an increasingly important role 
in gathering intelligence in the post-9/11 counterterrorist efforts and in 
the Afghanistan and Iraq  theaters. The  Defense Department, however, 
draws a careful distinction between clandestine and covert efforts and 
maintains that it only conducts the former. 31  The consequence is that 
the intelligence committees have been effectively excluded from the 
oversight of this increasingly large and important aspect of intelligence 
gathering. 

 On the legislative side, the congressional committee system establi-
shed in the 1970s creates a series of unique challenges for effective 
 oversight. Following the traditional practice of dividing authorization 
and appropriation powers, both the SSCI and HPSCI have been granted 
the statutory authority to oversee and authorize intelligence activities, 
while appropriation of intelligence activities continues to reside with the 
 defense  appropriation subcommittees. The division of authorization and 
appropriation powers is the norm in American legislative history and at 
times has provided an important internal check, preventing power from 
becoming too centralized within any single congressional committee. 
The unique secrecy requirements of conducting intelligence  activities, 
however, have made the application of this model to intelligence over-
sight difficult as some members of the intelligence community “take 
advantage of the fact that defense appropriators are mightily distracted 
from intelligence oversight because of their other responsibilities” and 
effectively circumvent the authorizing committee. 32  In such a scenario, 
effective oversight is only possible when there is an excellent flow of 
information between the  intelligence and appropriations committees 
and leadership carefully coordinates their efforts—a requirement that is 
rarely met in an environment that is often highly politically charged, and 
is dependent upon legislators with numerous competing issues on their 
agendas. 

 Incentives 

 Access and authority to authorize or sanction will ultimately mean lit-
tle if those who are charged with oversight are unwilling to take up the 
task. David Mayhew’s classic work on congressional motivation suggests 
that legislators are motivated primarily by reelection concerns, a desire 
to gain influence and prestige in the chamber, and the goal to advance 
good public policy. 33  Certainly, maintenance of the United States’ national 
security and advancement of its foreign policy is an objective that moti-
vates most, if not all, members of Congress. To this end, the desire to help 
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protect the public good is a strong motivating factor that moves many 
legislators to take an active role in intelligence oversight. 

 However, patriotism is tempered by the realities of the electoral pro-
cess. Put simply, there are very few votes to be won by taking part in 
intelligence oversight. A process that takes place largely behind closed 
doors and rarely generates tangible benefits for a particular district or 
constituency will be of little help come reelection time. Moreover, to pro-
vide  oversight is to be participating in a process and that could lead to 
culpability if something goes wrong. For example, much has been made 
of the extent to which the Speaker of the House of Representatives, Nancy 
Pelosi, was fully aware of water boarding and other enhanced techniques 
during the interrogation of some al-Qaeda suspects. 34  Moreover, like many 
other issues competing for legislators’ attention, intelligence gathering 
and analysis involves a fairly complex set of issues, and as the authors 
of the 9/ 11 Commission’s Report  noted, “few members of Congress have 
the broad knowledge of intelligence activities or the know-how about the 
technologies employed.” 35

 Finally, overlaying these electoral disincentives to engage in active 
oversight is the general predisposition held by many congresspersons 
that suggests that intelligence gathering is a presidential prerogative. As 
Richard Posner puts it, “in a rational allocation of the responsibilities of an 
enterprise, the details, including organizational details, of policy imple-
mentation are properly assigned to the executive.” 36  It is, after all, difficult 
for Congress to speak with a coherent voice, let alone initiate on foreign 
policy, and since the president is likely to be the first to be held  accountable 
for any failure, it is best to let him lead. 

 In sum, oversight requires a high level of work and time on the con-
gressperson’s behalf, carries a high level of responsibility and therefore 
a measure of risk if an intelligence failure becomes a public scandal, and 
offers few electoral incentives. Consequently, “Congress is informed to the 
degree that Congress wants to be informed,” but most lawmakers on SSCI 
and HPSCI rarely attend oversight hearings. 37

 Proposed Reforms 

 Although there is widespread agreement that intelligence oversight 
 reform is needed, thus far there is no consensus on the shape the reforms 
should take. Instead, proponents have advocated for a wide range of 
 institutional changes that have included creating a joint committee on 
intelligence, strengthening oversight by vesting a single committee with 
both authorization and appropriation powers, or amending the report-
ing and intelligence-sharing provisions to incorporate a wider group of 
 legislators into the oversight process. 

 A proposal to create a joint Senate and House intelligence committee 
has been under consideration almost immediately since the establishment 
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of the SSCI and HPSCI. 38  Most recently, the 9/11 Commission has breathed 
new life into the idea as they concluded that “congressional oversight for 
intelligence — and counterterrorism—is now dysfunctional” and recom-
mended that Congress either create a joint committee based upon the now 
defunct Joint Committee on Atomic Energy or a single committee in each 
house of Congress that combines both appropriation and authorization 
powers.39  The creation of a joint committee would be a significant step 
towards integrating both houses’ activities and would likely reduce costs 
as the congressional oversight process became more streamlined. Most 
importantly, a joint committee might lead the executive to be “more open 
and forthright with a single, small oversight body than with two with a 
larger, combined membership.” 40

 Alternatively, Congress may opt to reform intelligence oversight by 
vesting both authorization and appropriation authority into a signal com-
mittee in the House of Representatives and the Senate. For example, S. Res. 
164 seeks to grant appropriation authority to the Senate Intelligence Com-
mittee. Introducing the bill to the Senate, Senator Feingold observed that 
“the single most important step to strengthen the power of the intelligence 
committees is to give them the power of the purse. Without it, they will be 
marginalized. The intelligence community will not ignore you, but they 
will work around you.” 41

 Thus far neither house has approved either the joint committee proposal 
or the single appropriations authorization alternative. Their reluctance 
stems from a concern that both proposals might vest too much power into 
a single committee and a concern that consolidating the oversight commit-
tees would remove even more legislators from the process. Perhaps more 
fundamentally though, any reform that dramatically alters the congres-
sional committee system will be difficult to pass. As the 9/11 Commission 
Report concludes, “Few things are more difficult to change in Washington 
than congressional committee jurisdiction and prerogatives. To a mem-
ber, these assignments are almost as important as the map of his or her 
 congressional district.” 42

 Consequently, more modest changes are currently under consideration. 
For example, in June 2009 the HPSCI passed the Intelligence  Authorization 
Bill, FY 2010, which, among other things, would eliminate the president’s 
ability to keep classified operations from any member of the intelligence 
committees. In effect, the “Gang of Eight briefings” (i.e., briefings that 
include only the two party leaders from each house, the chairs, and the 
ranking members of the ICs) would be eliminated as all 15 senators on the 
SSCI and 22 representatives on the HPSCI would have the right to be fully 
briefed on classified operations. 43  The shift to a more inclusive approach 
to intelligence oversight is consistent with House Speaker Pelosi’s earlier 
calls to lift the restrictions on intelligence sharing among members of Con-
gress 44  and might signal a willingness to support a more transparent and 
accountable process. 
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 A Way Forward 

 A current running through each of the reforms review above is that 
intelligence oversight would be more effective if the congressional com-
mittee system was reorganized to support a “police patrolling style” of 
oversight where legislators would adopt a proactive role. 45  Active surveil-
lance would simultaneously serve as a deterrent to discourage anyone 
from violating legislative goals and it would allow legislators to remediate 
a problem before a catastrophic failure occurs. 

 As the  9/ 11 Commission’s Report  made clear, such reforms are badly 
needed. However, the drive to reform must be balanced against the 
need to maintain the secrecy requirements of intelligence  operations 
and the political realities of the congressional electoral system. Any 
new oversight model must have the trust and confidence of the in-
telligence community. Moreover, reforms must be framed so that 
 intelligence oversight augments, rather than competes, with electoral 
incentives. 
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Assessing the Domestic 
Intelligence Model and Process 

James Burch 

 The attacks on September 11, 2001, led to renewed calls for intelligence 
reform and transformation. The phrase  connect the dots,  popularized by the 
congressional inquiry into the attacks and the 9/11 Commission, described 
the inability of the intelligence community (IC) to share information across 
organizations and to share information internally. 1  This phrase also be-
came the rallying cry for reformers to transform the IC. These debates and 
emphasis towards improving domestic intelligence and security led to sig-
nificant organizational change through the creation of the Department of 
Homeland Security (DHS), the National Counterterrorism Center (NCTC), 
and the Office of the Director of National Intelligence (ODNI) —  specifically 
to oversee both domestic and foreign intelligence. During this period, there 
was also a revamping of the Federal Bureau of Investigation’s (FBI) in-
telligence capability. As a result of these changes, the accomplishment of 
domestic intelligence functions and missions in the United States occurs 
within a highly decentralized approach. These reorganizational efforts at 
the federal level along with a renewed call for improved information shar-
ing and the creation of State and Local Fusion Centers have resulted in 
significant resources, focus, and efforts dedicated to improving domestic 
intelligence.2  It has also raised the issue of protecting individual liberties 
while ensuring domestic security. 

 Within a free society, the very term  domestic intelligence  raises significant 
questions, as well as concerns about civil liberty. 3  While collecting  domestic 
intelligence may raise concerns about civil liberties, it also supports an 
equally vital need — the preservation of the nation-state. Even most liber-
tarians will concede to the need of preventing additional terrorist attacks. 4
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Domestic intelligence, perhaps more than any other issue since 9/11, leads 
to several questions. What is the best organizational construct for establish-
ing a domestic intelligence capability? Who are the stakeholders and what 
organizational friction will ensue as a result of transformation efforts? What 
is the most efficient way to establish and execute domestic intelligence? The 
post-9/11 debate on domestic intelligence and its potential abuse generates 
significant debate between individual liberties and the need to protect the 
homeland. 

 Protecting individual liberties versus ensuring domestic security is not 
a new issue. The 9/11 attacks have reintroduced the issue of domestic in-
telligence. How this issue is framed and how this capability is developed 
within the context of a free society is central to the public debate. As Israeli 
Prime Minister Benjamin Netanyahu, stated: 

 The governments of free societies charged with fighting a rising tide of terrorism 
are thus faced with a democratic dilemma: If they do not fight terrorism with the 
means available to them, they endanger their citizenry; if they do, they appear to 
endanger the very freedoms which they are charged to protect. 5

 This dilemma poses questions that lie at the very heart of the debate. Was 
the creation of the DHS and other initiatives the optimal organizational 
construct? How are individual liberties being protected with the rising do-
mestic intelligence concerns and abuses? 6  Are there potential abuses with 
the implementation and proliferation of State and Local Fusion Centers? 7

These questions will continue to hamper decision makers’ attempts to re-
solve and implement policy in the post-9/11 environment. 

 The Homeland Security Act of 2002 established DHS and sought to 
place the new organization at the center of the domestic intelligence 
framework. The act envisioned the new department to, “assess,  receive, 
and analyze law enforcement information, intelligence information, and 
other information from agencies.” 8  At its most fundamental level, DHS 
should be organizationally structured to maximize leverage among 
all agencies,  federal, state, and local, involved in homeland security. 
Additionally, in order to realize its mandate to provide a “decisive in-
formation advantage,” 9  its organizational structure must be founded 
on clearly understood information-sharing mechanisms and doctrinal 
processes. 

 Challenged with developing its own organization and processes, DHS 
has faced the issue of being the newcomer to the IC. As Eugene Bardach 
explains:

 The Department of Homeland Security, for instance, is poorly positioned to receive 
intelligence from the intelligence community agencies because it does not do intel-
ligence collection on its own and hence will have nothing to trade. . . . Cooperation 
between the FBI and CIA was hampered because there was no willing enforcer. 10
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 Significant organizational change, particularly during a relatively short 
time frame, inherently raises implementation questions. First, are these 
organizations functioning as intended? The creation of new agencies and 
missions often leads to organizational friction and uncertainty. Second, are 
these organizations operating efficiently? Sharing intelligence and infor-
mation, historically problematic in the IC, must now be shared among a 
highly decentralized set of federal, state, and local customers. For informa-
tion sharing, this challenge is both internal and external to DHS. Internal 
to DHS lays the challenge of molding 180,000 personnel from 22 agencies 
into a single and cohesive structure to accomplish a common purpose. 11

The DHS leadership is also faced with the challenge of integrating organi-
zations with a long existence, highly defined mission focus, and extensive 
ties to the IC, such as the U.S. Coast Guard (USCG), U.S. Secret Service 
(USSS), and Customs, while ensuring that new ones, like the Transportation 
 Security Administration (TSA), are integrated into a common purpose. 12

 Externally, DHS’s challenge lies in fulfill its mission of supporting state 
and local requirements, along with the FBI and NCTC. 13  State and local in-
telligence support was originally charged to DHS; 14  however the creation 
of the NCTC in 2003 with a state and local support mission, 15  coupled 
with the statutory responsibility and renewed focus by the FBI to support 
state and local intelligence needs, has created bureaucratic competition 
between the three agencies. DHS has also been slow to realize its support 
to state and local customers. 16

 NCTC has also faced similar growth challenges with being a new or-
ganization with the unique responsibility of joint planning. For example, 
while successes have been realized in the defense community, the multi-
faceted and integrated nature joint planning that should occur at NCTC 
may be problematic at best in the absence of clear guidance and poorly 
understood mission authorities. 17  The absence of strategic guidance for 
winning the war on terrorism will lead to negligible results. 

 Similar in function to DHS’s need for leveraging a variety of intelligence 
sources and information from a multiple community partners, one of the 
primary purposes of NCTC is “to improve horizontal integration across 
IC agencies, but is also supposed to improve vertical integration between 
agencies and operations.” 18  While NCTC has been charged with ensuring 
horizontal and vertical integration, its close access to the president has 
resulted in the preponderance of its analytic efforts to satisfying the White 
House’s intelligence requirements at the expense of its other homeland 
security partners. 19

 One set of partners is the State and Local Fusion Centers. State and local 
partners have had insufficient access in terms of information sharing and 
tailored information. 20  As part of a renewed effort to improve the verti-
cal dimension to provide tailored intelligence products to state and local 
 customers, the Information Sharing Enterprise (ISE) Implementation Plan es-
tablished the Interagency Threat Assessment Coordination Group (ITACG) 
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at NCTC. 21  Although not part of the NCTC, the ITACG is located at NCTC 
and has representation from several federal agencies. Its primary mission is 
to ensure that “intelligence produced by Federal organizations within the 
intelligence, law enforcement, and homeland security communities is fused, 
validated, deconflicted, and approved for dissemination in a concise and, 
where possible, unclassified format.” 22

 Reorganizational efforts at the FBI have also led to several mechanisms 
aimed at improving its domestic intelligence and surveillance capacity. 
The FBI established the National Joint Terrorism Task Force (NJTTF ) in 
2002 to coordinate its nation-wide network of Joint Terrorism Task Forces 
( JTTFs) throughout the country. 23  JTTFs serve as the “primary operational 
responsibility for terrorism investigations that are not related to ongoing 
persecutions.”24  They also focus on sharing information and intelligence 
with state and local law enforcement partners. 25  Many of the JTTFs are 
 collocated with many of the newly formed State and Local Fusion Centers. 
The main effort of the FBI’s intelligence reform has been the development 
and implementation of its Field Intelligence Groups (FIGs). Each group 
consists of intelligence professionals — linguists, collectors, and reports 
officers — that are tasked to provide focused and tactical support to law 
enforcement officials. 26

 The FBI also instituted the National Security Branch (NSB), which is sup-
posed to align the FBI’s national security mission under the auspices and 
guidance of the director of national intelligence (DNI). The NSB combined 
the FBI’s intelligence element that previously fell under its directorate of 
intelligence and the counterterrorism, counterintelligence, and weapons 
of mass destruction elements (WMD) divisions; 27  it was also charged with 
providing the strategic direction to the FIGs. 

 The establishment of new organizations while reforming existing ones 
has resulted in questions to their performance. Assessing organizational 
performance has been the focus in the post-9/11 environment — but is it 
the right focus? Transformational change occurs, not only with the devel-
opment or revamping of organizations, but is the product of other factors. 
For the purposes of this assessment, transformation is defined by four 
 factors:  organization ,  processes ,  technology , and a defined  end state . 28

 There is an extensive body of post-9/11 literature that focuses on 
 organizational approaches, such as whether NCTC and DHS are meeting 
their mission responsibilities, 29  whether the FBI is transforming itself into 
a full member of the IC, 30  or if the United States should create its own 
 independent domestic intelligence agency. 31  There has also been extensive 
debate and discussion on implementing technological systems to link the 
disparate organizations involved in domestic intelligence and security. 32

One summary of post-9/11 reform describes these efforts as follows: 

 [I]ntelligence reform has largely taken the form of new organization charts in the 
hope and expectation that these upgraded organizations would produce new 
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practices. Implicit in this hope was an expectation that the new forms would pro-
duce desired functions. 33

 Focusing on organizational approaches and technological solutions to 
streamlining domestic intelligence activities, while important, misses a 
larger issue. The current approach to fixing domestic intelligence short-
falls cannot be the result of assessing one or even several organizations. 34

Within a decentralized organizational construct (one that spans several 
levels of hierarchy and that consists of a wide variety of costumers), the 
importance of well-defined and understood processes becomes para-
mount. Process development, within the transformational framework, 
should  become the primary focus for assessing domestic intelligence 
activities. To put it another way, leveraging information across several 
communities to create a decisive information advantage cannot occur 
 efficiently without well-established processes. 

 Intelligence is not a final end state, but rather “intelligence is a  process  . . . 
not just a product, and systematically analyzing this process should illu-
minate issues, obstacles, and opportunities for effective reform.” 35  Profes-
sor Gray from the University of Fayetteville and Christopher Slade from 
the University of Denver suggest that the intelligence cycle should be the 
model, that domestic intelligence activities, which span across multiple 
levels of government, are assessed. As they state, the primary aim of the 
intelligence cycle is to: 

 harness its collection resources to nationally developed and coordinated intelligence 
priorities and gaps. The intelligence cycle is just that, a cycle, in which analysts and 
collectors interact regularly to incorporate new information and refine intelligence 
collection requirements; analysts and collectors are central to the cycle. 36

Organization

Processes

Present Future

Technology

Figure 11.1 Transformation Framework
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Figure 11.2 The Intelligence Cycle

Source: Joint Chiefs of Staff, Joint Publication 2– 01: Joint and National Intelligence Support to 
Military Operations (Washington, D.C.: GPO, 2007), III-1.
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 Depending on the organization, the intelligence cycle has been defined 
as a five or six step process:  Planning and Direction ,  Collection ,  Processing 
and Exploitation ,  Analysis and Production ,  Dissemination and Integration , 
and depending on the model that is used, Evaluation and Feedback . For the 
purposes of this assessment, the six-step process will be used to exam-
ine  domestic intelligence activities. A depiction of the intelligence cycle is 
shown below.   

   PLANNING AND DIRECTION 

 The Planning and Direction phase of the intelligence cycle is the initial 
step that seeks to identify the nature, scope, and focus of the intelligence 
issue. To be effective and to ensure that the IC does not produce intelli-
gence for its own sake, the Planning and Direction phase must be linked 
to the mission, the concept of operations, and/or the strategic planning 
process. It is also a mistake to view the intelligence cycle as a lock-step 
and sequential process. For example, the Planning and Direction phase 
may identify vital intelligence questions that do not have to be answered 
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by additional collection. Existing data may already reside in databases 
and only require additional processing and exploitation, or more simply, 
 existing analytical expertise may be able to answer the question. 

 For domestic intelligence activities, the Planning and Direction phase 
occurs at several different levels. At the federal level, the primary organi-
zations involved in domestic intelligence activities are the NCTC, the DHS, 
and the FBI. By organizational charter, NCTC has been charged with the 
responsibility of strategic planning to synchronize intelligence activities 
across the foreign-domestic intelligence arenas consistent with guidance 
from the president, the DNI, and the Homeland Security Council (HSC). 37

This federal-level direction should incorporate regional and local inputs 
into the overall process, particularly for issues such as critical infrastruc-
ture and regional or local threat concerns. Planning and Direction does not 
imply a one-way relationship, but serves as an interactive process to refine 
the intelligence problem. 

 Counterterrorism is a complex challenge requiring knowledge and 
 integration of capabilities that span across governmental hierarchies and 
the private sector. 38  From the perspective of state and local customers, 
there is a consensus that the federal government has been slow in pro-
viding guidance and information. Michael Lieter, the NCTC director, has 
acknowledged that “we have moved more slowly in our support to ‘non 
traditional’ partners such as: FBI Joint Terrorism Task Forces [ JTTFs], state, 
local, and tribal homeland security officials, and military commanders in 
the field.” 39  State and local customers have often categorized their relation-
ship with DHS and JTTFs as one-sided. 40  This would seem to indicate that 
the overall Planning and Direction process is one sided and not iterative. 

 The Planning and Direction phase is also fundamental and vital to 
 developing collection strategies and priorities for collection. The current 
domestic intelligence model does not effectively identify, share, or inte-
grate concerns from a wide variety of organizations to prioritize and match 
them to national security objectives. 41  There is no collection requirements 
mechanism that spans across multiple levels of government to support 
the development of collection strategies and prioritization. 42  This issue is 
further compounded by the lack of understanding and the uncertainty as 
to the role of the several organizations involved in domestic intelligence. 43

The lack of a well-understood process and the continued uncertainty over 
organizational missions and roles are symptomatic of poor vertical and 
horizontal integration among federal, state, and local partners. 44

 There have been several initiatives to mitigate poor vertical and horizon-
tal integration. An integral element of the FBI’s intelligence reform resides 
with their efforts to fully materialize their FIGs to execute the intelligence 
cycle at the tactical level while ensuring its linkage to national security ob-
jectives.45  DHS has also embedded intelligence officers at several State and 
Local Fusion Centers to facilitate information sharing and  intelligence. 46

These initiatives, while necessary, will fall short if they are not part of a 
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comprehensive, integrated and interagency strategy that outline a clear 
process. They will also fall short if state and local partners lack the capacity 
and guidelines to perform the intelligence cycle. As one local official stated: 
“[S]tandard operating procedures should reflect guidelines for intelligence 
collection, retention, and dissemination, but we haven’t done a great job in 
doing so. Issues are simply talked about as they come up.” 47

 COLLECTION 

 The purpose of the Collection phase is to identify and collect those 
 necessary  essential elements of information  that answer an identified intel-
ligence gap. One definition for essential elements of information (EEIs) is: 
“The most critical information requirements regarding the adversary and 
the environment needed by the commander [or decision maker] by a par-
ticular time to relate with other available information and intelligence in 
order to assist in reaching a logical decision.” 48  These EEIs are collectable 
elements, do not reside in existing databases, and cannot be readily ad-
dressed by analysts. It requires a new effort to collect unknown data or 
validate existing assumptions. The timeliness of collection is dependent on 
the intelligence discipline that is utilized to satisfy the intelligence gap. For 
example, identifying, validating, and collecting intelligence as a result of 
an imagery intelligence (IMINT) requirement is often much quicker than 
tasking a human intelligence (HUMINT) source to gain the same infor-
mation. Certain intelligence disciplines will lend themselves to satisfying 
particular intelligence gaps. 

 As noted above, for domestic intelligence activities, the term  collection  im-
mediately brings civil liberty concerns to the forefront. The intelligence and 
law enforcement communities are charged with ensuring security, how-
ever, the collection and retention of data on individuals encroaches upon 
privacy. 49  These concerns are further compounded if the guidelines and 
processes governing collection activities, particularly at the state and local 
level, are ambiguous, vague, or nonexistent. 50  Any future collection process 
that integrates federal, state, and local efforts requires clear guidelines, data 
retention standards, and robust oversight mechanisms to make it viable. 

 Another issue stems from a lack of understanding about what intel-
ligence collection entails. Intelligence collection is exploratory in nature 
whereas evidence gathering focuses on building cases for legal prosecu-
tion.51  This has been one criticism of the FBI. In the absence of a clear and 
integrated collection process, there remain continuing concerns on the 
FBI’s ability to perform intelligence collection. 52  If the FIGs are not em-
powered to direct and hold special agents accountable for collection, any 
FIG implementation efforts or wider FBI intelligence reform will be for 
naught.53  These concerns also apply to state and local partners, where an 
understanding of the intelligence cycle and its processes are not uniformly 
understood.54
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 Concerns whether organizations with a strong law enforcement ethos 
are postured to perform collection activities are compounded by a larger 
issue — the total lack of an integrated process or underlying architecture. 
In a loose confederation of organizations engaged in domestic intelligence 
activities, this lack of process undermines any efforts to ensure precision in 
collection activities where collection efforts are linked specifically to a set 
of priorities. 55  This lack of architecture leads to a highly inefficient  system. 
The United States possesses extremely robust and sophisticated collection 
systems. As a result, there is a natural tendency to over emphasize data 
collection.56  There will be limited coordination, duplication of scarce re-
sources, and potential conflicts with multiple organizations operating in a 
highly decentralized model and without a unified architecture. 57

 PROCESSING AND EXPLOITATION 

 The Processing and Exploitation phase converts collected data into a 
usable format for analysis. This important step focuses on ensuring data 
quality, common formatting, and data basing of information to ensure that 
it is readily accessible, retrievable, and useful for analysis. As with col-
lection, the timeliness of processing and exploiting data can vary. Highly 
complex measurement and signature intelligence (MASINT) collection 
may require significant processing time before transforming it into a us-
able product. Signals intelligence (SIGINT) intercepts require translation 
and quality control. The end result of these tasks, however, is to make the 
data content relevant and usable to the customer. As a result, the custom-
er’s specification as to how the data is formatted, tagged, and presented is 
essential in this phase. 

 There have been significant discussions on intelligence fusion in the 
post-9/11 environment.  Fusion  is “the process of examining all sources of 
 intelligence and information to derive a complete assessment of activity.” 58

The central premise of this process is to therefore integrate disparate 
streams of intelligence and data. 59  It is not merely to regurgitate existing 
reporting or assertions, but rather to examine, evaluate, and integrate fun-
damental data sources to discover previously unseen relationships. As 
such, the fusion process is predicated on the speed and facility of  access 
to information and data. The underlying processing and exploitation sys-
tems that format, tag, correlate, and classify data are therefore vital to 
 supporting this process. How these systems are managed and supported 
is vital not only to the Processing and Exploitation step of the intelligence 
cycle, but to Dissemination and Integration. The implementation of pro-
cesses to support these phases is driven not only by technology, but by 
also by policies based on a need-to-share vice need-to-know standard. 

 Information sharing has also been a significant post-9/11 issue. 
 Numerous organizations have initiated well-meaning attempts to pass 
information; however, the lack of processes and duplication of effort have 
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led to information overload. 60  Additionally, there are concerns with the 
quality of the data that is passed. 61  Merely processing and exploiting data 
without implementing process safeguards to prevent circular reporting 
and ensure the quality of the data can lead to serious consequences. The 
lack of validation and corroboration of data was the WMD Commission’s 
central finding of the Defense HUMINT Service’s mishandling of Curve-
ball, the cover name for the HUMINT source who alleged that Iraq had 
WMD materials. 62

 Converting raw intelligence data into usable formats is integral to 
 ensuring effective information sharing. In fact, it is the foundational basis 
for future retrieval, access, and database research. In a decentralized do-
mestic intelligence model, collaboration among a wide variety of partners 
is predicated on common approaches to ensure data quality standards 
and formats. It is also based on common policies to ensure information 
access. Common approaches, processes, and policies also ensure greater 
accessibility and retrievability of data into a more usable form. 

 ANALYSIS AND PRODUCTION 

 At the core of the intelligence cycle lies the Analysis and Production 
phase. The development of intelligence products through various analytic 
techniques should be linked to the expressed requirement of the customer, 
whether a decision maker or another organization. To be effective, ana-
lysts must have access to monitor, evaluate, and interpret a wide array of 
information and data from various sources to fuse and develop analytic 
products. The production step of this phase prioritizes and deconflicts 
the creation of intelligence assessments that support various custom-
ers. Production managers ensure that the appropriate tasks are levied to 
the different areas of an intelligence center and track the satisfaction and 
 completion of the product. 

 There are two analytic challenges in the post-9/11 era. First, is the 
 necessity to access and evaluate large amounts of data through use of mul-
tiple analytic techniques. The challenge to accessing the wide variety of 
tools and databases stems from their proliferation. Many of these systems, 
such as the Homeland Security Information Network (HSIN), are cum-
bersome and duplicative. 63  The reality is also that many of these systems 
remain stovepiped. 

 Second, there is a large demand for analytic expertise. There are 
 numerous organizations, both in the federal-state-local governments and 
the private sector that require homeland security analysis. Developing a 
professional corps of analysts to meet the diverse set of homeland secu-
rity customers and varied intelligence disciplines (strategic, tactical, tech-
nical, critical infrastructure, criminal, and others) requires a long-term, 
sustained, and focused commitment. 64  Analysts are not created overnight 
and developing expertise is a product of experience and a commitment 
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to training. To date, there has been a limited approach from the federal 
government to support sustained homeland security analytic training 
efforts. 65  There is also a limited capacity of training programs that focus 
on critical thinking and advanced analytic techniques to train analysts in 
sufficient numbers. As outlined in the Markle report: “The rich variety 
of analytic methods is seldom taught formally. . . . Capabilities analysis, 
Intelligence-target modeling, Pattern or trend analysis, Link analysis, 
Temporal analysis,  Financial analysis, Poll-based analysis.” 66  The limited 
training capacity is further compounded by the limited venues that exist 
for training. 67

 Given these limitations, the issue becomes how to rationalize the an-
alytic tools and systems that are required for analysts to perform their 
tasks. Another issue centers on capacity building and ensuring that there 
are tailored training programs to develop the next generation of analytic 
expertise and in sufficient numbers to meet future needs. Ensuring the 
long-term development of analytic tools and technological systems while 
developing analysts with the right skill sets and in sufficient numbers is a 
long-term and strategic undertaking. It will also be a challenge to recruit 
and retain personnel in high demand. A recent FBI personnel retention 
review revealed that 65 percent of analysts might stay for five years, but 
were unsure because of poor human resource strategies and programs. 68

 DISSEMINATION AND INTEGRATION 

 A streamlined Dissemination and Integration process facilitates the 
timely delivery of intelligence data and products to customers. As with the 
Processing and Exploitation step, the rapid dissemination of intelligence is 
largely dependent on technology and policy. The need for rapid dissemina-
tion of intelligence and data derived from national systems to the tactical 
user was one of the primary lessons of the first Gulf War. In the domestic 
intelligence context, untimely dissemination and poor integration meth-
ods in the FBI prevented it from piecing together key intelligence elements 
concerning the 9/11 hijackers, even when specific messages were transmit-
ted to the FBI headquarters. 69  The Dissemination and Integration phase 
requires streamlined processes that enable the customer to both  push and 
pull  requests for intelligence and products. A sound and well-understood 
dissemination architecture based on clearly understood policies supports 
the overall agility of the intelligence enterprise. 

 The 9/11 Commission found significant dissemination shortfalls, both 
within organizational structures, such as in the FBI, and across organi-
zational lines. 70  In the post-9/11 environment, the key to achieving a 
 responsive and agile domestic intelligence enterprise will be the verti-
cal dissemination of intelligence and information from federal organiza-
tions to state and local customers and vice versa. 71  Information must be 
mobile so that it can span across various architectures for ready access 
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by a wide variety of customers. 72  Additionally, it does not suffice to limit 
dissemination to simply share analytic conclusions. Seemingly meaning-
less bits of data may be the essential piece of information to another cus-
tomer. 73  As such, analytic conclusions and assertions in products must be 
 accompanied by supporting data and sources. 

 Dissemination initiatives since 9/11 have seen their successes and 
 drawbacks. The NCTC has worked closely with the ITACG to improve 
the classified NCTC On Line Secret (NOL-S) software tool to better sup-
port state and local needs. 74  The dissemination drawbacks, however, stem 
from the proliferation and implementation of duplicative systems. The 
fielding of the HSIN is an excellent example. The push by DHS to field 
HSIN, despite the existence of other systems with similar functions, such 
as the Regional Information Sharing System (RISS), the Joint Regional In-
formation Exchange System ( JRIES), and Law Enforcement Online (LEO), 
and coupled with poor preplanning led to a disjointed implementation 
process. 75  The system’s planning shortfalls were the result of an acceler-
ated implementation timeline. 76  Additionally, there was very little training 
provided when the system was fielded. 77

 The implementation of dissemination systems to support information-
sharing efforts can result in severe setbacks if they are not properly managed 
and transitioned into the field. Implementation strategies with significant 
stakeholder participation and input are required. The creation of the In-
formation Sharing Establishment (ISE) under the DNI and the Information 
Sharing Council to support stakeholder inputs 78  will have to be sustained to 
realize streamlined dissemination architecture. 

 EVALUATION AND FEEDBACK 

 Some intelligence cycle models include the Evaluation and Feedback 
step, while others do not. As a result, this step is often the most over-
looked. When viewed in its proper perspective, Evaluation and Feedback 
is the only  step that completes the cycle to ensure that the IC is meeting the 
customer’s need. Without customer feedback, the intelligence cycle be-
comes a linear process where customers submit requirements, but do not 
ultimately provide the context and customer perspective into what the IC 
is producing. It is ultimately the responsibility of the customer and analyst 
to evaluate the timeliness and content of intelligence reporting and data 
to determine whether the intelligence produced is meeting the customer’s 
requirement. 

 Although there is an acknowledged need to evaluate and provide feed-
back on intelligence products, there is very little emphasis from agencies 
within the IC to do so. This lack of emphasis has led to serious drawbacks 
in collaboration and awareness. Intelligence reports from the National 
Security Agency (NSA) received little to no feedback from the Counter 
Terrorism Center (CTC), the pre-9/11 organization for counterterrorism 
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activities. There was very little collaboration on the part of the Central 
Intelligence Agency (CIA) on analytic and collection efforts with the De-
fense Intelligence Agency (DIA) on terrorism targets. 79  In a community 
where information is power, there has been very little incentive to evalu-
ate and share feedback with other agencies on intelligence, assessments, 
sources, and methods. 

 The lack of a common evaluation and feedback process, and mechanism 
is another drawback. Although there are several independent feedback 
mechanisms from agencies to solicit input on the content, timeliness, and 
relevancy of their products, there is no integrated process or mechanism 
that examines the evaluation and feedback of intelligence across organiza-
tional and intelligence functions. As a result, it is very difficult for decision 
makers, managers, and analysts to draw conclusions from assessments 
and feedback on intelligence products to determine whether they are 
meeting or satisfying stated requirements. 

 The lack of incentives and integrated processes also results in several 
obstacles to completing the intelligence cycle. In a decentralized domestic 
intelligence model characterized by multiple organizations, intelligence 
producers, and collectors, it is very difficult to assess whether intelli-
gence is in fact satisfying the requirement. As a result, policy makers and 
 customers are often dissatisfied with the intelligence they receive. 

 CONCLUSION 

 There have been significant discussions and initiatives on how to 
 optimize the IC since 9/11. Most of these initiatives have resulted in 
significant organizational changes, restructuring and the creation of the 
ODNI, DHS, and NCTC. Other agencies such as the FBI have focused on 
reforming their organizations. As it has been stated: “[I]ntelligence re-
form, especially since 9/11, has been focused too much on the  reform  of 
structures and too little on the alteration of process.” 80  As a recent RAND 
study outlines, in a decentralized domestic intelligence architecture where 
various intelligence capabilities are spread across multiple organizations, 
“preventing terrorism depends not just on the performance of individual 
organizations, but on how the entire system works together.” 81  Merely 
assigning blame to one organization when there is a shortfall misses the 
point. The intelligence cycle is the common methodology for how the 
 intelligence system is supposed to work together. 

 The organizational focus of intelligence initiatives, the creation of DHS 
and other agencies since 9/11 involves the application of significant re-
sources and focus. In the case of DHS, it also resulted in the significant 
restructuring of formerly independent agencies under one overarching 
umbrella. The intent of DHS was integrative, to fuse, facilitate, and develop 
intelligence products aimed at strengthening homeland security. The role 
of DHS was further obscured by the creation of NCTC and a resurgent 
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 domestic intelligence focus in the FBI. As a result, domestic intelligence 
functions are not centralized at the federal level, but are largely repre-
sented by a tripartite relationship between DHS, NCTC, and the FBI. 

 Significant organizational change translates into significant transition 
costs — the disruption and refocusing of missions, reassignment of person-
nel, upgraded training requirements, new systems, and so forth. 82  While 
the establishment of policies and processes carry their own transition 
costs,83  the creation of common architectures and approaches to unify the 
various organizations involved in domestic, or any other form of intel-
ligence, would unify the community as a whole. It would also focus on 
the real issues that have plagued the IC since its inception in 1947, such as 
improving information sharing, creating transparency, eliminating stove-
pipes, and developing more of a joint approach to intelligence. 

 Specifically with regard to the issue of domestic intelligence, there have 
been numerous discussions on the creation of a single agency or an agency 
within an agency approach to conduct domestic intelligence activities, 
similar to Great Britain’s MI5. 84  This was the original intent of DHS’ intel-
ligence charter. The creation of another agency, while having the benefit of 
focusing on one mission task, will also result in significant transition costs. 
A single domestic intelligence agency is not necessarily better at prevent-
ing terrorist attacks. 85  Creating another agency would result in having to 
resolve new organizational seams, ensure information sharing, and  create 
additional oversight issues for Congress; the same issues that require reso-
lution today. 

 The transformation model encompasses organizational reform, process 
mechanisms, and technological implementation. It also envisions the com-
bination of these three elements to achieve an envisioned end state. While it 
may not be clear what the envisioned end-state for domestic intelligence or 
even homeland security might entail, 86  the guidance contained in the DNI’s 
national intelligence strategy outlines several noteworthy objectives: 

 Build an integrated intelligence capability to address threats to the homeland •
 Create an information-sharing environment in which access to terrorism infor-•
mation is matched to the roles, responsibilities, and missions of all organizations 
engaged in countering terrorism 
 Appropriately fund and closely integrate within the larger IC the intelligence •
elements of the Department of Justice and DHS 
 Ensure that all IC components assist in facilitating the integration of collection •
and analysis against terrorists 
 Connect state, local, and tribal entities and the private sector to our homeland •
security and intelligence efforts 87

 The vital necessity for integration efforts is specified in these objectives. 
The National Strategy for Homeland Security  also emphasizes that these 
 efforts are a shared responsibility, 88  which would imply that the vari-
ous domestic intelligence capabilities residing in multiple organizations 
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should be linked together through common processes and technologies 
under an enterprise approach. 

 The combination of networked federal agencies (DHS, NCTC, and 
FBI ) coupled with other agencies to include state and local customers can 
 replicate a more centralized model with a domestic intelligence agency 
at its hub. The key element is to network these capabilities under com-
mon standards and protocols. 89  Using the intelligence cycle and its various 
steps as a common point for evaluating processes and assessing future 
implementation strategies is ideal. 

 As Professor Ernest R. May stated: “Americans would be foolish to for-
get how little can be foreseen. When the USS Lexington was launched in 
1927 almost no one imagined its need 15 years later in the Coral Sea to 
check the Japanese conquest of the mid-Pacific.” 90  As originally envisioned, 
the aircraft carrier was viewed as a support element to the main striking 
force consisting of battleships. After striking a severe blow to battleship 
targets at Pearl Harbor, the aircraft carrier became the main striking force 
for the U.S. Navy in World War II. For domestic intelligence activities, an 
integrated community of agencies bounded by common processes and in-
tegrated approaches will serve to combat the present terrorism threat and 
unforeseen future ones. 

 Creating another domestic intelligence agency is not the answer. While 
decision makers need to ensure that the ODNI, DHS, NCTC, and FBI are 
appropriately resourced and focused, real transformation will only be re-
alized through the implementation of common processes and  objectives 
as envisioned in the National Strategy for Homeland Security . Common 
 processes and technologies inherently foster information sharing and 
transparency. They also support the ability of oversight mechanisms to 
prevent  mission creep  and ensure that domestic intelligence activities are 
properly balanced within the spectrum bounded by the dual needs of civil 
liberty and domestic security. 
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Fusion Centers and 
Beyond: The Future of 

Intelligence Assessment in 
an Information-Deluged Era 

Guntram F. A. Werther 

 Fusion centers are a bureaucratic response to the intelligence  comm uni- 
ty’s too-slow realization that “henceforth the world will be run by 
synthe sizers.” 1  This constitutes an existential threat to many traditional 
 intelligence community (IC) functions, if not to the IC itself. It is also the 
driver of IC expansion to new areas of focus, to new knowledge manage-
ment arrangements, and of fundamental organizational and operational 
 rearrangements within the IC. 

 What is the purpose of secret intelligence agencies, especially in 
 addressing the large national security questions, when the information 
needed is almost entirely within the open world and the expertise needed 
to solve these complex and adaptively dynamic questions also lies in the 
open world? Synthesis, within a complexly adaptive world, leads to holis-
tic ways of thinking and acting, or, barring that, to failure as reality bites. 
Perhaps nothing shows this complex adaptive reality better than the U.S. 
focus on fighting terrorism, while its economy, and the global economy, 
imploded in plain sight. The CIA now gives the president a daily  economic 
brief. Society was not lacking data, but lacking understanding involving 
the complex interactions of many things and processes. Arguably, the 
 self-inflicted strategic and national security damage deriving from this 
misunderstanding was greater than that of any terrorist event yet seen. 

 One could make parallel arguments, for example, involving the war 
on drugs. While we were so focused in Latin America, almost the whole 
 region went Socialist and became less congenial to U.S. interests. Mexico 
became a national security threat on our very border that is listed on par 
with Pakistan’s increasing national weakness in terms of national risk. 
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Similarly, it is now increasingly understood that reduced U.S. global 
power is as much, if not more, about poor U.S. education quality and 
institutional effectiveness as about weapons, force, and militaries. These 
insights are now recognized quite broadly, so that militaries are now in-
creasingly engaged in broad social change enterprises, and intelligence 
organizations, both law enforcement and the IC, are broadening vistas far 
beyond fusion center functions. 

 Fusion centers are multiagency, usually task centered, information 
 sharing and integration  operations , created as part of much larger po-
lice, military, and IC reconsiderations of intelligence assessment and 
operations practices. 

 DROWNING IN DATA WHILE 
STARVING FOR WISDOM 

 Today’s basic problem is that we are deluged by information, yet often 
lack individual and institutional synthesizing capacities capable of yield-
ing holistic understanding, hence wisdom. We still focus on the trees 
(or parts thereof), missing the forests. We go after the sexy problem of the 
moment and miss yawning problems of the whole. 

 A holistic approach to intelligence means integrative and synthesizing 
orientation to information and human understanding that are more than 
multidisciplinary, multiagency, and/or cross-cultural but are essentially 
boundaryless dispositions of mind that endlessly fold in information in 
ways that illuminate the working of the parts within the whole, as well 
as the workings of the whole entity within a complex adaptive reality. A 
holistic view of intelligence assessment goes beyond fusing information 
to further tasked-for agency agendas and their operational intelligence 
 assignments, to ask, what else happens when we do, or do not do, this or 
that?

 With some exceptions, the IC does not typically do broad and deep 
studies that yield fundamental insights, largely because consumers of 
 intelligence do not want much beyond short-term “reporting.” 2  Simulta-
neously, the range of interests now viewed as being within the portfolio of 
the national state has clearly expanded, yielding complex adaptive system 
problems of magnitudes previously not encountered by governments. 
Old ways have failed to address now-necessary tasks and their changing 
information integration needs. 

 As an interim solution, fusion centers are a necessary but insufficient 
 response to succeeding within a complex adaptive-dynamic world in 
which most of the expertise will reside outside of the government/intel-
ligence community, where individual synthesizing minds are an always 
rare but highly necessary commodity, and where most of the changes, 
opportunities, and problems encountered will have such broadly ho-
listic attributes that they are not well served by piecemeal solutions. 
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Success today and tomorrow requires individual synthesizing minds 3   and
 synthesizing organizations that reach far  beyond  the multiagency fusion 
center model. 

 Consequently, the fusion center is a partial solution, and then there is the 
beyond . And most of the needed attention for the early 21st century will lie 
in intellectually, institutionally, and operationally linking synthetic capaci-
ties located within governmental organizations, with synthetic  capacities 
residing outside of them. 

 THE NEEDS OF FUSION (SYNTHESIZING) 
AND EXISTENTIAL IC ISSUES 

 This need is so fundamental that at several recent intelligence colloquia, 
senior IC executives almost uniformly expressed two concerns: (1) the pe-
rennial concern over hiring and retaining talent within IC agencies that are 
in competition for the same people with multiple other actors and (2) the 
future raison d’etre of intelligence services in a world both overflowing 
with information and where most of the multiple dimensioned talent and 
information resides outside of the government intelligence services. Their 
existential question was, who are we to be? 

 There is no question that agency-centered tactical and operational con-
siderations will remain, and that in some areas secrets matter greatly. 
The task-centered fusion center staffed by multiagency employees and 
 contractors is a highly useful form at this operational/tactical level. 

 One problem is that for more and more national security areas, the 
 information is fluid, open-sourced, and thus secrecy, plus bureaucracy, 
plus exclusivity is not a virtue. 4  A second problem is that tactical and op-
erational can get in the way of seeing the dynamic whole.  Center-itis is only 
a different kind of stovepipe: a broader straw through which to view a 
dynamic complex adaptive world. The danger here is that a counterter-
rorism fusion center, or an information warfare fusion center, really will 
not be adequately holistic. A third problem is that in a complex adap-
tive world view, changing one thing can shift the whole, by way of the 
dynamic interconnectedness of things. When an operationally induced 
change is unwisely divorced from the whole view— which a task-oriented 
(and operational) fusion center typically will not even have a mandate to 
solve — very negative unintended consequences can, and will, develop. 

 Some recent examples include: (1) the desire of officials engaged in the 
war on drugs for successes countervailing even more importantly desired 
large-scale political-economic change agendas in places like Afghanistan-
Pakistan and the Andean Rim; (2) remembering that economically devel-
oping China is also de facto politically and militarily developing China, 
which inevitably sets up both  new opportunities  and  conflicts with the 
United States; and (3) the far less generous observation, which Elizabeth 
Wurtzel’s  Wall Street Journal  piece termed “the march of dunces,” 5  that 
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inevitably occurs when very smart people pursuing one desired good 
 forget (or do not care) that their desired good is connected to everything 
else. Wurtzel’s example here is that  very  rational people pursuing profit, 
while rationally offloading risk, can sink an economy. 

 Making sense of such dynamically adaptive complexity features within 
change, beyond parochial interests, is supposedly one IC future justifica-
tion for its existence. 6  But, it is also a skill at which the IC is traditionally not 
very good. Synthesis (fusion), as in fostering broad and deep understanding 
and wisdom, is needed but rarely encountered within the tyranny-of-the-
moment focus within the IC. Solving deep problems holistically, meaning 
in ways that do not make the cure worse than the original disease, is the 
enemy of any static bureaucratic orientation to change. Most bureaucracies 
are pretty well set in their ways, often because these ways worked up to this 
point in pursuing their tasked, parochial agenda. 

 Fusion as dynamically adaptive holism fosters wisdom. Fusion as a 
mere tactical and operational advance of a parochial agenda might do 
the opposite. You can use fusion centers to technologically get at people 
that you want to disable or kill and alienate a population to the point of 
threatening war. This divergence on small-scale expected and large-scale 
desired outcomes (tactical-operational success vs. long-term strategic suc-
cess) within fusion system’s orientations is fundamental to understanding 
whether fusion centers are a success. 

 The visage of managing overflowing information and ameliorating lack 
of understanding/wisdom is at the forefront in the question of success. 
Much of what the fusion center and other recent IC synthesis activity does 
is directed at these twins. The intelligence task, herein, involves always 
remembering the interconnectedness of things, and not mistaking success 
at a particular task with solving the problem. Problems come nested and 
networked into desired outcomes and into other problems. Consequently, 
there are fusion centers, and there are broader synthesis acts. 

 Fusion centers as tactical-operation efforts can be successful ways to 
manage complexity. Barring a mergence into holism, such an outcome 
cannot be proffered by fusion centers as a strategic asset. Unless fusion 
 centers are embedded into larger thinking frameworks, they are not 
 capable of yielding holistic integrations leading to wisdom. 

 THE FUSION OF THE FUSION CENTER 

 In a field once dominated by tactical and operational predilections 
(with analysis in the relative IC background), needs have shifted toward 
 research-like and strategic orientations, 7  such that “intelligence   analysis
has become the subject,” 8  and intelligence analysis (hereafter assess-
ment) has become progressively more open sourced, less constrained to 
be within government agencies, and their personnel, and more collegial. 
Perhaps  nowhere is this better seen than in the introduction to  Global
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Trends 2025 —A Transformed World , by Thomas C. Fingar, Chairman of the 
National Intelligence Council, who discusses the ever increasing use of 
non-American experts within the IC. 9  Seventy percent of intelligence is 
outsourced to contractors, using many boundary-blurring activities in 
what used to be a secrecy culture. 10

 Today, and increasingly into the future, dynamically leveraging tal-
ent and existing information is power. As a consequence, intelligence 
analysis is being transformed into a much more collegial affair that is 
not only outside the box but is outside the IC. Consequently, notions of 
required outreach for IC operators, the broadening of their internal IC 
multiagency discussion footprint via Facebook-for-spies type arrange-
ments, and many other fusion/synthesis type activities, that lie beyond 
the customary boundaries of the IC, are in vogue. As a result, the concept 
of a task-oriented fusion center as a stand-alone solution entity of govern-
ment operators/experts (whether contract or proprietary) is now, and will 
 progressively become, ever more untenable. 

 FUSION CENTERS WITHIN 
AN INFORMATION-DELUGED WORLD 

 Fusion centers, to the extent that they are narrowly task oriented 
 (counterterrorism, organized crime, war on drugs, financial crimes, 
information warfare) run the risk of fostering just another kind of Bal-
kanization of intelligence and national security activity, unless they are 
themselves synthesized into higher-level strategic considerations. This re-
alization is one aspect of the beyond  within which successful fusion centers 
must be embedded. It takes little insight to notice that fighting the war on 
drugs and war on terror in places like Afghanistan, the Andean Rim, and 
so forth, enfolds adaptive complexity features where advancing toward 
one aim impacts success on the other. Add in ever-shifting multidimen-
sional political, economic, and strategic national security concerns, and 
the  notion of the unlinked task-oriented fusion center too often degrades 
to fostering very problematic efforts. 

 The issue that Przeworski and Teune (1982) raise as an analytical  fusion 
problem is that “a change in one element of these syndromes would bring 
about not only a change in the other elements, but a change in the entire 
pattern . . . [analysis must be such that] an entire set of interconnected 
phenomena can be handled at the same time.” 11  The issue here is that, for 
example, whereas the U.S. legal system is a syndrome within the whole 
of U.S. society, changing one or a few aspects of the legal system can have 
far-reaching impacts not only on that syndrome (e.g., secrecy in surveil-
lance; indefinite detention of suspects), but also on the pattern of the 
whole society. 

 Rand scholars Gregory F. Treverton and C. Bryan Gabbard (2008) fur-
ther noticed that “every agency has a separate set of research priorities 
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and product lines . . . . Yet none of the agencies knows much of what its col-
leagues do. . . .  For all the language about the importance of intelligence 
analysis, data sharing, fusion priorities, and the like, the price of doing 
better is seen as too high for the likely results.” 12

 A number of efforts toward building deep understanding and holistic 
futures forecasting insight are maturing in the IC. It remains true that any 
task-oriented fusion center must have a focus in order to be effective at its 
assigned task. Thus, the issue of maintaining focus in both large-scale and 
small-scale fusion tasks looms large, because it is also true that a change 
in one element can shift the entire system. We  must  think holistically to 
understand any  dynamic syndrome’s shifting. 13  We have not solved this. 

 Finally, linked to each of these points is the truth that “analysts are 
 imprisoned not by organizations or sources, but, rather, by tools.” 14  Not 
only do we not have many analysts that are high-level synthesizers, 15

we also have few assessment tools that work when the world is actually 
changing. There has been a generic meltdown of cutting-edge forecasting 
models during our current global political economic situation. The cutting 
edge in forecasting models and technology usage is not nearly adequate, 
leading both to conclusions that support the primacy of building up 
human assessment capacity and/or building up better mechanical tools, 
or some best practice fusion of both realms. 16  Fusion centers, as a simple 
and primarily operational solution to managing complexity, will simply 
fail. Their success hinges upon bolstering human talent. 

 FUSION CENTERS AND TALENT MANAGEMENT 

 Along with these several themes, it is therefore useful to address the 
functionality and limits of fusion centers. Given that the expertise neces-
sary to understand and solve complex national security challenges almost 
certainly does not reside and will never  be able  to reside within the intelli-
gence organization or the fusion center as narrowly understood, the ques-
tion arises, “Do intelligence agency officers become contract monitors?” 17

There is quite a bit of evidence that this is occurring under the fusion/
synthesis requirements of the current, and future, intelligence workday 
world. One professional IC officer commented to the author that the only 
thing contracting out had done was raise the price of talent. The salient 
point is that the talent  the IC increasingly needs to address complex adap-
tive situational and future interests is now so broad that it cannot possibly 
reside solely within the IC agencies. It follows that if the IC increas-
ingly outsources and develops talent-farming relationships to the point 
that they become contract monitors for outside talent, the raison d’etre 
 question looms again. 

 Fusion in this broad sense can lead to a kind of organizational extinc-
tion for cold-war-modeled IC services, the point senior IC executives were 
making. Supporting this view, the ODNI’s  2008 Intelligence Community 
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Centers for Academic Excellence Seminar  revealed that serving (proprietary) 
intelligence officers will increasingly be working with outside research-
ers, including graduate students, in ongoing collaboration on projects. 18

The ODNI’s National Intelligence Council’s Global Trends 2025  reflects 
that  intelligence research will further reach outside of the government. It 
is commonplace that a modern IC seminar is indistinguishable from an 
academic or business one; many of the same people are there. At what 
point, save as purchaser, can much of this fusion work simply be done 
elsewhere? 

 There is a horns-of-the-dilemma issue here: If necessary fusion  activity 
opens up the IC to the extent that they increasingly become contract 
 administrators and organizers of outside talent, they face relevancy 
 issues. If fusion center activities remain relatively limited, special purpose 
 operational, and tactical entities, they guarantee relevancy questions of 
another kind in an interconnected world with complex adaptive features, 
syndrome shifting attributes, and melding organizational/personnel 
boundaries.

 The previous discussion ought to have awakened the notion that fusion 
centers cannot save anything. If they are highly necessary to success in a 
complex world, then the proprietary and secrecy feature of IC agencies is 
hard to maintain above relatively narrow tactical-operational agendas. 

 FUSION CENTERS, CAPACITY, 
AND INTELLIGENT REFORM 

 Fusion centers are mainly a bureaucratic response to “stove piping,” 
having the correct information  within the agencies,  but in the wrong 
 bureaucratic places. 19  The real world does not conform to agency mis-
sion statements; thus, the emerging broader usage of information fusion 
within that real world forms the horns of the IC institutional dilemma. 
The intelligence and national security/police service “legacies,” as Gen-
eral Cartwright 20  calls them, are confronting larger change management 
problems. 

 Peacekeeping and stability operations, like many of the newer IC 
 efforts, are already multidimensional and multiorganizational affairs. If 
national economic weakness, lost intellectual property, or low domestic 
literacy rates can be as much of a national security threat as some guy 
with a bomb, then the fusion of fusion centers into the beyond  takes on a 
 meaning far beyond building up tactical and operational synergy. 

 But we have a technical capacity problem here. We need fusion, but in 
his classic, A Random Walk Down Wall Street,  Princeton economist Burton 
Malkiel concluded that a blindfolded chimpanzee throwing darts at the 
Wall Street Journal  could select stocks as well as a money manager can. Pre-
dicting the future, whether inside or outside of government, pretty much 
has the same record. 
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 You can have a fusion center, with all kinds of fusion (synthesis) activity 
up and down the IC and with related national security/police agencies. 
But, if you cannot do fusion well beyond the tactical and operational lev-
els, because of the poor state of the forecasting assessment art, then both 
at the level of analyst skill and at the level of assessment tool capacity, 
you are in trouble. We are in deep, deep trouble. Changing this holistic 
 incapacity is now a major focus within the IC. 

 WHAT KIND OF PERSON BELONGS 
IN A FUSION CENTER 

 The fusion center seems the natural habitat of the rarest-of-rare persons: 
the high-level and naturally multidisciplinary/cross-disciplinary integrat-
ing thinker—the true synthesizer. You have probably fired or not hired 
several of these people and almost certainly do not have a career path for 
them within the organization, because they do not fit. Most people, even 
most geniuses, are excellent at one thing, and thus they can be task fitted to 
agency needs and goals. The synthesizer, however, seeks an understand-
ing of the multiplicity of forms and processes and thinks at multiple levels 
about interconnectedness and change. Because this skill set takes much 
longer to learn, such people are older. 21  Furthermore, since we mostly do 
not even try to teach such things, 22  advanced-level synthesizers are usu-
ally self-taught. Advanced synthetic thinking cannot in fact be taught. 23

Such ability requires what Gardner calls “the synthesis of synthesizing;” 24

and one does not teach that. 
 People like this get into trouble within our standardizing, mission-

 specific, short-answer, and too often paint-by-numbers and just-do-your-
job society. Many critics of modern intelligence have bemoaned precisely 
this unreal, agenda-driven, disconnected, static, nonstrategic, and short-
answer reporting style of doing intelligence that remains too prevalent. 
They notice that such foci eschew the deeply complex and dynamic 
understanding that advanced synthesis-of-synthesizing talents pursue 
across boundaries. That observation does not, however, mean that we 
are going to give up our mental buckets in favor of doing truly holistic 
thinking.

 One of the more humorous, and utterly doomed, exercises currently 
 advanced in response to decades of national hyperspecialization poli-
cies is the new organizational bundling of existing specialized experts 
already on staff to form new multidisciplinary centers, where the terms 
synthesis and integration, like the term holistic,  are now upon many lips. 25

Constructed integration and synthesis work of this kind of  Frankenstein
construction  involves the building up of wholes from disconnected parts 
on hand. The institutional hope here is that three buckets of paint and 
three brushes working in committee can make a Rembrandt. This is the 
opposite of thinking whole and cannot be further from the truth. 26
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 Fundamental researchers and scientists are a situational necessity, as are 
outside experts, but are not appropriate to a  fusion  center, which is about 
fusion, and not about finding the building blocks of the universe. It is not 
even clear that having too much formal scientific training is useful in a 
fusion endeavor, as compared with a broad and deep understanding of 
the world. 

 Subject experts can be farmed (prenetworked to some degree), but not 
to such a degree that they acquire the institutional affiliation mind-set and 
associated biases of your organization. Leave them in the waters where 
you found them! Avoiding the proprietary asset predilection of the cold 
war spy games. 

 We see again, regarding both formational developmental types, that 
the fusion center internally contains little of what it needs to function 
 effectively beyond tactical and operational levels, because deep synthesis 
talent must  mostly reside outside of it. But, the point is larger. Contracting 
with outsiders that you think you need  in some sense becomes a Franken-
stein construction too; you are looking for answers to your problem as you 
have framed or preframed it. 

 REALITY BITE BACK 

 The reality of where we are within the IC and related agencies is far 
 different from this level of attainment as a common thing. An assessment 
at the ODNI 2008 summer seminar rated the average analyst’s ability 
within the IC at 1.5 on a 5-scale (holistic integration being 5); the fusion 
and holistic forecasting performance in the academic and private sector 
is not much better. That result is simply one measure of the status of the 
U.S. fusion/synthetic thinking effort, with idiosyncratic exceptions to 
this rule. Partly this outcome is the result of 50 years of hyperspecializa-
tion focus in academics and business, and partly it is due to a coemergent 
primary focus on methods and models (tools) that simply are not up to 
the task of holistically forecasting the behavior of dynamically adaptive, 
 human-involved complex systems. 

 The author’s judgment is that machines and methods will never accom-
plish high-order fusion-quality insight, largely for the reasons Sir Isaiah 
Berlin expressed: it is a species of direct acquaintance. This suggests that 
attaining singularity is “chimera.” 27

 METHODS, TOOLS, AND THE HUMAN 
ELEMENT IN FUSION ACTIVITY 

 If the fusion center cannot be about true consilience (unity of all knowl-
edge) or about singularity (man-machine mergence), what can it be? 

 The problem is  both  with the hammerhead and with the hammer. The 
quality of analysts is low when graded on their integration ability,  and  the 
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performance of machines and models is low in critical situations.  Machines 
and models are best at synthesis and forecasting when nothing fundamen-
tal is changing and typically fail systemically when  anything fundamental 
is changing. Thus machines and models can fuse vast volumes of informa-
tion, which will be of a great deal of use in static or stable environments. 
Real-world problems are not static. That fact was Przeworski and Teune’s 
critical insight into the syndrome-shifting nature of complex adaptive 
wholes, which effective fusion activity, and hence the effective fusion cen-
ter, must attempt to understand. A change in one variable can change the 
whole pattern. Now, which change dynamic merges from which pattern 
shift?

 The point is that fusion must take place within the individual mind 
as a holistic comprehension, and that fusion is not about organizational 
sharing at all. If the wrong kinds of people are present, nothing be-
yond increased tactical and operational effectiveness can be expected. 
It is the sequential experience of the ODNI that not only are the cor-
rect people for higher-level synthesis not in the IC agencies, they are 
not even in the country. This is the fundamental realm of  the fusion 
center and beyond  motif that is being presented herein for the reader’s 
consideration. 

 The  Techno-social Predictive Analytics Initiative  symposium for Spring 
2009 of the Department of Homeland Security’s National Visualization 
and Analytics Center sums up the matter this way: “There is now increased 
awareness among subject matter experts, analysts, and decision makers 
that a combined understanding of interacting physical and human factors
is essential in estimating plausible futures for real-world scenarios . . .  More 
specifically, Techno-social Predictive Analytics will define, develop, and 
evaluate novel modeling algorithms that integrate domain knowledge 
about interacting physical and human factors.” 28  The question is, can this 
be done with modeling algorithms? 

 Secretary of Defense Robert Gates warns, “Never neglect the psycho-
logical, cultural, political, and human dimensions of warfare, which are 
invariably tragic, inefficient, and uncertain. . . . Be skeptical of systems 
analysis, computer models, game theories, or doctrines that suggest 
otherwise.”29

 Pilkey and Pilkey-Jarvis (2007), in their provocatively named  Useless
Arithmetic: Why Environmental Scientists Can’t Predict the Future , 30  join nu-
merous others in noting that the state of the arithmetic modeling science 
simply is not up to understanding complex adaptive system’s behavior, 
whether natural or human involved. 

 The ODNI  Global Trends 2025  specifically avoids prediction, 31  settling 
for the mere presentation of trends for precisely these reasons. That sad 
endpoint is the state of the fusion discipline, and thinking about fusion 
 centers and the beyond involves making headway holistically on all fronts: 
 mechanical, modeling, and human analyst skills based. 
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 CONCLUSION 

 There are things that governments need to keep secret, but in a largely 
open-sourced world of free-flowing information, where synthesis is the 
key to wise understanding, fusion centers need to be as open an affair as 
they can be. Not only in the necessary expertise likely to be outside of the 
intelligence organization, but the increasingly research-like tradecraft of 
intelligence32  and the folding-in logistic of proper futures forecasting both 
mitigate against a narrow and task-specific mind-set for fusion centers, 
except perhaps in their tactical and operational iterations. Where strategic 
insight and deep understanding are the purpose of fusion centers, they 
must be open. 
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Disrupting Human Networks: 
Ancient Tools for Modern 

Challenges
Jeffrey H. Norwitz 

 The future of war, conflict, and societal unrest will be increasingly  de -
fined by nonstate actors who reject traditional notions of sovereignty, 
national identity, and international norms of behavior. This chapter sug-
gests  applications for human source intelligence in order to neutralize 
emerging challenges from dangerous armed groups and related move-
ments.1  Second, it explores ways to influence decision makers who lead 
criminal and terror organizations, so as to effectively inhibit their abil-
ity to operate. Then, it discusses how individuals within the group can 
be manipulated causing friction or fissures between members, thereby 
reducing group cohesion and effectiveness. Organizational and group 
behavior provides a perspective on where to find or develop these fis-
sures. Operational human intelligence techniques provide the leverage to 
exploit these fissures in order the break the structure. 

 Let us be clear about the outcome. Outright destruction, annihilation, 
or eradication of armed groups is probably impossible. We can, however, 
influence the behavior of organizations and their members. This is an on-
going struggle with long-term objectives. Continued vigilance is part of 
any influence strategy. Methods must be uninterrupted. Tactics must be 
relentless. And victory is only temporary. 

 HUMAN NETWORKS ARE GROUPS 

 Understanding group dynamics begins with the leader. In any group, 
someone is in charge. They may appear to share power, but upon close 
 examination, there will be a dominant decision maker. If we are to effectively 
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influence how the group behaves, we need to first identify the leader, 
study their background, what they believe, where they get their informa-
tion, and how they relate to others. Influencing the activities of leaders 
cannot be achieved without understanding what makes them tick. 

 Studies of leaders in the human factors context suggest there are four 
distinct considerations dealing with how leaders receive, and are there-
fore influenced by, information. 2  The first consideration looks at  personal
characteristics  and focuses on the leader’s self-image to include confi-
dence, ideology, philosophy, motivation, beliefs, values, as well as likes 
and dislikes. Other personal characteristics deal with background and 
skills. Among them are age, where the leader was born, raised, and rel-
evant socialization factors. Also included are marital status, the nature of 
the marital relationship, and relationships with immediate and extended 
family, and the nature of those relationships. Interests, schooling, includ-
ing the type of student the leader was, focus of study, former positions 
held, and key personal associates are also important to know. It’s crucial 
to understand the leader’s norms that include their views on how indi-
viduals should behave, impertinent behaviors, words or phrases that can 
be insulting, and views of the role of minority or majority groups. 

 The second consideration looks at the leader’s  operating environment . 
This includes how the leader came to power, groups or individuals that 
constrain the leader, and whether or not the leader challenges restraint. 
Incorporated in this are perceptions about others, the leader’s degree of 
ethnocentrism, and distrust for others. We want to know how the leader 
views others and also how others view the leader. The focus is on exist-
ing perceptions about the leader on a variety of perceptual planes and, at 
a more basic level, whether the leader is liked or disliked and by whom. 
Also relevant is how the leader views his/her defined constituency or 
followers. Finally, the leader’s operating environment includes sources 
of finance and likelihood of corruption. 

 The third consideration deals with the leader’s  advisory system . Some 
of the most significant people are the leader’s advisors. When examining 
the leader it is important not to become caught up in the formality of line 
and block charts, because they may not really tell us who is influential. 
Rather, we have to look at the leader’s formal and informal network of 
advisors who may change over time. For a variety of reasons advisors can 
also fall out of favor or new ones may emerge. When the most influential 
advisors are identified, the potential spin, personal agenda, or filtering of 
information by advisors should also be discerned. Some leaders may not 
even care about advice from others. As a result, they may pay lip service 
to their advisors and, instead, consider themselves the ultimate authority 
on all issues. Last is the degree of control the leader needs over the policy 
process and their interest and level of policy expertise. 

 The final consideration looks at the leader’s  information environment . This 
involves the degree of complex thinking the leader exhibits. For example, 
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some individuals are open to information, deal well with ambiguity, and 
have an ability to grasp nuance. These types of leaders usually want diverse 
information. Those who lack in cognitive complexity are black-and-white 
thinkers. They are essentially closed to conflicting information, do not seek 
out alternative views, and do not care about supplementary information. 
Whether complex or not, the type of information the leader pays attention 
to, the sources of this information, and how the leader prefers information 
to be presented, will aid in designing an influence strategy. 3

 Contemporary circumstances demand additional discussion of  religion
as it pertains to how leadership thinking is shaped. Within the context of 
this chapter, spiritual convictions have their origins in all aforementioned 
areas of consideration for how leaders receive information. For instance, 
personal characteristics of upbringing, family, values, and socialization 
are strongly influenced by the presence or absence of religious principles. 
The operating environment as evidenced by a leader’s view of others, 
constituency, and followers can reveal religious influence, or lack thereof. 
Dogmatic or strident rule sets of a leader’s advisory system may echo pre-
scriptive righteous devotion. Likewise, a leader may deal with  complexity 
by turning to pious spiritual doctrine as a way of managing ambigu-
ity. This chapter is concerned with the degree to which religion drives a 
leader’s decision making because, if we are going to influence leadership 
 behavior, we must consider the extent that theology drives behavior. 

 HUMAN INTELLIGENCE ABOUT 
HUMAN NETWORKS 

 Armed groups and criminal enterprises are human-centric activities. 
In other words, while groups may embrace technology in weapons and 
communications, they are essentially  humans  doing things that  humans
do in ways that humans  do them. Psychology, sociology, and anthropol-
ogy inform us on human behavior in general. But particulars about a 
leader, group, and its members must be specifically discerned. Human 
intelligence is the answer. Human intelligence, commonly abbreviated 
as HUMINT, is that which is derived from human sources. In contrast 
to intercepted phone conversations (signals intelligence, or SIGINT), 
photos (imagery intelligence, or IMINT), and other technical or scien-
tifically derived intelligence; HUMINT is the cornerstone of intelligence 
work and reveals secrets of the mind. Mark Lowenthal, with 27 years 
of experience as an intelligence official in the executive and legislative 
branches of government and in private sector offers the following on 
HUMINT: 

 HUMINT is espionage — spying — and is sometimes referred to as the world’s 
second-oldest profession. . . . Spying is what most people think about when they 
hear the word “intelligence,” whether they conjure up famous spies from history 
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such as Nathan Hale or Mata Hari ( both failures) or the many fictional spies such 
as James Bond. 

 HUMINT largely involves sending agents to foreign countries, where they 
 attempt to recruit foreign nationals to spy. Agents must identify individuals who 
have access to the information that we may desire; gain their confidence and 
 assess their weaknesses and susceptibility to being recruited; and make a “pitch” 
to them, suggesting a relationship. 

 For intelligence targets where the technical infrastructure may be irrelevant 
as a fruitful target — such as terrorism, narcotics, or international crime, where 
the “signature” of activities is rather small — HUMINT may be the only available 
source. 

 HUMINT also has disadvantages. First, it cannot be done remotely, as is the 
case with various types of technical collection. It requires proximity and access 
and therefore must contend with the counterintelligence capabilities of the other 
side.

 Some critics argue that [HUMINT] is the most susceptible to deception. The 
“bona fides” of human sources will always be subject to question initially and, 
in some cases, never be wholly resolved. Why is this person offering to pass 
 information — ideology, money, revenge? Is this person a double agent who will 
be collecting information on your HUMINT techniques? 4

 HUMINT provides an otherwise unattainable window into the per-
sonality, emotional makeup, and innermost secrets of those who are 
being targeted for influence operations. HUMINT is unmatched in its 
ability to uncover this often private, subtle, and privileged information 
about individuals and groups who we want to influence. According to 
Lowenthal, 

 HUMINT involves the manipulation of other human beings as potential sources 
of information. The skills required to be a successful HUMINT collector are 
acquired over time with training and experience. They basically involve psy-
chological techniques to gain trust, including empathy, flattery, and sympathy. 
There are also more direct methods of gaining cooperation, such as bribery, 
blackmail, or sex. 5

 As it pertains to recruiting sources inside armed groups, experience shows 
that regardless of culture, language, age, gender, political, religious, or 
educational background; the four most common motivators for people to 
deceive trusted comrades are (1) greed, (2) anger or revenge, (3) thrill or 
excitement, and (4) visions of self-importance (ego, vanity). Others simply 
volunteer their services for ideological motives. HUMINT officers per-
fect ways to exploit each of these scenarios and literally develop scores of 
persons acting as psychological hostages. Even in those relationships that 
seem to start with full cooperation, a measure of coercion will be contrived 
in order to hook the source lest he or she develop remorse. 

 Professional intelligence officers who specialize in human source in-
telligence are customarily called  HUMINTers.  They are not intelligence 
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analysts nor are they staffers who write reports. Rather, HUMINTers are 
operational people, specially trained and highly skilled to blend into any 
environment wherein human relationships are the essence. Human source 
intelligence work is part clinical psychologist and part theatrical actor. 
As you read this, throughout the world, thousands of men and women 
are quietly gathering intelligence, manipulating human relationships, 
 assessing likely informants, and influencing leaders. 

 Thus the world of HUMINT is in a continuous reciprocating ballet 
of spy versus counterspy, sometimes using very different rule sets. For 
 example, a democratic nation will, by the very nature of the form of gov-
ernment, follow a set of norms embodying rule of law and human  dignity, 
unlike some adversaries, which justify ends by any means. Therein 
emerges a tension when armed groups violently attack democracies. Yet 
measured state responses are a necessary moral obligation. 

 One of the quintessential thinkers on intelligence matters and demo-
cratic norms of behavior is Stansfield Turner, retired navy admiral and 
former director of central intelligence (1977–1981). Citing a perceived 
“lack of discussion of how our democracy affects and is affected by what 
we do to deter terrorism,” Turner wrote a book on the very subject. 6  His 
conclusions:

 One of the key elements for us in combating terrorism is international coopera-
tion  . . . If we are going to defeat international terrorism— not just Osama bin Laden 
but the broader sweep — we will need an analogous multinational program that 
will put pressures on the movement of individual terrorists and on their bases of 
support in our societies. Only when we truly analyze which  alternatives promise 
the best payoffs will we begin moving towards a long-run solution to terrorism. 
And only then will we deserve the respect that we’ll need to lead the responsible 
nations of the world in a coordinated campaign to suppress this scourge against 
mankind. Terrorists are not invincible: the Zealots, Assassins, and others were 
suppressed in time. Today many countervailing strengths come from the very fact 
that we have a democratic system. But that means we need public understanding 
of our options for curtailing the current wave of terror and the wisdom to avoid 
actions that might undermine the democratic  process we are defending. 7

 Security professionals must be proactive to frustrate threatening organi-
zations. We have to go after the group, not wait for the group to attack 
us. We are often too reactive in our dealings with armed groups. Yet we 
cannot allow open society and freedoms to become a force-multiplier 
for our enemies. For example, democracies and representative forms of 
government are characterized by: transparency, free press, the ability 
to dissent, accountability, rule of law, and international responsibilities 
under treaties and other sovereign obligations. An enemy that is commit-
ted to an opposite political and moral framework can cleverly operate 
with impunity in an open society enjoying the tolerance of democratic 
laws and norms. At the time of their choosing an enemy can emerge from 
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within the populace having planned, recruited, resourced, and executed 
an attack right under the noses of the target population. Because of the 
constraints faced by representative democracies that recognize the rule 
of law, those nations are often perceived as weak by the adversary who 
follows no set of laws. 8  Furthermore, proactive approaches, especially 
those using human source networks to attack human source networks, 
require the utmost in secrecy. And this runs counter to a free, open press 
and an informed population. Nonetheless, the ability to break armed 
groups will be proportional to the ability for security forces to operate 
clandestinely within a legal framework. 

 THINKING ABOUT THE LAW 

 In point of fact, based on abuses in the past, there are laws and presi-
dential orders that clearly define how America conducts intelligence 
 activity and still protects constitutional underpinnings. Some of the 
key legal boundaries by which American intelligence agencies must 
adhere are  articulated in Executive Order 12333, “United States Intel-
ligence  Activities”; DOD Directive 5240.1 DOD, “Intelligence Activities”; 
the  National Security Act of 1947 (50 U.S.C. §401); and the Foreign Intel-
ligence  Surveillance Act (FISA) of 1978 (50 U.S.C. §§1801–11, 1821–29, 
1841– 46, and 1861–  62). 

 But what about the future as it relates to the law? Do we have the neces-
sary legal tools to disrupt human networks that pose a national security 
threat? Shortly after the September 11, 2001, attacks, I wrote a foretelling 
article entitled, “Combating Terrorism: With a Helmet or a Badge?” In 
it, I examined the underlying challenges of treating terrorism as a crime 
and thereafter the efficacy of America’s concept of judicial justice in the 
face of 9/11. 9  The article begins with a fictitious scenario wherein bin 
Laden, with a team of defense attorneys, surrenders  himself to American 
authorities and thereafter starts a cascade of legal challenges in court. 
Eight years after I wrote the article, the potential for that vexing scenario 
remains unfortunately very real. A former U.S. Attorney, speaking at the 
U.S. Naval War College, opined that America was today no closer to clari-
fying constitutional complexity dealing with detained terrorism suspects 
than on 9/11. For example, even after the Supreme Court rendered opin-
ions in Rasul v. Bush,10   Hamdi v. Rumsfeld,11  and   Hamdan v. Rumsfeld,12  they 
seemingly confused the matter even more in  Boumediene v. Bush . 13

 Craig H. Allen, Judson Falknor Professor of Law at the University 
of Washington and formerly the Charles H. Stockton Chair in Interna-
tional Law at the U.S. Naval War College, writes about the future legal 
challenges posed by enemy human networks. 

 The threats posed by armed groups plainly challenge our traditional paradigms 
for preventing and controlling large-scale violence. Conflicts with armed groups 
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such as Al Qaeda—whose members are not found on the battlefield, who “hide 
in plain sight” among civilians, and who flout the principles of distinction and 
humanity that are so central to the law of armed conflict — do not fit nicely into the 
“war” construct, and yet the magnitude of the risk posed by those groups does not 
fit within our traditional understanding of “crime.” In short, the threat is too lethal 
to be treated as a mere crime and too private to be called a war. 

 Perhaps it is time to reject the binary thinking that fuels the present destructive 
debate and acknowledge that the existing regimes do not, individually or collec-
tively, adequately address the present needs for an ordered approach to the myriad 
forms of contemporary large-scale violence by armed groups. Such a declaration 
is, perhaps, the indispensable first step in formulating a new and more flexible 
regime that will allow us to harness law as an ordering force in what has become 
an increasingly disordered world. 

 But many are reluctant to take seriously any reform proposals, whether at the 
international or national level. They argue that there is not sufficient international 
will or cohesion to develop and ratify a new international regime. Perhaps they 
also fear that an admission that the existing regime does not cover the present situ-
ation would be an invitation to an unprincipled nation or its executive to exploit 
the gap, while arguing that the law does not constrain it. On the national level, 
the fierce and debilitating partisan divide and the dizzying sine curve of public 
opinion cast serious doubt on the prospects for any reform, particularly one that 
would establish a basis for preventive detentions and provide for criminal trials 
with fewer protections than those afforded to ordinary criminal defendants. 

 In the final analysis, program analysts and policy makers must determine 
which approach best provides the optimal level of security, liberty, and protec-
tions for the accused. More than a half century ago Abraham Maslow reminded 
us that in the hierarchy of human needs none is more fundamental than secu-
rity. If security is defined as the freedom from violent acts, an effective security 
 regime must do more than merely respond to attacks; it must also prevent them 
when possible — particularly those that might include unleashing a weapon of 
mass destruction. 14

 NEUTRALIZING ARMED GROUPS 

 At some point in an individual’s life, he or she joins a group. This can be 
a weekly coffee get together with friends or colleagues, the boy scouts, a 
political party, or the military, or anything else that brings people together 
for a common purpose. Individuals seek interaction with others and want 
a shared identity. One way to achieve this is to join a group. Once a person 
is part of a group they acquire a shared group identity. This comes with 
constraints, obligations, responsibility, and commitments. While personal 
identity is still important, the member also adopts a group identity. Out-
ward evidence may be clothing, tattoos, distinct language, or even ways 
of walking. Even though groups are made up of individuals, certain group 
dynamics can and do affect the behavior of individuals. The group is a 
powerful shaping force. 

 According to some social psychologists, when individuals join groups, 
previous group identities are stripped away. Moreover, individuals who 
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join groups attain a level of anonymity. Personal accountability and 
 responsibility shifts from the individual to the group. Group members 
often behave in ways very different from when they were unaffiliated. 
Sometimes when individuals join secretive groups, they are pressured 
to sever certain outside connections. The main reason is to protect the 
group from unwanted scrutiny. When individuals are being assessed for 
recruitment, group indoctrination is important, and group propaganda is 
central to this indoctrination. The group central messages are constantly 
reinforced. Indoctrination is an ongoing process, and individuals are 
 expected to put the group above everything else. 

 The clandestine group, with its like-minded members, becomes the in-
dividual’s identity, and the group is now the new family for the recruit. 
There are indeed perceptions about what a prototypical member should 
be. Therefore, a recruit is expected to conform to and obey the norms 
of the group and participate in group behavior. These norms are usu-
ally articulated by those in central leadership positions, while pressure 
to conform comes from all levels and members. However, for some, their 
attraction to the group fades. Their level of commitment dissipates. They 
become marginalized and no longer feel a sense of camaraderie. These 
are the potential deviants we can exploit, and skillful human intelligence 
tells us who they are. 

 GROUP FISSURES 

 Groups are not perfect entities and they often suffer from fissures. The 
most significant fissure points that derail the functioning of groups are 
conflicts between members.  Research suggests that group dissention can 
lead to power struggles between members and that differences of  opinion 
can result in factional disputes. These power struggles cause factions to 
emerge. Power struggles can result in splits so severe that individuals 
leave one group and form another, often with competing agendas. Fur-
thermore, power struggles can destroy a group causing members to turn 
on one other and even eliminate rivals. But conflict between individu-
als is not necessarily always because of power. Members can have basic 
personality conflicts and may become marginal or even deviant affiliates 
that threaten group cohesion. At some point individuals seek to leave the 
group if this tension exists, or may be pressured to leave by other more 
prototypical members. Thus, any type of individual conflict in the group 
is an exploitation opportunity for an informational influence campaign 
because when tension occurs, the level of commitment of certain members 
may be shaken. Any type of unhappiness is exploitable, and where none 
exists, it can be created. 

 Groups that must maintain a high security posture go to great lengths 
to ensure internal security. Groups warn members that they are always 
the target of security forces and must be vigilant to protect against such 
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penetration. Groups tend to continually watch their members for poten-
tial betrayers. Armed groups tend to create their own counterintelligence 
wings not only to stop penetration from the outside, but to find betrayers 
within. This can and does create a potential for serious mistrust among 
members. We can seize and exploit mistrust that already exists, and we 
can also create distrust among members. 

 Research further suggests that there are often considerable policy and 
procedural fractures in groups. Unless the group is highly cohesive, there 
are often disagreements about the way things are done and the methods 
and goals of the group. These disagreements create rifts between members 
of groups. From there, cliques may form, and members will compete with 
each other. However, more dominant cliques or individuals may also have 
the power to expel others. On the other hand, individuals may leave the 
group, form another, and press forward with their agenda. Thus we can 
facilitate the fracture, exploit it, destabilize a group, and if new groups are 
formed, ultimately cause them to turn on each other. 

 Identifying marginal and deviant members is extremely important to 
any informational influence campaign. Groups have norms and members 
are expected to follow them. Marginal and deviant group members are 
problematic because they do not conform and therefore threaten the cohe-
siveness of the group. They also threaten the obedience of other members 
and promulgate irregular behavior. Additionally, marginal members and 
deviants often bring negative attention to the group. On occasion, group 
norms require participation in violence as a vetting process. Members 
may fail or refuse to take part. Marginal members and deviants who can-
not be rehabilitated are dealt with through conformity measures, expelled, 
or killed. 

 Once questions are raised, groups tend to want to find the answers. 
Suspicion is then cast on members of the group, which in turn heightens 
the sense of threat. Members tend to turn on each other. Turncoats are 
not taken lightly in armed groups. They violate norms and challenge the 
cohesion of the group. They are the betrayers. 

 Marginal members and deviants are the dream of an influence operator. 
For one, deviants are always on the fence. While the group may tolerate 
them, there will come a point when they push the limits too far. The rea-
sons for their behavior vary, but the bottom line is that they do not like to 
follow the rules. It is important to find out why and then use these devi-
ants to cause dissention in the group. Again, human intelligence informs 
us of the situation. 

 STRATEGIES FOR EXPLOITATION 

 One of the first jobs of an influence planner is to identify those weak 
links in the group. We can exploit these fissures in various ways. We can 
seize upon already deviant behavior and twist the circumstances to our 
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advantage. Or, we can encourage such behavior that can result in group 
dissension and individual defection from the group. Or, we can create 
the appearance of deviance, even when none exists. Imagination and 
 deviousness are all that are necessary to exploit fissures. 

 One of America’s most successful yet unheralded HUMINT intel-
ligence officers is Duane R. “Dewey” Clarridge, retired senior official 
of the Central Intelligence Agency (CIA). For 32 years, Clarridge was a 
legendary CIA operations officer deeply involved in many of the CIA’s 
most important covert actions in the cold war. 15  Clarridge ran some of 
the most clandestine yet indispensable campaigns of the 20th century to 
disrupt, influence, and, in some cases, totally destroy armed groups with 
aims inimical to the United States. Commonly referred to a covert action, 
Clarridge’s activities showcase the effectiveness and efficacy of disrup-
tion and influence campaign strategy. 16  Working against the deadly Abu 
Nidal Organization (ANO), Clarridge headed the CIA Counter Terrorism 
Center (CTC) in 1986. Based on the recruitment of an ANO member and 
good analysis, Clarridge’s shop developed superb intelligence about Abu 
Nidal himself. Writing in the first person, Clarridge shares a rare glimpse 
into the mind of a master of influence operations. 

 Abu Nidal had an extensive commercial network in Eastern Europe, Greece, 
Cyprus, Yugoslavia, and to a lesser extent, Western Europe. Under the umbrella 
of these “legitimate” businesses, the ANO could move and hide funds, acquire 
and transport weapons, and arrange meetings and liaisons. 

 I arrived at the conclusion that the best way to attack Abu Nidal was to pub-
licly expose his financial empire and his network of collaborators. Governments 
in  Europe squirmed, but they terminated their dealings with Abu Nidal. We 
 decided to make recruitment pitches to ANO personnel in various countries. 
Most of the approaches did not result in agent penetrations of the ANO . . . but 
our pursuit of Abu Nidal’s organization and personnel eventually paid off in a 
very different way. 

 Seeing his financial empire under attack and listening to reports of CIA efforts 
to recruit his cadres, Abu Nidal was aware that we were coming after him and his 
people. He, like many in his line of work, was paranoid. CIA fueled his hysteria 
over plots against him—feeding fear to a paranoid is something we know how to 
do. Not surprisingly, Abu Nidal panicked. Those who reported having been ap-
proached by us were not rewarded for their loyalty, because Abu Nidal never quite 
believed that anyone in his group had turned us down. Their loyalty was suspect 
thereafter, and punishment was torture and death. 

 By 1987, a fearful Abu Nidal had turned his terror campaign inward. The 
ANO was starting to drown in the blood of its disciples. A simple allegation 
was sufficient; usually there was no investigation. Accused followers were tor-
tured to confess, then executed on the basis of the confession. After the effective 
ANO apparatus in southern Lebanon fell under suspicion, over three hundred 
hard-core operatives were murdered on Abu Nidal’s order. On a single night in 
1987, approximately 170 were tied up and blindfolded, machine-gunned, and 
pushed into a trench prepared for the occasion. Distrust reached high into the 



226 Homeland Security and Intelligence

politburo ruling the ANO. Even his lieutenants began to believe he was insane. 
Abu Nidal’s paranoia, fed by our crusade against him, caused him to destroy his 
organization. 17

 Creating fissures with marginal members or deviants, involves fabri-
cating the aura of dissension, even when it does not necessarily exist. 
We are going to play upon the penchant of individuals to distrust the 
activities of others when security is paramount. The perception merely 
needs to be created that something is not quite right with the members 
of the group. 

 For example, suppose we want to create an atmosphere of suspicion 
around a member who has access to the group leadership but, for some 
reason, is not considered part of the inner circle. Our goal is to drive him 
into our camp by causing him such chaos within the group that he has 
no choice but to seek sanctuary with us. We start our influence operation 
with surveillance by which we establish his routine so we can predict his 
travel patterns. If he uses a car, we are in luck. Choosing a spot where 
there will be plenty of witnesses, we arrange for a police car to stop our 
subject in what appears to be a normal traffic stop for some sort of moving 
violation. It will be important that such a traffic stop create as much com-
motion as possible cleverly designed to draw the public’s attention to the 
activity. Disrupt the traffic flow. Use lights and siren. Use loud speakers. 
Next, our collaborating police officer is seen walking back and forth from 
the subject’s car to the police car. The officer is seen talking to the subject 
for an inordinate amount of time. The subject is asked to join the officer in 
the police car where they are seen talking even more. As they walk back 
to the subject’s car, our theatrical officer is seen laughing and patting the 
subject on the back after which the subject drives away (totally confused) 
but with the officer waving at him. 

 If the scenario is played out with the right audience, word of the event 
will quickly get back to the group and thereafter, the subject member we 
have targeted will be under great suspicion—totally unable to explain 
the police behavior. This will make him appear even more traitorous. If 
a similar contrived “friendly” association with law enforcement can be 
repeated, the target member will eventually realize he is being manipu-
lated by police, but it will be too late to convince his group peers. With 
the proper incentive and approach, there is a good likelihood he will 
become our asset in return for protection. The seeds of doubt will have 
been planted in the group it will cause them to look at other members as 
suspect, perhaps the member’s confidants, allies and so forth. 

 A final word about implementation strategies. Nothing can match the 
value of having a witting or unwitting person inside a secretive organiza-
tion. This provides an otherwise unattainable window into the  personality, 
emotional make-up, and innermost secrets of those who are being tar-
geted for influence operations. Human intelligence is unmatched in its 
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ability to uncover this often private, subtle, and privileged information 
about  leaders and groups that we want to disrupt. 

 Operational tactics to break armed groups often, at some point, de-
mand direct contact with a group member who our analysis suggests is 
most vulnerable to recruitment or can be manipulated to our advantage. 
Finding and vetting likely candidates is an ongoing process for human 
intelligence officers. The more recruited sources one has, the greater 
success at having the right source at the right time. In summary, strate-
gies to exploit individual and group fissures in order to disrupt armed 
groups most often leverage the skills and operational tactics of human 
 intelligence practitioners. 

 CONCLUSION 

 The future is full of uncertainty and the implications are grave for the 
stability of security of nations who cherish freedom and the rule of law. 
Globalization and interconnectedness will fuel discontent in some regions, 
while dissuading disputes in others. Armed groups are merely one vestige 
of mankind’s struggle in an increasingly smaller world. Prevention of hos-
tilities and rapid resolution thereof demands new solutions. This chapter 
suggests human intelligence can inform us about armed group leaders 
and become an enabler to disrupt groups, thereafter neutralizing the dan-
ger from criminal and terrorist networks where, in all likelihood, the most 
serious threats will emerge. This is not new, but it foreshadows the nature 
of future substate conflict. George Will, the Pulitzer Prize–winning au-
thor and political scientist, said, “The future has a way of arriving un-
announced.” The purpose of this chapter is to prepare ourselves for when 
we discover, unexpectedly, that the future is here. 18

 NOTES 

 The views expressed in this chapter are the author’s and do not represent those 
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Epilogue

 Since the terrorist attacks of 9/11, there have been significant changes 
within the intelligence community (IC), and significant challenges  remain. 
On December 25, 2009, there was a failed attack on a flight from Europe 
to the United States. But for the incompetence of the terrorist and the 
initiative of the passengers and crew on that flight, there may have been 
devastating results. As several of the writers have shown, some of the 
same problems still exist within a system that should have prevented this 
terrorist from even boarding a plane. All the “dots” were not properly 
connected. With a forecast of things to come within the IC, on January 7, 
2010, the Director of National Intelligence sent the following message to 
the employees of the IC. 

Colleagues

 The President has completed his preliminary review and briefed the  nation 
 regarding the Abdulmutallab attempted terrorist attack on December 25. 
He has directed me to lead the Intelligence Community’s work in improv-
ing our procedures and systems to detect and prevent a similar attempt from 
succeeding. 

 That Mr. Abdulmutallab boarded Northwest Flight 153 for Detroit was a  failure 
of the counterterrorism system. We had strategic intelligence that al Qa’ida in the 
Arab Peninsula (AQAP) had the intention of taking action against the United 
States. We did not direct more resources against AQAP, nor insist that the watch-
listing criteria be adjusted. The Intelligence Community analysts who were 
 working hard on immediate threats to Americans in Yemen did not understand 



230 Epilogue

the fragments of intelligence on what turned out later to be Mr. Abdulmutallab, 
so they did not push him onto the “no fly” list. 

 We will take a fresh and penetrating look at strengthening both human and 
technical performance and do what we have to do in all areas. I have specifically 
been tasked to oversee and manage work in four areas: 

 •  Assigning clear lines of responsibility for investigating all leads on high-
priority threats, so they are pursued more aggressively; 

 •  Distributing intelligence reports more quickly and widely, especially those 
suggesting specific threats against the U.S.; 

 •  Applying more rigorous standards to analytical tradecraft to improve intel-
ligence integration and action; and 

 •  Enhancing the criteria for adding individuals to the terrorist watchlist and 
“no fly” watchlist. 

 While the December 25 attempt exposed improvement needs and flaws in 
 coordination, it did not expose weakness in the concepts of intelligence reform or 
suggest that its progress should be redirected. The Intelligence Reform and Terror-
ism Prevention Act (IRTPA) and the progress of the past five years will continue to 
guide our future improvements. 

 As the White House review stated, “the work by America’s counterterrorism 
(CT ) community has had many successes since 9/11 that should be applauded . . . 
On a great number of occasions since 9/11, many of which the American people 
will never know about, the tremendous, hardworking corps of analysts across the 
CT community did just that, working day and night to track terrorist threats and 
run down possible leads in order to keep their fellow American safe.” I strongly 
agree. The review also recognizes the barriers to information sharing that existed 
just five years ago, which we have worked so hard to dismantle, have indeed been 
broken down. 

 The job of collecting, analyzing, and integrating information on a global scale 
is difficult, and this community performs that work at high levels every day. We 
will sustain our dedication and professionalism to the tasks we now face. We will 
leverage this challenge to emerge even stronger and more able to provide the 
 support to national security that President Obama hailed as critical to our future. 

 We will meet this challenge. I am confident that together we will deliver to the 
President the improvements he has called for. 

 Dennis C. Blair 

Source:  U.S. Director of National Intelligence, www.dni.gov. 

www.dni.gov
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