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Change Log

Change Log

This table includes updates to the FortiGate Security 6.0 Lab Guide dated 5/13/2018 to the updated document
version dated 8/9/2018.

Change

Fixed FIT in the network topology diagram Network Topology on page 10

Removed steps 1-13 after the lab prerequisites Configure Central SNAT on page 65

Various formatting fixes Entire guide

This table includes updates to the FortiGate Security 6.0 Lab Guide dated 8/9/2018 to this updated document
version dated 11/7/2018.

Change

Updated the entire Virtual Lab Basics section "Virtual Lab Basics" on page 10
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Virtual Lab Basics

In this course, you will use a virtual lab for hands-on exercises. This section explains how to connect to the lab
and its virtual machines. It also shows the topology of the virtual machines in the lab.

‘\ ' f' If your trainer asks you to use a different lab, such as devices physically located in your
classroom, then ignore this section. This section applies only to the virtual lab
accessed through the Internet. If you do not know which lab to use, please ask your

- trainer.
Network Topology
10.0.1.20
Local-FortiGate eth0 Remote-FortiGate
: Port2 eth2 | = /eth3 Port4
Local-Windows Port3 10.200.2.1  10.200.2.254/[&=110.200.3.254 10.200.3.1
10.0.1.25¢ € 22 \ G
10.0.1.10 o Pportt eth1 | |V ethd Ports
10.200.1.1 10.200,1.254—— 10.200.4.254 10.200.4.1
Linux 2.234
.2.10
Port1 Port1
10.0.1.210 10.0.1.241
FortiAnalyzer ':\S:""}/e FortiManager Remote-Windows
Port3 Port2
10.200.1.210 10.200.1.241

Lab Environment

10

Fortinet's virtual lab for hands-on exercises is hosted on remote data centers that allow each student to have their
own training lab environment or point of deliveries (PoD).

PoD PoD PoD PoD
e | o | o

Remote lab data centers

FortiGate Security 6.0 Lab Guide
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Virtual Lab Basics Remote Access Test

Remote Access Test

Before starting any course, check if your computer can connect to the remote data center successfully. The
remote access test fully verifies if your network connection and your web browser can support a reliable

connection to the virtual lab.
You do not have to be logged in to the lab portal in order to run the remote access test.

To run the remote access test

1. From a browser, access the following URL:
https://use.cloudshare.com/test.mvc

If your computer connects successfully to the virtual lab, you will see the message All tests passed!:

Remote Access Tests

Dita Camier
US East (Miami)

o Canvas suppart

" WebSocket connection

Speed Test

To taat pacet loza 20en 5 terminal snd run:
+

Chreme Tiratne Sioporn

2. Inside the Speed Test box, click Run.
The speed test begins. Once complete, you will get an estimate for your bandwidth and latency. If those
estimations are not within the recommended values, you will get any error message:

FortiGate Security 6.0 Lab Guide
Fortinet Technologies Inc.
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Logging In

Remote Access Tests

Lhaaly Daciber

JE East (Mlamly

All tests passed!

{Speed test run successiuly)

° Canves support
G ‘WehSocket connection

) Speed Test
Harchandlin ¢ 365 2Kl {14 04%)
Latercy: Toms (25 61%)

T et s I ez beenival and e

ChIun Bz Suppul

Logging In

Virtual Lab Basics

After you run the remote access test to confirm that your system can run the labs successfully, you can proceed to

login.

You will receive an email from your trainer with an invitation to auto-enroll in the class. The email will contain a

link and a passphrase.

To log in to the remote lab

Click the login link provided by your instructor over email.
2. Enter your email address and the class passphrase provided by your trainer over email, and then click Login.

CloudShare Training Portal

Class Environments

pownan sy PR |

Access your class environment

your environment.

Login

Enter the credentials supplied by your instructor to start working with

* indicates required field

Ernaii: *

Class Passphrase: =

. Login °/

3. Enteryourfirst and last name.
4. Click Register and Login.

12
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Virtual Lab Basics Logging In

Your system dashboard appears, listing the virtual machines (VMs) in your lab topology.

5. Toopena VM from the dashboard, do one of the following:
« From the top navigation bar, click a VM's tab.

(5‘ cloudshare : Forizate-Faranalyzer-Farlvianager £.0 i List ar 8- &- -FEERTINET
Remnote-Windows ISPV FotAnalyzar FortiManager Local-FortiGate [ Remote-Fort Gaze =18 b
=29 Virtual Machines
BT i | B
UZETHE  Dascription: - -
B F S HAM, 2L GE LISK 1 LPJs)
Operating System: Linux
State: =
= i ; i FortiAnalyzer Flvewumt | [=]w
(=) Eni i rent At ’ u 1 3 b =1
Description:
FAZ 60,1 FartiGaseFarisrayze-Far\_FAZ[2 GE PAM, 82 GE DISK, 2 CPUS)
Operating System: Linux
Stata: Rurning
« From the box of the VM you want to open, click View VM.
{}\ cloudshore ; roritateFarusnalyzer-karmvanagzr £.U v Lt L- O G- -FEEERTINET
-~ Loca-Wndows - Remote-Windows A 1S -~ TotAnalyzzr = FortiManager Local-TortiCate L= Rernote-Tort Caze - [T ;
<29 Virtual Machines
: Oparating System: e
Stare; Rumning
¢ 73 Hy Show Daals ¥
= £ | FortiAnalyzer Plvewum | Elw
=) Erwiiunerent Actives J A ‘ — =
Description:
FAZ 0.1 ForiGeseDrmiAralyze-T2rM_FAZ(2 GO RAM, 02GD DISK, 2 CPUS)
Operating System: Linux
State: Rureiig
vig
- >
Follow the same procedure to access any of your VMs.
—
==

When you open a VM, your browser uses HTML5 to connect to it. Depending on the VM you select, the web
browser provides access to either the GUI of a Windows or Linux VM, or the CLI-based console access of a
Fortinet VM.

FortiGate Security 6.0 Lab Guide 13
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Disconnections and Timeouts Virtual Lab Basics

HEAABESE B

TR e ey T

For most lab exercises, you will connect to a jumpbox VM, that could be either a Windows or a Linux VM.
From the jumpbox VM, you will connect over HTTPS and SSH to all other Fortinet VMs in the lab
environment.

Disconnections and Timeouts

If your computer’s connection to the VM times out or closes, to regain access, return to the window or tab that
contains the list of VMs for your session, and reopen the VM.

If that fails, see Troubleshooting Tips on page 16.

Screen Resolution

The GUIs of some Fortinet devices require a minimum screen size.

To configure screen resolution in the HTML5 client, use the Resolution drop-down list on the left. You can also
change the color depth:

14 FortiGate Security 6.0 Lab Guide
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Virtual Lab Basics Sending Special Keys

(:)O- cloudshare » FortiGate-FortiAnalyzer-FortiManager 6.0) Local-Windows

= WM List CJ Local-Windows

= Training

{4 -
,'% | Remote Access Control

B con

Connection and Display

@

Color depth

16 Bit

Sound

Disabled

Sending Special Keys

You can use the Virtual Keyboard panel to either send the Ctrl-Alt-Del combination, or the Windows key:

d}‘ cloudshare : FortiGate-Fortianalyzer-FortiManager 6.0 Local-Windows

= WM List L Local-Windows

/=y Class ends in:

b

1 \
','!=i' Remote Access Controls

B con

Connection and Display
= B &

From the Virtual Keyboard panel, you can also copy text to the guest VM's clipboard:

FortiGate Security 6.0 Lab Guide 15
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Student Tools Virtual Lab Basics

Student Tools

There are three icons on the left for messaging the instructor, chatting with the class, and requesting assistance:

CP! cloudshare » Forticate-Fortitnalyzer-FortiManager 6.0 Local-Windows

| Remore-Windows

o Remaining runtime:
13 days and 22 hours

L]
‘,'!=|° Remote Access Controls -

Troubleshooting Tips

« Do not connect to the virtual lab environment through Wi-Fi, 3G, VPN tunnels, or other low-bandwidth or high-
latency connections.

« Prepare your computer's settings by disabling screen savers and changing the power saving scheme so that your
computer is always on, and does not go to sleep or hibernate.

o Forbest performance, use a stable broadband connection, such as a LAN.

16 FortiGate Security 6.0 Lab Guide
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Virtual Lab Basics Troubleshooting Tips

« You can run a remote access test from within your lab dashboard. It will measure your bandwidth, latency and
general performance:

L Connectivity Test

Tes: your computer's connectian to C ‘= rarm zatmway. Thess teszz can help you
sroutleshast issuss cannecting to VM hosted on CloucShare,

&) Wehsackets Tesr

2] Spesd fest
Dandvsidth: 6,696.556Kbps (13.028%)
Lztzncy: 82ms (28.293%)
Taken oI 9F2T7/18 5:38 PM

&
PErOrmAance
Usee frighs resulution, vptimiced Tur gugity.

Thisis the recommended setting
deter mined by Lhie speed esl.

cance

« If the connection to any VM or the virtual lab portal closes unexpectedly, try to reconnect. If you can't reconnect,
notify the instructor.

« If you can't connect to a VM, on the dashboard, open the VM action menu, and select Reset:

FIT [B] viewvm
Mashne.

aching Description:

FIT[1 GB R&M, 20 GE DISK, 1 CPUs) "
Operating System: Linus:

State: Running

Show Details w »'-‘__j Revert

:’ Fort |-I-\r?a|)rzer E View VM H -
achine Description:

FAZ 6.0.1 FortiGateFortiAnalyzerFortilM_FaZ(2 GB RAM, 82 GE DISK, 2 CPU=)

Operating System: Linus:

State: Running

Show Detailz w

i Fortl_M.anager [B] viewvm | [=]=
achine Description:

FMG 6.0.1 FertiGateFortiAnalyzerFortiM_FMG{2 GB RAM, 82 GE DIS¥, 1 CPUs)

Operating System: Linus

State: Running

Show Details

« If that does not solve the access problem, you can try to revert the VM back to its initial state. Open the VM action
menu, and select Revert:

g
~ -
9 Reverting to the VM's initial state will undo all of your work. Try other solutions first.
-
FortiGate Security 6.0 Lab Guide 17
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Troubleshooting Tips Virtual Lab Basics

AT (5] viewvm =|w
Description:
FIT(1 GE RAM, 20 GE DISK, 1 CPUs)

Ty -
Operating System: Linusx (") Resex
State: Running

Show Details w £7) Revert

FortiAnalyzer ) viewvia | [=] v
Description:
FAZ £.0.1 FortiGateFortiAnalyzerFortM_FAZ(2 GB RAM, 82 GB DISK, 2 CPLUE)

Operating System: Linus
State: Running

Show Detsilzs »

FortiManager (] viewwm | 5]
Description:
FMMG 6.0.1 FortiGsteFortiAnalyzerFortiM_FMG(2 GE RAM, 82 GB DISE, 1 CPUs)

Operating System: Linusx
State: Running

Show Detzilz -

« During the labs, if the VM is waiting for a response from the authentication server, a license message similar to the
following example appears:

License has already been uploaded, please wait for authentication with registration servers

License File: Browse..

| oK | | Cancel |

To expedite the response, enter the following command in the CLI:

execute update-now

18 FortiGate Security 6.0 Lab Guide
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Lab 1: Introduction to FortiGate

In this lab, you will learn about the FortiGate administration through the CLI and GUI. You will also back up and
restore a configuration file, as well as create a new administrator account and modify administrator access
permissions.

Objectives

o Access the FortiGate CLI.

« Back up and restore configuration files.

o Locate the FortiGate model and FortiOS firmware build in a configuration file.
« Create a new administrator user.

o Restrict administrator access.

Time to Complete

Estimated: 25 minutes

FortiGate Security 6.0 Lab Guide
Fortinet Technologies Inc.
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Exercise 1: Working With the Command Line Interface

In this exercise, you will access a FortiGate device using the command line interface (CLI).

Explore the CLI

The next steps will help you get familiar with the FortiGate CLI.

To explore the CLI

In the VM List, from the box of the Local-FortiGate, click View VM to open the FortiGate console.
At the login prompt, enter admin.
In the Password field, type password, and then press enter.

o nh =

Enter the following command:
get system status

This command displays basic status information about FortiGate. The output includes FortiGate's serial
number, operation mode, and so on. When the More prompt appears on the CLI, do one of the following:

To continue scrolling Space bar
To scroll one line at a time Enter
To exit Q

5. Enterthe following command:

get ?

g
- >
9 The ? character is not displayed on the screen.

This command shows all of the options that the CLI will accept afterthe # get command. Depending on the
command, you may need to enter additional words to completely specify a configuration option.

6. Press the up arrow key twice.
This displays the previous get system status command.

7. Try some of the control key sequences shown in the following table:

20 FortiGate Security 6.0 Lab Guide
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Exercise 1: Working With the Command Line Interface Explore the CLI

Action Command

Previous command Up Arrow
Next command Down Arrow
Beginning of line CTRL+A
End of line CTRL+E
Back one word CTRL+B
Forward one word CTRL+F
Delete current character CTRL+D
Clear screen CTRL+L
Abort command and exit CTRL+C
Auto repeat history CTRL+P

8. Enterthe following command:
execute ?

This command lists all options that the CLI will accept after the execute command.

9. Type exe, and then press the Tab key.
Notice that the CLI completes the current word.

10. Press the space bar and then press the Tab key three times.

Each time you press the Tab key, the CLI replaces the second word with the next possible option for the
execute command, in alphabetical order.

You can abbreviate most commands. In presentations and labs, many of the
commands that you see will be in abbreviated form. For example, instead of typing

als execute, you can type exe.

b ] -
Use this technique to reduce the number of keystrokes that are required to enter a
command. Often, experts can configure FortiGate faster using the CLI than the GUI.

If there are other commands that start with the same characters, your abbreviation
must be long enough to be specific, so that FortiGate can distinguish them.
Otherwise, the CLI displays an error message about ambiguous commands.

11. On afresh line, enter the following command to view the port3 interface configuration (hint: try using the shortcuts
you just learned about):

show system interface port3
12. Enter the following command:

show full-configuration system interface port3

FortiGate Security 6.0 Lab Guide 21
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Explore the CLI Exercise 1: Working With the Command Line Interface

Stop and think!
Compare both outputs. How are they different?

The show full-configuration command displays all the configuration settings for the interface.
The show command displays only those values that are different from the default values.

22 FortiGate Security 6.0 Lab Guide
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Exercise 2: Configuration Backups

In this exercise, you will learn how to generate and restore clear-text and encrypted configuration backups. The
configuration files produced by backups, allow you to restore to an earlier FortiGate configuration.

Restore Configuration From a Backup

Now, you will restore a configuration from a backup.

To restore a configuration from a backup

1. Inthe VM List, from the box of the Local-Windows, click View VM.
2. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10. 0.1 .254 with the user
name admin and password password.

You can also access the Local-FortiGate GUI from the Firefox browser bookmarks
bar.

.

J,l"/-l'\.lew Tab > 'l,\_+

ISEGn:h or enter oddress

|E:E Laocal-FortiGate |28 Rernote-FortiGate 28 FortiManager 528 Fortifnalyzer

A\
b - All the lab exercises were tested running Mozilla Firefox on the Local-Windows and
9 Remote-Windows VMs. To get consistent results, you should use Firefox to access
- both the Internet and the FortiGate GUIs in this virtual environment.
FortiGate Security 6.0 Lab Guide 23
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Restore Configuration From a Backup Exercise 2: Configuration Backups

24

In the upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whigd
B 0.0 buildd07E

£ System C
[Y Backup [ Configuration  »
| *y Restore '

& Change Passwaord

i= Fevisions

(= Logout

Click Upload to select the backup configuration file from your local PC.

Restore System Configuration

Restorefrom QEliyel [JSE Disk

File © Upload

Password @&

o

Click Desktop > Resources > FortiGate-Security > Introduction > 1ocal-initial.conf, and then click
Open.

Click OK.

Click OK to reboot.

After your browser uploads the configuration, FortiGate reboots automatically. This takes approximately 30
to 45 seconds.

When the Local-FortiGate GUI login page reappears after reboot, log in with the user name admin and password
password.

Click Network > Interfaces and verify that the network interface settings were restored.

+ Create New= ¢ Edit  fi Delete =R By Fole  Alphabetically

Status MName Members IPMetmask Type Access Ref.

port1 10.200.1.1 255 .265.2550 M Physical Interface PING HTTPS SSH HTTRP FMG-ACcess 2
port2 10.200.2.1 265268 26560 [ Physical Interface PING HTTPS S5H HTTP 0
port3 10.0.1.254 256 2652550 M Physical Interface FING HTTPS SSH HTTR Telnet 2
portd no0o00o0ooon M Phrysical Interface 0
portd 0oooooooD ™ Physical Interface 0

10. Click Network > Static Routes and verify that the default route was restored.
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Exercise 2: Configuration Backups Back Up and Encrypt a Configuration File

+ Create Mew | #* Edit I Clone @ Delete

Destination Gateway Interface

0.0.0.0/0 10.200.1.254 [ port1

Back Up and Encrypt a Configuration File

Always back up the configuration file before making changes to FortiGate (even if the change seems minor or
unimportant). There is no undo. You should carefully consider the pros and cons of an encrypted backup before
you begin encrypting backups. While your configuration, including things like private keys, remains private, an
encrypted file hampers troubleshooting because Fortinet support cannot read the file. Consider saving backups in
plain-text and storing them in a secure place instead.

Now, you will create an encrypted file with the backup of the FortiGate's current configuration.

To save an encrypted configuration backup

1. Continuing on the Local-FortiGate GUI, in the upper-right corner, click admin, and then click Configuration >
Backup.
On the Backup System Configuration page, enable Encryption.

3. Inthe Password field, enter fortinet and repeat in the Confirm password field.

Backup System Configuration

Backup to Local PC [RSEI=RNIEE

Encryption | &
Password

Confirm password

4. Click OK.
5. Select Save File and click OK.

The Firefox browser saves the encrypted configuration file in the Downloads folder, by default.

You can access downloaded files by clicking the blue down arrow in the top right of
the browser.

- | O

rel[d|n @ 2 =
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Restore an Encrypted Configuration Backup Exercise 2: Configuration Backups

Restore an Encrypted Configuration Backup

Restoring from backup allows you to return to a previous configuration. As a word of caution, if you cannot recall

the password required to decrypt the backup, you will not be able to restore to this backup! Ensure that you record
the password and store it in a secure place.

Now, you will restore the configuration backup that you created in the previous procedure.

( )

Take the Expert Challenge!
Restore the configuration from the encrypted backup.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Compare the Headers of Two Configuration Files on page 26.

\_ J

To restore an encrypted configuration backup

1. Continuing on the Local-FortiGate GUI, in the upper-right corner, click admin, and then click Configuration >
Restore.

On the Restore System Configuration page, click Upload.

Browse to your Downloads folder and select the configuration file that you created in the previous procedure.
In the Password field, type fortinet, and then click OK.

Click OK to confirm that you want to restore the configuration.

FortiGate reboots.

o N

Compare the Headers of Two Configuration Files

26

When troubleshooting issues, or when having to restore FortiGate to an earlier OS version or build, it is useful to
know where to find this information in a configuration file. This exercise will show you where to find the version
and build number in a configuration file.

Now, you will open and compare two configuration files using Notepad++.

To compare the headers of two configuration files

1. On Local-Windows, in the Windows task bar, click the Notepad++ icon.

2. Click File > Open and browse to the Downloads folder to open the encrypted configuration file.
3. Click File > Open and browse to the initial configuration file:

Desktop\Resources\FortiGate-Security\Introduction\local-initial.conf

The configuration file opens in a second tab in Notepad++.
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Exercise 2: Configuration Backups Compare the Headers of Two Configuration Files

4. Compare the headers in the two files.

vy
b ] -
In both the clear-text and encrypted configuration files, the top line acts as a header,
listing the firmware and model that this configuration belongs to.

5. Close the two tabs in Notepad++ and close the application.
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Exercise 3: Configuring Administrator Accounts

FortiGate offers many options for configuring administrator privileges. For example, you can specify the IP
addresses that administrators are allowed to connect from.

In this exercise, you will work with administrator profiles and administrator user accounts. An administrator profile
is a role that is assigned to an administrator user that defines what the user is permitted to do on the FortiGate
GUIl and CLI.

Configure a User Administrator Profile

Now, you will create a new user administrator profile that has read-only access for most of the configuration
settings.

To configure a user administrator profile

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

Click System > Admin Profiles.
Click Create New.
In the Name field, type Security_Admin_Profile.

In the permissions table, set Security Profile to Read-Write, but set all other permissions to Read.
Click OK to save the changes.

o gk wbd

Create an Administrator Account

28

Now, you will create a new administrator account. You will assign the account to the administrator profile you
created previously. The administrator will have read-only access to most of the configuration settings.

To create an administrator account

1. Continuing on the Local-FortiGate GUI, click System > Administrators.
2. Click Create New and then click Administrator to add a new administrator account.
3. Onthe New Administrator page, configure the following settings:

Field Value

User Name Security
Type Local User
Password fortinet
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Exercise 3: Configuring Administrator Accounts Test the New Administrator Account

Field Value
Confirm Password fortinet

Administrator Profile Security_Admin_Profile

sy

b ] -
Administrator names and passwords are case sensitive. You can't include characters
such as <> ()#"in an administrator account name.
=
Raind

3. Click OK to save the changes.

Test the New Administrator Account

In this procedure, you will confirm that the new administrator account has read-write access to only the security
profiles configuration.

To test the new administrator account

1. Continuing on the Local-FortiGate GUI, click admin and then Logout to log out of the admin account's GUI
session.

A O admin~
FortiGate WhB4
vB.0.0 build0076

L System 3
[ Configuration  »

& Change Password
(= Logout

Log back in to the Local-FortiGate GUI with the user name Security and password fortinet.
3. Explore the permissions that you have in the GUI.

You should see that this account can configure only security profiles.

4. Log out of the GUI once done.
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Restrict Administrator Access Exercise 3: Configuring Administrator Accounts

Restrict Administrator Access

Now, you will restrict access for FortiGate administrators. Only administrators connecting from a trusted subnet
will be allowed access. This is useful if you need to restrict the access points from which administrators connect to
FortiGate.

To restrict administrator access

a0 Dd =

Log back in to the Local-FortiGate GUI with the user name admin and password password.
Click System > Administrators.

Edit the admin account.

Enable Restrict login to trusted hosts, and set Trusted Host 1 to the address 10.0.2.0/24.
Click OK to save the changes.

Test the Restricted Access

30

Now, you will verify that administrators outside the subnet 10.0.2.0/24 can't access FortiGate.

To test the restricted access

1.
2,

Continuing on Local-Windows, log out of the Local-FortiGate GUI session as the admin user.
Trytolog in to the admin account again with password password.
What is the result this time?

Stop and think!

Why do you receive an authentication failure message?

Because you are trying to connect from the 10. 0.1 .10 address, you shouldn't be able to connect. This is
because you restricted logins to only the source IP addresses in the list of trusted hosts.

In the VM List, from the box of the Local-FortiGate, click View VM to open the FortiGate console.
Login as admin with password password.

Enter the following CLI commandstoadd 10.0.1.0/24 as the second trusted IP subnet (Trusted Host 2) to
the admin account:

config system admin
edit admin
set trusthost2 10.0.1.0/24
end

Return to the Local-Windows VM.

Open a browser and try to log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user name admin and
password password.

You should be able to log in.
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Lab 2: Firewall Policies

In this lab, you will configure firewall policies on Local-FortiGate and perform various tests on the Local-Windows
VM, to confirm that traffic is matching the desired firewall policies based on the configuration.

Objectives

« Configure firewall objects and firewall policies.

« Configure source and destination matching in firewall policies.
« Apply service and schedule objects to a firewall policy.

« Configure firewall policy logging options.

o Reorder firewall policies.

« Read and understand logs.

« Use policy lookup to find a matching policy.

Time to Complete

Estimated: 55 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to the Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

O

FortiGate WG4
vB.0.0 huildd076

chine

1 License
L System 3

[ Backup [ Configuration  »

@ Change Fassword

i= Fevisions
e

(= Logout

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Firewall-Policies > 1ocal-firewall-policy.conf,
and then click Open.

5. Click OK.
6. Click OK to reboot.
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Exercise 1: Creating Firewall Address Objects and Firewall

Policies

In this exercise, you will configure firewall address objects. You will also configure an IPv4 firewall policy to which
you will apply firewall address objects along with schedule, services, and log options. Then, you will test the
firewall policy by passing traffic through it and checking the logs for your traffic.

At its core, FortiGate is a firewall, so almost everything that it does to your traffic is related to your firewall
policies.

Create Firewall Address Objects

By default, FortiGate has many preconfigured, well-known address objects in the factory default configuration.
However, if those objects don’t meet the needs of your organization, you can configure more.

To create a firewall address object

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.

2. Click Policy & Objects > Addresses.

3. Click Create New > Address.

4. Configure the following settings:

Field Value

Name LOCAL_SUBNET
Type Subnet
Subnet / IP Range 10.0.1.0/24
Interface any

5. Click OK.

Create a Firewall Policy

First, you will disable the existing firewall policy. Then, you will create a more specific firewall policy using the
firewall address object that you created in the previous procedure. You will also select specific services and
configure log settings.
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Exercise 1: Creating Firewall Address Objects and Firewall Policies Create a Firewall Policy

To disable an existing firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Right-click the Full_Access firewall policy from the ID column.
3. Select Policy Status, and then click Disable.

To create a firewall policy

1. Continuing in the Policy & Objects > IPv4 Policy section, click Create New to add a new firewall policy.

2. Configure the following settings:

Value

Name

Incoming Interface
Outgoing Interface
Source
Destination
Schedule

Service

Action
NAT
Log Allowed Traffic

Generate Logs when Session
Starts

Enable this policy

Internet_Access
port3

port1
LOCAL_SUBNET
all

always

HTTP, HTTPS, DNS, ALL_ICMP, SSH

Tip: On right side of the screen, type the name in the search box, and
then click on services to add.

ACCEPT
<enable>
<enable> and select All Sessions

<enable>

<enable>

3. Leave all other settings at their default values and click OK to save the changes.

A\
~ - When creating firewall policies, remember that FortiGate is a stateful firewall. As a
result, you need to create only one firewall policy that matches the direction of the
- traffic that initiates the session.
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Test the Firewall Policy and View Generated Logs  Exercise 1: Creating Firewall Address Objects and Firewall Policies

Test the Firewall Policy and View Generated Logs

Now that you have configured the firewall policy, you will test it by passing traffic through it and viewing the
generated logs.

To test and view logs for a firewall policy

1. On the Local-Windows VM, open several web browser tabs and connect to several external web sites such as:
e Www.google.com
o kb.fortinet.com
« docs.fortinet.com
e« www.bbc.com
2. Return to your browser tab with the Local-FortiGate GUI, and click Policy & Objects > IPv4 Policy.
3. Right-click the ID column of the Internet_Access policy.
4. Click Show Matching Logs.

] Marme

=] ™ porta — M port! @

1 Fortinet =

2 Full_Access =

4 Internet_Access B
Fuolicy Status 3

Folicy

& Copy

I FPaste »
& Insert Empty FPolicy  » I
" Clone Heverse

A Fename Paolicy

K& Show Matching Logs

5. Identify the log entries for your Internet browsing traffic.
With the current settings, you should have many log messages that have Accept: session startin the
Result column. These are the session start logs.

When sessions close, you will have a separate log entry for the amount of data sent and received.
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Exercise 1: Creating Firewall Address Objects and Firewall Policies

‘-‘ - ’-' Enabling Generate Logs when Session Starts in the firewall policy will generate
9 twice the amount of log messages. You should use this option only when this level of
1 detail is absolutely necessary.
When you click Show Matching Logs in the firewall policy, it adds the Policy UUID
9 filter in forward traffic logs.

6. Inthe Forward Traffic logs, click X to remove the Policy UUID filter.

Test the Firewall Policy and View Generated Logs

L

# | @ DateTime

7 X | % Policy UUID: d634e316 - 16f2 - 51e6 - bffc - b4b9e17a0ff9 € Add Filter

Source Destination

When you remove the Policy UUID filter, the logs show unfiltered. You will use the logs in upcoming labs.

7. Close all other browser tabs except the Local-FortiGate GUI.
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Exercise 2: Reordering Firewall Policies and Firewall
Policy Actions

In the applicable interface pair’s section, FortiGate will look for a matching policy, beginning at the top. Usually,
you should put more specific policies at the top; otherwise, more general policies will match the traffic first, and
your more granular policies will never be applied.

In this exercise, you will create a new firewall policy with more specific settings such as source, destination,
service, and action set to DENY. Then, you will move this firewall policy above the existing firewall policies and
observe the behavior of firewall policy reordering.

Create a Firewall Policy

You will create a new firewall policy to match a specific source, destination, service, and action set to DENY.

A\
. -
The firewall address LINUX_ETH1 with IP/Netmask 10.200.1.254/32 is preconfigured
for you, and you will use this address when you create the firewall policy.

4 )
Take the Expert Challenge!

Configure a firewall policy on Local-FortiGate GUI using the following settings:

« Name the firewall policy Block_Ping.
« Incoming interface: port3, Outgoing interface: port1

« Block all ping traffic from the 10.0.1.0/24 subnet destined for the 10.200.1.254 address. Use the
preconfigured address objects LOCAL_SUBNET and LINUX_ETH1.

« Enable log violation traffic.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you have performed these steps, see Test the Reordering of a Firewall Policy on page 37.

. J

To create a firewall policy

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Policy & Objects > IPv4 Policy, and then click Create New.
3. Configure the following settings:
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Exercise 2: Reordering Firewall Policies and Firewall Policy Actions Test the Reordering of a Firewall Policy

Field Value

Name Block_Ping
Incoming Interface port3

Outgoing Interface port1

Source LOCAL_SUBNET
Destination LINUX_ETH1
Schedule always

Service PING

Tip: Type the name in the search box on right hand side and click on
services to add.

Action DENY
Log Violation Traffic <enable>
Enable this policy <enable>

4. Click OK to save the changes.

Test the Reordering of a Firewall Policy

Now that your configuration is ready, you will test it by moving the Block_Ping firewall policy above the
Internet_Access firewall policy. The objective is to confirm that after reordering the firewall policy,

« trafficis matched to a more specific firewall policy

« the policy ID remains same

To confirm traffic matches a more granular firewall policy after reordering the firewall policy
1. Continuing on the Local-Windows VM, open a command prompt.

2. Ping the destination address (LINUX_ETH1) that you configured in the Block_Ping firewall policy.

ping -t 10.200.1.254

Stop and think!
Why are you still able to ping the destination address, even though you just configured a policy to block it?

The ping should still work because it matches the ACCEPT policy and not the DENY policy that you created.
The Block_Ping policy was never checked, because the traffic matched the policy at the top (Internet_
Access). This demonstrates the behavior that FortiGate will look for a matching policy, beginning at the
top.
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Test the Reordering of a Firewall Policy Exercise 2: Reordering Firewall Policies and Firewall Policy Actions

3. Leave the command prompt window open and running.

4. Return to your browser where you are logging in to the Local-FortiGate GUI.

5. InPolicy & Objects > IPv4 Policy, note the current ID values for both the Internet_Access and Block_Ping
firewall policies.

6. From the ID column, drag the Block_Ping firewall policy and drop it above the Internet_Access firewall policy.
When you move the Block_Ping policy up, the ID value remains the same.

7. Return to the command prompt window that is running the continuous ping.
You should see that the traffic is now blocked and the replies appear as Request timed out.

Stop and think!
Why is the traffic now blocked?

This demonstrates the outcome of the policy reordering. After moving the more granular policy above the
general access policy, the traffic is matched to the more granular policy and, based on the action DENY, the
traffic stops processing.

8. Close the command prompt window.
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Exercise 3: Device Identification

FortiGate can match traffic by device type by selecting a device definition in the source field. There are two types
of device identification:

« Agentless device identification, which uses traffic from the device and the device is indexed by its MAC address.
« Agent-based device identification, which uses FortiClient and sends its unique FortiClient ID to FortiGate.

In this lab, you will use the agentless device identification technique. You will add the device to the source field of
the existing firewall policy and observe the firewall policy source-matching behavior.

Disable the Existing Firewall Policy

First, you will disable the Block_Ping firewall policy so that your traffic matches the Internet_Access firewall
policy.

4 N
Take the Expert Challenge!

On the Local-FortiGate GUI, disable the Policy Status of the firewall policy named Block_Ping.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you have performed these steps, see Configure and Test Device Identification on page 39.

\. J

To disable the existing firewall policy

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Click Policy & Objects > IPv4 Policy.
3. Right-click the ID column for the Block_Ping firewall policy.
4. Select Policy Status, and then click Disable.

Configure and Test Device Identification

Now, you will run a continuous ping to an IP address. To test the firewall policy source matching behavior, you will
add a non-matching device, such as a Linux PC, to the source field.

To configure and test device identification

1. Continuing on the Local-Windows VM, open a command prompt.
2. Enter the following command to run a continuous pingto 10.200.1.254:

ping -t 10.200.1.254
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Configure and Test Device Identification Exercise 3: Device |dentification

Return to your browser where you are logged in to the Local-FortiGate GUI, and click Policy & Objects > IPv4
Policy.

Right-click the ID column for the Internet_Access firewall policy and click Edit.

Click Source and in the right pane, click Device.

Click Linux PC.

You are choosing a device type that doesn’t match your device (Windows).

Edit Palicy
Select Entries x

Name @ Internet_Access Address | User WBERGEN Internet Service
Incoming Interface | [ port3 hd @ Search +
Cutgoing Interface | [ port1 ~ U BlackBarry PlayBook ~
Source B LOCAL_SUBNET 14 £ FortiCam

A Linux PC X 2% FortiFone

\ @ Fortinet Device
Destination = al x £2% Fortinet Device
+ @ Gaming Console

Schedule ahways @ i0S Device
Service I AL ICMP x % IP Phone =

I ONS x W iPad

M HTTP ' ¥ iFhone

O HTTPS X A Linux PC

I 55H x % Mac

+
) J3 Media Streaming
Action @ DENY | 7 LEARN @D Other Metwork Device
Click OK.

FortiGate notifies you that this action enables device identification on the source interface.

Click OK.

A\
- -
If you enable a source device type in the firewall policy, FortiGate enables device
detection on the source interface(s) of the policy.

10.

11.

Return to the command prompt on the Local-Windows VM where you are running the continuous ping.
You should see that traffic is blocked.

On the Local-Windows VM, open a few browser tabs and try connecting to various external websites such as:
o kb.fortinet.com
« docs.fortinet.com

The firewall blocks this traffic.

The traffic is blocked because the source device type in the firewall policy is set to Linux PC, which does not
match the Windows device from which the traffic is generated.

Close all other browser tabs except Local-FortiGate GUI.

Do not close the command prompt. Keep the continuous ping running until you are
notified to stop it.
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Exercise 3: Device |dentification Modify the Implicit Deny Firewall Policy

Modify the Implicit Deny Firewall Policy

FortiGate checks from top to bottom to find a firewall policy that matches the traffic. If none of the firewall
policies match the traffic, the default implicit deny firewall policy drops the traffic.

To confirm that the traffic is dropped by the implicit deny policy, you will enable logging on the implicit firewall
policy and then check the logs.

4 h
Take the Expert Challenge!

« On Local-FortiGate GUI, enable Log Violation Traffic on the Implicit Deny firewall policy.
« Check the logs to confirm that traffic is dropped by the Implicit Deny firewall policy for ping traffic.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you have performed these steps, see Reconfigure Device Identification on page 41.

\_ _J/

To enable logging on the implicit deny firewall policy

1. Continuing on Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.

2. Click the + sign to expand the Implicit section.
=] Implicit @
0 Implicit Deny = all B all always
3. Right-click the ID column for the Implicit Deny firewall policy and click Edit.
4. Enable Log Violation Traffic.
5. Click OK.

To confirm traffic is dropped by the implicit deny firewall policy

1. Continuing on the Local-FortiGate GUI, click Log & Report > Forward Traffic.
2. Confirm that there are logging entries for the denied ping traffic.
The Policy column shows Implicit Deny.

Reconfigure Device Identification

Now you will edit the Internet_Access firewall policy and add a Windows PC to match your Local-Windows VM.
You will see that the traffic will be allowed by this policy after you add a matching source device.

To reconfigure device identification

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Right-click the ID column for the Internet_Access firewall policy and click Edit.
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View the Details of an Identified Device

3. Click Source and in the right pane, click Device.
4. Click Windows PC to select it.
5. Click Linux PC to deselect it.

Exercise 3: Device Identification

Edit Palicy
Select Entries x
Name @ Internet, Access Address | User EBENWER Internet Service
Incoming Interface | [ port3 hd Q Search +
Outgoing Interface | [ partl - ¢ -
iPhone .
Source B LOCAL SUBNET x A Linux PO Click to
= Windows PC x . deselect
. \ ac
—— = T Media Streaming
estination B o
. @ Cther Metwork Device
— = 5 & Printer
chedule L@ ahwvays hd
i @ Router/MAT Device
Service W ALL_ICMP b & Windows Device
OMS
g LR x = Windows PC
»
o HTTPS « = Windows Phone
= findows Tahlet
4. Click OK.

To confirm traffic is allowed by a firewall policy

1. Onthe Local-Windows VM, return to the continuous ping that you started earlier.

You should see that traffic is allowed.

2. Close the command prompt window.
3.
websites such as:
o kb.fortinet.com
» docs.fortinet.com
4. Confirm that the firewall allows this traffic.
5. Close all browser tabs expect for the FortiGate GUI.

View the Details of an Identified Device

On the Local-Windows VM, try browsing the Internet by opening a few browser tabs and connecting to external

After a device is identified, FortiGate updates its list of devices and caches the list on the flash disk to speed up
detection. You can view the details of an identified device, which include device type, detection method, IP

address, and so on.

To view the details of an identified device

1. Continuing on the Local-FortiGate GUI, click User & Device > Device Inventory.
2. Click the + sign associated with Windows PC to expand the section.
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Exercise 3: Device ldentification Add an Identified Device to the Configuration File

4 Refresh
Status

3. Review the details of your detected host device.
You can see the device details, such as IP address, interface, status, and so on.

4. On the Local-Windows VM, open PUTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
5. Atthe login prompt, enter the user name admin and password password.
6. Run the following command to view the detection method and other device details:

diagnose user device list

10.0.1.254 - PUTTY

login as: admin
adminfl10.0,

redq

port3d  gen 1

gory 6 Wiz
'Wind

7. Leave your PuUTTY session open.

Add an Identified Device to the Configuration File

The identified device is cached on FortiGate and is not added to the configuration file. You will add the identified
device to the configuration file by adding an alias to the device.

To add an identified device to the configuration file

1. Continuing on the Local-FortiGate PUTTY session, run the following command to confirm that there are no
devices in the configuration file:

show user device
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Add a Custom Device to the Firewall Policy Exercise 3: Device |dentification

2. Return to your browser where you are logged in to the Local-FortiGate GUI, and click User & Device > Device
Inventory.

3. Click your Windows PC device and click Edit.
4. Configure the following settings:

Field Value

Alias MyDevice

This creates a static device in the configuration file.

5. Click OK.

6. Return to the Local-FortiGate PUTTY session, and run the following command to confirm that the device now
appears in the configuration file as a permanent device:

show user device

8. Return to your browser where you are logged in to the Local-FortiGate GUI, and click User & Device > Custom
Devices & Groups.

Your device is now listed under Custom Devices.

Add a Custom Device to the Firewall Policy

Now that you've added your device as a custom device, you will add it to the firewall policy.

To add a custom device to the firewall policy

Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
Click the Source column for the Internet_Access firewall policy.

In the right pane, click Device.

Click Windows PC to deselect.

Under CUSTOM DEVICE, click MyDevice to select it.

Click OK.

No ap~Dbd-=

To confirm that traffic is allowed by the firewall policy

1. Continuing on the Local-Windows VM, try browsing the Internet by opening a few browser tabs and connecting to
various external websites, such as:

« www.yahoo.com
e Www.google.com

2. Confirm that the firewall allows this traffic.
3. Close all browser tabs except the Local-FortiGate GUI.
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Exercise 4: Internet Service Database (ISDB) Objects as
Destination

FortiGate can match the traffic using address objects or ISDB objects as destinations. ISDB objects are
predefined entries that are regularly updated by FortiGuard and contains a database of IP addresses, protocols,
and port numbers used by the most common Internet services.

ISDB objects can be used to allow or deny traffic to well-known Internet destinations, without worrying about
configuring IP addresses, protocols, or ports used by those destinations in the firewall policy.

In this lab, you will apply an ISDB object as a destination criteria on a firewall policy to block traffic to a well-known
Internet service.

Review the Internet Service Database

You will now review the entries in the Internet Service Database.

To review the Internet Service Database

1.

On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.

Click Policy & Objects > Internet Service Database.
Double-click any entry.
You will see the corresponding IP addresses, ports, and protocols used by that Internet service.

Click Return.

Configure a Firewall Policy Destination as an Internet Service Database Object

Now, you will now modify an existing firewall policy and use an ISDB object as a destination.

To configure a destination as an Internet Service

IS

Continuing on the Local-FortiGate GUI, click Policy & Objects > 1Pv4 Policy.
Right-click the ID column for the Block_Ping firewall policy, and click Edit.
Change the Name to Block_Facebook.

Click Destination and in the right pane, click LINUX_EHT1 to deselect.

Click Internet Service.

Select Facebook-Web.

Tip: Type the name in the search box and click a service to add it.
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Configure a Firewall Policy Destination as an Internet Service

Exercise 4: Internet Service Database (ISDB) Objects

Database Object as Destination
Edit Policy Select Entries x
Address Internet Service

Name € Block_Facebook Q, facebook %
Incoming Interface ® port3 - & INTERNET SERVICE (9)
Qutgoing Interface | M portl - & Facebook-DNS
Source & LOCAL_SUBNET % & Facebook-FTP(S)

+ & Facebook-IMAP(S)
Destination & Tacehook-Web I ® & Facebook-NetBIOS.Name.Service

+ & Facebook-NetBlOS.Session.Service
Schedule @ always - & Facebook-Others
Action v AcCerT IENENA = LEARN & [N POPI()

& Log Violation Traffic

& Facebook-SMTP(S)
I & Facebook-Web I

vy

‘9'
=
)

When Internet Service is selected as the Destination, you cannot:

« Use Address in the Destination
« Select Service in the firewall policy

7. Turnon the Enable this policy switch.
Your configuration should look like the following example:

Edit Policy

Name €@

Block_Facebook

Source

Destination

Schedule

Action

Comments

Incoming Interface

Outgoing Interface

™ port3
™ port1l

& LOCAL_SUBNET x

& Facebook-Web

(8 always

+

x

+

+ ACCEPT W~Eaa\@ = LEARN

@ Log Violation Traffic

Write a comment...

Enable this policy (@] |

071023

Cancel

8. Click OK.
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Exercise 4: Internet Service Database (ISDB) Objects as Destination Test the Internet Service Firewall Policy

Test the Internet Service Firewall Policy

Now that you have configured the firewall policy, you will test it by passing traffic through it.

To test the Internet Service firewall policy

1. Continuing on the Local-Windows VM, open few browser tabs and go to the following websites:
» www.facebook.com
o www.twitter.com

Stop and think!
Why is Facebook blocked but Twitter is allowed?

FortiGate checks for the matching policy from top to bottom. Facebook is blocked by ID 4 firewall policy
because the destination is set to Facebook-Web. Twitter is allowed by ID 3 firewall policy, which allows
Internet access.

Im} Mame Source Destination Schedule Service Action
= ™ portd — M portl (4]
1 Fortinet B LOCAL WINDOWS & FORTINET always I3 Weh Access ACCEPT
2 Full_Access = al = al always o ALL ACCEFT
Block_Facebook 3 LOCAL SUBNET | & Facehook-Weh | always @ DENY
Internet_Access | g LOCAL SUBNET | | @ all Waways | [ DAL (CWP| v ACCEPT
= MyDevice I DS
W HTTR
W HTTRS
I SSH

2. Return to the browser where you are logged into the Local-FortiGate GUI, and right-click the ID column for the
Block_Facebook firewall policy.

3. Select Policy Status, and then click Disable.
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Test the Internet Service Firewall Policy

48

Exercise 4: Internet Service Database (ISDB) Objects as Destination

B LOCAL WINDO

] Mame
| [=] ™ port3 — M port1 €
1€ Fortinet
26y  Full_Access 3 all
| Beede o
Folicy Status b
: Folicy
&1 Copy

Source

& Enable
€ Disahle

]

fyDevice

4. Close all browser tabs except for the Local-FortiGate GUI.
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Exercise 5: Policy Lookup

FortiGate can find a matching firewall policy based on the policy lookup input criteria. Policy lookup feature is
basically creating a packet flow over FortiGate without real traffic. From this packet flow, FortiGate can extract a
policy ID and highlight it on the GUI policy configuration page.

In this lab, you will use the policy lookup feature to find a matching firewall policy based on input criteria.

Enable Existing Firewall Policies

As required in the previous exercises, most of the configured firewall policies are currently disabled. Now, you will
enable some of the existing firewall policies.

4 )
Take the Expert Challenge!

On Local-FortiGate GUI, enable the Policy Status for the Fortinet and Full_Access firewall policies.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you have performed these steps, see Set Up and Test the Policy Lookup Criteria on page 49.

. J

To enable existing firewall policies

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Policy & Objects > IPv4 Policy.
3. Right-click the ID column for the Fortinet firewall policy, click Policy Status, and then click Enable.
4. Right-click the ID column for the Full_Access firewall policy, click Policy Status, and then click Enable.

Set Up and Test the Policy Lookup Criteria

Now, you will set up the policy lookup criteria. FortiGate will search and highlight the matching firewall policy
based on your input criteria.

To set up and test the policy lookup criteria

1. Continuing on the Local-FortiGate GUI in the Policy & Objects > IPv4 Policy, click Policy Lookup.
2. Configure the following settings:
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Reorder the Firewall Policies Exercise 5: Policy Lookup

Field Value

Source Interface port3

Protocol TCP

Source 10.0.1.100
Source Port <Leave it empty>
Destination fortinet.com
Destination Port 443

3. Click Search.
The search will match the Full_Access policy, but not the more specific firewall policy, Fortinet.

In the search criteria, the source addressissetto 10.0.1.100. This source address is not a part of the
Fortinet firewall policy; therefore, the search does not match the Fortinet firewall policy.

s o : . . : .
- - When FortiGate is performing a policy lookup, it does a series of checks on ingress,
9 stateful inspection, and egress for the matching firewall policy. It performs the checks
- from top to bottom, before providing results for the matching policy.

4. Click Policy Lookup, and then change the Sourceto 10.0.1.10.
Make sure all the other settings match the settings you used in step 2.

5. Click Search.

This time, the search matches the Fortinet firewall policy, in which the destination is set to FQDN.

Reorder the Firewall Policies

Now you will reorder the firewall policies. You will move the Block_Facebook firewall policy above the Full_
Access policy.

( )

Take the Expert Challenge!
On Local-FortiGate GUI, move the Block_Facebook firewall policy above the Full_Access policy.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you have performed these steps, see Retest Policy Lookup After Reordering the Firewall Policies on
page 51.

\_ _J
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Exercise 5: Policy Lookup Retest Policy Lookup After Reordering the Firewall Policies

To reorder the firewall policies

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. From the ID column, drag the Block_Facebook firewall policy above the Full_Access firewall policy.
The order of your firewall policies should match the following example:

0 Mame Source Destination

[=] ™ ports — M port! €

1 Fortinet = LOCAL WINDOWS f FORTINET
4 Block_Facebook 3 LOCAL SUBNET & Facebook-\Web
2 Full_Access = all = all
3 Inemet Access | I OCAL SUBNET | | @al
i MyDevice

Retest Policy Lookup After Reordering the Firewall Policies

Now, you will test the policy lookup feature after reordering the firewall policies.

To retest the policy lookup after reordering the firewall policies

1. Continuing on the Local-FortiGate GUI in Policy & Objects > IPv4 Policy, click Policy Lookup.
2. Set the following values:

Field Value

Source Interface port3

Protocol TCP

Source 10.0.1.10
Destination facebook.com
Destination Port 443

3. Click Search.
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Retest Policy Lookup After Reordering the Firewall Policies Exercise 5: Policy Lookup

Stop and think!
Why did the search not match the more specific policy, Block_Facebook?
When FortiGate is performing a policy lookup, it skips all disabled policies.

The search will match the Full_Access policy, but not the more specific policy, Block_Facebook,
because it is disabled.

4. Right-click the ID column of the Block_Facebook policy and set the Policy Status to Enable.
5. Click Policy Lookup.
6. Click Search.

This time the search matches the more specific policy, Block_Facebook.
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Lab 3: Network Address Translation (NAT)

NAT is used to perform source NAT (SNAT) and destination NAT (DNAT) for the traffic passing through
FortiGate. There are two ways to configure source NAT and destination NAT:

o Firewall policy NAT
« Central NAT

In this lab, you will configure and test firewall policy NAT for SNAT using IP pool, and for DNAT using virtual IP
(VIP).

You will configure and test SNAT using the central SNAT policy and DNAT using the DNAT policy and VIPs.

Objectives

« Configure destination NAT settings using a VIP.

« Configure the source NAT settings using overload IP pools.
o Configure a central NAT policy for the source NAT.

o Configure DNAT and VIPs for the destination NAT.

Time to Complete

Estimated: 50 minutes

Prerequisites

Before starting the procedures in this lab, you must restore a configuration file on each FortiGate.

Make sure to restore the correct configuration in each FortiGate using the following
steps. Failure to restore the correct configuration on each FortiGate will prevent you

from doing the lab exercise.

To restore the Remote-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Remote-FortiGate GUl at 10.200. 3. 1with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.
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Lab 3: Network Address Translation (NAT)

FortiGate Wb
wB 0.0 build0076

chine

1 License £ System ,

[5 Backup [ Configuration r"

|.D Restore & Change FPassword

i= FHevisions
L

(= Logout

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > NAT > remote-nat.conf, and then click Open.
5. Click OK.

6. Click OK to reboot.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate WwWhigd
Wi 0.0 build007E

chine

1 License £ System ,

[Y Backup [y Configuration >||

@ & Change Passwaord

i= Fevisions
L

(= Logout

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > NAT > 1ocal-nat.conf, and then click Open.
5. Click OK.

6. Click OK to reboot.
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Exercise 1: Access Through VIPs

VIP addresses are typically used to translate external or public IP addresses to internal or private IP addresses.

In this exercise, you will configure a VIP address for the Local-Windows VM. Then, you will create an egress-to-
ingress firewall policy and apply a VIP address. This will allow Internet connections to the Local-Windows VM.
You will also verify the destination NAT (DNAT) and source NAT (SNAT) behavior using CLI commands.

Create a VIP

On FortiGate, a VIP is a destination NAT (DNAT), which you can select only in a firewall policy’s destination
address field.

In this procedure, you will configure the VIP to map the Local-Windows VM (10.0.1.10)t010.200.1.200,
which is a part of the port1 subnet. You can refer to the lab Network Topology on page 10 diagram.

To create a VIP

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Policy & Objects > Virtual IPs.
3. Click Create New, and then select Virtual IP.
4. Configure the following settings:

Field Value

Name VIP-INTERNAL-HOST
Interface port1

(port1 is connected to the Internet with IP address 10.200.1.1/24.)
External IP Address/Range 10.200.1.200 - 10.200.1.200

(This is the IP address in the same range as the port1 subnet.)

Mapped IP Address/Range 10.0.1.10
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Create a Firewall Policy Exercise 1: Access Through VIPs

Mews Virtual [P
Mame VIP-INTERMAL-HOST

0255
Comments
Calar & Change
Metwiork
Interface [ port1 -
Type Static MAT
External IP AddressiRange 10.200.1.200 - 10.200.1.200
Wapped IP AddressiRange 10.0.1.10 - 100110
Ciptional Fitters (B
Port Forwarding (B

Cancel

5. Click OK.

Create a Firewall Policy

You will configure a new firewall policy using the VIP that you just created as the destination address.

To create a firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Click Create New.
3. Configure the following settings:

Field Value

Name Web-Server-Access
Incoming Interface port1

Outgoing Interface port3

Source all

Destination VIP-INTERNAL-HOST

Tip: Listed under the Virtual IP section
Schedule always

Service HTTP, HTTPS

Tip: In right pane, type the name in the search box, and then click
Services to add.

Action ACCEPT
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Exercise 1: Access Through VIPs

4. Inthe Firewall / Network Options section, turn off the NAT switch.

Create a Firewall Policy

5. Inthe Logging Options section, turn on the Log Allowed Traffic switch, and then select All Sessions.

6. Click OK.

MName € Wyeh-Server-Access

Incoming Interface | [# portd -

Cutgoing Interface | [ part3 hd

Source = all x
+

Destination & VIP-INTERMAL-HOST b 4
+

Schedule ahvays -

Senvice b HTTF 4

[ HTTPS %

+

Action UASe=Eal ) DENY 7= LEARN

Firewall / Metwaork Cptions

MNAT OB

Securty Profiles

Antivirus P

Wieh Filter »

DNS Filter »

Application Cantral T

IPS ® )

FProxy Options _»

S35l Inspection »

Logging Options

Log Allovwed Traffic & Securty BEvents
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Test the VIP Firewall Policy Exercise 1: Access Through VIPs

Test the VIP Firewall Policy

Now that you've configured a firewall policy with the VIP address as the destination, you can test your VIP by
accessing it from the Remote-Windows VM, which is behind the Remote-FortiGate internal network. Traffic is
routed from the Remote-FortiGate to the Local-FortiGate by a Linux machine, which acts as a router between
these two FortiGate devices. For more information, see Network Topology on page 10.

You will also test how the source address is translated by the VIP when traffic is leaving from the Local-Windows
VM.

To test VIPs (DNAT)

1. Onthe Remote-Windows VM, open a web browser and go to the following URL:
http://10.200.1.200

If the VIP operation is successful, a simple web page opens.

J.I LA Pecus s * ot

& e

Microsoft

2. Onthe Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
3. Atthe login prompt, enter the user name admin and password password.
4. Enter the following command to check the destination NAT entries in the session table:

get system session list

Sample output:

Local-FortiGate# get system session list
PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
tcp 3594 10.200.3.1:49478 - 10.200.1.200:80 10.0.1.10:80

You will notice that the destination address 10.200.1.200 istranslatedto 10.0.1.10, whichisthe
mapping you configured in the VIP.
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Exercise 1: Access Through VIPs Test the Source NAT

Test the Source NAT

As a result of the VIP (which is a static NAT), all translated outgoing connections from the Local-Windows VM (IP
address 10.0.1.10)will use the VIP address to source NAT for the ingress-to-egress firewall policy and not the
egress interface |P address.

To test SNAT

1. Continuing on Local-Windows, return to the Local-FortiGate PuTTY session and run the following command to
clear any existing sessions:

diagnose sys session clear

A\
¥ £ The CLI command diagnose sys session clear will clear all sessions
including SSH session you created using PuTTY. This is expected behavior.
-
The firewall is stateful, so any existing sessions will not use this new firewall policy
9 until they time out or are cleared for ingress-to-egress traffic.
—

This clears the session to the Local-FortiGate from the Local-Windows VM.

2. Close the PuTTY window.
3. Open a web browser tab and connect to a few websites, for example:
« www.fortinet.com
e www.yahoo.com
« www.bbc.com
4. Open PuTTY, and connect over SSH to the LOCAL-FORTIGATE saved session.
5. Atthe login prompt, enter the user name admin and password password.
6. Run the following command to view the session information:

get system session list

Sample output:
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Test the Source NAT Exercise 1: Access Through VIPs

DESTINATIOH DESTINATIC

ESTINATION ESTINATIO

The outgoing connections from the Local-Windows VM are now being translated with
the VIP address 10.200.1.200, instead of the firewall egress interface IP address
(10.200.1.12).

This is a behavior of the SNAT VIP. That is, when you enable SNAT on a policy, a VIP static NAT takes
priority over the destination interface IP address.

7. Close the PUuTTY session.
8. Close all browser tabs except the Local-FortiGate GUI.
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Exercise 2: Dynamic NAT With IP Pools

IP pools are used to translate the source address to an address from that pool, rather than the egress interface
address.

Currently, the Local-FortiGate translates the source IP address of all traffic generated from the Local-Windows
VMt010.200.1.200 because of the SNAT translation in the VIP.

In this exercise, you will create an IP pool, apply it to the ingress-to-egress firewall policy, and verify the SNAT
address using CLI commands.

Create an IP Pool

In this procedure, you will create an IP pool from the range of public IP addresses available on the egress port
(port1).

To create an IP pool

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Policy & Objects > IP Pools.

3. Click Create New and configure the following settings:

Field Value

Name INTERNAL-HOST-EXT-IP
Type Overload
External IP Range/Subnet 10.200.1.100 - 10.200.1.100
Mame INTERMAL-HOST-EXT-IP
Comments 0255
Type One-to-One | Fixed Port Range | Port Block Allocation
External IP Range 10.200.1.100 - | 10.200.1.100
ARP Reply
oo
4. Click OK.

Edit a Firewall Policy to Use the IP Pool

Now, you will apply the IP pool to change the behavior from static NAT to dynamic NAT on the ingress-to-egress
firewall policy.
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Test Dynamic NAT with IP Pools Exercise 2: Dynamic NAT With IP Pools

To edit the firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Right-click the ID column for the Full_Access firewall policy and click Edit.
3. Inthe Firewall / Network Options section, configure the following settings:

Field Value
NAT <enable>

IP Pool Configuration Use Dynamic IP Pool

4. Click the + that appeared when you clicked Use Dynamic IP Pool, and from the right pane, clickINTERNAL-
HOST-EXT-P.

Your configuration will look similar to the following example:

Edit Palicy
Name @ Full Access
Incoming Interface | ™ port3 -
Outgoing Interface | ™ port1 -
Source g al x

+
Destination D al x

+
Schedule o always hd
Service I ALL x

+
Action U aeual @ DENY = LEARN
Firewall / Network Options
NAT O
IP Pool Configuration Use Qutgoing Interface Address

® INTERNAL-HOST-EXT-IP x
+

Preserve Source Port (B

5. Click OK.

Test Dynamic NAT with IP Pools

Now that your configuration is ready, you can test dynamic NAT with IP pools by browsing to a few external sites
on the Internet. If successful, you will see that the Local-Windows VM IP address (10.0.1.10)is translated to
the IP pool addressof 10.200.1.100.
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Exercise 2: Dynamic NAT With IP Pools Test Dynamic NAT with IP Pools

To test dynamic NAT with IP pools

1.

Continuing on the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved
session.

At the login prompt, enter the user name admin and password password.
Run the following command to clear any existing sessions:

diagnose sys session clear

s
b ] -
The CLI command diagnose sys session clear will clearall sessions
including the SSH session you created using PUTTY. This is expected behavior.

\ 4
- >
The firewall is stateful, so any existing sessions will not use this updated firewall policy
until they time out or are cleared for ingress-to-egress traffic.
-3

Close the PUTTY window.

Open several broswer tabs and connect to a few websites. For example:
« www.fortinet.com

e www.yahoo.com

« www.bbc.com

Open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
At the login prompt, enter the user name admin and password password.
Run the following command to verify the source NAT IP address that those sessions are using:

get system session list

Sample output:
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Test Dynamic NAT with IP Pools Exercise 2: Dynamic NAT With IP Pools

Notice that the source NAT addressisnow 10.200.1.100, as configured in the IP pool, and the IP pool
has overridden the static NAT VIP.

8. Close PuTTY.
9. Close all browser tabs except the Local-FortiGate GUI.
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Exercise 3: Configure Central SNAT

A central SNAT policy is applied to multiple firewall policies, based on a configured central rule.

In this exercise, you will configure a central SNAT policy and test it.

Prerequisites

Before beginning this lab, you must restore a configuration for central NATfile to Local-FortiGate.

Make sure to restore the correct configuration for Local-FortiGate using the following
steps. Failure to restore the correct configuration on Local-FortiGate will prevent you

from doing the lab exercise.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate WwWhigd
Wi 0.0 build007E

chine

1 License £ System ,

[Y Backup [ Configuration  »

@ & Change Passwaord

i= Fevisions
L

(= Logout

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > NAT> local-central-nat.conf, and then click
Open.

5. Click OK.
6. Click OK to reboot.
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Configure Central SNAT Policy Exercise 3: Configure Central SNAT

When enabling central NAT, you must remove VIP and IP pool references from the
existing firewall policies first.

For example, you will see the following error if you try to enable central NAT without
removing VIP and IP pool references from the existing firewall policies.

Local-FortiGate (settings) # set central-nat enable
Cannot enable central-nat with firewall policy sing ippool (id=1).

Local-FortiGate (settings) # end

To prevent this error from occurring during this exercise, the VIP and IP pool
references must be removed from the firewall policies.

1. The IP pool has been removed from the Full_Access firewall policy (policy ID 1),
and the VIP address has been removed from the Web-Server-Access firewall
policy (policy ID 2), because central NAT can be enabled only if none of the firewall
policies have IP pool and VIP addresses associated with them.

2. The VIP object you added in a previous exercise to test the firewall policy source
NAThas been removed.

Configure Central SNAT Policy

In this procedure, you will configure a central SNAT policy using the IP pool you created in the previous exercise.

To review IP Pool Configuration

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Click Policy & Objects > IP Pools.
3. Review the settings of INTERNAL-HOST-EXT-IP.

To configure a central NAT policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > Central SNAT.
2. Click Create New and configure the following settings:

Field Value

Incoming Interface any
Outgoing Interface any
Source address all
Destination address all

NAT <enable>
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Exercise 3: Configure Central SNAT Configure Central SNAT Policy

Field Value

IP Pool Configuration Use Dynamic IP Pool

Click + and select INTERNAL-HOST-EXT-IP

Protocol ANY

Mews Central SMAT Palicy

Incoming Interface O any b
+
Outgoing Interface O any 4
+
Source address = all x
+
Destination address | & all x
+
Comments (il
© NAT
IP Poal Configuration € Use COutgoing Interface Address SR e [ =8 =lal]
@& INTERMNAL-HOST-EXT-IP »
+
Protocol m TCP UDP  SCTP  Specify 0

Explicit port mapping O

3. Keep the default values for the remaining settings and click OK to save the changes.

NAT is enabled on the central SNAT policy.

iy
o £ If no central SNAT or matching central SNAT rule exists, FortiGate drops the
traffic.
-
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Review the Firewall Policy

In this procedure, you will review the firewall policy.

To verify that NAT is enabled on firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Right-click the ID column for the Full_Access firewall policy and click Edit.
3. Review the Firewall / Network Options of the Full_Access policy.

MName €¥ Ful_Access

Incoming Interface | [# port3 -

Cutgaing Interface | [ port? hd

Source = all x
+

Destination B all o
+

Schedule fg always -

Service ALl x
+

Action @ DENY  # LEARN

Firewall f Metwork Cptions

Central MAT is enabled so MNAT settings fram matching Central SHAT

o palicies will be applied.

A\
o o There is no option for enabling NAT and/or using IP pools. In central SNAT, NAT on
the SNAT policy controls whether the NAT is used or not.

4. Click Cancel.

Test Central SNAT

Now that your configuration is ready, you can test the behavior of the central SNAT policy.

To test central SNAT

1. On the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
2. Atthe login prompt, enter the user name admin and password password.
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Exercise 3: Configure Central SNAT Create a Second IP Pool

3. Run the following command to clear the existing sessions:

diagnose sys session clear

s
b ] -
The CLI command diagnose sys session clear will clearall sessions
including the SSH session you created using PUTTY. This is expected behavior.

4. Close the PuTTY window.

5. Open multiple browser tabs and connect to a few websites. For example:
« www.fortinet.com
e Www.yahoo.com

¢ Www.bbc.com

Open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
7. Atthe login prompt, enter the user name admin and password password.
8. Run the following command to verify the source NAT IP address that those sessions are using:

get system session list

Sample output:

L1004
.100%

Notice that the source NAT addressisnow 10.200.1.100, which matches the IP Pool configured in central
SNAT policy.

Close PuTTY.
10. Close all browser tabs except the Local-FortiGate GUI.

Create a Second IP Pool

Now you will create a second IP Pool, which you will use later when creating a second central SNAT policy.
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Create a Second SNAT Policy Exercise 3: Configure Central SNAT

( )

Take the Expert Challenge!

On the Local-FortiGate GUI, create a second IP Pool named SNAT-Pool withIPrange 10.200.1.50 -
10.200.1.50 and the type as Overload.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Create a Second SNAT Policy on page 70

-

To create a second IP Pool

1. Onthe Local-FortiGate GUI, click Policy & Objects > IP Pools.
2. Click Create New and configure the following settings:

Field Value

Name SNAT-Pool

Type Overload

External IP Range 10.200.1.50 - 10.200.1.50
3. Click OK.

Create a Second SNAT Policy

Now you will create a more granular SNAT policy by selecting a specific destination address and protocol to
match specific traffic.

-

Take the Expert Challenge!

On the Local-FortiGate GUI, create a second SNAT policy for REMOTE_FORTIGATE as a destination to
allow only the TCP protocol using SNAT_Pool for traffic from port3 to port1.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Reorder Central SNAT Policies on page 71

\

To create second SNAT policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > Central SNAT.
2. Click Create New and configure the following settings:
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Field Value

Incoming Interface port3

Outgoing Interface port1

Source address all

Destination address REMOTE_FORTIGATE
NAT <enable>

IP Pool Configuration Use Dynamic IP Pool

Click + and select SNAT-Pool

Protocol TCP

MNew Central SHAT Palicy

Incoming Interface # port3 b
+

Clutgoing Interface M portl »®
+

Source address & all b
+

Destination address | 5 REMOTE_FORTIGATE ®
+

Comments 0023

O MNAT

IP Pool Configuration € Use Cutgoing Interface Address [EEEREGE [N sl a(ls]

@ SMNAT-Poal v
+

Protocal Any [WEEEN UDFP  SCTF Specify
B
Explicit port mapping CB

3. Click OK.

Reorder Central SNAT Policies

Now you will reorder the central NAT policies to put the more granular rule at the top.

Similar to firewall policies, a central SNAT policy is processed from top to botfom and, if a match is found, the
source address and source port translate based on that central SNAT policy.
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To reorder central SNAT policies

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > Central SNAT.
2. Dragthe newly created central SNAT policy above the previously created central SNAT policy.

] From To Source Address Destination Address Translated Address AT
2 ™ portd W oportl 3 oall B REMOTE_FORTIGATE (&) SMNAT-Paal & Enzhled
1 O any Oany 3 all B all @ INTERMAL-HOST-EXT-IP & Enahled

Test Central SNAT

Now that your configuration is ready, you will test the central SNAT configuration.

To test central SNAT

On the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
2. Atthe login prompt, enter the user name admin and password password.
3. Run the following command to clear the existing sessions:

diagnose sys session clear

4. Close the PuTTY window.

5. Open a new browser tab and log in to the Remote-FortiGate GUl at 10.200. 3. 1with the user name admin and
password password.

6. Open a command prompt and run a continuous ping to the Remote-FortiGate IP.
ping -t 10.200.3.1

8. Open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
9. Atthe login prompt, enter the user name admin and password password.
10. Run the following command:

get system session list

Notice that the TCP sessions to destination 10.200.3.1 are translatedto 10.200.1 .50, because that
address matches the central SNAT policy.

Sample output:
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|ICMP sessions to destination 10.200.3.1 are translatedto 10.200.1.100, which matches the central
SNAT policy at the bottom.

Sample output:

11. Open several browser tabs and connect to a few websites. For example:
« www.fortinet.com
« www.yahoo.com
« www.bbc.com
12. Returnto LOCAL-FORTIGATE PuTTY session.
13. Run the following command:
get system session list
Also, other TCP sessions to different destinations are translatedto 10.200.1.100, based on the
matching central SNAT policy at the bottom.
g
b -
9 A Central SNAT policy is processed from fop to bottom, similar to firewall policies.
14. Close the command prompt and PuTTY.
15. Close all browser tabs except the Local-FortiGate GUI.
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Exercise 4: DNAT and VIPs

In firewall policy NAT, Virtual IPs is selected in the firewall policy as the destination address. In central NAT, as
soon as DNAT & Virtual IPs is configured, FortiGate automatically creates a rule in the kernel to allow DNAT to
occur, and no additional configuration is required.

In this exercise, you will configure and test the behavior of central DNAT.

Create DNAT and VIPs

74

In this procedure, you will configure DNAT and VIPs.

To create DNAT and VIPs
1.

5.

On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

Click Policy & Objects > DNAT & Virtual IPs.
Click Create New, and then select DNAT & Virtual IP.
Configure the following settings:

Field Value

Name
Interface
Type

External IP Address/Range

Central-DNAT
port1
Static NAT (default setting)

10.200.1.150 - 10.200.1.150

Mapped IP Address/Range 10.0.1.10
Mesar DNAT & Virtual IP
MName Central-DNAT
07285
Comments
Calor @ Change
Netwiark
Interface [ port1 -
Type Static NAT
Source Interface Filter OB
External IP Address/Range 10.200.1.150 -1 10.200.1.150
Mapped IP Address/Range 10.0.1.10 - 100110
Cptional Filters (B
Port Forwarding  C

Click OK.
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Verify the Firewall Policy Settings

Now, you will verify the firewall policy settings for the egress-to-ingress firewall policy.

To verify the firewall policy settings

Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
Right click ID column of the Web-Server-Access firewall policy, and then click Edit.
Review the settings of the firewall policy.

Try to select the DNAT & Virtual IPs address in the firewall destination address.
You will be not able to do so.

o bd =

A\
b - You can't select VIPs previously created in a firewall policy as a destination address.
As soon as a VIP object is created, FortiGate automatically creates a rule in the kernel
— for DNAT to occur.

5. Scroll to the bottom of the page and ensure the Enable this policy switch is turned on.

Enahle this policy| €

6. Click OK.

Testing DNAT and VIPs

In this procedure, you will test DNAT and VIPs by accessing the Local-Windows VM.

To test DNAT and VIPs

1. On the Remote-Windows VM, open a web browser and access the following URL:
http://10.200.1.150

If the VIP operation is successful, a simple web page opens.

2. Return to the Local-Windows VM.
3. Open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
4. At the login prompt, enter the user name admin and password password.
5. Run the following command to check the destination NAT entries in the session table:
get system session list
Sample output:
Local-FortiGate # get system session list
PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
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76

tep 3599 10.200.3.1:49183 10.200.1.100 10.200.1.150:80 10.0.1.10:80

Open additional web browser tabs and try to access few websites. For example:
« www.fortinet.com

o www.yahoo.com

e« Www.bbc.com

Return to the Local-FortiGate PuTTY session and verify the SNAT IP address those sessions are using:
get system session list

Sample output:

JESTINATION DESTINATION-HNAT

Notice that the session originating from source IP, 10.0.1.10, istranslatedto10.200.1.150 (VIP)as
opposed to the central SNAT policy pool IPof 10.200.1.100. Thisis expected behavior in central NAT.

sy
* o If both the SNAT and DNAT are defined, the egress traffic will source NAT to the
DNAT/VIP address, as opposed to the configured source SNAT policy.
Close PuTTY.

Close all browser tabs except the Local-FortiGate GUI.
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Lab 4: Firewall Authentication

In this lab, you will configure FortiGate to communicate with a remote LDAP server for server-based password
authentication.

You will also configure captive portal, so that any user connecting to the network is prompted for their login
credentials (active authentication).

Objectives

« Configure server-based password authentication with an LDAP server.
« Configure captive portal so users connecting to the network are forced to authenticate.

Time to Complete

Estimated: 20 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then select Configuration > Restore.

FortiGate Whigd
B 0.0 buildd07E

chine

1 License & System ,

[Y Backup [ Configuration  »

@ # Change Passwaord

i= Fevisions
[/

(= Logout

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Firewall-Authentication > 1ocal-firewall-
authentication.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.
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Exercise 1: Configuring Remote Authentication

In this exercise, you will configure an LDAP server on FortiGate for remote authentication, create a remote
authentication group for remote users, and add that group as a source in a firewall policy.

Finally, you will authenticate over SSL-VPN as one of the remote users, and then monitor the login as the
administrator.

Configure an LDAP Server on FortiGate

You can configure FortiGate to point to an LDAP server for server-based password authentication using the
preconfigured Active Directory service located on the Local-Windows VM. Active Directory already has users
available to use in this lab.

To configure an LDAP server on FortiGate

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click User & Device > LDAP Servers, and then click Create New.
3. Configure a server using the following settings:

Field Value

Name ADserver

Server IP/Name 10.0.1.10

This is the IP address of the Windows Server, Local-Windows VM. For
more information, see Network Topology on page 10.

Server Port 389
This is the default port for LDAP.

Common Name |dentifier cn

This is the attribute name used to find the user name. Active Directory
calls this cn.

Distinguished Name ou=Training,dc=trainingAD,dc=training,dc=lab

This is the domain name for Active Directory on the Windows Server.
Active Directory has already been preconfigured, with all users located in
the Training organizational unit (ou).

Bind Type Regular
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Field Value

Username ADadmin

We are using the credentials of an Active Directory user called ADadmin to
authenticate to Active Directory. ADadmin is located in the Users
organizational unit (ou).

Password Training!

This is the password pre-configured for the ADadmin user. You must use it
to be able to bind.

4. Click Test Connectivity.
You should see a message indicating that the connection was successful.

5. Click OK.

Assign an LDAP User to a Firewall Group

Now, you will assign an LDAP user group (AD-users) that includes two users (aduser1 and aduser2) to a firewall
user group called Remote-users on FortiGate. By doing this , you will be able to configure firewall policies to act
on the firewall user group.

Usually, groups are used to more effectively manage individuals who have a shared relationship.

vy
b - The Remote-users firewall group is preconfigured for you. However, you must modify
it to add the users from the remote LDAP server you configured in the previous
- procedure.
4 N

Take the Expert Challenge!

On Local-FortiGate (10.0.1.254), assign the Active Directory user group called AD-users to the FortiGate
firewall user group called Remote-users.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you have completed this exercise, see Add the Remote User Group to Your Firewall Policy on page
81.

\_ J

To assign a user to a user group

1. Continuing on the Local-FortiGate GUI, click User & Device > User Groups, and then edit the Remote-users
group.
Notice that it's currently configured as a firewall group.

2. To add users from the remote LDAP server, in the Remote Groups table, click Add.
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Remote Groups

# Edit | [ Delete

Remote Server Group Name
No matching entries found

The Add Group Match dialog box opens.

Add Group Match

Remote Server o

3. Inthe Remote Server drop-down list, select ADserver.
4. Onthe Groups tab, right-click AD-users, and then click Add Selected.

Groups Custom Selected

Q Search

1D Name

AD-users AD-users
+ Add Selected

The AD-users group is disabled and has a green checkmark beside it, indicating it has been added.

Groups Custom Selected @)

Q Search

D MName

=
)
[5+]

AD-users

5. Click OK.

The users in this Active Directory group are now included in your FortiGate Remote-users firewall user
group. Only users from the remote LDAP server that match this user group entry can authenticate.

Edit User Group
Name Remote-users
Type Firewall
Members +
Remote Groups
+ Add 4 Edit i Delete
Remote Server Group Name
B ADserver CN=AD-users,0U=Training,DC=trainingAD,DC=training,DC=lab
.
6. Click OK.
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Add the Remote User Group to Your Firewall Policy

Now that the LDAP server is added to the Remote-users firewall user group, you can add the group to a firewall
policy. This allows you to control access to network resources, because policy decisions are made for the group as
a whole.

Because a remote user on your LDAP server will authenticate over SSL-VPN, you will add the group to an SSL-
VPN firewall policy.

)
\-‘ ’-' Configuring SSL-VPN is out of scope for this lab, so the SSL-VPN settings are
9 preconfigured. However, you still need to configure an SSL-VPN firewall policy and
- add the Remote-user group to it.

To add the remote user group to your firewall policy

1. Continuing on the Local-FortiGate GUI, click VPN > SSL-VPN Settings, and then click the warning message
that opens at the top of the page.

Clicking this warning message will create a new SSL-VPN policy using the preconfigured settings.

A Mo SS5L-VPN policies exist. Click here to create a new S5L-VPN policy
using these settings

2. Configure the following settings:

Field Value

Name SSL-VPN
Outgoing Interface port1
Source LOCAL_SUBNET

Remote-users (located under User)

Destination Address all
Schedule always
Service ALL
Action ACCEPT

3. Inthe Security Profiles section, enable Web Filter, and then select Category_Monitor.
This web filter was preconfigured and is set to block the following categories: Potentially Liable, Adult/Mature
Content, and partially blocking Security Risk.

4. Inthe Logging Options section, enable Log Allowed Traffic, and then select All Sessions.

5. Click OK.
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6. Click OK.

The SSL_VPN Settings page reopens. Note that web mode access for SSL VPN is listening at
https://10.0.1.254:10443.

Connection Settings €

Listen on Interface(s) ™ port3 ®

Listen on Port 10443

© Web mode access will be listening a‘ https:f110.0.1.254:10443I

To test whether aduser1 will be able to successfully authenticate

1. Continuing on the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved
session.

At the login prompt, enter the user name admin and password password.
3. Type the following command:

diagnose test authserver ldap <LDAP server name> <LDAP user name> <password>

Where:

e <LDAP server name> isADserver (case-sensitive)
e <LDAP user name> isaduseri

e <password> is Training!

A message like the following example should appear to indicate that authentication was successful:

ad

p membership (s

4. Close PuTTY.

Authenticate and Monitor

Now, you will authenticate through the preconfigured SSL VPN as aduser1. This user is a member of the
Remote_users group on FortiGate. Then, you will monitor the authentication.

To authenticate as a remote user

1. Continuing on the Local-Windows VM, open a new browsertabandgotohttps://10.0.1.254:10443.
This is the web mode access for SSL VPN.

If you receive an error that indicates your connection is not secure, click Advanced, and then select Add
Exception.

2. Clearthe Permanently store this exception check box and click Confirm Security Exception.
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i You are about to override howe Firefox identifies this site.
il Y

Legitim ate banks, stores, and other public sites will not ask you to do this.

Sepser

Locatian: |https:!/10.0.1.254:10443,’ | Get Certificate

Certificate Status

This site atternpts to identify ikself with irvalid information, View...

i

Wrong Site

The certificate belangs to a different site, wehich could mean that sormeone is trying to
impersonate this site,

Unknown Identity

The certificate is not trusted because it hasnt been werified as issued by a trusted authority using
a secure signature,

DEEermanentIy stare this exception

Confirm SecurityException‘ | Cancel

3. Loginasaduserl with the password Training!

R .
= = Please Login

aduserl

Launch FortiClient

The SSL VPN Web portal opens.
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Authenticate and Monitor Exercise 1: Configuring Remote Authentication

SSL-VYPN Portal

Launch FortiClient Download FortiClient =

(A Quick Connection & Mew Bookmark

History

4. Click Quick Connection.
5. Inthe URL field, type www . google. com, and then click Launch.

URL www.google.co m|

S50 Credentials O

The site launches successfully.

6. Return to your browser tab with the SSL-VPN portal and click Quick Connection again. This time, in the URL
field, type elite-hackers.com and then click Launch.

This URL is set to be blocked by the Web Filter security profile you enabled in the SSL VPN firewall policy.

Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: http:/felite-hackers. com/
Cateqgory: Hacking

Client IP: 10.0.1.10

Server IP: 104.21.78.55

User name: aduserl

Group name: Remote-users

To have the rating of this web page re-evaluated please click here.

7. Remain logged in to the SSL VPN portal and continue to the next procedure.

To monitor user authentications

1. Return to the browser tab where you are logged in to Local-FortiGate as admin.
2. To monitor aduser1, click Monitor > SSL-VPN Monitor.
3. To view the activity of aduser1, do one of the following:
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« Click FortiView > All Sessions.
o Click Log & Report > Forward Traffic.
» Click Log & Report >Web Filter.

vy
b ] -
9 If you do not see a Web Filter menu item, refresh your browser tab.

4. Return to the browser tab where you are logged in to the SSL VPN portal and log out.

aduser1 Q ~
= Logout

5. Return to the browser tab with the Local-FortiGate GUI, and go to Monitor > SSL-VPN Monitor.

Stop and think!
Why does aduser1 no longer appear in the SSL-VPN monitor?

The user no longer appears in the SSL-VPN monitor because the connection is no longer active.

6. Close your browser.
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In this exercise, you will configure captive portal and restrict access to a specific user group. Captive portal is a
convenient way to authenticate web users on wired or Wi-Fi networks using an HTML form that requests a user
name and password (active authentication).

This exercise involves creating a user group (and adding a user to it), enabling captive portal and restricting
access based on that group, and enabling the disclaimer message.

Finally, you will authenticate through captive portal and monitor the authentication.

Create a User Group for Captive Portal

Because the goal is to enable captive portal based on a specific group, you must first create a user group and
then add a user to the group. For the purposes of this exercise, you will add the user student to the group.
Student is a local user on FortiGate that was preconfigured.

To create a user group for captive portal

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

Click User & Device > User Groups, and then click Create New.
3. Create a captive portal user group using the following settings:

Field Value

Name CP-group

Type Firewall

Members student
4. Click OK.

Enable Captive Portal

Now, you will enable captive portal on a wired network.

To enable captive portal

1. Continuing on the Local-FortiGate GUI, click Network > Interfaces, and then edit port3.
This port is your incoming traffic. For more information, see Network Topology on page 10.

2. Inthe Admission Control section, enable captive portal using the following settings:
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Field Value

Security Mode Captive Portal
Authentication Portal Local
User Access Restricted to Groups
User Groups CP-group

3. Click OK.

Enable the Disclaimer Message

To provide a disclaimer message to users who are logging in through captive portal, you must enable disclaimers.
Because you are enabling captive portal through a wired interface, you can enable disclaimers only using the CLI.

sy

> o If you enable captive portal using Wi-Fi, you can enable disclaimers using the GUI
(WiFi & Switch Controller > SSID). You are using a wired interface in this lab.

To enable the disclaimer message

1. Continuing on the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved
session.

2. Atthe login prompt, enter the user name admin and password password.
3. Type the following commands:

config firewall policy

edit 1
set disclaimer enable
end

4. Close PuTTY.

Authenticate and Monitor

Now that captive portal is configured and the disclaimer is enabled, you can test the configuration by

authenticating through captive portal as the student user. Then, you will monitor the authentication as the
admin user.

To authenticate through captive portal

1. Continuing on the Local-Windows VM, open a new browser tab and go to a website, such as www.bbc.com.
2. When prompted, log in with the username student and password fortinet.
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F:=RTINET

Authentication Required

Username: |student |

Password: (esseeses| |

Please enter your username and password to continue.

The Terms and Disclaimer Agreement dialog opens.

F:=RTINET
Terms and Disclaimer Agreement

You are about to access Internet content that is not under
the control of the network access provider. The network
access provider is therefore not responsible for any of
these sites, their content or their privacy policies. The
network access provider and its staff do not endorse nor
make any representations about these sites, or any
information, software or other products or materials found
there, or any resulis that may be obtained from using them.
If you decide to access any Internet content, you do this
entirely at your own risk and you are responsible for
ensuring that any accessed material does not infringe the
laws governing. but not exhaustively covering, copyright,
trademarks, pornography, or any other material which is
slanderous, defamatory or might cause offence in any
other way.

Do you agree to the above terms?

| Yes, I agree || Mo, I decline |

3. ClickYes, | agree.

After you agree to the terms, you are redirected to the website you originally requested.

4. Open additional browser tabs and access a few more websites through captive portal, for example:
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Exercise 2: Configuring Captive Portal Authenticate and Monitor

o Www.youtube.com
e Www.cnn.com

5. Leave all browser tabs open and continue to the next procedure.

To monitor active captive portal authentications

1. Continuing on the Local-Windows VM, return to the browser tab where you are logged in to the Local-FortiGate
GUIl as admin.

2. Monitor the student user. To view this login authentication, click Monitor > Firewall User Monitor.

4 Refresh (& Deauthenticate | Show all FS30 Logans | Search Q
User Mame User Group Duration IP Address Traffic Valume Method
& student = CP-group 1 minute 14 seconds 100110 16.81 ME s & Firewall
Al While the CLI config user setting dictates how long a user authenticating
b - through captive portal can remain authenticated, you can choose to manually revoke a
captive portal user's authentication by selecting the user in the Firewall User
- Monitor list and clicking De-authenticate. Once deauthenticated, the user
-

disappears from the list, because it is reserved for active users only.

3. Select student and click De-authenticate to manually end the user's session.
4. Click OK.
5. Close the browser.
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Lab 5: Logging and Monitoring

In this lab, you will configure log settings on Local-FortiGate, configure alert email, and view logs.

Objectives

« Configure logging on FortiGate so FortiGate understands how to log traffic.
« Configure threat weight.

« Monitor logs through alert emails.

o View logs on the Local-FortiGate GUI.

Time to Complete

Estimated: 35 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate. After the reboot, you must also
check your web filter license status, because you will be using web filtering in this lab and it must show as
licensed.

To restore the Local-FortiGate configuration file

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Wb
wB.0.0 build0076

chine

1 License
L System 3

[5 Backup [Y Configuration  »

Im & Change Password

i= FHevisions
L

(= Logout

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Logging > local-logging.conf, and then click
Open.

5. Click OK.

6. Click OK to reboot.
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Lab 5: Logging and Monitoring

To check the web filter license status upon reboot

1. Continuing on the Local-Windows VM, log in to the Local-FortiGate GUl at 10. 0.1 . 254 with the user name

admin and password password.

2. Select Dashboard, and in the Licenses widget, verify that there is a green check mark next to Web Filtering,

indicating the service is licensed and active.

If it is licensed, continue to Configuring Log Settings on page 92

3. Ifthereis agrey ? icon next to Web Filtering, indicating the license status is unavailable, complete the following:

a. Click System > FortiGuard.

b. Scroll to the bottom of the page, and then, next to Filtering Services Availability, click Check Again to

force an update.

Filtering
YWeb Filter Cache @ Clear cache after | 60 Minutes
I Clear Weh Filter Cache
Anti-Spam Cache @ Clear cache after | 30 Minutes
FortiGuard Filtering Port 02 EEEEE
Filtering Services Availability & Available % Check Again
Fequest re-evaluation of 3 URL's category

c. Click OK to confirm.

You should see a confirmation message indicating that the web filtering service is available.
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Exercise 1: Configuring Log Settings

To record network activity, you must configure logging on FortiGate. In this exercise, you will configure the log
settings.

Configure Log Settings

Configuring log settings does not generate logs directly on FortiGate. Rather, log settings define if, where, and
how a log is stored.

The objective of this exercise is to prepare the log settings on Local-FortiGate. For the purposes of this lab, this
includes:
« Enabling disk logging, so that logs are stored locally on FortiGate.

« Enabling Historical FortiView, so that more than just real-time information is captured in the FortiView
dashboards.

« Configuring event logging for all activity, to track and monitor events that occur on FortiGate.

« Disabling Local Traffic logging, to prevent filling up your disk too quickly with traffic going directly to and from
FortiGate.

« Configuring FortiGate to resolve hostnames, so that FortiGate performs reverse DNS lookups for all the IPs and
makes searching logs easier.

4 Y
Take the Expert Challenge!

Configure the log settings on Local-FortiGate (10.0.1.254 |admin / password) according to the
objective stated above.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure Threat Weight on page 94.

\_ _J

To configure the log settings

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Log & Report > Log Settings.
3. Inthe Local Log section, enable the following:

Field Value

Disk <enable>

Enable Historical FortiView <enable>
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Exercise 1: Configuring Log Settings Configure Log Settings

Log Settings
Local Log
Disk O
Enable Local Reports o
| Enable Historical FortiView € |

4. Inthe Log Settings section, make sure the following settings are configured:

Field Value

Event Logging All

Event logs provide all of the system information generated by the FortiGate
device (they are not caused by traffic passing through firewall policies).
However, it is good practice to track and monitor events that occur on
FortiGate.

Local Traffic Log Customize - with all settings disabled

These logs record traffic directly to and from FortiGate and can fill up your disk
quickly if not properly managed and monitored. For the purposes of this lab,
leave all local traffic log options disabled.

Log Settings

Event Logging AN Customize

Local TrafficLog | Al

[] Log Allowed Traffic [] Log Denied Unicast Traffic
[] Log Local Out Traffic ] Log Denied Broadcast Traffic

5. Inthe GUI Preferences section, configure the following:

Field Value

Resolve Hostnames <enable>

Resolving hostnames requires FortiGate to perform reverse DNS lookups for
all the IPs and makes searching logs easier.

G| Preferences

Resolve Hostnames €% @
Resalve Unknown Applications € @

6. Click Apply.
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Configure Threat Weight

Configure Threat Weight

Exercise 1: Configuring Log Settings

To prioritize solving the most relevant issues easily, you can configure severity levels for IPS signatures, web
categories, and applications that are associated with a threat weight (or score). Threat weight allows you to set
the risk values for low, medium, high, and critical levels, and then apply a threat weight to specific categories.

The objective of this task is to set the following categories to critical status:

Malicious Websites
Hacking

Explicit Violence
Pornography

You will use threat weight later when searching for logs at a specific threat weight.

To configure threat weight

1.
2,

3.

Continuing on the Local-FortiGate GUI, click Log & Report > Threat Weight.
In the Web Activity section, select the Critical option for the following categories:

Web Activity

Blocked URLs

off | Low Medium [[fla) Critical

IMaIicious Websites

Low | Medium _High [Keaath

Phishing

Low | Medium [ Critical

Spam URLs Low | Medium BgifzuW Critical
Drug Abuse Low High Critical
[Hacking Low | Medium _ High

lllegal or Unethical

Discrimination

Low EUGHIUIGE High @ Critical
Low EUEHINGE High | Critical

IEpricit Violence

Low Medium High Kege]l

Extremist Groups
Proxy Avoidance
Plagiarism

Child Abuse

Peer-to-peer File Sharing

Low EUGHIUIGE High @ Critical
Low EUEHINGE High | Critical
Low WEELI W High Critical
Low EUGHIUIGE High @ Critical
(N Medium  High  Critical

| Pornography

Low | Medium _High [Reqiueil

LH

X %X X X X X % X X X X X

In the Risk Level Values section, record the value associated with the Critical risk level.

You will use this information later to search for logs using the risk level value as a filter.

Critical

4. Click Apply.

94
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Exercise 2: Enabling Logging on Firewall Policies

Now that you've defined if, where, and how a log is stored using the FortiGate log settings, you must define
whether logs are generated. To accomplish this, you must enable logging on your firewall policy. Alog message
can generate only when logging is enabled on a firewall policy.

Enable Logging on a Firewall Policy

For the purposes of this lab, two firewall policies have been created for you. However, you will now need to
configure these firewall polices for logging.

The two firewall policies are:

o IPS: You will use this firewall policy to capture IPS traffic.
« Full Access: You will use this firewall policy to capture antivirus, web filter, DNS, and application control traffic.

4 N
Take the Expert Challenge!

On the Local-FortiGate GUI (10.0.1.254 | admin/password), configure logging for all sessions on
both the IPS and Full Access firewall policies. Enable the following security profiles:

IPS
« IPS | default

Full Access

« AntiVirus | default

« Web Filter | Category-block-and-warning
« DNS Filter | default

« Application Control | block-high-risk

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Monitoring Logs Through Alert Email on page 98.

\_ J

To enable logging on the IPS firewall policy

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Policy & Objects > IPv4 Policy, and then edit the IPS firewall policy.
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Enable Logging on a Firewall Policy Exercise 2: Enabling Logging on Firewall Policies

] Marme Source Destination Schedule Service

] portl — [ port3 (1]

2 IPS B all & VIP-for-Linue @ always [ ALL

=] ™ ports — M port! @

1 FullAccess g LOCAL SUBNET = all @ ahways @ ALL

Implicit @

2. Inthe Security Profiles section, configure the following:

Security Profile Profile

IPS default

3. Inthe Logging Options section, enable Log Allowed Traffic, and then select All Sessions.
Remember, you will not get logs of any kind if Log Allowed Traffic is not enabled.

Logging Options
Log Allowed Traffic &  Security Events
Generate Logs when Session Starts (B
Capture Packets »
4. Click OK.

You've successfully enabled logging on your firewall policy. Later in this lab, you will test these log settings.

To enable logging on the Full Access firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy, and then edit the Full Access
firewall policy.
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Exercise 2: Enabling Logging on Firewall Policies Enable Logging on a Firewall Policy

] Marme Source Destination Schedule Service

] portl — [ port3 (1]

2 IPS B all & VIP-for-Linue @ always [ ALL

=] ™ ports — M port! @

1 Full Access 5 LOCAL_SUBNET B all always @ ALL
Implicit &

2. Inthe Security Profiles section, configure the following:

Security Profile Profile

AntiVirus default

Web Filter Category-block-and-warning
DNS Filter default

Application Control block-high-risk

3. Inthe Logging Options section, enable Log Allowed Traffic, and then select All Sessions.
Remember, you will not get logs of any kind if Log Allowed Traffic is not enabled.

Logging Options
Log Allowed Traffic &  Security Events
Generate Logs when Session Starts O
Capture Packets »
4. Click OK.

You've successfully enabled logging on your firewall policy. Later in this lab, you will test these log settings.
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Exercise 3: Monitoring Logs Through Alert Email

In this exercise, you will configure alert emails, run some traffic through the Local-FortiGate, and view alert
emails.

Configure Alert Emails

Because you can’t always be physically at the FortiGate device, you can monitor events by setting up alert
emails. Alert emails provide an efficient and direct method of notifying an administrator of events.

‘\ ' !' An SMTP mail server is required for alert email to operate. Because configuring a mail
server is out of scope for this lab, it has been preconfigured for you. You can view the
9 email service configuration on the Local-FortiGate GUI by clicking System >
] Advanced.

To configure email alerts

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Log & Report > Email Alert Settings.
3. Turn on the Enabled switch.
The page loads with configuration options.

4. Inthe Email Alert Settings section, configure the following:

Field Value

From FortiGate@training.lab
To admin@training.lab
Alert parameter Events

Interval 1

5. Inthe Security section, enable the following:
o Intrusion detected
o Web Filter blocked traffic

6. Click Apply.

Generate Traffic

For the purposes of this lab, you must generate traffic so you can see the logs collected by FortiGate.
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Exercise 3: Monitoring Logs Through Alert Email Generate Traffic

iy
o £ The traffic you generate will go through Local-FortiGate. You have already enabled
the security policy on the IPS firewall policy and enabled logging for all sessions.

You will use two different tools to create different types of traffic.

Generate Traffic Through FIT

The Firewall Inspection Tester (FIT) program on the FIT VM generates web browsing traffic, application control,
botnet IP hits, malware URLs, and malware downloads.

In this lab, you will direct FIT-generated traffic through the Local-FortiGate. The FIT is behind port3 on the Local-
FortiGate. The traffic from FIT will go through the Full Access firewall policy. For more information, see
Network Topology on page 10.

You configured the Full Access firewall policy to include the following security policies and logging options:

Security Profiles

Antivirus O “ default - &
Wieh Filter O m Categonys-hlock-and-warning - | 4
OMS Filter €  RUER default v &
Application Control @O hlock-high-risk - &
IPS »

Proxey Options default - &
5510 Inspection cerificate-inspection v | #

Logging Cptions

Log Allowed Traffic @  Security Bvents  ERSEES S

Generate Logs when Session Starts O

Capture Packets »

"\ | l' Because FIT-generated traffic will originate from the IP of the FITVM (10.0.1.20),
all these logs will show the same source IP in the logs. This is a limitation of the lab
9 environment. In a real-world scenario, you will likely see many different source IPs for
- your traffic.

FortiGate Security 6.0 Lab Guide 99
Fortinet Technologies Inc.



Generate Traffic Exercise 3: Monitoring Logs Through Alert Email

To generate traffic through FIT

Continuing on the Local-Windows VM, open PuTTY and connect over SSH to the FIT saved session.
At the login prompt, enter student with the password password.
3. Type the following commands:

cd FIT

./fit.py all --repeat

Traffic begins to generate and repeats the script each time it completes.

4. Leave the PUTTY session open (you can minimize it) so traffic continues to generate.
This will run throughout the remainder of this lab.

Do not close the FIT PuTTY session or traffic will stop generating.

Generate Traffic Through Nikto

Nikto generates intrusion prevention system (IPS) traffic.

You will direct the Nikto-generated traffic through Local-FortiGate. Nitko is running on the Linux VM, and the
traffic will go through the egress to ingress firewall policy named IPS. For more information, see Network
Topology on page 10.

You configured the IPS firewall policy to include the following security policy and logging options:

Security Profiles
Antivirus »
WYED Filter »
DMS Filter [
Application Control
[z 9 default - &
Fraeoy Cptions »
S50 Inspechor -ertificate-inspectior -
100 FortiGate Security 6.0 Lab Guide

Fortinet Technologies Inc.



Exercise 3: Monitoring Logs Through Alert Email Generate Traffic

‘\ ' !" Because Nikto-generated traffic will originate from the IP of the Linux VM where Nikto
isinstalled (10.200.1.254), all these logs will show the same source IP in the
9 FortiGate logs. This is a limitation of the lab environment. In a real-world scenario, you
- will likely see many different source |Ps for your traffic.

To generate traffic through Nikto

1. Continuing on the Local-Windows VM, open a second PuTTY application and connect over SSH to the LINUX
saved session.

2. Loginas student with password password.
3. Type the following command:

nikto.pl -host 10.200.1.10

The vulnerability scanning will result in traffic beginning to generate.

The scan will continue for approximately 25 minutes. The dialog displays an End Time and indication that 1
host is tested when complete.

You can run the command again after the scan completes (press the up arrow and then press Enter) to
generate more logs, but it's not required. One cycle will provide enough logs for the purposes of this lab.

4. Leave the PuTTY session open (you can minimize it) so traffic continues to generate.
This will run for the remainder of the lab.

Do not close the LINUX PuTTY session or traffic will stop generating.
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View Alert Emails Exercise 3: Monitoring Logs Through Alert Email

View Alert Emails

Now that traffic is being sent through your FortiGate, you can check the admin@training.lab email to see if any
alerts have been generated based on that traffic. You configured the alert email to generate an alert every one

minute any time an intrusion is detected by the IPS security profile on the IPS firewall policy, and any time the

web filter security profile blocks traffic on the Full Access firewall policy.

The log message that accompanies an alert provides more details about the traffic that caused the alert.

To view your alert emails

1. Continuing on Local-Windows, on the desktop, open Mozilla Thunderbird.

Mozilla
Thunderbird

2. Select the inbox of the admin@training.lab email account and click Get Messages.
You should see a message in the admin inbox with a subject of "Message meets Alert condition". If no email
appears in the inbox, wait 30 seconds, and then click Get Messages again.

3. Open any alert email and review the log message.
As you can see, the log message is in raw format. In the web filter example below (you may receive a
different log message), the log message header provides the t ype (utm) and subtype (webfilter). The log
message body provides information about the web filter security profile that was applied to the traffic
(Category_block-and-warning), the action it took (blocked), and the category description of the traffic

(Malicious Websites).

From FortiGate@training.lab 4 Reply = Forward 3 Archive @ Junk (S Delete More ~
11:20 A0

Subject Message meets Alert condition

To Me <admin@training.lab»
~

Message meets Alert condition
date:QBl?—ll-eﬁ time=11:29:48 dewname=Local-FeortiGate devid=FG¥MB100000864692 logid="03160138556" Ityps:"utm" subtyps:"wsbfiltsr"Isusnttyps:"w‘tgd_blk“

level="warning” wd="root" logtime=1589996588 policyid=1 sesslonld=6629 srcip=18.8.1.28 Er(purt 39232 srcintf="porti™ srcinttrole="undefined"
dstip=38.136.218. 117 dstport=88 dstintf="portl"™ dstintfrole="undefined” proto=6 service="HTTP" hostname "38.138.218. 117" |profile= Category- block-|
“Naction="blocked"| reqtype="direct™ url="/mme.gif" sentbyte=152 rcvdbyte=8 direction="outgoing” msg="URL belongs to a denied category in policy"

method="domain® cat=26]catdesc="Malicious Websites™|crscore=28 crlevel="critical”

4. Open another alert email and record the following information from a single web filterlog:

Field Value

date
time
logid
subtype

level
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Exercise 3: Monitoring Logs Through Alert Email View Alert Emails

Field Value

sessionid
profile
catdesc

crscore

You will locate this log on the Local-FortiGate GUI in the next exercise.

5. Select the email of the log you recorded by clicking the star icon to the left of the email subject.
The star icon turns yellow.

Message meets Alert condition
Message meets Alert condition
I 3 I Message meets Slert condition

s
- - If you would like to review more alert emails, click Get Messages in your admin inbox
again. You configured your alert email to send messages that meet the alert condition
- every one minute.

6. Close the Thunderbird email client when you are finished.
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Exercise 4: Viewing Logs on the FortiGate GUI

In this exercise, you will view logs using both the Log & Report and FortiView menus of the Local-FortiGate
GUI. You will also configure filter options to locate specific logs.

View Logs from Log & Report

In this exercise, you will examine the logs on the Local-FortiGate GUI, based on the traffic you generated from
the FIT VM and Nikto.

Forward Traffic
The first place you will examine logs is on the Forward Traffic page.

All security profile-related logs are tracked within the forward traffic logs, so you can search all forward traffic in
one place. This is helpful if you are looking to see all activity from a particular address, security feature, or traffic.
Security profile logs are still tracked separately in the GUI, but only appear when logs exist.

Ll Log & Report w
| Forward Traffic | ;ﬁ%‘:‘;ﬁirc

Local Traffic
System Events
AntiVirus
Web Filter e
ONsQuery |2eca
Application Control g;?:t?y
Intrusion Prevention

To view and filter forward traffic logs

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Click Log & Report > Forward Traffic.

3. To narrow down the logs (results), on the search bar, click Add Filter, and then add some filters. For example:
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Exercise 4: Viewing Logs on the FortiGate GUI View Logs from Log & Report

Filter Value

Date/Time Last 5 Minutes

This filters on all logs from the last 5 minutes.

® Date/Time: bﬂ m/dd/yyyy hh:mm:ss
Date/Time < September 2017

8-1008:29 Su Mo Tu We Th Fr

8-1008:29

8-1008:29 3 4 5 P 2 8

8-1008:29 1011 12 13 14 15

8-1008:29 17 18 19 20 21 22

8-1008:29 24 25| 26 27 B 29

8-1008:29 Last 24 hours

8-1008:29 Last hour

8-1008:29 Last 5 minutes

0.10N0.90 < il ’
Result Deny (all)

This filters on all blocked traffic.

Threat Score >=50

This filters on all Web activity greater than or equal to the Ciritical (50) risk
level.

Remember, you set Malicious Websites, Hacking, Explicit Violence, and
Pornography to the critical risk level.

Als If the information on which you are filtering does not appear in the table, you may
- - need to add the related column to the table. To do so, right-click any column in the
9 table and select the column you want to add. For example, to view the Threat Score
- column, add Threat Score. At the bottom of the list, click Apply to refresh the table
- with the new column.

4. Double-click the log you want to view.
The Log Details pane appears on the right side of the page.
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View Logs from Log & Report Exercise 4: Viewing Logs on the FortiGate GUI

Log Details x|
& General
Date 11/08/2017
Time 10:19:26
Duration 31s
Session D 30463

Virtual Domain  root
MAT Translation Source

& Source

IP 10.0.1.20
NATIP 10.200.1.1
Source Port 49144
Country Reserved

Source Interface port3

& Destination

1P 160.153.16.11
Host Name icpem.com
Port 80

Country United States
Destination Interface portl

& Application

Sensor block-high-risk
Application Name @HTTP.BROWSER
1D 15893

Category Web.Client

Risk EEEEE|

Protocol tcp

5. View both the Details and Security tabs to see what information is available.

Security Profile Logs

Now, you will examine the security profile logs, which are tracked separately on the GUI. The menu item for the
specific security profile only appears on the GUI if logs of that type exist.

To view web filter logs

1. Continuing on the Local-FortiGate GUI, click Log & Report >Web Filter.

s
- * If this menu item does not display, you can refresh the page, or log out of the Local-
FortiGate GUI and log in again.
-

2. Locate the log in the alert email that you recorded in To view your alert emails on page 102 by using log filters.
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Exercise 4: Viewing Logs on the FortiGate GUI View and Filter IPS Logs

Stop and think!

Which filter would best return the specific log you are seeking? For example, filters based on log subtype or
crscore would most likely return too many logs, making the search inefficient.

Answer: Log original timestamp or Session ID.

3. After you locate the log, double-click the entry to view the log details.

As you can see, the log details in the alert email are the same as the log details on the GUI. The only
difference is the format. Alert emails provide the log detail information in raw format, while the GUI provides
the log detail information in a formatted format.

View and Filter IPS Logs

In this exercise, you will view and filter IPS logs.

4 )
Take the Expert Challenge!

On the Local-FortiGate GUI (10.0.1.254), complete the following:

« View the GUI page that shows intrusion prevention logs only.
« Filter for a log with the attack name NetworkActiv.Web.Server.XSS.
« View information about the attack on FortiGuard.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see View Logs in FortiView on page 108.

\§ J

To view and filter IPS logs

1. Continuing on the Local-FortiGate GUI, click Log & Report > Intrusion Prevention.
2. Double-click any IPS log to view more information about an attack.
3. Inthe Log Details pane, under Intrusion Prevention, click the reference link.
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View Logs in FortiView

Frofile Mame
Attack Mame
Attack 1D
Feference

Incident Serial Mo,
Direction
Severity
Message

& Intrusion Prevention

high_security
MetworkActy Weh Serve
34971

hittp: dhenensy fortinet . com
fidsMID34871

1323312436
outgaing

weh server
Metworkbdcty Viieh Serve

Exercise 4: Viewing Logs on the FortiGate GUI

This takes you to the FortiGuard website, where you can gather more information about the specific attack,
such as the description of the attack, affected products, impact, and recommended actions.

4. After you finish, close the FortiGuard tab.

View Logs in FortiView

FortiView is a comprehensive monitoring system for your network that integrates real-time and historical data into
a single view on your FortiGate.

Now, you will view your logs in FortiView.

To view logs in FortiView

1. Continuing on the Local-FortiGate GUI, click FortiView > Web Sites.

By default, the search settings are set to display logs being created now. If no logs are being created
currently, the page will be blank. This is expected.

2. Use the search settings to display the Web activity in a different way. For example:

« Select Categories and 1 hour to see the Web categories most accessed in the last hour.

108
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Exercise 4: Viewing Logs on the FortiGate GUI View Logs in FortiView

[ | @ Add Filter Ciomains Search Phrazes BB - - o m
300 KB -
M Bytes Sent %
200 KB Bytes Received
100 KB
0KE - =
09:05 0s:10 09:15 09:20 09:25 09:30 09:35 03:40 09:45 09:50 09:55 10:00
Category Bytes [(Sent'Recered) & Sessions (Blocked/&llowed)
Malicious Yvebsites 3.39MB m 840
Unrated 1.28ME Il 286
Phishing 161.26 kB | 40 #
Pornography 100.87 kB | 251
Other Adult Materials 81548 | 21
Gambling 809 LE | 2
lllegal or Unethical 4UBKE | T
Proxy Avoidance 408 KB | T
Dynarmic DNS 40548 | i
Spam URLs 401481 il

« Click the table icon ), and then select Bubble Chart.

« Use the Sort By drop-down menu to display the information by Threat Score, Sessions, Browsing Time or
Bytes.

Sort By | Sz2zsions (Elocked/Allmwed: '|

Drug Abuse

Pomograpty

3. Click FortiView > Threats.
4. Use the filters and sort options to examine different ways you can view the threats to the network.

Close both the FIT and LINUX PUTTY sessions to stop log generation.
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Lab 6: Certificate Operations

In this lab, you will configure SSL deep inspection using a self-signed SSL certificate on FortiGate to inspect
outbound traffic. You will also import a web server certificate on FortiGate and configure inbound SSL inspection.

Objectives

« Configure and enable SSL deep inspection on outbound traffic.
o Import an external web server certificate.
« Configure and enable SSL deep inspection on inbound traffic.

Time to Complete

Estimated: 40 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file on each FortiGate.

Make sure to restore the correct configuration on each FortiGate using the following
steps. Failure to restore the correct configuration on each FortiGate will prevent you

from doing the lab exercise.

To restore the Remote-FortiGate configuration file

1. On the Local-Windows VM, open a browser and log in to the Remote-FortiGate GUl at 10.200. 3.1 with the
user name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

Fortizate Whibd
vE 0.0 build0O7E

chine

1 License £ Systern ,

[5 Backup [Y Configuration Ir||

@ #@ Change Passward

= Fevisions
P

(= Logout
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3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Certificate-Operations > remote-certificate-
operations.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whibgd
wB.0.0 buildd07E

chine

1 License £ System ,

[Y Backup [ Configuration  »

@ # Change Passwaord

i= Fevisions
[/

(= Logout

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Certificate-Operations > 1ocal-certificate-
operations.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.
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Exercise 1: Configuring SSL Deep Inspection
on Outbound Traffic

SSL deep inspection on outbound traffic allows FortiGate to inspect encrypted Internet-bound traffic, and apply
security profiles to that traffic to protect your network and end users. FortiGate employs a man-in-the-middle
(MITM) attack to inspect the traffic and apply security profiles such as antivirus, web filter, and application
control.

In this exercise, you will configure and enable SSL inspection on all outbound traffic.

Configure SSL Inspection

By default, FortiGate includes two security profiles for SSL/SSH inspection: certificate-inspection and deep-
inspection, which you cannot modify. Because this exercise involves configuring FortiGate for SSL full
inspection, you will configure a new SSL/SSH inspection profile for full SSL inspection.

To configure SSL inspection

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Security Profiles > SSL/SSH Inspection.
3. Inthe upper-right corner, click the plus (+) icon to create a new profile.

‘ admin =

certificate-inspection A m

4. Inthe Name field, type Custom Full Inspection.
5. At the bottom of the page, in the Common Options section, enable Allow Invalid SSL Certificates.
6. Click OK.

Enable SSL Inspection on a Firewall Policy

You must enable SSL inspection on a firewall policy to start inspecting traffic. However, you cannot enable
SSL inspection by itself. The firewall policy must have one or more other security profiles enabled, because
enabling SSL inspection tells FortiGate only how to handle encrypted traffic—you still need to tell FortiGate
which traffic to inspect. For the purposes of this lab, you will enable the default web filter security profile.

To enable SSL inspection on a firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects >1Pv4 Policy.
2. Double-click the Full_Access firewall policy to edit it.
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Exercise 1: Configuring SSL Deep Inspection on Outbound Traffic Install the Fortinet_ CA_SSL Certificate

3. Inthe Security Profiles section, enable the following security profiles:

Security Profile Value
Web Filter default
SSL/SSH Inspection Custom_Full_Inspection

This is the profile you created previously.

4. Inthe Logging Options section, enable Log Allowed Traffic, and select All Sessions.
5. Click OK.

Install the Fortinet_ CA_SSL Certificate

FortiGate includes an SSL certificate called Fortinet_CA_SSL that you can use for full SSL inspection. It is signed
by a certificate authority (CA) called FortiGate CA, which is not public. Because the CA is not public, your browser
will display a certificate warning each time a user connects to an HTTPS site. This is because the browser is
receiving certificates signed by FortiGate, which is a CA it does not know and trust. You can avoid this warning by
downloading the Fortinet_ CA_SSL certificate and installing it on all the workstations as a public authority.

In this procedure, you will first test access to an HTTPS site without the Fortinet_ CA_SSL certificate installed.
Then, you will install the Fortinet_CA_SSL certificate and test again.

To test SSL deep inspection without a trusted CA
1. Onthe Local-Windows VM, open a new browser tab and go to an HTTPS site, such as:
https://salesforce.com

2. Click Advanced.

Notice the certificate warning. This appears because the browser is receiving certificates signed by the
FortiGate CA's private key, and the corresponding CA certificate is not in the Local-Windows certificate store.

/ Your connection is not secure

The owner of salesforce.com has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

3. Leave the browser tab open and continue to the next procedure. Do not add the exception.
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Install the Fortinet_ CA_SSL Certificate Exercise 1: Configuring SSL Deep Inspection on Outbound Traffic

To install the Fortinet_CA_SSL certificate in the browser

1. Return to the browser tab where you are logged in to the Local-FortiGate GUI, and click System > Certificates.
2. Inthe Local CA Certificates section, click Fortinet_CA_SSL, and then click Download.

+ Generate | 4 Edit [ Delete 3] Import~ | @ View Details | & Download §| Q, Search

Name Subject
i¥ Fortinet_Factory C =US, CN = FortiGate, L = Sunnyvale, O = Fortinet, ST = California, emailAddres
B¥ Fortinet_Factory_Backup C=US, CN = FortiGate, L = Sunnyvale, O = Fortinet, ST = California, emailAddres
¥ Fortinet_SSL C=US5,CN =FGVM010000107116, L = Sunnyvale, O = Fortinet, 5T = California,
B¥ Fortinet_SSL_DSA1024  C=US, CN=FGVMEVEW6YTCIGBA, L = Sunnyvale, O = Fortinet, ST = Californi
B¥ Fortinet_SSL_DSA2048 C=US, CN=FGVMEVEW6YTCIGBA, L = Sunnyvale, O = Fortinet, ST = Californii
E¥ Fortinet_SSL_ECDSA256 C=US, CN = FGVMEVEWSYTCIGBA, L = Sunnyvale, O = Fortinet, ST = Californis

B¥ Fortinet SSL_ECDSA384 C=US, CN=FGVMEVEW6YTCIGBA, L = Sunnyvale, O = Fortinet, ST = Californi
E¥ Fortinet_SSL_RSA1024  C=US, CN=FGVMEVEW6YTCIGBA, L = Sunnyvale, Q = Fortinet, ST = Californid
B¥ Fortinet_SSL_RSA2048  C=US,CN=FGVMEVEWG6YTCIGBA, L = Sunnyvale, O = Fortinet, ST = Californii

i¥ Fortinet Wifi C = U5, CN = auth-cert.fortinet.com, L = Sunnyvale, O = Fortinet, ST = California,
Local CA Certificates (2)

iy Fortinet CA_SSL C=US, CN = FGVM010000107116, L = Sunnyvale, O = Fortinet, ST = California,
1§ Fortinet_CA_Untrusted C=US, CN = Fortinet Untrusted CA, L = Sunnyvale, O = Fortinet, ST = California,

3. Click Save File.
The certificate downloads to your Downloads folder.

4. In Firefox, in the upper-right corner of the window, click the Open menu icon, and then click Options.

=
f‘ Mozilla Firefox Start Page X\\LH"
€& | ©) Firefox | Search or enter address c Q, Search ﬁ E 4+ # » “

= 100% +
Mew Window  Mew Private Save Page
Window
S
= O e
-
Print History Full Screen
Q Search *'
Find QOptions Add-ons

w-; Find an article on your desktop th

'l commute? Don't bother emailing Devglopes Fyiced Jabs

€2 Sign into Sync

Customize 0 O

5. Click Privacy & Security.
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Install the Fortinet_ CA_SSL Certificate

General

Browser Privacy

Search

Privacy & Security Forms & Passwords

_ ¥ | Remember logins and passwords for websites
Fil x Account

Use a master password

History

Exceptions...

Saved Logins...

6. Inthe Certificates section, click View Certificates.

General

- " v | Block dangerous and deceptive content
Search
v | Block dangerous downloads

Privacy & Security v | Warn you about unwanted and uncommon software

Firefox Account -
Certificates

When a server requests your personal certificate
Select one automatically

@ Askyou every time

+ | Query OCSP responder servers to confirm the current validity of certificates

View Certificates...

Security Devices...

7. Inthe Certificate Manager window, click the Authorities tab, and then click Import.

Certificate Manager

Your Certificates People Servers Authorities Others

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device

aAC Camerfirma S.A.

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
aAC Camerfirma SA CIF AB2743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token
aACCY

ACCVRAIZT Builtin Object Token

4 Actalis 5.p.A. /03358520967
Actalis Authentication Root CA Builtin Object Token

OK

a

8. Click Downloads > Fortinet CA SSL.cer, and then click Open.
9. Inthe Downloading Certificate window, select Trust this CA to identify websites, and then click OK.

FortiGate Security 6.0 Lab Guide
Fortinet Technologies Inc.

115



Test Full SSL Inspection Exercise 1: Configuring SSL Deep Inspection on Outbound Traffic

Downloading Certificate -

You have been asked to trust a new Certificate Autherity (CA).

Do you want to trust "FGVMO010000104718" for the following purposes?
| Trust this CA to identify websites.l

[] Trust this CA to identify email users.

[] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate

| 0K | | Cancel

The Fortinet_CA_SSL certificate is added to the Firefox Authorities certificate store.

10. Click OK.
11. Restart Firefox.

Test Full SSL Inspection

Now that you have added the Fortinet_CA_SSL certificate to your browser, you will not receive any certificate
warnings when accessing a secure site.

The CA that signed this certificate is not public, but the browser is aware of it because you added it as a trusted
authority in the previous exercise.

To test SSL full inspection

1. Continuing on the Local-Windows VM, open a new browser and go to a secure site, such as:
https://salesforce.com

This time you are passed through to the site without any certificate warnings.

2. Close the browser.
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Exercise 2: Configuring SSL Deep Inspection on Inbound
Traffic

You can use SSL deep inspection on inbound traffic to protect internal resources, such as web servers, that users
can access on the Internet. Implementing inbound SSL deep inspection allows you to apply antivirus, IPS, and
web application firewall (WAF) on encrypted traffic destined for your web servers, to protect them from malicious
files and traffic.

In this exercise, you will import an external web server certificate to Local-FortiGate, and then configure SSL
deep inspection to protect a web server with an antivirus profile.

Configure a Virtual IP and Firewall Policy

First, you will configure a virtual IP to map an external IP address to the web server's internal IP address. Then,
you will configure a firewall policy to allow access to the virtual IP.

( )

Take the Expert Challenge!

« On the Local-FortiGate GUI, configure a new virtual IP to map the external IP, 10.200.1.200, to the
internal IP, 10.0.1.10, using port1 as the external interface. Use VIP-WEB-SERVER as the name of
your virtual IP.

« Create a new firewall policy to allow all inbound traffic to the virtual IP. Use Web Server Access asthe
name of the firewall policy.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Install the Training CA Certificate on page 118.

. J

To configure a virtual IP

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Policy & Objects > Virtual IPs.
3. Click Create New, and select Virtual IP.
4. Configure the following settings:

Field Value

Name VIP-WEB-SERVER
Interface port1
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Install the Training CA Certificate Exercise 2: Configuring SSL Deep Inspection on Inbound Traffic

Field Value

External IP Address/Range 10.200.1.200

Mapped IP Address/Range 10.0.1.10

5. Click OK.

To configure a firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Click Create New, and then create a new firewall policy using the following settings:

Field Value

Name Web_Server_Access
Incoming Interface port1
Outgoing Interface port3
Source all
Destination VIP-WEB-SERVER
Schedule always
Service ALL
Action ACCEPT
NAT <disable>
3. Click OK.

Install the Training CA Certificate

Now, you will verify access to the web server URL, and then install the Training CA certificate on Firefox to
eliminate certificate errors.

118 FortiGate Security 6.0 Lab Guide
Fortinet Technologies Inc.



Exercise 2: Configuring SSL Deep Inspection on Inbound Traffic Install the Training CA Certificate

4 )
Take the Expert Challenge!

« On the Remote-Windows VM, verify that you have access to the web server using
https://10.200.1.200.
« Using Firefox, review the web server certificate details and identify the certificate issuer.

« Install the Training CA certificate in Firefox's Authorities certificate store. The certificate file is located on
Desktop > Resources > FortiGate-Security > Training.crt.

« Make sure certificate-related warning messages no longer appear before proceeding to the next section.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure Inbound SSL Deep Inspection on page 123.

\_ J

To verify access

1. Onthe virtual lab portal, click the Remote-Windows VM.
2. Open Firefox and access the web serverusinghttps://10.200.1.200.
A security warning opens.

. _I:I-

Y \
/" (1, Insecure Connection X ‘\+

€ | @ nhttps://10.200.1.200 I Search e Y A D s =

Your connection is not secure

The owner of 10.200.1.200 has configured their website improperly. To protect your information from
being stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

3. Click Advanced, and then review the warning message.

10.200.1.200 uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

Error code: SEC_ERROR_UNKMNOWM_ISSUER

Add Exception...

4. Click Add Exception.
5. Click View.
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Add Security Exception -

You are about to override how Firefox identifies this site.

s . Legitimate banks, stores, and other public sites will not ask you to do this.

Server

(It 10 AR it ps://10.200.1.200 | Get Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Unknown ldentity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a
secure signature.

6. Inthe Issued By section, review the information.

Certificate Viewer: “10.200.1.200" -

General | Details

Could not verify this certificate because the issuer is unknown.

Issued To

Common Mame (CN) m
Organization (J) Fortinet
Organizational Unit (OU) Training

Serial Murnber 01:86:A2

Issued By

Common Mame (CN) Fortinet Training
Organization (J) Fortinet
Organizational Unit (OU) Training

Period of Validity

Begins On Friday, October 20, 2017
Expires On Thursday, April 1, 2027
Fingerprints

SHA-256 Fingerprint AC:5B:F2:28:F6:86:99: AD:FC:39:E8:56:53:99:42: 94
6B:TD:TE:AD:BA: 6B:23:EG:EC:89:51:EB:32:CB:CB: 34

SHA1 Fingerprint 28:BC:CE:CFBE:BB:05:44:06: Co:BF:44:8A: 38:80: AE:AE:B1:44:61

Close

7. Click Close.
8. Click Cancel.

To install the Training CA certificate

1. Continuing on the Remote-Windows VM, in the upper-right corner of theFirefox browser, click the Open menu
icon, and then select Options.
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f‘- Mozilla Firefox Start Page X\H-{:

&) Firefox | Search orentera

G

g Copy

— 100%

O

l==

Mew Window  New Private
Window
Print History
Q Search
Find COptions
| ”—‘— Find an article on your desktop th
@, commute? Don't bother emailing Developer Synced Tabs

€ Signinto Sync

Customize

weE +a > [

a Paste

=+

Save Page

a2

Full Screen

&

Add-ons

2. Click Privacy & Security.

3.

Install the Training CA Certificate

General
Browser Privacy

Forms & Passwords

Privacy & Security

. v | Remember logins and passwords for websites
Firefox Account

Use a master password

History

Exceptions...

Saved Logins...

In the Certificates section, click View Certificates.

General
- v | Block dangerous and deceptive content
Search

v | Block dangerous downloads
Privacy & Security

Firefox Account —
Certificates

When a server requests your personal certificate
Select one automatically

@ Askyou every time

¥ Warn you about unwanted and uncommon software

v | Query OCSP responder servers to confirm the current validity of certificates

View Certificates...

Security Devices...
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Exercise 2: Configuring SSL Deep Inspection on Inbound Traffic

4. Inthe Certificate Manager window, click the Authorities tab, and then click Import.
Certificate Manager X
Your Certificates People Servers Others
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device =3
aAC Camerfirma S.A. ~
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
aAC Camerfirma 5A CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
aACCY
ACCVRALZT Builtin Object Token
4 Actalis S.p.A. /03358520067
Actalis Authentication Root CA Builtin Object Token v
oK
5. Click Desktop > Resources > FortiGate-Security > Certificate-Operations > Training.crt, and then click
Open.
The Downloading Certificate window opens.
6.
You have been asked to trust a new Certificate Authority (CA).
Do you want te trust "Fortinet Training” for the following purposes?
Trust this CA to identify websites,
[T] Trust this CA to identify email users.
[T] Trust this CA to identify software developers.
Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).
View Examine CA certificate
] [ Cancel l
Click OK.
Click OK.
9. Restart Firefox.
10. Gotohttps://10.200.1.200, and then verify that the security warning is no longer displayed.
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#
/,l' Microsoft Internet Information = > 'l\_+

& | @ & htps//10.200.1.200 c \ Search B 3 & QO &8 =
E 10.200.1.200

Secure Connection

Permissions

You have not granted this site any special .
permissions. |

TR

Configure Inbound SSL Deep Inspection

On Local-FortiGate, you will configure and enable SSL deep inspection on all inbound traffic destined to the web
server using the default certificate. You will also observe the changes to the end-user browser session on
Remote-Windows. Then, you will import the external web server certificate on Local-FortiGate, and use it to
perform SSL deep inspection to eliminate security errors.

To configure inbound SSL deep inspection

1. Return to the Local-Windows VM, and on the Local-Fortigate GUI, click Security Profiles
> SSL/SSH Inspection.
In the upper-right corner, click the plus (+) icon to create a new profile.

3. Configure the following settings:

Field Value

Name Inbound_SSL_Inspection
Enable SSL Inspection of Protecting SSL Server
Server Certificate Fortinet_SSL

Click OK.

Click Policy & Objects > IPv4 Policy.
Edit the Web_Server_Access policy.
In the Security Profiles section, enable the following security profiles:

Security Profile Value

No a M

AntiVirus default
SSL/SSH Inspection Inbound_SSL_Inspection
8. Click OK.
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Configure Inbound SSL Deep Inspection

To verify inbound SSL deep inspection

SN o

Exercise 2: Configuring SSL Deep Inspection on Inbound Traffic

Return to the Remote-Windows VM, and close any existing instances of Firefox.
Open Firefox again, andgotohttps://10.200.1.200.
A security warning opens. If you do not receive a security warning, refresh the page (F5). This forces Firefox

to update its local cache.

Click Advanced, and review the error message.

Click Add Exception.
Click View.
Review the certificate information.

General | Details

Certificate Viewer: "FGVM010000104718" -

Could not verify this certificate because the issuer is unknown.

Organizatienal Unit (OU) FertiGate

Issued To

Common Mame (CM) FGVMUO100001047 18
Organization (O) Fortinet

Organizatienal Unit (OU) FertiGate

Serial Number 0D:78:43:DB:BA:CD:TC:T0
Issued By

Common MName (CN)  FGYMO10000104718
Organization (O) Fortinet

Stop and think!

To inspect the encrypted traffic, Local-FortiGate must proxy the connection between Remote-Windows and
the web server. To do this, FortiGate must use its own certificate (FortiGate_SSL), which is not a trusted
certificate. It is also not issued for the hostname you are using in the URL to access the secure website.
While this does verify that Local-FortiGate is inspecting the encrypted traffic, you must perform a few more
configuration steps to make sure the correct certificate is being used, to eliminate any end-user-side

security errors.
7. Click Close.
8. Click Cancel.

To import the web server certificate and private key on Local-FortiGate

124

N

Return to the Local-Windows VM.

On the Local-FortiGate GUI, click System > Certificates.

Click Import, and then select Local Certificate.

In the Type drop-down list, select PKCS # 12 Certificate.

Click Upload.

Click Desktop > Resources > FortiGate-Security > Certificate-Operations > webserver.p12, and then click

Open.

The Certificate Name field is auto-populated from the certificate file name.

FortiGate Security 6.0 Lab Guide
Fortinet Technologies Inc.



Exercise 2: Configuring SSL Deep Inspection on Inbound Traffic

Configure Inbound SSL Deep Inspection

.“ ! ’_, PKCS#12 (.p12 file extension) is an archive file format used to bundle a certificate
q with its private key. It is usually protected using a password.
— The webserver.pl?2 file contains the web server's certificate and private key.

7. Inthe Password field, enter fortinet.

8. Click OK.

The certificate and key are imported.

=+ Generate | # Edit @ Delete

Name

Certificates (11)

E¥ Fortinet_Factory_Backup C=US,CN = FortiGate, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = support@fortinet.com, QU

Q, Search

Subject

¥ Fortinet_SSL C=US,CN =FGVMO010000104718, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = support@fort
F Fortinet_Factory C=US,CN = FortiGate, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = support@fortinet.com, OU|
B¥ Fortinet Wifi C =US, CN = auth-cert.fortinet.com, L = Sunnyvale, O = Fortinet, ST = California, OU = FortiWifi

||I_U" webserver C=US,CN =10.200.1.200, L = Sunnyvale, O = Fortinet, ST = California, emailAddress = courseware@fortinet.*

To modify the inbound SSL inspection profile

Continuing on the Local-FortiGate GUI, click Security Profiles > SSL/SSH Inspection.
In the upper-right corner, in the profile drop-down list, select Inbound_SSL_Inspection.

1
2
3. Inthe Server Certificate drop-down list, select webserver.
4

Click Apply.

To verify the SSL inspection profile change

1. Return to the Remote-Windows VM, and close any existing instances of Firefox.

2. Open Firefox again, andgotohttps://10.200.1.200.

Verify that there are no more security errors. If you still receive errors, refresh the page (F5). This forces

Firefox to update its local cache.
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Lab 7: Web Filtering

In this lab, you will configure one of the most used security profiles on FortiGate: web filter. This includes
configuring a FortiGuard category-based filter, applying the web filter profile on a firewall policy, testing your

configuration, and basic troubleshooting.

You will also apply overrides to FortiGuard website categories and perform overrides on the web filtering profile.
The web filtering overrides allow you to execute different actions, rather than the configured actions on the web

filter security profile.

Objectives

« Configure web filtering on FortiGate.

« Apply the FortiGuard category-based option for web filtering.

« Troubleshoot the web filter.

« Read and interpret web filter log entries.
« Configure web rating overrides.

« Configure web profile overrides.

Time to Complete

Estimated: 25 minutes

Prerequisites

Before beginning this lab, you must clear your web browser history and restore a configuration file to the Local-

FortiGate.

To clear the web browser history

1. Onthe Local-Windows VM, open the browser and click the menu icon in the upper-right corner.

& | https googlefr/= e 2, Searct w

528 FortiGate 32} FortiMa
o ale o nlg!l Cu‘t

[

Mew Window

=

Print

B © & »
B Copy W Paste
100% +
=) ]

Mew Private
Window

0

History

Save Page

-
15
-

Full Scresn

2. Click History > Clear Recent History, and ensure the time range to clear is set to Everything.

3. Click Clear Now.
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To restore the FortiGate configuration file

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then select Configuration > Restore.

FortiGate Whigd
wB.0.0 buildd07E

chine

1 License
L System 3

[5 Backup [ Configuration >||

@ E Change Fassword

i= FHevisions
[ |

(= Logout

3. Select Restore from Local PC, and then click Upload.

4. Browse to Desktop > Resources > FortiGate-Security > Web-Filtering > 1ocal-web-filtering.conf,
and then click Open.

5. Click OK.
6. Click OK to reboot.
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Exercise 1: Configuring FortiGuard Web Filtering

To configure FortiGate for web filtering based on FortiGuard categories, you must make sure that FortiGate has
a valid FortiGuard security subscription license. The license provides the web filtering capabilities necessary to
protect against inappropriate websites.

Then, you must configure a category-based web filter security profile on FortiGate and apply the security profile
on a firewall policy to inspect the HTTP traffic.

Finally, you can test different actions taken by FortiGate according to the website rating.

Review the FortiGate Settings

You will review the inspection mode and the license status according to the uploaded settings. You will also list
the FortiGuard distribution servers (FDS) that your FortiGate will use to send the web filtering requests.

To review the restored settings on FortiGate

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Onthe Dashboard, locate the Licenses widget and confirm that the FortiGuard Web Filtering service is
licensed and active.

A green check mark should appear beside Web Filtering.

Because of the reboot following the restoration of the configuration file, the web filter
‘\ ' f' license status may show "Unavailable". In this case, navigate to System >
9 FortiGuard, click Check Again to force an update, and OK to confirm.

Filtering Services Availability @ Availablel % Check Again
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Exercise 1: Configuring FortiGuard Web Filtering Determine Web Filter Categories

Licenses ({10.0.1.241) ¢

& FortiCare Support
&IPS

& Antivirus

& Weh Filtering

& Security Rating

FortiClient 010  FortiToken n/z

3. Click System > Settings to verify the Inspection Mode setting.

Inspection Mode RELUVEELELE Proxy
NGFW Mode MR ELE Policy-based

Notice that the setting is Flow-based, which is the default setting.

4. Open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
5. Atthe login prompt, enter the user name admin and password password.
6. Enter the following commands to change from Flow-based to Proxy inspection mode.

config system settings
set inspection-mode proxy
end

7. Return to your browser where you are logged into the Local-FortiGate GUI and refresh the browser. (Alternatively,
you can log out of the Local-FortiGate GUI and log backin.)

8. Click System > Settings to verify that the Inspection Mode is now set to Proxy.

Inspection Mode | Flow-based

Determine Web Filter Categories

In order to configure web filter categories, you must first identify how specific websites are categorized by the
FortiGuard service.
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Determine Web Filter Categories

To determine web filter categories

Exercise 1: Configuring FortiGuard Web Filtering

1. Continuing on the Local-Windows VM, open a new browser tab and go to http://www.fortiguard.com/webfilter.
| Threat Lookup | Resources
FortiGuard Labs
Global threat research and re e
® Home Wb Hiller
Ataglan.c.e:
¥ Woeb Filter Lookup
Fevlew the Vel Fier Cztegories
Submit 2 sita TGFCS:ES’JI'L‘.?t!f.‘ﬂ
Search URL (,,_l\
Submita URL wocheck il Ralie
Latest Web Fllcer Databases 1944218
Bleazz entara LR or an P address re category ared hizrory, 1 the IR is uncarsgorizad, you may cubmit tha
JRL alang with a cantzct email addre: 2 notifed of any revision updates,
2. Use the Web Filter Lookup tool and search for the following URL:
http://www.youtube.com
This is one of the websites you will use later to test your web filter.
As you can see, YouTube is listed in the Steaming Media and Download category.
3.

o http://www.skype.com/
o http://www.ask.com/
« http://www.bing.com/

Use the Web Filter Lookup tool again to find the web filter category for the following websites:
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Exercise 1: Configuring FortiGuard Web Filtering Configure a FortiGuard Category-Based Web Filter

You will test your web filter using these websites as well.

This table shows the category assigned to each URL, as well as the action you will configure your FortiGate
to take based on your web filter security profile:

Website Category Action
http://www.youtube.com/ Streaming Media and Download Block
http://www.skype.com/ Internet Telephony Warning
http://www.bing.com/ Search Engines and Portals Allow
http://www.ask.com Search Engines and Portals Allow

Configure a FortiGuard Category-Based Web Filter

You will review the default web filtering profile and configure the FortiGuard category-based filter.

To configure the web filter security profile

1. Return to your browser tab where you are logged into the Local-FortiGate GUI, and click Security Profiles >
Web Filter.

2. Inthe drop-down list in the upper-right corner of the screen, ensure default is selected as your web filter profile.

3. Verify that FortiGuard category based filter is enabled.

@ | FortiGuard category based filter

Showe | O All -

- & Local Cateqgories -
- (O Potentially Lizhle

- @ AdultMature Content

- & Bandwidth Consurming

- @ Security Risk

- & General Interest - Personal

- @& General Interest - Business
- & Unrated v
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Configure a FortiGuard Category-Based Web Filter Exercise 1: Configuring FortiGuard Web Filtering

4. Review the default actions for each category.

Category Action
Local Categories Enable
Potentially Liable Block: Extremist Group

Allow: all other sub-categories

Tip: Expand Potentially Liable to view the subcategories.

Adult/Mature Content Block
Bandwidth Consuming Allow
Security Risk Block
General Interest - Personal Allow
General Interest - Business Allow
Unrated Block

5. Expand Bandwidth Consuming to view the subcategories.

| +{ @ Bandwidth Consuming
- & File Sharing and Storage

i-- @ Freeware and Software Downloads
@ Internet Radio and TV

- @ Internet Telephony

@ Peer-to-peer File Sharing

() Streaming Media and Download

6. Right-click Streaming Media and Download and select Block.
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Exercise 1: Configuring FortiGuard Web Filtering

Configure a FortiGuard Category-Based Web Filter

Show | O Al
- & Local Categories
@ O Potentially Liable
& AdultMature Content
& & Bandwidth Consuming
------ & File Sharing and Storage
------ & Freeware and Software Downloads
------ & Internet Radio and TV
------ & Internet Telephory
------ & Peer-to-peer File Sharing

..... and Download L
ﬂ'@ & Allow
2 ®| [2 Biock [sonal
....g Algl=t
6-@| @ Monior

Right-click Internet Telephony, and then select Warning.

Showe| O All
G- & Local Categories
Patentially Liahle
@ AdultMature Content
: Bandwidth Consuming
------ & File Sharing and Storage
------ & Freeware and Software Downloads
------ & Internet Radio and TV
------ & Internet Telephory v

..... & Alow Sharing
..... and Download
0-@| @ Block
& _ Fzonal
& ®  Monitor Einess
+ 27, YWarning

The Edit Filter dialog box opens, allowing you to modify the warning interval.

8. Keep the default setting of 5 minutes and click OK.

9. Click Apply.
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Apply the Web Filter Profile to a Firewall Policy Exercise 1: Configuring FortiGuard Web Filtering

Apply the Web Filter Profile to a Firewall Policy

Now that you have configured the web filter profile, you must apply this security profile to a firewall policy in order
to start inspecting web traffic.

You will also enable the logs to store and analyze the security events generated by the web traffic.

( )

Take the Expert Challenge!

On the Local-FortiGate GUI (10.0.1.254),apply the web filter profile to the existing Full_Access
firewall policy. Make sure that logging is also enabled and set to Security Events.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Test the Web Filter on page 134.

\_ J

To apply a security profile on a firewall policy

Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.

2. Double-click the Full_Access policy to edit it.

3. Inthe Security Profiles section, enable Web Filter, and from the drop-down menu select default.
Note that this action enables the Proxy Options profile.

Security Profiles

Antivirus »
\Wieh Filter [©)]| ] default - &
DS Filter »
Application Control O
P »
Provey Options default - &
550 Inspection certificate-inspection -~ &

4. Under Log Allowed Traffic, make sure Security Events is selected.
5. Keep all other default settings and click OK.

Test the Web Filter

For the purposes of this lab, you will test the web filter security profile you configured for each category.
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Exercise 1: Configuring FortiGuard Web Filtering Test the Web Filter

To test the web filter

1. Continuing on the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved
session.

2. Atthe login prompt, enter the user name admin and password password.

3. Enter the following command to verify the web filter status:
get webfilter status

The get webfilter statusanddiagnose debug ratingcommands show the list of FortiGuard
FDS that your FortiGate uses to send web filtering requests. In normal operations, FortiGate sends the rating
requests only to the server at the top of the list. Each server is probed for round-trip time (RTT) every two
minutes.

Stop and think!
Why does only one IP address from your network appear in the server list?

Your lab environment uses a FortiManagerat 10.0.1.241, which has been configured as a local
FDS server. It contains a local copy of the FDS web rating database.

FortiGate sends the rating requests to FortiManager instead of the public FDS servers. For this
reason, the output of the above command lists only the FortiManager IP address.

4. Open anew web browsertabandgotohttp://www.youtube.comn.
A warning displays, according to the predefined action for this website category.

@ FortiGuard /= 7=y FERATINET.

Powered by FortiGuard

Web Page Blocked!
@ You have tried to access a web page which is in violation of your internet usage policy.

URL: http://youtube.com/

Category: Streaming Media and Download
Client IP: 10.0.1.10

Server IP: 216.58.192.238

User name:

Group name:

To have the rating of this web page re-evaluated please click here.

5. Open anew web browsertabandgotohttp://www.skype.com/.
A warning displays, according to the predefined action for this website category.
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Create a Web Rating Override Exercise 1: Configuring FortiGuard Web Filtering

&) FortiGuard /2 7=y Fi:RTINET

Powered by FortiGuard

Web Page Blocked!
6 You have tried to access a web page which is in violation of your internet usage policy.

URL: http://www.skype.com/
Category: Internet Telephony
Client IP: 10.0.1.10

Server IP: 40.121.80.200
User name:

Group name:

To have the rating of this web page re-evaluated please click here.

6. Click Proceed to accept the warning and access the website.
You are presented with a certificate warning.

7. Click Advanced and then Add Exception.
8. Click Confirm Security Exception.
9. Open anew web browsertabandgotohttp://www.bing.com/.

This website appears because it belongs to the Search Engines and Portals category, which is set to
Allow.

Create a Web Rating Override

In this procedure you will override the category for www.bing.com.

To create a web rating override

1. Return to your browser tab where you are logged in to the Local-FortiGate GUI, and click Security Profiles >
Web Rating Overrides.
2. Click Create New, and then configure the following settings:

Field Value

URL www.bing.com

Category Security Risk

Sub-Category Malicious Websites
3. Click OK.

Test the Web Rating Override

You will test the web rating override you created in the previous procedure.
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Exercise 1: Configuring FortiGuard Web Filtering Test the Web Rating Override

To test the Web Rating Override

1. Continuing on the Local-Windows VM, open a new browser tab, and try again to access the website
www.bing.com.

The website is blocked and it matches a local rating instead of a FortiGuard rating.

Web Page Blocked!

¥ou have tried to access a web page which is in violation of your internet usage policy.

WRL: http:/fwww . bing. com/
Cateqory:| Malicious ‘Websites |
Client IF; 10.0.1.10

Server IP: 204.79.197.200
User name:

Group name:

To have the rating of this web page re-ewvaluated please click here.
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Exercise 2: Setting Up Web Filtering Authentication

In this exercise, you will configure and test the authenticate action for web filtering categories.

Set Up the Authenticate Action

First, you will override the category for www.bing.com to Proxy Avoidance. Then, you will set the action for this
FortiGuard category to Authenticate.

To override the category

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.
2. Click Security Profiles > Web Rating Overrides.

There is an entry for www.bing.com. The override category is set to Malicious Websites, which you should
have created in the previous exercises.

URL Zwverride Category Qriginal Category Status

wianay Bing.cam Malicious VWebsites Search Engines and FPortals & Enahled

3. Double-click www.bing.com to verify the rating override and confirm the category and subcategory:

Field Value

Category Security Risk
Sub-Category Malicious Websites
A\
- -
q By default, the Security Risk category is set to Block on your FortiGate.
=

4. Click Cancel.

To set up the authenticate action

1. Continuing on the Local-FortiGate GUI, click Security Profiles > Web Filter.
2. Under FortiGuard category based filter, right-click Security Risk, and then select Authenticate.
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Exercise 2: Setting Up Web Filtering Authentication Define Users and Groups

Show O All -
@ Local Categories ~
- Potentially Liable
- @ Adult/Mature Content
O Bandwidth Consuming -
@ SecurityRisk v
1 ® Allow Personal
Business
@ Block v
Cat @ Monitor
+ iit W Delete
Warning
Quota
N Authenticate
O Customize

The Edit Filter widget appears.

3. Use the following settings:

Field Value

Warning Interval 5 minutes
Selected User Groups Override_Permissions
4. Click OK.
5. Click Apply.
For the purpose of this lab, Override_Permissions is a predefined user group. To
review the user groups, click User & Devices > User Groups.
=

Define Users and Groups

You will define a user in order to test the authenticate action.

To create a user

1. Continuing on the Local-FortiGate GUI, click User & Device > User Definition.
2. Click Create New.

3. Select Local User as the User Type.

4. Click Next, and then configure the following settings:

Field Value

User Name student
Password fortinet
5. Click Next.
6. Click Next.
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Test the Authenticate Action Exercise 2: Setting Up Web Filtering Authentication

7. Enable User Group, and then, in the drop-down list, select Override_Permissions.
8. Click Submit.
The student user is created.

User Name Type Two-factor Authentication Ref.

guest & LOCAL [x] 1
student & LOCAL [x]

Test the Authenticate Action

In this section, you will test access to a website using the authenticate action, and then analyze the logs made by
the security events.

To test the web rating override

1. Continuing in the Local-Windows VM, open a new browser tab, and tryto access http://www.bing.com.
A warning displays. Note that it is a different message from the one that appeared before.

Web Page Blocked!

You have tried to access a3 web page which is in violation of your internet usage policy.

UREL: http: /fwww.bing.com/
Category: Malicious \Wehsites
Client IP: 10.0.1.10

Server IF: 204.79,197.200
User name:

Group name:

To have the rating of this web page re-evaluated please click here.

| Proceed | | G0 Back
2. Click Proceed.

"\ | l' You might receive a certificate warning at this stage. This is normal and is a direct
result of using a self-signed certificate. Accept the warning message to proceed with
the remainder of the procedure (click Advanced, click Add Exception, and then click

] Confirm Security Exception).

3. Enter the following credentials:

Field Value

Username student

Password fortinet

This website now displays correctly.
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Exercise 2: Setting Up Web Filtering Authentication

To review the web filter logs for web rating overrides

Test the Authenticate Action

1. Return to your browser tab where you are logged into the Local-FortiGate GUI, and click Log & Report > Web

Filter.
] 5 =
I Policy & Objects > T & [ OAdFier Log location: Disk
& Security Profiles > # DatefTime | User  Source Action Log Details x
VPN N 1 09:09:23 10.0.1.241 passthrough 208.91.112.68/ ~ @ General
2 09:09:13 10.0.1.10  passthrough www.bing.comfd/ls/isp.asy | Date 05/02/2016
& User & Device >| 3 09:00:00 10.01.10 passthrough www bing.comfidllsi?1G=0] | Time 09:07:31
= WiFi & Switch Controller > | |4 09:09:00 10.0110 passthrough wwwbing comd/is/lsp asy 3‘:‘55"“;@ 56 .
[l Log & Report v 5 09:09:00 10.0.1.10  passthrough www.bing.com/Passport.as ruatomain reo
Forward Traffic 6 09:09:00 10.0.1.10  passthrough www.bing.com/ & Source
7 09:09:00 10.0.1.10 passthrough a4 .bing.com/fds/?IG=0701 | IP 10.0.1.10
System Events 8  09:09:00 10.0.1.10 passthrough login.live.com/ Port 54288
Q- _ Interface port3
User Events 9 09:08:58 10.0.1.10 passthrough www bing com/fd/ls/I?2IG=0
WiFi Events = 10 09:08:58 10.0.1.10 passthrough www bing.com/HPImageAr| | @ Destination
11 09:08:58 10.0.1.10  passthrough www.bing.com/hpm?ID=S| | p 204.79.197.200
Web Filter % e
12 09:08:58 10.0.1.10  passthrough www.bing.com/notifications | Port 80
Learning Report 13 09:08'58 100110 passthrough www bing com/fd/ls/I?IG=0 Etefaﬂe Pm‘b
. ostname www.bing.com
Log Settings 14 09:08:58 10.0.1.10 passthrough www.bing.com/fd/ls/Isp.asf URL bing.com/
Threat Weight 15 09:08:57 10.0.1.10 passthrough www.bing.com/ o
16 09:08:03 10.0.1.10  blocked www bing com/ © Application
H=llEam 17_09:07:31 10.01.10 blocked  wwwhing.com/ v| Protocol 6

The Web Filter logs section won't display if there are no web filtering logs. FortiGate
displays the section after creating logs. If the Web Filter menu does not appear in the
GUI, refresh your browser or log out of the Local-FortiGate GUI and log back in.

According to the logs, http://www.bing.com was initially blocked, but after clicking Proceed and
authenticating, the logs show a different action: passthrough.

Remember, http://www.bing.com is rated by FortiGuard as belonging to the Search Engines and Portals
category, where the action, by default, is set to Allow.

However, for this website, you changed the category to Security Risk.
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Exercise 3: Web Profile Overrides

As you have tested the web rating overrides, you will now test web profile overrides.

The web profile overrides feature changes the rules applied to inspected traffic. It authorizes some users, user
groups, or predefined source IPs, to use a different web filter profile.

Configure Web Profile Overrides

In this procedure, you will allow users to override blocked categories. Those users must authenticate in order to
apply a different web filter profile.

To configure a web profile override

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Click Security Profiles > Web Filter.

3. Inthe drop-down list in the upper-right corner of the screen, ensure default is selected as your web filter profile.
4. Enable Allow users to override blocked categories, and then enter the following values:

Field Value

Group that can override Override_Permissions

Profile can switch to monitor-all

Switch applies to IP

Switch duration Predefined 0 Day(s) | 0 Hour(s) | 15 Minute(s)

4. Click Apply to save the changes.

Test the Web Profile Override

Finally, you will test the global access for a blocked category, and authenticate to apply a new web filter profile.
You will also review the web filter logs to verify how actions change after the new web profile is applied.

To test the web profile override

1. Continuing on the Local-Windows VM, open a new browser tab, and try to access www . youtube . com.

A warning displays according to the action for this website category. However, this warning is different from

the one that appeared in To test the web filter on page 135. This warning includes an override link at the
bottom.
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Exercise 3: Web Profile Overrides Test the Web Profile Override

@ FortiGuard /=« 7ii= /) ZEATINET.

Powered by FortiGuard

Web Page Blocked!

You have tried to access a web page which is in viclation of your internet usage policy.

URL: http:/fwww.youtube.com/
Category: Streaming Media and Download
Client IP: 10.0.1.10

Server IP: 216.58.192.238

User name:

Group name:

To have the rating of this web page re-evaluated please click here.

2. Click Override.

"\ ' J" You might receive a certificate warning at this stage. This is normal and is a direct
result of using a self-signed certificate. Accept the warning message to proceed with
9 the remainder of the procedure (click Advanced, click Add Exception, and then click
- Confirm Security Exception).

A block override message appears:

&) FortiGuard /=5 712101 Fi:RTINET

Powered by FortiGuard

Web Filter Block Override

If you have been granted override creation privileges by your administrator, you
can enter your username and password here to gain immediate access to the
blocked web-page. If you do not have these privileges, please contact your
administrator to gain access to the web-page.

Username: [student |

Password: [ssssssss |

Scope: IP (10.0.1.10)

Blr%‘?ile_ [ Web-filter Profile (monitor-all) v]
_— (Days) |o (Hours)

Duration: = (Minutes)

3. Enter the following values, and then click Continue:

Field Value

Username student

Password fortinet

FortiGate overrides the default profile and allows you to access the website.
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Test the Web Profile Override

To review the web filter logs for web profile overrides

Exercise 3: Web Profile Overrides

1. Return to your browser tab where you are logged in to the Local-FortiGate GUI, and click Log & Report > Web
Filter.
2. Compare the current passthrough entries with the older blocked logs.
4 Log & Report v "l @ & | ©addFiter Log location: Disk
Forward Traffic # | Date/Time | Source Action URL Log Details x
System Events 1 07:53.08 10.0.1.10 passthrough clients1.google,comiocsp ~| @ Web Filter -
et 2 075308 10.0.1.10 passthrough clients?.google comiocsp aelwl
" 3 07:52:59 10.0.1.10 passthrough clients1.google.comiocsp | Iniua:a.r_ Stcent
WiFi Events . Request Type direct
- Direction outgoing
Web Filter T 5 075245 100110 passthrough www youtube com/ Method domain
6 07:51:23  10.0.1.10 blocked www youtube com/ Category 25
Leaming Report ~tedary Deso
=g 7 075114 10.0.1.10 blocked www bing com/fdisIsp. aspx Calegory Description E:Z:;":gg
Log Settings =8 075111 100110 blocked wwow bing comfdisfisp. aspx Download i
Threat Weight 9 075011  10.0.1.10 blocked www bing com/fdssp.aspx Message URleelongs to
Alert E-mail 10 07:50:08 10.0.1.10 biocked www bing comifdiisisp aspx ig{ggig\:\leidn
14 _N7-A7:20 4001 40_naccthenanh s hina eamfdle A9 -0 NACCANOTAAONRORTCITCL pohcv
€ Monitor > [elt [T 5
3. Select a blocked entry and in the upper-right corner of the screen, click Details.
4. Now, select a passthrough entry and click Details.
Notice that the web profile used is different.
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Lab 8: Application Control

In this lab, you will configure and use the application control in policy-based mode, to apply an appropriate action
to specified application traffic. You will the view the generated logs.

Objectives

« Configure and test application control in NGFW policy-mode.
« Read and understand application control logs.

Time to Complete

Estimated: 15 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the FortiGate configuration file

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whigd
wB.0.0 buildd07E

chine

1 License
L System 3

[5 Backup [ Configuration  »

|.D Restore @ Change Password

i= FHevisions
O

(= Logout

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FGT-Security > Application Control > L.ocal-App-Control-
Policy.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.
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Exercise 1: Implementing Application Control in NGFW
Policy-Based Mode

In NGFW policy-based mode, application control is applied directly on a firewall policy, without the use of an
application control profile.

The following settings are configured on the configuration file:

o NGFW policy-mode enabled
« Central SNAT policy allowing trafficin NGFW policy-mode to pass
« Firewall policy allowing all traffic to pass

In this exercise, you will configure application control on a FortiGate operating in NGFW policy-based mode.

Apply Application Control in NGFW Policy-Based Mode

You will be configuring a new firewall policy and applying application control on the policy.

To configure an application control firewall policy

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user
name admin and password password.

2. Click Policy & Objects > IPv4 Policy.
3. Click Create New.
4. Configure the following settings:

Field Value

Name Social_Media_Block
Incoming Interface port3

Outgoing Interface port1

Source all

Destination all

Service ALL

Application Social.Media

Tip: From the right pane, click Category and then search for
Social.Media.
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Exercise 1: Implementing Application Control in NGFW Policy-

Apply Application Control in NGFW Policy-Based

Based Mode Mode
Field Value
Action DENY
Log Violation Traffic <enable>
Enable this policy <enable>

5. Keep the default values for the remaining settings.

MNews Policy

Mame € Social_Media_Block

Incoming Interface | M port3 v

Qutgoing Interface | M port1 hd

Source = all
+

Destination = al x
+

Schedule ahways hd

Service m ALl %
+

Application B Social Media
+

URL Category +

Action v ACCEPT NZNml={f@ = | EARN

Central MAT is enahled so NAT settings from matching Central SMAT
policies will be applied.

@ Log “iolation Traffic

Comments | White 2 comment.. oAnz3

Enahble this policy @

6. Click

OK.

7. From the ID column, drag the Social_Media_Block firewall policy above the ALLOW_ALL firewall policy.
Your firewall policy order should look like this:

D

5 ™ porta — M port! @

2

MName

Social_Media_Block

Source Destination

2l =l

Schedule

alwiays

Service

AL

Applications

B Social Media

URL Category

+

Action NAT

@ DENY

Security Profiles

deep-inspection

Log

o Al

3

Imp

ALLOW_ALL

licit

= all &= all
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Test Application Control Exercise 1: Implementing Application Control in NGFW Policy-Based Mode

iy
- - When applying application control, you should have a policy that allows all
9 applications. Otherwise, you allow only specific applications and all other applications
- (including web browsers) will be blocked.

Test Application Control

Now that your configuration is complete, you will test application control by going to the application that you have
configured.

To test the application control firewall policy

1.

Continuing on the Local-Windows VM, open new web browser tabs and go to one or more of the following URLSs:
o https://www.linkedin.com

o https://facebook.com

o https://plus.google.com

None of the pages load.

Try to visit websites that fall under application categories other than social media, such as http://dailymotion.com.
The pages load.

Return to your browser tab where you are logged in to the Local-FortiGate GUI, and click Log & Report >
Application Control.

‘\ ' !' The Application Control logs section will not display if there are no application
control logs. FortiGate will show the section after creating logs. If the Application
9 Control menu item does not display in the GUI, refresh your browser or log out of the
- Local-FortiGate GUI and log back in.

Search the logs for LinkedIn, Facebook, and Google Plus.
You will see logs similar to the following example:

@ & | x action: Block OF NOT ' @ add Filter

#0% Date/Time Source Destination Application Mame Action
1 11:16:14 10.0.1.10 108.174 1010 (any-na wene linkedin.com) 3 Linkedin hlock
2 11:13:44 10.0.1.10 31.13.69.228 (star-mini.c10r facehook.com) i Facebook hlock
3 111321 10.0.1.10 31.13.69.203 (staticxe: facehook.com) i Facebook hlock
4 111321 10.0.1.10 31.13.69.203 (staticxe: facehook.com) i Facebook hlock
] 1113241 10.0.1.10 31.13.69.228 (star-mini.c10r facehook.com) i Facebook hlock
g 11:12:20 10.0.1.10 17221710142 pwaaneid | google.com) @ Google Plus hlock
7 11:12:00 10.0.1.10 31.13.69.228 (star-mini.c10r facehook.com) i Facebook hlock
a 11:12:00 10.0.1.10 31.13.69.228 (star-mini.c10r facehook.com) [ Facebook hlock

5. Close your browser.
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Lab 9: Antivirus

In this lab, you will configure, use, and monitor antivirus scanning on Local-FortiGate in both flow-based and
proxy-based inspection modes.

Objectives

Configure antivirus scanning in both flow-based and proxy inspection modes.
Understand FortiGate antivirus scanning behavior.

Scan multiple protocols.

Read and understand antivirus logs.

Time to Complete

Estimated: 20 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the FortiGate configuration file

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.
) FaortiGate ViB4
chine _
wh 0.0 buildd078
1 License
L System 3
[5 Backup [ Configuration  »
are
E @ Change Password
i= Fevisions
- (= Logout
|
3. Click Local PC,and then click Upload.
4. Click Desktop > Resources > FortiGate-Security > Antivirus > 1ocal-AvV-flow-based.conf, and then
click Open.
5. Click OK.
6. Click OK to reboot.
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Exercise 1: Using Antivirus Scanning in Flow-Based
Inspection Mode

There are two antivirus scanning modes in flow-based inspection mode:

« Quick scan uses a compact antivirus database and performs faster scanning because it doesn’t buffer the file in

memory.

« Full scan uses the full antivirus database. It buffers the file locally, but transmits it simultaneously to the end client.

Everything is transmitted except the last packet. The last packet is delayed, and the whole file is sent to the
antivirus engine for scanning.

In this exercise, you will use antivirus in flow-based inspection mode to understand how FortiGate performs
antivirus scanning. You will use full-scan mode with and without deep inspection. You will observe the behavior of
antivirus scanning, with and without deep inspection, to understand the importance of performing full-content
inspection.

Configure the Antivirus Profile in Flow-Based Inspection Mode

150

By default, the FortiGate inspection mode is set to flow-based, so all the security profiles will also be set to flow-
based inspection mode. In this procedure, you will verify the antivirus profile settings, and apply the antivirus
profile to a firewall policy.

To view the current FortiGate inspection mode

1.

On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0. 1. 254 with the user

name admin and password password.

Click System > Settings.

At the bottom of the page, verify that Inspection Mode is set to Flow-based, and that NGFW Mode is set to

Profile-based.

SSH port 22
Telnet port 23
Idle timeout 480

Allow concurrent sessions €@ @©

Password Policy

Passwordscopeo Admin IPsec = Both

Inspection Mode Flow-based Wugss
NGFW Mode MOl Policy-based

View Settings

Language English

Lines per page | 50 (20 - 1000)
Theme Green

Minutes (1 - 480)
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Exercise 1: Using Antivirus Scanning in Flow-Based Inspection Mode Review the Flow-Based Antivirus Profile

Review the Flow-Based Antivirus Profile

Now that you've verified that the inspection mode is set to flow-based, you will review the antivirus profile to view
the settings.

To review the flow-based antivirus profile

1. Continuing on the Local-FortiGate GUI, click Security Profiles > AntiVirus.
2. Review the default antivirus profile.

sy

b ] -
Because the inspection mode is set to flow-based, by default, all the security profiles
will be set to flow-based as well.

Enable the Antivirus Profile on a Firewall Policy

Now that you have reviewed the antivirus profile, you must enable the antivirus profile on your firewall policy.

After you enable the antivirus profile on a firewall policy, it can scan for viruses and generate logs (based on
configured log settings).

( )

Take the Expert Challenge!
On the Local-FortiGate GUI (10.0.1.254),complete the following:

« Edit the Full_Access firewall policy and enable the default antivirus profile.
« Use certificate-inspection profile for SSL inspection.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Test the Antivirus Configuration on page 152.

\_ J

To enable the antivirus profile on a firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Right-click the ID column for the Full_Access firewall policy and click Edit.
3. Under the Security Profiles section, enable AntiVirus, and select default from the drop-down menu.
4. Inthe SSL/SSH Inspection drop-down menu, keep the default certificate-inspection profile.
"\ | !' When selecting an antivirus profile, SSL/SSH Inspection is enabled by default. You
can't disable it, but you can select any preconfigured SSL/SSH inspection profile in the
9 associated drop-down menu. You will use the certificate-inspection profile for this
- section of the lab.

5. Keep the default values for the remaining settings, and then click OK to save the changes.
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Test the Antivirus Configuration Exercise 1: Using Antivirus Scanning in Flow-Based Inspection Mode

Test the Antivirus Configuration

In this procedure, you will download the EICAR test file to your Local-Windows VM. The EICAR test file is an
industry-standard virus used to test antivirus detection without causing damage. The file contains the following
characters:

X50!P$Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*
To test the antivirus configuration

1. Continuing on the Local-Windows VM, open a new web browser tab and access the following website:

http://eicar.org

. Inthe upper-right corner of the EICAR webpage, click DOWNLOAD ANTI MALWARE TESTFILE.
3. Click the Download link on the left.
In the Download area using the standard protocol http section, download any EICAR sample file.

Download area using the standard protocol http
eicar.com eicar.com.txt eicar_com.zip eicarcom2.zip

68 Bytes 58 Bytes 184 Bytes 308 Bytes

Download area using the secure, S5L enabled protocol https
t i

FortiGate should block the download attempt and insert a replacement message similar to the following
example:

High Security Alert!!

Yoo are not permitted to download the file "eicar_com.zip" because it
is infected with the virus "EICAR_TEST_FILE".

LIEL: hitphwanareeicarargfdownloadieicar_com.zip
File quarantined as: .

hitpcibinane fotinet comie wn=EICAR TEST FILE
ClientIP: 10.0.1.10

Server IP: 213.211.193 .62

LIser name:

Group name;

FortiGate shows the HTTP virus message when it blocks or quarantines infected files.

Test an alternate download method

In this section, you will test the flow-based antivirus configuration using the Save Link As method to download
the EICAR text file.
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Exercise 1: Using Antivirus Scanning in Flow-Based Inspection Mode Test an alternate download method

To test the antivirus configuration

1. Continuing on the Local-Windows VM, open a new web browser tab and go to the following website:
http://eicar.org

2. Onthe EICAR website, in the upper-right corner of the page, click DOWNLOAD ANTI MALWARE TESTFILE.
3. Click the Download link on the left.

4. Inthe Download area using the standard protocol http section, right-click eicar.com.txt and select Save
Link As.

Download area using the standard protocol http

aic om tat girar com 7in
68 Open Link in Mew Tab
Download area using the sec Open Link in New Window
eicar.com eicarcom  Open binkin New Brivate Window eicarcom2.zip
68 Bytes 63 Bytes Bookmark This Link 308 Bytes
Save Link As..,
How to delete the test file fron save Link to Pocket
Copy Link Location
We understand (from the many el Search Google for “eicar.com. bt or you to delete the test file from your

PC. After all, your scanner believe Inspect Element (Q) v you to access it anymore. At this point

o ronict rafor to nor standard and warg cnrru to tall wen that CIFAR ronnnd

5. Change the download location to Desktop, and then click Save.
You should see the file you downloaded on the desktop. Why was the download allowed?

6. On your desktop, right-click the eicar.com downloaded file, and click Edit with Notepad++ to open the file
you downloaded.

Is the content of the file what it's supposed to be?

Stop and think!

Remember, you are using flow-based inspection mode. Using this method, the client sends a request and
starts receiving the packets immediately, but FortiGate is also buffering those packets at the same time.

When the last packet arrives, FortiGate buffers it and puts it on hold. Then, it sends the whole buffered file
to the IPS engine where rule match is checked and passed to the antivirus engine for scanning. If the
antivirus scan does not detect any viruses, and the result comes back clean, the last buffered packet is
regenerated and delivered to the client.

However, if a virus is found, the last packet is dropped. Even if the client has received most of the file, the
file will be truncated and the client will be not able to open a truncated file. FortiGate injects the block
message into the partially download file. The client can use Notepad to open and view the file.

7. Delete the downloaded eicar . com file from the Desktop.
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View the Antivirus Logs

Exercise 1: Using Antivirus Scanning in Flow-Based Inspection Mode

View the Antivirus Logs

The purpose of logs is to help you monitor your network traffic, locate problems, establish baselines, and make
adjustments to network security, if necessary.

To view the antivirus logs

1. Return to your browser where you are logged in to the Local-FortiGate GUI, and click Log & Report > Forward
Traffic. You may need to remove any log filters you have set.

2. Locate the antivirus log message and double-click it.

The Details tab shows forward traffic log information along with the action taken.

3. Select theSecurity tab to view security logs, which provide information more specific to security events, such as
file name, virus or botnet, and reference.

4. To view antivirus security logs, click Log & Report > AntiVirus.

vy

The AntiVirus section won't display if there are no antivirus logs. FortiGate displays
the AntiVirus section after creating logs. If the AntiVirus menu item does not
display in the GUI, refresh your browser or log out of the FortiGate GUI and log back in
again.

154

5. Click Dashboard > Main.

Scroll to the bottom of the page, and in the bottom right, click the settings icon.
7. Click Add Widget and add the Advanced Threat Protection Statistics widget to view the summary statistics

of the antivirus activity.

<4 Add Dashboard
# Edit Dashboard

[] Delete Dashboard

') Reset Dashboards

4 AddWidget

Add Dashboard VWidget

e Fortiview

FaortiClient Detected Vulnerahilities | Faortiview | Host Scan Summary

€ System

Botnet Actrvity  HA Status

s Resource Usage

Disk Usage  Log Rate Session Rate

Security Fabric

Fartitail Stats Security Rating

€ Monitar

Advanced Threat Protection Statistics | Interface Bandwidth

Close

8. Click Close.
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Exercise 1: Using Antivirus Scanning in Flow-Based Inspection Mode Enable SSL Inspection on a Firewall Policy

The Advanced Threat Protection Statistics widget provides statistics about the number of files submitted
and the results of those scans.

Advanced Threat Protection Statistics
FortiGate Scanned Files 645
Ml Malicious 13
Zero-Day Malware Variants 0

M| Suspicious 0
M| Clean 632

A\ . e . .

~ - The Advance Threat Protection Statistics widget displays malware statistics
9 stored on the device by the antivirus process. Statistics on the widget can be cleared
= by formatting the log disk.

Enable SSL Inspection on a Firewall Policy

So far, you have tested unencrypted traffic for antivirus scanning. In order for FortiGate to inspect the encrypted
traffic, you must enable deep inspection on the firewall policy. After you enable this feature, FortiGate will filter
for traffic that is using the SSL encrypted protocol, which is very similar to a man-in-the-middle (MITM) attack.

4 )
Take the Expert Challenge!

« On Local-Windows, test the configuration by downloading the eicar . com file using HTTPS without
enabling the deep-inspection profile on the Full Access firewall policy.

« Configure Local-FortiGate to scan secure protocols by enabling SSH/SSL Inspection using the deep-
inspection profile on the Full Access firewall policy.

« Test the configuration by downloading the eicar . com file using HTTPS.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\_ _J

To test antivirus scanning without SSL Inspection enabled on the firewall policy

1. Continuing on the Local-Windows VM, open a web browser and go to the following website:
http://eicar.org

2. Onthe EICAR webpage, click DOWNLOAD ANTI MALWARE TESTFILE.
3. Click the Download link that appears on the left side.

4. Inthe Download area using the secure, SSL enabled protocol https section, download eicar.com sample
file.
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Enable SSL Inspection on a Firewall Policy Exercise 1: Using Antivirus Scanning in Flow-Based Inspection Mode

Download area using the standard protocol http

eicar.com eicar.com. txt eicar_com.zip eicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes
Download area using the secure, S5L enabled protocol hitps

gicar.com gicar.com.txt gicar_com.zip gicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes

FortiGate should not block the file, because you have not enabled full SSL inspection.

To enable and test the SSL inspection profile on a firewall policy

-—

Return to your browser tab where you are logged in to the Local-FortiGate GUI, and click Policy& Objects >
IPv4Policy.

2. Right-click the ID column for the Full Access firewall policy and click Edit.

3. Under the Security Profiles section, in the SSL/SSH Inspection drop-down menu, select deep-inspection.
4. Keep the remaining default settings, and then click OK to save the changes.
5

On the EICAR web page, in the Download area using the secure, SSL enabled protocol https section, try
to download the same eicar. comn file again.

s
- - If the FortiGate self-signed, full-inspection certificate is not installed on the browser,
9 end users will see a certificate warning message. In this environment, the FortiGate
- self-signed SSL inspection certificate is installed on the browser.

FortiGate should block the download and replace it with a message. If it doesn't, you may need to clear your
cache. In Firefox, click History > Clear Recent History > Everything.
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Exercise 2: Configuring Proxy-Based Antivirus Scanning

In proxy-based inspection mode, each protocol's proxy buffers the entire file (or waits for oversize limit) and scans
it. The client must wait for the scan to finish.

In this exercise, you will configure antivirus scanning in proxy-based inspection mode, including associated
security features, such as proxy options with deep-inspection. Then, you will apply antivirus scanning to the
firewall policy. Finally, you will view the logs and summary information for the antivirus activity.

Change the FortiGate Inspection Mode

By default, flow-based inspection mode is enabled on FortiGate. You will change the inspection mode from flow-
based to proxy-based.

To change the FortiGate inspection mode

On the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
2. Atthe login prompt, enter the user name admin and password password.
3. Enter the following commands to change from Flow-based to Proxy inspection mode:

config system settings
set inspection-mode proxy
end
4. Open a browser and log in to the Local-FortiGate GUl at 10. 0.1 .254 with the user name admin and password
password.

5. Click System > Settings to verify that the Inspection Mode is now set to Proxy.

Inspection Mode | Flow-based

vy
- -
Changing from one inspection mode to another will result in the conversion of profiles
and removal or addition of security features, based on the selected mode.

Review the Antivirus Profile in Proxy-Based Inspection Mode

Now that you've changed the inspection mode to proxy-based, you will view the antivirus profile to see the
changes.

To review the antivirus profile in proxy-based inspection mode

1. Continuing on the Local-FortiGate GUI, click Dashboard > Main.
You will notice that in System Information widget, the Mode is set to NAT (Proxy-based).
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Enable the Antivirus Profile on a Firewall Policy Exercise 2: Configuring Proxy-Based Antivirus Scanning

sy

If you do not see the mode set to NAT (Proxy-based) in the system information

b ] -
9 widget, please refresh your browser.

Click Security Profiles > AntiVirus, and select the default antivirus profile.

3. Verify that Detect Viruses is set to Block and, in the Inspected Protocols section, make sure the FTP switch is

turned on.

This profile defines the behavior for virus scanning on the traffic that matches policies using that profile.

Edit Antivirus Profile

Mame
Comments Scan files and block viruses. 201255

Detect Viruses

Inspected Protocols

HTTP ©
SMTP @©
POP3 @©
IMAF @
MAPI (B
FIP @©

APT Protection Options

Content Disarm and Reconstruction >»
Treat Windows Executables in Email Attachments as Viruses @O

Use virus Outbreak Prevention Database €

Enable the Antivirus Profile on a Firewall Policy

Now that the antivirus profile is configured, you must enable the antivirus profile on the firewall policy. After you
enable the antivirus profile on a firewall policy, it can scan for viruses and generate logs (based on configured log

settings).

To enable an antivirus profile on a firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.

2. Right-click the ID column for the Full_Access firewall policy and click Edit.

3. Under the Security Profiles section, verify that the default profile for AntiVirus is applied.
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Exercise 2: Configuring Proxy-Based Antivirus Scanning Test the Proxy-Based Antivirus Profile

‘\ ' l' When selecting an antivirus profile, Proxy Options and SSL/SSH Inspection are
automatically enabled. You can't disable Proxy Options or SSL/SSH Inspection,
9 but you can select any preconfigured profiles in the Proxy Options and SSL/SSH
- Inspection drop-down menus.

4. Beside the Proxy Options profile, click the pencil icon to view the profile on the firewall policy tab.

Alternatively, click Security Profiles > Proxy Options to see the default proxy options profile selected in
the firewall policy.

This profile specifies how FortiGate’s proxies pick up protocols. For example, The FTP listening port is set to
port 21.

Test the Proxy-Based Antivirus Profile

Now, you will test the proxy-based antivirus profile using FTP file transfer.
4 )
Take the Expert Challenge!

« On the Local-Windows VM desktop, use the FileZilla FTP client to connect to the Linux preconfigured
profile under Site Manager.

« Leave the username and password fields empty.

« Download the eicar . com file from the FTP server.

« View the relevant logs on the Local-FortiGate GUI, and identify the action taken as a result of the
scanning.

If you require assistance, or to verify your work, the step-by-step instructions are provided below.

. J

To test the antivirus configuration

1. Continuing on the Local-Windows VM, open the FileZilla FTP client software from the desktop.
2. Click the Site Manager icon in the upper-left corner and Select Linux.

|

File Edit WView Transfer Server Bookmarks Help
EIRIEEE N XA,
FTPSite :I Username: | | Password: I

Linux

3. Onthe Remote site side of the application (right), right-click the eicar.com file, and then select Download.
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View the Antivirus Logs

Exercise 2: Configuring Proxy-Based Antivirus Scanning

Remote site:
...... W
Filenatne Filesize Filetype Last modified Permissions  Owner/Gro...
Eeicar.cum I | 1000 1000
— { Download
B Add files to queue
View/Edit

The client should display an error message that the server aborted the connection. FortiGate sends the
replacement message as a server response.

Command: RETR eicar.com

Response:

Response: 530~

Error: File transfer failed

Response: 150 Opening BINARY mode data connection for eicar.com (68 bytes).

550-Dangerous Attachment has been Removed. The file "eicar.com” has been removed because of a virus. It was infected with the "EICAR_TEST_FILE" virus. File quarantined as:
" http/ fwww fortinet.com/velvn=EICAR_TEST_FILE"

sy

‘9'
=
Raind

In proxy-based inspection mode, FortiGate buffers the file to scan the content before
sending the file or a replacement message to the client.

4. Close the FileZilla FTP client.

View the Antivirus Logs

Now, you will check and confirm the logs for the test you just performed.

To view the antivirus logs

1.

160

Return to your browser tab where you are logged in to the Local-FortiGate GUI, and click Log & Report >

Forward Traffic.

Locate the antivirus logs message from when you tried to access the file from the FTP, and double-click the log

entry to view the details.
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Exercise 2: Configuring Proxy-Based Antivirus Scanning View the Antivirus Logs

o "F o a0 _ [
&= Fuiliview & B N | Soree Rie-tiniativn Spalication Hawe | Sez ity Serts Rt Prlicy [E %
o Hebwerk * 172240 ANSAA0 102001254 s Ex: & U UM Bludeed 1 Full Acnes) lf‘ m Secucity

£ bystem > [ LR [T+ B L R R | e T o) TS ENT W D UTM Bloked 1R toeremat fenotal o
B ol Dbeds 3 A NSAA0 SERAAE o e LINE LV T - 1 Full Aenes)y Dt 073752017
& tesurloy rctles N E NAAAN W0AAT O o LN Vo iisD hei
=R 5 & NCAI0 WRAAT o e LINE W Eissl 16:__\.“..'
P —— 3 NGAI0 EEIHALT o NG ¥ G186 i

——— rd 11 SR.ALE o o DN VBIL NS HAT TrqRatioc: Sourt: 4

c IE B S 11950 =aAAE o DN ; B soures

b 22 Repnit o 114 TR TAAT R errd zngh o] & s Sl i LWALIO

N EAAAL B o NG NATIF Wil
Sonirce Port ST
The Details tab shows forward traffic log information along with the action taken.
3. To view security log information, do one of the following:
« Select the Security tab. This includes information more specific to the security event, such as file name,
virus/botnet, reference, and so on.
» Click Log & Report > AntiVirus.
# @ | DateMime | Service Source File Mame VirusiBotnet User Details Action

1 14:50:34 FTF 10.0.1.10  eicarcom EICAR_TEST_FILE host: 10.200.1.254 blocked
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Lab 10: Intrusion Prevention System (IPS) and Denial of
Service (DoS)

In this lab, you will set up IPS profiles and denial of service (DoS) policies. You will also use a vulnerability
scanner and a custom script to generate attacks on Local-FortiGate.

Objectives

« Protect your network against known attacks using IPS signatures.
« Use rate based signatures to block brute force attacks.
« Mitigate and block DoS attacks.

Time to Complete

Estimated: 30 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, in the admin drop-down menu, select Configuration > Restore.

FortiGate Whibgd
wB.0.0 buildd07E

chine

1 License £ Syster ,

[Y Backup [ Configuration G

@ & Change Passwaord

i= Fevisions
L

(= Logout

3. Select Local PC, and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Intrusion-Prevention-System > 1ocal-intrusion-
prevention-system.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.
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Exercise 1: Blocking Known Exploits

During this exercise, you will configure IPS inspection on Local-FortiGate.

Configure IPS Inspection

First, you will configure an IPS sensor that includes the signatures for known attacks on Windows operating
systems.

To configure IPS

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Click Security Profiles > Intrusion Prevention.
3. Inthe upper-right corner, click the plus (+) icon to create a new sensor.

Edit IPS Sensor default - O Im =
Name [View IS Signatures]
Comments Prevent critical attacks. | 250355
IPS Signatures

+ AddSignatures | 1] Delete & E P Exemptions

Name | ExemptIPs | Severity | Target | Service OS5 | Action Packet Logging

Mo matching entries found

4. Inthe Name field, type WEBSERVER for the new sensor name.
5. Inthe IPS Filters section, click Add Filter.
New IPS Sensor

Name [[WeBsERVER |
Comments 5| oiass
IPS Signatures

4+ Add Signatures W Delete | & Ed Exe

Mame | Exempt IPs | Severity | Target | Service | OS] Action | Packet Logzsing
Mo matching entries found

IPS Filters

+ AddFilter || # EditFilter = W Delete

Filter Details Action Packet Logging
No matching entries found
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Configure IPS Inspection Exercise 1: Blocking Known Exploits

6. Inthe Add Filter window, click Add Filter.
7. Click Severity and then click Medium:

Al Fileer
=

Infarrmztion L ] Severity Target
SCDm.SfDaEII ;-m; . = I (T[] Server

i L=18 |48} |
3Com 3C0aE yigh | JSUrE L[] Cliernt
ACorm Incellige nbca mmmmn ) Disclosure SEMVEr
ACom.OfceConnect ADSL Wireless Firewall Router Do SErVEr
Jive MPEGA File Processing Buffer Crerflow L] Cliernt

8. Click Add Filter again.
9. Click Severity and then click High:

Aadd Filear
X Severity, Medium | % Ssventy: High | @ Add Filter
Marme Senverity Target J
ACom.3C0aemon F TR Server Buffer Crerflow (L] Server Windows
ACom nelinent Management Center Information Disclosure Zerver WWindows
ACam. OfceConnect ADSLVWireless Firewall Houter DoS SEMNEr Lir
Jiv: MPEGE File Processing Buffer. Crerflovy [T 1] Client VWindows

10. Click Add Filter one more time.
11. Click Severity and then click Critical:

A Filber
. X Severity: Medium % Severity: High | % Severty; ~ntical

Nama & Critical o _:Il-l Tardet
ACom.3C0zemon FTP Server Bulfer Cherflow (1] Server Window
ACam Intalligent Management Canter Information Disclosure Server Window
ACom OficeConnect ADSL Wireless Firewall Router DoS SEMNVET Lin
Jdive MPEGE File Proceszing Buffer Crerflowy EEEE Client Window
A5-Zmart. CODESYS Gateway Server Integer Crerflow (1L Server Window

12. Click Use Filters.
All the signatures matching the filter are added to the IPS sensor and FortiGate will take the default action for

these signatures.

13. Click OK.
14. Click Apply.

FortiGate Security 6.0 Lab Guide

164
Fortinet Technologies Inc.



Exercise 1: Blocking Known Exploits Apply an IPS Sensor to a VIP Firewall Policy

Apply an IPS Sensor to a VIP Firewall Policy

You will apply the new IPS sensor to a firewall policy that allows external access to the web server running on
Local-Windows.

4 )

Take the Expert Challenge!
On the Local-FortiGate GUI (10.0.1.254),do the following:

« Configure a new virtual IP to map the external IP 10.200.1.200 tothe internal IP10.0.1.10, using
port1 as the external interface. Name the virtual IP VIP-WEB-SERVER.

« Create a new firewall policy to allow all inbound traffic to the virtual IP and enable the WEBSERVER
IPS sensor. Name the firewall policy Web Server Access IPS.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Generate Attacks from the Linux Server on page 167

\_ J

To create a virtual IP

1. Continuing on the Local-Fortigate GUI, click Policy & Objects > Virtual IPs.
2. Click Create New > Virtual IP.
3. Configure the following settings:

Field Value

Name VIP-WEB-SERVER
Interface port1
External IP Address/Range 10.200.1.200

Mapped IP Address/Range 10.0.1.10

4. Click OK.

To configure a firewall policy

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Click Create New and create a new firewall policy using the following settings:

Field Value

Name Web_Server_Access_IPS
Incoming Interface port1
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Fortinet Technologies Inc.



Apply an IPS Sensor to a VIP Firewall Policy

166

3.

Exercise 1: Blocking Known Exploits

Field Value

Outgoing Interface
Source

Destination
Schedule

Service

Action

NAT

port3

all
VIP-WEB-SERVER
always

ALL

ACCEPT

disabled

In the Security Profiles section, enable IPS, and from the drop-down list, select WEBSERVER.
The policy should look like the following example:

Incoming Interface | M port1

Qutgoing Interface | [ port3

Firewall f Metwork Options

MNAT Ol

Mame € Weh Server_Access_|FS

Source = all x
+

Destination & IP-WEB-SERVER »®
+

Schedule ahways -

Service Ol ALL X
+

Action @ DENY | ™ LEARM

Security Profiles

Antivirus »
Weh Filter >
DNS Filter »
Application Contral O
P © WEBSERVER ~| ¢
Proxy Cptions »
S50 Inspection certificate-inspection - || &
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Exercise 1: Blocking Known Exploits Generate Attacks from the Linux Server

sy

- - Configuring full SSL inspection would significantly increase the time required to
9 complete this lab. Therefore, for the purposes of this exercise, you will not configure
- full SSL inspection.
4. Click OK.

Generate Attacks from the Linux Server

You will run a Perl script to generate attacks from the Linux server located in front of the Local-FortiGate.

To generate attacks from the Linux server

Continuing on Local-Windows, open PuTTY and connect over SSH to the LINUX saved session.
2. Atthe login prompt, enter the user name student with the password password.

3. Run the following script to start the attacks:
nikto.pl -host 10.200.1.200

4. Leave the PuTTY session open (you can minimize it) so traffic continues to generate.

Do not close the LINUX PuTTY session or traffic will stop generating.

Monitor the IPS

You will check the IPS logs to monitor for known attacks being detected and dropped by Local-FortiGate.
4 )
Take the Expert Challenge!

On the Local-FortiGate GUI (10.0.1.254), complete the following:

« Review the IPS logs for all detected and dropped attacks.
« Review the FortiGuard encyclopedia pages.

To monitor the IPS

1. Return to your browser tab where you are logged in to the Local-FortiGate GUI, and click Log & Report >
Intrusion Prevention.
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Monitor the IPS Exercise 1: Blocking Known Exploits

‘\ ' l' The IPS logs section will not display if there are no IPS logs. FortiGate displays this
section only after creating logs. After the attacks, if the Intrustion Prevention menu
9 item does not display in the GUI, refresh your browser or log out of the Local-FortiGate
- GUI and log back in again.

2. Locate and review the relevant log entries for the detected and dropped attacks.

£ & | © AddFilter Mm- m
# 0% Date/Time Severity Source Protocol | User Action Count Attack Mame
1 07:54:58 10.200.1.254 tcp dropped Metworkactiy Web Server X535
2 07:84:48 10.200.1.254 tcp dropped HTTF.LRILSGL Injection
3 07:54:38 10.200.1.254 tcp dropped HTTF.LRILSGL Injection
4 07:84:28 10.200.1.254 tcp dropped HTTF.LRILSGL Injection
3 078418 10.200.1.254 tcp dropped HTTF.LRILSGL Injection
g 07:54:08 10.200.1.254 tcp dropped HTTF.LRILSGL Injection
7 075356 10.200.1.254 tcp dropped HTTF.LRILSGL Injection
a 075355 [T] 10.200.1.254 tcp detected | NawviCOPA Source.Code Information Disclaosure

s ' s FortiGate will create an intrusion prevention log entry for each:

9 « Detected attack without blocking it.
— « Dropped attack with blocking it.

3. Click alog entry, and then click Details.
4. Click the Reference link:

£ | © Add Filter

Q Date/Mime | Severity|  Source Protocol | User Action | Count Attack Nam  Log Detai

TR L TRV

| 07:55:18 10.200.1.254 tcp dropped NetworkActivieb Servel B e Nare WEBSERVER

07:55:06 10.200.1.254 tcp dropped MetwarkActy Web Server XSagacl Mame Metworkacty ifeh Servel

075456 10.200.1.254 tcp dropped MetwaorkActiv Web Server XSattack ID 34571

07-54:46 10.200.1.254 tcp dropped HTTPURI SCL Injection  eference pgpﬁmgf?ﬂrinetwm
- il

07:54:36 10.200.1.254 tcp dropped HTTRURISCL Injection Incident Serial Mo, 1180420658

07:54:26 10.200.1.254 tcp dropped HTTRURLSCGL Injection Direction utgoing

07:54:16 10.200.1.254 tcp dropped HTTRURLSGL Injection Severity

ha fat=1 =1l F=Ta=Tad

5. Review the FortiGuard encyclopedia pages for the signatures.

The FortiGuard encyclopedia provides information about that signature such as severity, coverage, affected
products, impact, and recommended actions that you can take.

"\ | !' None of the affected products are currently installed on Local-Windows. This
information is important to make note of before you tune the
9 WEBSERVER IPS sensor. If the affected products aren't installed, is it really
] necessary to inspect those packets?
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Exercise 2: Using Rate Based IPS Signatures

In this exercise you will configure a rate based signature to detect and block a brute force FTP attack.

Apply Rate Based Signatures

You will create a new IPS sensor, then enable and configure the appropriate signature to detect and block
FTP brute-force attacks. You will then apply the IPS sensor to all outbound traffic on Local-FortiGate.

To create an IPS sensor

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

Click Security Profiles > Intrusion Prevention.

Click the plus (+) icon in the top right of the page to create a new sensor.

In the Name field, type FTP BRUTE FORCE.

In the Rate Based Signatures table, enable the FTP.Login.Brute.Force signature.
Double-click the signature and configure the following values:

Field Value

Threshold 5

L2 T i

Track By Source IP

Action Reset

Fate BEased Signatures

Enable Signature Threshaold Duration (seconds) Track By Action

@ FTFPLogin Brute Force |53 10 Source IP - Reset

7. Click OK.

To apply IPS on outbound traffic

Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
Double-click the existing Full_Access policy to edit it.

1
2
3. Inthe Security Profiles section, enable IPS, and in the drop-down list, select FTP_BRUTE_FORCE.
4. Click OK.
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Test the Rate Based Signature Exercise 2: Using Rate Based |IPS Signatures

Test the Rate Based Signature

You will use a custom Windows batch script to generate invalid login attempts to the FTP server located on the
Linux VM. You will then verify your configuration using the IPS logs.

‘\ | !' A typical brute-force attack makes use of a dictionary of usernames and passwords. In

this scenario, the script is using an incorrect username and password to flood the FTP

9 server with invalid login attempts. The 530 Login incorrect responses from the
- FTP server should be enough to trigger the signature.

To run the Windows batch script

1. Continuing on the Local-Windows VM, open a command prompt window.
2. Change the working directory to Resources\FortiGate-Security\Intrusion-Prevention-System:

>cd Desktop
>cd Resources
>cd FortiGate-Security
>cd Intrusion-Prevention-System
3. Execute the Windows batch script:
bruteFTP
4. Wait for the script to finish running all 10 attempts, and then press any key to stop the script.

o Administrator: Command Prompt - bruteFTP.bat - |0

Attempt 18=
ftp>» open 10.zo@.1i.254
onnected to 18.2808.1.254.
220 C(ysFTPd 3.8.3)>
ser (18.280.1_254:Cnonedd):
331 Please specify the password.

onnection closed by remote host.

Presz any key to continue .

5. Leave the command prompt window open in the background.

To view the IPS logs

1. Return to the browser tab where you are logged in to the Local-FortiGate GUI, and click Log & Report >
Intrusion Prevention.

2. Locate the logs for the FTP brute force attacks:

< & | © AddFilter &R Mo
#lQ Date/Time Severity Source Protocol User Action Count Attack Name
1 10:01:14 10.0.1.10 tcp reset FTPLogin.BruteForce
2 10:01:13 10.0.1.10 tcp reset FTP.Login.BruteForce
3 10:01:12 10.0.1.10 tcp reset FTPLogin.BruteForce
4 10:01:11 10.0.1.10 tcp reset FTPLogin.Brute Force
5 10:01:09 10.0.1.10 tcp reset FTPLogin.BruteForce
o] 10:01:08 10.0.1.10 tcp reset FTP.Login.BruteForce
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Exercise 2: Using Rate Based IPS Signatures Test the Rate Based Signature

Why are there only six log entries, when the script generated 10 login attempts?

Stop and think!

The FTP.Login.Brute.Force rate based signature was configured with a threshold of five. The IPS
signature action only triggered after the threshold was met.

To verify the IPS signature action

1. Continuing on the Local-Windows VM, go back to the command prompt window.
2. Scroll up and locate Attempt 4 and Attempt 5.

e |

= Administrator: Command Prompt - bruteFTP.bat

=======Attenpt 4==================
ftp> open 1IW.ZP0.1.

onnected to 1@. ZEB 1 254

228 CusFIPd 3.8_.3>

ser (10.208.1.254:(nonel>:

331 Please specify the password.

E3B Login_ incorrect.

f21 Goodhbye .

=======fittempt G=================
ftp>» open 1W.ZWW.1.254

onnected to 10.208.1_254.

228 CusFIPd 3.8.3>

ser (10.208.1.254:(nonel>:

331 Please specify the password.

Connection closed by remote host.
it

Note that for Attempt 4, the server response is 530 Login incorrect. However, for Attempt 5, the
error message is Connection closed by remote host. Thisis where the rate based signature's
action triggers, and the FTP client's connections are reset. This Connection closed by remote
host message repeats until the script ends with Attempt 10.

3. Close the command prompt window.
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Exercise 3: Mitigating a DoS Attack

In this exercise, you will configure the Local-FortiGate for DoS protection.

Create a DoS Policy

You will create a DoS policy to detect and block an icmp flood attack

4 )
Take the Expert Challenge!

On the Local-FortiGate GUI (10.0.1.254 | admin/ password), do the following:

« Create a new |IPv4 DoS policy for port1.
« Configure the policy to block ICMP floods with a threshold of 200.
« Enable logging.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Test the DoS Policy on page 173.

\_ J

To create a DoS policy

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

. Click Policy & Objects > IPv4 DoS Policy.
3. Click Create New.
Configure the following settings:

Field Value

Incoming Interface port1
Source Address all
Destination Address all
Services ALL

5. Locate icmp_flood, and enable Status and Logging.
6. Setthe Action to Block and the Threshold to 200.
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Exercise 3: Mitigating a DoS Attack Test the DoS Policy

L4 Anomalies
Name (B Status | (B Logging Pass | Block Action Threshold
tep_syn_flood (@ ] > @ Block 2000
tcp_port_scan (e ] @ Block 1000
tep_src_session (@ ] > @ Block 5000
tep_dst_session (e ] (@ ] @ Block 5000
udp_flood o) » [ pass [ETE 2000
udp_scan (@ ] » m Block 2000
udp_src_session > > m Block 5000
udp_dst_session (e } > m Block 5000
icmp_flood [ 8] [ 8] Pass m 200
icmp_sweep e J @ J @ Block 100
7. Click OK.

Test the DoS Policy

You will generate an ICMP flood from the Linux VM. This will trigger the DoS policy on Local-FortiGate.

To test the DoS policy

1. Continuing on the Local-Windows VM, open PuTTY and connect over SSH to the LINUX saved session.
2. Atthe login prompt, enter the user name student with a password of password.

3. Execute the following command to generate an ICMP flood to Local-FortiGate:
sudo ping -f 10.200.1.1

A password prompt for the student account is displayed

A\
- -
The command option - £ causes the ping utility to run continuously, and not wait for
replies between ICMP echo requests. It also requires super-user privilege.
-

4. Enterpassword.
For every ping sent, the SSH session will display a period.

5. Leave the SSH connection open with the ping running (you can minimize the window).

To view the anomaly logs

1. Return to the browser where you are logged in to the Local-FortiGate GUI, and press F5 to refresh the browser (or
log out and log in).
2. Click Log & Report > Anomaly.
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Test the DoS Policy Exercise 3: Mitigating a DoS Attack

174

]
\-‘ ’-r The Anomaly logs section will not display if there are no anomaly logs. If the
9 Anomaly menu item does not display in the GUI, refresh the browser or log out from
1 the Local-FortiGate GUI and log back in again.

Examine the logs.
Note that the ICMP flood has been blocked. This is indicated by the entry clear_session in the Action field.

o & | © Add Filter M- o Detais
It DatelTime Severity Source Pratocol User Action Count Attack Name
08:30:27 [T 10.200.1.254 1 1 icmp_flood

Go back to the PUTTY window and press Ctrl+C to stop the ping.
Close the PUTTY session.
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Lab 11: SSL-VPN

In this lab, you will configure an SSL-VPN connection in tunnel and web modes. You will also manage user groups
and portals for an SSL-VPN.

Objectives

« Configure and connect to an SSL-VPN.

« Enable authentication security.

« Configure a firewall policy for SSL-VPN users to access private network resources.
o Customize the SSL-VPN portal for web mode.

« Configure FortiClient for the SSL-VPN connection in tunnel mode.

Time to Complete

Estimated: 25 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whigd
B 0.0 buildd07E

chine

1 License & System ,

[Y Backup [ Configuration  »

@ # Change Passwaord

i= Fevisions
[

(= Logout

Click Local PC, and then click Upload.

Click Desktop > Resources > FortiGate-Security > SSL-VPN > local-SSL-VPN.conf, and then click Open.
Click OK.

Click OK to reboot.

o g ko
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Exercise 1: Configuring Web Mode SSL-VPN

On FortiGate, there are two modes you can configure to allow remote access through SSL-VPN: web mode and

tu

In

nnel.

this exercise, you will test web mode, which will allow SSL-VPN users to connect from the Remote-Windows

VM, to resources located in the local subnet (10.0.1.0/24).

Configure the SSL-VPN Settings

Now, you will configure the SSL-VPN settings to allow the remote connection shown in the following example:

Local-FortiGate

- i
N S 55L VPN Portal

L — — Portl
Users’ IP range: 10.200.1.1/24

10.212.134.200 —10.212.134.210

To create a user for SSL-VPN connections

1.

o DN

© ® N o

On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.

Click User & Device > User Definition.

Click Create New.

Click Local User, and then click Next.

Enter the following credentials for the remote user, and then click Next:

Username student

Password fortinet

Leave the contact info empty, and click Next.

For User Account Status, verify that Enabled is selected.

Enable User Group, click the + field that appears, and then, in the right pane, select SSL_VPN_USERS.
Click Submit.

vis
"'9" The group SSL_VPN_USERS has been preconfigured for the purpose of this lab.
-

To review the settings of this group, click User & Device > User Groups.
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Exercise 1: Configuring Web Mode SSL-VPN Create a Firewall Policy for SSL-VPN

To configure the SSL-VPN settings for web access

1. Continuing on the Local-FortiGate GUI, click VPN > SSL-VPN Settings.
2. Inthe Connection Settings section, configure the following settings:

Listen on Interface(s) port1

Listen on Port 10443

Restrict Access Allow access from any host
Inactive For 3000 seconds

Server Certificate Fortinet_Factory

3. Inthe Tunnel Mode Client Settings section, configure the following settings:

Field Value

Access Range Automatically assign addresses

4. Inthe Authentication/Portal Mapping section, select All Other Users/Groups, and then click Edit.

Authentication/Portal Mapping €9

+ Create Mew | # Edit | 75 Delete

sers/Groups Fortal
Al Other Users/Groups A Mot Set

5. Inthe Portal drop-down list, select web-access, and then click OK.
6. Click Apply to save the changes.
7. Click OK to confirm the use of the built-in certificate.

Notice the warning message displayed on the top of this page. It indicates that you need to create a firewall
policy for SSL-VPN connections.

Create a Firewall Policy for SSL-VPN

Now, you will create a firewall policy that allows traffic to the local subnet (10.0.1.0/24)from remote users
connected to the SSL-VPN portal.
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Test the SSL-VPN Access Exercise 1: Configuring Web Mode SSL-VPN

[ ~ Local-FortiGate
N :
HTTPS to 10.0.1.0/24
b s S SSL VPN Portal Local_Subnet
QIS y Port1
Users’ IP range: 10.200.1.1/24 10.0.1.254/24
10.212.134.200 —10.212.134.210

To create a firewall policy for SSL-VPN

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Click Create New, and then configure the following firewall policy settings:

Field Value

Name SSL-VPN-Access

Incoming Interface SSL-VPN tunnel interface (ssl.root)
Outgoing Interface port3

Source Address > SSLVPN_TUNNEL_ADDR1

User > SSL_VPN_USERS

Destination LOCAL_SUBNET
Schedule always
Service ALL
Action ACCEPT
NAT Disabled
3. Click OK.

4. Click OK to confirm the use of the built-in certificate.

s
i o The SSL-VPN firewall policy will only allow traffic from users within the group SSL_
VPN_Users.
-
Test the SSL-VPN Access

Now, you will test the SSL-VPN by accessing resources remotely within the local subnet (10.0.1.0/24).

For this, you will connect to the SSL-VPN portal using the Remote-Windows VM, and then you'll perform an RDP
connection to the Local-Windows VM.
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Exercise 1: Configuring Web Mode SSL-VPN Test the SSL-VPN Access

Remote-Windows Local-FortiGate Local-Windows

( /_Q:j m ——

HTTPS to
SSLVPN Portal
Users’ IP range:
10.212.134.200 —10.212.134.210

—_—

Access by RDP —

>
Local_Subnet
Port3 \\

10.0.1.254/24 10.0.1.10 ==

———
10.200.1.1/24

To access the SSL-VPN portal

1. Inyourlab environment, connect to the Remote-Windows VM.

2. Open Firefox and connect to:
https://10.200.1.1:10443/

A security warning appears.

Stop and think!
Why do you receive a security warning?

For SSL connections, FortiGate is using a built-in certificate, which is signed by a certificate authority that
the browser does not trust.

3. Click Advanced, click Add Exception, and then click Confirm Security Exception.
The remote login page opens.

4. Loginas student with the password fortinet.

The SSL-VPN web portal opens. The portal is using default settings.

To test the SSL-VPN portal

1. Continuing on the SSL-VPN portal where you are logged in as student, click Quick Connection.
Notice all the available options the SSL-VPN portal allows for connections.

2. Click RDP, and configure the following setting:

Field Value

Host 10.0.1.10

w

Keep the default values for the remaining settings, and then click Launch.

. Wait five seconds, and then click TRAININGAD\Administrator when it appears.
Enter the password password.

You are now remotetly connected to the Local-Windows VM.

o A

o

Close the web browser that is running the RDP session.
In the upper-right corner, click student > Logout to log out of the SSL VPN portal.

N
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Add an Admin-Based Bookmark to the SSL-VPN Portal Exercise 1: Configuring Web Mode SSL-VPN

student‘gj -

(= Logout

Add an Admin-Based Bookmark to the SSL-VPN Portal

In this exercise, you will customize the SSL-VPN portal with a new color and a predefined bookmark.

To customize the SSL-VPN Portal

o D=

10.
1.

180

Return to the Local-Windows VM.

In the left of the browser window, click Virtual Keyboard > Send Ctrl-Alt-Del.
Click theTRAININGAD\Administrator user account.

Enter the password password.

Open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user name admin and password
password.

Click VPN > SSL-VPN Portals.

Select web-access, and then click Edit.

Configure the following settings:

Field Value
Portal Message My Portal
Theme Red
Show Connection Launcher <disable>
User Bookmarks <disable>

In the Predefined Bookmarks section, click Create New, and then configure the following settings:

Name Local-Windows VM
Type HTTP/HTTPS
URL http://10.0.1.10
Single Sign-On Disabled

Click OK.

Click OK again to save the portal's settings.
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Exercise 1: Configuring Web Mode SSL-VPN Test SSL-VPN Access Using the Predefined Bookmark

Test SSL-VPN Access Using the Predefined Bookmark

Now, you will connect again to the SSL-VPN portal on the Remote-Windows VM to access the resources in the
local subnet (10.0.1.0/24).

For this, you will access the Local-Windows VM using the predefined bookmark on the SSL-VPN Portal.
Notice that the SSL-VPN Portal looks different and provides fewer settings.

Remote-Windows Local-FortiGate Local-Windows
|:'.2_ ;"H! ‘ Access by
' : 0 ks 5
'H:.-m”.‘.h e ; = Local_Subnet =
gy SSLVPN Portal i 2

Users’ IP ran,-gE: 10.200.1.1/24 10.0.1.254/24 10.0.1.10

10.212.134.200 —10.212.134.210

To test the bookmark

Return to the Remote-Windows VM.

2. Open Firefox, and then reconnect to the SSL VPN portal at:
https://10.200.1.1:10443/

3. Loginusing the username student with the password fortinet.
Notice the SSL VPN portal no longer allows quick connections or to add bookmarks.

4, Click the Local-Windows VM bookmark.
You will connect to the web server running on the Local-Windows VM at 10.0.1.10.

SSL-YPM Partal xj 115 Windows Server % \+

() @ | https:/10200.1.1:1 0843/ proseyy 25adfbdd http10.0.1.10¢ C || Q Search

=R Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

L3cz# Benvenuto EnW

E 3 h.. Bienvenido Hos geldiniz | o'~an o'ona
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Examine the Web Mode Mechanism (Reverse HTTP Proxy) Exercise 1: Configuring Web Mode SSL-VPN

Examine the Web Mode Mechanism (Reverse HTTP Proxy)

Now, you will examine the reverse HT TP proxy mechanism, to learn how SSL-VPN connections in web mode
work..

To examine the reverse HTTP proxy mechanism

1. Continuing on the Remote-Windows VM where you are connected to the web server running on the Local-
Windows VM at 10.0.1.10, examine the URL in the address bar.

.

—_——
SEL-YWPM Portal Xj' 15 indows Server % '|\+

a I hittps:/F10.200,1,1:10443/ prosy/ 25adfbdd /http/10.0.1.10/ |

If you were on the local network while accessing the website, the address would be http://10.0.1.10.
But, because you are accessing it remotely through FortiGate's HTTP proxy, the URL is different.

Notice the URL structure in the browser's address bar:

https://10.200.1.1:10443/proxy/..../http/10.0.1.10/

What does it mean?

Part of the URL Description

https://10.200.1.1:10443 Indicates that the connection is SSL/TLS-encrypted, and that the portal is
on FortiGate's port1 SSL-VPN gateway.

/proxy/..../http/ Indicates that the connection is being handled by FortiGate's HTTP
reverse proxy.

10.0.1.10/ Indicates the destination IP address of the website inside your private
network, which you are accessing through the VPN.

‘\ ' l' FortiGate encrypts the connection to the browser, but the destination server's IP
address in the URL is displayed in clear text, not hidden from users. The secondary
9 connection, from FortiGate's HT TP proxy to the bookmarked website, is not
— encrypted.

Monitor an SSL-VPN User

Now, you will monitor and disconnect an SSL-VPN user from the FortiGate GUI.

To monitor and disconnect an SSL-VPN user

1. Return to the Local-Windows VM where you are logged in to the Local-FortiGate GUI.
2. Click Monitor > SSL-VPN Monitor.
You can see the student user is connecting from the remote host 10.200.3.1.
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Exercise 1: Configuring Web Mode SSL-VPN Monitor an SSL-VPN User

3. Right-click student, and select End Session.
4. Click OK.
The student user no longer appears in the SSL-VPN monitor.

Username < Last Login Remaote Host

student bon Nov 13 03:04:27 2017 10.200.3 1
¥ End Session
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Exercise 2: Configuring SSL-VPN Tunnel Mode

In this exercise, you will change the SSL-VPN settings to allow remote access to the resources in the local subnet
(10.0.1.0/24), but perform a connection in tunnel mode from the Remote-Windows VM.

You will use the remote access module of FortiClient 5.6.0, which supports Fortinet's SSL-VPN client.

FortiClient 5.6.0 is already installed on the Remote-Windows VM.

Remote-Windows Local-FortiGate Local-Windows

SSLVPN Tunnel

Port3

Local_Subnet | =-
10.0.1.254/24 10.0.1.10°

10.200.1.1/24
10.212.134.200 —10.212.134.210

Add Tunnel Mode

Now, you will change the SSL-VPN portal mapping settings to use tunnel-access, in order to allow connections
in tunnel mode only.

The full-access setting available on FortiGate supports both web and tunnel mode.

To add tunnel mode

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.

2. Click VPN > SSL-VPN Settings.

3. Inthe Authentication/Portal Mapping section, select All Other Users/Groups, and then click Edit.

Authentication/Portal Mapping €

4+ Create Mew | # Edit | 1 Delete

Users/Groups Partal
All Cther UsersiGroups Weh-access

4. Inthe Portal drop-down list, select tunnel-access, and click OK.

5. Click Apply.
6. Click OK to confirm the use of the built-in certificate.
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Exercise 2: Configuring SSL-VPN Tunnel Mode Configure the Routing for Tunnel Mode

Configure the Routing for Tunnel Mode

Now, you will establish the routing address to use in tunnel mode.

Notice that in tunnel mode, the FortiClient establishes one or more routes in the SSL-VPN user's host after the
tunnel is connected. Traffic destined to the internal subnets is correctly routed through the tunnel.

To configure the routing for tunnel mode

1. Continuing on the Local-FortiGate GUI, click VPN > SSL-VPN Portals.

2. Select the tunnel-access portal, and then click Edit.
3. Inthe Tunnel Mode section, set the Routing Address to LOCAL_SUBNET.

& Tunnel Mode
Enable Split Tunneling € @
Routing Address = LOCAL SUBNET »
+
Source IF Pools & SsvPH_TURNNEL ADDRT x
+
4. Click OK.

Configure FortiClient for SSL-VPN connections

SSL-VPN connections in tunnel mode require FortiClient. You will use FortiClient that is installed on the Remote-
Windows VM to test your configuration.

To configure FortiClient for SSL-VPN

1. Connect to the Remote-Windows VM.
2. Start the FortiClient application located on the desktop.
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Test SSL-VPN in Tunnel Mode Exercise 2: Configuring SSL-VPN Tunnel Mode

FartiClient

3. Click Remote Access, and then click Configure VPN.
4. Select the SSL-VPN tab, and then configure the following settings:

Field Value

Connection Name Local-FortiGate
Remote Gateway 10.200.1.1
Customize port <enable>| 10443
5. Click Apply.
6. Click Close.

Test SSL-VPN in Tunnel Mode

Now, you will connect using the student account to test tunnel mode.

To connect in tunnel mode

1. Open FortiClient, and then click Remote Access.
2. Enterthe username student with the password fortinet.
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Exercise 2: Configuring SSL-VPN Tunnel Mode Test SSL-VPN in Tunnel Mode

| File Belp

FortiClient Console

Compliance
hot Particpating

L Local-fortiGate ~ 8.

JWN Remoie Access :
No VPN Connected

- | 2 student

@g Yulnzrability Scan )

Vulrarsbility Sesn Ensblad | »
48880008

Connect

3. Click Connect.
4. Click Yes to accept the certificate.
The tunnel is connected.

5. To verify the tunnel connection, do one of the following:
« Inthe Remote-Windows toolbar, click the black up arrow, and hover the cursor over the FortiClient icon.

i I R

You should see a lock overlay on the icon and the message should show it is connected, as well as the
bytes sent and received.

« Open the FortiClient that is minimized in the toolbar.

FortiClient Console

Compliance
U Nat Pl?lupaim:
Locz|-fortiGate
B S8 0250200
i |7$-, Vulnerabliity Scan
haclll uincmtility Soar Ensbicd . 3
i+ Duration 00:00:42
| Bytes Received 230 KB
|+ Bytes Sent 550 KB
Disconmect :
[
L
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Review VPN Events Exercise 2: Configuring SSL-VPN Tunnel Mode

To test the tunnel

1. Continuing on the Remote-Windows VM, open Firefox and access the following URL:
http://10.0.1.10

2. Look at the URL.

You are connected to the web server URL as if you were based in the local subnet (10.0.1.0/24).

This time, you are not using the reverse HTTP proxy as in the case of web-access mode. The IP traffic is
directly encapsulated over HTTPS and sent through the tunnel.

3. Return to FortiClient, and then click Disconnect.

To attempt SSL-VPN access by web mode

1. Continuing on the Remote-Windows VM, open a web browser and log in to the SSL-VPN portal at
https://10.200.1.1:10443/using the username student and the password fortinet.

2. View the warning message.
The web access for SSL-VPN is not available because you set up the SSL-VPN settings for tunnel-access.

The full-access setting supports both web and tunnel modes.

3. Close the web browser.

Review VPN Events

Now, you'll review the VPN events for both of the SSL-VPN connections you performed in this lab (web and tunnel
modes).

To review VPN events for SSL-VPN connections

1. Return to the Local-Windows VM.

2. Open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user name admin and password
password.

3. Click Log & Report > VPN Events.
Compare the log details of the tunnel-up logs you see.
Hint: Use your log filters to filter on Action = tunnel-up.

The most recent tunnel-up log shows one IP address under Remote IP. This log shows the recent
connection to the SSL-VPN portal. Even though the SSL-VPN portal presented a warning message and it did
not allow remote access to the local resources, FortiGate shows that an SSL-VPN connection was
established and the tunnel was up.
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Exercise 2:

Configuring SSL-VPN Tunnel Mode

Review VPN Events

#  DatefTime Level Action Status Messane VPN Tunnel Log Details
1 032523 (W tunnel-up SSL tunnel established ~| @ Action
12 032518 ssl-login-fail SSL user falled to logged in Action tunnel-up
Reas |
13 03281 L] ssl-new-con SSL new connection eason login successfully
14 03:25:11 L] $sl-new-con S5L new connection 2 Security
16 03:24:57 [] ssl-new-con SSL new connection Level @
16 03:24:29 [] ssl-new-con SSL new connection _
| @ Event
17 03:24:29 [] tunnel-down SSL tunnel shutdown
| Remate IP 10.200.3.1|
18 03:24:29 [ ] tunnel-down SSL tunnel shutdown Tunnel ID 059393943
19 03:23:23 (] tunnel-up SSL tunnel established Tunnel Type sskweb
20 03:23:23 L] ssl-new-con SSL new connection Message SSL tunnel established
21 03:23:18 [ ] tunnel-up S5L tunnel established B Other
27 _N32317 [] R.R\—I"IRW—F‘.FII’: p S8 new rlr.wr;qpr.hnn Log ID 35474
‘ > Jiioanal] Sub Type vpn

The second most recent tunnel-up log in the VPN event list, shows the SSL-VPN connection in tunnel mode
through FortiClient. Notice this log presents two |IP addresses:

« Remote IP: IP address of the remote user's gateway (egress interface).
« Tunnel IP: IP address FortiGate assigns to the virtual network adapter fortissl.

# | DatefTime Level Action Status Message VPN Tunnel Log Details
11 032523 = tunnel-up SSL tunnel established ~| @ Action
12 03:25:18 mmmEEn | ssl-login-fail SSL user failed to logged in Action tunnel-up

Reas | i
13 03:25:1 ] ssl-new-con S5L new connection Bason tunnel established
14 032511 L] sslnew-con S50 new connection B Security
15 03:24:57 (] sslnew-con S5L new connection Level m
16 03:24:29 ] ssl-new-con S50 new connection =

=| & Event

17 03:24:29 [ ] tunnel-down S5L tunnel shutdown

|Remote 1P 10.200.3.1|
18 03:24:29 ] tunnel-down SSL tunnel shutdown Tannel D S50903047
19 03:23:23 L] tunnel-up SSL tunnel established |TurmEI P 10.212.134 200|
20 03:23:23 L] ssl-new-con SSL new connection Tunnel Type ssl-tunnel
21 03:23:.18 ] tunnel-up S5L tunnel established Massage SoL el established

Stop and think!

Aside from SSL-VPN connections in web mode showing one IP address and tunnel mode showing
two IP addresses, what other indicator shows how SSL-VPN users are connected?

Notice the Tunnel Type indicator in the log details shown in the previous step.

« ssl-web for web mode.

« ssl-tunnel for tunnel mode.
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Lab 12: Dialup IPsec VPN

In this lab, you will configure a dialup VPN between two FortiGate devices. You will also create a dialup VPN
between a FortiGate and FortiClient.

Objectives

« Deploy a dialup VPN between two FortiGate devices.
o Deploy a dialup VPN between FortiGate and FortiClient.

Time to Complete

Estimated: 45 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file on Remote-FortiGate and Local-FortiGate .

A\
b - Make sure to restore the correct configuration on each FortiGate using the following
steps. Failure to restore the correct configuration on each FortiGate will prevent you
- from doing the lab exercise.

To restore the Remote-FortiGate configuration file

1. On the Local-Windows VM, open a browser and log in to the Remote-FortiGate GUl at 10.200. 3. 1 with the
user name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whigd
wB.0.0 buildd07E

chine

1 License
£ System 3

[5 Backup [ Configuration  »

Im E/ Change Fassword

i= FHevisions
O

(= Logout
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Lab 12: Dialup IPsec VPN

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Dialup-IPsec > Dialup-IPsec-Two-FortiGates >
remote-dialup-IPsec-TwoFGT.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.

To restore the Local-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whibgd
wB.0.0 buildd07E

chine

1 License £ System ,

[Y Backup [ Configuration  »

@ # Change Passwaord

i= Fevisions
[/

(= Logout

3. Click Local PC,and then click Upload.

4. Click Desktop > Resources > FortiGate-Security > Dialup-IPsec > Dialup-IPsec-Two-FortiGates >
local-dialup-IPsec-TwoFGT.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.
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Exercise 1: Configuring a Dialup IPsec VPN Between Two
FortiGate Devices

In this exercise, you will configure dialup VPN between the Local-FortiGate and the Remote-FortiGate. The
Local-FortiGate will act as dialup server and Remote-FortiGate will act as dialup client.

Create Phases 1 and 2 on Local-FortiGate (Dialup Server)

192

Now, you will configure the IPsec VPN by creating phases 1 and 2.

To create phases 1 and 2

1.

On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.

Click VPN > IPsec Tunnels, and then click Create New.
Complete the following:

Field Value
Name To Remote
Template Type Custom
Click Next.

In the Network section, configure the following settings:

Field Value
Remote Gateway Dialup user
Interface port1

In the Authentication section, configure the following settings:

Method Pre-shared Key
Pre-shared Key fortinet

Mode Aggressive
Accept Types Specific peer ID
Peer ID fortinet
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Exercise 1: Configuring a Dialup IPsec VPN Between Two

FortiGate Devices

Create Phases 1 and 2 on Local-FortiGate (Dialup

Server)

sy

have more than one dialup client.

b ] -
9 The peer ID shown in the configuration above was selected, which you need if you
-

7. Keep the default values for the remaining settings.
8. Inthe Phase 2 Selectors section, click the edit icon to edit the settings.

Phase 2 Selectors
Name

To Remote

Edit Phase 2
Name
Comments
Local Address

Remote Address

€3 Advanced...

Local Address Remote Address
0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
To Remote
Comments
Subnet v 0.0.0.0/0.0.0.0
Subnet v 1 0.0.0.0/0.0.0.0

V)

O

9. Complete the following:

Field Value

Local Address

Remote Address
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Create Firewall Policies for VPN Traffic on Local- Exercise 1: Configuring a Dialup IPsec VPN Between Two
FortiGate (Dialup server) FortiGate Devices

Phase 2 Selectors
Name Local Address Remote Address
To Remote 10.0.1.0/24 10.0.2.0/24 Vi
Edit Phase 2 ® O
Name To Remote
Comments Comments )
Local Address Subnet | 10.0.1.0/24
Remote Address Subnet v | 10.0.2.0/24
Advanced...

10. Click OK.
A\ .
b - Although you have created a route-based IPsec tunnel, you do not need to add a static
9 route because it is a dialup VPN. FortiGate will dynamically add or remove appropriate
- routes to each dialup peer, each time the peer's VPN is trying to connect.

Create Firewall Policies for VPN Traffic on Local-FortiGate (Dialup server)

Now, you will create two firewall policies between port3 and To Remote: one for each traffic direction.

To create the firewall policies for VPN traffic

1. Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Click Create New.
3. Configure the following settings:

Field Value

Name Remote_out
Incoming Interface port3
Outgoing Interface To Remote
Source LOCAL_SUBNET
Destination REMOTE_SUBNET
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Exercise 1: Configuring a Dialup IPsec VPN Between Two Create Phases 1 and 2 on Remote-FortiGate

FortiGate Devices (Dialup Client)
Schedule always
Service ALL
Action ACCEPT
4. Inthe Firewall/Network Options section, disable NAT.
5. Click OK.
6. Click Create New one more time.
7. Configure the following settings:
Name Remote_in
Incoming Interface To Remote
Outgoing Interface port3
Source REMOTE_SUBNET
Destination LOCAL_SUBNET
Schedule always
Service ALL
Action ACCEPT

8. Inthe Firewall/Network Options section, disable NAT.
9. Click OK.

Create Phases 1 and 2 on Remote-FortiGate (Dialup Client)

Now, you will add phases 1 and 2 on Remote-FortiGate.

To create phases 1 and 2

1. Continuing on the Local-Windows VM, open a browser and log in to the Remote-FortiGate GUl at 10.200.3.1
with the user name admin and password password.

2. Click VPN > IPsec Tunnels.
3. Click Create New.
4. Complete the following:
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Create Phases 1 and 2 on Remote-FortiGate Exercise 1: Configuring a Dialup IPsec VPN Between Two
(Dialup Client) FortiGate Devices

Field Value

Name To local

Template Type Custom
5. Click Next.

6. Inthe Network section, configure the following settings:

Remote Gateway Static IP Address
IP Address 10.200.1.1
Interface port4

7. Inthe Authentication section, configure the following settings:

Method Pre-shared Key
Pre-shared Key fortinet

Mode Aggressive
Accept Types Any peer ID

8. Inthe Phase 1 Proposal section, configure the following settings:

Field Value

Local ID fortinet
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Exercise 1: Configuring a Dialup IPsec VPN Between Two Create Phases 1 and 2 on Remote-FortiGate
FortiGate Devices (Dialup Client)

Phase 1 Proposal =@ Add
Encryption AES128 w| Authentication SHA25
Encryption AES256 w| Authentication | SHA25 w

Encryption 3DES +| Authentication SHA25 =

1

Encryption AES128 Authentication | SHA1 =

X X X X X

Encryption AES256 w| Authentication SHA1 =

Encryption 3DES +~ Authentication SHA1 | X
(130 []29 (128 [127 []21 []20

Diffie-Hellman Groups 01 01017 016015 14
5 O2 O1
Key Lifetime (seconds) 86400
Local ID fortinet
The local ID should be same as the peer ID that you configured on the Local-FortiGate
that is acting as the dialup server.
=

9. Keep the default values for the remaining settings.
10. Inthe Phase 2 Selectors section, click the edit icon to edit the settings.

Phase 2 Selectors
Name Local Address Remote Address

Tolocal 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 4

Edit Phase 2 @ O
Name To local

Comments Comments

Local Address Subnet v | 0.0.0.0/0.0.0.0
Remote Address Subnet + | 0.0.0.0/0.0.0.0

3 Advanced...

11. Complete the following:
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Create a Static Route for Route-Based VPN on Remote- Exercise 1: Configuring a Dialup IPsec VPN Between

FortiGate (Dialup Client) Two FortiGate Devices
Field Value
Local Address 10.0.2.0/24
Remote Address 10.0.1.0/24
Phase 2 Selectors
Name Local Address Remote Address
To local 10.0.2.0/24 10.0.1.0/24 4
Edit Phase 2 o O
Name To local
Comments Comments )
Local Address Subnet v || 10.0.2.0/24
Remote Address Subnet v | 10.0.1.0/24
3 Advanced...
12. Click OK.
Now the quick mode selectors in both sides mirror each other. If that is not the case,
the tunnel will not come up.
=

Create a Static Route for Route-Based VPN on Remote-FortiGate (Dialup Client)

Now, you will create one static route, because the current VPN is route based.

To create a static route for a route-based VPN

1. Continuing on the Remote-FortiGate GUI, click Network > Static Routes.
2. Click Create New.
3. Configure the following settings:
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Exercise 1: Configuring a Dialup IPsec VPN Between Create the Firewall Policies for VPN Traffic on Remote-

Two FortiGate Devices FortiGate (Dialup Client)
Feild Value
Destination Subnet
10.0.1.0/24
Interface To local
4. Click OK.

Create the Firewall Policies for VPN Traffic on Remote-FortiGate (Dialup Client)

Now, you will create two firewall policies between porté and To Local: one for each traffic direction.

To create the firewall policies for VPN traffic

1. Continuing on the Remote-FortiGate GUI, click Policy & Objects > IPv4 Policy.
2. Click Create New.
3. Configure the following settings:

Name Local_out
Incoming Interface port6
Outgoing Interface To local
Source REMOTE_SUBNET
Destination LOCAL_SUBNET
Schedule always
Service ALL
Action ACCEPT
4. Inthe Firewall/Network Options section, disable NAT.
5. Click OK.
6. Click Create New again.
7. Configure the following settings:
Name Local_in
Incoming Interface To local
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Create the Firewall Policies for VPN Traffic on Remote- Exercise 1: Configuring a Dialup IPsec VPN Between

FortiGate (Dialup Client) Two FortiGate Devices
Outgoing Interface port6
Source LOCAL_SUBNET
Destination REMOTE_SUBNET
Schedule always
Service ALL
Action ACCEPT

8. Inthe Firewall/Network Options section, disable NAT.
9. Click OK.
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Exercise 2: Testing and Monitoring the VPN

Now that you have configured the VPN on both FortiGate devices, you will test the VPN.

To test the VPN

1.

On the Local-Windows VM, open a browser and log in to the Remote-FortiGate GUl at 10.200. 3.1 with the
user name admin and password password.

Click Monitor > IPsec Monitor.
Notice that the VPN is currently down.

Click the VPN and click Bring Up.

o Refresh | @ ResetStatistics | @ BringUp

Name Type Remote Gateway User Name Status « Incoming Data Outgoing Data Phase 1
Tolocal O Custom 10.200.1.1 @ Down To local

The Status column of the VPN now contains a green up arrow, indicating that the tunnel is up.

Stop and think!

Do | always have to bring up the tunnel manually after creating it?

No. With the current configuration, the tunnel will stay down until you manually bring it up or there is traffic
that should be routed through the tunnel. Because you are not generating traffic between 10.0.2.0/24
and 10.0.1.0/24 subnets yet, the tunnel is still down. If you had generated the required traffic while the
tunnel was down, it would have come up automatically.

You can only initiate a tunnel from Remote-FortiGate because it is a dialup client .

10.

Switch to the Remote-Windows VM.

Open a command prompt window, and then run the following command to ping the Local-Windows VM:
ping 10.0.1.10

The ping should work.

Return to the Local-Windows VM.
On the Remote-FortiGate GUI, click Monitor > IPsec Monitor.
Click Refresh to refresh the screen.

You will notice that counters for Incoming Data and Outgoing Data have increased. This indicates that the
trafficbetween 10.0.1.10is10.0.2.10 is being encrypted successfully and routed through the tunnel.

Name Type Remote Gateway User Name Status Incoming Data

ToLocal O custom 10.200.1.1 [© up 21.84kB 10.92kB |

-

QOutgoing Data

Open a new browser tab and log in to the Local-FortiGate GUl at 10. 0.1 . 254 with the user name admin and
password password.

Click Monitor > Routing Monitor.
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Exercise 2: Testing and Monitoring the VPN

Find the static route that was dynamically added to the FortiGate.

11. View the details of the To Remote VPN connection.
Notice the Remote Gateway IP address.

i Sefresh | @ Route Lookup | 4 Edf Route
Twpe [Metmork Satewiay [P Intefaces £ Ciistance

Satic 0.1.C.00 10,230 1.254 [ 2ot1 1]

Cnnaerted TN nnnn M ant3 Il

Siatic 10.0 2.0/24 10.2303.1 o To Rermote 15 I
Conaected 10.200.1.0/24 ooono [ 2ot 0

Connected 10.200.2.0/21 0o0.n.0 [ 2ot2 0
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Exercise 3: Creating an IPsec VPN Between FortiGate
and FortiClient

Now, you will now create a dialup VPN between FortiGate and FortiClient.

Prerequisites

Before beginning this lab, you must restore a configuration file on Remote-FortiGate and Local-FortiGate.

vy
- - Make sure to restore the correct configuration on each FortiGate using the following
9 steps. Failure to restore the correct configuration on each FortiGate will prevent you
- from doing the lab exercise.

To restore the Remote-FortiGate configuration file

1. Onthe Local-Windows VM, open a browser and log in to the Remote-FortiGate GUl at 10.200. 3.1 with the
user name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whibgd
wB.0.0 buildd07E

chine

1 License £ System ,

[Y Backup [ Configuration G

@ & Change Passwaord

i= Fevisions
L

(= Logout

w

Click Local PC, and then click Upload.

Click Desktop > Resources > FortiGate-Security > Dialup-IPsec > Dialup-IPsec-Forticlient > remote-
dialup-IPsec-VPN.conf, and then click Open.

Click OK.
Click OK to reboot.

P

o o

To restore the Local-FortiGate configuration file

1. On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with the user
name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.
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Configure a Dialup VPN Exercise 3: Creating an IPsec VPN Between FortiGate and FortiClient

FortiGate Wb
wB 0.0 build0076

chine

1 License £ System ,

[5 Backup [Y Configuration  »

|.D restore & Change FPassword

i= FHevisions
[

(= Logout

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > FortiGate-Security >Dialup-IPsec > Dialup-IPsec-Forticlient> 1ocal-
dialup-IPsec-VPN.conf, and then click Open.

5. Click OK.
6. Click OK to reboot.

Configure a Dialup VPN

Now, you will create the dialup VPN on Local-FortiGate.

To create the dialup VPN

1. Continuing on the Local-Windows VM, open a browser and log in to the Local-FortiGate GUlat 10.0.1.254
with the user name admin and password password.

2. Click VPN > IPsec Tunnels, and then click Create New.
3. Complete the following:

Field Value

Name FClient
Template Type Remote Access
Remote Device Type Client-based
FortiClient
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Exercise 3: Creating an IPsec VPN Between FortiGate and FortiClient Configure a Dialup VPN

YFPMN Creation YWizard

© FrSetup > @ Authentication ) @ Folicy & Routing » @) Client Options

Marme FClient

Template Type Site to Site Custom
Femote Device Type | SEgE

ERTe T v Cisco

Dialup - FortiClient (Windows, Mac OS5, Android)

P -
Ay \ap
%‘&@!9_ ntemet

This FortiGate FortiClient
4. Click Next.
5. Configure the following settings:
Field Value
Incoming Interface port1
Authenticated Method Pre-shared Key
Pre-Shared Key fortinet
User Group training
A\
- -
9 For the purpose of this exercise, the User Group training is preconfigured for you.
-
6. Click Next.

7. Configure the following settings:

FortiGate Security 6.0 Lab Guide 205
Fortinet Technologies Inc.



Configure FortiClient for Dialup VPN Exercise 3: Creating an IPsec VPN Between FortiGate and FortiClient

Field Value

Local Interface port3
Local Address LOCAL_SUBNET
Client Address Range 172.20.1.1-172.20.1.5
Subnet 255.255.255.0
DNS Server Use System DNS
Enable IPv4 Split Tunnel <enable>
Allow Endpoint Registration <disable>

8. Click Next.

9. Verify that Save Password is enabled.
10. Click Create.
The VPN wizard creates IPsec phases 1 and 2, as well as client address range firewall address, and one
firewall policy that allows incoming traffic from the VPN to the internal subnet.

11. Click Show Tunnel List to view the tunnel.

iy
- - Although you have created a route-based |Psec tunnel, you do not need to add a static
9 route because it is a dialup VPN. FortiGate will dynamically add or remove appropriate
- routes to each dialup peer, each time a peer's VPN is established or disconnected.

Configure FortiClient for Dialup VPN

Now, you will configure the FortiClient IPsec client to connect to Local-FortiGate. You will use the FortiClient
installed on the Remote-Windows VM.

To configure FortiClient for dialup VPN

1. On the Remote-Windows VM, launch the FortiClient application from the desktop.
2. Click Remote Access.
3. Click the Settings icon, and then click Add a new connection.
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Exercise 3: Creating an IPsec VPN Between FortiGate and FortiClient Configure FortiClient for Dialup VPN

i FortiClient =0 -l

Eile  Help

FortiClient Console
Compliance
E Mot F'aprticipating
E Remote Access
Mo VPN Connected

Local-FortiGate ~|d8 .

Edit the selected connection

Vulnerability Scan Delete the selected connection

228 Vulnershilities Found

4. Select IPsec VPN.

New VPN Connection

Connection Name

| |
Description

Remote Gateway

Authentication Method
|Pre—shared key Vl |

Authentication (XAuth)
(® Prompton login () Save login () Disable

b Advanced Settings

5. Configure the following settings:

Field Value

Connection Name FC_VPN
Remote Gateway 10.200.1.1
Authentication Method Pre-shared key
fortinet
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Connect to the Dialup VPN Exercise 3: Creating an IPsec VPN Between FortiGate and FortiClient

Field Value

Authentication (XAuth) Save Login
Username student

6. Click Apply.

7. Click Close.

Connect to the Dialup VPN

Now, you will use FortiClient to connect to the dialup VPN you created on Local-FortiGate.

To connect to the dialup VPN

1. Continuing on the Remote-Windows VM in the FortiClient application, enter the password fortinet.

FortiClient Console Dialup IPsec VPN name

Compliance
Mot Participating

FC-VPN - |86k
Q Remote Access
CW Mo VPM Connected
student
5250 Vulnerability Scan
£ 228 Vulnerabilities Found
IIIIIIIIl

2. Click Connect.
Wait for few seconds.

3. Open the FortiClient application that has minimized to the toolbar.
A green checkmark confirms that the tunnel is up:
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Exercise 3: Creating an IPsec VPN Between FortiGate and Check the IP Address and Route Added to the Remote-
FortiClient Windows VM

i FortiClient = || E -

File Help

FortiClient Console :

C

- n FC_VPN
Remute Acuess ﬂ|

,,,,,,, psecty” 172.20.1.1

@ Vuinerability Scan
2 Vulnersbilities Found
ot ) Duration
=] Bytes Received

|4 Bytes Sent

Disconnect

Check the IP Address and Route Added to the Remote-Windows VM

While the dialup VPN is up, the Remote-Windows VM receives an IP addressinthe 172.20.1.1 -
172.20.1.5 range. FortiGate also installs a route to the subnet 10.0.1.0/24.

To check the IP address and route added to the Remote-Windows VM

1. Continuing on the Remote-Windows VM, open a command prompt window and enter the following command:

ipconfig /all

o Administrator: Command Prompt
Ethernet adapter Ethernet:

Connection—specific DHMS Suffix H

Description . . . . . - . . . . . Fortinet Uirtual Ethernet Adapter (NDIS 6.38>
Physical Address. . . . . . - B8—@7-BF-FE-@8-81

DHCF Enabled. . . . - - = Yes

Autoconf iguration Enahled . . . = Yes

Link-local IPv6 Address . . . . = feB@A::hle2:25f6:eadf:hE7f30(Preferred)

IFv4 Address. . - .. = 172.20.1 .1 (Preferred)

255 .255.255.08
- - - - - - Monday, October 23, 2817 6:31:24 AM
Lease Expires . . Friday. December 7. 2153 12:17:26 AM
Default Gateway .
DHCF Server . . . 172.28.1.2
DHCPv6 IAID . . e e e . . . = 5@3318799
DHCPu6 Client DUID. . .. . . @ B8—@1-88-81-21-13-ED-FC—@A8-BC-29-D2-B4-6F
DHS Servers . . . - . . = 2PB.91.112.53
288 .91.112 .52
HetBIOS over Tepip. - - - . - = Enabled

2. Analyze the output.

You should observe a virtual ethernet adapter with an IP addressinthe 172.20.1.1 to 172.20.1.5
range.

3. Enterthe following command to display the routing table information:

route print
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Test the Dialup VPN Exercise 3: Creating an IPsec VPN Between FortiGate and FortiClient

4. Locatethe 10.0.1.0/24 network entry in the output.

=N Administrator: Command Prompt
ssUzerssAdministrator>route

Fortinet S5L UPN Uirtual Ethernet Adapter
-Fortinet Uirtual Ethernet Adapter (NDIS 6.368>
Intel<R> 82574L Gigabit Metwork Connection H#3
ntel{R> 82574L Gigabhit Metwork Connection
of tware Loopback Interface 1
a Microsoft ISATAP Adapter
B8 eB Microsoft ISATAP Adapter H2
BA eB Microsoft ISATAP Adapter H3

Gateway Interface Metric

. 1A A 2 204 1A A 2 1A 266

1A A 1 _H 2L0 oLL 200 A 172 _2A4_1_ 2 122 2811 1

i8.@.2.8 205255 2558 On-link i8.8.2.108 266

iA_@_2_1@ 255 _255 255 2G5 On-link iA.A.2_1@ 266
1@.8.2.255 255.255.255.255 On-link 18.8.2.18

i@.28@.1.1 255.255.255.255 i8.8.2_254 iA.8.2._1@ i@

127_8.8.8 255._8.84.8 On-link 127.8.8.1 IB6

127_8.8.1 255.255.255.2565 On-link 127.8.8.1 386

127,255 . 255255 2L55.255.255.255 On-link 127.8.8.1 386
172.28.1.@ 205 _255 _2L5._ A On-link 172.28.1.1
172.28.1.1 255.255.255.255 On-link 172.28.1.1
172.2A.1.255 255.255.255. 2565 On-link 172.28.1.1
192 _168_12_8 255 _255_255._ 8 On-link 192 168 .12 188
192_.168.12.18@ 255.255.255.255 On-link 192.168 .12 188
192_.168.12.255 255.255.255.255 On-link 192.168.12.18@
224_8.8.8 24A_80.@._8 On-link 127.8.8.1
224_8.8.8 24A.8.8.8 On-link i8.8.2.18
224_8.8.8 24A.8.8.8 On-link 192.168.12.18@
224_9.8.8 24A.0.8.8 On-link 172.28.1.1
265 _255 255 _255  2GL 255 _2GG_25G On-link 127.8.8.1
255.255.255.255 255.255.255.255 On-link 1i8.8.2.108
265255 255255 255 255 255255 On-link 192.168.12.18@
265 _255 255 _255  2G5L 255 2G5 _255 On-link 172.28.1.1

ersistent Routes:
Metwork Address Gateway Address Metric
a a 18.8.2_254 Default

5. Close the command prompt.

Test the Dialup VPN

Now, you will test the dialup VPN by sending traffic from the Remote-Windows VM to the Local-Windows VM.

To test the dialup VPN

1. Continuing on the Remote-Windows VM in the command prompt window try to ping the Local-Windows VM:
ping 10.0.1.10

The ping succeeds, confirming that the tunnel is working.

Return to the Local-Windows VM.
3. Inthe browser tab where you are logged in to the Local-FortiGate GUI, click Monitor > Routing Monitor.
4. Find the static route that was dynamically added to the FortiGate.
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Exercise 3: Creating an IPsec VPN Between FortiGate and FortiClient

Disconnect the Dialup VPN

Static & Dynamic Ji¥dila%

Q, Route lookup & Edit Route @ Create Address
Type Network Gateway IP Interfaces Distance Up Since
Static 0.0.0.0/0 10.200.1.254 M port1 10
Static 0.0.0.0/0 10.200.2.254 M port2 10
Connected 10.0.1.0/24 0.0.00 [ port3 Q
Connected 10.200.1.0/24 0.0.0.0 M port1 0
Connected 10.200.2.0/24 0.0.0.0 M port2 0
Static 172.20.1.1/32 0.0.0.0 (=) FClient 15|

5. Click Monitor > IPsec Monitor.
6. View the details of the FClient_0 VPN connection.

Notice the Remote Gateway IP address.

Disconnect the Dialup VPN

Now, you will disconnect the Remote-Windows VM from the dialup VPN.

To disconnect the dialup VPN
1. Onthe Remote-Windows VM, open FortiClient.

2. Click Disconnect.
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Lab 13: Data Leak Prevention (DLP)

In this lab, you will use data leak prevention (DLP) rules and sensors to block sensitive data from leaving the
private network.

Objectives

Configure DLP to block ZIP files.
Read and interpret DLP log entries.
Set up DLP banning and quarantining.
Configure DLP fingerprinting.

Time to Complete

Estimated: 30 minutes

Prerequisites

212

Before beginning this lab, you must restore a configuration file to Local-FortiGate.

To restore the Local-FortiGate configuration file

1.

A o

On the Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10. 0.1 .254 with the user
name admin and password password.

In the upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate Whigd
wB.0.0 buildd07E

chine

1 License
L System 3

[5 Backup [ Configuration r“

@ E/ Change Fassword

i= FHevisions
O

(= Logout

Click Local PC, and then click Upload.

Click Desktop > Resources > FortiGate-Security > DLP > 1ocal-dlp.conf, andthen click Open.
Click OK.

Click OK to reboot.
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Exercise 1: Blocking Files by File Type

There are multiple ways to configure DLP to prevent sensitive information from leaving your network.

In this exercise, you will configure DLP to block files by file type, and apply DLP to a firewall policy. Then, you will
test the configuration and view the logs.The DLP feature is only available in the proxy mode.

Enable DLP

By default, DLP is not enabled in the GUI. You will enable DLP to be visible in the GUI.

To enable DLP

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

Click System > Feature Visibility.
3. Inthe Security Features section, enable DLP.
Click Apply.

Configure the DLP Sensor and DLP Filter

You will configure a new DLP sensor, and create a DLP filter to block ZIP files.

To configure the DLP sensor and DLP filter

1. Continuing on the Local-FortiGate GUI, click Security Profiles > Data Leak Prevention.
2. Inthe top right corner of the GUI, click the + icon to create a new sensor.

Edit DLP Sen=zaor default | @ W

3. Inthe Name field, enter No_ZIP_files.
4. Click Add Filter to create a new filter.
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Configure the DLP Sensor and DLP Filter

214

Exercise 1: Blocking Files by File Type

New DLP Sensor

Name

Comment

No_ZIP_fileg|

+ Add Filter | & Edit Filter
Seq #

No matching entries found

Type

255

Action

cance

5. Configure the following settings:

Field Value

Type
Specify File Types

File Types

Action

Files
<select>

Archive (zip)

Tip: On right side of the screen, type the name in the search box, and

then click file types to add.

Block

Your configuration should look like the following example:
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Exercise 1: Blocking Files by File Type

Filter
Type Messages
C Containing Credit Card # hd
O File size over KB
® Specify File Types
File Types: Archive (zip) x
File Name Patterns:
' Regular Expression
O Encrypted
Examine the Following Services
‘Web Access HTTP-POST HTTP-GET
Email SMTP POP3 I MAPI
Others FTP [ NNTP
Action
Block -
OK
6. Click OK.
7. Click Apply.
Ay You can also block traffic based on a file name of *.zip, but it is not recommended. A
b - person could circumvent that type of DLP by changing the filename to, for example,
*.zpl,or*.txt.
E—
Rl

By comparison, file type identification works by analyzing the binary layout of the file.

Apply a DLP Sensor to a Firewall Policy

Now that you have created a DLP sensor, you will edit the existing firewall policy to apply the DLP sensor to it.

-

.

~N
Take the Expert Challenge!
On the Local-FortiGate GUI (10.0.1.254), apply the previously created DLP sensor to the existing
firewall policy named DLP.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.
After you complete the challenge, see Test the DLP Sensor on page 217 .
J
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Apply a DLP Sensor to a Firewall Policy Exercise 1: Blocking Files by File Type

To apply a DLP sensor to firewall policy

Continuing on the Local-FortiGate GUI, click Policy & Objects > IPv4 Policy.
Right-click the ID column for the DLP firewall policy and click Edit.
3. Inthe Security Profiles section, enable DLP Sensor, and from the drop-down menu, select No_ZIP_files.

‘\ | !' When selecting a DLP sensor, Proxy Options and SSL/SSH Inspection is
automatically enabled. You cannot disable Proxy Options and SSL/SSH
Inspection, but you can select any preconfigured profile in the associated drop-down
— menu.

Your configuration should look like the following example:

Marme € OLP

Incoming Interface | M port3 v

Cutgoing Interface | M port! v

Source B LOCAL SUBMET o
+

Destination = all »®
+

Schedule always -

Service m AL x

+

Action @ DENY ™ LEARN

Firewall / Metwark Options

MAT [ o]

IP Pool Configuration =Rl iR iR = Cynamic (P P

Security Praofiles
Antivirus

el Filter

DMS Filter

CHCRe

Application Control (B

PS »

DOLP Sensar (o) MO _ZIP_files - | s

Proxy Options default - &

SSL Inspection certificate-inspection -
4. Click OK.

5. Optionally, if you would like to see the default proxy options profile that is selected in the firewall policy, click
Security Profiles > Proxy Options.

This profile determines how FortiGate’s proxies pick up protocols. For example, the HTTP listening port is set
to port 80.
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Exercise 1: Blocking Files by File Type Test the DLP Sensor

Test the DLP Sensor

Now, you will test the DLP sensor by trying to transmit a ZIP file by uploading the file to a web URL.

To test the DLP sensor

1. Continuing on the Local-Windows VM, open a new web browser tab and go to the following URL:
http://10.200.1.254/fileupload.html

2. Onthe web page, click Browse.

3. Browse to Desktop > Resources > FortiGate-Security >DLP >DLP Lab.zip, and then click Open.
4. Click Submit the file.

The DLP block message will appear.

The transfer attempted appeared to contain a data leak!

URL: hitp:10.200.1 . 254/result. html
Client IP: 10.0.1.10

Server IP: 10.200.1.254

lser name:

Group name:

Check the DLP Logs

Now, you will check the logs related to DLP for the test you performed previously.

To check the DLP logs

1. Onthe Local-FortiGate GUI, click Log & Report > Forward Traffic.

2. Locate the log entry that has DLP in the Security Events column and a Deny: UTM Blocked in the Result
column for this attempted data leak.

3. Double-click that log entry to view more details.

# | % | Date/Time Source Destination Application Security Events Result
1 07:54:19  10.0.1.10 10.200.1.254 HTTP 1 @ Deny: UTM Blocked

4. Onthe right side of the screen, the Details tab shows the forward traffic log information, such as NAT translation,
NAT IP, policy ID, and security action.
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Check the DLP Logs

| Log Details

BT s
& General

Date 051372016

Time 13:22:55

Duration Bs

Session ID 2117
Virtual Domain  root
MAT Translation Source

& Source

P 10.0.1.10
NATIP  10.200.1.1
Port 52878
Country Reserved

x

Interface port3

& Destination

Port 80

Interface port1

IP 10.200.1.254

Country Reserved

5. Click the Security tab to view security log information.

Exercise 1: Blocking Files by File Type

This tab provides information that is more specific to the security profile, such as event type, file name, file

type, filter type, filter category, and security profile name.

Log Details

Details

DLP Sensor

Agent
Details
Direction
Epoch
Event ID
Event Type
File Name
File Type
Filter Category
Filter Index
Filter Type
Hostname
Profile Name
Severity

URL

x |

Firefox/46.0
host: 10.200.1.254
outgoing
1677543092
0

dip
DLP_Lab zip
zZip

file

1

file-type
10.200.1.254
Mo _ZIP files

10.200.1.254/result.html

<

You can also view DLP logs under Log & Report > Data Leak Prevention.

sy

‘9'
=
Raind

The DLP logs section will not display if there are no DLP logs. FortiGate will show it
after creating logs. If the DLP menu item does not display in the GUI, refresh your
browser or log out of the Local-FortiGate GUI and log back in again.
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Exercise 2: Quarantining IP Addresses

You can configure the DLP filter to quarantine |P addresses that are trying to leak sensitive information. The
quarantined IP address will be blocked from accessing the network so that you have time to investigate the issue.

Quarantine an IP Address

Now, you will modify the action of the previously configured DLP filter to quarantine the IP address.

To quarantine an IP address

1. Onthe Local-Windows VM, open a browser and log in to the Local-FortiGate GUl at 10.0.1 . 254 with the user
name admin and password password.

2. Click Security Profiles > Data Leak Prevention.
3. Inthe upper-right corner of the screen, from the drop-down menu, select No_ZIP_files.

Edit DLP Sensar

Mame MG _ZIP_files

4. Select Seq# 1, and then click Edit Filter.
5. Inthe Action drop-down list, select Quarantine IP Address, and enter an interval of 5 minutes.

Action

Quarantine IP Address « |for | 5 Minutes

. Click OK.
7. Click Apply.

Test the Quarantined IP Address

Now, you will test the quarantine action by trying to upload a ZIP file.

To test the quarantined IP address

1. Continuing on the Local-Windows VM, open a web browser and go to the following URL:
http://10.200.1.254/fileupload.html

2. Onthe web page, click Browse.
3. Browse to Desktop > Resources > FortiGate-Security >DLP >DLP Lab.zip, and then click Open.
4. Click Submit the file.
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Remove a Quarantined |P Address From the Banned Entry List Exercise 2: Quarantining IP Addresses

The DLP block message will appear.

On the Local-Windows VM, open a few new web browser tabs and go to the following websites:
o http://10.200.1.254
o http://10.200.3.254

A replacement message appears instead of the website. This occurs because the |P address that is sending
the request has been quarantined and is not allowed through the firewall policy on FortiGate.

Remove a Quarantined IP Address From the Banned Entry List

220

Now, you will remove the quarantined IP address from the banned entry list so that you can access the network.

To remove a quarantined IP address from the banned entry list

1.

o N

Return to your browser tab where you are logged in to the Local-FortiGate GUI, and click Monitor > Quarantine
Monitor.

Select the entry with the banned IP 10.0.1.10.

Click Delete to remove it from the banned entry list.

Click OK.

On the Local-Windows VM, open additional web browser tabs and go to a few websites, such as:
« http://www.bbc.com

« http://dailymotion.com

You should be able to access the Internet, even if the five minutes time interval you set has not yet elapsed.

Close all browser tabs except for the Local-FortiGate GUI.
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Exercise 3: DLP Fingerprinting

DLP fingerprinting is a technique that uses content-based filtering and identifies specific files using one or more
cyclic redundancy checks (CRC) for the files in the configured network share.

Configure a DLP Filter for the Network Share

A network share is preconfigured on the Local-Windows VM with a user account of Administrator and share
name of DLPshare.

In the configuration that you uploaded at the beginning of this exercise, FortiGate is preconfigured to access the
network share.

In this procedure, you will first view the DLP configuration for the network share, and then you will configure a new
filter for DLP fingerprinting.

To configure a DLP filter for the network share

On the Local-Windows VM, open PuTTY and connect over SSH to the LOCAL-FORTIGATE saved session.
2. Atthe login prompt, enter the user name admin and password password.

3. Enter the following command to check the DLP fingerprinting configuration.
show dlp fp-doc-source

You will notice that the Local-FortiGate is configured to access the network share configured on Local-
Windows with an IP addressof 10.0.1.10.

4. Enter the following commands to configure a new filter for DLP fingerprinting in the DLP sensor named No_ZIP_
files:

config dlp sensor
edit No ZIP files
config filter
edit 2
set proto http-post
set filter-by fingerprint
set fp-sensitivity Critical
set action block
end
end
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Add a File to the Network Share Exercise 3: DLP Fingerprinting

sy

o £ The DLP fingerprinting filter can be configured using only the CLI. After it is
configured, it is visible on the GUI.
=

Add a File to the Network Share

Now, you will add a file to the network share.

To add file to the network share

1. Continuing on the Local-Windows VM,open a browser and log in to the Local-FortiGate GUl at 10.0.1.254 with
the user name admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Backup.

L

m . FortiGate Whibd
w5 0.0 buildD07E

£+ System v
[Y Backup Y Configuration ’
S Restore

i= Fevisions

@ Change Passwaord

(= Logout

3. Click OK.
4. Click Save File.
5. Click OK.
The file saves to the Downloads folder.

7. Click the down arrow download icon on the top right of the browser.

= O, feorch w B8l ¥
"""" tf  Local-FortiGate_: | u
M+ -
109 KB — 10,011,254 — 205 A

8. Right-click the backup file for your configuration, and then click Open Containing Folder.
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Exercise 3: DLP Fingerprinting Test DLP Fingerprinting

= C, Search w B8 | ¥

[ ]

"""" b Local-FortiGate_270e0
flee
109 KB — 10,01

Remowe From History

I Open Containing Folder I

- L Lo

9. Right-click the configuration file and click Copy.
10. Goto C:\DLPshare.
11. Right-click and click Paste to paste the configuration file in that folder.

BN L DLPshare
Home Share View
© = M| L crDLPshare v] ¢ | [ searchL
' Favorites Mame Date modified Type
B Desktop || Local-FortiGate_0 @ PP conf 3172016 1:29 PM COMF File
4 Downloads

Test DLP Fingerprinting

Now, you will test DLP fingerprinting for the file you added to the network share. DLP fingerprinting is configured
based on a schedule. For the purpose of this lab, we will trigger fingerprint checksums manually, using CLI
commands. This is because training is conducted at different times globally, and a configured schedule may not

work correctly.

To test DLP fingerprinting

1. Continuing on the Local-Windows VM, return to theLOCAL-FORTIGATE PuTTY session, and run the following
command to refresh the DLP fingerprint checksums:

diagnose test application dlpfingerprint 6
2. Run the following command to check the updated checksum:
diagnose test application dlpfingerprint 9

You will see that a new file has been added.
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Modify a File in the Network Share Exercise 3: DLP Fingerprinting

3. Open a new browser tab and go to the following URL:
http://10.200.1.254/fileupload.html

4. Onthe web page, click Browse, and goto C: > DLPshare > Local-FortiGate
<yourtimestamp>.conf.

5. Click Open.
6. Click Submit the file.
The file upload should be blocked.

Modify a File in the Network Share

224

Now, you will modify a file in the network share.

To modify a file in the Network Share

Continuing on the Local-Windows VM, open File Explorer, and go to C: > DLPshare.
Right-click the FortiGate configuration file and click Edit with Notepad++.

Make a few small changes to different areas of the configuration.

Click Save.

File Edit Search Wiew Encod

u'l_lljooLl_:']

EE u:unf_il
T

o bd =

5. Close Notepad++.

CADLPshare Tyl prul-Fartilatn_AWDAIT WI9.conf - Notepad++ \;lg!

bw  Encoding Language Settings Macre Run Plugins  Window 7
= ¢y x| EBEE H1EEEA @ E A
[& Local-FortiGate_20160517_1029.conf E3
rt dstadds "all”
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Exercise 3: DLP Fingerprinting Test DLP Fingerprinting With the Modified File

Test DLP Fingerprinting With the Modified File

Now, you will test DLP fingerprinting using the modified file in the network share. DLP fingerprinting is configured
based on schedule. For the purpose of this lab, you will trigger fingerprint checksums manually, using CLI
commands. This is because training is conducted at different times globally and using a configured schedule
might not work correctly.

To test DLP fingerprinting with the modified file

1.

N o a M

Continuing on Local-Windows, return to LOCAL-FORTIGATE PuTTY session, run the following command to
refresh the DLP fingerprint checksums:

diagnose test application dlpfingerprint 6

Tip: You can press the up button on your keyboard twice to get that command you entered previously.

Run the following command to check the updated checksum:

diagnose test application dlpfingerprint 9

You will see that the file has been updated.

Open a browser and go to the following URL:
http://10.200.1.254/fileupload.html

On the web page, click Browse and go to C: > DLPshare.
Click the configuration file.

Click Open.

Click Submit the file.

The file upload should be blocked (assuming that changes to file were not too large, and not made in too
many areas).

vy
b ] -
Fingerprinting breaks the file into chunks and performs checksums on each part. By
default, DLP will detect a match if any part's checksum from the fingerprint matches.
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