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Preface

The primary tactical function of the autonomous threat sensor is localization
in the tracking mode after target detection in the surveillance mode while
operating in the presence of jamming. Many common electronic attack (EA)
techniques exploit flaws in the sensor to corrupt or degrade the sensor detection
or tracking capability. To develop these EA techniques requires intelligence
agencies to collect a sample of the actual threat sensor so the EW engineer
can discover the particular sensor hardware flaw.

For example, in studying a particular threat sensor, a specific EA tech-
nique would be developed that can capture the sensor tracking gates. An EA
waveform then introduces a low duty cycle false target (countdown technique)
making the tracking loop unstable without the sensor realizing it is interrogat-
ing a false target. Other examples of classical EA techniques that attack the
detection capability include the use of chaff to seduce the sensor, or the use
of noise jamming to blind the sensor and prevent or delay target detection.

The electronic warfare (EW) battle is now an information battle. The
classical radar anti-ship missile (ASM) seeker of the past is replaced with radio-
frequency (RF) hardware that collects low power coherent data via multiple
receiver channels for rapid and effective digital signal processing (DSP). With
present radar technologies the modern autonomous threat sensor can readily
detect and accurately locate multiple targets even in the presence of jamming.
These potential targets are continually subjected to advanced DSP techniques
for target feature analysis.
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This information gathering capability of the modern radar sensor coupled
with high-speed digital signal processors leads to a significant shift in emphasis
of EW. The emphasis for the threat radar engineer is now on electronic pro-
tection (EP), in the sense of target identification and classification via target
feature extraction and analysis. With the implementation of these practical
digital EP techniques the modern radar sensor can quickly and reliably iden-
tify the correct target while collecting very precise guidance measurements.
This improved sensor capability renders current EA techniques obsolete and
affords autonomous threats an unprecedented tactical advantage.

The main purpose of this book is to describe the common techniques
currently used by the modern autonomous radar sensor to classify targets. This
book explains the current DSP algorithms that are most useful for an autono-
mous sensor to quickly and accurately make target classification decisions dur-
ing its engagement while deliberately countering standard EA weapons. The
goal is to give the reader an intuitive understanding of the basic EP technical
issues. Throughout the book a simple physics-based mathematical model is
developed and described to guide the reader’s understanding.

This change in emphasis applies to all of modern EW, but is particu-
larly evident in naval EW. I have been an active participant in the develop-
ment and testing of EW systems for over 40 years. While I have worked on
airborne and ground-based EW systems, my primary experience has been
naval systems. I was involved in the development and testing of various naval
onboard and off-board jamming systems. My most recent efforts have been
in the development of hardware simulators for the EW research of threat
radar sensors for ASMs. I led the programs to implement the first several
coherent radar seeker hardware simulators for the U.S. Navy. I am, thus,
uniquely qualified to explain these ASM capabilities. For these reasons, and
because most EW texts focus on airborne EW, particular points throughout
this text are demonstrated by the example of a radar guided autonomous
ASM attacking a ship.

The naval fleet is a means for a nation to project visible power into a
geographical area controlled by an enemy force. A typical fleet consists of at
least one aircraft carrier together with an assortment of escort ships. While
the escort ships possess the capability to launch weapons a considerable dis-
tance, their primary role is to protect the carrier as a mobile base for aircraft.

As a counter to this power projection, various nations have developed
and continuously improved the ASM threat for more than 60 years. With
improved navigation systems the modern ASM can fly multiple way-points
over a considerable distance to the fleet. With improved sensors the ASM can
seek out the ship target and autonomously guide to its intended target.
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The most reliable and effective defense against the ASM is the variety
of hard-kill weapons, for example anti-missile missiles, CIWS, and the high-
energy laser beam. The goal of these weapons is to physically damage or destroy
the ASM platform or sensor. However, a wave attack of modern ASM threats
against a naval fleet presents a formidable challenge to fleet defenses. Such
an attack is expected to overwhelm existing hard-kill assets. This possibility
necessitates an effective fleet EA or soft-kill weapon defense capability as a
complimentary adjunct to hard-kill defense.

Since an autonomous threat wave attack can overwhelm kinetic weap-
ons and the sensor utilizing these DSP techniques can counter most classical
EAs, defensive EW must evolve into a reliable and viable weapon system. To
develop this defensive capability the EW engineer must understand these
DSP techniques.

Understanding the material contained in this book is essential in focus-
ing the efforts of EA development engineers to make the ship target appear
less like a ship and/or to make a decoy appear more like a ship. Understanding
this material is essential to guide intelligence personnel to focus their infor-
mation gathering efforts to correctly assess the ASM sensor EP capabilities.

This book is divided into two parts. In the first part, the model details
are developed and described together with a presentation of the fundamentals
of radar and EW. Relevant examples are presented for use later in the book.
There are many excellent books on EW such as Electronic Warfare in the Infor-
mation Age by D. Curtis Schleher and there are many excellent books on the
radar such as High Resolution Radar by Donald R. Wehner and Microwave
Radar by Roger J. Sullivan. While the material herein is self-contained the
reader should consult these or similar works for additional details of EW and
radar processing fundamentals.

Chapter 1 describes the quantitative approach to naval warfare, using
the concepts of probability of raid annihilation to relate the general, complex
engagement to the engagement of a single ASM against a single ship. Defini-
tions of many useful terms describing the naval engagement are given. Sev-
eral example EW strategies are introduced and described for use throughout
this book.

Chapter 2 contains the mathematical definitions of particular aspects
of the ASM low probability of intercept radar sensor needed for understand-
ing the later material. The basic concepts of pulsed radar are introduced with
enough mathematical rigor to give the reader an intuitive understanding of
the sensor. The particular aspects of the ASM sensor useful for later under-
standing are described. The book Detecting and Classifying Low Probability of
Intercept Radar by Dr. Phillip Pace is an excellent reference for this chapter.



Xiv Electronic Warfare Signal Processing

Chapter 3 brings the prior material together to present a physics-based
mathematical model of the ASM radar sensor for a point target with and
without the presence of EA. This chapter introduces the concepts of the digi-
tal RF memory (DRFM), repeater EA, cover noise EA, and burn through. In
addition, this chapter introduces the basic understanding of modern EP and
target classification techniques.

In the second part of this book specific modern algorithm approaches to
the EP decision process are presented. Each topic demonstrates improvements
to the ASM radar sensor that must be understood by the EW engineer to suc-
cessfully develop effective EA techniques and by the intelligence engineer to
properly assess the threat potential.

Chapter 4 describes EP techniques based on the ship being an extended
target rather than a point target. Concepts of classical EA and angle deception
for modern naval defense are described. Specific topics include a description
of decoys and chaff as well as repeater EA, cover noise jamming, and the use
of dual coherent source jamming to mimic an extended target.

In this chapter, it is shown how the modern digital processor makes it
feasible to fully exploit the statistical properties of various targets. Using these
simple algorithms the modern ASM radar seeker can survey the scene and
quickly and autonomously distinguish decoys and chaff from ship targets. The
EA engineer must take particular care to mimic these ship target features or
to exploit these differences in a novel manner. Some proven basic EA concepts
for synthesizing a complex false target are described.

Chapter 5 describes the special topic of ASM waveform design. Previ-
ously, waveforms were designed for improved detection and improved tracking
parameter estimation. With modern technologies it is now feasible to design
waveforms for enhanced target classification parameter estimation without
sacrificing detection or tracking capability. The proactive design of waveforms
for enhanced target classification is a new sensor capability. Waveforms are
described that deliberately probe the target for enhanced feature information
to successfully mitigate EA and decoy effectiveness.

Chapter 6 is a particularly important chapter. A major technological
advance in the 1970s was the advent of monopulse angle estimation. Until
recently the second receiver in the ASM radar sensor was only used for mono-
pulse angle estimation. Now, with the availability of fast digital processors,
ASM sensors are able to fully exploit the capability of these multiple receiver
radar sensors. This capability totally mitigates the usefulness of cover noise jam-
ming while providing much improved target detection and tracking capability.

In Chapter 7, the characteristics of a sensor fusion and feedback con-
trol algorithm are described. Such an algorithm is required to make the fleet
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EW system a useful defensive weapons system. This algorithm illustrates the
essential features of real-time EW effectiveness assessment or a posteriori prob-
abilities of effectiveness required to raise EA to a useful level as a viable weapon
option alongside kinetic weapons. Similar information fusion algorithms must
be used by the ASM general processor to optimally combine the results of the
multiple EP algorithms presented in the previous chapters.

I appreciate the support of the many people who made this book pos-
sible. In particular, Mr. Al DiMattesa (retired) of the Naval Research Labo-
ratory has been a mentor and supporter of my efforts in this area since 1978.
And I want to thank Professor Phillip Pace (Naval Postgraduate School), who
inspired the effort necessary to author this book.






Introduction to Modern EW

An autonomous threat such as an anti-ship missile (ASM) uses its sensors and
subsequent processing to detect and select the correct target and to accurately
measure guidance information for that target. With this information the ASM
reliably delivers its ordinance to the target. The target employs kinetic and
nonkinetic (NK) weapons to counter this threat. The use of real-time digital
signal processing (DSP) algorithms greatly enhances the effectiveness of the
modern threat sensor.

This work illustrates the present state of electronic warfare (EW), describ-
ing practical examples of DSP employed by the sensor of an autonomous threat
for the purpose of countering standard electronic attack (EA) techniques. In
addition, the means to assess EW performance by a combination of physics-
based modeling and engineering intuition is demonstrated.

Throughout the book, examples from naval EW provide an understand-
ing of the issues of the modern EW information battle. Since most works focus
primarily on air EW, this book fills a gap in the literature by providing the
basic fundamentals of naval EW while illustrating the more general, modern
EW concepts. At the present time, the autonomous radar-guided ASM has a
significant tactical advantage resulting from the much improved radar tech-
nology and the use of high-speed DSP capability.

This chapter provides background material for modern EW and intro-
duces basic EW concepts. The first section briefly summarizes the history of

1
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naval EW. It illustrates the evolution of modern EA from exploiting technical
flaws in the sensor to a true battle for information. The present ASM radar
sensor can readily detect and measure guidance parameters from multiple
targets. Simultaneously employing a variety of DSP algorithms, the sensor
rapidly and reliably extracts measurement features for improved target clas-
sification in the sense of electronic protection (EP) of the sensor.

In the next section, several general conceptual EW battles are summa-
rized. These simple battle scenarios will serve as basic examples of broader
concepts throughout and are used to define standard EW terminology. The
concept of probability of raid annihilation (PRA) is described to show how
these simple scenarios serve as the fundamental pieces of a general analysis
of a swarm attack including radar-guided ASMs against a naval battle group.

In the final section, several simplistic engagement examples are defined
for later use in the book. Using these basic and simple examples the results
of the mathematical analysis applicable to the more complicated engagement
are more easily and intuitively understood.

11 Evolution of Naval EW

The naval fleet has been a means to project visible power from the sea into a
geographical area controlled by enemy forces since ancient times. Often, sail-
ing vessels could move personnel and equipment along waterways more easily
than over land. An enemy, not in the immediate proximity of land fighting
forces, could at times be attacked from the sea. This led to battles against
naval forces from the land and between naval forces at sea. Combatants would
battle from one ship to another by getting a vessel close enough to physically
put fighting personnel onboard the opposing vessel.

In addition to armies, land weapons were often adapted to the sailing
vessels to increase their war-fighting effectiveness or to improve the vessels’
capability for self-defense. The ancient Greeks adapted various weapons to
their vessels to make them effective over longer ranges. Examples of weapons
used by the Greeks on sailing vessels include catapults, flame throwers, spears,
and bows and arrows. With the introduction of gunpowder and cannons to
breach castle walls and to throw ordinance to longer distances, these too were
quickly adapted to sailing ships. With these technological advances, significant
damage could be inflicted over ever greater distances.

During a battle, it is important to be able to communicate between dif-
ferent groups of combat forces. In ancient times, long-distance communica-
tions were limited to some audible signals and to line-of-sight visual signals.
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Just as in land battles, naval vessels used flags and smoke to send information
to other combatants. At night, signal fires were used.

This information battle is very important. In addition to coordinating
tactics and forces, deceptive actions could turn a battle. Sometimes a vessel
would not be known to have been captured by an enemy force. A false flag
could be flown to deceive the enemy into mistaking the enemy for a friend, thus
allowing the vessel to close the separation distance before being classified as an
enemy. This is an early and simple example of deceptive information warfare.

Just as weapons and communications evolved and improved so did other
technology. An important improvement for the naval warfare sensor is the
use of the telescope to increase the distance at which a vessel could be visu-
ally inspected and classified. Improvements in navigation included the use
of the compass and the sextant combined with improved knowledge of the
stars. Improved navigation allowed the vessels to sail to greater distances and
to venture farther from the shore.

With superior roads and a naval fleet, Rome was able to control the area
around the Mediterranean Sea and beyond. With improvements in naviga-
tion, communications, sensors, and weapons technology, naval fleets could
project power over ever greater distances. Great Britain was able to control
a vast worldwide empire for many years by virtue of its superior navy. The
United States used its fleet to impress the Japanese with a demonstration of
advanced naval technology in 1853. This led to increased trade between the
United States and the Asian nations.

As with these earlier technological improvements the invention of aircraft
was adapted to land warfare and soon after was adapted to the naval fleet.
Placing aircraft on a ship via the aircraft carrier enabled the fleet to project
power over much greater ranges and deeper inland from the sea by carrying
the aircraft along with a floating base and launching airborne weapons from
this mobile base. As demonstrated at Pearl Harbor and other islands of the
Pacific in World War II, the combination of air platforms with naval vessels
became very effective.

The means to counter the naval fleet continued to be via land-based
weapons, other ship weapons, and airborne weapons. In battles between naval
fleets the ships had to get close enough to be within the range of onboard
weapons. During World War II, this was at times accomplished by stealth via
an attack by fleets of submarines. At other times, combatants using aircraft
launched from aircraft carriers would attack the opposing fleets over con-
siderable separation ranges. Attacking the fleet by aircraft meant having the
pilot guide the air-to-surface ordinance to the fleet ships. Increased attacks
from these pilot-guided weapons required ever-more sophisticated defensive
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weapons to be developed to provide the ships with adequate self-defense from
airborne threats.

Also during World War I, radar matured as a sensor in land/air battle
and then in sea battle. This electromagnetic-based sensor improved the abil-
ity to detect and locate (angle and range) enemy air forces and naval forces
over much greater distances as well as through darkness and during inclement
weather. Almost as soon as combatants began to use radar, the development
and deployment of deception and confusion techniques began, such as the
use of chaff. With the increasing reliance on radar, EW became a distinct
aspect of combat.

As the speed, complexity, and range of battle increased along with the
development of the radar sensor and other electronic technologies, greater
automation of the battle evolved. For example, the operator could interpret
the radar display screen for targets and chaff. Or electronic processors could
highlight particular radar echoes to the operator as preferred potential targets
of interest based on processing of the echo features. Eventually the display
entirely removed the raw radar data and replaced it with digitally generated
symbols. Increasingly the electronics-based weapon made tactical battle deci-
sions or prompted the operator with real-time combat recommendations.
Weapons were becoming more autonomous.

In the modern era, many nations have navies consisting of various ships
that can project force over considerable distances along the seas adjacent to
hostile nations. Several nations like the United States build fleets around
aircraft carriers designated as the high-value unit (HVU). This fleet is cus-
tomarily used to project power into a hostile region by the aircraft launched
from this mobile base. For the United States, the aircraft carrier has become
a dominant mobile weapon base both as a means to inflict damage and as a
very visible means of making political statements. While the other ships can
project weapons over long distances, their primary role is often to protect the
HVU as the mobile base for the aircraft. And as the technology becomes more
sophisticated, the cost of the fleet increases.

As the naval fleet is a means of projecting power into a geographic area
controlled by an enemy force, and as combat is more automated, the natural
counter to this naval power is the autonomous ASM. The ASM threat has
developed for over 60 years as an alternative to pilot-guided weapons by com-
bining various improved sensors with improved electronics and processors.
The modern ASM can be launched by sea vessels, air platforms, submarines,
and from land. While expensive, the ASM is a very cost-effective means of
countering the ever-more expensive naval fleet; this is especially true if it can
successfully target the HVU.
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In 1967, Israel sought to project power to the Egyptian controlled Sinai
Peninsula. Egypt launched four Russian built Styx missiles and sunk the
Israeli navy ship INS Eilat. In response, Israel accelerated its development of
the Gabriel class of ASM. These missiles were used effectively against Syria
and others in the Yom Kippur War in 1973, sinking several enemy ships.

When faced with an enemy (Argentina) in the Falklands War in 1982, far
from its main bases, Great Britain used its naval fleet to project its power many
miles away from Britain into the ocean region near Argentina. In response,
Argentina was able to effectively use the French built Exocet ASMs that were
air launched and land launched. The Shefheld and two other British ships
were sunk or damaged by these ASMs.

At this time, the U.S. Navy realized that its automated defensive systems
would ignore the Exocet, classifying it as a nonthreat since it was a NATO
ally weapon. The U.S. Navy defense system software was quickly modified
to correct this when necessary. And during the Iran-Iraq conflict, the United
States sought to project power into the Middle East against Iran by positioning
naval vessels in the seas of the region. Although it was said to be pilot error,
Iraq effectively used Exocet ASMs versus the USS Stark in 1987.

Even nations with limited forces can implement a reasonable counter
to a superior navy through the acquisition and fielding of ASMs. During the
Lebanon War in July 2006, Israel was containing Hezbollah with its navy
patrolling about 10 nmi off the Lebanese coast. Not realizing Hezbollah had
acquired ASMs (probably the C 802), the Israeli ship INS Hanit was not using
automatic defenses lest they misidentified Israeli aircraft for threats. Report-
edly, Hezbollah launched two ASMs at the ship from the coast, one of which
disabled the ship and killed several sailors.

There are two basic aspects of fleet defenses. The first aspect is to protect
the ships and their ability to project power. The second aspect is to protect the
fleet in a hostile area for as long as possible. The primary means of protecting
ships against ASM is via kinetic or hard-kill weapons. Examples of kinetic
weapons include antimissile missiles such as Sea Sparrow and RAM, high-
rate guns such as close-in weapons system (CIWS), and exotic newer weapons
such as high-powered laser-beam weapons.

Kinetic weapons are the most reliable and effective defense against ASM.
The goal of these weapons is to physically damage or destroy the ASM platform
or its sensor. A virtue of kinetic weapons is the ability to confirm the kill in
real time by sensing the ASM deviating from its path or, preferably, to observe
the ASM crashing into the sea. A counter by the ASM to kinetic weapons is
to maneuver during the attack. This greatly complicates the kinetic weapon
fire-control algorithm.
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Some nations with larger military forces such as the People’s Republic
of China or the Russian Federation are expected to field waves of ASMs to
counter a hostile fleet. These can be launched from aircraft, land bases, surface
ships, and submarines in a coordinated manner to overwhelm naval defenses.
A wave attack of modern maneuvering ASM threats against a naval fleet pres-
ents a formidable challenge to fleet defenses. Such an attack is expected to
overwhelm existing hard-kill assets.

Since the wave attack and the ASM maneuver are effective counters to
kinetic weapons and the ability to carry these kinetic weapons is limited, it is
sensible to augment kinetic weapons with NK weapons or soft-kill weapons.
NK weapons can be used to counter multiple ASMs, and ships can generally
carry more NK stores per volume of space. This necessitates an effective fleet
EA or soft-kill defense capability as a complementary adjunct to hard-kill
defense. Figure 1.1 simplistically illustrates the multilayered defense in naval
battle against a wave attack of ASMs.

EW is an information battle [1]. The purpose of the ASM seeker is to
gather and interpret information so that the ASM can make automatic tactical
decisions. The first tactical task of the seeker is to detect all possible targets
in the surveillance mode. The next task is to classify the target or to identify
the correct target. Figure 1.2 shows a simplified model of the ASM platform.

After detecting and selecting a target the ASM sensor processing gener-
ates tracking gates around the target parameters to isolate this data and protect
the sensor from inadvertently using false information from jamming systems.
Once in the tracking or localization mode the seeker makes localization mea-
surements (range and angle) of this target for the guidance subsystem. The
goals of the ASM threat secker are to make the correct target detection and

Battle Group
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Figure 1.1 Multilayered naval battle against ASM threats.
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The Anti-Ship Missile
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Target Echo
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Figure 1.2 ASM platform model.

then to make accurate range and angle estimation while operating in the pres-
ence of jamming. Figure 1.3 illustrates the use of a simple range tracking gate.

While kinetic weapons attack the ASM platform, EA systems attack the
ASM sensing functions by input of false information to the seeker. Figure 1.4
shows the ASM under attack from both kinetic and NK weapons.

The proper development of classical EA techniques required intelligence
agencies to collect samples of the actual functioning threat sensor to discover
a sensor hardware flaw. Examples of classical EA techniques that attacked the
detection capability included the use of chaff as an alternative target or the use
of noise jamming to blind the sensor and prevent or delay target detection.

For example, examining a functioning enemy ASM seeker enabled EW
engineers to design an EA radar pulse sequence that would capture the tracking
gates and then to position false data in these gates as illustrated in Figure 1.5.

Target Selected

Time JAN AN /\

v

Figure 1.3 Use of range tracking gate.
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The Anti-ship Missile
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Signal

\
| Guidance HSeeker'—-’ /
=

_ \ Target Echo

Kinetic Weapon Signal
Attack

Figure 1.4 Attacking the ASM.

An example of damaging false target data was to generate a low-duty-cycle
false target (countdown technique). This input would make the tracking loop
unstable without the ASM system realizing it was interrogating a false target.
Other examples of classical EA based on sensor technology flaws include AGC
deception and blinking jamming. These techniques emphasize the need of
the ASM to recognize the true target. Descriptions of these and other classi-
cal techniques can be found in many EW references [2]. These types of EA
techniques are generally no longer effective.

Consider the autonomous ASM launched to sink a ship. The purpose of
the ASM radar seeker is to detect the target as a radar echo and from this echo
to measure the ship location (typically range and angle) for ASM guidance
information. Range is estimated from the time delay of the echo. A guidance

<« Target
JAN AN
Time /\ AN /\
I,A\_I<— Gate
/\ JANEI/A\
A /AN JAN
A EAFaIseRrget
AN A
Ji\ —
AN\ A A
1) = ,
Range

Figure 1.5 Range gate capture for seduction EA.
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algorithm such as proportional navigation requires continuous localization
measurements to properly control the ASM flight trajectory. Figure 1.6 illus-
trates the basic requirement of proportional navigation [3, 4].

The basic concept of proportional navigation is to keep the line of sight
fixed from the ASM to the intended target. For example, consider the triangles
formed by the trajectories and the look vector from the ASM to the target.
It is seen from the diagram that if the triangles are all similar the ASM is on
a collision course with the target. Once a target is detected the sensor must
measure this line of sight or the corresponding line of sight rate. Any deviation
of the instantaneous line of sight is used to derive a correction to the guid-
ance system. Tracking gates are created to protect the sensor from inputting
false data. Only data close to the originally tracked target is accepted. If the
EA system can capture these tracking gates, false data can be input to the
guidance loop.

Proportional navigation requires a measure of the rate of change of the
pointing angle to the target. This rate of change of the pointing angle is related
to the pointing angle error. The ASM design engineer needed to develop a
sensor system that would measure the radar antenna pointing error. One of
the early techniques developed to measure the pointing angle error (angle to
the target relative to the antenna centerline) was the conical scanning (CON
SCAN) tracking radar. The parabolic antenna beam is physically rotated
about a central axis at a small offset angle relative to the antenna beam width.
A target in the beam generates a time-modulated return with the modula-
tion rate equal to the antenna rotation rate. The angle to the target relative to
the rotation axis is estimated by measuring the phase and amplitude of the
resulting modulation [5, 6]. As illustrated in Figure 1.7, the direction angle is
related to the phase of the maximum of the modulated signal relative to the
known antenna rotational position angle.

For adequate target detection, the ASM radar must transmit high-power
signals. Since the scanning antenna causes the transmit beam to modulate
this high-power pulse at the target, this antenna scanning is readily detected

Figure 1.6 Proportional navigation.
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Figure 1.7 ASM seeker model of CON SCAN antenna.

and measured by the ship EW support system. This flaw in the sensor is then
exploited to corrupt the angle estimated by transmitting a corresponding
modulated jamming signal. Figure 1.8 demonstrates the impact of a 50%
duty-cycle EA signal properly phased relative to the scanning threat antenna.
Transmitting the EA when the modulated target signal is at a minimum at
the ship support system, the direction angle is estimated to be in the opposite
direction to the true target and at a large angle error.

With advances in radar technology, it became possible to electroni-
cally rotate the receive antenna while keeping the transmit signal fixed. This
EP technique was implemented in the conical-scan-on-receive-only radar to
counter the EA. Hardware imperfections still allowed a small receiver leakage

EA Target
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Figure 1.8 ASM CON SCAN antenna plus deception EA.
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modulation to be imposed on the transmit beam. While more difficult to
detect, this signal would again make possible an effective EA.

The final technological improvement in the angle estimation information
battle was the advent of monopulse angle estimation techniques perfected in
the 1970s [7]. Monopulse enables the estimation of angle pointing error with
a single pulse and no time-modulation requirements. Rather than being spa-
tially modulated, the transmit pulse is generated via a sum antenna pattern for
maximum gain along the antenna bore sight. For example, the single feed of
the parabolic antenna is replaced by a four-horn feed and a hybrid waveguide.
A typical configuration is illustrated in Figure 1.9.

By transmitting energy through all four horns simultaneously, a constant
beam power is transmitted. Using a series of magic T’s, the receive energy can
be combined as a sum beam and as various difference beams. The difference
beams shown in Figure 1.9 correspond to an azimuth beam and an elevation
beam. The difference beams provide information about the target location in
angle relative to the antenna bore sight. Taking the ratio of a difference beam
and the sum beam results in a direct measure of the angle off bore sight of
the echo with a single pulse that also normalizes the measurement in range
(this will be discussed in detail below). The central portions of typical beam
patterns are illustrated in Figure 1.10.

In the original monopulse radar systems, the echoes received via both
the sum pattern and the difference pattern were multiplexed into a single
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Figure 1.9 Four-horn feeds and hybrid waveguide.
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receiver. The modern implementation of monopulse angle estimation is via
the use of two coherent receivers. Angle deception is only possible through
the corresponding use of two coherent EA antennas as illustrated in Figure
1.11. Some of the various monopulse EA implementations are designated as
cross-eye, cross-pol, terrain bounce, and various combinations of these basic
techniques, for example, double cross. Other than signals from this class of
EA system, the angle to any single signal source can be accurately and reliably
measured by the modern monopulse radar system.

As these examples illustrate, improvements in fleet-defensive systems are
continuously countered by corresponding developments of new ASM capabili-
ties. Since ASM radar sensors were originally X-band radar the EA systems’
frequency coverage was restricted to X-band. This led the ASM engineers to
develop and implement ASMs with Ku-band radar seekers. Since the primary
threat was the sea-skimming ASM, the angle coverage of naval EA systems
was restricted to low angles to reduce cost. This led the ASM engineer to
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Figure 1.10 Monopulse beam patterns.
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employ ASMs with a pop-up maneuver. Next the ASM engineers developed
the capability to fly a steep dive trajectory. The use of improved kinetic weap-
ons to defend the fleet was countered by altering the guided course to include
high-g maneuvers.

The modern ASM is fast and highly maneuverable. This platform can
fly low and it can use sophisticated navigation subsystems to fly extended dis-
tances. It can fly low below fleet defenses and sensors and periodically climb to
collect data over the horizon, update its guidance and targeting information,
and then drop back down to continue its approach at sea skimming altitude.
When exposed to kinetic weapons, the ASM performs high-g maneuvers to
complicate the kinetic weapon fire-control algorithm.

The modern ASM seeker contains one or more sophisticated sensors and
multiple high-speed digital signal processors. These technologically advanced
sensors can be visual, infrared (IR), and microwave. Radar component tech-
nology has steadily improved, culminating in the low probability of intercept
(LPI), monopulse radar sensor of today. The LPI radar transmits a very-low
peak energy pulse that is wide in time and contains a coded waveform modu-
lation. The radar is difficult for the battle group to detect, especially in its
own complex radar environment. The modern LPI radar generates accurate
digital data via analog-to-digital converters (ADCs) with 12 to 14 bits. This
wide dynamic range plus an AGC circuit renders it very difficult to gener-
ate enough energy to saturate the sensor. The typical radar sensor uses two
or more coherent radar receivers to detect the targets and measure angle and
range with extreme sensitivity and accuracy. The LPI radar provides extremely
sensitive target detection, with more accurate location capability, and greatly
improved resistance to EA [1, 8].

The ASM radar sensor has evolved to the point of fundamentally altering
the basic methods of EW. Whereas classical EA was primarily the exploitation
of flaws in the sensor, modern EW is a true battle for information, both its
exploitation and dominance [1]. The modern sensor for an autonomous threat
performs the functions of target detection, localization, and classification.
With greater sensitivity the ASM sensor can readily detect all of the targets
in its view. The sensor detects all of the ships as well as any false targets (both
passive decoys and actively generated decoys) within its view. The sensor can
simultaneously and accurately extract localization and feature measurements
from all of these targets. With extensive memory and sophisticated digital
processors, all of this data can be examined in real time.

The modern radar will detect all the targets and can monitor the mul-
tiple targets simultaneously. It is the objective of the EA to convince the ASM
sensor to derive guidance input data from the false target and to not track
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the ship target. The primary EA means of defeating the threat sensor with
certainty is to present the threat sensor with a decoy that adequately mimics
the features of the ship target. The modern EA is designed to either hide the
ship target features and/or to enhance the off-board decoy target features. To
simplify the view of the modern EW, the objective of the naval EW defender
is to make the target look less like a target and/or to make a decoy look more
like a target.

Since all of the targets can be readily detected and located, the probability
is high that the ASM will hit the chosen and tracked target. The only issue
for the EW battle is the probability of the ASM selecting the correct target,
whether the HVU or one of the other ships in the fleet. To select the correct
target, algorithms in the digital processors must sort through the identifying
features of the multiple ship targets and EA-generated false targets. This sorting
function is performed in the presence of various EA, including the generation
of false targets. To mitigate the detrimental effects of EA on the information,
the sensor operation includes countermeasure techniques designated EP.

Thus, EA can attempt to deny target inputs or to provide false decep-
tive inputs. Deception techniques include providing false targets either elec-
tronically or via an actual false target. Examples of false targets include chaff,
floating or airborne reflectors (passive decoys), and airborne or floating elec-
tronic false echo transponders (active decoys) such as Nulka. Another means
of deception is to attempt to blind the sensor by generating high levels of
electromagnetic noise. If the false target or noise is generated from a ship,
then the EA system must eventually seduce the ASM sensor tracking to an
off-board false target. If this is not done the ASM sensor will eventually detect
and target the ship.

The modern EW battle task of primary importance is now target clas-
sification. Since EW is primarily classification deception via off-board false
targets, an example of EP employed by the ASM seeker is to implement coor-
dinated multiple sensors. This forces the EA defender to generate coordinated
false targets to multiple and distinct ASM sensors. For example, suppose the
ASM active seeker radar detects and locates a target echo and a decoy echo.
At the same time, the ASM seeker passive radar detects onboard ship radar
emissions at the same bearing as one of the targets as shown in Figure 1.12.

The modern sophisticated ASM radar sensor with multiple coherent
receivers extracts target classification features in the presence of noise jamming
and multiple false targets from the fleet. This digital data is then analyzed by
highly sophisticated DSP via high-speed processors. Probabilistic mathemati-
cal techniques are used to determine the optimal target. In this way, the ASM
sensor has evolved to achieve a significant tactical advantage.



Introduction to Modern EW 15

HVU: Echo
ASM & On Board

% t: Active Radar
Seeker: Active Radar :
& Passive Radar Receiver ‘ Q

Decoy: False Echo

Figure 112 ASM use of coordinated sensors.

The ASM EP techniques protect the ASM from being misled by false
targets. The main purpose of this work is to describe this capability of the
modern ASM radar sensor to classify targets. The goal is to give the reader an
intuitive understanding of the basic EP technical issues. This work explains
DSP algorithms that are most useful for an autonomous sensor to quickly
and accurately perform target classification decisions during its engagement
with EA weapons. Throughout the book, a simple physics-based mathemati-
cal model is developed and described to guide the reader’s understanding.

Understanding the material contained herein is essential to focus the
efforts of EA development engineers to make the ship target appear less like
a ship target and/or to make a decoy appear more like a ship target. In addi-
tion, understanding this material is essential to guide intelligence personnel
on where to focus their information gathering efforts to accurately assess the
ASM sensor EP capabilities.

This change in emphasis applies to all aspects of modern EW, but is
particularly evident in naval EW. For these reasons, and because most works
of EW focus on airborne EW, particular points throughout this book shall be
demonstrated by the example of a radar-guided autonomous ASM attacking a
ship. This is especially important at this time because the autonomous ASM
presently enjoys a significant tactical advantage [9].

1.2 Terminology and Model Scenarios

The scenario studied in this work is a naval fleet of ships or a battle group
projecting force into a geographical area controlled by opposing combatants.
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These combatants attack the fleet with waves of autonomous ASMs. A typi-
cal fleet consists of at least one aircraft carrier together with an assortment of
escort ships. The ships are termed the targets. The primary target is the aircraft
carrier designated the HVU, while the escort ships possess the capability to
launch ordinance to a considerable distance; their primary role is to protect
the carrier or HVU as a mobile base for aircraft.

Various nations have developed and continuously improved the ASM
for more than 60 years. The ASM is designated the threat. It can be launched
from land, air, sea surface platform, and subsurface platform. The ASM may be
launched from close to the fleet or from a considerable distance. With modern
navigation systems, the ASM can fly several waypoints en route to the fleet
if necessary. It is expected that the attack on the fleet will occur in waves of
multiple ASMs over an extended period of time and from several directions.
These ASMs will use a variety of flight profiles and sensor configurations. The
high-diving ASM has the added advantage of only accepting targets on the
sea surface. That is, a target evaluated as being above the sea surface or below
the sea surface is obviously a false target.

The sea-skimming ASM is the primary example of threat discussed
herein. This simplifies the task to basically a two-dimensional problem. This
simplification does not significantly alter the target classification task of the
ASM. At about 20 km, the sea-skimming ASM typically pops up above the
sensor horizon for a quick target reacquisition and then conducts the terminal
phase of its attack.

The ASM seeker contains one or more sensors designed to gather infor-
mation used by the ASM guidance subsystem to guide the ASM to the selected
target ship. The purpose of the seeker is to detect and classify the desired
target and to estimate location information for the ASM guidance system.
The ASM sensors include radar, IR, electro-optical, and various combina-
tions of sensors (multisensor seekers). The ASM sensor suite also includes an
altimeter. In this text, the ASM seeker sensor of interest is a coherent pulse
Doppler radar.

With improved sensors the ASM can seek out the ship target and autono-
mously provide accurate guidance measurements. An individual ASM may
seek to attack the HVU, an escort ship, or any ship target of opportunity.
In this way the goal is to diminish the battle group effectiveness and/or the
overall defensive capability of the fleet.

The defense of the ships is an orchestrated combination of weapons,
including hard-kill or kinetic weapons and soft-kill or NK weapons. Examples
of kinetic weapons are various antimissile missiles such as RAM and guns
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such as CIWS. These weapons attack the body integrity of a threat. The goal
of a kinetic weapon is to physically damage the ASM and result in failed tra-
jectory or sensing.

The emphasis in this section is on NK weapons or EW. NK weapons
attack the secker sensors. This is EA. The classical radar ASM seeker of the past
is now replaced with radio frequency (RF) hardware that collects low-power
coherent data via multiple receiver channels for rapid and effective DSP. With
present radar technologies the modern ASM threat sensor can readily detect
and accurately locate multiple targets. These potential targets are continually
subjected to advanced DSP techniques for target feature analysis.

This information gathering capability of the ASM modern radar sensor
coupled with high-speed digital signal processors leads to a significant shift in
emphasis of EW. The emphasis for the threat radar engineer is now on EP in
the sense of target identification and classification via target feature extraction
and analysis. With the implementation of these practical digital EP techniques
the modern radar sensor can quickly and reliably identify the correct target
while collecting very precise guidance measurements. This improved sensor
capability renders current EA techniques obsolete and affords autonomous
threats an unprecedented tactical advantage. This change in emphasis applies
to all of modern EW, but is particularly evident in naval EW. The terminology
for this book is summarized in Table 1.1.

Table 1.1
Terminology
Terms Clarifying Terms
Targets Ships
Primary target HVU (Aircraft carrier)
Weapons EA assets
On-board EA

0ff-board EA (e.g., decoys)

Kinetic assets (e.g., CIWS
and RAM)

Threats ASMs

Seeker sensor Coherent LPl radar
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NK weapons attack the threat sensor by adding signals to the HVU
echo and other ship echoes in an attempt to corrupt and/or mask the analysis
of the true signal. The goal of the EA is to input information to the ASM
sensor to make selecting a ship as a target less likely and to make selecting a
false target more likely. The ultimate goal is to make the ASM sensors select
an off-board decoy as the target. The measures taken by the threat sensor to
counter this EA are EP. As stated above, EP is the main subject of this work.

The performance capability of kinetic weapons to counter an ASM is
estimated based on a combination of intelligence, modeling, and testing. This
is the hard kill a priori probability of kill. This estimate plus factors such as
the number of assets available, mission goals, and expected battle progression
are used to make an initial decision by the fleet warfare management system
as to which weapon to use and when to fire. The result of using the weapon
is observed for information about its real-time effectiveness. The observation
can be via radar, IR sensor, or visual observation. This estimate of effective-
ness is the a posteriori or real-time probability of hard kill. If the weapon is
deemed successful, no other weapons are deployed. If it is assessed that the
weapon was not successful, additional weapons can be used in a continued
and layered attempt to counter the ASM.

Since a wave attack of ASMs can overwhelm kinetic weapons and the
ASM seeker can counter most classical EA, fleet-defensive EW must evolve
into a reliable and viable weapon system as an adjunct to the kinetic weapon
system. The capability of NK weapons to counter an ASM must also be esti-
mated based on a combination of intelligence, modeling, and testing. The
weapon fire control system requires this NK weapon a priori probability of
kill. This estimate plus factors such as the number of assets available, mission
goals, and expected battle progression must be used to make an initial deci-
sion by the fleet warfare management system as to which weapon to use and
when to fire. The result of using the weapon must be observed for information
about its real-time effectiveness. This estimate of effectiveness is the a poste-
riori or real-time probability of soft kill. If the weapon is deemed successful,
no other weapons need to be deployed. If it appears the weapon was not suc-
cessful, additional weapons can be used in a continued and layered attempt
to counter the ASM.

To develop this defensive capability the EW engineer must understand
the ASM digital processing techniques. The main purpose of this work is to
describe the common techniques used by the modern ASM radar sensor to
classify targets. The goal is to give the reader an intuitive understanding of the
basic EP technical issues. This text explains the current DSP algorithms that are
most useful for an autonomous sensor to quickly and accurately make target
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classification decisions during its engagement while deliberately countering
standard EA weapons. Throughout the book, a simple physics-based math-
ematical model is developed and described to guide the reader’s understanding.

The soft-kill weapons are various radar EA systems. The EA system
may be onboard the HVU or off-board the HVU. If the jamming system is
off-board the HVU, it may be on an escort ship or on another platform, for
example, a drone or a decoy. The jamming system can be active or passive.
An active jamming system electronically generates a radar signal. The active
EA can modify the ASM radar waveform signal it receives for retransmission
back to the ASM radar. The jamming system can generate the attributes of
false target signals or some other EA signals, for example, noise jamming. A
passive jamming system uses some type of reflector to generate an echo of the
ASM radar sensor transmitted signal. Examples of passive jamming include
corner reflectors and chaff [1, 2, 5].

The ASM can be represented as consisting of several basic subsystems.
The propulsion system and aerodynamic body make the vehicle able to fly
and maneuver as required. The guidance system generates control surface
commands and propulsion system commands. The examples in this work will
generally be for a sea-skimming (low flying) ASM.

The secker contains one or more sensors. The seeker goal is to detect
and classify the proper target. The seeker then measures localization informa-
tion from the target of interest for input to the guidance system. The sensor
for examples in this work is the coherent LPI radar with two channels or
monopulse receivers and multiple digital signal processors. The main seeker
components are summarized in Table 1.2. The seeker antenna sensor must
be enclosed in an aerodynamic radome. The overall processing control of the
ASM is with a general digital processor.

The threat (ASM) has a prescribed timeline or sequence of events that it
plans to execute as it prosecutes the target (HVU) for the purpose of delivering
its ordinance to the HVU. Figure 1.13 illustrates this sequence.

Table 1.2
ASM Seeker Model Primary Sensor Components

Coherent LPI radar

Flat plate monopulse antenna in an aerodynamic radome
Multiple receivers

ADCs

Multiple DSPs
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Figure 113 ASM preferred timeline.

At one or more points on this timeline, a weapon (EA) can be used in
some way (defined as an action) to alter the threat timeline in a manner desired
by the fleet defender. The EA goal is to have the threat follow a sequence of
events that mitigate its performance and cause it to not hit the target ship.
This timeline sequence is defined as the weapon strategy. This is illustrated
in Figure 1.14.
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Figure 1.14 Fleet preferred ASM timelines.

—HK is successful Hard-Kill
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Associated with this preferred sequence is the a priori probability of
defeating the threat. This probability is the EA probability of kill. This prob-
ability must be estimated from extensive modeling, simulations, and testing
based on various forms of intelligence. A simple architecture of the fleet-
defensive system is shown in Figure 1.15. This topic will be discussed more
completely in Chapter 7.

Thus, there are multiple timelines of events and actions, and the result-
ing timeline determines whether the actual threat hits the ship or not. At each
decision point on the timeline, there are many observables available from the
many sensors available to the fleet. These observables are evaluated to determine
the a posteriori probability of defeating the threat or the real-time probability
of EA effectiveness. This is a real-time estimate of the probability of kill for
a particular engagement.

There are two basic types of real-time assessment that may be required
during an engagement. One type of assessment deals with evaluating the state
of the ASM over an extended period of time. For example, evaluating the non-
maneuvering ASM trajectory leads to an estimate of the miss distance. Another
type of assessment is to evaluate a change of state at the time of an action. For
example, if the ASM is tracking the ship, it will generally point its antenna
at the ship. If an action by a weapon is executed for the purpose of making
the ASM change to tracking a decoy one may examine observables to sense a
change in the aim point of the ASM antenna such as antenna jog detection.

In the next section, it will be shown that the defense analysis can be
understood through the analysis of a single ASM against a single ship. The
capability to defeat the threats through combinations of weapons is defined
by the PRA for a particular strategy.

ASM Threat
Timeline

Weapon Action ——> ASM Reaction
3

Fleet Weapon
Timeline

|

Fleet Sensors
Observables

Figure 115 Fleet-defensive system architecture.
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1.3 Probability of Raid Annihilation

To optimize the probability of fleet survival and the time on station, the U.S.
Navy has developed fire-control algorithms based on the PRA. The PRA is
defined as the ability of the stand-alone ship as an integrated system with the
battle group to detect, control, engage, and defeat a specified raid of ASM with
a specified level of probability in an operational environment. The ideal goal
is a PRA of 1.0, definite counter of the ASM raid. For simplicity, assuming
a single-threat type, assuming nK shots of a single kinetic weapon type (K),
and assuming nNK attempts with a single NK weapon type, the PRA for a
raid of the number (N'T) of identical threats is

PRA ={P(D)- P(E|D)

' [1 ~li-p(kE)™ - f1- 1)(1\1K|E)}“””<]}NT (1.D)

In this expression, P(D) is the probability of detecting the threat and
P(E|D) is the corresponding probability to engage the detected threat. The
other probabilities are the probability of weapon success in defeating the threat
given the decision to engage. The PRA is a probability between zero and one.
If the threats are detected, engaged, and defeated (all Ps equal to 1), then PRA
is equal to 1 and no ASM threats are successful in damaging any ships. In
this book, the focus is on the last probability: P(NK|E).

Any number within the brackets less than one reduces the PRA to less
than 1. Then, as NT increases, the PRA decreases. The PRA (probability to
counter the threats) decreases as more threats are added to the attack. Obvi-
ously, an inability to detect the threats decreases the probability of ship survival.
In addition, if a threat is detected but not engaged, the PRA decreases. If the
ASM uses LPI radar sensor, it is difficult to detect its radar emissions. As the
ASM approaches fast and low, it is difficult to detect the ASM platform until
the terminal phase. Assume that the ASM is detected and engaged. That is,
the detection probability is equal to 1 and the engagement decision probability
is equal to 1. With these simplifications

PRA = {1-{1- P(K|E)}"™ -{1—P(NK|E)}“NK}NT (1.2)

The goal is for the PRA to be as close to 1 as possible. If a defensive weapon is
employed and it is absolutely effective in defeating the ASM, then one of the
probabilities on the right hand side is equal to 1. If either probability of kill
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for an individual employed weapon is 1, then PRA is 1, as desired. Consider
the use of one weapon type, say the kinetic weapon.

pra ={1-{1- p(K1E)]" ] (1.3)

If the a priori probability of kill for the weapon [P(K]E)] is 0.7 and a single
shot (nK = 1) ata single threat (N'T = 1) is executed, then PRA = 0.7. However,
if there are four shots (nK = 4) at the single threat, then PRA = 0.9919. Tak-
ing more shots at the threat improves the probability of survival, but depletes
resources needed for other threats and for the defense against the continued
wave attack.

Assume that there are four threats in the wave (NT = 4). If there is a
single shot at each threat, this would expend four weapons and the PRA would
be 0.24. Again taking more shots can improve the PRA. Suppose there are
four shots at each of the four threats. This expends sixteen weapons and the
PRA is 0.97.

Once the defensive weapons are depleted, the fleet must resupply weap-
ons stores or retreat. This translates to less time on station since these weapons
must be replenished to be able to protect the fleet ships.

Algorithms have been developed by the U.S. Navy to automatically select
combinations of weapons and tactics to optimize both survivability and time
on station. These algorithms require a priori probability of kill for both kinetic
and NK weapons. In addition, survivability is improved by accurate estimates
of time varying a posteriori probabilities of kill for both weapon types. This
latter probability relies on real-time estimation of parameters relating to the
effectiveness of defensive actions. Mixing kinetic and NK weapons improves
the PRA, but depletes resources and reduces the time on station.

Assume that one shot at each of four threats, for this example, of a prob-
ability of kill equals to 0.7. As stated above, the PRA equals 0.24. If real-time
observations show that three ASMs are defeated, the a posteriori probability
of kill for these three each is 1. Assume real-time observations show that the
last threat is not defeated. To defeat the last threat, ASM additional weapons
are deployed. If two additional weapons are deployed, the PRA is now 0.91.
Again measurements must be made to refine this estimate in real time until
the PRA is equal to 1.

For the purpose of this book, the primary interest is the PRA contribu-
tion from NK weapons. Repeating (1.2)

PRA = {1-{1- P(K|E)}™ -{1- P(NKIE)}™ }NT (1.4)
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Survivability depends on detecting and engaging the threats. Survivabil-
ity is improved by a judicious combination of multiple engagements with
both kinetic and NK weapons. Consider the example above of a single threat
engaged with a single kinetic weapon with a probability of kill of 0.7 leading
to a PRA of 0.7. If EA is used instead with a priori probability of kill of 0.5,
then the PRA is 0.5. However, if both the kinetic weapon and the EA are
employed (and assuming the use of the two weapons is independent), the PRA
is 0.85, better than the use of either weapon alone as illustrated in Figure 1.16.

The focus in this text is on the contributions of the NK weapons. Thus,
the primary interest is P(NK|E). Consider the expression for a single threat
(NT = 1) and NK weapons only

PRA =1-{1- P(NK|E)}"™ (15)

In addition, assume a single weapon engagement (nNK = 1). Then

PRA = P(NK|E) (1.6)

For a single shot of a single NK weapon, the two probabilities are equal. An
expression for this probability is needed to examine this probability more closely.

In the IDECM program, an expression was defined for the reduction
of threat lethality. For PRA analysis, the NK probability of success is defined
in a similar manner. Thus, [P(NK|E)] is defined

= - 0

Kinetic: PRA=0.7

— =] G
Non Kinetic: PRA = 0.5
— - =] Q

Kinetic & Non Kinetic: PRA = 0.85
Figure 1.16 Simple PRA examples.
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P(NKI|E) =1- [%‘TS)] 1.7)

where P(k|EA) is the probability of ASM defeating the ship in the presence of
EA and P(k|0) is the probability of ASM defeating the ship when there is no
EA present. From the definition of PRA, it is seen that this is an expression
defining the lethality reduction of the ASM attack. For example, assume that
the EA has no effect on the ASM. The two probabilities on the right-hand
side are then equal and PRA = 0. Note that this does not mean the ship sinks.
A PRA = 0 means that the threat ASM raid is not diminished. Or the EA
employed has no impact on the ASM mission performance.

As another simple example, assume the area consists of a single ship
and a perfectly effective decoy in the sense of mimicking the ship. Assume
also that the ASM definitely targets either the ship or the decoy. Let 2, be the
probability that the ASM targets the decoy and P, be the probability that the
ASM targets the ship. With these assumptions

1=Ps+Pd (1.8)

The probability that the ASM defeats the ship when there is no defense is
Probability ASM kills ship = P(#]0) (1.9)

When the decoy is deployed, the probability that the ASM kills the ship is
the probability that the ASM targets the ship times the probability that the
ASM Kkills the ship. From the simple assumptions above

P(k|EA) = (1- Pd)- P([0) (1.10)

For this example, the PRA is equal to the effectiveness of the decoy or the
probability that the ASM will target the decoy. Again the PRA is the prob-
ability that the ASM effectiveness is reduced. Inserting this expression into
(1.7) above for this example

PRA = P(NK|E) = Pd (1.11)

As a final example, assume that the a priori (or deductive) probability is
P;=0.95. Upon detection of the ASM, the defensive engagement is begun
and the decoy is deployed and PRA = 0.95. As the ASM approaches the
region (see Figure 1.17), suppose that its trajectory is measured and found to
be consistent with the ASM targeting the ship with a probability 0.99. At this
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Figure 1.17 Simple PRA example: Decoy only.

point, the a posteriori (or inductive) probability is 2, = 0.01 and the PRA is
now estimated to be PRA = 0.01, as shown in the lower panel of Figure 1.17.
It would be prudent to initiate another defensive action such as the use of a
kinetic weapon. Thus, it is seen necessary to continually update the real-time
probabilities of weapon effectiveness during the engagement. More will be
discussed on this subject in Chapter 7.

1.4 Sample Strategies

Throughout this text, it will be assumed that the ASM swarm attack includes
the sea skimming, LPI radar-guided autonomous ASM. The focus is on the
EW portion of the battle. The ship defense consists of varieties of self-defense
and escort defense. Self-defense is defense of the platform with onboard weap-
ons. These weapons are typically repeater EA systems. Escort defense is the
defense of the ship with weapons onboard another ship or with an off-board
decoy. The EA from an escort ship is typically an electronic repeater EA. At
the present time, the off-board EA systems are autonomous. The off-board
defense can be a passive decoy or an active decoy (repeater). Passive decoys
may include combinations of corner reflectors or chaff.

The ASM has a preferred timeline sequence. The use of defensive weapons
refers to the strategy of attacking the ASM through one or more EA actions
or tactics. A sequence of these tactics shall be defined as a strategy. The goal of
the action is to shift the ASM timeline to a sequence preferred by the ship. The
ultimate goal of the EA is to have the ASM seeker guide to an off-board false
target or, as a minimum, for the ASM to not track any target. The off-board
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false target is the ultimate means of defeating the ASM. It renders the ASM
to guide to a false target, that is, to miss the true target. Figure 1.15 illustrates
the architecture.

The subgoal of each EA action is to either make the target less likely to be
tracked or to make an off-board target more likely to be tracked. As elaborated
in the following chapters, there is a mix of potential means of defense. The
onboard EA can either project one or more false targets or project cover noise
jamming. The intent of the false target is to present an alternative target to the
ASM sensor. The intent of cover noise EA is to mask the true target features.
The goal of false targets from onboard weapons is to capture the tracking gates
as a part of the strategy to seduce the ASM into tracking an off-board target.

For this work, three basic defensive EA actions of ship defense againstan
ASM are considered as simplistic examples to illustrate the general principles.
Variations of these are discussed throughout as appropriate.

Strategy 1 consists of the HV'U and a single decoy. This will be the most
basic strategy. The decoy may be a combination of passive reflectors or an active
repeater, or chaff. The goal of Strategy 1 is to capture the ASM tracking gates
on the false off-board target from the onset of the ASM seeker doing detec-
tion, classification, and localization. Strategy 1 is illustrated in Figure 1.18.

Strategy 2 consists of the HVU and/or an off-board platform using some
form of active EA to defend the HVU. Strategy 2 includes the possibility that
the ASM seeker is tracking a ship target. In this case, one or more electroni-
cally generated false targets are used in an attempt to capture the tracking
gates and to seduce the tracking gates from the ship and ultimately onto an
off-board false target (Strategy 1). The generation of multiple false targets
may be an attempt to add confusion to the scenario. While the EA attacking
the ASM sensor (onboard and/or off-board EA) will include some form of

Strateqy 1: Decoy

ASM HVU

Figure 118 Defensive Strategy 1—simple use of a decoy.
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electronically generated false targets, the scenario may include cover noise in
the sensor field (Strategy 3). For example, this strategy may include the use
of electronic chaff projected from a ship (the HVU or another ship) to the
HVU location. In this case the ASM sensor would tend to reject the HVU
since it displays characteristics of chaff rather than of the HVU. Strategy 2 is
illustrated in Figure 1.19.

Strategy 3 is to cover or hide the true targets in an effort to deny the
ASM seeker sensor from collecting any useful target data. If an off-board
device generates cover noise jamming, it can seduce the ASM by concealing
all targets and putting the ASM in home on jam or angle track only. If the
cover jamming is generated by a ship, then it must be combined with some
additional means to seduce the ASM to switch to an off-board device later in
the engagement. The full scenario may include onboard EA consisting of cover
jamming and/or some combination of electronically generated false targets as
well as a decoy. Figure 1.20 illustrates this strategy.

Strateqy 2: Active Deception EA

ASM

HVU
= =3
Decoy

", ¢

EA Source
Figure 1.19 Defensive Strategy 2—active EA protection.

Strategy 3: Cover Jamming EA

ASM HVU

EA Source

Figure 1.20 Defensive Strategy 3—cover jamming EA.
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Pulsed Doppler Radar Basics

The purpose of the radar seeker of the autonomous ASM is to provide accu-
rate target localization measurements to the ASM guidance system. This is
the seeker-tracking function. A viable guidance solution enables the ASM to
reliably deliver its ordinance to the chosen target. Given the various levels of
prior information, the seeker sensor must first detect and isolate the target
radar echo. This is the search function. The modern pulsed Doppler radar
coupled with fast digital signal processors can reliably detect and track mul-
tiple targets. These potential targets include the high-value unit, multiple
other ships, various active and passive false targets, and other jamming signals
such as cover noise. Thus, the critical function of the seeker is to classify the
targets and to identify the correct target. This is the classification function.
To perform the classification function, various features of the echo signals
from potential targets are measured and analyzed via multiple high-speed
digital processors. Over the years, a variety of practical algorithms have been
developed to reliably and rapidly identify the correct target in the presence
of jamming or EA.

To better understand these rapid and practical classification algorithms
the basics of the radar sensor must be understood. The simplest description of
the ASM pulsed Doppler radar sensor is that the radar transmits a sequence
of pulses of electromagnetic radiation with known characteristics. Each pulse
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reflects from the various objects. These reflected pulses, mixed with jamming
system energy, are received by the radar. This received energy plus noise is
processed by the sensor and converted to digital measurements. Information
extracted from these measurements is used to identify the desired target and to
estimate particular parameters for the purpose of guiding the ASM to impact
the target. Since the fleet attempts to deliberately mask the target from the
ASM seeker sensor and/or to deceive the ASM seeker sensor in other ways, EP
techniques are implemented in the sensor to protect it from these EA actions.
Beyond the standard description of the radar processing, the true worth of
the modern ASM sensor is in the EP techniques made possible by practical
and rapid DSP. These EP techniques are the primary subject of this book.

Before delving into a description of these modern EP techniques, the
engineer needs a basic understanding of the ASM radar sensor. Fortunately,
there are many excellent works describing pulsed Doppler radar. In this book,
some of the basic characteristics of the pulsed Doppler radar are summarized
for later use.

In the first section of this chapter, a simple RF pulse is described. To
understand a pulsed signal receiver, the concepts of matched filter, carrier
frequency, and complex phase are introduced. The concept of coherent radar
signals is described. It is important to realize that the modern ASM radar
sensor uses coherent technologies and practical DSP techniques.

In Section 2.2, a quick review is presented of DSP gain. The distinc-
tion is detailed between coherent processing gain and noncoherent processing
gain. As an important example of this distinction, the concept is described of
radar pulse compression. This aids the engineer in understanding the value
of generating a very wide (in time and frequency) pulse characteristic of the
modern low probability of intercept (LPI) radar. Simple mathematical analysis
shows the connection between antenna beamforming concepts and range and
other matched filter concepts.

The receiver dynamic range and the analog-to-digital converter (ADC)
are described in Section 2.3. The ADC is the link between the analog radar
processing and the DSP. The high number of bits of the modern ADC makes
it very difficult to saturate the ASM sensor processor.

The remaining sections introduce several additional features of the sen-
sor, including the antenna and its polarization as well as the Doppler process-
ing. Both the antenna and the Doppler processing are examples of coherent
gain. The concept of monopulse angle measurement is detailed. With the
basics of this chapter, a simple mathematical model representation of the
ASM digital radar data is developed in Chapter 3. This model is then used to
elucidate the various classes of EP algorithms. In this manner, the engineer
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can gain an intuitive sense of the means of the ASM seeker to negate classical
EA techniques.

21 Electromagnetic Pulse

Maxwell showed many years ago that electromagnetic radiation consists of an
oscillating electric field orthogonal to an oscillating magnetic field that propa-
gates at the speed of light [1, 2]. Both fields are transverse to the direction of
motion of the energy. As an example, Figure 2.1 shows an oscillating electric
field in the x-direction and an oscillating magnetic field in the y-direction. The
radiation propagates in the z-direction at the speed of light. Since the fields
are transverse to the direction of propagation, the electromagnetic propaga-
tion is represented as a transverse wave.

This time representation of the oscillating electric field at the spatial
origin can be represented as

m = Eofccos(anot) (2.1

In this expression, the field has amplitude E; in the x-direction and oscillates
at frequency f;. This wave is said to be linearly polarized in the x-direction or
vertically polarized as drawn. The electric field for radiation in the z-direction
may have independent components in both the x- and y-directions. For radia-
tion with electric field of magnitude £, a more general representation for the
electric field solution to Maxwell’s equations can be written as

e(t) = E, {x “a- cos(27'l.f0t) +9b- cos[27r(f0t + (p)]} 2.2)

1=+ (2.3)
Radiation
X o Direction
Electric Field _—

NN TN e TN
/J\Ug\utw >z
Y

Magnetic Field

Figure 21 Simple electromagnetic radiation.
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The parameters @ and & define the magnitude of the x and y components, while
¢ defines the relative phase between the components. The polarization of the
radiation is defined by viewing the electric field vector from the positive z-axis
(looking at the approaching electromagnetic field). The general polarization
is elliptical. Particular special polarization examples are illustrated in Figure
2.2. The polarization may be represented as a two-dimensional vector. A more
detailed description of the polarization can be found in [3].

Neglecting the polarization, the time dependence at the spatial origin
of the electric field amplitude in (2.1) can be written in complex form using
Euler identities.
£,

_[eszét 4o 2 ot] (2.4)

e(t) = 5

The frequency can be understood as characterizing the spectrum of the sig-
nal. The spectrum of the signal represents the signal in frequency space via
the continuous Fourier transform [4]. Given a time-varying function s(2), its
frequency representation S(f) is

S(f)= [ s(e)de 2.5)
The inverse Fourier transform for well-behaved functions is

()= [ S(f)df (2.6)

Electric Field a b © Polarization
— 0 1 — | Linear: Horizontal
I 1 0 — | Linear: Vertical
/ V2, Y2, 172 | SlantRight

\ Yy, V3, 0 Slant Left
O V2, V2, VA | LeftCircular
O V3, 12, -1/4 | RightCircular

Figure 2.2 Special examples of polarization.
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This can be verified (assuming certain smoothness properties of the functions)
by substituting (2.5) into the expression

(r) = [ Uﬁm‘ f':(t')a’t’]df 2.7)

o(r) = { [sear| [ df]} = 5(¢) 2.8)

The expression in the last brackets is the Dirac Delta function 6[27f{z — ¢')]
or the impulse function. It is zero for all values except at 0 where it is infinity.
The integral of the delta function with any other functions equals the value
of that function at 0.

Using this representation for the simple electric field in (2.4) and using
the Dirac Delta function, the spectrum of this signal contains energy at both
positive and negative frequencies as shown in Figure 2.3.

E(f)=28(f - )+ 251+ f) @9

The above expression represents the electric field of the radiation at the source
assumed to be at z = 0. At a distance R from the source along the z-direction,
the electric field is

e(t,R) = Ecos [27rf0]t - i—ﬂ R) (2.10)
0
Electric Field
Amplitude Spectrum
Eo/2 Eo/2
—fo +f0

Frequency (A

Figure 2.3 Spectrum of simple electric field.
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e(t,R)=E, cos(a)ot—koR) (2.11)
w, = 27f, (2.12)
2r
= 2.1
b5 .13
[0)
czk—():fo-lo (2.14)

The speed of light is ¢ and the wavelength of the electric field is A,. The fre-
quency represents the number of oscillations per unit of time (e.g., seconds)
at a particular place. In the same way, the wavelength represents the number
of oscillations per unit of distance (e.g., meters) at a particular time. At a dis-
tance R from the source of the radiation, the field is identical to the radiation
at the origin except for a phase shift from the original field.

Radar frequencies are from several megahertz to tens of gigahertz. The
speed of light is about 3 x 10® m/s. The radar wavelengths vary from hundreds
of meters to millimeters. At the present time, typical ASM radar sensors are
X-band, Ku-band, or millimeter wavelengths although other frequencies are
used. Most ASM pulsed Doppler radar sensors use X-band, because of its abil-
ity to penetrate water vapor and the convenient size of the radar components.
X-band wavelengths are of several centimeters. This is the typical frequency
band used for many other popular applications such as weather radars. Thus,
there are usually many conflicting systems generating radiations that tend
to confuse the fleet defensive sensors. Table 2.1 shows the customary radar
frequency designations.

The typical ASM radar contains a device that generates precise oscillat-
ing signals of various frequencies. This device serves as a reference clock for
the system. This basic signal (f) is typically an oscillation at a low frequency
(relative to RF). The engineer uses a variety of radar components to convert
this oscillation to the oscillations of desired characteristics. For example, the
basic signal is mixed with other signals such as a signal at a frequency desig-
nated the local oscillator frequency. This generates a signal consisting of sum
and difference frequencies. This result is band-pass filtered to isolate one of
the frequency components. Repeating this process in stages raises the signal
frequency to the desired radar frequency (RF). Although these devices are
nonlinear components, the result can be understood as a linear frequency
shift [4, 5]. For example, assume that the original frequency is /- The signal
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Table 2.1
Typical Radar Frequencies

Designation Typical Frequency Range ASM Sensors
HF 3t0 30 MHz —
VHF 30to 300 MHz —
L 1to0 2 GHz —

2to 4 GHz —

4t0 8 GHz —

81to GHz Yes
Ku 12.5t0 18 GHz Yes
K 18t0 27 GHz —
Ka 2710 40 GHz —
Mm 40 to 300 GHz Yes

frequency can be upshifted by mixing with another signal and filtering out
the unwanted frequencies with the proper choice of components. This example
is illustrated in Figure 2.4.

cos(27thOt) . cos(27rft)

1 (2.15)
= L {cos[2r(fio + £)e] +cos2n( o - 1))

The signal source and other components of the radar transmitter generate
energy at the desired frequency and at other desired characteristics. The ampli-
fier raises this signal to the desired amplitude. The signal is then coupled to an
antenna and emitted from the seeker. The antenna enables the transition of the
signal from the source electronic hardware to the atmosphere. (The antenna
is considered in detail below.) In addition, the configuration of the antenna

cos(2sf,yt)
/L Band| 5 cosl2nliior
cos(2zft) ’\XJ » Pass >
Filter

Figure 2.4 Radar mixer model.
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determines the polarization of the radiation. Typical ASM peak amplitudes
are of the order of hundreds of watts.

As described, this transmitter generates continuous wave (CW) energy.
Suppose the radiation is interrupted by a switch such that a burst of energy
is transmitted via the antenna for a time interval pulse width (PW). Figure
2.5 shows a simplistic representation of the radar transmitter system for CW
radar and for pulsed radar.

The result of this switch is to constrain the transmit signal in time. The
standard terminology is that a window function has truncated the CW signal

in time. That is, the signal is multiplied by a (rectangular) window function
w(t) of PW.

1

w(t) = W |t = - (2.16)
w(t) =0 B >¥ (2.17)

Using (2.5) for the inverse Fourier transform, the spectrum of this rectangular
window function is the common sinc function. This function is qualitatively
illustrated in Figure 2.6.

W (f)=[e ™ w(r)de (2.18)

sin(7fPW)

=R

(2.19)

CW Radar Transmitter

Antenna

Source w

Pulsed Radar Transmitter

Antenna Pulse (PW)

=

Figure 2.5 Simple radar transmitter systems.
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Figure 2.6 Spectrum of the rectangular window function.

As discussed, the spectral side lobes of this pulsed signal can be lowered by
choosing a modified window function. This is typically known as multiplying
the window function or the signal by a weighting function. Lowering the side
lobes in this manner generally has the effect of broadening the spectral width
of the main peak and lowering the level of the spectral peak.

The transmitted pulsed signal is now (still neglecting the polarization)

s(t) =e(t) - w(t) = E, cos(27‘l,f0t) w(t) (2.20)

The Fourier transform of the product of two functions is the convolution of
the two transforms. Thus, the spectrum of the pulsed signal is

S(f)= [ e(e) - wle)de = [E(f = f)-W(f)df  (221)
The resulting spectrum is qualitatively illustrated in Figure 2.7.

Pulsed Electric Field
Amplitude Spectrum

Ey) /2 Ey/2
— /\ P PN [\ P W
.y | oo
f
—fy +fy

Figure 2.7 Spectrum of a transmitted electromagnetic pulse.



40 Electronic Warfare Signal Processing

Again the function S(f) represents the amplitude spectrum. A related
function of interest is the power spectrum. The time correlation function is

defined as

C'(7)= Js(t +7)-5* () dr (2.22)

From the above expressions and following [1, 2], one can relate the time cor-
relation of the s(#) function to the Fourier transform of the power spectrum

P(f) of 5(2) as follows:

(o) = [(SCAN) &= df = [ P( )" af (2.23)

P(f)=(|S(A) (2.24)

The bandwidth (BW) of the power spectrum is the frequency width at the
half-power points for a typically shaped power spectrum. The value of the
correlation function at 0 time shift is the total power.

()= [ P(f)df = [[|s0)| [ ar 2.25)

This correlation function is typically normalized to 1 at 7 = 0 as

(1) = gg; (2.26)
c(0)=1 (2.27)

From the defining expression (see [2.22]), it is seen that the value of the
correlation function is larger when the shifted function is similar to the
unshifted function. A function is said to be decorrelated if its normalized
correlation function is smaller than a specified value after the decorrelation
time T,. In this case, the shifted function is no longer similar to the unshifted
function. Examining the correlation function, it is seen that the shorter the
time for the time function to decorrelate, the wider the frequency BW of
the corresponding power spectrum. For the case of a simple pulsed sinusoid
(rectangular window)

T =—— (2.28)
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Figure 2.8 illustrates the relationship between the amplitude and power spectra
and the signal BW and the correlation time.
Consider a very simple example. Let

P(f)="P, TP BTW (2.29)
P(f)=0 | /> ¥ (2.30)

Then
C(1) = sinc(TBW7) (2.31)

For this example, the first zero of the correlation function occurs at

1

"C=_
BW

(2.32)

Figure 2.9 illustrates the correlation function for this simple example. The
top figure is the correlation function and the power spectrum for a narrow
bandwidth signal. The lower portion of the figure shows the power spectrum
for a wider bandwidth signal. As illustrated by its correlation function and
(2.31), this signal has a much shorter correlation time.

Amplitude,Spectrum

Correlation Function

VN Van\ >
CH o
Power Spectrum
N
| lu ‘17'
TO

«— Pmax
<« 0.5P

> f
BW

Figure 2.8 Correlation function, amplitude spectrum, and power spectrum.
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Figure 2.9 Correlation and simple spectrum.

Again consider the expression for the above correlation function in
(2.23). Approximate the exponential function by the first several terms of its
series expansion representation.

C'(t) = [P(f)e™ df = [P(f)-(1+2mifr 207" f2) - df (2.33)

This expression relates the correlation function to the total power and the first
and second moments of the power spectrum. The imaginary part is related to
the mean frequency. The real part is related to the spectral BW.

C'(t)=C(0)- (1 Y z‘2m'j_”) (2.34)
C(7)= (1 - anrzﬁ) +i2mtf (2.35)

For the spectrum described in (2.29) and (2.30), the approximation in agree-
ment with (2.31) is

77:2

C(1) = sinc(TBWT) ~ 1 - (3—2) -(BW - 1) (2.36)

For another example, consider the simple spectrum illustrated in Figure 2.10.

P(f)=P0-(l+$) -BW < f <0 (2.37)
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P c
A
-BW BW £ B
Spectrum Correlation Function
Figure 210 Simple spectrum.
P(f)=P - 1-L 0< f <BW (2.38)
0 BW

P(f)=0 | f|>BW (2.39)

The approximation for this case gives (for small 7)

71.2

C(t)=1- (?) -(BW - 1) (2.40)

A useful parameter for the EP analyses later in this work is the Lag-1 value
of the normalized correlation function. This is an estimate of the normalized
correlation function at one time sample (such as one coherent processing
interval or one pulse repetition interval [PRI]). Define

- (2.41)
Sample_Rate
Lag —1 Value = C(T) (2.42)

The following is a simple but useful implementation of an approximation for
the Lag-1 value of the normalized correlation function. Define the following
terms for discrete time samples (subscript 7)

Mo=—3s, (2.43)

50==3s, -, (2.44)
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1
S1= ﬁz“sn S (2.45)

Estimates of each of these terms can be continually updated for each new
sample (sy) via simple low-pass filters with gain g, where the minus sign sub-
script indicates the previous time estimates

MO=(1-g)s, +gMO_ (2.46)
S0=(1-g)s, "5, +£50_ (2.47)
S1=(1=g)sy 5y, + 251 (2.48)

Then, at any time, an estimate of the Lag-1 value is

_ S1-M0?

()= S0— M0?

(2.49)
2.2 Dynamic Range and Gain Control

Repeating the above expression, the time dependence at the spatial origin of
the electric field amplitude is (2.1) using f. as the carrier frequency

e(t) = E, cos(lnf[t) (2.50)
This can be written in complex form using Euler identities.

E ) )
C‘(I) _ 70[6271%;‘ +€—2m [t] (251)

The frequency representation (or spectrum) of a function of time is expressed
via the Fourier transform and its inverse.

S(f)= [ s(e)dr (2.52)

s(e)= [ S(f)df (2.53)

Using this representation for the simple electric field and using the impulse
function, the spectrum of this signal is written as (2.54) and shown previ-
ously in Figure 2.3.
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E(f)z%&(f—ﬂ)+%5(f+f[) (2.54)

Assume that radar transmits the pulse of Figure 2.5 and (2.20). The transmit-
ted pulsed signal is now

e (2)=e(t) w(t)= Eocos(Zﬂfct) “w(t) (2.55)

The Fourier transform of the product of two functions is the convolution of
the two transforms. Thus, the spectrum of the pulsed signal is

E (f)= e e(t) w(e)de = [E(f = f)- W(f)df*  (256)

The resulting spectrum is illustrated in Figure 2.7. Consider now a slightly
more general transmitted pulse, and for convenience neglect the rectangu-
lar window function. The more general transmitted pulse contains a simple

modulated phase shift (y) added to the basic fixed frequency.
e(r) = E, cos{27r[f[t + l,l/(t)]} (2.57)

Now assume that an echo of the transmitted pulse from an object at range
R as shown in Figure 2.11 arrives back at the sensor antenna (at z = 0) after
a time delay

time delay = 2R (2.58)
c
2R
e(t)= 4, cos{Zﬂ:[fL_t + l//(t)] -2nf, T} (2.59)
Echo of Pulse
AR=c- PW
........... — .
1 g
t=0 2R
¢

Figure 2.11 Reflected pulse.
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e(t)=4, cos{ZTE[f[t +y(t)- (p]} (2.60)
2R
¢ = T (2.61)

The first thing that is normally done to the signal after passing from the
antenna into the radar processing is the possibility of attenuating the signal
to prevent saturation of any receiver components. This attenuation setting can
be adaptively adjusted by an automatic gain control (AGC) algorithm based
on prior information. The next action is again to mix the signal several times
in stages to reduce the carrier frequency to a baseband frequency. As before,
filters (band pass or low pass) are used to remove unwanted mixer components
(see [2.15] and Figure 2.4). The received signal can be represented as

e(t)=4, cos{Zﬂ[(f[ - fLO)t +y(s)- (p]} (2.62)

fo=1.=to (2.63)

Finally, it is assumed that this signal is corrupted by additive receiver white
noise simply modeled as follows:

x(t) = dycos{2a] fyt +y(t)— @] +0n(2) (2.64)
(n(2))=0 (2.65)
(n(t)n"(¢")) = 8(t - 1) (2.66)

Using the common identity for the cosine function equation (2.64), the signal
portion can be written as

s(t)= 4, (cos(27rf0t)cos{27r[l// -0]}- sin(ZEﬂ)t)sin{Zﬂ[l// - (p]}) (2.67)

This reflected signal can be analyzed and characterized via a quadrature detec-
tor as shown in Figure 2.12.

The received signal is multiplied by or mixed with the signals and then
low-pass filtered (or averaged) as shown. The ability to properly resolve these
signals in both amplitude and phase requires that the phase of the reference
signal be relatable to the phase of the transmitted signals. This property is the



Pulsed Doppler Radar Basics 47

cos(2pfyd)

Received
Signal

—sin(27

Figure 212 Quadrature detector.

coherent property of the radar. Being able to control the phase within a pulse
is designated the intrapulse coherence. Being able to control the phase over
multiple pulses is designated the interpulse coherence.

Using the low-pass filter over a sample time interval converts the RF
pulse signal to a baseband signal that is detected as two output values. The
first term on the right-hand side of the figure is said to be in phase with the
original signal from the system master clock. Thus, the output from the top
branch is called the in-phase component or /. The second term is out of phase
with the original signal by 7/2. The output from the lower branch is called
the quadrature component or Q. Thus, the signal portion of the detector
output sample is

I = A, cos[2m(y — )] (2.68)

Q = Aysin[27(y - 9)] (2.69)

By Fourier analysis, these terms are independent. Since these two terms rep-
resent independent outputs, they can be combined as a single complex num-
ber representing this sample of the output signal plus noise at a particular
sample time

sample = I +iQ = AOeZ”i<"’""’) +on (2.70)
Knowing the receiver characteristics, this complex number fully describes this

time sample of the received signal plus receiver noise. Thus far the description
has been overly simplified. The pieces described can be represented as follows.
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As the signal enters the receiver, it may need to be attenuated to prevent it
from saturating the later components. This may require implementation of
an AGC circuit.

The receiver next consists of multiple stages of mixers and band-pass
filters [3]. At each stage, the signal is mixed with a reference signal resulting in
both sum and difference frequency components. The higher (sum) frequency
components are then filtered (attenuated) by averaging or low pass filtering,
allowing only the lower (difference) frequency component to pass through.
A single representative stage in a simplified receiver is shown in Figure 2.13.

The effective bandwidth of the components controls the amount of
receiver noise typically expressed as a reference thermal energy (kT) times
the receiver BW and receiver noise figure. After the energy is passed through
the final receiver components, the resultant is integrated and both the /and Q
[4, 5] components are evaluated as digital numbers via ADCs. This noise level
may be further adjusted via another attenuator just before splitting the signal
to control the noise level out of the quadrature detector. The purpose of this
attenuator is to set the receiver noise level to a desired number for processing
after the ADC. For example, the data may be adjusted such that the receiver
noise level is impacting the lowest one or two bits in the ADC. As mentioned
above, an initial attenuator may be used to keep the /and Q components from
saturating the various analog receiver components and especially the ADCs.
Figure 2.14 represents the analog receiver levels on the left-hand side and the
resultant corresponding digital levels on the right-hand side.

As shown above, the ADC generates digital numbers that represent the
sample (/ and Q) of received energy plus receiver noise at a particular time

‘ Quadrature Detector‘

LO Mixer Stage cos(2zf)

cos(27zfot)
Received

Signal

| BPF = Band-Pass Filter | f=fy-

Figure 213 Simple representation of the receiver.
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Figure 214 Analog-to-digital conversion.

sample. Assuming that the energy is from an echo of the transmitted pulse plus
jamming, this sample represents information about a possible reflecting object
at a particular range cell. To maintain fidelity of the information requires the
information to be within the dynamic range of the ADC. Assuming the ADC
contains & bits, the dynamic range in decibel is approximately

P
DR =10- log(%) ~6b dB 2.71)

min

As noted above, an AGC algorithm may be used to lessen the possibility of
data in saturation. The AGC may not be required for a well-designed receiver,
since the ADC of modern ASM LPI radar typically has 12 or more bits result-
ing in a dynamic range of better than 72 dB. Some room must be allowed to
keep the signals from clipping. There are many excellent references [3-5] on
radar receivers. The main interest of this work is in the digital EP techniques
in the digital processors that follow the radar receivers.

First, the samples of interest must be detected. In classic radar, the echo is
ablip on an A scope. In modern ASM radar, the detection of samples of interest
is the result of matched filter processing. Consider a simple signal plus noise

x(t)=a-s(t)+0-n(t) (2.72)
The output of the matched filter (4) at time 7 is defined as

x(1)= Jx(l‘) “h(t—1t)dt (2.73)
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This output has a signal part and a noise part from (2.72). The noise part is a
statistical variable with mean zero and variance (assuming an arbitrary scal-
ing factor for the filter)

(x(0)x @)= szh(T — b (T —t)dr (2.74)
(x@x @) =0 [ a (] df 2.75)
(x()x (7)) =0C,(r-7") (2.76)

Consider the signal part at a particular time corresponding to the arrival of
the echo at #,. The signal part is

(1) = af ™SO H(f) df 2.77)

The detection theory result is that the optimal detection occurs at the high-
est signal-to-noise ratio (SNR). Thus, we want to maximize the magnitude
squared of the signal part of the matched filter output, that is, (2.77). The
Schwarz inequality is

apspa]] <[lanTafisnTe  em
The two sides of this expression are equal if and only if

B(f)=4"(f) 2.79)

Thus, the magnitude squared of the signal portion of the output of the matched
filter is maximum at #, when

H(f)=e ™8 (f) (2.80)
h(t) = :*(to - t) (2.81)

Repeating (2.73) with the substitution of (2.81)

x(1)= jx(r)~5*[t—(f—t0)]dt (2.82)
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){(T)=4~CS(‘L'—Z0)+}(”(‘L') (2.83)

It is noted from expressions (2.76) and (2.83) that the SNR of the matched
filter output is

2

SNR=".C (0)=2%; (2.84)
(o) (0

Thus, the SNR or the detection capability depends only on the total power in

the echo. It does not depend on the details of the phase modulation within

the pulse. This is an important result for LPI radar.

The interpretation of (2.82) and (2.83) is that the signal portion of the
matched filter output is the signal level times the normalized autocorrelation
function of the transmitted pulse and peaks at the echo delay time. The output
of the matched filter has additive noise with statistics described above, that is,
mean zero and variance given by (2.76). This time delay is a measure of the
range to the object by (2.58). From the correlation function discussion above,
the resolution capability of the range filter is governed by the BW of the filter
or correspondingly by the bandwidth of the transmitted pulse.

c

= 2.85
2-BW (2.85)

OR

Figure 2.15 is a representation of the transmit pulse and the echo for a simple
rectangular pulse with no phase modulation. The lower portion of the figure
represents the output of the matched filter at high SNR for this simple pulse.

Pulse Echo of Pulse

'y
........... — R
1 -
1150 t=2R

| >
t=0
Figure 2.15 Range of a reflecting object.
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It is not practical to calculate integrals over infinite time or to imple-
ment algorithms for continuous signals. In analogy with (2.52) and (2.53), the
discrete Fourier transform (DFT) is defined. For the receiver example above
(Figure 2.13), an ADC samples the time series of (2.50) at a sample rate (SR),
taking /N samples over a time interval 7

SR =6¢" (2.806)

N=SR-T=51 (2.87)

The digitized expression for the time variation of the field is /V values

e(n)=E, cos(Znﬁﬁm) =E, cos(Zﬂ:fOT%j (2.88)

Suppose there is a signal that is identical to e(#) but at a frequency SR greater

than f;
f=f,+SR (2.89)

- n nT
é(n) = E, cos(Zﬂ'fTﬁ) =E, cos[Zﬂ'(f +SR) ~ :| (2.90)
With some simple identities and (2.53)
é(n)=E [cos(Zﬂ:f0 )cos(ZﬂSR—)

- sm(ZTCfO )sm(ZTCSR%)]

é(n)=e(n) (2.92)

(2.91)

The interpretation of this simple result is that the expression for the spectrum

of the sampled time series repeats every SR. Thus, it is sufficient to calculate the

spectral values in a frequency band SR wide such as [0, SR] or [-SR/2, SR/2].
The expression for the DFT of the /V time series samples is [4]

—2Tikn

S(k) =Y s(n)e N (2.93)
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e[0,N —1] (2.94)
The inverse DFT is
1 2Tikn
s(n)=—= S(k)e N (2.95)
N
kel0,N —1] (2.96)

This can be verified by substituting the expression (2.93) into (2.95) and using
the result

ZEik(n—n’) ﬂi(n—n')(N—l) o
1 e N =Le N sin(z{ - »']) =lifn="n'
N N . (w[n=-n]
sin N (2.97)
=0ifn=n

It is noted that the DFT is defined at the /V frequencies

f= kSWR = /e% (2.98)

The N frequencies are spaced at 1/7. Again, the N frequencies span a band SR
wide (see [2.86]). The time series is both digitized and effectively multiplied by
awindow function of width 7. Thus, the underlying spectrum is the convolu-
tion of the spectrum of the underlying time function and the window function.
The filter response of the DFT is the set of /V sinc functions of bandwidth
1/7. Each of the sampled filters is centered at the zeroes of the other filters.
Consider the DFT of a pure complex sinusoid function

2mifTn
s(n)=e N (2.99)

Then, the DFT in filter £ is

TR .sm[ﬂ?(fT k]

[ :| (2.100)

S(k)=¢
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For filter values # close to f7°

i fT-k)(N-1)
S(k)=e N “N -sinc[m(fT - k)] (2.101)

The interpretation of this result is shown in Figure 2.16 for a time series with
frequency centered on one of the DFT filters.

1T =k, (2.102)

The upper portion of the figure shows the location of the sinusoid fre-
quency and several of the nearby filters for £ values close to 7 Since the fre-
quency is at the same location as one of the filters, the response is a maximum
in that filter and zero in all the other filters.

In Figure 2.17, the frequency is not centered in a filter. In this case, there
is some response in each of the filters because of the DFT filter side lobes.

Also, the highest filter response is somewhat reduced from the actual
value of the time series amplitude because of this frequency location mismatch.
The location of the underlying frequency and the signal amplitude are typi-
cally estimated by interpolation. Today, there are inexpensive DSP processors
containing fast DFT algorithms. The engineer must send the array of data to
the proper memory location and specify the number of data samples in the
time series array.

DFT amplitude values showing several filters

DFT amplitude values at several filters
I

I

[ 0@

v

Figure 216 DFT of a complex sinusoid centered at a DFT value.
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DFT amplitude values showing several filters

| e

Figure 2.17 DFT of a complex sinusoid not centered at a DFT value.

This reduction in peak value is commonly designated the DFT filter
straddle loss. Another common way to reduce the possible straddle loss is to
zero fill the time series array. For example, if the /V point time series is doubled
in length by adding an array of IV zeroes, the DFT has 2V filter values. The
filter response is exactly the same as above, since the integration time is still
7’ The effect of the zero fill is to position /V additional filters between each of
the previous filters. Figure 2.18 illustrates the result.

Zero filled DFT amplitude filters

Figure 2.18 Effect of zerofill on the DFT.
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2.3 Coherent Gain and Noncoherent Gain

The engineer must understand the basic concept of digital processing gain.
Consider a set of /V identical complex samples

S = {5”|5” = Aoezmq’f} (2.103)

If these /V identical samples are combined (added) the resulting variable is
a constant complex number. The value and power (magnitude of the vector
squared) are

sum_s, = Y5, = NA ™ (2.104)

(|sum_5T‘)2 = N? ~A§ (2.105)

These are the characteristics of coherent gain. The magnitude of the sum
increases as /V, and the magnitude squared increases as V2.

In this work, a simple model of noise samples shall be used to demon-
strate important features of the ASM sensor. Assume noise-like samples with
fixed amplitude but with random phase in sample index 7

NSE = {nsen|nsen = Gezm‘p"} (2.106)

The sum of the /V terms is again a random variable. Examining the expecta-
tion value and the variance (power) gives

<sum_nT> = <Ensen> =0 (2.107)

<<‘sum_nT|)2> = <Ensen . Ensez> =N-o’ (2.108)

These are the characteristics of noncoherent gain. The expectation value of
the sum is zero. The expected noise power (variance) increases by V. These
features are illustrated in Figure 2.19.

In the same manner, the ratio of the coherent signal total power to the
noise power or SNR increases as the number of terms in the combination (V)

2 42
sNR =2 -—5-=N-SNR; (2.109)

N o
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Coherent Sum Non Coherent Sum

Figure 219 Concepts of coherent gain and noncoherent gain.

Table 2.2 summarizes these important properties of coherent integration gain
and noncoherent integration gain.

Now, the powerful concept of radar range compression can be under-
stood as the coherent combination of multiple range (or time) samples. This is
a filtering option resulting in a much improved range estimate with consequent
range filter side lobes. As noted above, the echo of a transmitted pulse from
an object at range R arrives at the sensor after a time delay

time delay = 2R (2.110)
¢

The capability to resolve the estimate of this range is given by the well-known
formula related to the bandwidth of the pulsed signal given above and is
repeated here

_ C
" 2-BW

SR (2.111)

This expression reveals a significant advantage of the coherent radar or the
LPI radar. For a simple pulse, BW is the inverse of PW (BW = 1/PW). Thus,
to achieve the finest range resolution requires the narrowest pulse possible.
However, the ability to detect a target depends on the amount of reflected
energy received. This requires transmission of more energy in the pulse. To

Table 2.2
Gain Properties Summary

Coherent Noncoherent

Expected Value of Sum N 0
Expected Value of Sum Squared e N
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transmit more energy in the pulse requires using a high peak power in the
narrow pulse, which is somewhat easier for the target ship to detect. For a
simple pulse, the two contradictory requirements require using a very high
transmitter energy that is more easily detectable or using a wider (in time)
pulse that corresponds to losing range resolution.

Suppose the transmitted pulse is a contiguous sequence of / very narrow
(in time) subpulses of pulse width PW; at low peak power. Each subpulse has
excellent range resolution, but very low energy and less detection capability.
Note that each subpulse is delayed in time the same amount relative to its
corresponding transmitted subpulse. If the initial phase of each transmitted
pulse is coded, then each subpulse echo contains this coded phase. Assume that
digital samples are collected as range samples corresponding to the subpulse
range resolution. For each subpulse (designating the subpulse as number j),
the / samples via the quadrature detector are the / contiguous time samples,
each at the same range relative to the transmit time of each subpulse

. Zni(p/ 2 TTi X
I], +sz =A™ (2.112)

The range matched filter described above can be implemented since the phase
code is known by the radar processor. The signal matched filter is the phase
code of the transmit pulse. The matched filter contains / elements

t) = 5 (s) = {e‘z”""’f| j=0,] - 1} (2.113)

The process of matched filtering is to multiply each subpulse sample by this
known filter and then sum (coherently) over the subpulse number ;. The coher-
ent sum of range samples is

Range Sample = Ze_zmq’f -(I]. + in) = J - A, (2.114)

By transmitting a wide pulse that is thus modulated (or coded), one can retain
the range resolution of the very narrow pulse while increasing the total energy
in the compressed range sample by coherent integration. This is the LPI con-
cept of pulse compression [5-7].

PW = J-PW, (2.115)
PW
SR=c—2 (2.116)

2
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Energy = J - 4, (2.117)
Power = J* ~A§ (2.118)

This makes possible high SNR matched filter output with fine range resolution
via alow peak energy but wide (in time) pulse. This is a powerful EP technique.
Practical examples of this range compression technique are described in detail
below. The top portion of Figure 2.20 shows the simple received echo pulse.
The lower portion illustrates the matched filter output principal showing the
peak value and several arbitrary range filter side lobes. Also, effectively the
output of the pulse compression filter has converted the time samples to fully
integrated range samples.

These pulse compression techniques lead to all of the standard filter
response issues, including range side lobes and straddle loss. These range side
lobes can be diminished using selected filter weighting functions. As noted
above, the technique of pulse compression is said to exploit intrapulse coher-
ency, since the coherent properties are within a single pulse.

As another simple example, assume the transmit pulse contains a five-
chip Barker code. Barker codes are special codes of various lengths selected
because the side lobe values are all either zero of one chip in magnitude. These
codes are available and documented in [7]. The five subpulses are multiplied
by the sequence

+1 +1 +1 -1 +1 (2.119)
Transmit Pulse Received Echo
'y
Sub-Pulses
1111 [TT1T1 >
Time Time Samples

Output of Range Filter

nHAfn |

Range Coherent Range Samples

Figure 2.20 Pulse compression illustration.
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This code can be represented as above

5 5

. 1
h(_t):S*([)z{e—Zmrp/ 20 270 eznzo’e—zmz’gzmo} (2.120)

Figure 2.21 illustrates the reference clock signal and the corresponding trans-
mitted pulse with the 5-chip Barker code imposed on it. Figure 2.22 illustrates
the received echo time samples on the lower line as a representation of the
output of the range matched filter.

The phase could be modulated with any of many known codes, includ-
ing random phase shifts. The engineer can choose the code that meets any of
several design criteria [7].

Another common pulse compression code is frequency modulation.
Again the frequency could be varied randomly, but a common code is linear
frequency modulation (LFM). Rather than making several discrete phase
changes within the pulse, the phase is continuously modulated with time.
From (2.57), consider the following transmit pulse:

e(t) = E, COS{Zﬂ[f/ + y/(t)]} w(t) (2.121)
For an LFM pulse
y(r)= mth (2.122)

Reference Clock Signal

NANNNNN
&/IUUUUUUU'JU

Pulse Width

Transmit Pulse Showing 5 Subpulses with Barker Code

f\Uf\ N f\UN\UN\U
MY MVYIVIVY
+1 +1 +1 -1 +1
Range Samples

Figure 2.21 Clock signal representation and Barker coded transmit pulse.
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Transmit Pulse Received Echo
A
Barker Coded
Subpulses
Time Time Samples

Output of Range Filter

A

O 5

Range Pulse Compression Filter Response
Range Samples

Figure 2.22 Five-chip Barker code pulse compression example.

Using the relationship that the instantaneous frequency is the time derivative
of the phase, it is seen that the frequency varies linearly with time.

f@&)=f +me sr=— (2.123)

f(?)ﬂi‘ '2 (2.124)

BW =m-PW (2.126)

Typical ASM PWs are tens of microseconds. Typical bandwidths are tens of
megahertz corresponding to range resolutions of 10 to 40m.

Consider a single LPI pulse. After the transmit pulse, a time passes cor-
responding to a particular range by the time required for the echo to return.
Starting at this time, a swath of samples is processed via the radar receiver and
sampled via the ADCs. This swath of samples covers from a minimum range
to a maximum range of interest. These time samples are considered range
samples by counting time from the transmit pulse time. Assuming possible
range compression processing, the result is an array of range samples with
range resolution given above. The same can be done for a second transmit
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pulse and so forth. Over a set of pulses, a two-dimensional array of samples
can be collected. This two-dimensional array consists of range samples on one
axis and corresponding pulse number or transmit pulse time on the other axis.
The data array is illustrated in Figure 2.23.

2.4 Antenna

As mentioned above, another important component of the ASM seeker sen-
sor is the antenna. To transition the RF energy pulse from the transmitter to
the environment and to transition the echo RF energy from the environment
back into the receiver requires an antenna. ASM sensors have many varieties
of antennas such as a simple parabolic reflector, a twist Cassegrain reflector, a
flat-plate array of dipole elements, or a variety of compound antennas. These
antennas have a variety of polarizations, but the most common ASM antenna
polarization is linear. There are many works dealing with the special topic of
radar antennas.

The underlying purpose of the antenna is to achieve more gain in a
particular direction by forming an antenna beam pattern. If the radiation is
transmitted uniformly in all directions, the power is reduced with range by
the area of the sphere.

0
P(R)= % (2.127)

If the reflection from an object returns in the same manner, the power is
reduced by the area again. The variable 0 represents the amount of power

returned from the reflector in the direction of the radar.

Pulse Number or Transmit Pulse Time

Pulse N-1 samples

Pulse 1 samples
Pulse 0 samples
Rmin Rmax

—_—
Range Samples

Figure 2.23 Range versus transmit pulse time array of samples.
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Po
p =—0 2.128
echo (475)2R4 ( )

Using an antenna, the transmit beam is focused and increased in a particular
direction by the antenna gain function. In addition, the radiation received
intercepts an effective area that is related to the antenna gain by the formula

4
_ 1_7; 4 (2.129)

G
Thus the formulas for the transmit power at range R and the subsequent
reflected power are

PG
P(R)=—2 2.130

heVo 2.131
echo (47‘6)3R4 (2.131)
The ASM antenna is typically steered relative to the ASM body to achieve
increased gain in a particular direction. In the future the antenna may be elec-
tronically steered, but at the present time most ASM antennas are mechani-
cally steered.

There are several reasons for antenna steering. In the initial acquisition
mode or a subsequent reacquisition mode after flying below the radar horizon
for a period of time, the antenna is typically swept over an extant of angles in
front of the ASM to search for targets. It was already mentioned that detection
performance improves with increased SNR. Once a target is chosen the antenna
is typically pointed in the direction of the target of interest to better estimate
guidance corrections. The accuracy of a measurement typically improves with
increased SNR. Steering may be especially required if the ASM is conducting
deliberate maneuvers for mitigating the effectiveness of kinetic (anti-ASM)
weapons. Finally, when tracking a target, some ASM seekers will deliberately
jog the antenna slightly at times, to mitigate possible EA techniques. This is
termed track while scan.

In this work, it is assumed that the model antenna is a flat plate con-
sisting of a two-dimensional array of dipole subantennas. This array pattern
is generally complicated and results from antenna design and modeling. To
gain an understanding of the general antenna features for the purpose of this
work, assume the array is a one-dimensional array of equally spaced dipole
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elements. Consider a radar echo from an object at a range much greater than
the dimensions of the antenna. Each of the dipoles is a simple antenna element
that can be coherently combined for greater gain. Due to its position in the
array the return at each element is shifted in phase by an amount that varies
with the angle relative to bore sight based on its relative location in the array.
This leads to exactly the same expressions as above for DFT of the rectangular
time window function in which the time sample parameter is now replaced by
the element spatial location and the PW is replaced by the antenna size. For
reasons that will become clear, assume that the upper half of the array and the
lower half of the array are combined separately as indicated in Figure 2.24.

For an echo at long range R and at offset angle v, the path to each ele-
ment is greater than the path to the next element by

OR = dd - siny (2.132)

Letting @ correspond to the offset phase because of the reference range, the
echo at an element 7 of the upper subantenna in the figure is represented as

Upper_Echo = A- cos(Zn’ft -2+ 27‘m6TR) (2.133)

The echo at an element of the corresponding lower subantenna is

Lower_Echo}2 =A4- cos(Zﬂfz‘ -2 - ZnnaTR) (2.134)

ASM RF antenna
Target

Upper

Lower

Figure 2.24 Antenna elements.
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After these signals are processed in the receivers as above, they are

. OR

Upper_Echon =4- e(zmﬂ_zmweﬂm A (2.135)
. OR

Lower_Echo = A4- (2mifi=2ip) ~2 T (2.136)

The return from each of these elements travels through the seeker receiver
subsystem and is processed in the same manner. Figure 2.24 shows the spac-
ing between the upper and lower antenna as d. With the assumptions given,
d is the dimension of the two subantennas and

d=N-6d (2.137)

The sums of these signals over all antenna elements are

l_dsinl[l .

Upper_Echo = A - (277279) A ~Nsinc(nds%w) (2.138)
» l_dsinl]/ .

Lower Echo= 4 - (PTA2T) R -NSinc(m%w) (2.139)

Typically, the antenna subelements are summed in the antenna at RF, and
then the RF energy is combined in the antenna as a Sum and a Delta antenna.
In this case, the total outputs of the receivers are

Sum_Echo =2 4 . (27#=2mi#)

dsiny N ndsiny (2.140)
1 sine| ————

'cos(27r

Delta_Echo=2i-4- 2mifi=2mip)

. . (2.141)
. sin(ZTL’ dﬂ/{le . Nsinc(nds%w)

This sinc function beam pattern in angle has significant side lobes in angle.
As mentioned above in the discussion of the range filter, a window weighting
function can be applied to the antenna elements via slight spatial adjustments
and/or amplitude gains to modify the antenna patterns. Antenna side lobes
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can be reduced at the expense of a slight loss of gain and a slight broadening
of the beam patterns.

In addition, consider the echo received via the Delta antenna normalized
by the echo received via the Sum antenna. Assuming small angle approximations

Delta_Echo

dsinl]/ d
—_— = — | =i 2T 2.142
S c 1 tan(Zﬂ? j P2y ( )

A A

The imaginary part of the signal portion of this ratio is proportional to the
angle off bore sight of the target. This is the basic concept of the monopulse
angle measurement discussed earlier.

Assume in general that the antenna consists of four identical subanten-
nas comprising the four spatial quadrants. These four subantennas are typi-
cally combined at RF to form a sum antenna, a left antenna, a right antenna,
an upper antenna, and a lower antenna. These last four subantennas are then
combined to form the elevation difference and the azimuth difference antenna.
Thus far the discussion has been about the received antenna patterns. With
isolation between the receivers and the transmitter the same antenna is gener-
ally used to transmit the radar pulses via the Sum antenna combination for
maximum gain in the antenna pointing direction. Everything said about the
Sum receive antenna patterns applies to the transmit antenna patterns by the
principle of reciprocity.

In the case of a parabolic reflector antenna with horn feed, the antenna
polarization is defined to be the same as the polarization of the feed. This is
the polarization along bore sight of the antenna. However, this dominant
polarization of the feed is complicated by a complementary beam component
of orthogonal polarization generated by the shape of the parabolic reflector
and the consequence of Maxwell’s equations. Figure 2.25 illustrates the main
polarization transmit pattern of a typical parabolic antenna. Figure 2.26 illus-
trates the full polarization component patterns generated for a simple para-
bolic antenna. At the peak, the orthogonal patterns (called Condon Lobes)
are generally tens of decibels weaker than the peak of the main polarization
pattern. In the ideal, the cross-polarization patterns are null along the cardi-
nal (symmetry) axes.

It is important to note that the ASM antenna must view through an
aerodynamically shaped dielectric radome as indicated in Figure 2.27. As
stated in several works, the aerodynamic radome generally induces beams
at polarizations and characteristics similar to that of the standard parabolic
antenna even for the flat plate antenna array of dipoles [6-9]. In Figures 2.25
and 2.26, the X channel beam pattern (both transmit and receive) is shown
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Figure 2.25 Parabolic antenna main transmit pattern.
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Figure 2.26 Parabolic antenna polarization patterns.
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as seen through the radome. The main beam is shown in both the nominal
or parallel polarization and the four Condon-like lobes of the beam in the
orthogonal polarization. Again, this is a consequence of the geometry, the
radome, and Maxwell’s equations.

In most of this work, only the two azimuth antennas are considered for
simplicity. It is assumed that the transmitter radiates through the ¥ antenna.
The RF echoes are combined in the left and right antennas. The left and right
antenna outputs are combined via RF hybrids as a X signal and a A signal. The
two independent RF echo signals are then processed via identical and separate
radar receivers. This generates two separate and statistically independent arrays
of digital data as described above.

Note again that while antenna hardware has greatly improved over the
years, it is very difficult to create and maintain identical RF receivers. For this
reason, it is typical that a variety of internal calibration schemes are operated in
the seconds prior to launch or periodically during the flight to measure various
receiver unbalances. The results of these calibration algorithms are applied as
the appropriate digital corrections during signal processing.

2.5 Doppler Effect

As shown in Figure 2.23, the ASM pulsed Doppler radar sensor transmits a
sequence of pulses with PRI of 7. After each transmitted pulse (), a selected
interval of digital time samples or range samples is processed in the receivers
and stored. The time between the pulses is much greater than the PW and
greater than the length (in time) of the range swath. These range samples for
a particular pulse may have been combined via range compression process-
ing. These samples contain information about any targets in this range swath.

The next task is to examine the time history of the samples in a particular
range cell over the coherent processing interval (CPI) of P pulses (CPI = PT)
[3, 4]. While the figure shows the array as a two-dimensional array, its memory
structure is not useful. As the data is stored, it is usually manipulated by a
device called a corner turn memory. Whereas the original data was collected
with each range sample for a particular pulse being contiguous, it is stored in
a manner in which the time samples at a particular range cell are contiguous
as illustrated in Figure 2.28.

Consider a single range cell. The radar ASM platform is moving at high
speed (v = about Mach 1 or faster). The target is moving at a much slower speed
(vr = 30 Kts or less). As a result, the range between the ASM and the target
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Figure 2.28 Data array example for single receiver channel.

is continually changing. Figure 2.29 (not drawn to scale) presents a snapshot
of the relevant geometrical parameters.
The expressions above for the X and A channels are repeated
R(p)

Sum_Echo=2-4- e(mf” H”"T]

.cos(Zﬂ:dSi;W).Nsinc(indsiml/j (2.143)
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Figure 2.29 Geometry for the ASM pursuing a target.
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Delta_ Echo=2:-4- e(MfTPT 7 )

~sin(anSi;wj-Nsinc(—m{siml/) 2.144)

R (p)=R — (U cos6 )pT (vcos@) pT (2.145)

Any target in an observed range cell is subject to a small change of range from
pulse to pulse. Since the PRI of T is of the order of milliseconds, this change
of range is typically much smaller than a range cell which is of the order of 10
to 30m [7]. So the target stays within the range cell during the CPI. Equation
(2.145) is the first-order (linear in time) approximation to the range.

As indicated by this substitution into (2.143) and (2.144), the chang-
ing range with time corresponds to a linearly changing phase with time. This
corresponds to a shift of the echo frequency during the observation interval.
This frequency shift is the Doppler shift approximation for moving objects.
This frequency for a target in the range cell can be measured via a conven-
tional DFT or may include a window function to reduce the standard DFT
filter side lobes. The Doppler processing converts the pulse time versus range
sample array to a Doppler measurement versus range array.

Output(fK,Rm) = ZK_ZEZJ(;(P : sample(p, Rm) -window(p) (2.146)

The Doppler processing is referred to as interpulse coherency because it exploits
the coherency of the radar from pulse to pulse within the CPI. The radar
reference clock must maintain good time stability over time periods greater
than the CPI. This same processing is done for each of the two receivers in
the radar corresponding to the antenna X output and the antenna A output.

A rigorous discussion of RF Doppler shift is available in many works [5].
The ASM processing may be implemented in a number of ways. It is generally
beneficial in the radar implementation to set the frequency of the transmit
pulses such that the frequency of the received echoes from a target with no
radial motion relative to the sea surface, that is, a naval ship viewed broadside,
when at the center of the antenna has a desired frequency in the receivers. If
the desired received frequency is f;, set the transmit frequency to be f7

fr=rftof (2.147)

Using this transmitter pulse frequency (f7), the frequency in the receivers of
the echo from the target shown in Figure 2.29 is by (2.143) to (2.145)
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fo=fr +fT%coqu+fTUTTcoseT (2.148)

During receiver processing the nominal frequency is removed via the mixers as
described above. The Doppler shift for the ASM viewed target is approximately
defined as this difference between the received frequency and the nominal
frequency. The frequency of the digital samples is

So=Sa— fo=0f+ fT§COS(p+ fTUTTcoseT (2.149)

By examining some special cases, an intuitive understanding of this Doppler
measurement can be developed using Figure 2.28. Consider the case of a target
at rest (v;-= 0). For this case

fo=8f+ frmcosg (2.150)

If 6f= 0 and the antenna is aligned with the ASM velocity vector (y = 0), then
the Doppler measurement is a measure of the target angle off bore sight (y)

v
fD = f‘T;cosll/ (2151)

This result is indicated in Figure 2.30. The range Doppler array resembles an
image of the ocean scene being an array of measurements of echoes in range
and angle relative to the ASM velocity vector.

Target: no velocity

Target Doppler 0

ASM RF antenna j Angle induced Doppler values

x4
. ‘—____-7
. P — >

ASM velocity
Figure 2.30 Doppler due to ASM speed, antenna aligned with ASM speed.
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For the more general case shown in Figure 2.31, the Doppler is related
to the target angle ¢ via

fo= fT%COSQD (2.152)

Again the ASM parameters may be set in a variety of ways. The intent is to
measure information about the target. It is convenient to set the transmit
frequency to correct for Doppler-induced frequency because of ASM motion
based on the look direction of the ASM antenna. The ASM processor knows
the ASM platform speed and the look direction of the antenna relative to the
ASM centerline. Set the transmit frequency as follows:

fr=h+of (2.153)

8f =~ f, ~cosy (2.154)

|6f] = fogcos)/ <f (2.155)
fn= —fogcos}/ + fogcosgo (2.156)

Target: no velocity
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Figure 2.31 Doppler due to ASM speed.
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Now any target at rest and on bore sight of the antenna (¢ = ) has zero Dop-
pler frequency, as illustrated in Figure 2.32. After some simple algebra and
approximations, (2.156) is approximately

fo= —f()%cos)/ “(I-cosy)— fogsin‘y -siny (2.157)
v y? v
fp= —fozcos}/-T— fozsin)/-l// (2.158)
£ :_foésin'y-ll/ y#0 (2.159)
v 1/12
fD:_fO?'T y=0 (2.160)

The antenna steering angle relative to the ASM centerline is y. When the target
is in view, the target angle off bore sight (y) is small. If the antenna scans (e.g.,
when in search mode y = [-45° to +45°] or [-90° to +90°]), the target Dop-
pler will vary throughout the range Doppler array as a result of this antenna
motion. Neglecting any target motion along the direction to the ASM, the
Doppler measurement has a component that is a measure of the target angle
relative to antenna bore sight (y).

The general expression for the corrected Doppler frequency measure-
ment includes a term that measures the target speed along the direction to the
ASM plus this antenna pointing angle induced term, as shown in Figure 2.33

Target: no velocity

O
Angle induced Doppler
\Target Doppler
a
ASMRF antenna _ Zero Doppler direction

-

ASM velocity
Figure 2.32 Corrected Doppler due to ASM speed.
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72 Target speed Doppler

5 Zero Doppler direction

ASM velocity
Figure 2.33 Corrected Doppler due to ASM speed, angle, and target velocity.

fo= +f0U—Tc059T - fogcos}/ “(I=cosy)— fogsiny -siny (2.161)
¢ ¢ ¢
The case where ¥ is small will be considered at length in Chapter 6. In this case

fD = +fOU—Tcos9T - fozsiny -siny (2.162)
C c

It is important to remember that the range Doppler measurement of a target
by the ASM is typically a measure of the radial motion of the target combined
with a measure of its angle off the ASM antenna bore sight. This will be exam-
ined in detail below. For now, the data may be considered to be associated
with the geometry shown in Figure 2.34.

Now examine some particular issues related to the timing of the ASM
pulsed Doppler radar sensor and its measurements. As indicated above the radar
processor is collecting digital data for later processing. This processed data is
required for selecting the target, extracting guidance information, and coun-
tering attempts by the fleet to corrupt or deny information via EA techniques.

Before an array of data can be collected the sensor hardware parameters
must be determined and set. In Figure 2.35, this is represented by the arrows
in the top row labeled by a nominal CPI number. In the figure, it is assumed
that the system selects and sets hardware and software parameters defining
CPI #0. At the appropriate time, the RF processing for CPI #0 begins and the
CPI of data can begin to be collected by the RF processing. During this time
interval, range compression may also be performed as data is positioned in a
pulse number versus range array via the receivers and their ADCs. During this
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Figure 2.34 Symbolic data array for single CPI.
| Example with 4 Digital Processors |
Set HW
0 12 3 4 5 6 7 8 9 10 11 12
AAbb b ib iy
[o]1]2]3[4f[5]6]7]8][9][10]11]12]
DSP1 0] ]* [4 ]* [8 J*
DSP2 a " B B
DSP3 12 * [B * [0
DSP4 B ]* [0 ]1* 110

Data Report to Main Processor = *

Time
Figure 2.35 Processor timing illustration.

CPI the main processor in the ASM can determine the parameters for the next
CPI and send messages to the appropriate hardware setting these parameters.

At this point, an array as shown on the left of Figure 2.29 has been
generated for each receiver. After the entire CPI of data is collected and range
compressed, and while the next CPI of data is being collected, this data array
is corner turned in memory and begins Doppler processing. Data across the
entire CPI for each range sample can be transferred to a digital signal processor
(designated DSP number in Figure 2.35), while Doppler processing is con-
ducted. This must be completed during the next CPI as shown in the figure.
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This array (right side of Figure 2.28) is now (some time during CPI #1)
available at this particular processor (DSP1). Various processing including
extreme value measurements, data sample averages, noise estimation, and
saturation events can be collected for AGC adjustment inputs. In addition,
constant false alarm rate detection (CFAR), side lobe detections, and possible
target detections can be performed for target parameter measurements, EP,
target classifications, and monopulse processing. Since this processing can be
extensive, the sensor typically has multiple digital processors available. As an
example, the figure illustrates a case with four digital processors. The informa-
tion from the digital processing is packaged and must be transferred to a main
processor. It is the main processor that uses this information for changing
RF parameters, target processing, guidance control, and AGC adjustments.

Typical timing is shown in the figure. As mentioned, DSP processing of
these large data arrays may be extensive and time-consuming. There must be
enough processors that all of this DSP processing can be completed and the
reports sent to the main processor before the particular processor is needed for
asubsequent CPI. In the illustration, the information collected during CPI #0
can be at the earliest impact parameter settings for CPI #6. Thus, while data
collection may continue sequentially, the engineer should be aware that there
is a significant (multiple CPIs) time delay between the measurements and the
impact of the data measurements on the ASM. This delay is related to the
architecture of the digital processing (e.g., the number of digital processors)
of the seeker sensor.

Note in addition that, if the main processor decides to alter parameters
in a significant manner (e.g., to change from search mode to track mode or
to significantly change the characteristics of the CPI such as changing the
waveform), there will be an interval of no changes to the information available
until the processing pipeline can be refilled. In the case shown in Figure 2.35,
changes made in CPI #6 will not be available until CPI #12. For example, if
the ASM main processor decides to change the CPI characteristics at CPI #6,
in this example there will be no useful measurement updates available until
CPI #12 and the measurements from CPI #7 through CPI #11 are gener-
ally discarded.
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LPI Radar and EA Model

In this chapter, the information from the previous chapters is utilized to develop
a physics-based mathematical model of the sensor of an ASM attacking a
naval ship. This model is used in the later chapters to detail the variety of EP
algorithms employed by the modern ASM to counter conventional EA. For
simplicity, the model assumes that the ASM employs a sea-skimming flight
profile, and the primary secker sensor is an azimuth monopulse pulsed Doppler
radar. The target ships employ a variety of EA assets including chaff, onboard
digital RF memory (DRFM)-based repeaters, and noise or cover jamming,
as well as various EA assets from off-board platforms and decoys. The goals
of this chapter are to elaborate the mathematical model and to develop an
engineering intuition for modern EW signal processing.

In the first section, the ASM model characteristics and specific signal
processing parameters are discussed. The discussion will show the EW engi-
neer some of the advantages of the LPI radar seeker. In particular, this sec-
tion will improve the engineer’s understanding of the advantages inherent
in radar pulse compression and Doppler processing. A typical flight profile
is described, and typical modes of the secker sensor are discussed. The logi-
cal sequence of the ASM seeker tasks of target detection, identification, and
guidance are explained.

In the second section, observations are made regarding the radar range
equation. The concept of burn through is described for EA cover noise jamming.

79
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It is clear that the source of the noise jamming late in the engagement should
not be associated with the line of sight to any ship since the ship may eventu-
ally be detectable. It is shown how to mimic EA false targets with the proper
radar cross-section (RCS) level.

Presently the array of range Doppler data is, at best, a crude image of
the sea surface and targets. It is most useful to consider it as an array of digital
data. In the third section, comments are made about the coming evolution
of the ASM secker sensor to the capability that image processing concepts
may be profitably implemented. The reader needs to be aware of this near-
term eventuality.

In the next section, the basic sensor model equations are developed
for the echo from a simple point element of the ship target. These detailed
mathematical expressions fully represent the signal portion of a single pixel
of the range Doppler data array. The detailed expressions are simplified and
modified in the later chapters to gain understanding of a variety of special
cases of EW signal processing. For example, in Chapter 4, the expressions are
modified to describe the relevant EP algorithms related to the true nature of
the ship as an extended target.

In the fifth section of this chapter, the detailed sensor model equa-
tions are developed for a DRFM-based EA system. The DRFM-based device
has the capability of recording an intercepted pulse from the ASM radar,
modifying the pulse, and retransmitting the pulse back to the radar for
the purpose of deception or seduction EA. The equations for the DRFM-
based EA model will be used in the subsequent chapters to illustrate ASM
EP algorithms.

An alternative EA mentioned previously is to generate noise in a major
portion of the range Doppler data array for the purpose of covering the ship
echo. The goal of this technique is to raise the general signal level in all pixels
to mask the ship echo and thus deny the ASM seeker from measuring the
target guidance parameters. A mathematical model for noise jamming is
detailed and discussed.

In the final section, there is a summary discussion of the variety of
model parameters that are commonly utilized for target classification and
EP. Examples of specific sensor signal processing parameters are described.
These parameters are discussed in detail in the later chapters and are used to
quantify examples of EW signal processing. Finally, details of some typical
EA strategies associated with the previous model examples are discussed. The
final section contains a summary of the general model parameters and the
key model expressions to be used later in this book.
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31 ASM Model

In this first section, the ASM model characteristics and specific radar and
signal processing parameters are discussed. The goals are to detail typical
parameters for later use and to illustrate some of the inherent advantages as a
seeker sensor of the coherent LPI radar over the classical noncoherent radar.

The ASM may be launched from land, from a surface ship, from a
submerged submarine, or from an aircraft. The ASM can employ a variety
of flight profiles ranging from sea skimming to a high-angle dive from a low-
space trajectory. The ASM can be launched from close to the target ships or
from a considerable distance from the fleect. A modern ASM can fly several
hundreds of kilometers and use navigation systems to make course corrections
at multiple check points.

For the basic ASM model herein, it is assumed that the operator has
provided initial estimates of the target location and the target type. (If the
initial target location results from acoustic sensors the target location may be
ambiguous to within one of the several convergence zones.) The model devel-
oped herein assumes the ASM is initially flying below the radar horizon at a
speed of about Mach 1 (about 300 m/s). At a range to the target of about 50
to 70 km, the ASM climbs to just above the radar horizon and makes a wide
antenna sweep to verify the target parameters. This is a search mode or a reac-
quisition mode. This operation may take several seconds to ten seconds. This
data refines and updates the target location and provides update data about
target identification features. The ASM then dives back below the radar horizon
and continues to approach the target. Figure 3.1 illustrates the model profile.

At a range to the target of about 20 km, the ASM begins its terminal
engagement phase. This phase is the primary focus of this work. The ASM
again climbs above the radar horizon and executes a search or reacquisition
mode. The purpose is to reacquire or detect the target. This mode is accom-
plished by sweeping the antenna in azimuth and processing a swath of range
Doppler data where the target is known to be from its prior information.
Of course, the target may have moved up to 2 km (at 30 kts) from the last
measured position. The antenna beamwidth of about 9° is about 3 km wide
at this range. If the radar sweeps up to 45° to each side, the data may cover a
patch of ocean surface about 40 km wide. The range swath may be as small
as 4 km or as deep as 10 km or more.

Once the data is collected and analyzed, the ASM selects the most likely
target. This is the seeker target classification mode. At this stage, the ASM may
continue to process data from this single target, or it may continue to monitor
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ASM Trajectory Range Swath
) A\

Final Search Mode

90 km
Figure 3.1 Model ASM flight profile.

many possible targets. Typically the antenna is pointed at the target of inter-
est to maximize SNR. For the remainder of the engagement the ASM secker
is in the target track mode. The purpose of the track mode is to continuously
collect accurate target measurements for the guidance subystem. Table 3.1
summarizes the ASM trajectory and seeker modes for the model configuration.

During any of these modes, various EP algorithms are utilized to coun-
ter any EA from the fleet. For example, if the target is not detected during
the search mode, but it is evident that the fleet is employing noise jamming,
the ASM seeker may initiate a home on jam (HOJ) mode. In this mode the
antenna points at the jamming source and flies toward the source assuming
burn through may occur.

Table 3.1
Final Trajectory Time Line Summary

Time (sec) Time to Go (sec) Range (km) Mode Notes

0 200 60 Search Pop up
130 70 21 Search Pop up
140 60 18 Classify EP
150 50 15 Track Guide
200 0 0 Impact




LPI Radar and EA Model 83

Figure 3.2 illustrates a simple representation of the ASM subsystems of
interest in this section. The transmitter, receivers, and antenna comprise the
RF portion of the radar. The digital signal processing of the radar data arrays
is accomplished in the digital processors represented in the figure as DSPs. The
general processor is where the results of the signal processing are analyzed for
mission objectives. The target detection, classification, and tracking decisions
are made by this processor. In addition, commands are sent to the various
subsystems for hardware and software functions, and measurements are sent
to the guidance subsystem for ASM trajectory corrections.

The first task is to compare the classical noncoherent radar with the
modern coherent radar for the seeker sensor application. The number of vari-
ables makes it difficult to compare the sensors. Care must be taken to relate
as many of the common features to isolate the coherent features of the sensor.
Consider first the search mode. In the typical sensor design, the false alarm
rate (FAR) is initially set and then the detection performance is analyzed. The
average time between false alarms is the inverse of the false alarm rate (FAR).

1
T =—
©g = FAR G.D)
The probability of false alarm in a single cell is very small and the number
of opportunities for a false alarm in this time is correspondingly large. Let 7
correspond to the number of opportunities for a false alarm in 7,. The prob-
ability of one or more false alarms occurring in this time is

Prob of 1 or more FAs in ng =1- (1 -P )" (3.2

Main Processor
—Detect
—Track
—EP Antenna

Figure 3.2 ASM subsystems model.
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-1
Prob of 1 or more FAs in T, =nh, - n(n2 )szA +... 3.3)
Prob of 1 or more FAs in Tavg =~nb,, (3.4)
If it is assumed that at least 1 false alarm occurs in this time
Prob of 1 or more FAs in Tan =1 (3.5)
1
B, = ~ (3.6)

With this crude, but useful approximation, the FAR is readily related to the
number of false alarm opportunities that occur in this time defined in (3.1).
(Throughout this section, the classical, noncoherent sensor is designated by
subscript /and the modern, coherent sensor by subscript C.) The search mode
is customarily divided into individual dwells on successive and particular space
areas or volumes. Assume that the dwell for classical radar is a single pulse. Then
the time for the dwell duration is the pulse repetition interval (PRI) (the time
between pulses). The number of opportunities in the single dwell is equal to
the number of range cells in the sampled range swath as shown in Figure 3.3.

Thus, the number of false alarm opportunities in the average time
between false alarms can be calculated with respect to the number of range

cells in the dwell (Vyc) as

N
N, =——R6__ :
'~ FAR - PRI 3.7

Search Area
| } Single Dwell

AT

R x Beam Width

ASM

m---1

Range Cells in Beam
(TR)

Figure 3.3 ASM search area for a single dwell.
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Assume that the coherent radar has the same antenna beamwidth and dwells
on the same range swath. However, the processing interval this time is a full
CPI consisting of P pulses. The range returns from the P pulses are processed
as a number of Doppler cells (Vp) and

_ Ny "N

=_—RG "~ D (3.8
¢ FAR-CPI

It is noted that the PRI can be related to the pulse repetition frequency (PRF)
and that the following relationships relate the PRF to the maximum unam-
biguous range and the maximum Doppler velocity

PRI
R =° (3.9)
max 2
¢-PRF
Voo = 7 (3.10)
PRF = 1 (3.11)
~ PRI ’

If the PRF is greater than 2 kHz for the sensor with carrier frequency (f)
equal to about 9.3 GHz, then there are Doppler cells corresponding to radial
speeds in excess of 30 kts. For most naval ships, the maximum radial speed
is about 30 kts. Higher speeds would not represent physically realizable tar-
gets. Assuming a low PRF so that there are no cells that relate to nonphysical
targets, the following relationships lead to

CPI= P-PRI (3.12)
N, =P (3.13)
N, =N, (3.14)

Thus, assuming these two sensors (one coherent and one noncoherent) have
the same PRF, viewing the same size range swath, and with the same range
resolution and antenna beamwidth, they meet the same FAR criterion with
the same probability of a false alarm (PFA) for a sample cell. For the nonco-
herent sensor, the data sample is a single range sample for a single pulse. For
the coherent sensor, the data sample is a single range Doppler measurement

for a single CPI.
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The next task is to analyze the detection performance of the two sen-
sors. As stated above the detection performance is related to the SNR for a
cell containing a target return. Following a standard radar reference [1-6],
the radar range equation is recalled. Assume that the ASM radar transmits
peak power in a single pulse Ppy via a focused beam (G) in the direction of a
target at range R. The power density at the target is

B, G(y)

Single Pulse Power at target = =

(3.15)

Defining the RCS of the target as the fraction of power transmitted back to
the ASM antenna, the power density at the ASM antenna is

B,G(y)o,

Single Pulse Echo Power = (4r ) 7

(3.16)

Relating the intercepting area of the antenna to its beam pattern and includ-
ing a term for any losses gives the peak power into the receiver

P.[Gw) oA\
: (47r)3R4L7 G.17)

Power received =

Several results from standard radar signal processing are recalled [5]. The
maximum SNR is equal to the total energy in the received signal divided by
the receiver noise. The total energy is the power times the pulse duration, and
the output duration of the optimum matched filter is twice the pulse duration.

The power in the single pulse can be related to the average power using
the PW and the PRI

_ B PW By (3.18)

avg PRI PRI

As above, assume that the noncoherent radar uses a single pulse. Define its
coherent processing time as the PRI. Similarly, the coherent processing time
of the coherent radar includes the full set of P pulses and so

T ., =PRI (3.19)

T

" =DRI-P=CPI (3.20)
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The receiver noise terms are represented by the noise figure (F) and the tem-
perature energy term (47, X bandwidth [BW]), where BW is the receiver band
width or the inverse of the matched filter duration. Remembering that the
coherent system SNR increases with the number of pulses, the SNR for both
systems can be written as

P T [Gw)o A
SNR — avg coh[ 4(11”)] T (321)
(47Y R*-FL-kT,
For convenience, this expression is written (for each radar) as

[Gw)F PRI 2,0,
SNR = . 3.22
I (4nm)-FL-kT, R} 4.22)

2 22 P__Po

¢ (4m)’-FL-kT, R}

Assuming that both systems have the same FAR, the same noise characteristics,
and the same PRF, the detection performance of each is equal if
IJangPO-C _ I)angGI
S 7
R R

(3.24)

Consider first the case in which both sensors have the same average power.
Since it was assumed that the PRF is the same for both the systems, (3.18) gives

Boe

‘PW,. = P, -PW, (3.25)
There are several reasons to not set these individual parameters equal. As stated
previously, the noncoherent system requires a small PW to achieve a useful
range resolution. The coherent system can use various waveform modulations
and pulse compression techniques to achieve a fine range resolution. Thus, the
coherent system peak power can be much lower than the noncoherent system
peak power. This lower peak power makes transmitter components and receiver
components more efficient. In addition, a low peak power with a modulated
and wide pulse makes it much more difficult for the EW support systems in
the fleet to detect and intercept the ASM coherent (LPI) radar transmissions.
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For example, assume that the noncoherent system has a PW of 0.125 us.
Coherent radar can achieve the same range resolution using a modulated pulse
with a BW of 8 MHz. Postulating the PW of the coherent system to be 8 s
and the peak power to be 600W, the noncoherent system must have a peak
power of 38.4 kW or 18-dB higher power.

From (3.24) for the case of equal average power, the detection perfor-
mance is the same if

PO‘C _ o
Ré =% (3.26)

As an example, consider the case in which 16 pulses (P) are coherently com-
bined via Doppler processing. Assume also that the noncoherent system can
detect a 40-dBsm target at a 20-km range. For this example the coherent
sensor can detect the same size target (40 dBsm) at twice the range or 40 km.
Or, equivalently, from (3.26) the coherent sensor can detect a much smaller
target (28 dBsm) at this same range (20 km).

The analysis to this point has assumed that the noise of interest is receiver
white noise. White noise distributes evenly in the several Doppler filters. Sea
clutter presents another and very significant interference as colored noise. The
standard model of sea clutter is that the main lobe clutter is concentrated at
zero radial speed, and the side lobe clutter spreads among the nonzero Dop-
pler frequencies. Also the side lobe clutter is typically about 30 dB lower than
the peak clutter as shown in Figure 3.4.

ASM flying at target 4

ANEL

Main Lobe Clutter Frequency
Side Lobe Clutter
ASM velocity not along antenna Frequency

Figure 3.4 Clutter Doppler characteristics.
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Figure 3.5 illustrates the geometry. From Chapter 2, (2.162) as applied
to a target echo gives an approximation for the Doppler frequency as

2
fy= +f0ﬁc059T - fogsiny -siny (3.27)
c ¢

The top portion of Figure 3.4 qualitatively illustrates the spectrum for a target
with low radial speed and an ASM flying directly at the target and with its
antenna pointing at the target. If the geometry is more general as illustrated
in Figure 3.5, then the main lobe clutter smears and becomes lower. Also, if
the target is not directly in the center of the beam, there is an added contri-
bution to its measured Doppler frequency. As a result the spectrum is more
like the lower portion of Figure 3.4. In this more general case, the target is
more apt to be detected. The probability of a false alarm in the dwell is equal
to the inverse of the number of opportunities in the dwell, assuming each
opportunity is equally likely.

A standard model of the sea clutter is to consider the clutter an area-wide
target. At low grazing angle, the clutter is represented by a target of —35 dB/
area. Using an 8° beamwidth and a range resolution of 20m, the area is 47 dB
and the main lobe clutter is 12 dB. At a speed of Mach 1 and a look angle of
5°, the main lobe clutter spreads over several Doppler cells and is comparable
to a small target of about 20 dB in these low Doppler cells. Thus, at shorter
ranges the detection of targets in low Doppler cells may be clutter limited
rather than receiver noise limited.

Main Lobe Clutter

[/
R LN

ASM

Range Cells
Figure 3.5 Clutter and target geometry.
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Using a simple clutter model the clutter-to-noise ratio (CNR) is

ong. < [GWF APRI Ly 004,

2
I (4m)y-FL-kT, R} B.28)

oNg < [GWF APRI Lo PO A

(3.29)
¢ (4m)’ - FL-kT, R}

Combining these expressions with (3.22) and (3.23) the signal-to-clutter ratio
(SCR) is

SCR, = —2L 0
1_60' : (3-3)

o,
= 3.31
SCR,. P (3.31)

If the areas of the antenna footprint on the sea surface are the same, the clut-
ter limited detection performance for targets in low Doppler cells is the same
for the noncoherent system and the coherent system. Obviously the existence
of clutter spikes is a special case. Clutter spikes can have a significant cross
section and a significant nonzero Doppler speed. These spikes can appear
similar to low-level targets. Table 3.2 presents a summary of three examples
of these results.

Thus far the parameters have been kept as similar as possible. Table 3.3
lists a more realistic set of parameters for noncoherent ASM radar and for
coherent ASM radar. In this table, it is assumed that the target amplitude is
Rayleigh distributed and the area of the cell (for clutter calculation) is

A=0R-0-R (3.32)

The improvement of the coherent example in the noise limited region results
from the assumption of the interpulse coherent gain (CPI versus PRI). This
improvement is somewhat mitigated by the much lower average power of 9.4
dB. In the clutter limited region, there is a 10-dB improvement resulting from
the intrapulse coherent gain. Figures 3.6 and 3.7 illustrate the effect. While
the signal (target) is completely within the cell in both the cases, the clutter
area is much compressed for the coherent sensor.
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Table 3.2
Comparable ASM Radar Systems Summary

Parameter Noncoherent Coherent 1 Coherent 2
FAR 1/hr 1/hr 1/hr
PFA/cell 4.6x 10710 4.6x 10710 4.6x 10710
Prob det 0.5 0.5 0.5
SNR (reqd) 14.8dB 14.8dB 14.8dB
Range swath (km) 6 6 6
A (cm) 3 3 3
Py 1kW 1kW 15.6W
PRF (kHz) 2 2 2
PW (us) 0.125 0.125 8
Paug (W) 0.25 0.25 0.25
G(dB) 25 25 25
Beamwidth (deg) 8 8 8
Bandwidth (MHz) 8 8 8
6R(m) 20 20 20
Pulses per CPI 1 16 16
F(dB) 3 3 3
L (dB) 10 10 10
o7(dBsm) 35 35 35
Detection R (km) 9.4 18.7 18.7
Table 3.3
Systems Summary

Parameter Noncoherent Coherent

FAR 1/hr 1/hr

PFA/cell 3.5%x 1078 3.5%x 10710

Prob det 0.5 0.5

SNR (reqd) 14.2dB 14.1dB

Range swath (km) 3 3

Afcm) 3 3
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Table 3.3 (continued)

Parameter Noncoherent Coherent
Pey 35 kW 200W
PRF (kHz) 2 2
PW (us) 1.0 20.0
Payg (W) 70 8
G (dB) 25 25
Beamwidth (deg) 8 8
Bandwidth (MHz) 1 10
6R(m) 150 15
Pulses per CPI 1 16
F(dB) 3 3
L(dB) 10 10
orr(dBsm) 35 35
Detection R (km) 39.6 46.2
SCR (at 20 km) 13.8dB 23.8dB
SCR (at 30 km) 12.0dB 22.0dB
Main Lobe Clutter
R 9N
Y | RO
ASM U
Range Cell
c-PW
OoR= 7

Figure 3.6 Noncoherent sensorrange cell area.




LPI Radar and EA Model 93

Main Lobe Clutter

[/
R %

ASM

Range Cell
OR= =

2. BW

Figure 3.7 Coherent sensorrange cell area.

Thus far the clutter area has been represented by (3.32). For the high-
speed maneuvering ASM, there is a beam sharpening effect on the cell area.
In this case the area is represented as (3.33) and illustrated in Figure 3.8.

A=8R-8y R (3.33)

Main Lobe Clutter

S

ROy

R /

v|

ASM

Range Cell

Cc
oR= 5 Bw

Figure 3.8 Beam sharpening effect on clutter.
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Finally, it is noted that the tracking performance (as with most radar measure-
ments) improves with SNR. The SNR increases approximately as the range
to the fourth power.

Measurement Variance = _k (3.34)

SNR

3.2 Radar Range Equations and Burn Through

Returning to the model information above, examine more closely the echo
signal and EA for the case of cover noise jamming. It was noted that the power
density at the target is

B, G(y)

Single Pulse Power at target = s

(3.35)

Defining the target RCS as the fraction of power transmitted back to the ASM
antenna, the power density at the ASM antenna is

B, G(y)o,

Single Pulse Echo Power = (4r) 7

(3.36)

Relating the intercepting area of the antenna to its beam pattern and neglect-
ing the losses gives the peak power for a single pulse into the receiver

B [Gw)f 0,22

Power received = —2 (4717)3R4 (3.37)

For a cover noise jamming system the equivalent expression for (3.36) relates
the power sent to the ASM radar as

PG, (y)

pr (3.38)

EA power =

The subscript / indicates the peak power and the antenna gain are the values
for the EA system. The angle (y) indicates the angle from the EA system
to the ASM relative to the EA system antenna. While the jamming signal
is transmitted continuously, the EA power noise level received via the ASM
antenna during the single pulse is
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. P.G(y)G,(y)\?
EA power received = £ (4717)2]1?2

(3.39)

The fleet distribution is typically small relative to the ASM detection range.
Assume for simplicity that the target and the EA are at approximately the same
range. (It is noted that the signal level has pulse compression gain. This factor
is generally mitigated to some extent by capturing the ASM transmit pulse
and repeating a portion of the pulse to regain a portion of the pulse compres-
sion gain. This technique is limited since this may lead to clear regions in the
range Doppler array. This aspect is ignored at this time.)

Recall that during a single CPI the target signal power increases as the
number of pulses squared, while the cover noise EA power level increases like
thermal noise or as the number of pulses. Thus, the magnitude squared ratio

of target echo signal to that of the EA noise level is the signal-to-jamming
ratio (SJR)

BorP  G(y) 1

P G(y) 4nR

Ratio target to EA power = SJR = (3.40)

If the EA is cover jamming to mask the target the goal is to make this ratio as
small as possible, preferably much smaller than 1. The minimum of the first
term is when the EA system emits its maximum power. The second term can
be reduced if the ASM sensor points in the direction of the EA system and
the EA system is not the direction of the target. That is, the goal is to have
the high-value unit (HVU) and the EA system at different angles relative to
the ASM and to have the ASM point at the EA and away from the HVU as
early in the engagement as possible. As long as the ASM is in HOJ mode, this
term will continue to decrease.

The last term is small but continually increasing as the ASM approaches
the fleet. The variation of the inverse range squared means that the SJR increases
by 6 dB whenever the range reduces by half. If the target angle and the EA
angle are not that significantly different, this ratio increases until the target
may be detected. It is said that the target signal burns through the cover noise
jamming. This is conceptually illustrated in Figure 3.9.

For completeness, it is mentioned that instead of cover noise EA, the
EA system may generate one or more false target echoes. From (3.35) the EA
system receives a single pulse power level of

P, G(y") A,

o (3.41)

Single Pulse Power EA received = P, =
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Received P
ECEIVE“ ower Burn Through Range

A =—L""" (3.42)

Assuming that the EA system false target is generated with a fraction of the
peak EA system power (indicated by the fraction 7), the single pulse level of
the false target at the ASM is from (3.39)

ey .43
(4m)°* R

EA Power received =

The ASM system would estimate the false target RCS as
_b 4,

J PR

o r<i (3.44)

It is noted that all of these factors are known at the EA system if it successfully
intercepts the ASM radar pulse. Thus, if this expression can be satisfied (without
saturating the EA transmitter) a valid RCS level false target can be generated.

3.3 Range Doppler Map and Imaging

At each CPI the ASM sensor is presented with an array of data. The data is
labeled as originating with a specific range measured via the time delay between
the transmit pulse and the echo (8#) and Doppler (a function of the ASM
antenna angle, the ASM velocity, and the target radial speed). The geometry is
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illustrated in Figure 3.10. The following expressions relate the several geometry
measurements and their respective resolutions.

c-Ot
R= 5 (3.45)
SR=—~ (3.46)

2-BW
2v.,.

£ = +f0%coseT —f()%sin)/-sinl// (3.47)

c
61/T = W (348)

The data is also represented in angle space as having originated from a particular
angle relative to the antenna bore sight pointing direction via the monopulse
technique. Figure 3.11 illustrates one of the receiver data arrays.

Utilizing typical parameters similar to those in [4], the ASM sensor is
capable of generating an image in range/Doppler/angle space. However, the
pixels or cells in the data array do not typically have a fine resolution. Typical
ASM resolutions are approximately

OR =20m (3.49)

51/T = 4kts =2 m/sec (3.50)

Target velocity

Vr
<-r -- &=
4
OTKA/
/7
,
ASM antenna e
/,/
2 Y
/, /’,
’ - )
/',/’ ) Y
/’/
————————————————— >
v
ASM velocity

Figure 3.10 Definition of geometry parameters.
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dop3
dop2
dop1
dop0=0

N —dop1
—dop2

/ —dop3
Cell Under Test (CUT) Target Velocity
_—
Range

—Antenna pointing angle known

Figure 3.11 lllustration of one receiver data array.

Oy =0.1deg (3.51)

Most standard naval targets reside mainly in a single range Doppler cell when
viewed from the side. At any other aspect angle the targets usually occupy
multiple cells. The only HVU that always resides in multiple cells is the aircraft
carrier. Table 3.4 provides the general spatial dimensions of typical naval ships.

For now, it is noted that the Doppler measurement is a combination of
target radial speed and angle off antenna bore sight. As ASM radar sensors
improve, it is expected that the display will be closer to actual imaging such as
synthetic aperture radar (SAR) or inverse SAR (ISAR) imaging. At the present
time the image is limited at best. In the future, sophisticated image process-
ing techniques are expected to be implemented in ASM sensor processing.
However, the present resolutions are sufficient for many sophisticated signal
processing techniques. These are discussed below.

Table 3.4
Spatial Dimensions of Naval Targets

Surface Ship Class Length (m) Beam (m)

Destroyer 14 135
Cruiser 17 175
Aircraft carrier 78 335
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3.4 Target Scatter Model

Following [1-4] and repeating the analysis from above the radar range equa-
tion is recalled. Assume the ASM radar transmits a sequence of pulses with
peak power Py via a focused X beam (Gy) in the direction of a target at range
R. The power density at the target is

5G:(v) (3.52)

Power density at target =
y g 47TR2

Defining the target RCS as the fraction of power transmitted back to the ASM
antenna, the power density at the ASM antenna is

B Gy (y)o,

Pk %

e (3.53)

Power density at antenna =

Relating the intercepting area of the antenna to its beam pattern gives the
peak power into the X receiver for a single pulse

By [Gz(‘//)]z oA’
(4m)’ R*

Power received =

(3.54)

The amplitude squared of the return for a coherent sum of P pulses in a single

CPl is

2, [G.(w)fo,A2P>
Power received P pulses = Pk[ Z(EZ;! R4T (3.55)
For completeness the SNR of this return as indicated above is
P T [G.(y)o,.A
SNR = avg coh[ z ll/ ] T (356)

(47 R* - FL-kT,

The references give a thorough explanation of these approximations for the
echo power. These results are based on the solution to Maxwell’s equations
at range R using spherical spreading of the E field and B field radiation. They
are based on the result that the power density is proportional to the square

of the E field and

Power density at range R = ET - E* =| E[’ (3.57)
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The primary interest of this work is in the EP techniques employed by the ASM
radar sensor. This necessitates a closer look at the antenna and the coherent
phase properties of the complex electric field of the received signal. A typical
ASM antenna consists of a reflector with multiple feeds or a flat plate of a two-
dimensional array of dipoles that are coherently combined. In each case the
antenna can be viewed as comprised of four distinct quadrants. Each quadrant
is a separate subarray antenna that can be treated in the manner of the linear
array discussed above. Being interested only in the azimuth direction in this
work, consider the ASM RF antenna as composed of two subarrays (the left
half and the right half) designated Uand L.

The ASM subarrays are characterized by their complex beam patterns
that are components of the two-dimensional (in polarization space) vector.
There have been many representations of the radar polarization, including the
Jones vector and the location on the Poincare sphere [5]. In this work, the full
antenna beam patterns are represented by more intuitive two-dimensional
vectors as described.

The radar antenna polarization is represented by a two-dimensional
vector notation borrowed from quantum physics. The transmit pattern is
designated herein via a Ket vector. The Bra vector (receive antennas) is the
complex conjugate transpose of the Ket vector by reciprocity. The assump-
tion throughout is that these patterns are a result of the subantennas looking
through the ASM radome [3]. The polarization component p is the polarization
direction of the X beam pattern on bore sight and 7 is the orthogonal compo-
nent. For example, p may refer to the vertical linear and 7 to the horizontal
linear. The g functions are complex beam pattern functions of the azimuth
angle Y (not shown) and allow for general elliptical polarizations. Thus, the
transmit antenna patterns for the U antenna subarray and for the L antenna
subarray are the Ket vectors

?

Uy=| Sv (3.58)
(7
-

Ly=| % (3.59)
gL |

The corresponding receive patterns at the same angle (not shown) off bore
sight are the corresponding Bra vectors

w=| e & ] (.60
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<L=[ & &7 ] (3.61)

As before, assume the transmit signal consists of a carrier frequency fy shifted
from the desired receiver frequency f; to compensate for ASM platform motion-

induced Doppler
fr=f+of (3.62)

(For simplicity, any phase modulation term for pulse compression is neglected
in these expressions for now. The phase modulation can be added as required.)
The signal at the object shown in Figure 3.12 is composed of the sum of the
transmissions from the U and L subarrays.

Assuming the amplitude from the above discussion of the radar range
equation, the resultant signals are slightly offset in phase relative to each other
as a result of the slightly differing ranges to the individual subantennas

R
Signal at target =U) - co{anT (; - _U)} +1)
¢

.Cos[znfT(r—%ﬂ

Setting the antenna spacing to 4, the expressions for the ranges from each
subantenna are approximately

(3.63)

R, =R —vtcos(p)— thcos(QT) — AR (3.64)

Target velocity
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Figure 3.12 Geometry variables.
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R, =R, —w‘cos(q))—thcos(QT)+AR (3.65)
d .

AR = 3 sin(y) (3.66)

®= % - % sin(y) (3.67)

Define the ASM antenna sum and azimuth delta transmit patterns as
Xy=U)+1L) (3.68)
Ay=U)-L) (3.69)

Since Ofis much less than f;, the transmit signal at the target is approximately

t 0
argl= fizr+6ft + vtcc;(q)) + or C(:( T) - % (3.70)

Signal at target = Z)cos(2mwargl)cos(2nd)

(3.71)
— A)sin(2margl)sin(2m®)

This signal reflects from a scatter element represented by the 2 X 2 (polariza-
tion) scatter matrix €2 (a generalization of the RCS given above). The echoes
received at the two antenna subarrays (Uand L) are combined in the antenna
hybrid to form two received signals for the X and A receiver channels.

E=U+{L (3.72)
(A=(U—-(L (3.73)

Restoring the overall amplitude the target signals in the two receivers are

2 7]
arg2 = fir+ oft + 20tczs(g0) + thCZS( T) - % (3.74)

=4 (R)I:cos(27r arg2)cos’ (2 ®@)(Z|QIX)

— cos(2marg2)sin” (277:CI))<A|Q|A> (3.75)
- sin(27‘CargZ)cos(2ﬂ®)sin(27td))(<A|Q|Z> + <E|Q|A>):|
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A= [AS (R)[cos(2marg2)cos’ (27L'<D)<A|Q|Z>
—cos(2marg2)sin®(27®)(Z|Q|A) (3.76)
—sin(27rarg2)cos(2®)sin(27®)((ZQIT) + (A|QIA)) ]

Now introduce the following variables and make the appropriate approxima-
tions for the range sample for pulse p with PRI

PRI=T 3.77)
of = _ZZ}% (3.78)
B= M%” (3.79)
f,= 2 (3.80)

The variable in (3.78) is the offset of the transmit frequency from the receiver
nominal carrier frequency previously defined in (3.62). The variable in (3.79)
is a dimensionless variable representing ASM platform speed orthogonal to
antenna pointing. The variable in (3.80) represents the target radial speed
portion of the Doppler frequency.

The target echo portion of the RF processing output at the ADC for
pulse p is

[cos?(2m®)(3|QJZ)
— sin® (2 ®@)(A|Q|A) (3.81)
+icos(2m®)sin (27 @)((A|Q|Z) + (ZQ/A))

2mi + —ﬁ
A=A (R)e[ {(ﬁd) Sl H[cos2 27®)(A|QIZ)
- sin*(27®)(Z|Q|A) (3.82)

+ icos(27‘L'(I))sin(27tq))<<2|9|2> + <A| Q|A>)]
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After collecting the outputs for P pulses of the CPI at this point in the process-
ing, both sets of data are generally integrated via a discrete Fourier transform
to translate the P time samples in each range cell into 2 Doppler samples for
that range cell as discussed in Chapter 2. (A window function in time may
be applied to lower the Doppler filter side lobes.) Thus, the samples in range
cell at R, peak in the X channel at Doppler value

Doppler frequency - 7' = B + foT (3.83)

Combining this result with the amplitude result above the range Doppler cell
terms of both receiver arrays at the X channel peak amplitude are

3= PA(R)- J_Zm * ][cosz 2r®)(ZQz)
- sin® (2 ®@)(A|Q|A) (3.84)
+icos(2m®)sin (27 ®)((A|QIZ) + (ZQA))]

A= PAS(R)'J_ i ][cosz(2ﬂ®)<A|Q|2>
- sin*(27®)(Z|Q|A) (3.85)
+icos(2m®)sin (2 ®)((ZQ|Z) + (AIQA))]

The dominant terms are the terms quadratic in the X beam patterns and p
polarization. Using 0, for the dominant component of €2, these dominant
terms are

z=PAS<R>-i2”izi€“}[cosz<m>(lg£(w)\)z%} 086

—271:;‘ﬂ
A =PA(R)- e[ A }I:cosz 2r®) gt (v)- gh(y)- o,
(3.87)

+ icos(Zﬂ'@)Sin(ZTEq))(‘gg(w)‘ )2 GPP}

Classical ASM sensor processing, indicated in Figure 3.13, uses only X chan-
nel data for detection, target classification, and most EP efforts. The data is
commonly arranged as an array in range and Doppler for the X channel and
similarly for the A channel. The X channel data array is customarily processed
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D . X Channel
/ etection Data Array
< | Monopulse &
Parameters
\ Cell Extraction | 2 Channel
Data Array

Figure 313 Typical ASM sensor processing.

via a CFAR type algorithm to detect cells containing significant amplitude
data for potential target detection. These terms are then examined for target
classification and EP. During track mode, various tracking gates are formed
around this region in the array to protect from various EA such as seduction
techniques. In addition, the corresponding cell of the A channel is used to
form the monopulse ratio to extract additional guidance information.

From (3.86) and (3.87), the monopulse ratio is approximately

A_. gh ()
= = itan(27®) + =4 (3.88)
z gt (W)
From (3.67), this expression can be simplified to
A drm
=i v (3.89)

The monopulse concept is discussed further below.

3.5 Repeater EA Model and the DRFM

The DRFM device allows the EA system to store a high fidelity copy of the
sensor transmitted signal and to then repeat it back with a variety of modi-
fications [2, 6]. The DRFM-based EA system can return one or more false
echoes with the intent of deception. Or the EA system can repeat back cover
or noise jamming with the intent of masking the echo from the HVU and/
or other targets.

Repeating the above analysis for a DRFM-based EA system, consider
first the radar range equation. The ASM radar transmits peak power Ppy to
the jamming system at range R, delivering peak power density
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P Gy (y)
Power density at EA = % (3.90)
The EA system receives this signal with power level
PGy (W)G,(w)A?
EA received power = rk Z((;/;))z;e(;/f ) (3.91)

This power is received by the jamming receiver and the EA system then trans-
mits a signal back to the ASM antenna. Using a / subscript to indicate EA
system parameters the power density received at the ASM antenna is

PG, (y')

L (3.92)

EA power density at ASM =

Relating the intercepting area of the ASM sensor antenna to its beam pattern
gives the power into the ASM X receiver

PGy (y)G ,(y)A?

G (3.93)

Power received =

This approximation is the radar range equation for the single pulse of the false
target or for cover jamming. Most notably the power is related to the inverse
square of the range. For a viable false target the power for a full CPI varies
as . For cover noise EA the power for a full CPI varies as . Various noise
jamming techniques use a partial pulse to achieve additional gain.

Again the primary interest is in the electric field at the ASM radar sen-
sor. Examining the phase of the received EA signal electric field, the signal at
the EA system is the same as in the target expressions

tcos| O
argl= fut +0ft + vecos(@) | v cos(6;) -

94
A A G4

>|

Signal at EA = X)cos(2mwargl)cos(2nd)

—A)sin(2margl)sin(27d) (3.95)

The phase variation of this signal is received by the EA system as
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EA received = (X |Z)cos(27argl)cos(27®)

(3.96)
- (Ej|A)sin(2ﬂargl)sin(2ﬂ(l))
This signal is RF processed by the EA system and stored via the DRFM. It
is transmitted back to the ASM with perhaps a delayed range and a pseudo
Doppler phase shift. (For a long pulse the EA may even transmit a partial
pulse.) For a false target the results are similar to the above and will be indi-
cated below. For now, assume the signal is emitted back to the ASM sensor
as cover noise. Assume a simplistic noise model such that a random phase nﬂ
is added to the return for pulse p, perhaps varying with range. Following the

logic as in the previous section leads to the following results for the cover noise
EA received by the ASM receivers

2vrcos(p) 2R,

arg2=f0t+5ft+ 1 2

+ nI{ (3.97)

Z=4, (R)[cos(Zn' arg2)cos” (271'(1))<Z|2] ><2]|2>
—cos(2marg2)sin’ 2w @) A2, X2, |A)
—sin(2mwarg2)cos(2n®)sin(2wP)

(A=, X, 12+ (212, Xz, 1))

(3.98)

A=4, (R)[cos(Zn’ arg2)cos” (27'[(1))<A|Z] ><2]|Z>
—cos(2marg2)sin’ (27r<I))<Z|2] )(ZJ |A)

—sin(2marg2)cos(2n®)sin(27P)
(12, X2, =)+ A1z, )z, )]

(3.99)

From the receiver /and Q processing the two complex samples are

2R
27 ﬁ@p—Tj+T[}{

2= A,(R)e [cos® 2m@)(EIE XE [2)
— sin’ (ZEQ))(A|2] ><21|A>
+icos(2m®)sin(2wP)

(A1, X2, =)+ (2, X2, )]

(3.100)
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2R
zm(ﬂrbp—T/m; )

A=A,(Re [cos® 2m@)AIE, XE,[2)
—sin” (27Z(I))<Z|Z] ><2J|A>
+icos(2m®)sin(2D)

(12, X2, 12)+ (A1, )z, )]

(3.101)

The dominant terms are the terms quadratic in the X beam patterns and linear
in difference patterns.

2R
2ﬂi(ﬁ¢P—Tj+ﬂz)

S=4,(R)e [cos o)z, X2, [5)]  (.102)

2R
27 ﬂq>p-T-’+n;

A=A,(R)e [cos® 2m@)AIE, XE[£)

+icos(2n®)sin (27 P) (3.103)

(1=, )z, 19)]

As in the previous section the EA terms that contribute to the monopulse ratio
are given from (3.102) and (3.103) as

Al
A_ itan(2n®) + (4| ]> (3.104)
z (=)
From (3.67), this expression is approximately
A dn
22 1
5= 74 (3.105)

It is remembered that the angle in this case is the angle off ASM antenna bore
sight to the EA system and not to the target.

3.6 Summary of Model

In sum the various expressions above can be combined with a receiver noise
model term. The noise terms are assumed to be white noise. The classic pro-
cessing for a single CPI results in two range Doppler arrays of data. At each



LPI Radar and EA Model 109

range Doppler cell the data can, in general, have the following combinations
of terms:

=3 +3 +3, (3.106)
A=Ag+A +A, (3.107)

At times, a useful approximation for (3.107) comes from (3.89) and (3.105).
A=iK1;/SZS+iK1;/J2]+AN (3.108)

As stated above for each CPI, an array of X channel data is collected together
with an array of corresponding A channel data. In the search mode, each
cell is examined via a CFAR type of algorithm to determine cells that may
contain the target of interest. All of these potential cells are examined to
estimate the cell (or cells) that most probably contain the target. The ASM
switches to the track mode. The selected cell is made the focus of attention
via the creation and execution of various standard track gates. The antenna is
generally pointed in the direction of the target, and measurements are made
for use in the guidance subsystem. The primary interest for the remainder of
this text is the classification mode. The purpose of the classification mode is
to determine the cell most likely containing target return. These modes can
be understood as a form of hypothesis testing.

From Chapter 1, Strategy 1 consists of the HVU and a single decoy.
Examining the full X channel range Doppler array of P samples, each cell
contains just noise except the two cells that contain either the HVU or the
decoy. It is assumed that these two cells shown in Figure 3.14 contain samples
at a reasonably higher signal level than the remaining cells.

Thus, the detection of these two cells is assumed. (Keep in mind that
the diagram represents a Doppler range array at a particular antenna pointing
angle.) Each of the cells is tested as containing target data or containing decoy
data. The classification task relates to the hypothesis test of each of these two
range Doppler cells as one of the following options:

HO: =3 +3, (3.109)

HI: =% +3, (3.110)

Strategy 2 consists of the HVU and an off-board platform using some form
of EA to defend the HVU. The EA is some form of electronically generated
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ASM velocity

Figure 3.14 Strategy 1 X channel array showing two cells under test.

false target or targets. In addition, there may or may not be a decoy as the fleet
desired target for the ASM. In this case, there may be multiple cells under test
and the EA may change with time. The basic testing for each cell is the same
as shown in (3.109) and (3.110) for cells containing a target of interest or an
EA generated false target or a decoy (or a ship that is not the target of interest).

Strategy 3 consists of the HVU and/or another platform using cover
jamming. In general the EA may include some combination of electronically
generated false targets. In addition, there may or may not be a decoy as the
desired target for the ASM. The testing in these latter cases is either (3.109)
or (3.110).

In the case of cover noise EA, each cell contains significant amplitude
and each cell contains EA noise jamming level. The goal is to determine the
cell containing both the target return plus the jamming level. In this case the
hypothesis testing for all cells is

HO: 2=2+X% +X (3.111)
H1: Z=2]+2N (3.112)

Finally, it is noted for later use that the classical ASM sensor uses only
the X channel data array for all functions except the use of a corresponding
cell from the A channel to form the monopulse ratio for angle (line of sight
relative to the antenna center line) estimation. In Chapter 6, it is shown that
the modern ASM sensor uses the full (2P) array of data consisting of both the
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Y and A channel arrays. It seems intuitive that optimal two channel process-
ing would result in better performance simply because twice as much data
is processed.

Consider the data from the two receivers prior to the discrete Fourier
transform (Doppler processing). Using (3.81) and (3.82), combine the X and
A receiver returns to form two new combinations at each range sample in the
range swath. Alternate the + and — components for each pulse p to form a
single 2P component target echo vector for a CPI of duration PT. This new
2P vector at this range sample has components

[zm(ﬁKIHfDT)p—%

X, (p)=Ag(R)-e L*Z”fq’s+ (3.113)

[zm(ﬁq>+ £>T) p—%

X, (p)=A,(R)-e L‘Z’”‘I’S_ (3.114)

The following alternative expressions are included for completeness and use
in the later chapters

S, = cos(27®@)((Z|QIZ) + (A|Q[Z))

+isin(27®)((A|Q|A) + (2| Q|A)) G-115)
S =cos(27®)((ZQIZ) - (A|Q[Z)) (.116)
— isin(27m®)((A|Q|A) - (2 Q|A))
28, = exp(27i®)((Z|QIZ) + (A|QIZ) + (| QA) + (A|QA)) 611
+ exp(-27i®)((ZQZ) + (A| Q) - (] Q|A) - (A|Q[A)) '
25 = exp(27i®)((Z|QIZ) - (A|QIZ) + (Z|Q|A) - (A|Q|A)) 5.118)

+ exp(-27i®)((Z|QIZ) - (A|Q[Z) - (Z[QA) + (A|Q|A))

Similarly, from (3.100) and (3.101), the alternative to the X and A outputs for
the EA noise jamming at each range sample are the 2 component X vectors

| 2R,
PP )| oo
e

X, (p)=4,(R)-e J. (3.119)
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X, (p)=4,(R)- im{ﬁ%_zﬁnﬁﬂe‘zm“’J_ (3.120)

J, = cos(2r®@)[(JZ, X, [2)+ (A, X2, [5)]

(3.121)
+isin(2m®)[ (T, X2, |A)+ (AT, X2, ]A)]

J_= COS(ZTC(D)[(2|Z] ><2]|2> - <A|2] ><2]|2>]

(3.122)
+isin(2r®@)[ (I, X, |A) - (A, X(Z, |A)]

Thus, instead of the X and A channel arrays, one can process the full 2 com-
ponent array for each range sample and CPI

X=X +X,+X, (3.123)

For Strategy 1, the equivalent to (3.109) and (3.110) are
HO: X =X, +X, (3.124)

HI: X=X, +X (3.125)

For cover noise EA, the expressions equivalent to (3.111) and (3.112) are

HO: X=XS+XJ+XN (3.120)

HI: X=X, +X (3.127)

3.7 Detection versus Classification and EP

As described above, the ASM typically has a priori information about the
desired target including target type, RCS level, and location. During the ASM
approach, it may climb above the radar horizon to update this information as
it closes and flies selected waypoints. The final ascent above the radar horizon
is considered the beginning of the ASM terminal phase. Once in its terminal
phase the ASM has about 30s at most to detect the possible targets, select the
proper target, and execute its guidance.
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During the search mode or reacquisition mode, the detection of targets
is generally successful unless cover noise EA is implemented from the onset
of the ASM sensor radiating. Cover noise EA must eventually be generated
by a source that is not in the line of sight of any targets or burn through may
reveal the ship target location.

Once a target is selected the measurements during track mode are more
than adequate to guide an autonomous ASM to this target. As a consequence,
the goal of fleet defense EA must be to entice the ASM sensor to select and
track an off-board decoy as the target. Hence the common phrase that the goal
is to make the decoy look more like a target and to make the ship look less like
a target. The modern EW information battle from the fleet EA perspective is
a battle to make the off-board decoy seem to have the characteristics of the
HVU and/or to hide or corrupt the characteristics of the HVU.

The critical function of the ASM sensor and its DSP is to protect the sen-
sor from this possibility via sophisticated and rapid DSP EP algorithms. From
the perspective of the ASM the goal of the EW information battle is to measure
and test parameters from the various possible targets in the cells under test to
optimally select the correct target by exploiting these target characteristics.

In sum, each range or range Doppler cell location in the array contains
a pixel of magnitude (or magnitude and phase) data. The characteristics of
this data must be used to conduct a hypothesis test to estimate whether or
not the cell contains a target, the optimal target, deceptive data (false target
or cover noise), or receiver noise. Having selected the cell of interest, its data
contains measures of range, radial speed, and angle off bore sight. These mea-
surements are available to the ASM for each CPI and sent continuously to the
ASM guidance subsystem. The classification of the cell in the data array as the
desired target is the critical function of target classification or EP. The several
parameters available for this EP task include those listed in Table 3.5 and are

Table 3.5
Common Parameters for Target EP

Range and range statistics

Doppler and Doppler statistics

Range and Dopplerimage measures (sparseness and denseness)
Angle and angle statistics

Amplitude and amplitude statistics

Polarization information
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discussed in subsequent chapters. The ultimate goal of the sensor processing
is to guide the ASM to impact the desired ship target.
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The remainder of the book describes modern, practical EP techniques made
possible by a combination of state-of-the art radar technology with rapid
digital signal processors. The classical radar sensor collecting ambiguous mea-
surements is now replaced by a sensor that collects precise digital data and
simultaneously applies multiple rapid and purposeful digital signal process-
ing algorithms. With greatly improved detection and tracking capability, the
primary objective of these algorithms is to ensure that the sensor is focused
on the correct target, that is, to protect the sensor from being deceived into
targeting a decoy.

In this chapter, several ASM radar EP techniques are described that
specifically exploit the true nature of an extended naval target that is revealed
through the statistical and physical properties of the HVU RCS measure-
ment. Examples of these statistics include the mean, the variance, and the
time correlation properties of the RCS. These practical EP techniques readily
counter several present-day EA strategies that rely on the generation of any
of a variety of false targets, including electronically generated false targets,
reflector-based decoys, and chaff. The decoy, as well as any other false targets
employed by the fleet, must successfully mimic the properties of the true
ship target echo, whether the EA system is onboard one of the ships or on an
off-board platform.

115
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In each section, basic EA strategies employed by the fleet to counter the
ASM terminal engagement phase are examined in more detail. The ultimate
goal of each strategy is to deceive the ASM sensor into selecting and track-
ing an off-board decoy representing a false HVU target. The EA strategies
may assume the ASM sensor chooses the off-board decoy at the onset of the
engagement or not. If not, the EA strategy must include the means to sup-
press the choice of the true target during the engagement and/or to enhance
the option of choosing the decoy.

In the first section, the properties are described of a false target electroni-
cally generated via a DRFM-based EA system. If this target is a seduction
target, it must mimic true target features while also moving in a physically
realistic manner in a multiple dimensional space. Another strategy made
possible by the DRFM EA system exploits the generation of multiple false
targets at various ranges and Doppler values to add confusion to the scene
viewed by the ASM sensor to reduce the probability of the ASM sensor choos-
ing the correct target. Various EP techniques are discussed that exploit the
group characteristics of the targets. The DRFM affords the EA designer great
flexibility in the generated characteristics of the false target. However, to be
successful the EA designer must be aware of the capabilities available to the
ASM sensor EP designer.

In the next section, the characteristics are described of several configura-
tions of passive decoys used to generate a false target by reflective means. The
reflector-based decoy is typically on a floating platform. Again, the properties
of a passive decoy are compared to those of the true ship target. The advantages
and disadvantages of the passive decoy are detailed.

A common form of passive false target in use since the 1940s is chaff.
Several techniques have been published by People’s Republic of China (PRC)
personnel to specifically address the ASM EP against chaff. These techniques
are described in Section 4.3. These PRC authored papers have introduced vari-
ous metrics and terminology that have been generally adopted by the naval
EW community. In this section, the underlying philosophy as well as various
simple variations and implementations of these techniques is described. In
addition, it is shown how the fleet may exploit the EP techniques as a part of
the EA defense strategy.

In the final section, there is a discussion of the use of multiple coherent
receivers to interrogate the properties of an extended target. The coherent use
of dual receivers made possible monopulse angle measurement capability for
improved guidance capability. In this section, it is shown that an extended
target can be distinguished from a point false target by the statistics of its
monopulse angle measurement. The monopulse measurement is the ratio of
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the coherent returns in the two ASM sensor receiver channels. The classic
counter to the monopulse angle measurement requires the use of dual coherent
source (DCS) jamming for angle deception. DCS techniques include cross-
polarization jamming, cross-eye jamming, and terrain bounce plus the various
combinations of these techniques. This section contains a brief summary of
DCS EA as it may be used to better mimic the statistics of an extended target
to counter this EP technique.

41 Target Classification: False Targets

The realistic premise of modern EW is that the modern radar guided ASM in
the terminal phase of its engagement will detect the one or more naval targets
within its chosen range swath. The sensor will use its prior information to aid
its choice of the optimal target assumed to be the HVU. The sensor will then
track this target, while perhaps monitoring multiple targets within its view.
For improved performance the ASM will point the transmit antenna beam
primarily in the direction of the chosen target throughout this phase of the
engagement. Figure 4.1 illustrates the geometry (not drawn to scale).

If the ASM sensor is in track mode and pointing its antenna at the HVU,
the HV'U will be generally on the bore sight of the ASM antenna beam. This
is termed hypothesis HO. If the ASM sensor is in track mode and pointing
at the decoy (Hypothesis H1), the HVU will be off bore sight of the ASM

antenna beam.
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Figure 41 Simplified engagement geometry.
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H1: Angleto HVU =y, = M (4.2)

R,

If the two targets (decoy and HVU) are close together in angle and nearly
identical in feature, then the probability of the ASM choosing the decoy (H1)
is expected to be about 0.5. One of several EA strategies may be employed by
the fleet to improve its survivability. The ultimate goal of the fleet EA defense
is to increase the probability that the ASM sensor chooses the decoy (H1) and/
or to decrease the probability that the ASM sensor chooses the HVU (HO).

An example of a defensive strategy (Strategy 3) is to generate cover noise
jamming to hide the HVU. The initial goal is to force the ASM sensor into
the HOJ mode. This EA can be transmitted from the decoy, from the HVU,
or from an escort ship. If the EA cover jamming is generated by the decoy, the
goal is to keep the ASM sensor in HOJ until the ASM is close enough that
it cannot successfully correct its attention onto a ship target. Burn through
must not occur until the HVU angle in (4.2) is large enough to prevent the
ASM from reacquiring the HVU and successfully maneuvering to the HVU.
Modern ASMs are highly maneuverable. Figure 4.2 shows the ASM sensor
locked onto the cover jamming from the decoy and the ASM flying in the
direction of the decoy. In the lower left of the figure, the Doppler range array
of data from a single CPI shows nothing but noise visible. With no other use-
ful data, the monopulse measurement is used by the ASM to guide toward
the decoy: the source of the EA.

\ Escort Ship

Doppler
Doppler Range Data

Range

Figure 4.2 Decoy generated cover jamming.
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In the other two cases (cover jamming from one of the ships), the strat-
egy must include a quick transfer from the HOJ on the EA system to the
decoy before burn through occurs, since the ASM sensor is pointed at a ship
and the ASM is guiding toward a ship. If the decoy contains a DRFM-based
EA system, an EA strategy may be for the decoy to generate a simulated false
target to mimic burn through. Figure 4.3 illustrates this scenario just as the
false target is generated.

Figure 4.4 illustrates the scenario after the ASM has switched to track
mode on the false target generated by the decoy. With the antenna pointing

Cover EA
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Figure 4.3 Decoy generated false target.
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Figure 4.4 Successful decoy generated false target.
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at the decoy, both the level of the HVU and the level of the cover jam-
ming decrease.

A similar EA strategy was tested during an Advanced Technology Dem-
onstration that culminated with a sea test on board a U.S. Navy ship in 1990.
That strategy included a passive off-board decoy located close in angle to the
HVU, but about 500m beyond the ship in range. The EA system onboard
the HVU transmitted cover jamming that included a keeper pulse to simulate
ship burn through. The keeper pulse was positioned about 500m beyond the
ship in range. Figure 4.5 illustrates the geometry.

As mentioned previously, an ASM sensor in track mode generates narrow
tracking gates to protect the sensor from interfering EA. Figure 4.6 shows the
ASM sensor tracking the EA generated false target.

Once it is assumed that the ASM sensor is in track mode, the active
EA from the HVU is discontinued. Since the tracking gates are narrow in
range and Doppler while the antenna beam is about 10° wide, when the EA
is discontinued there is still a target (the decoy) in the Doppler range gates of
the ASM sensor. Thus, the ASM sensor continues to track as shown in Figure
4.7. Only now the ASM is tracking the decoy. As indicated, the cover EA as
well as the EA-generated false target is discontinued.

As long as the ASM sensor is generally viewing in the direction of the
HVU, there is the possibility of eventually detecting and choosing the HV'U.
It is imperative for the EA designer to set a goal of causing the ASM sensor to
look away from the HV'U as soon as possible in the engagement as indicated
in these sample strategies. The most efficient EA method is to keep the ASM
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Figure 4.5 Onboard EA strategy.
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Figure 4.6 ASM sensor tracking the false target.

sensor in its track state, but to seduce the sensor into choosing a false target
that separates in angle from the HVU.

As long as the ASM sensor is tracking an off-board decoy, it will not
execute any tactics to find the HVU. Thus, there is an important requirement
in defending the HVU to be able to generate false targets (electronic false
targets and passive or active decoys) with characteristics similar to the real
target (the HVU) at various ranges and Doppler frequencies. The focus of
this text is on this critical task of target classification as ASM sensor EP. To be
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Figure 4.7 ASM sensor tracking the decoy.
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successful, the EA engineer must be aware of the several characteristics of the
HVU that can be readily measured by the ASM sensor in very few seconds.

The power density from the ASM radar transmission as observed at the
target or the EA system is

P
ASM Power density at EA = £,6,W) 4.3)

47R?

The level at the EA receiver is

PG, (w)G]/lz

4.4
(47)* R* @4

ASM Power at EA receiver =

Using the expression for the power of a true target echo, the ASM will estimate
the target RCS from (neglecting the coherent gain)

PG ‘o, A2
Target Power received = A[ A(Wz] Z L (4.5)
(4m)° R
Similarly, the power of the EA false target signal at the ASM radar is
PG G, M\
False Target Power received = % (4.6)
(47)* R
Therefore, the ASM will estimate the RCS of a false target as
_[_Umr | BGX 47)
T\rG,WwG, A 4n

With the DRFM device, the EA system can store a high-fidelity copy of the
sensor transmitted signal and then repeat it back with a variety of modifica-
tions such as amplitude as well as a variety of range and Doppler character-
istics [1-3]. For the sample EA strategies discussed above to be successful, it
is required the cover EA be high enough to cover the HVU ship and yet low
enough that a realistic target might be visible. Figure 4.8 illustrates typical
level requirements.

The EA systems are able to estimate the EA transmit power levels required
to achieve an approximate RCS level at the ASM. It is expected that the
ASM sensor knows the expected RCS of the HVU from prior intelligence
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Figure 4.8 Example of amplitude of the ASM data.

information combined with prior measurements of the HVU if observations
were made before the terminal phase. Thus, a typical first EP algorithm is to
create a filter to only accept target measurements with RCS within a window
of the expected or mean value.

Assume the HV'U has RCS of about 40 dBsm. The cover jamming must
be greater than this value to completely cover the HVU data. If the cover
jamming level corresponds to an RCS level of 48 dBsm, then the ratio of the
jamming level to the signal level (JSR) is 8 dB. The false target amplitude must
correspond to a target level greater than the noise jamming level, for example,
55 dBsm, to be visible giving a signal level to noise jamming level of 7 dB for
the false target sample. It is expected that the RCS acceptance window may be
assmall as 5 dB and only targets with RCS between 37.5 and 42.5 dBsm will be
accepted. Thus, the false target in all of these strategies will be ignored by the
ASM, and it will remain in HOJ until a viable option is observed. Additional
EP counters to cover jamming strategies are discussed in detail in Chapter 6.

The first EP algorithm for the modern sensor is based on the mean of the
target RCS. If the EA system or a decoy generates a false target with RCS that
is too large or too small, it will be rejected. This is a simple and fundamental
EP technique that must be countered by the EA system.

The most common false target generated by a DRFM-based EA system
is commonly known in radar terminology as a Marcum target [4—06]. The
Marcum target is represented as a single scattering element, and it is nonfluc-
tuating in the sense that the complex echo can be represented as a constant
amplitude echo plus Gaussian noise. As shown above, the mean level must
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be representative of a true target level corresponding to the RCS level for the
ship class of the true target. From (4.6) and (4.7), it is seen that the correct
level can be transmitted if the DRFM-based EA system successfully captures
the signal transmitted from the ASM transmitter.

A simple and basic strategy (Strategy 1) is to consider the observed swath
to contain the HVU and an off-board decoy. This decoy can be active in the
sense that it contains a DRFM-based EA system that generates an electronic
target. Or this decoy can be passive in the sense that the false target is generated
by one or more reflectors. Passive decoys are discussed in the next two sections.

Assume that the active decoy generates an RCS equal to the expected
RCS of the HVU. As the ASM sensor conducts its search mode and transi-
tions to track mode, it is assumed that the probability of HO or H1 is 0.5. If
it is estimated (or assumed) that the ASM may be tracking the HV'U, seduc-
tion EA may be employed (Strategy 2). For example, the HVU employs an
onboard DRFM-based EA system to generate a false target in an attempt to
seduce the track gates that may be on the HVU and to position these gates on
the decoy. This requires the onboard EA system to know where the decoy is
and to be able to estimate the range and Doppler location of the decoy within
the ASM sensor Doppler range data array. It is assumed that the state may be
as represented in Figure 4.9.

The EA system onboard the HVU attempts to generate a false target
within the track (range and Doppler) gates located on the HV'U for seduction
or gate pull-off. This false target RCS must be larger than the HV'U, but not
so large that it exceeds the RCS acceptable window and is rejected. This false
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Figure 4.9 ASMinthe track mode and tracking the HVU.



Extended Targer EP Signal Processing 125

target must be moved from the Doppler and range of the HV'U to the Doppler
and range of the decoy. This must happen fast enough to prevent the ASM from
impacting the HVU. And it must be slow enough so as not to significantly
violate the physics of the properties of the false target as measured by the ASM
sensor. (A target with range and Doppler that deviate from those of the true
target is generally not physical.) Thus, the range and Doppler (and azimuth)
are consistent with those of the HVU. This is illustrated in Figure 4.10.

The ASM knows its own closing speed and can estimate the target radial
speed from its Doppler value. Given this information, the range track gate is
updated from one CPI to the next by a filter approximated as

R()=R(t-T)=oT -0, T (4.8)

At this time, a measurement of the range is made

2(2) = R(2) + n(z) 4.9)

Comparing the measurement with the update of the range gate leads to an
innovations sequence that is random and not correlated with time. If, for
example, the false target is moved to a slightly longer range, it would be at a
range of

R..(¢)=R(¢)+AR (4.10)
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To pull the false target away from the HVU and toward the decoy, the AR
must be positive and constantly increasing. When the measurements of the
range to the false target are compared to the filter update in (4.8), the result-
ing innovations sequence will be biased and not random. This can be detected
by the ASM sensor.

Any of the standard EP techniques employed by radars to guard against
track gate (range gate or velocity gate), pull-off may be implemented to prevent
this state. A related and simpler test is a classic EP technique for coherent radar.
As a result of the RCS window, the HVU and the false target must be close
in amplitude. Assume that the HVU and false target are in a single Doppler
range data array location at the onset of gate pull-off. From (3.81), the return
in that location for pulse p is approximately

2(]7) - A(Ezm Ty + 2 FTTp) (4.11)

To be successful, the Doppler frequencies must be close. Define the sum and
difference frequencies

f+= fFT;fD (4.12)

f_=fFT2_fD (4.13)

Then, the combined target and false target expression is

S(p)=~2d- ™7 cos(27lf_Tp) (4.14)

So the combination of the ship target and false target attempting to seduce
the track gate contains a slow amplitude modulation. The detection of this
modulation is known as beat frequency detector (BFD) EP [4]. The upper por-
tion of Figure 4.11 illustrates the ASM viewing the HVU and the false target
geometry. At the lower left is an example of the Doppler filter response for a
single CPI. As the two targets begin to separate in the unresolved Doppler
filter, the mix of data with slightly differing frequency creates a beat frequency
on the amplitude of the combined target illustrated in the center of the figure.
By implementing a Fourier transform over several CPIs, the existence of the
second (false target) is easily detected. This is illustrated in the lower right
portion of the figure. False target velocity gate pull-off is readily detected by
a coherent low probability of intercept (LPI) radar sensor.
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Figure 411 BFD example.

These classic gate pull-off EP techniques including the BFD technique
are very robust. However, while they exploit the physics of the target motion,
they do not exploit the RCS characteristics of an extended target. Therefore,
they are not discussed any further in this work. There are many references
that describe these algorithms, and it is expected that these algorithms are
included in the DSP of the modern ASM sensor as required.

The ultimate goal of the EA strategy under consideration is to transition
to the situation illustrated in Figure 4.12.
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Figure 412 Goal of EA strategy.
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The EA strategies described in this section seek to present the ASM
sensor with an off-board decoy containing an active DRFM-based EA sys-
tem that transmits a false target that successfully represents the features of
the HVU. The false target described thus far is a nonfluctuating or Marcum
target. The Marcum target is modeled as containing a single and constant
scatter element or source.

Consider a simple object of length W that is composed of two identical
scatter elements located at different positions within the unresolved range
return of the ASM radar as shown in Figure 4.13.

The radar return of the object is
27‘L’f(t - —Z(RO AR))] + cos —Z(RO i AR) (4.15)

2 =a-1cos
c

2nf (z‘ -

c

S~ [24 . cos(ZTCfWSine)} - cos

onf - ﬂﬂ .16)

The amplitude of this return (the term in the first brackets on the right-hand
side of the equation) varies with the angle 6. Figure 4.14 illustrates the varia-
tion of the RCS for a target consisting of two identical scatter elements. On
the top-right, the object length is equal to the radar signal wavelength. On
the bottom-left, the object length is equal to 34.

Two Scatter Elements

s\\ W
// ST
4 \\\.)0
ASM RF antenna //
Ry »
7
PN

ASM velocity

Figure 413 Simple two element scatter model.
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Figure 414 RCS of a simple two-scatter element rigid object.

In Figure 4.15, the rigid object consists of four identical scatter elements.
The total length of the object is 3A. The object contains two elements at the
ends and two other elements on the object separated by A.

Finally, the object consisting of the four identical scatter elements is
assumed to be much longer than the radar wavelength (A about 3 cm), and
the four scatter elements are not colinear. The RCS as a function of viewing
angle is seen in Figure 4.16 to quickly become quite complex.

Figure 415 RCS of a simple four-scatter element rigid object.
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270

Figure 416 RCS for a complex four-scatter element rigid object.

As indicated, any slight change to the view of a complex target will
cause the RCS to vary a significant amount. In addition, varying the carrier
frequency enhances the fluctuations of the amplitude return from a complex,
extended target (multiple unresolved scatter elements) as evident from (4.16).
Thus, assuming that the range differences of the scatter elements are many
multiples of the wavelength, this simple example demonstrates that the RCS
is expected to be random from CPI to CPI, especially with frequency agility
and time-varying geometry.

A simple estimate of the frequency requirements to decorrelate the RCS
follows from (4.16). Decorrelation occurs when consecutive CPI measurements
are 180° out of phase. Thus

w

nsanf - omp W (4.17)
c 4

Af = ﬁ (4.18)

For a naval target, Wis as much as 50 to 70m even when viewed along the
shorter dimension. This corresponds to the requirement for the frequency
agility to be at least 2 to 3 MHz from one CPI to the next to decorrelate the
consecutive RCS returns.

The HVU RCS is composed of many scatter elements spread over an
extent much greater than the radar wavelength. As a result the RCS of a true
target fluctuates over time. This fluctuation can be enhanced by frequency
agility. The statistics of an extended (fluctuating) radar target are well known
as Swerling statistics. The detection statistic functions are known for various
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types of complex objects. For each type of target, Swerling considered objects
with very fast fluctuations and with slower fluctuations. Slow fluctuations can
be considered to be roughly constant within a CPI but independent from
one CPI to the next. Fast fluctuating targets can be considered to have RCS
values independent from one pulse to the next. Table 4.1 gives the general
characterization of the results.

For the purpose of this work, a complex naval target will have RCS that
is generally independent from one CPI to the next. Figure 4.17 illustrates the
concept of slow and fast fluctuations. The probability density functions for
the different cases are Rayleigh for Cases I and II and Chi square for Cases
Il and IV.

The goal of this work is to consider fast practical EP algorithms for the
radar sensor. HVU RCS is a combination of many unresolved scatter ele-
ments and the RCS or amplitude from a Swerling target is independent from
one CPI to the next. A false target from a power-fixed EA system generates a

Table 4.1
Swerling Statistics Categories
Case Fluctuations Target
I Slow Many independent, similar elements
Il Fast Many independent, similar elements
1} Slow One dominant and many lesser elements
IV Fast One dominant and many lesser elements
CPI
Amplitude

Amplitude

Time
Figure 417 Slow and fast Swerling fluctuations.
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much simpler Marcum target. Unless a more sophisticated DRFM scheme is
employed, the false target statistics are much simpler than the RCS statistics
of the HVU. From the previous chapter, the false target return for pulse p of
a CPl is (with zero false target Doppler value)

2R
27 ﬁtl)p—T]

2= A,(R)e [cos® 2m@)(E[E X2 [£)
—sin® 2n@)AZ, X2, |A) 4.19)
+icos(2m®)sin(2wD)
(€A, X, 12+ (212, Xz 1))
ZEi(ﬁ@p—%)
A=A,(Re [cos® 2m@)AZ, XZ ) [£)
—sin” (27r<I))<Z|Z] ><ZJ|A> 4.20)
+icos(2D)sin (27 D) ’
(1=, Xz 12+ (A2, Xz, 1))
Again the leading terms are
Zﬂi(BCD —%)
S=4,(R)e [cos? ro)([z, )2, |2)] (4.21)
271:1‘([3([)1)—%) )
A=A,(Re [cos® 2m@)AIE, XE[£) )

+ icos(27r<1))sin(2nq5)<<2|2] ><2]|2>)]

After Doppler processing, the return in the optimal Doppler range cell is

2R,
S=d,(R)e " [cos’ 2r@)(E|E, XZ, |5)] (4.23)

2R

A=A, (R)e " * [cos’ 2n@)AIZ, XZ,|5) 2

+ icos(2ﬂ¢)5in(2”®>(<zlzj ><2]|2>)]
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Previously, it was shown that the ASM radar sensor processor only accepts
returns corresponding to RCS values within an acceptable window. This
exploits knowledge of the mean value of the target RCS. Simple and practical
EP techniques have been developed that examine the higher order statistics
of the RCS. Assume for simplicity that RCS for CPI # is

O, =0+¢€, (4.25)
Consider the simple metric
% (0,,,-6)(0,-0)
Metric = ”1 — (4.26)
N ,,(O'n -6)
(Metric) ~ C(1) (4.27)

The proposed metric is a measure of the Lag-1 term of the RCS autocorrela-
tion function. It is expected that the Lag-1 term is close to 0 for HVU and
close to 1 for false targets and simple decoys. A practical and simple estimate
of the RCS Lag-1 correlation value can be readily computed by a set of simple
running averages of the necessary terms estimated in the ASM DSP. These
terms are combined at each CPI to estimate the Lag-1 correlation. Setting
an appropriate threshold is adequate to estimate this property during target
tracking in the terminal phase. For example, choose a filter gain (g) and for
each estimate of 0 measurement (and letting the minus indicate the prior
[CPI] time sample and filter estimates)

S1=S1_+g-(0-0_-S1) (4.28)

50=50_+g-(c-0-50_) (4.29)

M=M +g(c-M) (4.30)
S1- M?

C() =227 4.31

= =ap (®.30)

An example of experimental data is shown in Figure 4.18. As seen with a

CPI of about 10 ms, the RCS of a ship target decorrelates in less than 1 CPI.
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Lag-1 Estimates Data
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Figure 418 Experimental results of Lag-1 estimates.

False targets whose RCS do not decorrelate from one CPI to the next can be
generally and quickly rejected by such an algorithm.

Personnel of the PRC have proposed exploiting a variety of target features
to identify the HV'U and the false target, including Doppler characteristics and
antenna polarization in a variety of English journals [7-13]. As an example,
consider the dominant terms for a true target from (3.84) and (3.85) and the
corresponding dominant terms for a DRFM-generated false target repeated
here as Equations (4.32) and (4.33) for the true target, and (4.34) and (4.35)
for the false target

—271:;'ﬂ
S=A(R)- e[ A ][cosz (2 ®@)(Z|QIZ) - sin® 2 P)(A|Q|A) 4.32)
+ icos(27‘L'(I>)sin(27rCI))(<A| QZ)+ (2| QM))]
A= A,(R): J'WT”] [cos® (2m@)AQIE) - sin* (27PN QIA) 4.33)

+ icos(ZﬂCI))sin(27rq))(<2|9|z> + <A|9|A>)]

2 R./

S=A, (R * [cost(2n@)IE, X2, |3)] (4.34)
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2R
2mi—

A=d4,(R)e * [cos* 2nDKAZ, XZ |Z) (4.35)

+icos(2m®) Sin(Zﬂ'(D)((Z'ZJ ><2]|2>)]

The several references discuss algorithms based on ASM radar with ampli-
tude monopulse, whereas this work uses a model with phase monopulse.
However, the gist of the arguments can be understood with the following
observations. Consider first the target samples. Form the two-dimensional
vector components for the sum ¥* and difference ¥~ components and gather
common terms

—271'1'ﬂ
Yo = [AS(R) e Ao cos(Zﬂ:@)] 4.36)
. {[Zcos(ZTL’(I)) +isin(27®) (U + isin(277:CI>)<L} : (QZ)) '
Lot
A cos(Zn(D)]
: {[ZCOS(ZTC(I)) —isin(2®) (U - isin(ZﬂCD)(L} . (QZ))

(4.37)

The first term in brackets on the right-hand side is complex amplitude and
a cosine angle common to both the components. The second terms are two-
dimensional polarization beam pattern vectors that depend only on the ASM
antenna properties at this look angle. The third terms represent the source
properties, including polarization. The authors argue that given the two ¥’
components and knowing the second terms, the equations can be used to
solve the source polarization information

Signal Source = Q%) (4.38)

To understand this conjecture form the Jones vector approximation to the
receive beam vectors

w=[1n | (4.39)

(L=[1p, ] (4.40)

Next form the Y vector from (4.36) and (4.37)
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Y, =k B-QY) (4.41)

2[cos(27®) + isin(2wP)] [2cos(27D) + isin(27wD)]p, +isin(27P)p,

b= 2[cos(2®) - isin2D)| [2cos(27D) - isin(27DP) |, - isin(27D)p,

(4.42)

Consider now the false target expressions. There is a common term that repre-
sents the signal received by the EA system. This term can be included as in the
EA transmit amplitude and included in the false target amplitude. Therefore

2R
—2mi—L

A=A4,(Re * -cos(Qnd)- <Z]|Z> (4.43)

For the remaining bracket, antenna polarization terms include only the par-
allel polarization terms. The two ¥ components for the false target are thus

Y; =4 {[ZCOS(ZTCCD) +isin(2n®) (U + isin(Zﬂq))(L} . (ZJ )) (4.44)
Y; = A {[2c0os(27®) - isin(2n®@) (U - isin(2w®)(L} () (4.45)

In this case the source is identified as

EA Source = Zj> (4.46)

The Yvector in this case is

Yj=k’-B-ZJ> (4.47)
Thus, to solve the polarization of the target source in (4.41) for the HVU or
(4.47) for the false target requires that B have an inverse. Then the solution is

Polarization vector = constant- B~} -V (4.48)

The inverse exists if the determinant of B is nonzero. From the definition of
B, the determinant is

| B| = 4icos(2m®) - sin (27w D) - (pU - pL) (4.49)
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Therefore, the inverse exists and the task is solvable if the two subantennas
have some nonzero cross-polarization components and the two subantennas
are not perfectly matched in these components. As stated in the reference, the
antennas have some cross-polarization components at most angles and real
antennas are not perfectly matched. It is assumed by the authors that these
components can be measured or estimated and the polarization of the source
can be measured, revealing its identity. For the general model being consid-
ered, the ASM antenna is assumed to be linearly polarized, whereas the EA
antenna is most commonly circularly polarized. The argument is, therefore,
made that the ASM can identify echoes from real targets versus false targets
from an EA system by observing the source polarization.

The scenario of this section is the ASM sensor viewing a range swath
consisting of an HVU ship target and an off-board false target generated
by a DREM-based EA system. It is now further assumed that the off-board
EA system generates an array of multiple false targets at a variety of Dop-
pler values and ranges. The goal of this strategy (Strategy 2) is to confuse the
ASM sensor and increase the probability that the ASM sensor selects one of
the false targets. This correspondingly decreases the probability of the ASM
sensor selecting the HVU.

For this class of EA, it is conjectured by several PRC engineers that
many characteristics of the false targets are correlated within a CPI and over
time [10]. These characteristics include RCS statistics as well as monopulse
ratio statistics. It is especially realized that all of the false targets emanate
from an identical antenna. Therefore, the source polarization measurements
will be correlated.

Assuming the parameter x*(z,) for targets #and % + 1 at the CPI #,, the

target pairwise correlation function estimates are formed as

c,- 3, #0) )
DA ) A EHE ) )

(4.50)

This function is large for all target pairs except the two pairs containing the
true target. This expression has been tested for the RCS parameter as well as
the monopulse angle error. This EP approach has been observed to be very
robust in quickly identifying the true target via approximations similar to
(4.26) through (4.31).

In addition, after Doppler processing the monopulse ratio is
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(AIZ,)

A
—=itan(2nP) +
Gt 5

z

(4.51)

It is noted that the second term on the right-hand side of this equation is non-
zero because of imperfections in the matching of the left and right subanten-
nas. Personnel of the PRC have proposed exploiting this known feature when
presented with multiple false targets [7-10]. An array of multiple false targets
must have pairwise noncorrelating parameters, for example, RCS, monopulse,
or these ASM sensor EP techniques will quickly identify the real target.

It is noted that the high-fidelity false targets are typically at a range
greater than the range of the EA system. When generating a shorter range
false target, the EA system will probably miss one or more of the LPI pulses;
especially the first pulse in the CPI assuming frequency agility is implemented.
Missing one or more pulses in the CPI results in a lower than planned RCS as
well as the generation of ghost images peaking at the same range as the false
target, but with a different Doppler value. These ghost images can be detected
alerting the ASM processor to suspected false targets. For example, Figure
4.19 illustrates the case of missing every other pulse. The EA generated false
targets must contain all of the pulses of the CPI. This difficult task is virtually
impossible for false targets at a range shorter than the range of the EA system.

False Target constant echoes, but miss alternate pulses

Equivalent:
Constant echoes + alternating phase echoes
| | | | m
Time
| - | - .,

Figure 419 Simple example of interpretation of missed pulses.
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In this simple example, it is assumed that the time (Doppler) portion
of the echo from the target is constant (zero Doppler). From the expression

in Chapter 3

[zm{(ﬁq» f£oT) p—%H [

S= A (R)-e cos” (210)| g (w)) O'W] 4.52)

As shown in the figure, a constant level with missing alternating pulses is
equivalent to two targets of half level each. The first target is at the constant
level (zero Doppler). The second target has a Doppler value corresponding
to alternating sign (nonzero Doppler). An example is shown in Figure 4.20.

It was noted again that the Doppler measurement is a combination of
target radial speed and angle off ASM antenna bore sight. Thus, some limited
EP probing can be performed by slightly oscillating the antenna and viewing
the aggregate motion of peaks in contiguous range Doppler array cells. Mov-
ing the antenna alters the angle off bore sight of the separate scatter elements
causing them to move in varying patterns. If both the scatter elements are
from the EA system (false target elements), they move in unison since the
angle to each remains the same. If the scatter elements are at slightly differing
angles (as from a true HVU), they move at differing phase. This technique
will become more feasible as the Doppler resolution improves in the future.
This technique is examined in detail in the following chapter. Figure 4.21
illustrates the effect.

Doppler cells at range R

Goal = False Target at zero Doppler

Result of Missed pulses = multiple Doppler images

— m

Doppler cells at range R

Figure 4.20 Image artifacts resulting from missed pulses.
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Doppler versus Time for Scatter Elements at Two Ranges

A False Target True Target
N O, ]\ [,
_ A

A Time Time
N N, (N,
N N’

Time Time
Figure 4.21 Antenna probe technique.

4.2 Target Classification: Decoys

Another type of false target is designated as a passive false target or passive
decoy. A passive false target is generated via reflection. For example, the U.K.-
manufactured Rubber Duck consists of one or more floating platforms tethered
together. Each platform contains an array of one or more corner reflectors.
The goal is to generate a target with time-varying RCS in the manner of the
discussion of the previous section.

Attempts have been made to emulate HVU characteristics by adding
multiple distributed reflecting elements and by cabling multiple decoys in
tandem to achieve the proper length and width. The extent of the HVU in
the Doppler range array is discussed in detail in the following section. For
now, it is observed that the same characteristics as above can be utilized to
identify passive decoys, especially lag-1 correlation techniques.

The next figures illustrate the RCS measurements together with the
Lag-1 estimates, and the full autocorrelation function for typical ship targets
compared with a typical decoy. Passive false targets are much more correlated
from CPI to CPI than true ship targets. Figure 4.22 is the previous Lag-1
empirical data for ship targets and active EA generated false targets with the
empirical estimates from a passive decoy added as the triangles. It is seen that
the Lag-1 values of the RCS of the passive decoy are again significantly dif-
ferent from those of a ship target.

Figures 4.23 and 4.24 present empirical estimates of the full autocor-
relation functions for both passive targets and true targets. The differences
are obvious. In both the figures, the ship target RCS estimate is very close to
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Figure 4.22 Experimental results of Lag-1 estimates.
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Figure 4.23 Experimental results of correlation function estimates for a ship and a
decoy.

24 dBsm and is quite noisy. The passive decoy RCS estimate in Figure 4.23
is close to 24, but quite smooth (time correlated). In Figure 4.24, the RCS is
again smooth and a little high. The Lag-1 estimates for the ship targets are
always 0.2 or lower. The Lag-1 estimates for the passive decoys are about 0.6
or larger. As an illustration the figures contain a snapshot (1.3s) of the full
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Figure 4.24 Additional experimental results of correlation function estimates for ship
and decoy.

autocorrelation function estimate. The autocorrelation functions for the real
targets have the typical shape of a wideband random parameter. The same
functions for the decoys are typical of a narrow-band (correlated) parameter.

4.3 Target Classification: Chaff

Another classic passive false target decoy is chaff. Chaff has been used as an
EA to counter radar since the 1940s. Shortly after chaff was first introduced,
operators observing crude radar displays began to ascertain features to dis-
tinguish chaff from true targets.

Chaff can be easily distinguished by an ASM pulsed Doppler radar by
several of its characteristics. The first test for the true target is the RCS esti-
mate as discussed above. The RCS from naval chaff may exceed the RCS of
the HVU.

The second distinguishing features are the Doppler range image char-
acteristics. Smaller ships occupy a single pixel (range/Doppler cell) of the
modern ASM sensor, especially when viewed broad side. Many typical ASM
pulsed Doppler radars can resolve the HVU echo responses into multiple
range pixels. The HVU occupies several range cells even when viewed broad
side. The HVU image is said to have hotspots in the sense that there are
noncontiguous range cells that contain the highest RCS values. In addition,
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since the HV'U is basically a rigid body and the resolution of the ASM radar
in Doppler is rather coarse, all of the range echoes from the HVU occupy the
same Doppler cell values.

Shortly after launch the chaff cloud spreads to multiple range pixels.
As the chaff spreads, it is seen to have significant echo energy in the multiple
contiguous range cells. The manner of the spreading (because of initial condi-
tions and wind effects) causes the echoes in the contiguous range cells to be
at various Doppler values. Thus, the chaff cloud typically has a fairly uniform
response in multiple adjacent range cells, but at varying and somewhat ran-
dom Doppler values especially at higher sea states. The image characteristics
for real targets and chaff are illustrated in Figure 4.25.

Thus, a simple EP measure of chaff is to use range length and Dop-
pler length, where length is the extent of the various range or Doppler values
exceeding a threshold RCS value.

Figure 4.26 is an example of naval chaff being launched in close prox-
imity to the ship. In the top sequence, the chaff is seen to spread in range and
Doppler as it separates from the ship. The ship echo occupies a single Doppler
range cell. The two images on the bottom row show the chaff at a later time.
The chaff cloud has persisted for several minutes as it spreads and separates
from the ship. The ship (at a different portion of the Doppler range array) still
occupies a single cell.

This simple EP metric has been found to be very successful at identifying
the chaff target. Since chaff has been used for so long, many works have been
published to quantify these observations with a variety of more or less com-
plicated metrics. Several works authored by PRC personnel have introduced
various metrics and terminology that is being adopted by EW practitioners. For

Small Ship Target HVU Ship Target Chaff

I

v

Doppler Cells Range Cells

Figure 4.25 Image characteristics of ships and chaff.
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example, the array dimensions of Doppler and range are considered separately.
A random distribution of noncontiguous hot spots is termed sparse. Similarly,
a clumping of contiguous hotspots is termed dense [14]. These definitions are

combined with Table 4.2 to give Table 4.3

Chaff: 7 Doppler cells [vert] “ 21 range cells [hor]
- Ship and chaff easily resolved
- EP = Use of range length and Doppler length (Sparseness/Denseness)

e

Chaffandship =~ Chaff spreads as
resolved at launch separates from ship

Chaff continues to spread and
separates from ship

) ‘
"

Chaff-imaged on subsequent run: Range and Doppler characteristics of chaff and ship

-Note: Ship indicated by arrow
Figure 4.26 Chaff range/Doppler data.

Table 4.2
Image Lengths

Ship  HVU Chaff

Range length 0 >0 (distinct) 0 (contiguous)
Doppler length 0 0 (same) >0 (distinct)

Table 4.3
Image Characteristics

HVU Chaff

Range Sparse Dense
Doppler Dense Sparse
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Another way to view these definitions is to relate dense as indicating a
nonrandom selection of values and sparse as a truly random selection of values.
In the literature, these values are defined in the following manner. Observe
the echo amplitude values in one dimension (range or Doppler). Convert the
set of IV data values to either 0 or 1, depending on whether it is below or above
the median. Form the data subsets D, as in (4.53)

D, = {xk|for k=1,...n x, =0 if <median, else x, = 1} (4.53)

Let mpy = N/2 and let m, = number of 1s in the subset D,. The sparse dis-
crepancy is defined as

(4.54)

The mean of this parameter is compared with a threshold. It can be seen that
these are more or less measures of randomness when setting the median and
investigating the order of values in range and/or Doppler directions.

A second definition of sparseness is more intuitive. In this definition,
the sparseness 7 is the number of times the data in set Dy changes value. The
statistics of 7 is known

N+2

Mean(r) = 5 (4.55)
Var(r) = % : % 456)

A threshold and performance for this test can be modeled assuming a Gaussian
distribution. Examining these statistics for a small set illustrates the behavior.
Consider a random or sparse set (Set 1) and a nonrandom or dense set (Set 2)

Setl D, ={110,1,0,1,0,0,,0}  Sparse (4.57)
Set2 D, =10,0,1,1,1,11,0,0,0} Dense (4.58)

The results for these alternative definitions when applied to the hypothetical
data sets are shown in Table 4.4.
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Table 4.4
Alternative Definitions for Dense and Sparse Sets

Set1 Set2
Definition 1 0.1 0.13
Definition 2: r= 7 2

[Mean =6; Var =2.22]

An important note must be made when it is realized that chaff can be
easily distinguished from true targets. As emphasized before, the EW battle
occurs very quickly. This is especially true in the airborne EW battle and the
terminal phase of the naval battle with waves of ASM attacking the fleet.
Since it is relatively easy for the ASM processor to detect and reject the chaff, a
potentially useful EA strategy is to use a DRFM-based EA system to electroni-
cally generate what appears to be chaff at the true target (HVU) location in
Doppler and range. This will prompt the ASM to reject this cell region since
it has chaff characteristics instead of HV'U characteristics. This can afford the
fleet defense system valuable time during the terminal portion of the engage-
ment and enhance its capability to generate more likely false targets or decoys.

4.4 Dual Coherent Source EA

In the previous chapter, a model of a simple scatter element was proposed. For
a simple target, the measurements in the two receivers are

[—Zﬂi%] ) 2
2= A(R) e H]cosna)|gtw)) | 459
—ZWiﬂ}
A= ay®)-d 7 eod@rdrgr ) 2o,
(4.60)
+ icos(Zn(I))sin(an))(‘gg (l,l/)|) GPP]

It was noted that it is usual to form the monopulse ratio
A_. g (¥) ‘(nd)
—=itan(2nP)+ L " = j| — |y (4.601)
z gy) 4
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This ratio is the standard means used to estimate the angle off antenna bore
sight of the target scatter element for a phase monopulse system. It is ideally
a purely imaginary angle value plus an antenna term plus a noise term.

In the more general case, assume the target is composed of a multitude
of scatter elements extending L length in range and Wwidth in the azimuth
direction, as illustrated in Figure 4.27. Assume these terms are within the
same range Doppler cell. Each scatter element term in the two received signals
is designated with the subscript 4. The element of scatter amplitude 4, is at
location W, in azimuth relative to the nominal azimuth angle and R, + 6R,
in range relative to the nominal range.

The total return dominant terms can be approximated from the expres-
sions in the previous chapter with the following modifications. Let

w
5(I>k =ang, E (4.62)
d W,
ang, = 31 . Wk (4.63)
Zm'ZSR’f
terml = Eﬂk e A (2Q,%) (4.64)
26R,
term2 = 2 ‘Eﬂk 'ezmT '<Z|Qk|2> ‘ang, (4.65)

4 '(/) .

, \ . -L1  Extended Target:

’ - Scatter Elements

. y ¢ Within a Single

Doppler/Range Cell

v
ASM velocity
Figure 4.27 Extended target geometry.
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Thus, for an extended object the dominant expressions within a particular
range Doppler cell are

—Zm‘%]

T=¢ cos? (2 ®) - terml (4.66)
[—Zni%}

A=e¢ icos(2m®)sin(2wd) - term1

[ L O} (4.67)
+e A Jlcos*(2®) - term2

Adding receiver noise the monopulse ratio (after normalization) is approxi-
mately an angle term, a target width term, and a noise term

z = norm'%=iw+(a+iﬁ)+(ﬂ+ib) (4.68)

where
4+ ib = noise term (4.69)
o+ ip=ttemz W (4.70)

The standard monopulse noise terms are random variables with mean zero and
standard deviation (square root of the variance) proportional to the antenna
beam width and proportional to the square root of the inverse signal-to-noise
ratio. From [5, 6, 10]

(7]
202 = BW
V@ +8) = 15 ARR @7

For a pulse Doppler radar the radar range equation is

o

I)kaZA'ZNcoh O
4
RO

N Gy (k7 )BW - F L

(4.72)

From (4.71) and (4.72), it is seen that the receiver noise variance terms vary
as the range to the target to the fourth power. This term decreases rapidly
during the engagement.
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The additional noise-like terms (¢t + i3) result from the extended and
complex nature of the HVU and add an increasing (with decreasing range) com-
plex part to the monopulse measurements. The real part of this term is called
the Null Depth term and is commonly used to identify an extended target.

These additional noise-like terms are random variables with mean zero
and variance proportional to the square of the ratio of target width over the
range. This contribution to the monopulse measurement variance increases
as the inverse range squared during the engagement. The exact value of the
proportionality depends on the complex structure of the extended target
(HVU). As described in [1, 5], a good approximation is

Jlo? + B?) =ﬁ-0.2~% (4.73)

Thus, the monopulse measurements from an extended (HV'U) target have a
larger variance than the monopulse measurements from point targets. And
the variance difference between a real HVU and a false target increases with
decreasing range.

Typical values for the monopulse variance can be estimated for a stan-
dard ASM pulse Doppler radar sensor used throughout this work. Figure
4.28 illustrates the expected performance. At long range the monopulse vari-
ance for both the targets cannot be readily distinguished. By a closing range
of about 15 km, the difference between the variances is greater than 6 dB in
magnitude and is readily distinguished.

-10}- ' ' ' |
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58 10 20 30 4IO 20 ”
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Figure 4.28 Monopulse variance as a target discriminant.
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Figures 4.29 and 4.30 illustrate some test data showing the ability to
discriminate ships from decoys using the monopulse variance. Figure 4.29
contains several test runs of ship data and several runs with DRFM-based EA
false targets. Dashed lines have been added to qualitatively indicate the trends.

The same data has been presented in Figure 4.30. In addition, data from
a passive decoy has been included. It is seen that the decoy variance appears
to be more realistic than the DRFM-based EA false targets. This is expected,
since the passive decoy consists of more than one scatter element while the
EA false target is generated by a point source.

To counter this EP technique from an EA jamming system requires the
capability to generate deceptive angular measurements against a monopulse
radar. The usual way to generate angular deception against a monopulse radar
and, thus, simulate these statistics from a jamming source is with DCS jam-
ming techniques [4, 5, 15]. These jamming systems can be retrodirective or
other variations, but must include two coherently controlled sources.

The outputs of the two EA transceivers for a retrodirective EA system
are proportional (amplitude and phase) to the signals received in the opposite
channel. Assume that the output of antenna 2 is proportional to amplitude

Monopulse Variance Estimates Data

] @ = Shipin Track

-+ =False Targetin Track

10 12

Range (nmi)

Figure 4.29 Monopulse variance as a target discriminant of an active decoy.
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Monopulse Variance Estimates Data

6
5 ° @® =ShipinTrack
4 =False Target in Track

4 A\ =DecoyinTrack
3 ®
2
1
0

0 10 12

Range (nm)

Figure 4.30 Monopulse variance as a target discriminant of an active or passive
decoy.

(@) times the time history received at antenna 1. The output of antenna 1 is
proportional to complex amplitude (22) times the input of antenna 2.

From the previous chapter, assume the signal is received at the two EA
antennas and resent as shown in Figure 4.31. From the definition of DCS EA
and the control parameter (z) the total EA transmit signal is

"
+* 2 ¥ Retro-directive DCS EA

4
/

ASM RF antenna R,’

/
/7
4
, Y
// ’,7
’ -
P ¢
4 -
ite v

ASM velocity
Figure 4.31 Retrodirective DCS EA.
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0
argl= [+t + 2 C‘;f(q’) ! C‘;f( ) -% “.74)

)-az- [<2|Z>cos(27r argl)cos(2®@) — (2|A)sin(2margl)sin (27‘[@)]

(4.75)
+2)-a- [<I|Z> cos(2mwargl)cos(2n®) — <1|A>sin(ZEargl)sin(Zﬂ(D)]

Again modifying the previous formulas, the two ASM received signals are

27 ( B+ £,T) 2y
E:A](R)e{ { " H[cosZ(zncb){z-<z|1><z|z>+<):|z><1|z>}

~ sin® (20) [z - (AIX2|A) + (AR1IAY)
+icos(2m®)sin (2 D)
(2 CAILX2IZ) + 2 - (Z)2|A) + (ARXIZ) + (Z[2)(1|A)) ]
(4.76)
A=4, (R)im{(ﬁwmpAIH[COSZ(zn@){z (AIYIE) + (AR}
~ sin® (20) [z - (SJIX2IA) + (ZXIAY)
+ icos(2m®)sin(27dP)
(2 CSIX2IZ) + 2 (AINIAY + (SXIE) + CARXIIAY)
4.77)

These equations can be adapted to noise jamming or false-target generation
via the phase of the exponential term, and they can be adapted to the various
DCS configurations. Some common configurations are listed in Table 4.5.

Table 4.5
DCS EA Configurations
DCS EA Antennas
Cross-polarization Colocated; orthogonal polarizations
Cross-eye Offset angles; identical polarizations
Double-cross Offset angles; orthogonal polarizations
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To gain insight into the EA, assume only the dominant terms for false-
target generation. For simplicity, assume that the various antenna gains are
real. To generate a false target at zero Doppler

2R
27 bep—T]

I=4, (R)e “cos’ (2 @) (z +1) - (=)2|Z) (4.78)

2R
27 ﬁcbp—T]

A=A,(Re [cos* 2m®@){z - (AN2|Z) + (2| AX1Z)} 479
+icos(2®)sin (27®@)({z + 1} - (1=)(2[2))]
After some algebra the monopulse ratio is
%=W+z’V=I/VO+z'VO+:—z-(a+i[3) (4.80)
W,+iV, = itan(2n¢)+0.5-[%+%§§] (4.81)
o+ if) =05 A _(24)
~0.5-(a+if)=0.5 ) <2|2>} (4.82)

For the sample case of phase monopulse, the terms of interest correspond
to the imaginary part of the ratio or the value of V. Consider this value and
the magnitude of the X channel signal from (4.78). Shifting the coordinate
system in the space of the complex, monopulse control parameter gives the
following results:

z=-1+x+iy (4.83)
yoy B, Bi-o (4.84)
0 2 x2+y2

5] = 4,(R)-[(UZ)2IZ)| - cos’ (27®) -, [+ ) (4.85)

P, ~a* 'sz‘+2'Re(z)+l] (4.86)
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It is useful to examine the monopulse response in the z-plane to gain some
intuitive understanding of DCS jamming. Consider first the X channel power.
The first observation is that constant power corresponds to circles in the
z-plane if a (or A) is fixed. If the outputs from both the ports are less than
the maximum, constant amplitudes in the X channel are circles centered on

z=-1 (4.87)

Generally, the EA signal needs to be maximized by maximizing the output
power from either transceiver 1 or 2. From the definitions, if transceiver 2
is maximized, then the magnitude of z must be less than or equal to 1. This
corresponds to inside the unit circle in the z-plane. These circles are centered
onz=-1.

Similarly, if transceiver 1 is maximized, then the product 4z is limited.
This corresponds to the region outside of the unit circle in the z-plane. The
loci in this case are larger radius circles centered at various points on the real
axis. Figure 4.32 qualitatively indicates the results. It is important to note that
the Z-channel power is the maximum at z = +1 and the minimum (zero) at
the complex pole of the ratio at z = —1. It is important to note that there is a
region around this pole where the total power is insufficient to evoke a sen-
sor response, because the signal level is too low and will be rejected by simple
ASM system EP.

With this understanding, it is now useful to examine the monopulse
ratio response in the z-plane. Define Cas

Z-plane

Unit Circle

Constant X Amplitude

Figure 4.32 Loci of constant Z-channel level.
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C=V—VO+§ (4.88)
The ratio of interest is then
c-Pr-o (4.89)
Xty

This expression has two possible solutions for values of C
y=g~x C=0 (4.90)
C %0 4.91)

(6] e =P

First, examine the expression defining the parameter C. The primary inter-
est is in the sensor response to EA in estimating the target angle relative to
bore sight via the parameter V. As the EA is varied via jamming controls x
and y, Vis altered. The normal monopulse response (with no jamming) to a
target at this angle is V. For small angles, V} is the standard measurement
S-curve as shown in Figure 4.33. This occurs at C = /2. If C increases then

v I V=V,; C=5/2

/

\ 4

Figure 4.33 Monopulse response S-curve.

C<=-\y +p/2
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the monopulse response is stronger, but has the same sense. As C decreases,
the response (V) eventually becomes zero and then reverses sense. When the
curve reverses sense, the monopulse measurement relates that the target is in
the opposite direction from bore sight from its true direction. These cases are
illustrated in Figure 4.33.

Now the structure of the monopulse ratio response function in the
z-plane can be illustrated. Figure 4.34 shows the key features for arbitrary
values of & and 3. The actual values depend on specifics of the EA system
antennas and geometry.

In this figure, regions of interest are from the previous figure showing
loci of constant amplitude in the X channel. Close to the monopulse ratio
singularity, there is a region with insufficient power to be accepted by the
sensor processing. (The maximum power is at z = +1.) As drawn, there are
regions (shaded) where the monopulse response has been reversed (null rings).
Eventually, these regions become correct sensing (labeled beacon rings). There
are beacon rings on the opposite side of the singularity. The beacon to the
right of the singularity and the repulsion to the left are the largest monopulse
ratio values.

For example, Figure 4.35 illustrates the behavior of the monopulse mea-
surement along the dashed straight line in the figure. Far from the singularity,
the response is the normal response for a target at a particular angle off the
antenna bore sight. Coming from the right-hand side, the magnitude of the

Z-plane

Beacon Rings

Y=—{a/B)X

Null Rings

Constant X Amplitude Unit Circle

Y=(Bla)X

Figure 4.34 Monopulse response ratio in the z-plane.
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ratio maintains its sense and increases. Just before the singularity the mag-
nitude is very large (strong beacon). On the opposite side of the singularity
the ratio is very large, but of the opposite sense (sign) indicating very strong
induced angle error. Recall, however, that in the vicinity of the singularity
the magnitude of the return in the X channel is very small. Continuing to the
left, the sense of the monopulse ratio changes sign and again has the correct
sense (beaconing response).

This understanding of DCS EA can assist in the task of interest. There
are several DCS techniques to induce artificially large variance in the ASM
target angle estimate. One technique is to set controls far enough from the
singularity to register a measurement and then oscillate between beacon (just
outside of the null rings) and repulsion (inside null rings). Another method
would be to generate a pattern of z that circles the pole in the z-plane. A small
enough circle ensures variations between strong beacon and strong repulsion.

For the illustration thus far, a retrodirective cross-polarization DCS EA
system is considered. It has been assumed that the polarizations of the two
EA source antennas are orthogonal. By definition

(2)=¢f" el +&" g5 =0 (4.92)
An often employed alternative method is to set the single EA antenna near to

a cross-polarization state of the ASM antenna polarization (assumed known)
and to mechanically oscillate the antenna by a small angular amount. This

Monopulse Ratio; Imaginary Part

n

~ | T

Y=—lalpX

Z=-1

Figure 4.35 Example of monopulse ratio along a line in the z-plane.
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hopefully has the effect of moving the EA response between null ring regions
and beacon response regions.

Classically, it has been claimed that particular antennas are not vulnerable
to cross-polarization EA. Several comments relative to cross-polarization EA are
therefore appropriate. Any antenna viewed through an acrodynamic dielectric
radome has polarization patterns near bore sight that resemble (qualitatively
and quantitatively) the patterns of a standard parabolic antenna [15-18]. This
statement is true for both transmit and receive patterns via reciprocity. These
patterns are qualitatively illustrated in Figure 4.36. The plus and minus signs
indicate the phase polarity relative to the phase of the X pattern on bore sight.

Thus, the pointing direction of the antenna can be manipulated via
this vulnerability to cross-polarization EA. Rapidly changing from beacon
to opposite sense (repulsion) can generate an artificially large variance of the
ASM measure of monopulse ratio.

In addition to generating enhanced variance of the monopulse estimate,
the hypothesis that the ASM sensor is tracking a false target can be measured
via a modified jog detection (at the EA system) synchronized with the EA.
This approach to probing the ASM sensor was tested during an Advanced
Technology Demonstration in 1990. For example, mechanically oscillating
the EA antenna at 5 Hz, if successful in deceiving the ASM system should
induce a 5-Hz oscillation in the ASM antenna if the ASM is tracking the false
target. (Of course, this oscillation may be mitigated by the antenna servo time
constant for a sluggish servo system.)

Polarization —p n

Aaz @

Figure 4.36 Parabolic antenna polarization patterns near bore sight.
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This oscillation is a manifestation of the larger variance of the ASM
monopulse measurements, and it is a means to probe the ASM system for EA
effectiveness monitoring. The task for the EA system is to measure the effects
of this oscillation via amplitude and/or polarization measurements. Figure
4.37 illustrates the polarization ratio of the ASM antenna (as viewed through
the radome) along a typical azimuth of the ASM antenna.

To summarize if a false target is generated to seduce the track gates from
the target, the BFD technique alerts the sensor processor to this possibility. At
this point, the nonphysical pull on the tracking gates can be blocked. If false
targets are generated (active or passive) they must have realistic RCS magnitude
(or mean). Also, the RCS measurements must decorrelate from CPI to CPI
or the false target can be distinguished from a real target by a rapid estimate
of the Lag-1 value of the autocorrelation function.

The statistics of the monopulse measurement from a real target are dis-
tinguishable from those of an EA generated false target. A common technique
is to measure the real part of the monopulse ratio. Another technique is to
estimate the variance of the monopulse measurement. At shorter ranges (less
than 10 to 12 nmi), the monopulse variance for a false target must increase to
adequately mimic the statistics of an extended target. Several means exist to
mimic these statistics. However, since the ASM sensor only accepts measure-
ments from sizable targets (proper RCS), these EA techniques may be distin-
guished as well since the angular estimate statistic is strongly synchronized
with RCS statistics.

Polarization — p n

Polarization ratio along dashed line

\ / Azimuth angle

Figure 4.37 Example of ASM antenna polarization for fixed elevation.
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If multiple false targets are generated via a DRFM-based EA, the vari-

ous parameters of the targets must not be correlated with each other. And
finally, a coarse (in range and Doppler resolutions) pulse Doppler radar seeker
can adequately detect enough structure of the HVU in range and Doppler to
distinguish the HVU from other ships as well as from chaff.
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LPI Radar EP Waveforms

In this chapter, several EP-specific classes of ASM radar waveforms are
described. The radar waveform is designed to provide the optimal estimates
of needed guidance parameters with minimum vulnerability to EA. The mod-
ern ASM radar sensor is coherent pulsed Doppler radar utilizing LPI wave-
forms. The modern radar can readily detect targets and measure the required
guidance parameters. The EW battle is an information battle focusing on the
target classification task. Multiple target features are measured specifically
for the purpose of reliable target classification. In the previous chapter, tar-
get features generally associated with the physical nature of the target were
discussed as a means to distinguish deceptive targets from real targets. The
waveforms described in this chapter are specifically designed to enhance the
ASM capability to identify the correct target when in an environment with
deliberate EA.

In the standard hardware configuration for LPI radar, first the ASM
radar receivers collect digital samples. Then the sensor performs coherent pulse
compression and finally coherent Doppler processing. These data samples are
then processed with rapid DSP algorithms. The modern ASM radar makes

163
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use of advanced technological microwave components that make possible the
development of sophisticated waveforms that provide the necessary guidance
information while deliberately making the correct target more readily identi-
fiable in the EA environment.

In the first section of this chapter, several aspects of the waveform pulse
compression codes are examined for the purpose of enhanced target classi-
fication. An obvious technique is to randomize the codes from one pulse to
another within a single coherent processing interval. This makes it impossible
to generate proper false targets at ranges less than that of the EA platform or
even at longer ranges that are close to the platform range based on the code
length. This makes it impossible to generate adequate false target EA that com-
petes with the ship echo as a viable target from onboard that ship. Rather the
EA must be placed on a platform at a much shorter range in the direction of
the threat ASM. This requires an attack alert significantly prior to the attack
and also the means to communicate with the platform. The special case of a
LEFM waveform is examined. In this case, a particular means of generating a
target in front of the EA platform is examined that is based on understand-
ing the ASM DSP.

In the second section, a stepped frequency waveform is examined. This
waveform is utilized to deliberately enhance the characteristics of an extended
target in contrast to the features of a false target. This makes clear the concept
of deliberately generating waveforms for the purpose of probing the target
for classification information via the EW signal processing. This technique is
developed by People’s Republic of China (PRC) engineers in a series of pub-
lications. Also, a variation of this technique is detailed in a patent granted to
an ASM engineer from the Soviet Union in the 1990s.

Exploiting the modern microwave components and the sophisticated
signal processing, it is now feasible to generate multiple variations of transmit
waveforms during the same CPI to further confound the EA system. This
technique is discussed relative to a combination of sequential waveforms into
a single waveform that can be processed in a variety of ways based on the real-
time progression of the attack scenario.

In the final section, the impact of ASM motions generated ostensibly
to confound kinetic defensive weapons fire control systems is shown to be
useful for EP. The ASM terminal phase weave maneuver is shown to induce
radar signal processing effects in a manner that again enhances the charac-
teristics of an extended naval target. This is another example of deliberate
actions for the purpose of countering EA and for the purpose of enhanced
target classification.
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51 Coded Waveforms EP

The pulse compression codes utilized by the various ASM radar sensors include
many of the standard phase and frequency codes such as Barker codes and
LEM or chirp. Pulse compression is used to provide a finer range resolution in
the range swath of interest, while using a wider pulse in time (tens of micro-
seconds) at low peak energy (hundreds of Watts). The typical range resolution
of present ASM radar is 10 to 30m. A typical PW can be as short as 1 us or
as long as 300 us. More than adequate detection of naval targets can thus
be achieved with a peak power of several 100W or even less than 100W. The
result of these techniques is sufficient range resolution and adequate total
energy for detection with an LPI transmit signal that is difficult for the EA
system to detect [1, 2].

As described in Chapter 2, consider a phase coded signal. Define a nar-
row fixed frequency pulse with a range resolution of 30m or

PW =0.2 usec (5.1)

The transmit signal is represented as [for time within (-PW,/2, PW,/2)]
sy, (2) = socos[Zﬂ:(th + (1)”)] (5.2)

The received signal (X or A) complex amplitude for pulse p of the CPl is (after
radar processing and coherent digital sampling of the narrow pulse)

. Zm‘(—ﬁ)
Se (P) = 6,277,'1(/3<I>+fDT)p e A G270, (5.3)

As before, the radar transmits /V of these contiguous subpulses as a single
long pulse of PW

PW = N -PW, (5.4)

From (2.73) and (2.81), the time samples (equivalently the range samples)
are processed via the matched filter for pulse p developed from the known
transmit pulse. (For illustrative purposes, the matched filter is centered on a
nominal range cell or time sample.)

-2
"

h”(p)=s;(_”)(p)=e n=

NN
s (5.5)
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2,(2)= sz, (2) b, (p) (5.6)

The radar processor uses the known coded sequence of the phases (®,) to
combine the /V subpulses via the known coherent matched filter as

2, (2) = Dosg, (p) - €70 (5.7)

The resulting peak value is (neglecting any straddle losses) approximately

2mi(BD+ f,)p ezm(_%) (5.8)

Xo(p)= N5 -e
After this range compression the complex sample has amplitude increased by
the multiplicative factor Nand the identical phase and range resolution of each
of the subpulses. For each transmit pulse, samples are collected and pulse com-
pression processing is implemented to generate the array of range samples for
each pulse. The standard procedure is to next complete the Doppler matched
filter processing of the array of range time data for the P pulses. After the last
pulse of the CPI is processed in this manner the pulse compression outputs
are Fourier transformed to develop the Doppler range array.

However, the range compression and the Doppler processing are inde-
pendent linear processes. As long as coherency is maintained from pulse to
pulse the Doppler result is not dependent on the particular phase shift key
(PSK) code used. Suppose the ASM radar sensor controller contains the iden-
tical long PSK code with /V chips (V> 30), but with each code starting at the
subsequent chip of the original code. Thus, N different codes with identical
gain response but perhaps varying side lobe structure are available. As a simple
illustration, consider the seven codes beginning with the 7-chip Barker code
as listed in Table 5.1.

Each of these codes has the exact same range gain response, leading
to samples like the samples represented in (5.8). Suppose the radar sensor
randomly chooses the phase code number for a particular pulse p of the CPI
from this table. The full Doppler range processing in the primary cell will not
be degraded or altered, except maybe the subtleties of the range side lobes.

The DRFM-based EA system may attempt to capture this LPI signal
and repeat a single seduction false target. Or the EA system may repeat many
false targets at various ranges and Doppler values in an attempt to confuse
the ASM sensor target classification task. Assume that the ASM goal is to
attack a target ship within a range swath of several kilometers. To achieve a



LPI Radar EP Waveforms 167

30m range resolution the ASM radar generates a phase coded pulse with 30 or
more chips of duration 0.2 s for a PW of greater than 15 us. Thus, the ASM
transmit PW corresponds to a range extent of over 2 km, and any particular
pulse can use any one of over 30 random code sequences [3].

For the DRFM-based EA system to copy and then retransmit the correct
code requires that the false target be over 2 km behind the EA platform. Even
if the EA system knows the general character of the LPI codes, any closer false
target generated with an arbitrary code number will probably use the incorrect
code. The use of the incorrect code will result in the false target being severely
degraded upon coherent processing in the radar processor.

Thus, while false targets can be generated at a much longer range than
that of the EA platform, the EA platform will be the closest viable target. For
the example described, all of the viable false targets must be greater than 1
nmi behind the EA platform.

As a simple illustration the codes from Table 5.1 were used. Figure 5.1
illustrates the true range filter response for a single pulse, assuming the radar
transmits and receives code #1: the Barker Code. The figure shows the ampli-
tude maximum in range cell 0 and several range filter side lobes about 17 dB
lower at nearby range cells.

Next, it is assumed that the radar transmits a CPI sequence of just four
pulses. The radar uses codes #2, #4, #6, and #3. The solid line in Figure 5.2
is the amplitude response at the target range and for the neighboring range
cells for this CPI sequence. Again, the range filter side lobes are about 17 dB
below the peak value. It is assumed that the EA system generates a false target
using code #1 for all four pulses in the CPI. The range filter response of the
false target as processed by the radar signal processor is shown as the dashed
line in the figure. It is seen that for this simple example the entire false-target

Table 5.1

7-Chip Barker Code Variants
Code Number Code Sequence
#1 +t+——+-
#2 ++——+—+
#3 +——+—++
#4 ——+—t+++
#5 —+—+++-
#6 t—t+++——
#1 —+++—+
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Figure 5.1 Simplistic filter response for 7-chip Barker code.

response is 17 dB below the true target response. (It is assumed that both
the true target and the false target have 0-kts radial speed for this example.)
Mismatching the codes significantly degrades the total response. The
result is more significant for a realistic sequence consisting of a longer range
code (30+ chips) and a longer CPI (16+ pulses). This EP technique is to trans-
mit a random time sequence of long LPI range coded pulses during the CPL
Another aspect of false targets was discussed in the previous chapter.
If the EA system attempts to generate a false target for a complicated pulse
compression code sequence, it is expected that it will miss one or more of
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Figure 5.2 Filter response: 4 random 7-chip codes versus false target.
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the pulses. If one or more pulses in the CPI are omitted in the CPI, multiple
weak targets are generated at the same range, but at different Doppler filters.
For example, a target at 0 kts would have identical phase for each pulse. If
only every other pulse is received by the ASM radar, this is equivalent to two
targets of differing phase history. Thus, when a target is detected the ASM
signal processor inspects the returns at different Doppler filters at this par-
ticular range. The existence of several weak targets at the same range but with
different radial speed (Doppler) is characteristic of false targets with missing
pulses. This is illustrated in Figure 5.3.

Thus, when using a waveform with randomized pulse compression code
the closest target in the range swath is typically the correct target of all the
targets. In addition, Doppler ghost images for a single range cell are an indi-
cation of the EA system missing pulses, that is, false targets.

If the ASM radar employs an LFM code on the transmit pulses, the EA
system may exploit this pulse compression code to generate short-range false
targets. First, consider the LFM code for a static situation. The transmit pulse is

( fm_)} ta[ﬂﬂ] 59

S (t) =5, Cos > > >

The parameter 7 relates the PW to the BW as

_BW

- 5.10
”= o (5.10)

L1 [ [

I_‘ Two pulses missing of false target
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T Four identical pulse returns of true target
+
|

v

Two pulses missing =
Two different phase sequences of weak targets

(1] [+] [1] [£]
ES| =1 E| [=] >

Time

A

v

Figure 5.3 Sequence with missing pulses.
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The instantaneous frequency of the modulation waveform is
f()=f,+mt (5.11)

After complex processing in the receiver the match filter for this transmit
signal is

PW/2

2= [ dixy(0) 26— 1) (5.12)
-PW/2
_Zm,‘m(t—‘r)2 _2m,~m(tz—2!7:+7:z)
Apt-T)=e 2 = 2 (5.13)

The echo from a stationary object at range R, is

4]
sp(t) = s cos 21 fo(t—%)+7c (5.14)

After processing in the radar receiver the complex received signal is
2R, m(zﬁ) 2R, [
f“( ¢ ) ¢ ( ¢ )t].ezn( 2 ) (5.15)

Using (5.12), (5.13), and (5.15), it is seen that the matched filter output is a
sinc function. With (5.10), the result peaks at range R, and is

TBW - (‘L’ - ﬂ)] (5.16)

27t
xp(t)=15"¢

27
ce

x(t)=K -sinc

[

In reality, the ASM platform is moving at high speed and the ship target may
also be moving. In this work, it is assumed that the transmit frequency is
offset to correct for the Doppler resulting from this ASM platform motion.
Equation (5.9) becomes

sp(8) =5, cos{Zn

(ﬂ+&y+%§” (5.17)
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5 = f- Zzzcos()/) (5.18)
The range to the target is now time-varying
R(t) = R, —vcos(Q)t — v, cos(@T)t (5.19)

These geometry and dynamics variables were defined previously. The defining
figure is repeated as Figure 5.4.
The echo signal is now

_2R()Y
so(2) =5 cos |2 (f0+6f)(z‘—2R(t))+ m(t i Ct ) (5.20)

At this point, there are many terms that contribute to the match filter inte-
gration. Most of the terms do not depend on the integration variable z. There
are several terms that are identical except for the scale f; or 8f. Since f; is in
gigahertz and 6fis in megahertz or less, the corresponding 8f terms can be
neglected. Proceeding in this manner, the dominant terms that contribute to
the integrand result in a correction to (5.16) for the dynamic case

%(1) =K -sinc

nBW - (T—% fOB\W{ (cos(p—cos}/)+2%c059 })l

(5.21)
Target velocity
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Figure 5.4 ASM and target geometry variables.
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Thus the dynamics of the geometry introduces a range offset. This is a well-
known property of the LFM ambiguity function [1-3]. This range error is of
the order of

AR = f, 'II;—XIV'U -sinYy - siny (5.22)

Assume f; is about 10 GHz. Assuming the LFM PW of about 10 us, a BW of
tens of megahertz, and an ASM closing speed of Mach 3 gives a range error
of the order of 0.01m.

At this point, consider the return from a false target generated by a
DRFM-based EA system that deliberately adds a false Doppler shift of mag-
nitude Afto the false target using the standard narrowband approximation.
The false target echo replaces (5.20) with

(5.23)

SR(Z')=51COS 2T (fo +6f+Af)(t—2R(t))+

c
This term again alters the output of the match filter. Neglecting the term

from the dynamics illustrated in (5.21) and (5.22), the match filter output
is approximately

x(t)=K *sinc

nBW-(T—@+Af~II;—§VV)] (5.24)

Using (2.111) and the result in (5.24), the measured range of this false target
is now

R=RO—Af-52'§§VV=RO-Af-PW-6R (5.25)

As an example assuming a range resolution of about 30m and a PW of 20 s,
the range expression for Afin hertz gives

R=~R,—Af-6x107*m (5.26)

Thus, an offset frequency (Af) of about 500 kHz added to the false target will
make the false target appear to be about 300m in front (shorter range) of the
platform, even though it is generated after reception in the EA system. The
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range estimate is the result of the corrupted range filtering performed by the
ASM DSP. This is illustrated in Figure 5.5.

If the ASM seeker radar transmits an LFM coded LPI waveform, it is
feasible for the DRFM-based EA system to generate a false target that artifi-
cially appears at a closer range than the platform by transmitting a signal with
the properly offset frequency. Whether the false target is at a shorter range
or longer range depends on the frequency shift sign being coordinated with
the slope of the LEM (increasing or decreasing). To properly engage in the
modern EW battle requires the EW engineer to fully understand the subtle
features of the signal processing.

5.2 Stepped Waveforms EP

In Chapter 3 the mathematical model for a simple true target was developed,
and the model for a simple false target was also developed. In Chapter 4, the
model for an extended target consisting of many scatter elements was devel-
oped. It was shown that the RCS statistics of a true target can be distinguished
from that of a simple false target. Also, the statistics of the monopulse ratio
for a false target and an extended target were compared. During the previ-
ous discussion, it was shown that varying the carrier frequency is a standard
radar technique for enhancing the RCS time variation of an extended or
complex target.

Another well-known technique to enhance the distinguishing features
of an extended target from the features of a false target is to utilize a stepped

== EA Platform
3
“7~" False Target

/
4

ASM antenna /7
/
//
RN
,/ ’,7
/ /’
rd

7 . ¢
/’,” > Y

v
ASM velocity

Figure 5.5 Technique to generate false target short-range estimate.
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frequency waveform. Stepped frequency waveforms can be efficiently used to
develop a range profile of a complex target [2, 4-6].

In addition, a stepped frequency waveform can be used as a target clas-
sification probe EP. In the previous derivation, a simple transmit waveform
was utilized with transmit frequency from (3.62)

fr=1+0f (5.27)
The following parameters were defined in Chapter 3 and are repeated here
PRI=T (5.28)
—2vcosy

Of =——— (5.29)
A

B —4vT siny (5.30)
A

fD _ 20, cosO,. (5.31)
A

o= in(y) (5.32)

T WV '

The variable in (5.29) is the offset of the transmit frequency from the receiver
nominal carrier frequency used to correct for platform-induced Doppler along
the antenna direction. The variable in (5.30) is a dimensionless variable rep-
resenting ASM platform speed orthogonal to antenna pointing. The variable
in (5.31) represents the target radial speed portion of the Doppler frequency.
The variable in (5.32) represents the angle of the scatter element relative to
the antenna bore sight.

The dominant target scatter element echo portion of the RF processing
output at the analog to digital converter for pulse p for the X channel is

zm{(ﬁdHfDT)P‘%H cos> (277:(1)) (5.33)

2, =A,(R)e
This expression was used in Chapter 4 to show the result for the full target
return as (4.63). The scatter element RCS is absorbed into the amplitude defi-
nition. While the RCS is random from one CPI to the next, it is generally



LPI Radar EP Waveforms 175

confined to a single Doppler range cell. With this assumption, the dominant
term is

| 2R
3 = APBRSTr TH cos*(2nd)-

T

Zm‘%
Eﬂk e A ) (5.34)

Approximately

2

(Ados £ il
X =4, L FHPOS TN L T cos* (2 ®) (5.35)

Similarly, the return from a false target (¥) from a DRFM-based EA system
or from a passive decoy is represented as

| R
S, =4, L 2FBST)r ., 7 cos’ (2nd) (5.36)

From the discussion in Chapter 2, the discrete Fourier transform Doppler
processing applied to (5.35) or (5.36) results in a sinc function filter output
(assuming no filter weighting function) for Doppler cell 7

2
2707 £,

S=Ad-¢  * -cos’(2n®)- sinc{ﬂ:[(ﬂq)+ fDT)P - m]} (5.37)

The Doppler frequency and the frequency resolution are

() T
p, PO 539
1
AFD = ﬁ (5.39)

Again, the Doppler resolution is the inverse of the total CPI integration time.
Returning to the previous derivation, assume that the transmit frequency
for pulse p of a particular CPI of P pulses stepped in frequency and is

fry= Lot +peAf (5.40)

Comparing the result from the prior derivation, the new result for a target
scatter element £ is
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240fR,

‘ j_ZQIEIVHCOSZ(Zﬂ:(I)) (5.41)

T, =4, (R)im{(ﬁw”T_

Summing over the multiple scatter elements gives the final result. The time
delay to the sample gives the nominal range to the standard range cell. In
(5.33) and (5.34), the pulse dependent portion did not depend on the indi-
vidual scatter element range. The result of the Doppler processing was a peak
amplitude in a single (wide in range) range/Doppler cell representing the
complex RCS of the target. The RCS measurement in this single cell was
examined in Chapter 4.

With the stepped frequency, the Doppler filter cells at this range now
represent the angle off bore sight, the true target Doppler, and information
about the range profile of the target. At this poing, it is customary to evaluate
the size of the frequency step and the relation to the size of the target for the
purpose of obtaining an accurate range profile. For the single scatter element,
the result of Doppler processing gives the following equation corresponding

to (5.37):

28R
YS=Ad-¢  * -cos*(2nd)

sinc{ 7 ﬁ¢+ﬂg>zyx& P—m
( -

The frequency and resolution are as above in (5.38) and (5.39) with the addi-
tional term

(5.42)

2Af - R
ﬂ¢+ﬂj——i—i
F = 4

D T (5.43)

The portion of this frequency corresponding to the scatter element range gives
a range resolution

c

AR=———
2% PxAf

(5.44)

This is the same expression for range resolution as before with the BW cor-
responding to the frequency range of the stepped waveform

BW =P-Af (5.45)
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Assume the step is 5 MHz and P = 64 for a total BW of 320 MHz. Then the
range resolution of the Doppler filters is about 0.5m and the full coverage of
the 64 cells is about 32m. This choice of parameters will cause the ship tar-
get range profile to suffer from significant aliasing, since the range is many
kilometers. However, the result is a response for the true target in the several
Doppler cells at this range. To summarize, the response for a true target with
a fixed frequency waveform peaks in a single Doppler range cell while the
response with a stepped waveform smears over many of the Doppler cells
within this range cell.

However, the goal for the ASM sensor is not to achieve an accurate range
profile, but rather to enhance the difference between a false (point) target
and a true (extended) target. The expression for the receiver output for a false
target is the same as (5.42)

2R,
S =Ad-¢ * -cos’(2nd
r (2n®) (5.46)

. sinc{n{( BO+ f,T - ZAffRF)P - m}}

The difference is that this is the full return for the false target coming entirely
from a single range and angle. Proceeding as above, if the waveform is a fixed
frequency, the response is in a single Doppler range cell. If the waveform is a
stepped frequency the meaning of the Doppler range cells is confounded, but
the response is still in a single Doppler range cell.

Figures 5.6 and 5.7 represent the results of a simple simulation. Assume
the ASM radar uses a fixed frequency waveform shown at the top of Figure
5.6. (The figure shows four pulses for illustration purposes.) A simulation was
run with a target consisting of four scatter elements and a simple false target
of the same total RCS. Both the targets are at 0-kts radial velocity. Figure 5.7
illustrates the Doppler processing output for both the false (point) target and
for the ship HVU target for the fixed frequency waveform (top row). It is seen
that the outputs are identical.

It is now assumed that the ASM radar uses a simple stepped frequency
waveform as illustrated at the bottom of Figure 5.6. (Again, only four pulses
are shown.) For the simulation, the frequency step level is 5 MHz and the CPI
consists of 16 pulses. Figure 5.7 shows the Doppler processing result for the
two simple targets in the bottom row. The peak for the false (point) target is of
the same magnitude as before but falls in a different Doppler cell as expected.
While the targets have exactly the same total RCS, the true target consisting



178 Electronic Warfare Signal Processing

A
X

Fixed CPI bocpl
Frequency m ;
| | | [ R
Time ;
Stepped CPI - CPI
Frequency |'| |-| |-| ': I-l |'|
! Time :

Figure 5.6 Alternating complex EP probe waveforms.
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Figure 5.7 True targetversus false target responses.

of four scatter elements at slightly differing ranges presents a response consist-
ing of four individual peaks each of much less magnitude than the total RCS
for the fixed frequency waveform.

As seen, the false target response occupies a single Doppler range cell
with either waveform albeit at a different Doppler cell. However, if the true
target is detected with the fixed waveform and then interrogated with the
stepped waveform, the image smears over multiple cells representing an aliased
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high-resolution range profile. Thus, the waveform stimulates information to
more clearly identify distinguishing features between the true targets and
false targets. Many papers have been published by PRC personnel and others
exploring these and related techniques [7-9].

Thus far the fixed frequency waveform and the stepped frequency wave-
form have been considered to be utilized in distinct CPIs. An interesting
method can be proposed to further confound the EA system. With modern
microwave technology, it is feasible to generate both transmit waveforms dur-
ing the same CPI. As the transmit pulses are generated, a device such as an
inexpensive direct digital synthesis can be used to create a fixed frequency pulse
contiguous with a stepped frequency pulse sequence in the manner illustrated
in Figure 5.8. (This should be compared with Figure 5.6.)

If the entire stepped sequence is at a frequency band distinct from the
fixed frequency, the ASM radar receiver can be set to process either of the
waveforms as before while transmitting both waveforms during the same
CPI. This will further confound the EA system. Depending on the EA sys-
tem processing, it is possible that the EA system will tune its system using
an instantaneous frequency measurement (IFM) receiver. In this case, the
EA system may only process the leading portion of the waveform, the fixed
frequency portion in this illustration. If the EA system does not detect the
stepped frequency portion, no false target with these properties will be gen-
erated. If the EA system does detect both portions of the waveform, the false
target for both is still a point source.

As described, the ASM radar can process the leading portion of the
waveform to detect and track the target for guidance inputs. By varying the
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Figure 5.8 Complex simultaneous EP probe waveforms.
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receiver parameters while still transmitting the same waveform the ASM radar
can probe for target classification information with or without the EA system
responding to the stepped frequency probe signal.

To summarize, the response for a true target with a fixed frequency
waveform peaks in a single Doppler range cell while the response for a true
target with a stepped waveform smears over many of the Doppler filters within
this range cell. The ASM radar response for a false target to both waveforms
is to peak in a single range Doppler cell. This is a simple means to probe the
identity of a target. A possible counter would involve using a complex proces-
sor and a DRFM-based EA system to generate a much more realistic physical
structure of a false target [10].

Several of the concepts discussed in this chapter and in Chapter 4 are
somewhat combined in a patent granted in the 1990s to a Soviet engineer [5,
6]. The patent title being quite descriptive is Method of Selecting Above-Water
Targers. The author discusses the need to distinguish among chaff, a passive
decoy (e.g., a corner reflector), and a ship made up of many scatter elements
when using a pulse Doppler coherent radar.

The proposed technique uses a fixed frequency waveform with Doppler
processing (M cells) and an RCS threshold in the first stage. At this stage the
author relates that the radar processor can identify chaff from its Doppler
characteristics as described in Chapter 4. Once a potential target is detected,
the proposed technique is to process a waveform to deliberately probe for
additional target features. The author recognizes that shifting the waveform
frequency by more than Afenhances the rapid decorrelation of the RCS for
ship targets (of length L), where

Af > i (5.47)

The probe technique is to transmit NV CPI waveforms at carrier frequencies
(f,) each increased by Afor a stepped frequency waveform. For each CPI, M
pulses are processed giving RCS estimates for CPI number 7 and Doppler
cell m. For each CPI (7) the maximum RCS (0,) for the various M Doppler
cells is selected, as qualitatively illustrated in Figure 5.9.

The author proposes that the normalized RCS metric be evaluated as

1
ﬁzn
1
ﬁEﬁn

Gn+1 - Gn
(5.48)

Metric’' =
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Figure 5.9 Maximum RCS estimate selected in each CPI.

v

Similar to the use of the Lag-1 estimator the author maintains that the RCS
estimates decorrelate rapidly for ship targets, giving a value of the metric near
one. In contrast, the author maintains that the passive (corner reflector) decoy
does not decorrelate rapidly, giving a metric value near zero.

Thus, this early patent indicates the concept of exploiting Doppler range
characteristics to identify chaff, exploiting RCS statistics for target classifica-
tion, the concept of designing a waveform to probe for target features, and the
concept of using a waveform that enhances target classification features. The
direction of the technology is increasingly to develop waveforms and actions
that deliberately probe the target for classification features.

5.3 Probe Waveforms EP

As a final means of exploiting the above result and probing the target for

classification features, consider again the ASM Doppler measurement [7-9]

_ 2 fo?r 2 fp (
¢ ¢

/o cos@ — cosy) (5.49)

. cos@T +

For the moment, neglect the portion of the Doppler measurement that repre-
sents the target radial speed. The remaining portion of the Doppler measure-
ment is a measure of the angle of any targets relative to the velocity vector
direction. It is well known that the Doppler represents a grid of hyperbolas
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radiating outward from the ASM. The Doppler range array has the features
of a two-dimensional grid of locations relative to the ASM velocity. (This
same feature forms the basis of SAR imaging when looking to the side of the
platform, orthogonal to the velocity.) The inherent Doppler measurement is
symmetric about the ASM velocity. The ASM’s own speed correction to the
carrier frequency has the effect of setting the zero Doppler of this grid along
the ASM antenna vector direction.

Suppose a fixed waveform is transmitted and the ASM trajectory is
oscillated about the nominal direction by a small angle. For example, this is
the typical ASM motion (weave trajectory) used by the ASM to mitigate the
effectiveness of antimissile missile fire control solutions during the terminal
phase of the engagement and is illustrated in Figure 5.10. The weave trajec-
tory is generally in the direction of the target. If the ASM radar is tracking
a target, the antenna remains generally pointed in the direction of the target
during this maneuver. For simplicity, represent the endpoints of the extended
target (B for bow and § for stern) as individual scatter elements.

Since the velocity vector is varying, the two-dimensional Doppler range
coordinate grid is varying on the ocean surface relative to the target scatter ele-
ments. Several grid lines of fixed (angle) Doppler are illustrated in Figure 5.11.

The two scatter elements representing the ends of an extended target
are at slightly differing azimuth angles for a broad-side attack. The Doppler
value for each end is

2
Doppler f, = foTU . [cos(p/e - cos)/] (5.50)

The angle ¢ is the angle between the velocity vector and the target. The angle
y is the angle between the antenna and the velocity vector. Since the velocity
vector is oscillating and the antenna is fixed in the direction pointing at the
center of the ship target set

Varying Velocity Direction

/ Target Span

ASM velocity
B
Y
- / _________________ >
ASM RF antenna S

Fixed on target

Figure 5.10 Tracking an extended target represented by two scatter elements.
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Figure 5.11 Doppler grid as a measure of angle from bore sight.

¢, =709, (5.51)
Y =7,sin(wz) (5.52)

It is seen that the Doppler value for each end is different and this difference
varies. Thus, the image of the extended target in the Doppler range array
expands and contracts in the Doppler dimension during the engagement.

Doppler f,B = fog . [cos}/(cos&pk - 1)+ sin)/cos&pk] (5.53)
¢

Doppler £,$ = foZ . [cos}/(cos&pk - 1) - sin}/cos&pk] (5.54)
¢

Doppler extent =2 f; Z. siny cos6Q,
¢

’ (5.55)
=2 fo—Y,sin(@¢)cosop,
¢

These varying Doppler values are synchronized with the ASM motion. (The
result is analogous to Doppler beam sharpening.) This is another strong indi-
cation that the target is an extended object rather than a false target (point
source). For the purpose of illustration, assume the ASM traveling toward a
200-m-long target at about Mach 3 and is performing 6-g turns as it approaches
the target. A typical Doppler cell of about 30 Hz easily resolves the target. The
left graph in Figure 5.12 displays the target endpoint scatter element Doppler
values during a typical 3s of flight.
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Figure 5.12 Doppler measurement of scatter elements.

The Doppler values are seen to vary over a 600-Hz range. The right
graph displays the difference in these Doppler values as shown in (5.55). It
is seen that the ship target is about 200 Hz long in the Doppler dimension
of the Doppler range array. During the 3 sec of ASM flight shown, the ship
target shrinks down to a single Doppler cell and again expands to about 200
Hz long. As indicated above, this behavior is similar to Doppler beam sharp-
ening in the sense that the target length (including hotspots and structure)
is resolved when the ASM is not flying directly at the ship target. The target
is not resolved (in Doppler imaging) when the ASM velocity vector points
in the direction of the target. All that is required for the target classification
goal of the ASM is to observe this oscillating Doppler length behavior to
indicate that the target is 200m long. A point target from a passive decoy or
a DRFM-based EA system would remain collapsed into a single Doppler cell
during the maneuver.

The tactical ASM maneuver performed for the purpose of mitigating
kinetic weapon effectiveness provides a Doppler beam sharpening effect (EP)
that periodically resolves the HVU length. This feature clearly distinguishes
the HVU from the point image of a false target that does not vary in Dop-
pler length with time.

In summary, the ASM sensor waveform design can include not only
adequate target detection and accurate guidance parameter estimation with
minimal probability of detection (LPI characteristics) by the EA system, but
the waveforms can also be designed to enhance the classification features
of the ship targets and false targets or to probe the targets for classification
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information. In this manner, while the ASM sensor detection and guidance
performance is not degraded, the waveforms also serve to protect (EP) the
ASM radar sensor from false target deception.

Several common and rapid approaches that are commonly used in mod-

ern ASM pulsed Doppler radar have been described in this chapter. These

waveform design approaches include the following:

(1]

+ Use of a long pulse compression code that is random from pulse to
pulse;

+ Detection of missed false echo pulses within the CPI;

- Alternating a fixed frequency waveform with a stepped frequency
waveform;

- Commingling a fixed frequency waveform with a stepped frequency
waveform;

- Examining the Doppler structure of the target during the ASM

maneuver.
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Multiple Receiver EP
Signal Processing

This chapter introduces EP signal processing algorithms that more fully exploit
the fact that there are multiple receivers in the sensor. The original angle esti-
mation techniques using scanning antennas were vulnerable to simple angle
deceptive EA that attacked the time processing required to measure the angle
to the target. Classically, multiple sensor receivers were introduced for the
purpose of improved monopulse processing, providing accurate and hardened
estimation of the target angle on a single pulse through the simultaneous
processing of multiple receivers.

Until now, all of the ASM tactical functions, such as logic decisions,
detection, classification, tracking, and EP, are accomplished with the data
array of the X channel. Using a separate receiver, the RF processing is fully
duplicated in the A channel. The data of the Doppler range cell of interest in
the X channel is combined with the data from the corresponding cell in the
A channel array for monopulse measurement of the target angle. This mea-
surement is input to the guidance subsystem for target tracking and ASM
impact guidance.

However, with the introduction of modern microwave technology and
high-speed digital processors, it is now feasible to introduce optimal multiple
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channel digital signal processing of the full array of data. This leads to imme-
diate improved performance of several of the ASM functions since the ASM
now utilizes all of the data available for all of its target measurements.

In addition, the use of optimal digital signal processing makes possible
novel and efficient EP capabilities specifically effective against cover jamming,
The goal of cover or noise jamming is to fill the ASM X channel Doppler
range swath with high-level noise so that the HVU cannot be observed. In
this way the ASM cannot isolate the correct cell in the array containing target
information. At best the ASM can go into the HOJ mode.

While in HOJ the ASM can track the EA bearing only. A sea-skimming
ASM may eventually hit the EA source or burn-through may finally uncover
the desired target. If this EA is transmitted from a protection ship, then once
the angle to the HVU has been sufficiently deceived relative to the HVU,
alternative techniques are used to protect the jamming target platform. If
the EA is generated by an off-board decoy or drone (e.g., unmanned surface
vehicle), this EA is particularly effective in deceiving the ASM sensor.

In the first section, it is shown that information from the two radar
receivers can be used to locate and track the hidden ship targets via a detailed
examination of the monopulse ratio. This may require the extra processing
burden of monopulse calculation for all or many of the Doppler range samples.
However, by using the full array of monopulse ratios, it is possible to signifi-
cantly mitigate cover jamming,.

In the next section, optimal signal processing using both the receivers
is examined. For the example of EA false target deception, it is shown how to
extend the customary X channel processing to include the full data array. The
prior results of EP algorithms are shown to be further improved by including
the full two-channel array of data. Performance is at least 3 dB improved as a
result of extending the algorithms to full array optimal processing.

In the final section, it is shown that optimal two-channel processing gen-
erally and significantly mitigates the effectiveness of cover jamming EA. Instead
of having to perform a full array of complex division, straightforward linear
algebraic techniques are employed to optimally process the full array of data.

The development of these signal processing algorithms has been pioneered
by People’s Republic of China (PRC) personnel in a series of published research
papers on the subject of the degradation of space time adaptive processing
(STAP) when applied to two-channel radar viewing in the more forward direc-
tion of the platform motion. It is shown herein that their research is directly
applicable to the case of ASM radar sensor processing for the purpose of miti-
gating naval EA cover jamming,. It is shown that this EP technique makes it
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possible to simplify the ASM hardware architecture, and the performance of
the EP algorithm improves as the cover jamming EA level increases.

6.1 Dual-Coherent Source EP Approximation

The discussion in this section relates to an approximation to optimal, mul-
tiple channel processing for the purpose of mitigating noise or cover EA. By
examining this algorithm, many of the later concepts can be better and more
intuitively understood. Figure 6.1 illustrates the typical processing scheme
presently employed by the ASM two-channel pulsed Doppler radar seeker.

Whenever a pulse is transmitted, possible echo information from a
particular range swath is processed. The RF data is captured via the antenna
subarrays. The RF data in the antenna subarrays is combined via the antenna
hybrid to form the ¥ and A beam patterns for later monopulse processing.
These signals are processed separately in an identical manner via the two paral-
lel RF receivers resulting in two complex arrays of digital signals. As described
above, each of these arrays are processed if necessary via pulse compression to
result in two arrays of range data for each pulse. Each of these arrays is again
processed for a CPI over P pulses to generate two Doppler range arrays of
digital data. The resultant X digital Doppler range array of data is analyzed
via DSP in the array of digital processors indicated by the DSP box for target
detection and parameter extraction. Logical decisions for seeker mode selec-
tion, target classification, target tracking, EP, automatic gain control (AGC)
algorithms, and so on are all made based on X channel data in the post pro-
cessing digital processor. The chosen cell in the X array for the possible target
of interest is utilized to identify corresponding Doppler range cell in the A
channel. These two complex data values are combined as the monopulse ratio
for angle estimation and guidance input.

Receivers Antenna

Gmdance{_ Post

Processinth DSP ‘_| RF |(i U <

{ <
Monopulse & DSP RF A L
Processing

Coherent Antenna
Gain Hybrid

Figure 6.1 Standard ASM radar processing scheme.



190 Electronic Warfare Signal Processing

For a standard pulsed Doppler radar, it is customary to view the X chan-
nel data as a Doppler range array as shown in Figure 6.2. In this figure, the
HVU echo and the echo from the EA platform are indicated as not visible
through the cover jamming. The EA cover jamming is indicated by the noise
shading in all Doppler range cells of the array.

In reality, the data is a Doppler range angle array since the data contains
information about the echo source angle relative to antenna X beam bore sight
as evidenced by the capability to measure this angle via the monopulse ratio.
For convenience at this time and as in the standard STAP technique, the data
can again be viewed in two dimensions but as a range angle array.

Figure 6.3 qualitatively represents the cover jamming EA filling the array
with the HVU and EA source deeply buried in the EA jamming. The shading
is meant to heuristically represent complete cover jamming in all data cells
with the X channel antenna beam pattern qualitatively weighting the jam-
ming level. It is assumed that the antenna is pointing at the EA source when
the ASM system is in HOJ mode.

Consider the Doppler range angle array of data for the full array of
Y channel and A channel. For every CPI and for each range cell, there are
P X channel complex Doppler data values and P A channel Doppler values.
In the presence of cover EA, the following hypothesis test can be performed
at each X channel array cell. The A channel data is included for completeness.
(The EA source is not of interest and is not explicitly shown in the equations
for now.)

Doppler

Cover noise EA

A
y

Range Swath

v

Range

Figure 6.2 Doppler range array of data in presence of cover jamming.
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Cover Noise EA
A A
HVU
Range Swat
v
EA Source
Angle
Figure 6.3 Range angle data array.

HO: Z(HO)=PASZS+YA]Z]+GN2N (6.1)
A(H0)=PASAS+YA]A] +0'NAN 6.2)
H1: Z(Hl) = YAJZJ +0'N2N (6.3)
A(HD) =YA A, +0 Ay 6.4)

In these formulas, the A5 and A, represent the amplitude of the ship target
and the jamming level, respectively. The 0y represents the receiver noise level.
The other symbols are a shorthand for the full quantities from the results of
the previous chapters. From (3.83) through (3.87), the expression for Xgand
the expression for Ag can be represented as

2R
Z, = e[_zm g }'cosz(Zn'(I))(Z|Q|2> (6.5)

-2

A.=¢

s ] “icos(2®)sin (27 D)(Z| Q) 6.6)

o) =|¢tw)) o, 67)
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For convenience in this section, absorb the radar cross section and antenna
terms into the amplitude. Then using the small angle approximations

—277:1‘2—R‘V
S F ] 6.8)
Ag=3-i2nd, 6.9

Similarly from (3.100) through (3.103), the expression for Z; and the expres-

sion for A; can be represented as

2R
zm(—Tf)
> ;=e

2R
Zm'(— )LJ )

Implementing the same approximations for the EA source as for the target

[cos® 2md) (T, X2, [2)] (6.10)

A =e¢ [icos(Zﬂ@)sin(Zn(I))(<2|Zj ><2]|2>)] (6.11)

2R
7
6.12)
Aj=Zj-z’27t<I>] (6.13)

Define the variable Y as the result of the Doppler processing of the EA por-
tion of the return in a particular Doppler cell. For later use the parameter Yis

Y(k) _ Ee_zm%o . g[zm(ﬂd)p+n1{)] (614)
?

The variables for ) and A represent random white noise variables that are
not correlated with each other. The expected value of each variable with itself
is taken to be 1 and all other correlations of the noise variables are assumed
to be 0.

Assuming P pulses, it follows from Chapter 3 that the target SNR in
the X array is

PA;
p (6.15)

N

SNR =
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Similarly, using the definition of Y'in (6.14), the signal power to jamming
power ratio (SJR) is

PA:
SIR = Azé (6.16)
J
For completeness the full signal to interference level (SIR) is
PA?
SIR = ——5- (6.17)
A TR

Since the EA source and the target ship are both assumed to be within the
main beam of the antenna, the hypothesis test can be performed with these
small angle approximations in the above expressions. If HO is true (for the
Doppler range cell containing the ship echo)

HO: A(HO) = 2nPAD 2 + 2nYd,® 3 +0,A, (6.18)

Similarly, if hypothesis H1 is true (for any Doppler range data cell not con-
taining the ship echo), then the A5 terms are zero and

HI: A(HI) = 27Y4,® 3, +0,A (6.19)

Suppose the monopulse ratio and scaling is performed for each cell. Assum-

ing the jamming power is much larger than the receiver noise power, the
general value is

A z
PN o - —— 6.20
kz iy, +idy 1+z+nse (6.20)
PAZS 6.2)

2= s .
YAJZJ

((1=l)") = IR (6.22)
51// =y, - 1//] (6.23)

The complex variable z contains the processing gain as well as the radar range
equation terms. The variable z is 0 for all cells (H1 true) except when the cell
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under test (CUT) contains the ship return (HO true). The magnitude of the
variable z is proportional to the square root of the ratio of the ship target power
to the EA system jamming power.

The noise term in (6.20) is the standard monopulse measurement noise.
The monopulse measurement noise variance is proportional to the inverse
ratio of EA system jamming power to the receiver noise power (jam to noise
power ratio [JNR]). A standard expression for this term will be detailed below.

Thus, after standard monopulse processing of the CPI digital data arrays
the hypothesis test can be performed on the Doppler range array of mono-
pulse ratios. For example, one could form a CFAR-like mask and compare
the CUT with the background monopulse ratio level. The hypothesis test for

each cell is then

A . . z
HO: kE(HO) = iy, + iy T3, T nse (6.24)

HI: k%(Hl) ~ iy, +nse (6.25)

The monopulse ratio in every cell of the array is a variable from a probability
distribution with identical noise statistics, but a different mean. This is a simple
and well-known statistical hypothesis testing problem.

Consider the hypothesis test using a simple log likelihood ratio (LLR)
model. Assume the measurement Z is a mean plus Gaussian noise with vari-
ance 0°

HO: Z = u,, + nse (6.26)
HI: Z =, + nse (6.27)

LLR is the logarithm of the ratio of the two Gaussian probability distribution
functions (for i =0 or i = 1)

(Z-wY)
P(Z|Hi)=Ke 27 (6.28)
_ 1| 2(2IHO)
A= ln|: P(Z|Hl) } (6.29)

For this simple case
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A:(Z—“O;Lul)-uoc_zul (6.30)

The LLR variable (1) is a random variable with Gaussian probability distribu-
tion. The hypothesis test is controlled by the variable A, where

<AO> = (6.31)
_A
(W)=~ 632)
Variance (A)=A = @ (6.33)

The LLR variable probability distributions for the two hypotheses are Gauss-
ian distributions with means separated by their variance. A good statistical
test (such as a Neymann-Pearson criterion with false alarm error of 10~4 and
detection probability of 0.99) can be achieved for a sufficiently large A, typi-
cally about 36 or 15.6 dB.

Figure 6.4 illustrates the LLR probability distributions for a small value
of A. Included in the figure is a threshold defined by the false alarm criterion.
Typically, the test is defined such that a given probability is accepted that HO

041 .
03[ 7

0.2 H1 Ho il

0 | } -
-10 -5 0 ! 5 10

Figure 6.4 Typical LLR probability distributions.
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will be estimated as true when in fact hypothesis H1 is true. The area of the H1
distribution to the right of the threshold represents this false alarm probability.
The area of the HO distribution to the right of the threshold represents the prob-
ability of detection or acceptance of HO when indeed hypothesis HO is true.

From (6.33), the LLR test performance depends on the size of the
square of the measurement means difference for the two hypotheses rela-
tive to the measurement spread squared or the variance of the measurement
probability distribution. The A is basically a measure of the signal-to-inter-
ference ratio.

For the monopulse ratio measurement, the variance of the noise (02
in [6.33] is assuming angles in radians, an antenna beamwidth [BW], and

the JNR).

BW?
1.885* - JNR

var = {nse* - nse) =

(6.34)

Thus, combining the results of (6.22), (6.33), and (6.34), the test metric

is approximately (using the approximation for z in [6.15])

(‘5w.z
1+z
P ——1

2
) :
[l v ok 629

var

The test performance relates to and improves with the angular separation
squared between the HVU target and the EA source and with the SNR. This
test improves with increasing angular separation between the EA platform
and the ship target as long as the target is within the beam. Therefore, the
test improves as the range decreases or as the engagement proceeds. The test
also improves with increased coherent processing gain. Both increased pro-
cessing gain and decreased range improve the receiver processed SNR. And
the decreasing range also increases the angular separation for a total rate of
improvement at about range to the inverse sixth power.

The level of jamming does not degrade the test performance as long as
the ASM sensor data dynamic range is adequate to not saturate the ADC or
render the target smaller than the ADC least significant bit or two. It is very
important to note that as the jamming level increases the difference in the
means between HO and H1 in (6.24) and (6.25) decreases. However, as the
jamming level increases the accuracy of the monopulse measurement improves
in the same amount (see [6.34]). This results in (6.35), the test performance
being generally independent of the jamming level.
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These theoretical results were calculated for various SNRs, a very high
level of JSR, and a BW of about 10°. The theoretical performance is plotted
in Figure 6.5.

Two points are worth repeating. First, the results of this test are not
sensitive to the jamming power level. The SNR in (6.35) and Figure 6.5 is the
ratio of the HVU echo signal power to the ASM radar receiver noise power
in the absence of jamming. For later use in Section 6.3, it is noted that the
SNR used in this section relates to the SNR as measured in the X channel. In
the notation of Chapter 3 and assuming Doppler processing of P pulses prior
to monopulse estimation

2
Py (6.36)
o

N

SNR =

Second, this is a very sensitive test to angular separation of the HVU target
and the EA source. For example, 0.5° corresponds to about 170m cross-range
difference at about 20 km, and 1° corresponds to about 340m at 20 km and
about 170m cross-range difference at 10 km. As shown, the test metric is
basically a signal measurement level (difference in monopulse ratio means)
relative to the interference (monopulse ratio measurement noise variance)
level (SIR). This test metric is basically an estimate of the parameter A in the
LLR formalism. From Figure 6.5, the SIR is about 10 dB for an SNR of 24

Monopulse Approximation: Theoretical Values
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Figure 6.5 Theoretical results for monopulse ratio test.
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dB and an angular separation of 1.0°. The SIR is 10 dB for an SNR of 30 dB
and an angular separation of about 0.5°. The test metric is about 10 dB for a
15-dB SNR and 2.0° angular separation.

The monopulse ratio has been extensively examined with actual pulsed
Doppler radar data. This simple test has been shown to render cover noise
EA very transparent. While the cover jamming level is large compared to the
signal level in the X channel when the two dimensional (Z and A) array of
data is converted to monopulse ratio, the Doppler range cell containing the
ship target can be readily distinguished from other cells. Again the reason this
EP algorithm is successful is because the monopulse ratio is very consistent
in all cells that do not contain a target. The stronger the jamming the more
consistent the ratio array of data becomes.

Figures 6.6 and 6.7 qualitatively illustrate the concept results. The left
image is a standard view of Z channel data array (amplitude data versus Dop-
pler and range). The array in both cases is heavily corrupted by cover EA and
no targets are visible. It is seen that the EA has deliberately varied the noise
jamming to create a noise-like-view. The right image in each figure is the same
Doppler range array of cells, but using the magnitude of the monopulse ratio
at each cell. The circle indicates the location of the ship target (not visible in
the left image) that was detected in the monopulse array. Once the HVU is
isolated to a particular Doppler range cell the required HVU information
can be readily measured.

Doppler Range Arrays

Sh|p Target
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Figure 6.6 Experimental results of jamming mitigated by monopulse ratio.
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Doppler Range Arrays
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Figure 6.7 Second example of experimental results of jamming mitigated by
monopulse ratio.

When the ASM seeker sensor is attacked with noise jamming EA the
monopulse ratio data can be used by the ASM processor as an extremely effec-
tive EP technique to mitigate the effects of this EA. This array formed from
the coherent combination of the data in the two independent receiver data
arrays reveals the location of any and all targets that are at an angular direc-
tion, different from the source of the EA. This test continuously and rapidly
improves with decreasing range.

If a target is in the direction of the EA source the target will eventually
burn through the jamming with decreasing range. In addition, other proper-
ties of the data based on knowledge of the ASM radar antenna polarization
patterns can be used to identify the cell containing the ship target. These
algorithms were referenced in Chapter 4.

6.2 ASM STAP Processing

In the previous section, it was shown that detection of the HVU in the pres-
ence of cover jamming can be improved by using the two coherent receiver
channels rather than depending on only the X channel. In that case the two
arrays were used to compute the complex monopulse ratio for the Doppler
range cells. This can be done for all the Doppler values and for the entire
range swath when searching for any targets. If the target location in the array
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is previously known the ratio needs only to be computed in the region around
the target for modified CFAR and target tracking.

Using the full array of data when there is no EA should already improve
the detection performance by 3 dB, by simply doubling the amount of data
available. It was assumed in the classical processing scheme that the range
samples of the X channel are subjected to Doppler processing for each CPL.
Standard detection techniques such as CFAR processing are used to adaptively
detect the target amplitude at each cell in the Doppler range array.

Instead of Doppler processing the CPI of data at each range cell and
then conducting a detection algorithm, examine an alternative but equivalent
detection scheme. Instead of the P Doppler measurements at each range cell
form the array of P time samples (one time sample for each pulse) at each
range cell. Use the steering vector (W) as a matched filter for the data sample
in the CUT. The detection test can be written as (where the vectors have P
elements and the matrices are P X P)

HO: $(HO) = 4, +0, %, (6.37)
HL: Z(Hl) =0, %, 6.38)

The scalar measurements (2) are formed by applying the steering vector (W)
to the Z vectors.

Z =W X(Hji) (6.39)

If H1 is true a noise measurement results. If HO is true a signal measurement
plus noise results. The optimal test maximizes the magnitude squared of the
signal part divided by the noise or interference part.

Aé '2;:” 4 +2S

6.4
o [T, ) 640

SIR =

Assuming white noise and using the Schwartz Inequality, it is shown that the
optimal steering vector is

W= kM'E (6.41)

M={(oy2,)0yZy) )= 0%l 6.42)
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The P components of the Zgvector are taken from the dominant terms of (3.81)
(where € represents the 2 X 2 radar cross section for the target)
R

[2ni{(ﬁcb+ £T) pf%

T (p)=e H : cosz(ZﬂCI)S) (Z|QIZ) (6.43)

The matrix M is diagonal for white noise and SIR is the customary SNR.
Inserting the results of (6.41) and (6.42) into (6.40) is essentially to perform

a Doppler processing that includes the angle term as part of the steering vec-
tor. (It is trivial to include filter weighting into this formalism.) The result is

% (S WL )= P02, [cos 2n®) -(ZQIE)]  (6:44)

A SWWEE = P A2 [cos? 2n®) - (ZQE) ] (6.45)

P A
SIR = SNR = J (6.46)

2
GN

In this standard formalism the exact same processing is executed in both the X
channel and the A channel. All of the detection and other tasks are performed
using only the X channel data array. The selected data cell of interest in the
Y channel is then combined with the same cell in the A channel to form the
monopulse ratio. This measurement is then used in the guidance subsystem.

Now consider the time (pulse number), range, and angle array of data
for the full array of £ channel and A channel prior to Doppler processing.
For every CPI and for each range cell, there are P X channel complex data
values and P A channel data values. For each range cell and prior to Doppler
processing, generate the 2 component X data vector by alternating X, and
X_ components where for each pulse p form the complex vector components

X, (p)=2(p)+A(p) (6.47)

X _(p)=2(p)—Alp) (6.48)

If the full vector of data is utilized (X vectors; the vectors have 2P elements
and the matrices are 2P X 2P) the detection hypothesis test becomes

HO: X(H0) = 4, X, +0, X, (6.49)
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HL: X(Hl) =0, X,, (6.50)

Again the scalar measurement Z is formed in the same manner as above

Z =W*X(Hi) (6.51)

Repeating the analysis above: If H1 is true a noise measurement results. If HO
is true a signal measurement plus noise results. The optimal test maximizes the
magnitude squared of the signal part divided by the noise interference part.

2
A XITWW X

6.
o (XWX, 052

SIR =

Assuming white noise and using the Schwartz Inequality, it is shown that the
optimal steering vector is

W = kM‘lXS (6.53)

M=o, X, )0, X)) =0 65

In (6.40), an approximation for the X channel components was used from
(3.81). Assume the same approximation from (3.82). The corresponding A
components are

[zm{(ﬁqﬂm)?—%ﬂ -icos(2m®)sin (2 D) - (Z|Q|Z)  (6.55)

A(p)=e
Inserting (6.43) and (6.55) into the definitions for (6.47) and (6.48) gives the

2P components of the X vector

[Zm‘{(ﬁcm £T) pf%}}

X, (p)=e e cos(2mD) - (ZQIT)  (6.56)

[2m{([3<1>+ fDT)p—%

X, (p)=e H e cos(2®) - (ZQIT)  (6.57)

Using the model for the X vector components the terms in (6.52) can be
evaluated as before
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2

o (X WW* X, )=2P-0% [cos2n®)-(ZQE)]  (6.58)

A XITWW X = 4P A2 [cos2m®) - (ZQD)]  (6.59)

Again the expression for the SIR in (6.52) becomes the SNR.

2P Aj
SIR =SNR = — (6.60)
o-N

Comparing this result with the expression in (6.46), it is seen that this SNR is
3 dB greater than above as a consequence of using twice as much data in the
detection process. Also, it is noted that the steering vector is not simply the
Doppler filter transform. The steering vector in (6.53) also includes the antenna
angle to the target through the second exponential in (6.56) and (6.57). The
importance of this term will become clearer in the following section.

For now, consider again the case of multiple false targets. Repeating the
full expressions for the hypothesis test at the CUT

HO: X(HO0) = 4, X +0, X, (6.61)
HEX(H) = 4,X,+0, X, (6.62)

The X’s on the right-hand side are given in Chapter 3 and are repeated here
for completeness. The 2P noise X samples are assumed to be (where 7 is a
random phase and 4 is the component number from 1 to 2P)

X, (k)= exp(2min)’) (6.63)

The signal components are P pairs of samples where the variables refer to
ship geometry

X, (p)= exp[Zn’i(B@ + fDT)p] -exp(2mi®)- S, (6.64)

X, (p) = exp| 2mi( B+ f,T)p |- exp(-2mi)- S_ (6.65)

The coeflicients (S) are given as either of the expressions
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S, = cos2n®[(Z|QIT) + (A|Q[T)]

(6.66)
+isin2m®[(Z|Q|A) + (A|Q|A)]
S = cos2m®[(Z|QIT) — (A|Q|Z)] 667
+isin2n®[(Z|Q|A) — (A|Q[A) ]
28, = exp(2mi®) - [(Z|QIZ) + (A|QZ) + (Z|QA) + (A|Q|A)] 6.68)
+ exp(—27i®)[(Z|QIZ) + (A|QZ) — (Z|QA) — (A|Q|A)] '
28 = exp(2mi®@) - [(Z|QT) — (A|QZ) + (Z|Q|A) — (A|Q|A)] 669

+ exp(—27mi®)[(Z|QIZ) — (A|QZ) — (Z|QA) + (A|Q|A) |}

It is noted that the basic form of the expressions are identical to those of side-
looking SAR data processed via STAP techniques. These techniques have
been explored by PRC personnel for the case of two receiver channels and
near-forward looking radar [1-5]. While the normal STAP results degrade
when reduced to two channels and when looking near forward, the results
are enhanced when the platform speed is increased. It was noted at the Naval
Research Laboratory that these are exactly the conditions applicable to the
modern ASM scenario [6].

The jamming samples are again P pairs of samples in which the geometry
variables refer to the jammer platform geometry

X, (p) = exp[2mi(BR+ fT)p - exp(2mi®)- ], (6.70)

X]_(p) = exp[ZTCi(ﬁd)—FfT)p]-exp(—Zn’id))J_ (6.71)

The coefhicients (/) are given as either of the expressions

J, = cos2n®[(Z[] )} J|Z) + (AT X J|Z)]

(6.72)
+isin2®[(Z]/ (A + (A X 1A)]

J_ = cos2n®[(Z[] )} J|Z) = (AT X |Z)]

(6.73)
+isin2®@[(Z|T ) J1A) = (A X J18)]



Multiple Receiver EP Signal Processing 205

2], = exp(2nifb)[<zv><]|z> AR }

+ (S TIA) + (AT JIAY 674
e (_zm)[@vxm+<Av><f|z> }
P —(SITYTIA) = (AT TIAY
) [N = (AT
2= enm) 0 <) 679

+ exp(o2mi ¢)[<EU>U Z) = A XJ1Z) }

— ZXJIA) + (AT XT1A)

Correlation Function Approach

One approach proposed in the PRC references and discussed above is to exam-
ine the correlation between pairs of targets. Consider the correlation between
a pair of two distinct false targets from the same EA system.

(X Xty) = P42 7 +|J%) (6.76)

Assuming the dominant terms in (6.65) and (6.66) are the first terms,
this is approximately
(X3 X}, ) = 2PAK  cos? (21 | (6.77)
Normalizing this expression and realizing that all of the false targets are from
the same direction (angle ®), the correlation is equal to 1.

(X Xi)

H1""HI1

= 6.
NETT AR 79

If one of the targets is the ship (with no false target in the CUT)

(Xio X1y} = P4, Agsine{ nB[ s - @ ]P)
( JiS, epfem @ -0 || 6.79)

+ ]:S;xp{—zm[q% -9, ]})
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Using the dominant terms for the / terms and the S terms gives approximately

(XpX) =224, dysine(f( @ - @ ]P)
(6.80)

KK, - cos| 27( @ — @ ])J)

Assuming the false targets are approximately the same magnitude as real tar-
gets and normalizing this expression gives a value of magnitude less than 1
when the EA system is not on the target platform. The complete expression
for the correlation between a true target and a false target is

Correlation =
sine(zp[ @, -, ]P)( JiS opfam| @ -0, [+ 1S expl-2m @ - @, ]})

72122 +[s7)

(6.81)

Using the dominant terms again and assuming the angles are small, it is
seen that

Correlation = sinc(ﬂﬁ[@s - q)]]P) (6.82)

From Chapter 3, it is recalled that

d
) 1 sin(y) (6.83)
B= —4v§siny (6.84)

Thus, the correlation between a false target and the true target is approximately

Correlation = sinc(liry)vizdlillls -V, ]P) (6.85)

An alternative approach was discussed above. In [2, 3], the authors solve for
the polarization Jones vector given the ASM antenna patterns. (Note: if there
is a false target in the cell with the target, the authors show that the superim-
posed expression is more complicated, but tractable.) This algorithm approach
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is conjectured by the authors to succeed even when the EA is at the ship angle.
The references compare several similar algorithms.

Additionally, it is noted that the X data vectors can be more easily col-
lected from the simpler system shown in Figure 6.8 compared to Figure 6.1.
In this new configuration, there is no need for the antenna hybrid since the U
and L antenna outputs correspond to the components previously formed from
adding and subtracting the ¥ and A channel results. Also, it is noted that the
data in the two receivers are more similar in level and other characteristics
than in the previous sensor configuration. All of this should make for a more
efficient and easier to implement hardware seeker system.

6.3 Cover Jamming EP

Now consider the more difficult case of cover or noise jamming EA. Again
the X data vectors can be more easily collected from the simpler system shown
in Figure 6.8. The full expressions for the hypothesis test at the range CUT
are (for simplicity suppress the subscript N from the noise level oy for the
remainder of this chapter)

HO: X(HO) = A X + 4, X, +0X (6.86)
HL: X(H1) = 4, X, +0X, (6.87)

These are the data vectors for the two receiver channels for a single range cell
after P transmit pulses are combined into a single data sample vector. The X’s
on the right-hand side are given above and are repeated here for completeness.
The 2P noise X samples are (where again 4 refers to the component number:

k=1to2P)

Receivers

U
Post N oo (_liL_-<
Processing l o | L _4

Coherent Antenna
Gain

Guidance <

N

Figure 6.8 Modern ASM sensor configuration.
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X (k) = exp(2min)’) (6.88)

The signal samples are P pairs of samples in which the variables f;, and @ refer
to ship geometry (the p refers to pulse number and vector component pairs)

X, (p)= exp[Zn’i(ﬁ(D + fDT)p] -exp(2mi®D)- S, (6.89)
X, (p) = exp| 2mi( B+ f,T)p |- exp(-2mid)- 5. (6.90)

As before the S coeflicients are given as either of the expressions

S, = cos2m®[(Z|Q[Z) + (A|Q[Z) ]

6.91)
+ isin2n®[<Z|Q|A> + <A|Q|A>]
S = c052n¢[<2|§2|2> - <A|Q|Z>] (6.92)
+isin27t(D[<Z|Q|A>_<A|Q|A>] |
28, = exp(27i®) - [(ZIQ|E) + (A|QE) + (Z|QIA) + (A|Q|A) ] 6.93)
+ exp(-27®)[(Z|QIZ) + (A|QJE) — (Z|QIA) — (A|Q|A)]
25 = exp(2mi®@) - [(Z|QIZ) — (A|QIZ) + (Z|Q|A) — (A|Q[A)] (6.94)

+ exp(—2miD)[(Z|Q[Z) — (A|QZ) — (Z|QA) + (A|Q|A)]

The jamming samples are also P pairs of samples in which the variables ®
refer to the jammer platform geometry

X, (p)= cxp[Zm’( poop+in’ )} exp(2mi®) ], (6.95)

X, (p)= exp[zm( pap-+in’ )J ‘exp(=2mi®)- ] (6.96)

The coeflicients J are given as either of the expressions

J, = cos2n®[(Z[] )} J|Z) + (AT )X J|Z)]

6.
+isin2®[(Z|T ) J|AY + (AT X J|A)Y] ©7
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J = cosZﬂ@[(Z[]><J|z> - <AU><]|Z>] 6.98)
+isin27®[ ([T ) J|A) — (A X J|A)] '

2/, = exp(Mz‘d))FZV)(]IE)+<AU><]|E> }

+EXI1AY +CATXT1A)
CEXIIZ) + AT XITIE) }
—ZXJ1A) = CATXT|A)

(6.99)
+ exp(—Zn’z'(I))|:

s =onono R0 |

+ETXT1AY = CATX 1A
(ETXIIZ) = AT XTIZ) }
—(ZTXJ1AY +CATXT|A)

(6.100)
+ exp(—Zn’z'(D)|:

In classic pulsed Doppler processing, summarized above, the steering vectors
are simply the various Doppler filters. This result was found in the previous
section to correspond to the assumption of detection of a ship signal or false
target signal in white noise. That is, the noise interference is white and Gauss-
ian when no cover EA is present.

For the case herein, the hypotheses of (6.86) and (6.87) both contain a
nonwhite interference term. The preferred method is to process these signals
via a prewhitened steering vector Was in standard detection theory and stan-
dard STAP processing [5, 6]. Define the measurement Z for the hypothesis
test defined in (6.86) and (6.87)

7 = W+XH (6.101)

If H1 is true, a noise plus EA interference measurement results. If HO is true,
a signal measurement plus noise and interference results. The optimal test
maximizes the magnitude squared of the signal part divided by the noise plus
interference part.

SIR = 2825 s (6.102)

Assume a result similar to the results above. The definition of Xin this expres-
sion will be defined below. The optimal steering vector is of the form
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W =kM'X (6.103)

As above, matrix M is the expectation of the interference plus noise squared
or the denominator in (6.102)

M =((4,X, +0X, )(4,X, +0X,)") (6.104)

Using the expressions for X;and X)y the 2P x 2P matrix M can be computed.
This matrix is all zeroes except for the 2 X 2 matrices A along the diagonal.
The matrices H are

(A; ‘]i‘ + 62) A;CXP(ZT[Z' . Z(I)])]+]_*

Lexpl2mi20) )17 4]+ o) (6.105)

H=

Likewise, the inverse of M is all zeroes except for the 2 X 2 matrices along the
diagonal. These submatrices are the inverse of A

(/lj 3+ 02) —Ajexp(zm' 20 j) LT
~dexpl-2mi2@)) 1) (43]+0 (6.106)

o (s +r}+o)]

H'=

Examination of Terms with Jamming Steering Filter

Return now to (6.103) and seek a steering vector W that selects the jamming
platform. That is, use X; for the X vector in (6.103). At this point the calcula-
tions can be shortened by exploiting the definition of M. Using the jamming
steering filter and (6.104) and (6.106), assume W, = /, and W_=/_and leave

the angle arbitrary for the moment

W=kMX (6.107)
X, (p) = exp| 27i( B, p) |- exp(2mid0, )- ], (6.108)

X_(p) = exp| 27i( By, p) |- exp(-27i0, ) J. (6.109)



Multiple Receiver EP Signal Processing 21

Processing the interference term (or assuming H1 is true) gives a measurement
with the following properties:

Z, =k XM (4,X,+0X,)] (6.110)
(z,)=0 (6.111)

(2:2,)= e 44| 12| Plsin’ [ 2n(0, — @, ) [+ 02{| 2|+ 72}
(4] +| 7} + o)

(6.112)

171

Note the jamming is mitigated at the jamming angle (when @y, = ®)) because
of the definition of M as expected from STAP results. Now examine the ship
return part of the vector when HO is true

kA PLQ]

s = Gz(Ajﬂﬁ‘Jr‘jﬂ}Jrcz) (6.113)
[Q]=exp2ri( @ - @, )( 42| /7| + 05, ]
+ exp| -2mi( @ - D, )](Aj| 7+ oZ)S_ T o116

- A28, T exp2mi{ @+ @, 20 )

|28 exp[—Zﬂ:i(‘DS +0, -20 ])]

Now consider two special cases for these expressions.

Case Dy, = O,

The cover jamming is canceled in the same manner as for adaptive null steer-
ing antenna processing with

er{ 2|+ ]
£{ 72+ +e?)

(6.115)

<ZjZ[> = (

Z, = £4,MQ) (6.116)

({72 +| 7} +0?)
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Q)= exp2ri(®; - @, )5, ] + exp| 2mi( @~ @, )5 ) | (6.117)

Thus, both of these terms are very small when steering at the jamming plat-
form angle.
Case Oy = Oy

Now consider the steering vector adapted to the jamming signal, but pointed
at the target ship. In this case

<Z7>_kﬁ{@ﬁUﬂfﬁmnn@y-¢Q+aquﬁqﬁ@] -

e o*(42{| 7 +| 2} + o)

_ kd PO (6.119)
Voo (4|} o)

[Q1=0"(8,J:+5.J")
+ Mﬁ[(‘ﬁ‘&ﬁ + ‘fﬂSJf)SinzZ”(q’s - ‘I’]) (6.120)

i[5, 7 ~| 8. Jsin2m( @ — @, Jeos2n( @ - @ )|

The expressions for these two cases are similar to the previous results, except
that now the EA has been more significantly mitigated.

Case = O and Dominant Terms Only

To more clearly see this result, assume the expressions for the antenna terms
using only the dominant terms. Most of these terms can be absorbed into
the definitions for the amplitude. The expressions are greatly simplified espe-
cially when the jamming level is very high. In the presence of high-level
cover jamming

(z,2,)= z/&psm{z;(q)] mdll (6.121)

Zg= ZMSPSinz[Z((DS - (D])} (6.122)




Multiple Receiver EP Signal Processing 213

- 2.4 Psin’ :2;2(q)s -9, )} 6.123)
-2
SIR = Mép[zn(;)s % ) —SNR - [Zn(CI)S —® ])T (6.124)

These results are very similar to the results in Section 6.1 in (6.35). The SIR
expression depends on the SNR. This SNR is 3 dB higher than the previous
result for the X channel SNR. The SIR expression depends on the angular
separation between the ship target and the EA platform.

Target Steering Filter and Classical Detection

Consider again the classical detection formalism. The full expressions for the

hypothesis test at the CUT are

HO: X(HO)= 4 X +4, X, +0X, (6.125)
HL: X(Hl)=4,X, +0X, (6.126)

Again, shorten the calculations by exploiting the definition of M. Assume the
optimal steering vector but this time use the proper steering vector for the
optimal target detection: W, = S, and W_ = §_ and use a Doppler value and
angle for the steering vector corresponding to the target (f5 and @y).

Z=W*'X, (6.127)
W= kMX (6.128)
X, (p) = exp 2mi( BO + £,T)p |- exp(2mid )-8, (6.129)
X, (p) = exp 2mi( B + £,T)p |- exp(-2mib)- 5. (6.130)

Define the following terms when hypothesis H1 is true:

Z, =k X;M (4, X, +0X,)] (6.131)

(Z)y=0 (6.132)
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Variance, = (Z;Z, ) = B XM X (6.133)

(z:2)= {Gz(ﬂﬁ {721+ 20t+ 02)}_1
fee[ {071+ 72)
~ ( ST eszmz(q)] _ q)S) (6.134)
+5°8,] Jiesp| -2min(@, - @, )})}

o272+ |2}

Notice the expected value of this measurement is 0 in range cells that contain
only EA. That is, the expected value of the measurement is 0 in range cells
that do not contain the HVU target. The variance of this measurement is
given by (6.133) and (6.134).

Processing the interference part of the measurement when HO is true
gives the same values

Z, = X;M7(4,X, +0X,)] (6.135)
(z,)=0 (6.136)
(Z;2,) =KX M'X, (6.137)

(ziz)={e (|74l
{erlap s+l )
(85,7, exprriz @, - @) (6.138)
- 58, ] J; exp| -2mi2( @, - cpsﬂ)}

o2 2 +2}])
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Now define the parameter A. Recall that the variance of LLR is the difference
in the means squared divided by the interference variance. Thus

| BAMXY

oz (6.139)
A= %5(2;‘21} (6.140)
r={ sl o))
(et (s g+l ) -

- (Sjsf J,J exp2mi2( @, - @, (6.141)

=5°S,] ]} exp| —2mi2( @ - d)s)])} +o{|/} +|]f\}}}

The remaining terms when hypothesis HO is true are

Zy =k X;M (A X+ 4, X, +0X )] (6.142)
(Z,)= kA XM X, (6.143)
Variance, = (Z,Z, ) = * X; M~ X (6.144)

This measurement has the same variance as .Z;, but with a nonzero mean.
Thus, assuming Gaussian statistics, the optimal detection formalism cor-
responds again to forming the LLR, where subscript “4” refers to the X data
for HO or H1 being true

e A
Ay=AXM'X,— ) (6.145)
A
()= > (6.146)
A
<11> =- (6.147)
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Variance A, = Variance A, = A = A;X;M_IXS (6.148)

As before the LLR probability distributions are fully defined by the expression
for A. Simplifying by assuming the coefficients for A;and Agare the dominant
terms and in the presence of strong EA (high JNR or JSR) the expression
simplifies as before.

S, =8 =cos2n® (X[QZ) (6.149)

+

J, = J_=cos2n® (Z|/ ) JIE) (6.150)

Therefore, for small angles absorb the radar cross section and antenna gains for
the ASM antenna and EA antenna into the A5 and 4; terms for convenience

2P| 2.8 5in?21( @~ D)+ 07|

SIR=A= 02(2A2 +0'2)
J
) 2A§Psin22n(<1> = d)S) ZAﬁP[Zﬂ(q> s~ P T

= o2 = o2 (6.151)

= SNR-| 27(®, —cp]ﬂ2

SIR = SNR | 27( @, - @ J)]Z (6.152)

This again is the expression for the SIR resulting from the prewhitened matched
filter approach. By using the optimal prewhitened matched filter or the jam-
ming signal filter, an optimal detection scheme identifies the CUT as having
either jamming or jamming plus ship target. The scalar LLR measurement
is formed and the value compared with statistics based on the LLR variance.

This EP performance depends on the underlying SNR of the entire 2
dimensional array (which is 3 dB greater than the X channel only SNR) and
the angular separation between the ship and EA platform. Also, recall that this
SNR contains all of the coherent gain from pulse compression and Doppler
processing. The EP performance is relatively insensitive to the JSR as long as
the ASM receiver (ADC) dynamic range is adequate to not result in corrupted
signals and both targets are within the main antenna beam.
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This has been a lot to absorb. The reason for these conclusions is based
on the form of the expressions for X being the same as the standard expres-
sions for the data in the STAP formalism. The EA (cover jamming or false
targets) and the HVU target echo are expressed in the form of a full 27 vec-
tor with components

<&JM=Wﬂﬂdﬂm+ﬂJM]WMﬂm%)& (6.153)
X, (p)=exp| 2mi( B + £,T)p |- exp(-2mid)- S (6.154)
X] (p) = exp[Zm(ﬂq)]p+ T]])i| (271'1(1) ) J. (6.155)

X, (p) = exp[Zm Bq)jp+ 17] } exp 27'Cz(I) ] (6.156)
Also the following term was defined:

o= Zdl -sin(y) (6.157)

Inserting this into the result of (6.152) gives
4 2
SIR ~ SNR - [77(1//5 —y ])} (6.158)

Using the approximation for the antenna beamwidth, this expression can be
compared with the result of the approximation given in (6.35), where D refers
to the size of the antenna and 4 refers to the separation of the two subarrays

(Uand L)

BW ~ == (6.159)

The key for this EP algorithm is the high speed of the ASM (v) and the weave
maneuver when combined with the optimal digital signal processing of the
full data array from the two receivers. Originally, this weave maneuver was
implemented to mitigate the effectiveness of kinetic defenses from the naval
fleet, and the two receivers were adopted to implement improved mono-
pulse processing.
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The stated objective of the original PRC references is to evaluate the
degraded performance of STAP when limited to two receivers (X and A chan-
nels) and when near forward looking, compared to the typical SAR applica-
tion of STAP to side-looking radar on an aircraft platform. While the STAP
performance is degraded from the original application it is known that STAP
performance improves as the speed of the platform increases. Thus, the PRC
research of the degradation of SAR for near-forward looking two-channel
STAP is a natural EP application against EA (such as false targets and espe-
cially cover jamming) for the ASM application.

Simulation Results

A simple simulation of the above model was developed using MathCad. The
number of pulses (P) was set to 16 and the JSR to 30 dB. The ASM speed
was set to 550 m/s. Also, in the simulation the HVU ship is a simple point
target with a nominal Doppler value. Runs consisted of 10 samples for each
of 3 SNR values and at each angular separation between the EA source and
the HVU. A separation angle of 0.5° corresponds to a cross-range separation
of the ship target and the EA platform of about 175m at a range of 20 km.
The magnitude of Z; is the cover noise jamming level in a cell that does
not contain the target ship. The metric (SIR) is the difference between the level
in the cell containing the ship compared to the many cells that do not contain
the ship. Taking the mean of 10 samples the metric was computed (in decibels)

(‘Zo _ZI‘)Z

Iy

The results of the simulation and the theoretical value for the SIR approximated
above are plotted in Figure 6.9. The simulation results are in agreement with
the theoretical predictions. The scatter in the simulation results is because of
only having 10 samples for each data point. Additional runs were made at
various other JSR or JNR. As expected the results do not vary with EA levels.

The theoretical results for this EP algorithm are repeated in Figure
6.10. These results can be directly compared with the results for the mono-
pulse approximation results plotted in Figure 6.11. Recall that the SNR when
executing detection processing in the X channel array is 3 dB less than the
corresponding SNR when executing detection signal processing in the full
array of data. Therefore, the results in the two figures are plotted for directly
comparable receiver SNR data conditions and at the same angular separation
between the EA platform and the target ship.

(6.160)

metric =10-log
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Optimal Two Channel Processing
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Figure 6.9 EP algorithm simulation results and theoretical values.
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Figure 6.10 Optimal two-channel processing EP algorithm theory.

Comparing the optimal two-channel signal processing results with the
monopulse approximation results shows that the optimal processing gives
about a 6-dB improvement for these cases. A detailed comparison depends
on the implementation details. Half of the improvement shown comes simply
from proper use of the full array of data available. The optimal two-channel
technique not only has better performance, but is more efficient to implement
both in the hardware attributes and in the overall signal processing burden.
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Monopulse Approximation: Theoretical Values
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Figure 6.11 Monopulse approximation EP algorithm theory.

As mentioned above, these results can be further improved with addi-
tional coherent processing gain (that is, higher SNR from pulse compression
gain or additional Doppler gain). Any processing gain can be added to the
vertical axis in the Figures 6.10 and 6.11. For example, adding a pulse com-
pression gain of 100 results in a 10-dB increase in the vertical axis values. Or
equivalently, if the target corresponds to a lower radar cross-section target such
as a newer stealth naval ship, this could easily be offset by including more
coherent processing gain.

These techniques have been applied to actual radar simulator captive
carry test data and were found to be valid. The hardware simulator tests were
conducted primarily with the monopulse approximation technique since the
field test conditions could not achieve the typical speeds of the ASM (Mach
1 to Mach 3 or more). That is, the optimal techniques were not hardware
field tested since the platform speeds were low (about 250 kts). Testing of the
monopulse approximation algorithm has shown that cover EA can be rendered
basically transparent to various coherent two-channel processing techniques
for the ASM scenario as are being developed by PRC ASM engineers.

6.4 Summary

A simple model has been utilized for the purpose of elucidating several coher-
ent two-receiver EP approaches for mitigating both cover EA and false target
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EP. The full expressions for the mathematical physics-based model target
echo, EA false targets, EA cover jamming, and receiver noise were presented.

Multiple false targets can be readily identified by various correlation
methods detailed in several PRC publications. For the case of the EA plat-
form aligned in angle with the target ship, the PRC techniques identify vari-
ous antenna polarization techniques to distinguish the true target. Several
parameters were shown that correlate the several false targets. Several of these
techniques have been tested and verified by the U.S. Navy in radar hardware
simulator testing.

A classically very effective method of denying the ASM any informa-
tion about the target ship (HVU) is the use of cover or noise jamming EA.
The only recourse of the ASM processor in the past has been to track in angle
only (HOJ) until burn through occurs. If this occurs after significant angular
separation has been achieved the ASM is generally defeated.

This classical result is based on the assumption that the ASM processor
utilizes only X channel information for target detection and identification. A
monopulse approximation and an optimal two-receiver processing technique
were explored based on publications by PRC personnel. While the X channel
data is totally corrupted with noise EA the monopulse data presents a uni-
form and consistent background level in all Doppler range cells except the cell
containing the HVU. The cell containing the HVU is easily distinguishable
from the background and readily detectable. It is shown that the HVU can
be detected, identified, and tracked based on the angular separation and the
SNR and is rather insensitive to JSR. The performance metric is approximately
(where BW is the ASM antenna beamwidth and SNR refers to the SNR in
the X channel)

11.885

D Sy SNR (6.161)

|metric| = |(l//

The alternative approach is to use a prewhitened steering vector and to perform
processing analogous to standard STAP, thereby exploiting the full array of
data available. This algorithm also exploits the high-speed weave maneuver
originally implemented to mitigate the fire control solutions of kinetic defen-
sive weapons. Again, these techniques render cover EA transparent. The per-
formance is (where the SNR is the full two-channel SNR and therefore 3 dB
greater than the SNR in the previous formula)

SIR = SNR | 27( @, - @ ])]2 6.162)
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These techniques were found to be at least 6 dB more effective than the mono-
pulse approximation, and the performance can be significantly improved with
additional receiver processing gain. Implementing this class of algorithms also
makes possible a much simpler secker hardware configuration and a more
identical use of the parallel radar receivers.

In sum, optimal two-receiver processing results in EP techniques for the
ASM coherent radar that basically renders cover EA transparent to the radar
processor. These techniques are being actively pursued by PRC and other ASM

development engineering personnel.
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Adaptive EW

The working example in this book is that of a naval fleet under attack by waves
of autonomous, guided anti-ship missiles. Under these conditions, kinetic
defensive weapons alone will not suffice to protect the fleet with a high sur-
vival rate and an adequate time on station. In Chapter 1, it was shown that
the initial decision of the optimal mix of defensive weapons chosen by the
fleet warfighter is based on the analysis of the probability of raid annihilation.
The required inputs to this analysis include the variety of fleet weapons and
threats available as well as the collection of the a priori probability of weapon
effectiveness for each threat and weapon combination. These probabilities
result from extensive testing and intelligence gathering.

As the battle progresses the a priori probabilities must be replaced by the
real-time estimates of a posteriori probabilities of effectiveness. These prob-
abilities address the kill effectiveness of the weapons for the particular engage-
ment of the moment. These factors are required information in the effort to
defend the fleet with the optimal probability of survival and the maximum
time on station. Any time a weapon is used its effectiveness must be evalu-
ated to determine if alternative actions are required to ensure the maximum
probability of survival.

At the same time the autonomous threat ASM must sense the defensive
efforts of the fleet and react accordingly. The ASM sensor is activated when
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information is required to guide the platform to the proper target. The sen-
sor must detect the target and assess the defensive actions employed by the
fleet. The ASM sensor must select the optimal waveforms and processing to
quickly and accurately determine which return represents the desired target.
All of these tactical decisions (for both the fleet warfighter and the autonomous
threat missile) must be computer aided or automatic because of the amount of
information to be absorbed and the rapidity of events of the battle.

Designing the defensive weapons (both kinetic and nonkinetic), calcu-
lating the probabilities of effectiveness, and defining the battle tactics require
knowledge of the ASM sensor capabilities and an understanding of the ASM
sensor signal processing algorithms. The ASM radar sensor, using modern
technologies and LPI techniques, can readily detect and track the naval target.
The modern EW battle is an information battle focused primarily on the task
of target identification or target classification [1].

While in the past the goal of EA was to exploit known flaws in the ASM
seeker sensor, the goal of modern EA (the nonkinetic weapons) is to counter
the ASM sensor task of classifying the target. This information battle must
be based on general physical properties rather than specific hardware flaws
in the ASM. In particular, the goal is to deny the ASM sensor required tar-
get classification feature information and/or to present the ASM sensor with
realistic target features associated with one or more false targets or decoys. In
its endeavor to choose the correct target the ASM sensor employs rapid and
efficient signal processing algorithms. In the language of EW a variety of EP
algorithms are employed for the purpose of protecting the ASM sensor from
fleet EA techniques.

In the chapters of this book, several ASM sensor EP techniques useful
to properly classify a ship target in the presence of EA have been described. In
describing these EP signal processing techniques the philosophical direction of
EW as a battle for information becomes clearer. In addition, several potential
modern EA counters have been indicated as appropriate. A simple model of
the basic characteristics of an ASM radar sensor was developed in Chapters 2
and 3, for use in illustrating several novel EP algorithms. The model makes it
possible to quantitatively understand the signal processing of EP algorithms.
The model enables the engineer to develop an intuitive understanding of the
DSP algorithms.

In Chapter 4, it was shown how the ASM sensor exploits the RCS level
and several statistics of the RCS measurement, including the mean, the vari-
ance, and the correlation function. The EP techniques include the exploita-
tion of the statistics of the monopulse ratio to glean valuable features of the
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target RCS level. The RCS characteristics are a manifestation of the HVU,
being an extended target composed of multiple scatter elements. Standard
EA techniques including DRFM-based active EA as well as passive reflector
decoys and chaff are all readily distinguishable by the modern ASM sensor
processor. The EA techniques generally do not properly replicate the requisite
target features that are quickly measured by the ASM sensor. It was shown
how the fleet EA system can exploit dual coherent systems such as cross-
polarization jamming to mimic several of these characteristics of a complex
extended reflector like a naval ship.

In Chapter 5, several novel LPI waveforms made feasible by modern RF
technology were shown to be fully capable of providing the standard ASM
guidance measurements while at the same time enhancing the EP capabil-
ity of the ASM. It is especially noteworthy that some of these waveforms are
deliberately designed to enhance classification features of the HVU. In a sense
the waveforms are designed to probe the targets for classification information,
thereby enhancing the EP features and performance of the radar sensor. This
again illustrates the shift away from exploiting hardware characteristics and
toward deliberately probing the target to stimulate or enhance distinguishing
features for target classification.

The existing modern ASM already contains multiple coherent sensor
channels for monopulse measurement processing. And the modern ASM
already flies a weave trajectory, including high-g turns to mitigate the perfor-
mance of the fire control algorithms of kinetic weapons. In Chapter 6, it was
shown that these existing capabilities make possible the implementation of
optimal multiple channel signal processing algorithms. These optimal DSP
algorithms perform better than present algorithms by properly combining all
of the existing data, thereby doubling the amount of information processed.
Fully exploiting the two-receiver channel data already available to the mod-
ern ASM makes feasible the improved mitigation of false targets, and also the
much improved mitigation of cover noise jamming. Basically, noise jamming
is rendered transparent to modern ASM processing. Pointedly, this much
improved ASM sensor performance can be implemented in existing systems
via a software upgrade. The only viable EA remaining is to create truly rep-
resentative false targets that can properly seduce the ASM sensor away from
the HVU based on true physical principles.

Some or all of these EP techniques will be operated simultaneously during
the engagement. This requires the ASM processor to combine multiple differ-
ent parameters or pieces of information in order to make rapid and automatic
combat tactical decisions. To properly understand this information and to
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properly weight the mix of these measurement techniques is again based on
mathematical probabilities and statistics.

It is imperative to recognize that both of these tasks (selection and opera-
tion of fleet defensive assets and selection and attack of the proper target by
the ASM) are hypotheses testing tasks and require an understanding of signal
processing. In this chapter, the fundamentals are described of an algorithm
designed to rapidly combine multiple differing measurement parameters to
aid the warfighter tactical decision-making tasks and to aid the autonomous
weapon tactical decision-making tasks.

Considerable work has been done in the development of algorithms
to combine multiple parameters for the purpose of computer-aided decision
making. The goal of this chapter is only to indicate the desired properties of
the algorithm as applied to the task of the modern EW information battle. To
accomplish this goal, the characteristics of a viable but simple mathematical
approach to decision making based on a variety of measurements is gener-
ally described.

In the first section, the basic terminology and characteristics of the
algorithm are explained. The general flow of the algorithm is presented as the
fundamentals of the EW battle are described. It is shown how the algorithm
measurements and assessments are made feasible and enhanced by knowledge
of the tactics being employed. The measurement process must be strongly
coupled to knowledge of the tactical situation. Particular detailed understand-
ing of the engagement is not the result of general measurements. Rather, the
real-time assessments are the result of detailed understanding of the interplay
between tactics and measurements.

In the second section, the mathematics of the basic LLR algorithm
is reviewed. This concept has been employed throughout this work. In
this way, the properties of the rapid decision-making algorithm are illus-
trated and examined. In particular, the value of casting the decisions into
hypothesis space is manifested by the LLR, being a scalar quantity with
known statistics.

In Section 7.3, the specific application to several simple EW examples is
explained to enable an examination of the processing algorithm. It is shown
that the algorithm is staged in parallel with the stages of the engagement.
A significant improvement results from building on prior knowledge rather
than from relying on definitive and absolute measurements. The modern
RF technology combined with high-speed signal processors and algorithms
makes it possible for the ASM sensor to rapidly adapt to the information needs
as the engagement evolves. The sensor is becoming much smarter. Several
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present-day examples of smart weapon system engagements are described for
illustrative purposes.

Section 7.4 contains a summary of the fundamental characteristics and
results. It is again emphasized that the modern ASM presently has a very sig-
nificant advantage over the defenses of a naval fleet.

71 Overview

For this work, three basic defensive EA actions of ship defense againstan ASM
are considered for the purpose of providing concrete examples of the theory.
Strategy 1 consists of the HVU and a single decoy. This is the most basic
strategy. The decoy may be a combination of passive reflectors or an active
repeater, or chaff. The EA goal is to capture the ASM tracking gates on the
false off-board target as early in the engagement as the ASM secker does its
detection, classification, and localization tasks. The decoy must have features
representative of a true target. It is expected that the probability that the ASM
selects the HVU is at least 0.5, based on its having prior information and its
ability to detect both possible targets.

Strategy 2 consists of the HVU and an off-board platform using some
form of seduction EA to defend the HV'U. At the onset of Strategy 2 the ASM
seeker may or may not be tracking the ship target. The EA consists of some
form of electronically generated false target or targets. The EA generated false
targets are used in an attempt to capture the tracking gates and to seduce these
tracking gates from the ship and ultimately onto an off-board false target.
The false targets must have features representative of a true target. The false
targets may be collocated with the ship target. In this case the false target
must move to another Doppler range location in a nonphysical manner. Or
the region can be made to include many false targets to add confusion to the
ASM sensor classification task. The goal of the EA in this case is to confuse the
ASM target classification and to enhance the probability of the ASM seeker
eventually selecting the off-board decoy sufficiently in advance of ship impact.

All fleet defensive strategies should include a decoy as the desired target
for the ASM as in Strategy 1. The eventual goal is to reduce the probability
that the ASM selects the HVU by either enhancing the probability it selects
the decoy or by decreasing the probability that the ASM selects the HVU.

Strategy 3 is to cover or hide the true targets with noise jamming. If an
off-board device generates cover noise jamming, it can seek to seduce the ASM
by concealing all targets during the early portion of the terminal phase of the
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attack and putting the ASM in home on jam (HOJ or angle track only). Obvi-
ously the goal is to greatly decrease the probability that the ASM will select
the HVU. If cover jamming is generated by a ship, then it must be combined
with some additional means such as Strategy 2 to seduce the ASM to switch
to an off-board device later in the engagement as in Strategy 1. Thus, Strategy
3 includes the option of the HVU using onboard EA for self-protection as in
Strategy 2 and/or the use of a decoy as in Strategy 1.

The working example in this book is that of a naval fleet under attack by
waves of autonomous, guided ASMs. All of the tactical decisions (for both the
fleet warfighter and the autonomous threat missile) must be computer aided
or automatic because of the amount of information to be absorbed and the
rapidity of events of the battle. A functional model of the decision process (for
cither the fleet warfighter or the autonomous ASM) is presented in Figure 7.1.

Data is collected by one or more sensors. Based on these observations,
a real-time model of the engagement is developed by the observer algorithm.
From the fleet perspective, tactical weapons actions and various sensor actions
and modifications are executed at the command of the controller algorithm
based on the estimate in the observer of the real-time engagement situation.
From the ASM perspective, its observer assesses the feasibility of each of the
targets to be a true target and assesses the possible EA actions being employed.
Based on this assessment of the observer, guidance commands are executed
at the command of the controller algorithm. In addition, the assessment of
the observer may lead the controller to direct the sensors to collect specific
information to improve its ability to assess the engagement situation. It is
important to note that the performance of the observer is greatly enhanced

Observer
Real Time Engagement Model N
»n
Data Actions
Sensors \{Veapon_s 3
Observables Tactical Actions
I A4
Controller

Action Commands

Figure 7.1 Decision process.
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by accumulating information and by knowledge of the controller actions in
both the cases.

At the onset of each part of the battle the choice of the mix of defensive
weapons and tactics chosen by the fleet warfighter is based on the analysis
of the probability of raid annihilation. This analysis depends on the a priori
probabilities of kill based on intelligence data and previous system testing,.
These probabilities are only as good as the intelligence data and realism and
fidelity of the testing.

Any time a weapon is used, its real-time effectiveness must be continually
evaluated to determine if alternative actions are required to ensure the maxi-
mum probability of survival. When kinetic weapons are used, fleet sensors are
employed to monitor the ASM for physical damage or significant trajectory
changes caused by physical damage coincident with impact.

The tactical use of real-time EA effectiveness monitoring (RTEAM)
was developed for the U.S. Navy in the 1980s during several programs and
has been previously thoroughly tested. The results of one of these efforts are
presented herein as an example of the philosophy of modern EW.

The threats (ASM) are described by their basic tactical characteristics.
The threats execute events along a preferred engagement timeline in the effort
to guide the threat to impact with a target ship (using the goal: miss distance
< the critical miss distance). The threat engagement timeline is heuristically
represented in Figure 7.2.

As an example of a portion of such a sequence the ASM may fly to a
particular geographic position and pop-up over the radar horizon. The secker
is turned on and does an antenna sweep to collect data over a defined range
swath and angular direction where a ship of known characteristics had been
previously seen. Once the possible ship location is verified and updated the
ASM moves to the next node on its engagement timeline.

At this node, the sensor may be directed to probe for additional target
features in an effort to classify potential targets as the desired target, or as not
the desired target. Once the target selection is confirmed the ASM moves to
the track mode and its final attack phase. If the target is assessed to be a false
target an alternative target is chosen.

Each decision node on the ASM engagement timeline is described by
its characteristics, including its vulnerability as an event that can be exploited
via an action by the variety of weapons available to the fleet. The goal of the
fleet weapon action is to cause the threat to transition from the ASM desired
engagement timeline that leads to target impact to an engagement timeline
desired by the defending forces that lead to the threat not impacting a target
ship as indicated by the modified Figure 7.3.
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Figure 7.3 Altered engagement timeline.
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The above description can be symbolized as shown in Figure 7.4. The
threat (ASM) is described by its engagement timeline. Each node is further
described by its vulnerabilities to particular weapons and weapon actions.
Any time a weapon action is executed, there is a particular goal desired. This
general goal is to prevent the threat from continuing on the ASM engagement
timeline and to have the ASM transition to a fleet desired timeline. At each
node that is attacked, there is the possibility that the ASM continues engaging
the ship (HO) or not engaging the ship (H1). These hypothesis options must
be characterized by any and all observables that are possible by the fleet sen-
sors. Thus the weapon controller directs the sensors to collect the appropriate
data for the observer.

In the same way, the autonomous ASM can view the battle engagement
symbolically. The ASM has a desired engagement timeline. There are decision
nodes on its timeline where it must direct its sensor or sensors to gather data
to evaluate its progression of the engagement. At each node the ASM must
evaluate the correctness of its decisions and the effectiveness of fleet actions
as well as ASM actions.

Applying this concept to EW, it is necessary to implement some level
of real-time effectiveness assessment. If a weapon’s effectiveness cannot be
evaluated, it is not viable to rely on this weapon except as a last resort. Pres-
ent fleet warfighter doctrine primarily relies on kinetic weapons. The reason
for this is that the real-time effectiveness of kinetic weapons can be evaluated
for the warfighter.

To recommend that the warfighter rely on the perhaps more cost-effective
EW weapon requires RTEAM. The gist of RTEAM is to evaluate the deci-
sion made at a particular decision node to determine the resultant timeline
decisions. In the simple case the outcome of the decision node, given a known

ASM Threat
Timeline

Weapon Action ——> ASM Reaction

3

Fleet Weapon
Timeline

|

Fleet Sensors
Observables

Figure 7.4 Fundamental terminology for the EW battle.
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action by the weapon system, is the hypothesis option EA desired engagement
timeline or the alternate hypothesis option threat desired engagement timeline.

RTEAM algorithms may be understood by the example of classical
hypothesis testing. This chapter summarizes the application of LLR math to
EA hypothesis testing. Other mathematical formalisms may be found to be
more useful. Regardless, this formalism will illustrate the several fundamental
aspects of RTEAM.

As an example, assume the following sequence as a very simplistic engage-
ment time-line (Figure 7.5) (This sequence is from the Advanced Technology
Demonstration [ATD] program conducted with the Naval Research Labora-
tory in 1990, based on research developments performed from 1978 to 1990.)

Engagement Sequence from the Fleet Perspective

1. A priori data is fed to the threat and it is launched.

2. Atapproximately 12 nmi (range to go) the RF seeker does a Search;
Search observed.

3. By 10 nmi the threat has successful detection. The seeker transitions
to Track; Track Mode on ship observed.

4. At approximately 8 nmi the onboard EA executes cover EA with a
keeper pulse (keeper is 0.25 nmi beyond the ship; the keeper pulse
and the decoy are at the same range).

)1

Threat Ship\_
Track “I
‘ Track Gate — A
Decoy
Cover EA —

Track Keeper Pu’lﬂ-»]

‘Track Ship: HO

Track Keeper: H1 : A
Track Track Ship: HO i | e
‘ Track Decoy: H1 ! Lo
Y ¥
1

Figure 7.5 Simplistic scenario.
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5. Atapproximately 6-nmi, EA effectiveness is evaluated. Threat track-
ing ship (HO) or Keeper (H1). If ASM tracking keeper pulse the on-
board EA is discontinued.

6. The threat continues Track of either the ship (HO) or the decoy (H1).

7. Effectiveness is estimated. If H1, no action. If HO, hard-kill employed.

At the same time that the fleet warfighter is making these tactical decisions
for fleet defense, the ASM is executing its engagement timeline and making
decisions to improve its effectiveness (probability of kill). The ASM flies to a
preselected location and commands the seeker to update target information.
Having detected the target possibilities, the signal processor evaluates its data
to select the object most representative of the predefined target.

The ASM must decide via hypothesis testing algorithms which object to
choose as its preferred target. Once the ASM selects a target, it makes measure-
ments for guidance and it continually makes measurements to develop tactical
decisions in an effort to protect itself from attack by EA or kinetic weapons.

For the engagement illustrated in Figure 7.5, the ASM selects the cor-
rect target. At this stage the ASM detects cover jamming. It may switch to
HOJ mode or it may detect the keeper pulse as a viable target. When the
jamming is discontinued the true target and the off-board decoy are in the
ASM sensor view. The ASM may be in track mode and continue to track
the decoy since it is already in the tracking gates. The ASM may identify
the decoy as a false target and return to tracking the ship. In either case, the
ASM must determine if it has time to assess the fidelity of the targets and
alter its course accordingly.

Engagement Sequence from the ASM Perspective

1. A priori data is fed to the threat and it is launched.

2. At approximately 12 nmi (range to go) the RF seeker does a search
for previously defined target.

3. By 10 nmi the threat has successful detection of two objects. The
seeker evaluates target features and transitions to track mode on ship.

4. At approximately 8 nmi the onboard EA executes cover EA with a
keeper pulse (keeper is 0.25 nmi beyond the ship; the keeper pulse
and the decoy are at the same range). ASM executes track mode on
keeper and evaluates target features or switches to HOJ based on prior
observations of ship target.

5. Atapproximately 6 nmi the onboard EA is discontinued. Target fea-
tures are evaluated. ASM commits to ship or decoy.
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In the previous chapters, several ASM sensor EP techniques useful to properly
classify a ship target in the presence of EA have been described. In describing
these EP signal processing techniques the philosophical direction of EW as a
battle for information becomes clearer.

The primary goal of modern EA (the nonkinetic weapons) is to coun-
ter the ASM sensor task of classifying the target. In particular, the goal is to
deny the ASM sensor required target classification feature information and/
or to present the ASM sensor with realistic target features of one or more false
targets or decoys. In its endeavor to choose the correct target the ASM sensor
employs rapid and efficient signal processing algorithms. In the language of
EW, a variety of EP algorithms are being developed for the purpose of protect-
ing the ASM sensor from fleet target deceptive and denial jamming techniques.

Considerable work has been done over the years in the development
of algorithms to combine multiple parameters for the purpose of computer-
aided decision making. When the task is to quickly select the correct object
from many possibilities, one standard approach is to use a staged probability
estimate algorithm. The first stage has poor statistics but quickly reduces the
number of options while including the correct object with high certainty. The
probability of a false alarm (PFA) is set relatively high with a correspondingly
very high probability of detection. In this way the true target is definitely
accepted but false targets may also be selected as possibilities.

This stage is generally very processing efficient and very fast. The objec-
tive of this stage is to quickly reduce the number of choices of interest. This
stage is typically employed by the ASM in its search mode or target reacqui-
sition mode. In this manner many potential targets, including several ships,
decoys, and false targets, may be detected in the range swath as the antenna
is swept through some angular swath. Target probabilities are weighted based
on previous data. The modern ASM seeker sensor combined with multiple
DSPs has the capability to process multiple target features from multiple tar-
gets simultaneously.

This stage is followed by a mode that has finer PFA, but is more com-
putationally intensive. This mode is typically the ASM algorithm for target
selection or classification of the multiple target possibilities identified in the
search mode. This mode can include the measurement of one or more target
features. All of this information must be combined to estimate which of the
possibilities is the most likely target of interest. Once the determination has
been made to identify the correct target the ASM switches to its target track
mode. During this final mode, localization measurements are made as the
ASM autonomously guides to target impact.
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As mentioned above, between 1978 and 1990 the author developed an
algorithm to combine a variety of diverse data for the purpose of making real-
time tactical decisions. This program culminated with an ATD onboard a U.S.
Navy ship. This algorithm using classical LLR methodology was implemented
and tested for the fleet defense task, but is equally applicable to the task of
automatically mixing data for the ASM EP task. This algorithm has many of
the properties desired of the ASM algorithm to combine target feature data.
The desired properties of such an algorithm are described below.

7.2 Fundamentals of LLR

In this section, a simplistic LLR formalism is described. The goal of this
example is to demonstrate some of the requirements of a tactical decision aid
algorithm. For example, this algorithm may be used to evaluate the state as
defined in step 6 of the fleet defense sequence illustrated above. As described
above, an action by an EW weapon is executed for the purpose of controlling
the threat to a preferred engagement timeline. The impact of this action on
one or more sensors (observables) is examined for the purpose of evaluating
the result of the action such as indicated in step 6 above. Or a decision aid
algorithm may be used to evaluate the possible targets in step 3 or step 5 of the
ASM tactical decisions. In this case, the LLR formalism is used to combine
the several target features into a single decision parameter.

Assume a sensor provides a single measurement or a time sequence of
N measurements (1s or less) of data represented by x. If hypothesis H; is true
the data is represented as the following set of measurements:

Hi={x|x = U +0Ox, " +w} (7.1)
n i i N -1 n

. [ N-1N-1
N1sodd,n—|: R } (7.2)

The u parameters represent the means. The Ox parameters represent the span
of the data over the time interval, and @ represents additive noise for each data
sample. An example of the two data sets is illustrated in Figure 7.6.

The solid curves represent the data sets (without noise) with the key
parameters indicated for the two hypotheses. The parameters illustrate the



236 Electronic Warfare Signal Processing

Parameter

Figure 7.6 Illustration of two data sets.

mean value and the extent of the values, assuming a linear progression with
time (or first-order Taylor approximation). This approximation is generally
valid since the total time available is short. If NV =1 the second parameter is
not included. The time interval (7') is related to the sample rate

T=N-6t=N-SR™! (7.3)

Assume that the sensor measurement noise (@,) is Gaussian and uncorrelated
for each time sample. The measurement noise variance is 62. LLR (1) is defined
as the ratio of the conditional probabilities.

P(x|HO
A= 10g|:P((TI—Il” (7.4)

With this definition the measurements data set is converted to a set of scalar
quantities. Since the noise samples are independent and using the assump-
tion of a Gaussian distribution, LLR can be expressed by the following set
of equations and terms. (It is straightforward to modify these expressions for

the case of N= 1))

(7.5)

12-o?

)L=T'SR'[(;?—/._L)-(%).;.(M_S).(M)
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x= % x, (7.6)
12

_ +
=tk 78)
5= 0% tox (7.9)

2

Now, as in previous chapters, define the quantity
(Mo =t4)" (8% = 8% )

e A R B (7.10)

o

This quantity is a measure of the separation of the two data sets compared to
the sensor measurement accuracy (6/NN) (see [7.3]). From the assumption of
the Gaussian probability distribution this quantity fully defines the probability
distributions for the LLR for the two hypotheses

mean(MHO) = —mcan(MH]) = %

(7.11)
var(A|HO) = var(A|H1) = A (7.12)

Thus, the distributions overlap a great deal for small A and separate as A
increases. That is, the width of the distributions is the square root of A, and
the separation of the means of the distributions is A. Sample probability dis-
tributions (H1 on the left and HO on the right) for increasing A are shown
in Figure 7.7.

For a given test performance criteria, such as the Neyman-Pearson cri-
teria, there is a critical A value. Thus, as in Figure 7.8, a threshold 77 is set
such that the probability of accepting HO when H1 is true is given as 4, the
area under the dashed curve to the right of 7h. As A increases there comes a
critical value such that the probability of rejecting HO when it is true reaches
the desired performance value as 2 where  is the area under the solid curve
to the left of 7h. For example, if 4 = 0.0001 and « = 0.1 the critical value is
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Figure 7.7 Probability distributions for increasing A.

A =25. As A continues to increase the threshold is set by the 4 requirement
and the test trivially satisfies the performance requirements.

Typically for the EW scenario application, the value of A increases as the
engagement range decreases. Therefore, the critical LLR variance corresponds
to a critical engagement range. That is, the decisions required can be made
with the desired fidelity at a critical engagement range or less. The performance
goal can be equated to an engagement range criterion.

Reading the performance threshold values (7, and 7}) for a standard nor-
mal distribution, it is seen that adequate decision performance corresponds to

T,+7,

Th=\/X-T (7.13)
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Figure 7.8 Decision threshold.
VA2(7,-T,) = (A o (7.14)

The performance can also be analyzed via the standard receiver operating
characteristics (ROC) analysis. These curves are sometimes designated detec-
tor operating characteristics (DOC). The x-axis is the probability of choosing
HO when H1 is true (or parameter b). The y-axis is the probability of correctly
choosing HO when HO is true (or the parameter 1 — a). As shown in Figure
7.9 the line for A = 0 is the diagonal. When A is zero the two distributions
are identical. As A increases the curve bows more and more to the upper left.

(1-a)
Probability of
correctly
accepting H0 0.0 —F

0.0 OL

1.0

Probability of incorrectly accepting HO (b)

Figure 79 ROC curve representation.
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The Neyman-Pearson performance criteria are represented as vertical
and horizontal dashed lines. The vertical dashed line indicates the error type
b (probability of accepting HO when HI1 is true). The horizontal dashed line
indicates the error type  (probability of rejecting HO when HO is true). Accept-
able performance corresponds to curves to the left of the vertical dashed line.
As A increases the curve reaches the intersection of the horizontal and vertical
dashed lines (at the critical A). As A increases the performance requirements
are exceeded. ROC or equivalently DOC analysis has been well developed
over the years. All of the standard ROC chart analysis can be utilized for LLR.

As another way to view the results, consider again the performance
parameter A, basically (7.10). Consider the case of a single sensor that is
described by its accuracy (0) and its data rate (sample rate). Figure 7.10 dem-
onstrates an analysis of the situation. A graph of sensor characteristics can be
created by letting the vertical axis be the sensor accuracy and the horizontal
axis the sample rate. Increasing along the vertical axis represents a less accu-
rate sensor. Increasing along the horizontal axis represents a higher sample
rate sensor.

The solid parabolic curve represents the critical performance value of A
for a time fixed situation or fixed geometry scenario. Any higher value of
A will meet the performance criteria. This curve corresponds to the hypoth-
esis geometry values in (7.10) being fixed. The acceptable operating region is
the clear region to the right and under this A curve.

The vertical solid line represents the maximum sample rate achievable.
It is assumed that sensors may be available at this sample rate or less. The
horizontal solid line represents the best accuracy achievable (smallest o).

Maximum SR

Accuracy

Critical A
(o) RN
RN
RN
Valid Design (O Best
Performance | '11 11 Accuracy
L1111 o

Data Rate (SR)

Figure 710 Sensor operating requirements.
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Again less accurate sensors may be available. An available sensor can assess
the effectiveness of this EA action when its specifications result in the clear
area as shown in the figure.

As stated above the critical performance parameter is generally a function
of engagement range, and this parameter generally increases as the engagement
range decreases. Therefore, the critical value of A for a single sensor corre-
sponds to a critical engagement range as illustrated in Figure 7.11 that shows
the performance parameter plotted versus engagement range.

A major issue for many tactical situations is the task of sensor or data
fusion. In many cases, this involves complex and processor-intensive coordinate
transformations and algorithms. Tactical decision making must be rapid and
efficient. The method of sensor fusion for decision making is a major advan-
tage of this LLR formalism. Consider the results of applying the formalism
to two independent sensors (A and B) for the same event. If the sensors are
independent, the resultant LLR formed by combining the LLR is Gaussian.
The resultant LLR is simply the sum of the two independent LLRs, and the
variance of the resultant probability distribution is the sum of the individual
sensor variances.

A=A, +4, (7.15)
A=A +A, (7.16)
That is, sensor fusion is achieved by adding the scalar LLR values and the

performance is described by exploiting the addition of the variances. As stated
above, the decision test performance improves with increasing A. The sum of

Performance
(A)
R maximum

Critical Value

Figure 711 Performance versus range.



242 Electronic Warfare Signal Processing

the two variances must be greater than either individual variance value. The
relative weighting of the two LLRs in how they impact the overall decision
is automatic, based on their variances, and the test performance is improved
with this larger variance.

Again, sensor fusion is achieved by scalar addition with the proper
weighting. There is no need to justify coordinate systems and so forth, to
achieve optimal sensor fusion. In the same manner, independent time samples
can be added as scalars. However, depending on the tactical situation, it may
be advisable to apply a fading memory filter to this time information or to
make new measurements if the situation may have changed. The performance
improvement resulting from sensor fusion is illustrated in Figure 7.12.

The main features of the LLR type of decision algorithm are as follows.
Typically, an action occurs that will leave the situation in different possible
states. The required decision is to evaluate which state is most likely. One or
more observable quantities are measured. The measurement is modeled. Since
the decisions must be made rapidly, only short time intervals (or individual
measurements) are involved. A simple approximation to the measurement vari-
able can be made. The sensor parameters such as accuracy and sample rate are
modeled. Assuming Gaussian probability distributions the LLR is formed. If
there are more than one measurement variable the individual LLRs are com-
bined. If the test performance is viable (A larger than the critical value) the
measured value of the LLR is compared with a threshold value.

Figure 7.13 provides a simplified geometry of the engagement and defines
the several variables. The goal of the fleet-based algorithm is to measure the
a posteriori probability of EA effectiveness. This may result from an estimate
of the miss distance. A miss distance of M indicates the ASM is targeting the
decoy. A miss distance less than M indicates the ASM is targeting the ship.

Performance
(L) Sensor A Sensor B Combined Sensors

Ny

Critical Value | ———— X‘Q‘t xt_

Range

Figure 712 Maximum test range using combined sensors.
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If the ASM does not maneuver this estimate may be adequate. If the ASM
maneuvers this estimate is seldom useful.

Equivalently, EA effectiveness may result from an estimate of the ASM
seeker look direction in its final terminal phase. If the antenna is pointed at
the ship it is assumed the ASM is targeting the ship. If the antenna is pointed
at the decoy then the ship is at angle 3 relative to the ASM antenna bore sight.
This is a much more difficult parameter to estimate, but it is much more reli-
able in estimating the state of the ASM and the effectiveness of fleet EA as
long as a mechanically steered antenna is employed.

From the fleet perspective, the various LLRs can be seen in Figure 7.14.
Using the simple geometry in Figure 7.13 the approximation equation (7.5)
was computed and these results applied to (7.10). Basic observables examined
include bearing (sensor to threat), range, power, polarization ratio, and range
rate. Some typical results are shown in the chart in Figure 7.14. All of these
variables demonstrate that the test performance improves with decreasing
range and/or increasing decoy miss distance, as expected. Using these results
the sensor specifications can be determined to allow RTEAM decisions when
an EW strategy is defined as above.

Now consider a simple case of a sea-skimming and nonmaneuvering
threat (two-dimensional geometry). As stated above, some aspects are esti-
mated over time. The most reliable and useful parameters are associated with a
change of state actions. Assume the ASM is in a particular state such as tracking
the ship. If the EA action is employed with the goal of changing the state to
tracking the decoy, several parameters may be monitored to assess effective-
ness of the action. If the parameter does not change, the EA did not change
the ASM state. If the parameter has a change coincident with the EA action

Figure 713 Miss distance geometry.
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Figure 7.14 Table of sample results from fleet perspective.

the EA is assessed to have successfully effected a change of state. In previous
testing the time for desired transition from Track ship to Track decoy was
known. The goal was to observe a change in the particular observable value
consistent with this transition of the engagement timeline. Sample results are
shown in Figure 7.15.

Field Test-Sample Results
Ship to Decoy Transition

Time of EA Time of EA

5dB

Test 1 Test 2

Figure 715 Sample results of EA effectiveness assessment.
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In a similar manner the variety of parameters described in the previous
chapters are monitored and measured by the ASM seeker sensor and digital
signal processor. These several parameters are converted to a scalar parameter,
such as the LLR, and are combined. In this manner the ASM can rapidly and
effectively assess the several targets for physics-based features to optimally
determine the correct target from among the several possible targets that are
readily detected and tracked. For example, the DSP can monitor the target
RCS value, the RCS Lag-1 parameter, and the Doppler dimension of the targets
simultaneously. These parameter values can be evaluated via the LLR formalism
or in a multidimensional feature space to determine the most probable true
ship target. Figure 7.16 contains a list of some of the EP parameters available
to the modern ASM sensor that have been described in the previous chapters.

In the next section, some concluding comments are provided for EW-
specific examples.

1.3 EW Specifics

Throughout history and especially during and since the Second World War,
naval forces have been a means to project power into areas with concentrated
hostile forces. Arguably, the superiority of the British fleet in WW!II was a

Sample of EP parameters available to the modern ASM sensor

RCS mean

RCS variance

RCS Lag-1

Monopulse variance

BFD

Doppler ghostimages

Probed Doppler smear

Correlated RCS fluctuations

Correlated monopulse errors

Target range when using long random code

Target range length/denseness/sparseness

Target Doppler length/denseness/sparseness

Doppler image variation synchronized with weave maneuver
Monopulse approximation to mitigate cover EA

AX STAP processing to correlate multiple false targets
AX STAP processing to mitigate cover EA

Figure 7.16 List of sample EP parameters.
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main contributing factor in enabling the Allied nations to survive against the
Axis powers in the early years of that conflict.

Since that conflict, naval forces have continued to serve at various times
to project power into many areas of the world from the Falklands War to the
several conflicts in the Middle East and into areas of Asia such as Vietnam,
Korea, and Taiwan.

Beginning with Japanese suicide air attacks on naval vessels and the
early German development of ASMs, the ASM has been continually devel-
oped by several nations as a counter to these naval forces. A simple search
of the internet or a comprehensive text [1, 2] reveals that there is a growing
arsenal of ASM deployed by several nations, including the major powers (e.g.,
the United States, China, Russia, and India) as well as lesser military powers
(e.g., Iran, Korea, and Pakistan).

While there have been limited battles since WW1I as described in Chap-
ter 1, the potential for a major attack on naval forces is on the horizon. At the
present time the standard defense for the naval fleet when attacked by the
ASM threat is with a layered defense of kinetic weapons. This defense begins
with longer range to intermediate range antimissile missiles and concludes
with close in weapons system or a laser beam gun.

While this defense may be adequate when confronted with a limited
attack by a less capable military power, the kinetic weapons will be over-
whelmed when confronted with a major simultaneous attack by modern ASM
threats. The potential is ever-increasing of an attack against a naval fleet by
waves of ASM of a variety of types.

For example, consider a hypothetical attack againsta U.S. fleet by People’s
Republic of China forces. First, the fleet can be continuously monitored by the
array of over the horizon radars and the data collection from reconnaissance
satellites. With this targeting information, waves of DF-21 ASMs launched
from a variety of platforms will approach from on high at Mach 10, gener-
ally targeting the HV Us. At the same time, waves of low-flying cruise ASMs
launched from land, air, surface, and subsurface platforms can approach at
Mach 1 from a variety of directions. These ASMs may be targeting the HV Us
and some may be deliberately targeting escort ships. On final approach, these
threats can accelerate to Mach 3 or more as they are automatically guided to
the targets. Most if not all of these threats will perform high-g maneuvers in
an effort to mitigate kinetic weapon fire control systems.

To defend against such an attack, naval forces have been developing a
defensive mix of kinetic and nonkinetic weapons. The premise of this work is
that these present autonomous ASMs are equipped with one or more sensors
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of unprecedented capability combined with sophisticated signal processing
capability. In the past, the EW battle paradigm was to exploit flaws in the
sensors identified through intelligence gathering. The present EW battle must
now be a battle for information that is physics based.

The ASM equipped with LPI radar is very difficult to detect. These
radars may be in common weather radar frequency bands or at higher fre-
quency. On pop-up and reacquisition at the onset of the terminal phase the
sprint vehicle begins to conduct evasive maneuvers at high speed to mitigate
kinetic weapon fire control, while the bus platform presents a decoy to further
confound kinetic fire control systems.

The ASM seeker can readily detect and track several targets. The EW
battle becomes an information battle centered on the task of target classifica-
tion. Because of the amount of data that needs to be processed and absorbed
and because of the speed of the battle, fire control solutions on both sides of
the battle must be automatic or at least computer aided. Tactical decision
algorithms based on the probability of raid annihilation and other analyses
were briefly described in Chapter 1 and in earlier sections of this chapter.

In an effort to describe the status of present-day EW the battle between
the fleet and a single ASM has been investigated in this work. The example
threat is radar guided autonomous ASM in its terminal phase of attacking
the HVU. Prior to this phase, the ASM knows where the ship was and has
information about its several physical characteristics.

This information may be from intelligence and/or testing coupled with
the possibility that the ASM seeker has viewed the ship target earlier in its
approach. For example, a modern sea-skimming ASM can travel 600 km on
its clandestine approach at Mach 1. As it pops-up to view the scene it will
sweep the sea surface where the ship was previously seen. Using a high PFA
algorithm and an RCS window, a collection of potential targets will be seen
in the angle swept range swath. If the ship has launched decoys, such as pas-
sive decoys like the Rubber Duck or active decoys (Nulka), multiple potential
targets will be detected. Figure 7.17 illustrates the ASM, viewing a range swath
containing the HVU, a single escort ship, and a single decoy.

The ASM will next utilize a set of one or more waveforms designed to
enhance the difference between the HVU target, the smaller escort ship, and
the false target features as described in the previous chapters. If the ASM
changes waveforms it will need a few tens of milliseconds to flow data through
its pipeline as described in Chapter 2. For example as described in Chapter
4, the several targets may be examined for RCS values and RCS Lag-1 value.
The monopulse statistics may be examined for features associated with the
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Figure 717 ASM attacking the HVU protected by a decoy.

extended nature of the true target. In addition, or as an option, while the ASM
conducts a weave maneuver to confound kinetic weapon fire control systems
the seeker can evaluate the Doppler characteristics as described in Chapter
5. Once the ASM chooses the highest probability HVU target it will tighten
its track gates and switch to waveforms optimized for collecting precise guid-
ance information.

As another option, the escort ship may generate false targets with the
on-board EA system in an effort to confuse the scene of the ASM sensor. The
ASM may switch to a very long pulse compression waveform with pulse to
pulse random codes to make it impossible for the EA system to generate viable
false targets within the range swath. Or the ASM may measure correlations of
parameters between pairs of targets to sort the many targets into false targets
and the true target. If the escort ship successfully generates a false target in
an effort to seduce range and Doppler track gates the beat frequency detector
(BFD) procedure will alert the ASM sensor. And of course while this work
has dealt with EP for an LPI secker, the seeker may have multiple sensors.
Employing an IR sensor to detect the signature of a ship or passive radar to
detect emanations from ship board radar can further confirm the conclusions
from the LPI active radar sensor to properly classify the targets. The use of
multiple active EA false targets is illustrated in Figure 7.18.

As described in Chapter 6, the escort ship (or the active decoy) may
attempt to protect the fleet HVU by generating noise jamming to blind the
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Figure 718 Escort ship active EA generated false targets.

active radar sensor as shown in Figure 7.19. The figure illustrates the location
of the escort ship, the HVU, and the decoy, but assumes the escort ship has
flooded the seeker active radar sensor with high-level noise radiation.

As the ASM begins its weave maneuver and detects this jamming, it can
implement the two coherent sensors near-forward looking space-time adaptive

Time (Decreasing
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e Cover EA
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Search: Probe EP: Final Track:

Cover EA Mitigation:

Target parameter estimation.................coooviiinnnna

Figure 719 Escort ship active cover jamming EA.



250 Electronic Warfare Signal Processing

processing algorithm to mitigate the cover jamming and reveal the ship loca-
tions and features. With prior information and observations, it is possible to
obtain crude information about the possible ship location. This information
combined with the observed data array is adequate to establish the suboptimal
filters around each of the potential targets as described in Chapter 6. Using
these filters, more detailed observations of the targets can be measured. This
information can serve to assist guidance and at the same time improve the
filters, bringing them closer to optimal prewhitening filters. This technique of
adaptive filter estimation is a common means of suboptimal filtering exploited
in many signal processing applications [3]. In this way the ASM can rapidly
mitigate the jamming and ascertain the location of the HVU. This result is
heuristically indicated in Figure 7.20.

14 Summary and Conclusions

The LLR mathematical formalism was described to illustrate a typical algo-
rithm useful for automatic combat decision aid while incorporating the task of
RTEAM with rapid sensor fusion. This exercise demonstrated how to model
the threats, the weapons, and the sensors to achieve this capability. It was
shown how to develop the sensor requirements and to evaluate the quantitative
performance, including the performance range requirement. This approach
illustrated the powerful result of being able to fuse information using scalar
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Figure 7.20 Escort ship active cover jamming EA mitigated by ASM EP.
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arithmetic. It was indicated how to accumulate confidence in the results over
time. This formalism has been previously applied to several field test exercises.

In a similar manner, several of the above EP techniques can be processed
in parallel in the autonomous ASM sensor and standard statistical techniques
used to weight and combine the several techniques. The modern ASM radar
sensor may generate an LPI waveform such as a chirp or a long-phase coded
waveform during its search mode that is optimized for target detection. With
a large PFA, any and all targets in the angle and range swath will be detected.
Using a combination of rudimentary EP techniques from Chapter 4, such as
RCS level, Lag-1 statistics, and range/Doppler structure (e.g., length), one or
more potential targets can be identified as true targets.

As the antenna is aimed at these detected targets, a different waveform
(perhaps a probe waveform from Chapter 5) can be employed to better distin-
guish the correct target from the false targets and decoys. If there are multiple
false targets, correlating parameters can rapidly identify the false targets. Use
of the stepped frequency and fixed frequency waveforms can be used by the
ASM sensor to deliberately probe the targets for physical features that are dif-
ficult to duplicate with present EA systems and concepts. The variance of the
monopulse measurement and other DSP algorithms can be evaluated as the
range decreases. If the EA systems attempt to blind the ASM sensor by high-
power cover noise, the techniques in Chapter 6 can be employed to mitigate
this EA and identify the proper Doppler range cell containing the HVU.

The result is an ASM threat that is very efficient at detecting and clas-
sifying the HVU in the presence of EA. As a counter to this capability, it
is imperative that the EA techniques be improved to adequately match this
technology advance by utilizing physically accurate techniques to mimic the
characteristics of the HVU and provide a truly viable alternative to the true
target. To do this task, the EA engineer must understand the DSP techniques
being developed by the ASM engineer. The EA techniques must be improved
and fully integrated with fleet defensive weapons and sensors to optimize the
defenses and to add full real-time cognizance of the battle.

As stated at the beginning of this tract, the modern radar guided ASM
employing optimal signal processing of the data in the two receivers is a formi-
dable threat that can mitigate most of the standard present-day EA techniques.
A main result of this work is that there are many target features and EP probe
techniques available to provide the ASM sensor with an abundance of infor-
mation to counter EA and to classify the desired target. The main observation
is that to a large extent, any or all of these rapid and efficient EP algorithms
can be implemented via software changes in modern and existing ASM seeker
sensors equipped with high-speed digital signal processing capabilities.
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Probability
A Posteriori Probability, 18, 21, 23, 26,
223,242
A Priori Probability, 18, 21, 23-25,
223,229, 232-233
Lethality Reduction, 24-25
Probability of Kill, 18, 21-24, 233
Probability of Raid Annihilation
(PRA), 24-26
Pulse Repetition Frequency (PRF), 85
Pulse Repetition Interval (PRI), 85,
91-92
Pulse Width (PW), 38, 5758, 61

Quadrature Detector, See Detector

Radar

Coherent Processing Interval (CPI),
68-76, 85-92, 96-97, 106, 111—
113, 166-169

Coherent Radar, 16, 17, 19, 46—47,
56-59, 81-94

Continuous Wave (CW) Radar, 38

Frequency Bands, 36-37

Low Probability of Intercept (LPI)
Radar, 13, 17, 19, 49, 51, 58,
165

Noncoherent Radar, 81-94

Pulse, 7-9, 38—40, 45

Pulsed Doppler Radar, See Low
Probability of Intercept Radar

Radar Horizon, 63, 81, 112, 229

Radar Range, 45-46, 51

Range Equation, 86, 94-96, 99, 106,

148

Radar Cross Section (RCS), 80, 86, 94,
99, 102, 122-138, 141

Radome, 19, 66-68, 100, 158—-159

Range Extent, 98, 115-160

Range Resolution, 57-61, 8889, 165—
167, 172, 176177

Range Swath, 68, 81-82, 84-94

Receiver Operating Characteristics
(ROC), See Detector
Operating Characteristic

Resolution, See Doppler Resolution and
Range Resolution

Rubber Duck, See Decoys

Sample Rate, 42, 53, 236, 240242
Satellite, 246
Scatter Matrix, 102—-105
Schwartz Inequality, 200, 202
Seeker Modes
Classification Mode, 81, 109
Detection, See Search Mode
Home On Jam Mode (HOJ), 82, 95,
118, 119, 123, 188, 190, 221, 228,
233
Reacquisition Mode, See Search Mode
Search Mode, 63, 73, 76, 81-84, 109,
113, 234, 251
Surveillance Mode, See Search Mode
Track Mode, 76, 82, 105, 109, 113,
117, 119-120, 124, 229-234
Tracking Gates, 6-9, 27, 105, 120,
159, 227, 233
Seeker Sensor, 19
Sensor, alternative or multiple
Electro Optical, 16
IR, 13, 16, 18
Radar, 14-15
Sensor Fusion, 241-242, 250
Signal to Interference Ratio (SIR), 193,
197-198, 200-203, 209, 213,
216-221
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Signal to Noise Ratio (SNR), 50-51,
56-57, 87-94, 99, 148, 192,
196-221

Sinc Function, 38, 53, 65, 170, 175

Spectrum, 34-45, 52, 53, 88-89

Speed of Light, 33, 36

Steering Vector, 200-203, 209-221

Styx, See Anti-Ship Missile

Swarm Attack, 2, 26

Swerling Target, 130-131

Targets

Aircraft Carrier, See High Value Unit

Decoy, See Decoys
Doppler Extent, See Doppler Extent

Escort Ship, 16, 19, 26, 118, 246-250

Extended Target, 115-160
False Target, See Digital RF Memory
Marcum Target, See Marcum Target
Swerling Target, See Swerling Target
Target Classification and Target
Features, See Seeker Modes
Terrain Bounce EA, See Dual Coherent
Source EA
Threat, See Anti-Ship Missile

Waveform

Barker Code, 59-61, 165-168

Chirp Waveform, See
Ambiguity Function

Phase Code, 58, 165-167, 251

Probe Waveform, 173, 181-185

Pulse Compression, 58—62, 163, 165—
173, 185

Random Code, 60, 164—169, 185, 248

Stepped Frequency Waveform,
173-181

Wavelength, 36, 128-130
Weapon

Close In Weapons System (CIWS), 5,
16, 17, 246

Hard-Kill, See Kinetic Weapons

High Energy Laser Beam, 5, 246

Kinetic Weapon, 1, 5, 6, 7, 16, 18,
22-26, 63, 164, 233

Nonkinetic Weapon (NK), 1, 6, 16-28

Soft-Kill, See Nonkinetic Weapons

See also Electronic Attack (EA)

See also Anti-Ship Missile

Weighting Function, 39, 59, 65
Window Function, 38—40, 45, 53,

64-66, 70
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