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PREFACE 
 

 

The federal government first supported a program for energy storage and 

electric power system technology during the 1970s, before the establishment 

of the Department of Energy (DOE). In the early days, the program was 

focused mainly on energy storage—especially to even out the variable power 

production from wind and solar technologies—but also to support large coal 

and nuclear power plants. The development of computer capacity and 

miniaturization has expanded the ability of grid operators to monitor and 

control electric power flows. The subsequent increase in networking of 

computerized devices for grid data collection and control advanced the ability 

of operators to anticipate, avoid, and otherwise mitigate potential power crises, 

such as blackouts. However, in more recent years, the computerization and 

networking have become vulnerable to unwanted computer-driven intrusions 

and disruptions, revealing a new cybersecurity challenge for electric power 

system technology. The nation’s energy infrastructure is diverse and complex. 

It includes distributed networks, varied system structures (electricity, oil, and 

natural gas), an array of operating models (public and private), and different 

systems in both the physical space and cyberspace. The energy sector consists 

of thousands of electricity, oil, and natural gas assets1 that are geographically 

dispersed and provide for all nationally important systems and networks. Thus, 

interdependency within the sector and across the nation’s critical infrastructure 

sectors is significant. Coordinating the security and resilience of energy assets 

is complicated by the borderless nature of energy and reliance on 

predominantly privately owned infrastructure. This book examines the federal 

oversight of electricity delivery and security. It also discusses activities and 

funding of electricity delivery and security. 
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Chapter 1 - The nation’s energy infrastructure is undergoing a major 

transformation. New technologies and changes in electricity flows place 

increasing demands on the electric power grid. These changes include 

increased use of distributed (mostly renewable energy) resources, Internet-

enabled demand response technologies, growing loads from electric vehicle 

use, continued expansion of natural gas use, and integration of energy storage 

devices. 

The Department of Energy’s (DOE’s) Office of Electricity Delivery and 

Energy Reliability (OE) is tasked with the lead role to address those 

infrastructure issues. OE is also responsible for the physical security and 

cybersecurity of energy infrastructure. As an illustration, OE reports that, 

during FY2014, its programs responded to 24 energy-related emergency events, 

including physical security events, wildfires, severe storms, fuel shortages, and 

national security events. 

Since 2005, the Energy and Water Development (E&W) appropriations 

bill has funded all DOE programs, including those operated by OE. That office 

manages five types of research and development (R&D) programs, usually 

conducted in cost-shared partnership with private sector firms. OE also 

operates two types of deployment programs, conducted mainly with state and 

tribal governments. Each OE program office has its own set of goals and 

objectives. 

President Obama has declared grid modernization to be a high priority, 

stressing its importance to jobs, economic growth, and U.S. manufacturing 

competitiveness. Further, OE has a key role in supporting the grid integration 

of renewable energy, which is a focus of the President’s Climate Action Plan 

and is a strategic resource for state responses to the Environmental Protection 

Agency’s proposed Clean Power Plan. 

DOE’s FY2016 request for OE sought $270 million, nearly double the 

FY2015 appropriation of $147 million. As part of that requested increase, 

DOE proposed to create a new Transformer Resilience R&D program and a 

new State Energy Reliability and Assurance grant program. About half of the 

requested OE increase would have gone to the new grant program. The next 

largest increases were sought for the Smart Grid and Cybersecurity programs. 

The FY2016 request also noted that OE plays the central role in two of DOE’s 

broad cross-cutting initiatives: grid modernization and cybersecurity. 

For the OE portion of the FY2016 E&W bill (H.R. 2028), the House 

approved $160 million and the Senate Appropriations Committee approved 

$152 million; but the Administration issued a veto threat. Ultimately, E&W 

appropriations appeared as Division D of the Consolidated Appropriations Bill 
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(H.R. 2029). The bill was enacted as P.L. 114-113. The law provided $206 

million for OE. The proposed new grant program was not funded, but funding 

was provided for the new Transformer Resilience program. Both the Smart 

Grid and Cybersecurity programs received larger amounts than were 

requested. 

Chapter 2 - Electricity is vital to the commerce and daily functioning of 

United States. The modernization of the grid to accommodate today’s uses is 

leading to the incorporation of information processing capabilities for power 

system controls and operations monitoring. The “Smart Grid” is the name 

given to the evolving electric power network as new information technology 

systems and capabilities are incorporated. While these new components may 

add to the ability to control power flows and enhance the efficiency of grid 

operations, they also potentially increase the susceptibility of the grid to cyber 

(i.e., computer-related) attack since they are built around microprocessor 

devices whose basic functions are controlled by software programming. The 

potential for a major disruption or widespread damage to the nation’s power 

system from a large scale cyberattack has increased focus on the cybersecurity 

of the Smart Grid. 

Federal efforts to enhance the cybersecurity of the electrical grid were 

emphasized with the recognition of cybersecurity as a critical issue for electric 

utilities in developing the Smart Grid. The Federal Energy Regulatory 

Commission (FERC) received primary responsibility for the reliability of the 

bulk power system from the Energy Policy Act of 2005. FERC subsequently 

designated the North American Electric Reliability Corporation (NERC) as the 

“Electric Reliability Organization” (ERO) with the responsibility of 

establishing and enforcing reliability standards. Compliance with reliability 

standards for electric utilities thus changed from a voluntary, peer-driven 

undertaking to a mandatory function. The Energy Independence and Security 

Act of 2007 (EISA) later added requirements for “a reliable and secure 

electricity infrastructure” with regard to Smart Grid development. NERC is 

also responsible for standards for critical infrastructure protection (CIP) which 

focus on planning and procedures for the physical security of the grid. Self-

determination is a key part of the CIP reliability process. Utilities are allowed 

to self-identify what they see as “critical assets” under NERC regulations. 

Only “critical cyber assets” (i.e., as essential to the reliable operation of 

critical assets) are subject to CIP standards. FERC has directed NERC to 

revise the standards so that some oversight of the identification process for 

critical cyber assets was provided, but any revision is again subject to 

stakeholder approval. While reliability standards are mandatory, the ERO 
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process for developing regulations is somewhat unusual in that the regulations 

are essentially being established by the entities who are being regulated. This 

may potentially be a conflict of interest, especially when cost of compliance is 

a concern, and acceptable standards may conceivably result from the option 

with the lowest costs. Since utility systems are interconnected in many ways, 

the system with the least protected network potentially provides the weakest 

point of access. 

Cybersecurity threats represent a constantly moving and increasing target 

for mitigation activities and mitigation efforts could likewise spiral upward in 

costs. Recovery of costs may present a major challenge especially to 

distribution utilities and state commissions charged with overseeing utility 

costs. EISA only requires states to consider recovery of costs related to Smart 

Grid systems. FERC has jurisdiction over the bulk power grid, and cannot 

compel entities involved in distribution to comply with its regulations. 

Recoverability from a cyber attack on the scale of something which could take 

down a significant portion of the grid will likely be very difficult, but 

maintaining a ready inventory of critical spare parts in close proximity to key 

installations could quicken recovery efforts from some types of attack. The 

electricity grid is connected to (and largely dependent on) the natural gas 

pipeline, water supply, and telecommunications systems. Technologies being 

developed for use by the Smart Grid could also be used by these industries. 

Consideration could be given to applying similar control system device and 

system safeguards to these other critical utility systems. 

Chapter 3 - In the United States, it is generally taken for granted that the 

electricity needed to power the U.S. economy is available on demand and will 

always be available to power our machines and devices. However, in recent 

years, new threats have materialized as new vulnerabilities have come to light, 

and a number of major concerns have emerged about the resilience and 

security of the nation’s electric power system. In particular, the cybersecurity 

of the electricity grid has been a focus of recent efforts to protect the integrity 

of the electric power system. 

The increasing frequency of cyber intrusions on industrial control (IC) 

systems of critical infrastructure continues to be a concern to the electric 

power sector. Power production and flows on the nation’s electricity grid are 

controlled remotely by a number of IC technologies. The National Security 

Agency (NSA) reported that it has seen intrusions into IC systems by entities 

with the apparent technical capability “to take down control systems that 

operate U.S. power grids, water systems and other critical infrastructure.” 
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As the grid is modernized and the Smart Grid is deployed, new intelligent 

technologies utilizing two-way communications and other digital advantages 

are being optimized by Internet connectivity. Modernization of many IC 

systems (in particular, the Supervisory Control and Data Acquisition 

[SCADA] system) also has resulted in connections to the Internet. While these 

advances will improve the efficiency and performance of the grid, they also 

will increase its vulnerability to potential cyberattacks. Black Energy, Havex, 

and Sandworm are all recent examples of malware targeting SCADA systems. 

New devices (like smart meters) and increasing points of access (such as 

renewable electricity facilities) introduce new additional areas through which a 

potential cyberattack may be launched at the grid. 

Many cybersecurity actions are reactive to the last threat discovered. 

While intrusion detection is a priority, some experts say that mitigation of 

cyber threats requires a focus on attackers, not the attacks. Cybersecurity 

strategies may shift from figuring out whether a system has been compromised 

to an understanding of who authored the malicious software and why. 

Although malware intrusions may not have resulted in a significant disruption 

of grid operations so far, they still have been possible even with mandatory 

standards in place. The North American Electric Reliability Corporation’s 

(NERC’s) current set of standards, Critical Infrastructure Protection (CIP) 

Version 5, is moving toward active consideration of bulk electric system 

security needs rather than just compliance with minimum standards. 

Electric utilities emphasize the need for timely information sharing and 

advocate for liability protection from potential damages resulting from a major 

cyber event. Some observers argue that it is the responsibility of electric 

utilities to embrace security as part of their strategic business planning and 

operations. The National Electric Sector Cybersecurity Organization has 

identified six failure scenario domains intended to assist utility cybersecurity 

efforts. These scenarios also illustrate the continuing vulnerability of the grid 

to potential cyber and physical attacks, or a combination of both. 

This report highlights several areas for congressional consideration to 

improve grid cybersecurity. One issue is whether electric utilities have the 

resources to make the financial investment and recruit staff to reduce 

vulnerabilities. Another issue is that NERC CIP standards do not apply to all 

points of grid connection to the distribution system, and these connections still 

may represent cyber vulnerabilities. The adequacy of current standards where 

they do apply is also an issue. 

Chapter 4 - The U.S. electric power grid consists of over 200,000 miles of 

high-voltage transmission lines and hundreds of large transformer substations. 
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High voltage (HV) transformer units make up less than 3% of U.S. 

transformers, but they carry 60%-70% of the nation’s electricity. Because they 

serve as vital nodes, HV transformers are critical to the nation’s electric grid. 

HV transformers are also the most vulnerable to damage from malicious acts. 

For more than 10 years, the electric utility industry and government 

agencies have engaged in activities to secure HV transformers from physical 

attack and to improve recovery in the event of a successful attack. These 

activities include coordination and information sharing, spare equipment 

programs, security standards, security exercises, and other measures. There 

has been some level of physical security investment and an increasing 

refinement of voluntary security practices across the electric power sector for 

at least the last 15 years. However, recent grid security exercises, together with 

a 2013 physical attack on transformers in Metcalf, CA, have changed the way 

grid security is viewed and have focused congressional interest on the physical 

security of HV transformers. They have also prompted new grid security 

efforts by utilities and regulators. 

On November 20, 2014, the Federal Energy Regulatory Commission 

(FERC) approved a new mandatory Physical Security Reliability Standard 

(CIP-014-1) proposed by the North American Electric Reliability Corporation 

(NERC). The new standards require certain transmission owners “to address 

physical security risks and vulnerabilities related to the reliable operation” of 

the power grid by performing risk assessments to identify their critical 

facilities, evaluate potential threats and vulnerabilities, and implement security 

plans to protect against attacks. Legislative proposals would expand federal 

efforts to prevent or recover from a physical attack on the U.S. grid. These 

include the Enhanced Grid Security Act of 2015 (S. 1241), the Critical Electric 

Infrastructure Protection Act (H.R. 2271), the Terrorism Prevention and 

Critical Infrastructure Protection Act of 2015 (H.R. 85), a House bill to 

establish a strategic transformer reserve program (H.R. 2244), and the Grid 

Modernization Act of 2015 (S. 1243). 

There is widespread agreement among government agencies, utilities, and 

manufacturers that HV transformers in the United States are vulnerable to 

terrorist attack, and that such an attack potentially could have catastrophic 

consequences. But the most serious, multi-transformer attacks could require 

acquiring operational information and a certain level of sophistication on the 

part of potential attackers. Consequently, despite the technical arguments, 

without more specific information about potential targets and attacker 

capabilities, the actual risk of a multi-HV transformer attack remains an open 

question. As the electric power industry and federal agencies continue their 
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efforts to improve the physical security of critical HV transformer substations, 

Congress may consider several issues as part of its oversight of the sector: 

identifying critical transformers, confidentiality of critical transformer 

information, adequacy of HV transformer protection, quality of federal threat 

information, recovery from HV transformer attacks, and the overall resiliency 

of the grid. Maintaining an integrated perspective on prevention, recovery, and 

resilience may help to promote an effective balance among industry 

investment, regulatory requirements, and federal oversight. 
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DOE’S OFFICE OF ELECTRICITY DELIVERY 

AND ENERGY RELIABILITY (OE): A 

PRIMER, WITH APPROPRIATIONS  

FOR FY2016 
 

 

Fred Sissine 
 

 

SUMMARY 
 

The nation’s energy infrastructure is undergoing a major 

transformation. New technologies and changes in electricity flows place 

increasing demands on the electric power grid. These changes include 

increased use of distributed (mostly renewable energy) resources, 

Internet-enabled demand response technologies, growing loads from 

electric vehicle use, continued expansion of natural gas use, and 

integration of energy storage devices. 

The Department of Energy’s (DOE’s) Office of Electricity Delivery 

and Energy Reliability (OE) is tasked with the lead role to address those 

infrastructure issues. OE is also responsible for the physical security and 

cybersecurity of energy infrastructure. As an illustration, OE reports that, 

during FY2014, its programs responded to 24 energy-related emergency 

events, including physical security events, wildfires, severe storms, fuel 

shortages, and national security events. 

                                                           
 This is an edited, reformatted and augmented version of a Congressional Research Service 

publication, R44357, dated February 9, 2016. 
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Since 2005, the Energy and Water Development (E&W) 

appropriations bill has funded all DOE programs, including those 

operated by OE. That office manages five types of research and 

development (R&D) programs, usually conducted in cost-shared 

partnership with private sector firms. OE also operates two types of 

deployment programs, conducted mainly with state and tribal 

governments. Each OE program office has its own set of goals and 

objectives. 

President Obama has declared grid modernization to be a high 

priority, stressing its importance to jobs, economic growth, and U.S. 

manufacturing competitiveness. Further, OE has a key role in supporting 

the grid integration of renewable energy, which is a focus of the 

President’s Climate Action Plan and is a strategic resource for state 

responses to the Environmental Protection Agency’s proposed Clean 

Power Plan. 

DOE’s FY2016 request for OE sought $270 million, nearly double 

the FY2015 appropriation of $147 million. As part of that requested 

increase, DOE proposed to create a new Transformer Resilience R&D 

program and a new State Energy Reliability and Assurance grant 

program. About half of the requested OE increase would have gone to the 

new grant program. The next largest increases were sought for the Smart 

Grid and Cybersecurity programs. The FY2016 request also noted that 

OE plays the central role in two of DOE’s broad cross-cutting initiatives: 

grid modernization and cybersecurity. 

For the OE portion of the FY2016 E&W bill (H.R. 2028), the House 

approved $160 million and the Senate Appropriations Committee 

approved $152 million; but the Administration issued a veto threat. 

Ultimately, E&W appropriations appeared as Division D of the 

Consolidated Appropriations Bill (H.R. 2029). The bill was enacted as 

P.L. 114-113. The law provided $206 million for OE. The proposed new 

grant program was not funded, but funding was provided for the new 

Transformer Resilience program. Both the Smart Grid and Cybersecurity 

programs received larger amounts than were requested. 

 

 

BACKGROUND 
 

The federal government first supported a program for energy storage and 

electric power system technology during the 1970s, before the establishment 

of the Department of Energy (DOE). In the early days, the program was 

focused mainly on energy storage—especially to even out the variable power 

production from wind and solar technologies—but also to support large coal 

and nuclear power plants. The development of computer capacity and 
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miniaturization has expanded the ability of grid operators to monitor and 

control electric power flows. The subsequent increase in networking of 

computerized devices for grid data collection and control advanced the ability 

of operators to anticipate, avoid, and otherwise mitigate potential power crises, 

such as blackouts. However, in more recent years, the computerization and 

networking have become vulnerable to unwanted computer-driven intrusions 

and disruptions, revealing a new cybersecurity challenge for electric power 

system technology. 

The nation’s energy infrastructure is diverse and complex. It includes 

distributed networks, varied system structures (electricity, oil, and natural gas), 

an array of operating models (public and private), and different systems in 

both the physical space and cyberspace. The energy sector consists of 

thousands of electricity, oil, and natural gas assets1 that are geographically 

dispersed and provide for all nationally important systems and networks. Thus, 

interdependency within the sector and across the nation’s critical infrastructure 

sectors is significant. Coordinating the security and resilience of energy assets 

is complicated by the borderless nature of energy and reliance on 

predominantly privately owned infrastructure. 

Key challenges and opportunities facing the electric power industry 

include a changing power generation mix, replacing aging infrastructure 

(transmission, storage, distribution, and generation); updating communication 

networks (e.g., analog to digital); accommodating new end-use technologies 

such as distributed resources; planning for increased interdependencies of 

natural gas, water, and electricity systems; and devising business models that 

manage these challenges in providing reliable and affordable electricity 

service. These activities must be balanced against the need for cost control, 

physical security, cybersecurity, improved reliability and resiliency, and 

flexibility to deal with market uncertainties and a changing climate. Additional 

opportunities arise due to increasing natural gas production from shale and 

decreasing costs for information technologies that allow grid operators to 

better monitor and control the grid and that enable customers to better manage 

power use. 
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ORGANIZATION AND STRATEGY 
 

Mission 
 

The DOE Office of Electricity Delivery and Energy Reliability (OE) is 

charged with a mission to support more economically competitive, 

environmentally responsible, secure, and resilient U.S. energy infrastructure.2 

To achieve that mission, OE supports electric grid modernization and 

resiliency through research and development (R&D), demonstration projects, 

partnerships, facilitation, modeling and analytics, and emergency preparedness 

and response. It is the federal government’s lead entity for energy sector-

specific responses to energy security emergencies— whether caused by 

physical infrastructure problems or by cybersecurity issues. 

OE leads DOE’s efforts to strengthen, transform, and improve our energy 

infrastructure so that consumers have access to reliable, secure, and clean 

sources of energy. To accomplish this mission, the Office works with private 

industry and federal, state, local, and tribal governments on a variety of 

initiatives to modernize the electric grid. Grid modernization is critical to 

addressing aging infrastructure, achieving public policy objectives, sustaining 

economic growth, supporting environmental stewardship, and mitigating risks 

to secure the nation. The goal for the future grid is to support economic growth 

and energy innovation through delivery of reliable, affordable, and clean 

electricity to consumers where, when, and how they want it.3 

 

 

Organizational Structure 
 

In 2007, DOE established an independent Assistant Secretary for OE and, 

thereby, elevated the office to an administrative status equal to that for the 

major energy technologies (nuclear, fossil, renewables).4 OE currently has five 

deputy assistant secretaries, each of whom reports to the Assistant Secretary. 

This structure is displayed in Figure 1, below. 

 

 

Strategy and Planning 
 

OE’s mission is guided mainly by two key DOE planning documents: the 

Quadrennial Technology Review and the Grid Modernization Multi-Year 

Program Plan. 
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Source: DOE, Office of Electricity Delivery and Energy Reliability, Our Organization, 

http://energy.gov/oe/aboutus/our-organization. 

Figure 1. OE Organizational Structure. (As of January 2016) 

DOE Quadrennial Technology Review 

DOE’s second (2015) Quadrennial Technology Review (QTR) outlined 

key elements of the department’s strategy for grid modernization. The report 

concluded that  

 

Fundamental changes in both supply and demand technologies are 

placing new requirements on the electric power system. On the supply 

side, there is a diversification of resources as aging, low-efficiency 

capacity is replaced by a mix of central stations and distributed 

generation, powered by a mix of fossil and renewable resources. On the 

demand side, diversification includes a rapidly growing use of distributed 

generation and interactive control systems in buildings, industrial 

equipment, and consumer goods. Accompanying these changes is a 

convergence of digital communications and control systems (“smart grid” 

technologies) to improve performance and engage consumers. 

Additionally, grid operations are moving from directing systems with a 

handful of control points at central stations to ones with potentially 

millions of highly interactive distributed control points. These trends 

create new technical requirements for a grid that is more flexible and 

http://energy.gov/oe/about-us/our-organization.
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agile, with the ability to dynamically optimize grid operations in near-

instant time frames.”5 

 

Further, from the cross-cutting programs viewpoint, the report 

stressed the R&D aspects of grid modernization: 
 

The electric grid is transitioning from a centrally-controlled, 

predictable system with one-way power flows in distribution to a much 

more distributed, stochastic, and dynamic system with bi-directional 

flows in distribution. Growth in the deployment of variable generation, 

electronic converters, and digital communications and control 

technologies is impacting core characteristics of the electricity system. 

Grid-related technologies need to evolve with the changing supply and 

end-use technologies landscape. Simultaneously, the RDD&D [research, 

development, demonstration, and deployment] associated with 

technologies that connect to the grid (e.g., renewable power supplies, 

efficient motor controllers, and smart loads) should consider the evolving 

interface with the grid. If electricity displaces petroleum and natural gas 

in electric vehicles and heating applications, respectively, the grid may 

serve an even more central role in the future energy system. The RDD&D 

opportunities identified for this rapidly evolving sector include planning 

models, operational tools, transmission components, distribution 

hardware, control systems, electricity storage and cybersecurity. These 

opportunities need to be developed in anticipation of an agile, flexible, 

and resilient electric power system to enable effective integration of 

variable supplies and participatory demand.6
 

 

Grid Modernization Multi-Year Program Plan (MYPP) 

DOE’s 2015 Grid Modernization MYPP describes its vision for “a future 

electric grid that provides a critical platform for U.S. prosperity, 

competitiveness, and innovation by delivering reliable, affordable, and clean 

electricity to consumers where they want it, when they want it, how they want 

it.”7 To help achieve this vision, DOE targets three key national targets: 

 

 A 10% reduction in the economic costs of power outages by 2025. 

 A 33% decrease in the cost of reserve margins while maintaining 

reliability by 2025. 

 A 50% decrease in the net integration costs of distributed energy 

resources by 2025.8 
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The initiative will assess its progress not only by looking at RD&D efforts 

in individual technical areas but also by looking at three integrated 

demonstrations, referred to in the MYPP as DOE major technical 

achievements. They are: 

 

1. A transmission and distribution system operating reliably on a lean 

reserve margin. Full power system visibility will be provided by real-

time sensor networks enabling new approaches to system design, 

control, operations, protection, and optimization. There will be an 

integrated effort to demonstrate the delivery of reliable and affordable 

grid services with a substantially reduced amount of system reserve 

capacity. 

2. Resilient distribution feeders with high percentages of low-carbon 

distributed energy resources (50%). This will be achieved through 

advances in real-time system monitoring, for high penetration of clean, 

distributed generation, and the proliferation of smart consumer end-use 

devices. There will also be new approaches to distributed control, 

engagement with bulk system reliability management, and coordination 

across local intelligent assets, including multiple microgrids, over a 

range of feeder innovations that meet both changing consumer 

expectations and traditional demand for reliability, resilience, and 

affordability. 

3. An advanced modern grid planning and analytics platform. This will 

be a platform of integrated high performance tools that couple 

transmission, distribution and communications tools. These tools will 

have the capacity to reflect uncertainty, and substantially increase the 

speed and productivity of tools that enable stakeholders to achieve 

timely evaluation of future grid alternatives. This platform will be 

integrated with vendor products and leveraged into ongoing technical 

assistance with states and regions to substantially improve planning 

and regulatory assessments of the modern grid.9 

 

The MYPP states that multiple demonstrations will be conducted across 

various regions of the country to underpin these “major technical 

achievements.” Those major grid modernization achievements will be 

supported by six specific technical areas: (1) Devices and Integrated Systems 

Testing, (2) Sensing and Measurements, (3) System Operations, Power Flow, 

and Control, (4) Design and Planning Tools, (5) Security and Resilience, and 

(6) Institutional Support.10
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Administration Perspective and Goals 
 

OE also plays a critical role in implementation of the President’s Climate 

Action Plan to mitigate the risks and enhance resilience against threats posed 

by climate change. The FY2016 OE request aimed to support the 

Administration’s “all-of-the-above” energy strategy and emphasized priorities 

that increase electric grid resilience—through managing risks, increasing 

system flexibility and robustness, increasing visualization and situational 

awareness, and deploying advanced control capabilities. 

 

 

PROGRAM FUNDING HISTORY 
 

Spending History in Context 
 

Historically, electric systems technology development programs have 

supported all four major types (nuclear, fossil, renewable, efficiency) of 

energy technology. For most of DOE’s funding history, OE programs received 

a relatively small portion of funding, compared to the portion provided for the 

energy technology programs.11
 

 

Recovery Act Funding 

However, the OE program received a major one-time boost in funding—

$4.5 billion—from the American Recovery and Reinvestment Act of 2009 

(Recovery Act, P.L. 111-5).12 The funding was targeted for “grid 

modernization.” Thus, much of it was used to provide grants to the electric 

utility industry to deploy smart grid technologies to modernize the electric 

grid. As a part of these programs, independent system operators (ISOs), 

regional transmission organizations (RTOs), and electric utilities installed 

about 1,100 synchrophasors13 and other related technologies in their electric 

power transmission systems.14 That deployment of synchrophasors, however, 

covered only a small portion of the total national grid. 

 

Funding Comparison with Energy Technologies 

Figure 2 provides a condensed visual summary of the relative portion of 

funding for electric systems in three different historical time periods. 
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Source: DOE Budget Authority History Table by Appropriation, May 2007; DOE 

Congressional Budget Requests (several years); DOE (Pacific Northwest 

Laboratory), An Analysis of Federal Incentives Used to Stimulate Energy 

Production, 1980; DOE Conservation and Renewable Energy Base Table. 

February 1990. Deflator Source: The Budget for Fiscal Year 2016. Historical 

Tables. Table 10.1. 

Notes: Column to far left shows shares for the period FY1948-FY2015; middle column 

shows shares for period from FY1978-FY2015; and far right column shows shares 

for period from FY2006-FY2015. 

Figure 2. DOE Energy Technology Share of Funding, Comparison over Three Periods 

(Chart taken from CRS Report RS22858) 

 

Recent Appropriations History 
 

Since 2005, the Energy and Water Development (E&W) appropriations 

bill15 has funded all DOE programs, including those operated by OE.16 The 
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office mainly conducts R&D, which is often performed in partnership with 

industry. OE administers a wide range of R&D programs, each with its own 

set of goals and objectives. 

Since FY2011, DOE has requested sizeable increases in spending each 

year, but Congress did not significantly boost spending until FY2016. Table 1, 

below, shows the recent pattern of OE requests and final appropriation levels. 

 

Table 1. OE Requests and Final Appropriations,  

FY2011–FY2016 

($ millions, current) 

 

Fiscal Year Request Final Appropriation 

FY2011 $186 $141 

FY2012 $238 $139 

FY2013 $143 $132 

FY2014 $169 $147 

FY2015 $180 $147 

FY2016 $270 $206 

Source: DOE Budget Requests, FY2011 through FY2016; and personal 

communication with Yulia Korzh, OE, February 8, 2016. 

Notes: The FY2016 OE figure was provided in Division D of the Consolidated 

Appropriations Act, FY2016. 

 

 

FY2016 HIGHLIGHTS 
 

Summary 
 

DOE presented its FY2016 budget request on February 2, 2015.17 The 

request for OE was $270 million, which would have nearly doubled the 

FY2015 level.18 As part of that requested increase, DOE proposed to create a 

new Transformer Resilience and Advanced Components R&D program and a 

new State Energy Reliability and Assurance grant program. About half of the 

requested OE increase would have gone to the new grant program. The next 

largest increases were sought for the Smart Grid and Cybersecurity programs. 

The House Committee on Appropriations reported the Energy and Water 

Development (E&W) Appropriations Bill, 2016 (H.R. 2028) with a 

recommendation of $187.5 million for OE.19 The $187.5 million figure for OE 

was adopted in House floor action.20 Subsequently, the Senate Committee on 

Appropriations recommended $152.3 million.21 The congressionally 
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recommended overall amount for DOE drew a veto threat from the 

Administration mainly for reasons unrelated to OE funding. Subsequently, the 

E&W bill was incorporated as Division D of the Consolidated Appropriations 

Act, FY2016 (H.R. 2029). The final enacted version of H.R. 2029 (P.L. 114-

113, Division D) provided $206 million for OE.22
 

 

 

Congressional Action 
 

After the Administration issued its FY2016 budget request, Congress held 

a number of DOE oversight and appropriations hearings. As noted above, 

further actions were taken in the House and Senate on DOE funding 

recommendations in the E&W bill, H.R. 2028. Late in the first session, after 

lengthy negotiations, the E&W bill was incorporated into H.R. 2029. The 

various steps of the congressional process for the FY2016 E&W 

appropriations are outlined in Table 2. 

 

Table 2. OE FY2016 Appropriations Chronology 

(Highlights of Committee and Floor Action,  

with Administration responses) 

 

Date Action 

February 2, 

2015 

DOE issues FY2016 budget request. 

February 11, 

2015 

House Energy and Commerce Committee’s Subcommittee on Energy and 

Power held a hearing on the DOE request. 

February 12, 

2015 

Senate Committee on Energy and Natural Resources (SENR) held a 

hearing on the DOE request. 

February 26, 

2015 

House Appropriations Committee’s Subcommittee on Energy and Water 

Appropriations held a hearing on the DOE request. 

March 25, 

2015 

Senate Appropriations Committee’s Subcommittee on Energy and Water 

Appropriations held a hearing on the DOE request. 

April 13, 2015 House Appropriations Committee’s Subcommittee on Energy and Water 

Appropriations released a draft report with recommended funding for 

FY2016 E&W appropriations bill. 

April 15, 2015 House Appropriations Committee’s Subcommittee on Energy and Water 

Appropriations held a subcommittee markup. 

April 21, 2015 House Appropriations Committee issued draft report on FY2016 E&W 

appropriations bill with recommended funding for FY2016 E&W 

appropriations bill. 
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Table 2. (Continued) 

 

Date Action 

April 21, 2015 Office of Management and Budget (OMB) issued a letter to the House 

Appropriations Committee that expressed the Administration’s concerns 

with the draft E&W appropriations bill. 

April 22, 2015 House Appropriations Committee held a full committee markup. Several 

amendments were adopted, none of which affected the provisions for OE. 

April 24, 2015 House Appropriations Committee issued the E&W appropriations bill 

(H.R. 2028) and final report (H.Rept. 114-91) with recommended funding 

for FY2016 E&W appropriations. 

April 28, 2015 OMB issued a Statement of Administration Policy that strongly opposed 

House passage of H.R. 2028. 

May 1, 2015 House approved H.R. 2028, without amendments to the committee 

recommendations for OE. 

May 21, 2015 Senate Appropriations Committee reported (S.Rept. 114-54) its 

recommendations for H.R. 2028. 

December 17, 

2015 

House approved H.R. 2029, Consolidated Appropriations Act, 2016. A 

modified version of the E&W appropriations bill (H.R. 2028) was 

included as Division D. The explanatory statement on H.R. 2029 was 

printed in Congressional Record. 

December 17, 

2015 

Senate approved H.R. 2029. 

December 18, 

2015 

President signed H.R. 2029 into law as P.L. 114-113. The E&W bill was 

incorporated as Division D. 

Source: Multiple sources were used. 

 

 

Funding Increases 
 

This section presents the key OE program funding increases enacted and 

describes some highlights for each of those programs. 

 

Increases Ranked by Program 

Several programs received a significant funding increase for FY2016. 

Table 3 shows all program increases in dollar amounts and percentages, 

relative to FY2015. 
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Table 3. OE FY2016 Program Increases, in Rank Order 

($ millions, FY2016-FY2015 difference) 

 

Program Increase Percent Increase 

Smart Grid R&D $19.6 127% 

Cybersecurity (CEDS) $16.0 35% 

Energy Storage $8.5 71% 

Transformer Resilience (TRAC) $5.0 — 

Clean Energy Transmission and Reliability (CETR) $4.7 14% 

Infrastructure Security and Energy Restoration (ISER) $3.0 50% 

National Electricity Delivery (NED) $1.5 25% 

Source: Congressional Record, Explanatory Statement on Consolidated Appropriations 

Act, 2016, December 17, 2015, pp. H10108-H10109, https://www.congress.gov/ 

crec/2015/12/17/CREC-2015-12-17-bk2.pdf. 

Notes: Transformer Resilience is a new program for FY2016. 

 

Highlights of Key Program Increases 

Table 3 shows that the largest OE increases are for smart grid and 

cybersecurity.23 A discussion of the planned FY2016 activities in these two 

areas follows. 

 

Smart Grid 

Congress provided $5 million more than the nearly $15 million increase 

sought in the DOE request. The Explanatory Statement for H.R. 2029 (P.L. 

114-113) was silent on the focus of the approved $5 million increase over the 

DOE request. 

The DOE request stated that the “endpoint target” of the smart grid 

program is “achievement of a self-healing and resilient distribution grid, with 

integration of networked microgrids and market-based control signals 

operating under the ADMS [advanced distribution management system] that 

allows for widespread deployment of distributed renewable and clean energy 

resources and demand response by 2030.”24 Specifically, the DOE-requested 

portion of the increase aims to launch two new efforts: ADMS technologies 

and market-based signal controls (MBCS). 

 

 ADMS software will support distribution management and the 

integration of large amounts of renewable energy.25
 

 MBCS will employ simulation and test cases to improve operational 

flexibility for increased use of customer and third-party assets 
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(including end-use devices, batteries, distributed generation, solar 

power, and electric vehicle chargers).26
 

 

Cybersecurity 

Congress provided $10 million more than the DOE requested increase of 

$6 million. The Explanatory Statement for H.R. 2029 (P.L. 114-113) was 

silent on the focus of the approved increase over the DOE requested amount. 

The DOE request stressed “the critical need to accelerate and expand 

efforts to strengthen the energy infrastructure against cyber threats.”27 

Specifically, the DOE-requested portion of the increase aimed to establish a 

“virtual energy sector advanced digital forensics analysis platform.” In simpler 

terms, this project will apply virtual reality visualization technologies to help 

utilities distinguish between a normal system failure and malicious activity and 

to help them mitigate any malicious activity.28
 

 

 

Cross-Cutting Initiatives 
 

The FY2016 request also sought to continue crosscutting programs that 

coordinate across the department and seek to tap DOE’s full capability to 

effectively and efficiently address national energy, environmental, and 

national security challenges. OE serves as the central part of the Grid 

Modernization and Cybersecurity crosscut programs. 

 

 

FY2016 FUNDING TABLE 
 

OE operates seven program offices29 and one administrative office. Each 

program office has its own set of goals and funding needs. Table 4 shows the 

funding breakdown by program office. 

 

 

PROGRAM GOALS AND ACTIVITIES 
 

For FY2016, the OE request proposed to create one new R&D program 

(Transformer Resilience and Advanced Components), which was funded,30 

and a new grant program (State Energy Reliability and Assurance), which was 
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not funded. For each of the existing and proposed programs, this section 

describes goals, objectives, and funding. 

 

Table 4. Electricity Delivery and Energy Reliability (OE) Appropriations 

($ millions) 

 

Program 

FY2013 

Approp. 

FY2014 

Approp. 

FY2015 

Approp. 

FY2016 

Approp. 

FY2016- 

FY2015 

Percent 

Change 

Clean Energy Transmission 

and Reliability (CETR) 
24.1 32.4 34.3 39.0 4.7 13.7% 

Smart Grid R&D 20.6 14.6 15.4 35.0 19.6 127.0% 

Cybersecurity for Energy 

Delivery Systems (CEDS) 
30.1 43.5 46.0 62.0 16.0 34.8% 

Energy Storage 18.9 15.2 12.0 20.5 8.5 70.8% 

Transformer Resilience and 

Advanced Components 

(TRAC) 

— — — 5.0 5.0 — 

National Electricity 

Delivery(NED) 
6.6 6.0 6.0 7.5 1.5 25.0% 

Infrastructure Security and 

Energy Restoration (ISER) 
6.1 8.0 6.0 9.0 3.0 50.0% 

Program Direction 25.6 27.6 27.6 28.0 0.4 1.4% 

Total OE Appropriation 132.0 147.2 147.3 206.0 58.7 39.9% 

Source: DOE Budget Requests for FY2015 and FY2016, vol. 3; and P.L. 114-113, 

Division D. Personal communication with Yulia Korzh, OE, February 8, 2016. 

 

 

Clean Energy Transmission and Reliability (CETR)31
 

 

The electricity system depends upon the inherent stability of a network of 

traditional power plants to balance electric power supply and demand. When 

disruptions occur, power grid operators are usually able to take actions to 

maintain system stability. However, the basic structure of the system is 

changing. In particular, the rising levels of wind and solar power generation 

create resource uncertainty and electric current instability. Both conditions 

pose a challenge to system stability. Also, a widening range of loads (e.g., 

backup for rooftop solar) are becoming active participants in the electricity 

system, which adds more complexity to system models and operations.32
 

The electricity system must provide key services even during disruptions. 

A growing number of extreme weather-related events highlight the urgent 

need for reliable and robust monitoring, modeling, and analytical tools to 
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support both industry operations and governmental emergency response 

efforts. 

The CETR program aims to improve energy system decisionmaking by 

fostering the development of system measurement, modeling, and risk 

analysis. The program is designed to lay the foundation for a modern grid and 

ensure that elements of risk and uncertainty are properly addressed in 

decisions about investments to improve energy infrastructure. CETR activities 

are organized into three R&D subprograms: Transmission Reliability, 

Advanced Modeling Grid Research, and Energy Systems Risk and Predictive 

Capability. 

 

Transmission Reliability Program 

Existing electric transmission lines were designed to carry electric power 

from major power plants to urban and industrial load centers. The grid was 

originally designed mostly for this purpose—not for the market-driven flows 

of power that it currently serves. Usually mounted on tall metal towers, these 

lines operate at high voltage and carry high levels of electric current. 

Competition and market forces are causing the volume of power transactions 

to grow rapidly. Also, the structure of power generation is changing—due to 

coal plant retirements, increased use of natural gas-fired generators, and 

integration of large wind farms. This decentralization of the power generation 

mix can affect power quality and causes the grid to be used in ways for which 

it was not originally designed. 

Special electric power sensors, known as synchrophasors,33 were designed 

to monitor (measure) electric power flow with high precision and, thus, can 

reveal much about the health of power systems. The Transmission Reliability 

program supports the development of cyber-secure grid management 

applications that employ synchrophasors to enhance the flexibility, reliability, 

and resilience of the national power system. Spurred by the Northeast blackout 

of 2003, DOE joined with electric utilities and the North American Electric 

Reliability Council (NERC) to install synchrophasors throughout the grid. The 

Recovery Act of 2009 (P.L. 111-5) provided $4.5 billion for the smart grid and 

grid modernization provisions in EISA (Title 13).34 A large portion of those 

funds were used to accelerate the rate of synchrophasor deployment. As the 

network of these devices expands, the richer35 data pattern and yield enables the 

advancement of grid operator tools to detect, track, and analyze grid dynamics 

and to provide real-time visual monitoring of system conditions.36 OE expects 

these advances to lead to automated system controls and to reduce the spread 

and duration of system outages by 2020. 
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In FY2016, OE expects to complete “production-grade” grid operator 

software applications that will be purchased by utilities.37 The expanded 

software applications would be applied to the use of microgrids, energy 

storage, distributed generation, and electric vehicle charging. 

 

Advanced Modeling Grid Research Program 

This program conducts research on computer models that underpin energy 

management systems used by grid operators to plan, monitor, and control the 

electric system. The goal is to enhance reliability and enable advanced 

problem mitigation and recovery strategies. Objectives include improved grid 

resilience to events that otherwise rapidly drive network failures and 

blackouts; developing predictive capabilities for system anomalies and 

uncertainties; and integrating models to improve operational planning and 

enable dynamic reconfiguration of electric system elements to achieve 

technical and economic objectives. R&D activities focus on data management 

and the development of computer models and simulations. 

 

Energy Systems Risk and Predictive Capability (ESRPC) Program 

The need for national capabilities to assess near- and long-term risks to 

energy infrastructures was illustrated by the massive impacts of Superstorm 

Sandy (2012), the major hurricanes in 2008 (Gustav and Ike) and in 2005 

(Katrina and Rita), and the 2013-2015 western drought and accompanying 

wildfires. ESRPC’s goal is to advance national capability for risk-informed 

decisionmaking for energy systems. Potential near-term actions include 

developing strategies to reduce the risk of system interruptions due to extreme 

weather. Longer-term actions include identifying a portfolio of energy system 

improvements that could reduce the system-wide risks from weather events. 

For FY2016, ESRPC will focus on developing analytical tools that 

estimate seasonal and regional extreme weather risks to energy systems that 

cover large geographic areas. ESPRC’s research covers three types of analytic 

products and predictive models for system planning: (1) real-time information 

on extent of disruption and likely near- and long-term effects, (2) long-range 

(five- to eight-year timeframe) risk guidance for investment in national energy 

infrastructure (e.g., effect of sea level rise on infrastructure in cities), and (3) 

guidance for nontraditional sources of manmade risk, such as supply chain 

disruptions. 
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Smart Grid R&D38
 

 

This program develops technologies, tools, and techniques to modernize 

the distribution portion of the electric delivery system—power lines, 

transformers, and other infrastructure—that takes power from the high-voltage 

transmission system and delivers it to individual businesses and homes.39 

Program goals aim to accommodate rising amounts of customer-owned 

generation equipment (e.g., solar photovoltaics, PV), support the shift to 

electric vehicles (EVs), improve resilience to extreme weather events, reduce 

outages, and enable greater customer control over power use and quality while 

maintaining electric power affordability. 

Information and communication technologies play a key role in Smart 

Grid goals to address technical challenges such as rising demand and supply 

variability, two-way power flow, data management and security, 

interoperability between new and legacy technologies, and the increasing 

linkages of distribution and transmission operations. 

 

Microgrids 

There is a major focus on microgrids, which are localized power grids that 

can disconnect from the traditional grid to operate independently.40 Because 

most power outages occur at the distribution level, microgrid developments 

can help mitigate grid disturbances and strengthen grid resilience. OE’s 

microgrid program goals are to develop commercial scale microgrid systems 

(with a capacity less than 10 megawatts)41 that are capable of reducing outage 

time of required loads by more than 98%. This would be accomplished at a 

cost comparable to non-integrated baseline solutions, while reducing 

emissions by 20% and improving system energy efficiencies by 20% by 

2020.42
 

 

Advanced Distribution Management Systems (ADMS) 

This program promotes higher performing grids by integrating new assets 

and information streams with ADMS. An OE report describes these systems: 

 

ADMS is a software platform that integrates numerous utility 

systems and provides automated outage restoration and optimization of 

distribution grid performance. ADMS functions can include automated 

fault location, isolation, and service restoration (FLISR); conservation 

voltage reduction; peak demand management; and volt/volt-ampere 

reactive (volt/VAR) optimization.43 In effect, an ADMS transitions 
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utilities from paperwork, manual processes, and siloed [separated] 

software systems to systems with real-time and near-real-time data, 

automated processes, and integrated systems.44
 

 

The report on ADMS notes further that existing mechanisms for the 

diagnosis of end-of-the-line power problems have yet to employ modern 

computer capabilities: 

 

Considering that this is an era in which smart phones and Google 

Maps are ubiquitous, it may come as a surprise that utilities have very 

little visibility into their distribution systems. Most systems still rely on 

breakers to disconnect the lines in the event of a fault, customers to call in 

to report an outage, and line crews to find the affected circuit and restore 

power.45
 

 

DOE observes that ADMS is a fledgling industry that lacks mature, field-

proven vendor products. However, DOE’s technology program is working 

with vendors to help fill that gap. ADMS integration into existing utility 

operating systems is difficult. Those systems were traditionally custom-built, 

and evolved with technologies over the course of several decades. Integrating 

new systems with old—or getting them to “talk” to each other—is complicated 

and requires an information technology foundation that can support each 

component of an ADMS.46
 

In FY2016, the program aims to enhance operational visibility and system 

asset control. It will start the development of an open source ADMS platform 

that supports the full range of distribution management applications (such as 

fault location, service restoration, and operational optimization). Also, the 

program will begin to develop data analytics for large volumes of grid data 

needed to validate distribution grid operations. 

 

Market-Based Control Strategies (MBCS) 

Smart Grid investments will also explore market-based controls in 

FY2016. The process of coupling market-based control signals with electric 

distribution operations is generally known as transactive energy. Transactive 

energy refers to the use of a combination of economic (resource bidding) and 

physical control techniques to improve grid reliability and efficiency. 

Regarding the economic aspect, a transactive energy system may lead to 

collection of data from more nodes (access points on the grid) and, thus, yield 

finer-grained levels of real-time pricing for each data point.47 Also, by 
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coordinating the activity of the growing number of distributed energy 

resources, transactive energy systems can help maintain power system 

reliability and security while increasing efficiency.48 Development of the 

MBCS process is intended to create value to both utilities and customers. This 

new control paradigm is to enable utilities to balance supply and demand at all 

levels of the grid, by actively seeking participation of customer-owned and 

third-party assets in grid services through transparent, competitive forces of 

demand and supply.49 The prices or incentives offered by market forces 

will engage the self-interest of customers and other third parties, and will 

also serve as a control signal to coordinate operation of their assets with 

the power grid. Hence, transactive energy will result in greatly increased 

flexibility needed for maintaining reliability in a low-carbon future, while 

allowing customers to fully participate in grid operations. 

For FY2016, the program aims to develop simulation tools and to 

apply validating tools to initial test cases that were funded by the Recovery 

Act. Transactive approaches will be evaluated to refine controllability, 

stability limits, and efficacy of operating distributed assets (end-use 

devices, distributed generation, batteries, PV solar systems, inverters, EV 

chargers, etc.) and networked communication systems. 

 

 

Cybersecurity for Energy Delivery Systems (CEDS)50
 

 

Reliable and resilient energy infrastructure is essential to our economy, 

health and safety, and national security. OE’s mission to modernize the 

electric grid cannot be achieved without the research, development, and 

integration of secure energy delivery control systems. The energy sector—

including electricity, oil, and natural gas—has experienced a dramatic increase 

in cyber probes,51 data exfiltration,52 and malware53 development for potential 

attacks. The growing seriousness of these intrusions marks an era of state actor 

level threats to the nation. The dynamic cyber threat landscape, continuous 

advances in energy delivery system technologies, and the use of legacy 

devices in ways not previously envisioned underscore the importance of this 

continuous transition. 

The Cybersecurity (CEDS) program aims to strengthen the energy 

infrastructure against current and future cyber threats. The strategic framework 

for DOE’s role is shaped mainly by Presidential Policy Directive 21, Critical 

Infrastructure Security and Resilience.54 The directive calls on the sector-
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specific agencies (SSAs) to serve as a day-to-day federal interface for the 

dynamic prioritization and coordination of various sector-specific activities. 

As the energy SSA, DOE has the mission, history, and expertise to work with 

industry to mitigate the risk of cyberattacks on the energy system. To fulfill 

this responsibility, DOE collaborates with vendors, utility owners, and 

operators of the electricity and oil and natural gas sectors to strengthen the 

cybersecurity of critical energy infrastructure. 

OE has the lead role in addressing this DOE responsibility. To meet this 

requirement the CEDS program conducts cyber risk and incident management 

activities with four key objectives: (1) accelerate information sharing to 

enhance situational awareness; (2) expand implementation of the 

Cybersecurity Capability Maturity Models and Risk Management Process, (3) 

conduct technology R&D to improve energy reliability and resilience, and (4) 

exercise and refine the energy sector’s cyber incident response capabilities. 

 

 

Energy Storage55
 

 

The Storage program is designed to develop and demonstrate new and 

advanced energy storage technologies (e.g., batteries, pumped hydro, 

flywheels) that will enable the stability, resiliency, and reliability of the future 

electric utility grid. The program also aims to support increased use of variable 

renewable energy resources such as wind and solar power generation. The 

Storage program addresses four challenges identified in the 2013 DOE 

strategic plan for Grid Energy Storage:56 cost-competitive energy storage 

technology, validated reliability and safety, equitable regulatory environment, 

and industry acceptance. 

The implementation of grid-scale energy storage projects throughout the 

country is accelerating. Microgrids involving storage are being installed by the 

military for energy security and by states, including New Jersey and 

Massachusetts, for emergency preparedness. However, storage technology still 

needs to make substantial improvements in safety, cycle life, energy density, 

and cost before becoming fully competitive. R&D activities focus on lowering 

cost while improving the value, performance, safety, and reliability of 

stationary energy storage technologies for utility-scale applications. 
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Transformer Resilience and Advanced Components (TRAC)57
 

 

DOE requested a new funding line to establish this new program in 

FY2016. The focus is on shielding electric system transformers58 from a 

variety of sources that could inflict damage by creating unwanted electric 

currents. Larger-scale electric utility transformers are vulnerable to certain 

conditions that can cause a spike in current or voltage.59 If not protected from 

such threats, damage to a transformer creates vulnerabilities for other electric 

system equipment. The proposed program’s activities would expand upon 

initial work funded previously under OE’s Infrastructure Security and 

Emergency Response (ISER) program. 

Transformers and utility substation equipment are often exposed to the 

elements and are vulnerable to natural and man-made threats. To ensure a 

reliable and resilient power system, grid components need to be designed and 

built to withstand the impact of lightning strikes, extreme weather, sun-driven 

“space weather,”60 electrical disturbances, accidents, equipment failures, and 

attacks (physical or cyber). Currently, 70% of large power transformers 

(LPTs) are aged 25 years or more, 60% of circuit breakers are aged 30 years or 

more, and 70% of transmission lines are aged 25 years or more. The advanced 

age of these components degrades their ability to withstand physical stresses 

and may result in higher failure rates. Failure of key components can lead to 

widespread outages and long recovery times.61
 

The TRAC program supports grid modernization and resilience by 

addressing the unique challenges facing transformers and other key 

components that transport power from generation sites to demand sites. As the 

hardware of the electric power system evolves to improve resilience and 

accommodate clean energy sources, R&D and testing is needed to understand 

the physical impact this evolution has on transformers and other vital grid 

components and to adapt these components with new technologies. 

The program will analyze the impact of geomagnetically-induced62 ground 

currents (GIC) on the power grid and support power electronics development. 

The TRAC program aims to advance the understanding of the risks and impacts 

of geomagnetic disturbances (GMD) and electromagnetic pulses (EMP) on 

large power transformers (LPTs) and other grid components.63
 

LPTs are the most critical pieces of equipment in the grid. Induced 

currents from GMD/EMP can overload LPTs, damaging internal components 

and increasing failure rates. The nature of the vulnerability of different types 

of transformers to GMD/EMP as well as the predictability of GMD 

phenomena is not well understood. 
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Additionally, increased use of distributed generation will introduce new 

challenges with reversed power flows, increased harmonics,64 and larger fault 

currents that can impact transformers and other grid components. The program 

will be conducted in close cooperation with equipment manufacturers and 

electricity asset owners and operators.65
 

 

 

National Electricity Delivery (NED)66
 

 

Upon request, this program provides technical and policy expertise to 

states, regions, and tribes to help develop and implement reliable and 

affordable electricity infrastructure. NED also authorizes the import and export 

of electricity, issues permits for cross-border transmission lines, and 

coordinates federal transmission permitting on federal lands. 

The NED program helps state, regional, local, and tribal entities to 

develop, refine, and improve their electric power programs, policies, and laws. 

Also, the program helps these entities develop and implement reliable and 

affordable electricity infrastructure—including generation, transmission, 

storage, distribution, and demand-side electricity resources. Through this 

work, OE aims to strengthen these individual systems, which in turn will 

strengthen the entire electricity infrastructure. 

At the federal and international level, NED leads governmental actions in 

authorizing electricity exports and permitting transmission infrastructure 

construction across international borders. Also, in accordance with the Federal 

Power Act, NED conducts a triennial national transmission congestion study,67 

and helps coordinate transmission permitting on federal lands. 

 

 

Infrastructure Security and Energy Restoration (ISER)68 
 

The ISER program leads national efforts to enhance the reliability, 

survivability, and resiliency of all national energy infrastructure, including that 

for electricity, petroleum, and natural gas. The program aims to mitigate 

consumer energy disruptions and—when energy emergencies occur—to drive 

an efficient restoration process. ISER conducts activities in cooperation with 

public and private sector stakeholders, including asset owners and operators. 

Its key partners include industry and state governments. 

ISER activities are grouped under three main areas: (1) executing effective 

emergency preparedness, response, and restoration operations; (2) providing 
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reliable energy infrastructure tactical analysis (event analysis) and situational 

awareness to all stakeholders; and (3) encouraging a risk-based approach to 

energy system assurance. 

The program provides long-term strategic actions to help secure the 

national energy supply against a variety of challenges. Those challenges 

include more frequent, stronger, and more destructive weather events; 

increasing incidents of physical attacks; potential accidents as a result of aging 

infrastructure or human error; high-impact, low frequency (HILF) threats such 

as a catastrophic earthquake or an extended drought; and the continuing cyber 

threat. These challenges are amplified by the increasing complexity of the 

energy infrastructure and systems and the interdependencies affecting other 

critical industries. 

To further strengthen OE’s ability to secure the U.S. energy infrastructure, 

ISER promotes the development of advanced mitigation solutions for 

“hardening” infrastructure against all hazards, natural and man-made. The 

program focuses mainly on the hazards that pose the greatest risk to the 

nation’s energy infrastructure, including HILF events and more frequent 

physical threats such as devastating weather events. 

Upon request, ISER also provides technical assistance to international 

partners, in collaboration with the U.S. Department of State, to analyze and 

secure energy assets. 

 

 

State Energy Reliability and Assurance Grants69
 

 

DOE proposed this grant program as a new activity for FY2016. The $63 

million proposal to establish the program was the single largest funding 

increase that OE requested. The program would have provided grants to states, 

localities, regions, and tribal entities (or groups of states and tribes). Two 

distinct grant programs would have been created: Grants for Electricity 

Transmission, Storage, and Distribution Reliability (ETSDR) and Grants for 

Energy Assurance. Of the $63 million requested, $27.5 million would have 

gone to the ETSDR subprogram and $35.5 million would have gone to the 

Energy Assurance subprogram. 

As a rationale for the program, OE’s request noted that states have 

considerable jurisdiction over the electricity system. DOE observes that states 

are “excellent test beds for the evolution of the electric power system” and, 

with federal support, could provide innovative ways to address new trends by 

allowing the electric sector to provide services that meet goals for reliability, 
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resiliency, efficiency, environmental, and energy assurance. Such activities are 

in place now, but need to be adequately funded and better integrated within 

states and across states. DOE says that its long history of technical assistance 

to states has positioned it to help coordinate those planning processes within 

states and across state lines. 

 

Grants for Electricity Transmission, Storage, and Distribution Reliability 

DOE proposed this new program for state energy market and policy 

design systems to address system interdependencies and scale-up of renewable 

energy integration. The program was designed to support the grid 

modernization crosscut initiative. The requested $27.5 million would have 

funded grants to states and others to develop energy system reliability plans to 

advance electric reliability planning and integrate the plans with 

environmental protection (including climate adaptation), climate resiliency, 

and efficiency infrastructure planning and action.70
 

 

Energy Assurance Grants 

The energy assurance planning grants would have provided formula grants 

to improve the short-term and long-term capacity of state, local, and tribal 

governments to identify the potential for energy disruptions, quantify the 

impacts of those disruptions, and develop responsive plans to mitigate the 

threat of future disruptions. The requested $35.5 million would have been used 

to update energy assurance plans; require testing, training, and exercises; and 

ensure that plans and assessments were shared. 

A key DOE rationale for the proposed program was the fact that state and 

local governments are ultimately responsible for responding to disasters and 

disruptions. This program was designed for OE to help those governments 

build and maintain preparedness and assurance capabilities.71 The program 

would have financed state, local, and tribal government efforts to enhance 

resiliency through energy assurance planning and the testing of, training for, 

and exercising of those plans.72
 This grant program would have been 

undertaken in cooperation with OE’s ISER program, which would have served 

as a convener of forums for information sharing and coordination of state 

energy assurance plans with other state and local disaster and emergency 

response plans, private sector response plans, and the plans of neighboring 

states. 
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Program Direction73
 

 

This administrative activity funds the costs associated with the OE 

workforce, including salaries, benefits, travel, training, building occupancy, 

information technology services, and other related expenses. The program 

funding also provides for the costs associated with contractor services that 

support OE’s mission. 
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THE SMART GRID AND CYBERSECURITY— 

REGULATORY POLICY AND ISSUES 
 

 

Richard J. Campbell 
 

 

SUMMARY 
 

Electricity is vital to the commerce and daily functioning of United 

States. The modernization of the grid to accommodate today’s uses is 

leading to the incorporation of information processing capabilities for 

power system controls and operations monitoring. The “Smart Grid” is 

the name given to the evolving electric power network as new 

information technology systems and capabilities are incorporated. While 

these new components may add to the ability to control power flows and 

enhance the efficiency of grid operations, they also potentially increase 

the susceptibility of the grid to cyber (i.e., computer-related) attack since 

they are built around microprocessor devices whose basic functions are 

controlled by software programming. The potential for a major disruption 

or widespread damage to the nation’s power system from a large scale 

cyberattack has increased focus on the cybersecurity of the Smart Grid. 

Federal efforts to enhance the cybersecurity of the electrical grid 

were emphasized with the recognition of cybersecurity as a critical issue 

for electric utilities in developing the Smart Grid. The Federal Energy 

Regulatory Commission (FERC) received primary responsibility for the 

reliability of the bulk power system from the Energy Policy Act of 2005. 

                                                           
 This is an edited, reformatted and augmented version of a Congressional Research Service 

publication, CRS Report for Congress R41886, from www.crs.gov, dated June 15, 2011. 

http://www.crs.gov/
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FERC subsequently designated the North American Electric Reliability 

Corporation (NERC) as the “Electric Reliability Organization” (ERO) 

with the responsibility of establishing and enforcing reliability standards. 

Compliance with reliability standards for electric utilities thus changed 

from a voluntary, peer-driven undertaking to a mandatory function. The 

Energy Independence and Security Act of 2007 (EISA) later added 

requirements for “a reliable and secure electricity infrastructure” with 

regard to Smart Grid development. NERC is also responsible for 

standards for critical infrastructure protection (CIP) which focus on 

planning and procedures for the physical security of the grid. Self-

determination is a key part of the CIP reliability process. Utilities are 

allowed to self-identify what they see as “critical assets” under NERC 

regulations. Only “critical cyber assets” (i.e., as essential to the reliable 

operation of critical assets) are subject to CIP standards. FERC has 

directed NERC to revise the standards so that some oversight of the 

identification process for critical cyber assets was provided, but any 

revision is again subject to stakeholder approval. While reliability 

standards are mandatory, the ERO process for developing regulations is 

somewhat unusual in that the regulations are essentially being established 

by the entities who are being regulated. This may potentially be a conflict 

of interest, especially when cost of compliance is a concern, and 

acceptable standards may conceivably result from the option with the 

lowest costs. Since utility systems are interconnected in many ways, the 

system with the least protected network potentially provides the weakest 

point of access. 

Cybersecurity threats represent a constantly moving and increasing 

target for mitigation activities and mitigation efforts could likewise spiral 

upward in costs. Recovery of costs may present a major challenge 

especially to distribution utilities and state commissions charged with 

overseeing utility costs. EISA only requires states to consider recovery of 

costs related to Smart Grid systems. FERC has jurisdiction over the bulk 

power grid, and cannot compel entities involved in distribution to comply 

with its regulations. Recoverability from a cyber attack on the scale of 

something which could take down a significant portion of the grid will 

likely be very difficult, but maintaining a ready inventory of critical spare 

parts in close proximity to key installations could quicken recovery 

efforts from some types of attack. The electricity grid is connected to 

(and largely dependent on) the natural gas pipeline, water supply, and 

telecommunications systems. Technologies being developed for use by 

the Smart Grid could also be used by these industries. Consideration 

could be given to applying similar control system device and system 

safeguards to these other critical utility systems. 
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INTRODUCTION 
 

Electricity is vital to the commerce and daily functioning of United States. 

The electrical grid of the United States consists of all the power plants 

generating electricity, together with the transmission and distribution lines and 

their associated transformers and substations which bring power to end-use 

customers. Electric power generation in the United States is currently 

dominated by the use of combustible fuels, such as coal and natural gas, or 

from biomass. These fuels are burned to produce steam in boilers which is 

used to turn turbine-generators which produce electricity. Nuclear power uses 

heat from the decay of radioactive elements to produce steam. However, 

electricity can also be generated directly by wind turbines, solar power, 

geothermal energy, and hydropower. Figure 1 illustrates the phases of the 

electric power production process. Electricity from large central station power 

plants is routed to a step-up transformer which raises the voltage so the power 

can be sent over high-voltage transmission lines to step-down transformers in 

substations which then transfer this energy at lower voltages via distribution 

lines to industrial, commercial, and residential users. 

 

 
Source: CRS, based on graphic found at https://reports.energy.gov/BlackoutFinal-

Web.pdf (p. 5). 

Figure 1. Elements of the Electric Power System. 

https://reports.energy.gov/BlackoutFinal-Web.pdf
https://reports.energy.gov/BlackoutFinal-Web.pdf
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Generally, electricity must be used as soon as it is produced because large 

amounts of electricity cannot be easily stored. 

Originally, the individual company systems were not linked, but with 

greater electricity demand came the necessity of sharing generation resources. 

This sharing of generation resources required an interconnection of separate 

company systems to enable power sales and transfers. These aggregated power 

systems form three major “interconnections”—the Eastern and Western 

interconnections, and the Electric Reliability Council of Texas which includes 

most of the state of Texas. Within these interconnections are reliability 

regions, and a number of balancing authorities1 which “integrate resource 

plans ahead of time, maintain load-interchange generation balance” within a 

balancing authority area, and “support interconnection frequency in real-

time.”2 The grid also connects the many publicly and privately owned electric 

utility and power companies in different states and regions of the United 

States3 (and in Canada and Mexico). 

Congress passed the Public Utility Regulatory Policies Act of 1978 (P.L. 

95-617) which allowed non-utility power producers into wholesale power 

markets (e.g., for the sale of electricity to entities other than the end-user of 

power). The passage of the Energy Policy Act of 1992 (P.L. 102-486) served 

to further promote greater competition in the bulk power markets.4 As a result, 

in many parts of the United States, the electric power industry began to 

transition from highly regulated, local monopoly companies which generated, 

transmitted, and distributed electricity to end-use customers, to a business in 

which power generation is competitive while the industry’s transmission and 

distribution functions are still highly regulated. While the federal government 

regulates the electric power transmission function and wholesale power 

markets, regulation of the distribution function of the electric power business 

is still largely carried out by state government agencies. 

Much of the infrastructure which serves the U.S. power grid is aging. The 

average age of power plants is now over 30 years; most of these facilities were 

originally designed to last 40 years.5 Electric transmission and distribution 

system components are similarly aging, with power transformers averaging 

over 40 years of age,6 and 70% of transmission lines being 25 years or older.7 

As components of the system are retired, they are replaced with newer 

components often linked to communications or automated systems. 

With changes in federal law,8 regulatory changes, and the aging of the 

electric power infrastructure as drivers, the grid is changing from a largely 

patchwork system built to serve the needs of individual electric utility 

companies to essentially a national interconnected system capable of 
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accommodating massive transfers of electrical energy between regions of the 

United States. The modernization of the grid to accommodate today’s power 

flows, serve reliability needs, and meet future projected uses is leading to the 

incorporation of information processing capabilities for power system controls 

and operations monitoring. The “Smart Grid” is the name given to the 

evolving electric power network as new information technology systems and 

capabilities are incorporated. While these new components may add to the 

ability to control power flows and enhance the efficiency of grid operations, 

they also potentially increase the susceptibility of the grid to cyber (i.e., 

computer-related) attack since they are built around microprocessor devices 

whose basic functions are controlled by software programming and subject to 

manipulation over a network. 

The information processing attributes which make the smarter grid 

attractive are the very same attributes which can increase the vulnerability of 

the electric power system and its critical infrastructure to a potentially 

devastating cyber attack. The potential of the Smart Grid to revolutionize the 

ways power is generated and used is great, but so too are the potential risks if 

not sufficiently addressed. 

The Energy Independence and Security Act of 20079 (EISA) (P.L. 110-

140) defined the attributes of a Smart Grid and plans for its development. The 

potential for a major disruption or widespread damage to the nation’s power 

system from a large scale cyberattack has increased focus on the cybersecurity 

of the Smart Grid. While a nation-state might have the resources and 

capability to create widescale disruption of the U.S. grid (to create economic 

disorder or as part of a physical attack), terrorists or hackers are less likely to 

have the sophistication or resources necessary to inflict damage on a national 

scale. But the possibility of collaboration between terrorists and hackers could 

increase the capability of these groups to launch network-based cyberattacks 

against critical U.S. infrastructure.10 

Among the issues for Congress is whether the existing requirements of 

current law adequately assure the cybersecurity and reliable operation of the 

U.S. electricity grid today (and the Smart Grid of tomorrow). This report will 

look at issues key to these determinations, discussing the scope and point of 

application of regulations, and where the overall responsibility rests for the 

cybersecurity of the grid. 
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ATTRIBUTES OF A SMART GRID 
 

The U.S. Department of Energy (DOE) summarized its view of the 

potential of the Smart Grid by the year 2030 as: 

 

... a fully automated power delivery network that monitors and 

controls every customer and node, ensuring a two-way flow of electricity 

and information between the power plant and the appliance, and all points 

in between. Its distributed intelligence, coupled with broadband 

communications and automated control systems, enables real-time market 

transactions and seamless interfaces among people, buildings, industrial 

plants, generation facilities, and the electric network.11 

 

A “smarter” grid is gradually being introduced as upgrades to the systems 

and components of the power generation, transmission, and distribution 

infrastructure. Substation and distribution substations are being automated 

with superior switching capabilities to enhance current flows and control of 

the grid. Devices called “phasor measurement units” are also being added to 

substations to make time and location-specific measurements of transmission 

line voltage, current, and frequency (i.e., synchrophasor measurements made 

30 times per second instead of data measured once every two to four seconds 

by current industrial control systems) providing better tools to improve power 

system reliability.12 DOE’s strategic plan targets the deployment of 1,000 

phasor measurement units by 2013.13 

Advanced meters are being introduced in some utility markets which can 

offer customers the ability to leverage demand response14 regimes and 

technologies, and potentially benefit from the interactive features of the Smart 

Grid by shifting their energy use to off-peak hours. Expectations vary of what 

a Smart Grid could accomplish, and the estimated costs of a system rise with 

the increased scope and attributes of a system. Some see the Smart Grid as 

only an enhancement of today’s existing transmission and distribution systems 

focused on improving the reliability and efficiency of the grid. Others see the 

Smart Grid of the future as an integrated system spanning the nation from 

coast to coast, able to seamlessly combine distributed resources and central 

power stations across the three major interconnections15 of the U.S. grid. 

Under such a vision, distributed and renewable energy resources could be 

efficiently integrated into the grid, with power from (for example) intermittent 

wind generation channeled by sensors and intelligent electronics from multiple 

widely dispersed sites to where power is needed anywhere on the grid. Figure 
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2 shows a possible configuration of a Smart Grid system illustrating 

components of an interconnected, two-way intelligent network, and distributed 

and central station sources of power. The efficiency and economy of all grid 

operations could conceivably be optimized by similarly harnessing all power 

generation to take advantage of a wide range of generation and storage 

resources across the United States. 

 

 
Source: Consumer Energy Report. See http://www.consumerenergyreport.com/wp-

content/uploads/2010/04/ smartgrid.jpg. 

Figure 2. One Conceptualization of the Smart Grid. 

 

DEFINING CYBERSECURITY FOR THE SMART GRID 
 

A prolonged disruption of energy from the grid was described in a report 

for the Presidential Commission on Critical Infrastructure16 as an event which 

would seriously affect every infrastructure, with the possibility of a 

cyberattack causing such damage considered as a possibility. 

 

The widespread and increasing use of Supervisory Control and Data 

Acquisition17 (SCADA) systems for control of energy systems provides 

increasing ability to cause serious damage and disruption by cyber means. 

The exponential growth of information system networks that interconnect 

the business, administrative, and operational systems contributes to 

system vulnerability.18 

http://www.consumerenergyreport.com/wp-content/uploads/2010/04/
http://www.consumerenergyreport.com/wp-content/uploads/2010/04/
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EISA gave the National Institute of Standards and Technology (NIST) the 

role of coordinating the development of a framework to enable the 

development of the Smart Grid in a safe and secure manner, and NIST issued 

its first guidelines for cybersecurity of the Smart Grid in 2010. Because 

cybersecurity threats were perceived as “diverse and evolving,” NIST 

advocated a defense-indepth strategy with multiple levels of security because 

no single security measure could counter all types of threats.19 The key to 

NIST’s suggested approach is the determination of risk (i.e., the potential for 

an unwanted outcome resulting from internal or external factors, as determined 

from the likelihood of occurrence and the associated consequences) as 

quantified by the threat (e.g., event, actor or action with potential to do harm), 

the vulnerability (e.g., weakness in the system), and the consequences (e.g., 

physical impacts) to the system.20 

 

 

CYBERSECURITY VULNERABILITIES OF THE SMART GRID 
 

A smarter grid is largely the result of the modernization of the grid. Most 

sectors of business and industry have gone from the analog age of knobs and 

dials to the digital age of sensors and electronic displays in the recent past, 

and that process is now reaching into the nation’s electric power infrastructure. 

Part of the delay has been due to the long-lived nature of the capital assets 

which make up the industry. The power plants and other expensive components 

of the grid can function for many productive years if maintenance of the 

systems is kept up. However, much of the delay in modernization has been 

due to cost concerns, as many electric utilities seek to manage expenses by 

delaying replacement of aging systems as long as possible. Several of the 

better-known vulnerabilities of a smarter grid are discussed in the following 

paragraphs. 

 

 

Control Systems 
 

Industrial control (IC) systems are particularly vulnerable to cyberattack 

because of their intelligence and communications capabilities. IC systems 

perform a number of functions in the electrical grid, ranging from 

microprocessor-based control systems which control the actuation and 

operation of one or more devices, to more sophisticated industrial IC systems 

which can manage entire industrial processes or automated systems. SCADA 
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systems are a well-known application of remote IC used to monitor and 

control electric transmission system components. 

While cyber-intrusions into the U.S. grid have been reported in recent 

years,21 no impairment or other damage has been publicly reported as a result 

of the attacks. By exploiting loopholes in cybersecurity, cyberattackers could 

breach the privacy of customers power usage data and access large numbers of 

meters, perhaps sending deliberately misleading information to the grid. This 

could potentially overload systems or cause grid operators to respond to false 

readings. However, concerns exist as to the potential damage that could result 

in the future from malware left behind by such intrusions or doorways created 

in systems which could be exploited.22 The revelation of the complexities of 

the Stuxnet worm23 and the alleged targeting of the control systems of a 

nuclear power plant in Iran24 have raised additional concerns about the 

vulnerability of electric power systems worldwide. 

The Stuxnet worm reportedly affected the logical decision making 

functions of the control systems of one particular type of manufacturing 

facility. Theoretically, Stuxnet-like malware could be adapted to impair other 

types of process or control systems in malicious or unpredictable ways. 

Malware modified in such ways could overload and damage targeted 

equipment and systems in critical infrastructure.25 The Department of 

Homeland Security (DHS) conducted a simulated cyberattack on an electric 

generator control room and partially destroyed a large diesel-electric generator 

secured for the test as a demonstration of existing power system 

vulnerabilities.26 

 

 

Connections through Other Systems 
 

Utilities have routinely accessed control systems either wirelessly or by 

telephone lines for many years. In fact, telephone lines often used to access 

corporate systems may even provide access to utility control systems. A recent 

GAO report highlighted vulnerabilities at the Tennessee Valley Authority, a 

large federal utility in the United States. 

 

... the interconnections between TVA’s control system networks and 

its corporate network increased the risk that security weaknesses, on the 

corporate network could affect control systems networks and we 

determined that the control systems were at increased risk of 



Richard J. Campbell 40 

unauthorized modification or disruption by both internal and external 

threats.27 

 

 

Communications and Internet Access 
 

Grid devices capable of two-way communications are considered to be 

potential points of unauthorized system access, and can represent a potential 

cybersecurity vulnerability. While security protocols may exist to prevent 

unauthorized entry, wireless networks can be monitored and potentially 

hacked by cybercriminals. Smart meters are another example of new 

applications in which the security of data has been mentioned as a concern. At 

the heart of smart meters are semiconductor chips which allow data about 

energy use to be sent wirelessly to the electric distribution company, and 

which potentially allows the meter to control the flow of power to customers. 

The security of the encrypted information in the communications protocol 

used by many of these devices has been questioned in the past, and questions 

have been raised about the effectiveness of efforts to patch identified flaws. 

The primary consideration in the choice of wireless protocol by semiconductor 

providers seems to be cost of the system, a criteria which is not always 

compatible with cybersecurity goals for secure communications.28 While the 

developing Smart Grid is likely to use today’s internet and wireless 

communications systems for many years to come, security concerns and data 

usage requirements may move the system to dedicated communications and 

information channels serving uniquely Smart Grid uses. 

Potential access to SCADA systems via the Internet has often been cited 

as a key vulnerability for electric power systems. Hackers have used the 

Internet to launch denial of service,29 phishing,30 and various other forms of 

cyberattack. The effective recording, processing, and exchanging of data is 

becoming increasingly critical to the reliability of the power system,31 and 

deliberately introduced misinformation can be damaging. Internet-linked 

communications systems may be important to today’s interconnected grid, but 

the Internet also provides a ready path to cyberattack from any corner of the 

world wide web. 
 

 

Combined Cyber- and Physical Attacks 
 

The vulnerability of key components of the grid to a physical attack has 

been long known, but a coordinated and sustained physical and/or 
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cyberattack32 could be problematic. After a cyberattack, restored systems may 

be repaired and protected against known vulnerabilities, but a coordinated 

cyberattack over a short time period targeting different Smart Grid systems 

could slow recovery. The same would hold true for repeated physical attacks, 

or combined cyber- and physical attacks on key grid components. Under such 

circumstances, the resources of emergency programs in place to replace 

important grid systems and components (such as the Edison Electric Institute’s 

“Spare Transformer Equipment Program”33) may not be adequate to provide 

enough replacement parts to fully restore reliable grid operations in a timely 

manner. 

 

 

Supply Chain 
 

The components of smarter grid devices present another potential 

vulnerability concern. Most of the smart meter, sensor, and other equipment 

makers are international companies who obtain their components from 

international sources. Taiwan, Singapore, China, and South Korea are among 

the largest overseas manufacturers of semiconductors and microprocessors for 

smart devices. The reliable operation of semiconductor and microprocessor-

based devices is based on the low-level firmware34 controlling the device’s 

basic functions. Firmware in the form of fixed machine-language binary code 

is found in almost all the electronic devices making up smarter grid products 

such as programmable controllers and programmable logic arrays. If a hacker 

or cybercriminal gained access to such devices (especially during the 

manufacturing process), a section of code could be covertly inserted in the 

device and activated in such a way as to impair its functioning in a reliable 

manner. Some might suggest random or statistically based testing of the 

firmware in smarter grid devices. But the impairment would not need to be 

placed in all such devices coming off an assembly line. If a large enough 

sample was impaired, the effect might be enough to cast doubt on the 

reliability of a whole class of such devices. 

 

 

Geomagnetic Impairment 
 

An electromagnetic pulse (EMP) is a large burst of electromagnetic 

radiation resulting from the detonation of a nuclear weapon or from other 

means. EMPs can cause voltage and current surges which can severely damage 
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electrical equipment and systems. A high-altitude nuclear explosion could 

cause an EMP which could severely impair an electric power system not 

shielded from the effects of an EMP. 

However, deliberate, large-scale, man-made attacks are not the only 

potential threat which could take down a substantial portion of the electric 

grid. Radiation or charged particles ejected into space weather from solar flare 

eruptions could cause geomagnetic storms which could interfere with 

telecommunications networks or damage orbiting satellites. Periodically, these 

eruptions from the sun are powerful enough to disrupt the operations of 

electric power systems. Solar flares occur in cycles of almost 11 years. 35 

Occasionally, severe space weather results in a huge eruption of particles 

which can be particularly disruptive to electric power systems, and induce 

ground currents powerful enough to actually melt the copper windings of 

electric power transformers. The last major solar flare eruption in 1989 caused 

blackouts across the Canadian province of Quebec for nine hours. But even 

greater storms can occur perhaps every 100 or more years. The first major 

eruption of this size was observed in 1859. It destroyed much of the world’s 

telegraph infrastructure of the time. Another event observed in 1921 

demonstrates that although these events are rare, they are likely to occur again 

and could have tremendous societal and economic impacts for the United 

States: 

 

... the occurrence today of an event like the 1921 storm would result 

in large-scale blackouts affecting more than 130 million people and 

would expose more than 350 transformers to the risk of permanent 

damage.36 

 

It could take weeks or months to replace most of the damaged 

transformers. Some of the larger units could take years to replace due to the 

fact there are no U.S. power transformer manufacturers,37 and a multi-year 

backlog exists for the larger units. 

 

 

CURRENT CYBERSECURITY POLICY FOR THE  

SMART GRID 
 

A smarter grid is increasing reliance on automated systems to manage 

energy sources, power control devices, system information, and power flows. 

Automation will allow information from smarter processors and sensors to be 
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processed at much faster rates, giving power system operators more accurate 

and timely information, and giving customers greater input into their own 

power use. But, the possibility that such systems could be highjacked in such a 

way as to bring down the grid regionally or even nationally, and cause long-

term damage to critical systems and components, is giving Congress reason to 

consider the cybersecurity of the electric power infrastructure. 

The passage of the Homeland Security Act of 2002 (P.L. 107-296) (HSA) 

established the Department of Homeland Security. HSA increased penalties 

for certain computer-based crimes, and in addition to improving on the earlier 

Computer Fraud and Abuse Act of 1986,38 made critical infrastructure 

protection a key mission of DHS. 

Federal efforts to enhance the cybersecurity of the electrical grid were 

reemphasized with the recognition of cybersecurity as a critical issue for 

electric utilities in developing the Smart Grid. The Energy Independence and 

Security Act (EISA) of 2007 (P.L. 110-140) thus added requirements for “a 

reliable and secure electricity infrastructure” with regard to Smart Grid 

development. EISA directed NIST to develop a framework for protocols and 

standards for the Smart Grid to achieve “interoperability”39 of devices and 

systems. The American Recovery and Reinvestment Act of 2009 (P.L. 111-5) 

provided NIST with funds to proceed with this mandate. 

 

 

Status of Regulatory Implementation 
 

NIST issued a report, “NIST Framework and Roadmap for Smart Grid 

Interoperability Standards” (NIST SP 1108, January 2010), listing 75 existing 

standards which are likely to be applicable for an interoperable Smart Grid, 

and identified 15 high-priority gaps and harmonization issues. NIST also 

issued a “Smart Grid Cybersecurity Strategy and Requirements” report 

(NISTIR 7628, September 2010) assessing requirements to ensure the security 

and reliability of a modernized grid. This report also classified Smart Grid 

interfaces according to potential impacts that could result from compromise of 

these systems. 

The Federal Energy Regulatory Commission (FERC or the Commission) 

received primary responsibility for the reliability of the bulk power40 system 

from the Energy Policy Act of 2005 (EPACT05) (P.L. 109-58). EPACT05 also 

gave FERC the authority to commission an “Electric Reliability Organization” 

(ERO) to establish and enforce reliability standards. FERC subsequently 

designated the North American Electric Reliability Corporation (NERC) as the 
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ERO. Compliance with reliability standards for electric utilities thus changed 

from a voluntary, peer-driven undertaking to a mandatory function. While 

NERC is responsible for standards for the bulk power system in the United 

States, it is also seeking recognition by applicable governmental authorities in 

Canada and Mexico to establish and coordinate reliability standards for the 

bulk power systems of these respective countries.41 NERC is also responsible 

for standards for critical infrastructure protection (CIP) which focus on 

planning and procedures for the physical security of the grid. NERC has 

delegated much of the daily process of maintaining reliability of the grid to 

regional entities via delegation agreements which are subject to FERC 

approval. Compliance and enforcement with NERC standards is therefore 

largely a responsibility of these regional entities, which are mostly responsible 

for imposing penalties for violation of reliability standards.42 NERC’s CIP 

standards essentially approach cybersecurity as an extension of reliability, and 

address nine areas including Sabotage Reporting, Critical Cyber Asset 

Identification, and Electronic Security Perimeters, and Recovery Plans for 

Critical Cyber Assets.43 These standards identify what utilities must do to 

protect “cyber assets”44 seen as critical to the reliability of the bulk power45 

system. 

EISA directed FERC to work with NIST in developing Smart Grid 

interoperability standards, and required FERC to institute a formal rulemaking 

process to adopt interoperability (including cybersecurity) standards when 

FERC was satisfied that a consensus on defining the standards had been 

reached. NIST advised FERC in October 2010 that it had identified five 

“foundational” sets of standards46 which may allow FERC to go forward with 

instituting rulemaking proceedings to adopt standards to ensure Smart Grid 

functionality, interoperability, and cybersecurity. The standards would be 

updated as Smart Grid requirements and technologies evolve. 

FERC held a technical conference in January 2011 to determine if there 

was “sufficient consensus” that the five sets of standards proposed by NIST 

were adequate for standards and protocols to be adopted. The comments of 

conference participants showed that a consensus on the standards had not in 

fact been reached with several participants stating that they were unsure of 

what would constitute a consensus, and questioning whether such standards 

would then automatically become “mandatory and enforceable.” FERC issued 

a supplemental notice in February 2011 (requesting all comments by April 

2011) to aid the Commission’s determination as to whether a consensus exists 

on the proposed NIST interoperability standards. Additional questions were 

asked in the notice to solicit opinions on related topics including the NIST 
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process for determining the readiness of a standard with regards to 

interoperability and cybersecurity, whether making standards enforceable 

would achieve interoperability goals, how testing and certification of 

cybersecurity requirements could be incorporated into the standards process, 

and whether the Commission should consider different criteria for evaluating 

interoperability and functionality (and the extent to which cybersecurity is an 

element of each).47 

 

Assessment of Cybersecurity Progress by Government  

Accountability Office 

Congress asked the U.S. Government Accountability Office (GAO) to 

assess progress by NIST and FERC on Smart Grid cybersecurity guidelines 

and standards. GAO issued a report with its findings in January 2011.48 GAO 

found that NIST has largely addressed “key cybersecurity elements” such as 

the cybersecurity risks of Smart Grid systems and had identified security 

controls essential to such systems. GAO also found that NIST had not 

addressed the risks of attacks on Smart Grid systems using both cyber- and 

physical means. GAO recommended that NIST finalize its plan and schedule 

for updating its cybersecurity guidelines to include these elements. 

GAO also pointed out that while EISA had given FERC authority to adopt 

Smart Grid standards, it did not give FERC specific enforcement authority 

over implementation of standards. GAO recognized that a regulatory divide 

exists between federal, state, and local entities on various aspects of Smart 

Grid interoperability and cybersecurity. As such, GAO states that such 

standards will remain voluntary unless regulators use other authorities to 

enforce standards compliance. GAO recommended that FERC develop a 

coordinated approach (with other regulatory jurisdictions) to monitor 

voluntary standards and address any gaps in compliance. 

FERC and NIST agreed with GAO’s recommendations.49 However, FERC 

Chairman Wellinghoff stated that while a coordinated approach would be 

pursued, FERC may lack the authority to address any gaps in compliance, and 

that this being the case, Congress may want to consider the matter further. 

Furthermore, in addressing GAO’s comments, the Chairman broached the 

question of whether other-than-voluntary compliance with Smart Grid 

standards by “relevant manufacturers and utilities” is what Congress intended 

in EISA.50 

Meanwhile, NIST has communicated to FERC its own concerns that 

under the existing process, it could take years for the Commission to adopt 

rules on the many individual standards needed to achieve interoperability of 
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the Smart Grid while recognizing that many “customized” upgrades to the grid 

continue to be installed. NIST suggested that in the absence of formal 

standards, FERC could request “interoperability roadmaps” from utilities to 

determine if they addressed interoperability based on the NIST framework in 

the utilities’ grid modernization efforts.51 

 

Assessment by DOE’s Inspector General of FERC’s Monitoring 

of Grid Cybersecurity 

The DOE Inspector General released an audit report52 in January 2011 of 

FERC’s monitoring of grid cybersecurity, with regard to the Commission’s 

responsibilities under EPACT05. The report found that CIP cybersecurity 

standards developed “did not include a number of security controls commonly 

recommended for government and industry systems,” and criticized FERC’s 

oversight of the process for developing these standards, citing a need for 

FERC to use its existing authority to ensure timely standards development to 

address emerging security threats. The report also said that FERC’s 

implementation approach and schedule for CIP standards did not adequately 

consider risks to information systems, since FERC was focusing on 

documentation of controls rather than implementation of controls. FERC was 

advised to revise its focus to ensure that controls to address higher threat risks 

are given priority. The report noted that these problems existed, in part, 

because the Commission had “only limited authority” to ensure cybersecurity 

over the bulk electric system, and could not implement its own reliability 

standards or issue alerts. However, the report went on to conclude that even 

“when such authority did exist,” FERC did not always act “to ensure that 

cybersecurity standards were adequate.” 

FERC Chairman Wellinghoff mostly concurred with the report’s 

recommendations53 while noting that “the current statutory framework is 

adequate for addressing emerging cybersecurity threats through mandatory 

standards.” The Chairman stated that FERC will make every effort “to approve 

CIP standards as soon as possible after they are developed by NERC.”54 

 

 

Policy Concerns 
 

Self-determination is a key part of the CIP reliability process. Utilities are 

allowed to self-identify what they see as “critical assets”55 under NERC 

regulations. While compliance with CIP standards became mandatory in 2010, 

FERC mandated modifications to the criteria defining critical assets for 
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reliability purposes. Only “critical cyber-assets” (i.e., as essential to the 

reliable operation of critical assets) are subject to CIP standards. FERC 

directed NERC to revise the standards so that some oversight of the 

identification process for critical cyber-assets was provided, but any revision is 

again subject to stakeholder approval. Under current law, FERC cannot issue 

its own reliability standards. 

While reliability standards are mandatory, the ERO process for developing 

regulations is somewhat unusual in that the regulations are essentially being 

established by the entities who are being regulated.56 This can potentially be 

an issue when cost of compliance is a concern, and acceptable standards may 

conceivably result from the option with the lowest costs. While FERC 

ultimately has approval authority over the regulations NERC submits and can 

remand such regulations it judges as not satisfying requirements, any such 

revisions are ultimately subject to NERC stakeholder approval. NERC 

standards could therefore be seen as a minimum threshold for compliance, as 

some utilities may choose to go beyond what is minimally required. But since 

utility systems are interconnected in many ways, the system with the least 

protected network potentially provides the weakest point of access. 

 

 

OTHER ISSUES IN FEDERAL SMART GRID 

CYBERSECURITY POLICY 
 

Legacy Systems 
 

Legacy devices and systems (such as many SCADA and substation 

automation systems) may represent as much of a vulnerability to cybersecurity 

as new Smart Grid components. They were not designed with cybersecurity in 

mind, and are often interconnected either via the Internet or by other, 

sometimes “unsecured” avenues. DOE describes the legacy system 

communications issue as follows: 

 

The legacy communication methods that now support grid operations 

also provide potential cyber attack paths. Many cyber vulnerabilities have 

been identified by cyber security assessments of SCADA systems. Power 

grid substation automation and security have also recently been 

evaluated. The level of automation in substations is increasing, which can 

lead to more cyber security issues. The cyber security issues identified 

during the assessments and evaluations need to be resolved, but the 
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known issues should not be construed as a complete assessment of the 

current power grid security posture.57 

 

Some legacy grid devices are being retrofitted with communications 

capabilities to allow them functionality in the smarter grid, or permit easier 

maintenance, potentially introducing grid vulnerabilities which may not have 

existed before. NIST has suggested the establishment of “Priority Actions 

Plans” to resolve interoperability issues between legacy equipment and Smart 

Grid systems as these are installed.58 

FERC specifically rejected proposals by commenters for additional 

interoperability standards (at this time) addressing existing resources or 

equipment and cost-effective integration of legacy equipment, and interfaces 

between utilities.59 Replacement of these systems is recognized by FERC as a 

possible option for utilities to apply for recovery of the “stranded costs” of 

legacy systems replaced by Smart Grid investments. 60 

 

 

Leadership of Federal Authority for Smart Grid Cybersecurity 
 

The issue of which, or whether, a single federal agency should have 

ultimate authority over Smart Grid cybersecurity remains largely unresolved. 

DHS, DOE, and FERC have all either stated claims or been mentioned as 

candidates for overall leadership of the issue based upon implications to 

national security, energy policy and technology leadership, or industry 

understanding and organizational mission, but the current missions of these 

agencies is only the starting point for a discussion. Since Smart Grid devices 

are being installed beyond the federally regulated power grid, the system could 

potentially face intrusions from cyberattacks initiated on less-protected 

distribution systems. Leadership of Smart Grid and cybersecurity issues may 

require the ability to communicate issues and push solutions in forums beyond 

federal jurisdictions if the goal is to protect against cyber-threats to the grid for 

the entire United States. 

DHS’s mission to protect national security against cyber-threats currently 

centers on “civilian government systems” and DHS works with industry to 

“secure critical infrastructure and information systems.” DHS is focused on 

analyzing cyber-threats and reducing vulnerabilities, and distributing 

information on potential cyberattacks to ensure the safety of cybersystems.61 

DHS will distribute warnings of cyber-threats to other federal agencies, state 

and local governments and to industry. 
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DOE has the technical and research capabilities of the national 

laboratories to draw upon with regard to cybersecurity and the Smart Grid, as 

well as its own internal policy offices which deal with an array of electricity 

system issues. DOE has worked with electric utilities to understand the cyber-

vulnerabilities of the grid, and has tasked the national laboratories with helping 

to develop technologies and software patches to identify problems and harden 

legacy control systems against potential cyber-intrusions. 

FERC is an independent, self-funded regulatory agency within DOE, with 

statutory authority over major aspects of the wholesale electric, natural gas, 

hydroelectric, and oil pipeline industries.62 As such, FERC’s responsibility for 

the reliability of the grid and related ratemaking authority allow the 

Commission to discover issues and authorize utilities to recover the 

jurisdictional portion of costs related to grid critical infrastructure protection 

upgrades. FERC recognizes that EISA does not make Smart Grid standards 

mandatory, nor does EISA give it authority to make or enforce such 

standards.63 FERC has jurisdiction over the bulk power system, but this 

currently excludes authority over the nation’s electric distribution systems 

where much of the smarter grid will be deployed. The Commission appears to 

view its reliability mandate under EISA as giving it the authority to adopt 

Smart Grid standards which will be applicable to all electric power facilities 

and devices with Smart Grid features, including those at the distribution level. 

FERC further ties cybersecurity to reliability by proposing a “harmonization” 

of each Smart Grid protocol and reliability standard developed. 64 

 

 

Cost Challenges of Maintaining a Cyber-Secure Smart Grid 
 

Cybersecurity threats present a constantly moving and growing need for 

mitigation activities. As new devices and systems are being developed for the 

Smart Grid, so too is the array of infrastructure elements which must 

potentially be protected. This is a key concern for utilities, as the resources 

which may have to be applied to cybersecurity concerns could likewise spiral 

upward in growth and costs. Utilities may understand how a smarter grid can 

enhance their efficiency and reliability, and the need for cybersecurity 

safeguards. Commercial and industrial customers may also see potential 

benefits in Smart Grid-enabled programs (such as demand response), and it is 

likely they will fund a significant portion of smarter grid improvements 

through rates. But at present very few consumers at the residential level seem 

to understand the potential of the Smart Grid, or have reason to believe it can 
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do anything for them except increase rates.65 One recent study expects 

cybersecurity spending to represent approximately 15% of total Smart Grid 

capital investment between 2010 and 2015 (with total investment estimated to 

be $1.5 billion in North America).66 

Smart Grid enhancements across the United States may vary by utility, 

state, region, and regulatory jurisdiction. Recovery of costs may present a 

major challenge especially to distribution utilities and state commissions 

charged with overseeing utility costs. When faced with such decisions, the 

perception of the potential risks to the utility’s local system will likely bear on 

what costs the utility’s ratepayers should pay. EISA requires states only to 

consider recovery of costs related to Smart Grid systems. FERC has 

jurisdiction over the bulk power grid, i.e., transmission and wholesale rates in 

interstate commerce. FERC cannot compel entities involved in distribution to 

comply with its regulations. Since distribution utilities are regulated by state or 

local public utility commissions, Smart Grid investments will likely require 

approval by these jurisdictions. The issue of whether Smart Grid standards for 

interoperability should be voluntary or mandatory for these jurisdictions 

remains unresolved. 

 

 

Privacy and Data Security 
 

The sharing of information in applications used by the smarter grid has 

raised questions on the safety of that information. Security of customer 

information in wireless applications, and how personal data characteristics 

(such as customer usage information) can be protected are issues often 

mentioned in discussions of the Smart Grid and cybersecurity. Encryption of 

data (with limited decryption for data checking), and aggregation of data at 

high levels to mask individual usership have been mentioned as ways to 

protect the identity of individual customers. Limiting the amount of data to 

just information needed for billing purposes has been suggested as a remedy to 

the potential for misuse of data.67 Real-time monitoring of these networks may 

alert system operators to suspicious activities. But even these methods might 

not be enough to guard against a sophisticated intruder if data security is taken 

for granted. The development of Smart Grid standards for electric utilities and 

their partners governing the collection and use of customer data may be a 

possible next step. 

If customers participate in demand-side management programs, then 

customer usage data can provide a wealth of information for a variety of 
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programs for interruptible loads or time-of-use rates. But customer-specific 

data stored in home area networks (HANs), or customer-specific data 

communicated between the HAN and distribution utility (or load aggregator) 

must be secure to protect the privacy of information. The advent of electric 

vehicles may offer another potential payload of data on customer movement 

and habits, if data collected or stored is not restricted to electricity 

consumption for billing purposes. 

The National Regulatory Research Institute recommended in a recent 

report68 that public utility commissions should define the information which 

utilities will collect, determining with whom and for what purpose it should be 

shared, and assess the need for protecting the data. While allowing states to 

develop their own policies may be accomplished more quickly, the report also 

advocates for a national approach to Smart Grid privacy issues. 

DOE has worked with electric utilities and the Electric Power Research 

Institute (EPRI) to develop profiles for Smart Grid products to address 

concerns about data privacy. These profiles are meant to provide guidance on 

how to build cybersecurity into Smart Grid applications under development, so 

that they can be more securely integrated into the Smart Grid.69 

 

 

Government-Industry Coordination on Threats 
 

In 2010, the Edison Electric Institute (EEI) issued its own “Principles for 

Cyber Security and Critical Infrastructure Protection”70 to discuss 

development of a framework for addressing cybersecurity threats. EEI, the 

trade association of U.S. shareholder-owned electric utilities, suggested a 

coordinated effort of government, industry, and suppliers of critical grid 

systems and components was necessary to protect the grid from cyberattacks 

as a “shared responsibility.” EEI believes that the sharing of intelligence on 

evolving threats and a clear plan of action on imminent threats is key to this 

arrangement. EEI also expects that such a policy would help protect national 

security and the public welfare, and aid in the prioritization of assets which 

need enhanced security. EEI expects that such a partnership could “utilize all 

stakeholder’s expertise,” allowing owners and operators of critical 

infrastructure to propose mitigation strategies that will avoid significant 

adverse consequences to utility operation or assets. 
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OTHER COLLABORATIVE CYBERSECURITY INITIATIVES 
 

There are a number of collaborative efforts involving private sector, 

academia, national laboratories, consumer groups, and others looking at 

cybersecurity and Smart Grid issues. Federal agencies are also working 

together to ensure communication and share resources on these issues, and 

helping to fund industry cybersecurity initiatives.71 Two of the major DOE-led 

initiatives are discussed below. 

DOE is home to the Federal Smart Grid Task Force (FSGTF) established 

under EISA to “ensure awareness, coordination, and integration of the diverse 

activities of DOE’s Office of Electricity Delivery and Energy Reliability (OE) 

and elsewhere in the federal government related to Smart Grid technologies, 

practices, and services.”72 FERC, the Department of Commerce, the 

Environmental Protection Agency, the Department of Agriculture, and the 

Department of Defense are also members of the FSGTF. 

DOE also funds (with OE leading DOE’s participation) the “Trustworthy 

Cyber Infrastructure for the Power Grid” (TCIPG) initiative, working with 

DHS and industry.73 TCIPG is led by the academic sector as a public-private 

research partnership, supporting the development of resilient and secure Smart 

Grid systems, leveraging research previously funded by the National Science 

Foundation: 

 

TCIPG’s research plan is focused on securing the low-level devices, 

communications, and data systems that make up the power grid, to ensure 

trustworthy operation during normal conditions, cyber-attacks, and/or 

power emergencies. At the device level, new key functionality is being 

designed in hardware in order to detect attacks and failures and to restore 

proper system operation. Likewise, virtual machine technology is being 

developed and adapted for advanced power meters in order to permit new 

power use scenarios while preserving privacy. At the protocol level, new 

techniques are being developed to detect, react to, and recover from cyber 

attacks that occur while preserving integrity, availability, and real-time 

requirements. 

 

Participating in TCIPG are the University of Illinois at Urbana-

Champaign, Dartmouth College, Cornell University, the University of 

California at Davis, and Washington State University. Current TCIPG projects 

are focused on developing “trustworthy cyber infrastructure and technologies” 
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for active demand management and wide-area monitoring and control, 

response to and managing cyber events, and risk/security assessments. 

 

 

CURRENT LEGISLATION 
 

Several bills introduced in the 112th Congress addressing the cybersecurity 

of the Smart Grid are summarized below. 

 

 

Senate 
 

The Cyber Security and American Cyber Competitiveness Act of 201174 

(S. 21) would secure the United States against cyberattack and protect 

sensitive information and the identities of U.S. citizens and business. The bill 

focuses on the increasing dependence of the United States on information 

technology, and highlights a growing need for public awareness and 

preparedness of cyber-threats. 

The Cybersecurity and Internet Freedom Act of 201175 (S. 413) is 

intended to enhance the “security and resiliency of the cyber and 

communications infrastructure” of the United States. Among its provisions, 

the bill would establish within DHS a National Center for Cybersecurity and 

Communications (NCCC) to protect the federal and national information 

infrastructure. The duties of the NCCC Director would include the 

identification and evaluation of cyber-risks to critical infrastructure (covered 

by the bill) on a continuous, sector-by-sector basis. The NCCC would also 

issue regulations establishing risk-based security performance requirements to 

secure covered critical infrastructure against cyber risks. Each owner or 

operator of covered critical infrastructure would be required to certify to the 

NCCC Director that approved security and emergency measures had been 

implemented. Civil penalties for non-compliance would be established by the 

bill. The President would be authorized by the bill to declare a national cyber-

emergency, and would be required to notify owners and operators of critical 

infrastructure about the nature of a cyber-threat if a national cyber-emergency 

was declared. 

The Cyber Security Public Awareness Act of 201176 (S. 813) is intended 

to promote the awareness of cybersecurity. Among its provisions, the bill 

requires a report from be DHS on technical options to enhance the security of 

information networks of entities which own or manage critical infrastructure. 
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The bill also requires a report from the Secretary of Homeland Security in 

consultation with the Secretary of Defense and the National Intelligence 

Director concerning the threat posed by a cyberattack to disrupt the national 

electrical grid and its implications to national security, the options for quick 

recovery to provide for national security as well as for restoration of all 

electrical service in the United States, and the development of a plan to 

prevent disruption of the U.S. grid by a cyberattack. 

 

 

House 
 

The National Infrastructure Development Bank Act of 201177 (H.R. 402) 

aims to facilitate infrastructure development. The bill identifies the nation’s 

energy infrastructure as an area in need of modernization. Eligibility is 

extended to Smart Grid projects as energy infrastructure development. 

The Secure High-voltage Infrastructure for Electricity from Lethal 

Damage Act78 (H.R. 668) seeks to protect the bulk power system and electric 

infrastructure critical to the defense and wellbeing of the United States from 

EMP threats (such as nuclear weapons), or natural geomagnetic disturbance 

(GMD) vulnerabilities (such as solar flares). The bill proposes to authorize 

FERC to order the ERO to take emergency measures to protect the reliability 

of the bulk power system upon identification of an imminent threat to grid 

security from an EMP attack or GMD event. FERC would be authorized to 

allow utilities to recover “substantial costs” incurred from compliance with 

such an emergency order. The bill would also authorize FERC to issue rules or 

orders to protect against such grid security vulnerabilities not covered by ERO 

reliability standards (and would rescind the FERC rule or order when a 

sufficient ERO reliability standard was in place). FERC would be required to 

direct the ERO to propose reliability standards to protect against “reasonably 

foreseeable” EMP or GMD events. The ERO would also be required to 

propose reliability standards (balancing risks and costs) to address availability 

of large transformers capable of restoring reliable grid operations after an 

EMP or GMD event, providing entities (either individually or jointly) which 

own such transformers to ensure their adequate availability in case such 

transformers are destroyed or disabled by such an EMP or GMD event. The 

President would be required to identify up to 100 electric infrastructure 

facilities critical in supplying power for the defense of the United States which 

would be subject to FERC rules and orders related to EMP or GMD events. 

Recovery of full incremental costs incurred in compliance with such FERC 
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rules and orders would be allowed for owners of the identified defense critical 

electric facilities. 

 

 

White House Legislative Proposal on Cyberspace 
 

The Obama administration has launched its own comprehensive proposals 

for legislation on cybersecurity.79 Protection of critical infrastructure 

(including the electric grid, financial systems, and transportation networks) is 

among the main proposals. Other initiatives are suggested to better report 

cyber-breaches so that consumers are aware that their personal data may have 

been accessed by intruders, and “synchronized” penalties for cyber-crime with 

mandatory minimum punishments for cyber-intrusions into critical 

infrastructure. 

The Administration wants better preparedness and coordination between 

federal agencies, state governments, and industry in order to prevent 

cyberattacks against critical infrastructure. The proposals include development 

of cybersecurity standards and enhanced information sharing about cyber 

threats. The Administration also proposes legislative provisions for DHS to 

help industry, states, and local government to recover from a cyber-intrusion 

and fix the resulting damage, or provide advice on building a better network. 

DHS would also review cyber-protection strategies and requirements, making 

public its findings on readiness (while not revealing the specific nature of any 

deficiencies). 

 

 

ADDITIONAL COMMENTS 
 

Much of the federal efforts related to the cybersecurity of the smarter grid 

relate to efforts to stay ahead of cyber-threats. But such is the complexity of 

the cyber-threat universe (with defined threats, perceived weaknesses, and the 

possibility of continual upgrades of both hardware and software systems) that 

staying ahead of the threats could quickly evolve into a rapidly growing, 

never-ending cost center for utilities. While a key to cost control is in 

assessment of the likely risks, cost recovery for reliability under current 

federal law is based on mandatory compliance with CIP cybersecurity 

standards for reliability purposes. 

Cost recovery for Smart Grid expenditures or upgrades is voluntary under 

current law. Such discretionary treatment may possibly result in liability 
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claims if damages result from an attack on Smart Grid systems. While the 

“Support Anti-Terrorism by Fostering Effective Technologies Act” of 200280 

provides “risk management” and “litigation management” protection for 

qualified antiterrorism technologies and others in the supply and distribution 

chain, such protections likely do not apply to electric utilities as adopters of 

Smart Grid technologies and devices. 

Current legislative and Administration proposals largely speak to a 

prioritization of critical infrastructure facilities, with consideration to how 

these relate to national security, and national economic recovery. However, 

recoverability from a cyberattack on the scale of something which might take 

down a significant portion of the grid will likely be very difficult. Maintaining 

a ready inventory of critical spare parts in close proximity to key installations 

would likely prove useful to quickening recovery efforts from some types of 

attack. 

The current Smart Grid cybersecurity discussions largely focuses on the 

security of central station power plants and transmission systems. However, 

the future Smart Grid may increasingly depend on renewable energy, fuel 

cells, and other distributed resources like energy storage as these technologies 

are increasingly integrated into the nation’s energy framework. The 

development of the Smart Grid with distributed and renewable power 

generation resources may add a level of security to the grid, since these 

resources do not have the fuel requirements of fossil generation. Damage to 

the fossil fuel delivery networks would likely impair operation of central 

station generating plants, depending on how much of an inventory of fuel is 

stored on-site. This greater diversity of resource options would likely further 

enhance the Smart Grid’s expected improvement in reliability due a greater 

diversity of resource options, joining together these newer elements with 

traditional power stations in the power grid of the future. But the 

characteristics that these elements bring to the system could be considered in 

the design of CIP standards and protocols. 

Although this report has focused on cybersecurity aspects of a smarter 

electrical grid, technologies being developed for use by the Smart Grid could 

also be used by natural gas pipeline, water supply, and telecommunications 

systems. Consideration could be given to applying similar control system 

device and system safeguards to these other vital utility systems. 

Consideration could be given to applying similar control system device and 

system safeguards to these other vital utility systems. The electricity grid is 

connected to (and largely dependent on) these other resource and 

communications providers as the vast majority of power production today 
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needs water for steam generation or natural gas for fuel. Similarly, natural gas 

pipelines use many electrically powered compressors to maintain pipeline 

pressure and move gas through the system, and the nation’s water systems is a 

notable consumer of electricity for distribution and supply purposes. These 

interdependent systems are also vulnerable to natural hazards such as 

earthquakes and tornadoes. The remote sensing and other technologies 

expected to be employed by the Smart Grid could also help mitigate the effects 

of regional natural disasters on critical infrastructure, as these are expected to 

be capable of detecting outages and optimizing power flows to minimize 

damage and enable a more complete recovery. 
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CYBERSECURITY ISSUES FOR  

THE BULK POWER SYSTEM* 
 

 

Richard J. Campbell 
 

 

SUMMARY 
 

In the United States, it is generally taken for granted that the 

electricity needed to power the U.S. economy is available on demand and 

will always be available to power our machines and devices. However, in 

recent years, new threats have materialized as new vulnerabilities have 

come to light, and a number of major concerns have emerged about the 

resilience and security of the nation’s electric power system. In particular, 

the cybersecurity of the electricity grid has been a focus of recent efforts 

to protect the integrity of the electric power system. 

The increasing frequency of cyber intrusions on industrial control 

(IC) systems of critical infrastructure continues to be a concern to the 

electric power sector. Power production and flows on the nation’s 

electricity grid are controlled remotely by a number of IC technologies. 

The National Security Agency (NSA) reported that it has seen intrusions 

into IC systems by entities with the apparent technical capability “to take 

down control systems that operate U.S. power grids, water systems and 

other critical infrastructure.” 

As the grid is modernized and the Smart Grid is deployed, new 

intelligent technologies utilizing two-way communications and other 

                                                           
* This is an edited, reformatted and augmented version of a Congressional Research Service 

publication, No. R43989, dated June 10, 2015. 
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digital advantages are being optimized by Internet connectivity. 

Modernization of many IC systems (in particular, the Supervisory 

Control and Data Acquisition [SCADA] system) also has resulted in 

connections to the Internet. While these advances will improve the 

efficiency and performance of the grid, they also will increase its 

vulnerability to potential cyberattacks. Black Energy, Havex, and 

Sandworm are all recent examples of malware targeting SCADA systems. 

New devices (like smart meters) and increasing points of access (such as 

renewable electricity facilities) introduce new additional areas through 

which a potential cyberattack may be launched at the grid. 

Many cybersecurity actions are reactive to the last threat discovered. 

While intrusion detection is a priority, some experts say that mitigation of 

cyber threats requires a focus on attackers, not the attacks. Cybersecurity 

strategies may shift from figuring out whether a system has been 

compromised to an understanding of who authored the malicious 

software and why. Although malware intrusions may not have resulted in 

a significant disruption of grid operations so far, they still have been 

possible even with mandatory standards in place. The North American 

Electric Reliability Corporation’s (NERC’s) current set of standards, 

Critical Infrastructure Protection (CIP) Version 5, is moving toward 

active consideration of bulk electric system security needs rather than just 

compliance with minimum standards. 

Electric utilities emphasize the need for timely information sharing 

and advocate for liability protection from potential damages resulting 

from a major cyber event. Some observers argue that it is the 

responsibility of electric utilities to embrace security as part of their 

strategic business planning and operations. The National Electric Sector 

Cybersecurity Organization has identified six failure scenario domains 

intended to assist utility cybersecurity efforts. These scenarios also 

illustrate the continuing vulnerability of the grid to potential cyber and 

physical attacks, or a combination of both. 

This report highlights several areas for congressional consideration 

to improve grid cybersecurity. One issue is whether electric utilities have 

the resources to make the financial investment and recruit staff to reduce 

vulnerabilities. Another issue is that NERC CIP standards do not apply to 

all points of grid connection to the distribution system, and these 

connections still may represent cyber vulnerabilities. The adequacy of 

current standards where they do apply is also an issue. 

 

 

INTRODUCTION 
 

In the United States, it is generally taken for granted that the electricity 

needed to power the U.S. economy is available on demand and will always be 
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available to power our machines and devices. However, in recent years, new 

threats have materialized as new vulnerabilities have come to light, and a 

number of major concerns have emerged about the resilience and security of 

the nation’s electric power system. In particular, the cybersecurity1 of the 

electricity grid has been a focus of recent efforts to protect the integrity of the 

electric power system.2 

Power flows on the nation’s electricity grid are remotely controlled by a 

combination of older, legacy systems and newer control technologies. Many of 

these legacy technologies are analog in design and were not originally 

connected to the Internet3 (although many are equipped with radio or other 

communications capabilities). But as the grid is modernized, the new 

“intelligent” technologies replacing them use advanced two-way 

communications and other digital advantages that likely will be optimized by 

Internet connectivity. While these advances will improve the efficiency and 

performance of the grid, they also potentially increase the vulnerability of the 

grid to cyberattacks. 

Cybersecurity is today, and will continue to be, a major issue and focus 

area for the electric power sector. The energy sector (i.e., electricity, natural 

gas, and petroleum) is one of 16 critical infrastructure sectors designated by 

the Department of Homeland Security.4 Incidents of reported cyber intrusions 

and attacks aimed at undermining the U.S. grid appear to be increasing.5 While 

parts of the electric power subsector have mandatory and enforceable cyber 

and physical security standards,6 some have argued that minimum, consensus-

based standards are not enough to secure the system.7 Further, the electric grid 

is not isolated from attacks on other critical infrastructure sectors on which it 

depends (i.e., the natural gas subsector, water, and transportation), and 

mandatory and enforceable cybersecurity standards apply to only a few of the 

16 critical infrastructure sectors.8 

This report will discuss the current state of electric sector cybersecurity, 

surveying existing regulations and proposed efforts to improve cybersecurity 

in the wake of recently reported threats and potential vulnerabilities. The 

report will focus on the bulk power system9 under authority of the Federal 

Energy Regulatory Commission (FERC), which Congress directed to establish 

mandatory and enforceable reliability standards.10 Many cybersecurity 

standards and actions are in response to cyber events. As such, basic 

compliance with standards by electric utility companies may not be enough to 

achieve effective cybersecurity protections. Areas for possible further 

congressional consideration or action will be highlighted in this report. 
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GRID COMPONENTS AND POTENTIAL VULNERABILITIES 
 

The electric utility business encompasses the process of generating 

electricity and sending power to the ultimate user. The electrical grid is the 

name given to the machinery and power lines that enable power to be sent 

from the power plant to the ultimate user of electricity. As seen in Figure 1, 

this generally requires an infrastructure made up of generating stations (where 

the power is produced), step-up transformers and transmission lines (whereby 

transformers increase the voltage so that the electricity can be sent over very 

long distances), and step-down transformers and distribution lines (whereby 

the voltage can be lowered allowing the electricity to be sent to businesses and 

homes to power machinery and devices). Depending on the regulatory regime 

in place, these system elements may be controlled by companies under state 

jurisdiction or entities under federal jurisdiction (such as regional transmission 

organizations or federal power marketing administrations). 

 

 
Source: Congressional Research Service, based on graphic found at 

https://reports.energy.gov/ BlackoutFinalWeb.pdf (p. 5). 

Note: kV = kilovolts (or 1,000 volts). 

Figure 1. Electric Power System Elements. 

Controlling and monitoring the various parts of the grid are industrial 

control (IC) systems, some of which are connected to the Internet. Other IC 

systems are not Internet-connected, and still rely on local area networks 

(LANs) or similar systems for control and reporting. The following paragraphs 

discuss these IC systems and potential vulnerabilities to intrusion and 

cyberattack. 
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Electric Utility Industrial Control Systems 
 

The grid relies on a number of electronic devices, switches and circuit 

breakers to regulate and report on the flow of electricity at different parts of 

the system. Together, these pieces of mechanical and automated equipment 

constitute the grid’s IC systems, managing power plant controls, transformer 

yard and power bus11 functions, transmission system, and distribution 

substations. 

The IC system essentially operates in a “control loop” in which sensors 

continually check key components, with variable responses against control 

variables in order to ensure that the system is functioning as designed. If 

responses show a disturbance resulting in operation of the system outside 

normal operating parameters, then the system adjusts actuators to bring the 

system back to process norms, or sends alerts to human-machine interfaces12 

(HMIs) to reconfigure the system or adjust operations in the control 

algorithms. Diagnostics and maintenance utilities are built into the system to 

“prevent, identify and recover from abnormal operation or failures.”13
 

 

Supervisory Control and Data Acquisition Systems 

One IC system used to control remote operations of the power grid is the 

Supervisory Control and Data Acquisition (SCADA) system. 

 

SCADA systems are highly distributed systems used to control 

geographically dispersed assets, often scattered over thousands of square 

kilometers, where centralized data acquisition and control are critical to 

system operation ... A SCADA control center performs centralized 

monitoring and control for field sites over long-distance communications 

networks, including monitoring alarms and processing status data. Based 

on information received from remote stations, automated or operator-

driven supervisory commands can be pushed to remote station control 

devices, which are often referred to as field devices. Field devices control 

local operations such as opening and closing valves and breakers, 

collecting data from sensor systems, and monitoring the local 

environment for alarm conditions.14
 

 

SCADA systems have been in use at least since the 1970s, and were 

adopted at a time when the focus of system design was on function and 

reliability. An example of a basic SCADA network is shown in Figure 2. 

Historically, these systems consisted of remote terminal units15 which were 



Richard J. Campbell 68 

often connected to a mainframe computer via telephone lines or radio 

connections. They were not typically connected to centralized networks. 

Utilities typically operated separate control systems created just to operate 

power plants and related infrastructure.16 

 

 
Source: See Guide to Industrial Control Systems Security at 

http://csrc.nist.gov/publications/ nistpubs/800-82/SP800- 82-final.pdf. 

Notes: WAN = Wide Area Network; MTU = Master Terminal Unit (server for 

SCADA system); IED = Intelligent Electronic Device; RTU = Remote Terminal 

Unit. 

Figure 2. SCADA System General Layout. 

Over time, modification of SCADA systems has resulted in connection of 

many of these older, legacy systems to the Internet. However, many of these 

legacy SCADA systems were not designed with security features, allowing 

other potential pathways for a cyberattack.17 As a result, these systems may be 

vulnerable to intrusion through data reporting pathways, or attacks (for 

example) using a thumb drive to download malware like the Stuxnet worm.18 

However, some of these earlier designs and configurations may not be as 

vulnerable to an Internet-launched cyberattack. The security issue, for old and 

new systems, then becomes both how they are connected to the utility’s other 

systems, and what levels of security exist to detect and deter potential 

intrusions. 

 

Distributed Control Systems 

Distributed control systems (DCSs) are used in power plant settings where 

process control requires feedback to maintain process conditions automatically 

about a desired set point. DCSs generally use several Programmable Logic 

Controllers (PLCs) to establish process tolerances. PLCs are typically 
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microprocessor- or computer-based devices that are used extensively to 

control industrial equipment or processes. Communications over DCS or PLC 

networks need to be more reliable and function at higher speeds “compared to 

the long-distance communication systems used by SCADA systems” because 

of the process control functions of DCSs.19
 

 

 

Modernization and the Smart Grid 
 

The electric grid of the United States has been called an “engineering 

marvel,” but it is a system which in many places is becoming an “aging 

marvel.” 

 

America relies on an aging electrical grid and pipeline distribution 

systems, some of which originated in the 1880s. Investment in power 

transmission has increased since 2005, but ongoing permitting issues, 

weather events, and limited maintenance have contributed to an 

increasing number of failures and power interruptions. While demand for 

electricity has remained level, the availability of energy in the form of 

electricity, natural gas, and oil will become a greater challenge after 2020 

as the population increases. Although about 17,000 miles of additional 

high-voltage transmission lines and significant oil and gas pipelines are 

planned over the next five years, permitting and siting issues threaten 

their completion.20
 

 

In recognition of the need to deploy new technologies, Congress indicated 

its support for grid modernization in the Energy Independence and Security 

Act of 2007 (EISA) (P.L. 110-140). Specifically, Section 1301 of the act 

states: 

 

It is the policy of the United States to support the modernization of 

the Nation’s electricity transmission and distribution system to maintain a 

reliable and secure electricity infrastructure that can meet future demand 

growth ... which together characterize a Smart Grid... 

 

The “Smart Grid” refers to the evolving electric power network as new 

information technology (IT) systems and communications capabilities are 

incorporated. EISA Section 1301 further states that aspects characterizing a 

Smart Grid include 
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 Increased use of digital information and controls technology to 

improve reliability, security, and efficiency of the electric grid. 

 Dynamic optimization of grid operations and resources, with full 

cybersecurity. 

 Deployment of “smart” technologies (real-time, automated, 

interactive technologies that optimize the physical operation of 

appliances and consumer devices) for metering, communications 

concerning grid operations and status, and distribution automation. 

 

Figure 3 provides a conceptual illustration of what a Smart Grid network 

may look like. The many disparate elements and user systems also emphasize 

the need for secure communications pathways required for Smart Grid 

operation. 

 

 
Source: Consumer Energy Report. See http://www.consumerenergyreport.com/wp-

content/uploads/2010/04/ smartgrid.jpg. 

Figure 3. Concept of a Smart Grid Network. 

Smart Grid networks are also potentially better able to integrate the 

intermittent energy from renewable electricity technologies (i.e., renewable 

electricity systems such as distributed solar photovoltaic [PV] and wind), 

distributed generation, demand response, and consumer energy efficiency 

programs.21
 

While the potential of the Smart Grid to revolutionize the ways power is 

generated and used is great, so too are the potential cybersecurity risks.22 

Additional Smart Grid components may add to the ability to control power 

flows and enhance the efficiency of grid operations, they also potentially 
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increase the susceptibility of the grid to cyberattack. Smart Grid components 

are built around microprocessor and other hardware devices whose basic 

functions are controlled by software programming. These devices and 

functions may be subject to manipulation over a network.23 The information 

processing and communications attributes which make the Smart Grid 

attractive are the very same attributes which can increase the vulnerability of 

the electric power system and its critical infrastructure to a possible 

cyberattack. This risk is potentially increased for systems connected to the 

Internet. 

 

 

Other Potential Vulnerabilities 
 

The grid has other potential vulnerabilities and avenues that a 

cyberattacker might seek to exploit. Independent researchers are reported to 

have found hacking into grid computer networks to be “startlingly easy,” and 

they have alerted authorities to their findings.24 While new security systems 

and controls are added to address known weaknesses, new vulnerabilities may 

emerge as new devices and avenues of access are added. 

 

Distributed Generation 

Renewable electricity generation is increasing and is highly distributed to 

capture the best renewable resources available to maximize the amount of 

power generated. However, these facilities can represent potential backdoors 

for cyberattackers to access the grid. Renewable electricity companies in 

Europe reportedly were targeted by cyberattackers at a clean power website 

from which malware was passed to visitors, thus giving the attackers access to 

the power grid: 

 

The communication networks and software that link green energy 

sources to the grid as well as the electronic meters that send real time 

power usage to consumers and utilities are providing new back-door entry 

paths for computer hackers to raise havoc with the grid.25
 

 

Smart Meters 

Smart meters are an example of new systems added to the grid. While 

such systems are designed with security in mind (i.e., following international 

standards using best practices such as encryption of sensitive data, system 

protection from viruses and malware, access control and tamper alerts on 
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meters, and two-party authorization), systems analysts acknowledge that such 

connected systems can have new vulnerabilities.26 Smart meters were singled 

out as a vulnerability by a report as potentially being susceptible to fraud from 

“manipulated meter readings, misuse of private customer data and a threat of 

power outages through a large cyberattack.”27 One particular weakness was 

said to be the built-in encryption of data sent from smart meters to utilities. 

The meters are designed to last approximately 20 years, but it was speculated 

that the device’s built-in cryptology system may not be secure for that long a 

period.28
 However, another source says that smart meter encryption and 

authentication “should be readily and proactively updatable” and combined 

with intrusion detection to better protect networks.29 

 

Supply Chains 

Supply chains are another potential vulnerability that affects old legacy 

systems as well as new Smart Grid hardware and software applications. 

Legacy systems are a particular concern because upgrades and repairs of 

equipment may not include installation of security upgrades. New procurement 

guidance for energy delivery systems focus on life cycle considerations by 

providing “baseline cybersecurity procurement language for use by asset 

owners, operators, integrators, and suppliers during the procurement 

process.”30 Security of the supply chain for newer Smart Grid systems is a 

significant procurement concern because many components are obtained from 

many sources and vendors internationally. These sources may be considered 

targets of opportunity to compromise or counterfeit Smart Grid components.31 

 

Supply chain best practices in security and resilience need to be 

benchmarked and shared with the power sector. These practices need to 

be explored and explained in dialogues between IT and supply chain 

professionals, and between utilities and their suppliers.32
 

 

 

THE GRID IS EXPERIENCING CYBER INTRUSIONS 
 

The increasing frequency of cyber intrusions on industrial control systems 

of critical infrastructure is a trend of concern to the electric utility industry. 

The National Security Agency reported that it has seen intrusions into IC 

systems by entities with the apparent technical capability “to take down 

control systems that operate U.S. power grids, water systems and other critical 

infrastructure.”33 These intrusions, while they have not manifested in 
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cyberattacks capable of inhibiting or disrupting electric system operations, still 

have reportedly occurred with CIP mandatory standards in place. Some have 

asserted that consensus-based standards are not strong enough, or are not 

developed quickly enough, to address cybersecurity needs, while others 

believe the cost of meeting the standards goes beyond the perceived risks.34
 

The following paragraphs describe several recently reported incidents of 

cyber intrusions and examples of malware35 found on IC systems that are 

commonly used to control energy flows on the electric grid. 

 

BlackEnergy 

In October 2014, the Industrial Control Systems Cyber Emergency 

Response Team (ICS-CERT) announced that several industrial control systems 

had been infected by a variant of a Trojan horse36 malware program called 

BlackEnergy.37 Originally designed for “nuisance spam38
 attacks,” the 

software for BlackEnergy was first reported in 2007 and is designed to target 

critical energy infrastructure.39
 

BlackEnergy is a special concern for critical infrastructure companies 

because the software is being used in an Advanced Persistent Threat (APT)40 

form ostensibly to gather information. 

 

BlackEnergy specifically targets human machine interface (“HMI”) 

software, which enables users to monitor and interact with industrial 

control systems such as heating, ventilation, and air conditioning systems 

through a dashboard or other type of graphical interface. HMI software is 

typically running 24/7, can be remotely accessed, and is rarely updated, 

thus making it a favorite target for opportunistic hackers.41
 

 

While no attempts to “damage, modify, or otherwise disrupt the victim 

systems’ control processes were found,” the ICS-CERT alert indicates that this 

APT variant of BlackEnergy is a special concern because it is a modular 

malware capable moving through network files onto removable storage media. 

 

[T]ypical malware deployments have included modules that search 

out any network-connected file shares and removable media for 

additional lateral movement within the affected environment. The 

malware is highly modular and not all functionality is deployed to all 

victims.42
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Hackers are reported to have used the BlackEnergy Trojan horse to deliver 

plug-in modules used for several purposes, including keylogging, audio 

recording, and grabbing screenshots. Researchers looking at the BlackEnergy 

malware are reported to have identified a plug-in that can destroy hard disks, 

and believe that the attackers will activate the module once they are discovered 

in order to hide their presence.43 

 

HAVEX 

The HAVEX malware is not new, but it has been modified several times 

since its first reported deployment. It has targeted the energy sector since “at 

least August 2012.”44 Originally, HAVEX was distributed via spam email or 

spear-phishing attacks.45 This new version of HAVEX appears to have been 

designed as a Trojan horse specifically to infiltrate and modify “legitimate” 

software from ICS and SCADA suppliers, adding an instruction to run code 

(i.e., the “mbcheck.dll” file) containing the HAVEX malware.46
 

In the instance discovered, HAVEX malware was used as a remote access 

tool (RAT) to extract data from Outlook address books and ICS-related 

software files used for remote access from the infected computer to other 

industrial servers.47 The cyberattack leaves the company’s system in what 

appears to be a normal operating condition, but the attacker now has a 

backdoor to access and possibly control the company’s ICS or SCADA 

operations. 

The HAVEX malware possibly entered the control systems of targeted 

companies using one or multiple levels of attack: 

 

1) Email Campaign: Executives and senior employees were targeted 

with malicious PDF attachments in February-June 2013. 

2) Watering Hole Attack: Websites likely to be visited by people 

working in the energy sector were infected such that they redirected 

the site visitor to another compromised legitimate website hosting an 

exploit kit. The exploit kit then installs the RAT. This method of 

distribution began in June 2013. 

3) Software Downloaded from ICS-Related Vendors: At least three ICS 

vendors’ software downloads were hacked so that they included the 

RAT malware.48
 

 

HAVEX is also called “Backdoor.Oldrea” (or the “Energetic Bear RAT”), 

as it contains the malware known as “Kragany” or “Trojan.Kragany.” HAVEX 

is a product of the Dragonfly group (aka Energetic Bear), which appears to be 
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a “state-sponsored”49 undertaking focused on espionage with sabotage as a 

“definite secondary capability.”50 The malware allows attackers to upload and 

download files from the infected computer and run executable files. It was 

also reported to be capable of collecting passwords, taking screenshots and 

cataloguing documents.51
 

 

Sandworm 

Sandworm is a type of Trojan horse, and it was originally focused on a 

vulnerability in the Windows operating system (reported as patched by 

Microsoft in October 2014).52 It was used to deliver malware through 

Powerpoint files on thumb drives using automatically run files, but that vector 

of attack has been largely closed.53 The primary mode of Sandworm attack 

was spearphishing, using grammatically well-written emails with topics of 

interest to the target. The malware contained an attachment that exploited the 

vulnerability to deliver variants of the BlackEnergy Trojan.54
 

The focus of the Sandworm attack discovered was SCADA systems, as 

the malware targeted specific software used for these systems. 

 

On October 14th, a report was publicly released regarding the 

Sandworm team. After beginning an investigation into the affiliated 

malware samples and domains, we quickly came to realization that this 

group is very likely targeting SCADA-centric victims who are using GE 

Intelligent Platform’s CIMPLICITY HMI solution suite ... CIMPLICITY 

is an application suite that is used in conjunction with SCADA systems. 

A key component of any SCADA system is the HMI. The HMI (which 

stands for Human-Machine interface) can be viewed as an operator 

console that is used to monitor and control devices in an industrial 

environment.55
 

 

Sandworm can potentially have greater impacts on an enterprise, as the 

malware could be transferred to other corporate business systems. 

 

These devices can be responsible for automation control as well as 

safety operations... It is important to note that we are currently seeing 

CIMPLICITY being used as an attack vector; however, we have found no 

indication that this malware is manipulating any actual SCADA systems 

or data. Since HMIs are located in both the corporate and control 

networks, this attack could be used to target either network segment, or 

used to cross from the corporate to the control network.56 
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MANDATORY BULK POWER CYBERSECURITY STANDARDS 
 

The bulk electric power system57 has mandatory and enforceable standards 

for cybersecurity. The Energy Policy Act of 2005 (EPACT) (P.L. 109-58) 

gave the Federal Energy Regulatory Commission authority over the reliability 

of the grid, with the power to approve mandatory cybersecurity standards 

proposed by the Electric Reliability Organization (ERO). Currently, the North 

American Electric Reliability Corporation (NERC) serves as the ERO. NERC 

therefore proposes reliability standards for critical infrastructure protection 

(CIP) which are updated considering the status of reliability and cybersecurity 

concerns for the grid. 

FERC views grid security as a high priority, and separately established the 

Office of Energy Infrastructure Security (OEIS) to deal with cyber and 

physical security. OEIS has a mission to provide expertise to the Commission 

to “identify, communicate and seek comprehensive solutions to potential risks 

to FERC-jurisdictional facilities from cyberattacks and such physical threats as 

electromagnetic pulses.”58 However, FERC still asserts that it does not have 

the authority to act quickly in the event of a major cyber event.59
 

 

 

Defining the Extent of FERC’s Authority over Cybersecurity 
 

NERC originally determined which electric industry facilities would be 

subject to mandatory reliability standards based on its definition of the term 

“bulk electric system” (BES). However, the regional bodies making up NERC 

had discretion in determining which facilities would be subject to these 

reliability standards under NERC’s guidelines for the definition. 

FERC has authority over wholesale power sales and the transmission of 

electricity in interstate commerce, and it is responsible for the reliability of the 

bulk electric system.60 States regulate electric distribution systems.61 FERC 

was concerned that certain facilities needed to ensure bulk power system 

reliability were not being considered under NERC’s definition of the bulk 

electric system. FERC acknowledged that EPACT excluded local distribution 

systems from its reliability mandate under Section 215 of the Federal Power 

Act, as not being part of the bulk power system.62 However, while that 

definition excluded facilities in Alaska and Hawaii, it also excluded virtually 

the entire grid in cities with large distribution systems like New York City. 

In 2010, FERC directed NERC to develop uniform criteria for 

determining which facilities were necessary for the operation of the 
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“interconnected transmission network,” with the intention of including all such 

systems under NERC’s CIP regulations. FERC approved NERC’s revised 

criteria and new definition of the BES in 2012.63 These criteria and definitions 

apply to all NERC regions and are a bright-line threshold including all 

Transmission Elements operated at 100 kilovolts (kV) or higher, and real 

power64 and reactive power65 resources connected at 100 kV or higher. This 

definition does not include facilities used in the local distribution of electric 

energy. 

The revised definition of the BES allowed the potential inclusion of some 

facilities typically considered as distribution level, if they were seen as 

necessary for the operation of the interconnected transmission network. 

However, there are still many areas of potential access to the BES from the 

distribution system (which are not necessarily important to the operation of the 

transmission system), and thus beyond NERC’s CIP regulations and FERC’s 

reliability mandate. Because there are no mandatory standards of protection 

for distribution facilities below the bright-line threshold, these potentially “less 

protected” seams of the BES may provide a backdoor to cyber intrusions to the 

grid.66 

 

 

Toward a Focus on Security and Not Just Compliance 
 

The current iteration of NERC’s standards is CIP Version 5,67 which 

appears to be moving utility companies toward an active consideration of 

system security needs rather than just compliance with the standards. It is 

largely the result of concerns that some owner/operators were not designating 

their bulk electric power facilities as “critical cyber assets,” leaving potential 

“holes” in bulk electric power system cybersecurity.68 

 

The most notable change is the tiered impact rating system, which 

classifies bulk electric system (BES) Cyber Systems into High, Medium, 

and Low categories. This approach results in all cyber assets that could 

impact BES Facilities being in scope for the CIP standards ... Version 5’s 

tiered classification brings all BES generating facilities into scope for at 

least some requirements. Cyber assets meeting certain criteria will be 

grouped into systems and assigned a High, Medium, or Low impact 

rating based upon the characteristics of the facility they support. For 

example, BES Cyber Systems at plants larger than 1,500 MW may 

receive a Medium impact rating, while most black-start units will be Low 



Richard J. Campbell 78 

impact. All such systems, referred to officially as BES Cyber Systems, 

will be assigned at least a Low impact rating and will be required to 

comply with at least a portion of the requirements.69
 

 

CIP Version 5 therefore establishes new criteria and requirements for bulk 

electric system (BES) Cyber Systems,70 mandating compliance but requiring 

owner/operators of bulk electric systems to focus on improving the security of 

critical assets. BES assets, once categorized as low or high impact, must be 

protected according to the level of requirements for that impact category. 

Among other factors, CIP Version 5 now requires encryption of grid command 

and control signals; “role-based” instead of “risk-based” classifications 

requiring multiple levels of compliance considering facilities with low, 

medium or high-level impacts on the BES; monitoring and control of remote 

access Internet connections (with inclusion of serial connections); multiple-

factor authentication (rather than a simple one-step password for access), 

incident response recovery plans; physical security of BES cyber assets to 

prevent unauthorized physical entry and access; and cataloging of all software 

and all security patches on BES devices.71, 72 

Among the concerns raised with the implementation of CIP Version 5 is 

the potentially high cost.73 With the new BES designation, all facilities 

(whether these are low, medium, or high risk) will be covered by some level of 

the new requirements. Many of these facilities may not have been designated 

cyber assets before, so the costs of compliance likely will increase. 

 

 

GOVERNMENT AND INDUSTRY COOPERATION ON  

GRID CYBERSECURITY 

 
Cooperation between the federal government and the electric power sector 

now extends beyond mandatory and enforceable industry standards for the 

bulk electric system. However, such cooperation has not always been typical. 

Companies apparently were not aware of other government efforts. Reports 

began to emerge in 2010 that the federal government has been developing the 

capability to detect cyber intrusions on private critical infrastructure company 

networks. The program dubbed Perfect Citizen reportedly was designed to 

detect cyber intrusions using sensors in computer networks that would be 

activated by “unusual activity.”74
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While a number of voluntary structures now exist for information sharing 

and cybersecurity strategies, the degree of adoption by electric utilities and the 

overall effectiveness of these programs is unknown. The FY2016 budget 

proposes $14 billion in cybersecurity funding for “critical initiatives and 

research” across the federal government.75
 

Several of the key organizations and their missions with regard to electric 

power sector cybersecurity are profiled below. 

 

 

Department of Energy 
 

The Department of Energy (DOE) is home to a number of voluntary 

initiatives and programs for electric sector cybersecurity, with the Office of 

Electricity Delivery and Energy Reliability (OE) having the lead role. DOE 

considers the security and resilience of the electric sector to be paramount “ ... 

since it is arguably the most complex and critical infrastructure that other 

sectors depend upon to deliver essential services.”76 Several of these programs 

are described below. 

 

National Electric Sector Cybersecurity Organization (NESCO) 

In 2009, under the FY2010 Energy and Water Appropriations Act (P.L. 

111-85), Congress directed DOE to form a national organization which would 

serve as the National Electric Sector Cybersecurity Organization resource. 

 

[T]he Secretary shall establish an independent national energy sector 

cyber security organization to institute research, development and 

deployment priorities, including policies and protocol to ensure the 

effective deployment of tested and validated technology and software 

controls to protect the bulk power electric grid and integration of smart 

grid technology to enhance the security of the electricity grid.77
 

 

DOE selected two organizations to form the National Electric Sector 

Cybersecurity Organization (NESCO): EnergySec and the Electric Power 

Research Institute (EPRI).78 EnergySec provides support for “information 

sharing, professional development and collaborative programs and projects 

that improve the cyber security posture of all participating organizations.” 

EPRI serves as the research and analysis resource for NESCO. NESCO’s 

mission is to improve the “cybersecurity posture of the electric sector by 

establishing a broad-based public-private partnership for collaboration and 
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cooperation” by providing a forum for cybersecurity experts, developers, and 

systems users.79
 

 

Electricity Subsector Cybersecurity Capability Maturity Model 

The Cybersecurity Capability Maturity Model (C2M2) was developed by 

DOE-OE, the Department of Homeland Security (DHS), and industry as a 

self-evaluation survey tool for any organization to address cybersecurity 

vulnerabilities. The C2M2 asks users to assess cybersecurity control 

implementation across 10 areas of cybersecurity “best practices” based on an 

evaluation of the maturity of a specific cybersecurity function.80 The 

Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2) 

goes one step further, specifically tailoring the core C2M2 survey for the 

electricity subsector with a “maturity model, an evaluation tool, and DOE 

facilitated self-evaluations.”81
 

Additionally, in 2006, DOE released a report titled Roadmap to Secure 

Control Systems in the Energy Sector. It outlined a strategic framework to be 

developed by industry, vendors, academia and government stakeholders to 

“design, install, operate, and maintain a resilient energy delivery system 

capable of surviving a cyber-incident while sustaining critical functions.” The 

plan called for a 10-year implementation timeline focusing on barriers and 

recommended strategies for achieving effective grid cybersecurity. A five-year 

update released in 2011 highlighted what had been achieved to date, 

discussing ongoing efforts with respect to short- to long-term goals.82
 

 

 

Department of Homeland Security 
 

DHS has a broad mission to make the United States safe and resilient 

against terrorism and other potential threats.83 The cyber and physical security 

of the grid are encompassed in this mission, and DHS has several initiatives in 

pursuit of these goals. 

 

National Protection and Programs Directorate 

The National Protection and Programs Directorate (NPPD) coordinates 

national efforts to protect critical infrastructure, working with partners “at all 

levels of government, and from the private and non-profit sectors” to share 

information to make critical infrastructure more secure. Under NPPD are 

several offices focused on cybersecurity, critical infrastructure protection, and 

resiliency:84 
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 The Office of Cyber and Infrastructure Analysis (OCIA) uses 

information received from public and private sources to conduct 

consequence modeling, simulation, and analysis to inform cyber and 

physical security risk management for U.S. critical infrastructure. 

 The Office of Infrastructure Protection (IP) helps critical 

infrastructure owners and operators to understand and address risks to 

critical infrastructure. The office provides tools and training to critical 

infrastructure owners to help them manage risks to their assets, 

systems, and networks. 

 The Office of Cybersecurity and Communications (CS&C) is 

responsible for enhancing the security, resilience, and reliability of the 

nation’s cyber and communications infrastructure. A major priority of 

the office is the reduction of cyber risks to federal and private Internet 

domains from terrorist attacks, natural disasters, or other emergencies. 

CS&C is also the home of the National Cybersecurity and 

Communications Integration Center (NCCIC). 

 

NCCIC is focused on “cyber situational awareness, incident response, and 

management.”85
 NCCIC acts as an information sharing forum for the public 

and private to improve understanding of cybersecurity and communications 

vulnerabilities and incidents, and mitigation and recovery from cyber events. 

NCCIC’s mission is to reduce the likelihood and severity of incidents that may 

“significantly compromise the security and resilience of the Nation’s critical 

information technology and communications networks.”86
 

 

The NCCIC works closely with those federal departments and 

agencies most responsible for securing the government’s cyber and 

communications systems, and actively engages with private sector 

companies and institutions, state, local, tribal, and territorial 

governments, and international counterparts. Each group of stakeholders 

represents a community of practice, working together to protect the 

portions of critical information technology that they own, operate, 

manage, or interact with.87
 

 

Two critical branches of NCCIC with functions important to electric grid 

cybersecurity are the United States Computer Emergency Readiness Team 

(US-CERT) and the Industrial Control Systems Cyber Emergency Response 

Team (ICS-CERT). 
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US-CERT brings advanced network and digital media analysis 

expertise to bear on malicious activity targeting our nation’s networks. 

US-CERT develops timely and actionable information for distribution to 

federal departments and agencies, state and local governments, private 

sector organizations, and international partners. In addition, US-CERT 

operates the National Cybersecurity Protection System (NCPS), which 

provides intrusion detection and prevention capabilities to covered federal 

departments and agencies.88
 

ICS-CERT reduces risk to the nation’s critical infrastructure by 

strengthening control systems security through public-private 

partnerships. ICS-CERT has four focus areas: situational awareness for 

Critical Infrastructure and Key Resources stakeholders; control systems 

incident response and technical analysis; control systems vulnerability 

coordination; and strengthening cybersecurity partnerships with 

government departments and agencies.89
 

 

US-CERT developed the Einstein 2 intrusion detection system used by the 

National Cybersecurity Protection System (NCPS). 

 

NCPS intrusion detection capabilities alert DHS to the presence of 

malicious or potentially harmful computer network activity transiting to 

and from participating in federal executive branch civilian agencies’ 

information technology networks. This capability is deployed via 

EINSTEIN 2 and provides for improved detection and notification 

capabilities to provide near real time response to cyber threats.90
 

ICS-CERT coordinates responses to control systems-related security 

incidents and facilitates information sharing91 among federal, state, and local 

agencies and organizations; the intelligence community; and private sector 

constituents, including vendors, owners and operators, and international and 

private sector CERTs. The focus on control systems cybersecurity provides a 

direct path for coordination of activities among all members of the critical 

infrastructure stakeholder community. 

 

Science and Technology Directorate 

The Science and Technology Directorate (S&T) was created to provide 

science and technology in support of DHS’s mission. Since DHS assists in 

efforts for the security and resiliency of the grid, the Smart Grid with 

characteristics of self-healing from power disturbance events, and operating 

resiliently against physical and cyber threats is of particular interest.92
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S&T also has a Cyber Security Division whose mission is to enhance the 

security and resilience of the nation’s critical information infrastructure and 

the Internet by93 

 

1) developing and delivering new technologies, tools and techniques to 

enable the United States to defend, mitigate and secure current and 

future systems, networks and infrastructure against cyberattacks; 

2) conducting and supporting technology transition; and 

3) leading and coordinating cybersecurity research and development for 

department customers, and with government agencies, the private 

sector and international partners. 

 

Since recovery from cyberattacks is seen as a part of S&T’s resiliency 

focus, S&T is working on several electric power sector specific initiatives. 

These include the Resilient Electric Grid (an effort to “keep the lights on” in 

the event of a power outage by enabling distribution level power substations to 

share power with one another), and the Recovery Transformer (a program 

developing a prototype large power transformer to enable a quicker recovery 

[i.e., within days instead of months or years] from an event which might 

damage key transformers).94 S&T is currently managing an effort to assess the 

state of the Smart Grid concept, as well as specific technologies needed to 

achieve goals of ensuring Smart Grid security and resiliency.95
 

 

 

National Institute of Standards and Technology 
 

The Energy Independence and Security Act of 2007 (EISA) (P.L. 110-

140) defined attributes of a Smart Grid and plans for its development. EISA 

also gave the National Institute of Standards and Technology (NIST) the role 

of coordinating the development of a framework to enable the development of 

the Smart Grid in a safe and secure manner. Because cybersecurity threats 

were perceived as “diverse and evolving,” NIST advocated a defense-in-depth 

strategy with multiple levels of security and asserted no single security 

measure could counter all types of threats.96 The key to NIST’s suggested 

approach is the determination of risk (i.e., the potential for an unwanted 

outcome resulting from internal or external factors, as determined from the 

likelihood of occurrence and the associated consequences) as quantified by the 

threat (e.g., event, actor or action with potential to do harm), the vulnerability 



Richard J. Campbell 84 

(e.g., weakness in the system), and the consequences (e.g., physical impacts) 

to the system.97 

NIST published its Guidelines for Smart Grid Cybersecurity98 as a 

comprehensive, voluntary framework for organizations to use in developing 

effective cybersecurity strategies “tailored to their particular combinations of 

Smart Grid-related characteristics, risks, and vulnerabilities.” 

According to NIST, deliberate attacks are not the only threat to Smart 

Grid cybersecurity. 

 

Smart grid cybersecurity must address not only deliberate attacks, 

such as from disgruntled employees, industrial espionage, and terrorists, 

but also inadvertent compromises of the information infrastructure due to 

user errors, equipment failures, and natural disasters. The Smart Grid 

Interoperability Panel (SGIP) Cybersecurity Committee (SGCC) ... is 

moving forward in FY14 to address the critical cybersecurity needs in the 

areas of Advanced Metering Infrastructure security requirements, cloud 

computing, supply chain, and privacy recommendations related to 

emerging standards. This project will provide foundational cybersecurity 

guidance, cybersecurity reviews of standards and requirements, outreach, 

and foster collaborations in the cross-cutting issue of cybersecurity in the 

smart grid.99
 

 

NIST established the Smart Grid Interoperability guidelines with a 

primary goal of developing a cybersecurity risk management strategy to enable 

secure “interoperability”100 of technologies across different Smart Grid 

domains and components. 

NIST was asked in 2013 by Presidential Executive Order No. 13636, 

“Improving Critical Infrastructure Cybersecurity,”101 to lead the development 

of a “Cybersecurity Framework” to reduce cyber risks.102 The framework was 

based on industry methodologies, procedures, and processes that align policy, 

business, and technological approaches to address cyber risks, incorporating 

“voluntary consensus standards and industry best practices to the fullest extent 

possible.” The first version of the Framework was released on February 12, 

2014.103 Sector-specific federal agencies (such as DOE) are to report annually 

to the President on the extent to which owners and operators of critical 

infrastructure at greatest risk are participating in the program.104
 

NIST also hosts the National Cybersecurity Center of Excellence, which is 

focused on getting better adoption of secure, commercially available 

cybersecurity technologies by both the public and private sectors.105
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North American Electric Reliability Corporation (NERC) 
 

NERC’s Critical Infrastructure Protection Committee (CIPC) is 

responsible for its physical security and cybersecurity initiatives. CIPC 

consists of both NERC-appointed regional representatives and technical 

subject matter experts, and serves as an expert advisory panel to the NERC 

Board of Trustees. It has standing subcommittees in the areas of physical 

security and cybersecurity. The CIPC also oversees the Electricity Sector 

Information Sharing and Analysis Center (ES-ISAC).106
 

 

Electricity Sector Information Sharing and Analysis Center (ES-ISAC) 

ES-ISAC seeks to establish situational awareness, incident management, 

coordination and communication capabilities within the electricity sector 

through timely information sharing. The ES-ISAC works with DOE and the 

Electricity Sector Coordinating Council (ESCC) to share critical information 

with the electricity sector, enhancing its ability to “prepare for and respond to 

cyber and physical threats, vulnerabilities and incidents.”107
 

 

The Electricity Sector Information Sharing and Analysis Center ... 

which was established in 1998 under Presidential Decision Directive 63 

(President Bill Clinton), called for the establishment of an ISAC for each 

of the eight infrastructure industries deemed critical to our national 

economy and public well-being.108
 

 

NERC members who are “registered entities”109 can report information 

regarding cyber incidents to ES-ISAC via a secure Internet exchange, and also 

receive information on threats.110
 

 

 

Electricity Sub-Sector Coordinating Council (ESCC) 
 

The Electricity Sub-Sector Coordinating Council is the principal liaison 

between the federal government and the electric power sector. It represents the 

electricity sub-sector (as part of the Energy Critical Infrastructure sector)111 

under DHS’s National Infrastructure Protection Plan (NIPP).112 The ESCC 

draws its membership from all segments of the electric utility industry, and is 

led by three chief executive officers—one each from the American Public 

Power Association, the Edison Electric Institute, and the National Rural 

Electric Cooperative Association.113 Among its activities, the ESCC 



Richard J. Campbell 86 

coordinates industry and government efforts on grid security, guides 

infrastructure investments and R&D for critical infrastructure protection, seeks 

to improve threat information sharing and processes with public and private 

sector stakeholders, and coordinates cross sector activities with other critical 

infrastructure sectors. A Senior Executive Working Group (SEWG) supports 

the mission and activities of the ESCC, creating ad hoc “sub teams” to address 

goals identified by utility and government executives.114
 

 

 

Edison Electric Institute 
 

The Edison Electric Institute (EEI) as the trade association for investor-

owned electric utilities has been involved with the formation of industry 

partnerships on cybersecurity issues with a number of federal agencies. 

Information sharing between public and private entities is an issue the industry 

considers critical in protecting the grid against cyber-threats.115 The industry is 

involved in several information sharing efforts including the ES-ISAC, ESSC, 

and NCCIC. 

 

 

EVALUATING AND IMPROVING ELECTRICITY  

SUBSECTOR CYBERSECURITY 
 

As noted above, the bulk electric system has mandatory standards for 

critical infrastructure cybersecurity that NERC proposes, and FERC approves 

(or may modify and remand back to NERC). Industry compliance with these 

standards may be enough to prevent fines, but the question is whether existing 

mandatory standards result in a cybersecure grid. The grid has reportedly 

experienced intrusions to SCADA systems, which could possibly compromise 

systems operations. While the exact details and location have not been 

revealed, the cyberattacks demonstrate potential threats to grid reliability. 

Although some may believe the risks of a major cyberattack on the grid are 

small, FERC is obligated to consider CIP and cybersecurity as part of its 

reliability mandate. This section will summarize current concepts for 

evaluating and improving electricity subsector cybersecurity. 
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NESCO Cybersecurity Failure Scenarios 
 

In 2013, NESCO released the results of an analysis intended to help 

electric utilities plan for cybersecurity risks. The “Electric Sector Failure 

Scenarios and Impact Analyses”116 report focuses on specific events in which 

the “failure to maintain confidentiality, integrity, and/or availability of sector 

cyber assets creates a negative impact on the generation, transmission, and/or 

distribution of power.” The report organizes the failure scenarios according to 

six categories, corresponding to the domains identified by the National 

Institute of Standards and Technology.117
 

 

1. Advanced Metering Infrastructure (AMI)118
 

2. Distributed Energy Resources (DER)119
 

3. Wide Area Monitoring, Protection, and Control (WAMPAC)120
 

4. Electric Transportation (ET)121
 

5. Demand Response (DR)122
 

6. Distribution Grid Management (DGM)123
 

 

A seventh, generic cross-cutting scenario was also identified which could 

impact any of these categories. The failure scenarios are “high-level” 

examples, so as not to present a cyberattacker with ideas on how to carry out 

an attack. The focus is on cybersecurity events, not other events which could 

potentially cause similar issues. Mitigations and options are suggested for the 

various scenarios, with a scheme for prioritization of solutions for securing 

control systems. The report was designed to “support risk assessment, policies, 

planning, procedures, procurement, training, tabletop exercises and security 

testing.”124
 

Figure 4 lists what NESCO considered as some of the top potential failure 

scenarios. NESCO teams ranked the scenarios, with the darker bands 

indicating the potential higher risk failures. A relatively large number of 

potential failures came from the WAMPAC domain, a significant number 

from AMI, and a moderate number came from the DGM domain. Few were 

selected from DER or DR, and none were selected from the ET domain. 

In the report, each failure scenario is accompanied by a descriptive 

example of an action causing the breach, the relevant vulnerabilities and 

impacts. A possible mitigation of the AMI.24 scenario above is shown in the 

example of Figure 5. 
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Source: Table 4. NESCO, Electric Sector Failure Scenarios and Impact Analyses. See 

http://assets.fiercemarkets.com/public/sites/energy/reports/300200-

NESCORFailureScenariosA-9-13Final.pdf. 

Note: See Electric Sector Failure Scenarios and Impact Analyses for further 

descriptions of failure scenarios. 

Figure 4. Draft List of Top Potential Failure Scenarios. 

Integrating Electric Subsector Failure Assessments into a Risk 

Assessment Methodology 

Using the potential cybersecurity failure scenarios put forward by 

NESCO, DOE and EPRI issued a voluntary risk assessment process125 for 

utilities to consider in developing and implementing a plan to manage risks 

from the six failure scenarios developed by NESCO. Utility strategies for 

framing, assessing, responding to, and monitoring risk on a continual basis are 

at the center of the process. NESCO’s risk assessment approach is based on 

DOE’s ES-C2M2 model, and risk management is focused on DOE’s systems 

security approach126 specific to risks from operating IT and IC systems. 
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Source: NESCO, Electric Sector Failure Scenarios and Impact Analyses. See 

http://assets.fiercemarkets. com/public/ sites/energy/reports/300200-

NESCORFailureScenariosA-9-13Final.pdf. 

Figure 5. Example of a NESCO Failure Scenario Path and Its Mitigation. 

 

Potential Mitigation of Cyber Threats 
 

The electric power industry is mostly in a defensive mode regarding 

cybersecurity threats. One potential area of increasing importance is intrusion 

detection, since some reports state that cyber attackers may be on an 

enterprise’s system for years before they are detected.127
 

Much of what is emerging from the collaborative efforts of government, 

industry and academia appears to be focused on changing the way the electric 

sector views and operates as an enterprise. Protection of the sector from 

deliberate disruption was not necessarily a high priority for most utilities, 

especially before Internet connectivity became common. Cyber and physical 

security are essential if the enterprise is to fulfil its function, and protection of 

critical infrastructure of the bulk electric system is a mandatory part of utility 

system operations. 
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Because many cybersecurity actions are reactive to the last threat 

discovered, some experts say that mitigation of cyber threats requires a focus 

on attackers, not the attacks.128 Therefore, they suggest that higher-level 

cybersecurity postures are thus said to require looking beyond whether 

“something bad” is happening, and shifting to understanding who authored the 

malicious software and why.129 Finding an answer to these issues means 

understanding the reason for the attack, and then the appropriate resources can 

be gathered in building an effective defense. The Financial Services 

Information Sharing and Analysis Center (FS-ISAC) reportedly uses a team of 

threat analysts who base cyberattack defenses on safeguarding what they think 

the attackers are after. FS-ISAC operates “a centralized threat repository and 

an automated network for rapid distribution of threat information from 

government and industry sources.”130 The ES-ISAC performs a similar 

function to the FS-ISAC for the electricity subsector, but is said not to match 

FS-ISAC in technical capabilities yet. 

 

The automated, machine-to-machine information exchange that 

currently exists at FS-ISAC enables a faster, finer-grained identification 

and analysis of suspected Internet addresses, malicious software code and 

other threat indicators than the ES-ISAC currently can achieve. That 

gives FS-ISAC the potential for advanced search and analysis 

capabilities, including greater insights into identities and methods of 

various actors. In other words, FS-ISAC has a great capability to 

“connect the dots” that reveal critical information about an attack and its 

authors, according to participants in the programs 

...Adoption of faster, more automated threat processing technologies 

by the electric power sector’s vendors may be the best hope of improving 

cybersecurity defenses among the hundreds of smaller utilities that can’t 

afford in-house cyberdefense expertise.131
 

 

NCCIC expects to have such “machine-to-machine sharing of online 

threat data” capabilities available soon.132
 

 

Resilience and Recovery 

Renewable electricity in distributed generation133 installations and 

microgrids134 have the potential to resist disruptions to the grid, whether from 

natural occurrences or cyberattacks, by continuing to generate power if the 

grid is brought down.135 Microgrids can be a partial solution to larger scale 

resilience as they are sized to meet the power needs of a local community or 
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institution, and they may also be useful in a major cyber event as a staging 

point for power outage and recovery workers. But they are also another 

potential point of access to the grid by a cyberattacker. 

The Department of Defense looked at how distributed generation can 

harden its capabilities to maintain its mission and functions in the case of a 

major cybersecurity event affecting the Grid. A project called the Smart Power 

Infrastructure Demonstration for Energy Reliability and Security (SPIDERS) 

program was undertaken to help secure military installations if grid power 

supplies are disrupted.136 One of the goals of the SPIDERS project was to 

transition military bases from reliance on diesel generators for back-up 

purposes to other on-site renewable electricity technologies and hydrogen fuel 

cells. Thus, military facilities could function in the event of a major cyber 

event and serve as centers for recovery efforts. 

 

Using Distributed Computing for Grid Security 

In 2013, NIST initiated the SmartAmerica Challenge137 to address grid 

vulnerabilities with a focus on using novel approaches. Since the grid relies on 

control centers to manage power flows in each area of operation, if that control 

center’s operations are disrupted, reductions in service quality or power 

outages may occur. One SmartAmerica effort is looking at how a distributed 

computing approach could make the grid more resilient against both physical 

and cyberattacks. 

 

Because having a single control center for each section of the grid 

creates a significant vulnerability threat, the NC State and UNC group 

within the Smart Energy [Cyber-Physical Systems] team is pursuing the 

idea of creating a distributed computing system that would disseminate 

monitoring and control functions across multiple virtual machines in a 

cloud computing network that overlays the grid.138
 

 

According to a researcher leading the effort, the advantage of using 

distributed computing methods is “that if one element of the computing system 

gets compromised, the other virtual machines could step in to protect the 

system and coordinate their efforts to keep the Grid functioning.”139
 

Preparation for recovery from a potential cyberattack requires 

consideration of the resiliency of the system. Cyber resiliency can be defined 

as “the coordinated set of enterprise wide activities designed to help 

organizations respond to and recover from a variety of cyber incidents, while 

reducing the cost, impact to business operations, and brand damage.”140 But 
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for electric utilities, the overall goal is system reliability, and the expenditures 

that may be required to ensure that the grid is functional are just beginning to 

be understood. 

 

Responsible entities must protect High- and Medium-Impact BES 

Cyber Assets and BES Cyber Systems under the access restriction 

provisions of the CIP rules. In some cases, this may require significant 

investment, such as creating secure enclosures that meet access restriction 

requirements. Even where capital investment is not required, resources 

will be needed to implement and validate protective measures as well as 

to manage and monitor access and, in some cases, configuration.141
 

 

 

Cybersecurity-Related Concerns of Electric Utilities 
 

While mandatory and enforceable reliability standards exist for BES 

critical infrastructure protection, electric utilities are concerned about the 

potential for a major cybersecurity event to result in liability concerns that 

could have financial ramifications. 

 

Liability from a Potential Major Cyber Event 

As businesses involved in a commercial enterprise, utilities are aware that 

they may be vulnerable from a liability standpoint. While adherence to 

mandatory standards provides a measure for a “standard of care,” it may not be 

enough to protect companies from legal actions. The American Public Power 

Association (APPA) summarized the issue as follows: 

 

APPA is concerned that electric utilities may not be sufficiently 

protected from liability for negligence claims in failing to protect against 

such attacks even when they have taken every known precaution. Some 

states are considering legislation that could protect utilities from liability 

for cyber attacks, but no state or federal statutes currently exist to insulate 

electric utilities, including public power entities, from legal action in 

response to a cyber incident.... 

This and previous Congresses have considered legislation focusing 

on cybersecurity proposals which have included provisions that would 

grant liability protections to critical infrastructure owners and operators 

affected by cyber incident, but no such protections have been enacted into 

law.142
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EEI also voiced its concern over liability protection, and additionally 

considered the potential for unexpected costs for utilities arising from a 

potential major cyber event. 

 

Costs associated with emergency mitigation are, by definition, 

unexpected and thus not included in a utility’s rate base. To ensure 

emergency actions do not put undue financial strain on electric utilities, 

the industry supports mechanisms for recovering costs. In addition, 

electric utilities support liability protections for actions taken under an 

emergency order.143
 

 

Various federal, state and other jurisdictions may allow utility companies 

to recover costs of cyber and physical security investments. And, in the event 

of a major cyber or physical security attack, electric utilities also may seek 

recovery of these costs from their customers in a public utility commission 

rates filing. 

 

Cybersecurity Insurance 

According to DHS, cybersecurity insurance is generally designed to 

mitigate losses from a variety of cyber incidents, including data breaches, 

business interruption, and network damage. DHS believes “a robust 

cybersecurity insurance market could help reduce the number of successful 

cyberattacks by: (1) promoting the adoption of preventative measures in return 

for more coverage; and (2) encouraging the implementation of best practices 

by basing premiums on an insured’s level of self-protection.” DHS goes on to 

state that many companies (including electric utilities) choose not to carry 

insurance policies, citing the perceived high cost of those policies and 

confusion about what they cover.144
 

 

In recent years, the Department of Homeland Security’s (DHS) 

National Protection and Programs Directorate (NPPD) has brought 

together a diverse group of private and public sector stakeholders—

including insurance carriers, risk managers, IT/cyber experts, critical 

infrastructure owners, and social scientists—to examine the current state 

of the cybersecurity insurance market and how to best advance its 

capacity to incentivize better cyber risk management.... An October 2012 

workshop focused on the challenges facing the “first-party” market which 

covers direct losses to companies arising from cyber-related incidents— 

including cyber-related critical infrastructure loss.... Based on what it had 

learned, NPPD hosted an insurance industry working session in April 
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2014 to assess three areas where it appeared progress could lead to a 

more robust first-party market: the creation of an anonymized cyber 

incident data repository; enhanced cyber incident consequence analytics; 

and enterprise risk management evangelization.145
 

 

Some electric utilities companies view the likelihood of a major 

cyberattack as a potentially low risk event.146 However, in the opinion of one 

insurance industry broker, “[a] major energy catastrophe—on the same scale 

as ... Exxon Valdez or Deepwater Horizon—could be caused by a cyberattack, 

and, crucially, that cover for such a loss is generally not currently provided by 

the energy insurance market.”147
 

Most insurance products available to utilities reportedly cover “relatively 

minor” occurrences such as data losses, or downtime caused by IT issues “but 

not major events like explosions at multiple facilities triggered remotely by 

hackers.”148 The lack of coverage is said to arise from a clause in the insurance 

agreements of a number of energy sector companies which specifically 

exclude damage caused by software, viruses or malicious computer code. The 

lack of coverage will likely continue as long as the exclusionary clause is in 

effect. However, the clause is reported to remain because cybersecurity “is not 

well-understood by the insurance industry, making it difficult to design 

comprehensive products.”149 Moreover, appraisers from the large insurance 

provider Lloyds of London are also reported to have found cybersecurity 

protection measures as “too weak” for a policy to be offered to power 

companies.150
 

 

 

ISSUES 
 

The electric utility industry is composed of many different companies of 

various sizes and various ownership and financial structures.151 Many utilities 

seem at present to view the potential for a major cybersecurity event as a low 

probability concern and to want to balance cybersecurity efforts and 

expenditures with the perceived risks. NERC’s CIP Version 5 seeks to address 

that thinking by shifting the focus of utilities to provide the necessary levels of 

security for BES assets with low, medium, or high system impacts. However, 

many other joint federal and industry cybersecurity activities are cooperative, 

with voluntary adoption of the measures and metrics developed. The 

effectiveness of strategies developed and the levels of adoption of 

recommendations may require congressional evaluation. 



Cybersecurity Issues for the Bulk Power System 95 

Even with mandatory standards, the six failure scenario domains identified 

by NESCO152 illustrate the continuing potential vulnerability of the grid to 

cyber and physical attacks, or a combination of both. While improved cyber 

intrusion detection measures are a high priority, these are more likely to come 

from government-industry partnerships than from the utility industry’s efforts 

alone. However, the advice of several initiatives and observers is essentially 

for electric utilities to embrace cybersecurity as part of their strategic business 

planning and operations.153 Cyber intrusions of the grid are believed to be 

happening, which may be seen as an indication that that more needs to be done 

by electric utilities to make the system secure. Whether electric utilities can 

make the investment financially (and recruit staff) for such a mission is also an 

issue. 

The threats facing the grid are evolving, and with each new intrusion or 

cyberattack, priorities to protect the system can shift. But that does not mean 

previous attacks can be considered past issues. SCADA and other control 

systems infected by worms such as HAVEX are also vulnerable to other actors 

who may take advantage of such incursions, using or modifying them for their 

own purposes. This can be a particular concern if, for example, a worm 

originated from a nation-state. The threat of retaliation would likely be a 

deterrent from its use by a nation-state, but a terrorist or similar organization 

would likely be undeterred by such a consequence, and may use the worm for 

its own purposes. Given the potential for damage to the nation’s economy 

from a major cyberattack on the grid, some might suggest a greater focus on 

recovery is needed and should become as much a part of a cybersecurity 

strategy as are efforts to secure the system. 

The bulk electric system is subject to mandatory and enforceable critical 

infrastructure protection rules for cyber and physical security under the 

FERC’s reliability mandate. However, the energy sector is only one of 16 

critical infrastructure sectors identified by DHS. Given that the grid relies on 

several of the others (for example, for water and fuel transportation), the 

question of whether these other sectors should also have similar, mandatory 

standards focused on support of the electric power sector may be an issue for 

Congress to consider. 

Additionally, FERC still asserts that it does not have the ability to react to 

a “fast moving or imminent” cyberattack. Congress may want to consider 

whether FERC should have more authority to deal with cybersecurity threats 

in real time. 

Congress enacted provisions in EPACT giving the Federal Energy 

Regulatory Commission responsibility for the reliability of the grid. EPACT 
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specifically restricted FERC from exercising its reliability authority over 

distribution systems. Even with the recent redefinition of the BES, there are 

many points to access the grid beyond those covered by CIP standards from 

which a potential cyberattack could be launched. Congress may want to 

consider whether further protection of the grid is necessary, especially along 

the seams between the newly revised BES and distribution systems beyond 

FERC’s reliability authority. Such actions may include standards (voluntary or 

mandatory) or defined best practices for facilities connecting to the grid at, for 

example, a specified voltage level below the bright-line threshold of 120 kV. 

Congress may want to consider ways to help companies deal with the 

costs of critical infrastructure protection. All BES designated facilities 

(whether these are low, medium or high risk) under CIP Version 5 will be 

covered by some level of the new requirements. Since the regulatory 

jurisdictions and financial structures of companies in the electric power 

industry can differ considerably, Congress may want to look at ways to lessen 

possible financial strains on electric utility systems with legitimate cost-

compliance burden concerns. 

Congress may also want to consider liability protection for electric utilities 

in the event of a major cyberattack. The coverage extended by insurance 

company products currently available may not extend to damage caused by a 

cyberattack. 

 

 

SELECTED PENDING LEGISLATION
154

 

 

The following bills are related to cybersecurity issues presented in this 

report. While not specific to electric utilities, they address information sharing 

generally between federal and private sector companies. Electric utility 

companies would argue that the protections and two-way information sharing 

of the types proposed by these bills would likely promote disclosure of cyber 

incidents, thus potentially improving cybersecurity for all participants.155 

H.R. 1731 among other actions would amend the Homeland Security Act 

of 2002 (P.L. 107-296) to enhance multidirectional sharing of information 

related to cybersecurity risks and strengthen privacy and civil liberties 

protections. The bill would allow for sharing of cyber threat indicators and 

other information related to cybersecurity risks and incidents with federal and 

nonfederal entities, including across sectors of critical infrastructure. The 

National Cybersecurity and Communications Integration Center (NCCIC) may 

enter into a voluntary information-sharing relationship with any consenting 
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nonfederal entity for the purpose of sharing of cyber threat indicators and 

defensive measures. A nonfederal entity, not including a state, local, or tribal 

government that shares cyber threat indicators or defensive measures through 

the NCCIC, shall be deemed to have voluntarily shared such information. 

 

Table 1. Pending Legislation 114th Congress 

 

Bill No.  Title  Committee(s)  Date 

Introduced  

Latest Major 

Action 

Date  

H.R. 

1731  

National 

Cybersecurity 

Protection 

Advancement 

Act of 2015  

Homeland 

Security  

April 13, 

2015  

Referred to 

the House 

Committee on 

Homeland 

Security  

April 13, 

2015  

H.R. 234  

Cyber 

Intelligence 

Sharing and 

Protection 

Act  

Armed 

Services, 

Homeland 

Security, 

Intelligence 

(Permanent), 

Judiciary  

January 8, 

2015  

Referred to 

the 

Subcommittee 

on the 

Constitution 

and Civil 

Justice.  

February 

2, 2015  

H.R. 85  

Terrorism 

Prevention 

and Critical 

Infrastructure 

Protection 

Act of 2015  

Homeland 

Security  

January 6, 

2015  

Referred to 

Subcommittee 

on 

Cybersecurity, 

Infrastructure 

Protection, 

and Security 

Technologies.  

January 

23, 2015  

S. 456  

Cyber Threat 

Sharing Act 

of 2015  

Homeland 

Security and 

Governmental 

Affairs  

February 

11, 2015  

Referred to 

the 

Committee on 

Homeland 

Security and 

Governmental 

Affairs.  

February 

11, 2015  

Source: Compiled by the Congressional Research Service from Congress.gov. 

 

H.R. 234 among other actions would direct the federal government to 

provide for the real-time sharing of actionable, situational cyber threat 

information between all designated federal cyber operations centers to enable 

integrated actions to protect, prevent, mitigate, respond to, and recover from 

cyber incidents. The bill also would allow the federal intelligence community 
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to share cyber threat intelligence with private-sector entities and utilities 

possessing appropriate certifications or security clearances. 

H.R. 85 among other actions would direct DHS to (1) work with critical 

infrastructure owners and operators and other state and local authorities to take 

proactive steps to manage risk and strengthen the security and resilience of the 

nation’s critical infrastructure against terrorist attacks; (2) establish terrorism 

prevention policy to engage with international partners to strengthen the 

security and resilience of domestic critical infrastructure and critical 

infrastructure located outside of the United States; (3) establish a task force to 

conduct research into the best means to address the security and resilience of 

critical infrastructure in an integrated, holistic manner to reflect critical 

infrastructure’s interconnectedness and interdependency; (4) establish the 

Strategic Research Imperatives Program to lead DHS’s federal civilian agency 

approach to strengthen critical infrastructure security and resilience; and (5) 

make available research findings and guidance to federal civilian agencies for 

the identification, prioritization, assessment, remediation, and security of their 

internal critical infrastructure to assist in the prevention, mediation, and 

recovery from terrorism events. The bill also directs DHS to facilitate the 

timely exchange of terrorism threat and vulnerability information as well as 

information that allows for the development of a situational awareness 

capability for federal civilian agencies during terrorist incidents. 

S. 456 among other actions would permit private entities to (1) disclose 

lawfully obtained cyber threat indicators to a private information sharing and 

analysis organization and the NCCIC; and (2) receive indicators disclosed by 

private entities, the federal government, or state or local governments. 

Liability protection would be given to entities that voluntarily share lawfully 

obtained indicators with NCCIC or a private information sharing and analysis 

organization if the organization self-certifies that it has adopted the best 

practices identified by the DHS-selected private entity. 
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PHYSICAL SECURITY OF THE  

U.S. POWER GRID: HIGH-VOLTAGE 

TRANSFORMER SUBSTATIONS* 
 

 

Paul W. Parfomak 
 

 

SUMMARY 
 

The U.S. electric power grid consists of over 200,000 miles of high-

voltage transmission lines and hundreds of large transformer substations. 

High voltage (HV) transformer units make up less than 3% of U.S. 

transformers, but they carry 60%-70% of the nation’s electricity. Because 

they serve as vital nodes, HV transformers are critical to the nation’s 

electric grid. HV transformers are also the most vulnerable to damage 

from malicious acts. 

For more than 10 years, the electric utility industry and government 

agencies have engaged in activities to secure HV transformers from 

physical attack and to improve recovery in the event of a successful 

attack. These activities include coordination and information sharing, 

spare equipment programs, security standards, security exercises, and 

other measures. There has been some level of physical security 

investment and an increasing refinement of voluntary security practices 

across the electric power sector for at least the last 15 years. However, 

recent grid security exercises, together with a 2013 physical attack on 

                                                           
* This is an edited, reformatted and augmented version of a Congressional Research Service, 

Publication No. R43604, dated July 2, 2015. 
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transformers in Metcalf, CA, have changed the way grid security is 

viewed and have focused congressional interest on the physical security 

of HV transformers. They have also prompted new grid security efforts 

by utilities and regulators. 

On November 20, 2014, the Federal Energy Regulatory Commission 

(FERC) approved a new mandatory Physical Security Reliability 

Standard (CIP-014-1) proposed by the North American Electric 

Reliability Corporation (NERC). The new standards require certain 

transmission owners “to address physical security risks and 

vulnerabilities related to the reliable operation” of the power grid by 

performing risk assessments to identify their critical facilities, evaluate 

potential threats and vulnerabilities, and implement security plans to 

protect against attacks. Legislative proposals would expand federal 

efforts to prevent or recover from a physical attack on the U.S. grid. 

These include the Enhanced Grid Security Act of 2015 (S. 1241), the 

Critical Electric Infrastructure Protection Act (H.R. 2271), the Terrorism 

Prevention and Critical Infrastructure Protection Act of 2015 (H.R. 85), a 

House bill to establish a strategic transformer reserve program (H.R. 

2244), and the Grid Modernization Act of 2015 (S. 1243). 

There is widespread agreement among government agencies, 

utilities, and manufacturers that HV transformers in the United States are 

vulnerable to terrorist attack, and that such an attack potentially could 

have catastrophic consequences. But the most serious, multi-transformer 

attacks could require acquiring operational information and a certain level 

of sophistication on the part of potential attackers. Consequently, despite 

the technical arguments, without more specific information about 

potential targets and attacker capabilities, the actual risk of a multi-HV 

transformer attack remains an open question. As the electric power 

industry and federal agencies continue their efforts to improve the 

physical security of critical HV transformer substations, Congress may 

consider several issues as part of its oversight of the sector: identifying 

critical transformers, confidentiality of critical transformer information, 

adequacy of HV transformer protection, quality of federal threat 

information, recovery from HV transformer attacks, and the overall 

resiliency of the grid. Maintaining an integrated perspective on 

prevention, recovery, and resilience may help to promote an effective 

balance among industry investment, regulatory requirements, and federal 

oversight. 

 

 

INTRODUCTION
1
 

 

The electric utility industry operates as an integrated system of generation, 

transmission, and distribution facilities to deliver electric power to consumers. 
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In the United States, this system consists of over 9,000 electric generating 

units connected to over 200,000 miles of high-voltage transmission lines 

strung between large towers and rated at 230 kilovolts (kV)2 or greater.3 This 

network is interspersed with hundreds of large electric power transformer 

substations whose function is to adjust electric voltage as needed to move 

power across the network (Figure 1). High voltage (HV) transformer units 

make up less than 3% of transformers in U.S. power substations, but they carry 

60% or more of the nation’s electricity.4 Because they serve as vital 

transmission network nodes and carry bulk volumes of electricity, HV 

transformers are critical elements of the nation’s electric power grid. 

 

 
Sources: CRS analysis of GIS data from Platts, HSIP Gold 2013 (Ventyx), and Esri. 

Figure 1. Electric Transmission Network. 

The U.S. electric power grid has historically operated with such high 

reliability that any major disruption caused by weather, operational errors, or 

sabotage, makes news headlines. The various parts of the electric power 

system are all vulnerable to failure due to natural, operational, or manmade 

events. Such outages can have considerable negative impacts on business, 

government services, and daily life. Notwithstanding its high reliability 

overall, the U.S. power grid has periodically experienced major regional 

outages. Recent examples include the Northeast Blackout of 2003 (which 

affected 55 million customers in eight states and Canada) and extended 
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outages in the New York/New Jersey area after Superstorm Sandy in 2012. 

For reasons discussed below, however, HV transformers are considered by 

many experts to be the most vulnerable to intentional damage from malicious 

acts. The physical security of HV transformers and associated policy issues are 

the subject of this report. 

 

 

Congressional Interest 
 

Congress has long been concerned about grid security in general, but 

recent security exercises, together with a 2013 physical attack on transformers 

in Metcalf, CA, have focused congressional interest on the physical security of 

HV transformers, among other specific aspects of the grid.5 They have also 

prompted new grid security initiatives by utilities and federal regulators. 

Legislative proposals including the Enhanced Grid Security Act of 2015 (S. 

1241), the Critical Electric Infrastructure Protection Act (H.R. 2271), the 

Terrorism Prevention and Critical Infrastructure Protection Act of 2015 (H.R. 

85), a House bill to establish a strategic transformer reserve program (H.R. 

2244), and the Grid Modernization Act of 2015 (S. 1243) would expand these 

activities by strengthening federal efforts to prevent or recover from a physical 

attack on the U.S. grid. 

 

 

HV TRANSFORMER RISKS AND VULNERABILITY 
 

The main risk from a physical attack against the electric power grid—

primarily towers and transformers—is a widespread power outage lasting for 

days or longer. Utilities regularly experience damage to transmission towers 

due to both weather and malicious activities; they are able to recover from this 

damage fairly rapidly. Thus, while occasionally causing blackouts, physical 

attacks on towers generally have not resulted in widespread or long-lasting 

outages. The power industry also has experienced mechanical failure of 

individual HV transformers within a single control area resulting in blackouts 

lasting hours. However, no region in the United States has experienced 

simultaneous failures of multiple HV transformers. Experts have long asserted 

that a coordinated and simultaneous attack on multiple HV transformers could 

have severe implications for reliable electric service over a large geographic 

area, crippling its electricity network and causing widespread, extended 

blackouts. Such an event would have serious economic and social 
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consequences. This section discusses in more detail HV transformer 

characteristics and physical security risks associated with them. 

 

 

High Voltage Power Transformers 
 

Utility transformers control the voltage of electricity so that it can be 

synchronized with other power supplies, transmitted long distances, and 

distributed to customers. Transformers range in size from small, pole-mounted 

units that may serve a dozen homes to transmission units that serve an entire 

city. The larger the transformer, the higher the voltage the transformer can 

handle. Utility transformers, regardless of size, fundamentally consist of 

copper wire wrapped around a metallic “core” within an insulated protective 

housing covered with a 5/8 to 3/4-inch mild steel tank. They are linked to the 

power grid by protruding metal and (usually) ceramic connectors called 

“bushings” which resemble giant spark plugs. Larger transformers generate 

waste heat during operation (like all transformers), so they are cooled by a 

system comprised of internally circulating oil and external radiators, analogous 

to the cooling system in a car engine. Large transformers are located in 

network substations along with transmission lines, associated electric 

equipment, and system controls. These substations may be found in remote 

locations or near urban centers, depending upon regional transmission needs. 

Many are located alongside electric generation plants, linking those plants to 

the grid. 

 

Voltage Management in the U.S. Power System 

 

Electricity produced at U.S. generating stations is converted into a set 

of three alternating electric currents called three-phase power.6 The first 

step in delivering this power is transforming it from the generated voltage 

(typically 15- 50 kV) to higher voltage (138-765 kV), allowing 

transmission over long distances in greater volumes most efficiently (Figure 

2).7 This initial voltage step-up occurs by means of transformers located at 

transmission substations adjacent to the generating facilities. (The three 

phases of power are carried separately over three wires on transmission 

towers.) Close to the ultimate consumer, the power is stepped-down at 

another transformer substation to lower voltages, typically 13 kV or less. At 

this point, the power is considered to have left transmission and entered the 

local distribution system. 
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Source: Adapted by CRS from: U.S.-Canada Power System Outage Task Force, Final 

Report on the August 14, 2003 Blackout in the United States and Canada: Causes 

and Recommendations, April 2004, Figure 2.1. 

Figure 2. Step-Up and Step-Down HV Transformers in the Grid. 

 

 
Source: Courtesy of Pauwels Canada, Inc., 2003. 

Figure 3. Installation of a 345 kV Transformer. 

High-voltage transformers, especially units above 345 kV, are physically 

large and extraordinarily heavy. For example, Figure 3 shows a new 345 kV 

transformer many times larger than the pickup truck parked alongside. This 

transformer unit weighs 435 tons, including 29,000 gallons of cooling oil.8 

(Note that the vertical bushings are not yet connected to transmission lines 

because the unit is being moved.) This is a three-phase unit, with one bushing 

for each of the three phases. Some substations alternatively employ separate 
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single-phase transformers in sets of three. Generally, the higher the 

transformer’s voltage, the larger the transformer. A three-phase 765kV 

transformer could be 45 feet tall and occupy a footprint of 2,200 square feet—

about the size of an average new single-family house.9 

 

Manufacture and Cost 

Most HV transformers are unique—designed and manufactured to custom 

specifications for a specific network application. In 2010, the lead time 

between an HV transformer order and delivery ranged from 5 to 12 months for 

U.S. manufacturers and 6 to 16 months for foreign manufacturers, although 

lead times well over 20 months could be required in certain situations.10
 This 

process may include three to four months for the engineering design alone.11 

Since manufacturing generally occurs on a single production line with just-in-

time component supplies, advanced production scheduling is important for 

managing delivery. Physical assembly is labor intensive, requiring manual 

winding of the copper wire around the transformer core and frequent 

engineering checks during manufacturing. Extensive testing of completed 

units also contributes to HV transformer manufacturing time. 

The installed cost for an HV transformer depends heavily on its 

configuration and specific design requirements. New HV transmission 

substations can cost well in excess of $10 million, including the cost of 

transformers and other station equipment. According to the U.S. Department 

of Energy (DOE), the factory prices for HV transformers typically range from 

$2 million for a 230 kV unit to $7.5 million for a 765 kV unit, before 

transportation and installation costs.12 

 

U.S. Manufacturing Capability 

From 1950 to 1970, utility construction of large generation plants and 

associated transmission networks fueled a robust U.S. manufacturing market 

for large transformers. During this period, the United States (and Canada) 

accounted for approximately 40% of global demand for such units.13 After 

1970, however, utility investment in transmission infrastructure began falling 

off due to perceived overcapacity, public resistance to transmission siting, and 

greater regulatory scrutiny of capital expenditures. Beginning in the late 

1980s, uncertainty about industry restructuring and the introduction of 

competition made grid owners even less willing to invest in new transmission. 

This decline in U.S. transmission investment greatly reduced domestic demand 

for large transformers, especially HV transformers. By the late 1990s, the 

United States and Canada accounted for only 20% of global large transformer 
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sales.14 Demand in the United States has subsequently increased, however. For 

example, between 2005 and 2013, the total value of large transformers 

(including medium- and high-voltage units) imported to the United States 

more than doubled, from $284 million (363 units) to $676 million (496 

units).15
 

At the same time, global demand for transformers continued to grow and 

more foreign manufacturers entered the market. According to U.S. industry 

representatives, many of these foreign manufacturers benefited from 

dramatically lower labor costs, so they could underbid U.S. transformer 

makers for the remaining U.S. demand. Some of these foreign manufacturers 

may have been protected by import barriers which effectively closed their 

home markets to U.S. transformer imports. Today, there is limited 

manufacturing capacity in the United States for HV transformers. Five U.S. 

facilities state that they can manufacture transformers rated 345 kV or above, 

although it is not clear how many units in this range they have actually 

produced. Canada and Mexico have five additional HV manufacturing 

plants.16 While limited domestic HV transformer manufacturing may increase 

delivery time, utilities have not reported difficulty in obtaining needed 

equipment. 

 

HV Transformer Sites in the United States 

There are several thousand HV transformers operating in the United 

States. Approximately 2,100 are very large units rated 345 kV and above.17 

Investor-owned utilities own most of these, although public utilities such as 

the Power Marketing Administrations (i.e., Bonneville Power Administration 

and Western Area Power Administration), Tennessee Valley Authority, and 

the Los Angeles Department of Water and Power own many HV transformers 

as well.18 HV transformer substations are distributed throughout the electric 

grid, as shown in Figure 1, with the greatest number in the eastern part of the 

country. 

 

 

Criticality of HV Transformers 
 

Because HV transformers carry so much electricity, the destruction of 

even a small number could seriously reduce the transmission capacity of a 

regional electric power grid and lead to extended blackouts. The impact of 

such a failure would depend on the electricity flows in that part of the grid, 

congestion from major network bottlenecks, and the status of other key 



Physical Security of the U.S. Power Grid 117 

facilities such as power plants, transmission lines, and other substations. 

Power grid planners generally anticipate the possible loss of a single HV 

transformer substation and are prepared to reroute power flows as necessary to 

maintain regional electric service. But the simultaneous loss of multiple HV 

transformers, especially in a constrained transmission area, could exceed the 

capability of a regional network to reroute power through secondary lines.19
 

Numerous publicly available studies have analyzed the risks from such a 

multiple failure. For example, the Congressional Office of Technology 

Assessment (OTA), in a 1990 report on the physical vulnerability of the 

electric power system, found that 

 

In most cases, the nearly simultaneous destruction of two or three 

transmission substations would cause a serious blackout of a region or 

utility, although of short duration where there is an approximate balance 

of load and supply.... The destruction of more than three transmission 

substations would cause long-term blackouts in many areas of the 

country.20
 

 

In such an emergency scenario, limited electric service could likely be 

restored in the short term by imposing “rolling” blackouts, rerouting 

transmission, and using portable transformers. Nonetheless, the loss of key HV 

substations would leave the regional network crippled and highly susceptible 

to further disturbance and cascading failure.21 According to power industry 

experts, certain parts of the U.S. transmission network are particularly 

vulnerable to HV substation disruption. These areas may have severely 

constrained transmission paths relying on a small number of HV transformers 

in extremely critical network locations. According to press accounts, a FERC 

power flow analysis in 2013 identified 30 such critical HV transformer 

substations across the continental United States; disabling as few as nine of 

these substations during a time of peak electricity demand reportedly could 

cause a “coast-to-coast blackout.”22 

Notwithstanding the FERC study and similar claims by security analysts, 

the actual risk to the U.S. grid of extended blackouts due to a deliberate attack 

on multiple HV transformers is the subject of ongoing debate. An investigation 

by the Department of Energy’s Office of Inspector General (IG) appears to 

discredit FERC’s risk analysis. According to the IG investigation, officials at 

the department previously concluded that FERC’s study was based on “highly 

unlikely assumptions” and that “loss of the critical substations identified in the 

analysis would not result in the consequence described in the analysis or any 
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other consequence that could be reasonably expected to result in damage to 

national security.”23 Due to the complexity of HV transmission networks and 

uncertainties about potential physical threats, a range of differing conclusions 

may be reached by industry experts on the potential severity and duration of a 

blackout from a multi-transformer attack. However, most analysts 

acknowledge that severe regional, if not national, power outages may be 

technically possible under certain conditions.24 

 

 

Physical Vulnerability of HV Transformers 
 

The Department of Energy’s recent Quadrennial Energy Review identifies 

HV transformers as one of the electric grid’s “most vulnerable components.”25 

All HV transformers are designed to withstand operational risks such as 

lightning strikes, hurricanes, and network power fluctuations—but they are 

vulnerable to intentional physical attacks. Despite their great size and internal 

complexity, HV transformers of conventional design can be readily disabled or 

destroyed. According to one manufacturer, “if someone were to intentionally 

try ... it is a surprisingly simple task and there are a large number of ways to 

conceivably damage a transformer beyond repair.”26 Transformer experts have 

asserted that a bad actor with basic knowledge of transformer design could 

inflict irreparable damage. Such attacks can cause massive electrical short 

circuits and oil fires that would destroy an HV transformer and damage 

surrounding infrastructure. One fire at a 345 kV substation in Texas, for 

example, destroyed the transformer and burned for five hours, causing 

“plumes of smoke that could be seen for miles.”27 In addition to direct attacks 

on the transformers themselves, HV substations can be further disabled by 

damaging associated transmission lines or control centers that may be located 

on site. 

Because HV transformers are so big and are connected to the largest 

overhead transmission towers, they are easily identified along major 

transmission corridors. High voltage transformers are usually housed in 

substations that are enclosed with a chain-link fence. Guards are not often 

stationed at these facilities under normal operating circumstances. 

Consequently, HV transformers are ordinarily easier to access than other 

critical electric facilities such as generation plants and control centers. Utilities 

use closed-circuit surveillance and other methods to detect intrusion. However, 

access to the substation may be achieved by either cutting or scaling the chain-

link fence. Once inside, a saboteur could cause damage by accessing the 
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control room or physically damaging the HV transformer. Penetrating the 5/8 

to 3/4-inch steel tank with any device could short-circuit the windings and 

irreparably destroy the transformer. Alternatively, a saboteur could attempt to 

open a valve and drain the insulating oil. Igniting the oil might cause the 

transformer to arc and eventually explode. With a clear line of sight, an 

attacker could also disable transformers from a distance using conventional 

rifles. Other methods of disabling HV transformers have also been identified. 

The vulnerability of individual transformer substations has been 

demonstrated by successful attacks in recent years. In the most serious case, a 

rifle attack occurred in April 2013 at PG&E’s 500 kV substation in Metcalf, 

CA. In this attack, multiple individuals outside the substation reportedly shot 

at the HV transformer radiators with .30 caliber rounds, causing them to leak 

cooling oil, overheat, and become inoperative.28 In October 2013, the U.S. 

Justice Department charged an individual with attacks on the transmission grid 

in Arkansas, including a deliberate fire at Entergy’s 500 kV substation in 

Lonoke County. The fire consumed the substation control house but electrical 

service was not interrupted.29 In 2005, at a Progress Energy substation in 

Florida, a rifle attack ruptured a transformer oil tank, ultimately causing an 

explosion and local blackout.30 Other incidents at substations have been 

reported with some regularity, although most have been attributed to vandals 

or careless hunters. 

It is very difficult to restore a damaged HV transformer substation. As 

noted above, transmission experts assert that most HV transformers currently 

in service are custom designed and, therefore, cannot be generally 

interchanged. Furthermore, at $3-5 million per unit or more, maintaining large 

inventories of spare HV transformers solely as emergency replacements is 

prohibitively costly, so limited extras are on hand. The number of spares a 

utility maintains is increasingly sensitive information, but one regional 

transmission control area reported in 2007 that it maintained 29 spares for 188 

transformers rated 500 kV on its system.31 Programs for the sharing of spare 

HV transformers among multiple utilities are discussed later in this report. 

Within the United States, transportation of HV transformers is difficult. 

Due to their size and weight, most HV transformers are transported on special 

railcars, each with up to 36 axles to distribute the load. There are fewer than 

20 of these railcars in the Unites States rated to carry 500 tons or more, which 

can present a logistical problem if they are needed in a transformer 

emergency.32 In some cases involving older transformers, adjacent rail lines 

are no longer in service, so replacement transformers may need to be 

transported by other means. Specialized flatbed trucks can also carry heavy 
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transformer loads over public roadways, but the few such trucks that exist 

have less carrying capacity and greater route restrictions than the railcars 

because HV transformers may exceed highway weight limits. Transporting 

HV transformers, especially in an emergency, can create other logistical 

challenges as well, including the coordination of movement through ports and 

road constraints (e.g., tunnels and overpasses), special transportation permits, 

and police escort requirements.33 

 

 

Targeting of HV Transformers 
 

Malicious individuals could, without significant training, identify critical 

HV transformer locations and time an attack for greatest effect. This could be 

accomplished with basic knowledge of transmission operations and regional 

network characteristics drawn from publicly available sources, including 

electric marketing data indicating constrained areas of the network.34 In 2014, 

a security services company published a summary of this kind of exercise, 

identifying 14 of the “most critical” transformer substations in the United 

States based on the company’s criteria.35 As stated in a 2012 National 

Research Council report, “terrorists could selectively target key equipment, 

especially large transformers.”36 The OTA report describes such a scenario: 

 

[One] example is a city served by eight transmission substations 

spread along a 250-mile line and located in five States. A knowledgeable 

saboteur would be needed to identify and find the eight transmission 

substations. A highly organized attack would also be required. However 

the damage would be enormous, blacking out a four-State region, with 

severe degradation of both reliability and economy for months.37
 

 

In 1997, the Irish Republican Army reportedly planned this kind of 

coordinated attack against six transmission substations in the United Kingdom. 

Although the attack was prevented, had it been successful it reportedly could 

have caused widespread power outages in London and the South East of 

England for months.38
 

It is relatively easy to learn about HV transformer vulnerabilities from 

engineers and operators experienced with this technology, either domestically 

or abroad, since the same technology is used in power grids throughout the 

world. In the past, transformer experts have provided CRS with detailed 

descriptions of numerous “simple” ways terrorists could destroy HV 
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transformers. General transformer sabotage information is also available on 

the Internet. One sabotage manual associated with white supremacist groups 

available online includes the following discussion: 

 

The power generation and distribution systems of most major 

Western cities are surprisingly vulnerable.... Attacking during peak 

consumption times (Winter in cold climates and Summer in hot climates) 

will make power diversion impossible.... Arson, explosives or long-range 

rifle fire can be used to disable substations, transformers and suspension 

pylons. A simultaneous attack against a number of these targets can shut 

down power ... with the advantage that service cannot be quickly restored 

by diverting power from another source. Each broken link in the power 

grid must be repaired in order to fully restore service. An individual, 

equipped with a silenced rifle or pistol, could easily destroy dozens of 

power transformers in a very short period of time.39
 

 

Security analysts and other industry officials acknowledge that the 

vulnerability of HV transformers in general is widely known, although 

understanding the criticality of particular assets within the power grid would 

require more dedicated effort. 

 

 

Physical Security Measures for HV Transformers 
 

Although HV transformers are relatively large and often exposed, 

frequently in rural areas, there are a number of measures available to help 

prevent an intentional physical attack against a transformer substation. Many 

of these measures are employed for public safety and to protect against theft, 

so they may serve multiple purposes. Although security measures appropriate 

for a particular substation vary depending upon its particular configuration and 

operating profile, such measures fall into a set of general categories: 

 

 Protecting information about critical HV substations, such as 

engineering drawings, power flow modeling runs, and site security 

information, which could be useful to a potential attacker. 

 Surveillance and monitoring through the use of video cameras, 

motion detectors, imaging, acoustical monitors, aerial drones, and 

periodic inspection by security employees. 
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 Restricting physical access, such as limiting entry only to necessary 

employees, installing electronic locks and other access controls, and 

erecting physical barriers and controls for vehicle entry. Posting full-

time guards may also be an option in some circumstances. 

 Shielding assets from offsite attacks using visual barriers such as 

opaque or hardened fencing, erecting taller fences, or erecting 

protective walls. 

 Modifying substation designs to make them more resistant to 

physical damage, for example, by strengthening transformer cooling 

systems or bushings. 

Reconfiguring substation layouts to limit asset visibility or limit the 

spread of fire may also be options. 

 

Industry and federal efforts to promote the deployment of such physical 

security measures are discussed later in this report. In addition to these 

categories, other measures can help to mitigate the immediate effects of a 

successful attack (“resiliency”), or to speed full system recovery from such an 

attack. Measures to enhance the cybersecurity of substation information and 

control systems, especially supervisory control and data acquisition (SCADA) 

systems are an important component of power grid security and are usually 

coordinated with physical security measures. 

 

 

SECTOR INITIATIVES FOR HV TRANSFORMER SECURITY 
 

Over the last decade or so the electric utility industry and government 

agencies have engaged in a number of initiatives to secure HV transformers 

from physical attack and to improve recovery in the event of a successful 

attack. These initiatives include coordination and information sharing, spare 

equipment programs, security standards, grid security exercises, and other 

measures discussed below. 

 

 

Coordination and Information Sharing 
 

The National Infrastructure Protection Plan (NIPP), initially published by 

the Department of Homeland Security in 2006, “outlines how government and 

private sector participants in the critical infrastructure community work 
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together to manage risks and achieve security and resilience outcomes.”40 The 

plan organizes critical infrastructure into distinct sectors, designating a federal 

department or agency as the lead coordinator for each sector—the Sector 

Specific Agency (SSA). Under the NIPP and Presidential Policy Directive 21 

on Critical Infrastructure Security and Resilience, the Department of Energy 

(DOE) is designated as the SSA for the Energy Sector, which includes the 

electric utility industry (excluding nuclear power plants). As an SSA, the 

department is responsible for working with the Department of Homeland 

Security (DHS), other federal agencies, critical infrastructure owners, 

independent regulators, and other agencies to implement national policy on 

critical infrastructure security and resilience.41 The NIPP also established a 

sector partnership model including private and government coordinating 

councils: 

 

 The Electricity Subsector Coordinating Council (ESCC), initially 

established in 2004, was organized and administered by companies in 

the electric power industry. It meets regularly to coordinate policy-

related activities designed to “improve the reliability and resilience of 

the electricity subsector, including physical and cyber 

infrastructure.”42 Through August 15, 2013, the ESCC was chaired by 

the North American Electric Reliability Corporation (NERC), the not-

for-profit organization responsible for ensuring the reliability of the 

North American grid.43 The ESCC has since transitioned to a new 

structure led by electric utility industry executives, although NERC’s 

chief executive officer remains on the ESCC steering committee.44 

 The Energy Sector Government Coordinating Council (EGCC), 

also established in 2004, is the government counterpart to the ESCC. 

The EGCC is chaired by the DOE and DHS, incorporating other 

agencies at all levels of government with interest in energy security. 

The EGCC plays a key role in implementing the Sector-Specific Plan 

(discussed below), collaborating with the ESCC to develop and 

prioritize security programs and initiatives.45 

 

In addition to these councils, other organizations have been established 

with more specific responsibilities related to grid security. 

 

 The Electricity Sector Information Sharing and Analysis Center 

(ES-ISAC), established in 1998, is the electricity sector’s primary 

communications channel for security-related information, situational 
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awareness, incident management, and coordination.46 The ES-ISAC is 

operated by NERC in collaboration with the DOE and ESCC. 

Members may anonymously share security-related incident 

information with the ES-ISAC by means of a secure Internet portal. 

Registered users receive information on security threats and alerts, 

remediation, task forces, events, and other security-specific 

resources.47 

 NERC’s Critical Infrastructure Protection Committee (CIPC) 

coordinates NERC’s security initiatives and advises NERC’s Board of 

Trustees, its standing physical and cybersecurity committees, and the 

ES-ISAC. One of the CIPC’s key functions is developing, reviewing, 

and revising security guidelines; and assisting in the development and 

implementation of NERC standards.48 

 In January 2015, NERC chartered the Physical Security Advisory 

Group (PSAG)—consisting of representatives from the electric 

power industry, DOE, DHS, and informed observers—to assist the 

ES-ISAC in the analysis of physical security threats. The PSAG is 

intended to offer advice on security plans, policy and procedure, 

security technology, training, incident response, and threat mitigation 

strategy to enhance grid physical security and reliability.49 

 

 

DOE’s Energy Sector-Specific Plan 
 

The 2006 National Infrastructure Protection Plan required each critical 

infrastructure sector to develop a Sector-Specific Plan (SSP) that describes 

strategies to protect its critical infrastructure, outlines a coordinated approach 

to strengthen its security efforts, and determines appropriate funding for these 

activities. The section of the DOE’s Energy Sector-Specific Plan addressing 

electricity was developed in collaboration with the ESCC and EGCC. The plan 

identifies high-voltage transformers as an electric sector vulnerability due to 

their criticality to the power grid and the difficulty of replacing them in the 

event of a successful attack. Among other measures, the SSP established a 

goal of implementing “agreements that require participants to maintain 

transformers for possible sharing in the event of a terrorist act.”50 The plan 

also identified the “need for a new type of emergency spare (recovery/mobile) 

high-voltage transformer that can be deployed and energized quickly to rapidly 

recover from outages caused by natural disasters and deliberate attacks.”51
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ESCC’s Critical Infrastructure Strategic Roadmap 
 

In November 2010, the Electricity Subsector Coordinating Council 

published its Critical Infrastructure Strategic Roadmap report, to provide a 

framework for identifying risks that could seriously disrupt the grid and for 

promoting actions to enhance grid reliability and resilience. The report paid 

particular attention to “severe-impact risks with the potential to impact large 

portions of the grid, or disrupt service for an extended period of time.”52 The 

report considered three principal risk scenarios, the first of which relates to 

physical attacks: 

 

Scenario 1: Physical Attack on Significant Electricity System 

Equipment 

A coordinated physical attack on key nodes of the bulk power system 

critically disables difficult to replace equipment in multiple generating 

stations or substations and could have a significant affect [sic] on the 

remainder of the system. A prolonged period of time is required to fully 

restore the bulk power system to normal operation.53
 

 

The report recommended an assessment of current capability to prevent 

and respond to such a scenario as a “high priority.” The report also 

recommended as “important” both a study of “options and practices to 

enhance physical protection of critical equipment requiring long recovery 

times (e.g., large high-voltage transformers)” and an initiative to “enhance the 

availability of critical spare equipment ... starting with high voltage 

transformers.”54
 

 

EEI’s Threat Scenario Project 

In 2011, the Edison Electric Institute (EEI), the main trade association for 

U.S. investor-owned electric utilities, initiated its Threat Scenario Project to 

identify security threats and practices utilities could take to mitigate these 

threats. While the project examined a wide range of potential threats, it 

included consideration of coordinated physical and cyberattacks.55 According 

to EEI, “the project established common elements for each threat scenario, 

including a description, likely targets, potential threat actors, specific attack 

paths, and likely impacts of a successful attack.”56
 The project is ongoing, with 

the goal of helping electric utilities “quickly identify areas where security 

measures are sufficient and where gaps may exist, and begin the dialogue 
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about additional measures that can be taken to help detect, protect against, 

respond to, and recover from a range of potential threat scenarios.”57
 

 

DOE’s Quadrennial Energy Review 

As stated above, in April 2015, the DOE released its first Quadrennial 

Energy Review (QER), focusing on energy infrastructure, including 

“resilience, reliability, safety, and asset security for the electric grid.”58 Among 

its considerations related to the electric grid, the report focuses specifically on 

the security of HV transformers. 

 

The Administration has made it a priority to work with industry to 

identify challenges and create solutions for increasing the security and 

resilience of the electric grid, including the development of an integrated 

national plan to mitigate challenges pertaining to aging power 

transformers, the cyber and physical security of transformers, and the 

vulnerabilities of large power transformers. The Administration is 

working with trade association leadership and the private sector to 

improve the coordination of existing and planned transformer-sharing 

programs and to identify solutions for transformer replacement 

capabilities as part of its efforts to enhance the resilience of the Nation’s 

electric grid.59
 

 

The QER also specifically recommended that DOE should lead a multi-

agency (federal and state) and industry initiative to mitigate the risks of HV 

transformer losses, including the development of additional transformer 

reserves as discussed below.60
 

 

 

Transformer Equipment Programs 
 

Consistent with the recommendations of the studies above, several 

programs have been instituted within the electric power sector to address the 

operational issues that could emerge due to the scarcity of spare HV 

transformers and associated equipment in the event of a physical attack or 

other grid emergency. 

 

DHS Recovery Transformer Program 

In 2008, the Department of Homeland Security (DHS) initiated a program 

to develop a prototype “Recovery Transformer” (RecX) which could enable 
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recovery from transformer failure within days rather than months or longer.61 

The RecX transformer was intended to be adaptable to a range of common 

grid specifications as well as being smaller, lighter, easier to transport, and 

quicker to install than conventional HV transformers. The RecX prototype was 

designed to replace the most common HV transformers (345 kV) used in the 

U.S. grid.62 This design reportedly could be used to replace approximately one 

quarter of the 2,100 transformers in this voltage class currently deployed.63 In 

2012, the only three single-phase RecX prototype units were installed in an 

operating 345 kV substation in Texas during a simulated emergency drill, 

where they remain in regular operation, having met or exceeded their service 

requirements.64 The RecX transformers have reliability and efficiency 

characteristics comparable to other 345 kV transformers, and are also 

comparably priced ($7.5 million each).65 Although the manufacturer has 

received no orders for commercial production of these units as of May 2015, a 

few utilities have expressed interest in leveraging the concepts demonstrated 

by the RecX program for their own applications.66 Having successfully 

demonstrated the RecX concept, the DHS is no longer funding the RecX 

program, but the manufacturer has discussed continued development of the 

concept including higher kV ratings and “hardened” designs.67
 

 

EEI Spare Transformer Equipment Program 

In 2006, the Edison Electric Institute initiated its Spare Transformer 

Equipment Program (STEP) to strengthen “the sector’s ability to restore the 

nation’s transmission system more quickly in the event of a terrorist attack.”68 

The STEP program requires participating utilities to maintain (or acquire) a 

specific number of transformers up to 500 kV to be made available to other 

utilities in case of a critical substation failure. Sharing of transformers is 

mandatory based on a binding contract subject to a “triggering event”—a 

coordinated act of deliberate, documented terrorism resulting in the destruction 

or disabling of a transmission substation and the declaration of a state of 

emergency by the President.69 FERC granted blanket authorization for the 

transfer and cost recovery of transmission equipment under the STEP program 

in September 2006.70 State regulators with jurisdiction over participating 

utilities have also granted pre-approval for STEP transfers.71 The program is 

designed to deal with terrorist events, but it also provides a mechanism for 

voluntary sharing of transformers in other emergencies, although these may 

require additional regulatory approvals. EEI requires annual recertification and 

conducts a STEP program drill every summer to ensure the program and its 
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members will be fully prepared to respond in the event of an actual triggering 

event.72
 

 

NERC Spare Equipment Database 

In 2012, NERC initiated its Spare Equipment Database (SED) program 

intended to serve as a tool to “facilitate timely communications between those 

needing long-lead time equipment damaged in a [high impact, low frequency] 

event and those equipment owners who may be able to share existing 

equipment being held as spares by their organization.”73 The SED program is a 

confidential web-based catalog of spare transformers rated at 100 kV or 

higher. Only NERC and the equipment owners can see their spares data 

(although NERC can make high-level reports to FERC); requests for 

equipment disclose neither the requester nor provider (double-blind). 

Participation is voluntary and requires no commitment or mandatory sharing 

of spares.74 Unlike EEI’s STEP program, however, the SED program has not 

been granted pre-approval from FERC or state regulators for equipment 

transfers. Thus, the ability to transfer the ownership of transformers from one 

company to another may require additional approvals, even during an 

emergency. 

 

QER Transformer Reserve Proposal 

The DOE’s Quadrennial Energy Review states that the inventory of HV 

transformers under EEI’s STEP program is too small to respond to a large, 

coordinated attack against critical substations, and that transformer design 

variations and logistics further limit the effectiveness of EEI’s program.75 

Accordingly, the QER recommends a DOE-led effort to develop one or more 

HV transformer reserves through a staged process involving: assessment of 

technical specifications for reserve transformers, where to locate transformers, 

how many would be needed, how they would be secured and maintained, how 

they might be transported, and whether new federal authorities or cost sharing 

would be necessary.76 Consistent with this recommendation, a House bill to 

establish a Strategic Transformer Reserve program (H.R. 2244) introduced on 

May 8, 2015, would require the Secretary of Energy to submit to Congress “a 

plan to establish a Strategic Transformer Reserve for the storage, in 

strategically located facilities, of spare large power transformers in sufficient 

numbers to temporarily replace critically damaged large power transformers” 

(Sec. 1(c)(1)). Implementation and funding of such a plan would be subject to 

congressional approval. 
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Grid Assurance LLC 

On June 10, 2015, a group of eight electric utilities and energy 

companies77 announced a new private sector joint venture company called 

Grid Assurance “to provide improved responses to major events affecting the 

electric transmission grid by giving transmission-owning entities access to 

domestically warehoused long lead-time critical equipment,” including HV 

transformers.78 Grid Assurance would function as a service company open to 

other transmission companies via a standardized subscriber agreement. 

Subscription would be voluntary. In an associated filing with FERC, Grid 

Assurance states that it will 

 

1) maintain an optimized inventory of critical spare transformers, circuit 

breakers and related transmission equipment, 

2) provide secure domestic warehousing of the inventory of spares in 

strategic locations, and 

3) release spare equipment to utility subscribers as needed to respond to 

emergencies.79
 

 

The company believes its services will be complementary to, but 

significantly broader than, EEI’s Spare Transformer Equipment Program. It 

will offer transformers in a wider range of voltage classes, other long-lead 

time equipment (e.g., circuit breakers, phase angle regulators, temporary 

towers), and greater logistical support, among other services.80 Grid 

Assurance has petitioned FERC for a declaratory order affirming that 

contracting with the company would be permissible as part of a physical 

security plan under NERC physical security regulations (discussed below), 

and that acquisition of equipment by utility subscribers from Grid 

Assurance would not require authorization under Section 203 of the 

Federal Power Act.81
 

 

 

Grid Security Exercises and Simulations 
 

NERC and FERC have conducted grid security computer simulations and 

exercises specifically incorporating hypothetical attacks on HV transformer 

substations. 
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GridEx and GridEx II 

In 2011, NERC conducted GridEx 2011, its first electric sector-wide grid 

security exercise. The exercise assessed the readiness of utilities to respond to 

a cyberattack, strengthened their crisis response, and provided input for 

internal security program improvements. Although the exercise was focused 

on a cyberattack, it did involve physical incursions into power grid substations 

as well as aspects of grid monitoring and recovery that would be relevant to an 

attack on HV transformers.82 Among other findings, the exercise determined 

that “utilities took appropriate steps to secure the grid.”83 Nonetheless, NERC 

recommended that “entities should ensure their response protocols address a 

coordinated threat,” and that it would “facilitate and support the development 

of updated physical security guidance.”84
 

After the Metcalf attack in 2013, NERC conducted a second, more 

expansive grid security exercise, GridEx II. The exercise scenario, developed 

using open-source techniques, included a cyberattack on the grid coupled with 

a coordinated physical attack against a subset of transmission and generation 

assets—including HV transformer substations.85 Among other conclusions, 

NERC’s after-action report stated: 

 

While the electricity industry has experienced occasional acts of 

sabotage or vandalism, a well-coordinated physical attack also presents 

particular challenges for how the industry restores power.... The extreme 

challenges posed by the Severe Event scenario provided an opportunity 

for participants to discuss how the electricity industry’s mutual aid 

arrangements and inventories of critical spare equipment may need to be 

enhanced.86 

 

NERC did not publicly report details about the overall impacts to the grid 

or outages in particular regions due to the sensitive nature of such information. 

Utilities and other agencies participating in the exercise viewed it a useful tool 

for utilities to test their readiness and preparedness for attacks on the grid.87 

NERC is in the process of preparing for GridExIII to be conducted in 

November 2015. 

 

FERC “Electrically Significant Locations” Study 

In early 2013, prior to the Metcalf attack, then-FERC Chairman John 

Wellinghoff directed FERC staff to prepare an analysis identifying critical HV 

substations in the North American power grid.88 Using power flow analysis 

software to model the impacts to the transmission system from the loss of 
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specific grid assets,89 FERC staff compiled a list of “Electrically Significant 

Locations (ESLs)” within the grid.90 Neither details of the ESL study 

methodology nor its results have been released publicly by FERC or other 

agencies, although some findings have been reported in the press and 

discussed publicly by federal officials. According to the Wall Street Journal, 

the FERC analysis identified 30 critical transformer substations; in FERC’s 

simulation, losing nine of these substations (in various combinations) as the 

result of a coordinated attack reportedly was found to cause a nationwide 

blackout for an extended time.91 As noted above, however, DOE officials have 

questioned the validity of FERC’s analysis. 

Members of Congress were highly critical of both the Wall Street Journal 

and FERC officials for inappropriately releasing what was perceived to be 

highly sensitive information about power grid physical vulnerability.92 The 

study was not initially designated as security sensitive by commission staff. A 

subsequent investigation by the Department of Energy’s Inspector General 

concluded that FERC’s handling of the ESL study findings was improper.93 

The protection of information about grid security is further discussed in a later 

section of this report. 

 

 

HV Transformer Security Standards 
 

Several grid security guidelines or standards have been developed or 

proposed to address the physical security of the grid, including HV 

transformers. These standards have been promulgated by NERC as voluntary 

best practices since at least 2002, with subsequent revisions. However, in the 

wake of the Metcalf incident, FERC ordered the imposition of mandatory 

physical security standards in 2014. Current industry-wide standards are 

discussed in the following sections. 

 

IEEE Substation Security Standard 

In 2000, the Institute of Electrical and Electronics Engineers (IEEE), a 

technical professional society, published its first standards for electric power 

substation physical and electronic security. The voluntary standard addressed 

“security issues related to human intrusion upon electric power supply 

substations” and various methods to mitigate them.94 The original standard, 

and subsequent revisions, call for the development of security assessments 

and, for “high-risk areas,” increased security measures such as motion 

detectors, perimeter/area detection systems, security cameras, physical 
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barriers, and posted guards.95 However, according to the IEEE, the standard is 

intended to address security issues related to unauthorized access, theft, and 

vandalism. The IEEE states that “attacks against the substation for the purpose 

of destroying its capability to operate, such as explosives, projectiles, vehicles, 

etc. are beyond the scope of this standard.”96
 

 

NERC Physical Security Guidance 

In June 2002, NERC published its initial guidance for physical response to 

security alerts from the federal government. This alert system was revised in 

October 2002 to correspond to DHS’s new color-coded threat level system.97 

NERC’s guidance was voluntary, intended to provide “examples of security 

measures that electric utility organizations may consider taking, based on the 

Alerts issued.”98 NERC’s guidance included 35 specific security measures for 

the five threat DHS levels. These measures ranged from “occasional” 

workforce awareness programs and annual security plan reviews during times 

of low threat (green) to continuous monitoring of critical facilities, potentially 

with armed guards, during times of highest threat (red).99 Along with this 

guidance, NERC published initial guidelines for vulnerability and risk 

assessment to help identify critical facilities and countermeasures to mitigate 

threats.100 

In November 2005, NERC published a third version of its physical 

security guidelines, to provide “examples of security measures that other 

electricity sector organizations should consider when responding to threat 

level alerts” [emphasis added].101 Thus, while still voluntary, these measures 

appear to have been intended as recommendations rather than considerations 

as stated in the earlier versions. The 2005 document included 55 measures, 

including new measures and existing measures expanded or described more 

specifically. New measures during times of low threat included, for example, 

annual audits of critical facility access programs and identifying critical 

facility long-term and short-term security measures (e.g., vulnerability 

assessments and security barriers).102 

The Energy Policy Act of 2005 (P.L. 109-58) mandated the 

implementation of electric grid reliability standards under new authority 

granted to the Federal Energy Regulatory Commission. FERC subsequently 

designated NERC as the Electric Reliability Organization certified by the 

commission to establish and enforce reliability standards for the U.S. electric 

transmission grid, subject to commission review. In 2008, FERC approved 

NERC’s initial reliability standards for critical infrastructure; however, these 

standards were developed primarily to address transmission grid cybersecurity, 
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not physical security.103 Subsequent NERC standards have expanded these 

cybersecurity requirements. 

In October 2013, NERC published its most recent revision to its physical 

security guidance, Security Guideline for the Electricity Sub-sector: Physical 

Security Response, providing to electricity sector members “actions they 

should consider when responding to the threat alerts” issued by the DHS.104 

Continuing its voluntary (rather than regulatory) approach to physical security, 

NERC’s guidance states that “each organization decides the risk it can accept 

and the practices it deems appropriate to manage its risk.”105 This version of 

NERC’s guidance lays out 77 distinct security measures corresponding to 

three levels of threat: (1) Normal Operations/Best Practices, (2) Elevated, and 

(3) Imminent. 

 

FERC Physical Security Best Practices 

In 2013, FERC staff along with staff from the Federal Bureau of 

Investigation (FBI), DOE, DHS, and NERC participated in a number of 

meetings with utilities and law enforcement agencies to discuss immediate 

findings and recommendations stemming from the Metcalf substation attack. 

As part of these meetings, FERC staff shared with utilities a list of best 

practices for physical security. Although the list has not been made public, it 

reportedly included prescriptive security measures (e.g., outward-facing video 

surveillance) focused on security threats similar to that experienced at the 

Metcalf substation.106 In 2014, DHS, in coordination with FERC, the 

ES-ISAC, NERC, the FBI, and industry experts, convened another series of 

regional briefings across North America with utilities and law enforcement 

officials to follow up on the initial outreach regarding substation physical 

security.107
 

 

NERC Physical Security Regulations 

On March 7, 2014, FERC ordered NERC to submit to the commission 

within 90 days proposed reliability standards requiring certain transmission 

owners “to take steps or demonstrate that they have taken steps to address 

physical security risks and vulnerabilities related to the reliable operation” of 

the power grid.108 In its order FERC stated that physical security standards 

were necessary because “the current Reliability Standards do not specifically 

require entities to take steps to reasonably protect against physical security 

attacks.”109 According to FERC’s order, the new reliability standards were to 

require transmission owners or operators to perform a risk assessment of their 

systems to identify their “critical facilities,” evaluate the potential threats and 
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vulnerabilities to those identified facilities, and develop and implement a 

security plan designed to protect against attacks to those identified critical 

facilities.110 The order required that each of these steps be verified by NERC 

or another third party qualified to review them. 

On May 23, 2014, NERC filed with FERC its proposal for mandatory 

physical security standards.111 On November 20, 2014, FERC approved the 

proposed standard, with minor changes, as NERC’s new Physical Security 

Reliability Standard (CIP-014-1).112 The standard applies to transmission 

owners with assets operating at 500 kV or higher as well as owners with 

substations operating between 200 kV and 499 kV if they meet certain 

interconnection or load-carrying criteria.113 The standard consists of six 

principal requirements (R1-R6), summarized as follows: 

 

R1. Risk assessments by transmission owners to identify critical 

transmission facilities; 

R2. Independent third party verification of risk assessments conducted 

under R1; 

R3. Requirement for transmission owners with critical facilities identified 

under R1 but not under their operational control to notify the 

transmission operator of these facilities;114
 

R4. Mandatory threat and vulnerability assessments for critical facilities 

conducted by transmission owners and operators; 

R5. Development, documentation, and implementation of physical 

security plans to protect critical facilities; and 

R6. Independent third party review of the threat and vulnerability 

assessments performed under R4 and security plans developed under 

R5.115
 

 

The standard also lays out a process for compliance monitoring and 

assessment including audits, self-certifications, spot checking, violation 

investigations, self-reporting, and handling complaints.116 The new standard 

will be enforced by NERC or another Regional Entity under a penalty review 

policy for mandatory reliability standards approved by FERC subject to the 

Commission’s enforcement authority and oversight under P.L. 109-58.117 

According to NERC, the CIP-014-1 physical security standard has staggered 

enforcement dates with compliance obligations beginning on October 1, 

2015.118
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Company-Specific Initiatives 
 

Electric utilities have long had an ongoing responsibility to ensure grid 

reliability, in part through operating practices and investments related to grid 

safety and security.119 As the standards discussed in the previous section 

suggest, there has been some level of physical security investment and an 

increasing refinement of grid security practices across the electric power sector 

for at least the last 15 years. Nonetheless, several major transmission owners 

have announced significant new investment initiatives specifically to improve 

the physical security of critical transformer substations in light of the Metcalf 

attack. Other utilities have included new substation security investments in 

broader initiatives for company security.120 The following examples illustrate 

the types of security changes announced by these grid owners. Note that other 

major utilities have not publicly announced similar new security initiatives, or 

have kept the details of their security initiatives confidential. A comprehensive 

review or comparison of physical security plans among all major grid owners 

in the United States is beyond the scope of this report. 

 

The Tennessee Valley Authority 

In February 2012, the Tennessee Valley Authority (TVA) announced that 

it was “realigning its operations and structure to enhance security at TVA’s 

non-nuclear power facilities ... focusing more of our non-nuclear security 

resources on our critical infrastructure,” including HV substations.121 The 

realignment included ending uniformed patrols in favor of installing more 

security technology, and the stationing of contract guards 24 hours a day at 

critical facilities. Together with local law enforcement cooperation, the shift to 

contract guards was intended to provide a more persistent security presence 

and faster incident response at key locations. Among the security technologies 

reportedly deployed by TVA are “surveillance, infrared cameras, video 

analytics for alarm verification and assessment, virtual perimeters, card 

readers, [and] automated gates.”122 TVA’s security initiatives in 2012 appear 

to have been motivated primarily by security concerns such as copper theft, 

but would be applicable to more serious security risks such as terror attacks. 

In February 2014, after the Metcalf incident, TVA reportedly stated that it 

was “intensifying efforts” to educate local law enforcement about the 

importance of substations, including taking police on site visits to see 

substations during normal operations.123 The utility also began canvassing 

residents near TVA property asking them to report unusual activity around 

grid facilities. TVA officials have not publicly released details of the 
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authority’s physical security program, but the authority reportedly “takes 

significant steps, both physically and procedurally, to protect its transmission 

infrastructure,” employing “several layers of protection.”124 TVA’s Budget 

Proposal and Management Agenda for FY2016 discusses $25 million to $35 

million in cybersecurity investments but does not discuss investments 

specifically for physical security.125
 The authority’s quarterly report states that 

“TVA continues to evaluate measures that may be required for compliance” 

with FERC’s new physical security standard “but costs cannot be estimated at 

this time.”126
 

 

Pacific Gas and Electric (PG&E) 

In February 2014, in response to the attack on its Metcalf substation, 

PG&E announced that it would be investing approximately $100 million over 

three years to improve substation security. Physical security measures 

mentioned by the company included new perimeter barriers, shielding for 

certain equipment, more cameras (inside and outside the fence), and clearing 

vegetation. For its most critical facilities, the company was “studying 

advanced detection technology such as night vision and thermal imaging.”127 

Other security measures mentioned in news reports about PG&E included 

enhanced lighting, 24-hour security guards, and increased patrols by local law 

enforcement agencies.128 Initial implementation of these measures was 

inadequate, however, as the Metcalf substation experienced another significant 

security incident in August 2014, during which thieves breached a perimeter 

fence and stole several pieces of construction equipment. According to PG&E, 

human error was a factor because “fence detection alarms received in security 

operations were not appropriately addressed.”129
 

 

Dominion 

In February 2014, Dominion Virginia Power, an operating company of 

Dominion, announced plans to spend up to $500 million over five to seven 

years “to harden its transmission substations and other critical infrastructure 

against man-made physical threats and natural disasters, as well as stockpile 

crucial equipment for major damage recovery.”130 Dominion reportedly began 

to increase substation security efforts in 2013, focusing first on substations at 

greatest risk.131
 Among the security measures identified by the utility are 

physical barriers, additional access control, equipment design/hardening, 

polymer bushing installation, additional spare equipment, and relocation of 

spare equipment to off-site storage areas. Other measures reportedly include 

dual-perimeter “no man zones” around substations and installing systems for 
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key-card access to substation yards.132 As of February 2015, Dominion had 

begun implementing a series of new physical measures including new risk 

assessment models, modifications to substation equipment, and improved off-

site monitoring.133
 

 

Bonneville Power Administration 

In its 2014 draft Security Asset Management Strategy, the Bonneville 

Power Administration (BPA) proposed approximately $37 million in 

additional capital spending through FY2020 for physical security measures at 

approximately 60 critical transformer substations.134 BPA’s Strategy stated 

that, over the prior 13 years, the utility had “conducted hundreds of security 

and risk assessments using several industry accepted methodologies,” and 

began implementing security improvements based on these risk assessments 

beginning in 2001.135 The administration’s 2015 “2nd Quarter Capital Project 

Status Report” includes $49.9 million in capital spending to acquire five 500 

kV spares and relocate two existing transformers to be used as spares placed 

strategically across the BPA system.136 BPA has 105 single-phase 

transformers (35 banks) rated at 500kV in service.137
 

 

New York Power Authority 

The New York Power Authority (NYPA) in January 2015 requested 

authorization from its trustees for $42.5 million in capital expenditures 

primarily for physical security upgrades at critical substation in its 

transmission system.138 Planned upgrades include fence intrusion detection 

systems, modification of physical security perimeters, installing key card 

access systems, surveillance cameras, laser detection systems, and associated 

control and monitoring systems, among other measures.139
 

 

Pepco Holdings 

In May 2014, Pepco Holdings reportedly announced a $40 million project 

to upgrade physical security at various substations in the company’s 

transmission system.140 The company states that it has established a physical 

security working group, has conducted on-site physical security assessments, 

and has been collaborating with other entities to focus on the best security 

improvement opportunities. Pepco’s physical security measures include 

guarded facilities for spare equipment, enclosing substations, improving 

communications connectivity, maintaining spare equipment, and considering 

physical security when evaluating new facilities.141
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ISSUES FOR CONGRESS 
 

The recent transformer substation incidents, together with federal grid 

security exercises, have focused attention on the vulnerability of HV 

transformer substations to organized physical attacks. As the electric power 

industry and federal agencies continue their efforts to improve the physical 

security of critical HV transformer substations, Congress may consider several 

key issues as part of its oversight of the sector. 

 

 

Identifying Critical Transformers 
 

A fundamental consideration regarding HV transformer security is a clear 

and stable understanding of which transformers are “critical.” The USA 

PATRIOT Act of 2001 defines “critical infrastructure” in the most general 

sense as “systems and assets ... so vital to the United States that the incapacity 

or destruction of such systems and assets would have a debilitating impact on 

security, national economic security, national public health or safety, or any 

combination of those matters.”142 In its 2009 guidelines for identifying critical 

assets specifically in the electricity sector, NERC defines critical assets as 

those “that if destroyed, degraded, compromised (e.g., misused) or otherwise 

rendered unavailable would unacceptably affect the reliability or operability of 

the [bulk-power system] as a whole.... ”143 FERC’s 2014 order mandating 

physical security standards for the grid defines a “critical facility” as “one that, 

if rendered inoperable or damaged, could have a critical impact on the 

operation of the interconnection through instability, uncontrolled separation or 

cascading failures on the Bulk-Power System.”144 All three definitions 

associate “criticality” with a failure event of national significance, although 

none provides a more prescriptive basis for identifying such assets. 

In its physical security order, FERC does not require that a “mandatory” 

number of critical facilities be identified under the standards.145 Determination 

of whether a specific HV transformer is “critical” will be based on each 

individual asset owner’s “objective analysis, technical expertise, and 

experienced judgment.”146 In its physical security standards, NERC requires 

transmission owners with HV assets meeting prescriptive criteria to examine 

whether they may have critical transformers, but it is up to the owners to 

determine themselves if any of their assets are critical through a periodic risk 

assessment based on their own respective transmission analyses, subject to 

independent validation.147 Thus, grid owners could have considerable latitude 
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in determining which of their transformer substations (if any) are critical and 

therefore subject to the requirements of the new standard. 

Although there are many candidate transformer substations in the grid, 

relatively few are likely to be of national significance. As discussed above, of 

the numerous HV transformer substations in the United States, FERC’s 2013 

power flow analysis identified only 30 as being critical to the national grid 

(although each of these substations may contain multiple HV transformers). 

Whether the number of critical transformer substations under FERC’s 

definition above turns out to be higher or lower than 30, it will likely be only a 

small fraction of the total asset base. This conclusion is consistent with 

FERC’s expectation that under NERC’s new standard “the number of facilities 

identified as critical will be relatively small.... For example, of the many 

substations on the Bulk-Power System, our preliminary view is that most of 

these would not be ‘critical’ as the term is used in this order.”148 Consistent 

with this view, the NERC working group responsible for drafting the proposed 

physical security standard likewise expected the number of critical facilities to 

be “small and that many Transmission Owners that meet the applicability of 

this standard will not actually identify any such Facilities.”149 

Although the new NERC physical security standards were approved by 

FERC after extensive utility and public comments, some stakeholders take 

issue with specific requirements and methodology in the standards. For 

example, some analysts have objected to NERC’s standards as focusing too 

narrowly on a limited number of substations evaluated individually. They 

argue this approach fails to adequately consider potential impacts from a 

planned, multi-substation attack. They assert that NERC’s approach may 

overlook transformers that are “critical” in the context of such an attack.150 

FERC has rejected these arguments (for the time being) arguing that “by 

protecting individual critical facilities, responsible entities will necessarily 

protect critical facilities against simultaneous attacks.”151 FERC states that it is 

not prepared “to expand the scope of covered facilities to include those not 

individually critical ... at this early stage of industry experience with the new 

requirements. Our priority at this time is to have responsible entities protect 

the most critical facilities.”152 However, the commission also states that it 

remains “open to a different approach in the future as industry continues to 

gain experience in this area and as risks may evolve.” 153 

Properly identifying which HV transformer substations are critical is a key 

issue. Otherwise, the electricity sector risks the possibility of hardening too 

many substations, hardening the wrong substations, or both. Either outcome 

could increase ultimate costs to electricity consumers without commensurate 
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security benefits, and could potentially divert limited security resources from 

other important grid priorities (e.g., cybersecurity). Hardening too few 

substations could leave the grid exposed to unacceptable levels of risk. 

Independent verification is intended to validate utility assessments of 

substation criticality, but the standard’s reliance on company-bycompany 

assessments may still allow for important differences in analytic methodology 

or assumptions, and thus inconsistent conclusions about transformer criticality. 

Furthermore, company-specific studies may not align with a “top down” 

assessment of asset criticality like that performed by FERC in its Electrically 

Significant Location (ESL) analysis. Congress may examine whether 

company-specific assessments of transformer criticality could differ from 

national-level assessments or assessments using other analytic approaches, and 

what implications, if any, such differences might have on overall grid security 

and company efforts to protect particular substations. 

 

 

Confidentiality of Critical Transformer Information 
 

Ensuring the confidentially of critical infrastructure information has been 

a long-standing concern across all critical infrastructure sectors. It is a key 

reason for the establishment of sector Information Sharing and Analysis 

Centers (ISACs), including the Electricity Sector ISAC, discussed above. 

Confidentiality also factors into the administration of the industry’s spare 

transformer programs and other activities related to critical infrastructure. 

FERC has established policies for the protection of critical energy 

infrastructure information (CEII) through a series of orders, beginning with 

Order 630, issued February 21, 2003.154 The order (§27) defines CEII as 

information that “must relate to critical infrastructure, be potentially useful to 

terrorists, and be exempt from disclosure under the Freedom of Information 

Act [FOIA].” It also establishes procedures and responsibilities for 

determining what information qualifies as CEII and handling CEII requests.155 

FERC’s 2014 order mandating physical security standards also requires 

procedures to ensure confidential treatment of sensitive information.156 

Press articles in the wake of the Metcalf attacks, notably in the Wall Street 

Journal, cited specific details about FERC’s 2013 ESL analysis, reportedly 

from a copy of a FERC presentation obtained by the paper. Notwithstanding 

FERC’s orders on CEII, Members of Congress and FERC officials have 

expressed concern that the release of the presentation by FERC staff and the 

publication of details in the press potentially compromised grid security.157 



Physical Security of the U.S. Power Grid 141 

Others reportedly have disputed this concern, including the former FERC 

Commissioner responsible for commissioning and presenting the ESL study 

findings at industry meetings.158 In April 2014, the DOE Inspector General 

issued a management alert which concluded that the FERC presentation in 

question “should have been classified and protected from release” and “that 

the Commission may not possess adequate controls for identifying and 

handling classified national security information.”159 The Acting Chairman of 

FERC testified at the time that the commission was adopting the Inspector 

General’s recommendations to improve its handling of CEII and requested 

additional authority from Congress for exemption from FOIA.160 

On January 30, 2015, the DOE Inspector General released a follow up 

inspection report related to the IG’s earlier examination of CEII handling by 

FERC. The report concluded that 

 

the Commission’s controls, processes and procedures for protecting 

nonpublic information were severely lacking. Specifically, we found that 

staff inconsistently handled and shared Commission-created analyses that 

identified vulnerability of the Nation’s electric grid without ensuring that 

the data was adequately evaluated for sensitivity and classification.161
 

 

The IG report noted that FERC’s actions to remediate its CEII lapses since 

the IG’s earlier Management Alert were “a good start,” but that additional 

measures were recommended.162 

According to the IG, FERC’s comments and additional plans in response 

to the new report were generally responsive to the report’s findings and 

recommendations.163 

FERC staff may be taking steps to improve the way CEII is safeguarded in 

response to the Inspector General’s reports, but securing CEII may continue to 

be an issue if NERC’s new physical security regulations are approved by the 

commission. NERC’s regulations would require independent risk assessments 

by multiple grid owners and 3rd party validation of those assessments. This 

process, by construction, would cause considerable new CEII to be created 

(e.g., multiple Midwest power flow models) and shared among utilities, RTOs, 

and consultants in ways that may be new to the industry. Ensuring that CEII 

generated and transferred among these entities remains secure could require 

special attention. As FERC’s improper management of the ESL study 

information shows, having strong CEII policies in the context of NERC’s new 

physical security regulations may not guarantee that those policies will be 

correctly and uniformly followed—even by the agency that created them. 
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The Critical Electric Infrastructure Protection Act (H.R. 2271 §2(a)) 

would strengthen federal protections for critical electric infrastructure 

information. Among other provisions, the bill would exempt such information 

from disclosure under the Freedom of Information Act or any state, tribal, or 

local law requiring such disclosure. The bill would also require FERC to 

promulgate regulations, issue orders, provide standards, and specify sanctions 

to ensure appropriate sharing of critical electric infrastructure information and 

prevent its unauthorized release. The bill would allow federal officials to grant 

temporary access to classified information to key personnel of entities subject 

to grid security emergency measures, further discussed below. 

 

 

Adequacy of HV Transformer Protection 
 

The electric power sector has had physical security guidelines in place for 

well over a decade, as discussed above. These voluntary guidelines have been 

updated and expanded periodically to reflect industry experience, changes in 

the security environment, and new technologies. Prior to 2014, however, it 

appears that the physical security initiatives among grid owners were focused 

primarily on preventing vandalism and theft (of copper wire) rather than a 

terrorist attack.164 As the recent substation attacks in California, Arkansas, and 

Florida have shown, many other security measures available to grid owners 

were not implemented—even at critical HV substations. 

A grid owner’s focus on vandalism and theft may be understandable 

because such incidents have occurred frequently and their associated costs are 

tangible and well-understood. Investing in security against a terrorist attack 

presents a greater challenge in terms of costs and benefits. As a 2006 report 

from the Electric Power Research Institute states, 

 

Security measures, in themselves, are cost items, with no direct 

monetary return. The benefits are in the avoided costs of potential attacks 

whose probability is generally not known. This makes cost-justification 

very difficult.165
 

 

Note that cost-justification requires not only the approval of utility 

management, but also of FERC and potentially state public utility 

commissions which regulate the rates grid owners may charge for electric 

transmission and distribution service. Regulators are responsible for ensuring 

that electricity rates are just and reasonable. They must be convinced that any 
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new grid security capital costs and expenses are necessary and prudent before 

they will allow them to be passed through to ratepayers.166 

The Metcalf incident and GridEx exercises have provided the electric 

sector with valuable new information about the potential threat, vulnerability, 

and consequence of a coordinated attack on HV transformers. Risk 

assessments incorporating this information presumably would justify (with or 

without a new NERC standard) increased security investments at critical 

substations to prevent intentional attacks. The spending plans announced in 

2014-2015 at PG&E, Dominion, BPA, and other utilities for HV substation 

security appear to reflect such risk and cost-benefit reassessments. 

Nonetheless, there continues to be considerable uncertainty about the risk of 

terror attacks on the power grid, and what measures are economically justified 

in addressing them. PG&E, BPA, and the other utilities announcing large 

security investments have already decided to make such investments. Other 

major owners of critical HV transformers have not publicly announced similar 

plans, in some cases because they have not yet completed security evaluations 

under NERC’s new standards, so they are unsure what new measures they will 

require. For example, based upon a security gap analysis after the Metcalf 

incident, Florida Power and Light (FPL) identified multiple potential security 

enhancements, but has only implemented some of them; other measures have 

been delayed for comparison to requirements under NERC’s new standards.167 

NERC’s proposed standards for power grid physical security would 

ensure considerable consistency in the analytic process utilities must 

undertake to identify critical substations and develop plans to secure them. 

However, the standard may not ensure consistency among the various security 

plans nor in the specific measures the individual asset owners will choose to 

implement to reduce the risk of intentional attacks. Apart from the physical 

aspects of their assets, a number of factors may lead to differences in security 

implementation among grid owners, including differences in organization, 

ratemaking, accounting, and management capability. In particular, how 

physical security is managed within a corporate structure can influence the 

effectiveness of physical security programs. For example, a 2014 corporate 

memo from PG&E leaked to the press states that “due to the existing structure 

and limited authority of CSD [Corporate Security Division], little has changed 

relative CSD’s abilities to make significant and intended security 

improvements.”168 How capital is allocated and accounted for can also be a 

barrier to physical security implementation and verification. In a 2014 report 

to Florida regulators, FPL stated that 
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not all security costs are contained within the Corporate Security 

budget. Some physical security costs are shared with appropriate 

operational business units. For example, the cost of security equipment 

for new substations is rolled into the cost of the substation. Not all 

physical security costs are budgeted and tracked in separate line items. 

Therefore, difficulties exist estimating total costs of FPL’s physical 

security efforts.169
 

 

As FERC continues to implement its policy of regulating physical security 

of the power grid, Congress may examine whether company-specific security 

initiatives appropriately reflect the risk profiles of their particular assets, and 

whether additional security measures across the grid uniformly reflect 

terrorism risk from a national perspective. Examining the extent to which the 

corporate structures and accounting functions support company-specific 

physical security programs may be of particular interest as grid owners adapt 

to evolving threats and physical security requirements. 

 

 

Quality of Federal Threat Information 
 

The power industry’s physical security risk assessments rely upon 

information about security threats provided by the federal government, among 

other sources, communicated through the ISAC, during DHS and other agency 

briefings, or through other channels. The quality and timeliness of this threat 

information is a key determinant of what grid owners need to be protecting 

against and what security measures to take. Incomplete or ambiguous threat 

information—especially from the federal government—may lead to 

inconsistency in physical security among grid owners, inefficient spending of 

limited security resources at facilities (e.g., that may not really be under 

threat), or deployment of security measures against the wrong threat. For 

example, prior to FERC’s physical security order, the head of NERC, which 

initially opposed mandatory physical security standards, stated? 

 

I am concerned that a rule-based approach for physical security 

would not provide the flexibility needed to deal with the widely varying 

risk profiles and circumstances across the North American grid and 

would instead create unnecessary and inefficient regulatory burdens and 

compliance obligations.170
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Differences in the interpretation or application of threat information, as 

discussed in the previous section, may be a reason why some large utilities 

have announced major new substation security initiatives while others have 

not. 

Concerns about the quality and specificity of federal threat information 

have long been an issue across all critical infrastructure sectors.171 Threat 

information continues to be an uncertainty in the case of power grid physical 

security. For example, the PJM regional transmission organization employs 

probabilistic models to assess risks to the grid due to equipment malfunction 

and severe weather, but its model has not incorporated an assessment of a 

physical attack due to insufficient data.172 

Some federal officials reportedly have characterized the Metcalf incident 

as a domestic terrorist attack, potentially a “dry run” for a more destructive 

attack on multiple HV transformer substations, while the Federal Bureau of 

Investigation has stated that it does not believe Metcalf was a terrorist 

incident.173 Because the perpetrators have not been identified, it is impossible 

to know for certain, but the ambiguity has significant implications for HV 

substation security going forward. Although there is wide consensus that the 

Metcalf attack was extremely serious, some industry analysts have opined that 

FERC’s physical security order may be an “overreaction” to Metcalf.174 By 

contrast, former DHS Secretary Michael Chertoff has predicted that “the 

sophistication and resulting damage of the Metcalf attack will ... be exceeded” 

in a future attack.175 Still others have expressed concern that FERC’s physical 

security concerns may be too heavily focused on another Metcalf-type 

scenario (the last threat) rather than a wider range of potential future threats 

(the next threat).176
 

There is widespread agreement among government, utilities, and 

manufacturers that HV transformers in the United States are vulnerable to 

terrorist attack, and that such an attack potentially could have catastrophic 

consequences. But the most serious, multi-transformer attacks could require 

acquiring operational information and a certain level of sophistication on the 

part of potential attackers. Consequently, despite the technical arguments, 

without more specific information about potential targets and attacker 

capabilities, the true vulnerability of the grid to a multi-HV transformer attack 

remains an open question. As Congress seeks to establish the best policies to 

address HV transformer vulnerability relative to other infrastructure security 

priorities, understanding this vulnerability in the context of specific 

demonstrable threats may become increasingly important. To this end 

Congress may examine how federal threat information is developed and used 
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by grid owners, and how limitations and uncertainty of this information may 

affect the HV transformer physical security among electric utilities. 

 

 

Recovery from HV Transformer Attacks 
 

Physical security for HV transformer substations has the primary purpose 

of preventing successful attacks against these critical assets within the power 

grid. However, in the event of a successful attack, measures to minimize its 

effect on the overall grid are equally important so that the loss of any 

particular transformer remains a local event. To this end the electric power 

industry emphasizes its strategy of “defense-in-depth,” which includes 

incident response and recovery in addition to preparation and prevention.177 

Industry initiatives to enhance grid resiliency, including incident recovery 

programs such as the DHS recovery transformer program and EEI’s spare 

transformer program, contribute to the power grid’s ability to sustain a terrorist 

attack without widespread grid failure. Indeed, some analysts have pointed to 

the Metcalf incident as a successful demonstration of grid resiliency; electric 

service was not interrupted despite the loss of a critical substation in the San 

Francisco Bay area. Nonetheless, some policymakers have proposed additional 

federal authorities to respond to physical incidents affecting grid critical 

infrastructure, including HV transformers. 

Some stakeholders, including FERC officials, have asserted that the 

commission’s current grid reliability authority under the Federal Power Act 

(§215) does not provide FERC with adequate authority for emergency action 

in the event of an attack on the grid. A House bill to amend the Federal Power 

Act with respect to critical electric infrastructure security (H.R. 2271) would 

allow the President to authorize the Secretary of Energy to order emergency 

measures to protect grid reliability during a “grid security emergency” 

(§(b)(1)). The director of FERC’s electric reliability office has testified in 

support of the bill that FERC’s existing “procedures ... for the development 

and approval of reliability standards do not provide an effective and timely 

means of addressing urgent cyber or other national security risks to the bulk 

power system.”178 NERC’s president likewise has testified that he generally 

supports legislation clarifying federal authority during grid emergencies, as 

long as they focus clearly on “national, catastrophic instances” and do not 

conflict with the existing system of ongoing measures in place to protect the 

grid.179 Utility industry representatives also support facilitation of industry-

government coordination in the event of an attack on the grid.180 As 
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consideration of H.R. 2271 or similar legislation continues, Congress may 

focus on specific language related to consultation, duration of emergency 

measures, grid recovery activities, and other details to ensure that they align 

with a complex industry structure while achieving the bill’s objectives in the 

event of a future security incident. 

As discussed above, the DOE’s Quadrennial Energy Review calls for 

federal efforts to develop one or more critical HV transformer reserves. H.R. 

2244 would mandate a DOE plan for how such a reserve program could be 

carried out. Some in the utility industry support the policy intentions of such a 

reserve, as already demonstrated by the industry’s own spare HV transformer 

programs and planned expansion of those programs, but they believe 

stakeholders “will be better served by allowing the industry to create the 

structure, cost responsibility and pricing for [transformer] sparing services as 

opposed to a top-down government solution.”181 They believe federal 

assistance would be most helpful if limited to funding the startup of a 

transformer reserve program administered by the asset owners themselves. The 

Grid Assurance sparing service appears consistent with a private sector-driven 

approach to expand existing spare transformer initiatives. 

Others have questioned the cost-effectiveness of a new national HV 

transformer reserve program, asserting that—had it been in place—the reserve 

program envisioned by H.R. 2244 would not have been called upon by any 

grid incident over the last ten years.182 As Congress considers any plans for a 

federally administered strategic transformer reserve, it may consider the 

relationship of such a program to ongoing industry efforts to maintain HV 

transformer spares, the relationship between federal and state administrators of 

such a program, its cost-effectiveness, and its practical requirements (e.g., size, 

location, and transportation). 

 

 

Electric Grid Resilience 
 

In addition to measures focused on the protection of critical HV 

transformers from physical attack, analysts have advocated policies to reduce 

the criticality of individual HV assets by enhancing the overall “resiliency” of 

the electric power grid. As a report from the Executive Office of the President 

states, 

 

Grid resilience ... includes hardening, advanced capabilities, and 

recovery/reconstitution. Although most attention is placed on best 
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practices for hardening, resilience strategies must also consider options to 

improve grid flexibility and control. Resilience includes reconstitution 

and general readiness such as pole maintenance, vegetation management, 

use of mobile transformers and substations, and participation in mutual 

assistance groups.183
 

 

A number of federal, state, and industry initiatives exist to address various 

aspects of electric power grid resiliency. While many of these initiatives have 

been motivated by weather-related events such as the Northeast Blackout of 

2003 and electric grid failure during Superstorm Sandy, policies to improve 

grid resilience also have benefits in the context of intentional physical attacks. 

For example, an official from PJM has reportedly stated, 

 

You can only harden a substation so much. If someone wants to 

attack a substation, they will.... That leads us to the resilience piece. 

Maybe the best way to make a substation less critical is to build more 

transmission. A substation is critical basically because we’re pushing too 

much power through it.184
 

 

Grid scale energy storage, distributed generation, smart grid technology, 

and other measures to redistribute or optimize transmission system power 

flows may also increase grid resiliency and reduce vulnerability to physical 

security threats. 

The Enhanced Grid Security Act of 2015 (S. 1241) would require the 

Secretary of Energy develop an advanced energy security program to increase 

the “functional preservation” of the electric grid in the face of both natural and 

human-made threats and hazards (§7(b)). The objectives of the program would 

explicitly include both “security and resiliency” through vulnerability 

assessment, modeling, exercises, research, and technical assistance (§7(c)). 

The Grid Modernization Act of 2015 (S. 1243) would likewise encourage 

greater grid resilience, including modelling, research, and investment in grid 

modernization and new technologies— including tools to increase physical 

security (§101(3)(E)). Other legislation related to power grid resilience or 

efficiency would also likely have physical security implications. As Congress 

continues its examination of physical security policy, maintaining an 

integrated perspective on prevention, recovery, and resilience may help to 

promote an effective balance among industry investment, regulatory 

requirements, and federal oversight. 
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