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Foreword

ICT is arguably the greatest general purpose tool currently invented by mankind. It
has turned the carts into autonomous vehicles, the printing press into the Internet, the
telephone into smart phones, the light bulb into LiFi, electricity into megabytes and
penicillin into endolysins. History is likely to show ICT will surpass the importance
of the printing press, electricity, telephone, light bulb and penicillin.

As society continue to depend on technology, more we are presented with
increased risk exposure, just as technology brings ever greater benefits, it also
brings ever greater threats. It becomes a focal point for cybercrime, industrial
espionage, cyberattacks and cyberwarfare. Therefore, cybersecurity is not optional
and becomes a high priority.

Threats in cybersecurity evolve over time as attackers change their behaviour.
Static, rule-based cybersecurity systems to identify behaviour that indicates a threat
only goes so far in the current environment. Artificial intelligence (AI) applications
appear to lift many barriers on the capacity of ICT to disrupt, change and create
quantum-level transformations. The use of AI, especially deep learning, provides
means to proactively advance cybersecurity objectives, detecting, modelling, mon-
itoring, learning, preventing, analysing and augmenting the resources to defend
against various threats to sensitive data and systems in dynamic manner.

Right now, technology is a force multiplier without equal. Tomorrow, technology
may become the force. Humanity must find ways to leverage and control technology
for good; or we shall succumb to our own invention. Continuous research and
development in AI and cybersecurity are important for sustainable growth of
technology.

I thank and congratulate all the authors for this timely publication.

President, Australian Computer Society Yohan Ramasundara, FACS
Secretary General SEARCC
Sydney, NSW, Australia
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Abstract In recent years, deep learning frameworks have been applied in many
domains and achieved promising performance. However, recent work have demon-
strated that deep learning frameworks are vulnerable to adversarial attacks. A trained
neural network can be manipulated by small perturbations added to legitimate
samples. In computer vision domain, these small perturbations could be imper-
ceptible to human. As deep learning techniques have become the core part for
many security-critical applications including identity recognition camera, malware
detection software, self-driving cars, adversarial attacks have become one crucial
security threat to many deep learning applications in real world. In this chapter,
we first review some state-of-the-art adversarial attack techniques for deep learning
frameworks in both white-box and black-box settings. We then discuss recent
methods to defend against adversarial attacks on deep learning frameworks. Finally,
we explore recent work applying adversarial attack techniques to some popular
commercial deep learning applications, such as image classification, speech recog-
nition and malware detection. These projects demonstrate that many commercial
deep learning frameworks are vulnerable to malicious cyber security attacks.
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1 Introduction

Deep learning techniques have become one of most popular sub-field of machine
learning in recent years, and have been successfully applied in many domains
including computer vision, speech recognition, natural language processing [15].
Despite the promising performance in those domains, recent research have demon-
strated that deep learning frameworks are vulnerable to adversarial attacks which
manipulate a small subset of the original data to “fool” a trained neural network.
The adversarial learning work with deep learning frameworks are mostly applied
in computer vision domain, as deep learning frameworks, such as Convolutional
Neural Network (CNN), have become the key technique of this domain. Adversarial
attacks in computer vision domain are more meaningful as adversaries tend to
manipulate human-indiscernible changes to a normal image in order to mislead
the deep learning model to make mistakes. However, adversarial learning is also
applied in other domains e.g. speech recognition, natural language processing, etc.
This chapter will introduce recent work on adversarial attacks with deep learning
frameworks, and then discuss common approaches for defending against adversarial
attacks. In addition, we will also explore recent adversarial learning applications in
real world deep learning frameworks which might result in cyber security related
vulnerabilities.

2 Methods for Generating Adversarial Samples

Since Szegedy et al. [30] demonstrated that adding certain hardly perceptible
perturbation can cause trained neural network to mis-classify an image, various
of methods of generating adversarial samples have been proposed in recent years.
According to Papernot et al. [24], the adversarial tasks can be grouped by the
adversarial goals and information available for the attack, which is illustrated in
Fig. 1.

As shown in Fig. 1, there are four different adversarial goals as listed in the
horizontal axis, and the complexity of them are increasing along the axis:

1. Confidence reduction: The adversary tries to reduce the confidence of the
classification to the correct label.

2. Misclassification: The adversary tries to lead the classification to any class
different from the original class

3. Targeted misclassification: The adversary aims to force the classification to a
specific target class different from the original class.

4. Source and target misclassification: The adversary forces the classification of
a certain type of input to a specific target class different from the original class.

The vertical axis in Fig. 1 indicates the different types of availability of the model
and data knowledge for the adversarial attack. The adversarial attacks become more
difficult as the available information decreasing:
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Fig. 1 Different types of attacks in adversarial learning [24]

1. Network architecture and training data: The adversary has the information of
the neural network’s architecture F which includes number and type of layers,
neurons, activation functions, weight, bias matrices from the training phase, and
the associated loss function c. Besides, the adversary also has the access to the
entire training dataset T . It could be the perfect setting for adversarial learning
but unrealistic for most of practical project.

2. Network architecture: This adversary has the knowledge of the network
architecture F as described above but nothing else such as training data.

3. Training data: This adversary has the access to the training dataset T or a
surrogate dataset sampled from the same distribution of the training dataset.
However, the adversary has no information about the neural network architecture.
This type of attack might involve the process of training another neural network
with the available training dataset to approximate the model to attack.

4. Oracle: This adversary can only use the neural network as an “oracle”. The
attacker can get the output classifications for a given input, but has no access to
any information of the neural network or training data. The attacker might need
to analyze the relationship between changes in inputs and outputs to generate
adversarial samples.

5. Samples: This adversary is able to collect some input and output pairs of the
neural network, but unable to give inputs and observe the difference of output.



4 Z. Yin et al.

Table 1 List of adversarial attack methods introduced in this section and their types

White/Black-box Targeted/Not targeted

Box-constrained L-BFGS approach [30] White-box Targeted

Fast gradient sign method [7] White-box Not targeted

Basic iterative method [13] White-box Not targeted

Iterative least-likely class method [13] White-box Targeted

Jacobian-based saliency map attack [24] White-box Targeted

DeepFool [21] White-box Not targeted

Carlini & Wagner attack [3] White-box Targeted

Transferability based approach [23] Black-box Targeted

Houdini [4] Black-box Targeted

The adversarial attacks with neural network architecture knowledge are also
known as white-box attack. By contrast, adversary performs attacks in a black-
box attack setting when they have no access to the architecture or parameters of the
model.

In this section, we will introduce nine adversarial attack methods which represent
different types of adversarial attack technologies. Table 1 lists the reviewed methods
as long as their types.

2.1 Box-Constrained L-BFGS Approach

The first known work demonstrating that adversarial samples can fool deep learning
models was reported by Szegedy et al. [30]. In this work, a Box-constrained L-
BFGS approach is used to compute imperceptibly small perturbation to the original
image, so that it is no longer classified correctly by the network.

To formally describe the process, let f : Rm → {1 . . . k} denote the model we
used to classify an image consists of pixel value vectors to one of the k labels.
The loss function of f is lossf : Rm × {1 . . . k} → R

+. To let the classifier f to
classify image x ∈ R

m to a target label l ∈ {1 . . . k}, we want to solve the following
optimization problem:

min
r

‖r‖2 s.t. f (x + r) = l; x + r ∈ [0, 1]m (1)

The exact computation is a hard problem for f (x) �= l, which means the
target label is different from the original label of x. So the author propose an
approximate solution of it by using a box-constrained L-BFGS approach. A line-
search is performed to find the minimum c > 0 for which the minimizer r of the
following problem satisfies f (x + r) = l.

min
r

c|r| + lossf (x + r, l) s.t. x + r ∈ [0, 1]m (2)
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Fig. 2 Adversarial samples generated on AlexNet dataset. Left column is the original image,
middle column is the computed perturbations, and right column is the adversarial sample. The
images in the right column are predicted incorrectly to be an ostrich, Struthio, and camelus
separately [30]

This function would have the exact solution if the classifier have a convex loss
function. However, neural networks are generally non-convex, so they end up with
an approximation.

This approach has been tested on three different datasets: MNIST [17], AlexNet
[12], and QuocNet [14]. It is able to generate adversarial samples with small
perturbations on all three datasets to fool the neural network classifier. Figures 2 and
3 show a few adversarial samples generated by this approach in multi-classification
and binary classification scenarios separately. As the figures shown, the difference
between generated images and original images are all indistinguishable to human
but enough to fool the system.
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Fig. 3 Adversarial samples generated on QuoNet dataset. The image on the left is classified as a
car, while the one in the middle is classified as not a car. The difference between these two images
are showed on the right [30]

2.2 Fast Gradient Sign Method

A more popular method in early works is the Fast Gradient Sign Method (FGSM)
which was introduced by Goodfellow et al. [7]. This approach assumes linear
behavior in high-dimensional spaces is sufficient to generate adversarial examples.
The linear view of adversarial examples suggests a fast and efficient way of
generating them as the perturbation is computed with a single step.

Formally, we define θ is the weights of the neural network, x is the input to the
model, y is the target labels for x, and J (θ, x, y) is the cost function for the neural
network. We will linearize the cost function around the current value of θ , obtaining
an optimal max-norm constrained perturbation of

η = ε · sign(∇xJ (θ, x, y)) (3)

In the equation, ∇x is the gradient of the cost function with respect to the input
x, which can be computed efficiently using backpropagation. The magnitude of the
perturbation η is controlled by the parameter ε. The perturbation with a lager ε value
would be more likely to fool the neural network, but will also be more discernible
to human. Figure 4 demonstrates an adversarial sample generated with FGSM.

2.3 Iterative Gradient Sign Methods

FGSM is a simple one-step method to generate adversarial samples. One idea to
extend and improve FGSM is modifying it to an iterative methods instead of one-
step method. Basic Iterative Method (BIM) and Iterative Least-Likely Class Method
(ILCM) are two different methods developed by Kurakin et al. [13] to iteratively
generate adversarial samples.

Basic Iterative Method (BIM) is a straightforward extension of FGSM to apply
it multiple times in small step size. The clip pixel values are checked after each step
to make sure they are in ε-range to the original image:
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Fig. 4 A demonstration of fast adversarial example generation applied to GoogLeNet [28] on
ImageNet [5]. By adding an imperceptibly small vector to the input, GoogLeNet’s classification of
the image is changed [7]

Xadv
0 = X;Xadv

N+1 = ClipX,ε{Xadv
N + αsign(∇XJ (Xadv

N , ytrue))} (4)

Xadv
N+1 denotes the adversarial sample generated at the N + 1 iteration. It is the

Clip pixel value of the Xadv
N plus the perturbation computed with FGSM. In the

author’s experiment, α = 1 and N = min(ε + 4, 1.25ε) which is sufficient to reach
the edge of the ε max-norm ball within reasonable computational complexity.

Both FGSM and BIM are only trying to increase the cost of the correct class, but
not care about which incorrect classes the model should mis-classify to. Iterative
Least-Likely Class Method (ILCM) aims to generate adversarial samples that can
lead the neural network to mis-classify the image X to the least-likely class yLL

according to the trained model:

yLL = argmin
y

{p(y|X)} (5)

According to this definition, the least-likely class would be the class highly
different from the true class. To generate the adversarial image to be classified
as yLL, we add perturbation to the original image iteratively with the direction of
sign(∇X log p(yLL|X)) which equals to sign(∇XJ (X, yLL)) for neural networks
with cross-entropy loss. So the iterative steps can be represented as following:

Xadv
0 = X;Xadv

N+1 = ClipX,ε{Xadv
N − αsign(∇XJ (Xadv

N , ytrue))} (6)

Again, α is used to control the step size and equals to 1 in the author’s experiment.
The performance of FGSM, BIM and ILCM are compared on 50,000 validation

samples from the ImageNet dataset using the Inception v3 model [29]. Adversarial
samples have been generated with these three methods with different ε values.
Top-1 and Top-5 classification accuracy on clean image and adversarial images
are compared in Fig. 5. As the figure shown, FGSM (fast adv.) can decrease both
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Fig. 5 Top-1 and top-5 accuracy of Inception v3 under attack by different adversarial methods
and ε values. The accuracy was computed on 50,000 validation images from the ImageNet dataset
[13]

top-1 and top-5 accuracy by about 40% with a relatively small ε value, but cannot
continue to decrease the accuracy until ε ≥ 32. BIM (basic iter. adv.) can generate
better adversarial samples with small ε, but unable to improve when increasing ε.
By contrast, ILCM (least likely class adv.) shows much better performance. It makes
the neural network mis-classify most of images with very small ε. ε ≤ 16 is used
in the author’s experiments as it produces small perturbation but is enough to lead
most images mis-classified.

2.4 Jacobian-Based Saliency Map Attack

Jacobian-based Saliency Map Attack (JSMA) [24] generates adversarial samples
through building adversarial saliency maps. In this method, given an original sample
X which is classified as Y by the neural network F , we want to generate an
adversarial sample X∗ very similar to X, but misclassified as Y ∗ �= Y by F :

argmin
δX

||δX|| s.t. F (X + δX) = Y ∗ (7)

where δX is the small perturbation added to X to generate adversarial sample X∗,
and || · || is an appropriate norm.

To generate the adversarial sample X∗, JSMA firstly compute the forward
derivative for the original sample X, which is the Jacobian matrix of the neural
network F learned during training process:

∇F(X) = ∂F (X)

∂X
=
[∂Fj (X)

∂Xi

]
i∈1...M,j∈1...N

(8)
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The second step of the algorithm is constructing an adversarial saliency map
indicating which feature we should perturb to most efficiently generate the adver-
sarial sample. Because the neural network predict a class label by label(X) =
arg maxj Fj (X), we want to increase the probability of Ft(X) for a target class t

and decrease the probability Fj (X) for all other classes j �= t to make Ft(x) as the
largest probability. This process is done by increasing the input features indicated
by the saliency map S(X, t):

S(X, t)[i] =
{

0 if
∂Ft (X)

∂Xt
< 0 or

∑
j �=t

∂Ft (X)
∂Xt

> 0

(
∂Ft (X)

∂Xt
)|∑j �=t

∂Ft (X)
∂Xt

| otherwise
(9)

The identified feature will be perturbed by a small amount to generate a new
temporary sample X∗. The previous steps will be iterated with updated X∗ many
times until the cumulated perturbation reach the maximum allowed distortion.

The JSMA method has been validated using a well studied neural network
for hand-written digit recognition, namely LeNet [16]. The author claims 97.10%
success rate for mis-classifying to any target class on any input sample with only
4.02% perturbation of input features in average using the MNIST dataset. Figure 6
shows 10 original samples on the diagonal and 90 adversarial samples generated for
the original samples for different target classes.

Fig. 6 Original samples and generated Adversarial samples on the MNIST dataset. The rows
indicate original input classes and columns indicate target classes [24]
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2.5 DeepFool

DeepFool [21] computes the minimal norm adversarial perturbation for the original
image based on an iterative linearization of the classifier. Here we introduce the core
DeepFool algorithm for binary classifiers. It can be easily extended to multiclass
classifiers as they could be treated as consisting with several binary classifiers with
the one-vs-all scheme. We define f : Rn → R is the image classification function,
and k̂(x) = sign(f (x)) is the classified label for the given image x. Besides, we
denote the hyperplane F = {x : f (x) = 0} at zero of f . For a point x0, the minimal
perturbation makes the least movement of x0 towards the hyperplane F to change
a classifier’s decision. It is given by the closed-form formula:

r∗(x0) := argmin ||r||2 s.t. sign(f (x0 + r)) �= sign(f (x0)) (10)

The author also call the �(x0; f ) = r∗(x0) as the robustness of the function f

at point x0. At each iteration i, the algorithm estimates the robustness of f at xi by
linearizing f around the point xi , which is computed as

argmin
ri

||ri ||2 s.t. f (xi) + ∇f (xi)
T ri = 0 (11)

For the linearized f , the minimal perturbation is the orthogonal projection of xi

onto F as Fig. 7 illustrated. It is given by the closed-form formula:

r∗(xi) = − f (xi)

||∇f (xi)||22
∇f (xi) (12)

The algorithm terminates the iteration when the sign of the classifier is changed.
The algorithm have been evaluated on eight state-of-the-art classifiers such as

LeNet, GoogLeNet, CaffeNet [10] etc. with three datasets: MNIST, CIFAR-10 [11]
and ILSVRC2012 [26]. The results show that Deepfool can accurately and effi-
ciently generate adversarial samples. Furthermore, the authors claim it can generate
smaller perturbations compared to FGSM with same attacking performance.

Fig. 7 Computation of the
minimal perturbation for
linearized binary classier [21]
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2.6 Carlini & Wagner Attack

Carlini & Wagner Attack [3] aims to generate adversarial samples against the neural
networks with defensive distillation. Defensive distillation is a recent technique
applied to defend adversarial attacks on neural networks [25], which will be
introduced in detail in next section of this chapter. The authors demonstrate that the
defensive distillation model fails on Carlini & Wagner Attack while defeats other
attacks.

The Lp norms distance metric is used for measuring the similarity of a given
input sample x and an adversarial sample of it x′. It is written as ||x − x′||p, where
the p − norm, || · ||p is

||v||p = (

n∑
i=1

|vi |p)
1
p (13)

Three widely used Lp norms distance metrics have been applied separately in
the Carlini & Wagner Attack:

1. L0 distance: measures the coordinates i such that xi �= x′
i . It checks the number

of the pixels have been perturbed for an image.
2. L2 distance: measures the Euclidean distance between x and x′
3. L∞ distance: measures the maximum change to any of the coordinates.

To formally define the approach of Carlini & Wagner Attack, given a trained
classifier C, an image x, and the target label t , we want to find some small
perturbation δ

argmin
δ

||δ||p s.t. C(X + δ) = t, x + δ ∈ [0, 1]n (14)

To solve the optimization problem, we choose a suitable objective function f

such that C(x + δ) = t only if f (x + δ) ≤ 0. Beside, we use a constant c > 0
to control the sensitivity of the objective function. The equation above could be
converted to

argmin
δ

||δ||p + c · f (x + δ) s.t. x + δ ∈ [0, 1]n (15)

There are many options for the function f , the one the authors used is

f (x′) = max(max{Z(x′)i : i �= t} − Z(x′)t ,−k) (16)

where Z is the logits function and k is used to control the confidence of the
misclassification.

In the authors’ experiments, adversarial samples are generated with the L0, L2,
and L∞ distance metrics separately. These types of attack have been evaluated
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on ImageNet, CIFAR and MNSIT datasets. The results show that L2 has the best
performance which is able to find ten times less distortion than other methods, e.g.
FGSM, JSMA, Deepfool, etc., while the L0 can generate two times less distortion
samples and L∞ have similar performance as other methods.

The authors also exploited one important feature of adversarial sample: transfer-
ability which is one of the core concepts for black-box attack. They have shown that
adversarial samples generated for one model can be used to attack another model
when the value of k is big enough. We will discuss this concept and black-box attack
techniques in the following sections.

2.7 Transferability Based Approach

Different from white-box attack which requires the knowledge of neural network
architecture and parameters, black-box attack has no access to them. Many work
on black-box attack are the transferability based approaches. Transferability refers
to the property that adversarial samples generated for one model may also be
misclassified by another model. Thus, in the black-box attack setting that target
model architecture is unavailable, we can construct a substitute of the target model,
then generate adversarial samples based on the substitute model, and attack the
target model with the generated samples.

The first black-box attack against neural networks is demonstrated by Papernot
et al. [23]. This work shows that adversarial attacks can be done without knowing
the architecture and parameter of the model. The attacking approach can be divided
into two stages: substitute model training and adversarial sample crafting.

The first stage of the work is to train a substitute model F for the target model
oracle O. To build the substitute model, we need to firstly choose the architecture
of it. The choice depends on the objective of model, e.g. image classification, text
processing, etc. We want to choose the model suitable for the task, such as choosing
a Convolutional Neural Network(CNN) for classifying images. The authors claim
that the type, number and size of neural network layers have relatively small impact
on the task.

To generate training dataset for the substitute model, we firstly collect a small
set S0 of representative inputs, and query target model O to get the label Õ(

−→
x ) for

each input −→
x ∈ S0. After training an initial substitute model F , we can iteratively

augment the dataset by computing the sign of the F ’s Jacobian matrix dimension
corresponding to the label of −→

x . The augmented dataset Sρ at iteration ρ is

Sρ+1 = −→
x + λ · sgn(JF [Õ(

−→
x )]) : −→

x ∈ Sρ ∪ Sρ (17)

where λ is a parameter to control the step size for augmentation. Figure 8 illustrates
the training process with augmentation of dataset.
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Fig. 8 Process of training substitute DNN and dataset augmentation [23]

Once we have a substitute neural network, we can generate adversarial samples
based on it with a suitable white-box attack technique. The authors applied FGSM
and JSMA approach to generate adversarial samples in their work.

This black-box attack approach has been evaluated on several real world
classifiers held by MetaMind, Amazon, Google etc., and archived promising success
rates. We will discuss these work in Sect. 4.1 as practical attacking examples in real
world.

2.8 Houdini

Houdini [4] is an approach proposed for fooling gradient-based models by generat-
ing adversarial samples tailored for the task loss. Formally, given a neural network
gθ with parameter θ and the loss function is l(·), the adversarial sample x̃ for an
input (x, y) can be defined as

x̃ = argmax
x̃:‖x̃−x‖p≤ε

l(yθ (x̃), y) (18)

where || · ||p is a p-norm and ε controls the strength of the attack. To be able to
optimize the task loss, a surrogate loss l̄H namely Houdini has been proposed:

l̄H (θ, x, y) = Pγ∼N (0,1)[gθ (x, y) − gθ (x, ŷ) < γ ] · l(ŷ, y) (19)

As the equation shows, Houdini is a product with two parts. The first part is a
stochastic margin that calculate the probability that difference between the score of
actual label and predicted label is less than γ . This part indicates the confidence of
the prediction. The second part is the original loss we want to maximize. When
the probability in the first part goes to 1, the surrogate loss converges to the
original task loss. This property ensures Houdini is a good surrogate of the task
loss for generating adversarial samples. The derivation process of computation of
the gradient of Houdini is omitted here due to its complexity, but we eventually can
compute it with the following formula:
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�g[l̄H (ŷ, y)] =

⎧⎪⎨
⎪⎩

−C · e−|δg(y,ŷ)|2/2l(y, ŷ), if g = gθ (x, y)

C · e−|δg(y,ŷ)|2/2l(y, ŷ), if g = gθ (x, ŷ)

0, otherwise

(20)

where C = 1√
2π

, and δg = gθ (x, y) − gθ (x, ŷ).
The performance of Houdini has been evaluated in different tasks: human pose

estimation, semantic segmentation and speech recognition. We will introduce the
experiment of applying Houdini to attack speech recognition systems in Sect. 4.2.

3 Methods for Defending Adversarial Attacks

Along with the development of adversarial attack techniques, various models also
have been developed for defending these attacks and archived good results. These
work can be roughly grouped into three categories:

1. Modifying training samples: These approaches incorporate knowledge of
adversarial attacks into the training dataset. Majority of these methods add
adversarial samples generated by some attacking methods into the legitimate
training set to train a robust model.

2. Modifying model structure or training process: These approaches train robust
models against adversarial attacks by modifying certain parts of neural network,
such as number of layers, format of output layer, loss functions, etc., or altering
the normal steps for training neural network, such as adding pre-steps, adding
post-steps, repeating normal process multiple times, etc.

3. Combining with other models: These approaches train one or multiple other
models apart from the original model to assist the neural network for classifica-
tion in adversarial environment.

Some defending methods might combine multiple approaches. For instance, the
Game Theory based approach which will be introduced in this section both adds
adversarial training samples and modifies the training process.

In this section, we introduce five representative methods for defending adversar-
ial attacks as listed in Table 2.

Table 2 List of defending methods introduced in this section and their categories

Category

Adversarial training [7, 21] Adding adversarial training samples

Defensive distillation [25] Modifying model structure or training process

Game theory based approach [32] Adding adversarial training samples &

Modifying model structure or training process

MagNet [20] Combining with other models

Defense-GAN [27] Combining with other models
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3.1 Adversarial Training

One popular approach to defend adversarial attacks is the so called adversarial
training. In this approach, adversarial examples generated from one or multiple
attack models are added into the training set to increase the robustness of the trained
model. Actually, many work on adversarial attacks are both generating adversarial
samples and applying the generated samples to train models more robust to the
attacks, such as [7, 21] etc.

Here we firstly discuss an adversarial training approach done by Goodfellow
et al. [7]. They applied FGSM to generate the adversarial samples as we discussed
in Sect. 2.2. With the notions used in Sect. 2.2, the adversarial objective function is

J̃ (θ, x, y) = αJ (θ, x, y) + (1 − α)J (θ, x + εsign(∇xJ (θ, x, y))) (21)

where α is used to control the proportion of adversarial samples added to the original
training set and was set to 0.5 in the authors’ experiments. As the reported by the
authors, the error rate on adversarial examples generated by FGSM significantly
dropped from 89.4% to 17.9% with adversarial training. The adversarial training
procedure can be viewed as a special type of active learning which is able to request
labels on new points. For adversarial learning, the labels of new points are generated
by copying from neighbor points rather than given by human.

As another example, the adversarial training approach done by Moosavi-Dezfooli
et at. [21] trains neural networks on adversarial samples generated by Deep-
fool method which is also proposed by themselves. This approach includes five
additional epochs to fine-tune the network with 50% decreased learning rate on
perturbed training set. The performance of this adversarial training approach is
evaluated with the model robustness metrics. Formally, the robustness ρ̂adv of a
model f on all input x in the test set T is defined as

ρ̂adv(f ) = 1

|T|
∑
i∈T

||r̂(x)||2
||x||2 (22)

where r̂ is the perturbation obtained using Deepfool. Figure 9 shows the evolution
of the model robustness for LeNet on CIFAR-10 dataset through the epochs. The
performance of using FGSM generated adversarial samples, Deepfool generated
adversarial samples and clean samples for fine-tuning are compared in the figure.
The fine-tuned model on Deepfool generated adversarial samples performs best
in term of robustness and is significantly improved compare to clean samples.
Interestingly, the adversarial samples generated by GFSM lead to weaker robustness
in later epochs. The authors suspect that is due to the perturbations generated by
FGSM is much large than Deepfool.
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Fig. 9 Evolution of the model robustness for LeNet on CIFAR-10 dataset through the epochs [21]

3.2 Defensive Distillation

Some approaches modify the training process of neural network to make the model
robust to adversarial attacks. One important approach among them is Defensive
Distillation [25] which is inspired by the Distillation technique introduced by Hinton
et al. [9].

Distillation is a technique proposed for transferring knowledge from a relatively
complex network to a simpler network. This transferability is based on the fact that
knowledge of a trained neural network is encoded in not only weight parameters but
also probability vectors. Therefore, we can extract class knowledge from probability
vectors and transfer it to another neural network. Distillation was initially developed
for reducing complex neural networks’ architecture so they can be deployed on
devices with limited resources such as smart phones.

The intuition of applying Distillation as defensive technique is that transferring
knowledge from a larger neural network to a smaller neural network can improve
the generalization capability of the network while maintain reasonable accuracy.
Therefore the distilled network will be more robust to perturbations.

In [25]’s approach, the authors explored the Defensive distillation technique on
the neural networks with softmax layer as output layer. Formally, we define the input
X from the training set χ with hard label Y (X) in one-hot encoding, then we train
the model through the following steps:

1. Training a deep neural network F with a softmax output layer at temperature T

with the given training set. The probability vector F(X) = p(·|X, θF ), where θF

is the parameter of F .
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Fig. 10 The process of tanning a distilled neural network [25]

2. Generating a new training set {(X, F (X)) : X ∈ χ}, in which we use the soft-
target F(X) instead of the original hard label Y (X).

3. Using the new training set to train the distilled network Fd with same architecture
and temperature as F .

The core part of this process is using the soft-target F(X) instead of hard label
Y (X) which enable us to utilize the knowledge in the probability vectors. Figure 10
illustrates the whole process of training distilled neural network.

The defensive distillation technique has been evaluated on MNIST and CIFAR-
10 dataset with DNN neural networks. The experiment results show that the
approach is able to defend many popular attacks such as L-BFGS, FGSM. However,
as we discussed in Sect. 2.6, defensive distillation failed on Carlini & Wagner
Attack.

3.3 Game Theory Based Approach

Game Theory is a strategy framework to be applied by competing players to
optimize the payoff for all parties. Game Theory has been applied for developing
robust models against adversarial learnings in recent years [18, 19, 31, 32]. Here we
introduce a Game Theory based approach both adds adversarial training samples and
modifies training process to train a robust classifier against adversarial attacks [32].
In this approach, the process of training a classier and attacking the trained classifier
are formulated as a Non-zero-sum Game between data miner and adversary.

In a binary classification setting, for a given training dataset (xi, yi)
n
i=1, where

xi is the input and yi ∈ {−1, 1} is the label, the data miner’s objective is finding
optimized weight w∗ of the classifier

w∗ = argmin
w

1

n

n∑
i=1

�(yi, w, xi) + λw‖w‖p (23)
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Table 3 Loss functions used for the two players [32]

�(yi , w, xi)

Square 1
2 ‖yi − wT xi‖2

Logistic log(1 + exp(−yiw
T xi))

Hinge (1 − yi(w
T xi))+

where l is a suitable (convex) loss function, λw is a regularization parameter and
|| · ||p is Lp norm. In the author’s experiments, three different loss functions in
Table 3 are applied with L1 and L2 norm separately.

To formalize the objective of adversary, we denote all samples with positive
label as (xi, 1)

npos

i=1 , and all samples with negative label as (xi,−1)ni=npos+1. The
adversary aims to compute a small perturbation α∗:

α∗ = argmin
α

1

npos

npos∑
i=1

�(−1, w, xi + α) + λα‖α‖p (24)

Once the α∗ is generated by the adversary, the data miner will find the new
weight w∗ with the updated training set (x∗

i , yi)
n
i=1, where x∗ is the updated input

with perturbation α∗. These two steps are repeated sequentially until reach the Nash
Equilibrium state of the game or the accumulated perturbation reaches a predefined
maximum budget MB. The detailed steps are described in Algorithm 1.

Algorithm 1 Non-zero-sum Game [32]
Input: Training data D = {xi , yi}ni=1, maximum budget MB, λw , λα and Norm p

Output: w and α

1: // Build the initial classifier using original training data:
2: w = argminw

1
n

∑n
i=1 �(yi , w, xi) + λw‖w‖p

3: Cost ← 0, αSum ← 0
4: while Cost <= MB do
5: // Step 1: Adversary attacks
6: // Learn α by assigning negative label to positive samples.
7: α = argminα

1
npos

∑npos

i=1 �(−1, w, (xi + α)) + λα‖α‖p

8: for positive data : x
∗npos
i = x

npos
i + α

9: // Step 2: Data miner responds
10: w = argminw

1
n

∑n
i=1 �(yi , w, x∗

i ) + λw‖w‖p

11: // Calculate accumulated cost
12: Cost+ = ‖α‖1
13: end while
14: return w

Apart from the experimenting on popular digit image dataset MNIST and USPS,
the authors also performed the experiment for detecting spam email. The experiment
results show that their game-theoretic classifier deteriorate much slower on new
types of junk spam in the future comparing to regular classifiers.



Adversarial Attack, Defense, and Applications. . . 19

3.4 MagNet

The MagNet framework [20] is proposed to defend neural network against adver-
sarial attacks by adding one or more detector network and a reformer network. The
mis-classification problems are divided into two scenarios in this framework:

1. The adversarial example is far from the boundary of the normal sample group. In
this scenario, the classifier mis-classifies the input only because it has to predict
one label anyway even with very low probability.

2. The adversarial example is close to the boundary of the normal sample group.
The classifier mis-classifies the input to the class that is close to adversarial
samples in this case.

For any given input x, MagNet will firstly check if the input is for the first
scenario by checking the difference of input sample to normal samples. If the input is
detected as adversarial sample by all detectors, we are in the first scenario and finish
the process. Otherwise, we are in the second scenario, and will apply a reformer
network to reform the input to x′ before passing it to the classifier. Figure 11
illustrates the MagNet work flow for these two scenarios.

There are two types of detectors applied in this approach. The first type of
detector is based on reconstruction error. It uses an AutoEncoder as the detector
and use reconstruction error to estimate the distance between the input and normal
sample group. AutoEncoder(AE) is a type of neural network that output values
to be similar to input. It is able to learn simpler hidden representation of the
input for regularization purpose. An AutoEncoder consists of two parts: an encoder
e : S → H and a decoder d : H → S, where S is the input space and H is the hidden
representation space. The reconstruction error on a input x with AutoEncoder is

E(x) = ||x − AE(x)||p (25)

where AE(x) is the output of the AutoEncoder and || · ||p is Lp − norm.

Fig. 11 The illustration of the MagNet work flow [20]
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Another type of detector is based on the probability divergence which is for
detecting adversarial samples with small reconstruction error. We define f (x) as
the output of a neural network’s last layer which using a softmax function. We want
to compute the divergence between f (x) and f (AE(x)) using Jensen-Shannon
Divergence(JSD):

JSD(P ||Q) = 1
2DKL(P ||M) + 1

2DKL(Q||M),

where DKL = (P ||Q) = ∑
i P (i) log P(i)

Q(i)
,

and M = 1
2 (P + Q)

(26)

There are also two types of reformers. The first type is a naive noise-based
reformer which add random Gaussian noise to the input. The other type of
reformer is an AutoEncoder-base reformer. The AutoEncoder trained to minimize
the reconstruction error when developing detectors is used here again. It should
generate almost same output for normal samples, while output approximation of
adversarial samples which are similar to neighbor normal samples.

The MagNet framework has been evaluated on protecting neural networks
against FGSM, iterative gradient sign method, DeepFool and C&W attack on
MNIST dataset and CIFAR-10 dataset. MagNet achieved above 75% accuracy on
all the attacks and above 90% accuracy for more than half attacks, which shows the
effectiveness to different types of attacks.

3.5 Defense-GAN

As another example framework combining multiple models for defending adversar-
ial attacks, Defense-GAN [27] leverages the capability the representative power of
a popular generative model Generative Adversarial Networks to defend adversarial
attacks.

Generative Adversarial Networks (GANs) is a deep learning framework for
creating synthetic data similar to given input data [6]. The framework consists of two
networks: a generator G and a discriminator D. Intuitively, The generator generates
data similar to the input data, while the discriminator determines whether a given
data is from the input dataset or is the output of the generator. Formally, we denote
generator G generates output G(z) based on a random input vector z following
a distribution pz(z). On the other hand, D(x) is the probability that x from the
input data rather than generated by G. G and D are trained simultaneously in an
adversarial setting as we want to train D to maximize the probability of assigning
correct label but train G to generate G(z) to fool D. G and D are trained with a
combined value function V (G,D):

min
G

max
D

V (D,G) = Ex dim pdata(x)[log D(x)] + Ez dim pz(z)[log(1 − D(G(z)))]
(27)
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Fig. 12 Overview of the Defense-GAN algorithm [27]

Defense-GAN is developed based on a variation of GANs namely Wasserstein
GANs (WGANs) [1]. When we have an image x to be classified by the model, we
will firstly generate a substitute image G(z) with the trained generator of WGANs
with the minimum error

min
z

‖G(z) − x‖2
2 (28)

The generated image G(z) is then fed into the classier instead of using image
x. The intuition of this process is that the image generated by the generator G

will contain reduced adversarial noise of image x, and thus can be classified more
precisely. Figure 12 illustrates the algorithm of Defense-GAN framework.

Defense-GAN has been tested on both white-box attacks and black-box attacks,
such as FGSM, C&W attacks, etc., and compared the performance with adversarial
training and MagNet. The results show that Defense-GAN is a feasible defense
framework. However, as noted by the authors, the performance of model heavily
relies on the proper training of GANs which is often a challenging task.

4 Adversarial Learning Applications for Cyber Security

As more and more adversarial learning techniques, especially black-box attack
techniques well developed, many adversarial learning techniques have been applied
to deep learning frameworks in real world applications and cause cyber security
issues. Here we introduce several recent work that attempt to attack commercial
products and web services in real world, and achieved high success rate.

4.1 Attack Commercial Web Services

A practical black-box attack to commercial web services hosted on MetaMind,
Amazon and Google have been done by Papernot et al. [23].

The transferability based attack which is discussed in Sect. 2.7 has been applied
in this approach. The authors firstly upload MNIST dataset with 50,000 samples to
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train a DNN classifier through the web service at https://metamind.io/., and trained
a classifier with 94.97% accuracy after 36 h training. To attack the trained classifier,
the authors prepared a substitute training set which augmented from 150 samples
in original training set and 100 new samples. Then they trained two substitute
DNNs which achieve 81.2% and 67% accuracy separately. Adversarial samples are
generated on the substitute DNN model by applying FGSM attack with different
variations of ε values. With ε = 0.3, the mis-classification rate reach 84.24%
and 78.72% separately for adversarial samples generated based on two substitute
models. As a result, the model trained through MetaMind web service is fooled
successfully.

They also attacked the models trained on Amazon Machine Learning API at
https://aws.amazon.com/machine-learning and Google’s Cloud Prediction API at
https://cloud.google.com/prediction. The attacking approaches are omitted here as
they are similar to the process of attacking MetaMind. The best mis-classification
rates they achieved are 96.78% for DNN trained on Amazon web service and
97.17% for DNN trained on Google web service. These experiment results indicate
that many state-of-the-art machine learning APIs in commercial web services are
not robust against adversarial attacks.

4.2 Attack Automatic Speech Recognition System

An approach of attacking Automatic Speech Recognition(ASR) system have been
demonstrated by Cisse et al. [4]. ASR is a system consists of multiple components
such as acoustic model, language model, pronunciation model, etc. to convert
a speech segment input to a transcript as output. The ASR system used in
this experiment is a neural network consists of two Convolutional layers, seven
Bidirectional-LSTM layers and one fully connected layer. The input of the model is
a raw spectrogram and output is a transcript for it.

The Houdini method which is introduced in Sect. 2.8 has been applied to attack
the ASR and compared with Connectionist Temporal Classification (CTC) based
approach which is specially developed for ASR system. In this approach, adversarial
samples are generated for 220 speech segments from Librispeech dataset [22]. The
attacking performance is evaluated with Word Error Rate(WER) and Character
Error Rate(CER). The results indicate that Houdini attack with ε = 0.05 can cause
2.3 times higher WER and 1.8 times higher CER compare to CTC based approach.

Furthermore, the authors have attacked Google Voice in black-box attack setting
in the same way. Both clean and adversarial speech audio samples are played in front
of an Android device with Google Voice. Figure 13 shows a few examples of the
converted transcript from both original and adversarial samples by Google Voice. It
can be seen that Google Voice output transcriptions from adversarial samples with
much higher WER compare to those produced from original inputs.
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Fig. 13 Examples of transcriptions from Google Voice for original and adversarial input [4]

4.3 Attack Malware Classifier

The experiments on attacking malware classifier has been explored by Grosse et al.
[8]. This work demonstrates that adversarial attacks can be threats on security-
critical applications such as malware detector.

Several feed forward neural networks with different parameters (e.g. number of
layers, number of neurons per layer, etc.) are firstly trained based on the DERBIN
Android malware dataset [2]. The DERBIN dataset contains more than 120,000
android applications and 5,000 of them are malwares. The overall prediction
accuracy of the classifiers are greater than 90% despite there are small variations
across different models.

Adversarial samples are generated carefully using JSMA method which has been
discussed in Sect. 2.4. As the functionality of the malware should not be affected
when generating adversarial samples, the authors only add features that do not
interfere with other features. Some examples of the features used in the process
are permissions, intents, API calls, network address, etc. The misclassification rate
is between 60% and 80% for adversarial samples on the classifiers with different
parameters.

Apart from attacking malware classifier, the authors also exploring three mech-
anisms to defend the model against adversarial attacks. As a result, they found
adversarial leaning with careful selection of parameters is the most effective
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mechanism. Besides, the distillation also can improve the robustness of the model,
although the improvement is relatively small. Finally, the feature reduction tech-
niques are not suitable for defending adversarial attacks.

5 Conclusion

In this chapter, we introduced a wide range of popular and cutting-edge models
in the adversarial learning domain. Both adversarial attacking and defending
techniques for deep learning frameworks are explored in detail. Besides, recent
work applying these techniques to real world applications and the relevance to cyber
security has been discussed. We hope this chapter can benefit not only researchers in
the adversarial learning and cyber security communities, but also readers who work
in industry and attempt to apply these innovative techniques in real world problems.
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Intelligent Situational-Awareness
Architecture for Hybrid Emergency
Power Systems in More Electric Aircraft

Gihan J. Mendis, Mohasinina Binte Kamal, and Jin Wei

Abstract In this chapter, we exploit the deep learning and adaptive neuro-fuzzy
inference system (ANFIS) techniques to develop an intelligent situational awareness
system for energy management systems of the emergency hybrid auxiliary power
unit (APU) for more-electric aircrafts. Our proposed security control strategy
consists of two main mechanisms: (1) deep learning-based attack detection scheme
that explores the techniques of convolutional neural networks, deconvolutional
neural networks, and recurrent neural networks and (2) adaptive neuro-fuzzy
inference system (ANFIS)-based estimation method to calculate the true values of
the compromised data. In this chapter, we also present some simulation results to
illustrate the effectiveness of our proposed method in detecting the cyber-attacks,
such as false data injection (FDI) attacks, and mitigating the impact of the cyber-
attacks in the energy management for the hybrid APUs in more-electric aircrafts.

Keywords More-electrical aircraft · Hybrid emergency power systems ·
Situational-awareness architecture · Neuro-fuzzy inference system (ANFIS) ·
Deep learning · Cyber-attack detection

1 Introduction

In recent year, more-electric aircraft (MEA) attracts more and more attention
because of its capability to leverage electrical energy to reduce the usage of
hydraulic, pneumatic and mechanical energy. By using electrical energy, MEA
provides secondary energy in aircraft with higher efficiency, less weight, lower
power consumption, and better performance [1]. As the secondary generation
systems of MEAs, auxiliary power units (APUs) are mainly used as starters to
main power generators and to satisfy other secondary on-board power requirements.
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Additionally, APUs are critical for the effective energy management and emergency
control of power systems. With the growing awareness regarding the importance of
reducing pollution and the emission of greenhouse gases, power generation systems
are utilizing more environment-friendly new electric power system technologies.
As a critical step towards the MEA, the conventional emergency power system
of the traditional aircraft can be potentially replaced by the hybrid ones using
more efficient and environmental-friendly generating units such as fuel-cell, battery,
and supercapacitor hybrid system [2, 3]. Hybrid auxiliary APUs are widely used
to achieve this goal [4–7]. Despite the efficiency of MEAs with hybrid APUs,
the increased system connectivity and the communication networks result in the
higher vulnerability to cyber-attacks on flight operations including electric power
system management [8]. In [9], Kumar and Xu identified cybersecurity risks
in communication systems in aviation and proposed a vulnerability assessment
framework for wireless threats in aviation cyber-physical systems. In [10], Huang
and Dong discuss a cyber-attack where attackers monitor and modify measurements
on an aero-engine. Considering the lack of outside assistant, systems that are capable
of detecting and overcoming cyber-attacks are required for the protection of aircraft.
This book chapter considers the vulnerability of hybrid APUs in MEA to cyber-
attacks and proposes an attack-resilient energy management architecture.

Recently, some energy management strategies have been developed for fuel-cell
hybrid power systems. In [11], Njoya et al. have developed an optimization based
energy management strategy (EMS) called external energy maximization strategy
(EEMS). This method was developed to maximize the energy of the battery and
the supercapacitor while keeping the states of charge (SOCs) of the battery and
supercapacitor within their operating limits, respectively. Heuristic rule-based state
machine control method was employed for energy management of hybrid fuel-cell
and battery power system [12]. In [13], classical PI controllers were implemented
for controlling the main performance parameters of the hybrid system. A rule-
based fuzzy logic control was proposed in [14]. The authors of [15] have used
frequency decoupling methods such that the fuel cell provides low frequency
demand, whereas the other energy sources deal with high frequency demand.
A cost function optimization technology for minimizing fuel consumption was
applied in [16]. Greenwell et al. in [17] have proposed a real-time model predictive
method for energy management of the hybrid system. Considering the potential of
cyber-attacks occurring on emergency hybrid APUs, it is important to develop an
attack-resilient intelligent power management architecture to mitigate the potential
attacks and ensure the efficient operation of the emergency power system even
in the presence of the cyber-attacks. To address this challenge, we develop a
situational-aware intelligent security control architecture for energy management
systems that exploits deep learning-based prediction method and an adaptive neuro-
fuzzy inference system (ANFIS) to evaluate the integrity of the critical measurement
data of the hybrid APUs, such as the power output of the fuel cell.

A deep learning technique, including convolutional neural network (CNN),
deconvolutional neural network (DCNN), and recurrent neural network (RNN),
is employed in our proposed attack detection method. CNNs are well established
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neural network models used in deep learning applications. One motivation for CNNs
is from the neuron organizations of the mammals visual cortex [18]. Therefore,
CNNs inherently perform well and are most commonly used for applications related
to natural images [19–24]. However, CNNs have also used and shown exceptional
performance in other pattern recognition applications such as spectrum analysis,
human action recognition, stock trading trend detection, natural language processing
etc. [25–32]. DCNNs essential perform the opposite operation for convolution
which is to combine abstract features to generate meaningful patterns. DCNNs
are used with CNN for applications that require regenerative capabilities such
as saliency map generation, semantic segmentation [33–37]. RNNs are a class
of neural networks developed for modeling of sequential dependencies between
sequential data such as time-series data [38]. RNNs have been successfully applied
to various sequence prediction and sequence labeling tasks in applications such
as speech recognition, natural language processing, speech synthesis, handwriting
recognition, human action recognition, visual tracking [39–44]. In [33], Kuen et
al. have utilized RNN for improvement of a CNN and DCNN based generative
network. In our work, we also exploit the combination of RNN with CNN-DCNN
generative model to achieve better prediction. In addition, we exploit ANFIS
technique and propose an estimation scheme for calculating of the true values of
the compromised data. ANFIS is one of the most successful neuro-fuzzy systems
developed, which applies neural learning rules to identify and tune the parameters
and structure of a fuzzy inference system, based on the available data [45]. It
is considered to be a universal estimator since it has the learning capability to
approximate nonlinear functions by integrating both neural networks and fuzzy
logic principles. Its inference system corresponds to a set of fuzzy if-then rules.

In this chapter, we evaluate our proposed methods targeting a hybrid APU
of a MEA. The rest of the chapter is organized as follows. The next section
describes the problem settings for our proposed deep learning and ANFIS based
power management method. Section 3 details our proposed deep learning and
ANFIS based intelligent security control architecture. The simulation results and
the conclusions are presented in Sects. 4 and 5, respectively.

2 Problem Setting

To meet the increasing demand of electrical capacity in MEAs, engine based genera-
tors are being replaced with the highly efficient, green, continuously operating fuel-
cell based auxiliary power units [46]. To account for their natural electrochemical
reaction, fuel-cells have a slow response to supply the peak power [47]. Therefore
Li-ion batteries and/or supercapacitors are accompanied to form the hybrid power
and to supply the load during transient operating condition [11].

Since the hybrid APUs are controlled by the energy management strategies
(EMSs), it is imperative to ensure the accuracy of the control signals made by
the EMSs. To achieve this goal, one of the most important steps is to validate the
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Fig. 1 Overview structure of our proposed security control architecture for hybrid emergency
power system

integrity of the measurement data that is critical for obtaining an attack-resilient
decision making. Any mismeasurement in calculation of the control output can
make the whole system unstable causing life hazards. To address this problem, in
our work we propose a situational-aware intelligent security control architecture for
the energy management system of hybrid APUs of MEAs, which consists of three
essential schemes: (1) WT-based feature visualization for the critical measurement
data, (2) deep learning-based online attack-detection scheme, and (3) ANFIS-based
estimation scheme. Figure 1 presents the high-level overview of our proposed
intelligent security control architecture. As shown in Fig. 1, our proposed method,
which employs WT and deep learning techniques, validates the critical time-series
measurement data for the estimation scheme by training the measurements from the
APUs and historical data as the reference for the validation. If there are abnormal
patterns detected in any of the time-series measurements, an alarm label is set.
Decision interface activate the ANFIS-based estimation scheme to estimate the true
values of the compromised measurements leveraging the physical couplings with
data of the other real-time measurements.

In the simulation sections, we evaluate our method considering attackers are
interested in performing false data injection (FDI) attacks on APU reading data to
compromise the EMS. The FDI attacks are simulated by specifying the following
threat model: (1) the attackers can explore and modify any APU measurements; (2)
attackers perform FDI attack by adding a random bias to the measured readings, and
(3) because of the limited resource, the attacker is only able to modify one measured
reading in a single time window. The authors would like to claim that the proposed
method can be applied to detect and defend against the other types of cyber-attacks
such as spoofing and denial of services (DoS) attacks.
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3 Situation-Aware Intelligent Security Control Architecture
for Energy Management Strategy

This section describes the details of the proposed intelligent security control
architecture consisting of (1) deep learning-based online attack-detection scheme
and (2) ANFIS-based estimation scheme.

3.1 Deep Learning-Based Cyber Attack Detection Scheme

The structure of our proposed deep learning-based cyber-attack detection scheme
is illustrated in Fig. 2. As shown in Fig. 2, our strategy consists of a coupled
structure of a deep convolutional neural network (CNN) and deep deconvolutional
neural network (DCNN). Long short-term memory (LSTM) based recurrent neural
network (RNN) is designed to process the abstract features achieved by deep CNN
and to extract temporal features from the abstract CNN features.

The main building block of deep CNN is the convolution layer. The convolution
layer performs convolution on inputs with a set of learnable kernels, obtained values
are evaluated through an activation function to produce a set of output feature maps.
Convolution output corresponding to j th kernel in lth layer yl

j is calculated as
follows:

yl
j = f (

∑
i

xl−1
i ∗ kl

ij + bl
j ) (1)

where xl−1
i is the ith input vector (ith kernel output from previous layer), kij is the

corresponding learnable kernel mapping the ith input to the j th output, bl
j is a bias

vector corresponding to the j th output in the lth layer, and f (·) is an activation
function.

During the training process, each learnable kernel’s weight and bias values
are adjusted to extract some specific features available in the training set. In the
proposed scheme, we adopt rectifier activation (f (x) = max(0, x)). Convolution
layers are followed by a sub-sampling layer to reduce computations and to gradually
build up further spatial invariance. Our implementation uses 2×2 maximum pooling
as sub-sampling. As shown in Fig. 2, the second main component of our machine
learning method is the deep DCCN. Deconvolution layers are the essential com-
ponents of the deep DCNN. Similar to convolution operation, decovolution layer
outputs are calculated according to Eq. (2). A 2×2 unpooling operation is performed
on the input of the deconvolution layer before performing the deconvolution. The
number of kernels decreases for lower deconvolution layers. Therefore, the lowest
deconvolution layer produces a single output vector with same dimension as the
original data vector.
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xl
i = f (

∑
j

yl+1
j ∗ kl

j i + cl
i) (2)

where yl+1
h is the unpooled j th deconvolution kernel output from above layer, kji is

the corresponding learnable deconvolution kernel mapping j th input to ith output,
cl
i is a bias vector corresponding to ith output in lth layer, and f (·) is the rectifier

activation function.
As shown in Fig. 2, the output of the top CNN are reshaped and buffered to

set as inputs to an LSTM based RNN network. The operation of the LSTM block
is governed by Eq. (3) [48, 49]. Output of the final LSTM block is reshaped and
provided as input for deep DCNN. RNN characterize the temporal features within
the features learned by CNN and provide the DCNN with a more rich feature set
with temporal features. In addition, the residual connections in Fig. 2 are used to
improve the convergence of the overall architecture [50].

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

it = σ(Wixxt + Wimmt−1 + Wicct−1 + bi),

ft = σ(Wf xxt + Wf mmt−1 + Wf cct−1 + bf ),

ct = ft � ct−1 + it � g(Wcxxt + Wcmmt−1 + bc),

ot = σ(Woxxt + Wommt−1 + Wocct + bo),

mt = ot � h(ct ),

yt = ϕ(Wymmt + by)

(3)

where the W terms denote weight matrices (e.g. Wix is the matrix of weights from
the input gate to the input), the b terms denote bias vectors, σ(·) is the logistic
Sigmoid function, m is the cell output activation vector, i, f , o, and c are the input
gate, forget gate, output gate and cell activation vectors, respectively, all of which
have the same size as m, � is the element-wise product of the vectors, g(·) and
h(·) are the cell output and input activations that use hyperbolic tangent activation
functions, ϕ is the softmax output activation function.

The architecture shown in Fig. 2 is trained with gradient descent with the loss
function shown in Eq. (4), to minimize the mean square error (MSE) between xt

and yt . Additionally, by setting yt = xt+1, we are able to predict the value of the
data stream x at time t + 1. In our work, xt is a time window of measurement data
from the hybrid APU and thus xt+1 is that for the next time window.

L(xt , yt ) = 1

M

M∑
α=1

(xt − yt )
2 (4)

where M is the length of xt and yt .
The functionality of different sections of the neural network is as following. The

CNN characterizes the abstract features of the input data stream xt , which visualize
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temporal and spectral characteristics of small range time window of an APU reading
through WT. The LSTM-based RNN extracts the long-range temporal features
exhibited by the features obtained by CNNs. The generative DCNN achieves
an estimation of the next time frame yt = x̂t+1. Therefore, DCNN generates
representations similar to the input data with the knowledge on both long and short-
term temporal behavior of input data.

As illustrated in Fig. 1, after training with APU reading data, the proposed deep
learning-based prediction method is employed to real-time attack detection on APU
readings. APU reading data from the previous time windows are used to predict
the current time window of APU readings. Then, the actual current time window of
reading is observed and mean square error (MSE) between predicted and actual data
is calculated. If the MSE is larger than a predefined threshold for an APU reading,
an alarm label is set to that particular APU reading. Decision interface will detect
the set alarm label and activate the ANFIS-based estimation scheme to estimate the
compromised measurement.

3.2 Adaptive Neuro-Fuzzy Inference System (ANFIS)-Based
Estimation Scheme

The adaptive neuro-fuzzy inference system (ANFIS) was developed to integrate the
benefits of both the learning capability of the artificial neural network (ANN) and the
inference ability of rule-based fuzzy logic control. It can be considered as a superset
of all kinds of feed-forward neural network with supervised learning capability.
ANFIS technique exploits the hybrid learning procedure to form the input-output
relationship based on the human knowledge and input-output data. This technique
has been proved to be effective in modeling the nonlinear systems, identifying the
nonlinear parameters in online control, and predicting the parameters in the time
series models [45].

Figure 3 shows the structure of the layered ANFIS used in our work. As shown
in the Fig. 3, ANFIS is composed of five functional nodes, which are the input
nodes, the fuzzification nodes, the product nodes, the normalization nodes, and the
defuzzification nodes. Furthermore, these nodes can be classified into the adaptive
and fixed nodes based on whether they can be updated. In Fig. 3, the square nodes
denote the adaptive nodes and the circular nodes refer to the fixed nodes. To estimate
the power output of the fuel-cell, the inputs for the ANFIS include the SOC of the
battery, the power output of the ultracapacitor PUC , and the power consumption
of the emergency load PL. The output of the ANFIS is the estimated value of the
power output of the fuel-cell PFC . By employing the relative parameters, the ANFIS
generates the rules that are tuned efficiently.
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Fig. 3 Illustration of the proposed ANFIS implementation

In the fuzzification layer, the nodes are adaptive and the inputs are fuzzified
through the membership functions, such that inputs are labeled linguistically.
For simplicity in deriving the equations, we use A, B, and C to represent the
linguistic labels as demonstrated in Fig. 3. The membership function μ used in
this work is of generalized bell shape and can be calculated by using the following
nonlinear equation:

μ(x; a, b, c) = 1

1 +
[
x − c

a

]2b
(5)

where a, b, and c are antecedent parameters.
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The output of the layer can be described as follows:
⎧⎪⎪⎨
⎪⎪⎩

OL1,i = μAi(SOC),

OL1,j = μBj (PL),

OL1,k = μCk(PUC).

(6)

where i = 1, 2, 3, j = 1, 2, 3, 4, and k = 1, 2, 3, 4.
The functionality of the product layer is to perform the logical AND or product

of the input membership functions. The product layer output signifies the input
weight function or firing strength of the succeeding node. The output of this layer is
described as follows:

Wq = OL2,q = μAi(SOC).μBj (PL).μCk(PUC) (7)

where q denotes the total number of rules that is 3 × 4 × 4 = 48 in our work.
As shown in Fig. 3, the third layer of ANFIS is designed to normalize the input

weights. The output of this layer is called the normalized firing strength, which
characterizes the IF segment of a fuzzy rule. The layer output can be calculated in
the followings:

W
′
q = OL3,q = Wq∑

q

Wq

(8)

In the defuzzification layer, the nodes are adaptive nodes and the output of this
layer can be determined by the following linear equation:

W
′
qfq = OL4,q = Wq∑

q

Wq

[
rq(SOC) + sq(PL) + tq(PUC) + uq

]
(9)

where the parameters rq, sq, tq , uq are considered as consequent parameters which
are linear in nature.

Furthermore, the final layer of ANFIS is the output layer which consists of one
single fixed node. This single node achieves the overall output by calculating the
sum of all the input signals. This layer characterizes the THEN segment of a fuzzy
rule. The output of this layer is described as follows:

PFC = OL5,q = W
′
qfq = Wqfq

Wq

(10)

In the layered structure of ANFIS, the antecedents of the fuzzy rules are designed
to partition the input space into a number of local fuzzy regions, which are the
membership functions and the consequents are used to describe the behavior within
a given region via a linear equation (the first-order Sugeno fuzzy model is used
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in our work). Moreover, we exploit the well-known grid partitioning method for
partitioning the input space since this method requires only a small number of MFs
for each input [45].

4 Simulation Results

In this section, we evaluate the performance of our proposed intelligent situational
awareness system for achieving an attack-resilient emergency control for the hybrid
APU of MEA. For performance evaluation, we use the real-time testbed used in [11]
which is composed of a 12.5 kW, 30–60 V proton exchange membrane (PEM) fuel
cell power module with the nominal power of 10 kW, a 48 V, 40 Ah, Li-ion battery
system, a 291.6 V, 15.6 F supercapacitor system, and the associated dc-dc converters
and inverters. By using the testbed, we obtain the training datasets for the outcome
of energy management strategies. Figure 4a–d show the original data obtained
for the SOC of the battery, power output of the ultracapacitor PUC , the power
consumption of the emergency load PL and the power output of the fuel-cell PFC ,
respectively.

In this simulation, we consider the fuel-cell APU reading is compromised with
a false data injection (FDI) attacks. Fuel-cell power output data with a FDI attack
is shown in Fig. 4e, where the reading is compromised after time-step 1400. In

Fig. 4 Original measurement data obtained from APU for, (a) the SOC of the battery; (b) the
power output of the ultracapacitor PUC ; (c) the power consumption of the emergency load PL; (d)
the power output of the fuel-cell PFC ; and (e) power output of the fuel-cell PFC with a simulated
FDI attack
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the simulation we consider intelligent attacks launching the false data injection
attacks by modifying the measurement of the power output of fuel-cell. The real and
compromised measurements of the power output of fuel-cell are shown in Fig. 4d,
e, respectively. As illustrated in Fig. 4e, the compromised measurement exhibits
similar pattern with the real one. This is because that we assume the attacker is
intelligent and has certain knowledge of this system. In this simulation, the time
series are divided into 1400 overlapping time windows of size 256 for further
processing. Time series for fuel-cell measurement with no attacks are generated
for 5 independent simulation instances and all 1400 × 5 time windows are used for
training the network. A separate instance of simulation is used to generated attacked
and non-attacked data for testing the trained network.

4.1 Deep Learning Implementation and Results

The deep CNN and DCNN used in the deep learning implementation consist of
3 convolutional and deconvolutional layers, respectively. The input size of the
deep CNN is 16 × 16. The first, second, and third convolution layers consist of 32
5 × 5, 64 5 × 5, and 64 2 × 2 feature kernels, respectively. Each convolution layer
is followed by a 2 × 2 maximum pooling layer. The final 4 × 4 × 64-dimension
extracted feature vector is reshaped to a 1 × 1024 vector and further processed
by using LSTM-based RNN. The dimension of the input layer, hidden layer and
output layer of the LSTM blocks are set as 1 × 1024, respectively. The output of
the final LSTM block zt is reshaped back to 4 × 4 × 64 dimension and used as the
input of the third deconvolution layer. The dimension parameters of the deep DCNN
are set to regenerate the inputs of corresponding convolution layers. Our proposed
deep leaning-based attack detection method is implemented using the TensorFlow
API [51].

The time windows of size 256 are reshaped to 16 × 16 data streams and the deep
learning method is used to predict APU reading of future time windows when that
of current and previous time windows are known. In the implementation, 5 previous
time windows are considered. Figure 5 shows the MSE between prediction and
actual data and Fig. 6 shows the MSE between prediction and FDI attacked data
of power output of the fuel-cell PFC .

From Figs. 5 and 6, we can observe that the MSE between prediction and FDI
attacked measurements becomes larger compared to MSE between actual an the
predicted measurements for the later time windows, when the actual attack occurred.
Therefore, we can define a hard threshold for the measurement to identify an FDI
attack considering MSE between predicted and real-time measured data. By using
the MSE threshold 0.01 considering the time window indices above 1000 we can
detect the considered attack with accuracy of 92.1% with a false alarm rate of 2.7%.
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Fig. 5 MSE between actual data obtained from simulation and predictions obtained from deep
learning-based method
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Fig. 6 MSE between compromised data obtained from simulation and predictions obtained from
deep learning-based method

4.2 ANFIS Implementation and Results

After using the deep learning-based method for detecting an attack, ANFIS is used
to estimate the correct values for the compromised measurement. For the ANFIS
implementation, to define the membership functions (MFs), 1000 training data are
selected and the system is tested by using 600 different testing datasets. Figure 7
shows the generalized bell shaped MFs used in this simulation. The SOC of the
battery has 3 MFs that are Low (L), Medium (M), and High (H). The output power
of the ultra-capacitor presents 4 MFs that are Very Low (VL), Low (L), Medium
(M), High (H) and the power consumption of the emergency load profile is fuzzified
by 4 MFs that are Low (L), Medium (M), High (H) and Very High (VH). The
emergency load is simulated by using the typical emergency landing scenario from
Bombardier Aerospace [11].
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Since we considered fuel cell power output as attacked, we feed into the
ANFIS the other 3 input measurements and estimated the output power of fuel
cell. Figures 8a–d compare the accutal fuel cell power output with the estimated
results by considering that the ANFIS-based strategy adopts the following four
conventional control strategies to control the hybrid APU: (1) state machine control
strategy [12], (2) frequency decoupling fuzzy logic control strategy [15], (3)
classical PI control strategy [13], and (4) equivalent fuel consumption minimization
(ECMS) control strategy [16]. The mean absolute errors (MAEs) of estimations are
shown in Table 1. To achieve the fair comparison, we use the same sets of training
and testing data for the evaluation of both ANFIS-based and existing ANN-based
scheme. The comparison results are shown in Table 1. Additionally, the numbers of
the hidden neurons for the ANN is set to be 48, which is the same as the number of
rules used for the ANFIS.

5 Conclusion

In this chapter, we propose an intelligent situational awareness system for securing
the energy management systems of emergency hybrid APU in MEA by employing
deep learning and ANFIS techniques. Our strategy consists of two mechanisms:
(1) deep leaning-based attack detection scheme and (2) ANFIS-based estimation
scheme. Our deep learning-based attack detection scheme is developed to detect the
cyber-attacks, such as FDI attacks in real time, by exploiting deep CNN, DCNN, and
RNN techniques. Additionally, our ANFIS-based estimation scheme is designed
to estimate the real values of the compromised measurements that are critical for
energy management. In our simulations, we evaluate our intelligent situational
awareness system by assuming there are FDI attacks on the measurements of
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Fig. 8 Comparison results by considering, (a) state machine control; (b) frequency decoupling
fuzzy logic control; (c) classical PI control; and (d) ECMS control strategies
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Table 1 Performance comparison by using mean absolute error (W)

Security control
method

State machine
control

Frequency decoupling
and fuzzy logic

Classical PI
control ECMS

ANFIS method 10.5511 10.5437 12,5001 31.1472

Existing method 13.6000 13.6815 15.0932 35.0248

the power outputs of the fuel-cell in APU. Proposed deep learning-based method
shows above 92% accuracy for detecting the considered FDI attack on fuel-cell
measurements while the false alarm rate remains under 3%. Additionally, in our
simulations we evaluate the ANFIS-based estimation strategy by considering the
same scenario in which the measurement of the power output of the fuel-cell
is compromised. Also, we consider four different APU control schemes for the
evaluation. The experimental results show that our method outperforms the existing
method in all the four scenarios.
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Deep Learning in Person
Re-identification for Cyber-Physical
Surveillance Systems

Lin Wu, Brian C. Lovell, and Yang Wang

Abstract The Cyber-physical Systems (CPS) are a combination of integrated
physical processes, networking and computation to be minored and controlled y
embedded subsystems via networked systems with feedback loops to change their
behaviour when needed. Whilst the increased use of CPS brings more threats to the
public, and thus security problems in this area have become a global issue to make
it necessary to develop new approaches for securing CPS. The CPS utilise three-
level architecture based on the respective functions of each layer: the perception
layer, the transmission layer, and the application layer. Security in specific, CPS
applications is currently the most important security objective of CPS because it
offers the importance of CPS in its improving functionality

This chapter focuses on the application aspect which is more related to people’s
daily lives, and will present a real-time system including distributed multi-camera
system that integrates computing and communicating capabilities with monitoring
on people in the physical world, namely person re-identification in the cyber-
physical surveillance systems. The increasing sophistication and diversity of threats
to public security have been causing a critical demand for the development and
deployment of reliable, secure, and time-efficient visual intelligent surveillance
systems in smart cities. For example, visual surveillance for indoor environments,
like metro stations, plays an important role both in the assurance of safety conditions
for the public and in the management of the transport network. Recent progress in
computer vision techniques and related visual analytics offers new prospects for an
intelligent surveillance system. A major recent development is the massive success
resulting from using deep learning techniques to enable a significant boosting to
visual analysis performance and initiate new research directions to understand visual
content. For example, convolutional neural networks have demonstrated superiority
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on modelling high-level visual concepts. It is expected that the development of deep
learning and its related visual analytic methodologies would further influence the
field of intelligent surveillance systems. In view of the high demand for a prevalent
surveillance system by the metropolis communities, this chapter will introduce
recent research based on deep neural networks and pipelines to the practitioners and
human investigators undertaking forensic and security analysis of large volumes
of open-world CCTV video data sourced from a large distributed multi-camera
network covering complex urban environments with transport links. This chapter
will address the challenges of using deep learning and related techniques to
understand and promote the use of ubiquitous intelligent surveillance systems.

Keywords Cyber-physical system with security · Multi-camera networking ·
Person re-identification in cyber-physical security

1 Introduction

The networked systems of cyber and physical components consist of Cyber physical
Systems (CPS) that interact in a feedback loop with the possible help of human
intervention, interaction and utilisation. With the increased focus on data handling
capacity, data communications capability and integration of information systems,
the demand or integrating CPS in different fields is also increasing, resulting
in widely gained attention from research and many agencies [3]. The current
form of CPS is used in many different areas such as water industry, healthcare,
transportation, automotive systems, consumer appliances in addition to many other
areas that are directly related to people’s daily lives. The CPS are featured to
produce complex systems by joining individual components. Typically, data can be
collected by sensor devices, and transferred through the networks to the control
system with absence of any human to machine interactions [6]. However, the
increased connectivity of the cyber and physical world raise significant security
challenges to the CPS because the systems are improving the functionality and also
the interconnectivity among CPS subsystems are growing. The modern definition of
CPS is the integration of three layers: the perception layer, the transmission layer,
and the most interactive application layer [3], as shown in Fig.1.

In general, this chapter primarily focuses on the application layer which is
missioned to process the received information from the data transmission layer and
implements complex decision-making algorithms on the aggregated data to generate
correct decisions. The objective of this chapter is to create smart environment, and
combine CPS to enable intelligent application in the areas of Intelligent Trans-
portation and Smart Cities. Thus, this chapter falls into the information security
of CPS security [3] which involves securing information during data aggregation
(i.e. video streams collected from surveillance nodes), processing and large-scale
sharing in the network environment (i.e., visual analysis on person association to
refer the topology of networks), especially open loosely coupled transportation
networks/hubs across the city.



Deep Learning in Person Re-identification for Cyber-Physical Surveillance Systems 47

Fig. 1 The architecture of
CPS with three layers

Perception layer

Transmission layer

Sensors GPS

Bluetooth

Application layer

Smart transportation Smart city

Many recent studies on person re-identification (re-id) attempt to generate robust
feature representation which is discriminative and robust for describing pedestrian
appearance under various changes and conditions [5, 14, 20, 62, 87, 88]. Bazzani
et al. [5] represent a person by a global mean colour histogram and recurrent local
patterns through epitomic analysis. Farenzena et al. [14] propose the symmetry-
driven accumulation of local features (SDALF) which exploits both symmetry and
asymmetry, and represents each part of a person by a weighted color histogram,
maximally stable colour regions and texture information. Gray and Tao [20] propose
to use AdaBoost to select good features out of a set of colour and texture features.
Schwartz and Davis propose a discriminative appearance based model using partial
least squares, in which multiple visual features: texture, gradient and colour features
are combined [47]. Recently, saliency information has been investigated for person
re-id [86, 87], leading to a novel feature representation and improved discriminative
power in person re-id. In [87], a method of eSDC is presented to learn salience
for persons under deformation. Moreover, salience matching and patch matching
can be integrated into a unified RankSVM framework (SalMatch [86]). They also
propose mid-level filters (MidLevel) for person re-identification by exploring the
partial area under the ROC curve (pAUC) score [88]. Lisanti et al. [37] leverage
low-level feature descriptors to approximate the appearance variants in order to
discriminate individuals by using sparse linear reconstruction model.

Metric learning approaches to person re-id essentially formalise the problem as
supervised metric/distance learning where a projection matrix is sought out so that
the projected Mahalanobis alike distance is small when feature vectors represent
the same person and large otherwise. Typically, Large Margin Nearest Neighbor
Learning (LMNN) [63], Information Theoretic Metric Learning (ITML) [12],
and Logistic Discriminant Metric Learning (LDM) [21] are three representative
methods. By applying these metric learning methods into person re-id, many
effective approaches are developed [23, 26, 34, 35, 40, 43, 74, 76, 91]. Mignon
et al. [40] proposed Pairwise Constrained Component Analysis (PCCA) to learn
a projection into a low dimensional space in which the distance between pairs of
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samples respects the desired constraints, exhibiting good generalisation properties
in the presence of high dimensional data. Zheng et al. [91] presented a Relative
Distance Comparison (RDC) to maximise the likelihood of a pair of true matches
having a relatively smaller distance than that of a mismatched pair in a soft
discriminant manner. Koestinger et al. propose the large-scale metric learning from
equivalence constraint (KISSME) which considers a log likelihood ratio test of
two Gaussian distributions [26]. Li et al. propose the learning of locally adaptive
decision functions (LADF), which can be viewed as a joint model of a distance
metric and a locally adapted thresholding rule [34]. The Cross-view Quadratic
Discriminant Analysis (XQDA) algorithm learns a discriminant subspace and
distance metric simultaneously. It is able to perform dimension reduction and select
the optimal dimensionality. To make the metric learning more efficient, they further
present a positive semi-definite constrained method to reduce the computation cost
and get more robust learned metric. In [35], an efficient feature representation called
Local Maximal Occurrence is proposed, followed by a subspace and metric learning
method. Last but not least, learning to rank can be employed in person re-id, and
approaches include ensemble RankSVM [45], Metric Learning to Rank (MLR) [38]
with application to person re-id [74] and structured metric ensembling [42].

With the resurgence of deep Convolutional Neural Networks (CNNs), a large
body of deep learning based person re-id algorithms have been proposed [1, 9–
11, 30, 32, 53, 55, 56, 66, 84, 85, 94] to learn high-level representations with
discriminations. In [1], a Siamese CNN with a symmetry structure comprising
two independent sub-nets is introduced and jointly learned the distance metric
in pairwise. Li et al. [32] designed a different network, which begins with a
single convolution layer with max pooling, followed by a patch-matching layer
that multiplies convolutional feature responses from the two inputs at a variety of
horizontal offsets. The PersonNet is a more deep architecture from [1] where more
convolution/max pooling layers are applied in the context of very small filters. To
further improve the re-id accuracy, some deep models are designed to consider the
spatial patch alignment [7, 30, 55, 56, 72, 94] or consider to encode local body
parts into a global representation [9, 85]. All above mentioned methods, if not
all, are supervised and they require label supervision or body part annotations to
produce the discriminative representations against identities. On the other hand,
unsupervised learning alternatives [13, 58, 79, 87] are introduced into tackle person
re-id by discovering salient features [58, 87] or transferring representations across
datasets [13, 44]. Some researchers attempt to bring domain adaptation techniques
to alleviate the cross-view disparity in the matching of pedestrians [80].

This chapter aims to introduce the readers more recent progress towards deep
learning based person re-id for CPS security in the matter of information security,
and shed light on the development of varied frameworks to the case of person
re-id in different settings. The rest of the chapter is structured as follows. In
Sect. 2, some recent supervised and unsupervised learning methods will be briefly
described. In Sect. 3, a set of deep learning methodologies are presented in terms
of image-based person re-id (Sect. 3.1) and video-based person re-id (Sect. 3.2).
In the stream of image-based person re-id, a prototype of deep feature learning
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framework is presented, and an improved hash learning model for the case of
fast searching candidates in person re-id is also introduced. Also, an unsupervised
learning algorithm based on generative adversarial neural networks is introduced to
allow the effective re-identification without supervision. Finally, Sect. 4 concludes
this chapter and some open problems are discussed in Sect. 5.

2 Background

Since computing devices are becoming lightweight, portable, and capable of being
connected with the real world, CPS components can be interconnected through
the Internet with the capability of system monitoring and controlling with proper
operation and real-time response. CPS are providing a coupled environment that
real-time response contains interconnectivity of thousands of device, enabling more
convenience in management and control.

More recently, person re-id cyber system with security is mainly related to real-
time systems including distributed real-time control camera networks that integrate
computing and communication capabilities with monitoring and control of entities
in the physical world, for example, the transportation hub, airport terminals, and a
whole smart city. When designing next generation security solutions, it is crucial
to combine sensing, computing, understanding, communication and prediction in
such networked-camera systems. Examples include automated video surveillance
platforms and smart camera networked systems that are monitoring behaviour and
activities, or other changing information in the environment, for the purpose of
influencing, managing, directing, or protecting people. They exhibit a high-level
of awareness beyond primitive actions, in support of persistent and long-term
autonomy. However, some core problems such as person identification and tracking,
and behaviour analysis in intelligent surveillance, are still affected by a number of
practical problems. They typically involve a variety of representation, reasoning and
efficiency mechanisms in the context of an extended distance and period of time
and low resolution/frame rate in poor quality capturing conditions. A significant
research problem in visual surveillance is person re-identification [17] which refers
to associating individuals across disjointed cameras at different locations and in
different time periods. As core to multi-camera surveillance systems, person re-id is
also of great security interest and can be used for various surveillance applications,
such as facilitating cross-camera tracking of people and understanding their global
behaviour in a wider context.

2.1 Supervised Learning in Person Re-identification

The task of person re-identification can be accomplished by two categories of
methods: (i) learning distance or similarity measures to predict if two images
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describe the same person [7, 31, 34, 49, 76, 81, 91], and (ii) designing distinctive
signature to represent a person under different cameras, which typically performs
classification on cross-image representation [1, 7, 32, 53, 55, 57, 68]. For the first
category of methodologies, they usually use many kinds of hand-crafted features
including local binary patterns [26, 76], colour histogram [26, 67], local maximal
occurrence (LOMO) [35, 36], and focus on learning an effective distance/similarity
metric to compare the features. For the second category, deep convolutional
neural networks are very effective in localising and extracting relevant features to
form discriminative representations against view variations. For instance, identity-
preserving projections can be learned through optimising the identification loss [53]
or a combination loss of identification and pairwise loss [57]. However, all these re-
id models are in a supervised manner and rely on substantial labeled training data,
which are typically required to be in pair-wise for each pair of camera views. Their
performance depends highly on the quantity and quality of labeled training data,
which also limits their application to large-scale networked cameras. In contrast,
unsupervised learning methods based on generative modelling do not require any
labeled data, and thus are free from prohibitively high cost of manual labelling and
the risk of incorrect labelling.

2.2 Unsupervised Learning in Person Re-identification

Most of existing re-id models are developed in a supervised manner to learn
discriminative features [68, 85, 89] or learn distance metrics [33, 57, 81]. How-
ever, all these models rely on substantial labeled training data, which hinder the
application of them in large networked cameras. Semi-supervised and unsupervised
methods are presented to overcome the scalability issue by using limited number
of labeled samples or without using label information. These techniques often
focus on designing handcrafted features (e.g., color, texture) [4, 58, 87] that should
be robust to visual changes in imaging conditions. However, low-level features
are not expressive in view-invariance because features are not learned to be apt
to view-specific bias. Transfer learning has been applied into re-id [13, 44, 92],
and these methods learn the model using large labeled datasets and then transfer
the discriminative knowledge to the unlabelled target camera pair. More recent
approaches to re-id aim to learn a cross-view metric either by asymmetric clustering
on person images [79] or by transferable colour metric from a single pair of images
[4]. However, there is still a considerable performance gap relative to supervised
learning approaches because it is not principled to fully explore the discriminative
space in the context of limited labeled samples available in training. To achieve
comparable performance to supervised pipelines, this chapter will introduce an
effective view alignment approach to statistically discover co-occurrence patterns
that help to produce discriminative features automatically.
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3 Deep Learning in Person Re-identification for
Cyber-Physical Surveillance Systems: New Trending
Methodologies

Person re-identification is essentially to measure the similarity for pairs of pedes-
trian images in a way that a pair is assigned a high similarity score in case of
depicting the same identity and a low score if displaying different identities. This
typically involves constructing a robust feature representation and an appropriate
similarity measure in order to estimate accurate similarity scores. To this end,
many methods focusing on feature representation and distance function learning
are designed separately or jointly to deal with person re-id problem. Low-level
features such as colour and texture can be used for this purpose. Some studies have
obtained more distinctive and reliable feature representations, including symmetry-
driven accumulation [14], horizontal partition [35], and salience matching [87].
However, it is still difficult to design a type of feature that is discriminative and
invariant to severe changes in terms of misalignment across disjoint camera views.
Another pipeline of person re-id system is to learn a robust distance or similarity
function to deal with complex matching problem. Many metric learning algorithms
are proposed for this purpose [4, 34, 35, 43, 49, 57, 68, 76, 79]. In practice, most
of metric learning methods exhibit a two-stage processing which typically extract
hand-crafted features and subsequently learn the metrics. Thus, these approaches
often lead to sub-optimal solutions.

Convolutional Neural Networks (CNNs) have proven highly successful at image
recognition problems and various surveillance applications including pedestrian
detection [41, 93], and tracking [60]. Also, substantial progress is witnessed in
person re-id such as [1, 9–11, 30, 32, 53, 55, 56, 66, 84, 85, 94]. By applying
CNNs, a joint feature representation and metric learning can be achieved. The
FPNN algorithm [32] makes the first attempt to introduce patch matching in CNNs,
followed by an improved deep learning framework [1] where layers of cross-input
neighborhood differences and patch summary are added. These two methods both
evaluate the pair similarity early in the CNN stage, so that it could make use of
spatial correspondence of feature maps. In fact, spatial misalignment is very notable
in person re-id due to similar appearance or occlusion [72, 94]. As a result, a more
deep model is demanded to well address this challenge by faithfully capturing non-
linear relationship between patches.

3.1 Image-Based Person Re-identification

The task of image-based person re-identification is to match pedestrian static images
observed from multiple non-overlapping camera views with varied visual features
[34, 36, 43, 53, 58, 66, 72, 76, 87, 91]. This problem has been extensively studied to
cope with the challenges which are presented in the form of compounded variations
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Fig. 2 Typical samples of pedestrian images in person re-identification from the VIPeR [19],
labeled CUHK03 [32] and Market-1501 [90] datasets. Each column shows two images of the same
individual observed by two different camera views

in visual appearance across different camera views, human poses, illuminations,
background clutter, occlusions, relatively low resolution and the different placement
of the cameras. Some image examples from widely known person re-id datasets are
shown in Fig. 2. In what follows, the section will outline two plausible pipelines
in addressing the problem of person re-id in terms of the employment of label
supervision on data samples or without label supervision.

3.1.1 Supervised Deep Representation Learning

PersonNet [66] is a pioneering work that is inspired by deep VGG network [50] to
deepen a state-of-the-art [1] by using very small convolutional filters throughout
the architecture. During training, the input to the PersonNet is a pair of fixed-
size 160 × 60 RGB images. The pair of images is passed through a stack of tied
convolutional layers, where we use filters with a very small receptive filed: 3 × 3.
The convolution stride is fixed to 1 pixel. Spatial pooling is carried out by three max-
pooling layers, which follow some of the convolution layers (not all the convolution
layers are followed by max-pooling). Max-pooling is performed over a 2 × 2 pixel
window, with stride 2. After a stack of convolution layers, we have three fully-
connected layers where the first two have 4096 dimension and the third is 512,
which is put through soft-max to determine the pair is same or different.The overall
architecture of the PersonNet is shown in Fig. 3.

Convolution and Max Pooling

The first two layers are convolutional and max-pooling layers. Given two pedestrian
images I and J observed by two different camera views with three color channels
and sized 160 × 60, the convolutional layer outputs local features extracted by filter
paired. The filters (W, V) applied to two camera views are shared. Given the input
I and J, consisting of C channels of height H and width W , if we use K filters and
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Fig. 3 The architecture of PersonNet. The network takes a pair of RGB images as input, which
is put through a stack of convolution layers, matching layer, and higher layers computing
relationships between them

each filter is in size of m×m×C, the output consist of a set of C′ channels of height
H ′ and width W ′. We define the filter functions as f, h : RH×W×C → R

H ′×W ′×C′

f k
ij = σ((Wk ∗ I)ij + bI

k ) (1)

hk
ij = σ((Vk ∗ J)ij + bJ

k ),

where k ∈ R
K×K×C . Rather than using relatively large receptive fields in the first

two convolutional layers (e.g., 5 × 5 in [1, 32]), we use small receptive fields with
3 × 3 throughout the whole net to convolute with the input at every pixel with stride
of 1. Apparently, a stack of two 3 × 3 convolution layers (without spatial pooling
between them) amounts to working as a receptive field of 5 × 5. By doing this, more
non-linear activation functions are embedded which can make the decision function
more discriminative [50].

Activation function can increase the nonlinear properties of the decision function
and of the overall network without affecting the receptive fields of the convolutional
layer. Instead of using ReLU, σ(x) = max(0, x), as the activation function in
deep network, we choose the nonlinear activation function σ(x) to be hyperbolic
tangent function, σ(x) = tanh(x) = ex−e−x

ex+e−x , which can re-scale the linear output

in the range [−1, 1]. Scaling the activation function to be σ(x) = tanh( 3x
2 ) is

able to ensure the training is spread uniformly over each layer particularly helpful
in networks with very deep layering. The max-pooling layer is used to reduce the
dimensionality of the output and variance in deformable objects to ensure that the
same result will be obtained even when image features undergo slight translations.
The max-pooling operation is applied on every pixel around its neighbourhood.
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Modelling Neighbourhood Patch Matching

The person re-id problem is typically characterised of large cross-view variations,
misalignment and pose variations. This renders some patches mismatched on the
same person. The patch matching layer is introduced to computes the differences in
filter responses of local patches across two views. Since we have fI, gJ ∈ R

32×7,
the difference around the neighbourhood of each feature location yields to a set of
feature maps Ki ∈ R

32×7×3×3 (i = 1, . . . , 32), where 3 × 3 is the window size of
neighborhood around a feature value. In other words, Ki indicates a 32 × 7 grid of
3 × 3 blocks, Ki(x, y) ∈ R

3×3 where 1 � x � 7 and 1 � y � 32. Following [1],
we have

Ki(x, y) = fI(x, y)I(3, 3) − N [hJ(x, y)] (2)

where I ∈ R
3×3 is a 3 × 3 indicator matrix with all elements being 1s, and

N [hJ(x, y)] ∈ R
3×3 is a 3×3 neighbourhood of hJ centered at (x, y). Here we use a

small neighbourhood of size 3×3 to model the displacement of body parts caused by
pose and viewpoint variations [32]. Our architecture can avoid symmetric operation
on computing Ki because we use online sampling to generate pairs of images.

The visualisation of feature responses at each layer of the network are shown
in Fig. 4. We can see that after Conv0, the features responds to bright regions of
the images. After a few convolutions and max-pooling, higher responses are given
to body as a whole. In this process, part-based CNNs maybe beneficial to further
improve the accuracy of recognition since human body parts can be very different
across camera views and matching different parts are helpful in matching. Recall
from Sect. 3.1.1 and [1], the neighbourhood layer is to compute the difference of
corresponding feature maps across two views in a small range. This can robustly
match some patches that undergo variations in viewpoints, and poses. For a negative
pair, a neighbourhood difference layer can highlight some local patches that are
visually different, as shown in Fig. 4a. By contrast, for a positive pair, the difference
map is expected to be close to zero and nonzero values should be small and
uniformly distribute across the map, as shown in Fig. 4b. The difference layer is
followed by another patch summary layer that extract these difference maps into

(a) (b)

Fig. 4 Feature responses of each layer learned by the PersonNet network. (a) A pair of negative
images. (b) A pair of positive images
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a holistic representation of the differences in each 3 × 3 block. Then, we use
another convolution layer with max pooling to learn spatial relationships across
neighbourhood differences. The network ends up with three fully connected layers
with soft-max output.

Training Strategies

We use the ReLU as the non-linear activation function in our models. Training
data are divided into mini-batches where each mini-batch consists of randomly
sampled image pairs. Input pairs are put through the network to compute feature
representations feed-forwardly, and gradients computed from SGD with variance
reduction over each mini-batch are back-propagated to update sets of parameters.
To train the parameters of these supervised layers, we use the objective function that
involves minimising the cross-entropy between the network output and the ground-
truth. The last soft-max layer uses the soft-max function to determine whether the
two input images I,J belong to the same person or not. The output is a binary
variable yI,J , defined as

p(yI,J = i|W, b) = e(Wi ·x+bi )

∑
i e(Wi ·x+bi )

. (3)

Let yI,J = 1 if I and J are matched, and yI,J = 0 otherwise. x is the input from
the last fully-connected layer. W and b are the weights and bias terms to be learned.
Thus, following the setting in [32], given the class labels of N training sample pairs,
the negative log-likelihood is used as the contrastive loss function for training and
could be written as

loss =
N∑
n

yn log(p(y = 1|�, (In, Jn)))

+ (1 − yn) log(1 − p(y = 1|�, (In, Jn))).

(4)

3.1.2 Deep Hashing Learning for Fast Person Re-identification

Recently, deep learning methods [1, 8, 32, 66–68, 72, 75] have been proposed
to address the problem of person re-identification by learning deeply discrim-
inative Convolutional Neural Network (CNN) features in a feed-forward and
back-propagation manner. It extracts hierarchical CNN features from pedestrian
images; the subsequent metric-cost part compares the CNN features with a chosen
metric encoded by specific loss functions, e.g., contrastive (pair-wise) [1, 32, 66]
or triplet [8, 57] loss functions. However, such typical deep learning methods
are not efficient in real-time scenario, due to the less-efficiency of matching two
pedestrian images by extracting and comparing hierarchical CNN features. In fact,
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the excellent recognition accuracy in neural network-based architectures comes at
expense of high computational cost caused by the sequential updates in gradient
decent of optimising an objective function with a contrastive or triplet loss. As
a result, the learning is slow by taking pairwise or triplet units as input, and
the main computational expense for these deep models comes from many weight
updates using stochastic gradient descent. This is, in our view, is mostly due to
the less effective data sampling strategy underpinned by the simplified objective
function without any high-order information. And directly matching these CNN
features to obtain similarity values is not fast enough to be applicable in real-
world applications. In this section, we aim to reduce the computational burden of
person re-identification by developing a fast re-identification framework whereby
discriminative feature representations and hashing codes are learned effectively
under a structured loss function which can automatically mine out meaningful
hard examples, and exert boosting effect on parameter update during the back-
propagation, leading to fast convergence and improved performance.

To cope with ever-growing amounts of visual data, deep learning based hashing
methods have been proposed to simultaneously learn similarity-preserved hash-
ing functions and discriminative image representation via a deep architecture
[28, 73, 82, 83]. Simply delving existing deep hashing approaches into a person
re-identification system is not trivial due to the difficulty of generalising these
pre-trained models to match pedestrian images in disjoint views. Fine-tuning is a
plausible way to make pre-trained models suitable to re-identification, however, to
suit their models, training images are commonly divided into mini-batches, where
each mini-batch contains a set of randomly sampled positive/negative pairs or
triplets. Thus, a contrastive or triplet loss is computed from each mini-batch, and
the networks try to minimise the loss function and update the parameters through
back-propagation by using Stochastic Gradient Decent (SGD) [64]. We remark
that randomly sampled pairs/triplets carry little helpful information to SGD. For
instance, many triplet units can easily satisfy the relative comparison constraint in a
triplet loss function, resulting into a slow convergence rate in the training stage since
many of them easily satisfy the constraint well and give nearly zero loss. Worse still,
mini-batches with random samples may fail to obtain a stable solution or collapse
into a local optimum if a contrastive/triplet loss function is optimised [51]. To this
end, a suitable loss function is highly demanded to work well with SGD over mini-
batches, which has desirable property of augmenting meaningful hard examples.

This section will present a deep hashing scheme based on CNNs to efficiently
address the problem of person re-identification [70]. To mitigate the undesirable
effects caused by contrastive/triplet loss function, a structured loss function that
actively adds hard negative samples into mini-batches is introduced, leading to a
structured deep hashing framework. The proposed structured loss can guide sub-
gradient computing in SGD to have correct directions, and thus achieves a fast
convergence in training. Meanwhile, similarity-preserving hashing functions are
jointly learned to enable a fast re-identification system. The overview of the hash
framework is illustrated in Fig. 5.
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Fig. 5 Overview of the deep hashing framework for person re-identification. The deep neural
network takes a feed-forward, back-propagation strategy to learn features and hash codes simul-
taneously. During the feed-forward stage, the network performs inference from a mini-batch. The
mini-batch is put through a stack of convolutional layers to generate nonlinear yet discriminative
features, which are subsequently mapped to output feature vectors by fully-connected layers
(FC). Meanwhile, a hash function layer is introduced atop of FC layer to learn hash codes that
are optimized by a structured loss function to preserve their similarities/dissimilarities. In back-
propagation, parameters are updated by computing their Stochastic Gradient Decent (SGD) w.r.t.
the mini-batch

Learning Deep Hashing Functions

Assuming I to be the original image space, a hash function f : I → {0, 1}r
is treated as a mapping that projects an input image I into a r-bit binary code
f (I) while preserving the similarities of person images across camera views.
Learning based hashing methods aim to seek a set of hash functions to map and
quantize each sample into a compact binary code vector. Assuming we have r hash
functions to be learned, which map an image I into a r-bit binary code vector
f (I) = [f1(I), f2(I), . . . , fr (I)].

During training, the input to the network is a mini-batch containing pairs of
fixed-size 160 × 60 RGB images. The images are passed through four convolutional
layers, where we use filters with a very small receptive filed: 3 × 3. The convolution
stride is fixed to 1 pixel. Spatial pooling is carried out by three max-pooling layers.
Max-pooling is performed over a 2 × 2 pixel window, with stride 2. After a stack
of convolution layers, we have two fully-connected layers where the first one has
4096 dimension and the second is 512-dim, which are then fed into the hash layer
to generate a compact binary code. Inspired by [52], a bypass connection between
the first fully connected layer and the hash layer is added to reduce the possible
information loss. Another reason is features from the second fully connected layer
are very semantic and invariant, which is unable to capture the subtle difference
between person images. Thus, we rewrite the deep hash function as:
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f (I, wi ) = π
(
sigmoid

(
wT

i [g1(I); g2(I)]
))

, (5)

where sigmoid(t) = 1/(1 + exp(−βT t)), β is a hyper-parameter. wi denotes the
weights in the i-th hash function, g1(·) and g2(·) represent feature vectors from
the outputs of the two fully connected layers, respectively. π(·) is the piece-wise
threshold function, which is to encourage binary outputs. Specifically, for an input
variable s = sigmoid(t) ∈ [0, 1], the piece-wise function is defined as

π(s) =
⎧⎨
⎩

0, s < 0.5 − ε

s, 0.5 − ε ≤ s ≤ 0.5 + ε

1, s > 0.5 + ε,

where ε is a small positive hyper-parameter. Then, we have the hash function as
f (I, w) = [f (I, w1), . . . , f (I, wr )]. After the deep architecture is trained, in
prediction, the hashing code for a new image I can be done by a simple quantization
b = sign(f (I, w) − 0.5), where sign(v) is a sign function on vectors that for
i = 1, 2, . . . , r , sign(vi) = 1 if vi > 0, otherwise sign(vi) = 0. Note that for input
images in prediction, the proposed deep hashing approach produces approximate
(real-value) hash codes, which are converted into binary ones by the quantiation
process. Nonetheless, the piece-wise threshold function serves to convert some of
the values in the approximate hash codes into zeros or ones in training, e.g., the
outputs from the sigmoid function in [0, 0.5 − ε] or [0.5 + ε, 1] are truncated to be
0 or 1, respectively. This can minimise the errors induced by the quantisation step.

Optimizing the Structured Loss

Previous works on person re-identification implement a SGD [64] by drawing
pairs or triplets of images uniformly at random. They didn’t fully make use of the
information of the mini-batch that is sampled at a time and not only individual pairs
or triplets. By contrast, we propose a structured loss over a mini-batch in order to
take full advantage of the training batches used in SGD. Meanwhile, the proposed
structured loss can ensure fast convergence and stableness in training. The structured
loss is conducted on all positive pairs and corresponding close (“difficult”) negative
pairs across camera views. Specifically, it can be formulated as

F = 1

|P̄ |
∑

xi ,yi∈P̄

max
(
0, Fxi ,yi

)
,

Fxi ,yi
= max (max (0, α − ||xi − yk||H ) , max (0, α − ||yi − yl ||H ))

+ ||xi − yi ||H , s.t. xi , yi , yk, yl ∈ {0, 1}r , (xi , yi ) ∈ P̄ , (yk, yl ) ∈ N̄,

(6)
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where P̄ and N̄ denote the set of positive and negative pairs in each mini-batch. The
process of selecting positive and negative samples is elaborated in paragraph 3.1.2.

Relationship to contrastive, triplet and quadruplet [29] ranking loss

– In pairwise training with O(m) separate pairs in the batch, a total of O(m2)

pairs can be generated accordingly. However, these negative edges induced
between randomly sampled pairs carry very limited information [51]. By
contrast, selected difficult exemplars are sharper cases that a full sub-
gradient method would more likely focus on;

– Compared with triplet embedding containing randomly sampled triplets,
our training batch is augmented by adding negative neighbours bilaterally
for each positive pairs. By doing this, the optimisation process is conducted
on most violate constraints, leading to fast convergence. Moreover, the
proposed structured loss makes best use of the mini-batch structure
to further reduce the intra-class variations and enlarging the inter-class
variations by pushing away negative pairs from positive pairs with respect
to the different probe images (i.e., ||yi −yl ||H < ||yi −xi ||H ). Specifically,
the structured loss can be equivalently transformed to be two regular
triplets: [xi , yi , yk], and [yi , xi , yl], which provide the correct orders of
relative comparison in the Hamming embedding space, that is, max(||xi −
yi ||H −||xi−yk||H +α, 0) + max(||yi−xi ||H −||yi−yl ||H +α, 0). Thus, the
proposed loss in practice leads to improved capacity of the deep hashing
model by simultaneously considering the correct orders in Hamming space
and reducing (enlarging) intra-class (inter-class) variations.

– Compared with quadruplet constraint that expresses inequality constraints
on dissimilarities, our structured loss can be transformed to a rich class of
quadruplet constraints. For example, given (xi , yi ) ∈ P̄ , (yk, yl ) ∈ N̄ , our
structured loss in (6) is equivalent to be two sets of quadruplet inequality:
d(xi , yi ) < d(xi , yk), d(yi , xi ) < d(yk, yl ).

For ease of optimizsation, we relax Eq. (6) by replacing the Hamming norm with
the �2-norm and replacing the integer constraints on x’s and y’s with the range
constraints. The margin of α is set to be 1. The modified loss function is

F = 1

|P̄ |
∑

xi ,yi∈P̄

max
(
0, Fxi ,yi

)
,

Fxi ,yi
= max

(
max

(
0, 1 − ||xi − yk||22

)
, max

(
0, 1 − ||yi − yl ||22

))

+ ||xi − yi ||22, s.t. xi , yi , yk, yl ∈ [0, 1]r , (xi , yi ) ∈ P̄ , (yk, yl ) ∈ N̄ .

(7)
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The variant of structured loss is convex. Its sub-gradients with respect to xi , yi ,
yk , and yl are

∂F

∂xi

= (2yk − 2yi ) × I[2 + ||xi − yi ||22 > ||xi − yk||22 + ||yi − yl ||22]
∂F

∂yi

= (2yl − 2xi ) × I[2 + ||xi − yi ||22 > ||xi − yk||22 + ||yi − yl ||22]
∂F

∂yk

= 2xi × I[2 + ||xi − yi ||22 > ||xi − yk||22 + ||yi − yl ||22]
∂F

∂yl

= 2yi × I[2 + ||xi − yi ||22 > ||xi − yk||22 + ||yi − yl ||22]

(8)

The indicator function I[·] is the indicator function which outputs 1 if the
expression evaluates to true and outputs 0 otherwise. Thus, the loss function in
Eq. (6) can be easily integrated into back propagation of neural networks. We can
see that our structured loss provides informative gradients signals for all negative
pairs which are within the margin of any positive pairs. In contrast to existing
networks like [1, 32] where only hardest negative gradients are updated, making the
training easily over-fit, the proposed structured loss makes the optimisation much
more stable.

Hard Negative Mining for Mini-batches

As aforementioned, our approach differs from existing deep methods by making
full information of the mini-batch that is sampled at a time, including positive
pairs and their difficult neighbours. Please note that difficult neighbours are defined
only with respect to the gallery camera view. The rationale is to enhance the mini-
batch optimisation in network training because the sub-gradient of Fxi ,yi

would use
the close negative pairs. Thus, our approach biases the sample towards including
“difficult” pairs. In this section, we particularly select a few positive pairs at
random, and then actively add their difficult (hard) neighbours into the training
mini-batch. This augmentation adds relevant information that a sub-gradient would
use. Specifically, we determine the elements in mini-batches by online generation
where all anchor-positive pairs in any identity are kept while selecting the hard
negatives for both the anchor and its positive correspondence. In fact, this procedure
of mining hard negative edges amounts to computing the loss augmented inference
in structured prediction setting [22, 51, 54]. Intuitively, the loss from hard negative
pairs should be penalizsed more heavily than a loss involving other pairs. In this
sense, our structured loss function contains enough negative examples within the
margin bound, which can push the positive examples towards the correct direction
and thus making the optimisation much more stable.
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3.1.3 Unsupervised Deep Representation Learning with Generative
Models

These deep learning methods are inherently limited due to two presumable assump-
tions: the availability of large numbered labeled samples across views and the two
fixed camera views are supposed to exhibit a unimodal inter-camera transform. In
practice, building a training dataset with tuples of labeled corresponding images
is impossible for every pair of camera views in the context of a large camera
network in video surveillance. Thus, this correspondence dependency greatly limits
the applicability of the existing approaches with training samples in correspondence.
Secondly, the practical configurations (which are the combinations of view points,
poses, lightings, and photometric settings) of pedestrian images are multi-modal
and view-specific [31] even if they are observed under the same camera. Therefore,
the complex yet multi-modal inter-camera variations cannot be well learned with a
generic metric which is incapable of handling multiple types of transforms across
views. Last but not the least, existing deep learning methodologies directly compute
the difference between intermediate CNN features and propagate only the similarity
value to a ultimate scalar. This would lose important information since they ignore
feature alignment in cross-view.

To overcome these limitations, a crossing net based on a couple of generative
adversarial networks (GANs) [18] is proposed to seek effective cross-view represen-
tations for person re-id [80]. To combat the first issue of relying on supervision, as
shown in Fig. 6, we observe some patterns that appear commonly across image pairs
are distinct to discriminate positive pairs from negatives. Thus, these co-occurrence
patterns should be mined out automatically to facilitate the task of re-id. Specifically,
as shown in Fig. 7, the proposed network starts from a tuple of variational auto-
encoder (VAE) [24], each for one image from a camera view, to encode the input
images into their respective latent variables without any region-level annotations

Fig. 6 Left: Pedestrian images selected from CUHK03 dataset [32]. Each column indicates
images in pairs regarding the same person observed by disjoint camera views. Right: Illustration
of co-occurrence regions in positive image pairs
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Fig. 7 The schematic
overview of the proposed
crossing GAN for person
re-id

VAE

VAE

align Weight sharing

on person images. The technique of VAE has been established a viable solution
for image distribution learning tasks while in this chapter, we describe VAE to
statistically generate latent variables for paired images without correspondence
labelling [80]. It is remarked that it is not desirable to use the Siamese CNNs [55] to
encode the input pair because CNNs are composed of fixed receptive fields which
may not flexible to capture the varied local patterns. Also, the Siamese architecture
enforces the weight sharing across CNN layers which are not suited for multi-modal
view-specific variations.

To address the view disparity, a cross-view alignment can be adopted which
is bridged over VAE outputs to allow the comparable matching. This alignment
operation is to derive a shared latent space by modeling the statistical relationships
between generative variables, and it is empirically demonstrated this explicit
alignment is crucial for cross-view representation learning [80]. Then, the crossing
net is coupled with adversarial networks to produce joint view-invariant distribution
which gives a probability function to each joint occurrence of cross-view person
images.

Systematic Overview: Crossing GANs for Person Re-identification

The complete network is then trained end-to-end for learning a joint invariant
distribution of images across camera views. Figure 8 illustrates the overview of
our architecture. It consists of a pair of (VAE, GAN)s, that is, (V AE1,GAN1)

and (V AE2,GAN2); each is responsible for synthesizing one image in one camera
view. In Fig. 8, the blue and green routes represent the forward paths of the VAE and
GAN for images x and x̄, respectively. The blue route, i.e., the VAE flow, is the use of
expressive latent variables to model the variability observed in the data. It essentially
captures the statistics of each individual image. The auto-encoding procedure is
explained in paragraph 3.1.3. The red route denotes the cross-view alignment that
links the latent variables (zx, zx̄) to ensure the shared latent representations. The
details of alignment is given in paragraph 3.1.3. The green routes represent the
adversarial learning which works to optimise optimal latent features corresponding
to the joint invariance across paired images. During training, the two GANs are
enforced to share a subset of parameters (the brown routes), which results in
synthesised pairs of corresponding images without correspondence supervision.
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Fig. 8 The overview on Crossing-GANs. Best view in color

Auto-encoding

Given a pair of data points (x(i), x̄(i)) from a dataset X = {x(i), x̄(i)}Mi=1 containing
N = 2M samples in M pairs. The auto-encoding algorithm uses unobserved
random variable z(i), to generate a data point x(i). As the generating process can
be repeated on either x(i) or x̄(i), in the following, we describe x(i) as illustration.
The process is composed of two phases: (1) a value z(i) is generated from some prior
distribution p(z(i)); (2) a value x(i) is generated from some conditional distribution
p(x(i)|z(i)). From a coding theory perspective, the unobserved variable z(i) have
an interpretation as a latent representation or code. Following VAE [24] which
introduces a recognition model q(z(i)|x(i)): an approximation to the intractable
true posterior p(z(i)|x(i)), we will therefore refer to q(z(i)|x(i)) as a probabilistic
encoder, since given a data point x(i) its produces a distribution (e.g., a Gaussian)
over the possible values of the code z(i) from which the data point x(i) could be
generated. In a similar vein, we refer to p(x(i)|z(i)) as a probabilistic decoder, since
given a code z(i) it produces a distribution over the possible corresponding values
of x(i).

In this framework, neural networks are used as probabilistic encoders and
decoders, namely multi-layered perceptions (MLPs). Let the prior over the latent
variables be the centered isotropic multivariate Gaussian p(z) = N (z; 0, I ) whose
distribution parameters are computed from z with a MLP. We assume the true
posterior p(z|x) takes on an approximate Gaussian form with an approximately
diagonal covariance. In this case, we can let the variational approximate posterior
be a multivariate Gaussian with a diagonal covariance structure:

log q(z(i)|x(i)) = logN (z;μ(i), σ 2(i)I ) (9)

where the mean and standard of the approximate posterior, μ(i), σ (i) are outputs of
the encoding MLP. i.e., nonlinear functions of data point x(i) and the variational
parameters.
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Specifically, we sample from the posterior z(i) ∼ q(z|x(i)) using z(i) = μ(i) +
σ (i) � ε where ε ∼ N (0, I ). With � we signify an element-wise product. In this
model, both p(z) and q(z|x) are Gaussian. The resulting estimator loss for data point
x(i) is:

L̃vae(x(i)) = DKL(q(z|x(i)||p(z))) − Eq(z|x(i))[log p(x(i)|z)]
= DKL(q(z|x(i)||p(z))) − log p(x(i)|z(i))

� 1

2

J∑
j=1

(
1 + log((σ

(i)
j )2) − (μ

(i)
j )2 − (σ

(i)
j )2

)
− log p(x(i)|z(i))

z(i) = μ(i) + σ (i) � ε, ε ∼ N (0, I )

(10)

where the KL-divergence DKL(q(z|x(i)||p(z))) can be integrated analytically,
such that only the expected reconstruction error Eq(z|x(i))[log p(x(i)|z)] requires
estimation by sampling. Given multiple data points from a dataset x with M pairs
of data points, we can construct an estimator loss of as follows:

L̃vae(x) = 1

M

M∑
i=1

(
L̃vae(x(i)) + L̃vae(x̄(i))

)
. (11)

Learning Cross-View Alignment on Latent Codes

In this paragraph, we introduce cross-view alignment over latent representations
provided by VAE, which is capable of modeling complex multi-modal distributions
over data space. Note that for notation convenience, we use zx and zx̄ to distinguish
the latent representation for x and x̄.

Lalign = max(||zx − Align(zx̄)||2, τ ), (12)

where we model Align(·) as a single fully connected neuron with a tanh activation
function. The threshold τ is τ = 1. In essence, Align(·) is implicitly learning a
mapping across two normal distributions (zx, zx̄). The parameters of the mapping
θAlign are optimized through back-propagation. Since both the VAE and the GAN
are able to learn low-dimensional representations (in our case, both zx, zx̄ are set to
be 100 dimensions.), we are able to fit the cross-view alignment with moderate
pairs. The strategy of alignment is designed to align the transformation across
cameras by revealing underlying invariant properties among different views. As
a result, unsupervised matching pedestrian images can be statistically inferred
through aligned latent representations. This is motivated by the observation that
some regions are distributed similarly in images across views and robustly maintain
their appearance in the presence of large cross-view variations.
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Adversarial Learning

Generator Let g1 and g2 be the generators of GAN1 and GAN2, which map
corresponding inputs zx and zx̄ to images that have the same support as x and x̄,
respectively. Both g1 and g2 are realized as convolutions [46]:

g1(zx) = g
(m)
1 (g

(m−1)
1 (. . . g

(2)
1 (g

(1)
1 (zx)))),

g2(zx̄) = g
(m)
2 (g

(m−1)
2 (. . . g

(2)
2 (g

(1)
2 (zx̄))));

(13)

where g
(i)
1 and g

(i)
2 are the i-th layer of g1 and g2 and m is the number of layers

in generators. Through layers of convolution operations, the generator gradually
decode information from more abstract concept to more material details. The first
layer decode high-level semantics while the last layer decode low-level details.
Note this information flow is opposite to that in a standard deep neural network
[27] where the first layers extract low-level features while the last layers extract
high-level features. Based on the observation that a pair of person images from
two camera views share the same high-level concept (i.e., they belong to the
same identity but with different visual appearance), we enforce the first layers
of g1 and g2 to have identical structures and share the weights, which means
θ

g
(i)
1

= θ
g

(i)
2

, for i = 1, 2, . . . , k where k is the number of shared layers, and θ
g

(i)
1

and θ
g

(i)
2

are the parameters of g
(i)
1 and g

(i)
2 , respectively. This constraint can force

the high-level semantics to be decoded in the same way in g1 and g2, which can
also be propagated into the VAE to update the parameters simultaneously. Thus,
the generator can gradually decode the information from more abstract concepts
to more finer details, and the view-alignment is embedded to ensure the common
finer regions can be preserved with high correlations.

Discriminator Let f1 and f2 be the discriminators of GAN1 and GAN2 given
by

f1(x) = f
(n)
1 (f

(n−1)
1 (. . . f

(2)
1 (f

(1)
1 (x)))),

f2(x̄) = f
(n)
2 (f

(n−1)
2 (. . . f

(2)
2 (f

(1)
2 (x̄))));

(14)

where f
(i)
1 and f

(i)
2 are the i-th layer of f1 and f2, and n is the number

of layers. Note that GAN1 and GAN2 have the identical network structure.
The discriminator maps an input image to a probability score, estimating the
likelihood that the input is drawn from a true data distribution. The first layers of
the discriminator extract low-level features while the last layers of layers extract
high-level features. Considering that input image pair are realisations of the same
person in two camera views, we force f1 and f2 to have the same last layers,
which is achieved by sharing the weights of the last layers via θ

f
(n−i)
1

= θ
f

(n−i)
2

,

for i = 0, 1, . . . , l − 1 where l is the number of weight-sharing layers in the
discriminator, and θ

f
(i)
1

and θ
f

(i)
2

are the network parameters of f
(i)
1 and f

(i)
2 ,
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respectively. The weight-sharing constraints herein helps reduce the number of
trainable parameters of the network, and also effective in deriving view-invariant
features in joint distribution across x and x̄.

Therefore, we cast the problem of learning jointly invariant feature distribution
as a constrained objective function with the training loss given by

Lgan(f1, f2, g1, g2) = log f1(x) + log(1 − f1(g1(z)))

+ log f2(x̄) + log(1 − f2(g2(zx̄)))

subject to θ
g

(j)
1

= θ
g

(j)
2

, j = 1, 2, . . . , k

θ
f

(n−i)
1

= θ
f

(n−i)
2

, i = 0, 1, . . . , l − 1

(15)

The crossing GAN can be interpreted as min-max game with two teams and each
team has two players.

3.2 Video-Based Person Re-identification

An image sequence can be viewed as a 3-dim space-time volume and space-time
features can be extracted based on space-time interest points [48]. In person re-
id, some works focus on motion features to describe the appearance variations of
pedestrians. For instance, Wang et al. [61] employ the HOG3D [25] descriptor with
dense sampling after identifying walking periodicity. However, a pre-processing
is needed to select discriminative video fragments from which HOG3D features
can be extracted. Another work from Liu et al. is to extract 3D low-level features
that encode both spatially and temporal aligned appearance of a pedestrian. They
also need to manually align video fragments by using regulated flow energy profile
and spatial alignment is achieved by partitioning human body into six rectangles
to describe different body parts. More recently, deep neural networks have been
demonstrated to be effective for image based person re-id and have achieved notable
improved performance [9, 55–57, 67, 68, 75, 84, 85]. In contrast, video-based re-
id is less paid attention and only a few approaches are developed to address
this challenge. McLaughlin et al. [39] extract CNN features for each frame, and
put through a RNN to impose their temporal dependency. In [65], an end-to-end
approach is proposed to simultaneously learn deep features and their similarity
metric for a pair of videos as input. Also Yan et al. propose a recurrent feature
aggregation network (RFA-Net) [78] which shares the similar idea of using RNN
to aggregate frame-wise features into a sequence level representation. Another
effective approach [94] is to use two RNNs where one is to exploit the temporal
dimension and the other is to calculate the spatially context similarity of two
corresponding locations in a pair of video sequences. Similar to [94], an attentive
spatial-temporal pooling is presented [77] to employ spatial pooling to select regions
from frame while temporal pooling is used to select informative frames.
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To go beyond individual image-level appearance information and exploit the
temporal information, Simonyan et al. [15] proposed the two-stream architecture,
cohorts of spatial and temporal ConvNets. The input to the spatial and temporal
networks are RGB frames and stacks of multiple-frame dense optical flow fields,
respectively. Wang et al. [59] further improve the two-stream architecture by
enforcing consensus over predictions in individual frames These networks are
still limited in its capacity to capture temporal information, because they operate
on a fixed number of regularly spaced, single frames from the entire video.
Another recent work of ActionVLAD [16] extends the NetVLAD aggregation
layer [2] to video and shows that aggregating the last layers of convolutional
descriptors regarding spatial and temporal networks performs better. Inspired by
these two-stream architectures, a two stream Siamese convolutional neural network
architecture [11] is proposed to use two CNNs to process spatial and temporal
information separately, and the outputs of two streams are fused together using a
weighted cost function. However, these deep learning based methods commonly
employ 2D ConvNets to extract feature activations for each frame which are
leveraged into RNNs to ensure the temporal dependency among frames. In this
way, temporal priors are completely collapsed right after convolutions. In contrast to
these methods, we develop an end-to-end trainable video architecture that combines
the recent advances in 3D ConvNets with a trainable spatiotemporal body part
alignment based VLAD aggregation layer. This is to our best knowledge, has not
be done before.

Recent video-based re-id methods have focused on learning deep features by
considering both spatial and temporal information. The neural networks for this
purpose can be forked into two types: one-stream ConvNets [39, 65, 78], and
two-stream ConvNets [11, 69, 71, 77, 94]. As to the one-stream ConvNets, spatial
networks perform appearance modelling from individual frames, and the appearance
features are in combination of recurrence to aggregate the frame-wise representation
at each time step to yield sequence-level representation. However, such image based
deep features are not suitable for videos due to lack of motion modeling, and
more critically 2D ConvNets lose temporal priors of the input signal right after the
convolutions. The two-stream ConvNets are demonstrated to outperform the one-
stream ConvNets. They decompose the video into motion and appearance streams,
and train separate CNNs for each stream, fusing the outputs in the end. However,
two-stream architectures largely disregard the long-term temporal structure of the
video and essentially learn a classifier that operates on individual frames or short
block of few frames [39]. In other words, they may enforce the consensus of
classification scores over different segments of a video. This approach would raise
the question whether such temporal averaging is capable of modelling the complex
spatiotemporal structure of a person video. And this problem becomes exaggerated
when some persons have large intra-class variability caused by the changes of
viewpoints, illuminations and human poses. Suppose only a few consecutive frames
of a person video are given, it can be easily confused with other persons who exhibit
similar visual appearance, for example, persons who often wear dark jackets and
pants. In this end, what is needed in a reliable person re-id system is a global
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evidence over the entire video about both the appearance and the motion of the
individuals without requiring every frame to be assigned to a single person identity.

4 Conclusions

Developing a security model for CPS is comparatively less-studied with limited
work being accomplished in the field. Considering that the CPS is composed of three
layers, a more efficient approach for dealing with security in CPS is by using a multi-
layered approach where the security is considered at the beginning of the design
for each layer. However, any solution should consider the application situation and
context as part of assessing security tasks. Thus, enhancing the application security
will improve the security of the whole system, and a security mechanism should be
designed for the entire system rather than in a single layer.

This chapter has presented several fundamental yet effective models in person
re-id which are primarily based on convolutional neural networks. These methods
provide visual features that perform well in person re-id under the complex appear-
ance variations both in static images and videos. Typical deep learning methods
towards person re-id can be categorised into supervised and unsupervised streams,
depending on the requirement of label annotations in their training procedure.

5 Open Problems

Problem 1

Deep learning models in the variants of convolutional neural networks and recurrent
neural networks have been extensively studied to show their great promise in person
re-id. However, the performance gain cannot be achieved further by these models
due to the limitation to access larger datasets, and thus the generalisation of learned
deep models are somewhat poor. The generalisation of deep models in person re-
id remains a problem to be addressed which is attracting more attention from the
computer vision community.

Problem 2

One promising direction in person re-id is to seek a plausible combination with
machine learning paradigms such as learning to rank and few-shot learning. There
are little efforts in person re-id literature to carry out the effective framework built
on the basis of machine learning progresses. In this end, working out this sort of
combination is unresolved yet a difficult challenge.
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Abstract Advanced metering infrastructure (AMI) is the primary step to establish
a modern smart grid. AMI enables a flexible two-way communication between
smart meters and utility company for monitoring and billing purposes. However,
AMI suffers from the deceptive behavior of malicious consumers who report
false electricity usage in order to reduce their bills, which is known as electricity
theft cyber-attacks. In this chapter, we present deep learning-based detectors that
can efficiently thwart electricity theft cyber-attacks in smart grid AMI networks.
First, we present a customer-specific detector based on a deep feed-forward
and recurrent neural networks (RNN). Then, we develop generalized electricity
theft detectors that are more robust against contamination attacks compared with
customer-specific detectors. In all detectors, optimization of hyperparameters is
investigated to improve the performance of the developed detectors. In particular,
the hyperparameters of the detectors are optimized via sequential, random, and
genetic optimization-based grid search approaches. Extensive test studies are carried
out against real energy consumption data to investigate all detectors performance.
Also, the performance of the developed deep learning-based detectors is compared
with a shallow machine learning approach and a superior performance is observed
for the deep learning-based detectors.
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1 Introduction

Power grid undergoes two sources of electricity losses known as technical losses
and non-technical losses (NTL). Technical losses regularly result from the power
dissipated naturally through heat and irradiation during the process of transmitting
and distributing the electricity through power lines from the generation centers to
the end users (customers). Technical losses are inevitable, and their cost can be
approximately estimated [1]. On the other hand, NTLs are hard to be precisely
estimated and result from different reasons. One reason for NTLs is calibration
errors occurs in meters which result in a billing mistake. Another reason is the
amount of consumed electricity that is not billed for. However, the most substantial
reason that affects the performance of the power grid is the losses due to improper
regulation and outlawed manipulation of meters. Due to electricity theft, NTLs
impose unendurable outcomes for both developing and developed economies. For
developing countries, the total NTLs cost $46 million in Jamaica in 2013, which
estimates as 18% of the country energy consumption [2]. India loses $17 billion
every year due to NTLs [3, 4]. Other developing countries lose almost 50% of
their electricity revenue due to theft [5]. Similarly, developed countries experience
a considerable amount of NTLs. However, these losses have fewer consequences on
non-developed economics. In the United States, the NTLs cost is $6 billion/year [3]
while in the United Kingdom NTLs cost $173 million [6]. In Canada, there is a loss
of about $100 million per year [7].

The smart grid (SG) revolution aims to upgrade and replace the old electricity
supply chain by integrating, automating and optimizing the interaction between
generators, suppliers, and the customers to allow sustainable and quick demand and
response behaviour. SG uses Smart meters (SMs) deployed at the customer side
to enable fine-grained data collection for customer’s consumption, in addition to
promoting customer engagement regarding dynamic pricing, billing and load man-
agement. This approach has the potential to hinder traditional physical electricity
theft attacks such as line hooking or meter tampering [8]. Nevertheless, The massive
deployment of SMs at the customer premises emerges new cyber-attack surface that
targets software vulnerabilities in meters [9]. A cyber-attack aims to fraudulently
manipulate the SM real consumption and reporting fabricated readings to the utility
to reduce the customer’s electricity bill, which can negatively affect the whole SG
system. These attacks jeopardize the integrity of the customer’s energy consumption
data as malicious customers hack into their SMs to manipulate (reduce) their own
energy consumption values. Despite the difficulties associated with detecting such
cyber-attacks, the customers’ fine-grained energy consumption data is a promising
tool that can boost automated electricity theft detection mechanisms.
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Detection of cyber-attacks has been gaining increasing interest recently in today’s
power engineering research. Generally, solutions for cyber-attack detection can be
classified into two main categories: hardware solutions and software solutions.
Hardware solutions require the installation and deployment of specific metering
hardware such as tempering sensors or Radio-frequency identification (RFID) chips.
Despite the reliability of these solutions in detecting different kinds of cyber-attacks,
a high cost is associated with the required hardware. [2]. On the other hand, software
solutions aim to make a tradeoff between the installation cost and the detection rate
of the solution. Several software solutions for electricity theft detection have been
proposed in literature [10–22].

Currently, machine learning research exhibits a significant advancement in
different applications due to the high availability of data and computing power.
Similarly, for electricity theft detection, machine learning-based solutions show
a superior detection rate on real datasets [3]. However, the existing research
suffers from several limitations. First, few existing detectors employ deep learning
architectures, while shallow machine learning architectures such as support vector
machines (SVMs) are used extensively. Intuitively, deep learning architectures can
better capture the behaviour of the input data resulting in a higher detection rate.
Besides, the existing detectors ignore the temporal correlation within the time-
series energy consumption data of the customers. Using this correlation can further
enhance the detection performance. Moreover, some of the existing works adopt
customer-specific models [3], where a detector’s model is developed for each
customer using only its energy consumption data in order to detect any future
thefts. However, the feasibility of customer-specific models is controversial for
different reasons. On one hand, customer-specific models require training new
detector for every new customer joins the system due to the lack of historical energy
consumption records for this customer. In addition, customer-specific detectors are
vulnerable to contamination attacks, where the customer data that is used to train
the detector might be malicious yet falsely labelled as honest data to confuse the
detector.

In this chapter, we address three fundamental questions posed while building any
deep neural network-based theft detector.

• First, should we build a customer-specific or generalized detectors? The trade-
off is between the accuracy versus the robustness and the practicality. Since
customer-specific detector is more accurate as it is trained on a specific cus-
tomer’s data and hence there is less confusion, yet it is not robust against
contamination attacks and impractical for newly coming users.

• Second, for the architecture of the detector should it be a simple feed-forward or
recurrent neural network (RNN)? The tradeoff is between the optimality versus
complexity. RNNs offer a considerable leverage while working with time series
data since it is represented as a feedback network where the output at the current
state is the input for the next state, yet are more complex than feed-forward
models.
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• Third, which algorithm is better for hyper-parameters tunning: sequential,
random, or genetic-based optimization? Again, the tradeoff is between the
optimality versus complexity. Genetic-based optimization for hyper-parameters
tunning employs a smart and adaptive searching heuristic based on natural
selection, however, it is far complicated than sequential and random search
methods.

To answer the aforementioned questions, we present deep learning-based detectors
that can efficiently thwart electricity theft cyber-attacks in AMI networks. First, we
implement customer-specific detectors based on a deep feed-forward and RNNs.
Then, we develop generalized electricity theft detectors that are more robust against
contamination attacks compared with the customer-specific detector. Furthermore,
we investigate the optimization of the detectors via sequential, random, and genetic
optimization-based grid search approaches. All the developed detectors are tested
against real energy consumption data and a comprehensive set of cyber-attacks
for performance evaluation. Also, the developed deep learning-based detectors
performance is compared with a shallow machine learning approach, and a superior
performance is observed for the deep learning-based detectors.

The remainder of this chapter is organized as follows: a review of the existing
literature is presented in Sect. 2. Dataset used and cyber-attacks injection are
presented in Sects. 3.1 and 3.2 respectively. The proposed customer-specific and
generalized detectors architectures are explained in Sect. 4. Hyper-parameters
tuning schemes are explained in Sect. 5. Numerical results are discussed in Sect. 6.
Finally, conclusions and future research are drawn in Sect. 7.

2 Review of State-of-the-Art Detection Techniques

Several studies have addressed the problem of NTLs due to electricity thefts. These
studies can be roughly categorized into hardware-based solutions [23–27] and
software-based solutions [10–22, 28]. In the following subsections, we will give
an overview for these solutions by discussing advantages and disadvantages of both
categories.

2.1 Hardware-Based Solutions

Hardware solutions either require the installation of specific metering hardware such
as tampering sensors and RFID chips or change the whole infrastructure of the
AMI network such as equipment at customers premises, distribution centers and
substations.

In [23], a solution based on ARM-Cortex M3 processor is proposed to protect
SMs against phase tampering. In case of a detection of any malicious activity, a text
message is sent automatically to the utility server. An anti-tampering algorithm is
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proposed in [24] which uses ADE7953 chip [29]. This chip can detect any voltage
irregularity to the connected load, hence, reporting and classifying different types
of tampering behaviours. The experiments suggest that a 7% voltage difference is
an acceptable threshold for tampering events detection. In [25], the use of RFID
technology is evaluated using a case study on a Chinese utility company, and the
Return Over Investment (ROI) is calculated. RFID technology replaces the lead
stealing that locks the SM’s cover, which can easily be replaced or destroyed, by
unique RFID tag that cannot be manipulated. An electricity measurement device
is proposed in [26]. The device continuously measures and compares the electric
current before, and after the physical connections to the SM, consequently, any
inconsistency in both measurements indicates electricity theft. A prototype of the
system is tested in Brazil to verify the feasibility of the solution.

A wireless architecture for the power grid is proposed in [27]. The architecture
aims to upgrade and optimize the power grid in India. It can also overcome other
problems such as electricity theft and manual billing. The solution incorporates
a wireless sensor network in the operation of the SG, where a set of sensors is
associated with the grid such as transformers, controlling stations and the customers.
Despite the efficiency of the solution, there is no cost analysis associated with it. The
main disadvantages of these hardware solutions are as following:

1. The installation and deployment cost of the required equipment. In addition to
the large cost needed in case of changing the infrastructure [27].

2. The maintainability issues associated with hardware such as failures, battery
replacement, etc.

3. The hassle of integrating some solutions with the existing power grid.

2.2 Software-Based Solutions

Recently, software-based solutions have drawn significant attention due to their
superior performance and low cost. Several studies have been proposed in the
literature which can be classified into three research directions: game theory, state
estimation, and machine learning based solutions. Each category is described in the
following paragraphs.

Game theory This direction intends to model honest and malicious customers as
game players, and study their interaction with the utility company. In [15], a formal
game theory model is developed. The study models the utility function for both
honest and malicious customers and estimates the costs at the utility company under
several statistical assumptions. A Non-cooperative Game (NCG) model is developed
in [14], where the system encompasses two stages. First, a statistical model is used
to obtain self-synchronization errors between profiled usage and real-time meter-
reading usage. Then, malicious behaviours can be detected using a decision-making
model based on a non-cooperative game. The main drawback of these studies is the
necessity to assure strong assumptions regarding the malicious behaviours which
restricts the feasibility of the studies.
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State estimation This direction intends to estimate the state of the SG using
available data such as customers’ readings, demand rate, and load profiles which
can help in estimating the errors or irregularities in the SG due to electricity theft. In
[30], a central observer meter is used to estimate the difference between the charged
and the actual consumption for a group of meters under investigation. False data
injection has been investigated with state estimation in [31] where the attack model
assumes a malicious customer can lower its consumption readings while increasing
others’ readings. In addition, a grid-placed sensors algorithm has been studied for
better network observability. Recently, a spatiotemporal method that estimates the
geographic locations of NTLs over time is proposed in [32]. One drawback of these
techniques is that they estimate an aggregate loss for a group or subarea, while the
origins of the loss cannot be determined.

Machine learning Machine learning studies are the most pertinent to this chapter.
In [10], a comparison between the performance of two classification algorithms
against SVM is proposed. Both algorithms are based on single feed-forward
neural network, namely, extreme learning machine (ELM), and online sequential
extreme learning machine (OSELM). The proposed approach is able to achieve
70% classification rate with ELM. Shallow SVM based detector has also been
employed in [33] and achieved a detection accuracy up to 60% on a real dataset. The
performance of this detector is further improved in [11] to reach an accuracy of 72%
using a fuzzy inference system as a post-processing stage. A graph-based approach
is proposed in [12] that uses optimum path forest for electricity theft detection and
outperforms SVM with an accuracy of 89%.

Deep learning techniques for electricity theft detection are studied in [19, 28].
A comprehensive comparison study is presented in [19]. It compares between
different deep learning architectures, such as convolutional neural networks (CNN),
LSTM-RNNs, and stacked auto-encoders. Nevertheless, only two types of cyber-
attacks are presented, and synthetic data is used to evaluate the performance of
the proposed models, which cannot be compared reliably against models trained
on real consumption data. Moreover, the effect of fine-tuning the models’ hyper-
parameters is not studied in [19]. In [28], a new CNN architecture is proposed. The
architecture consists of two components: a deep component which encompasses
multiple cascaded CNN layers, and a wide component which encompasses a fully
connected flat layer. A real dataset from an electricity supply company in China is
used for evaluation. However, no hyper-parameters tuning is performed.

To the best of our knowledge, the best-reported performance on a publicly
available dataset is achieved by [3], which employs an SVM classifier, with an
average detection rate of 94% and a false acceptance rate of 11%.

Other approaches Some other studies addressed the electricity theft problem
with less prevalent methods such as random matrix [22], stochastic Petri net [21],
dynamic programming [16], and partial observable Markov decision process [17].
However, the datasets used in many studies are synthetic and may not be reliable for
practical applications. In addition, the experiments were conducted under different
assumptions and conditions.
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3 Dataset Used and Cyber Attacks Injection

To evaluate the performance of the proposed general electricity theft detectors, real
smart meter data from the Irish Smart Energy Trials is used [34]. In this section, we
describe the dataset used in our experiments and the method to inject cyber attacks
into the dataset.

3.1 Energy Consumption Dataset

The dataset was published by the Electric Ireland and Sustainable Energy Authority
of Ireland in January 2012. It contains the energy consumption readings for 4, 622
customers over 536 days between 2009–2010. The customers report their readings
every 30 min, and hence, the total number of reports per customer is 25, 728. Table 1
gives a summary for the customers categories in the dataset. The dataset contains
3,639 residential customers, 427 small-to-medium enterprise (SME), and 556 of
other types. In this work, we used residential customers to train and test our model,
as this type is more vulnerable to electricity cyber-attacks.

3.2 Electricity Theft Cyber-Attacks

Since the dataset contains only honest customers and gathering a large set of
malicious patterns is a cumbersome problem, we followed false data injection
approach is presented in [3] to create a set of cyber-attack patterns that aim to reduce
the total customer’s energy consumption. The details for the cyber-attack generation
process are explained in this Section.

Define a set of customers C, a set of days D={1, . . . , D}, and a set of periods
T = {1, . . . , T } of equal duration within each day. A smart meter is installed for
each customer to report the energy consumption for load monitoring and billing
regularly. For each customer c, the energy consumption value at a specific day d

and time t is denoted as Ec(d, t). Hence, each customer has an energy consumption
record matrix Ec of actual consumptions, where the rows of Ec span the days in D,
while the columns span the periods in T. The smart meter reports the consumption
to the utility for customer c on day d and period t as Rc(d, t). An honest customer
reports the actual energy consumed at the end of the consumption period, and

Table 1 Customers
categories in Irish smart
energy trials dataset [34]

Users type Count

Residential 3639

SME 427

Others 556
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Table 2 Cyber attacks in [3] Cyber attacks in [3]

f1(Ec(d, t)) = αEc(d, t)

f2(Ec(d, t)) = β(d, t)Ec(d, t)

f3(Ec(d, t)) =
{

0 ∀t ∈ [ti(d), tf(d)]
Ec(d, t) ∀t /∈ [ti(d), tf(d)]

f4(Ec(d, t)) = E[Ec(d)]
f5(Ec(d, t)) = β(d, t)E[Ec(d)]
f6(Ec(d, t)) = Ec(d, T − t + 1)

hence, Rc(d, t) = Ec(d, t). On contrary, a malicious customer aims to manipulate
Ec(d, t) to lower its electricity bill by modifying the smart meter readings. Hence,
the cyber-attack is formally defined as Rc(d, t) = f (Ec(d, t)), where f (·) denotes
a cyber-attack function that results in a reduced version for the malicious customer
electricity bill. Although it is easy to collect honest samples for a customer c by
monitoring its reports to the utility, malicious reports might not be easy to collect
because the customer reports may all be honest or it has not been detected previously
as a malicious customer. To tackle this problem, a set of cyber-attack functions
were defined in [3] as indicated in Table 2. Each function f (·) creates a different
attack scenario that aims to reduce the customers energy consumption Ec(d, t).
The first attack f1(·) aims to reduce Ec(d, t) by some fraction, where α denotes
a flat reduction percentage. On the other hand, attack f2(·) dynamically reduces
Ec(d, t) by a value controlled by the time function β(d, t). The third attack f3(·)
represents a selective time filtering function, where the malicious customer reports
zero reading during the interval [ti(d), tf(d)], otherwise, the customer reports the
actual consumption Ec(d, t). Here, ti(d) and tf(d) denotes the initial and the final
periods of the interval. The next two attacks f4(·) and f5(·) are based on the
expected value of the energy consumption for the malicious customer for a given
day denoted by E[Ec(d)]. In f4(·), the attacker reports a flat value during the day,
while in f5(·) the attacker reduces E[Ec(d)] dynamically from time to time using
function β(d, t). The last attack f6(·) is a reverse function that reorders the energy
consumption reports during the day so that higher consumption reports are assigned
to low tariff periods.

Applying the aforementioned cyber-attacks on the energy consumption record
matrix Ec results in six matrices Mc,i , where i ∈ {1, . . . , 6}, for each attack fi(·).
The complete dataset for a customer is denoted as X̂c, which is a concatenation
for Ec and all malicious matrices Mc,i . In addition, each row X̂c(d, ·) represents
either an honest day sample (i.e, Ec samples) labeled with 0 or a malicious sample
(i.e., Mc,i samples) labeled with 1. Since X̂c is an imbalanced dataset where the
ratio of the honest samples to the malicious samples is 1:6, the detector may be
biased towards the dominant class category (i.e., malicious samples). To mitigate
the bias effect, the adaptive synthetic sampling approach (ADASYN) [35] is used to
oversample the minor class so that the ratio between the honest and the malicious
samples is almost the same. Each dataset X̂c is partitioned into two disjoints
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datasets for model evaluation, specifically, a training set X̂c,TR and a testing set
X̂c,TST with ratio 3:2. Three metrics are used to evaluate the performance of the
detector, described as follows. The detection rate (DR) measures the percentage
of the correctly detected malicious attacks (Eq. (1)). The false acceptance (FA)
rate measures the percentage of the honest samples that are falsely identified as
malicious (Eq. (2)). The highest difference (HD) measures the difference between
DR and FA [3]. The detection latency is ignored as electricity theft attacks do not
result in an immediate loss to the utility. Moreover, malicious customers can be fined
later for any detected thefts.

Detection Rate (DR) = tp

tp + fp

(1)

False Acceptance (FA) = fp

tn + fp

(2)

Where, tp corresponds to the number of true positives, fp to false positives, and tn
to true negatives. These values can be obtained from the confusion matrix.

4 Proposed Deep Electricity Theft Detectors

In this section, we opt to address our first two questions: (1) customer-specific
or generalized detector, and (2) feed-forward or RNNs. Therefore, we present the
neural network architectures used in our experiments and the procedure used to train
each architecture depending on the detector’s type.

4.1 Deep Customer-Specific Electricity Theft Detector

To design a customer-specific detector (see Fig. 1b), two deep neural network
architectures have been studied: a feed-forward neural network and a recurrent
neural network. A model for each architecture is designed for each customer, and the
optimal model parameters are learnt from training honest and malicious samples for
that customer. Each architecture is designed to be trained on customer training set
X̂c,T R and tested on customer test set X̂c,T R after pre-processing each set. Feature
scaling is applied to customer training set X̂c,TR prior the training stage, since the
range of energy consumption values for each customer varies widely across the
day. Besides, a standard score is calculated by computing the mean and variance of
X̂c,TR, which is then used to scale the dataset so that it would have a zero mean and
unit standard deviation over each dimension. The scaled training data is denoted as
Xc,TR. The same standard score is then applied to any test sample in X̂c,TST prior
to its prediction stage to get Xc,TST.
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Customer (1)
NN-Model
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NN-Model
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XC(N-1),TR
XC(N-1),TST

XC(N),TR
XC(N),TST

XTR
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Fig. 1 Generalized versus customer-specific model. (a) Generalized NN-model. (b) Customer-
Specific NN-model

4.2 Feedforward Detector

The neural network architecture of the feed-forward detector is shown in Fig. 2.
The input to the neural network is given by the vector xc(d), which represents the
energy consumption values for a customer c ∈ C at different time instants t ∈ T

along a specific day d. The network architecture consists of L layers (including
input and output layers) and N neurons within each hidden layer. The output layer
has two neurons that define the malicious and the honest classes, where the true
label can be represented by one-hot vector y(xc(d)) = (0 1)T for honest customers,
and y(xc(d)) = (1 0)T for malicious customers. The output vector from each layer
l ∈ [1, . . . , L] is denoted as ol , where oL = xc(d).

The weight of the connection from neuron n′ in layer l − 1 to neuron n in layer l

is wl
nn′ and the weight matrix for layer l is Wl . Let bl

n represent the bias of neuron n

in layer l and bl is the bias vector for layer l. The activation of neuron n in layer l is
denoted as al

n and the activation vector for layer l is al . The activation al
n is related

to the activations in previous layer l − 1 via an activation function σ(zl
n), where zl

n

represents a weighted sum of the inputs to neuron n, i.e., zl
n = ∑

n′ wl
nn′a

l−1
n′ +bl

n. In
a vector form, zl = Wlal−1+bl and al = σ(zl). The detector design (training) stage
involves defining the feed-forward network parameters Wl and bl for all layers that
yield the desired output labels yn(x(d)) for any input x(d). This can be achieved by
minimizing the cross-entropy cost function C given by

C = min
Θ

−1

S

∑
XTR

{yT(xc(d)) ln(oL) + (1 − yT(xc(d))) ln(1 − oL)} (3)
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Fig. 2 Architecture of customer-specific feedforward electricity theft detector

where Θ denotes the network parameters Wl and bl for all layers and S represents
the number of training samples, given by the number of rows in XTR. The first
summation in Eq. (3) is over the output neurons and the second summation is
over the training samples. The minimization in Eq. (3) is solved using an iterative
gradient descent-based optimization algorithm.

The total number of iterations is denoted as I . The training samples in XTR

are divided into M mini-batches of equal size K . For each iteration i, the back-
propagation algorithm calculates the gradient of the cost function in Eq. (3) as a
function of an error term δ using the mini-batches [36]. Subsequently, the calculated
gradient is used to update the weights and biases for each iteration. The complete
training algorithm is given in Algorithm 1 using a stochastic gradient descent
(SGD) optimization algorithm of learning rate η. In Algorithm 1, �a denotes partial
derivative with respect to a, � represents the Hadamard product, σ ′(zl(x)) is the
reciprocal of the partial derivative of zl with respect to al , and T denotes the
transpose operation.
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Algorithm 1: Feed-forward electricity theft detector training
Data: Xc,TR
Result: Optimal parameters Wl and bl for all layers

1 Initialization: Weights wl and biases bl for all l, i = 1
2 while i �= I do
3 Initialize: m = 1
4 while m �= M do
5 for each training example x in mini-batch m do
6 Feed Forward: Compute: zl(x) = wlal−1(x) + bl and al(x) = σ(zl(x)) for

all layers l = 2, . . . , L

7 Back propagation: Compute δL(x) = �
a C(x) � σ ′(zl(x)) and for all layers

l = L − 1, . . . , 2 compute δl(x) = ((wl+1)Tδl+1(x)) � σ ′(zl(x))

8 end
9 Weight and bias update:

10 wl = wl − η
K

∑
x δl(x)(al−1(x))T

11 bl = bl − η
K

∑
x δl(x)

12 end
13 end
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Fig. 3 Energy consumption of four customers from the dataset

4.3 Gated Recurrent Detector

Figure 3 gives the energy consumption of four random customers from the dataset.
As shown in the figure, the consumption varies depending on the daily usage of each
customer. It is also observed that it is hard to notice long-range correlation from this
figure. On the other hand, Fig. 4 gives the energy consumption for customer one over
four weeks period. It can be noticed from Fig. 4a that there is a weekly and daily
correlation between customer consumption. Figure 4b gives the auto-correlation
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Fig. 5 Architecture of general RNN-based electricity theft detector

function for customer 1 with different time lags, where the positive correlation
can be noticed at 48-time lag (i.e., one day). Based on this preliminary analysis
we can conclude that exploiting the temporal correlation within the time series
energy consumption data of the customers can further enhance the theft detection
performance.

To make use of the temporal correlation within the energy consumption data
of each customer, we designed a gated RNN-based detector. Gated recurrent unit
(GRU) is considered as a variation of long-short-term-memory (LSTM) architecture
which aims to solve the vanishing gradient problem with less complicated model
(i.e., less training time) and reasonably comparable performance [37]. The architec-
ture of the RNN-based general detector is shown in Fig. 5. The input layer is denoted
by vector xc(d), which represents the consumption vector of customer c during day
d at different reporting periods t ∈ T. The RNN architecture consists of L hidden
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GRU layers each with N neurons. Each GRU layer except the last one accepts a
sequence vector as input and produces a sequence output vector. Unlike traditional
feed-forward layers, recurrent layers are more efficient in exploiting patterns from
sequential information. The output layer has two neurons that define the malicious
and the honest classes, where the true label can be represented by one-hot vector
y(xc(d)) = (0 1)T for honest customers, and y(xc(d)) = (1 0)T for malicious
customers. The output vector from each layer l ∈ {1, . . . , L} is denoted as ol ,
where o1 = x(d). Each hidden GRU layer l ∈ {2, . . . , L − 1} has the following
parameters:

• The input at time step t is ol−1
t , which results from the previous layer l − 1.

• The hidden state sl
t at time step t that represents the memory computed based on

the previous hidden state sl
t−1 of the same layer.

• The update gate zl
t = σ(ol−1

t U l
z +sl

t−1W
l
z +bl

z), which determines a combination

between the new input ol−1
t and the previous memory sl

t−1. Here, Ul
z and Wl

z are
learnable weights, σ(.) is the activation function, and bl

z is the bias vector.
• The reset gate rl

t = σ(ol−1
t U l

r + sl
t−1W

l
r + bl

r ), which determines the amount of
the previous memory sl

t−1 that will contribute to the next state using the equation

hl
t = tanh(ol−1

t U l
h+(sl

t−1�rl)W l
h+bl

h) . Here, Ul
r , Wl

r , Ul
h, and Wl

h are learnable
weight matrices, bl

r and bl
h are the bias vectors, and � is the Hadamard product.

• The next state is simply sl
t+1 = (1 − zl) � hl + zl � sl

t , and the output at time
t + 1 is ol

t+1 = softmax(V lsl
t+1 + bl

o), where V l is a learnable weight matrix.

The detector training stage involves learning the parameters Ul
(.),W

l
(.),V

l
(.), and

bl
(.) for all layers, which results in the desired output vector y(xc(d)) for any

input xc(d). The optimization objective to find these weights can be achieved by
minimizing the cross-entropy cost function C defined in (3), where Θ denotes the
RNN parameters Ul

(.), Wl
(.), V l

(.), and bl
(.) for all layers and S represents the total

number of the training samples for all customers, which equals to the number of
rows in XTR. Solving Eq. (3) for the optimal parameters Θ is done using an iterative
gradient descent-based optimization algorithm. This is achieved by partitioning XTR

into M mini-batches of equal size and executing Algorithm 2 for I total iterations.
Each iteration i has two main stages, namely, feed-forward and back-propagation.
In the feed-forward stage, the training samples in the mini-batch are passed through
all the network layers to calculate the predicted output vectors. On the other hand,
the back propagation stage uses the mini-batches to calculate the gradient of the
cost function in Eq. (3) with respect to the network weights [36]. Thereafter, the
computed gradients are used to modify the weights and biases for each iteration.
Note that, the back propagation within each layer is basically a back propagation
through time (BPTT) as each layer is a GRU. In addition, ∇a in Algorithm 2 denotes
the partial derivative with respect to a. Algorithm 2 uses stochastic gradient descent
(SGD) for optimization with learning rate η.
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Algorithm 2: Recurrent electricity theft detector training
Data: XTR
Result: Optimal parameters Ul

(.), Wl
(.), V l

(.), and bl
(.) ∀l ∈ {1, . . . , L}

1 Initialization: Weights Ul
(.), Wl

(.), V l
(.), and bl

(.) ∀l ∈ {1, . . . , L}, i = 1

2 while i �= I do
3 Initialize: m = 1
4 while m �= M do
5 for each training example x in mini-batch m do
6 Feed-Forward:
7 for each recurrent layer l do
8 for each time step t do
9 zl

t = σ(ol−1
t U l

z + sl
t−1W

l
z + bl

z)

10 rl
t = σ(ol−1

t U l
r + sl

t−1W
l
r + bl

r )

11 hl
t = tanh(ol−1

t U l
h + (sl

t−1 � rl)W l
h + bl

h)

12 sl
t = (1 − zl) � hl + zl � sl

t−1
13 ol

t = softmax(V lsl
t + bl

o)

14 end
15 end
16 Back propagation: Compute ∇Ul

(.)
C(x), ∇V l

(.)
C(x), ∇Wl

(.)
C(x), and ∇bl

(.)
C(x)

17 end
18 Weight and bias update:
19 Ul

(.) = Ul
(.) − η

K

∑
x ∇Ul

(.)
C(x)

20 V l
(.) = V l

(.) − η
K

∑
x ∇V l

(.)
C(x)

21 Wl
(.) = Wl

(.) − η
K

∑
x ∇Wl

(.)
C(x)

22 bl
(.) = bl

(.) − η
K

∑
x ∇bl

(.)
C(x)

23 end
24 m=m+1
25 end

4.4 Deep Generalized Electricity Theft Detector

Customer-specific detector suffers from contamination attacks, where the data
used to train each customer model might be malicious and falsely labelled as
honest. Moreover, newly joined customers need to submit historical data for their
consumption to train their detector. Besides, there is an unlimited number of choices
for the hyper-parameters of each architecture. To solve these issues, we opt to design
a generalized detector that is trained and optimized on the data that comes from
different customers (see Fig. 1b). The network architectures for the generalized
detector is the same as the customer-specific. However, the training sets of all
or a subset number of customers in C are merged to form X̂TR. Similarly, the
test sets of all or a subset of customers are merged to form X̂TST. As different
customers have different ranges of energy consumption values during different
report periods T, different consumption periods have different opportunities to
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influence the optimization algorithm for the final model. Hence, in order to enforce
equal opportunities for different consumption periods, feature scaling is applied to
X̂TR. The mean and the variance of X̂TR are calculated and used to scale X̂TR so
that each consumption period would have zero mean and unit standard deviation.
The output of the feature scaling stage is denoted as XTR. The same scaling scores
are further applied to the test set to get XTST.

5 Hyper-Parameters Tunning

In this section, we discuss three hyper-parameters tuning algorithms: sequential,
random, and genetic-based optimization each of them can be used with the neural
architectures presented in Sect. 4. These algorithms opt to address our third question
of choosing the tuning algorithm that makes a trade-off between the optimality and
the complexity. Unlike sequential and random optimization methods, genetic-based
optimization employs a smart and adaptive searching heuristic; however, it is more
complicated than former methods.

5.1 Sequential Grid Search Tunning for Hyper-Parameters

The optimal choice of the detector’s hyper-parameters results in improved detection
performance. Therefore, the goal is to optimize following hyper-parameters for our
detectors: the number of hidden layers (L), the number of neurons within each
hidden layer (N ), the type of gradient descent-based optimization algorithm used in
finding the optimal feed-forward parameters (weights and biases), the initialization
method for the parameters, the dropout rate, the weight constraint, and the type of
activation functions used at the feed-forward layers [36]. Let L and N represent
finite sets of the number of hidden layers and the number of neurons that can be
adopted for the detector architecture. Denote the set of optimization algorithms that
can be used to find the optimal detector parameters by O, which can include SGD,
RMSProp, Adagrad, etc. [36]. The set of initializers that can be used for the feed-
forward network parameters is given by H, which can include Normal, Uniform,
Glorot Normal, etc. [36]. The set of dropout rates and weight constraint values
are given by B and G, respectively. Let AH and AO represent sets of activation
functions for the hidden layers and output layer, respectively, which can include
Relu, Sigmoid, etc. [36]. Due to the large number of hyper-parameters that can be
optimized, an exhaustive grid search over all these hyper-parameters incurs high
computational complexity. Hence, in this section, we adopt a sequential grid search
analysis, which presents a sub-optimal mechanism. As shown in Algorithm 3, we
optimize each hyper-parameter separately in sequential stages by looking for the
best one or two hyper-parameters at each stage. Since this approach is greedy, a
sub-optimal choice for the hyper-parameters could be achieved. Cross-validation
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Algorithm 3: Sequential grid search
Result: Optimal hyper-parameters P ∗ = {L∗, N∗, O∗, H ∗, B∗, G∗, A∗

H, A∗
O}

1 Initialization: Optimizer = SGD, Initializer = Glorot Uniform, dropout rate = 0, weight
constraint = none, hidden and output layers activation functions = Relu and Sigmoid

2 for L do
3 for N do
4 Apply training algorithm and record the detection accuracy.
5 end
6 end
7 Define model MD1 with hyper-parameters: L∗, N∗, and initial setting for the rest of

hyper-parameters.
8 for O do
9 Apply training algorithm using MD1 and record the detection accuracy.

10 end
11 Define model MD2 with hyper-parameters: L∗, N∗, O∗, and initial setting for the rest of

hyper-parameters.
12 for H do
13 Apply training algorithm using MD2 and record the detection accuracy.
14 end
15 Define model MD3 with hyper-parameters: L∗, N∗, O∗, H ∗, and initial setting for the rest

of hyper-parameters.
16 for B do
17 for G do
18 Apply training algorithm using MD3 and record the detection accuracy.
19 end
20 end
21 Define model MD4 with hyper-parameters: L∗, N∗, O∗, H ∗, B∗, G∗, and initial setting for

the rest of hyper-parameters.
22 for AH do
23 for AO do
24 Apply training algorithm using MD4 and record the detection accuracy.
25 end
26 end
27 Define model MD5 with hyper-parameters: L∗, N∗, O∗, H ∗, B∗, G∗, A∗

H, A∗
O.

is implemented over XTR to decrease the sub-optimality chance. Let P ∗ denote
the hyper-parameter setting that results in improved detection accuracy against the
validation set. A given combination of hyper-parameters results in a specific feed-
forward model (MD), as shown in Algorithm 3.

5.2 Random Grid Search Tunning for Hyper-Parameters

Despite the efficiency of sequential search for hyper-parameters tuning over the
extensive search, the searching process is greedy and may result in a sub-optimal
and non-optimized solution for the hyper-parameters. In this sub-section, we employ
a random search for hyper-parameters optimization. Random search is used to
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find a sub-optimal but an efficient solution in a reduced time compared with the
exhaustive grid search [38]. The following hyper-parameters are optimized using
random search: the network architecture in terms of the number of hidden layers
and the number of neurons within each hidden layer, the type of activation functions
used at the hidden layers, the type of activation functions used at the output layer,
and the type of gradient descent-based optimization algorithm used in finding

the optimal RNN parameters (weights and biases) [36]. Denote
∼
L and

∼
N as two

uniform distributions that represent the number of hidden layers and neurons to be
sampled by the random search algorithm. In addition, Let O represent a uniform
distribution of optimization algorithms that can include Adam, SGD, Adamax, etc.
[36]. Moreover, uniform distributions for the set of initializers that can be used for

the feedforward network parameters as
∼
H, which can include Normal, Uniform,

Glorot Normal, etc. [36]. Also, two uniform distributions for the set of dropout

rates and weight constraint values as
∼
B and

∼
G, respectively. Finally, two uniform

distributions are defined to represent the set of activation functions used by the

hidden and output layers, namely,
∼
AH and

∼
AO , respectively. Algorithm 4 shows the

random search over XTR for the selection of the optimal hyper-parameters defined

as
∼
P

∗
. The maximum number of search iterations is denoted as I , where at each

iteration all the distributions are sampled uniformly to create random vectors which
correspond to different architectures, the sampled architecture is evaluated using
K-fold cross-validation, and the best three models are selected. It should be noted
that unlike the sequential search where no interaction among hyper-parameters is
considered during each selection stage (greediness), in random search interaction is
accounted but only a random subset of hyper-parameter options are examined.

Algorithm 4: Random search hyper parameters optimization
Data: XTR

Result: Optimal hyper-parameters
∼
P

∗
= L∗, N∗, O∗, H ∗, B∗, G∗, A∗

H , and A∗
O

1 Initialization: Weights Ul
(.), Wl

(.), V l
(.), and bl

(.) ∀l ∈ {1, . . . , L}, i = 1

2 while i �= I do

3 L[i] ← ∼
L , N [i] ← ∼

N ,O[i] ← ∼
O, H [i] ← ∼

H, B[i] ← ∼
B, G[i] ← ∼

G, AH [i] ← ∼
AH ,

AO [i] ← ∼
AO

4 for each X̄TR , X̄TST in k-folds(XTR) do
5 Apply training algorithm using sampled hyper-parameters and record DR, FA and

accuracy.
6 end
7 Record average values across folds DR[i], FA[i] and accuracy[i].
8 i = i + 1
9 end

10 Report the hyper-parameters of the top three models.



Deep Learning-Based Detection of Electricity Cyber-Attacks 91

5.3 Genetic Algorithm-Based Tunning for Hyper-Parameters

Previously discussed hyper-parameters tuning solutions are sub-optimal but yet
efficient in finding a fast solution. Unlike random optimization where a group of
random models are examined, and the best is selected, genetic-based optimiza-
tion applies a smart searching heuristic that considers the detector performance
while exploring the hyper-parameters search space. As discussed in Sect. 3.2 the
performance evaluation of our detectors is done using three metrics: DR, FA, and
their difference HD. The former two metrics are conflicting objectives, where the
optimal hyper-parameters should maximize the DR and minimize the FA. Therefore,
a two objectives optimization problem can be formulated for our hyper-parameters
search heuristic, where the overall objective is denoted as maximize(DR,−FA).
Conversely, maximizing only the HD could also define our search heuristic objec-
tive. However, same HDs points could be evaluated to different DRs and FAs,
which cannot be compared reasonably with each other. In this section, a multi-
objective genetic algorithm is used to tune the hyper-parameters for both the
feed-forward and the gated recurrent model. In particular, Nondominated Sorting
Genetic Algorithm II (NSGA-II) [39] is used to find a set of optimal (DRs and
FAs) solutions known as Pareto frontier, after that, a compromise solution can be
calculated. Therefore, the performance of our neural network detector is the fitness
function for the NSGA-II algorithm. In addition, the chromosome for the NSGA-
II algorithm comprises the set of hyper-parameters to be optimized (As shown in
Fig. 6). More specifically, the chromosome includes the following: the number of
hidden layers (L), the number of neurons within each hidden layer (N ), the type
of gradient descent-based optimization algorithm (O), the initialization method for
the parameters (H ), the dropout rate (B), the weight constraint (G), and the type of
activation functions (AH and AO ).

As shown in Algorithm 5, the maximum number of genetic iterations is denoted
as M , where at each iteration the main steps of the genetic algorithm are executed.
Firstly, the fitness functions, namely DR and FA, are computed for each individual
in the population G1[i] by training each neural network population on a random
subset of combined customers dataset. Note that, in genetic-based hyper-parameters
optimization, only a subset of customers is used for each neural network model
since the number of networks to be trained and tested is large. Hence, all customers
have the same opportunity in training and evaluating the general model. Then,
an off-spring population G2[i] is created from G1[i] by selection, crossover,

L N O H B G AH AOChromosome

Gene

Fig. 6 Hyper-parameter chromosome
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Algorithm 5: Genetic algorithm-based tunning for hyper-parameters
Result: Optimal hyper parameters L∗,N∗,O∗, H ∗, B∗, G∗, A∗

H , and A∗
O

1 Initialization: Weights
2 G[0] = Create generation of size n randomly-generated individuals;
3 XT R[0] = Create a population of n training sets ; /* Each training set has m
customers randomly sampled with replacement from all the
training customers */

4 i = 0
5 while i �= M do

// Compute fitness for each individual x ∈ G1[i]
6 For each individual x ∈ G1[i] Compute fitness on XT R[i].

// Off-spring generation from G1[i]
7 Generate an off-spring population G2[i] from G1[i], via selection, crossover, and

mutation.
// Compute fitness for each individual x ∈ G2[i]

8 For each individuals x ∈ G2[i] Compute fitness on XT R[i].
// Combine G1[i] and G2[i]

9 Assign G[i] = G1[i] ∪ G2[i]
/* Sort generation individuals and partition them to

sorted subsets of non dominated fronts */
10 {F1,F2, . . . ,Fl } = Non-dominated-sort(G[i])

// Create generation i + 1
11 G1[i + 1] = [ ]
12 j = 1

// Fill G1[i+1] from the nondominated fronts
13 while |G1[i + 1]| + |Fj | < n do
14 Add Fj to G1[i + 1]
15 j = j + 1
16 end

/* In case of the size of G1[i+1] is less than n, the
individuals within the last Pareto frontier are crowd
sorted and top k are selected */

17 if |G1[i + 1]| < n then
18 Crowd-distance-sorting(Fj )
19 Add top k individuals from Fj to G1[i + 1], such that |G1[i + 1]| = n

20 end
21 XT R[i] = Create a population of n training sets
22 i = i + 1
23 end
24 Calculate a compromise solution for the hyper-parameters from the Pareto frontier F1 of

G[M − 1].

and mutation and combined with G1[i] to form G[i]. The nondominated sort
arranges and splits the trained individuals according to the optimization objective
maximize(DR,−FA) into a set of Pareto fronts {F1,F2, . . . ,Fl } ranked by their
dominance. Specifically, for any individual a ∈ F2 there exist an individual b ∈ F1
dominates a in terms of the two fitness values DR and FA, i.e., the following
two inequalities are satisfied DR(a) < DR(b) and FA(b) > FA(a). If a Pareto
frontier Fj has to be split to complete the correct size of generation G[i + 1], then
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a crowd distance sorting is done inside this frontier, and the topmost individuals
that complete the correct size of generation are selected. Crowd distance sorting
results in a more diverse solution in the Pareto frontier by selecting individuals with
less density. The crowd distance is calculated for each individual by computing the
difference between its two fitness values and the two fitness values of its right and
left neighbours. Then, the overall crowd distance of that individual is calculated by
summing the crowd distance calculated for the two fitness values. The individuals
within the frontier Fj are then sorted in descending order of their crowd distance,
and the topmost individuals are selected to complete the new population G[i + 1].
Finally, using the Pareto frontier of the last generation, a compromise solution of
the hyper-parameters can be calculated.

Theoretically, any point on the Pareto frontier can be considered as an optimal
hyper-parameters operating point. However, extreme points (DR = 1 AND FA
= 1 OR DR = 0 AND FA = 0) does not offer a right balance between our two
objectives DR and FA. In addition, a theoretical ideal solution where the DR is
maximized and the FA is minimized (i.e., DR = 1 AND FA = 0), also know as
utopia point [40], is impractical due to the requirement to optimize two conflicting
objectives simultaneously, which is not feasible. Hence, Eq. (4) gives a compromise
but practical solution S, which is defined as the point that minimizes the distance
between the Pareto frontier and the utopia point.

S = min
1≤i≤K

√
(DRi − DR∗)2 + (FAi − FA∗)2

(4)

where K denotes the number of points on the Pareto frontier, DR∗ denotes the ideal
detection rate (i.e., DR = 1), FA∗ denotes the ideal false alarm (i.e., FA = 0).

6 Numerical Results and Discussion

Real smart meter data from the Irish Smart Energy Trials is used to evaluate the
performance of the proposed RNN-based general electricity theft detector, [34].
The dataset was published by the Electric Ireland and Sustainable Energy Authority
of Ireland in January 2012. It contains the energy consumption readings for 3, 639
residential customers over 536 days between 2009–2010. The customers report their
readings every 30 minutes (i.e., the neural network input size is 48), and hence, the
total number of reports per customer is 25,728. Each customer dataset X̂c is used to
for cyber-attacks injection given in Table 2. For cyber-attacks f1(·), f2(·), and f5(·),
α and β(d, t) are random variables that are uniformly distributed over the interval
[0.1, 0.8] [3]. For attack f3(·), ti(d) is a uniform random variable in [0, 42], and the
duration of the attack, i.e., tf(d) − ti(d), is a uniform random variable in [8, 48],
and hence, the maximum value of tf (d) = 48. Applying all cyber-attacks for
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each customer results in X̂c dataset which contains 536 honest samples (days) and
3, 216 malicious samples. Each sample in X̂c has 48 energy consumption values.
For each X̂c dataset, over-sampling is performed to balance the size of honest and
malicious classes. Consequently, the total size of each X̂c dataset contains a total
of 6,432 honest and malicious samples. Each X̂c dataset is partitioned into training
set X̂c,TR and testing set X̂c,TST with ratio 3:2. All the experiments were performed
on the high-performance cluster (HPC) of the Tennessee Tech University using two
NVIDIA Tesla K80 GPUs. Tensorflow and Python Keras Library are used for the
implementation.

6.1 Customer-Specific Detector Evaluation with Sequential
Grid Search for Hyper-Parameters Tuning

In Algorithms 1 and 2 , the number of epochs I = 50 and batch sizes K = 100. For
the neural architectures, the following initial set up is used: parameter initialization
= Glorot Uniform, optimizer = SGD, hidden layer activation = Relu, output layer
activation = Sigmoid. Algorithm 3 is used for grid search with the following sets
L = {4, 6, 8} for the feed-forward and L = {2, 3, 4} for the gated-recurrent,
N= {100, 500, 1000}, for the feed-forward,and N= {300, 400, 600} for the gated-
recurrent, O= {SGD, RMSprop, Adagrad, Adadelta, Adam, Adamax, Nadam} [36],
H= {Glorot Uniform, Normal, Lecun Uniform, Glorot Normal, He Normal, He
Uniform, Uniform } [36], B = {0, 0.2, 0.5}, G = {1, 3, 5}, AH = {Relu, Softplus,
Linear, Sigmoid, Tanh}, and AO = {Softmax, Sigmoid}.

Figure 7 shows the grid search results for the hyper-parameters of the customer-
specific electricity theft detector. As shown in the figure, the feed-forward detector
benefits from the deep architecture as 60% of the customers’ implement a feed-
forward of 8 hidden layers. Roughly, an equal number of customers employs
100, 500, and 1000 neurons in their hidden layers. Similarly, for the optimizers,
almost an equal number of customers employs SGD, RMSProp, Adadelta, Adam,
Adamax, and Nadam as optimizers while almost 4% of customers employs Adagrad
as their optimizer. Furthermore, the majority of customers (42%) employs Golort
Uniform for parameter initialization. Besides, the majority of the customers do not
use dropout (62%) or weight constraints (40%). For the activation functions, the
majority of customers employ Relu for hidden layers (almost 90%) and Sigmoid for
the output layer (almost 75%).

Table 3 presents the average detection performance over the customer’s test data
in terms of DR, FA, and HD. Each column presents the average performance over
all customers using the hyper-parameters determined by the feed-forward model
specified in the first row. Hence, the first column presents performance results
when using the hyper-parameters defined by model MD1 in Algorithm 1 (i.e.,
number of layers and neurons following the distribution is shown in Fig. 7a, b
respectively, while using initial set up for other hyper-parameters). The next column
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Fig. 7 Feed-forward grid search analysis results for all customers. (a) Optimal layers. (b) Optimal
neurons. (c) Best optimizers. (d) Optimal initializer. (e) Optimal dropout rate. (f) Optimal weight
constraint. (g) Optimal hidden layer activation. (h) Optimal output layer activation

Table 3 Customer-specific feed-forward average detection performance using sequential search
for hyper-parameters tuning

MD1 MD2 MD3 MD4 MD5 [3]

Feed-forward DR (%) 91.3 92.3 92.6 92.7 93 94
FA (%) 5.8 2.8 2.3 2.9 3 11

HD (%) 85 89.5 90.3 89.8 90 83

presents performance results when using the hyper-parameters defined by model
MD2 in Algorithm 1 (i.e., optimizer types following the distribution in Fig. 7c
while using layer and neuron distributions according to Fig. 7a, b and initial set
up for the remaining hyper-parameters), etc. The last column presents results from
[3]. The work in [3] uses the same data we are using in our study; however, the
detector in [3] is based on a shallow machine learning architecture (SVM). Since
the grid search analysis is carried out over an accuracy metric, we can see that the
DR keeps improving when grid search is applied over different hyper-parameters.
As shown in Table 3, the best HD (and the lowest FA rate) is achieved when
MD3 hyper-parameters are applied (i.e., layers, neurons, optimizers, and initializers
follow the distributions shown in Fig. 7a–d, respectively, while no dropout or weight
constraints are applied, and Relu and Sigmoid activation functions are used for
hidden and output layers, respectively). The optimal feed-forward model (MD3)
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presents 80% reduction in FA rate compared with the shallow architecture in [3], as
the FA rate reduced from 11% in [3] to 2.3% in the feed-forward based detector. The
best-reported HD by the feed-forward based detector is improved from 83% in [3]
to 90.3%. The results suggest that improved electricity theft detection performance
is achieved when deep feed-forward architectures are implemented with optimized
hyper-parameters compared with other shallow machine learning architectures.

6.2 Generalized Detector Evaluation with Random Grid
Search for Hyper-Parameters Tuning

In this experiment, the training sets for a set of 200 customers are merged together
to form X̂TR. Similarly, the test sets for all customers are merged together to form
X̂TST. Feature scaling on training data produces XTR and applying the same scores
on the test data produces XTST. In Algorithms 1 and 2, the total number of epochs is
I = 10 and the batch size is 350. For Algorithm 4, the options used for the random
search are the following: L = {2, 3, 4}, N = {100, 500}, O ={SGD,Adadelta, Ada-
grad, Adam, Adamax, Nadam, RMSprop}, AH ={Sigmoid, Relu, Hard Sigmoid,
Tanh}, and AO ={Sigmoid, Softmax}. In addition, the total number of iterations is
I = 30, the drop out rate is set to 0.2 and the initialization of the network neurons
is set to Glorot Uniform [36].

Table 4 gives the random search evaluation results obtained by applying Algo-
rithm 4 on the sampled hyper-parameters using GRU model. The results give the
average detection performance over K-fold cross-validation (with K = 3) on XTR

in terms of DR, FA, and HD. As indicated in the table, the general electricity
theft detector benefits from the recurrent deep architecture as the HD can achieve
91.4%. It can also be noticed that all the networks that have Relu samples failed
to optimize properly, which is attributed to the finding discussed in [41] in which
deep sigmoidal networks can outperform deep Relu networks if initialized properly.
Moreover, all the networks with SGD optimizer struggle to achieve good results,
which can be attributed to the small number of epochs used for the training. Finally,
all the promising models have Softmax activation for the output layer. The top three
models with respect to HD for each number of layers l ∈ {2, 3, 4} are highlighted
in Table 4 and further used for performance evaluation using the test set XTST.

Table 5 gives a comparison between the top three models highlighted in Table 4
and the model proposed in [3], which was tested by the same data used in this
chapter. The first three columns in Table 5 give the average performance results
when using the best hyper-parameters highlighted in Table 4, such that the models
with l = 2, l = 3, and l = 4 are represented by MD1, MD2, and MD3, respectively.
The last column gives the results from [3]. While the detector in [3] is trained on the
same dataset used in this chapter, it is a customer-specific electricity theft detector
based on a shallow machine learning architecture (SVM). As indicated in Table 4,
the best HD is achieved when MD2 or MD3 hyper-parameters are applied, which
outperforms the proposed detector in [3] by a 4% increase. Moreover, the FA is
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Table 4 Sampled hyper-parameters results of Algorithm 4 using k-fold cross validation.

L N AH AO O DR FA HD Accuracy

2 201 Hard Sigmoid Sigmoid Adam 0.930 0.029 0.900 0.950

384 Sigmoid Sigmoid SGD 0.707 0.313 0.394 0.697

428 Sigmoid Softmax Adamax 0.946 0.036 0.910 0.955
270 Relu Sigmoid Nadam 0 0 0 0.499

306 Hard Sigmoid Softmax SGD 0.727 0.324 0.403 0.701

258 Hard Sigmoid Sigmoid SGD 0.713 0.311 0.402 0.701

154 Hard Sigmoid Softmax Adagrad 0.880 0.067 0.812 0.906

250 Tanh Sigmoid Adadelta 0.916 0.051 0.865 0.932

351 Sigmoid Softmax Adamax 0.941 0.035 0.905 0.952

284 Hard Sigmoid Softmax SGD 0.739 0.340 0.398 0.699

105 Tanh Sigmoid Adagrad 0.877 0.083 0.793 0.896

3 385 Tanh Sigmoid Adadelta 0.928 0.037 0.890 0.945

307 Sigmoid Sigmoid RMSprop 0.923 0.031 0.891 0.945

239 Tanh Sigmoid Adagrad 0.609 0.328 0.281 0.640

272 Hard Sigmoid Sigmoid Adadelta 0.885 0.071 0.813 0.906

110 Sigmoid Softmax Nadam 0.928 0.036 0.891 0.945

251 Tanh Sigmoid Nadam 0 0 0 0.499

310 Hard Sigmoid Softmax Adam 0.939 0.033 0.905 0.952
407 Hard Sigmoid Sigmoid Adagrad 0.867 0.075 0.791 0.895

193 Sigmoid Sigmoid Adadelta 0.875 0.068 0.807 0.903

4 492 Relu Sigmoid SGD 0 0 0 0.499

198 Tanh Softmax RMSprop 0.419 0.186 0.232 0.615

352 Sigmoid Softmax Adamax 0.931 0.026 0.905 0.952

215 Tanh Softmax Adamax 0.942 0.028 0.914 0.957
275 Tanh Softmax Adam 0 0 0 0.499

202 Relu Sigmoid Adagrad 0 0 0 0.499

393 Sigmoid Sigmoid RMSprop 0.939 0.044 0.894 0.947

165 Sigmoid Softmax Adagrad 0.898 0.073 0.825 0.912

390 Hard Sigmoid Sigmoid Adadelta 0.608 0.359 0.249 0.624

310 Tanh Sigmoid RMSprop 0.187 0.126 0.061 0.530

Table 5 Average
Performance of the
generalized theft detector
using a random search for
hyper-parameters tuning

MD1 MD2 MD3 [3]

GRU DR (%) 93.4 92.5 92.7 94

FA (%) 6.9 5.0 5.3 11

HD (%) 86.4 87.4 87.4 83

improved by almost 55%. The results indicate that an improvement in electricity
theft detection performance can be achieved using RNN architecture. In addition,
the generalized detector is a general model that does not rely on specific customer
data. Hence, it is more robust against contamination attacks compared with the
proposed detector in [3].
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6.3 Generalized Detector Evaluation with Genetic-Based
Search for Hyper-Parameters Tuning

In this experiment, each genetic individual is a neural network which is either feed-
forward or GRU architecture. In Algorithm 5, the number of individuals inside each
population n is 20, and the total number of generations M = 15. During each
generation, each neural individual is trained on the training sets of 30 sampled
customers after merging them together to form X̂TR. Similarly, the test sets the
30 customers are merged together to form X̂TST. Feature scaling on training data
produces XTR and applying the same scores on the test data produces XTST. In
Algorithms 1 and 2, the total number of epochs is I = 20 and the batch size is
350. For Algorithm 4, the options used for the random search are the following: for
GRU L ={1, 2, 3, 4}, for feed-forward L ={2, 4, 6, 7}, N ={64, 128, 256, 512,
768, 1024}, O ={SGD, Adadelta, Adagrad, Adam, Adamax, Nadam, RMSprop},
AH ={Sigmoid, Relu, Hard Sigmoid, Tanh}, AO ={Sigmoid, Softmax}, B =
{0.2, 0.3, 0.4, 0.5}, and G = {1, 3, 5}.

Figure 8 gives the Pareto frontier result of the last generation for both the feed-
forward and the GRU model. From the figure, we notice that GRU has a sharper
elbow than feed-forward, which can be attributed to the benefits that the GRU
acquired from the time-series correlation features. Solving both frontiers for the
compromise solution of gives FeedForward = { L: 8, N: 1024, H: Lecun Uniform,
O: Nadam, AO: Softmax, AH: Relu, B: 0.2, G:1 } as a solution for the feed-
forward architecture, and GRU= {L: 2, N: 512, H: Glorot Normal, O: Adam, AO:
Sigmoid, AH: Linear, B: 0.0, G: 3} as a solution for the GRU architecture. Table 6
gives a comparison between the two Pareto models FeedForward and GRU and
the model proposed in [3] by training and testing the final model on the merged
data of 200 customers. As indicated in Table 6, the best HD is achieved the GRU
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Table 6 Average performance of the generalized theft detector using genetic-based optimization
for hyper-parameters tuning

FeedForward GRU [3]

DR (%) 89.3 94.2 94

FA (%) 6.9 4.7 11

HD (%) 82.4 89.5 83

hyper-parameters model, which outperforms the proposed detector in [3] by a 6.5%
increase. Moreover, the FA is improved by almost 57% and the DR is improved
by 0.2%. The results indicate that an improvement in the electricity theft detection
performance can be achieved using RNN architecture along with the genetic-based
hyper-parameters tuning.

7 Conclusions and Future Research

7.1 Conclusions

In this chapter, we proposed two deep neural models for electricity theft detection.
Unlike existing research that uses shallow machine learning models such as
SVM, our models use deep feed-forward and deep recurrent neural networks. In
addition, an analysis on using either a customer-specific detector trained for each
customer or a generalized detector trained on the data from multiple customers was
carried out. Moreover, an extensive analysis for optimizing the hyper-parameters
of the proposed detectors was conducted. More specifically, sequential grid search,
random selection, and multi-objective genetic algorithm. Load profiles comprising
the electricity consumption of 3, 639 real residential customers over two years are
the basis for the experiments. Our extensive performance evaluations including a
comparison with a benchmark detector used in the literature have demonstrated that
our detectors are efficient in detecting electricity theft cyber attacks. In particular,
we draw the following conclusions as an answer to the questions presented earlier
in this chapter.

• First, should we build a customer-specific or generalized detectors? generalized
detectors are more robust against contamination attacks and does rely on a
specific customer historical data. In addition, as shown in the results the sacrifice
in the performance is not that much between customer-specific and generalized
detector.

• Second, for the architecture of the detector should it be a simple feed-forward or
recurrent neural network (RNN)? We recommend the use of the GRU recurrent
detector over the feed-forward detector. The recurrent model exploits the time
series feed-forward nature of the customers’ energy consumption and can learn
complex patterns of customers consumption which yields to better detection
performance as shown in the results.
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• Third, which algorithm is better for hyper-parameters tunning: sequential, ran-
dom, or genetic-based optimization? One of our main contributions in this work
is to express the hyper-parameters optimization problem as a two objectives
optimization problem, where the aim is to maximize the detection rate and
minimize the false alarm rate and to use multi-objective genetic algorithm
NSGA-II to solve it which approaches our third question. Genetic-based opti-
mization for hyper-parameters is the much more complex and time-consuming
for training over sequential and random search. However, the mutual impact
“interaction” of hyper-parameters on each other is considered while exploring
the search space. In addition, NSGA-II offers leverage over blind search where
the detector performance is considered while exploring the search space which
improves the detection performance. Despite this fact, sequential and random
search optimization methods also offered reasonably good performance.

7.2 Future Research

Many different improvements, inspections, and experiments can build on the pro-
posed work. In the future, we plan to apply the proposed detectors on different real
datasets. Besides, more neural networks architectures should be investigated, where
new types of hyper-parameters should be considered. Another area of investigation
is the genetic-algorithm used for the hyper-parameters tuning process; many multi-
objective genetic algorithms exist in the literature each also has its parameters that
should be selected and studied carefully.
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Using Convolutional Neural Networks
for Classifying Malicious Network Traffic

Kyle Millar, Adriel Cheng, Hong Gunn Chew, and Cheng-Chew Lim

Abstract As the reliance on the Internet and its constituent applications increase,
so too does the value in exploiting these networking systems. Methods to detect and
mitigate these threats can no longer rely on singular facets of information, they must
be able to adapt to new threats by learning from a diverse range of information. For
its ability to learn complex inferences from large data sources, deep learning has
become one of the most publicised techniques of machine learning in recent years.
This chapter aims to investigate a deep learning technique typically used for image
classification, the convolutional neural network (CNN), and how its methodology
can be adapted to detect and classify malicious network traffic.
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1 Introduction

The interest in deep learning over traditional machine learning algorithms originates
from its ability to generate complex representations of the input data without
the need to hand-select a feature set. This process of making complex decisions
directly from the source of information has labelled deep learning an ‘end-to-end’
algorithm [1]. Often, conventional learning techniques may inadvertently discard
useful knowledge if subjected to a feature selection process based on the heuristics
of a human operator. Deep learning aims to draw new inferences about a data source,
in our case Internet Protocol (IP) network traffic, that might not have been used
otherwise.

This new wave of deep learning research has been largely popularised by the
field of image classification. The ubiquity of deep learning in image classification
was sparked in 2012 when a deep convolutional neural network (CNN) won the
ImageNet visual recognition challenge, almost halving the current error rate at the
time [2]. Since then, almost all subsequent submissions to the ImageNet challenge
have been made using a variation of these CNN learning techniques [3].

Convolutional neural networks are a variant of artificial neural networks which
were designed to leverage insights from locally connected features in the input.
Although largely used in the field of image classification, CNNs have been
successfully applied to other application areas such as, natural language processing
[4–7], audio classification [8], and signal processing [9].

Convolutional neural networks have recently gained interest in Cybersecurity
and network management research. They have been largely employed to detect and
classify the diverse range of traffic seen on present-day networks. Convolutional
neural networks have shown promising results in this field, able to perform both
statistical-analysis, by interpreting traffic metadata features [10, 11], and facilitate
payload-analysis by finding patterns in the message content of the traffic [1, 12, 13].
Despite the potential of CNNs, there has yet to be an in-depth study on the principles
of designing and implementing a CNN for use in network traffic classification.

The aim of this chapter is to introduce the theory behind CNNs with an emphasis
on why its distinct properties make it well suited to detect evasive malicious network
traffic. In particular, the contributions of this chapter are as follows:

• We outline three benefits of utilising CNNs and examine how these properties
could benefit or hinder network traffic classifications in a Cybersecurity context.

• We introduce a novel way of representing network traffic to a deep learning
classifier inspired by natural language processing, termed Flow-Image.

• We compare three different CNN architectures including a novel architecture
aimed at exploiting the known properties of a TCP/IP packet.

• We explore the structure of network traffic and propose how CNNs could
be employed to create a classifier that is robust to certain malicious evasion
techniques.
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This chapter assumes the reader has prior knowledge and background in neural
networks and their terminology; otherwise, we refer the reader to [14] for an in-
depth introduction to this topic.

The remainder of this chapter is as follows. Section 2 introduces the key
concepts and advantages behind a CNN implementation. The advantages of a CNN
based implementation are then explored in terms of their application to malicious
network traffic classification in Sect. 3. Section 4 outlines how network traffic
has been represented to CNNs in related literature, providing an additional novel
representation used to address the issues found with existing methods. Section 5
examines three CNN architectures and details how they can be used for network
traffic classification.

Section 6 provides a brief summary of the experimental setup used for analysis in
this chapter. Section 7 presents experimental results and describes how the different
properties of CNNs can affect the classification of malicious network traffic. The
chapter concludes in Sections 8 and 9 including suggestions for future research.

2 Convolutional Neural Networks

The underlying assumption of a CNN is that information in the input can be locally
correlated [15]. For example, when reading a sentence, it is not just the individual
letters that are relevant but the relationship between them. This relationship is often
rapidly diminished by distance, with the correlation between letters in one word
having little to no effect on the words that follow. Finding local correlations is
often much more efficient than analysing the entire input at once. In artificial neural
networks, these local correlations can be enforced by using local receptive fields.
Local receptive fields restrict the inputs to a node to a small localised region of its
input. Figure 1 depicts how a local receptive field can be used to restrict the input of
a node to a subsection of the previous layer.

There are several advantages to utilising local receptive fields. Firstly, the entire
input does not have to be evaluated at once. This is particularly important when
working with large input sizes where, in classical deep learning techniques such as
a fully-connected neural network, the size of the neural network scales significantly
with the number of input fields used. Large neural networks result in larger hardware
requirements and can cause overfitting if there are too few samples to train on [16].

The second advantage occurs when there is translation or repetition of identifying
features in the input. An example of this advantage is prevalent in object detection
tasks where an object should be just as easily detected no matter where in the
image it occurs. Once a local correlation is identified, local receptive fields act as a
search function, finding that same correlation regardless of its location in the input;
therefore, if a local correlation is either shifted or repeated, no additional complexity
needs to be added to the neural network to identify it. This is known in artificial
neural networks as weight-sharing. Depending on the application, weight-sharing
can vastly reduce the size of the neural network needed and can help increase its
ability to generalise to new data [16].
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Fig. 1 The structure of a typical CNN used for image classification. The convolutional and pooling
layers form the feature extraction stage while the fully-connected layers form the prediction stage

The third advantage of local receptive fields is that they are more robust to
localised noise. In many classification tasks the input is likely to suffer from a factor
of noise. A system that evaluates solely based on the overall input is likely brittle to
these occurrences; however, it is more likely that only a part of the input is affected.
Utilising local receptive fields can help localise the effect of noise to just the regions
in which it occurs [5].

Convolutional neural networks are simply neural networks that enforce the
use of local receptive fields. This is achieved using two specialised layers, the
convolutional and pooling layers. A typical CNN is made up of two stages. The
first stage utilises convolutional and pooling layers to identify local correlation
within the input and allow for translation invariance. This stage can be thought
of as learning and extracting features from the input. The second stage utilises
fully-connected layers to combine the features found in the previous stage into an
overall prediction of which class the input most likely belongs to. Figure 1 shows a
graphical representation of a typical CNN structure used for image classification.

In the remainder of this section, each of these layers are briefly introduced as
prerequisites for later sections of the chapter; for a more in-depth explanation of
CNNs and their structure, the reader is referred to [15, 17].

2.1 Convolutional Layer

The convolutional layer is the core building block of a CNN. A convolutional layer
enforces the idea of local receptive fields by limiting the scope of each node in the
layer to a select few nodes in the preceding layer.
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Fig. 2 A comparison of the connections in a convolutional layer versus a fully-connected layer.
Each node in the convolutional layer makes the same three connections to the nodes in the input
layer, albeit at different locations. This is known as a convolutional layer with a filter size of three.
Each node in the fully-connected layer is connected to every node in the previous layer

A feature of local receptive fields stated in the previous section was that of
weight-sharing, the ability to detect repeated or translated patterns without adding
additional complexity into the network. A convolutional layer implements this
concept using a filter, a sliding function used to detect the same pattern in different
regions of the input. In Fig. 2, a single filter is depicted as it scans across the input
for a particular pattern. To search the input for a varying number of patterns, a
convolutional layer will typically comprise of many filters, the total output of which
is entitled a feature map. The feature map can be thought of as identifying the
location in which each filter found their respective pattern. The convolutional layer
in Fig. 1 depicts a feature map comprising of four filters.

The dimensionality of a CNN refers to the dimensions of the filters in its
convolutional layers. One-dimensional (1D) and two-dimensional (2D) CNNs are
typically seen in research due the magnitude of tasks in which one or two
dimensional arrays are used for inputs. 2D-CNNs are typically used in image
classification where the two dimensions relate to the spatial coordinates of an image.
1D-CNNs are used for sequential inputs such as text classification. Figures 1 and 2
show a 2D-CNN and a 1D-CNN respectively. It should be noted that the depth of
the filter is not considered as a dimension in this terminology. Figure 1 shows a
convolutional layer with a filter depth of three, relating to the three input channels
of the image (red, green, and blue).

2.2 Pooling Layer

The pooling layer serves two purposes, (i) it reduces the size of the feature map
and (ii) provides a level of translation invariance to the features found therein. The
most important values of the feature map are where the filters detect their respective
patterns. This is identified by strong positive or negative values in the feature map.
The larger the absolute number is, the more likely that the filter has detected a pattern
in that location. The pooling layer reduces the percentage of low values in the feature
map by summarising subregions by their important values.
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Max pooling is the most utilised pooling function. It samples subregions in
a similar process to that of the convolutional layer; however, instead of finding
patterns in the input, it takes the maximum absolute value in that subregion. This
increases the density of important values in the feature map while also allowing
for slight translation in the locations of the patterns found. Figure 1 depicts how a
pooling layer reduces the size of the feature map of the previous layer.

2.3 Fully-Connected Layer

The fully-connected layers used in a CNN are the same as found in a fully-
connected neural network. Each node in this layer is connected to every node in the
previous layer. This structure allows for the extraction of global relationships from
the previous layer. A CNN uses fully-connected layers to combine the individual
features found in the convolutional layers into a final prediction of the overall input.

The disadvantage of this layer is that the number of connections is proportional
to the number nodes in the previous layer. This can cause significant computational
overhead when input sizes are large; therefore, convolutional and pooling layers
are often designed to reduce the number of parameters in the input before a fully-
connected layer is used.

3 Characteristics of Network Traffic for CNNs

In this section, we examine the three benefits of CNNs for the classification of
network traffic in a Cybersecurity context:

• Efficiency on larger input sizes (Sect. 3.1).
• Translation and repetition invariance (Sect. 3.2).
• Robustness to noise (Sect. 3.3).

3.1 Efficiency on Larger Input Sizes

Network traffic is typically characterised by large volumes of traffic. Packets
spanning the maximum transmission unit (MTU) of 1500 bytes and network traffic
flows using hundreds or thousands of packets are commonly seen in today’s
networks. It is therefore necessary to consider how to efficiently evaluate such large
input sizes when using neural networks.

The trainable parameters of a neural network are the parameters that are
tuned while training to reduce its error on the desired objective [14]. The most
important trainable parameter is the weight of the connections between nodes. Every
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connection in the neural network has an associated weight. The value of this weight
is adjusted during training to determine the significance of the connection to the
overall classification. A CNN can considerably reduce the number of trainable
parameters of a neural network by using weight-sharing. Weight-sharing allows a
trained weight value to be shared between multiple connections in the same layer.

In the previous section, the relationship between the inputs to a fully-connected
layer and the number of connections in the neural network was highlighted. The
computational requirements of maintaining such a large number of trainable param-
eters for each of these connections would rule out many hardware implementations
and could lead to overfitting if there are not enough samples to train on [16].

Figure 2 highlights the comparison between the number of trainable parameters
in a convolutional layer versus a fully-connected layer. Although there are 15
connections made in the convolutional layer, due to weight-sharing, only three
weights require adjusting. In contrast, a fully-connected layer with the same number
of nodes would result in 35 adjustable weights.

The reduction in trainable weight parameters as a result of weight-sharing allows
a CNN to be much more computationally efficient than other types of neural
networks when dealing with larger input sizes. This result is further analysed in
Sect. 7.1.

3.2 Translated and Repeated Patterns

The process of scanning for discrete, local patterns enables a CNN to locate features
regardless of where they appear in the input. The benefit of this approach has been
shown in speech recognition tasks where the varying speed, tone, and inflection of
a speaker can change the positioning of these identifying features [16]. Malicious
network traffic has been shown to exploit similar properties in the size, sequencing,
and timing of packets to obfuscate the identifying features of malicious intent [18].

In allowing for variations in the input, a CNN can be robust to certain evasion
techniques. Table 1 shows an example of how different string manipulations could
be used to extract the same information. All three commands wish to extract
information contained in a file stated as /_vti_pvt/administrators.pwd.
In order to learn to detect this command, a fully-connected neural network would
have to learn each of these representations individually. In contrast, a CNN could
reuse the same patterns it has found in its lower levels of abstraction to quickly
generalise to new variants.

Table 1 Examples of simple string manipulation [19]

Method Example

Self-referencing /_vti_pvt/./././././administrators.Pwd

Double slashes /_vti_pvt///administrators.Pwd

Reverse traversal /scripts/../_vti_pvt/administrators.Pwd
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Weight-sharing allows a CNN to identify repetition in the input without adding
any additional complexity to the neural network. From a network traffic perspective,
similar syntax structures and duplicated packets make repeated patterns in data and
communication traffic highly prevalent.

3.3 Noisy Inputs

In many classification tasks, the input is likely to suffer from a factor of noise;
however, what is noise in terms of malicious network traffic is hard to define. On
one hand, randomly generated strings could be injected into a packet to confuse the
classifier’s decision process; but, on the other hand, if these randomly generated
strings are known to be classified as noise, they could be used to hide malicious
content.

The use of local receptive fields allows a CNN to classify an input even when
certain sections of the input have been obfuscated by noise [5]. This property would
allow a CNN to be robust to certain injection attacks where noise is added to
confuse a detection system; however, this property could also be exploited. The
convolutional layers of a CNN scan the input for identifying features. If the features
of malicious intent are not known, it is unlikely that any warnings would be raised;
however, a detection system which accounts for the entire input might see a change
in the overall input and raise suspicion. A CNN’s ability to be robust to noise could
therefore both benefit and hinder the classification of malicious network traffic,
depending on the evasion techniques utilised.

4 CNN Input Representations

In this section, we investigate how network traffic can be represented to a CNN.
In particular, this section evaluates the current methods of representation in related
literature and introduces a novel approach that aims to improve the efficacy of using
a CNN for network traffic classification.

4.1 Related Work

Network traffic classification typically falls into two categories; (i) statistical-based
classification, where the traffic is classified based on a collection of metadata
features, such as the number of packets sent; and (ii) payload-based classification,
where the traffic is classified based on the distinct signatures found in the message
content of the packet [13].
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Statistical-based approaches were explored using a CNN in [11]; however, no
prior consideration was undertaken as to what the best representation should be to
fully exploit the strengths of a CNN. In this paper, we address this directly and strive
to utilise the full potential of a CNN.

Wang et al. [1, 12] explored the use of a CNN for payload-based classification in
which a 28 × 28 pixel image was used to represent the first 784 bytes of the payload
content of a traffic flow. Each byte was represented by a greyscale pixel using the
range from black (represented by the value 0) to white (represented by the value
255). This provides a one-to-one mapping with the 256-value range of a byte field.

Wang et al. showed that a 1D-CNN achieved better classification accuracy than a
2D-CNN on this input representation. Although not stated by the authors, this result
is likely to have stemmed from how the second dimension of the image was created.
The payload was wrapped to form the second dimension of the image; therefore,
this dimension was simply an extension of the first. Analysing a one-dimensional
input with a 2D-CNN is likely to reduce the classifier’s ability to generalise to new
data and may have caused the reduction in accuracy reported.

The value of a pixel in an image is numerical. In greyscale, this value represents
a scale between black and white. Representing a byte as a greyscale pixel infers
the same scale between its values. For example, implying that a byte value of zero
has more similarity to a value of one than it does to ten. While this representation
was shown to hold for a test data set in [1, 12], it is not always a true property of
the values in a byte for different types of network traffic. Obfuscation techniques
of malicious traffic aim to exploit the difference in how a detection system and
its intended target process data. Using these differences, a malicious attack can
hide its true intention from the detection system while still delivering its malicious
payload to its target. A numerical representation of bytes in a detection system
could be easily exploited as it is using a property that is non-existent in the intended
application.

To address the above issues, a novel approach to network data representation
was explored as part of this research. This input representation will be referred to as
Flow-Image for the remainder of the paper.

4.2 Flow-Image

Network traffic is fundamentally a conversation between two endpoints; therefore,
rather than taking inspiration from image classification as per the related work
above, we seek inspiration from natural language processing (NLP).

Text classification is one of the cardinal topics for NLP in which text is clas-
sified based on a predefined objective such as sentiment analysis (i.e., identifying
whether the writer’s opinion is positive or negative) or terminology extraction (i.e.,
identifying important words in a larger body of text). These methods typically make
use of feature generation techniques, such as bag-of-words, to represent language in
higher order representations before analysis [7]. This however requires predefined
knowledge of the syntax of the language you are classifying.
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To classify malicious network traffic, assumptions based on syntactic or semantic
structures cannot be made as malicious attacks can exploit these assumptions to
circumvent known techniques. Fortunately, CNNs have recently been investigated to
perform classification without any predefined knowledge of the subject language [6,
7]. This is achieved by analysing the text at its fundamental level, i.e. its individual
characters.

Character-level NLP allows the classifier to learn the complete formation of the
text directly from its underlying characters. While this adds additional complexities
to the network, it allows for the classification of text when the structure of the
language is unknown. Zhang et al. [7] showed that CNNs can be successfully
applied to character-level NLP tasks, achieving comparable results to the state-of-
the-art techniques for English text classification.

To represent characters to a neural network, a categorical representation must be
used as there is no intrinsic correlations between the values of a character. One-
hot-encoding is a common way to represent categorical information as it is simple
to implement. However, the more categories used, the less efficient this method
becomes. One-hot-encoding constructs a vector of size n, where n is the number of
distinct categories an input value can take. Each entry in this vector is zero except
for the entry that corresponds to the category that this vector represents, which is
given a value of one. For example, in network traffic, to represent the byte value
‘0’, a vector of size 256 would be constructed with the first entry set to one and the
rest zero. One-hot-encoding was shown in [7] to effectively represent 70 different
characters to a CNN. This method will be used in Flow-Image to represent the 256
different byte values.

Current implementations of CNNs require a fixed input size. Therefore, the
number of bytes analysed in each flow must be set before analysis. Furthermore, to
investigate the effect of a 2D-CNN on network traffic classification, the input must
also have two representative dimensions. To address these two factors, a network
traffic flow was represented in a two-dimensional array as shown in Fig. 3. Each row
of this array represented a new packet in the flow with each column representing a

Fig. 3 Representation of an input used for image classification compared to Flow-Image
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new byte in the packet. The array was fixed such that 97 bytes of the first ten packets
of a bidirectional flow were analysed. Flows that did not meet the required array size
were padded with byte values of zero.

Composing the 97 bytes of a packet were 47 bytes from the TCP/IP header and
50 bytes from the payload. The header section was included in the Flow-Image as
some attacks are easier to detect by their header sections (i.e., scans and probes),
while others are easier to detect by their payload (i.e., worms) [20].

The number of bytes in the TCP/IP header section was limited to 47 as this was
found to be the maximum header length for over 99% of the packets in the data set
used for analysis (further details of the data set are given in Sect. 6.1). The 47-byte
header encompassed an 11-byte IP header (source and destination IP addresses, and
TTL fields were removed due to synthetic biases found in the data set) and a 36-byte
TCP header.

The payload was truncated to the first 50 bytes of each packet as it has been
shown that the classification significance of a byte in the payload decreases the
further into the payload it is found [21–23]. The number of flows in the Flow-Image
was truncated to ten to balance classification efficiency with the ability to analyse
the relationship between packets in a flow.

It should be noted that the assumptions on the size and number of packets to
evaluate were based on analysis of our data set. These assumptions may not hold
under other circumstances. A malicious attack could easily circumvent detection by
sending malicious content outside the limits of the Flow-Image stipulated in this
chapter. Before a detection system is deployed, a decision should be made between
the efficiency of the system and its robustness to attacks looking to exploit this
property.

To represent bytes in a one-hot-encoded vector, a third dimension to this array
was added. Figure 3 shows a graphical representation of this Flow-Image in contrast
to how a typical image would be represented to a neural network.

5 CNN Architectures

In this section, we explore three CNN architectures and examine how the properties
of CNNs can be exploited to improve the detection and classification of evasive
malicious network traffic. The configuration selected for each CNN architecture is
shown in Table 2.

5.1 2D-CNN

A 2D-CNN is the most common architecture due the abundance of CNNs used
for image classification. Images consist of two dimensions which both relate to the
same spatial coordinate system; therefore, local correlations that make use of both
dimensions must exist. A 2D-CNN is able to exploit this property by scanning for
multi-dimensional correlations.
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Table 2 Structure of the CNN architectures

Segmented-CNN
Layers 2D 1D Header Payload

1 Conv[3 × 3] Conv[1 × 3] Conv[1 × 47] Conv[1 × 3]

2 Conv[3 × 3] Conv[1 × 3] Conv[1 × 1] Conv[1 × 3]

3 Pool[2 × 2] Pool[1 × 2] Pool[2 × 1] Pool[1 × 2]

4–5 Conv[3 × 3] Conv[1 × 3] Conv[1 × 1] Conv[1 × 3]

6 Pool[2 × 2] Pool[1 × 2] Pool[2 × 1] Pool[1 × 2]

7 FC[256] FC[256] FC[256] FC[256]

8 Fc[1024] Fc[1024] - Fc[1024]

Output FC[6] FC[6] FC[6]

Each convolutional layer consists of 256 filters. The output layer consists of a node for each class
within the data set, this layer is used to designate the predicted class. Max pooling is used for all
pooling layers
Conv[h × w] – Convolutional layer with a filter height and width of h and w respectively
Pool[h × w] – Pooling layer with a filter height and width of h and w respectively
FC[n] – Fully-connected layer with n nodes

Fig. 4 Structure of a 2D-CNN and 1D-CNN. The filters of a 2D-CNN span multiple packets,
while a 1D-CNN’s filters only consider the bytes of a single packet. Only the first convolutional,
pooling, and fully-connected layers in the 2D-CNN and 1D-CNN are shown

The Flow-Image input has two representative dimensions. The first represents
packets in the flow and the second represents bytes in a packet. A 2D-CNN could
be utilised to find locally correlated bytes both within the same packet and in
adjacent packets. Network traffic typically emulates a call and response within its
communication. Most packets are followed by a response or acknowledgement from
the other endpoint. Analysing locally correlated packets may yield information into
how the two ends of the connection are communicating. Figure 4 depicts the key
properties of the 2D-CNN architecture as it evaluates the Flow-Image input.
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5.2 1D-CNN

1D-CNNs have been typically used in NLP tasks where information can be repre-
sented as a sequential one-dimensional array. Although there are two representative
dimensions in the Flow-Image input, the bytes between a packet have a higher
degree of correlation than the bytes over multiple packets. A 1D-CNN could be used
to exploit this property of network traffic. A diagram of the 1D-CNN architecture is
shown in Fig. 4.

5.3 Segmented-CNN

A Segmented-CNN is a novel CNN architecture that aims to capitalise on the
distinct properties of the two sections in a TCP/IP packet, the header and the
payload. This architecture is inspired by the approach taken by Bromley et al.
in their design of a Siamese-CNN [24]. A Siamese-CNN utilises two CNNs to
simultaneously analyse two distinct images, the output of which is then compared
to determine the similarity between the two. However, instead of measuring the
similarity between these two images, this methodology could be adapted to analyse
two inputs that relate to the same classification but have their own distinct properties.
Figure 5 shows how two CNNs could be used to analyse the distinct sections of a
TCP/IP connection.

Fig. 5 Structure of a Segmented-CNN showing how the two CNN networks can be individually
optimised for the two distinct regions of a packet, the header and payload. Only the first
convolutional, pooling, and fully-connected layers of the Segmented-CNN have been shown
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The header section of a packet relates to the information needed for it to traverse
a network. It has a strict structure that needs to be enforced such that packets can
be received intact at the other end of the connection; therefore, there is very little
variance in how a header section can be constructed. Furthermore, as most values
of this input relate to a distinct property of the packet, there is almost no local
correlation within the header section. The classification of the header section of
a packet is therefore more suited to a fully-connected neural network; however,
multiple headers in a flow are likely to exhibit similar properties and therefore
benefit from the utilisation of weight-sharing. To optimise a CNN for these two
properties, a one-dimensional filter which spans the entire header section of a
packet could be used. At the packet level, this filter acts as a fully-connected neural
network; however, the use of a one-dimensional filter allows for weight-sharing
between the packets.

The payload is the message content of a TCP/IP packet; therefore, a CNN
structure inspired by natural language processing should be used. The 1D-CNN
(Sect. 5.2) was selected to be used for the payload section of the Segmented-CNN.

6 Experimental Setup

6.1 Data Set

To evaluate CNNs on network traffic, a data set that contained full packet captures
was required. For this reason the UNSW-NB15 data set [25, 26] was chosen as the
subject of our experiments. Contained in this data set was a set of nine malicious
classes; however, as deep learning requires a large number of samples to generate an
accurate prediction, four of the smallest malicious classes were merged into a single
class entitled OTHER-MALICIOUS.

The UNSW-NB15 data set was split into three subsets, training (72%), validation
(8%), and testing (20%). The malicious classes used in our experiments and their
distributions within each subset are presented in Table 3.

Table 3 Distribution of classes from the UNSW-NB15 data set

Malicious classes Training (72%) Validation (8%) Testing (20%) Total

DOS 2592 290 721 3603
EXPLOITS 18,189 2030 5055 25,274
FUZZERS 13,851 1541 3848 19,240
GENERIC 2727 311 760 3798
RECONNAISSANCE 8397 939 2335 11,671
OTHER-MALICIOUS 1611 188 450 2249
NON-MALICIOUS 36,000 4000 10,000 50,000
Total 83,367 9299 23,169 115,835
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A non-malicious class was also included such that the classifier’s ability to distin-
guish between malicious attacks and normal traffic behaviour could be investigated.
This non-malicious class was made up of traffic likely to be in abundance on a
typical network such as HTTP, P2P, and FTP.

6.2 Hardware and Software

The recent rise of deep learning research has been largely spurred by advancements
in the specialised hardware required to utilise it. Previously, the sheer number of
mathematical operations within a deep learning algorithm reduced its applicability
on computationally or temporally limited applications; however, with the introduc-
tion of dedicated graphics processing units (GPUs), many of these operations can
now be carried out in parallel.

The University of Adelaide’s Phoenix High Performance Computing (HPC)
service was used to train the neural networks evaluated in this chapter. Each neural
network was trained on a NVIDIA Tesla K80 GPU, with 32GB of memory and an
8-core central processing unit (CPU). The neural networks were implemented using
Google’s deep learning framework, TensorFlow [27].

7 Experimental Results

To evaluate the effectiveness of Flow-Image and our CNN architectures outlined
in Sects. 5.1, 5.2 and 5.3, we conduct malicious network traffic classification
experiments using the UNSW-NB15 data set. A fully-connected neural network was
also analysed to provide a baseline comparison to the CNN techniques. The fully-
connected neural network consisted of three fully-connected layers of 256, 1024,
and 7 nodes.

7.1 Architecture Efficiency

One of the key benefits of CNNs is their efficiency on large input sizes. To identify
what extent this has on the classification of the Flow-Image input, the training time
and neural network size of each architecture were examined.

Figure 6 shows the number of trainable parameters in each neural network to
the nearest million. The number of trainable parameters is roughly proportional
to the size of the network in memory (shown in Fig. 7). The CNN architectures
show between three and ten times reduction in the memory requirements of
a neural network. A CNN is therefore better suited for any hardware limited
implementations.
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Fig. 6 Number of trainable parameters in each neural network to the nearest million
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Fig. 8 Training time of each neural network

Figure 8 shows the training time of each neural network. The Segmented-CNN
completed training in the shortest amount of time, less than half the training time
of the 1D-CNN. The training time of these architectures did not correlate with their
number of trainable parameters. This result may be specific to the Flow-Image input
representation.

The pre-processing of network traffic to form the Flow-Image input represen-
tation allowed for the separation of the header and payload of each packet into
distinct sections of the input. The design of the Segmented-CNN therefore may
have expediated the training process by continuing this separation of the header
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Fig. 9 Training and testing accuracy of different CNN architectures on the UNSW-NB15 data set.
A fully-connected neural network was also analysed to provide a baseline comparison to the CNN
techniques

and payload sections within the neural network itself. This allowed for two smaller
inputs that had a higher degree of similarity to be analysed. This process is akin to
that of a divide and conquer approach.

7.2 Classification Performance

The trained classifiers were evaluated on the testing set, the results of which
are shown in Fig. 9. All classifiers exhibited similar classification performances
on the testing set with the fully-connected neural network achieving the highest
classification accuracy overall. The performance of the fully-connected neural
network on the testing set suggests that the size of the neural network is sufficient
to account for any variation in network traffic in the UNSW-NB15 data set.

The fully-connected neural network achieved almost 100% training classification
accuracy on the training set. This result signifies that the classifier was overfitting the
training data, supporting our analysis in Sect. 3.1 that even a small fully-connected
neural network would likely overfit the Flow-Image input due to the large number
of trainable parameters that would be created.

All three CNN architectures shown in Fig. 9 are able to achieve similar test
classification performance to the fully-connected neural network albeit with five
to ten times fewer trainable parameters. This result suggests that the use of CNNs
for network traffic classification would still be recommended over that of a fully-
connected neural network when computational resources are limited.

To provide further analysis, the precision and recall values of each class were
calculated. Precision is the number of correct classifications of a class divided
by the number of times that class was predicted. Recall is the number of correct
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Fig. 10 F1-Score of the individual classes for each classifier on the testing set

classifications of a class divided by the total number of samples of that class. The
harmonic average of precision and recall is the F1-score and is commonly used to
compare the performance of a classifier on the individual classes present.

F1-score = 2
(P recision × Recall)

(P recision + Recall)
(1)

Shown in Fig. 10 is the F1-score of the individual classes for each classi-
fier on the testing set. From Fig. 10, a pattern in the DOS, GENERIC, and
OTHER_MALICIOUS classes was observed. The fully-connected neural network
and 1D-CNN achieve the highest accuracies in these classes, followed by the
Segmented-CNN and 2D-CNN respectively. This result correlated with the degree
of pooling used in each architecture, therefore suggesting that the network traffic
flows in the UNSW-NB15 were highly structured. The degree in which the structure
of network traffic affects its classification performance is discussed further in the
next section.

7.3 Network Traffic Structure

To further investigate how the structure of network traffic affects the classification
performance of a neural network, the prediction process of the trained classifiers
was evaluated.
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Fig. 11 Three heatmaps showing the important features in the input of the first fully-connected
layer of the fully-connected neural network, 1D-CNN and 2D-CNN

To train a neural network, the weights of its connections are adjusted depending
on their significance to the overall classification. An estimation of the importance
of an input to a neural network can therefore be identified by the summation of the
weight of its connections.

The process of identifying significant bytes in a TCP/IP flow by the weight of its
connections was explored by Wang [21]. This process will be used to highlight
differences in how the fully-connected neural network, 1D-CNN, and 2D-CNN
extract information from the Flow-Image input. The Segmented-CNN will not be
evaluated within this section as it does not reveal any additional insight into how the
predictions of a neural network are made on the Flow-Image. A heatmap depicting
the most significant inputs to the first fully-connected layer in each neural network
is shown in Fig. 11.

The heatmap of the first layer in the fully-connected neural network indicates
the significance of the byte values in the Flow-Image input. From this heatmap, a
highly structured pattern is observed; with distinct patterns found both in the order
of packets in a flow as well as in the separate header and payload sections of a
packet.

Within the header section of the fully-connected heatmap, the utilisation of
different header information fields is highlighted. It was shown that the identification
field and checksum of the IP header are the two most significant features to the
classification of the Flow-Image. These two fields are both unique to their individual
packet. It is therefore evident that the neural network is overfitting by learning to
identify the individual packets in the training set.
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From the payload section of the fully-connected heatmap, it was observed that the
neural network identified the first and fourth payload of the flow as most significant
to its classification. The first and fourth payload correspond to the first payload
content of a user datagram protocol (UDP) and transmission control protocol (TCP)
connection respectively. This result therefore suggests that the first payload content
of the flow is most significant to the classification of the overall flow. The correlation
between the significance of the payload content and its location within the flow
has been confirmed by other investigations [21–23]. This result demonstrates a
neural network’s ability to learn identifying properties of complex inputs without
any predefined knowledge of the classification domain.

The heatmap of the first fully-connected layer of the 1D-CNN and 2D-CNN
shown in Fig. 11 indicates the significant features learned by the convolutional and
pooling layers of their respective neural networks. From these two heatmaps, we
observe how the convolutional and pooling layers can be used to increase the density
of important features in the input before the utilisation of computationally expensive
fully-connected layers.

The 1D-CNN heatmap illustrates how the one-dimensional convolutional and
pooling operations will increase the density of important features of an individual
packet while preserving the order of packets in the flow. The 2D-CNN further
increases the density of important features in the Flow-Image by also applying the
convolutional and pooling operations over the packets in a flow.

The input size of the first fully-connected layer in the 2D-CNN is reduced by a
factor of 20 when compared to that of the first layer in the fully-connected neural
network. This reduction in the number of input values to the first fully-connected
layer vastly reduces the size of the overall network as seen in Sect. 7.1. The pooling
of packets in the flow however decreases the 2D-CNN’s ability to learn identifying
features from the order in which packets are sent.

7.4 Transient Features

In the previous section, it was highlighted that a neural network learned to classify
the network traffic based on assumptions regarding the order of packets in a flow. In
this section, an example of how these assumptions could be exploited by malicious
evasion techniques will be investigated.

It was identified that the first payload content of a flow is the most significant
to its overall classification; however, this assumption cannot always be relied upon,
especially when classifying evasive malicious traffic.

Fragmentation is the process of segmenting the content of a traffic flow into
multiple packets. Malicious actors have been shown to evade detection by carefully
selecting how fragmentation is performed [19]. A simple way to employ such an
evasion technique is by purposely sending packets in the wrong order. A host that
receives these packets will utilise the packet’s sequence numbers to reassemble
them into their correct sequence; however, packet reassembly may not be performed
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Fig. 12 Accuracy of each neural network on the test set with respect to the number of packets that
were exchanged in each flow. Packets were exchanged with the next consecutive packet in the flow

within the intrusion detection system (IDS) itself due to the resultant time delay and
computational cost. A malicious actor could therefore change the packet sequence
to disguise the overall intent of the traffic flow from the IDS [18].

To simulate the use of a fragmentation evasion technique, the order of packets
in the Flow-Image input representation was progressively altered. The accuracy of
the trained neural networks on the UNSW-NB15 test set was then re-evaluated.
A varying number of packets were chosen for re-ordering to identify how much
variance in the order of packets would affect the overall traffic classification. The
packets that were chosen for re-ordering were random and simply exchanged with
the next consecutive packet within the flow. The accuracy of each neural network
on the altered test set is plotted in Fig. 12 with respect to the number of packets that
were exchanged in each flow.

The classification performance of each neural network decreases as the order of
packets is progressively altered; however, classification degradation is less severe
in the 2D-CNN and Segmented-CNN. These two neural networks both employ
a pooling operation across multiple packets; thereby reducing their reliance on a
specific order of packets to correctly classify the flow.

8 Conclusions

In this chapter, the benefits of using a CNN for malicious network traffic clas-
sification were explored. A CNN-based approach was shown to achieve similar
classification accuracies to a fully-connected neural network at one tenth of the
fully-connected neural network’s size. This result confirms that a CNN-based
solution would be better suited for hardware limited implementations.
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The Flow-Image input representation was presented as a novel way to address
the issue of using numerical representation for categorical data as seen in the related
literature. A numerical representation of byte values in an IDS could be easily
exploited as it classifies traffic using properties that may be non-existent in the
intended application.

The Segmented-CNN was proposed as a novel CNN architecture that can exploit
the distinct sections of a TCP/IP packet, the header and payload. The Segmented-
CNN was shown to achieve a faster training time due the use of a divide and conquer
approach.

The structure of network traffic and its effect on the classification performance
of the evaluated neural networks was identified using a heatmap of the significant
input values. The order of packets in a traffic flow was found to be highly influential
in the overall classification of a traffic flow.

An example of a simple detection evasion technique was explored by altering the
order of packets in a traffic flow. It was shown that the 2D-CNN and Segmented-
CNN were more robust to this evasion technique as they employ a pooling operation
across multiple packets; thereby reducing their reliance on a specific order of
packets to correctly classify the flow.

9 Future Works

In this chapter, the benefit of a CNN to classify noisy data was introduced; however,
in network traffic, it is hard to quantify what is noise and what could be a potential
malicious threat. Whether this is a benefit or a potential means of evading a CNN
based classification algorithm is a subject for further analysis.

Convolutional neural networks require a fixed input size; however, the diversity
of network traffic makes it difficult to define what a suitable input size should be.
Furthermore, if this input size is known, malicious actors could implement evasion
techniques to place malicious code outside the region of analysis. To address this
issue, a recurrent neural network (RNN), which allows for variability in the input
size, could be combined with a CNN to create a neural network with the mutual
benefits of each approach.

The data set used in this chapter for experimental analysis was synthetic.
Further evaluation of neural networks on real network traffic captures is required
to determine if the performance of these methods hold under real-life conditions.

One of the key contributions of this chapter proposed that CNNs could be
employed to counteract certain known types of evasion techniques; however, deep
learning techniques can only learn from the existing data they have access to.
Techniques such as polymorphic code, encryption, and variations of character
encodings would prove difficult to account for without proper consideration. A more
robust training method could be implemented by the utilisation of an adversarial
network. Specifically, an additional neural network which is trained to produce
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inputs that evade the detection of the first neural network. Adversarial networks
could therefore be investigated as a way to train neural networks that are more robust
to different evasion techniques.
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DBD: Deep Learning DGA-Based Botnet
Detection

R. Vinayakumar, K. P. Soman, Prabaharan Poornachandran,
Mamoun Alazab, and Alireza Jolfaei

Abstract Botnets play an important role in malware distribution and they are
widely used for spreading malicious activities in the Internet. The study of the
literature shows that a large subset of botnets use DNS poisoning to spread out
malicious activities and that there are various methods for their detection using
DNS queries. However, since botnets generate domain names quite frequently, the
resolution of domain names can be very time consuming. Hence, the detection
of botnets can be extremely difficult. This chapter propose a novel deep learning
framework to detect malicious domains generated by malicious Domain Generation
Algorithms (DGA). The proposed DGA detection method, named, Deep Bot
Detect (DBD) is able to evaluate data from large scale networks without reverse
engineering or performing Non-Existent Domain (NXDomain) inspection. The
framework analyzes domain names and categorizes them using statistical features,
which are extracted implicitly through deep learning architectures. The framework
is tested and deployed in our lab environment. The experimental results demonstrate
the effectiveness of the proposed framework and shows that the proposed method
has high accuracy and low false-positive rates. The proposed framework is a simple
architecture that contains fewer learnable parameters compared to other character-
based, short text classification models. Therefore, the proposed framework is faster
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to train and is less prone to over-fitting. The framework provides an early detection
mechanism for the identification of Domain-Flux botnets propagating in a network
and it helps keep the Internet clean from related malicious activities.

Keywords Botnet · Deep learning · Domain name generation · Malware ·
Cybercrime · Cyber security · Domain-flux · Keras embedding

1 Introduction

Over the past decade, the number of malicious activities have significantly increased
[1–6, 13]. Today, perpetrators use malicious codes to infect a large collection of
computers, named, botnet, and use a Command and Control (C&C) server, named,
botmaster, to remotely control botnets for running malicious activities, such as
Distributed Denial of Service (DDoS) attacks, spam emails, scareware, and spyware.
A possible mitigation strategy is to blacklist the botmaster, to whom the botnets try
to contact. However, to evade being blacklisted, perpetrators change their domain
names frequently through Domain Name System (DNS) poisoning [7]. A commonly
used method for C&C location resolution and fail-over resilience is fluxing, which
mainly has two types: IP flux and Domain-Flux [8]. In this work, we mainly focus
on Domain-Flux services, through which the botmaster changes the domain name
that has to be mapped into the IP address of the C&C server frequently. This is
done using a Domain Generation Algorithm (DGA), which generates domain names
randomly on a large scale for registration. Botnets use various DGAs for domain
name generation. For example, Conficker, Torpig, Kraken, and Murofet [9].

A method to combat DGA generated malware is to monitor DNS requests and
detect DGA domain names using a machine learning classification algorithm. The
past works on DGA detection can be grouped into two categories: retrospective and
real-time detection. Retrospective detection cannot be used in real-time, because
they model a large volume of predictions over a large volume of domains [10]. These
methods cluster domain names using various statistical tests, such as Kullback-
Leibler divergence testing [12], and contextual information, such as HTTP headers
to further improve the performance. These methods are computationally expensive.
On the contrary, real-time detection methods make the classifications using domain
names without any additional contextual information. Although such approaches are
fast, they cannot perform as accurate as the retrospective methods.

The existing real-time based methods for DGA detection are based on feature
engineering and the commonly used features are entropy, string length, vowel to
consonant ratio, and n-gram. Features are fed into the machine learning classifier
for classification (the commonly used classifier is the random forest). In [10], the
authors proposed a retrospective approach for DGA detection based on automatic
feature extraction. Recently, the application of deep learning architectures, such as a
Long Short Term Memory (LSTM) method, has been considered for DGA analysis
[11]. Such approaches outperform the classical machine learning classification in
terms of accuracy.
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The deep learning architectures including LSTM performed well in various cyber
security applications compared to classical machine learning algorithms [44], [45].

In this chapter, we propose a scalable deep learning DGA-based botnet iden-
tification framework, named, DBD, which uses a Convolutional Neural Network
with a Long Short Term Memory (CNN-LSTM) pipeline to detect DGA domain
names. Along with DBD, different character-based, short-text classification models
are evaluated over a large labeled data set, which consists of a collection of
algorithmically generated and legitimate domains gathered from our lab based
network activities. Experimental results confirm the effectiveness of our framework
in identifying DGA-based botnets, as well as the compromised systems within the
deployed network. DBD utilizes TensorFlow [14], that is, a distributed framework
for learning very large scale deep neural networks. Once the framework classifies a
particular domain as a DGA domain, the framework assumes that the host is infected
and analyses its resolved domain list for finding the corresponding C&C server.

The remainder of the chapter is organized as follows: Sect. 2 describes the
background information on DNS, Keras embedding, and deep learning architecture.
Section 3 describes the past literature on DGA detection. Section 4 proposes
a scalable deep learning DGA-based botnet identification framework. Section 5
elaborates on the experiments and observations. Finally, Sect. 6 concludes the
chapter.

2 Background and Preliminaries

2.1 Botnet

A botnet is a network of compromised Internet connected computers that are ruled
by a bot master remotely through the command and control (C&C) channel. An
infected computer in a network is named bot. A bot master uses the bot to host
malicious activities. Mostly, the size or structure of botnet can vary. However, they
follow the same stages in their lifecycle [15]. To adapt to the new technologies, the
botnet evolves with the bot master. The C&C channel provides a communication
point between the bot master and the bot to transmit data among them. The C&C
communications are as follows:

• A bot master contacts botnets by issuing a command;
• Based on the command, a botnet performs its activities; and
• Botnet forwards the results of performed activities to the bot master.

Botnet can be detected only when the location of the C&C server is identified. In
addition, the bot master will not be able to control the botnet without establishing a
reliable connection between C&C servers and compromised computers. Primarily,
there are three types of C&C architectures based on the way the communication
is used, that is, centralized, decentralized, and hybrid. In a centralized botnet
architecture, the bot master manages all the active bots in a botnet from a centralized
C&C server. In other words, the bot communicates with a C&C server for all
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operations, such as receiving and answering commands. The centralized botnet
architecture uses a hierarchical, star topology. The Internet Relay Chat (IRC) and
Hyper Text Transfer Protocol (HTTP) are key protocols in a centralized architecture.
This type of architecture is easier to control, since it has only one central point.
However, the design of a centralized architecture is complex. Also, message latency
and survivability are short and chances of failure is more compared to other
architectures. Decentralized architectures or peer-to-peer architectures contain more
than one C&C servers to manage all active bots in a botnet. Each bot acts as a C&C
server as well as clients. The detection of the botnet which uses a decentralized
architecture is a difficult task, as compared to the centralized architecture. This is
due to the use of peer-to-peer protocols. The design of decentralized architecture
is complex, while its message latency and survivability is higher and the chances
of failure is less compared to other centralized architectures. Hybrid architecture
is a combination of centralized and decentralized architecture. The detection and
monitoring tasks in a hybrid architecture is more difficult than centralized and
decentralized architectures. However, the design of the hybrid architecture is simpler
compared to other architectures.

2.2 Domain Name System

Domain Name System (DNS) is an application protocol in the Internet infrastruc-
ture, which has a distributed data base that cross-references domain names to their
corresponding Internet Protocol (IP) addresses and vice versa. DNS maintains a
hierarchy to control its distributed data base, and it is comprised of a root level,
top level domains, second level domains, sub-domains, and hosts. Domain names
consist of a Top Level Domain (TLD) and a Second Level Domain (SLD), which
are separated by a dot point. For example, in YouTube.com, com is a TLD and
YouTube is a SLD. The DNS hierarchy is divided into zones which are controlled
by a zone manager. Each node in the DNS hierarchy has a label, which includes
information related with the domain name.

A hierarchy of DNS is named domain namespace, which is similar to an
eDirectory with an inverted tree structure. Organizations can use their own domain
namespace to create private networks. These private networks are not visible on the
Internet. A simple DNS hierarchy is shown in Fig. 1. A domain name composed of
one or more sections or sub domains is named a label. A path from a sub-domain
to a root is named a fully qualified domain name. A DNS hierarchy can have a
maximum number of 127 levels. These labels are separated by dots. Each label can
contain 0 to 63 characters. A label of length 0 is assigned to the root zone. The full
domain name length can contain 253 characters. A domain name redirects the end-
user request to a particular source where the information exists in the DNS name
space. All the information of domain names is stored in the DNS server in the form
of a record, named, resource records.
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Fig. 2 Recursive DNS query

Recursive and non-recursive (or iterative) are two types of DNS servers. Non-
Recursive DNS servers act as the Start of Authority (SoA); they answer queries
inside the governed domains without querying other DNS servers even if the Non-
Recursive DNS server cannot provide the requested answer. Recursive DNS servers,
an example of which is shown in Fig. 2, respond to queries of all types of domains,
by querying other servers and passing the response back to the client. Recursive
DNS servers usually suffer from DDoS attacks, DNS cache poisoning, unauthorized
use of resources, and root name server performance degradation. Furthermore, query
to DNS servers are usually not encrypted [16]; thus, it is possible to detect the
websites that are being browsed.
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2.3 Domain-Flux and Domain Generation Algorithms

Domain fluxing is a technique in which fully qualified domain names linked with the
IP address of C&C servers are frequently changed to keep the botnets in operation.
To carry out this operation, the bot master makes use of a Domain Generation
Algorithm (DGA) to generate domain names on a large scale, which can bypass
blacklisting and heuristics methods for detecting DGA domain names. Figure 3
shows the flow diagram of domain-flux attacks. The bot uses two domains, abc.com
and def.com. The domain abc.com is not registered and receives an NXDomain
response from the DNS server. def.com is registered and hence it is able to contact
the C&C server. In Domain-Flux attacks, botnets contact their botmaster with
randomly generated domain names using a hit and trial method. In most cases, this
would generate several Non-Existent (NX) response queries for domains which have
no IP addresses (NXDomains). Monitoring DNS traffic is an important task and it
helps to detect the botnet using a DNS analysis. This method is more efficient than
the static and binary analysis of malware. This is mainly because these methods
require much less time to reverse engineer the binaries to assign a signature [37].

Analysis of DNS queries helps to detect DGA generated domains and it helps
to trace the botnet and block the communication point between the botmaster and
C&C server in a timely manner. Detection of DGA generated domain names through
analysis of DNS data has various advantages. For example, the DNS protocol
includes only a small amount of traffic in the entire network, which makes it
appropriate for analysis even in large scale networks. In addition, the DNS traffic
is normally cached which reduces the traffic. Some of the domain features, such
as the Autonomous System (AS) number and the domain owner, can be added to
DNS traffic features to further increase the detection rate of DGA domain names.
Furthermore, the analysis of DNS queries helps to identify attacks in early stages or
even before they occur.
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A DGA generates a large number of domain names using a random seed, which
can be a date, a number, or any random characters. To construct domain names, the
DGA generator uses a combination of bitshift, xor, divide, multiply, and modulo
operations to generate a sequence of characters, which follow a certain distribution,
such as a normal or a uniform distribution model. DGA generators normally use
different seeds quit frequently. For instance, the seeds may change within a period
of one day. This makes the blacklisting strategies inefficient since DGAs keep
creating differing domain names. However, DGA generated domain names contain
unique statistical properties, which are different from legitimate domain names. As
explained in Sect. 4, our proposed detection method would utilize these properties
to detect DGA domain names.

2.4 Keras Embedding and Convolutional Neural Network
with Long Short-Term Memory

Keras embedding converts positive integers (indexes) into continuous or dense
vector representations of fixed sizes. These indexes direct to a particular character
in a vocabulary. Dense vector representation is a character embedding matrix which
is calculated using

(nbchar, vocabsize) × (vocabsize, embeddim) = (nbchar, embeddim), (1)

where nbchar denotes the number of unique characters, vocabsize denotes the
size of vocabulary, and embeddim denotes the size of the vector space in which
characters will be embedded. The resultant matrix of the embedding layer are of
the shape (vocabsize, embeddim) which are passed as input to the deep learning
architectures. The weights in embedding layer are initialized using a Gaussian
distribution. The Keras embedding layer collaboratively works with the other deep
learning layers to optimize the weights during the backpropagation.

Given a matrix representation M of Keras embedding, the CNN captures the
features from the character representation. CNN is composed of a 1D convolution, a
pooling, and a fully connected layer. The 1D convolution contains a filter that slides
over a sequence and detects features from different locations. To reduce the feature
dimension, maxpooling 1D is applied. These new features are fed into LSTM. This
procedure is mathematically represented as

HCNN = CNNchar(M), (2)

ht = LST M(et , ht−1). (3)

where e = HCNN , each row is a time step for LSTM, ht is a hidden layer
representation in time step t . LSTM works on each row of HCNN with hidden
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vectors from previous time-step to produce embedding for the subsequent time-
steps. Finally, the successive feature representation of LSTM is passed into the
fully connected layer, which contains a non-linear activation function that gives 0
or 1. The output 0 indicates a legitimate domain and the output 1 indicates a DGA
generated domain name.

3 Related Works

Pleiades designed the first method for detecting DGA-based domains, which does
not require the reverse engineering of the bot malware [10]. In [18], Woodbridge
et al. applied a Long Short-Term Memory (LSTM) method for detection and
classification of DGAs. Woodbridge et al.’s LSTM network is composed of an
embedding layer, an LSTM layer and a logistic regression. Woodbridge et al.
compared their detection method with a random forest classifier and a feature-less
hidden markov model [10]. In all experiments, the LSTM method outperformed
in comparison to the hand-crafted features and featureless methods. In [19], the
authors discussed various issues, including the accuracy and the false alarm rate of
the existing DGA detection methods, and proposed a new way to label the DNS
traffic data. They used this labeled data to evaluate the performance of featureless
methods CNN and LSTM with Keras embedding and hand crafted features with
conventional machine learning classifiers. In [20], the authors studied the efficiency
of RNN on a large number of malware samples with a total of 61 malware families.

In [21], the authors discussed the performance of deep learning architectures
for DGA detection and categorization on a combination of data set, which was
collected from publically available data sets and real time OSINT DGA feeds. They
showed detailed experimental analysis of each of the deep learning architectures.
Their experiments showed that deep learning architectures perform better compared
to random forest classifier. In [22], the authors discussed methods of collecting DNS
logs inside Ethernet LAN. They evaluated the performance of recurrent structures
using two different data sets. One data was collected from public sources and the
other was collected from the real-time DNS traffic. This was done to effectively find
out a robust machine learning model, which can be deployed in real time to monitor
the DNS traffic. In [23], the authors proposed a scalable framework which provides
a method to collect DNS traffic data at the ISP level.

In [24], the authors proposed a unique deep learning architecture, which can
detect both DGA and malicious Uniform Resource Locator (URL). The unique
architecture proposed in [24] has been evaluated using DNS, URL and Email
data analysis for various types of testing data sets [25]. The results are compared
with other deep learning architectures and logistic regression with bigram text
representation. Curtin et al. [27] proposed an RNN based approach for DGA domain
detection. The approach uses a smashword score which measures the closeness in
respect to English words. Tran et al. [28] discussed the importance of cost-sensitive
approach along with LSTM for DGA botnet detection.
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In [29], the authors applied various ImageNet models for DGA analysis. They
described how to transform the pretrained weights of the ImageNet database and
make the database usable for DGA data. In [30], Mac et al. studied various
conventional machine learning classifiers, deep learning architectures, and the
combination of deep learning architectures and conventional machine learning for
DGA analysis. In a hybrid network, deep learning architecture obtained optimal
features and the conventional machine learning was used for classification. In
[31], Yu et al. discussed the efficiency of various character-based models for DGA
analysis. The models are Endgame [18], Invincea [32], CMU [33], MIT [35], NYU
[36].

To model short character strings (URLs, file paths, or registry keys), Saxe and
Berlin proposed a three-layer CNN network with Keras embedding [32]. Saxe and
Berlin method contains 1,024 neurons and it uses a ReLU activation function. To
speed up the model training and prevent from over fitting, Saxe et al. used batch
normalization and regularization techniques. In [33], Dhingra et al. proposed a
representation and classification method for Tweeter posts. Dhingra et al. used a
bidirectional Gated Recurrent Unit (GRU) to learn feature representation of Twitter
data. The tweets are tokenized into a stream of characters and each character
is represented using one hot character encoding. These one-hot representations
are mapped into a character space and are passed into the bidirectional GRU. It
contains both forward and backward GRUs, which facilitate the learning process of
the sequence of characters in the domain name. A sof tmax non-linear activation
function is used for tweet classification. In [36], Zhang et al. proposed the NYU
model for tweet classification. They combined a stack of CNN layers with a
LSTM layer with word-based text representation. Since stacked CNN layers would
impose over-fitting, Zhang et al. suggested the use of a minimum number of CNN
layers, that is, one. They evaluated the efficacy of deep learning models using the
conventional text representation methods, such as bag-of-words, ngrams with Term
Frequency-Inverse Document Frequency (TF-IDF). In [35] Vosoughi et al. proposed
a novel tweet representation based on a Convolutional Neural Network (CNN), that
is, commonly used in the field of image processing [34], LSTM and hybrid of CNN
and LSTM.

Details of various character-based, short-text classification algorithms are given
in Table 1. All algorithms use a character-level embedding as their first layer to
transform the domain names into numeric vectors, and this is followed by a deep
learning architecture for optimal feature extraction and classification. Details of
deep learning based DGA detection algorithms are given in Table 2.

Table 1 Well-known short text classification methods

Name Architecture Task

CMU [33] Bi-directional gated recurrent unit layer Social media text classification

MIT [35] Hybrid of stacked CNN layers and LSTM layer Social media text classification

NYU [36] Stacked CNN layers Text classification
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Table 2 A short review on deep learning based DGA domain detection

Reference Method Data source Text representation

Woodbridge
et al. [18]

LSTM legitimate: One million domains
names from Alexa

Keras embedding

DGA domains: OSINT DGA feed
from Bambenek Consulting

Yu et al. [19] CNN and LSTM legitimate: One million domains
names from Alexa and Farsight
Security DNS data stream

Keras embedding

DGA domains: DGArchive and
Farsight Security DNS stream

Lison et al.
[20]

Architectures related
to recurrent structure

legitimate: One million domains
names from Alexa, Statvoo, and
Cisco

Keras embedding and
one-hot encoding

DGA domains: DGArchive and
Bambenek

Vinayakumar
et al. [21]

CNN and recurrent
structures

legitimate: One million domains
names from Alexa and OpenDNS

Keras embedding

DGA domains: OSINT DGA feeds

Vinayakumar
et al. [22]

RNN and LSTM legitimate: One million domains
names from Alexa, OpenDNS, and
Ethernet LAN DNS stream

Keras embedding

DGA domains: OSINT DGA feeds
and Ethernet LAN DNS stream

Vinayakumar
et al. [23]

CNN and recurrent
structures

legitimate: One million domains
names from Alexa and real time
DNS stream from the Internet
Service Provider (ISP) level

Keras embedding

DGA domains: real time DNS
stream from the ISP level

Yu et al. [31] CNN, RNN, LSTM,
CNN and RNN, CNN
and LSTM,
Bidirectional RNN,
Bidirectional GRU

legitimate: One million domains
names from Alexa
DGA domains: Bambenek

Keras embedding and
One-hot encoding

Mohan et al.
[24]

CNN and
CNN-LSTM

legitimate: One million domains
names from Alexa and OpenDNS

Keras embedding

DGA domains: OSINT DGA feeds

Vinayakumar
et al. [25]

CNN-LSTM, CNN
and CNN-RNN

legitimate: One million domains
names from Alexa and OpenDNS

Keras embedding

DGA domains: publically available
DGA algorithms, 360-DGA,
OSINT DGA feeds, DGArchieve
and Ethernet LAN DNS stream

(continued)
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Table 2 (continued)

Reference Method Data source Text representation

Mac et al.
[30]

LSTM, CNN and
LSTM, Bidirectional
LSTM

legitimate: One million domains
names from Alexa

Keras embedding
and One-hot
encodingDGA domains: Bambenek

Curtin et al.
[27]

RNN, LSTM, and
generalized likelihood
ratio test

legitimate: One million domains
names from Alexa and OpenDNS
DGA domains: simulated domain
names from publically available
DGA algorithms, DGArchive,
Andrey Abakumov’s DGA
repository on Github, Johannes
Bader’s DGA implementations, and
Sinkholed domains collected from
public WHOIS registration

One-hot encoding
and TF-IDF

Tran et al.
[28]

Cost-sensitive LSTM legitimate: One million domains
names from Alexa

Keras embedding

DGA domains: OSINT DGA feed
from Bambenek Consulting

4 Proposed DGA Detection: Deep Bot Detect

Since DNS traffic is not encrypted, an analysis of DNS traffic would reveal botnets
that utilize DGAs. Generally, the presence of DGAs can be detected through

• Analysis of Non-Existent (NX) domain DNS response;
• Analysis of statistical features of DNS queries;
• Analysis of statistical features of DNS responses; and
• Time based analysis of DNS traffic.

The proposed DGA detection method, named, Deep Bot Detect (DBD), is based
on an analysis of statistical features of DNS queries. This includes a preprocessing
phase, an optimal features extraction phase, and a classification phase. In the
preprocessing phase, the feature vectors are extracted from domain names using
text representation methods, and then, the optimal features are computed from the
numeric vectors using deep learning architectures. Finally, a classification is done
using a fully connected layer with a non-linear activation function.

The proposed method converts domain names into lower-case, character strings,
because domain names are case-insensitive and differentiating between capital and
small letters may cause regularization issues; otherwise, the method has to be trained
for more numbers of epochs to learn about differing patterns of the domain names.

The detailed configuration of DBD is listed in Table 3, which looks similar to
that of [24] and [23]. The proposed method has less number of trainable parameters
in comparison with other character based short text classification models. Thus, the
DBD framework is faster to train and less prone to overfitting.
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Table 3 Detailed
configuration of DBD

Layer (type) Output shape Param #

Embedding (None, 91, 128) 6,528

Conv1D (None, 8,764) 41,024

MaxPooling1 (None, 2,164) 0

LSTM (None, 70) 37,800

Dense (None, 1) 71

Activation (None, 1) 0

Total params: 85,423

Trainable params: 85,423

Non-trainable params: 0

The corpus contains 39 unique characters: -, ., _, a, b, c, d, e, f, g, h, i, j, k, l, m,
n, o, p, q, r, s, t, u, v, w, x, y, z, 0, 1, 2, 3, 4, 5, 6, 7, 8, 9. The maximum length of
the domain name is 91. If the length of the domain name is less than 91, it is padded
with zeros. In DBD, the vector size of Keras embedding is 128, and each character is
mapped into a 1 × 128 vector. This is different from ASCII encoding, and it helps to
learn the similarity among characters by mapping the semantics of similar characters
to similar vectors. The keras embedding outputs a matrix representation 39 × 128,
where the number of unique characters is 39 and the dimension of embedding space
128. The Keras embedding jointly works with other layer in the deep learning model
and obtains an optimal feature representation that composed of similar characters
being embedded closer to each other.

In recent days, visualization plays an important role in deep learning based cyber
security applications particularly in intermediate feature visualization [46]

To visualize, the 128-dimensional representation is fed into a t-SNE [26] that
converts it to a two-dimensional representation, as shown in Fig. 4. The numbers,
characters and special characters are appeared in their own cluster. This indicates
that the model has captured the unique features to differentiate characters, numbers
and special characters.

To conduct a fair comparative evaluation strategy, for all models under study, we
considered Keras embedding as the domain name representation method and we set
the embedding size to 128. To evaluate the effectiveness of Keras embedding, we
used a 3-gram text representation method to mapped domain names. We hashed the
features of 3 grams into a vector of length 1 × 1,000. These vectors are passed into a
DNN for optimal feature extraction and classification. The detailed configuration is
listed in Table 4. To avoid overfitting and to speed up the training process, dropout
and batch normalization is used, respectively, in between the DNN layers. We found
both dropout and batch normalization is use full. Following the embedding layer,
DBD contains a convolution layer, which contains 64 filters of length 5 with an
ReLU activation function. The Convolutional layer includes a maxpooling with
a pool length of 4 and an LSTM with 70 memory blocks. This type of hybrid
CNN-LSTM model learns the important features and forms a fixed length feature
vector representation. Finally, the 128 vector representation is passed to the fully
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Fig. 4 Keras embedding character vector visualization of DBD model

Table 4 Detailed
configuration of DNN

Layer (type) Output shape Param #

dense_1 (Dense) (None, 128) 128,128

batch_normalization_1 (Batch) (None, 128) 512

activation_1 (Activation) (None, 128) 0

dropout_1 (Dropout) (None, 128) 0

dense_2 (Dense) (None, 96) 12,384

batch_normalization_2 (Batch) (None, 96) 384

activation_2 (Activation) (None, 96) 0

dropout_2 (Dropout) (None, 96) 0

dense_3 (Dense) (None, 64) 6,208

batch_normalization_3 (Batch) (None, 64) 256

activation_3 (Activation) (None, 64) 0

dropout_3 (Dropout) (None, 64) 0

dense_4 (Dense) (None, 32) 2,080

batch_normalization_4 (Batch) (None, 32) 128

activation_4 (Activation) (None, 32) 0

dropout_4 (Dropout) (None, 32) 0

dense_5 (Dense) (None, 16) 528

batch_normalization_5 (Batch) (None, 16) 64

activation_5 (Activation) (None, 16) 0

dropout_5 (Dropout) (None, 16) 0

dense_6 (Dense) (None, 1) 17

Total params: 150,689

Trainable params: 150,017

Non-trainable params: 672
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connected layer that contains a sigmoid non-linear activation function, which
outputs 0 for legitimate and 1 for DGA domain names. To minimize the loss during
backpropogation, all deep learning architectures use a binary cross entropy loss
function, defined as

loss(pd, ed) = − 1

N

N∑
i=1

[edi log pdi + (1 − edi) log(1 − pdi)], (4)

where pd is a vector of predicted class label in testing data set, ed is a vector of
expected class label, and N is the number of samples.

5 Experiments, Results and Observations

Finding a large, ground truth dataset of domain names for DGA analysis is
often difficult. Although many published machine learning based DGA detection
solutions exist, there are still many ambiguities in regards to the selection of
appropriate machine learning algorithms. This is mainly because most benchmark
results are from various data sets, which have differing data distributions and are
collected from different resources, such as Alexa [38], OpenDNS [39], 360-DGA,
OSINT real time DGA feeds [40], DGArchive [41] and publically available DGA
algorithms [42]. In addition, some of the data sets and their associated systems are
not publically available for research, due to privacy and security concerns. More
importantly, the past DGA analytics have not considered time domain information,
which is an important factor to identify zero day vulnerabilities. The majority of
security companies make their data sets private, since they do not want to disclose
their security flaws.

We evaluated the performance of the proposed method using two corpuses:
publically available and private corpus. The publically available corpus (Data
set 1) is collected from the publically available DGA algorithms including [42],
DGArchive [41], and OSINT real time DGA feeds [40]. The main difference
between the two test data sets of Data set 1 is that the Test 1 data set is collected
from both the publically available DGA algorithms and real-time OSINT DGA
feeds and the Test 2 data set is collected from only real-time OSINT DGA feeds.
The private corpus (Data set 2) is collected from the internal network [23]. This
data set is entirely collected in a different environment in comparison to the Data
set 1. The private data set contains less number of DGA domain names, and it is
highly imbalanced. The deep learning architectures are prone to imbalanced data
analysis. This requires additional concepts from the field of data mining to handle
the imbalanced data more efficiently during learning process [47]. Applying the
data mining concepts to handle the imbalanced data can be considered as one of
the significant directions towards future works. These different test data sets show
how well the trained model on the previous day data is able to detect DGA domain
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Table 5 Detailed statistics of the data sets

Data set Legitimate DGA generated Total Observation dates

Data set 1 (Train) 155,683 115,056 270,739 May 1, 2017–Oct. 15, 2018

Data set 1 (Test 1) 181,837 37,742 219,579 Jan. 1, 2018–Mar. 25, 2018

Data set 1 (Test 2) 867,027 39,946 906,973 Apr. 3, 2018–May 22, 2018

Data set 2 (Test 1) 547,165 27,983 575,148 Feb. 1, 2017–Nov. 15, 2018

names, which occur in the future and how well the train model is able to detect DGA
domain names which occurs from different sources. The detailed statistics of data
set is reported in Table 5. Legitimate domain names are collected from Alexa [38]
and OpenDNS [39]. Each of the test data sets are disjoint. The results of the Data
set 1 can be reproduced because the data set is publically available and moreover
the nature of real time domain names in Data set 2 makes the models to stays safe
from an adversary. To defeat the classifier trained on Data set 2, an adversary has to
spend more time in reverse engineering in comparison to the Data set 1.

To avoid possible biases, the real time DNS traffic was captured from an
internal network. Passive sensors were deployed in an internal network. The detailed
experimental setup and the collection of DNS traffic data set from the internal
network is reported in [23]. The DNS query response messages from the DNS
servers are collected by passive sensors. Thus, in this work, the DNS traffic was
collected from different DNS servers. The sensors capture the network traffic from
DNS servers, extract DNS packets and converts into human readable format. This
data will be passed to the DNS log collector. The passive sensors could be installed
inside the DNS server itself or mirror only the DNS traffic to a server, which is
dedicated for DNS passive sensors. The sensors get the data by port mirroring the
traffic from the DNS servers present in the deployed network. The logs received
from the internal network are passed to the distributed log parser.

All deep learning architectures are implemented using TensorFlow [14] with
Keras [43]. Initially, all the models are trained with Data set 1 (Train). During
training, the train data set of Data set 1 is randomly divided into 80% training
and 20% validation. The validation data helps to monitor the train accuracy across
different epochs. The experiments with all deep learning architectures are run till
100 epochs with learning rate 0.001, adam optimizer, batch size of 128. To evaluate
the performance, the trained model on Data set 1 is tested with the different test data
sets, such as Data set 1 (Test 1), Data set 1 (Test 2), and Data set 2 (Test 1). These
data sets are disjointed and they are collected from different sources. Most of the
models performed better on Data set 1 (Test 1) compared to the test data taken from
Data set 1 (Test 2) and Data set 2 (Test 1). An evaluation is accompanied with the
ground-truth test data, which has a set of domain names labeled as DGA generated
D or legitimate L. The data in Data set 1 (Test 1), Data set 1 (Test 2), and Data
set 2 (Test 1) are collected from various sources and times to examine the detection
capability of the trained models.



142 R. Vinayakumar et al.

Table 6 Detailed test results

Model Acc
ur

ac
y

(%
)

Pr
ec

isi
on

(%
)

Rec
all

(%
)

F1
-sc

or
e (%

)

Data set 1 (Test 1)

Endgame [18] 99.0 96.3 97.9 97.1

NYU [36] 98.7 95.3 96.9 96.1

MIT [35] 98.5 94.8 96.4 95.6

CMU [33] 98.2 92.5 97.6 94.9

Invincea [32] 98.8 96.4 96.5 96.5

3-gram with 5-layer DNN 96.5 89.9 89.9 89.9

DBD 97.8 91.5 95.9 93.7

Data set 1 (Test 2)

Endgame [18] 98.8 79.8 96.1 87.2

NYU [36] 98.7 79.2 94.6 86.2

MIT [35] 98.6 77.2 95.5 85.4

CMU [33] 97.8 67.5 96.7 79.5

Invincea [32] 98.9 82.9 94.2 88.2

3-gram with 5-layer DNN 96.6 57.0 90.7 70.0

DBD 97.6 65.9 93.9 77.5

Data set 2 (Test 1)

Endgame [18] 98.6 81.1 93.3 86.8

NYU [36] 98.5 80.5 92.3 86.0

MIT [35] 98.4 78.3 93.1 85.1

CMU [33] 97.7 69.2 94.3 79.8

Invincea [32] 98.8 84.3 91.8 87.9

3-gram with 5-layer DNN 96.4 58.8 88.6 70.7

DBD 97.5 67.8 92.1 78.1

We used Accuracy ∈ [0, 1], Precision ∈ [0, 1], Recall ∈ [0, 1], and
F1 − score ∈ [0, 1] standard metrics, which are based on True Positive (TP),
True Negative (TN), False Positive (FP), and False Negative (FN). Detailed results
are reported in Table 6. TP represents the number of DGA generated domain
name samples correctly identified as DGA, TN represents the number of legitimate
domain name samples correctly identified as legitimate, FP represents the number
of legitimate domain name samples misclassified as DGA, FN denotes the number
of DGA generated domain name samples misclassified as legitimate. The metrics
Accuracy, Precision, Recall and F1 − score are defined as follows.

Accuracy = T P + T N

T P + T N + FP + FN
, (5)
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Precision = T P

T P + FP
, (6)

Recall = T P

T P + FN
, (7)

and

F1 − score = 2 ×
(

Pr ecision × Recall

Pr ecision + Recall

)
. (8)

Two most commonly used diagnostic tools to identify the interpretation of the
binary classifiers are Receiver Operating Characteristic (ROC) and the precision-
recall curves. Generally, the ROC curves are used when the samples of each class
are balanced; otherwise, precision-recall curves are used.

To generate precision-recall curves, we estimated the trade-off between the
Precision ∈ [0, 1] and Recall ∈ [0, 1] across varying threshold in the range of
[0, 1]. Most commonly, the area under the curve (AUC) is used to compare the ROC
and precision-recall curves. AUC, as the name indicates, just the area under the ROC
curve. To generate ROC, we estimated the trade-off between the true positive rate
T PR ∈ [0, 1] (Eq. 7) on the vertical axis to false positive rate (FPR ∈ [0, 1]) on
the horizontal axis across varying threshold in the range of [0, 1], where

T PR = T P

T P + FN
, (9)

and

FPR = FP

FP + T N
. (10)

We set the threshold for both ROC and precision-recall curves to 0.5 without
fine-tuning for low FPR. Low FPR is an important measure in DGA detection,
particularly in applications where there is a live stream of queries in a DNS server.
If the FPR is high, the system may block legitimate traffic in real-time systems. To
highlight the differences in methods, FPR is adopted on a log scale.

The ROC and the precision-recall curves of various models are depicted in Figs. 5
and 6. These curves are obtained using different test data. A high score of precision
and recall indicates a more accurate detection. The results of various tests are
averaged. Among all 3 data sets, the CMU model shows the lowest FPR, as reported
in Table 7. There exists a clear variation in the TPR that the models achieve against
that low FPR. All the models are able to catch DGA domain names with a TPR of
70–80 range on Data set 1 (Test 1), 90–98 range on Data set 1 (Test 2) and Data
set 2 (Test 1). However, our proposed method, even though the threshold parameter
has not been fine-tuned, shows a better performance in regards to AUC (more than
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Fig. 5 ROC curve for
(a) Data set 1 (Test 1),
(b) Data set 1 (Test 2), and
(c) Data set 2 (Test 1)
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Fig. 6 Precision-Recall
curve for (a) Data set 1
(Test 1), (b) Data set 1
(Test 2), and (c) Data set 2
(Test 1)



146 R. Vinayakumar et al.

Table 7 Results on test data
sets. TPR and FPR are w.r.t. a
threshold 0.5

Model TPR (%) FPR AUC (%)

Data set 1 (Test 1)

Endgame [18] 72.046 0.246 99.76

NYU [36] 81.353 0.348 99.61

MIT [35] 83.404 0.339 98.84

CMU [33] 70 0.078 99.9

Invincea [32] 75.82 0.276 99.88

3-gram with 5-layer DNN 84.849 0.209 99.79

DBD 86.871 0.383 99.84

Data set 1 (Test 2)

Endgame [18] 96.079 0.542 99.6

NYU [36] 96.842 0.568 99.24

MIT [35] 96.962 0.574 98.19

CMU [33] 93.597 0.346 99.77

Invincea [32] 96.374 0.543 99.69

3-gram with 5-layer DNN 93.418 0.487 99.72

DBD 96.755 0.573 99.43

Data set 2 (Test 1)

Endgame [18] 93.947 0.511 99.03

NYU [36] 95.910 0.555 98.88

MIT [35] 96.137 0.557 97.54

CMU [33] 90.732 0.311 99.30

Invincea [32] 94.723 0.519 99.24

3-gram with 5-layer DNN 90.758 0.445 99.28

DBD 95.908 0.565 99.02

0.97) in both ROC and precision-recall curves. Similarly, the precision-recall curves
shown in Fig. 6 contain larger AUCs.

Endgame [18] model has performed well in comparison to all other models in
all 3 different types of testing data sets. The performance obtained by all models on
Data set 1 (Test 1) is higher compared to other data sets. Moreover, the performances
of all models on Data set 1 (Test 2) is higher compared to Data set 2 (Test 1). This
is mainly due to the differing statistics of datasets. Both Data set 1 (Test 1) and Data
set 1 (Test 2) are collected from publically available sources and Data set 2 (Test 1)
is collected from a private environment. Thus, the patterns in Data set 1 (Test 1) are
entirely different from those of other data sets.

The performances obtained by all models have marginal differences in terms
of accuracy, the area under the receiver operating characteristic (ROC) curve and
precision-recall (AUC). The methods under study used Keras embedding as the
text representation method, and they performed better compared to the 3-gram text
representation method with DNN. This is mainly because the Keras embedding has
the capability to learn the sequential representation of characters in domain names.
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6 Conclusion

Perpetrators use various families of domain generating algorithms to hide the
location of their C&C servers and maintain the efficiency of their botnets. To
this end, we proposed a method to detect such algorithms, which disguise servers
from being blacklisted or shut down. Our proposed method uses a deep learning
architecture with Keras embedding, and it has the capability to detect the newly
generated DGA based domain names or the variants of existing DGA generated
domain names. The proposed method does not rely on the use of contextual
information, such as NXDomains, domain reputation, and feature engineering. The
method analyses DNS data recursively and discovers the C&C server with the hosts
it has infected. The proposed method provides DNS administrators a defensive
capability to detach the rapidly growing botnets at a premature stage and lessens
their adverse impacts. Our method is highly scalable and is capable of handling
Ethernet LAN data with low false positive rates. We evaluated the performance
of our method over various well-known character-based, short-text classification
models. We used 3-gram with DNN network for our evaluations. We found that
most of the models under study have marginal differences in terms of accuracy. In
terms of training speed and computational cost, the DBD method is more efficient
compared to other models. Our deep learning based solution is very efficient as
it captures the most significant features. Furthermore, we showed that it would be
difficult for perpetrators to craft malwares, which can avoid our detection method.

Acknowledgements This work was supported by the Department of Corporate and Information
Services, Northern Territory Government of Australia, the Paramount Computer Systems, and
Lakhshya Cyber Security Labs. We would like to thank NVIDIA India, for the GPU hardware
support to research grant. We are also grateful to Computational Engineering and Networking
(CEN) department for encouraging the research.

References

1. Broadhurst R, Grabosky P, Alazab M, Bouhours B, Chon S (2014) An analysis of the nature
of groups engaged in cyber crime. Int J Cyber Criminol 8(1):1–20. Available at SSRN: https://
ssrn.com/abstract=2461983

2. Alazab M, Venkatraman S, Watters P, Alazab M, Alazab A (2012) Cybercrime: the case
of obfuscated malware. In: Georgiadis CK, Jahankhani H, Pimenidis E, Bashroush R, Al-
Nemrat A (eds) Global security, safety and sustainability and e-Democracy. e-Democracy
2011, ICGS3 2011. Lecture notes of the institute for computer sciences, social informatics
and telecommunications engineering, vol 99. Springer, Berlin/Heidelberg

3. Alazab M, Broadhurst R (2016) Spam and criminal activity (2015). Trends and issues in
crime and criminal justice, No. 526, Australian Institute of Criminology. https://aic.gov.au/
publications/tandi/tandi526

4. Ahmad U, Song H, Bilal A, Alazab M, Jolfaei A (2018) Secure passive keyless entry and
start system using machine learning. In: Wang G, Chen J, Yang L (eds) Security, privacy,
and anonymity in computation, communication, and storage. SpaCCS 2018. Lecture notes in
computer science, vol 11342. Springer, Cham



148 R. Vinayakumar et al.

5. Vinayakumar R, Alazab M, Jolfaei A, Soman KP, Poornachandran P (2018) Ransomware triage
using deep learning: twitter as a case study. In: International Conference on Cyber Security and
Communication Systems. Springer, Melbourne

6. Alazab M (2015) Profiling and classifying the behaviour of malicious codes. J Syst Softw
100:91–102. Elsevier

7. Antonakakis M, Perdisci R, Dagon D, Lee W, Feamster N (2010) Building a dynamic
reputation system for DNS. In: USENIX Security Symposium, pp 273–290

8. Ollmann G (2009) Botnet communication topologies. Retrieved 30 Sept 2009. Available
at http://www.technicalinfo.net/papers/PDF/WP_Botnet_Communications_Primer_(2009-06-
04).pdf

9. Wang TS, Lin HT, Cheng WT, Chen CY (2017) DBod: clustering and detecting DGA-based
botnets using DNS traffic analysis. Comput Secur 64:1–15

10. Antonakakis M, Perdisci R, Nadji Y, Vasiloglou N, Abu-Nimeh S, Lee W, Dagon D (2012)
From throw-away traffic to bots: detecting the rise of DGA-based malware. In: USENIX
Security Symposium, vol 12

11. Allamanis M, Barr ET, Devanbu P, Sutton C (2018) A survey of machine learning for big code
and naturalness. ACM Comput Surv 51(4):81

12. Joyce JM (2011) Kullback-Leibler divergence. In: Lovric M (ed) International encyclopedia of
statistical science. Springer, Berlin/Heidelberg, pp 720–722

13. Tang M, Alazab M, Luo Y (2017) Big data mining in cybersecurity. IEEE Transactions on Big
Data. https://ieeexplore.ieee.org/document/7968482

14. Abadi M et al (2016) Tensorflow: a system for large-scale machine learning. In: OSDI, vol 16,
pp 265–283

15. Silva SS, Silva RM, Pinto RC, Salles RM (2013) Botnets: a survey. Comput Netw 57(2):
378–403

16. Jolfaei A, Vizandan A, Mirghadri A (2012) Image encryption using HC-128 and HC-256
stream ciphers. Int J Electron Secur Digit Forensics 4(1):19–42

17. Ahluwalia A, Traore I, Ganame K, Agarwal N (2017) Detecting broad length algorithmically
generated domains. In: International Conference on Intelligent, Secure, and Dependable
Systems in Distributed and Cloud Environments. Springer, Cham, pp 19–34

18. Woodbridge J, Anderson HS, Ahuja A, Grant D (2016) Predicting domain generation
algorithms with long short-term memory networks. arXiv preprint arXiv:1611.00791

19. Yu B, Gray DL, Pan J, De Cock M, Nascimento AC (2017) Inline DGA detection with deep
networks. In: IEEE International Conference on Data Mining Workshops, pp 683–692

20. Lison P, Mavroeidis V (2017) Automatic detection of malware-generated domains with
recurrent neural models. arXiv preprint arXiv:1709.07102

21. Vinayakumar R, Soman KP, Poornachandran P, Sachin Kumar S (2018) Evaluating deep
learning approaches to characterize and classify the DGAs at scale. J Intell Fuzzy Syst
34(3):1265–1276

22. Vinayakumar R, Soman KP, Poornachandran P (2018) Detecting malicious domain names
using deep learning approaches at scale. J Intell Fuzzy Syst 34(3):1355–1367

23. Vinayakumar R, Poornachandran P, Soman KP (2018) Scalable framework for cyber threat
situational awareness based on domain name systems data analysis. In: Big data in engineering
applications, pp 113–142

24. Mohan VS, Vinayakumar R, Soman KP, Poornachandran P (2018) Spoof Net: syntactic
patterns for identification of ominous online factors. In: IEEE Security and Privacy Workshops,
pp 258–263

25. Vinayakumar R, Soman KP, Poornachandran P, Mohan VS, Kumar AD (2019) ScaleNet:
scalable and hybrid framework for cyber threat situational awareness based on DNS, URL,
and Email data analysis. J Cyber Secur Mobil 8(2):189–240

26. Maaten LVD, Hinton G (2008) Visualizing data using t-SNE. J Mach Learn Res 9:2579–2605
27. Curtin RR, Gardner AB, Grzonkowski S, Kleymenov A, Mosquera A (2018) Detecting DGA

domains with recurrent neural networks and side information. arXiv preprint arXiv:1810.02023



Detection of Domain Generation Algorithms Using Deep Learning 149

28. Tran D, Mac H, Tong V, Tran HA, Nguyen LG (2018) A LSTM based framework for handling
multiclass imbalance in DGA botnet detection. Neurocomputing 275:2401–2413

29. Feng Z, Shuo C, Xiaochuan W (2017) Classification for DGA-based malicious domain
names with deep learning architectures. In: 2017 Second International Conference on Applied
Mathematics and Information Technology, p 5

30. Mac H, Tran D, Tong V, Nguyen LG, Tran HA (2017) DGA botnet detection using
supervised learning methods. In: Proceedings of the Eighth ACM International Symposium
on Information and Communication Technology, pp 211–218

31. Yu B, Pan J, Hu J, Nascimento A, De Cock M (2018) Character level based detection of DGA
domain names. In: IEEE World Congress on Computational Intelligence, pp 4168–4175

32. Saxe J, Berlin K (2017) eXpose: a character-level convolutional neural network with
embeddings for detecting malicious URLs, file paths and registry keys. arXiv preprint
arXiv:1702.08568

33. Dhingra B, Zhou Z, Fitzpatrick D, Muehl M, Cohen WW (2016) Tweet2vec: character-based
distributed representations for social media. arXiv preprint arXiv:1605.03481

34. Jolfaei A, Mirghadri A (2011) Substitution-permutation based image cipher using chaotic
henon and baker’s maps. Int Rev Comput Softw 6(1):40–54

35. Vosoughi S, Vijayaraghavan P, Roy D (2016) Tweet2vec: learning tweet embeddings using
character-level CNN-LSTM encoder-decoder. In: Proceedings of the 39th International ACM
SIGIR Conference on Research and Development in Information Retrieval, pp 1041–1044

36. Zhang X, Zhao J, LeCun Y (2015) Character-level convolutional networks for text classifica-
tion. In: Advances in neural information processing systems, pp 649–657

37. Antonakakis M, Perdisci R, Nadji Y, Vasiloglou N, Abu-nimeh S, Lee W, Dagon D (2012)
From throw-away traffic to bots: detecting the rise of DGA-based malware. In: Proceedings of
the 21st USENIX Conference on Security Symposium

38. Does Alexa have a list of its top-ranked websites? Available at Alexa: https://support.alexa.
com. Accessed 09 May 2018

39. OpenDNS domain list. Available at OpenDNS: https://umbrella.cisco.com/blog. Accessed 09
May 2018

40. OSINT DGA feeds. Available at OSINT: https://osint.bambenekconsulting.com/. Accessed
09/05/2018

41. DGArchive. Available at DGArchive: https://dgarchive.caad.fkie.fraunhofer.de/. Accessed
15/06/2018

42. DGA Algorithms. Available at Github: https://github.com/baderj/domain generation algo-
rithms. Accessed 01/05/2018

43. Gulli A, Pal S (2017) Deep learning with Keras. Packt Publishing Ltd, Birmingham
44. Vinayakumar R, Alazab M, Soman KP, Poornachandran P, Al-Nemrat A, Venkatraman S

(2019) Deep learning approach for intelligent intrusion detection system. IEEE Access
45. Vinayakumar R, Alazab M, Soman KP, Poornachandran P, Venkatraman S (2019) Robust

intelligent malware detection using deep learning. IEEE Access
46. Venkatraman S, Alazab M (2018) Use of data visualisation for zero-day malware detection.

Security and Communication Networks 2018:13. Article ID: 1728303. https://doi.org/10.1155/
2018/1728303

47. Ebenuwa S, Sharif MS, Alazab M, Al-Nemrat A (2019) Variance ranking attributes selection
techniques for binary classification problem in imbalance data. IEEE Access



Enhanced Domain Generating Algorithm
Detection Based on Deep Neural
Networks

Amara Dinesh Kumar, Harish Thodupunoori, R. Vinayakumar, K. P. Soman,
Prabaharan Poornachandran, Mamoun Alazab,
and Sitalakshmi Venkatraman

Abstract In recent years, modern botnets employ the technique of domain gen-
eration algorithm (DGA) to evade detection solutions that use either reverse
engineering methods, or blacklisting of malicious domain names. DGA facilitates
generation of large number of pseudo random domain names to connect to the com-
mand and control server. This makes DGAs very convincing for botnet operators
(botmasters) to make their botnets more effective and resilient to blacklisting and
efforts of shutting-down attacks. Detecting the malicious domains generated by
the DGAs in real time is the most challenging task and significant research has
been carried out by applying different machine learning algorithms. This research
considers contemporary state-of-the-art DGA malicious detection approaches and
proposes a deep learning architecture for detecting the DGA generated domain
names.

A. D. Kumar (�) · H. Thodupunoori
Department of Electronics and Communication Engineering, Amrita School of Engineering,
Amrita Vishwa Vidyapeetham, Coimbatore, India

R. Vinayakumar · K. P. Soman
Centre for Computational Engineering and Networking (CEN), Amrita School of Engineering,
Amrita Vishwa Vidyapeetham, Coimbatore, India
e-mail: r_vinayakumar@cb.amrita.edu

P. Poornachandran
Centre for Cyber Security Systems and Networks, Amrita School of Engineering, Amrita Vishwa
Vidyapeetham, Amritapuri, India

M. Alazab
Charles Darwin University, Casuarina, NT, Australia
e-mail: mamoun.alazab@cdu.edu.au

S. Venkatraman
Melbourne Polytechnic, Prahran, Australia
e-mail: sitavenkat@melbournepolytechnic.edu.au

© Springer Nature Switzerland AG 2019
M. Alazab, M. Tang (eds.), Deep Learning Applications for Cyber Security,
Advanced Sciences and Technologies for Security Applications,
https://doi.org/10.1007/978-3-030-13057-2_7

151



152 A. D. Kumar et al.

This chapter presents extensive experiments conducted with various Deep Neural
Networks (DNN), mainly, convolutional neural network (CNN), Recurrent Neural
Network (RNN), Long Short-Term Memory (LSTM), Gated Recurrent Unit (GRU),
Bidirectional Long Short-Term Memory (BiLSTM), Bidirectional Recurrent Neural
Network (BiRNN) and CNN-LSTM layers deep learning architectures for the
binary class and multi-class detection. An extensive study of the performance and
efficiency of the proposed DGA Malicious Detector is conducted through rigorous
experimentation and testing of two different datasets. The first dataset consists
of public sources and the second dataset is from private sources. We perform
a comprehensive measurement study of the DGA by analyzing more than three
Million domain names. Our experiments show our DGA Malicious Detector is
capable of effectively identifying domains generated by DGA families with high
accuracy of 99.7% and 97.1% for the two datasets respectively. A comparative study
of the deep learning approaches shows good benchmarking of our DGA Malicious
Detector.

Keywords Domain generation algorithm (DGA) · Cybersecurity · Malware ·
Botnet · DNS · Deep learning

1 Introduction

Botnets are one among the most destructive hazards on the Internet [1–4]. A botnet
is a collection of compromised computers that have been attacked by malware. They
respond to instructions from a remote computer controlled by a botmaster through
command and control (C&C) servers, to send bulk spam, make DDoS attacks, install
other malicious code (eg fake anti-virus software) and steal sensitive information,
like harvested passwords and credit card and bank accounts, to be used or sold
[3]. Recent botnets are using fluxing techniques to avoid detection, which is posing
challenging research opportunities in this domain [5]. Traditionally, a remote access
malware depends on a fixed domain or IP address, which can be quickly blocked
by security filters. To overcome this, recent hackers adopt Domain Generation
Algorithms (DGA) to periodically generate a large number of pseudo domain names
that can be used to switch to a new domain at regular intervals, thereby serving as
rendezvous points with their C&C servers. This dynamic changing of the domain
for the C&C server is also called Domain Fluxing or Fast Fluxing.

In the past, a DGA malware family called Kraken appeared in 2008 and later that
year the Conficker pushed the DGA tactic into notoriety in the recent years. DGA
algorithms have been employed in various malware families for periodic generation
of domain names for communicating with C&C servers. In Crytolocker malware
uses DGAs to generate domain names, which is usually initiated with a random
seed. The generated domains are distinguishable with the benign domain names
and can be identified using the lexical features [5, 6] and through neural networks
[7–10]. Later, advanced DGAs started to appear in malwares such as Suppobox
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[11], which are dictionary based. They use a dictionary for generating domains
by concatenating words [12, 13]. Other notable examples of DGA-based botnets
(another name DGA-bots) are Bobax, Kraken, Sinowal (also known as Torpig),
Srizbi, Conficker [14], and Murofet.

Our research focuses on analysing the DNS traffic which accounts for only a
small part of all the network traffic. We studied the traffic of botnets as they have
to send DNS queries for the domain name resolution to the IP address of the C&C
servers. Each botnet creates the domain name in a different way and the botnet
queries the DNS server for domain resolution. The number of domains generated
by the attackers will be small and they generate a large amount of DNS traffic.
Some of the complexities of this problem are given below:

(i) Filtering and blacklisting the domains require significant time to reverse
engineer the botnet code;

(ii) Despite reverse engineering the botnet code, the attacker may update the DGA
algorithm;

(iii) The domains have to be detected irrespective of the type of botnet or the
malicious software generating them by analysing the DNS queries.

In all the above cases, both blacklisting and filtering mechanisms completely
fail to detect new type of domain names generated by DGA or variants of DGA
generated existing domain names [15]. In order to address these problems, machine
learning methods were adopted [16, 17]. Most of the existing methods relied on
feature engineering [18, 19]. This is considered to be a daunting task as it requires
extensive domain knowledge. Moreover, the amount of data generated in this
process is huge and hence using the featureless models were at an advantage as
their performance increases with the increase in data. Recently, featureless approach
for DGA analysis was proposed [5] and another research demonstrated a better
performance using long short-term memory (LSTM) networks [20]. These deep
learning architectures have been largely used in various cyber security applications
[38, 39, 40]. Since then several researchers have introduced various deep learning
architectures for DGA analysis, and the performance of various deep learning
architectures for DGA malicious detection as well as categorization have been
reported [8]. Proposals of DGA analysis using deep learning architectures inside an
Ethernet LAN and at the internet service provider (ISP) level are found in literature
[9, 21]. However, there is a scarcity of research that provides an independent
evaluation and benchmarking of these deep learning architectures adopted for DGA
analysis. Hence, to fill this gap, in this work the performances of various deep
learning architectures are evaluated for DGA analysis. Most importantly, in this
work, the datasets are collected from both public sources as well as real time
environments. In order to train and test the datasets, in addition to random split
method, time split method is used as it helps to achieve zero day malware detection.
Overall, the main objectives of this work are:

1. To perform a comparative analysis of the performance of various deep learning
architectures in detecting the DGA generated domain names;
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2. To perform benchmarking using experiments on two independent datasets
collected from (i) public sources and (ii) private real time derived binary and
multi classes;

3. To propose a novel architecture called DGA Malicious Detector for implement-
ing DGA domain detection.

The structure of the chapter is organized as follows. Section 2 provides state-of-
the-art approaches related to the study. Section 3 details the proposed architecture.
The dataset description is given in Sect. 4. Section 5 describes the experiments and
results and finally Sect. 6 gives the conclusion and future work.

2 Related Work

Cybercriminals use various techniques to obscure the domain names for C&C com-
munication. Some of the botnets implement fluxing methods to avoid perceptions
by masking the domain IPs. This is attained by using fast flux/domain flux to
boost the sustainability. These approaches are extensively implemented for initiating
pharming, phishing and malware distribution.

2.1 Fast Flux

Fast Flux (FF) is a usual method to avoid botnet recognition. Mapping multiple IP
addresses with one single domain name is a fast process implemented by using IP
fast fluxing, which is a more advanced technique to block the C&C server. Networks
which implement FF approach are termed as fast fluxing network (FFN). Time to
live (TTL)s and large IP pools also show the same characteristics as FFNs whether
they belong to suspicious or legal FF networks. Fast flux methods fall under two
main categories: single flux and double flux.

In single flux method, a domain could be determined to access a variety of IPs in
varying time stamps. As an example, let us consider how a user can access the same
domain two times within a short time period. In the first instance, the user queries
to the DNS server, which determines that the matching IP address is IP-1 (e.g.
11.11.11.11). With the IP-1, the user gets the access to the fluxing agent FA-1, which
switches the request to the actual server” mothership”. The request is processed and
responded by the mothership to FA-1. Finally, the user gets response from the FA-1.
After some time, the user gets access to the same domain again. However, since
IP-1 has expired because of the shorter TTL of IP addresses, the user requires to
query the reconstructed IP address of the same domain at another time. Now, the
DNS replies to the user with another IP address IP-2 (e.g. 22.22.22.22). Later, the
user will make use of the updated address IP-2 to connect to the updated flux agent
FA-2 which switches the user to the” mothership”.
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Double-flux is a more revolutionary way of botnet identification. Recurrent
switching of the flux agents and the registration in DNS servers is followed in this
method. Besides their individual agents, the commanding domain name server too is
a part of the fluxing. This method contributes towards another slab of notice within
malware networks. Registering and de-registering of the fluxing node takes place in
the DNS repeatedly.

Fast fluxing network attack (FFNA) is a technique used by the attackers to main-
tain their botnets by abusing the above described fast flux technique. Approximately
all the weakened computers turn into fluxing agents in this case.

2.2 Domain Flux

Once fluxing is identified, fast flux is the only point where failure occurs due to its
unique domain name. This can be addressed by Domain Flux (DF), which is a better
and outlived procedure. It has been pointed out by [22] that Torpig, a contemporary
botnet program resolved this problem by using domain flux technique.

The process of domain flux has been explained by [22] in their research of taking
over Torpig. Generating domains through the domain generation algorithms (DGA)
is the base for the idea of Domain flux. Same algorithm will be followed by both
the C&C server and its bots and produced by the same value to acquire constantly
changing domain names. Bots will attempt to associate with the C&C server and
others which are supervised by the botnet master using a list of domain names until
one DNS query wins. If the present domain is obstructed by mastery domain, bots
will attempt the different ways to calculate other domains by DGA.

The purpose of DF is that the procedure should ensure that all the bots should
be able to generate the domains using same kernel [22]. disclosed that calculation
of sub-domains by Torpig is done by the use of ongoing week and ongoing year
first and does not depend on the ongoing day and attached by Top Level Domain
(TLD). The generated domains could be” weekyear.com” or” weekyear.biz”, etc.
These auto-generated domain names will be used by bots to contact the C&C server.
In case of failure, the day information will be used by the bots to calculate the
day-to-day domain such as” day.com” or” day.net”. The bots will finally attempt to
utilize the inflexible domain names in a configuration file as a last resort.

2.3 Non-existent Domain (NX-Domain) Based Detection

The Non-Existent Domain (NX-Domain) based detection method assumes that the
DGA domains will lead to a large number of NX Domain traffic, which could be
analysed to look for any similarity in the NX domain response rate. Antonakakis [5]
proposed a detection technique called Pleiadas which uses both the classification
and clustering methods for identifying the domains generated by the DGAs. This
method is useful when large number of hosts in a network are compromised with
the same DGA bot.
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Fig. 1 Hierarchical domain name system

2.4 Domain Name System (DNS)

Domain Name System (DNS) forms an essential part of the internet protocol and
maps domain names to IP addresses. Figure 1 shows the hierarchical levels in
a DNS. When a website address is typed in the address bar of any browser, the
DNS server will search through its database to find a matching IP address with that
domain name and verifies if that domain name corresponding to the IP address of
the website. Once that is established, the computer will be able to communicate with
that web server and retrieve the webpage.
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There are two types of DNS servers: Iterative and Recursive servers. Iterative
servers or non-recursive servers that are responsible for the queries inside the
domain. They will not query other DNS servers even though they cannot give the
requested IP address. On the other hand, recursive servers are responsible for the
queries of all types of domains which can query other servers [23]. The steps taken
by the DNS are as follows [24]:

1. When a website name is typed in the web browser and if the web browser finds
the IP address in its own cache memory, it will send the query to the next level
which is called a Resolver Server.

2. The Resolver Server, which is an Internet Service Provider (ISP) will then check
its own cache memory to find an IP address for the website and if it is not found,
it will send the query to the next level which is the Root Server or the Root of the
DNS hierarchy.

3. The Root Server directs the Resolver Server to the Top Level Domain (TLD)
server for the IP address of the website. There are 13 sets of these Root Servers
and they are strategically placed around the world and operated by 12 different
organizations. Each set of these Root Servers has their own unique IP address.
TLD stores the address information for the top level domains such as .COM .NET
or .ORG etc.

4. The TLD will then direct the Resolver Server to the next and final level which
are called Authoritative Name Servers. The Resolver Server checks with the
Authoritative Name Server for the IP address of the website.

5. The Authoritative Name Server is the final authority responsible for knowing
everything about the domain which includes the IP address. When the Authorita-
tive Name Server receives a query from the Resolver Server, it will respond with
the IP address for the required website which will be stored in the cache memory
so that the above steps need not be repeated again for the same website.

Recursive DNS servers suffer from Distributed Denial of Service (DDOS)
attacks. DDOS is a type of cyber-attack on a specific server or network with an
intended purpose of disrupting normal operation. The DDOS network achieves this
by flooding the target with a constant flood of traffic such as fraudulent request
which overwhelms the system causing a disruption or denial of service to legitimate
traffic.

3 DGA Detection Method

In this section we summarise related work in respect to existing techniques for DGA
domain detection.
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3.1 Machine Learning Based Detection Techniques

There is an extensive research literature that uses machine learning techniques
directly to detect domains as generated by DGAs. One of the supervised learning
methods that called Kullback-Leibler (KL) divergence. The KL-divergence is a
non-symmetric technique used to calculate the distance between the probabilities
P and Q.

In [25], a technique using support vector machine (SVM) algorithm for binary
classification of the malicious domain names has been proposed. SVM consists of
a hyper plane which divides the data into two separate classes for classification and
it maps low dimension non-linear data inputs (xi, xj) into a higher dimension space
using a kernel function (k). It can internally use a kernel trick to avoid the explicit
mapping that is needed to get a learning algorithm to learn a nonlinear function.
Data in n dimensions can be divided by n-1 hyper planes [25] maximizing the
margin between the data points and the hyperplane. Typically, the SVM algorithm
uses features such as domain name length, entropy, consecutive consonant ratio and
proportion of digits in the domain names. Previous work has a combination of 2000
benign URLs and 2000 malicious domain names to form the dataset [26].

In general, machine learning algorithms including SVM algorithms exhibit
the major drawback of involving a manual extraction of the features. Identifying
the optimal features and feature engineering is a tedious and time-consuming
task. However, with deep learning, the features are automatically extracted which
saves time and effort, as well as results in higher accuracies for domain name
detection [27].

3.2 Deep Learning Based Detection Techniques

Deep learning techniques adopt neural network models such as convolutional
neural network (CNN) and recurrent neural network (RNN) architectures that have
demonstrated remarkable performance in understanding natural language available
in text. In this section, we study popular CNN, RNN and hybrid architectures that
have been applied for DGA malicious detection.

3.2.1 RNN Based Architectures

The Long Short Term Memory (LSTM) networks proposed by [20] has been
designed specifically for DGA malicious detection which is very close to the
original LSTM network. This network consists of an embedding layer, an LSTM
layer (128 LSTM cells with default Tanh activation) and a single node output layer
with Sigmoid activation. For achieving better convergence results, the method by
Adam [28] was adopted as the optimization algorithm, and RMSProp optimizer
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was used in [20]. The dropout layer is recently adopted in deep learning to improve
the model performance and overcome over-fitting as it serves to break up complex
co-adaptations in the neural network. The embedding layer learns to represent
each character which occurs in a domain name by a 128-dimensional numerical
vector which is different from the original 128 dimensional ASCII encoding. The
embedding layer learns by semantically mapping similar characters to similar
vectors based on the required classification task. Comparisons of all these models
could be done by keeping the dimensionality of the embedding space to be identical.

In other popular models such as the CMU model, the bidirectional recurrent
neural network (RNN) processes the input string in two ways: left to right sequence
is followed in the Forward layer for processing, while the right to Left sequence
is followed in the backward layer. The combined output of the forward layer
and backward layer is passed on to subsequent layers. [29] proposes bidirectional
LSTMs for character level text processing. [30] proposes a very similar bidirectional
Gated Recurrent units (GRUs) and applies in a Tweet2Vec model for tweet
classification which predicts the hashtags of tweets.

Recently, [31] presented a measure of complexity for DGA families called the
smashword score, to reflects how closely a DGA’s generated domains resemble
English words. Authors built a machine learning model consisting of recurrent
neural networks (RNNs) using the generalized likelihood ratio test (GLRT), and
augment these models with a logistic regression model that also includes side
information. The combined model provide a good result on DGA families with high
smashword score.

3.2.2 CNN Based Architectures

In Convolutional Neural Networks (CNN) by NYU model, the techniques are
mainly used for processing the input data with a grid-like topology such as
images. [32] applies 1-dimensional CNNs successfully for text classification at the
character level and their proposed method is intended to process natural language
text effectively. Their proposed architecture consists of 6 stacked CNN layers in
which each subsequent layer consumes the output from the previous layer. In
comparison with the natural language processing, domain names do not have an
internal grammatical structure. Hence, original architectures from [32] results in
overfitting of the model with the data. Therefore, we reduced the number of stacked
CNN layers to two and decreased the size and the number of filters to suit the
problem of domain identification and classification.

Invincea Model [33] proposes a classifier based on CNN that takes an input
of generic short character strings and learns to detect the indicators of malicious
behaviour. Examples of short character strings are registry keys, file paths or URLs.
Instead of stacked layers, the Invincea model implements parallel CNN layers.
Instead of a small pooling window, the pooling always happens over the entire
domain name. Invincea model detects only the presence or absence of patterns in
domain names. It does not retain information on where exactly these patterns occur
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in domain name strings. In the Invincea model, the embedding layer is followed by
a convolutional layer with 1024 filters, and 256 filters for each of the sizes 2,3,4 and
5. Every filter learns the detection of a soft presence of an interesting soft n-gram
where n = 2,3,4,5. The convolutional layer is followed by two dense hidden layers,
each with 1024 nodes. The final layer is the single node output layer with Sigmoid
activation. We compared all these models, and among them Invincea model has the
most expensive architecture.

3.2.3 Hybrid CNN and RNN Based Architecture

The NYU model has stacked CNN layers that are followed by an LSTM layer. The
use of multiple stacked CNN layers resulted in the models to overfit with the data.
To address this problem, the MIT model [34], an extension of the NYU model was
introduced with a reduced hybrid architecture with one CNN layer followed by one
LSTM layer.

4 Proposed DGA Malicious Detector Model

Our proposed DGA Malicious Detector Model consists of three phases for DNS
traffic collection and pre-processing: (i) Training phase, (ii) Testing Phase and (iii)
Deployment phase.

4.1 Training Phase

The training phase employs datasets consisting of the DNS traffic with the domain
header captured using the port mirroring method [21]. Initially, data pre-processing
and extraction of the domain names are done. The extracted domain names are
labelled manually and the training dataset is prepared by saving them in a comma
separated values (CSV) file. Various deep learning architectures are trained on the
training dataset and the trained deep learning model is tested using two different
datasets. The results achieved for the binary and multi-class classification are then
analysed for quality assurance using appropriate metrics. The block diagram for
both training phase and testing phase is shown in Fig. 2.

4.2 Testing Phase

In the testing phase, two different datasets with different characteristics are
used for testing the robustness and reliability of the deep learning architectures
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Fig. 2 Block diagram showing training phase and testing phase

independently. The trained deep learning model evaluates the two testing datasets
for accuracy, precision, recall and F1 score metrics for both binary class and
multi-class DGA malicious detection. The aim is to ensure that the proposed DGA
malicious detection model performs well when deployed in a real network even
when it is encountered by new domain names that are unseen before.

4.3 Deployment Phase

After the experiments, the best-performing algorithm’s pretrained model is
deployed for the real-time DNS traffic analysis. Once we feed the domain name it
can predict whether the domain name is malicious or benign. If it is malicious, then
it is blocked and added to the blacklist, and the benign domain names are allowed
and added to the whitelist. The block diagram for the deployment phase is shown in
Fig. 3.

5 Data Preparation

There are 2 different datasets used in this research, The detailed statistics of datasets
described in Table 1. The first dataset, is a publicly available, the malicious domain
names for this dataset are collected using the publicly available DGA algorithms,1

OSINT feeds2 and netlab-360.3 The benign domain names are collected from the

1https://github.com/baderj/domain_generation_algorithms
2http://osint.bambenekconsulting.com/feeds/
3https://data.netlab.360.com/dga/
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Fig. 3 Overview of DGA detector (deployment phase)

Table 1 Binary class dataset description

Type Benign domain Malicious domain Total

Training 655,683 135,056 790,739
Testing dataset 1 2,349,331 108,076 2,457,407
Testing dataset 2 182 2740 2922

Alexa4 and openDNSThe second dataset is collected privately within a lab using
port mirroring approach.5 We used 20 DGA algorithms in this experimental study.

The passive sensors were deployed in an internal network. The detailed exper-
imental setup followed during collection of DNS traffic dataset from an internal
network is reported in [8, 9, 21, 35, 36]. The DNS query response messages from
the DNS servers are collected by passive sensor. Thus, in this work, DNS traffic was
collected from different DNS servers. The sensors capture the network traffic from
DNS servers, then they extract DNS packets and convert them into human-readable
format. This data is passed into DNS log collector. The passive sensors could either
install inside the DNS server itself or mirror only the DNS traffic to a server which
is dedicated for DNS passive sensors. The sensors get the data by port mirroring

4https://support.alexa.com
5https://umbrella.cisco.com/blog
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the traffic from the DNS servers present in the deployed network. The logs received
from an internal network are passed to a distributed log parser. Dataset 2 is used for
testing only. To increase the performance in detecting malicious domain names and
to find various methods, this dataset is used as part of a shared task of the event,
Detecting Malicious Domain Names (DMD 2018). The baseline system is available
at the Github hosting service.6 The detailed description of the baseline system and
the submitted system details is discussed in detail by [37].

6 Experimental Analysis

We used various Deep Neural Networks, mainly, convolutional neural network
(CNN), Recurrent Neural Network (RNN), Long Short-Term Memory (LSTM),
Gated Recurrent Unit (GRU), Bidirectional Long Short-Term Memory (BiLSTM),
Bidirectional Recurrent Neural Network (BiRNN) and CNN-LSTM layers deep
learning architectures for the binary class and multi-class detection. An extensive
study of the performance and efficiency of the proposed DGA Malicious Detector
is conducted through rigorous experimentation and testing of the two different
datasets.

6.1 Embedding Layer

A recent NLP techniques use the embedding for converting the words or characters
into vector representations. Embedding libraries like word2vec and glove are used
in natural language processing (NLP) [32]. By following the similar approach
character level domain name encoding has been used. The domain names are
tokenised into characters and a dictionary is formed by assigning each character
unique id and the dictionary size is 39. Using dictionary, the domain names are
transformed into domain name vectors by assigning an index of the character. The
domain name vectors are of different length. To convert the domain name vectors
into same length, a maximum length 100 used. The domain name vectors which
are lesser than the maximum length are filled with 0 s and the domain name
vectors which are more than the maximum length are discarded. This is passed
as input to embedding layer specifically Keras embedding. This has 3 parameters
such as embedding length, dictionary size and maximum length of the sequence.
Embedding length is set to 128, dictionary size to 39 and maximum length to 100.
Using Gaussian distribution the weights of embedding layer are set, passed into
deep learning layers and are tuned along with other deep learning layers during
back propagation. Specifically, Embedding layer helps in learning the context and
semantics of domain names (Table 2).

6https://github.com/vinayakumarr/DMD2018
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Table 2 Multi class dataset
description

Domain type Label Training Testing 1 Testing 2

benign 0 100,000 120,000 40,000
banjori 1 15,000 25,000 10,000
corebot 2 15,000 25,000 10,000
dircrypt 3 15,000 25,000 300
dnschanger 4 15,000 25,000 10,000
fobber 5 15,000 25,000 800
murofet 6 15,000 16,667 5000
necurs 7 12,777 20,445 6200
newgoz 8 15,000 20,000 3000
padcrypt 9 15,000 20,000 3000
proslikefan 10 15,000 20,000 3000
pykspa 11 15,000 25,000 2000
qadars 12 15,000 25,000 2300
qakbot 13 15,000 25,000 1000
ramdo 14 15,000 25,000 800
ranbyus 15 15,000 25,000 500
simda 16 15,000 25,000 3000
suppobox 17 15,000 20,000 1000
symmi 18 15,000 25,000 500
tempedreve 19 15,000 25,000 100
tinba 20 15,000 25,000 700

6.2 Configuration of Hyper Parameters for Deep Learning
Layers

Appropriate tuning of hyper parameters is required for optimal training of the long
short-term memory (LSTM), convolutional neural network (CNN), recurrent neural
network (RNN), gated recurrent unit (GRU), bidirectional long short-term memory
(BiLSTM), bidirectional recurrent neural network (BiRNN) and CNN-LSTM layers
of the DGA malicious detection algorithm. In our experimental study, the numbers
of memory units for these deep learning architectures are set to 128 and for the
CNN model, 64 filters are used with size 3. A dropout layer with a regularization
parameter of 0.1 is added for all the architectures for randomly ignoring selected
neurons and for preventing co-adaption on training data. Further, the dropout layer
prevents any overfitting of the final trained model.

6.3 Classification

Fully connected layer receives the inputs from dropout and primarily performs
the classification. In fully connected layer all the neurons of previous layer
have connection to every other neuron in next layer. In fully connected layer,
we employed Sigmoid as a non-linear activation function for the binary class
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which converts the weighted sum into class probabilities for neuron activation.
We employed softmax function at the final layer which takes the unnormalised
vector input and normalises it into probability distribution over predicted output
classes. Binary cross entropy loss function is used for binary classification tasks and
categorical cross entropy is used for multi class classification tasks. For all deep
learning architectures, the number of epochs used for the binary class are 20 and 50
for multi-class.

7 Results and Evaluations

This section presents results and evaluations of implemented DNN.
We adopt commonly used quality metrics to compare the correctness and

accuracy of the classification of our DGA malicious detection model. We use the
following terms for determining the quality of the classification models:

True Positive (TP) – the number of data items correctly classified to the positive
class.

True Negative (TN) – the number of data items correctly classified to the negative
class.

False Positive (FP) – the number of data items wrongly classified to the positive
class.

False Negative (FN) – the number of data items wrongly classified to the negative
class.

Using these terms, we determine the true positive rate (TPR) and false positive
rate (FPR), which are explained below. The ROC curve is obtained by plotting the
TPR values against the FPR values and the accuracy is measured by the area under
the ROC curve.

Accuracy – is the measure that gives total number of correct predictions made
out of the all the predictions made by the model. It is a good measure to use when
target classes are nearly balanced in the data.

Accuracy = T P + T N

T P + FP + T N + FN

Precision – is the measure for ability of the model to give quality positive
predictions. It can be interpreted as the probability that positive prediction made
by the model is positive.

Precision = T P

T P + FP

Recall – measure is the ratio of the true positive (TP) divided by the total of true
positive (TP) and false negative (FN) predictions.
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Recall = T P

T P + FN

F1-score – measure is given by the harmonic mean between the precision and
recall. It can be a better measure when target classes are unevenly distributed.

F1 Score = 2 × Precision × Recall

P recision + Recall

True positive rate (TPR) is a quality metric that reflects the ability of the
DGA malicious detection model to detect malicious domain names using the deep
learning classifiers. TPR is the ratio between the true positive values and the total of
true positive and false negative values.

T PR = T P

T P + FN

False positive rate (FPR) is a quality metric that reflects the frequency exhibited
by the DGA malicious detection model in making a mistake to identify non-
malicious domain names as malicious using the deep learning classifiers. FPR is the
ratio between the false positive values and the total false positive and true negative
values.

FPR = FP

FP + T N

We conducted an experimental comparison of the performance of the deep
learning architectures considered in this research study. The detailed summary of the
results obtained is shown in Table 3 for the binary class DGA malicious detection,
and in Table 4 for the multi-class DGA malicious detection. From Table 3 it is
inferred that CNN-LSTM architecture gives highest accuracy, recall, precision and
F1 score for binary class with dataset Testing 1 and RNN architecture gives highest
accuracy for binary class with dataset Testing 2. Similarly, from Table 4 it is inferred
that LSTM architecture gives highest accuracy for multi-class with public source
dataset (Dataset 1) and GRU architecture gives highest accuracy for multi-class with
private source dataset (Dataset 2). For training and testing the models, Keras7 deep
learning library with TensorFlow8 as backend were used on a clustered computing
server environment.

7Keras is an open source neural network library written in Python. It is capable of running on top
of TensorFlow, Microsoft Cognitive Toolkit, or Theano. Designed to enable fast experimentation
with deep neural networks, it focuses on being user-friendly, modular, and extensible. https://keras.
io/
8TensorFlow is an open-source software library for dataflow programming across a range of tasks.
It is a symbolic math library, and is also used for machine learning applications such as neural
networks, https://www.tensorflow.org/
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Table 3 Proposed method – performance of models for binary class DGA malicious detection

Model Accuracy Recall Precision F1 Score AUC

Binary class with testing dataset 1
LSTM 0.987 0.787 0.955 0.863 0.9969
CNN 0.968 0.598 0.846 0.701 0.9965
RNN 0.978 0.689 0.93 0.792 0.9909
GRU 0.986 0.779 0.944 0.854 0.9965
BiLSTM 0.987 0.781 0.964 0.863 0.9977
BiRNN 0.98 0.712 0.925 0.804 0.9927
CNN-LSTM 0.988 0.807 0.96 0.877 0.9977
Binary class with testing dataset 2
LSTM 0.713 0.999 0.694 0.819 0.9545
CNN 0.67 0.998 0.649 0.787 0.9558
RNN 0.783 0.999 0.77 0.87 0.9694
GRU 0.715 0.999 0.696 0.821 0.9558
BiLSTM 0.728 0.998 0.711 0.831 0.9603
BiRNN 0.758 1.00 0.742 0.852 0.9718
CNN-LSTM 0.711 0.999 0.693 0.818 0.9619

Table 4 Proposed method – performance of models for multi-class DGA malicious detection

Model Accuracy Recall Precision F1 Score

Multi class with testing dataset 1
LSTM 0.683 0.683 0.683 0.64
CNN 0.661 0.661 0.8 0.707
RNN 0.661 0.661 0.771 0.697
GRU 0.677 0.677 0.822 0.725
BiLSTM 0.662 0.662 0.774 0.695
BiRNN 0.668 0.668 0.772 0.703
CNN-LSTM 0.666 0.666 0.82 0.715
Multi class with testing dataset 2
LSTM 0.67 0.67 0.678 0.622
CNN 0.671 0.671 0.876 0.717
RNN 0.654 0.654 0.844 0.691
GRU 0.672 0.672 0.896 0.713
BiLSTM 0.663 0.663 0.864 0.702
BiRNN 0.664 0.664 0.845 0.706
CNN-LSTM 0.67 0.67 0.884 0.711

Compared Proposed Method with the other submissions of DMD 2018 shared
task in Tables 5 and 6 and the detailed results are available at.9 The submitted system
details of DMD 2018 shared task is given below along with the team name and the

9https://nlp.amrita.edu/DMD2018
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Table 5 Comparison for binary-class DGA malicious detection [37]

Team name Accuracy Recall Precision F1 -Score

Binary class with testing dataset 1
UWT 0.99 0.828 0.966 0.89
DeepDragons CNN- LSTM (proposed) 0.988 0.807 0.96 0.877
CHNMLRG 0.988 0.819 0.944 0.88
BENHA 0.963 0.795 0.199 0.32
bharathibSSNCSE 0.615 0.037 0.311 0.07
UniPI 0.981 0.724 0.919 0.81
Josan 0.989 0.822 0.947 0.88
DeepDGANet 0.976 0.658 0.938 0.773
Binary class with testing dataset 2
UWT 0.766 0.999 0.751 0.86
DeepDragons RNN (proposed) 0.783 0.999 0.77 0.87
CHNMLRG 0.787 0.999 0.774 0.87
BENHA 0.564 0.974 0.55 0.7
bharathibSSNCSE 0.562 0.956 0.559 0.71
UniPI 0.714 0.999 0.696 0.82
Josan 0.711 0.999 0.692 0.82
DeepDGANet 0.782 0.997 0.769 0.869

Table 6 Comparison for multi-class DGA malicious detection [37]

Team name Accuracy Recall Precision F1- Score

Multi class with testing dataset 1
UWT 0.633 0.633 0.618 0.602
DeepDragons LSTM (proposed) 0.683 0.683 0.683 0.64
CHNMLRG 0.648 0.648 0.662 0.6
BENHA 0.272 0.272 0.194 0.168
bharathibSSNCSE 0.18 0.18 0.092 0.102
UniPI 0.655 0.655 0.647 0.615
Josan 0.697 0.697 0.689 0.658
DeepDGANet 0.601 0.601 0.938 0.576
Multi class with testing dataset 2
UWT 0.887 0.887 0.924 0.901
Deep_Dragons GRU (proposed) 0.672 0.672 0.896 0.713
CHNMLRG 0.674 0.674 0.683 0.648
BENHA 0.429 0.429 0.34 0.272
bharathibSSNCSE 0.335 0.335 0.229 0.223
UniPI 0.671 0.671 0.641 0.619
Josan 0.679 0.679 0.694 0.636
DeepDGANet 0.531 0.531 0.653 0.541
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description of proposed method. The detailed description of these models and DMD
2018 shared task baseline system is discussed in detail by [37].

UWT has performed an analysis of several machine learning based approaches
with featureful Approach using 28 lexical/linguistic features along with different
standard deep learning architectures. Random forest classifier and deep learning
based Endgame (LSTM), Invincea (CNN), CMU (LSTM), MIT (CNN + LSTM),
and NYU (CNN) architectures. Along with the shared task dataset they have also
used Alexa-Bambenek, DGArchive, Real-time stream of DNS data from Farsight
Security datasets.

CHNMLRG has used a transfer learning approach by combining CNN with Naive
Bayes classifier. Learnt features from the last fully connected layer were used as
input for the Naive Bayes classifier.

BENHA has used the frequency of specific characters such as digits, alphabets,
spaces and dots as features. In addition to the length of the URL. Two classifiers
have been designed based on Support Vector Machines and Multi-layer perceptron
(MLP). SVM uses Radial Basis Function (RBF) kernel. MLP uses Adam optimiza-
tion algorithm and limited-memory BFGS (LBFGS).

bharathibSSNCSE used a LSTM and Bidirectional LSTM deep learning archi-
tectures with 128 dimensional numerical vector along with a embedding layer for
representing the individual characters in domain names.

UniPI Also used the Bidirectional LSTM architecture with embedding layer
consisting of 32, 64, 128, 256 cell sizes.

Josan used two models first one consists of a single layer Bidirectional LSTM
network architecture and also a two layer Bidirectional LSTM network. Randomly
initialised character embeddings are used during learning phase.

DeepDGANet used a 3 gram representation for transforming the domain names
along with feature hashing and applied a deep neural network (DNN) with 5 hidden
layers. Dropout of 0.0001 is used for regularisation and batch normalisation is used
for speeding up the training process.

From Table 5 we can observe that for the binary class testing dataset 1 archi-
tecture CNN-LSTM performed well and on the testing dataset 2 RNN architecture
performed well. From this analysis we can infer that sequential models performed
well because of the ability to capture the long-term temporal dependencies and
relationships between the domain name characters. The code and datasets along
with detailed results are available in the GitHub repository.10

All the different deep learning architectures were able to give good results for the
Binary class classification testing dataset 1 which consists of the domains collected

10https://github.com/dineshresearch/Real-Time-Character-Level-Malicious-DomainName-
Prediction-Using-Deep-Learning
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Fig. 4 ROC curve of binary class testing for dataset 1

from the publicly available sources. But comparatively failed to perform well for the
testing dataset 2 which consists of the domains collected from the real time internal
network traffic. For the zero day DGA detection performing well on this dataset is
important.

The ROC curve plots two parameters, TPR and FPR showing the performance of
a classification model at all classification thresholds. It signifies the diagnostic abil-
ity of the binary classifiers and it shows the ability of the classifier in distinguishing
between the classes. It is plotted by the predicted probabilities of the algorithm,
namely TPR and FPR. The area under the curve (AUC) gives the performance of
different classifiers. BiLSTM and CNN-LSTM have the highest AUC of 0.9977 for
Dataset 1 and BiRNN have the highest AUC of 0.9718 for the Dataset 2. Figures 4
and 5 shows the comparison of the AUC and the ROC for Dataset 1 and Dataset 2
of the binary classification for the DGA malicious detection model.

8 Conclusion and Future Work

Detecting malicious DGAs is a challenge and deep learning techniques show
promise in this research domain. This research advanced further towards effective
detection of malicious domain names generated using DGAs by employing various
deep learning architectures. An overview of deep learning approaches provided
insights into the problem of detecting malicious domain names accurately. A prac-
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Fig. 5 ROC curve of binary class testing for dataset 2

tical real-time extendable and scalable framework was developed for the malicious
domain name detection using popular deep learning models. The advantage of the
proposed DGA malicious detection algorithm is its adaptability even when the
behaviour of the malware is modified or the malware is updated. The detection is
based on the external DNS traffic analysis rather than the internal structure of the
malware.

The proposed framework has demonstrated efficiency in the detection of mali-
cious domain names generated using DGAs. It can be deployed to block the bots
from external communications and commands from the C&C server. However,
its purpose is not to identify the structure and internal behaviour of the malware.
Overall, the framework performed well using standard quality metrics and can serve
as an external DNS traffic analysis system for detecting the malicious and benign
domains. This framework is openly available and the DGA malicious detector can
be extended further by applying the big data framework and tools. Future work
involves handling huge data by storing and processing the data in a big data platform
like Apache Spark and developing a front-end user interface for the real-time
visualization of data using dashboards.
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Abstract Software Defined Networking (SDN) is emerging as a key technology
for future Internet. SDN provides a global network along with the capability to
dynamically control network flow. One key advantage of SDN, as compared to
the traditional network, is that by virtue of centralized control it allows better
provisioning of network security. Nevertheless, the flexibility provided by SDN
architecture manifests several new network security issues that must be addressed to
strengthen SDN network security. So, in this paper, we propose a Gated Recurrent
Unit Recurrent Neural Network (GRU-RNN) enabled intrusion detection system for
SDN. The proposed approach was tested using the NSL-KDD and CICIDS2017
dataset, and we achieved an accuracy of 89% and 99% respectively with low
dimensional feature sets that can be extracted at the SDN controller. We also
evaluated network performance of our proposed approach in terms of throughput
and latency. Our test results show that the proposed GRU-RNN model does not
deteriorate the network performance. Through extensive experimental evaluation,
we conclude that our proposed approach exhibits a strong potential for intrusion
detection in the SDN environments.
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1 Introduction

1.1 Motivation

The current Internet architecture has been developed for nearly three decades
and is now becoming an increasingly complex system. It is largely decentralised,
autonomous and built from a large number of network devices such as routers,
switches and numerous types of middleboxes (e.g., firewall, load balancing, etc.)
with several complex protocols implemented on each of them. These network
devices are traditionally developed by several manufacturers. Each manufacturer
has their own designs, firmware and other software to operate their own hardware in
a proprietary and non co-operative way. Consequently, current Internet architecture
lacks the agility to respond to ever changing demands and the dynamic nature of
modern day applications. Software Defined Networking (SDN) [21] is introduced
as a promising architecture, enabling scalability and unprecedented flexibility in
the configuration and deployment of network services. The separation of control
and data planes provides more flexibility and greater control over the traffic flows.
Nevertheless, as highlighted in [13], the SDN architecture also introduces various
security issues pertaining to the control plane, the control-data interface and the
control-application interface. Recently, as mentioned in [14] and [26], SDN security
has become a serious concern and attracted significant interest.

An intrusion detection system (IDS) is one of the most important network
security tools. IDSs can be broadly classified into two categories: Signature-based
IDS and Anomaly-based IDS. The signature-based IDS uses the signature database
of the previous attacks to detect the new attacks. This system gives a low false
alarm rate but it fails to detect zero-day attacks. The operational efficiency of the
signature-based IDS is strongly coupled with the integrity and freshness of sig-
nature information available in databases. Maintaining such databases incurs huge
operational overhead and is difficult if not impossible to realize in real-time. The
anomaly-based IDS tries to identify the observation that deviates from the baseline
model. Thus, this system can detect zero-day attacks better than the signature-
based IDS. Various approaches have been proposed for intrusion detection like
artificial neural networks (ANNs), support vector machines (SVMs), and Bayesian
approaches. However, these techniques have a quite high false alarm rate and
associated computational cost as mentioned in [28]. Recently, Deep Learning (DL)
has emerged as a new approach and achieved a huge success in computer vision
and language processing areas. DL has the ability to process raw data and learn the
high-level features on its own, and so DL delivers higher accuracy than traditional
machine learning techniques. The flow-based nature of SDNs enables network
information acquisition in real-time via the OpenFlow [16] protocol. Consequently,
flow-based intrusion detection systems have recently attracted significant attention
in the context of SDNs.
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1.2 Contribution

Following the trajectory of current research, we believe that deep recurrent neural
networks can potentially offer better solutions for implementation of IDS under the
context of SDN. Recurrent Neural Networks (RNNs) have shown great success in
language modelling, text generating and speech recognition. We believe that the
RNN is a powerful technique that can represent the relationship between a current
event and previous events and then enhance the anomaly detection rate. In this
chapter, a Gated Recurrent Unit Recurrent Neural Network (GRU-RNN) is proposed
to detect the anomaly traffic traces.

In summary, the major contributions of this chapter are the following:

• We introduce an IDS in the SDN environment using GRU-RNN. To the best of
our knowledge, this is the first attempt to use GRU-RNN for intrusion detection
in the SDN environment.

• Our GRU-RNN approach yields a detection rate of 89% in the NSL-KDD
dataset using a minimum number of features compared to other state-of-the-art
approaches. This gives our approach significant potential for real time detection.
The GRU-DNN achieves an impressing detection rate of 99% dealing with DDoS
attacks in the CICIDS2017 dataset.

• We also evaluate the network performance of our proposed approach in the SDN
environment. Then results show that our approach does not significantly degrade
the SDN controller’s performance.

The remainder of this paper is organized as follows. Section 2 presents a literature
review. In Sect. 3, we give a system description. Section 4 presents the intrusion
detection performance and network performance analysis. Finally, Sect. 5 concludes
the paper and presents future work.

2 Literature Review

2.1 What Is Software Defined Networking?

The idea of programmable networks has been proposed as a way to facilitate the
evolution of the conventional network. The idea of programmable networks and
decoupled control logic has been around for several years. In general, SDN is built
under four principles:

• Seperation of Control and Data Plane: these planes must be logically separated
and connected via an interface. The control aspect is removed from forwarding
devices and delegated to an external entity.
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• Network Programmabitity: The provision of open API is a core aspect of the
SDN architecture. Software and scripts should be able to access, configure, and
modify network elements with ease.

• Network Abstraction: the view of the network is virtualized for any elements of
a higher hierarchy. Services and applications are aware of the state of the whole
network, but physical attributes and resources are irrelevant for configurations
and computations.

• Logically Centralized Control: all forwarding devices of a domain are linked to
a controlling entity and are subjected to its enacted policies.

SDN is defined by the Open Networking Foundation (ONF) which was founded
in 2011 by Microsoft, Google, Facebook, Yahoo, Verizon and Deutsche Telekom.
As of 2015 the organization has more than 150 industry members and receives
endorsement by several network equipment vendors such as Cisco, Dell, Brocade
and HP. An SDN architecture decouples the network control and forwarding
functions enabling the network control to become directly programmable. The
separation of the control plane from the data plane lays the ground for the SDN
architecture. Network switches become simple forwarding devices and the control
logic is implemented in a physical or logical centralized controller. The logical
centralized controller dictates the network behaviour and offers several benefits.
Firstly, it is simpler and less error-prone to modify network policies through
software from a single place without reconfiguring individual devices. Secondly,
a control program can automatically react to dynamic changes of the network and
thus maintain the high level policies in place. Thirdly, the centralised control logic
has global knowledge of the whole network, including the network topology and
the state of the network resources, thus giving the flexibility and simplifying the
development of more sophisticated network functions. For example, the controller
can dynamically adjust flow tables to avoid congestion or apply different routing
algorithms to different types of traffic.

The SDN architecture is divided into three layers: infrastructure layer, control
layer and application layer.

• Infrastructure layer (Tier-1): This layer consists of the forwarding hardware such
as switches/routers.

• Control layer (Tier-2): Network intelligence is installed in software-based log-
ically centralized SDN controllers. The control layer regulates and manages
forwarding hardware. The controller is the core of SDN networks. It lies between
network devices at the one end and the applications at the other end. The SDN
controller takes the responsibility of establishing every flow in the network by
installing flow entries on switch devices.

• Application layer (Tier-3): Application and services take advantage of the control
and infrastructure layer. Conceptually the application layer is above the control
layer and enables easy development of network applications. These applications
perform all network management tasks. Some examples of SDN application are
load balancers, network monitors, and IDSs.
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Table 1 SDN threat vectors

No. Threat vector

1 Forged or faked traffic flow

2 Attacks on vulnerabilities in switches

3 Attacks on control plane communications

4 Attacks on and vulnerabilities in controllers

5 Lack of mechanisms to ensure trust between the controller and management application

6 Attacks on and vulnerabilities in administrative stations

7 Lack of trusted resources for forensics and remediation

2.2 Security in SDN

The SDN concept was originally designed with significant advantages over the
traditional networking. Even though SDN brings significant advantages to network
security, it also introduces new targets for potential attacks. The main causes of
concern actually lie in SDN’s main benefits: network programmability and control
logic centralization. These capabilities actually introduce new fault and attack
planes, which open the doors for new threats that did not exist before or were harder
to exploit. According to Kreutz et al. [14], there are seven main potential threat
vectors identified in SDN and summarized in Table 1.

Among these seven threat vectors, number 3, 4 and 5 are not present in traditional
networking. They are specific to SDNs as they arise from the separation of the
control and data plane and the logical centralization of the controllers. Other vectors
were already presented in traditional networking. Threat vector number 5 would
have the most severe impact on SDN architecture because it could affect the entire
network. The controller emerges as a potential single point of attack. Attackers can
attack vulnerabilities of controllers and run several dangerous scripts. Therefore, if
there are no security settings to protect the controller, it would be under the control
of attackers. The controller provides an interface for SDN applications to manage
the network. However, this also give chances for malicious SDN applications to
take over the network because of the lack of trust between the controller and SDN
applications. Malicious hosts also can cause severe damage to the SDN architecture.
Malicious hosts can perform Denial of Service (DoS) attacks to controllers and
other hosts or network topology poisoning. DoS attack is one of the most dangerous
attacks in SDN. It can be done by flooding the network with a large number of forged
packets. These packets would trigger the switches to send a large number of requests
to the controller for new flow rules. Therefore the control channel bandwidth and the
controller CPU resources will be heavily consumed. As a result, the controller would
respond slowly to legitimate requests. At the same time, the switches would also
suffer from traffic congestion because the packets could quickly exhaust the memory
of the flow table storage in the switches. Compromised switches not only have the
same capabilities as the malicious hosts, but they are also capable of performing
more dynamic and severe attacks. Firstly, they can be used for traffic eavesdropping.
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Both data and control flows passing through the compromised switches can be
replicated and sent to the attacker for further processing. Furthermore, the attacker
can interfere with the control traffic passing through the compromised switches
to perform man-in-the-middle attacks. By doing so, the attacker can act as the
controller to some target switches.

2.3 Related Work

Researchers have employed classical machine learning approaches such as SVM,
K-Nearest Neighbour (KNN), ANN, Random Forest, etc., for intrusion detection
for several years. These proposed methods have achieved various degrees of
success while also exhibiting some inherent limitations. Parwez et al. [22] employ
K-means and hierarchical clustering to detect anomalies in call detail records
(CDRs) of mobile wireless networks data. In [19], Bayesian networks are employed
for anomaly and intrusion detection such as DDoS attacks in cloud computing
networks. Bang et al. [2] use Hidden semi-Markov models to detect LTE signalling
attacks. Principal Component Analysis (PCA) and SVM are also combined in [10]
to detect intrusions. PCA is used for dimensional reduction on network data and
SVM is used to detect intrusion on those data. These work only focus on traditional
network with a large set of features that cannot be applied to SDNs. These classical
mechanisms are still employed for intrusion detection in the context of SDN.

Braga et al. [3] present a lightweight approach using a Self Organizing Map
(SOM) to detect Distributed Denial of Service (DDoS) attacks in the SDN. This
approach based on six traffic flow features gives quite high detection accuracy. In
[17], the authors use four traffic anomaly detection algorithms (threshold random
walk with credit based rate limiting, rate limiting, maximum entropy and NETAD)
in the SDN environments. The experiments indicate that these algorithms perform
better in the SOHO (Small Office/Home Office) network than in the ISP (Internet
Service Provider) and they can work at line rates without introducing any new
performance overhead for the home network.

In the literature, the DDoS attacks are some of the most focused attacks for the
SDN context because of their severe effects. The controller is a single point of failure
in the SDN architecture. Therefore, if intruders trigger the DDoS attacks on the
controller and take control of it, they can also control the whole network. SVM is
also a quite popular algorithm for its high detection accuracy. In [12] and [24], SVM
is used to detect DDoS attacks quite efficiently. Winter et al. [31] train a one-class
SVM with a malicious dataset in order to reduce the false alarm rate. K-Nearest
Neighbour and graph theory are combined to classify DDoS attacks from benign
flows in SDNs by AlEroud et al. in [1]. Mousavi et al. [18] propose an early DDoS
attack detection method against the SDN controller based on the variation of the
entropy of the flow’s destination IP addresses. They assume that the destination IP
addresses are evenly distributed for the benign flows, while the malicious flows are
destined for a small amount of hosts. Thus, the entropy drops dramatically when any
attack happens. In [20], the authors propose a DL based approach using a stacked
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autoencoder (SAE) for detecting DDoS attacks in the SDN. They achieve a quite
high accuracy rate and low false alarm rate on their own dataset.

In 2016, we applied a Deep Neural Network (DNN) under the context of SDNs
to train and test the NSL-KDD dataset [29]. We obtained a potential accuracy of
75.75% with just six basic features. In this paper, we continue this trend by using
GRU-RNN to improve the detection accuracy and reduce the false alarm rate of the
system.

3 Methodology/System Description

In this section, the Recurrent Neural Network (RNN) and Gated Recurrent Units
(GRUs) are briefly reviewed. Then the architecture of the SDN-based IDS is
described in detail.

3.1 Recurrent Neural Networks

A RNN is an extension of a conventional feed forward neural network. In general,
a neural network architecture is as shown in Fig. 1.

The RNN is called “recurrent” because it performs the same task for every ele-
ment of a sequence, with the output being dependent on the previous computations.
Mathematically, the hidden states of the RNN are computed as:

ht = σ(Wxt + Uht−1 + bh), t = 1, 2, . . . , T , (1)

where σ(·) is a non-linearity function, xt is an input vector at time t, ht is a hidden
state vector at time t, W is an input to hidden weight matrix, U is a hidden to hidden
weight matrix, and bh is a vector bias term.

The Backpropagation Through Time (BPTT) algorithm is used for training the
RNN. However, BPTT for the RNN is usually difficult due to a problem known as
vanishing/exploding gradient [9]. Long Short Term Memory (LSTM) [8] networks
and GRUs [5] were proposed to solve this problem and are among the most widely
used models in DL.

GRUs are selected in our research because of their simplicity and faster training
phase compared to LSTMs [7].

For a GRU the activation ht is computed differently from (1) as follows:

ht = (
1 − zt

)
ht−1 + zt h̃t , t = 1, 2, . . . , T , (2)

where an update gate zt defines how much of the previous memory to keep and h̃t

is the candidate activation. The update gate is computed by

zt = σ
(
Wzxt + Uzht−1

)
. (3)
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Fig. 1 The deep neural network structure

The candidate activation h̃t is computed by

h̃t = tanh
(
Whxt + Uh(ht−1 � rt )

)
, (4)

where a reset gate rt determines how to combine the new input with the previous
activation vector and � is an element-wise vector multiplication. The reset gate is
computed by

rt = σ
(
Wrxt + Urht−1

)
, (5)

where σ(·) is again a non-linearity function in (3) and (5). Finally, all the W and U
terms are learned weight matrices.

3.2 System Architecture

As mentioned earlier, the SDN decouples the control plane and data plane from
network devices. The data plane, termed as switches, is just simple packet for-
warding elements. The control plane can be either a single computer or a group of
logically centralized distributed computers. The two entities communicate in order
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to exchange network information and manage the whole network. In principle, the
SDN network works in the following manner: packets from the internet traverse an
SDN switch under the control of the SDN controller. Switches have flow tables for
flow rules that contain match-fields, counters and actions that control traffic flows
in the network. If the arriving flow does not match any rule in the SDN switch, the
switch will send a packet-in message with the arriving flow header’s information
to the controller. The controller sends back a packet-out or flow-mod message to
the switches to instruct them how to process the corresponding flow. Applications
that run inside a controller can program the data plane for different purposes such as
firewall, load balancer, IDS, etc. This paper focuses on the use of the SDN paradigm
as network infrastructure for intrusion detection.

The IDS is implemented as an application on the SDN controller. The SDN-
based IDS architecture is described in Fig. 2. It has three main components: Flow
Collector, Anomaly Detector and Anomaly Mitigator.

• Flow Collector: This module is triggered when a packet-in message arrives.
It will extract all the flow statistics such as protocol, source and destination
IP and source and destination port. This module is also triggered by a timer
function to send a ofp_flow_stats_request message to switches to request all the
flow statistics information. Once the request is received, a ofp_flow_stats_reply
message, which contains all the aggregated statistics of all flow entries, is sent
back to the controller. All the features needed for anomaly detection will be
created from these statistics and sent to the Anomaly Detector module.

SDN Controller

Flow Collector 

Anomaly Detector

Anomaly Mitigator

Firewall
SDN Switch

LANInternet

Fig. 2 SDN-based IDS architecture
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• Anomaly Detector: We have chosen the GRU-DNN algorithm for the core of the
Anomaly Detector module in this paper. The anomaly detector module loads a
trained model, receives the network statistics and decides if a flow is an anomaly
or not.

• Anomaly Mitigator: Through the Anomaly Detector’s results, the Anomaly
Mitigator module can make decisions on what to do with the flow. For example,
it is possible to immediately stop the flow in order to prevent possible further
attacks or to mirror the traffic to a deep packet inspector to further analyze the
flow.

4 Performance Analysis

In this section, we firstly describe all datasets used in our experiment. Secondly, we
explain all metrics used to evaluate our model performance. Thirdly, we describe
all experimental setups. Detection results are given and compared with other works
for a better overview in next section. Finally, the network performance of our GRU-
RNN is evaluated and analyzed.

4.1 Datasets

Currently, there are only a few public datasets available for IDS evaluation (i.e.,
KDD Cup 99, NSL-KDD, DAPRA, and ISCX 2012) and none of them are specified
for the SDN architecture. The KDD Cup 99 [11] and NSL-KDD datasets are some
of the most popular datasets used in the literature to assess the NIDS performance.
As mentioned in [15], the KDD Cup 99 has several inherent problems that makes
the classifier fail to deliver a better accuracy. The NSL-KDD dataset [30] is
introduced by Tavallaee et al. to solve these problems. However, the above datasets
are out of date, lack traffic diversity and feature sets. Recently, the CICIDS2017
dataset [27] was published to deal with these issues. The SDN architecture is still
under development, and so the NIDS dataset for the SDN is still quite rare and
unpublished. Several researchers still use the conventional dataset to evaluate their
approaches. In this paper, the NSL-KDD and CICIDS2017 datasets are chosen to
evaluate our particular method.

4.1.1 NSL-KDD Dataset

The NSL-KDD contains 125,973 and 22,544 records in the training set and testing
set respectively. Each traffic trace in this dataset has 41 features that are categorized
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Table 2 Attacks in the NSL-KDD dataset

Category Training set Testing set

DoS back, land, neptune, pod, smurf,
teardrop

back, land, neptune, pod, smurf,
teardrop, mailbomb, processtable,
udpstorm, apache2, worm

R2L fpt-write, guess-passwd, imap,
multihop, phf, spy, warezclient,
warezmaster

fpt-write, guess-passwd, imap,
multihop, phf, spy, warezmaster, xlock,
xsnoop, snmpguess, snmpgetattack,
httptunnel, sendmail, named

U2R buffer-overflow, loadmodule, perl,
rootkit

buffer-overflow, loadmodule, perl,
rootkit, sqlattack, xterm, ps

Probe ipsweep, nmap, portsweep, satan ipsweep, nmap, portsweep, satan,
mscan, saint

Table 3 The NSL-KDD’s feature description

Feature name Description

duration Length (number of seconds) of the connection

protocol_type Type of the protocol (e.g. tcp, udp, etc.)

src_bytes Number of data bytes from source to destination

dst_bytes Number of data bytes from destination to source

srv_count Number of connections to the same service as the current
connection in the past two seconds

dst_host_same_src_port_rate Number of connections that were to the same source port

into three types of features: basic, content-based and traffic-based features. Attacks
in this dataset are categorized into four categories according to their characteristics.
Our IDS is trained by the KDDTrain+ dataset and tested by the KDDTest+ dataset.
In addition, the KDDTest+ dataset contains 18 different types of attacks in addition
to 22 attack types out of the KDDTrain+ dataset. Details of each attack category
are described in Table 2. Thus, the KDDTest+ dataset is a reliable indicator to the
performance of the model on zero-day attacks as well.

Within the context of SDN, the packet content is not directly accessible in
the current OpenFlow protocol. The OpenFlow protocol does not allow us to get
all the 41 features in the NSL-KDD dataset. This leads to a reduction of the
features for the anomaly detection. So we just focus on the basic features and
traffic-based features of the NSL-KDD dataset. Some of the features in these
two categories can be easily retrieved from the SDN switches. In our research,
a mixed feature set that contains six features from both the basic feature and
traffic-based feature set are selected out of 41 features of the NSL-KDD dataset.
The selected feature are (duration, protocol_type, src_bytes, dst_bytes, srv_count,
dst_host_same_src_port_rate). These are SDN related features. Table 3 shows
details of these features. They are selected based on their SDN related nature without
any feature selection or optimization algorithms.
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The NSL-KDD dataset contains both the numerical and symbolic features, and
so we will transform the symbolic features into numerical values. After converting,
the dataset is normalized into the range of [0–1] by Min-Max scaling as follows:

x
′ = x − min(x)

max(x) − min(x)
, x > 0, (6)

where x
′

is the normalized value and x is the original value.

4.1.2 CICIDS2017 Dataset

The CICIDS2017 dataset covers seven types of common attack families (i.e., Brute
Force Attack, Heatbleed Attack, Botnet, DoS Attack, DDoS Attack, Web Attack,
and Infiltration Attack). In this chapter, we choose a Wednesday dataset focusing
on DoS, Heartblead, Slowloris, Slowhttptest, Hulk and GoldenEye Attacks. These
types of attacks are on the rise and are a major threat to the SDN architecture.

In this dataset, we use 622,265 and 69,141 records for training and testing sets
respectively. We extract a subset of nine features out of 80 features of this dataset
for our research. These features have an SDN-related nature and can be extracted
easily by SDN controllers. Details of these features can be seen in Table 4. This
dataset is also normalized into the range of [0–1] by the Min-Max scaling as with
the NSL-KDD dataset.

4.2 Evaluation Metrics

In order to evaluate our proposed approach, Precision (P), Recall (R), F1-measure
(F1) and Accuracy (ACC) metrics are used. These metrics are calculated by using

Table 4 The CICIDS2017’s feature description

Feature name Description

Source port Source port of the flow

Destination port Destination port of the flow

Protocol Protocol type of the flow

Flow duration Duration of the flow in microsecond

Fwd packet length mean Mean size of packets in forward direction

Flow bytes/s Number of flow bytes per second

Flow packet/s Number of flow packets per second

Flow IAT mean Mean inter-arrival time of packets

Fwd packet/s Number of forwarded packets per second
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four different measures – True Positive (TP), True Negative (TN), False Positive
(FP) and False Negative (FN), defined as follows:

• TP: the number of anomaly records correctly classified.
• TN: the number of normal records correctly classified.
• FP: the number of normal records incorrectly classified.
• FN: the number of anomaly record incorrectly classified.

So the four metrics are:
Accuracy (ACC): the percentage of true detection over total traffic records,

ACC = T P + T N

T P + T N + FP + FN
× 100%. (7)

Precision (P): the percentage of predicted anomalous instances predicted are actual
anomalous instances,

P = T P

T P + FP
× 100%. (8)

Recall (R): the percentage of predicted anomalous instances versus all the anoma-
lous instances presented,

R = T P

T P + FN
× 100%. (9)

F1-measure (F1): the harmonic of the precision and recall metrics to express the
performance of the model,

F1 = 2
1
P

+ 1
R

× 100%. (10)

4.3 Experimental Setup

According to our experiments, A DNN with three hidden layers gives best results
in all experiment cases. Therefore, we propose a GRU-RNN with three hidden
layers. For the training phase, the batch size and epoch number are 100 and 1000
respectively. We use a Nadam optimizer and Mean Squared Error (MSE) function
for the model. In addition, we added L1-regularization to our model to prevent over
fitting during the training phase. A DNN is also implemented with the same structure
as the proposed GRU-RNN. We used Keras [6] to implement our GRU-RNN, DNN,
and VanilaRNN models. Scikit-learn library [23] is used to implement the SVM
algorithm and measure all the evaluation metrics.
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Table 5 Performance metric
evaluation for the NSL-KDD
dataset

Class name Precision (%) Recall (%) F1-measure (%)

Legitimate 87 89 88

Anomaly 91 90 90

Fig. 3 Performance metric comparison

Table 6 Accuracy
comparison with other
algorithms

Algorithm Accuracy

VanilaRNN 44.39%

SVM 65.67%

DNN 75.9%

GRU-RNN (Proposed Model) 89%

4.4 Experiment Results

To start with, we present the anomaly detection performance of our proposed model
in terms of Precision, Recall, F1-measure and accuracy on the NSL-KDD dataset.
Details of the results given in Table 5 show that our GRU-RNN performs well for all
the evaluation metrics. Both the legitimate and anomaly traffic traces are detected
really well by the GRU-RNN. The detection rates of the legitimate and anomaly
traffic traces is 89% and 90% respectively. The anomaly detection accuracy of 90%
shows that the GRU-RNN is good at detecting zero-day attacks.

We also compare the performance of our proposed model with other popular
algorithms like VanilaRNN, SVM and DNN using the same subset of six features.
As we can see in Fig. 3, the GRU-RNN outperforms other algorithms in all the
evaluation metrics. The GRU-RNN yields good results for both legitimate and
anomaly traffic traces, while other algorithms just work well in only one class.

The results in Table 6 show that our approach outperforms other methods in
terms of accuracy. The DNN, coming in second place, shows the potential of the
DL approach in anomaly detection. The VanilaRNN gives the worst result compared
with its counterpart GRU-RNN.
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Fig. 4 ROC curve comparison for different algorithms

The Receiver Operating Characteristic (ROC) curve is also presented to evaluate
our proposed approach. The ROC curve is created by plotting the false positive
rate versus the true positive rate. The area under the ROC curve (AUC) is used to
determine which classifier predicts the classes best. The higher the AUC, then the
better is the classifier. Figure 4 shows that the proposed GRU-RNN achieves the
highest AUC amongst all the tested algorithms with a True Positive Rate of 90%
and a False Alarm Rate of 10%. The VanilaRNN gives the worst result as expected.
As we can see, the GRU-RNN has a lowest False Positive Rate which is an important
factor of the IDS.

The Precision vs Recall curve shows the trade off between Precision and Recall
for different thresholds. A high area under the curve represents both high recall and
high precision. An ideal system with a high area under the curve will return many
results, with all results labelled correctly. As seen in Fig. 5, the GRU-RNN gives
us the best results amongst all the algorithms. As the Recall threshold increases, the
Precision decreases significantly for all the algorithms, except for GRU-RNN where
increases Precision increases to 89%.

Furthermore, we also compared the performance of our proposed model with
others in the literature. Our GRU-RNN is compared with other state-of-the-art
algorithms like SVM, DNN and NB Tree algorithms. The NB Tree gave the best
result in [30]. The results in Table 7 show that our proposed model outperforms all
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Fig. 5 Precision vs recall curves

Table 7 Accuracy
comparison with previous
studies

Method Accuracy

SVM [30] 69.52%

DNN [29] 75.75%

NB tree [30] 82.02%

GRU-RNN (Proposed Model) 89%

Table 8 Performance metric evaluation for the CICIDS2017 dataset

Method Precision Recall F1-measure

DNN 97% 97% 97%

ID3 [27] 98% 98% 98%

GRU-RNN (Proposed Model) 99% 99% 99%

the previous methods. Our GRU-RNN performs better than the SVM and NB Tree
algorithms that use the whole set of 41 features for training and testing. The GRU-
RNN result also indicates a significant improvement in accuracy compared to the
basic DNN in our previous work.

For further investigation, we evaluate the GRU-DNN performance as regards
detecting DDoS attacks in the CICIDS2017 dataset. We compare the proposed
GRU-DNN with DNN and ID3 algorithms. Results of ID3 algorithm are the
best achieved from the CICIDS2017 dataset in [27]. Table 8 gives details of our
evaluation. As can be seen, the proposed GRU-DNN has better results in all the
evaluation metrics compared with the best result from [27]. The DNN yields slightly
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lower results than that of the ID3. The proposed GRU-DNN can work well with
diverse and complex traffic traces and detect almost all types of DDoS attacks in the
CICIDS2017 dataset.

From the above results, the GRU-DNN shows its strong potential in dealing with
low-dimensional and raw traffic. Therefore, it is a potential solution for intrusion
detection in the SDN paradigm.

4.5 Network Performance Evaluation

In this section, we evaluate the effect of our proposed GRU-RNN on the perfor-
mance of the POX controller in the SDN environment.

4.5.1 Experiment Setup

The GRU-RNN is implemented as an application written in Python language in
a POX [25] controller. Cbench [4] is a standard tool used for evaluating the
SDN controller performance. Cbench runs in two modes: throughput and latency
modes.

• The Throughput Mode: a stream of packet-in messages is sent to the controller for
a specified period of time to compute the maximum number of packets handled
by the controller.

• The Latency Mode: a packet-in message is sent to the controller and then waits for
the reply to compute the time needed to process a single flow by the controller.

We ran our experiments on a virtual machine having an Intel Core i5-4460
3.2GHz with 3 cores available and 8GB of RAM. The operating system is Ubuntu
14.04 LTS-64bit. The controller performance is tested with a different number of
virtual OpenFlow switches emulated by Cbench. The performance of the POX
controller running stand-alone is considered as a baseline for our evaluation. We
also compare the proposed GRU-RNN algorithm with the DNN algorithm in our
previous work [29].

4.5.2 Experiment Results

Throughput evaluation indicates the performance of the controller under heavy
traffic conditions. Figure 6 depicts the average response rate of the controller
under three testing scenarios. As we can see, both the DNN and GRU-RNN cause
overhead on the controller. The DNN algorithm is simpler than the GRU-RNN,
and so it gives a slightly better network performance than that of the GRU-RNN.
However, the GRU-RNN outperforms the DNN in terms of the detection accuracy.
The affect of the GRU-RNN on the controller performance is predictable. The
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Fig. 6 Throughput evaluation

network throughput decreases slightly when the network size increases from 32
switches to 64 switches. The network performance degrades by about 3.5% when
the network size is under 32 switches. When we increase the size to over 64
switches, the throughput drops by about 4%. The overhead on the controller of
the GRU-RNN module is unavoidable. The GRU-RNN module has to send several
ofp_flow_stats_request messages and process ofp_flow_stats_reply messages while
processing packet-in messages. However, the throughput degradation is quite low
and can be improved in the future.

Latency evaluation indicates the length of time that the controller takes to process
one single packet. As we can see in Fig. 7, the network latency increases along with
increasing the network size. When we increase the network size, the load on the
controller is increased as well and this causes the overhead. The GRU-RNN still
has the highest overhead amongst all. It takes time for the GRU-RNN to process
the ofp_flow_stats_reply messages, packet-in messages and detect anomaly flows,
so the overhead is unavoidable. The overall degradation is about 7% in all cases.
This overhead is not significant and can be improved in the future.

All in all, the overhead caused by the GRU-RNN on the SDN controller is quite
low, and so our proposed approach has significant potential for real-time intrusion
detection in the SDN paradigm. So there is a trade off between performance and
security. However, the network performance still can be improved in the future.
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Fig. 7 Latency evaluation

5 Conclusion

This paper has made an attempt to briefly introduce the SDN architecture and
its security issues. DL has great potential to be the key technology for intrusion
detection in SDN. Despite the recent wave of success of DL in computer vision
and language processing areas, there is a scarcity of DL applications in solving
SDN security issues. In this chapter, we present an Anomaly-based IDS in the SDN
environments using the GRU-RNN algorithm. We show that our proposed approach
outperforms other state-of-the-art algorithms with an accuracy of 89% and 99% for
the NSL-KDD and CICIDS2017 datasets. Our scheme uses a minimum number of
features compared to other state-of-the-art approaches so computational costs can be
reduced significantly. In addition, the network performance evaluation showed that
our proposed approach does not significantly affect the controller performance. This
makes our model a strong candidate for real-time detection. In the future, we will
optimize our model and use other features to increase the accuracy and reduce the
overhead on the controller. We will also try to extend our research to unsupervised
intrusion detection approaches.
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SeqDroid: Obfuscated Android Malware
Detection Using Stacked Convolutional
and Recurrent Neural Networks

William Younghoo Lee, Joshua Saxe, and Richard Harang

Abstract To evade detection, attackers usually obfuscate malicious Android appli-
cations. These malicious applications often have randomly generated application
IDs or package names, and they are also often signed with randomly created
certificates. Conventional machine learning models for detecting such malware
are neither robust enough nor scalable to the volume of Android applications
that are being produced on a daily basis. Recurrent neural networks (RNN) and
convolutional neural networks (CNN) have been applied to identify malware by
learning patterns in sequence data. We propose a novel malware classification
method for malicious Android applications using stacked RNNs and CNNs so that
our model learns the generalized correlation between obfuscated string patterns
from an application’s package name and the certificate owner name. The model
extracts machine learning features using embedding and gated recurrent units
(GRU), and an additional CNN unit further optimizes the feature extraction process.
Our experiments demonstrate that our approach outperforms Ngram-based models
and that our feature extraction method is robust to obfuscation and sufficiently
lightweight for Android devices.

Keywords Android · Malware classification · Convolutional neural network ·
Recurrent neural network

1 Introduction

This section introduces machine learning approaches for detecting malicious
Android applications. Android applications are distributed as APK files, and an
APK file consists of various components, including a manifest, a certificate, Java
code, native code and resource files. Researchers have proposed various machine
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learning features for APK files [1, 2]; however handcrafted features require domain
knowledge, and complex features increase computational costs in both training
and inference phases. For example, extracting API sequences or opcode sequences
from a DEX file requires significant computational resources [3]. Obfuscated or
encrypted malware makes it infeasible to collect features used in the previous work
[3].

On the other hand, an application’s meta information, such as package names
and certificate data, can be collected without requiring any high-cost analysis of
APK code. In addition, the application’s capability information, such as requested
permissions and intent actions can be obtained easily, but the metadata contains
the application’s key characteristics [4]. Android’s manifest files provide the app’s
package name, permissions and intent actions, and APK’s certificate file describes
developer information [5]. The information is always available from metadata even
if the APK’s code is either encrypted or obfuscated.

Another advantage of using package and certificate strings as input features is
that they provide interpretability. While deep learning models outperform simple
linear models, they are notoriously difficult to explain due to their complexity
[6]. The short string data itself can indicate whether a particular application looks
benign or malicious. The input data is intuitive and simple, but our method offers
efficient and automated feature representation directly from the raw input strings.
Our feature extraction method for these strings is not only lightweight but also
improves classification performance relative to Ngram-based models.

We discuss the characteristics of Android malware and related work in the
following sections. Then, we present a novel malware classification model using
multiple short strings from Android’s metadata. We also provide an analysis of our
experimental results.

2 Android Malware

Millions of new Android applications are released in app stores every year, and
threat researchers regularly discover malicious apps in app stores [7, 8]. As a
security measure, on the Android platform, each app is required to have a unique ID,
a package name and a signature with a developer’s certificate [9]. This mechanism
ensures that only the applications from the same author can be upgraded on Android
devices. It is also not possible to install an unsigned APK. The security policy drives
malware writers to generate numerous malware variants using random package
names and random certificates.

Together, the package name and certificate owner name provide a unique applica-
tion ID on the Android platform. Different versions of an application usually contain
distinctive code to support new features. However, they share a unique application
ID and also use the same permissions and intent actions [10]. Malware variants
from a family also exhibit the same characteristics [31]. Their malicious code is
frequently obfuscated, but invariant components are app’s capability information
and the string patterns in the app ID.
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Table 1 Applications’ package and certificate information

App Package Certificate owner

Facebook com.facebook.katana C=US, ST = CA, L = Palo Alto, O=Facebook
Mobile, OU=Facebook, CN=Facebook Corporation

Instagram com.instagram.android C=US, ST = California, L = San Francisco,
O=Instagram Inc., CN=Kevin Systrom

malware1 awdawdad.qweqweqwe.
awdawdad.werwefwf

C = DE, ST = esttttttttttt, L = htffffffffffffffff,
O = drrrrrrrrrrrrrrrrrrrrr, OU = httttttttttttttttttt,
CN = eggggggggggggggh

malware2 com.kbvivk.eavkxrip C = ha, CN = dwpovc, L = ap, O = dkteeu, ST = mq,
OU = wzfhlq

Table 2 Malware apps’ package and certificate data

Package Certificate owner

com.hefcfn.vzdorreb CN = mtrnuk, OU = sxjkvv, O = iohbaa, L = oe, ST = wo, C = yk
com.ayhvsx.dlnlawpk CN = zmonlx, OU = bfqpmh, O = sbzknd, L = zh, ST = uv, C = gs
com.uzhwbs.nltzmnun CN = lgkjju, OU = qoqbyu, O = yqwair, L = gi, ST = cy, C = sk
com.kbvivk.eavkxrip OU = wzfhlq, O = dkteeu, L = ap, ST = mq, C = ha

While users recognize an application by an app name and icon, the Android
platform identifies an application by package name and certificate information. For
instance, the Facebook app’s name is Facebook, but its package name and certificate
data contain additional information. Apps’ names can be duplicated, but package
names should remain unique in Android.

Table 1 lists package and certificate owner information from some different
applications.

Both legitimate apps (Facebook and Instagram) have appropriate names for the
package and certificate owner. On the other hand, the malware samples clearly
indicate that they have meaningless strings in the package and certificate owner
names.

The package name follows a reverse domain form to represent a unique ID.
For example, com.facebook.katana is the package name of the Android Facebook
app. The Facebook app’s certificate owner name contains proper information,
including geolocation and a common name for the company. However, the third
and fourth ones have suspicious strings. They are malicious applications, and there
are thousands of similar ones with similar string patterns.

Table 2 lists the package and certificate information of obfuscated malware
variants. The malicious apps do not share any common strings, but request the
same permissions and intent actions to do the same malicious activities when they
are running. While the package name and certificate are entirely randomized, they
often share common patterns in random strings. For example, there are more than
thousands of malware variants using the same random patterns.

The variants declare the following permissions and intent actions in the manifest
to intercept SMS data from victims’ devices, and many malicious samples do the
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same [11]. Thus, features extracted from permissions and intent actions are effective
indicators for malware detection.

Permissions

• android.permission.SEND_SMS
• android.permission.READ_SMS
• android.permission.WRITE_SMS
• android.permission.GET_TASKS
• android.permission.SYSTEM_ALERT_WINDOW

Intent actions

• android.provider.Telephony.SMS_RECEIVED
• android.intent.action.SIM_STATE_CHANGED
• android.intent.action.SCREEN_ON
• android.intent.action.USER_PRESENT
• android.intent.action.BOOT_COMPLETED

It is not a trivial task to convert the sequential data into useful machine learning
features. One common approach is to apply Ngrams against the string data. When
the hashing trick is combined with Ngrams, feature extraction from the string data
does not require the system to maintain the full vocabulary of Ngrams and thus
reduces feature dimensionality significantly. Recurrent neural networks (RNNs), in
which the characters are often embedded and the sequence of embedded characters
reduced into a single vector, are also well known and widely used to recognize
patterns in sequence data.

Our motivation for using package and certificate data as inputs is they are simple
but easy to interpret for validation. Learning latent features from the randomized
string patterns makes a classification model more robust to detect similar variants.
When additional capability information, such as permissions and intent actions,
is efficiently combined, the model’s classification performance can be improved.
Because Android permissions and intent actions unveil apps’ behaviors without
monitoring app’s runtime activities, they play an important role as one of the most
discriminating characteristics for malware detection. There are platform-standard
and custom permissions and intent actions, so the number of items is unknown. The
bag-of-words model is a simple approach to convert string items into a fixed-size
vector, but the vector’s dimensionality can be determined only after exploring the
full data set. The dimensionality is often quite large for random strings. As a realistic
alternative, we used the hashing trick for permissions and intent actions. The short
strings were hashed, and the indexes were used to increase the corresponding
frequency value. Hashing collisions were mitigated with the use of frequency counts
instead of binary values.

3 Related Work

This section outlines related machine learning approaches in malware classification.
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3.1 Malware Classification

Several machine learning approaches have been proposed to detect malicious
Android applications, and they fall into two general categories with respect to
feature extraction. Static analysis methods [4, 10, 12], extract features such as
permissions, APIs from an application’s code or metadata. The work of [13] uses
the statistics of APIs as malware features. Some of these features, especially when
applied to code, are not generally robust to obfuscated variants. Dynamic analysis
methods collect behavioral events at runtime and transform them into features.
Dynamic analysis approaches [14, 15], use platform APIs, system calls, file and
network access information as input features. These behavioral methods are more
resilient to obfuscation. However, dynamic methods are not scalable to address the
rapidly growing number of applications. Another weakness is that many attempt
to collect malicious activities within a limited time, which can often be trivially
avoided [16, 17].

In the past, researchers applied conventional machine learning models with either
static or dynamic features. Naive Bayes and random forest models are applied
with APIs and metadata [18, 19]. Recently, researchers have demonstrated that
deep learning models outperform conventional machine learning models [6]. While
classical methods require handcrafted features from domain experts, deep learning
makes it possible to discover automated feature extraction from a large dataset [20].

3.2 CNNs

Convolutional neural network (CNN)-based models demonstrate state-of-the-art
performance in image recognition problems. The main benefit of CNNs is that
feature extraction is automated by applying convolutional and pooling operations
on a raw image, which eliminates handcrafted feature engineering processes. In
addition, CNNs have been applied to malware classification [3, 6]. In static analysis,
some subset of the file is fed into a CNN via an embedding approach. Typically,
dynamic analysis captures runtime events, such as API calls, and the sequence data
is fed into a CNN.

The work of [3] uses an API’s sequence as an input to a CNN layer. The
model automatically extracts and learns malicious patterns using raw method calls
in the assembly code. While the model can be deployed on various devices, from
workstations to IoT devices, their feature extraction cost is more expensive than our
lightweight method. The work of [6] improved classification accuracy using deep
auto-encoder and CNN layers, but the approach requires a pre-training step using
an auto-encoder to extract features. Aside from Android malware problems, [20]
proposed a CNN-based model, eXpose, to detect malicious URLs; the model takes
raw URLs as input and learns to extract features and classify them. Inspired by the
eXpose, our model also extracts features from raw short strings in an app’s metadata.
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Unlike previous work, which operated on the single input string, we propose a novel
approach to leverage multiple input strings and to extract latent patterns in combined
data sources using both CNN and RNN layers.

3.3 RNNs

Recurrent neural networks (RNNs) use hidden units to maintain sequential informa-
tion and learn to classify string data, such as a sequence of characters. Moreover,
RNNs are powerful dynamic systems, but they have the problems of vanishing
gradients and computational costs. Long short-term memory (LSTM) networks
[21] are introduced to solve the issues, and gated recurrent units (GRUs) [22]
further reduce training costs. Embeddings are designed to represent the text data’s
semantic relationship as dense vectors. Character-level embeddings transform short
strings into dense vectors, making individual characters’ vector representations
more relevant to their semantic relationships [20].

Rhodea et al. [16] collected behavioral data for the first few seconds of file
execution and used RNN to classify malware, and achieving an accuracy of 0.96.
Their assumption was that malicious activity begins rapidly once a malicious file
begins execution. However, malicious applications usually wait for certain system
events to perform hidden operations. [23] proposed using LSTM with a sequence of
Android’s permissions, obtaining a classification accuracy of 0.897.

Unlike the previous work, our model operates directly from multiple raw strings
and learns both string patterns and relationships between inputs.

4 Methodology

End-to-end machine learning models involve two components, feature extraction
and classification, where we jointly extract features and train a model in a
single training step. This section describes our feature extraction method and the
architecture of neural networks for feature extraction and classification.

Two feature extraction methods were explored to compare classification results.
A baseline model uses Ngrams features from package and certificate owner strings,
whereas, in our model, the features were automatically generated from an RNN
feature extraction layer.

4.1 Ngrams Features

Character-level Ngrams feature extraction is a pragmatic method for short text data.
Both the package name and the certificate owner name are short strings, and the
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average length of the strings is about 20 characters. As Ngrams features weakly
preserve the sequence order in strings, they are known to capture sequence patterns
better than orderless bag-of-words or bag-of-tokens methods. Character-level (1,5)-
gram features were extracted from each input string data, and then the hashing trick
was used to generate fixed size feature vectors.

We selected a hashing bucket size of 128 in order to match the RNN’s feature
dimensionality. Hashing collisions were handled by increasing the previously taken
value of the hashing bucket. We also used feature hashing to extract string features
from permissions and intent actions.

4.2 RNN Features

Recurrent neural network (RNN) features are extracted through an embedding and
RNN feature extraction unit. From an input string, the extractor produces a 128-
dimensional vector, and the vector is sent to the subsequent classification layer.
Since RNNs accept time series or sequential inputs, it is necessary to convert input
strings into sequential vectors. Embedding is designed to embed input strings into
fixed length dense vectors. A raw string is a sequence of characters, and the unit
embeds them into a shape of (S, D) real-valued matrix. Each character is mapped to
its vector, and those vectors are concatenated into a matrix as the input for the next
RNN layer. The embedding layer is optimized during training phase along with
other model’s parameters resulting in pairs of semantically similar characters being
embedded closer to each other [20].

We used a modified method used in the eXpose, with a string length of S = 40 and
an embedding depth of D = 32 for our experiments [20]. For package and certificate
owner information, 87 printable characters were selected as valid input characters,
and any other characters are replaced with a reserved token. The maximum length
of the string was set to 40, covering 95% of the samples. If the input string was
less than 40, padding characters were added; otherwise the first 40 characters were
selected.

Figure 1 presents an overview of our feature extraction component. The
RNN unit received sequential data from the embedding unit and outputs a 128-
dimensional vector. The vector was fed to the next classification step. A gated
recurrent unit (GRU) [22] was chosen for our RNN unit to improve training speeds
without compromising the RNN’s classification performance.

Convolutional neural networks are well known for extracting features for image
recognition, and one-dimensional CNNs learn to extract sequential patterns from
string data. Adding a one-dimensional CNN unit prior to the RNN unit reduces the
dimensionality of the vectors; thus, it decreases the training time for the next RNN
unit. The CNN’s max pooling compresses a vector’s dimensionality in half, to (20,
32) from (40, 32), without losing any latent information.
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Fig. 1 Feature extraction
component InputLayer (None, 40)

Embedding (None, 40, 32)

CNN (None, 20, 32)

RNN (None, 128)

4.3 Classification

Our classification component took any fixed-size vectors from the feature extraction
component. When multiple inputs were used, the inputs were concatenated into a
vector as the input for the next classification component. The component consisted
of three dense layers, as depicted in Fig. 2. Each dense layer comprised of a batch
normalization [24] and a dropout [25] unit to improve classification performance
and prevent overfitting.

Experimental models were implemented in Keras [26] and tested on a machine
with one Nvidia Telsa GPU. An Adam optimizer [27] with a learning rate of 0.001
was applied to optimize the following binary cross entropy loss in all models:

− (ylog(p) + (1 − y) log (1 − p))

where p is the predicted probability of observation and y is a binary indicator of the
label data.

5 Experiments and Results

Two million APK samples were collected from VirusTotal [28], and the first seen
dates used were between January and December 2017. We randomly selected 20%
of the samples are used for validation in our tests as shown in Table 3. Our labeling
strategy was to use consensus voting from detection information in VirusTotal.
Samples detected by no scanners were labeled as benign, and samples detected by
five or more scanners were marked as malicious.

We evaluated the following five experiments by training models for 100 epochs.
Each experiment was configured to test the different features in Table 4.
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Fig. 2 Classification
component

Table 3 Sample set Benign samples Malicious samples

Training set 888,620 1,057,091
Validation set 264,130 222,298

Table 4 Inputs for five experiments

Experiment Input and feature dimension

Ngram Package (128)Certificate (128)
RNN Package (128)Certificate (128)
Ngram-PA Package (128)Certificate (128)Permissions + intent actions (256)
RNN-PA Package (128)Certificate (128)Permissions+ intent actions (256)
CNN-RNN-PA Package (128)Certificate (128)Permissions + intent actions (256)

Multiple input feature vectors were all concatenated into a vector, and the
vector was fed into the next classification component. The first baseline model,
Ngram received two 128-dimensional vectors from package and certificate owner
strings and then concatenated them into 256-dimensional vectors for classification.
The second RNN model used RNN features extracted from the raw package and
certificate inputs. Ngram-PA and RNN-PA models added additional features from
permissions and intent actions, resulting in 512-dimensional vectors. The last one,



206 W. Y. Lee et al.

InputLayer
input:

output:

(None, 40)

(None, 40)

Embedding
input:

output:

(None, 40)

(None, 40, 32)

InputLayer
input:

output:

(None, 40)

(None, 40)

Embedding
input:

output:

(None, 40)

(None, 40, 32)

GRU
input:

output:

(None, 40, 32)

(None, 128)
GRU

input:

output:

(None, 40, 32)

(None, 128)

Concatenate
input:

output:

[(None, 128), (None, 128), (None, 256)]

(None, 512)

InputLayer
input:

output:

(None, 256)

(None, 256)

Dense
input:

output:

(None, 512)

(None, 512)

Dense
input:

output:

(None, 512)

(None, 512)

Dense
input:

output:

(None, 512)

(None, 512)

Dense
input:

output:

(None, 512)

(None, 1)

Fig. 3 The architecture of CNN-RNN model

CNN-RNN-PA added an additional CNN unit in the RNN-PA model. Figure 3
depicts the network architecture of CNN-RNN-PA model and the model’s batch
normalization and activation units are omitted in the diagram. The left and middle
inputs are for the package and certificate features and the right input is for the
permission and intent action features.

Figure 4 displays the results in receiver operating characteristic (ROC) curves,
and Table 5 describes each model’s true positive rate (TPR) and false positive rate
(FPR). We compared the model’s performance at a lower FPR of 0.001. While the
Ngram model yielded a TPR of 0.805 at FPR of 0.001, the RNN model achieved a
TPR of 0.869, resulting in a gain of 8%. The Ngram-PA dropped its TPR to 0.717,
which suggests that simply adding additional input data does not guarantee any
gains. However, the RNN-PA and the CNN-RNN-PA improved their TPRs to 0.929
and 0.936, respectively, resulting in a 16% gain against the Ngram model.

Although we did not perform an exhaustive analysis of malware samples, the
obfuscated samples in Table 2 were detected by the CNN-RNN-PA model with a
highly competent prediction score of 0.999. The number of obfuscated malware has
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Fig. 4 ROC curves

Table 5 Results in TPR and FPR

TPR
AUC FPR(0.0001) FPR(0.001) FPR(0.01)

Ngram 0.9939 0.637 0.805 0.925
RNN 0.9955 0.788 0.869 0.942
Ngram-PA 0.9882 0.458 0.717 0.862
RNN-PA 0.9985 0.883 0.929 0.975
CNN-RNN-PA 0.9986 0.880 0.936 0.977

been increasing, accounting for at least 50% of all malware. The CNN-RNN-PA
model achieved an area under curve (AUC) of 0.9986, which strongly supports the
idea that the model can classify both obfuscated and non-obfuscated malware with
a low FPRs.

We also analyzed the complexity of models by measuring their trainable
parameter sizes and training costs in Table 6. As a model’s complexity increases,
the training time also increases. For instance, the RNN-PA model’s complexity
increased by 40% in parameter size and 11 times in training time when compared
to the Ngram model. On the other hand, the best performing model combined
with CNN and RNN reduced its training time by 55% and also achieved the best
AUC of 0.9986 with a TPR of 0.936. The CNN layer efficiently compressed the
representation of features by 50% by using a max polling unit, but the compressed
vectors still preserved latent patterns from raw input strings.
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Table 6 Models’ complexity

Number of parameters Training time per epoch (seconds)

Ngram 663,533 69
RNN 793,793 790
Ngram-PA 794,625 71
RNN-PA 925,889 808
CNN-RNN-PA 932,097 446

Fig. 5 AUC over time

In order to evaluate the robustness of the models, AUCs were monitored for
over 6 months against approximately one million new samples from 2018. Figure 5
displays the time decay results of two models by measuring weekly AUC over
time. It is not uncommon that the classification power of machine learning models
degrades over time. While there were drops in March and May, the AUC of the
RNN-CNN-PA model outperformed the Ngram model and its AUC is increased in
June. The time decay results suggest that our models learn to detect unseen malware
efficiently.

The runtime performance of the RNN-CNN-PA model was tested on a Nexus-
5 device. For the experiment, the Keras model’s weights were converted into the
TensorFlow format, and TensorFlow mobile version was used for the test. The file
size of the model’s weights was about 3.8 MB, and the average prediction took about
40 msec for an APK file, which supports the idea that our method is a lightweight
and efficient solution for the Android platform.
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6 Conclusion

This chapter discussed the characteristics of Android malware and machine learning
models for detecting them using different features. The rapidly growing number
of obfuscated malware makes it difficult to develop a scalable and robust machine
learning model.

Our models jointly learned to extract features from multiple short strings
and identify malicious Android applications. The feature representation from our
stacked CNN and RNN units improved the model’s classification ability to identify
obfuscated malware. We also presented how to efficiently combine feature vectors
from Android’s metadata such as package names, developer names and capability
information, in order to optimize learning performance. Our CNN-RNN method
improved classification performance by 16% against Ngram features and reduced
training time by 50% against an RNN model without any compromise of classifi-
cation performance. Furthermore, our model proved to be robust to obfuscation and
lightweight enough to be deployed on Android devices.

While we explored a concatenation method as fusing multiple features, future
work should consider the potential effects of different feature fusion methods. For
example, a multiplicative fusion method can be used for combining features from
multiple sources [29].

References

1. Arp D, Spreitzenbarth M, Hubner M, Gascon H, Rieck K (2014) Drebin: effective and
explainable detection of Android malware in your pocket. In: Network and distributed system
security symposium

2. Zhou Y, Jiang X (2016) Dissecting android malware: characterization and evolution. In:
Proceedings of the 2012 IEEE symposium on security and privacy

3. Billah Karbab E, Debbabi M, Derhab A, Mouheb D, Android malware detection using deep
learning on API method sequences. arXiv preprint, arXiv:1712.08996

4. Peiravian N, Zhu X (2013) Machine learning for android malware detection using permission
and API calls. Int Conf Tools Artif Intell:300–305

5. Chen W, Aspinall D, Gordon A, Sutton C, Muttik I (2016) More semantics more robust:
improving android malware classifiers. In: Proceedings of the 9th ACM conference on security
& privacy in wireless and mobile networks, pp 18–20

6. WangEmail W, Wang Z (2018) Effective android malware detection with a hybrid model based
on deep autoencoder and convolutional neural network. J Ambient Intell Humaniz Comput:
1–19

7. Android malware. https://nakedsecurity.sophos.com/2017/11/07/2018-malware-forecast-the-
onward-march-of-android-malware/

8. Andriod PHA. https://source.android.com/security/reports/Google_Android_Security_PHA_
classifications.pdf

9. Android certificate. https://developer.android.com/studio/publish/app-signing



210 W. Y. Lee et al.

10. Suarez-Tangil G, Kumar Dash S, Ahmadi M, Kinder J, Giacinto G, Cavallaro L (2017)
DroidSieve: fast and accurate classification of obfuscated android malware. In: Proceedings
of the seventh ACM on conference on data and application security and privacy. ACM, New
York, pp 309–320

11. Android permissions. https://www.researchgate.net/publication/296704790_Permission_
Analysis_for_Android_Malware_Detection

12. Aafer Y, Du W, Yin H (2013) Droidapiminer: mining api-level features for robust malware
detection in android. In: International conference on security and privacy in communication
systems, pp 86–103

13. Huda S, Abawajy J, Alazab M, Abdollalihian M, Islam R, Yearwood J (2016) Hybrids of
support vector machine wrapper and filter based framework for malware detection. Futur Gener
Comput Syst 55:376–390

14. Kumar Dash S, Suarez-Tangil G, Khan S (2016) DroidScribe: classifying android malware
based on runtime behavior. In: IEEE security and privacy workshops. Conference Publishing
Services, IEEE Computer Society, Los Alamitos, pp 252–261

15. Chaba S, Kumar R, Pant R, Dave M, Malware detection approach for android systems using
system call logs. arXiv preprint, arXiv:1709.08805

16. Rhodea M, Burnapa P, Jonesb K, Early-stage malware prediction using recurrent neural
networks. arXiv preprint, arXiv:1708.03513

17. Malik S, Khatter K (2016) System call analysis of android malware families. Indian J Sci
Technol 9

18. Ahmed F, Hameed H, Shafiq MZ, Farooq M (2009) Using spatio-temporal information in API
calls with machine learning algorithms for malware detection. In: Proceedings of the 2nd ACM
workshop on security and artificial intelligence. ACM, New York, pp 55–62

19. Tian R, Islam R, Batten L, Versteeg S (2010) Differentiating malware from cleanware using
behavioural analysis. In: International conference on malicious and unwanted software

20. Saxe J, Berlin K, eXpose: a character-level convolutional neural network with embeddings for
detecting malicious URLs, file paths and registry keys. arXiv preprint, arXiv:1702.08568

21. Hochreiter S, Schmidhuber J (1997) Long short-term memory. Neural Comput 9(8):1735–
1780

22. Cho K, Merrienboer Bv, Gulcehre C, Bahdanau D, Bougares F, Schwenk H, Bengio Y, Learn-
ing phrase representations using RNN encoder-decoder for statistical machine translation.
arXiv preprint, arXiv:1406.1078

23. Vinayakumar R, Soman KP, Poornachandran P (2017) Deep android malware detection and
classification. In: International conference on advances in computing, communications and
informatics

24. Ioffe S, Szegedy C, Batch normalization: accelerating deep network training by reducing
internal covariate shift. arXiv preprint, arXiv:1502.03167

25. Srivastava N, Hinton G, Krizhevsky A, Sutskever I, Salakhutdinov R (2014) Dropout: a simple
way to prevent neural networks from overfitting. J Mach Learn Res 15(1):1929–1958

26. Keras. https://keras.io/
27. Kingma DP, Ba J, Adam: a method for stochastic optimization. arXiv preprint,

arXiv:1412.6980
28. Virustotal. https://www.virustotal.com/
29. Liu K, Li Y, Xu N, Learn to combine modalities in multimodal deep learning. arXiv preprint,

arXiv:1805.11730
30. Rieck K, Trinius P, Willems C, Holz T (2011) Automatic analysis of malware behavior using

machine learning. J Comp Secur 19:639–668
31. Alazab M (2015) Profiling and classifying the behaviour of malicious codes. J Syst Softw,

Elsevier 100:91–102



Forensic Detection of Child Exploitation
Material Using Deep Learning

Mofakharul Islam, Abdun Nur Mahmood, Paul Watters, and Mamoun Alazab

Abstract A precursor to successful automatic child exploitation material recogni-
tion is the ability to automatically identify pornography (largely solved) involving
children (largely unsolved). Identifying children’s faces in images previously
labelled as pornographic can provide a solution. Automatic child face detection
plays an important role in online environments by facilitating Law Enforcing
Agencies (LEA) to track online child abuse, bullying, sexual assault, but also can
be used to detect cybercriminals who are targeting children to groom up them with
a view of molestation later. Previous studies have investigated this problem in an
attempt to identify only children faces from a pool of adult faces, which aims to
extract information from the basic low- and high-level features i.e., colour, texture,
skin tone, shape, facial structures etc. on child and adult faces. Typically, this is
a machine learning-based architecture that accomplish a categorization task with
the aim of identifying a child face, given a set of child and adult faces using
classification technique based on extracted features from the training images. In this
paper, we present a deep learning methodology, where machine learns the features
straight away from the training images without having any information provided by
humans to identify children faces. Compared to the results published in a couple
of recent work, our proposed approach yields the highest precision and recall, and
overall accuracy in recognition.
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1 Introduction

Categorical age estimation by machine offers substantial extent of challenges and
difficulty to the computer vision community due to unavailability of complete
knowledge on human visual system. Study revealed many factors include among
others; individual’s lifestyle, health, race, occupation, cultural background has a
significant impact on human ageing process especially on face on top of people’s
gene. Over the last three decades, much interest have been paid adult face detection
only but nothing significant has been contributed on its counterpart. An effective
and efficient way that attempts to quantify children’s face in ways that agree with
human intuition needs to have at least some of the similar cues akin to human visual
system in making judgment. Defining such cues certainly will put this research to a
considerable amount of challenge. The issue is not clear how to extract features that
have discriminative ability for age estimation using skin tone or other facial cues
visible in naked eyes.

Deep learning, a sub-type of machine learning, is a new era where machine can
learn many layers of perception and depiction to create a sense of data like text,
audio, and image leading object detection problems in to the next level. Each layer
in the network takes in data from the previous layer, transforms it, and passes it
on. The network increases the complexity and detail of what it is learning from
layer to layer. Here the network learns straight away from the data—no influence
from human at all over what salient features are being learned by the network. Deep
learning is a data-hungry scheme requires a huge volume of data to produce accurate
result while machine learning accuracy is almost plateaus – reach a state of little or
no change.

2 Related Work

Kwon and Lobo [1] initially employed high resolution facial images to categorise
facial images into three age groups – senior adults, younger adults or child.
Application on a limited image dataset not allowing this to consider as a robust
approach in categorical age estimation though authors claimed 100% accuracy.
Later, they suggested another classification technique to accomplish the categorical
age estimation where they employed a craniofacial development theory and wrinkle
analysis [2]. Once more their approach is disadvantaged by inadequate image, which
may result in poor performance while applied on large real-world datasets. The
wrinkle analysis employed again by Hayashi et al. [3] combined with geometric
relationships between visual structures on a human face for categorical age estima-
tion. Their approach is primarily aimed at classifying age into multiple groups at the
5 years intervals which in fact, is an age-group wise classification technique – not
exactly a categorical age estimation technique.
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Lanitis et al. [4], employed Active Appearance Models (AAM) [5] which
combined shape and texture parameters to extract using three classifiers – simple
quadratic fitting, shortest distance, and Neural Network classifier to estimate the
age. Finally, the age estimation accuracies of these classifiers are compared. An
algorithm based on uncertainties of the age labels is suggested by Yan et al. [6] to
categorise age-group. An approach combining AAM with Support Vector Machine
Regression is suggested by Khoa et al. [7] for categorical age estimation. AAM’s
parameters are employed initially to perform categorical age estimation (adult
and children) followed by an age estimation using an age-determination function
based on Support Vector Machine Regression. In fact, AAM’s parameter-based
classification is not an ideal approach to age categorization in the sense that these
appearance data are not exclusively able to express enough cues that are necessary
to produce an accurate result in classification. Finally, the authors suggested for
further expansion in categorical estimation part, in particular, to develop it as a
robust categorical age estimation approach.

Geng et al. proposed an approach where ageing patterns are generated for each
person in a dataset of facial images presenting every single subject at different ages
[8]. The authors introduced a single sample, a collection of temporal face images
for each subject, which is finally projected to a low dimensional space. At testing
phase, an unseen face is substituted at multiple orientations in a pattern to indicate
age of the subject using the process of minimizing the reconstruction error. Here, the
authors suggest methods using unique characteristics of ageing like ageing patterns
perform better than the standard classification techniques.

Ageing patterns using manifold learning is demonstrated by Fu and Huang [9],
where they employed a manifold criterion based discriminative subspace learning to
represent the low-dimensional ageing manifold. The authors suggest age estimation
improves significantly when Regression is applied on the ageing manifold patterns.
Based on this findings Guo et al. [10] applied a Support Vector Machine Regressor
(SVR) to learn the relationship between age and coded face representations.
Application of a local SVR trained with only ages within a small interval around
the initial age estimate utilizing a refined age estimation using a local SVR is the
key aspect of this particular work.

Error-Correcting Output Codes (ECOC) on the fused Gabor and LBP features of
a face image are employed by Wang et al. [11] to categorise an individual into one
of four possible age groups (child, teen, adult and senior adult). The authors found
ECOC combined with AdaBoost or SVM solved the multiclass learning problem
like age categorization. FG-NET and Morph datasets are employed to obtain
experimental outcomes on its effectiveness and robustness in age categorization and
found the algorithm based on the fused features performing better than the one based
on Gabor alone or LBP alone.

Our literature review reveals a robust approach for categorical age estimation
especially adult and children is still missing – the void which this research is looking
to fill.
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3 Model Implementation and Training

Someone easily can envisage how much challenges are there to capture all the
nuances of child face using only low and high level features like colour, textures,
and other hand-crafted descriptors alike while, excluding adult faces. In this paper,
a new method of a novel child face detection technic is presented that detects
features considered distinctive, compared to the basic low and/or high level features
(colour, texture, shape, edge etc.) and other hand-crafted features. The proposed
approach leverage knowledge from deep convolutional neural networks to acquire
discriminative patterns straight away from the available data. However, it involves
a high price tag, the requirement for proper training data incorporating the diverse
viewpoints and problem point of view itself. This deep learning approach performs
more accurately than existing methods, as demonstrated empirically using low and
high level features and other hand-crafted features.

A ubiquitous phrase “a picture is worth a thousand words”. That might be true for
humans, but can a machine find the same meaning in the images too? Human has got
photoreceptor cells in their retina to pick up wavelength of light, but that information
doesn’t seem to propagate up to human consciousness as a human can’t express
exactly what wavelength of light he/she is picking up. In a similar manner, a camera
captures pixels only. Now, the challenge is how we get human level perception from
these pixels.

In this vein, in this paper, we propose a novel approach that allow us to take
benefits of deep learning concepts while, at the same time, not having adequate
data to train a data-driven solution for child face detection from scratch. The basic
features like colour, texture, shape etc.) along with other handcrafted features are in
fact, descriptors that are built on a set of cue depending upon the specific feature
being used to characterise regions of interest in an image. While on the other hand,
deep learning paradigm use Convolution Neural Network (CNN), a set of structured
layers of neural network, where each layer acts as a feature extractor resulting quite
generic and a specific classification task independent.

One of the great advantage of the Convolutional neural networks (CNN) is that
a local understanding of any imagery data is good enough to generate expression
on that data resulting fewer parameters that greatly improves the data learning
efficiency as well as reduces the amount of data required to train the model. While
on the other hand, a fully connected layer (FCN) takes weights from each pixel
resulting a larger number of parameter. CNN looks at a small patch of the image
at a time to learn the weights rather than looking at each pixel in FCN. In fact,
CNNs are a clever way to reduce the number of parameters by reusing the same
parameters multiple times instead of dealing with FCN. In CNN model, the number
of parameters is independent of the size of the original image.

Our proposed CNN model will learn how to classify images to one of the two
candidate categories. In effect, “a picture is worth only one word” out of just two
possibilities. The proposed method starts with input images to subject them under a
series of convolution, pooling, and local response normalization operations as found
to be applied in the literatures.
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The proposed network consists of three convolutional layers each of them having
a Rectified Linear Units (ReLU) layer, three max pooling layers, one fully connected
layer, and one final classification module.

Everything starts in the proposed network with receiving input images and
transforming them with a series of convolution, pooling, and local response
normalization operations, similarly to many other convolutional neural network
models in the [12]. We are primarily aimed at observing the larger objects structures
and then gradually looking at the smaller objects. Training images into a convolution
layer combined with a Rectified Linear Units (ReLU) layer, where we initially
applied a 7 × 7 kernel filter to capture larger structural facial features like nose,
lip, mouth, ear, eye, eye brow, chin etc. followed by a max pooling layer. ReLU
applies to maintain the non-linearity of the network with the help of a non-saturating
activation function, which increases the nonlinear properties of the decision function
and of the overall network without affecting the receptive fields of the convolution
layer. Max pooling layer applied to perform rescaling or subsampling a convolved
output helps reduce the number of parameters that eventually help to not overfit
the data. Rescaling or subsampling a convolved output helps reduce the number of
parameters, which in turn can help to not overfit the data. The main idea behind this
max pooling technique is, it sweeps a window across an image and picks the pixel
with the maximum value. Depending on the stride length, the resulting image is a
fraction of the size of the original. In our proposed technique we applied a stride
length of 2. Another 7 × 7 kernel filter applied on the output (feature map) from the
first convolutional layer to capture more details on the larger facial structure.

We applied similar convolution layers, each having a 5 × 5 kernel filter, and
a 3 × 3 kernel filter along with a ReLU layer inside and a max pooling layer
to incorporate finer details of both the larger and smaller facial objects, each of
them followed by a convolution with the same size of kernel filter on the output
of the respective convolution. After several convolutional and max pooling layers,
the high-level reasoning in the neural network is done via fully connected layers.
Neurons in a fully connected layer have connections to all activations in the previous
layer, as seen in regular neural networks. Finally, a softmax classification layer is
applied to convert our fully connected layers output into probability with the help of
a softmax function that takes the final feature vector and transforms it into a vector
of real number in range (0,1). Now our deep neural network model is fully trained
to classify face images in to different category.

To address the problem of overfitting, we employed polynomial power of 0.5
alongside a weight decay of 0.01 as a bias term to ensure smooth backpropagation. A
bias term and an activation function ReLU are introduced in the convolution layer to
maintain its nonlinear behaviour that improves expressiveness. We select a dropout
rate of 35%, a learning rate of 0.0005, and a maximum number of 200 epochs while
we trained our CNN model. Further, we employ a regularization term in the cost
function to combat overfitting. A dropout function is applied to all the layers to
minimize overfitting where it takes a randomly selected number of features in that
layer while training to make the network redundant and robust to infer output.
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4 Experiment Setup, Results, & Discussion

Our proposed approach primarily aimed at developing a robust categorical age
estimation tool that can detect adult and child faces automatically. Initially, we
have tested our method on a wide variety of facial image databases freely available
on the Internet to check its performance and robustness in a real-world scenario.
Finally, a more intensive testing has been conducted for performance evaluation
on classification accuracy along with an exhaustive performance comparison with
few existing classification techniques. Accuracy and finding the correct category
are the criteria based on which effectiveness of the proposed approach is measured.
We employed a standard set of criteria and procedure to make a judgement on the
detection/classification accuracy.

One of the most significant challenges in investigation and implementation of
such a sensitive detection system is non-availability of appropriate and authenticated
facial datasets on children which is considered to be a major constraint in this
particular area of research. For validation purpose, we need datasets on facial
images on both adult and children having zero or minimum expression. While freely
available datasets are extremely limited, a few authenticated paid databases are
available from different research communities. In this paper, we utilise the freely
available databases for our experimental evaluation, validation and performance
comparison.

Further, non-availability of images having zero or minimum expression is
another bottleneck as the majority of the databases are predominantly targeted to
a classification based on the facial expression – regardless of adult or child.

Generally, face images in these databases are not ready to use straight away
and need pre-processing like cropping, scaling, resizing and enhancement. A vast
majority of them aren’t suitable for use due to poor resolution and other defects of
the original image. Apart from that, the individual photo needs to be cropped from
group photos to meet our project’s requirement. To run our experiment, children,
youths, and seniors have taken into consideration. So, we have selected the required
number of images from the aforementioned image databases while maintaining
the actual requirement of our purpose. Facial images having neutral or minimum
expression are carefully selected though these are hard to get. We have taken extra
care in choosing the required facial images from these databases as mentioned
above. Further, infants are discarded from the children as they are considered not
to be vulnerable as reported by a wide range of literature, article, and online surveys
in regards to a binary categorization – either adults or children.

Now, we first outline the datasets and algorithms used in both experiments. We
then outline the method for analysing the results.

Face images for training and testing have been sourced from [13–15]. The
NCMEC is a publicly available database maintained by an US organization working
on missing and exploited children and the FG-NET contains scanned face images
from newborns to senescence. The LAG facial database contains 3828 images
having images ranging from child/young to adult/old. We have selected 2000 images
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Table 1 Facial images taken
from different databases

Method Adult Children Total

FG-NET 300 100 400
NCMEC 0 200 200
LAG 700 700 1400

from these databases to run our experiment for comparing our results with that of a
couple of recent published work. Table 1 summarizes the number of facial images
taken from different datasets.

Corrupted value in the imaging data set is one of the major issues as noise
are being introduced due to diverse imaging artifacts like low intensity, intensity
inhomogeneity, and shadow. Camera electronics and its lens characteristics play
a significant role to embed further noise. More noise means more uncertainty. A
low-pass filter is applied to the data set to minimize the overall impact of noises
resulted from the inherent imaging artefacts. Apart from these difficulties, other
difficulties like intensity inhomogeneity, unclear edges of different segments or
objects shadows, shading and highlight effects in image dataset are also present in
the data set. We apply adaptive histogram equalization to eliminate these difficulties.

Out of the three datasets as mentioned above, 1000 images have been chosen
from each category (adult or child) for our experimental purpose. In order to
generate new training and test images our image dataset has been augmented
through flipping horizontally or vertically and scaling up or down resulting in 4
times bigger the size of the original dataset.

We replace softmax classification layer as we used during training of our CNN
model with a binary classifier in our testing phase as we are primarily aimed at
classifying the images into two groups – adult or child. Non-linear Support Vector
Machine (SVM) with RBF kernel [16] is applied here to classify the images using
the LIBSVM library. A grid search is performed on the training set to estimate the
SVM parameter.

Our test image having a size of 256 × 256 is fed initially into the trained CNN
model to classify, where it passed sequentially through a series of CNN layers
to extract the features of the input image and finally fed into the SVM classifier
following a fully connected layer where extracted features are accumulated in to a
feature vector.

Our literature review suggest different authors contributed a good number of face
detection techniques already over the decades though not paid too much attention
in the area of categorical age estimation, the issue we are dealing with in this
particular paper. For quantitative performance comparison, we have to rely on only
a couple of literature [7, 17] as no other categorical age estimation approach is
currently exists. A popular measure, called Precision and Recall (Eqs. 1 and 2),
based on True Positive (TP), False Positive (FP), and False Negative (FN) is applied
on both – our experimental results and the results obtained from [7], to evaluate
the classification performance of our novel approach. Apart from the Precision and
Recall, we compared accuracy (Eq. 3) of our approach with [7, 17].
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Table 2 Comparison of
performance of our proposed
method with other existing
methods

Methods TP FP FN TN

Khoa et al 937 466 263 734
ICSIPA 1119 88 76 1117
Proposed 1163 36 37 1164

Table 3 Comparison of
accuracy of our proposed
method with other existing
methods

Methods Precision (%) Recall (%) Accuracy (%)

Khoa et al. 67 78 70
ICSIPA 93 94 93
Proposed 97 97 97

Precision = T P

T P + FP
(1)

Recall = T P

T P + FN
(2)

Accuracy = T P + T N

T + N
(3)

Out of 8000 face images in our dataset, we have divided the dataset into training
and testing sets in to a 70:30 ration each of which representing child and adult face
equally. Our CNN model is trained with the training images to classify the test
images.

The recognition results were evaluated on a dataset composed of 2400 images
(not included in the training set) – 1200 for children, the rest of the 1200 images
were adult face images taken from the training set (Tables 2 and 3).

5 Conclusion

We have proposed a novel deep learning-based child face model, where low level
features works in tandem with some high level features as extracted automatically
by a trained CNN model on facial images to detect child and adult image with
maximum accuracy. To the best of our knowledge, this is the first deep learning-
based approach which is able to categorize a face image – either a child or adult
successfully with maximum accuracy. In doing this, it paves the foundation for
research in this particular area. Apart from the categorical age detection, this robust
approach will also able to recognise real contents using contextual constraints in
images from a wide range of applications like security & surveillance, human body
parts identification, dermatological applications and even in marketing – tailoring
advertising in shop windows based on the age of shoppers walking past. As a result,
an extended avenues and usefulness for research in computer vision domain emerges
as an outcome of this particular work. These alternate uses for the outcomes of this
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particular work provide extended usefulness and avenues for extended research in
cybercrime and computer vision domain. This work can also facilitate large-scale
analyses of the prevalence of child exploitation material online [18], which is a
precursor to identifying strategies to reduce the demand for this material [19].
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Toward Detection of Child Exploitation
Material: A Forensic Approach

Mofakharul Islam, Paul Watters, Abdun Nur Mahmood, and Mamoun Alazab

Abstract With continual advances in Internet capability, in addition to its global
and decentralized nature, the Internet along with different social networking sites
are experiencing a boom in demand and supply. Recent study found that the social
networking sites like Facebook, Twitter, and MySpace are providing a forum for
paedophiles to share child pornography. With the advent of sophisticated digital
technology, Law Enforcement Agency (LEAs) around the world dealing with
child pornography facing real challenge to combat with the technologically-savvy
paedophiles. The major challenge in child pornography lies in authentic detection
of children face in an image. The main objective of this research is to present
a novel framework for a dedicated child face detection tool, where we will use
child’s face specific contextual contexts and visual cues that are based on new
knowledge in terms of features or contexts representatives of child’s skin and
face. The proposed technique can estimate age categorically – adult or child based
on a new hybrid feature descriptor, called Luminance Invariant & Geometrical
Relation based Descriptor (LIGRD). LIGRD is composed of some low and high-
level features, which are found to be effective in characterizing the local appearance
in terms of chromaticity, texture, and geometric relational information of few facial
visual cues simultaneously. Comparison of our experimental results with that of
another recently published work reveals our proposed approach yields the highest
precision and recall, and overall accuracy in recognition.
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1 Introduction

Before the advent of the Internet, clandestine porno magazine or porn-cinemas
were the principal means for the production, distribution, exhibition, possessing
and consumption of pornographic material. With its arrival, the Internet quickly
became the prime medium for the distribution, transmission, and exhibition of such
materials. Parallel to the changes in pornographic media, content has also changed,
in that an increase in violence and misogyny could be found in magazines, on
videotapes and on the Internet. Internet access to the computers and choice of social-
networking sites are increasingly a modern day must have for children and young
people around the world establishing new cultural norms and becoming mainstream
within education. Clear majority of children and young people using the Internet
for searching their educational stuff, playing games online, keeping themselves in
touch with their social and online friends and as a source of perfectly innocent fun
and games for the great majority of the time. In doing so, it is almost certain that
at some stage these children and young people will be exposed to material that will
cause trauma in their mind and possibly damage them psychologically. The worst
part in that is, eventually it will lead them encounter organization or individuals who
mean them injury. To follow potentially catastrophic consequences throughout a
children’s lifetime, he/she needs only one such encounter to go wrong. It is therefore
no surprise that the Internet as well as the social networking sites pose a serious
threat to our children who are vulnerable, either some or all the time while they are
on the Internet. In fact, potential outcome of the Internet use is questionable as a
little is understood yet of the potential problems and benefits associated with it, and
the overall impact on the society from social benefit point of view that may arise.
The risks posed by criminals who attempt to share, exchange, consume and produce
child exploitation material, however, are clear, and law enforcement is faced with
the difficult task of trying to deal with the sheer volume of material (and offences)
in a streamlined and systematic way.

One study in 2011 [1] revealed the Internet usage and population statistics across
the globe as shown in Table 1. Another study in 2002 showed that across the
whole world the number of children and young people regularly using Internet was
running towards the 80 million mark at that time, and this number is increasing
geometrically. A recent study showed that 27 million American children between
the ages of 2 and 17 are active Internet users, and that is one in five of all US
Internet users [2].

Children Internet pornographic statistics in Table 2 shows that onset of viewing
pornography starts from early on. The average age of a child’s first exposure to
pornography is 11. A total of 90% of children ages 8–16 have viewed pornography
online. Paedophiles try to exploit children using many character names that appeal
to them such as “Pokemon” [1].

According to compiled figures from various news and research organizations,
every second, $3; 075:64 is being spent on pornography. Every second, 28,258
internet users are viewing pornography. In that same seconds, 372 internet users are
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Table 1 World Internet usage and population statistics’ 2011 [1]

Regions Population Users Penetration (%)

Africa 1.04 bil. 119 mil. 11.4%
Asia 3.88 bil. 922 mil. 23.8%
Europe 816 mil. 476 mil. 58.3%
Middle East 216 mil. 69 mil. 31.7%
N. America 347 mil. 272 mil. 78.3%
L. America 597 mil. 216 mil. 36.2%
Carib. Oceania/Aus 35 mil. 21 mil. 60.1%
Total 6.93 bil. 2.10 bil. 30.2%

Table 2 Children Internet pornography statistics’ 2011

Average age of first Internet exposure to pornography 11 years old
Largest consumer of internet pornography 35–49 age group
15–17 year olds having multiple hard-core
exposures

80%

8–16 year olds having viewed porn online 90% (most while doing homework)
7–17 year olds who would freely give out home
address

29%

7–17 year olds who would freely give out email
address

14%

Children’s character names linked to thousands of
porn links

26 (including Pokémon and action man)

typing adult search terms into search engines. Every 39 min, a new pornographic
video is being created in the U.S. In fact, legal pornography is huge but legal
business. The pornography industry has larger revenues than Microsoft, Google,
Amazon, eBay, Yahoo, Apple and Netflix combined. In 2006, worldwide pornogra-
phy revenues ballooned to $97:06 billion. Pornographic revenue in Australia alone
stands at US$ 2 billion (per capita AU$98:70) in 2006 [1].

Out of these statistics, a significant amount goes to purchasing child pornography,
or has a link with adult pornography, if a Progression Model as shown in the Fig. 1
is assumed.

Some research suggests that becoming a paedophile is a gradual process that
may start with viewing a variety of pornographic material, then gradually looking at
the “teenage” sites and others, once the viewer has become desensitised to “legal”
material. Over time, such users access more extreme material, in an endless quest
for novelty, and these sites eventually point them to younger pictures, and finally,
they may end up viewing illegal sites containing child pornography. Looking at ever-
younger girls is a steady downward trend for the paedophiles [3], and the content
can be extreme: the COPINE scale provides some indication of the extreme themes
which are often pursued.

The annual turnover of child pornography businesses has been recently estimated
at US billion globally [1]. More $3 billion globally. More than 100,000 web sites
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Fig. 1 Children pornography
progression model

have been identified as engaging in the primary business of selling child porn to
others [4–6].

No doubt, the Internet has wormed its series of blissful tubes throughout our
modern lives. It’s what people check in the morning, what people look at during
the day, what entertains them at night. News, products, business opportunities,
conversation, relationships, self-promotion, entertainments – what’s not on the
Internet. An entire generation is growing up having never known a time without
the Internet [7]. All of us will agree on is the ever-increasing dominant role this
technology can play in our kid’s daily lives, social networking sites in particular.
With choices such as MySpace, Twitter, Xanga, Tumblr and the mother of all,
Facebook – it’s hard to find a teen now who never visited any of these sites.
Currently, the most popular one, Facebook that started its journey in 2004 and
opened to public in 2006 having 42 million active users, playing a dominant
role in reshaping online behaviour and attitude of the modern-day Internet users.
Its unparalleled ability to attract users using its virtual mode of communication
and capability of providing almost everything an Internet user can be dreamt of,
made it as an integral part of what people want and more importantly expect.
Advances in the functionality and the usability of systems have provided criminals
with opportunities to use – most often misuse technologies in ways in which
they were never intended. Although these social networking sites specifically
claims themselves as safe site, a series of investigations conducted by US multi-
state investigations suggested that the Facebooks filters miserably fall short in
blocking child pornography. The Facebook is failing to prevent child predators from
posting suggestive and potentially illegal photographs of children on its website, a
weekslong investigation by FoxNews.com reveals, despite its claim that its doing
all it can to keep paedophile materials from being displayed. Facebook employs
content-based filtering system that able to scan automatically few basic keywords
most commonly being linked to child pornography as identified by the National
Centre for Missing and Exploited Children (NCMEC). But FoxNews.com took two
Facebook executives on a click-by-click tour of the Facebook in a lengthy telephonic
interview on Oct. 6, 2010 bringing them face-to-face with some of its vile contents
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and forcing them to admit that their efforts to block child predators were not working
at all. During a 90-min phone interview with Facebook spokesman Simon Axten and
the company’s chief security officer, Joe Sullivan, FoxNews.com was able to expose
the underbelly of Facebook. These executives were stunned viewing the extremity
of graphic contents on the site. Even they are unaware of and unable to explain the
extremely graphic content on their site [1].

In the said interview, FoxNews.com asked the executives to put the word PTHC
in their sites search box and subsequently instructed to click on the first result
identified as a public group Page called PTHC, with 197 members. When the
executives tried to get access a post there it directed them to a video allegedly made
on an 8-year-old boy being sexually abused. The term PTHC stands for Pre-Teen
Hard Core – is linked with child sexual exploitation activity and materials that is
frequently being used by the paedophiles, and it is on the NCMEC list of keywords.
Later, when they are further asked to click on the profile of any of the group’s
members, the executives were steered into a subculture dedicated to using Facebook
to traffic child pornography and to target and interact with children [8].

Recently, a US State Attorney General announced an investigation as the latest
scrutiny for Facebook and similar sites, such as MySpace, that have been criticized
for not regulating the interactions between adults and minors. In this investigation,
undercover investigators were posing as children in online social networking
website Facebook, where they were allegedly solicited by sexual predators and
the users could easily access pornographic images. The undercover investigators
also contacted Facebook and made complain as upset parents, but most often their
complaints were ignored. In some cases, Facebook did respond by taking down
inappropriate material [9].

It is therefore no surprise that child pornography is increasingly emerging as one
of the most devastating artefacts of today’s wired and global society. The potential
field of research into criminal and deviant behaviour on the Internet is vast though
few studies have yet been made to assess the magnitude of its impact on our society.
Despite highly controversial and the subject of immense interest, researchers paid
less attention to child pornography and its prevention on the internet.

Although weaving cyberspace into the fabric of our society, providing immense
benefits to us, it is on the other hand, emerges as an increasingly visible problem
to the mankind today. With the advent of sophisticated digital technology Law
Enforcement Agency (LEA) around the world dealing with child pornography
facing real challenge to combat with the technologically-savvy paedophiles. Recent
growth in PCs at home and social-networking on the Internet combined with
evolving field of digital technologies added a new dimension to paedophilia,
resulting a convenient way to make their business by sharing horrific pictures of
children being sexually abused – most often for profit. To combat child pornography,
LEA are currently using some techniques that are both inefficient and relatively
basic, resulting in a high failure rate of correct child porn image identification
that could be used as forensic evidence in court. Rapid and accurate detection
and prosecution of child pornographers are currently handicapped due to a lack
of appropriate technology – technologically-savvy child pornographers attempt to
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outwit law enforcing agencies by using newly developed and sophisticated state-of-
the-art digital imaging and video processing facilities, equipment and software.

We propose a novel approach to implement a tool using a new model-based
approach for detecting and identifying child face from images based on new
knowledge in terms of child skin and face specific features or contexts. Successful
implementation of the proposed approach combined with any existing state-of-the-
art pornography detection techniques could be used as a dedicated tool to inspect
huge volume of confiscate hard drives as anecdotal evidence. The recent growth
in PCs at home and work (with Internet connectivity) provides paedophiles a
convenient way to conduct their business, by sharing horrific pictures of children
being sexually abused – often for profit. In addition to introducing strategies to
try and reduce demand, often working against technologically savvy paedophiles,
Law Enforcement Agencies (LEAs) around the world have had to deal with
larger volumes of child pornography cases. To prosecute child pornography cases,
LEAs typically use manual techniques that suffer from being slow, potentially
inefficient and error-prone. Rapid and accurate detection (and prosecution) of
paedophiles is somewhat handicapped due to a lack of appropriate technology –
technologically savvy paedophiles attempt to outwit law enforcing agencies by
using newly developed and sophisticated state-of-the-art digital imaging and video
processing facilities, equipment and software. Literature suggests that LEA’s digital
forensic units currently are experiencing tremendous backlogs of cases due to the
huge volume of child pornography related cases. A recent study showed that, in
the Netherlands alone, the amount of data confiscated by the Police has increased
from4.5 to 152 terabytes between 2003 and 2006 [10]. The huge amount of data
must be manually inspected to find conclusive evidence for child pornography is
a major challenge for law enforcing agencies. This inspection usually must be
achieved in a very limited time frame, to keep a suspect and his PC in custody
without a specific charge, or due to the statutory limits around the holding of
evidence. The task of sifting through confiscated PC disk images to identify child
pornography on the other hand is tedious, time consuming, emotionally taxing and
difficult. As such, there is a pressing need for an accurate, faster and automated tool
to detect and identify child pornographic images effectively regardless of its quality
of production.

In addition, the proposed approach can be effectively integrated with any existing
pornography detection approach to implement a dedicated real-time application tool
to monitor and detect pedophilic activity on the Internet and other social networking
via the Internet. For having a better and authenticated detection of pornographic
evidence in an image, we can apply a dedicated and robust detection scheme based
on pornography specific contextual constraints that are representatives of actual
pornographic activity rather than relying on some heuristic skin region contents or
ratios and features as employed in the existing techniques. A stochastic approach
based on Markov Random Fields (MRF) modelling has been found to be effective
in modelling contextually dependent physical phenomena especially in a degraded
situation where source images suffer numerous imaging artefacts. Ongoing work
on a solution to the problem of real-time pornography detection is undertaken by
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Fig. 2 Spanning 4
generations. (Courtesy: The
Mail, March 31, 2010)

us, where we employ a novel stochastic vision model based on Markov Random
Fields (MRF) prior. The MRF prior encodes the pornography specific contextual
constraints to facilitate accurate and authenticated detection and identification of
skin regions containing pornographic contents (Fig. 2).

In this work, we are interested in using the computational foundations of vision to
help us design machine vision systems with applications to real-time detection and
forensic investigation. Our broader research program aims to find solutions for some
fundamental questions in computer vision. How can we recognize persons, guns,
cars, boats and many other suspicious categories of objects in cluttered pictures?
How can we gain knowledge of these classes in the first place? Can we provide the
identical skill to computer?

We propose a novel approach to implement a tool for detecting and identifying
children’s faces from images. We utilize specific facial features or contexts, where
low level skin features will detect the skin regions from images. We then exploit
some visual cues from human faces to incorporate new knowledge in terms of spatial
relationships among the low-level features along the contour of these visual cues.

However, identifying child (or adult) faces from images is a real challenge
that has been in the literature with no general solution proposed so far. In many
application areas – from identifying the age of actors by the classification review
board, through to determining whether a porn image contains children or not –
identifying age quickly accurately remains an unsolved problem. Detecting skin in
images is a solved problem, but the literature suggests all the existing techniques
are general – none of them are adult or child skin specific. A large number of
existing state-of-the-run techniques for detecting adult skin are available, especially
for nude person identification. In fact, pornography detection is a solved problem
now. Therefore, this work is primarily aimed at child face detection to categorize a
child face only, which is eventually applied to categorise the subject (whole image)
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either into child or adult.. Afterwards, a state-of-the-art pornography detector can
be applied on the detected child images (the whole images – not the face only) to
detect whether the image contains pornography contents or benign.

However, identifying child (or adult) faces from images is a real challenge that
has been studied in the literature with no general solution proposed so far. In many
application areas – from identifying the age of actors by the classification review
board, through to determining whether a porn image contains children or not –
identifying age quickly accurately remains an unsolved problem.

Our hypothesis is that we can exploit children’s face specific contextual cues
in terms of skin and visual cues on face from images to perform the estimation,
particularly where age is ex pressed categorically rather than continuously (child or
adult, for example). For detecting children face from pornographic images, we will
employ a novel children’s facial model based on contextual cues representatives
of children’s skin and some crucial cues on human face, which is first of its kind.
Detecting pornography in images is almost a solved problem now, the reason why
the real challenge in child pornography detection lies in the detection of a child
skin/face.

The article has five main sections. The Sect. 2 is largely descriptive on the
existing pornography detection and skin detection techniques that have close resem-
blance with this work. Section 3 will describe our proposed research methodology
followed by experimental results and discussion in Sect. 4. Finally, conclusion and
further future research will be discussed in Sect. 5.

2 Related Work

In general, pornography detection techniques are primarily based on two parts – skin
modelling & classification technique and classification of pornographic contents.
Skin classification technique comes first before applying pornographic content
classifier as the latter is being applied on the skin patches as obtained from the
former.

2.1 Existing Works on Child Pornography Protection

To the best of our knowledge, only a couple of literatures published from the Uni-
versity of Ontario Institute of Technology exist that are aimed at child pornography
detection explicitly so far. Shupo et al. [11] suggested a network-based detection
system that uses a stochastic weak estimator coupled with a linear classifier. The
features that were extracted from the images – both training and testing, are some
statistical properties from the labelled packets (those that have been stored into the
pornographic and benign vectors). Later these vectors as obtained in training stage
were fed into the classifier to train the classifier. The estimators they consider are the
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stochastic learning weak estimator (SLWE) and the maximum likelihood estimator
(MLE). The SLWE is considered to be more accurate in dealing with non-stationary
data1. To classify the image the authors employed four different distance functions –
Euclidean distance, Weighted Euclidean distance, Variational distance, and Counter
distance between two aforesaid feature vectors. The authors gathered a sanitized
image dataset on child pornography from Toronto Police, Canada, while the non-
child pornography image datasets were gathered using random images obtained
from the Internet.

Being inspired by the outcome of the aforesaid work, A. A. Ibrahim extended
[12] the research as a research Master project from the same institution, where
he employed almost the same methodology but on an artificial image dataset this
time. The author did not use any real-world child pornographic image; rather they
employed an artificial dataset composed of adult pornographic images collected
from the Internet.

2.2 Existing Works on Age Estimation

In age estimation, technology that has been proposed and implemented so far
consists of content-based image analysis tools, like some low-level skin features
and/or age specific features like wrinkle and other heuristic age features that are, in
fact, not based on any adult or children specific facial contextual constraints.

Age estimation from digital facial images initiated by Kwon and Lobo [13],
where they employed high resolution facial images to classify into three age
groups – babies, young adults or senior adults. Authors reported 100% accuracy in
classification but application on a limited database indicates that it is not applicable
in real world applications. To accomplish the similar age group classification, they
suggested another age classification technique based on craniofacial development
theory and wrinkle analysis later [14]. Again, the approach is handicapped by
limited dataset and thus very hard to assess its robustness while applied on real
world large datasets. Hayashi et al. [15] employed wrinkle analysis along with
geometric relationships between significant visual cues on human face to classify
age into multiple groups at the 5 years intervals, which in fact, not a categorical age
estimation technique rather it is focused on age-group wise classification.

Active Appearance Models have been employed by Lanitis et al. [16], where
combined shape and texture parameters are extracted to estimate the age using
three classifiers – simple quadratic fitting, shortest distance classifier, and Neural
Network and age estimation accuracies of these classifiers are compared. Statistical
modelling on ageing patterns (a sequence of personal facial age images) as
suggested by Geng et al. [17] primarily based on the assumption that multiple
images of different ages are available for each person. Yan et al. [18] suggested an
algorithm, where the uncertainty of the age labels is considered in age estimation.
Recently, Khoa et al. [19] suggested an approach combining Active Appearance
Models (AAM) [20] with Support Vector Machine Regression to classify different
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ages. Initially, a classification is performed to classify age categorically (adult
and children) using AAM’s parameters then age-determination functions based
on Support Vector Machine Regression are applied to estimate the age. In fact,
classification using only AAM’s parameter is not an ideal approach to classify age as
appearance data exclusively are not able to provide adequate cues that are necessary
to obtain accuracy in classification. This approach basically aimed at predicting
specific age rather than categorical estimation like adult or children, the reason why
authors recommended for further improvement especially in this part to make it a
reliable categorical age estimation approach.

Geng et al. proposed an approach where ageing patterns are generated for each
person in a dataset of facial images presenting every single subject at different ages
[21]. The authors introduced a single sample, a collection of temporal face images
for each subject, which is finally projected to a low dimensional space. At testing
phase, an unseen face is substituted at multiple orientations in a pattern to indicate
age of the subject using the process of minimizing the reconstruction error. Here, the
authors suggest methods using unique characteristics of ageing like ageing patterns
perform better than the standard classification techniques.

Ageing patterns using manifold learning is demonstrated by Fu and Huang
[22], where they employed a manifold criterion based discriminative subspace
learning to represent the low-dimensional ageing manifold. The authors suggest
age estimation improves significantly when Regression is applied on the ageing
manifold patterns. Based on this findings Guo et al. [23] applied a Support Vector
Machine Regressor (SVR) to learn the relationship between age and coded face
representations. Application of a local SVR trained with only ages within a small
interval around the initial age estimate utilizing a refined age estimation using a
local SVR is the key aspect of this particular work.

Error-Correcting Output Codes (ECOC) on the fused Gabor and LBP features of
a face image are employed by Wang et al. [24] to categorise an individual into one
of four possible age groups (child, teen, adult and senior adult). The authors found
ECOC combined with AdaBoost or SVM solved the multiclass learning problem
like age categorization. FG-NET and Morph datasets are employed to obtain
experimental outcomes on its effectiveness and robustness in age categorization and
found the algorithm based on the fused features performing better than the one based
on Gabor alone or LBP alone.

Islam et al. [25] present a new framework for capturing facial image patterns that
can be applied in categorical age estimation, which is primarily aimed at offering
a novel approach to investigate and implement a child face detection technique
that can estimate age categorically – adult or child based on a new hybrid feature
descriptor. The novel hybrid feature descriptor LIGD (the luminance invariant
geometric descriptor) is composed of some low and high-level features, which are
found to be highly effective in characterizing the facial patterns in terms of local
appearance. In local appearance estimation, chromaticity, texture, and positional
information of few facial visual cues can be employed simultaneously.
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Literature suggests, a dedicated approach for categorical age estimation espe-
cially adult and children is still missing, and the issue is not yet been addressed –
the hole which this research is looking to fill.

3 Our Proposed Approach

Our proposed methodology will be based on a new image modelling on human
face – both adult and child specific contextual constraints to be extracted from the
pornographic images as to be obtained from an existing state-of-the-art pornography
detection tool, where we will finally employ a Support Vector Machine (SVM)
classifier to classify children and adult face image. The proposed approach is
invariant to illumination changes, camera viewpoint, scaling, affine transformation
and other imaging factors like shading, makeup and occlusion.

Child skin detection by machine offers considerable extent of challenges and
difficulty to the machine vision community as complete knowledge on human visual
system is unknown yet. Human ageing process especially on skin is not controlled
by people’s gene alone but also attributed to many factors like individual’s lifestyle,
health, race, occupation, cultural background and many more. Nothing significantly
has been contributed in this particular area yet though much interest has been paid
on adult skin detection over the last three decades that eventually kept the issue
still open. Literature suggests that nothing has been attempted yet to address this
issue. Automatic identification of children skin process needs at least some of the
similar cues being used by human visual system in making judgment, resulting an
effective and efficient way that attempts to quantify children’s skin in ways that
agree with human intuition. Defining such cues certainly will put this research to
a considerable extent of challenge. It is still an open problem to extract general
discriminative features for categorical age estimation using skin detection regardless
of the negative influence of individual differences.

Smoothness of the skin’s surface, hydration of the skin, collagen, elastin and
glycosaminoglycan content have direct relation with the skin texture. Several key
factors have gradual impact on these essential elements of skin. While a children’s
skin apparently looks like normal adult skin, there is significant differences in terms
of both the structural and functional characteristics. A baby has wonderfully soft,
smooth skin that differs significantly with adult skin. That lovely smooth skin
of childhood undergoes some significant changes when we reach our teens and
continues till adult. At this stage body produce an increased amount of hormones. A
hormone called androgens starts to produce in both girls and boys to produce male
hormones. Under the influence of this androgen the skin produces more oil (sebum),
resulting a tendency for acne to develop. In addition, at the same time muscle starts
to develop under the thick, soft, smooth and supple skin due to effective functioning
of the stratum corneum and becomes visible at late teens, leaving a wavy skin
surface all over the body. The anatomical differences between children and normal
adult skin relate primarily to differences in the surfaces of the skin [26].



232 M. Islam et al.

Human skin changes inexorably as people get older – no matter whatever the
race, ethnicity, culture, age, and sex is. A young adult’s skin is well hydrated, tends
to be soft, smooth and supple, and has a natural translucency; while on the other
hand, a more mature adult skin tends to function less well due to start of the ageing
process, gradually leaving a dry and tend to feel tight skin with a rough texture
and dull appearance. Wrinkles start to appear because of a gradual reduction in the
water content of the stratum corneum, lipids and sebum, and some degree of photo
damage due to sunburn [27]. Apart from the above, the major skin tone problem that
occurs with time is the darkening of skin colour due to the skin cell damage from
prolonged sunlight exposure. The top most cell layer in our skin absorbs the natural
colouring pigment, melanin, allowing gradual darkening of skin colour due to over
absorption. Melanin is produced in the basal cell layer of human skin and dead
cells on the surface absorb this colouring pigment. Use of cosmetics, soap, shower
gel, and body lotion add an extra degree in gradual skin tone deterioration process.
A gradual decline in adult skin tone due to numerous factors makes substantial
differences with that of children’s skin, favouring us to detect children’s skin even
with our naked eyes. The answer of the question, how people perceive the difference
between two objects is still missing as complete knowledge on human visual system
is unknown yet. So, our prime focus is to apply at least few of the cues that human
visual system applies in distinguishing different objects in our approach to detect
children’s skin offering an effective and efficient way that attempts to quantify shape
and appearance in ways that agree with human intuition.

3.1 Image Pre-processing Stage

Noise embedded in a data set results in some corrupted values for the data set.
This was particularly true in face/skin segmentation/classification problem where
data sets are usually noisy due to diverse imaging artifacts like low intensity,
intensity inhomogeneity, and shadow. In addition, noise attributed to the camera
electronics and lens characteristics made the problem harder. More noise means
more uncertainty. So, we apply a low-pass filter to our dataset to minimize these
noises originated by the aforesaid inherent imaging artefacts. To remove other
difficulties like intensity inhomogeneity, unclear edges of different segments or
objects shadows, shading and highlight effects in image dataset, we apply adaptive
histogram equalization. Adaptive histogram equalization enhances the contrast of
the grayscale image by transforming the values using contrast-limited adaptive
histogram equalization. Contrast-limited adaptive histogram equalization operates
on small regions in the image, called tiles, rather than the entire image. Each tile’s
contrast is enhanced, so that the histogram of the output region approximately
matches the histogram specified by the desired histogram shape for the image tiles.
The neighbouring tiles are then combined using bilinear interpolation to eliminate
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artificially induced boundaries. The contrast, especially in homogeneous areas, can
be limited to avoid amplifying any noise that might be present in the image [28].

3.2 Low Level Feature Generation

Research reveals that accuracy in skin segmentation/classification primarily relies
on colour and texture features. Research also found that segmentation based purely
on colour is more sensitive to local variation, but provides sharp boundaries [29–31].
On the other hand, segmentation based purely on texture feature results in fuzzy
boundaries, but usually homogenous regions. In other words, colour and texture-
based segmentation are in combination capable of producing sharp boundaries and
homogenous regions. In fact, an individual object can be detected more efficiently
with the combined features of colour and texture than either the colour or texture
feature used independently. As a result, segmentation with combined colour and
texture outperforms others in terms of sharpness and homogeneity [29–32].

One of the primary goals of this proposed model is to find a suitable low-level
feature set composed of color and texture features that are able to discriminate skin
and non-skin region effectively with maximum accuracy. Although RGB is the most
commonly used color space unfortunately, it is not perceptually uniform and not
corresponds to the human visual system. Literature suggests YCrCb, CIE-Luv, CIE-
Lab, and normalized rgb are most popular choice in skin detection. Similarly, on
the other hand, Wavelet Transform, Gabor filters, and MSRAR have been found
to be effective in encoding texture details – coarser and finer both while other
texture descriptors are not ideal in complex situations like security & surveillance,
bio-medical, bio-engineering, material sciences, mining, mineral and metallurgy,
where situation demands a more sensitive texture discriminative ability [29–32].
We employ 12 possible combinations of low level feature sets out of these 4 color
spaces and 3 texture descriptors on 100 face images from the NCMEC [33] and FG-
NET [34] database and then fed these multidimensional feature sets sequentially as
an input into a Nave Bayes’ classifier to perform segmentation using an adaptive
thresholding technique. Since people with different skins have different likelihood,
an adaptive thresholding technique is required to achieve the optimal threshold value
for each image. Here, we discard the brightness/luminosity components from the
color spaces to make the feature sets invariant to illumination.

Classification error is defined as;

Classif ication Error : FP (%) + FN (%)

Our study (Table 3) clearly demonstrates the superiority of Chroma
YCrCb + Wavelet compared with its other competitor as it outperforms them
in all the three metrics (False Positive, False Negative, and Classification Error).
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Table 3 Performance comparison of different color and texture segmentation/feature combination
in skin classification

Different metrics
Low level Featr. Comb. FP(%) FN(%) Classn. Err. (%)

Chroma_YCrCb +Gabor 6.98 5.83 12.81
Chroma_YCrCb +wavelet 6.71 4.36 11.07
Chroma YCrCb +MRSAR 8.9 8.57 17.56
Chroma_CIE-luv + Cabor 7.14 5.89 13.03
Chronia_CIE-luv + wavelet 7.69 6.41 14.10
Chroma CIE-luv + MRSAR 9.12 7.97 17.09
Chroma_CIE-lab +Cabor 8.98 6.58 15.56
Chroma_C IE-lab +wave let 7.77 8.39 16.16
Chroma CIE-lab +MRSAR 11.06 10.45 21.51
Chroma_rgb + Cabor 9.56 6.12 15.68
Chroma_rgb + wavelet 10.78 8.23 19.01
Chroma_rgb + MRSAR’ 10.36 9.87 20.23

3.3 Color Feature

Twenty skin patches were collected by cropping off from face images. A new low
level color feature is derived utilizing the pure chromatic information (Cr and Cb)
of the original color model as;

Chroma C (r, b) = C (r, b) − C (r, b) mean (1)

Where C(r,b)mean =
∑N

n=1 C(r,b)

N
and N = Nos. of pixels in a single skin patch.

(1) Texture Feature Texture characterizes local variations of image color or
intensity. There is no formal or unique definition of texture, even though texture-
based methods are commonly used in computer vision. Each texture analysis
method defines texture from its own context. However, the neighbourhood property
is a common similarity among all the available texture definitions/descriptions. So,
we can defin texture as an image feature which is characterized by the gray value or
color pattern in a neighbourhood surrounding the pixel.

Smoothness of the skin’s surface, hydration of the skin, collagen, elastin and
glycosaminoglycan content have direct relation with the skin texture. Several key
factors like hormones, diet, sunlight, and various environmental factors have gradual
impact on these essential elements of skin. While a children’s skin apparently looks
similar to normal adult skin, there is significant differences in terms of both the
structural and functional characteristics. Some primary impacts occur in the soft-
tissue, in the formation of wrinkles, lines, ptosis, and soft tissue while children enter
their adulthood. Here, we need to have a powerful texture descriptor that has the
ability to encode this subtle texture information effectively.
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Transform Domain Feature that refers to a mathematical representation of
an image characteristic. There are several texture classifications using transform
domain features in the past, such as discrete Fourier transform (DFT), and discrete
wavelet transform (DWT). In this particular work, we employ DWT considering its
effectiveness in capturing subtle texture information compared with other texture
descriptors. Wavelet analysis breaks up a signal into shifted and scaled versions of
have collected the original wavelet (mother wavelet) which refers to decomposition
of a signal with a family of basis functions obtained through translation and dilation
of a special [35]. Moments of wavelet coefficients in various frequency bands have
been shown to be effective for representing [36].

Decomposition of textures is one of the keys to access characteristics of textures
in different scales and a wavelet transform can do such decomposition. The wavelet
transform is based on using an orthonormal family of basis functions. A wavelet
expansion is a Fourier series expansion but is define by a two-parameter family of
functions;

f (x) =
∑
m,n

Cm,nψm,n(x) (2)

Where and are integers, the functions ψm, n(x) are the wavelet expansion functions
and the two-parameter expansion coefficient, are called the discrete wavelet trans-
form (DWT) coefficients of f (x).

The coefficients are given by

Cm,n =
∫ +∞

−∞
f (x)ψm,n(x) (3)

define another low-level texture feature employing the diagonal, horizontal, and
vertical coefficients as yielded by the DWT as;

dwt(d,h,v) = Coef (d,h,v) − Coef (d,h,v)mean (4)

where Coe f(d,h,v)mean =
∑N

n=1 Coe f(d,h,v)

N
Here,

N = Nos. of pixels in a single skin patch and Coe f(d, h, v) denotes diagonal,
horizontal, and vertical coefficients.

(2) Local Binary Feature Local binary patterns (LBP) has been found to be a
powerful feature allowing a classifier or detector to exploit fundamental properties
of local image texture efficiently and effectively in a classification or matching.
Applying LBP on an image yields occurrence histogram, which is a powerful
texture descriptor that contains information about the distribution of the local
micro-patterns like edges, spots, flat areas, over the image region. Label for
every pixel of the image is assigned by the original LBP operator applying a
thresholding technique on the centre pixel with his 3 × 3 neighbourhood. Local
Binary Patterns were originally introduced as a texture descriptor by Ojala [37],
and have subsequently been employed as face and expression identification features
[38, 39].
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By assigning a binomial factor 2p for each sign S(gp − gc) in the following
equation, a unique number that characterizes the spatial structure of the local image
texture;

LBP P,R =
P−1∑
p=0

s
(
gp − gc

)
2p s(x) =

{1,x≥0

0,x<0
(5)

Where, P = nos. of neighbouring pixels, R = radius of the neighbourhood, gp = gray
values of circularly symmetric neighbourhood, and gc = gray value of centre pixel
[40].

LBP encode a thresholded local neighbourhood at the gray value of the centre
pixel in the form of a binary pattern and remain constant as long as the order of
gray values in the image are not changed. In fact, this is highly discriminative and
robust local texture operator that encodes the occurrences of the various patterns
in the neighbourhood of each pixel in a P-dimensional histogram. In this work,
we employed LBP on two chromatic channels Chromarand Chromab to encode
chromatic channel-wise texture description to have better texture discriminative
ability.

(3) Facial Appearance Feature In order to incorporate new knowledge on face
in terms of location and inter-relationships among the visual cues like eyes,
eyebrows, mouth, nose, chin, side of face, we use cranio-facial development
theory [14], which states that the appropriate mathematical model to describe
the growth of a person’s head from infancy to adulthood is the revised cardioid
strain transformation, cardioid strain transformation, written in a polar form as
θ

′ = θ , R
′ = R(1 = k(1 − cos θ )),where θ is the angle from the Y-axis, R is

the radius of circle, k is a parameter that increases over time, and (R
′
, θ

′
),s are the

successive growths of the circle over time. According to the revised cardioid strain
transformation, top of the head can be visualized as a series of ever growing circles
all attached to a common tangent “base” point resulting growth of the lower parts of
the face is more remarkable than that of the upper parts. Thus, for example, within
the top and bottom margins of the head, eyes occupy an higher position in an adult
than in a child, which is not due to eye migration, but instead to an outgrowing and
dropping of the chin and jaw.

Localization of these facial cues is performed using iterative framework as
described in [41]. One these facial cues are localized, in the next step, geometric
ratios are computed using their localized position that distinguish children from
adult. A six of ratios are computed by the authors utilizing the relationships between
these primary visual features or cues out of which our proposed approach employs
the first 5 ratios only as shown in Fig. 3 and computed in [41]. These evaluated
ratios only need the automatic localization of the primary features such as eyes,
nose, mouth, chin, and virtual top of head. Ratio 1 is the T -ratio formed by two
segments – the segment T1 joining the two eyes and the segment T2 between the
midpoint of T1 and the nose. Ratio 2 is the T -ratio formed by two segments - the
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Fig. 3 Six cranio-spatial ratios. (Courtesy: Age classification from facial images [41])

segment T1 as above, and the segment T3 between the midpoint of T1 and the mouth.
Ratio 3 is the T -ratio formed by two segments - the segment T1 as above, and the
segment T4 between the midpoint of T1 and the chin. Ratio 4 is the ratio of the
segment representing the difference in height between nose and eye-midpoint, and
the segment representing the difference in height between mouth and eye midpoint.
Ratio 5 is the ratio of the segment representing the difference in height between
mouth and eye-midpoint, and the segment representing the difference in height
between chin and eye-midpoint. Ratio 6 is the height of the eyes within the top
and bottom head-margins [41].

In addition to these ratios, we introduce a novel ratio that involves eyebrows
and nose. Localization of nose is done according to the technique as depicted
in [41]. Here, we need to model eyebrows as a deformable template, which is
described by a number of parameters. This deformable template is specified by a
set of parameters which enables a priori knowledge about the expected shape of
the features to guide the detection process. The size and other parameters of this
template are flexible enough to match itself to actual eyebrows in an image. The
parameters as obtained from the final iteration are used to describe the eyebrows.
This deformable template interacts with the image dynamically. An energy function
is defined which contains terms attracting the template to salient features such as
edges and valleys in the image intensity and the intensity itself. Gradient Descent,
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Fig. 4 Our newly proposed
ratio

d1 d2

a c
b

Fig. 5 Eyebrow deformable template. Eyebrow is arbitrarilly centered on a point x. Area of the
eyebrow is bounded by the upper and lower parabola located at a distance d1 and d2 from the centre
x, and the right hand side parabola located at a distance a and b from the same centre

a state-of-the-art energy minimization technique is employed to get the best fit with
the image. Initial parameters are determined by pre-processing. In each iteration,
these parameters are updated that corresponds to altering the position, orientation,
size, and other relevant properties of the template.

We propose the Ratio 7 which is the T -ratio formed by two segments - the
segment T5 joining the midpoints of two eyebrows and the segment T6 between the
outer ends of the eyebrows and the nose as shown in Fig. 4.

The Eyebrow Template The deformable templates act on three representations of
the image, as well as on the image itself. These representations are chosen to extract
properties of the image, such as peaks and valleys in the image intensity and places
where the image intensity changes quickly. An additional representation could be
added to describe textural properties. An advantage of using these representations is
that the templates need only be specified in simple terms. Ability to long range
interactions to occur is another advantage of using these representations. These
representations do not have to be very precise, and they can be calculated simply.
For details, please see [42].

Our present methods involve using morphological filter [43–45] to extract these
features. The advantage of these methods for extracting the edge, valley, and peak
fields is they yield measures of the strengths of feature in question.

We define an eyebrow template as shown in Fig. 5 in terms of a coordinate system
(x, y) positioned at a point (assumed as centre of mass on an eyebrow shaped flat
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rigid body). The xtemplate we defined as follows: (1) The edges at the bottom of
eyebrow is represented by Pb a parabola

ye(x) = (a)

{
1 − 4

(d1 + d2)2

[
x −

(
d2 − d1

2

)]2
}

(6)

(2) The edge at the top of eyebrow is represented by a parabola Pt

yv(x) = (b)

{
1 − 4

(d1 + d2)
2

[
x −

(
d2 − d1

2

)]2
}

(7)

(3) The edges at the inner end (close to nose) of eyebrow is represented by
another parabola Pi

yi(x) = (c)

⎧⎪⎨
⎪⎩

1 − 4

(a + b)2

⎡
⎣x −

⎛
⎝b − a

)

2

⎞
⎠
⎤
⎦

2
⎫⎪⎬
⎪⎭

(8)

The template depends on 6 parameters g = (x, a, b, c, d1, &d2) and its potential.
Energy function EM is given by

EM = Ee + Ev + El + Em (9)

where the edge potential, Ee is computed along the upper, lower and side parabola,
is

Ee = − β1|Pb|
∫

Pb
�e (x) ds − β2|Pt |

∫
Pt

�e (x) ds

− β3|Pi |
∫

Pi
�e (x) ds

(10)

where �e is edge potential computed earlier using morphological operator.
The valley potential, Ev is specified by the integral over the interior of the

eyebrow divided by the area of the eyebrow

Ev = − e1

| Re |
∫

Re

�v (x) dA (11)

�v is valley potential computed in a similar manner like edge potential above.
The internal potentials are

El = k1
2 (d1 − d2)

El = k2
2

[
c−(a+b)

(a−b)−(d1−d2)

]2 (12)
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The internal parameter, El attempts to place the centre of the eyebrow in an
arbitrarily middle position while another internal parameter Em helps prevent the
upper boundary getting pulled up to the lower boundary and the nose.

Typical values of the constants are β1 ≈ 400, β2 ≈ 150, β3 ≈ 300, k1 ≈ 0.2,

k2 ≈ 0.1, and e1 ≈ 1000.

Updating of these parameters are done by gradient descent.

Tracking Deformable template can be applied for tracking in a straight forward
manner where tracking eyebrows are done automatically given an initial position
and a set of potential fields. We initialize the template manually for the first time but
in subsequent frames we use initial position as the best fit of the preceding frame.
This process succeeds only as long as the best fit at time (t − 1) lies in the basin of
attraction of the system at time t. A dynamic sequence of eyebrow template on both
eyebrows is graphically illustrated in Fig. 6.

Fig. 6 A dynamic sequence
of eyebrow template on both
eyebrows. Final state of the
template acting on the
eyebrows is shown on the
right column of the bottom
row
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3.4 Classification

For model training, an image set X (matrix), where n is the image number and m is
the feature dimension, the face estimation expression can be represented as,

X = [x1, x2, x3, . . . , xn], xi ∈ Rm. The categorical age label for the image xi is
denoted as li ∈ {1, −1}. The task is to predict the categorical age label of an input
image X using binary Classification.

In this work, we use the Support Vector Machine for binary classification.
In this scenario, a hyperplane can be described by

w · x + b = 0 (13)

where, w is normal to the hyperplane, and b
‖w‖ is the perpendicular distance from

the hyperplane to the origin.
Now, we create plane H, where

Hij = yiyj xi · xj (14)

Find a Lagrange multiplier ∝using a QP solver so that

∑K

i=1
αi − 1

2
αT Hα (15)

Is maximized, satisfying the constraints α1 ≥ 0 ∀i and
∑K

i=0αiyi = 0
Now, we calculate

w =
∑K

i=1
αiyixi (16)

where xi and yi are class label and training vectors respectively. Once feature
extraction is done, each face image is represented as an assembly of cropped skin
patches, and geometrical constraints expressed as ratios. We use low level features
as described above of these skin patches along with geometrical ratios on primary
visual cues as features for categorical age estimation. Here, we employ first five
ratios as computed by Kwon and Lobo [41] along with our newly proposed ratio 7 as
formulated earlier. Doing so, we get a high dimensional feature vector representative
of each individual face, which we call Luminance Invariant & Geometrical Relation
based Descriptor (LIGRD);

LIGRD = xi =
[

N∑
n=1

(
C hroma(r,b) + dwt(d,h,v)

+ lbp(r,b)

)
+ Ratio(1,2,3,4,5,7)

] (17)

where, N = nos. of skin samples.
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Determine the set of Support Vectors S by finding the indices such that αi > 0.
Now, b is computed as;

b = 1

N

(
ys −

∑
m∈S

αmymxm·xs

)
(18)

Each new each feature vector xi is classified by evaluating

y′ = sgn
(
w · x′ + b

)
(19)

4 Experimental Results

In this particular research, we have outlined a computational framework for
categorical age estimation (adult and children) from facial images irrespective of
gender. First, the low-level features are extracted from the skin patches of facial
images. Next, ratios are computed from the primary cues (eyes, eyebrows, nose,
mouth, & chin) as localized by the respective deformable templates. Combining
these low levels and high level features forms a powerful descriptor that is able to
distinguish between adult and children with maximum accuracy.

Comparison of our experimental results with that of another recently published
work reveals our proposed approach yields the highest precision and recall, and
overall accuracy in recognition. For quantitative performance comparison, so far,
we have not found any existing technique that estimate age in explicitly two
categories – adult and children. So, we do not any choice other than comparing
our results with a recent relevant work [19], though it is not aimed to categorical
age estimation as reported by the authors. Further, the authors have recommended
further improvement in their categorical age estimation (baby, adult, & senior) part
to make it a reliable categorical age estimation approach.

For quantitative performance comparison, a popular measure, called Precision
and Recall (Eqs. 20 and 21), based on True Positive (TP), True Negative, False
Positive (FP), and False Negative (FN) is applied on both – our experimental
results and the results obtained from Islam et al. [46] to evaluate the classification
performance of our novel approach. Apart from the Precision and Recall, we also
compared accuracy (Eq. 22) of our approach with the same.

Precision = T P

T P + FP
(20)

Recall = T P

T P + FN
(21)
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Table 4 Facial images taken
from different databases for
training

Method Children

FG-NET 100
NCMEC 100
LAG 200

Table 5 Facial images taken
from different databases for
testing

Method Adult Children Total

FG-NET 50 100 150
NCMEC 0 100 100
LAG 50 100 150

Table 6 Comparison of
performance of our proposed
method with another existing
method

Methods TP FP TN FN

ICSIPA 270 14 103 13
Proposed 276 9 104 11

Table 7 Comparison of
accuracy of our proposed
method with other existing
method

Methods Precision (%) Recall (%) Accuracy (%)

ICSIPA 95 95 93
Proposed 91 96 95

Accuracy = T P + T N

P + N
(22)

Where, P = Nos. of positive sample and N = Nos. of negative sample.

4.1 Training

We have sourced 400 children face images from different database as shown in
Table 4 below [33, 34, 46]. After, different pre-processing steps (denoising, gamma
correction, enhancement, and normalization, feature extraction done on these facial
images. No negative sample (adult face) has been taken into consideration.

4.2 Testing

The recognition results were evaluated on a dataset composed of 400 images (not
included in the training set) from the same datasets shared equally as shown in
Table 5. Out of these 400 images 100 adult face images were taken equally from
each of the FG-NET & LAG database.

We compared the performance comparison and accuracy of our proposed
approach with another existing methods and found the proposed approach outper-
formed the existing approach significantly as shown in the Tables 6 and 7.



244 M. Islam et al.

5 Conclusion

We have proposed a novel child face model, where low level features detect child
and adult face with maximum accuracy. It can be applied as a dedicated tool for
detecting and/or monitoring child pornography while integrated with any existing
pornography detection approach. As feature extraction is the key in classification,
in this work, we proposed few novel low and high-level feature extraction techniques
to achieve maximum accuracy in classification while applied with few existing
techniques. To the best of our knowledge, this is the first of its kind which is
able to recognize a child and adult face image effectively with highest accuracy
and thus paves the way for research in this area to not only help categorical age
detection, but also to identify real contents using contextual constraints in the
detected skin regions, which may contribute significantly in security & surveillance,
human body parts identification, anatomical & dermatological applications and even
in marketing – tailoring advertising in shop windows based on the age of shoppers
walking past. These alternate uses for the outcomes of this particular work provide
extended usefulness and avenues.
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