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Preface

All warfare is based on deception.

Sun Tzu

This book is about deception: Specifically, it addresses deception as an
instrument for gaining advantage in conflict. So we explain and discuss the
principles and practice of deception across all levels of government and non-
government activity, especially as it is practiced to support military
operations, national security, and law enforcement.

Although deception is the dominant theme, the book explores the
commonality of deception, counterintelligence (CI), and psychological
operations (PSYOPS). These have long been treated as separate and
independent disciplines, because they tend to be separated organizationally.
But to teach them as separate is a mistake; they have too many common
features. This book takes a different perspective, highlighting the shared
principles and methodology that underlie all three. All have the same end
objective: to shape the perceptions and subsequent actions of a target (an
individual or group) in such a way as to produce a favorable outcome for
your side in conflicts among organizations and governments.

The core principles and methodology of deception underlie successful
counterintelligence, so the book concerns CI in the most general sense of the
term. Most books on “counterintelligence” focus on counterespionage—or
the detecting and defeating of spies. But counterintelligence is much more
than that. All counterespionage is counterintelligence, but not all
counterintelligence is counterespionage. So, many of the examples in the
book are about counterintelligence writ large; that is, attacking an opponent’s
intelligence service and inducing it to reach an erroneous conclusion through
deception.

The same core principles and methodology underlie successful PSYOPS. As



is the case with counterespionage, the book does not cover the subject in
depth. It instead focuses on the application of deception in PSYOPS, and
especially in one form of the discipline. PSYOPS comes in three forms: white
(source of the message is acknowledged), gray (source is concealed), and
black (purports to come from another source, usually an opponent). White
and gray PSYOPS occasionally make use of deception. Black PSYOPS, often
conducted as a covert operation, inevitably relies on deception. For that
reason, it is the primary context for considering the topic in this book.

Although a number of books and journal articles deal with the historical and
theoretical aspects of deception, the focus tends toward Soviet-era
disinformation disciplines, which are now dated. This book includes many
historical examples because the principles are still relevant, but also
highlighted are more current illustrations. And deception is typically
presented almost as an afterthought in intelligence and operations courses.
But deception is deserving of its own educational and training infrastructure
that fits into today’s strategic context. Since the Russian deception that
supported its annexation of Crimea in 2014, increasing attention is being
given to the concept of deception. This text is designed to elevate the level of
education in intelligence and operations courses in terms of deception
planning as well as detecting and countering deception.

The basic principles of deception have not changed, and we’ll cover them in
some detail. But information technology, and specifically social media,
constitutes a new collection asset (and new channels for deception). In that
role, it adds a new dynamic to both the conduct and detection of deception
activities, both in their traditional roles and as a part of counterintelligence or
psychological operations. For example, the cyber domain provides a powerful
channel for conducting deception. Accordingly, it receives special attention.

The book provides a main framework for a deception planning course for the
civilian academic community, the intelligence community, and the military. It
bridges the divide between theory and practice concerning deception that
sometimes separates these communities. The target audience includes
intelligence analysts and operational planners, and the book addresses both
perspectives. Operations professionals have few chances during an entire



career to observe the successful execution of a deception operation. A book
that illustrates deception theory using historical and modern-day cases and
provides opportunities to practice with hypothetical case studies will
especially benefit them.

Part I of the book presents organizing frameworks (concepts) for thinking
about deception. It extends the existing concepts and theory, applying a
systems approach and a focus on outcome scenario thinking. Deception has
to be related to the operational planner’s end objective, a concept that hasn’t
been well understood or practiced in the past. A section on theory is followed
by a discussion of the methodology for conducting deception and detecting it
when it is used by an opponent. The book bridges both the historical and the
theoretical aspects of deception with guidance on the practical execution of
deception planning. It therefore is unique in providing step-by-step training
for intelligence analysts and operational planners (practitioners of deception)
to learn how to prepare for and execute deception operations, as well as how
to identify an opponent’s deceptions.

Part II of the book presents a series of exercises on deception and
counterdeception set in current time. Although the basic concepts of
deception endure, new means of conducting deception are available because
of advances in information technology.
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Part I Fundamentals of Deception and
Counterdeception



1 Deception: The Basics

Oh what a tangled web we weave

When first we practise to deceive!

Marmion: A Tale of Flodden Field, Sir Walter Scott

This chapter introduces the basics of deception and the role of intelligence in
both supporting and defeating deception. It sets the stage, with definitions
and a set of basic principles, for the following chapters that explain how to
conduct deception and to identify an opponent’s use of it. But first, let’s look
at the case of a perfect deception—something that happens only in the
movies, of course.



The Sting
The popular media have given us many great stories about well-conducted
deceptions. The staged “sinking” of a Soviet ballistic missile submarine in
The Hunt for Red October (1990) and the elaborate scam to steal $160
million from a casino owner in Ocean’s Eleven (2001) come to mind. But
few if any Hollywood movies can offer the beautifully executed deception
operation set forth in the 1973 film The Sting.

The film is set in 1936, in the depths of the Great Depression. In it, a
small-time con man Johnny Hooker (Robert Redford) has helped pull off a
minor street scam with his friend Luther. Unfortunately for them, it turns
out that the mark was a courier of crime boss Doyle Lonnegan (Robert
Shaw) and Luther is quickly tracked and killed. Hooker must run for his
life from Lonnegan’s revenge. (Lonnegan does not know what Hooker
looks like, which turns out to be a key part of the story.) Hooker gets
advice that perhaps Luther’s old friend, the legendary con master Henry
Gondorff (Paul Newman) can help him start anew, and tracks down
Gondorff, who is hiding in Chicago from the FBI. Hooker subsequently
persuades Gondorff to undertake an elaborate con operation, partially to
honor Luther, targeting Lonnegan.

The scam begins when Gondorff, posing as a Chicago bookie, joins
Lonnegan’s high-stakes poker game on a train, and outsmarts and out-
cheats Lonnegan to the tune of $15,000. In the process he earns
Lonnegan’s enmity by behaving boorishly, gloating over his winnings, and
repeatedly mispronouncing Lonnegan’s name. Hooker, posing as
Gondorff’s employee, visits Lonnegan’s berth, supposedly to collect the
winnings. He instead convinces Lonnegan that he wants to betray boorish
Gondorff and take over the bookie operation with the help of a partner who
works in the Chicago Western Union office. The scheme involves giving
the wire results of horse races to Lonnegan, who then bets on the winning
horses before the results arrive at Gondorff’s betting parlor. After winning
a race in this fashion, Lonnegan decides to bet $500,000 (about $10
million at today’s prices) on the next race to wipe out Gondorff’s operation
and exact revenge.

At the same time, an unexpected visitor arrives: a corrupt police officer
named Snyder, who is searching for Hooker in Chicago after being



victimized by a counterfeit money payoff. He is intercepted by undercover
FBI agents led by Agent Polk and is ordered to help them arrest Gondorff
with Hooker’s aid. Snyder subsequently captures Hooker and brings him to
Polk. Polk then pressures Hooker into betraying Gondorff.

The next day, at the designated time, Lonnegan receives the tip to “place it
on Lucky Dan,” and makes his $500,000 bet at Gondorff’s parlor. The race
description is another part of the scam—broadcast by an announcer in a
back room of the parlor. As the race begins, the tipster arrives, and when
told that Lonnegan had bet on Lucky Dan to win, explains that when he
said “place it” he meant, literally, that Lucky Dan would “place.” The
panicked Lonnegan rushes to the teller window and demands his money
back, but the teller says he is too late. At this moment, Agent Polk, Snyder,
and a half-dozen FBI officers break into the parlor. Agent Polk tells
Gondorff that he is under arrest and informs Hooker that he is free to go. In
reaction to the apparent treachery, Gondorff shoots down Hooker; Agent
Polk guns down Gondorff and tells Snyder to get Lonnegan out of there
and away from the crime scene.

Once Lonnegan and Snyder are gone, Gondorff and Hooker get up, unhurt
—their deception is complete. “Agent Polk” and his fellow “agents” are, of
course, part of the con.

Aside from its entertainment value, the movie illustrates many features of a
deception operation that are covered in this book:

It has an objective, or desired outcome scenario for the perpetrators:
relieving the target—Lonnegan—of $500,000 and escaping before he
finds out that he has been duped.
It presents a story—a false picture of reality—for Lonnegan to believe,
in order to get him to make the $500,000 bet.
It has several channels for presenting the story: the poker game set-up,
Hooker’s representations about replacing Gondorff, the fake betting
parlor, a fake race announcer in the parlor back room, a staged meeting
with the tipster at the Western Union office, the intrusion of “Agent
Polk,” and Gondorff’s and Polk’s shootings.
It demonstrates the importance of a good understanding of the opponent.
In this case, Lonnegan’s greed is a factor, of course. But also important
is his overwhelming need to “pay back” for insults or injuries suffered,



in this case from a loss in a poker game to a man he despised. And, a
contributing factor to the deception’s success is Lonnegan’s desire for
respectability that causes him to depart the scene of a shooting, leaving
behind his money.
It sets up Lonnegan for the desired decision or action steps by presenting
him with the opportunity to “pay back” Gondorff for humiliating him in
the poker game.
It shows a fine sense of timing that is often critical in the execution of a
deception—the Western Union tipster arriving at the right moment to
send Lonnegan into a panic, and “Agent Polk’s” immediate arrival to
force the end game before Lonnegan could recover his wits.

The movie also illustrates some other points. Most deceptions require good
showmanship, and Hollywood understands how to put on a good show—a
talent that the US government occasionally calls on, as we’ll see in a later
case study. In every deception, curveballs will present themselves. Success
demands constant observing, orienting, and reacting as events unfold. The
sudden appearance of the corrupt local cop, Snyder, looking for Hooker had
to be dealt with. The deception plan was changed to include him as a target. It
also creates an outcome that most often is the ideal—the “mark” or opponent,
Lonnegan, never realized that he had been deceived (nor did Snyder). On
some occasions, though, you prefer for an opponent to know he’s been
deceived because of the subsequent bad decisions that he makes.

Deception itself is a word that has been used in a great many contexts, from
deliberate acts within wars between nations to the deliberate acts in personal
relationships as exemplified in The Sting. In this sense deception is a process.
As it is used in this book, it also refers to a deliberate and rational process
executed by an actor, in order to benefit that actor within a subjective context.
The spectrum of contexts in this book is focused on actions promoting
governmental rather than private interests. That includes, for example, the
intelligence and operational planning processes of military, police, and/or
civilian organizations.

Before expounding on the specific principles stemming from this definition,
context, and framework for deception, it is worth spending a little time



answering the question: Why should deception be useful to antagonists in a
conflict situation?



Why Deception?

There is no better place to start than by explaining why deception is
important, even essential, in the conduct of national and domestic security
affairs. Countries with a substantial edge in the instruments of national power
often perceive deception as something that benefits a weak power but is
generally a less worthy effort for the powerful. Statistics—in military
conflicts, at least—don’t support that assumption, as we’ll show in a moment.

One does not conduct deception for the sake of deception itself. It is always
conducted as a part of a conflict or in a competitive context, intended to
support some overarching plan or objectives of a participant. In a military and
civilian intelligence context, the overarching plan or strategy is usually stated
clearly. So in this context, the most direct answer is the following axiom: The
more successful the deception in support of a plan, the greater the chance the
plan will be successful. In dealing with war and security issues, measures of
success are usually characterized by precious resources that include material
and people. Though by no means exhaustive on the issue, one of the most
accessible studies as to the effects of employing deception in operational- and
strategic-level military planning is Barton Whaley’s 1969 book Stratagem,
Deception and Surprise in War.1 By drawing on the comparative analysis of
122 historical cases, Whaley shows a clear relationship between deception,
surprise, and the ratio of adversary to friendly casualty results from
engagements. Figure 1-1 illustrates his results. The bottom axis is the ratio of
adversary to friendly casualties—higher numbers are better. As one succeeds
in either deception or surprise, casualty ratios become more favorable. The
ratio improves dramatically when deception is used and surprise is achieved.

Favorable casualty ratios are important; however, winning in a conflict must
take precedence, and that requires successful operations. In Figure 1-2, the
comparative study results illustrate one clear principle: As the intensity of
your adversary’s surprise increases, so does your chance for a successful
operation. (Low surprise equates to a 1 or 2 on a scale of 0 to 5, where 0
equals no surprise; high surprise equates to a 3, 4, or 5 on that scale.)



So one answer to “Why deception?” is embedded in the dynamics of the
conflict itself. Successful deception increases the intensity of surprise; the
higher the intensity of surprise, the higher the chance of operational success.
And in terms of armed conflict, high intensity of surprise means higher
enemy casualties and lower friendly casualties. On this final dynamic, if
minimizing casualties and loss of material is important, then one should
attempt to use deception to increase the intensity of surprise. In fact, many
observers would argue that commanders responsible for the overarching plan
owe as much to their troops.

Surprise clearly is an important factor in any conflict outcome, along with
deception; and the two are almost always related, since surprise often is the
result of deception. The two in combination are highly effective, as Figure 1-
1 indicates. Intensity of surprise is also a significant factor, as Figure 1-2
shows. The percentage of defeat for the attacker in conflicts drops most
dramatically as one goes from no surprise (60 percent defeats) to high
surprise (2 percent defeats).

Figure 1-1 Effect of Deception and Surprise on Casualties



Source: Drawn by authors from statistics in Barton Whaley, Stratagem,
Deception and Surprise in War [reprint of 1969 edition] (Norwood, MA:
Artech House Publishing, 2007), 104, tables 5.19 and 5.20.

The scope of operations for militaries has widened significantly from
twentieth-century state-centric interactions. Conflicts are generally more
complex, with constellations of actors having diverse functions and
organizational cultures becoming involved in transnational conflicts. The
importance of fundamental deception skills with relation to intelligence and
operational planning cannot be overstated. Deception, possibly more than
ever, is an essential dynamic of conflict; therefore, how to conduct and detect
it is an essential part of a twenty-first-century military’s preparation of the
battlespace.

Furthermore, deception has a substantial role to play in all conflicts, not just
military ones. Governments must be able to apply deception activity in
conflicts across the political, military, economic, social, infrastructure, and
information (PMESII) domains. Nonstate actors such as terrorists, criminal
groups, and other militants directly engage governments through social and
economic lines of operation. The insurgents in Afghanistan offer “shadow”
governance. Hezbollah militancy in Lebanon has a strong social and
economic engagement, as did Daesh (also known as ISIS, ISIL, or IS) in
Syria, Libya, and Iraq. However, “shadow governance” in Afghanistan is also
a cover for narcotics cartels. The social and economic engagement of
Hezbollah conceals ideological activities that support a militant agenda and
Iranian foreign policy. Daesh did the reverse, using a radical religious
ideological screen to hide the fragile economic and social connections to the
Sunni tribes that form their support base on the strategic level. On the
operational level they disguise their intelligence organization as an
organization of tribal engagement offices in major communities. They hide
military command and control (C2) within the social domain of the
population they control.

The statistics shown in Figure 1-1 and Figure 1-2 are generally available for
the outcomes of military conflict. No similar statistics have been found that



deal with the many deceptions in the political, economic, and social realms,
in part because outcomes of “victory” or “defeat” are harder to establish in
those arenas. But it is likely that similar ratios of success for both deception
and surprise apply in all the fields of conflict covered in this book.
Comparable statistics do not exist for the counterintelligence or psychological
operations (PSYOPS) disciplines for good reason. The statistics are almost
binary: Failure of the deception almost always means failure of the operation.
The series of deceptions executed by Soviet and later Russian intelligence to
protect two major US sources for almost twenty years, Aldrich Ames and
Robert Hanssen, are described in Chapter 6. Those two were able to operate
long after they should have been caught because the deceptions were so
successful. The World War II Black Boomerang PSYOPS described in
Chapter 3 succeeded because its listeners continued to believe that they were
hearing a German Wehrmacht radio broadcast.

Figure 1-2 Effect of Intensity of Surprise on Conflict Outcome

Source: Drawn by authors from statistics in Barton Whaley, Stratagem,
Deception and Surprise in War [reprint of 1969 edition] (Norwood, MA:
Artech House Publishing, 2007), 115, merged tables 5.30 and 5.31.



With that introduction, the following section provides a deeper dive into the
definitions of deception, counterdeception, counterintelligence, and PSYOPS
as they are used in the remainder of the book.



Definitions

Deception

There are a number of definitions of deception in a variety of contexts, some
of which overlap. The eminent author on deception, Barton Whaley, defines
deception as

Information (conveyed by statement, action, or object) intended to
manipulate the behavior of others by inducing them to accept a false or
distorted perception of reality—their physical, social, or political
environment.2

Another prominent writer on the topic, J. Boyer Bell, defines deception very
simply:

Deception is the process of advantageously imposing the false on a
target’s perception of reality.3

Both definitions are accurate in the sense of defining an end result, in terms
of the belief and/or behavior of others. Both also correctly describe deception
as a process of deliberately inducing misperception in a target person or
group of people. Deception is therefore not an accidental or unintended
outcome.

Whaley explicitly takes the definition one step further, and it is an important
step. His focus is on manipulating behavior based on a false picture. That’s
the widely accepted view: that belief is not enough; action (or refraining from
an action that otherwise would be taken) is required for it to be deception.

However, Bell’s definition explicitly recognizes that manipulating the
behavior of others may not result in a good outcome, from the deceiver’s



perspective. In Whaley’s definition, one could succeed with deception and
have an unfavorable outcome, something that has happened many times in
history, a few examples of which appear in this book. Bell’s definition takes
this into account by using the word advantageously; but in doing so, he
excludes unfavorable outcomes. Whether it succeeds or fails, a deception is
still a deception.

In this book, we simply add a word to Bell’s formulation to encompass all of
the cases discussed:

Deception is a process intended to advantageously impose the false on a
target’s perception of reality.

This concise definition includes three basic concepts that we’ll revisit
frequently:

1. It emphasizes the idea that deception must have a target. In the next
section, we’ll introduce a structured approach to thinking about the
targets. The section following that discusses the means, in the form of
basic principles of deception.

2. It promotes the idea of using deception to gain an advantage. The key to
deception planning is being able to envision a future situation that is
more advantageous to the pursuit of the deceiver’s objectives than if he
or she did not conduct a deception. That future situation takes the form
of a “desired” scenario to be achieved through deception, as later
chapters will discuss.

3. It highlights the concept of imposing the false on the target’s perception
of reality. This false perception takes the form of a story, which will be
discussed in Chapter 5.

Deception generally comes in two basic forms: misleading and ambiguity-
increasing.

Misleading deceptions reduce ambiguity by increasing the attractiveness
of a wrong alternative.4 These have the objective of getting an opponent



to believe a false picture of the situation. Known in the literature as “M”
type deception, it is designed to mislead an adversary toward a specific
and preconceived direction.
Ambiguity-increasing deceptions, by contrast, increase uncertainty or
confusion so that the target is unsure as to what to believe. They are
often referred to as “A” type deceptions. Such deceptions often seek to
ensure that the level of ambiguity always remains high enough to protect
the secret of the actual operation. Ambiguity-increasing deceptions seek
to conceal critical elements of the truth to lead the opponent away from
the truth, not necessarily to a specific alternative, but simply to increase
the range of incorrect alternatives that the opponent must take into
account.

Counterdeception

Much like the definition of deception, the term counterdeception is often
differentiated by context and organizational mission. For example, the US
Department of Defense definition follows:

Efforts to negate, neutralize, diminish the effects of, or gain advantage
from a foreign deception operation. Counterdeception does not include
the intelligence function of identifying foreign deception operations.5

This doctrinal distinction of counterdeception illustrates the prevailing view
of a clear dividing line between intelligence (identifying and assessing
deception) and the operational response employed to counter deception.

Intelligence organizations and many textbook authors on the subject use a
definition similar to this one below, also isolating intelligence analysis from
operations in countering deception:

Counterdeception is an analytic process of identifying and assessing an
opponent’s deception operations. It usually is an intelligence function.6



This text is primarily focused on the intelligence component of
counterdeception. In fact, Chapter 11, titled “Identifying Deception,” is
addressed to the intelligence team tasked with identification. This emphasis is
a matter of priorities: One cannot deal with deception operationally until the
deception has been identified and assessed.

But it is counterproductive and intellectually artificial to chop into parts what
is, in reality, an interactive process involving both intelligence and
operations. Therefore, counterdeception in this book refers to the
collaborative practice of both identification and operational response to
deception.

Counterintelligence

The US government defines counterintelligence as follows:

Counterintelligence (CI) refers to information gathered and activities
conducted to protect against espionage, other intelligence activities,
sabotage, or assassinations conducted for or on behalf of foreign powers,
organizations or persons or international terrorist activities.7

The focus of this definition is on counterespionage. But counterintelligence
today is more than counterespionage, and a broader perspective is needed in
courses that focus on teaching the counterintelligence discipline. Most
intelligence collection today relies on what the definition refers to as “other
intelligence activities”: open source (OSINT) and technical means—imagery
intelligence (IMINT), signals intelligence (SIGINT), cyber intelligence
(CYBER), and measurements and signatures intelligence (MASINT).
Counterintelligence in general and deception in particular must consider all of
these “INTs,” or what we refer to in this book as channels of communication,
adversarial collection, and adversarial analytical processes.

Operations



Operations is often thought of in a military context, and many of the
examples in this book describe deception to support military operations. But
law enforcement conducts operations to deter crime and capture criminals;
and CI, as the previous definition indicates, includes “activities”—that is,
operations. And nongovernmental organizations such as criminal and terrorist
groups conduct operations. So the term is used in its most general sense
throughout the book, in two ways: to describe an action taken, and to refer to
an organization that executes political, informational, or economic as well as
military actions.

Psychological Operations

Finally, before going further into the subject of deception, it’s important to
define psychological operations. The US military definition is as follows:

Psychological operations (PSYOPS) are planned operations to convey
selected information and indicators to audiences to influence their
emotions, motives, and objective reasoning, and ultimately the behavior
of governments, organizations, groups, and individuals.8

Note that this definition is somewhat broader than the definitions of
deception conveyed at the beginning of this section, but it includes them all.
The distinction between deception and psychological operations is often
confusing to both outsiders and practitioners. One difference is the emphasis
on results: PSYOPS stresses the resulting perception in the expectation that a
desired behavior will follow. Deception emphasizes the opponent’s behavior
that produces a favorable outcome. Another difference is that PSYOPS
includes conveying true information, sometimes without any falsehood.
Deception, in contrast, requires conveying false information.



The Deception Target

All deceptions are aimed at a target. The principles, methodology, and
examples in this book are concerned with three classes of targets: a decision
maker, usually a military or national leader; an opposing intelligence service;
or a defined group (other than an intelligence service). The target is different
in each instance. But all three targets have things in common: Deception
against them has a desired outcome scenario, and against all, one can make
use of either misleading or ambiguity-increasing deception.

The Decision Maker

Most of the literature on deception is about targeting the decision maker for
misleading deception, with good reason. In military operations where the
most deceptions are conducted, misleading the opposing commander usually
results in success on the battlefield. Former deputy undersecretary of the US
Army Thaddeus Holt has written the definitive account of Allied deception
operations during World War II. In his book The Deceivers he enumerates the
key commandments of misleading deception that were developed during that
war. They fit well with the Whaley definition of deception:

Your goal is not to make the opponent think something; it is to make the
opponent do something.
You want your opponent not only to do something—but do something
specific.
It is not always necessary to make the decision maker in your target
network believe in the false state of affairs that you want to project; but
it is enough to make him so concerned over its likelihood that he feels
that he must provide for it.
Non-action is a form of action; the decision to do nothing is still a
decision.
The decision maker(s) are the targets of deception, the intelligence
services are the customers of deception.9

In Holt’s portrayal, deception is a planned process, intentionally designed and



executed to make the target of deception do, or not do, something specific. It
is not intended to describe stand-alone disinformation or psychological
operations, though both of these could definitely be supporting activities to a
deception plan.

Sometimes it is enough to leave the opponent confused and uncertain. But a
confused and uncertain opponent is likely to act unpredictably, and the
deceiver cannot control the opponent’s actions. The outcome may not be
what was intended. Furthermore, an opponent can correct for confusion and
uncertainty as the situation becomes clearer.

In targeting decision makers, misleading deception usually produces better
results than ambiguity-increasing deception. The best outcomes usually
happen when the opponent is certain—and wrong. And one should never
underestimate the demoralizing effect of an opponent’s discovering that he or
she has been deceived when it is too late to recover.

The Intelligence Service

An opponent’s intelligence service is usually thought of as a channel for
deception. The last of Holt’s commandments—that intelligence services are
customers, not targets—sums up that idea. But an intelligence organization
also can be the target. In counterintelligence, a frequent purpose of deception
is to mislead an adversary’s intelligence service about the deceivers’
intelligence capabilities—what are known as “sources and methods.”

So deception to support counterintelligence usually is intended to mislead. It
is well known that if a deceiver can get an intelligence unit to reach a certain
conclusion, it will stick with that conclusion until evidence to the contrary
becomes overwhelming. The case studies about the Ames and Hanssen
deceptions in Chapter 6 illustrate this. Ambiguity-increasing deceptions, by
contrast, can have an opposite and generally undesired effect in
counterintelligence; they can focus the opposing service on resolving the
ambiguity. Of course, time is a relevant factor here. If it will take the
opposing service a month to resolve the ambiguity, that may be all the time
we need for the deception to be successful.



A Defined Group

Both misleading and ambiguity-increasing deceptions have important roles to
play in the newer types of conflict encountered in international affairs. As
these nontraditional conflicts continue to develop and as new channels open
for sending a deception message to large groups, there is a need for long-term
deception that is not tied to specific events or not intended to produce a
specific decision. The outcome can be simply a favorable situation or state of
affairs. Such deceptions typically target a defined group—an organization or
even an entire population.

Deception usually targets a defined group to support psychological
operations. In this role, it often overlaps with both misleading and ambiguity-
increasing deception. It includes deception that does not result in a decision
and action by an individual and does not fall into the realm of
counterintelligence. What it shares with both of those is that it does produce
an outcome.

We previously noted that an intelligence service will stick with a conclusion
until the evidence against it becomes overwhelming. That’s even more true
for many defined groups that are targets of deception. Boston Globe Media
Group science writer Sharon Begley has referred to this phenomenon as the
“stickiness of misinformation.” Begley notes that the more familiar we are
with a claim or rumor, the more likely we are to believe it—even if the
familiarity comes from attempts to debunk the claim or rumor.10

The view of the deception target as a defined group was developed in China
nearly two millennia ago. It is recorded in a book called Thirty-Six
Stratagems that originated in both oral and written Chinese history, with
many different versions compiled by different authors over time. The book
was rediscovered during World War II and popularized after the Communists
came to power in China. Most of the thirty-six stratagems—which use
colorful metaphors to convey the concepts—are about either deception or the
use of deception as an enabler.

The perspective presented in the Thirty-Six Stratagems fits both non-Western



views of deception and those of some nongovernmental organizations,
especially terrorists and criminal groups. This perspective stresses the value
of ambiguity-increasing deception, or deception in which the main objective
might be none other than to create uncertainty or even chaos.

One subset of the stratagems is foreign to current Western thinking about the
opponent as a deception target—though Niccolò Machiavelli would
undoubtedly recognize them, since he argued for the same stratagems in the
sixteenth century. This subset emphasizes the use of deception against
neutrals or even allies instead of opponents. Some examples follow:

Kill with a borrowed sword. Attack an opponent using the strength of a
third party. Use deception to persuade an ally to attack, for example.
Watch the fires burning across the river. Avoid engaging in a multiforce
conflict until all the others—opponents, neutrals, and allies—have
exhausted themselves. Then enter the conflict with your forces intact.
The form of deception implied by this stratagem is to use deceit to
conceal your real intent from the others.
Borrow the road to conquer the State of Guo. Borrow from an ally the
means to attack a common enemy. After defeating the enemy, use those
same means to attack the ally that lent them to you.11

The second set of stratagems (below) violates Holt’s maxim for misleading
deception against decision makers cited earlier: that the goal is to make the
opponent do something. These mostly fall into the PSYOPS realm. The
objective here is to use all means, including deception, to create chaos and to
destabilize the opponent, thereby creating a favorable outcome scenario.
There are several of these in the thirty-six stratagems, suggesting that they
play an important role in Chinese thinking about conflict. Some examples
follow:

Remove the firewood from under the pot. This argues for an indirect
approach, rather than directly confronting an opponent. Operations are
aimed instead at the opponent’s ability to wage a conflict.
Trouble the water to catch a fish. Create confusion in the opponent’s
organization and use it to promote your objectives.



Feign madness but keep your balance. Pretend to be a fool or a madman.
Create confusion about your motives and intent. Encourage an opponent
to underestimate your ability and make him overconfident.
Hit the grass to startle the snake. Do something spectacular but
apparently purposeless, strange, or unexpected to confuse the opponent
or provoke a response that furthers your goals.
Replace the beams with rotten timbers. Disrupt the opponent’s
organization or standard processes. The idea is to tear apart the
opponent’s cohesiveness.
Let the enemy’s own spy sow discord in the enemy camp. Undermine
your enemy’s ability to fight by secretly causing discord between her
and her friends, allies, advisors, family, commanders, soldiers, and
population. While she is preoccupied settling internal disputes, her
ability to attack or defend is compromised.

Once the stage has been set using one or more of these stratagems, then it is
time to apply the execution or follow-up stratagem:

Loot a burning house. When an organization is racked with internal
conflicts, disorganized, and confused; when the environment is plagued
by outside elements such as crime and corruption; then the opponent
will be weak and unable to prevail in conflict. Then you attack it without
mercy and totally destroy it.12

An example of this approach is contained in a 2000 book called Proteus,
sponsored by the US National Reconnaissance Office. The book has a
hypothetical future scenario called “Militant Shangri-La.”13 In that scenario,
an alliance of Asian and African nations executes a strategy supported by
deception with the simple objective of keeping the United States and its allies
on the edge of chaos—nothing more. Viewed from a Western perspective, the
scenario posed an unclear threat.14 Viewed from many Asian cultural
perspectives, the strategy was both elegant and clear: Leave the opponent
confused and uncertain, plagued with internal disagreements, unable to think
or act effectively.

The deception approaches and objectives presented in the Thirty-Six



Stratagems are worth noting as a different perspective for thinking about
deception, for two reasons. First, it may be useful in some conflicts to make
use of deception for no other purpose than to create uncertainty and
confusion, even chaos. Second, it is important in countering deception to
recognize that such deceptions may be used against your side.

The use of deception to destabilize has often been applied against criminal
and terrorist groups and in international economic matters. The British have
demonstrated some skill in this area, as the next case illustrates.



The IRA Embezzlement Sting
In the early 1970s, the British were engaged in a bitter conflict with the
Irish Republican Army (IRA) in Northern Ireland. The two sides
conducted several deceptive operations against each other. One British
operation was designed to aggravate an emerging split between older IRA
leadership and a younger faction of leaders. The veteran leaders were
willing to consider a cease-fire with the British; the younger faction
opposed any cease-fire.

Called the Embezzlement Sting, the deception was carried out largely by a
British unit called the Mobile Reconnaissance Force. It relied primarily on
allegations made to the press by a British double agent named Louis
Hammond, a Belfast Catholic who had joined the British Army’s Royal
Irish Rangers in 1970.

The Embezzlement Sting began when Hammond contacted two Sunday
Times reporters claiming to be an IRA agent who had infiltrated the
Mobile Reconnaissance Force on IRA orders. Hammond provided the
reporters with what he identified as an internal IRA memorandum alleging
that the IRA leadership was embezzling funds. The bogus document was
purportedly written by a senior IRA leader in Long Kesh Prison. It alleged
that seven leaders of an IRA battalion had embezzled £150,000 of IRA
funds. Hammond told the reporters that he had contacted them because the
leaders of the battalion had betrayed the faith and he wanted to see them
punished. To bolster his claim to be a double agent working against the
British, he gave the journalists basic organizational information about the
Mobile Reconnaissance Force—information that the British government
later confirmed in a press conference.

Convinced that Hammond’s story was genuine, the journalists published a
series of articles in the Sunday Times describing IRA corruption. The first
article was titled “IRA Provo Chiefs Milk £150,000 from Funds,” and cited
as its source a former intelligence officer of an IRA company.

Unfortunately for Hammond, the press article pointed directly to him. The
IRA enforcement arm seized him and conducted an intense interrogation.
Hammond confessed to working for the British and was then shot three
times in the head and once in the stomach. The IRA gunmen then dropped



Hammond’s apparently dead body in a deserted alleyway. Hammond
somehow survived, partially paralyzed and with the loss of one eye.15

The deception was facilitated by information provided through a separate
channel. Whenever the IRA robbed a bank to fund its operations, the
British made a press announcement claiming that an amount somewhat
higher than the actual loss was taken. British television reporter Desmond
Hamill wrote that frequently the effects of this deception could be seen
immediately, “Very often the Army found that soon afterwards, sometimes
even the next day, there would be a number of kneecappings. It was not
good for IRA recruiting.”16

Let’s look at the basics of what makes a deception work.



Basic Principles

Four fundamental principles have been identified as essential to deception.
They are truth, denial, deceit, and misdirection.17 The first three principles
allow the deceiver to present the target with desirable data while reducing or
eliminating signals that the opponent needs to form accurate perceptions. The
last principle leads the opponent to an attractive alternative that commands
his or her attention—a plausible cover story. Let’s look at each of them.

Truth

All deception works within the context of what is true. Truth establishes a
foundation of perceptions and beliefs; these are then accepted by an opponent
and can be exploited in deception. Often, supplying the opponent with real
data establishes the credibility of future communications that the opponent
then relies on.

Truth can be presented to an opponent or an ally without the intent to
deceive. For example, an opponent might already misperceive reality, and
truth is presented to correct that misperception. Such use of truth is especially
relevant when an ally or opponent plans an undesired action based on
misperception. In 1940 Josef Stalin refused to believe that Nazi Germany was
preparing to invade the USSR. The British, aware of this, tried to provide the
truth. Stalin, suspecting a British plot to draw the USSR into the conflict,
dismissed the British effort as a deception. As described in the next section,
Saddam Hussein missed an opportunity to correct the US-led coalition’s
misperception of reality prior to Desert Storm. The coalition believed that
Iraq had weapons of mass destruction (WMD). Saddam knew better, but
maintaining ambiguity about his weaponry helped him both internally and in
dealings with neighboring states. In retrospect, the truth might have served
him better.

In the Stalin example, truth was provided with no intent to deceive. But it is
possible to correct an opponent’s misperception as part of a deception plan.
Historically it has been applied to establishing the credibility of double agents



who can be used with greater effect later. For example, one of the most
famous channels used by the United Kingdom during World War II was a
double agent named Juan Pujol Garcia, known as Garbo to the MI5 and as
Arabel to the German Abwehr. By the end of the war MI5 had provided
Garbo with enough truth to relay to the Germans that he had managed to
receive an Iron Cross from them. Truth in this case was used to ensure there
was no German misperception about his credibility, so that when it came time
to use him for D-Day and the supporting deception, Operation Quicksilver
(described in Chapter 2), the Germans were conditioned to Garbo’s reporting
being credible.

Truth is often presented as part of conditioning: repeating a pattern of
operations (signals, force movements, or similar activities). The idea is to
deliberately condition the target to a pattern of friendly or reliably accurate
behavior, with the objective of desensitizing opponents to indications of a
planned action. One of the best examples of conditioning was applied by the
Egyptians against the Israelis in 1973.



Conditioning: The Yom Kippur War
In the third Arab-Israeli war of 1967, Egypt had lost the entire Sinai
Peninsula to Israel. The Israelis had occupied the eastern bank of the Suez
Canal and built defensive works that included a 60-foot-high sand wall
along the canal. Egyptian president Anwar Sadat was determined to retake
the Sinai, but he needed a way to overcome the Israeli defenses, and he
desperately needed the advantage of surprise.

A key element in breaching the defenses was getting through the sand wall
quickly. After trying conventional methods (explosives and bulldozers),
Egyptian engineers found that a sand wall could be flattened quickly by a
high-pressure stream of water. Egypt subsequently purchased several high-
pressure water cannons from the United Kingdom and East Germany.

The Egyptians conducted an effective conditioning campaign to achieve
surprise. They projected the image of an incompetent Egyptian military in
the press. President Anwar Sadat openly criticized the performance of
Soviet military advisors and of the military equipment that the Soviets
were providing. The Soviets responded with press releases blaming
Egypt’s military for poorly maintaining the missile equipment. Israeli
Defense Forces (IDF) regularly observed Egyptian soldiers fishing and
walking along the banks of the Suez out of uniform. The Soviets leaked
false reports to the foreign press that the Egyptian missile force was
negligent in its maintenance of Soviet-supplied equipment.

The success of the attack ultimately depended on the intentional
conditioning. Prior to the attack, Egyptian forces staged an extensive series
of conditioning operations to desensitize Israeli intelligence. During the
first nine months of 1973, the Egyptian army did the following:

Conducted twenty separate mobilizations followed by
demobilization, so that the pattern became routine.
Practiced canal-crossing operations that were easily observed by the
IDF. The Egyptians moved troops to the canal, built tank ramps, and
created openings in the canal ramparts, followed each time by a
subsequent withdrawal.
Just prior to October 1973, moved successive brigades to the canal to
train, then moved part of each unit back to its point of origin at night



with headlights on, leaving the impression that the entire brigade had
withdrawn.

At first, the Israelis responded to the conditioning efforts by putting their
forces on alert. By October, they had accepted the Egyptian activities as
routine rather than as an invasion threat. They were caught by surprise
when, on October 6, the Egyptians crossed the canal, breached the Israeli
defensive wall with their water cannons, and scored major offensive gains
in the opening hours of the Yom Kippur War.

Denial

In many texts and training courses, deception is coupled with denial, and the
two concepts are labeled denial and deception, or D&D. There are advantages
to treating them separately. One can practice denial without conducting active
deception. Denial often is used when no deception is intended; that is, the end
objective is simply to deny knowledge. Intelligence collectors routinely must
deal with this type of denial:

Terrorist organizations and drug cartels routinely practice operational
security to deny information about their activities to human intelligence
(HUMINT) sources.
Military test ranges schedule their activity to avoid imagery collection
by satellites, aircraft, and unmanned aerial vehicles (UAVs).
Diplomats and military commanders protect their important
communications by encrypting them.
Military units in the field conceal vehicles and artillery using
camouflage.
Governments developing chemical, biological, or nuclear weaponry
conceal their operations by putting them in underground facilities.
Aircraft and ship designers work to suppress the signatures of their
platforms using stealth technologies.

This book does not deal with these types of denial, unless they are a part of
deception. All deception involves some form of denial. One can deny without
intent to deceive, but not the converse. You cannot practice deception without
also practicing denial of some aspects of the truth that you want the opponent



to be unaware of or disbelieve. Operational security (OPSEC) is just as
important to a deception operation as it is to the real operation, if not more,
depending on how much success is hinged on the deception plan.

In fact, all deception requires that you deny the opponent access to some
parts of the truth. Denial conceals aspects of what is true, such as your real
intentions and capabilities.

When used as a part of deception, denial is often part of manipulation, which
requires mixing true and false information. You can, for example, use
manipulation to create a perception of strength where you are in fact weak, or
the opposite. The Iraqi government, under Saddam Hussein, did exactly that
in a denial effort about WMD that extended over several decades.



Iraqi WMD Programs
During the 1980s, Iraq developed chemical weapons that they used against
Iranian troops and civilians during the Iran-Iraq war, and against Iraqi
Kurds after the war. The chemical weapons production plants were built
with the assistance of several German firms, and German companies
provided Iraq with over 1,000 tons of precursor chemicals that were
subsequently used to produce mustard gas, tabun, and sarin.

In the same time frame, the Iraqis pursued a biological weapons program,
drawing heavily on German expertise for facility construction and on the
US Centers for Disease Control and Prevention for biological samples such
as anthrax, botulism toxin, and West Nile virus. The Iraqis claimed that
they needed the samples for medical research. By the time of the first Gulf
War (1991; codenamed by the United States as Operation Desert Storm),
Iraq had weaponized (placed into munitions) thousands of liters of
botulism toxin, anthrax, and aflatoxin.

Finally, Iraq pursued a nuclear weapons development program during the
1980s, relying on Italian assistance to develop several laboratories and the
technologies needed for weapons production. No weapon had been
produced by the time of Operation Desert Storm.

All three WMD programs relied heavily on denial—specifically, denying
information about the purpose of acquiring plants, technology, materials,
and know-how. In the aftermath of the first Gulf War, the Iraqis had to
contend with UN-mandated inspection teams, but continued their programs
at a reduced level. Their efforts were aimed at maintaining the capability to
resume weapons development in the future, rather than to produce
weapons—which the inspection teams would have detected.

To conceal the programs, the Iraqis relied on a detailed knowledge of the
UN inspection teams’ processes. Using that knowledge, they developed a
plan to deceive the inspectors about their WMD efforts. The plan relied
heavily on denial of imagery and specialized technical collection.18
Specifically, they concealed WMD facilities inside existing buildings or
placed them underground. Buildings designed for the same purpose were
deliberately made to appear different from the exterior. They suppressed
telltale emissions and hid power lines and water feeds to conceal the



purpose of facilities. They moved WMD-related equipment at night.19

The Iraqi denial effort was unusual in that it was an attempt to project two
diametrically opposite perceptions to two different targets. Against the UN,
the United States, and its allies, the objective was to portray an image of
weakness—the lack of WMD and WMD programs. Against Saddam
Hussein’s opponents in the Middle East—Iran and Israel in particular—the
objective was to portray an image of strength: that Iraq possessed WMD
and was prepared to use them.

Deceit

Successful deception normally requires the practice of deceit. Without deceit
the target is only the victim of misperceptions due to denial, misinformation,
and/or self-deception, which is not the same as deliberate deception.

Deceit, in turn, requires fabrication—presentation of the false as truth. One
might disguise a chemical weapons plant as a pesticide producer, as Iraq did.
One can disguise friendly forces as neutrals or even as members of the
enemy’s force,20 a practice commonly known as a pseudo operation.

Pseudo operations (also known as “false flag” operations) are frequently
employed to combat insurgencies. They make use of organized teams
disguised as insurgents, employed to penetrate insurgent camps. Their
mission may be to collect intelligence or to capture or kill insurgent
leadership. The team members usually are drawn from existing paramilitary
or military units, though they sometimes make use of captured insurgents
who have been “turned.”21

Pseudo operations teams have proved so successful over many decades that
they are considered to be an essential component of any counterinsurgency
campaign:

One of the earliest reported pseudo operations was conducted in the
Philippines from 1946 to 1955. This was the time of the Huk rebellion.
Originally formed to fight the Japanese, the Huks subsequently began an
insurrection against the Philippine government. In response, the



Philippine Constabulary created a small unit called Force X. The basic
idea was to make this specially trained force look and act like a Huk unit
that could infiltrate into Huk territory, gather intelligence, and kill or
capture Huk leaders. Force X members were dressed and equipped like
Huks. They were trained to talk and act like Huks by four guerrillas who
had been captured and “turned” to work for the government.22
From 1948 to 1955, at about the same time as the Huk campaign, the
British ran a pseudo operation against the Malayan Races Liberation
Army, a predominately Chinese Communist insurgent group. The
operation was so successful that counterinsurgency experts regard it as a
model for such operations.
From 1952 to 1960, the British fought a counterinsurgency campaign
against a tribally based insurgent group called the Mau Mau in Kenya.
The Special Branch used pseudo gangs to infiltrate and then kill or
capture roving bands of terrorists. Initially, these pseudo gangs had been
formed to gain intelligence but they subsequently evolved into combat
groups. Led by European officers in black face makeup, they were able
to get close enough to the enemy to kill or capture them. Such pseudo
groups were composed of loyal Kikuyu, sometimes drawn from tribal
police or regular constables, white officers, and “turned” Mau Mau. The
latter were most important for lending credibility, since they knew the
latest secret signs, finger snaps, and oaths that would convince the Mau
Mau of their authenticity.
Portugal ran a number of pseudo operations in its African colonies
during the 1960s and 1970s. The units were organized in small bands of
African troops, often including insurgents who had been captured and
turned. Their primary role was to gather intelligence.
During Rhodesia’s war against insurgents (1964–1979), military
authorities within the Rhodesian Security Forces realized the need for
accurate and timely intelligence. A secret unit therefore was created in
1973 to acquire this intelligence. The unit was the Selous Scouts,
comprising intelligence experts from the police and military, soldiers,
and turned guerrillas. Eventually this small unit expanded to a
formidable counterinsurgency force of close to 1,000. The Scout
operations put heavy psychological pressure on insurgents; the
insurgents began to constantly fear deception, betrayal, and surprise



attacks. Scouts would often stage elaborate scenarios in which black
members of the unit would pretend to be guerrillas leading captured
white soldiers into a guerrilla camp. At the last moment all weaponry
would be returned to the apparent captives, allowing the Scouts to catch
the entire camp by surprise.
Since the 1990s, the Turkish government has relied on Special Teams,
operated by the gendarmerie, and Special Action Teams, operated by the
police, to counter a Kurdish Partiya Karkeren Kurdistan (PKK)
insurgency. The teams were assigned to conduct high-risk
“counterterrorist” actions against PKK cadres. In practice, the teams
functioned as “death squads,” identifying and killing PKK leaders.
During the coalition operations in Afghanistan that started in 2001,
special military task forces and police units were designed to collect
human terrain intelligence in insurgent-held territories of Kandahar and
Helmand. This included infiltrating hostile territories for shuras
(meetings) with the locals to assess the extent of insurgent activity, as
well as to generate a picture of the social networks of importance in the
areas to contribute to the planning of future operations.
In the fight against Daesh, Iraqis employed special force units to
conduct long-range disruption operations against Daesh lines of
communication, on some occasions using pseudo operations to infiltrate
within striking range, or to draw the Daesh into striking range.

Pseudo operations teams have been successful for decades in collecting
intelligence that could not otherwise be acquired. They have also had a record
of success in offensive operations—disrupting insurgent leadership. The key
to their success is disguise—that is, deceit.

In today’s information age, pseudo operations have broadened to include the
Internet and all its forms of communication. What began as simple deceit
about identity in chat rooms and blogs has expanded with the rapid expansion
of digital social networking possibilities. Social media such as Facebook,
Twitter, and Instagram have become vibrant battlespaces for pseudo
operations. Fake profiles, groups, and avatars operated relatively unhindered
until several of the larger firms began applying policies that are more
restrictive. However, social media today is an acknowledged battlespace



domain that is inherently permissive for pseudo operations.

Misdirection

Misdirection requires manipulating the opponent’s perceptions in a specific
direction. You want to redirect the opponent away from the truth and toward
a false perception. In operations, a feint—often called a diversion—is used to
redirect the adversary’s attention away from where the real operation will
occur. The idea is to draw the adversary away from an area or activity; to
divert the target’s attention from friendly assets; or to draw the target’s
attention to a particular time and place.

Misdirection incorporates the other three principles of deception. It includes
truth, an essential part of all deception. Denial is necessary to protect
information about the real situation. Deceit creates the false perception.

Misdirection depends on having a good understanding of an opponent’s
intelligence sources and processes. The Indian government used such
knowledge in developing a strategic deception plan to cover its nuclear
device test on May 11, 1998. On that date, the Indians conducted three
underground nuclear tests at their Pokhran nuclear test site in the country’s
northwestern desert. The test came as a complete surprise to the US
government. This operation has a number of features that illustrate superb use
of the channels for providing deception, so it will be highlighted again in
Chapter 6.



The Indian Nuclear Test
The nuclear test deception plan succeeded because the Indian government
had an excellent understanding of the keys that US imagery analysts used
to detect test preparations. The US government had succeeded in deterring
an earlier plan by India to stage the tests. In December 1995, US
reconnaissance satellites had observed test preparations at the Pokhran site,
including the movement of vehicles and the deployment of testing
equipment. The US ambassador to India showed the imagery to top Indian
officials in a successful demarche23 to persuade them not to test.24

Using the knowledge they gained from the demarche, the Indians were
able to plan an elaborate deception campaign to conceal preparations for
the 1998 tests. The campaign was many faceted, aimed at protecting the
operation from HUMINT and IMINT.25 The deception campaign had
several elements, making it an excellent example of multi-INT deception.
And it is a prime example of all four characteristics of a deception:

Truth. Their test location was known. Indians had to work within that truth,
knowing that the United States was going to monitor that facility using
imagery. Also, the deception was helped along by the US government’s
knowledge that India wanted to improve trade relations. US officials were
therefore predisposed to believe that India would not provoke a crisis by
testing a nuclear weapon.26

Denial. The effort was protected by extensive secrecy measures within the
Indian government. Few knew of the plan; the decision to test was not
disclosed even to senior cabinet ministers. Work was done at night, and
heavy equipment was always returned to the same parking spot at dawn
with no evidence that it had been moved. The shafts were dug under a
netting of camouflage. When cables for sensors were laid, they were
carefully covered with sand and native vegetation was replaced to conceal
the digging.

Deceit. Piles of dug-out sand were shaped to mimic the natural wind-
aligned and shaped dune forms in the desert area. All technical staff at the
range wore military fatigues, so that in satellite images they would appear
as military personnel charged with maintenance of the test range. The
Indian government issued a number of public statements just prior to the



test, designed to reassure Washington that no nuclear test was
contemplated. Indian diplomats also categorically told their US
counterparts that “there would be no surprise testings.” All scientists
involved in the operation left in groups of two or three on the pretext of
attending a seminar or a conference. Tickets were bought for some location
other than Pokhran under false names, and after arriving at their
destination the group would secretly leave for Pokhran. After finishing
their part of the work, the group would go back, retracing their path. Then
another group would leave for the range, employing similar means to do
their part of the work on the bombs.

Misdirection. Just prior to the test, Indian leaders began an effort to focus
US attention elsewhere. They were aware that the United States monitored
ballistic missile tests at their Chandipur missile test range, more than a
thousand miles from the Pokhran site. They consequently started
preparations for what appeared to be a ballistic missile test at Chandipur.
The Indians actually tested a Trishul surface-to-air missile (which was of
relatively low intelligence interest to the United States), but they moved
additional equipment into the test range so that the preparations appeared
to be for a test of the Agni intermediate-range ballistic missile (which was
of high intelligence interest).27 As a result, US reconnaissance satellites
reportedly were focused on the Chandipur site, with only minimal
coverage of the nuclear test site at the time of the test.28

The following chapters of this book lay out the methodology for organizing a
deception campaign. But first, it’s worth taking a moment to understand the
roles of operations and intelligence in conducting deception.



Roles of Operations and Intelligence

Holt’s commandments of deception described earlier were generated by
lessons learned from World War II and were shaped by the organizational
environment in which military deceptions were carried out by the Allies. It
then should come as no surprise that those tenets are based on deceptions that
required both an intelligence element and an operations element. The
relationship between the two elements has often determined the success or
failure of deception operations.

Deceptions are planned and carried out under the guidance of a decision
maker to support a policy or military objective that can be strategic,
operational, or tactical. In military terms, the decision maker is the
commander; and his or her organization for attaining the overall objective,
referring back to our definition, is called operations.

All deception should be operations led and intelligence driven. It is a simple
edict; but because of the contrasting organizational cultures of operations and
intelligence, it has not always been employed effectively. However, the logic
that operations should be driven by the best situational understanding
possible is hard to deny, and is also the overarching principle behind
deception operations. As stated earlier, deception operations are not carried
out for the sake of deceiving. Rather, they are carried out in order to increase
the chances of success for the real operation. With this in mind, the role of
intelligence becomes no different from nondeception operations; intelligence
must drive the deception operation by providing the best situational
understanding possible.

Deceptions are usually planned by the operations component of an
organization. And experience with conducting deceptions, dating back at
least to World War II, have repeatedly demonstrated that the operations unit
is best equipped to handle the deception mission. PSYOPS, in particular, is
an operations function. Which leaves open the question: What then is the role
of intelligence?



Operations and policy bureaucracies—especially US bureaucracies—are
sometimes criticized as being reluctant to incorporate deception in their
planning. So an upfront role of intelligence is to provide opportunity
analysis: identifying the potential for applying deception in planned
operations.
Once a decision is made to engage in deception, intelligence has several
roles in ensuring that the deception succeeds. It must identify the types
of deception that are most likely to succeed. It must identify likely
reactions of the target for both successful and unsuccessful deception. It
must select the channels for providing the deceptive information.
In the context of driving deception operations, the intelligence element
of the organization applies a reflexive methodology to understanding the
adversary’s process for obtaining and using intelligence—that is, in
counterintelligence. It is reflexive in the sense that the intelligence arm
observes and assesses how the adversary observes and assesses, and this
information is used to create a situational understanding specifically for
use with designing and executing supporting deception operations.

Also, in a few cases, the intelligence organization handles both the operations
and intelligence roles. These cases include several types of covert actions and
those missions in which the primary objective of the operation is intelligence
collection.

Finally, on the subject covered in Chapters 10 and 11—detecting and
defeating deception—the answer is different. There, intelligence must take
the lead. Deceptions inevitably are conducted against the sensory channels of
an organization—primarily, but not exclusively, against intelligence
channels. So the intelligence unit is the first line of defense in countering
deception. Intelligence has the job of being aware of possible deception and
ensuring that its customers are aware of it.

This focuses on two categories that both government and military leaders
often don’t consider: the opportunity to conduct deception against opponents,
and the threat of deception operations conducted against them. It is an
important capability as not only does it increase the chances of success for
your operations, but it also decreases the chance of success of adversarial



operations against your side.

Deception, counterintelligence, and psychological operations, as this chapter
discusses, overlap each other. The traditional Venn diagram shown in Figure
1-3 illustrates that point. It also illustrates the point that operations and
intelligence have specific roles to play in each area. Military organizations
often have separate units responsible for deception and psychological
operations, and there is a history of confusion and friction between the
two.29

Figure 1-3 Venn Diagram of Overlapping Functions

The next several chapters of this book lay out the methodology for organizing
and managing deception and counterdeception. Chapters 2–9 cover how



intelligence analysis should support deception operations, while Chapters 10
and 11 illustrate how intelligence analysis should drive counterdeception
efforts.
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2 The Methodology

The methodology discussed in this book focuses on shaping an opponent’s
decisions and actions. In terms of the definitions in Chapter 1, our emphasis
is on misleading deceptions instead of ambiguity-increasing deceptions. The
remaining chapters of the book, with a few exceptions, center on misleading
an opponent into making decisions and taking actions that result in favorable
outcomes for your side. Nevertheless, the basic methodology applies for all
types of deception, including parts of counterintelligence or psychological
operations.

Roy Godson and James Wirtz, in their journal article “Strategic Denial and
Deception,” provide some detailed guidance for planning and implementing
the misleading type of deception. They observe that

a successful deception campaign requires strategic coherence. The
deceiver nation must have an overall plan in mind for the achievement
of its objectives; it must determine in advance how the target should
behave and how deception will contribute to that outcome. The deceiver
also must predict how the target will react in the wake of both successful
and unsuccessful deception. This is no small task. Those contemplating
deception may engage in wishful thinking when predicting the
consequences of their deception campaign. Additionally, the deceiver
must integrate its actions with (a) efforts to deny an opponent accurate
information and (b) deceptive cover stories. Again, this is no small task.
D&D campaigns require coherent, if not coordinated, action from many
departments, agencies, or ministries. Public statements, press articles,
and Internet communications must be shaped to support the goals of the
nation intent on deception. As this corrupt information is disseminated,
steps must be taken to prevent accurate information from reaching the
target.1

To summarize, all deception has four essential components. First, there must



be a desired objective. Second, there has to be a target, some person or group
of people who are to be deceived. Third, a story is presented—a false picture
of reality. And fourth, one or more channels are selected through which the
story is to be transmitted.

Deception can be successful or unsuccessful only relative to an actor’s
decision-making. Therefore, the underpinning to the four elements is a
decision-making model that can be applied throughout the process.
Determining the drivers of the decision-making of both the deceiver and the
intended deceived is the foundation for bridging theory and practice.
Additionally, the methodology chosen for this foundation must be capable of
engaging both the intelligence and operational facets of an organization, as it
will be the combined inputs of those that will make, break, or detect a
deception.

Put simply, the methodology that underlies deception planning involves
answering these questions:

1. What outcome do we want to see as a result of the deception?
2. What must the opponent do in order for that outcome to happen?
3. What story must the opponent believe in order to make the decision and

take the action?
4. How can we feed the opponent the information to make him or her

believe the story?

The best model to implement this methodology is a variant of John Boyd’s
Observe-Orient-Decide-Act (OODA) loop, but placed within the operational
planning context depicted in Clark and Mitchell’s Target-Centric Network
Modeling.2 Before delving into the methodology, let’s briefly review Boyd’s
OODA loop.



The OODA Loop

The idea of an OODA decision cycle was developed by US Air Force
Colonel John Boyd, originally to help train fighter pilots. Boyd later extended
the concept to address all operational and strategic levels of military
operations and, in fact, of all large organizations, including governments.
This concept is particularly useful in thinking about deception. The OODA
loop is illustrated in Figure 2-1.

Figure 2-1 John Boyd’s OODA Loop

Source: Work by Patrick Edward Moran, GNU Free Documentation
license, original at
https://commons.wikimedia.org/wiki/File:OODA.Boyd.svg.

Boyd’s assertion is that decision-making occurs in a recurring cycle of
observe-orient-decide-act. Both your opponent and you therefore operate
within OODA loops. The advantage in conflict goes to a person or
organization that can traverse this cycle more quickly than the opponent can
—observing and reacting to unfolding events more rapidly than the opponent.
To do this, your side conceals its intentions, or misleads the opponent about
them, while ascertaining the opponent’s intentions and level of knowledge—
which of course is at the core of deception.



So deception, as it is presented within this book, must be understood within
the context of competing OODA loops. Deception is a process, executed in a
manner specifically intended to undermine and disrupt an adversary’s OODA
loop. How that is done is the subject of this chapter.

The OODA loop clearly is a useful way to think about deception, and has
previously been applied to deception problems. In his work on deception
methodology, Rob Dussault uses an identical framework to describe his
interacting-agent model of deception. Dussault applies slightly different
names; the terms in his loop are sense-interpret-plan-act3—reflecting the
longer time frame involved in a deception operation as compared with the
combat time frame of a fighter pilot. Since the Boyd OODA loop is more
familiar to most readers, we have adopted it for this text.

Three perspectives regarding OODA loops are used for perpetrating
deception and for detecting an opponent’s deception.



OODA Loop Perspectives

In battlespaces or highly competitive environments,4 OODA loops constitute
the interactive identity of the antagonists or competitors vis-à-vis each other.
We use the term identity here in the same fashion that Ted Hopf describes it
in his 1998 discussion of world politics. Identity tells

1. you who you are;
2. you who others are;
3. others who you are.5

Understanding the dynamics of deception, to the degree where practical
activities can be pursued to support it, requires a grasp of three OODA
perspectives that mirror Hopf’s description of identity. In deception, the three
distinct views of OODA loops are as follows:

1. How you see your own OODA
2. How you see your adversary’s OODA
3. How you believe your adversary sees your OODA

Let’s examine the three perspectives to understand why it is important to
understand each, both in deception and in counterdeception.

Perspective 1—Understand Your Own OODA Loop

This perspective is the most commonly understood application of the OODA
loop. It entails looking at your own organization and understanding how the
structures and processes belonging to that organization affect the way it
observes, orients, decides, and acts in a given situation. Understanding one’s
own OODA loop is not only necessary for deception planning, but it should
be a must for operational planning in general. Following the loop in Figure 2-
2, this entails the following:

Knowing how your organization observes in the operational
environment. Doing this requires what we call sensor mapping.



Having an intimate knowledge of how your organization orients and
processes the information it collects, and the challenges within the
organization with regard to speed and precision. You must understand
how the organization’s observation function handles the trade-offs
between accuracy and timeliness, for example.
Understanding how the development and exploitation of information
affects the decisions made and actions taken.

In planning deception, this perspective is employed to think about how your
organization will monitor the results of a deception and make needed
adjustments within its own OODA loop. As we’ll see, the goal is for this loop
to operate faster than the opponent’s OODA loop—also known as getting
inside the opponent’s OODA loop.

Both your intelligence and operations components need a good understanding
of your organization’s OODA loop in order to plan a deception. Each has
unique expertise to contribute, as Figure 2-2 indicates. Operations decides
what should be done and carries out the decision. Intelligence observes,
analyzes, and feeds the intelligence to operations.

Figure 2-2 Your OODA Loop

Perspective 2—Understand the Adversary’s OODA Loop

Planning how to get inside the adversary’s OODA loop and conduct



deception requires a good understanding of how your opponent observes in
its operational environment. Therefore, sensor mapping the adversary is the
key to understanding how to build up a deception operation. How do they
collect information? What classified (such as IMINT) and unclassified (such
as OSINT) platforms might they have access to? All of the adversary’s lawful
and unlawful collection sources and sensors need to be identified.

Just as important is knowledge of how the adversary orients information that
they collect. Primarily, the goal is to consider what they want to collect on
and how they collate it. In short, your organization must track the adversary’s
intelligence collection efforts and how they make use of the product of
collection. With this information comes an understanding of how they will
use intelligence to make decisions and execute actions.

As Figure 2-3 indicates, understanding the adversary’s OODA loop relies
heavily on intelligence. But your side’s operations component inevitably has
a unique understanding of the opponent’s decision and action process,
especially if they have long experience in dealing with the opponent. For
example, the deception that Egypt carried out at the beginning of the Yom
Kippur War (see Chapter 1) was well planned because the Egyptians had
years of experience in dealing with the Israeli military. And the Israelis have
executed many successful deceptions against the Arabs by dint of their long
experience—predating, in fact, the 1948 conflict between the Arabs and
Israelis that helped create the state of Israel.

Figure 2-3 The Adversary’s OODA Loop



Perspective 3—Understand How the Adversary Views
Your OODA Loop

Gaining this point of view requires that the first two OODA perspectives are
established. Knowledge of those produces sufficient grounds to estimate how
the adversary understands your side’s observation capability, orienting
process, and the resulting decisions and actions. Perspective 3 is your side’s
estimate of the adversary’s estimate of your own OODA loop, illustrated in
Figure 2-4.

Figure 2-4 The Adversary’s View of Your OODA Loop

Establishing this perspective to any level of usefulness is important to both



deception planning and deception detection. Its primary contribution to
deception planning (if the estimate is accurate) is that it allows your side to
increase its operational security surrounding the deception—knowing what
indicators to avoid that might trigger the adversary’s curiosity as to what the
real plan is.

Where it concerns deception detection, understanding this perspective
facilitates a search for incongruences and congruences in the information
your side’s sensors collect that might indicate that you are in fact being
deceived. In particular, a comparison of your understanding of your side’s
OODA loop with the opponent’s understanding provides an opportunity to
identify both how the opponent might attempt to deceive you and the
channels that your side has that would detect such a deception.

Armed with these three perspectives of OODA loops and one explicit
additional step, we can plan and execute a deception operation. Boyd
assumed an outcome, or result of his actions in every cycle around the loop—
a feedback step between action and observation, based on the result of each
action. This result includes the unfolding circumstances, interaction with the
environment, and the opponent’s actions in response to your actions. The
opponent, after all, is running his or her own OODA loop while you are
running yours. But it is important to make the outcome of the action explicit
in deception planning. So for this book’s purposes, an additional step is
required—inserting the outcome—into Boyd’s loop. The loop now looks like
Figure 2-5. This is the loop for the planning process—with a slight change; a
reversal of the arrows to create what is called an inverse loop.

Figure 2-5 The OODA Loop with an Explicit Outcome



Planning Deception: The Inverse OODA Loop

RAND researcher Scott Gerwehr has defined a process for planning
deception that proceeds chronologically as if going backward in the OODA
loop or, as he puts it, “planning backwards.”6 It’s rather like reverse
engineering the problem. That is, it starts with the desired end result: the
objective in mind for conducting a deception. Next, choose the target—the
person(s) who make the decision—and determine the action that you want the
person(s) to take that will lead to the desired objective. Then create the story
that leads to the decision, shaping the way the opponent orients, or analyzes
the sensed information. Finally, develop the means, which focuses on the
opponent’s channels of observation and orientation.7

To restate, the inverse OODA loop methodology comprises these steps, as
shown in Figure 2-6:

1. The desired outcome scenario. This is the objective. Envision a future—
a desired end-state target—that is more favorable than the likely one if
nothing were done. Both target futures take the form of scenarios—an
expected one (if no deception were planned) and a desired one.

2. Decision/action. Identify the key branch points that lead to the desired
end state (as opposed to the expected end state absent deception). The
key branch points are ones where the opponent (the target) must make
decisions and take specific actions—or refrain from acting.

3. Orientation. At the key branch points where the opponent must take
specific actions, create a story—a fictional scenario—that the opponent
must believe in order to take the desired actions.

4. Observables. Continue working backward through the OODA loop to
identify the set of observables and associated channels that would lead
to the opponent believing the story, and thence to the opponent’s desired
decisions and actions.

Figure 2-6 Planning Deception



In the following chapters, we’ll discuss each of these steps. But first, let’s
examine an example from World War II that is a classic in deception, and see
how the inverse loop worked in that case.



Operation Mincemeat
In 1943, during World War II, the Allies were developing plans for the
invasion of Sicily, codenamed Operation Husky.

Desired Outcome Scenario

Absent deception, the Allies expected to face fierce resistance from
German forces stationed on the island. Their objective was to create a more
favorable invasion scenario that would result in facing fewer opposing
troops in Sicily.

Decision and Action

Some type of deception, therefore, was called for. To get to their objective,
the Allies needed to persuade the Germans to deploy troops elsewhere in
the theater, away from Sicily. Decisions such as this were being handled
by Adolf Hitler, so he was the target of the deception. He would likely
make such a decision only if convinced that the invasion would occur in
another part of southern Europe. The British orchestrated an elaborate
deception operation, codenamed Operation Barclay, to convince Hitler that
such was the case.

Observation and Orientation

The “story” to be used was that the invasion would hit either the Balkans
or Sardinia rather than Sicily. Several channels were used to convey the
“story.” Radio communications; bogus troop movements; currency
transactions; preparing maps of Greece and Sardinia—all accomplished in
such a fashion that German and Italian intelligence would observe them—
were designed to give the impression of a landing in either Greece or
Sardinia.

The most interesting part of Operation Barclay had the unappetizing name
Operation Mincemeat; it was first revealed in Ewen Montagu’s book (later
a motion picture) entitled The Man Who Never Was.8 The British planned
and executed this part of the deception during early 1943. Because
Operation Mincemeat proved to be a critical part of the deception, the
observation/orientation part of the OODA loop (Figure 2-6) is worth



looking at step by step.

Observation: The British had a good understanding of how German
intelligence operated. They had an especially good grasp of the German
operations in Spain and the observation channel that resulted from close
linkages between German and Spanish intelligence. Armed with this
knowledge, they were able to plant on the Spanish coastline the body of an
apparently drowned British staff officer carrying documents that indicated
the targets of the next Allied invasion. This involved dressing a corpse as a
British Royal Marines officer. To the corpse was attached a briefcase with
documents indicating where the upcoming Allied invasion of southern
Europe would take place. The corpse and briefcase were then released
from a submarine near the coast of Spain, where it was expected that the
body would be found and the briefcase’s contents shared with German
intelligence.

Orientation: The deception succeeded because the British had an excellent
model of how the German and Spanish services worked together, and they
knew what form of information the Germans were likely to believe. A fake
operations plan probably would have aroused German suspicions. Instead,
the key document was a masterpiece of subtlety, in the form of a personal
letter hinting that the next invasions would hit Sardinia and Greece, and
that Sicily (the actual invasion target) was a feint.

The Outcome

The deception was unquestionably successful. Hitler relied on the
Mincemeat documents in ordering a redeployment of his forces to counter
the expected invasion. The Germans reinforced their defenses of Sardinia
and Greece, pulling units out of both Sicily and Russia. When the Allied
forces came ashore on July 10, 1943, only two German divisions remained
in Sicily. By July 17, Sicily was in Allied hands.

In later chapters, we will return to Operation Mincemeat. It made good use of
British intelligence channels to determine that the deception was being
accepted by the Germans (Chapter 9). It also provides some examples of how
an astute opponent can identify a deception (Chapter 11), though the
Germans failed to identify the Mincemeat deception.



Executing Deception: The Forward OODA Loop

When you have completed the observation step, you’re not finished. The next
step is to finish planning and then to execute the deception—a topic we’ll
visit in detail in Chapter 9. An astute reader has probably noted that Figure 2-
6 does not describe a loop. To complete the loop (and the methodology), you
have to go through an execution process as shown in Figure 2-7—creating
the OODA loop that you desire your opponent to follow.

Figure 2-7 Executing Deception

That process involves selecting the channels for conducting the deception and
then identifying and dealing with possible undesired end states resulting from
adding deception to the OODA loop. As part of this, you conduct a
deconfliction analysis (see Chapter 9) and then execute the deception. The
process completes a loop as shown in Figure 2-7. Finally, you monitor
subsequent indicators to determine whether they are pointing to the desired
outcome scenario.

These steps are listed in the logical order, but in practice they create an
iterative process. That is, you might start with an inverse OODA loop based
on the belief that a certain action by an opponent will result in a favorable
outcome; then go forward through the loop and find that the opponent’s
possible actions lead to undesired outcomes—making it necessary to go back



into the loop at some point and revise it. In some cases, it may become
apparent that the desired outcome scenario is unachievable or too risky to
attempt, given the opponent’s sensory channels or decision process. In that
case, you must start over with a different desired outcome.

The planning phase also has to consider what is likely to happen once the
deception has been executed and the outcome is apparent. Often, the
opponent will recognize from the outcome that he or she has been deceived.
Sometimes, the outcome will not be what was expected. In any case, you also
often have to plan for multiple OODA loops as part of a deception, and for
multiple circuits of a single OODA loop. That idea leads us to a second
classic case from World War II—the elaborate deception that supported the
Normandy invasion.



Operation FORTITUDE
During the spring of 1944, the Allies were busy planning for the invasion
of Nazi-occupied Europe. The decision had been made for the invasion to
hit the French beaches at Normandy. The problem for the Allies was that
the invading forces would be highly vulnerable to counterattack during and
in the days after the landing. It was likely, in fact, that the German
Wehrmacht would defeat the invasion by hitting it during the landing
phase, if they were positioned to attack soon after the invasion began. To
avoid that outcome, the Allies developed an elaborate deception known as
Operation Fortitude. We’ll revisit this deception in later chapters to
illustrate a number of points. For now, let’s focus on using the inverse
OODA loop.

Desired Outcome Scenario

The desired outcome had two phases (and consequently required taking the
Germans through two circuits of an OODA loop). Prior to D-Day, the
objective (loop one) was for as many German forces as possible to be
concentrated in areas other than Normandy, and preferably far from
Normandy. After D-Day, the objective (loop two) was to delay as long as
possible the redeployment of German forces to the Normandy beachhead.

Loop One Decision and Action—Pre D-Day

For German units to be deployed as far from Normandy as possible, the
German leadership—and specifically Adolf Hitler—needed to be
convinced that an attack was coming elsewhere. This led to two separate
deception operations: Fortitude North, designed to convey the threat of an
invasion of Norway; and Fortitude South, an apparent invasion of the
continent at Pas-de-Calais, directly across the English Channel from
Dover.

Loop One Observation and Orientation—Pre D-Day

For Fortitude North, the Allies provided the Germans with evidence of a
buildup of military forces in Scotland, the logical departure point for a
Norway invasion. They had previously created a fictional British Fourth
Army, headquartered in Edinburgh Castle. The deception was conveyed



through several channels:

Radio units based in Scotland transmitted false radio traffic,
purportedly coming from Fourth Army units.
British media broadcast fictional news about Fourth Army troop
activities such as football scores and wedding announcements.
Two double agents in Scotland codenamed Mutt and Jeff transmitted
to their German handlers false information about the arrival of troops
in the area.
In early spring of 1944, British commandos attacked targets in
Norway to simulate preparations for invasion. They destroyed
industrial targets, such as shipping and power infrastructure, as well
as military outposts.
At the same time, British naval activity off Norway increased
markedly.
The British applied political pressure on neutral Sweden in such a
fashion as to lead German observers there to conclude it was intended
to facilitate an invasion of Norway.

Fortitude South was designed to reinforce Hitler’s predisposition to believe
that an invasion would come via the shortest route into Europe, at Pas-de-
Calais. The Allies consequently created several deception operations to
support that predisposition. One of these, called Operation Quicksilver,
involved a fictional invasion force in the region around Dover, publicly
identified as General Patton’s First US Army Group (FUSAG). The Allies
employed deceit in several channels by

Transmitting radio messages simulating units of General Patton’s
FUSAG in the Dover area
Leaking false information through diplomatic channels that were
accessible to the Germans
Using doubled German agents (Garbo and Brutus) to supply false
reports to their handlers in Germany
Displaying dummy landing craft in the Dover port areas
Turning on lights to simulate activity at night where the dummy
landing craft were located
Heavily bombing the Pas-de-Calais beach area and railways in the
area immediately before D-Day

Some histories have reported that Quicksilver also used large numbers of
dummy tanks, military vehicles, and other equipment that appeared to be



assembling for an invasion across the Channel. The dummy equipment
supposedly made use of inflatables that were highly detailed and were
designed to look real when photographed by overflying German
reconnaissance aircraft. Though dummy equipment was used in a number
of deceptive operations in Europe, it appears that Quicksilver only made
use of dummy landing craft that could be observed from the English
Channel; by 1944, German reconnaissance aircraft couldn’t survive for
long over England.

Of equal importance was denial of other channels: The Allies denied the
Germans intelligence about the preparations for invasion in the ports of
southern England—which would have pointed to the actual invasion target.
Reports from southwestern England through doubled agents indicated few
troop sightings there.

Loop One Outcome

Operation Fortitude was a success. Fortitude North was so successful that
by late spring 1944, Hitler had thirteen army divisions in Norway. In
response to Fortitude South, the Germans allocated much of their defenses
to Pas-de-Calais, well away from the real invasion site.9 The deception
cycle then proceeded into loop two.

Loop Two Decision and Action—Post D-Day

After D-Day, the Normandy landing was an established fact readily
observed by the Germans, and the Allies engaged the second round of the
Fortitude South OODA loop, now with the objective of delaying the move
of Wehrmacht reinforcements to Normandy. The “story” to be conveyed
was that Normandy was a feint; the real invasion was to take place at Pas-
de-Calais after Wehrmacht troops had withdrawn from that area to deal
with the Normandy invasion.

Loop Two Observation and Orientation—Post D-Day

The key observable here came from two doubled German agents,
nicknamed Garbo and Brutus, who had previously provided fictitious
reporting on the activities of FUSAG. Both reported in the days after June
6 that FUSAG was still positioned near Dover, ready to invade at Pas-de-
Calais.

Loop Two Outcome



On Hitler’s orders, the Wehrmacht kept the 15th Army of 150,000 troops
near Pas-de-Calais until August 1944. By that time, the Normandy
beachhead was secure.

With this background on the methodology of deception, Chapters 3–6 delve
step-by-step into the four elements that comprise it, beginning from Figure 2-
6.
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3 The Outcome Scenario

A desired outcome is best represented by a scenario. All scenarios are in
essence specially constructed stories about the future, each one modeling a
distinct potential outcome. Presumably, we begin with some idea of a likely
outcome scenario that, absent any deception effort, is undesirable. We then
identify a desired scenario, one that might be achieved via a deception effort.

Up front, the desired scenario is used to plan deception—the subject of
Chapters 4–6. During execution of the deception, the desired scenario is used
to search for the indicators that would tell whether it, or another scenario, is
actually developing. The indicators help identify which alternative outcomes
should be prepared for, so that the operations team can respond.

There are several formal methodologies for identifying likely outcome
scenarios. CIA’s tradecraft manual describes one such methodology, called
alternative futures analysis.1 Because the objective of deception is to shape
the future, not simply estimate it, we take a somewhat different approach in
this book.

The outcome scenario can be strategic, operational, or tactical. But an
outcome scenario can be viewed from at least six different perspectives, and
in considering outcomes, it is worth thinking about all six.



Outcome Scenarios: The PMESII View

When thinking about scenarios, we are concerned about how deception
affects the outcome scenario. Barton Whaley’s definition of deception, from
Chapter 1, refers to three scenarios of deception when he says that it is
“Information … intended to manipulate the behavior of others by inducing
them to accept a false or distorted perception of reality [in] their physical,
social, or political environment.”2

Whaley’s definition is a start. But to take a more complete perspective, six
broad classes of outcome scenarios should be considered: political, military,
economic, social, infrastructure, and information, abbreviated PMESII.3 Any
desired outcome scenario will be some combination of these classes. The
PMESII construct stimulates original thinking about the results of a deception
(both good and bad outcomes) and can be helpful in detecting and countering
deception. Following is a summary of what each class of scenario might
encompass with regard to deception.

Political. Describes the distribution of responsibility and power at all
levels of governance—formally constituted authorities, as well as
informal or covert political powers. Examples of political outcome
scenarios might include encouraging regime change; strengthening allies
or weakening political opponents; inducing government repression of a
minority population; or creating a coalition or standing alliance to
oppose an opponent’s expansion—NATO (the North Atlantic Treaty
Organisation) is a premier example of such a coalition, though not one
created by deception.
Military. Explores the military and/or paramilitary capabilities or other
ability to exercise force of all relevant actors (enemy, friendly, and
neutral) in a given region or for a given issue. Examples of military
outcome scenarios might include achieving surprise in an attack;
strengthening military allies; or inducing opponents to build the wrong
force structure or spend money on the wrong defenses.
Economic. Encompasses individual and group behaviors related to
producing, distributing, and consuming resources. Examples of



economic outcome scenarios might include inducing other countries to
place a trade embargo on a country; encouraging others to crack down
on the narcotics trade; or disrupting existing trade agreements.
Social. Describes the cultural, religious, and ethnic makeup within an
area and the beliefs, values, customs, and behaviors of society members.
Examples of social outcome scenarios might include introducing a
contentious issue that destroys unity in a population; or its opposite,
inducing popular opposition to a divisive movement. The Chinese
government, for example, has conducted a number of deceptions as part
of its campaign to develop domestic opposition to the Falun Gong
movement.
Infrastructure. Details the composition of the basic facilities, services,
and installations needed for the functioning of a community in an area.
Examples of infrastructure outcome scenarios might include inducing a
government to abandon nuclear power, to its disadvantage; or causing a
government to neglect, or overspend on, its transportation,
communication, or food needs.
Information. Explains the nature, scope, characteristics, and effects of
individuals, organizations, and systems that collect, process,
disseminate, or act on information. Many outcome scenarios in this
category involve deceptions intended to disrupt or discredit an
opponent’s intelligence service.

An outcome scenario seldom must deal with only one of these factors.
Complex scenarios are likely to involve them all. The events of the Arab
Spring in 2011, the Syrian uprising that began that year, and the Ukrainian
crisis of 2014 involved all of the PMESII factors.

Although no outcome scenario is likely to have only one PMESII
perspective, there often is a dominant one, as illustrated in the examples that
follow.



Political

Political deception is often referred to by the elegant euphemism “perception
management,” though all deceptions seek to manage perceptions in some
fashion. It usually involves targeting national or regional leaders.

Former US Defense Intelligence Agency senior analyst Cynthia Grabo notes
a number of examples of political deception where a government offered to
negotiate an issue with the intent to mislead its opponent’s leadership about
an impending attack. She cites, for example, the negotiations or proposals
that preceded the Soviet attack on Hungary in 1956 and the proposal by
North Korea prior to invading the South in 1950.4 The deception that
preceded the Cuban missile crisis is another example that had military aspects
but the targets of which were primarily political.



The Cuban Missile Crisis
In early 1962 the Soviets decided to emplace nuclear-equipped SS-4 and
SS-5 ballistic missiles in Cuba to counter the increasing US edge in
ballistic missiles aimed at the Soviet Union. For the Soviets, the desired
outcome scenario was that the US government would do nothing about the
deployment—which they expected would be the case if the United States
failed to recognize the deployment until the missiles were in Cuba and on
combat-ready status. They envisioned a fait accompli—presenting the
United States with a strategic missile threat from Cuba when it was too late
for a US response.

The deployment was to be hidden from US intelligence by an elaborate
D&D program that combined HUMINT, IMINT, OSINT, and diplomatic
deception. It applied all four of the fundamental principles of deception
described in Chapter 1:

Truth. En route, the ships carried agricultural equipment—tractors and
harvesters—in plain sight. On reaching Cuba, anything that resembled
agricultural equipment was unloaded in the daytime. Radio Moscow
regularly reported that the Soviet Union was supplying Cuba with
“machine tools, wheat, and agricultural machinery … and fertilizer.” In
what proved to be a brilliant move, the Soviets leaked accurate information
about the deployment to mask it. They funneled accurate details through
counterrevolutionary Cuban organizations in the United States. The CIA
discounted the information because they did not regard the groups as
credible, and dismissed the subsequent stream of reporting from Cubans,
tourists, and foreign diplomats in Cuba—some of which were valid—as
simply more of the same.

Denial. Missiles were shipped from eight Soviet ports to hide the size of
the effort; the missiles were loaded under cover of darkness. On reaching
Cuba, weaponry was unloaded only at night, and moved directly to the
missile bases along back roads at night. If visible on the decks, the missile
crates and launchers were shielded with metal sheets to defeat infrared
photography.

Deceit. Soviet military units designated for the Cuban assignment were
told that they were going to a cold region. They were outfitted with skis,



felt boots, fleece-lined parkas, and other winter equipment. Officers and
missile specialists traveled to Cuba as machine operators, irrigation
specialists, and agricultural specialists. The ships’ captains made false
declarations when exiting the Black Sea and the Bosporus. They altered
the cargo records and declared tonnage well below what was being carried.
They often listed Conakry, Guinea, as their destination. During September,
Soviet diplomats gave repeated assurances to top US officials (including
President John Kennedy) that they had no intention of putting offensive
weaponry in Cuba.5

Misdirection. As noted earlier, a view of the top decks conveyed the
impression that the ships were carrying only agricultural equipment. The
Soviets and Cubans used Cuban counterrevolutionaries as a channel for
reporting on missile deployments, knowing that CIA analysts would
dismiss the reporting (and subsequent valid reports) as fabrications.

The political deception was a remarkably well-crafted multi-INT D&D
effort that succeeded for a long time because the Soviets had a very good
understanding of US intelligence capabilities and predispositions. But for a
few mistakes discussed later, it might have succeeded.



Military

Military deception has been practiced for several millennia. Sun Tzu’s quote
on deception in the preface illustrates its antiquity. Many of the best
examples of military deception date from World War II. Deception was used
frequently in that war to influence military leaders at the strategic,
operational, and tactical levels. Much of the writings on deception since then
have drawn on those examples because they illustrate the basic concepts and
principles so well. Cases such as Operation Mincemeat and Operation
Quicksilver have become exemplars of how to apply these concepts and
principles.

However, plenty of military deceptions have been executed in more recent
times. Deception can support both offensive and defensive military
operations; and it can support tactical and strategic or operational actions.
The desired outcome scenario in offensive operations almost always is to
prevail in conflict—Egypt’s objective in the Yom Kippur War was a notable
exception to the rule, since the Egyptians did not expect to win but rather
were setting the stage for a political settlement. In defensive deceptions, there
can be a wider range of objectives. The following case illustrates a defensive
and tactical deception that had the objective of simply avoiding defeat. In
Chapter 4 we’ll look at the deception that supported the 1990 Operation
Desert Storm, which was operational and offensive and, of course, had the
objective to prevail in the conflict.



Tactical Defensive Deception in Kosovo
From February 1998 to June 1999, Kosovo—a former part of Yugoslavia
—was the scene of bitter conflict. On one side was the Federal Republic of
Yugoslavia (at that time, comprising the Republics of Montenegro and
Serbia), which claimed Kosovo as its territory. On the other side was an
Albanian rebel group called the Kosovo Liberation Army (KLA). After the
failure of negotiations for a diplomatic solution, and responding to reports
of Serbian atrocities, NATO began a campaign of airstrikes against the
Serbian forces in March 1999. The Serbs responded with a deception effort
that achieved some measure of success in defending against a force of
1,000 NATO aircraft during some ten weeks of airstrikes. Though the
deceptions were well executed, eventually Serbia was forced to withdraw
from Kosovo in the face of a threatened NATO ground forces invasion.

The war in Kosovo highlighted a Serbian military that was well versed in
deception means and techniques. The Serbs drew heavily on Soviet
Maskirovka doctrine in their deceptions. Maskirovka is defined in the 1978
Soviet Military Encyclopedia as

A means of securing the combat operations and daily activity of forces; a
complex of measures designed to mislead the enemy as to the presence and
disposition of forces and various military objects, their condition, combat
readiness and operations and also the plans of the commander….
Maskirovka contributes to the achievement of surprise for the actions of
forces, the preservation of combat readiness and the increased survivability
of objects.6

The Serbs applied Maskirovka extensively in Kosovo:

They built decoy bridges out of plastic tarp and logs, and placed them
near camouflaged real bridges—combining denial with deceit.7
They painted bridges with infrared-sensitive material to break up
their distinguishing shape in order to mislead US intelligence sensors.
Serbian forces employed numerous decoy tanks throughout Kosovo.
Some tanks were quite crudely built of wood and plastic; at close
ranges, they were obvious decoys, but they were effective in
deceiving Allied pilots flying at high altitudes.
To add more realism to their deception, they created heat sources by



burning trash, tires, and cooking oil near the decoy tanks to create an
infrared signature.8
Serbian forces disguised the results of Allied bombing in order to
deny US intelligence an accurate battle damage assessment. Besides
removing and hiding military wreckage, they created dummy bomb
craters on roads and runways to portray damage and thereby avoid
NATO targeting.



Economic

Deception has long been practiced by private persons and companies for
economic gain. Techniques such as Ponzi schemes and deceptive corporate
accounting are daily occurrences. These all are basically fraud and are not
treated in this book; they typically fall in the purview of law enforcement.

Deception about trade also is common, especially in the case of illicit trade
and gray arms trade. Godson and Wirtz note that “global financial markets
and commerce form a new and profitable venue for D&D operations.”9 At
the strategic level, deception is a tool for concealing or exaggerating
economic strength or weakness to gain economic or other advantages.
Deception in currency or commodities markets or products is practiced at the
tactical level, as the following case illustrates.



The 1972 Soviet Wheat Crop Deception
In 1971 the USSR was facing a major wheat crop shortage that had to be
covered by very large imports of wheat. Had that fact been generally
known, it would have caused a major surge in the price of wheat
worldwide—and, of course, would have resulted in the Soviets having to
cover the shortfall at substantially higher prices than the existing market
offered.

The Soviets perpetrated an elaborate deception to avoid that outcome
scenario. They contacted major US grain exporters and arranged secret
meetings to purchase the wheat without revealing the buyer. They entered
into negotiations with US officials for an agricultural trade deal,
meanwhile concealing their impending shortfall and their negotiations with
exporters.

In July and August 1972, the USSR purchased 440 million bushels of
wheat for approximately $700 million. At about the same time, the Soviets
negotiated a trade deal under which the United States agreed to provide
them with a credit of $750 million for the purchase of grain over a three-
year period.10

The primary risk to the deception involved agricultural attachés from the
US Department of Agriculture’s Foreign Agricultural Service. These
attachés had the job of monitoring crop developments worldwide and
routinely reported on expected Soviet crop yields. Their estimates at the
time were based on visual observations—requiring frequent visits to crop-
producing areas. This part of the deception involved the Soviets steering
their visitors to a few selected fields that were producing high yields—
ensuring that the attachés had no chance to view other fields en route.11
The US attachés suspected that they were being deceived but couldn’t
prove it.

Had the US government been aware of the Soviet shortfall, it certainly
would not have extended the $750 million credit for grain purchases. It
would have forced the Soviets to accept substantially higher prices for the
grain that it did purchase. And it would have avoided the later political and
economic consequences: The Soviets had acquired their wheat at bargain
prices; the US government had funded the purchase; and US consumers



had to deal with sharply higher food prices. The result was a political
embarrassment for the US government.



Social

Deception is most often defined as influencing a decision maker to do
something. But it is also used in information operations generally—and
especially in PSYOPS—to shape public opinion, often about atrocities or, for
example, adverse results of airstrikes.

During the Kosovo conflict, the Serbs brought in news reporters to show
them the results of a NATO airstrike that featured many bodies. A
blood-stained baby doll was prominent in one photo and garnered such
international attention that the same doll subsequently appeared in
staged photographs of the results of other alleged air attacks.12
During Operation Desert Storm, the Iraqis sheared off the dome of the
al-Basrah mosque, then brought foreign news media to the location and
falsely accused the coalition and the United States of destroying
religious shrines. The deception was crude—no bomb could cleanly cut
the top off of a mosque and leave the surrounding building undamaged,
and the nearest bomb crater was some distance from the mosque. But
many people accepted the incident as true.
During 2015, a widespread belief developed among Iraqis that the
United States was secretly supporting Daesh. Iraqi fighters reported
viewing videos of US helicopters delivering supplies and weapons to
Daesh. The widely believed (among Iraqis) rationale for such an
unlikely collusion was a US goal to regain control over Iraq and its oil
reserves.13 Although the source of the belief (and the videos) could not
be established, a PSYOP operated by Iran or its Iraqi supporters is a
possibility.

Unlike most deceptions, the end objective of social deception may not be to
cause specific actions by the target population, but rather to shape attitudes.
Psychological operations are most commonly associated with these
deceptions. But one social deception during WWII also was aimed at
encouraging specific actions, as the next case—which we will return to later
on—illustrates.



Black Boomerang
The British Secret Service set up a novel and very successful “black”
psychological operation14 that made use of BBC monitoring of German
radio broadcasts during World War II. A black radio station in the United
Kingdom was staffed with native German speakers, including anti-Nazi
prisoner of war (POW) volunteers. Purporting to be a German Wehrmacht
station called Atlantiksender, it broadcast news for the troops. Interspersed
with actual news items were tidbits of distortions and gossip designed to
drive a wedge between the Wehrmacht and the Nazi party. The full story is
told in Sefton Delmer’s book, Black Boomerang.15

The stories in the news broadcasts typically hit themes such as the
inequality of sacrifice between the common soldier and the “privileged”
Nazi party functionaries and, therefore, were intended to promote no more
serious actions than malingering and desertions. But some broadcasts were
carefully tailored to encourage sabotage. In “news items,” the broadcasters
criticized U-boat crew members who had, due to a “selfish desire for self-
preservation,” delayed the departure of their submarines by conducting
unattributable acts of sabotage. The unattributable acts were, of course,
carefully described in the broadcast.

Black propaganda can be a highly effective deception tool, and it is
especially useful in conjunction with other types of deception, applied to
achieve synergy.



Information

As noted earlier, intelligence is usually thought of as a channel for deception
—the information channel. A major feature of the Indian nuclear test (see
Chapter 1) was the elaborate intelligence deception the Indians conducted to
defeat US imagery assets. In that case, the target was political (with a goal of
having the US leadership take no action), and the information channel was
simply the means.

There are a number of cases, though, where the information channel (the
intelligence organization) is the target. These usually fall into the realm of
counterintelligence. The Soviet and later the Russian government conducted
an elaborate series of deceptions between 1985 and 2001 to protect two of its
most valuable intelligence assets—Aldrich Ames and Robert Hanssen. Those
cases are discussed later, in Chapter 6. Some of the earliest and most
effective information deceptive operations were set up to protect the Ultra
collection program.



The Ultra Deception
During World War II, British cryptanalysts (with help from the Polish
Secret Service) managed to break the German Enigma encryption system
—a story that has been told in books (The Ultra Secret and Codebreakers:
The Inside Story of Bletchley Park) and a 2014 film (The Imitation Game).
This breakthrough allowed the British to read sizeable portions of the
German military’s top-secret messages to its army and navy commanders
in the field. Ultra subsequently became a major factor in Allied military
successes during the war. We’ll revisit the Ultra case in later chapters,
because it illustrates several features of a successful deception.

Soon after they successfully broke the encryption, the British recognized
the dangers of aggressively using the intelligence they were getting. The
messages revealed, for example, German U-boat deployments to intercept
convoys and the locations of Axis supply ships bound for North Africa. If
the British were to warn the convoys, or intercept the U-boats and supply
ships, Germany would likely suspect a communications compromise.

The solution was a deception requiring the use of a credible alternate
channel. Where action had to be taken that might appear suspicious—
mostly sinking German or Italian ships and submarines based on Ultra
intercepts—some action had to be taken that would point to an alternate
channel. Spotter aircraft and submarines typically would be sent to identify
the target, which was then attacked.16 Axis forces monitoring the aircraft
and submarine radio transmissions believed that the attacks were the result
of normal reconnaissance. To avoid raising suspicions about the consistent
“lucky” finds by a single aircraft, the British would send out several search
missions to cover different areas, including the one where they knew that
the ships would be found. As Sir Harry Hinsley describes the protocol,

Every one of those ships before it was attacked and sunk had to be
sighted by a British aeroplane or submarine which had been put in a
position in which it would sight it without it [the ship] knowing that it
[the British aircraft or submarine] had been put in that position, and
had made a sighting signal which the Germans and the Italians had
intercepted. That was the standard procedure. As a consequence of
that the Germans and the Italians assumed that we had 400



submarines whereas we had 25. And they assumed that we had a huge
reconnaissance Air Force on Malta, whereas we had three
aeroplanes!17

In some cases, this standard protocol wasn’t feasible, and some additional
deception was necessary. During 1941, a convoy of five ships left Naples
carrying supplies that were critically needed by Axis forces in North
Africa. Normally a reconnaissance mission would be sent out to observe
the ships, and strike aircraft would take off after the sighting was reported.
In this case, the ships would arrive at their North African port before the
strike aircraft could catch them. British prime minister Winston Churchill
ordered an attack based solely on Ultra intelligence. Fearing that the
Germans would suspect that their communications had been compromised,
the British conducted a special deception operation. They sent a radio
message congratulating a nonexistent spy in Naples for warning them of
the ships’ departure. The message was sent using a cipher system that the
Germans could decode, and it apparently succeeded.18

Sir Hinsley notes that the problem in the North Atlantic required additional
deception approaches:

Similar precautions were taken in the Atlantic, but there the problem
was different. That is why the Germans got most suspicious about the
Atlantic. The great feature there was that the Enigma was used in the
first instance not to fight the U-Boats but to evade them. And the
problem was how could you evade them without their noticing. You
have a situation … in which the number of U-Boats at sea in the
Atlantic is going up, and the number of convoys they see is going
down!19

How do you cover that? We did cover it but it was done by a different
system from what I have just described in the Mediterranean. We let
captured Germans, people we had captured from U-Boats write home
from prison camp and we instructed our people when interrogated by
Germans—our pilots for example—to propagate the view that we had
absolutely miraculous radar which could detect a U-Boat even if it
was submerged from hundreds of miles. And the Germans believed
it.20



This particular technique—a deception that relies on some novel source of
intelligence (usually based on a technology breakthrough) is particularly
effective. Intelligence services worldwide are especially vulnerable to
paranoia about an opponent’s “novel” sources.



Infrastructure

An outcome scenario can sometimes include a country’s infrastructure. Such
was the case in the covert action associated with the Farewell Dossier.



The Farewell Dossier
Covert operations usually depend on deception for success, as the Farewell
operation shows. In 1980 the French internal security service Direction de
la Surveillance du Territoire (DST) recruited a KGB lieutenant colonel,
Vladimir I. Vetrov, codenamed Farewell. Vetrov gave the French some
4,000 documents, detailing an extensive KGB effort to clandestinely
acquire technical know-how from the West, primarily from the United
States. In 1981 French president François Mitterrand shared the source and
the documents (which DST named the Farewell Dossier) with US
president Ronald Reagan.

The documents revealed a far-reaching and successful intelligence
operation that had already acquired highly sensitive military technology
information about radars, computers, machine tools, nuclear weaponry,
and manufacturing techniques. But the specific targets remaining on the
list provided the needed guidance for an effective covert operation based
on deception.

In early 1982 the US Department of Defense, the Federal Bureau of
Investigation, and the CIA began developing a counterattack. Instead of
simply improving US defenses against the KGB efforts, the US team used
the KGB shopping list to feed back, through CIA-controlled channels, the
items on the list—augmented with “improvements” that were designed to
pass acceptance testing but would fail randomly in service. Flawed
computer chips, turbines, and factory plans found their way into Soviet
military and civilian factories and equipment. Misleading information on
US stealth technology and space defense flowed into the Soviet
intelligence reporting. The resulting failures were a severe setback for
major segments of Soviet industry. The most dramatic single event resulted
when the United States provided gas pipeline management software that
was installed in the trans-Siberian gas pipeline. The software had a feature
that would, at some time, cause the pipeline pressure to build up to a level
far above its fracture pressure. The result was the Soviet gas pipeline
explosion of 1982, described as the “most monumental non-nuclear
explosion and fire ever seen from space.”21

Mounting a deception campaign often requires extensive effort, but
sometimes it is worth the payoff. The Farewell operation was expensive to



run but produced many benefits in terms of damage to the Soviet
infrastructure; it may have hastened the end of the Cold War.

In many ways, the Farewell operation was the perfect covert operation.
Even its subsequent exposure did not reduce the effectiveness of the
operation, since the exposure called into question all of the successful
KGB technology acquisitions and discredited the KGB’s technology
collection effort within the Soviet Union.22 Whether or not intended, the
operation damaged KGB credibility and its effectiveness. The operation
would not have been possible without the detailed knowledge that Vetrov
provided about the KGB’s intelligence channels. It allowed the United
States to create detailed models of the KGB targets; the nature of the KGB
operations; and the linkages—that is, the use of other Warsaw Pact country
intelligence services in the technology acquisition effort.
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4 The Target

Once the desired outcome scenario has been established, attention is focused
on the target(s) of deception. For most outcome scenarios, the objective is for
the target (individual or group) to make decisions and take actions that lead to
the chosen scenario. The decision and action steps are discussed together in
this chapter, with a focus on the decision step; once the target makes a
decision, then presumably the action will follow. The two steps are closely
interrelated. Recognize, though, that they are still separate steps.



Individual Decision Modeling1

Deception usually depends on assessing the likely behavior of political,
military, or nonstate organization leaders, specifically to determine what
decisions they tend to make under given conditions. Many factors have to be
taken into account in making this assessment. The target’s background and
decision-making process have to be assessed. For example,

To what extent does the target misperceive reality? Some opponents
have a tendency to believe their own propaganda. Is the target prone to
loss aversion? Some people strongly prefer avoiding losses over
acquiring gains. Studies indicate that losses are up to twice as
psychologically powerful as gains, and they consistently shape likely
decisions.
What preconceptions and biases does the target have? These can be
cultural, political, or doctrinal in nature. What preconceptions may the
target have about the deceiver’s intentions and capabilities?
Is the target prone to inductive thinking, that is, a tendency to draw
general conclusions from past experiences? If so, what have those
experiences been? The Yom Kippur deception and some cases presented
in this chapter illustrate the importance of past experiences on a target’s
willingness to accept (and act on) a deception.

The purpose of decision analysis is always predictive: How will the target
react to a given situation? The identification of key decision makers, their
backgrounds, and psychological profiles are all critical components. The end
state is to know what the target believes, what he wishes to believe, and what
he is prepared to believe.

To do this sort of predictive analysis, simulation models of leadership
decision-making have been developed and tested. Typically, they simulate
the personality, problem-solving styles, values, goals, and environments of
individual leaders. One example is Athena’s Prism, developed by the
University of Pennsylvania. Athena’s Prism can be configured to identify
likely decisions by real-world leaders in different conflict situations, relying



on human behavior models from the social sciences.2

In all behavioral analysis, but especially in decision prediction, four
perspectives of the decision process have to be considered: rational,
administrative, emotional, and cultural.3 The first three are highlighted in this
section. Cultural models are described later in the chapter, after we look at
how the decision-making process may be played out in groups.

Rational Models

Targets of deception rarely are rational, in the sense that your own culture
defines rationality. That is especially true of terrorist and criminal group
leadership, but it is also true of many national leaders. And even leaders
regarded as rational can have “hot buttons”—issues or situations where the
leader is emotionally involved and departs from a rational path, as we’ll
discuss later in this chapter.

Rational decision-making is broadly defined as a logical and occasionally
quantitative procedure for thinking about difficult problems. Stated formally,
rational decision-making requires the systematic evaluation of costs or
benefits accruing to courses of action that might be taken. It entails
identifying the choices involved, assigning values (costs and benefits) for
possible outcomes, and expressing the probability of those outcomes being
realized.

A rational model of decision making is based on the idea of optimal choice:
Decision makers will make the choice that will have the best outcome for
themselves or their organizations. It assumes that decision makers are
objective and well informed, and will therefore select the most effective
alternative. This approach is based on the assumption that decisions are made
on an explicit or implicit cost-benefit analysis, also known as expected utility
theory.4 The theory views decision-making as behavior that maximizes
utility. Individuals faced with a decision will, consciously or subconsciously,
identify the available options, the possible outcomes associated with each
option, the utility of each option-outcome combination, and the probability
that each option-outcome combination will occur. Decision makers will then



choose an option that is likely to yield, in their own terms, the highest overall
utility. The following assumptions are embedded in a rational model:

The decision maker has a number of known alternative courses of
action.
Each alternative has consequences that are known and are quantified.
The decision maker has a set of preferences that allows for assessment
of the consequences and selection of an alternative.5

Using these assumptions, rational decision simulations attempt to identify the
most likely option that decision makers will select in a given situation.

We don’t encounter many truly rational actors on the world stage, which is a
good thing when you’re trying to pull off a deception because they can be
difficult to deceive. Even when the mechanics of a deception succeed, as
happened in the following case, there may be a number of rational responses
to the deception, and the decision maker may not choose the expected one.



The Ethiopian Campaign Deception
In 1940 the British were preparing to reclaim British Somaliland—which
the Italians had taken earlier that year—and to expel the Italians from
Ethiopia. The British operations plan was to attack from the North, out of
the Sudan. The British deception plan was to make the Italians expect the
attack to come from the East, across the Red Sea into British Somaliland.
The deception involved extensive dummy message traffic and military
activity in Aden, indicating a large force assembling at the notional source
of the invasion. The troops preparing for the invasion were issued maps
and pamphlets about Somaliland. The Japanese counsel in Port Said,
Egypt, received false information about an invasion originating in Aden.6

The deception succeeded, in that the duke of Aosta—the Italian leader in
Ethiopia—believed that the invasion would come from Aden into
Somaliland. However, it failed in its primary goal, which was to pull
Italian forces away from the North and put them in Somaliland—which is
what the British would have done in the same circumstances, and what
most Italian generals would have done. The duke instead pulled his forces
out of Somaliland and moved them into the mountains—where they were
well positioned to resist the British attack from the North.

Occasionally, one encounters an opponent whose decisions fit the rational
model. Such was the case with the duke of Aosta.

Prince Amedeo, third duke of Aosta, was educated at Eton College and
Oxford University in England. He was, in some ways, more British than
the British—in behavior, mannerisms, and sports such as fox hunting and
polo. When World War I broke out, he was offered a commission in the
Italian Royal Army. Recognizing that the commission was offered only
because of his connections with the royal house of Italy, he refused. He
instead enlisted in an artillery unit. Amedeo served with distinction in the
ensuing conflict and ended the war as a major. In 1932 he became a pilot
in the Italian Air Force. As squadron commander, he led a group of Italian
airmen who helped defeat Libyan opponents in the conflict there.

In 1937 Amedeo was appointed viceroy of Ethiopia. His rule there is
considered to be one of the most benevolent and beneficial that Ethiopia
has experienced. He directed an overhaul of the country’s infrastructure to



rebuild the country and improve the standard of living. He enacted
sweeping social changes that included outlawing slavery.7

The British deception plan apparently conveyed the image of a large force
positioned to invade from Aden. The duke concluded that the British force
would be too strong to resist. He instead ordered his troops to fall back
from the coastal cities to the more defensible mountainous areas. He
believed that his best chance for victory would be to wear down his
attackers on defense, and then to deliver a counterattack once the British
had impaled themselves on his lines.8

Could the British have reasonably foreseen the duke’s decision? The
profile that the British should have had was that of a competent and
experienced military officer with an excellent understanding of the British
military. Furthermore, the duke comes across as a noble and
compassionate leader who was intimately familiar with the Ethiopian
terrain and who placed a high priority on protecting his troops—in sum, a
rational man. His experiences in World War I appear to have convinced
him of the advantages that come with defending. Perhaps the British
should have put more time into studying their deception target and at least
have considered the alternative outcome scenarios in planning the
deception.

A rational decision estimate, based on expected utility theory, is the place to
start any decision simulation, but it is not the end point. Some other models
should be considered, and they may be more accurate individually or in
combination in assessing an opponent’s likely decision. Sometimes,
administrative or emotional models are more appropriate. Let’s look at them
each in turn.

Administrative Models

The utility theory (rational) approach is useful in decision estimates, but it
must be used with caution. Why? Because people won’t always make the
effort to find the optimum action to solve a problem. The complexity of any
realistic decision problem dissuades them. Instead, people tend to select a
number of possible outcomes that would be “good enough.” They then
choose a strategy or an action that is likely to achieve one of the good-enough



outcomes.9

This tendency of leaders to make suboptimal choices leads to a variant of the
rational decision-making model called the administrative model. It discards
the three assumptions in the rational model and treats decision makers as
people having incomplete information, under time pressures, and perhaps
beset with conflicting preferences—a situation often encountered in
conducting deception. In this situation, decision makers typically look for
shortcuts to find acceptable solutions. They do not try to optimize; they
instead identify and accept a good-enough alternative. The optimal solution is
the alternative with the highest value; but what is called “satisficing” requires
no more than finding the first alternative with an acceptable value.10

There are limits, though, on how well we can simulate (and therefore predict)
decisions based solely on either the rational or the administrative model. To
improve decision estimates, we have to include emotional and cultural
factors. These are the factors that often cause a target’s decision, or the action
of a group or population, to be labeled “irrational.”

Emotional Models

A third aspect of the decision process to consider when analyzing behavior is
the emotional. While we discuss it last as a factor in individual decision
making, it often dominates as a factor. Pride, envy, and revenge are all
emotional motivators. All types of targets, from national leaders and military
generals to business professionals, make some decisions simply because they
want to pay back an opponent for past wrongs. (Consider again the reason
that Gondorff places his massive bet in The Sting.) The emotional aspect of
behavioral prediction cannot be ignored, and personality profiling is one way
to grasp it.

Intelligence analysts have developed many methodologies for personality
profiling of opponents based on their experience that personal idiosyncrasies
and predispositions have a greater bearing on an opponent’s decisions than
will a calculated assessment of resources and capabilities.11 The resulting
profile is a model that can be used to assess likely decisions.12



One methodology, the Myers-Briggs model, has been a standard since 1962.
Sixteen personality types were identified, with emotion (in terms of sensing,
feeling, and perceiving) being an integral component for each. A decision by
one Myers-Briggs personality type will be predictably different from a
decision made by another Myers-Briggs type. Obviously, an executive who
was a linebacker on a college football team will have a completely different
decision-making style than an executive who was president of the chess
club.13 Former national leaders such as Saddam Hussein and Chile’s dictator
Augusto Pinochet have been assessed as ESTJ on the Myers-Briggs scale—a
type defined as “The Executive,” possessed with confidence about their
superior decision-making ability, relative lack of empathy for others, and
reluctance to admit mistakes.

Many countries create emotional models or psychological profiles of the
leaders with whom they must deal. In 2017 it was noted that the Russian
government had developed a dossier on newly elected US president Donald
Trump. The dossier reportedly concluded that Trump is a risk-taker and naïve
in regard to international affairs.14

Emotional models also can be the dominant ones to consider in planning
deceptions against target groups or even entire populations rather than
individuals; that is, in social deception. Chapter 3 describes how, during
2015, a widespread belief developed among Iraqis (probably with Iranian
help) that the United States was secretly supporting Daesh. That belief
endured because many Iraqis had a strongly negative view of the United
States and of US motives in Iraq. They had a propensity to believe. Groups,
discussed next, can be swayed by emotion—including emotion induced by
religious beliefs.



Collective Decision Modeling

The preceding section focused on decisions made by one person. But
decisions are often made by a collective entity or reached by organizational
consensus. In deceptions that support counterintelligence operations, for
example, the target is a foreign intelligence service, and the objective usually
is to convince that service rather than a single individual.

Such cases require a collective decision-prediction approach. It is somewhat
easier to estimate what a group will decide than to estimate what an
individual will decide—which is not to say that it is easy. In such decision
modeling, one must identify the decision makers—often the most difficult
step of the process—and then determine the likely decisions.

The collective decision-making model has been referred to as a political
model. Its dominant features are that

power is decentralized; therefore,
in place of a single goal, value set, or set of interests of a single decision
maker, there exist multiple and often competing goals, values, and
interests among the decision makers; therefore,
decisions result from a bargaining among individuals and coalitions.

So the collective decision-making model is a complex process of conflict
resolution and consensus building; decisions are the products of
compromises.15

In spite of this complexity, some analytic tools and techniques are available
to estimate the likely outcome of group decision-making. These tools and
techniques are based on the theories of social choice expounded by the
Marquis de Condorcet, an eighteenth-century mathematician. He suggested
that the prevailing alternative should be the one preferred by a majority over
each of the other choices in an exhaustive series of pairwise comparisons.
Another technique is to start by drawing an influence diagram that shows the
persons involved in the collective decision. Collective decisions tend to have



more of the rational elements and less of the emotional. But unless the
decision participants come from different cultures, the end decision will be no
less cultural in nature. In assessing collective decision-making, the Hofstede
individualism index, discussed later in this chapter, is an important
consideration.

Game Theory

One branch of the operations research discipline, known as game theory, is a
powerful tool for decision modeling of both individual and group decisions.
Game theory, in brief, is about analyzing the decision processes of two or
more parties (referred to as the “players”) in conflict or cooperation. It can be
applied as a thought exercise or, because it makes use of mathematical
models, by using simulations. It is, in a sense, a mathematical model of a
sequence of OODA loops.

The game assumes the existence of two or more interdependent player
strategies. Each player must determine how the other players will respond to
his or her current or previous move. Each player next determines how he or
she will respond to the estimated move of the other players, and the game
cycle of action and response continues. The idea is for players to anticipate
how their initial decisions will determine the end result of the game. Using
this information, a player identifies an initial preferred decision.

The success of game theory depends on understanding the decision processes
of the other players. So solid cultural models, as discussed later in this
chapter, are essential. Game theory usually assumes that the other players
will follow a rational decision process. When that is not the case, it becomes
even more important to place oneself in the shoes of the other player(s).

The most prominent figure in applying game theory to intelligence issues
may be Bruce Bueno de Mesquita. Over a thirty-year period, he has
developed and refined a simulation model that applies game theory to
produce political estimates. The estimates have an impressive success record:

Five years before the death of Iran’s Ayatollah Khomeini in 1989,



Bueno de Mesquita identified Khomeini’s successor, Ali Khamenei.
In February 2008 he predicted correctly that Pakistan’s president, Pervez
Musharraf, would be forced out of office by the end of summer.
In May 2010 he predicted that Egypt’s president, Hosni Mubarak, would
be forced from power within a year. Mubarak left the country nine
months later, amid massive street protests.16

Bueno de Mesquita’s estimates are not always on target—no predictive
simulations are. But he reportedly has produced a large number of accurate
political estimates as a consultant for the US Department of State, the
Pentagon, the US intelligence community, and several foreign
governments.17

A worthy opponent will apply game theory as well, and intelligence has a
role in identifying the opponent’s deceptive moves. Edieal J. Pinker, a Yale
University professor of operations research, has applied game theory to the
2015 P5+1-Iranian negotiations and developed a hypothesis that the Iranians
are carrying out a long-term deception. According to Pinker,

Using game theory, we treat the situation as a leader/follower game, like
chess, where opponents take turns moving. The first move goes to the
West: to choose a threshold for action. The second move goes to Iran: to
choose how to manage its weapons development program, taking into
account the West’s threshold for action.

What is Iran’s best strategy, assuming that it wants to develop nuclear
weapons? If you’re Ayatollah Khamenei and you want to obtain a
destructive nuclear military capability, the fastest way to achieve that
goal is to do two things in parallel: enrich uranium and develop military
delivery systems. But knowing your opponents, the United States and
Israel, you know that the fastest way is not the best way. You’re aware
that if you clearly demonstrate your military intentions, they will be
forced to attack you. Another piece of intelligence: you know that there
isn’t very much political support for war in the United States, especially
in the wake of the recent conflicts in Afghanistan and Iraq. Your



strategy, therefore, is to not cross the threshold that will compel the
United States to act forcefully until the last moment possible.

Therefore your best choice is the slower choice: First, you declare that
you are enriching uranium solely for peaceful purposes, like generating
energy and providing nuclear materials for treating cancer patients.
Second, you refrain from weaponizing the uranium until the very last
moment possible. Since your enemies have already shown that they are
reluctant to attack, if you don’t step across their threshold, you can
continue your nuclear program. Once you are ready, you will need to
make a mad rush to complete the final steps toward a weapon before the
United States and Israel react.18

The Pinker hypothesis illustrates the value of game theory in assessing the
motivation behind an opponent’s actions. Interestingly, Bueno de Mesquita in
2008 ran a game theory simulation that came to a different conclusion; it
predicted Iran would reach the brink of developing a nuclear weapon and
then stop as moderate elements came to power.19 The part about moderates
coming to power did occur when Hassan Rouhani assumed the presidency in
2013. But whether Pinker’s hypothesis or Bueno de Mesquita’s simulation
more accurately describes the Iranian situation remained an open question in
2018.

Modeling Alternative Decisions

Whether dealing with individual or group decisions, we need to carefully
think through possible alternative decisions that the target(s) will make when
presented with a story. We’ve covered several different factors that affect
decision-making in this chapter. In practice, though, how does one make use
of these factors to identify the most likely decisions of an opponent? The
opponent doesn’t always make the decision that you expect. The example of
the duke of Aosta, cited earlier, illustrates that point. A more recent historical
example from Operation Desert Storm illustrates the importance of modeling
the target’s alternative decisions in case the target doesn’t choose what
appears to be most likely.



Operation Desert Storm
In late 1990 a US-led coalition was planning for Operation Desert Storm—
the campaign to retake the country of Kuwait, which Iraq had invaded and
occupied earlier that year. The coalition forces numbered nearly one
million troops in Saudi Arabia, over 70 percent of which were US combat
units. They faced a comparable number of Iraqi troops deployed in Kuwait.

A frontal assault from Saudi Arabia into Kuwait would meet strong
resistance from Iraqis in prepared defensive positions, and the coalition
could expect heavy casualties. The more attractive option was a flanking
maneuver into Iraq from the west to encircle and cut off the Iraqi forces in
Kuwait—a tactic that later became known as the “left hook” or “Hail
Mary” maneuver. From the coalition point of view, this was an obvious
tactic. It would work; but if the Iraqis saw it coming, they would
undoubtedly deploy forces to counter it.

The coalition objective was for the Iraqis to believe a scenario in which the
ground attack would come from the South, along with an attack from the
Persian Gulf into Kuwait. If successful, this would divert Iraqi attention
away from a flanking maneuver through the desert.

Media channels were used to stage a diversion that had two major
components:

One component aimed to portray a Marine amphibious assault. A
Marine Expeditionary Force conducted several amphibious training
exercises, the most significant being Operation Imminent Thunder.
The press was given access to cover these training operations that
included an amphibious rehearsal in nearby Oman. The coalition also
dropped propaganda leaflets on the occupying Iraqis that depicted a
tidal wave shaped like a Marine washing over Iraqi soldiers. General
Schwarzkopf, the US commander, was careful not to lie to the press.
He simply conveyed the idea that the Marines were in the Gulf, ready
to conduct an amphibious landing.
Military units in Saudi Arabia, meanwhile, constructed replicas of
Iraqi defensive positions across the border and conducted extensive
training against them. The press pool was allowed to observe and
report on this training.



As the invasion date approached, coalition units conducted operational
deceptions to reinforce the deception scenario. These demonstrations had
the intended effect of causing seven Iraqi divisions to shift to the Kuwaiti
Coast.

In the week preceding the invasion, coalition aircraft conducted
strikes against coastal targets and attacked Iraqi warships in Kuwait’s
waters, conveying the impression of an impending landing.
A week before the main attack began on February 23, 1991, Marines
crossed over the Saudi Arabia border to attack Iraqi forces in the
south of Kuwait.
On the morning of February 24, SEAL Task Force Mike conducted
an amphibious feint, supported by naval gunfire, again to convey the
impression of preparing the beach for an amphibious assault.20

The deception was helped by Iraqi perceptions about the danger of desert
operations. They believed that any coalition force moving through the
desert would become lost and pose no threat. The Iraqis had little
operational experience in the desert, and their limited experiences there
had convinced them that desert travel was hazardous. They somehow
failed to appreciate how much the global positioning system (GPS) would
affect desert operations.21

As with any major deception, there were a few flaws—aircraft and vehicle
operations on the left flank that could have caught Iraqi attention—but
these either weren’t observed or weren’t acted upon.22 The deception was
a success in that the Iraqis were caught by surprise when the coalition
forces in the “Left Hook” maneuver swept into Iraq, cutting off supply
lines and retreat for many Republican Guard troops.

While the deception was an unquestioned success, it had one unintended
consequence. As was the case with the Ethiopian campaign, the deception
operations led opposition leaders to make an unexpected decision.

The First Marine Expeditionary Force met little resistance as it advanced
along the coast. The Iraqi commanders, it turned out, were concerned that
they would be flanked by an amphibious landing. They accordingly had
pulled their forces back some forty kilometers. The resulting quick
advance of coalition units forced General Schwarzkopf to launch the “Hail
Mary” attack some eighteen hours earlier than he had planned.

Like the Ethiopian campaign example, the Iraqi reaction could have been



at least foreseen as a possibility by looking at the situation through the
viewpoint of the Iraqi commanders. Iraq’s recent experience in the Iraq-
Iran war had taught them to emphasize defensive operations. And Iraqi
concerns about a flanking maneuver should not have been difficult to
foresee, given their assessment of the opposing deployments.

The preceding sections discussed the target when a decision or specific
outcome was intended. But some scenarios don’t aim for a specific decision
or outcome. In some instances, the desired scenario is designed to shape the
perceptions or beliefs of the target group or population to the advantage of
the deceiver. It may or may not result in the target group taking any action.
Planning this outcome scenario typically requires modeling the target culture
—which is an important factor in both decision-making and the development
of perceptions and beliefs.



Cultural Modeling

We treat cultural modeling last, because it can apply to deceptions targeting
individual and group decision-making and to deceptions, usually PSYOPS,
targeting populations when no decision is expected—perhaps only a
perception or belief that benefits the deceiver. It is an essential first step when
one plans to engage in memetic conflict (discussed in Chapter 8).

A critical component of decision modeling is the prediction of a human’s
behavior, within some bounds of uncertainty. But behavior cannot be
predicted with any confidence without putting it in the target’s social and
cultural context. A deception planner needs to understand elements of a
culture such as how it trains its youth for adult roles and how it defines what
is important in life. In behavioral analysis, culture defines the ethical norms
of the collective to which a group or decision maker belongs. It dictates
values and constrains decisions.23 In general, culture is a constraining social
or environmental force. Different cultures have different habits of thought,
different values, and different motivations. Straight modeling of a decision-
making process without understanding these differences can lead the
deception planner into the “irrational behavior” trap, which is what happened
to US and Japanese planners in 1941.

Before Japan attacked Pearl Harbor, both the United States and Japan made
exceptionally poor predictions about the other’s decisions. Both sides
indulged in mirror imaging—that is, they acted as though the opponent would
use a rational decision-making process as they defined rational.

US planners reasoned that the superior military, economic, and industrial
strength of the United States would deter attack. Japan could not win a war
against the United States, so a Japanese decision to attack would be
irrational.24

The Japanese also knew that a long-term war with the United States was not
winnable because of the countries’ disparities in industrial capacity. But
Japan thought that a knockout blow at Pearl Harbor would encourage the



United States to seek a negotiated settlement in the Pacific and East Asia.25
To validate this assumption, the Japanese drew on their past experience—a
similar surprise attack on the Russian fleet at Port Arthur in 1904 had
eventually resulted in the Japanese obtaining a favorable negotiated
settlement. The Japanese did not mirror image the United States with
themselves, but with the Russians of 1904 and 1905. Japan believed that the
US government would behave much as the tsarist government had.

Such errors in predicting an opponent’s decision-making process are common
when cultural factors are not taken into account. Cultural differences cause
competitors not to make the “obvious” decision. During the Cold War, US
analysts of the Soviet leadership within and without the intelligence
community—known as “Kremlinologists”—often encountered a cultural
divide in assessing likely Soviet moves. Soviet leader Nikita Khrushchev
reportedly disparaged US Kremlinologists, remarking, “They are from a
highly educated nation and they look upon us as being highly educated. They
don’t know that we are dominated by an unimaginative and unattractive
bunch of scoundrels.”26

Given that cultural differences are a significant factor in decision-making,
we’d like to have some sort of cultural “template” to assist in constructing a
decision model for any given target for a deception operation. Such templates
do exist, and a commonly applied set of templates is known as the Hofstede
cultural dimensions.

National cultures can be described according to the analysis of Geert
Hofstede. These ideas were first based on a large research project into
national culture differences across subsidiaries of a multinational corporation
(IBM) in 64 countries.27 Subsequent studies detailed four independent
dimensions of national culture differences. Later on, Hofstede and others
identified two more dimensions. Hofstede characterized the dimensions with
numerical ratings, or indices, for different cultures.28 The Hofstede
dimensions have been used in planning deceptions, but they should be used
with caution; leaders and groups within a country do not always fit the
cultural dimension for that country—if there is one; it is difficult, for
example, to characterize the “national culture” of Lebanon or South Africa.



Power Distance Index

The power distance index describes how people belonging to a specific
culture view power relationships, specifically superior-subordinate
relationships. It is defined as the extent to which the less powerful members
of organizations and institutions, which include families, accept and expect
that power is distributed unequally. A high index number indicates that
hierarchy is clearly established and unquestioned in that society. A low index
number characterizes a society in which people question authority and expect
to participate in decisions that affect them. Table 4-1 illustrates the contrast
between the two types of societies.
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Latin America, Africa, the Arab world, and Asia have high power distance
index scores. Countries with long-established democratic traditions, not
surprisingly, have low scores on this index.29

Operation Fortitude—the deception aimed at leading the Wehrmacht into
concentrating its forces around Pas-de-Calais (described in Chapter 2),
succeeded, in part because under Hitler, Germany had a large power distance
index score. Convinced that Calais was the real target, Hitler bullied his
generals to defend the area and ignored their recommendations to release
forces to counter the Normandy invasion.



Individualism versus Collectivism

The individualism index measures the degree to which people in a society
view themselves as part of a group. Individualistic societies have loose ties,
and the ties that exist are mostly familial. People emphasize the “I” instead of
the “we.” Community is not valued as highly in individualistic societies.

Collectivist societies value group over individual interests. They are
characterized by closely integrated relationships that tie extended families
and others into clans. These clans emphasize loyalty to the group. They stress
joint decision-making and group goals. They support each other in conflicts
with other clans. Table 4-2 distinguishes the two societies.
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The individualism index has a strong East-West and North-South divide.
North America and Europe have high scores on individualism. Asia, Africa,
and Latin America are strongly collectivist. The Arab world and Japan score
in the middle of the index.30

Arguably, the many pseudo operations described in Chapter 1 were more
effective, and more devastating to the morale of the targeted insurgents,
because they violated the norms of the collectivist societies where they were
used.

Uncertainty Avoidance



The uncertainty avoidance index defines a society’s tolerance for ambiguity
and situations in which outcomes and conditions are unknown or
unpredictable. The index measures the extent to which people either accept or
avoid the unexpected or unknown. Societies that score high on uncertainty
avoidance usually have guidelines and laws that define the boundaries of
acceptable behavior. They tend to believe in absolute truth, or that a single
truth dictates behavior and that people understand what it is. A low score on
this index indicates general acceptance of differing thoughts and ideas.
Societies with low scores tend to impose fewer restrictions on behavior, and
ambiguity is more generally accepted in daily life. The differences between
the two types of societies are summarized in Table 4-3.
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Latin America, much of Europe, Russia, the Arab world, and Japan all score
high in uncertainty avoidance. English-speaking, Scandinavian, and Chinese
cultures tend to be more accepting of uncertainty. Few countries, though,
score low on the uncertainty avoidance index.31 How this cultural index
might apply in planning deception is illustrated by the British experience with
failed deceptions in World War II.



Deception Campaigns against the Japanese in
World War II
Thaddeus Holt, in his book about Allied deception operations during
World War II, has documented the difficulties that the British had in
conducting deception against Japan. The British, from their experience in
running deceptions against the Germans, had learned to use subtlety in
providing information. A set of clues that was too obvious would be
suspect. In dealing with the Japanese, the British repeatedly presented a
subtle set of indicators to support deceptions only to see it apparently
disappear into Japan’s intelligence services without any response. Only
when information was provided that pointed to an obvious conclusion did
the Japanese respond. German intelligence would have rejected as a
deception a level of information that pointed to an obvious conclusion.
This result is all the more puzzling because the Japanese military routinely
integrated deceptive operations into their own campaigns. Holt concluded
that the Japanese intelligence service was incompetent.32

In fact, the apparent willingness of Japanese intelligence to ignore the
subtle deceptive information may have had a more fundamental cause in
the Japanese culture. Applying the Hofstede models produces an
instructive result. Japanese have a very high uncertainty avoidance index
(92 out of 120) according to a study that estimated the Hofstede indices of
many countries.33 So the natural tendency of Japanese intelligence
services was not to act on ambiguous intelligence.

Masculinity versus Femininity

Masculinity here is defined as a preference in society for achievement,
heroism, assertiveness, and material rewards for success. Femininity is
characterized by a preference for cooperation, modesty, caring for the weak,
and quality of life. Women in feminine societies share modest and caring
views equally with men. In masculine societies, both are more assertive and
competitive, but women notably less so than men. Table 4-4 contrasts the two
societies.
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Masculinity index scores are extremely low in Scandinavia. They are high in
China, Japan, and central Europe and relatively high in English-speaking
countries. Despite popular perceptions of masculine dominance, the Arab
countries score in the mid-range of the masculinity index.34

Long-Term Orientation versus Short-Term Orientation

Long-term versus short-term orientation was added as a dimension after the
original four in order to distinguish the difference in thinking between the
East and West. Long-term orientation means that individuals are focused on
the future. They are willing to delay short-term material or social success or



even short-term emotional gratification in order to prepare for the future.
Cultures having this perspective value persistence, perseverance, saving, and
being able to adapt.

Short-term-oriented cultures are focused on the present or past and consider
them more important than the future. People with a short-term orientation
value tradition, the current social hierarchy, and fulfillment of their social
obligations. They care more about immediate gratification than long-term
fulfillment. Table 4-5 illustrates the contrasts between these two orientations.
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High long-term orientation scores are typically found in East Asia, with
China having the highest in the world and Japan not far behind. Moderate
scores characterize Eastern and Western Europe. A short-term orientation
characterizes the Anglo countries, the Muslim world, Africa, and Latin
America.35

Indulgence versus Restraint

This dimension is essentially a measure of whether or not people enjoy the
simple pleasures of life. Indulgent societies tend to allow relatively free



gratification of natural human desires related to enjoying life and having fun.
People in these societies believe themselves to be in control of their own lives
and emotions. Indulgent cultures will tend to focus more on individual
happiness and well-being; leisure time is more important; and there is greater
freedom and personal control.

Restrained societies are more likely to believe that gratification of needs
should be curbed and regulated by strict norms. Positive emotions are less
freely expressed, and happiness, freedom, and leisure are not given the same
importance. Table 4-6 summarizes the differences between these societies.
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Indulgence scores are highest in Latin America, parts of Africa, the Anglo
world, and Nordic Europe; restraint is mostly found in East Asia, Eastern
Europe, and the Muslim world.

A final note about the Hofstede indices: The averages of a country do not
automatically define the behavior or decisions of individuals of that country.
Most countries have existed as such for less than a century, and many
comprise multiple ethnicities and religious groups. Even though these models
have proven to be quite often correct when applied to the dominant ethnic or
religious group, not all individuals or even regions with subcultures fit into



the national mold. The indices should be used as a guide to understanding the
difference in culture between different groups when planning deception, not
as law set in stone. As always, there are exceptions to the general rule.
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5 The Story

After thinking through the desired outcome scenario and determining the
opponent’s decisions and actions that would help create that outcome, the
next step is to craft a separate scenario, often called the “story” in deception
textbooks. The deception story is the picture that the target must believe in
order to make the desired decisions that lead to the desired actions and, thus,
the desired outcome.

Successful script writers, novelists, and news reporters all know how to tell a
story. Some think that it’s a lost (or perhaps undiscovered) art in intelligence
writing. Several years ago, American movie director Steven Spielberg
reportedly told a group of senior US intelligence community officials that
they needed to learn to tell a story.

But what constitutes a story, or more specifically, a good story?



What Makes a Good Story?

The story and the art of storytelling are as old as the human capacity to
communicate. Storytelling is an essential and often defining element of
human society. In fact, the idea of a good story is instilled almost
immediately in children soon after they have begun to decode spoken words.
From an early age, children are told (or they read) stories and remain
captivated by the genre throughout their lifetimes. Recently, a class of eight-
year-olds in Denmark was asked to describe the characteristics of a good
adventure story. The resulting consensus was that a good adventure story had
to have these characteristics:

1. It must begin with “once upon a time.”
2. There must be talking animals.
3. The number “3” must appear (3 wishes, 3 riddles, 3 kingdoms, etc.).
4. There must be a princess.
5. There must be a conflict between good and evil.
6. There must be a resolution of the conflict where good defeats evil.

A story having these characteristics engages young children and makes them
want to hear more. The first five characteristics include the elements that
children expect to see in an adventure story. The last one is the one that
almost everyone wants to see. It reinforces the belief that good should
triumph in the end.

The point is, whether or not a story is judged as good is decided entirely by
the audience. Like a good adventure story for an eight-year-old, a good
deception narrative should have characteristics that fit with the deception
target’s expectations and desires.



Characteristics of a Good Deception Story

A well-known literary theory called “reader response” focuses attention not
on what the author meant when she wrote the story, but instead on what the
reader thinks and feels as he reads it. The theory asserts that the same
narrative is responded to differently, based on the unique experiences of each
reader. Put another way, it doesn’t matter what the author was trying to
convey. The person reading the story interprets the elements of it based on
his personal world view. This is exactly how a deception planner must think
when creating the story. The target has to be the focus. Godson and Wirtz
confirm this in their description of what makes for a good deception
narrative:

To be successful, the deceiver must recognize the target’s perceptual
context to know what (false) pictures of the world will appear plausible.
History, culture, bureaucratic preferences, and the general economic and
political milieu all influence the target’s perceptions. False information
should conform to the idiosyncrasies of strategic and even popular culture.
Mistakes are easily detected and often appear comical to the target
audience. Thus, deception requires creative planning: experience shows
that successful deception planners manage to escape the routine and
culture of large bureaucracies…. In sum, deception planners “need to
know a great deal about the worldview of those they are trying to
manipulate, and recognize the human proclivity for self-deception.”1

In short, neither a generic story nor one that reflects the deception planner’s
culture or characteristics will succeed. Instead, the deception planner must
contemplate what circumstances and set of “facts” would lead the target to
take the desired action. Those circumstances and “facts” will combine to
create the story. Returning to the basic principles outlined in Chapter 1, the
deception planner must ask: What combination of truth, denial, deceit, and
misrepresentation is needed to produce a successful story for this particular
opponent?

But to answer those questions, the deception planner first needs to understand



the factors that are important in the opponent’s decision-making process and
what his or her state of mind is likely to be at the point of decision-making.
For example, when dealing with a specific type of target—such as a decision
maker who is prone to paranoia—a good start would be to develop a story
that includes a conspiracy against that target. This knowledge usually
requires some decision-modeling, as discussed in Chapter 4. It is also
profitable to know the target’s preferences in receiving information and
intelligence. A story that finds its way to the opponent from a trusted source
can lead to a false sense of security, a topic returned to in the next chapter.

Taking all of these elements into account, the earlier Godson and Wirtz
description identifies two characteristics that make for a good story in
deception. To have any chance for success, the story should have one,
preferably both, of these characteristics:

Plausibility. What story would fit with the target’s beliefs and
expectancies? What would convince the target that the deception story is
the real one?
Reinforcement. What story would reinforce the target’s desires? What
would reinforce the target’s fears?

Let’s look at each of these characteristics, with examples.

Plausibility

A story must be plausible to the opponent—which is not the same thing as
what the deception planner would find plausible. A story that the deceiver
sees as flawed might be highly acceptable to the target. Such was the case in
the Operation Desert Storm deception, described in Chapter 4. A flanking
attack was, in the eyes of the coalition leaders, obvious. To the Iraqis, it was
foolhardy because of the dangers they perceived in moving through
uncharted desert.

The Argo story, described next, in retrospect might seem downright
fantastical to an American audience, but the Iranian government found it
plausible.



Argo
Chapter 1 introduced the similarity between deception operations and a
con game, via The Sting. It also showed that the movie industry well
understands both how to tell a good story and how to pull off a deception.
In a few cases, the US government has called on the movie industry for
assistance because of these talents. The story of Argo is one such instance.

When the Iranians took over the US embassy in 1979 and seized the
Americans there, six embassy employees with no intelligence background
managed to find shelter in the Canadian embassy. Their presence there was
not acknowledged to the Iranian government, and could not be
acknowledged; the Iranian Revolutionary Guard had already shown its
willingness to disregard the sanctity of embassies. The United States, in
cooperation with the Canadians, had to find a way to exfiltrate the six, and
the plan had to succeed. A failure would put both US hostages and
Canadian embassy personnel at risk and would be politically embarrassing
for both the United States and Canada.

The CIA was called on for a covert operation to rescue the six. It
developed a plan in coordination with senior policymakers in the US and
Canadian administrations. The plan called for an elaborate narrative in
which a “Hollywood film production crew” would travel to Tehran for the
purpose of making a movie that would be appealing to Iran’s revolutionary
government. After investigating possible filming locations, a party of eight
(now including the six) would depart for home.

A fictional production company, Studio Six Productions, was created in
the space of four days. The rescue team found a script that had science
fiction elements, a Middle Eastern setting, and mythological elements
along with features about the glory of Islam. The script also had some
other elements that made it attractive to the target of the deception, the
Iranian government—for example, building a large production set that later
could be turned into a theme park.

An exfiltration team of two CIA officers obtained entry visas in Europe
and proceeded to Tehran. At about the same time the two arrived at
Mehrabad Airport, six studio executives—American and Canadian—
arrived on a flight from Hong Kong to join them; at least, airline tickets



showed that they did. In Tehran, the two CIA officers who actually made
the trip contacted the six Americans and briefed them on the movie
executive roles they had to play. The notional film crew of eight was now
complete, comprising the two CIA officers and six embassy employees,
and all had a cover story showing that they had traveled to Tehran. The
two CIA officers, who were skilled at creating authentic forgeries, spent
the next two days creating false passports and other exit documents to fit
with the cover story. With considerable assistance from Canadian embassy
staff, the eight then departed Mehrabad Airport via Swissair for Zurich.

The deception was successful, but it did not remain a secret for long. The
press caught wind of it within a few days. The Iranians were publicly
embarrassed, and the Canadians got a rousing “thank you” all across the
United States for their role. When Studio Six folded several weeks after the
rescue, they had received twenty-six scripts, including some potential
moneymakers. One was from Steven Spielberg.2

The story created for the Argo deception was plausible, being both credible
and appealing to the Iranian government. Contrast it with the alternate story
proposed but rejected in the 2012 movie titled Argo. In the movie, a proposal
is made to send the exfiltration team in as agricultural experts. The story was
to be that they would consult with Iranians about how to improve their
agricultural practices. That story failed the plausibility test: The operation
was scheduled to take place in January. It made no sense to send experts to
assist with Iranian agriculture in the middle of winter.

Again, all deception works within the context of what is true. To be plausible,
the story should be based as much as possible on truth. Even the Argo
operation, farfetched as it was, had true elements—such as an actual script
that could be shown to the Iranians.

Where deception must be maintained over a long period without being
detected, the ideal is for the activity or objects being concealed to be
portrayed as true or plausible but uninteresting to foreign intelligence. The
deception surrounding the GRAB satellite, discussed in Chapter 7, had
exactly that objective. It was based heavily on truth. It carried a real but
uninteresting (to Soviet intelligence) experiment in addition to the satellite’s
primary payload. In Project Azorian, the subject of the next case, the story



was not true, but it was both plausible and, for Soviet intelligence,
uninteresting.



Project Azorian
In March 1968 a Soviet Golf-class submarine on patrol northwest of
Hawaii was racked with explosions and sank in 17,000 feet of water,
carrying all ninety men aboard down with it. Soviet salvage vessels were
unable to locate the sunken craft, but the US Navy subsequently pinpointed
its location using more sophisticated search equipment.

The submarine contained a number of items of intelligence value to the
United States, especially the books containing Soviet naval codes. Also,
the missiles aboard would provide valuable intelligence about nuclear
warhead design. So an operation to salvage the submarine appeared to be
worthwhile. Of course, an openly acknowledged salvage operation was out
of the question. The submarine arguably was still Soviet property, and
salvage of a foreign naval vessel is a violation of international law.
Furthermore, cipher books have less value if the opponent knows that they
have been acquired. Any salvage would need to be concealed from the
Soviets. The CIA proposed to conduct the salvage operation, codenamed
Project Azorian, protecting it with an elaborate deception.3

To accomplish the task, Howard Hughes’s Summa Corporation built a
620-foot-long deep sea recovery vessel named the Glomar Explorer at a
cost of $200 million. The deception story gave the ship a publicly
acknowledged purpose: to do deep sea research and mining on the ocean
floor for manganese nodules.

The choice of this story, and of Hughes’s company to build it, offered
several advantages. Manganese nodules are golf ball–sized rocks rich in
valuable manganese, nickel, copper, cobalt, and other elements. They are
found in large numbers miles down on the ocean bottom. They are very
difficult to mine because of the difficulties in operating equipment at such
depths. This story was chosen because, according to a CIA memorandum
sent to Secretary of State Henry Kissinger,

The determination reached was that deep ocean mining would be
particularly suitable. The industry was in its infancy, potentially quite
profitable, with no one apparently committed to a hardware
development phase and thereby possessing a yardstick by which



credibility could be measured. Hughes Tool Company’s (later Summa
Corporation’s) participation as the sponsor and sole source of funding
was a logical selection. Mr. Howard Hughes is the only stockholder;
he is recognized as a pioneering entrepreneur with a wide variety of
business interests; he has the necessary financial resources; he
habitually operates in secrecy; and, his personal eccentricities are such
that news media reporting and speculation about his activities
frequently range from the truth to utter fiction.4

The story choice proved to be a good one. Parts of the media
enthusiastically popularized the story, highlighting it as the beginning of a
race to exploit mineral wealth of the ocean bottom and claiming that the
Glomar Explorer had the capacity to “suck up 5,000 tons of ore per day.”5

During July and August 1974 the Glomar Explorer located the submarine
and began recovery operations. Cables were looped around the submarine,
and winches began slowly pulling the submarine up toward the barge.
About halfway up, the hull broke apart and two-thirds of the submarine fell
back and was lost on the bottom. Though the sought-after prizes—code
books and nuclear warheads—were reportedly lost, the remaining one-
third of the submarine was recovered and yielded valuable intelligence.6

The deception target was the Soviet intelligence services (the KGB and
GRU). There has been some controversy about how well the deception
succeeded. Much of the time, the Glomar Explorer’s operations were
monitored by Soviet ships in the immediate area. The truth about Project
Azorian was disclosed in a New York Times article in March 1975. By June
1975 the Soviets certainly were aware of the ship’s covert mission and had
assigned one of their ships to monitor and guard the recovery site. With the
mission exposed, President Ford canceled further recovery operations.7

There have been claims since then alleging that the Soviets had
foreknowledge of the salvage operation. Soviet naval leaders reportedly
believed such a recovery to be impossible and disregarded the intelligence
warnings.8 If true, that again illustrates the importance of plausibility: A
deep sea research and mining story was plausible; a submarine recovery
mission was, from a Soviet perspective, implausible.

Reinforcement



A good cover story should reinforce what the opponent already believes or
wishes to believe. A story that plays to or reinforces an opponent’s fears can
be equally effective. Operation Quicksilver, described in Chapter 2, fit nicely
with the German belief that Pas-de-Calais was the logical site for an Allied
invasion of Europe. And if the opponent’s wish to believe something is
strong enough, it may be possible (though never recommended) to conduct a
deception that does not even have plausibility. One component of the Ultra
deception, described in Chapter 3, projected a story that the British had a
radar that could detect submerged submarines. A radar expert would find
such a story implausible, but the Germans accepted the story because it
played to their fears.

The example of German rearmament after World War I is another case of an
implausible story that succeeded because it reinforced the opponents’ desire
to believe.



German Rearmament
In the period between World Wars I and II, from 1920 to 1935, Germany
conducted what may have been the longest-running deception operation in
history. The 1919 Treaty of Versailles mandated German disarmament and
provided for an inspection regime to ensure compliance with its terms.
German military and civilian leadership successfully evaded the treaty
restrictions, concealing their production of tanks, artillery, military
airplanes, and U-boats.

U-boats were developed by a Krupp arms manufacturer subsidiary in the
Netherlands and Spain. Daimler-Benz, BMW, and Porsche, companies
later to become famous in the automobile industry, designed the first tank
and armored car models. Krupp subsidiaries in Sweden produced heavy
artillery and tanks. Tanks and armored cars were tested at the Red Army’s
tank complex in Kazan, USSR, under a secret agreement with the Soviet
Union. They were shipped under the disguise of “heavy tractors.”

The deception extended to the formation and training of combat units.
Throughout the 1920s and early 1930s, Germany consistently violated
treaty restrictions on the size of its army and navy, and trained its aviators
for the future Luftwaffe. Pilots received flight training with Lufthansa,
ostensibly as commercial airline pilots. They later received military
training in Mussolini’s Italy, wearing Italian Air Force uniforms.9

German rearmament is an example of strategic deception. The German
goal was to rearm without provoking a response from other European
countries. The target of the deception was the political leadership of those
countries. The primary channel was the Inter-Allied Military Commission
of Control comprising British, French, and American inspectors.

It is almost impossible to run an elaborate deception over a long term, as
the Germans did, without it being exposed. And in fact, the inspectors did
suspect violations and occasionally observed them. British and French
military advisors repeatedly warned their foreign ministers that the
Germans were violating the treaty, but the leadership simply did not want
to hear the message. The operation succeeded because the Germans had
estimated well the reluctance of the decision makers in the British and
French governments to act. Their leadership was tired of war and did not



want to deal with the question of Germany’s rearmament.

This fatigue factor is something that deceivers continue to rely on in
violating arms limitation agreements. As Godson and Wirtz have noted,
“most governments are reluctant to act against murky evidence of arms
violations” and “targeted nations ‘take the easy way out’ by believing
palatable lies and half-truths rather than confront disturbing
information.”10

The commission was withdrawn in 1927, and its final report concluded
that Germany had not disarmed and had over a seven-year period deceived
the Allied powers about its rearmament.

The tactics applied in this deception operation set a pattern that has been
repeated in recent years in WMD proliferation efforts. They relied heavily
on skillfully managing the plant inspection visits. When warned of a
commission inspection, the Germans would remove aircraft and
components from production hangars and conceal them in the countryside.

The operation also relied on the concept of dual-use products:
demonstrations of ostensibly civilian materiel that was in fact intended for
military use. Aircraft designated as commercial or sporting types were
developed with the intent of converting them to military use. Prototype
fighter aircraft were designed as civilian to compete in air races. The
Junkers trimotor aircraft was openly designated as a transport but
originally designed to be a bomber. Since then, dual-use chemicals (that
can be used in commercial products or in chemical warfare agent
production) have been the subject of similar deception operations by
several countries.

In constructing a complete story, a deceiver should make use of the different
perspectives discussed in Chapter 3. That is, all of the PMESII factors that
could be a part of the story have to be considered. There are several possible
ways to put together each of these elements into a story. The next section
describes one such method.



Influence Nets

A good story should present a consistent picture to the opponent—meaning
that it should fit well with all of the evidence available to the opponent. So
after constructing the deception story, it is a good idea to check it, adopting
the opponent’s perspective.

One way to check to see if the story meets the characteristics described in this
chapter is to create an influence net. Influence net modeling is an intuitive
graphical technique. It is useful in deception planning because it requires its
creator to consider the factors, forces, or influences that are part of the story
and that drive an opponent’s decision both toward and away from the desired
outcome scenario. It forces the deception planner to look at both the
influences projected by the story and at the outside evidence (provided by
other channels) that might support or undermine the story.

To create an influence net, the deception planner defines influence nodes,
which depict factors that, taken together, compose the story. The next step is
to create “influence links” between the nodes and the desired decision. These
links graphically illustrate the cause-and-effect relationship between the
nodes (factors) and the decision. The influence can be either positive
(supporting a given decision) or negative (decreasing the likelihood of the
decision), as identified by the link “terminator.” The terminator is either an
arrowhead (positive influence) or a filled circle (negative influence). The
resulting graphical illustration is called the “influence net topology.”

Consider Operation Fortitude, the deception to keep German forces away
from Normandy prior to D-Day; and Operation Quicksilver, the part of the
deception that encouraged the Germans to reinforce the area around Pas-de-
Calais (see Chapter 2). An example topology, showing some of the influences
on Adolf Hitler’s decision to concentrate German defenses against an
invasion at Calais, is pictured in Figure 5-1. The decision is stated as “Defend
against an Allied invasion at Calais.” The influence net began with three of
the factors shown, none of which the Allies could change:



1. Calais is the most direct route to take for an invasion, involving the
shortest sea route into Europe from the United Kingdom, and posing the
least difficulty in handling logistics.

2. The Germans already had put extensive defenses in the Calais area by
1944.

3. A deception portraying Calais as the target had to contend with past
successful British deceptions, such as Operation Mincemeat, that should
have made the Germans suspicious.

Figure 5-1 Influence Net for the Operation Quicksilver Deception

Note: The arrows come from boxes that support a German decision to
expect an invasion in the Pas-de-Calais region. The filled dots come
from boxes that do not support that decision.

The latter two factors weighed against that decision (shown as solid circles
terminating the connectors). The positive factors (with arrows terminating the
connectors) show three key parts of the deception plan that were being
considered:

1. Assemble a fictional first US army group (FUSAG) being near Dover.
2. Appoint General Patton, whom the German military regarded as the

most capable Allied commander, to head the FUSAG.
3. Have British-controlled double agents that the Germans trust report that



Pas-de-Calais is the target.

With an established desired outcome scenario, a target, and a story employed
to induce the target toward decision and action, it’s time to select the
channels to be used to convey the story.
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6 The Channels

The channels (sensors and sources) used to project a deception are mostly
traditional intelligence channels, which are covered in detail in Chapter 7.
But a number of channels for projecting deception exist that don’t fit in the
traditional intelligence domain, and these have assumed more importance in
recent years. Many of them fall into the cyberspace category, covered in
Chapter 8.

Further, some channels exist that fall into neither the intelligence nor the
cyberspace category. Open source is readily available outside of intelligence
channels, though for convenience we treat it as an “INT” in Chapter 7.
Telephones, postal mail, and emails are used to project deceptions.

An example of a completely different type of deception is one that targets the
global positioning system (GPS) channel. On January 12, 2016, two US Navy
patrol boats were seized by Iran’s Islamic Revolutionary Guard Corps Navy
after they entered Iranian territorial waters near Iran’s Farsi Island in the
Persian Gulf. It was later determined that the two US patrol boats entered
Iranian waters because of navigational errors. Some observers speculated at
the time that Iran had used deception of GPS signals to lure the boats off
course. The hypothesis was based in part on a precedent that had been set five
years earlier. In 2011 Iran had claimed that it had captured a US RQ-170
Sentinel drone by deceiving its GPS receiver to lure it from Afghanistan into
Iranian airspace.

Both the hypothesis and the Iranian claims are open to doubt, but they
indicate a new potential channel for projecting deception. The US military
uses a different set of codes than do civilian GPS systems to receive
broadcasts from GPS satellites. The military codes are encrypted. The civilian
GPS systems are not encrypted, and it is possible to deceive these GPS
receivers—not easily, but it has been done. In June 2013 a Cornell University
researcher demonstrated the ability to deceive the GPS navigation system on
a private yacht in the Mediterranean, luring the ship one kilometer off
course.1



With that background on the channels, let’s turn to how deceivers can
understand and make use of them.



Understanding the Channels

To execute any deception, deception planners must have an understanding of
both their own and their adversary’s capabilities for observing and orienting
to the operational environment. Though related, the two steps differ in
character. Managing the observation phase of one’s own channels (sensors
and sources), or of the target’s, is usually relatively straightforward through
the identification of intelligence, surveillance and reconnaissance platforms,
and physical capabilities. However, understanding how an intelligence
organization orients information can be challenging, as it is the product of
that organization’s culture and past experiences.

For example, during World War II, Allied deception operations in the
European theater often succeeded because the Allies were culturally close to
the Germans and Italians. The Allies also had a good understanding of how
German and Italian intelligence services operated. In the Pacific theater,
Allied deception operations were less successful. This lack of success has
been blamed on the disinclination of Pacific US forces to use deception and
on the inadequacy of Japan’s intelligence services, as noted in Chapter 4.2
More likely, the causes were the cultural differences between the Americans
and the Japanese, and the inadequate US knowledge of how Japanese
intelligence actually functioned.

To appreciate how channels are used to deceive an opponent, let’s revisit the
deception, introduced in Chapter 4, that preceded Operation Desert Storm.
The discussion in Chapter 4 illustrated a skillful use of media channels to
portray an invasion of Kuwait from the south across Wadi Al-Batin
accompanied by an amphibious assault from the east.

The operation featured a situation one rarely encounters in deception: The
coalition not only made good use of the media channels that the Iraqis could
receive, but it also was able to control what other sources and sensors were
available to Saddam Hussein and his generals and manipulate what could be
seen through those. This part of the operation included two major
components:



The first step was the removal of Saddam’s primary channels for
intelligence: IMINT by the Iraqi Air Force, and most SIGINT by air and
ground-based units in the theater. After more than a month of coalition
air strikes, that mission was a success. The Iraqis were left with two
channels for intelligence: OSINT, and what their forward deployed units
could observe by sight and sound (aided a bit by surviving SIGINT
units). Better yet, the coalition was positioned to manipulate what the
enemy still could see.
Once the threat of imagery collection was gone, two coalition corps
moved from their positions south of Wadi Al-Batin to staging areas in
the western desert. Units remaining behind continued to transmit what
appeared to be the two corps’ radio traffic, to give surviving Iraqi
SIGINT units the impression that the corps had not moved and were
preparing to attack from the south.

A first step in planning how to feed information to the target is to map the
sensors in his or her OODA loop (observation) and then characterize those
channels (orientation). Then the planner decides how to exploit the channels.
Let’s go through each step.



Sensor Mapping

Sensor mapping requires the deception planner to model the observation
stage of the adversary’s loop in order to eventually manipulate that
adversary’s OODA loop and decision-making process, as Figure 6-1
indicates. To succeed in deception, your side must commit both collection
and analytic resources to model the target’s collection capabilities. The
purpose is not only to develop a fundamental knowledge as to what types of
sensors the target has available in any given operational environment, but
also to develop an understanding of any timelines or time restrictions related
to the different channels. There is no point making a great effort to deceive a
sensor if it is not in use. As an example, dummy tanks were not deployed in
Operation Quicksilver because, as noted in Chapter 2, the Germans could not
send reconnaissance aircraft over the UK to observe them.

Figure 6-1 Adversarial Sensor Map

Observation



The process of identifying adversarial sensors can include a variety of
methods that stretch from in-depth research as to what the opponent had
before the conflict, to targeted collection and general knowledge. It could be
something simple, for example, a few lines written by a patrol leader in his or
her report that refer to “enemy roving patrols” at a specific time and place
(the enemy patrol is therefore an adversarial sensor for exploitation), to
something more complicated like working out the access times of an imaging
satellite over the area of interest or operations. It could also be the social
network surrounding “legal” spies in your country, such as military attachés,
or maybe more clandestine “illegal” HUMINT networks. It could include
understanding in detail how the channel functions in accepting information to
pass through it, as illustrated in the next case—an example of a
counterintelligence deception.



The Document Binder Deception
In November 2010 Igor Sporyshev arrived in New York on assignment as
a trade representative of the Russian Federation. The FBI took an
immediate interest in Sporyshev—his father had served as a major general
in the Russian Federal Security Service (FSB). Service in both the KGB
and its successors—the FSB and Foreign Intelligence Service (SVR)—
tends to run in families. The FBI subsequently set up an elaborate
counterintelligence operation targeting Sporyshev.3

A critical part of assessing and using channels for deception is
understanding how the opponent likes to use them. In the case of
HUMINT, it is well known that the Russians prefer to initiate a contact,
and are suspicious of contacts initiated by another, especially by
Americans. So the FBI offered Sporyshev an attractive target: an agent
posing as a Wall Street analyst in the energy sector who attended the
energy conferences that Sporyshev seemed to frequent. Sporyshev sought
out the agent and struck up an acquaintance based on their common
interest in energy matters. As the relationship developed, the Russian
inquired about the financial projections and strategy documents in the US
energy sector that the agent claimed to possess.

The next stage of the deception relied on another quirk of Russian
intelligence. The SVR, like the KGB before it, has a preference for
clandestine HUMINT instead of open sources, and a strong preference for
documentary material. The FBI agent accordingly, over time, provided
Sporyshev with “confidential” corporate reporting on the energy sector.
The reports were in numbered binders that, according to the agent, could
not be kept for very long because his superiors would notice their
absence.4

The reports must have looked like a treasure trove to Sporyshev and his
SVR associates. After all, subsequent reporting seems to show that they led
rather boring lives by espionage standards. That at least might explain
what happened next. The Russian made a basic tradecraft mistake: Foreign
material (that has not been under friendly control from the outset) should
never be taken into a secure facility. But as he received each binder,
Sporyshev took it into the SVR’s secure facility in Russia’s UN office in
New York, presumably to be photocopied before it was returned. The



binders all had concealed voice-activated audio devices that recorded
conversations among SVR officers in the facility. Over a period of several
months, as binders went into and out of the SVR facility, their voice
recordings were downloaded and handed over to FBI translators.5 The
several hundred hours of conversations that the binders produced had a
great deal of uninteresting material but probably provided a number of
profitable leads for US counterintelligence. The result of one such lead
became public because it wound up in a US court.

The discussions among SVR agents in their secure facility contained
references to an SVR source working on Wall Street. The FBI
subsequently zeroed in on Evgeny Buryakov, who was an executive in the
New York branch of Vnesheconombank (VEB) a Russian development
bank. Buryakov actually was what clandestine services call a nonofficial
cover (NOC) officer, assigned by the SVR to obtain US corporate and
financial secrets.6

The FBI subsequently turned its attention to Buryakov and exploited that
source over the next year and a half. They placed audio taps on his
telephone calls and audio and video surveillance sensors in his home, using
them to acquire additional counterintelligence information.7

On January 26, 2015, FBI agents arrested Buryakov as he left a Bronx
grocery store. On May 24, 2016, he was sentenced to thirty months in a US
prison for being an unregistered foreign agent.8 Buryakov was released
from prison and deported to Russia on April 5, 2017.

Understanding the different INTs used by an opponent, as well as some of the
key platforms available to the various INTs, is also key to planning how to
execute deception. This includes identifying the “reachback” resources that
are available to the adversary. These could be assets outside of the immediate
adversary’s command and control at the national level, such as satellites, or
specialist analytic capabilities, databases, and allies or supporters that could
provide intelligence if requested. Every adversary and context will be
different, so making a concerted effort to sensor map your specific adversary
is important. Visualizing the adversary’s sensor map, as in Figure 6-1, helps
maintain a focused effort on sensor mapping.

Identifying adversarial sensors should be a targeted, intentional process built



on method. The exercises in Chapters 12 and 14 are designed to illustrate
how this process works. In those exercises, all of the intelligence reports
contain relevant information. Note, however, that a deception planner
typically must apply skill and focus to identify and extract relevant
information from a mass of reports. Many of these reports have nothing to
contribute to building a target model of the sensors and sources the opponent
uses for observation in its operational environment.

Orientation

Knowing how adversaries observe their operational environment is a
prerequisite for executing an effective deception plan. However, knowing
how they collect should not translate into certainty on how they understand
what they collect. An adversary’s intelligence service may not conduct
analysis as your side does. So understanding requires assessing how the
adversary orients what is collected—also known as characterizing the
channels, discussed next.



Channel Characterization

The preceding section emphasized the importance of knowing an opponent’s
intelligence collection system (or information channels). But their analysis
capabilities also must be understood—if they have any. Nonstate actors may
depend on leadership to do its own analysis. In fact, successful deception
requires a solid appreciation of the target opponent’s operational and
intelligence cultures. One of the most effective counterintelligence
(specifically, counterespionage) operations in the previous century depended
on an intelligence service’s ability to model the analytic processes and
cultural propensities of an opposing intelligence service, as illustrated in the
next case.



Protecting Ames and Hanssen
In the waning years of the Cold War, the Soviets scored a major
intelligence coup that continued to pay dividends long after the Soviet
Union itself ceased to exist. They acquired the services of two agents who,
because of their positions in the counterintelligence services of the CIA
and FBI, represented the gold standard for “moles” in an opposing
intelligence service:

Aldrich Ames served as a counterintelligence officer in the CIA’s
Soviet/East European Division. He began working for the Soviets in
1985 and in a short period of time identified for them many of the
CIA’s agents in the USSR. The Soviets quickly arrested and executed
most of them.
Robert Hanssen was an FBI agent who primarily worked on
counterintelligence against Soviet targets in Washington, DC, and
New York City. He volunteered to work for the Soviets in 1979.

Because these two assets had immense value for Soviet
counterintelligence, the KGB went to great lengths to protect them. Over
an extended period, the KGB ran several deception operations to protect
Ames until his arrest in 1993. According to a report by the Senate Select
Committee on Intelligence,

Beginning in October 1985 and continuing sporadically over the next
several years, the KGB undertook a concerted effort to make the CIA and
FBI believe that the sources compromised by Ames were either still alive
or had been lost because of problems unrelated to a human penetration of
the CIA.9

As they eliminated the agents, in some cases the KGB replaced them with
double agents who fed false information to their CIA handlers. They also
skillfully applied misdirection to lead CIA and FBI investigators away
from Ames. The misdirection efforts had several phases, including the
following:

In 1985 Vitaly Yurchenko walked into the US embassy in Rome and
defected to the United States. Yurchenko identified two Soviet agents
—Edward Lee Howard, a former CIA officer; and Ronald Pelton, a



former National Security Agency (NSA) employee. Suspicion fell on
Howard as the source of the Ames compromises. Howard defected to
the USSR before he could be arrested, and Yurchenko subsequently
re-defected to the USSR. Some suspect that Yurchenko’s
performance was a deliberate KGB effort to lead investigators away
from Ames—a suspicion supported by the Soviet government
awarding him the Order of the Red Star after his re-defection.10
In 1987 a CIA officer was contacted by a KGB officer named
Aleksandr Zhomov, who offered to pass on information about KGB
surveillance operations. Over a three-year period, Zhomov provided
false information about KGB operations and helped the CIA recruit
double agents. Zhomov’s objective appears to have been to divert
investigations away from Ames.11

The KGB deceptions bear a striking resemblance to the coalition deception
that preceded Operation Desert Storm. In both cases, the deceivers
controlled the channels. The KGB had long studied the CIA’s operations
and had a good understanding of how their opponent—the CIA’s
Counterintelligence Center—analyzed the operational intelligence it
obtained. That understanding apparently allowed them to construct stories
that were plausible and that played to the fears of counterintelligence
officers.

After Ames was arrested in 1993, the SVR (successor to the KGB)
continued to apply misdirection but now to protect its remaining asset:
Robert Hanssen. Hanssen compromised a number of US intelligence
operations before his arrest in 2001, and investigators at first naturally
tended to blame Ames.12 But some of the compromises could not have
come from Ames, so the hunt began for another mole.

The Hanssen deception was helped, as most deceptions are, by the target’s
mindset. In this case, the FBI found it difficult to believe that one of their
own could be a traitor. They focused the investigation instead on an
innocent CIA employee. Hanssen made a number of mistakes beginning in
1993 that should have resulted in his arrest prior to 2001, but the FBI
apparently failed to follow up on them. Whether or not the SVR
recognized and exploited the FBI mindset is an open question. In any
event, that mindset helped to protect Hanssen for another eight years.

Modeling the “Black Box” of Orientation



Much like using modeling to sensor map the adversary, modeling can also be
an effective tool to assess how an adversary makes use of the raw intelligence
it collects. Following the OODA loop paradigm, this is the orientation stage.
Among deception planners, this is sometimes referred to as the “black box”
because it is so difficult to comprehend.

Today’s adversaries may build their decision-making organization in very
different ways based on culture or simply to ensure survival. This means that
they can organize their observation and orientation functions in many
different ways, and it would be rare to find two organized in precisely the
same manner. However, holding true to our generic OODA model, the
function “observe and orient” will be used. It is identifying who and what
performs those functions that is the challenge. Therefore, spending time to
understand the intelligence structure of the adversary must include how it
orients collected information. Once their sensors collect information, the
deception planner must determine what they do with it in order to
comprehend to what degree it affects decision-making.

The Case of the Daesh 2013–2014 Intelligence
Organization

Daesh made an extraordinarily quick and successful military advance across
northern Syria and into Iraq during 2013–2014. It was later recognized as the
direct result of an extensive intelligence preparation of the battlespace. That
preparation reduced the chance of organized military resistance in targeted
cities and towns by taking them from the inside out. It was more a case of
cities and towns themselves raising the Daesh flag than it was of the success
of an invading army.

Efforts to understand the command and control (C2) structure of Daesh began
in earnest with the establishment of western military assistance to counter
Daesh in the spring of 2015. Understanding how the self-declared leader of
Daesh and the so-called caliphate as an organization made decisions became
a primary concern for the purposes of disrupting their efforts in Syria and
Iraq. Several media outlets as well as terrorism experts and consultants



proposed organizational diagrams of this new group based on open sources
and analytic methods. The following fictional example is inspired by a Der
Spiegel article, “Secret Files Reveal the Structure of Islamic State,” and
reflects its attempt to model the “black box” of Daesh.13 Intelligence “roll-
ups” are overviews of intelligence reporting collected on a specific topic and
placed on a timeline; they include a short description of the source as well as
a brief summary of relevant intelligence. The roll-up in Table 6-1 provides
fictional sources and information for creating a model of the Daesh “black
box.”





Table 6-1 introduces the source evaluation and rating schema for HUMINT
reporting that is used throughout the exercises in later chapters. The number
(345 in the table) identifies the source. The two characters that follow
indicate the evaluation of the source and the source’s information, as shown
in Table 6-2.

Figure 6-2 illustrates the “Black Box” model that results from analysis of the
reporting in Table 6-1. The “R.#” boxes refer to the specific reporting in the
table.

Figure 6-2 Daesh “Black Box” Model



In this example, the relationship between the Intelligence Bureau of Daesh
and its leadership is established within the context of Daesh as an
organization. In practice, the intelligence organization would be targeted for
more collection, to establish more detail on how intelligence support is
integrated into the Daesh OODA loop, and a variety of submodels describing
capabilities and geographic responsibilities would be populated. A simple
question regarding an adversary’s black box that should be answered with
regard to eventual deception planning is, to what extent does an
organization’s intelligence unit actually affect decision-making? In this
particular example of Daesh, the question to answer would be, to what extent
does Abu Bakr al-Baghdadi base his decisions on intelligence provided by his
Intelligence Bureau?



Channel Exploitation

Deception planning next requires answering the question, how can we best
feed them? That is, which channels should be used to convey information to
the target? Often this means using imagination both to exploit traditional
channels used by the opponent and to develop new ones for the opponent to
use.

A channel is more than just the sensor. It includes the tasking, processing,
and exploitation phases of intelligence. Because of the flood of imagery, it’s
not uncommon for an image to be taken and processed but never exploited.
More than once, a deception operation has been derailed when,
unaccountably, the opponent either didn’t receive the information that was
provided or didn’t understand or act on what it did receive. Chapter 4
discussed the Allied failures during World War II in attempts to deceive the
Japanese. There, the problem was a failure to bridge a cultural divide. Often,
however, the problem is the length of the opponent’s communications chain.
It’s a basic rule of communications that, the more nodes between transmitter
and receiver, the more likely a message is to be distorted or lost. The nodes
(here, human) can misinterpret, lose, or falsify for their own purposes a
message before transmitting it to the next node.

An example of what can go wrong in the intelligence channel was the Soviet
decision to invade Afghanistan in 1979. The invasion was intended to support
the existing Afghan government, which was dealing with an open rebellion.
The intervention was based largely on flawed intelligence provided by KGB
chairman Yuri Andropov. Andropov controlled the flow of information to
General Secretary Brezhnev, who was partially incapacitated and ill for most
of 1979. KGB reports from Afghanistan and passed on to Brezhnev created a
picture of urgency and strongly emphasized the possibility that Prime
Minister Hafizullah Amin had links to the CIA and to US subversive
activities in the region.14

Most targets of deception have more than one channel available to them,
though. They also have past experiences and predispositions to draw upon in



making a decision. The ideal is for information provided in different channels
to be congruent both with each other and with the target’s experiences and
predispositions. That is, they should all reinforce each other to lead the
opponent to the desired decision. To the extent that the information provided
is incongruent—that is, it conflicts with information in other channels or with
the target’s thinking—it will be rejected.

The Indian nuclear test deception, introduced in Chapter 1, was successful
partially due to congruent information being fed through multiple channels.
The United States had given India a model of its imagery intelligence
channels—what its overhead IMINT systems could do and what its analysts
looked for—in a demarche. Armed with that knowledge, the Indians could
put together a congruent story in IMINT, OSINT, HUMINT, and diplomatic
channels. Chapter 9 will address an example of incongruent use of channels.
The Rabta Chemical plant deception described in that chapter failed because,
though the Libyans knew about the IMINT sensors they had to deal with,
they apparently understood neither the capability of the sensors nor the skill
of the imagery analysts looking at Rabta. So the Libyans presented an
incongruent picture to imagery analysts.

A key part of channel exploitation concerns the timing of the deception
elements. Remember that an effective way to do this is to work backward
from the desired outcome scenario. The deception planner develops what is
called a branch-point scenario. This usually takes the form of a timeline. It
identifies triggering events along the path—events that represent points at
which a target’s observations shape his or her decisions. The branch points
later on can serve as indicators that the desired scenario is developing or
failing to develop.

The main purpose of a branch-point scenario is to focus attention on the
pivotal events rather than on the final outcome, because those are the
moments where deception can lead the opponent to make the desired
decisions and take the desired actions. The planner’s skill at identifying and
timing these branch points often determines the effectiveness of the
deception. If the critical elements of intelligence arrive too early so that they
can be vetted and dismissed as a deception, or too late, after a decision has



been made, they are worse than useless.

To illustrate the use of branch-point scenarios, let’s continue to revisit
Operation Quicksilver (introduced in Chapter 2). Here, we focus on the
specific timing of events in the second phase of the deception. Recall that for
the pre-invasion, the scenario envisioned having the Germans concentrate
their forces near Calais. Post-invasion, the objective was to keep the Germans
from moving forces to Normandy for as long as possible. Figure 6-3
illustrates a timeline of the deception scenario. Although it contains several
events, there are two critical points, each timed to convey a specific message
to the Germans. The first, pre-invasion, is designed to convince the Germans
that Calais is the target:

Pre-invasion, dummy military equipment is displayed in what appears to
be a marshalling area near Dover.
Dummy landing craft are displayed at Dover port.
On April 24 dummy radio traffic from notional FUSAG units
commences, and continues until after the invasion.
Two double German agents, nicknamed Garbo and Brutus, provide
confirming reports of FUSAG dispositions near Dover.

Figure 6-3 Branch-Point Scenario for Operation Quicksilver

As Figure 6-3 indicates, these observables were scheduled in late April, to
allow time for the Wehrmacht to move additional units to the Calais area
prior to June 6.



Near the end of May, the British added a temporal dimension to what was
otherwise a deception about location. A double of Field Marshal
Montgomery was publicly sent to Gibraltar, to deceive the Germans about the
invasion date—it being unlikely that any invasion would occur while the key
British commander was in Gibraltar.

Then, on the evening before the invasion, the second phase began, in an
effort to convince Hitler that Normandy was a diversion:

On June 5 Garbo sends an urgent message to his handler that an invasion
of Normandy is imminent. The message intentionally arrives too late for
a German response; its purpose is to make Garbo’s next report credible.
On June 8 Garbo reports that Normandy is a diversion. The message is
timed to halt possible movement of forces toward Normandy and
therefore goes directly to Hitler.
Brutus then reports that the FUSAG is still in position at Dover,
reinforcing Hitler’s decision to hold his forces near Calais.

Because understanding the channels is a critical factor in the success of a
deception, the next two chapters treat the subject more thoroughly. Chapter 7
examines the traditional intelligence channels: OSINT, COMINT, HUMINT,
IMINT, and technical collection channels. Chapter 8 goes into detail on the
channel that is becoming dominant in deception: cyberspace.
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7 The Traditional Intelligence Channels

The deception planner’s own intelligence channels have two distinct roles in
deception. First, they are used to provide intelligence that supports the
deception operation in several ways:

Identifying and assessing the target(s). For example, providing
information about the target’s attitudes and decision-making process—
the subject of Chapter 4.
Constructing the story, the subject of Chapter 5.
Identifying the opponent’s channels to use for projecting the deception.
For example, using OSINT might determine that the opponent has
purchased SIGINT equipment; the nature of the equipment indicates a
channel that the opponent will be using. Or a HUMINT source might
report that an opponent has broken one of your communications
encryption systems, and you can therefore use that communications
channel to provide deceptive information.
Assessing the effectiveness of a deception operation. Once the story has
been provided to the target, it is important to determine whether the
narrative has been accepted and acted upon—discussed in Chapter 9.

Second, your own channels have a critical role in detecting an opponent’s
deception. Looking for incongruences or suspicious congruences in the
channels will help determine whether your side has been targeted for
deception—the subject of Chapter 10. Extensive detail on intelligence
channels for these purposes is contained in two separate publications:
Intelligence Collection1 and The Five Disciplines of Intelligence Collection.2
An approach to analyzing the intelligence from these channels is detailed in
Intelligence Analysis: A Target-Centric Approach.3

The focus of this chapter is instead on the opponent’s intelligence channels,
that is, on projecting a deception by providing material to the target through
his or her own channels, to support the deception. All channels used to collect
intelligence can be targeted in a deception operation, with widely varying
prospects for success.



This chapter goes into detail on five major channels that are used for
projecting a deception. Chapter 8 focuses on cyberspace, a channel that has
become prominent in deception and falls into a gray zone between operations
and intelligence.

Deception must follow a careful path; it has to be subtle (too-obvious clues
are likely to tip off the deception) but not so subtle that the opponent misses
it. HUMINT is a commonly used channel for deception, but today it is
seldom adequate on its own. An effective deception operation frequently has
to be multi-INT or a “swarm” attack. Increasingly, carefully planned and
elaborate multi-INT D&D is being used by various countries.

First, consider the channels that produce literal information—information in
a form that humans use for communication. These are open source (OSINT),
communications intelligence (COMINT), and human intelligence
(HUMINT). All three have long been used to feed opponents deceptive
information. The information they provide requires no special exploitation
after the processing step (language translation) to be understood. It literally
speaks for itself.

Nonliteral information includes imagery (IMINT) and a number of
specialized technical collection disciplines; some are called measurements
and signatures intelligence (MASINT), and some fall into the signals
intelligence (SIGINT) domain. In contrast to literal information, this material
usually requires sophisticated technical expertise applied in processing and
exploitation in order for it to be understood and used. An opponent’s
nonliteral channels are increasingly used to project a deception, but they can
be tricky to use, and there is less certainty (compared to literal channels) that
the message gets to its intended recipient.



OSINT

Open source intelligence covers the traditional published and broadcast
sources that are commonly available to anyone: media such as newspapers,
magazines, radio, television; professional and academic material from
conferences, symposia, professional associations, and academic papers; and
government reports and official data. It also now includes user-generated web
content such as social networking sites, video sharing sites, wikis, and blogs.
Web content therefore overlaps with the CYBER channel and so is covered
in the next chapter.

Open source has long been a means for planting deceptive information, and
that role has increased now that OSINT is so prevalent on the web. News
reporting via radio, TV, newspapers, and online naturally provides many
opportunities to communicate deceptive information. These channels were
used extensively to support the deception prior to Operation Desert Storm, as
noted in Chapter 4. It’s worth restating the challenge in using these channels,
as was illustrated in that deception; one must avoid misleading one’s own
people and allies. The US government, for example, as a matter of policy
does not lie to the press.

Open source is an excellent way to plant misleading material. It has the
advantage of near-certain transmission and it’s the only literal channel that an
opposing service is almost certain to receive (other than diplomatic
discussions). Following are two examples of the use of open source channels
in deception.



GRAB Satellite
By the late 1950s the US Air Force Strategic Air Command (SAC) had
developed an elaborate war plan for a retaliatory nuclear strike against the
Soviet Union. The plan involved a coordinated air attack on key Soviet
targets by SAC’s B-47 and B-52 aircraft.

The success of the war plan depended critically on the ability of attacking
aircraft to overcome Soviet air defenses. That meant avoiding or
neutralizing Soviet air defense radars. And that, in turn, required that
SAC’s planners create a map of the locations and types of the radars for
the entire Soviet Union.

For several years, SAC had been able to locate and identify the radars
around the northern periphery of the USSR. Air Force and naval electronic
reconnaissance aircraft, known as ferrets, flew from bases in the United
Kingdom and Alaska on routes close to the Soviet border and used
sensitive receivers to intercept and locate the radars. But radars in the
interior could not be detected by aircraft without overflying the Soviet
landmass.

For that mission, a satellite was needed, and in 1958 the Naval Research
Laboratory (NRL) proposed to build one: an electronic intelligence
(ELINT) satellite in low earth orbit that could intercept radar emissions
and geolocate radars anywhere in the world. The problem was that, if the
Soviets knew that a satellite was conducting ELINT missions, they could
practice denial—shutting down critical parts of their air defense radars
when the satellite was in view. This was already a common Soviet practice
to defeat ferret aircraft flying near the USSR’s borders. A simple
unacknowledged mission launch was not an option; it would attract too
much attention, and the Soviets might determine the satellite’s real
mission.

The solution was to create a cover story that would not attract undue
interest. NRL proposed to put two payloads on the satellite: a highly
classified ELINT receiver, and a publicly acknowledged research payload.
The result was the GRAB (Galactic Radiation and Background)
experiment. The first GRAB satellite was launched on June 22, 1960; a
second GRAB went into orbit on June 29, 1961, and operated until August



1962. GRAB transmitted its ELINT intercepts to a network of receivers at
ground sites around the world. It also provided measurements of solar
radiation (the SolRad experiment) that were publicly released in open
source channels to support the deception.

The GRAB operation is an excellent example of a subtle deception.
Interestingly, it didn’t include all of the elements of deception that were
defined in Chapter 1. The cover story was based on truth (the satellite was
real; the SolRad experiment was real). It included denial (the ELINT
package was concealed; the project had been placed under a tight security
control system with access limited to fewer than 200 officials in the
Washington, DC, area). And misdirection—the attention paid to the
SolRad experiment—was part of it. But it did not include deceit; as noted
earlier, the US government is not allowed to deceive the press. The press
releases simply omitted an important feature.



Black Boomerang Redux
Recall the Black Boomerang operation described in Chapter 3. There, the
discussion was focused on the social component of the PMESII view that a
deceiver takes when considering outcome scenarios for deception. The
open source channel that the British relied on was radio, albeit a fake radio
station. The radio was operated such that the British government could
avoid being held to account. While the primary function of the station was
to sow discord among German troops, it was also used for a second
purpose in tandem with open source print publications. It made effective
use of the truth against neutral targets, as the following illustrates.

During the war, the British government published a list of the neutral firms
and businessmen who were breaking the Allied blockade by trading with
Hitler. The list was used to impose sanctions. But the British also had a
second list of firms that were only suspects. Their names were not
published. British officials, however, had orders to counter their activities
where possible.

The Black Boomerang team acquired this list of suspects along with files
that revealed both the reasons for suspicion and the personal background of
the suspect firms’ directors. Subsequently, these suspects heard the secrets
of their private and commercial lives being publicly exposed on the
Atlantiksender radio. Usually their reaction was to protest to the nearest
British authorities, who, of course, denied any connection with a German
radio broadcast. Delmer, in his book Black Boomerang, describes the
typical approach:

We then waited to see whether they would mend their ways. If they
did not, we followed up with further broadcasts about them. As a rule,
however, one broadcast was enough. One typical case was that of a
firm of Swedish exporters who were buying ball-bearings in Sweden,
and smuggling them to Germany, thereby undoing the effects of our
bombing. Our story about the firm was so accurate and so ribald that
the Swedish authorities felt deeply hurt in their national pride. They
made unofficial representations about it to the British ambassador Sir
Victor Mallet.



“We had our eye on this firm,” said the Swedes with injured dignity,
“we were waiting to prosecute them, when we had enough evidence.
Now your broadcast has warned them.” Sir Victor replied that he had
no knowledge of the Atlantiksender, and nothing to do with it….
[T]he Swedish newspapers had taken up the story we had put out, and
the directors of the Swedish firm, fearing more Atlantiksender
publicity, had cancelled all further deliveries to Germany.4



COMINT

Communications intelligence, or COMINT, is the interception, processing,
and reporting of an opponent’s communications. Communications in this
definition includes voice and data communications, facsimile, video, and any
other deliberate transmission of information that is not meant to be accessed
except by specifically intended recipients. This definition includes Internet
transmissions, though their collection overlaps into the realm of CYBER
collection, described in Chapter 8.

Communications are seen as more attractive than OSINT and HUMINT
channels for projecting a deception. That’s because COMINT is generally
considered to be valid and, therefore, more trusted by intelligence
organizations. The problem often is selecting the right communications
channel for the deceiving information. There are many potential sources of
COMINT: cell phones, satellite communications, microwave point-to-point,
and optical fiber cables carry a large volume. In fact, there are simply too
many sources that an opposing service might target. So the problem becomes
determining which channels the opposing service is monitoring. A few of the
channel types pose no problem: A tap into a fiber optic cable signals that a
hostile COMINT service is monitoring the cable’s traffic—though it may be
difficult to identify exactly which hostile service emplaced it. A COMINT
antenna aimed at a geostationary communications satellite indicates that the
host country of the antenna is monitoring that satellite’s communication
downlinks. In contrast, it is very difficult to determine what cell phone traffic
that a hostile COMINT service is monitoring.

But once the COMINT means that an opponent relies on are known, then
deception become straightforward. For example, during the Cold War, the
Soviets made extensive use of audio taps (bugs). US counterintelligence
operatives occasionally used these bugs to feed the Soviets false information.
In some cases, they used the bugs to take out troublesome Russian agents,
either by hinting that the agent was on the US payroll or by reporting that he
was having an affair with some Soviet minister’s wife.



COMINT deception can be used for strategic or tactical deception. The
deceptions that supported Operation Quicksilver and Operation Desert Storm
fit more into the strategic deception class. But COMINT deception is most
widely used at the tactical level, as it was in Operation Bolo.



Operation Bolo
During the Vietnam War, the pilots of the US Seventh Air Force were
becoming frustrated with the tactics of their North Vietnamese opponents.
The North Vietnamese Air Force carefully avoided confrontations that
would pit their MiG-21 Fishbed fighters against the US Air Force’s
superior F-4C Phantoms. Instead, they selectively targeted US F-105
fighter/bombers that were conducting airstrikes in the theater—and in the
process, racking up kills; the MiG-21 was superior to the F-105 in a
dogfight.

In December 1966 the US Air Force developed a deception operation to
change the odds. The plan was nicknamed Operation Bolo. Its objective
was to create an aerial ambush.

F-4Cs flying from bases in Thailand and South Vietnam took the flight
paths normally used by F-105s. Knowing that the North Vietnamese
monitored aircraft communications, the F-4C pilots used the
communications frequencies and call signs normally used by F-105s on
bombing runs.

At the same time, other F-4Cs flew to positions off the coast of North
Vietnam, positioning themselves to guard selected North Vietnamese
airfields to prevent the MiG-21s from returning to them.

The mission was a success. When the MiG-21s took off and flew to
intercept what appeared to be easy prey, the F-4s pounced, shooting down
seven MiG-21s in twelve minutes—in effect destroying one-third of the
enemy’s MiG-21 inventory.5

Bolo is an example of COMINT deception, but it also illustrates the swarm
or multi-INT type of operation noted in the opening of this chapter.
Multiple channels were targeted, including North Vietnamese radar and
COMINT channels. It also relied on a truth that was well established—the
F-105 operational patterns and signatures had produced a conditioned
response by the North Vietnamese. And of course it made use of deceit.

The end result indicates another basic characteristic of deception: Once a
deception is exposed, its effectiveness usually is lost and future similar



deceptions are unlikely to succeed. A number of other Bolo-type missions
were flown over the ensuing months, the first on January 23, 1967, but
either there was a pattern that alerted the North Vietnamese or other factors
went wrong. Whatever the reason, none of the later missions were as
successful as the initial operation.

Helping COMINT Deception Succeed

Intelligence is perceived to have more credibility by the other party if they
must work hard or go to great expense to obtain it. So, the idea is to make the
intelligence difficult to get, but not so difficult that it never gets through to
the opponent. The credibility of the deception in Operation Mincemeat (see
Chapter 2) was greatly enhanced because the information about the target of
an Allied invasion was so difficult to obtain, and required substantial analysis
to figure out.

In similar fashion the techniques for defeating COMINT can be applied to
enhance the credibility of a deceptive communication. Following are a few
examples of such techniques in the COMINT discipline.

Steganography

Steganography is defined as the art and science of hiding information by
embedding messages within other, seemingly innocent messages. Secret
writing traditionally made use of invisible ink to place a message between the
visible lines of an apparently innocuous letter. Counterespionage routinely
relies on opening suspect correspondence (known in the trade from pre-
Internet days as “flaps and seals” operations) and testing for secret writing.
So secret writing is not commonly used by sophisticated intelligence services.
However, it still finds use in countries or organizations where technical
methods of communication are not available. During World War II, agents
used a sophisticated type of steganography called the microdot: a technique
of photographing and reducing a page of text to the size of a pinhead, then
making it look like the period at the end of a sentence.

A new version of steganography is today used by terrorists and narcotics



traffickers to avoid the detection of compromising information—hiding
messages inside computer files. It works by replacing bits of useless or
unused data in graphics, audio, text, or HTML files. The message often is
embedded in a map or a photograph. A digital image of a landscape, for
example, might hold a communiqué or a map. A digital song file might
contain blueprints of a targeted building.6 Unless the COMINT processor has
some idea that digital steganography is embedded in a specific file, it can be
very difficult to find. When used for offensive deception, or planting material
that you want the adversary to retrieve and find credible, again, the message
or image has to be found—but not be too easy to find.

Code Words and “Talking Around”

It is widely known that cell phones are targeted for COMINT. So when using
cell phones or the Internet, targets may talk around a topic, often by using
prearranged code. As an example, the 9/11 attackers communicated openly
and disseminated information using prearranged code words. For instance,
the “faculty of urban planning” meant the World Trade Center, and the
Pentagon was referred to as the “faculty of fine arts.” Mohammed Atta’s final
message to the eighteen other terrorists who conducted the 9/11 attacks read,
in code: “The semester begins in three more weeks. We’ve obtained 19
confirmations for studies in the faculty of law, the faculty of urban planning,
the faculty of fine arts, and the faculty of engineering.”7 The number 19, of
course, referred to the number of cell members who were to board the four
aircraft.

Because the use of code words and “talking around” a topic is a widely
known tactic, it is a natural way to communicate deceptive information.
Again, this deception method requires some subtlety when planting deceptive
information; the communication has to look like a credible attempt to conceal
information, but not be so difficult to analyze that the opponent’s COMINT
analyst misses it completely.

Encryption

Encryption is now widely practiced in many types of communication to deny



COMINT exploitation. The result is that encrypted traffic is more likely to be
the focus of intelligence interest, especially when encryption is used where it
should not be found in a system. Al Qaeda long relied on unencrypted emails
for communication because they knew that encrypted ones would attract
attention.8

Like the “talking around” method with telephones, since unexpected
encryption does attract attention, it is a natural way to communicate a
deceptive message that your side wants the other side to believe and act on—
either using a cipher that the opponent has broken, or using a cipher that the
opponent can readily break. Recall that the case of protecting Ultra, described
in Chapter 3, illustrates the tactic: The British sent a radio message to a
notional spy in Naples, thanking him for warning them of a convoy
departure. The message was sent using a cipher system that the Germans
could decode. During World War II in the Pacific, the British on more than
one occasion sent deceptive information to notional spies using a cipher that
they knew the Japanese could decode.

Deceiving Traffic Analysis

Traffic analysis is a method of obtaining intelligence from what are called
“externals,” that is, from the characteristics of the communications signal,
without looking at the information content. It is especially useful when
message content is not available, for example, when encryption is used. The
externals can be used, for example, to determine the location and movement
of a communications emitter.

The usual objective of traffic analysis is to build a model of a
communications network (or a network of associates) by observing
communications patterns. Traffic analysts look at these calling patterns to
identify networks of personal or official associations. Traffic analysis is
commonly used in assessing military communications and traffic within
criminal cartels and within terrorist cells. Examples of judgments that can be
made based on communications traffic patterns include the following:

Frequent communications from one node can tell the traffic analyst



who’s in charge or the control station of a network.
Correlating who talks and when can indicate which stations are active in
connection with events.
Frequent communications often indicate that an operation is in the
planning stage.
No communication can indicate either no activity, or that the planning
stage is complete.
Rapid, short communications are often connected with negotiations.

Traffic analysis can be deceived, to some extent, by techniques such as
inserting dummy traffic in the network. The result can be that COMINT
analysts looking for patterns will be led to the wrong conclusion. Traffic
analysis can be targeted as part of a larger deception, for example, by making
an outlying (and expendable) node appear to be the controlling node in a
clandestine network.



HUMINT

HUMINT sources include familiar clandestine assets—spies—but also
include émigrés, defectors, elicitation, and interrogation sources (described in
the sections that follow). The common theme of this channel is that the
intelligence is collected by one person interacting with another person to
obtain information.

The products of governmental HUMINT activities include embassy officers’
assessments, information elicited from contacts, information from paid
agents, or documents or equipment clandestinely acquired by purchase or
theft. The human sources can be diplomats and defense attachés, international
conference attendees, defectors, émigrés, refugees, or prisoners. Volunteers—
cooperating private individuals and organizations—also can supply
privileged information that they encounter in the course of their work.
Nongovernmental organizations have proliferated in recent years and are
increasingly useful sources about foreign developments.

These different types of HUMINT divide into two broad classes—overt and
clandestine HUMINT. They are treated differently in both conducting and
detecting deception.

Overt HUMINT

Overt HUMINT is attractive for conveying deceptive information because the
channel is direct: The deceiver has some degree of confidence that the
information will reach its intended recipient. It has the attendant disadvantage
that it is often used to pass deceptive information, so it is a suspect channel.
There are a number of channels for collecting overt HUMINT, but three are
prominently used: elicitation and its formal counterpart, liaison; facilities
visits and public demonstrations; and interrogations.

Elicitation and Liaison

Elicitation is the practice of obtaining information about a topic from



conversations, preferably without the source knowing what is happening.
Elicitation is widely practiced in gatherings of diplomats and military
attachés and in the commercial sector during business executives’ social
hours and sales conventions. In fact, elicitation may be the most valuable tool
of a successful diplomat. But as a channel for deception, it must be used with
skill because it is so often used in that capacity.

Liaison relationships also are conducted among intelligence organizations,
though these are usually not overt. The relationships are mostly bilateral, and
involve sharing intelligence, sometimes in exchange for intelligence
collection equipment or diplomatic or commercial favors.

Both diplomatic and intelligence liaison provide many benefits, but they
carry risks that the liaison partner will use the relationship to deceive. Even if
the liaison partner doesn’t intend to deceive, he or she may be the conduit for
deception aimed at the other partner. Such was the case in Operation
Mincemeat, described in Chapter 2; the British relied on the existence of a
liaison relationship between Spanish and German intelligence to ensure that
the deceptive information would be shared.

Liaison channels have the advantage of being less complex to execute
transmission of intelligence, compared to using clandestine HUMINT for
deception. But intelligence collectors and analysts charged with detecting
deception know this. So the deceptive information acquired through liaison is
less likely to be accepted without independent confirmation.

Facilities Visits and Demonstrations

During the Cold War, industrial plant visits often were used for obtaining
advanced technology for military use. The Soviets, and later the Chinese,
made numerous visits to US industrial facilities in attempts, often successful,
to acquire advanced military and civilian technologies. And, because the host
is able to control what the visitor sees, such facilities visits provide multiple
opportunities to conduct deception.

International arms control treaties often require onsite visits. These visits



have been used to promote the image that a chemical warfare plant, for
example, is actually a pesticide production plant. Countering such deception
frequently makes use of methods such as clandestine materials sampling.

Demonstrations to convey a deception have been used repeatedly in military
conflicts, going back to Sun Tzu’s time, at least. During the US Civil War,
Confederate cavalry general Nathan Bedford Forrest had pursued and closed
with a Union cavalry unit commanded by Colonel Abel Streight. Forrest,
outnumbered three to one, persuaded Streight to surrender by a ruse. He
paraded his forces back and forth in front of Streight in such a way as to
make it appear that he actually had superior numbers.

Public demonstrations such as military parades are often used to project
deceptive images. The deception carried off by the Soviets at the 1955
Moscow Air Show, detailed in Chapter 9, illustrates a use of the tactic of
making a smaller force appear to be larger using a demonstration.

The story of German rearmament after World War I, described in Chapter 5,
illustrates one of the most elaborate uses of both facilities visits and public
demonstrations such as air shows to support deception.

Interrogation

Interrogation is a standard overt HUMINT technique, widely used by military
forces and governments to obtain intelligence. Interrogation might best be
described as elicitation in a controlled setting. The difference is that the
interrogator has physical custody or some form of control over the fate of the
source—who usually is a prisoner charged with a crime, a prisoner of war, an
émigré, or a defector. The specific tactics used depend on the interrogator’s
degree of control and the willingness of the detainee to cooperate. Émigrés
and defectors usually evince the greatest willingness to cooperate.

For the military, prisoner interrogations provide a wealth of material of
immediate use about the morale, location, and combat readiness of opposing
forces. It’s an old technique, but it continues to be successful. During the US
Civil War, Union interrogators at Gettysburg were able to determine that they



had prisoners from every Confederate division except General George
Pickett’s—leading them to conclude correctly that Pickett, having fresh
troops, would lead the attack on the following day.

Prisoner interrogations can be used as a primary channel for deception. Few
such deceptions have proved as devastating to the deceived as the operation
that the British conducted against the Irish Republican Army (IRA), in what
was called the IRA Prison Sting.



The IRA Prison Sting
Chapter 1 described the IRA Embezzlement Sting, a deception the British
used to destabilize the IRA in Northern Ireland. Probably the most
effective destabilization operation during that conflict, however, was
conducted in 1974, and is often referred to as the IRA Prison Sting.

Vincent Heatherington and Miles McGrogan were two young Catholic
men from Belfast. The two were trained by British intelligence for an
interrogation deception and were then sent to Crumlin Road prison,
purportedly to await trial for the murder of two police officers. In the
prison, they were placed in the IRA wing. Since neither had extensive ties
with the IRA, both were viewed with suspicion. The prison’s IRA leaders
separated the two men and conducted intensive interrogations.

After several days of interrogation, Heatherington appeared to break down.
He admitted to being a British informer. He said that he had been forced to
work for the British since the age of sixteen. During the next week, he
provided details of British operations against the IRA that were already
known to IRA leadership, along with false information that fit with IRA
suspicions. He also identified a number of IRA members that he claimed
were British informers. Those identified were primarily from the younger
emerging leadership of the IRA. Finally, Heatherington claimed that he
was really sent there to assassinate the prison leadership. To check his
allegations, the IRA apparently provided details of the assassination plot to
the prison governor. A subsequent search of Heatherington’s cell
uncovered vials of poison. The IRA leadership in Crumlin Road then
accepted Heatherington’s story in its entirety. In the words of a key IRA
lieutenant,

We suddenly believed Heatherington. The names of all those he mentioned
were passed on to relevant people in the IRA in Long Kesh (the Maze) and
on the outside. Interrogations began, and in the Maze many men were
badly treated by their interrogators. The IRA was carried away in hysteria.
Men admitted, under interrogation, crimes they could not have committed.
No one was safe from scrutiny.9

IRA leaders subsequently described these as the darkest days of their
movement. The IRA almost disintegrated in the aftermath. Their leadership



began a two-year witch hunt for informers. Within prisons and outside,
IRA intelligence brought in and harshly interrogated suspects. The
interrogations within prisons included torture with piano wire and electric
current. Innocent IRA members were forced to confess, under harsh
torture, to being British agents and then were executed.

The IRA did in fact survive, with unforeseen and unwelcome
consequences from a British standpoint. The emergent IRA was a smarter
organization. For example, in a move designed to slow its penetration by
British intelligence and to limit the damage caused by informers, the IRA
adopted a cellular structure replacing the traditional battalion
formations.10

Clandestine HUMINT

A nation’s clandestine service performs highly diverse but interdependent
activities that span many intelligence channels, including, for example,
COMINT and CYBER. The unifying aspect of these activities is the fact that
they are conducted clandestinely or secretly. However, it is clandestine
HUMINT that is most well-known because of its popular portrayals in print
and movies. Obviously, clandestine HUMINT depends on deception to
function. And it can be a vehicle for conducting deception against both
intelligence and operational targets. Specifically, it depends on deception in
the form of cover: a false picture of personal or organizational identity,
function, or both.

Personal Cover

Clandestine services officers must conceal their actual role. So some form of
personal cover (for example, an assumed identity) is needed. There are two
types of cover—official and nonofficial. Persons under official cover work in
official government positions. The deepest level of cover is nonofficial cover.
Such operatives are called NOCs. NOCs are much more difficult for a
counterintelligence service to identify but are much more vulnerable if
identified.

All forms of overseas cover are increasingly a problem for all clandestine



services. The increased availability of life history data to foreign
governments and increasing worldwide availability of technologies such as
facial recognition software and biometrics exacerbates the cover problem.
(As an example, US law enforcement has amassed a facial recognition
database of 117 million citizens or at least half of the adult population.)11

Crossing borders has become a particularly hazardous event for the
clandestine officer. With the advent of biometric information, false
documents are easier to discover. Furthermore, the ability to investigate the
background of a suspicious person has grown rapidly with the Internet.
Perhaps ironically, a person without a cyber footprint is also treated with
suspicion.

As a result, nonofficial cover is becoming both more necessary and more
difficult to maintain, and new types of NOCs have to be created.
Nontraditional platforms for agent recruitment also are increasingly
necessary, and these cost more to maintain than official cover platforms.12

Organizational Cover

Many intelligence agencies use organizational cover in the form of front
companies and co-opted businesses for technology and materiel acquisition
and to run agents. Countries such as Russia and China have a long history of
using organizational cover to target Western Europe, the United States, and
Japan because of the advanced technology that is available in those countries.

Front companies have several options for running deceptions to obtain
technology and materiel. They often are used to solicit bids for technology or
products from legitimate companies. The victim companies often will provide
detailed technical knowledge in the hope of being competitive and making
sales.13 The front companies also are useful as transshipment points for
purchasing materiel and then making prohibited exports. Dave Szady, the
FBI’s chief counterintelligence official, reported in 2005 that the Chinese
operated over 3,000 front companies in the United States. The primary
purpose of those companies, he said, is to purchase or steal controlled
technologies.14



IMINT

Defeating visible imagery usually starts with denial: putting shielding over
sensitive targets, camouflaging them, and placing facilities underground.
When denying information to imaging satellites, awareness of the orbits
allows security personnel to stop an activity, or perhaps cover the sensitive
parts, when the satellite is overhead.

IMINT deception goes a step further by presenting the false. Typically, this
relies on decoys. Their use during World War II and in Kosovo has already
been described in earlier chapters, and decoys continue to be used in military
conflicts. During 2016, Iraqi forces fighting to retake the city of Mosul from
Daesh found a cache of wooden tanks, vehicles, and even dummy soldiers
near the city. The decoys were intended to divert airstrikes away from actual
targets.15

There are a wide range of techniques besides decoys to deceive imagery.
Once again, the Indian nuclear test case, described in Chapter 1, is a classic
because it illustrates an effective combination of denial (camouflage,
concealing test equipment during daylight hours) with deceit (dressing test
range personnel in military uniforms, reshaping excavated sand to look like
natural sand dunes).

The Al Kibar case illustrates the level of sophistication that IMINT deception
can achieve, and the effective use of other channels to defeat it. Al Kibar was
an elaborate Syrian attempt to conceal efforts to develop nuclear weaponry.



The Syrian Deception at Al Kibar
In 2003 the Syrians began to construct a nuclear reactor near the town of
Al Kibar. The reactor was a near-duplicate of one at Yongbyon, North
Korea, and was built with North Korean assistance. The Syrians realized
that US imagery analysts probably had a profile of the Yongbyon reactor
and would quickly spot any similarity in imagery. They consequently
developed an elaborate deception to conceal the reactor from imagery
collection and, more important, from imagery analysis:

They partially buried the reactor and erected a false roof and walls
around it to conceal its characteristic shape from overhead imagery.
They disguised the outer shell to look like a Byzantine fortress of the
sort to be found in Syria.
Several tactics for denial supported the deception. The Syrians did
not construct new roads or put in place airfields, rail tracks, air
defenses, or site security—any of which would have drawn the
attention of imagery analysts.16

The Syrian strategy could be summed up as “minimize the visible
signature of the facility and make it appear to be uninteresting.” It appears
to have been successful. Reportedly, in 2005, US imagery analysts found
the building but could not figure out what it was for; it was “odd and in the
middle of nowhere.”17

The deception was exposed, as imagery deceptions often are, by a
HUMINT operation or, more accurately, by a HUMINT-enabled cyber
operation. On March 7, 2007, covert operations specialists from Israel’s
Mossad broke into the Vienna home of Ibrahim Othman, head of the
Syrian Atomic Energy Agency. Once inside, they hacked into Othman’s
computer and copied about three dozen photographs. These proved to be
photographs taken from inside the Al Kibar complex. The photos
confirmed that Al Kibar indeed housed a copy of the Yongbyon reactor;
they even included photographs of North Korean technicians at the
facility.18

The Israelis decided on a direct approach to deal with the facility. During
the night of September 5–6, 2007, four Israeli F-16s and four F-15s
departed Israel Air Force bases, flew north along the Mediterranean coast,



and then eastward along the border between Syria and Turkey. The
attackers used electronic warfare en route to deceive and disrupt the Syrian
air defense network. The seventeen tons of bombs that they dropped on Al
Kibar totally destroyed the reactor building.

On April 28, 2008, CIA director Michael Hayden confirmed that Al Kibar
would have produced enough nuclear material for one to two weapons a
year, and that it was of a similar size and technology to North Korea’s
Yongbyon Nuclear Scientific Research Center.

Countering infrared, spectral, and synthetic aperture radar (SAR) has relied
mostly on denial (camouflage and radar-reflective coverings) rather than
deception. Deception using decoys against all of these imagers can be done,
though, and is most effective when combined with denial to protect the real
targets. The Serbian deception efforts in Kosovo, described in Chapter 3,
involved creating heat sources to deceive infrared imagers, though that was a
crude effort by current deception standards.

Introducing deception into SAR imagery is difficult, though possible.
Usually, deception relies on radar decoys that simulate equipment—such as
ships, missile sites, aircraft, and tanks—and that deceive visual as well as
radar imagery. It helps to have extensive knowledge of the capabilities and
limitations of the SAR. It is also important to understand the capabilities of
the imagery analysts, because well-trained analysts can spot minor
inconsistencies in the image that indicate deception.



Technical Collection

Technical collection in a most general sense refers to all nonliteral collection,
that is, IMINT, SIGINT other than COMINT, MASINT, and materiel
acquisition. IMINT was treated separately because of its prominence both in
conducting deception and in countering it.

Deception against technical collection has a history that dates back to World
War II, when technical collection began to play an important role in warfare.
It began with efforts to deceive enemy radar.

Radar

During World War II, Allied aircraft attacking European targets began to
deceive German radars by dropping chaff—strips of tinfoil that, released
from an aircraft, appeared on radar to be another aircraft. After the war, this
type of misdirection was applied in more sophisticated versions. Because
chaff moved slowly with the wind, a radar operator could distinguish it from
the fast-moving target that was the aircraft. So deception moved into the
purely electronic domain: Using a technique called spoofing, the attacking
aircraft received and retransmitted the radar signals in such a way as to make
the aircraft appear to be in several other locations, while hiding the reflected
signal from the aircraft itself. As radars became more sophisticated, this type
of deception moved back into the physical domain, with the use of air-
launched decoys—small pilotless vehicles designed to present much the same
radar return as the aircraft that launched them.

This type of deception is a part of what is called electronic warfare (EW) or
electronic attack (EA). It is supported by operational electronic intelligence
(OPELINT) or electronic support measures (ESM). Although it is narrowly
focused on deceiving opposing radars in combat situations, it requires all of
the elements of more elaborate deceptions. The operation must be planned
well in advance, with a good understanding of how the radar works. And
some means must be established to determine if the deception is succeeding.



Operation Bolo, discussed earlier, illustrates a clever tactical application of
radar deception. The aircraft flight paths appeared on North Vietnamese
radars as coming from Thailand, the normal F-105 attack route. The F-4s
deliberately reduced their airspeed to that used by the F-105s and carried
radar reflectors that, on radars, simulated the larger signature of the F-105.

Electronic Intelligence (ELINT)

Electronic intelligence refers to the information extracted through the
collection, processing, exploitation, and analysis of signals transmitted by
radars, beacons, jammers, missile guidance systems, and altimeters. Most
ELINT is conducted against radar targets.

Deception against electronic intelligence also dates back to World War II.
During that time, the radar communities developed deception techniques to
counter both ELINT and EA. In the post–World War II period,
reconnaissance aircraft began flying regular ELINT missions to locate an
opponent’s radars and to assess each radar’s purpose, performance, and
weaknesses. Many such flights targeted radar test ranges to assess new radars
in development.

To counter such ELINT collection, radar developers conducted deceptive
tests, concealing what were called “wartime modes” so that, during conflicts,
attackers would be surprised by encountering radars operating on unexpected
frequencies or in unexpected modes.

A number of more sophisticated deceptive techniques also are used against
ELINT. For example, ELINT uses the signature (frequency, transmission
patterns, and operating modes) of a radar to identify it, and often to identify
the ship, aircraft, or vehicle carrying the radar. By simulating the signature of
an uninteresting radar, one can (for example) make a naval ship appear to be
a commercial vessel.

Foreign Instrumentation Signals Intelligence (FISINT)

A number of platforms used for military purposes—missiles, aircraft, and



satellites—carry instrumentation to monitor conditions on the vehicle. The
instrumentation measures such things as velocity, pressures, temperatures,
and subsystems performance. There are two situations where it is necessary
to transmit the instrumentation readings to a ground station for analysis:
missile and aircraft testing, and satellite status monitoring. Such
radiofrequency transmissions are called telemetry. The collection of telemetry
signals is sometimes called telemetry intelligence but more often is called
foreign instrumentation signals intelligence (FISINT).

FISINT deception involves transmitting a bogus signal while in some fashion
hiding the actual telemetry. It can be used to mislead about the mission of a
satellite or the performance of a missile or aircraft, or to demonstrate a level
of performance (range, payload, accuracy) that is much better or worse than
actual. There are no publicly disclosed instances of telemetry deception being
practiced, perhaps because it is a difficult operation to execute successfully.
One has to know a great deal about the FISINT collector—especially its
location and performance—and to manipulate the false telemetry signal’s
characteristics accordingly.

Acoustic and Infrasound

Signatures of intelligence value are collected in the acoustic spectrum in the
audible (above 20 Hz) and infrasound (below 20 Hz) parts of the spectrum.
Typically, this collection depends on the unintentional emission of sound
waves created by some kind of disturbance. Deception is targeted against two
broad types of acoustic signature collection: ACOUSTINT and ACINT.

ACOUSTINT Deception

Some acoustic sensors detect sound traveling through the atmosphere or in
the ground near the surface and therefore function only at comparatively
short ranges (a few meters to a few kilometers). The intelligence product of
such collection is usually called ACOUSTINT. These sensors are used both in
military operations and in intelligence to identify and track land vehicles and
airborne platforms. They can locate these targets and determine their speed
and direction of motion based on sound transmitted through the air or earth.



Such sensors can be readily deployed and disguised in all types of terrain.19
Most of the sensing of sound in air or underground finds tactical military or
law enforcement use because detection can be made only at short ranges.

Acoustic sensing has been used to detect enemy ground movements for
millennia. Armies routinely send out patrols or establish listening posts to
listen for the sounds of tanks, trucks, and marching troops. Deception—
creating deceptive sounds to simulate such movements—also has a long
history. During World War II an Allied military unit in Europe made use of
massive loudspeakers mounted on trucks to simulate the movements of tanks
and infantry.

ACINT Deception

Acoustic intelligence derived from underwater sound is usually called
ACINT. ACINT relies on a class of acoustic sensors that detect sound in
water. Sound travels much better in water than in air. Underwater sound
created by ships and submarines can be detected at distances of several
hundred kilometers. Tactical deception to counter ACINT has been practiced
for decades, in the form of decoys deployed to simulate the sound produced
by a ship or submarine.
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8 The Cyberspace Channel

Within the complex domain that we call CYBER, there are three basic types
of deception. One supports cyber offense; one is a part of cyber defense; and
one supports deception operations that transcend the cyber domain. Many of
the examples in this chapter are of the first two types: They describe
deception where the objective was a cyber target, and the deception remained
entirely in cyberspace. But deception can be conducted in cyberspace to
support operations across all of the PMESII domains. It is used to support
covert actions and influence operations. It is used to manage perceptions,
beliefs, and understanding, and to create a flawed situational awareness
among individuals or groups, thus increasing the chance that deception will
succeed. It can be a powerful tool for conducting deception against a defined
group as discussed in Chapter 1.

Cyberspace is especially important for today’s military. Some military
leaders consider it a complementary domain to support real-time operations
by land, sea, air, and special operations components. Others argue that, from
a military doctrinal perspective, cyberspace is an independent domain for
operations. As conflict is moving more into cyberspace, it appears to be
etching out a fifth battlespace domain—cyber—to join air, land, sea, and
space. The last five years have seen many countries in the West establishing
cyber commands for the express purpose of managing cyber warfare as a
fully integrated battlespace domain. Consequently, deception—one of the
important tools for winning conflicts—must move there also. And it has.

Chapter 7 addressed the deceiver’s own intelligence channels as having two
distinct roles in deception. One role is to provide intelligence that supports
the deception: assessing the targets, constructing the story, identifying the
opponent’s channels, and assessing deception effectiveness. The second role
is to identify an opponent’s deception attempts. Chapter 7 also noted the
importance of knowing the opponent’s intelligence channels for projecting a
deception.

The cyberspace channel serves all of these functions in deception operations.



But the cyberspace channel has become a key one for projecting a deception,
and for that reason it is treated in this separate chapter. Before discussing the
various subchannels, let’s review some of cyberspace’s unique features.



Deception in Cyberspace

Up front, an important definition must be understood. Although this chapter
is about deception in cyberspace, the term cyber deception is applied in only
one section. The term has a specific meaning in the cyber community and,
from its perspective, a narrow one. Cyber deception refers to a set of
deceptive tactics and strategies in cyberspace that is used to defeat cyber
attack and exploitation—that is, to defeat hacking. This type of deception is
discussed extensively in many books and articles.1 But cyber deception also
potentially has a useful role in projecting deception; that role is discussed in
the last section of this chapter.

Deception in the cyber domain shares features with counterintelligence,
specifically counterespionage. Counterespionage has often been referred to as
a “wilderness of mirrors”—a term credited to the CIA’s former head of
counterintelligence, James Jesus Angleton, when he described the confusion
and strange loops of espionage and counterespionage. Deception in
cyberspace shares similar characteristics.

For the purposes of this book, and to remain within the focus of intelligence
support to a deception plan, CYBER here is treated as a two-way channel
from which information can be extracted to support planning, as well as a
communication platform from which to project information in executing the
deception. The cyber realm therefore divides into two broad types: computer
network exploitation (CNE), which is basically passive, and computer
network attack (CNA), which is unquestionably active. Both have roles to
play in deception: CNE, for collecting intelligence, and CNA, for projecting a
deception by providing material to the target to support the deception.

So the World Wide Web via the Internet is a primary channel for conducting
CNE/CNA. But the web can be an effective channel for projecting a
deception without using CNA, as discussed next.



Web-Based Deception

In 2012 a popular US television commercial featured a young woman
proclaiming, “They can’t put anything on the Internet that isn’t true.” In
response to the question “Where’d you hear that?” she responds, “The
Internet.”

The Internet and its associated social media provide what is probably the
most commonly used channel for deception by governments, organizations,
and individuals today. The extensive development of cyber-based social
media and information sources over the past fifteen years has opened a richly
dynamic environment in which to conduct deception and counterdeception. It
literally provides the communication backbone for a wide variety of possible
channels to and from adversaries that can be used to monitor, analyze, and
exploit.

In the world of cyber operations, much attention is paid to malware—
computer viruses and those who develop and deploy them. The succeeding
sections delve into these more aggressive techniques of cyber operations. But
first, let’s investigate the web as a channel for projecting deception much as it
is done in traditional open-source publications.

News and Reference Media

Over several centuries, first newspapers, then radio (think of the
Atlantiksender case described in Chapters 3 and 7), then television, became
the primary sources of news reporting. Today the Internet seems on its way to
dominating such reporting. Yet it is the most vulnerable of all media for
conducting deception by planting false news reporting. More recently, the
dominant deception has taken the form of fake news. Fake news websites
promulgate false information and hoaxes, often by appearing to be legitimate
journalistic reporting. The sites then rely on social media (discussed later) to
spread the message. They offer a major new tool for applying deception in
psychological warfare. As such, they can be used to affect elections and
consequently to shape government policy. Fake news, during 2016,



reportedly had an effect on the outcome of the UK referendum on exiting the
European Union (Brexit) and on the US presidential election—a phenomenon
that led the Oxford dictionary to choose post-truth as its word of the year.
Post-truth is defined as circumstances in which “objective facts are less
influential in shaping public opinion than appeals to emotion and personal
belief.”2 German chancellor Angela Merkel, alarmed at this trend and the
prospect of fake news affecting the 2017 German elections, observed,
“Something has changed—as globalization has marched on, [political] debate
is taking place in a completely new media environment. Opinions aren’t
formed the way they were 25 years ago. Today we have fake sites, bots, trolls
—things that regenerate themselves, reinforcing opinions with certain
algorithms and we have to learn to deal with them.”3

The web also has become the primary source for research about almost any
topic. The web pages that search engines lead to, and online reference sites,
are excellent places to plant misleading information. Sites that have editors or
a validation process, such as Wikipedia, are somewhat better suited to defend
against deceptive inputs, but they are not immune. Ironically, on its own site,
Wikipedia displays an article noting that it has been banned by many
academic institutions as a primary source due to reliability and credibility
issues.4 The increased access to CYBER has increased the depth and scope
of “common knowledge” available, leaving artists of deception projection an
easily accessible canvas for “designing common knowledge” through sites
such as Wikipedia and blogs.

E-mails

E-mails that appear to come from a trusted source have a well-known role in
emplacing malware. But such e-mails also can be used to project a deception.
Sometimes, it isn’t even necessary to impersonate a trusted source. Prior to
operation Desert Storm, PSYOPS specialists from the coalition called senior
Iraqi officers directly on their personal cell phones and sent e-mails to their
personal accounts, attempting to induce them to surrender and providing
deceptive information about the upcoming conflict. These measures
developed a level of discord and mistrust among the senior Iraqi leadership
that had a definite adverse impact later on in the conflict.5 To return to the



terms introduced in Chapter 1, this was an “A” type deception.

Cyber operations to acquire e-mails can be a powerful tool in PSYOPS, as
demonstrated in Russian cyber activities prior to the 2016 US elections. US
intelligence agencies concluded that Russia conducted a cyber operation to
obtain—and subsequently release—information from e-mails that damaged
the campaign of Democratic nominee Hillary Clinton, while withholding
damaging information they had collected from e-mails of Republican
nominee Donald Trump.6

Social Media

Social media may be the most widely used channel for deception today.
Individuals, organizations, and governments convey deceptive information
via social media for both worthy and nefarious purposes. Because it is
difficult to determine that a profile presented on the Internet is that of an
identifiable person, deception is easy to pull off. Such deception is, in effect,
an online version of pseudo operations.

Law enforcement uses social media, for example, to ensnare online sexual
predators via posts that appear to come from young girls. Websites
pretending to recruit for Daesh are used to identify and arrest would-be
Daesh volunteers.

Social media is readily used in deception to further government objectives. A
Harvard University study found that the Chinese government produces about
488 million false social media posts a year in an effort to divert attention
away from sensitive issues. Most of the bogus posts are designed to indicate
popular support for the government. They appear to be written by workers at
government agencies assigned to make the posts in addition to their regular
duties.7

Deceptive posts such as the Chinese example often are the work of Internet
trolls—persons either anonymous or using assumed names. These posts
typically are intended to advance causes and influence thinking through
emotional appeals. The Russian government has developed a sizeable team of



Internet trolls who regularly post deceptive information in an ongoing
psychological operations campaign to undermine NATO and US interests and
promote Russian interests.8

Social media such as Twitter, YouTube, Facebook, Instagram, and blogs are
just the tip of the iceberg of available cyber social networks that contribute
significantly to the formation of public opinions and perspectives across
national borders. It has been demonstrated repeatedly that “going viral” in
social media can quickly inspire violent events in the physical domain. A
single picture illustrating political hypocrisy can in a matter of seconds
weaken international alliances abroad, and undermine support for policy at
home. Perhaps the most dramatic outcome of this online mobilization,
Internet activism, and grassroots organization occurred in 2011. The events
of that year that became known as the Arab Spring started in Tunisia and
spread rapidly to Egypt and Libya, toppling governments in all three
countries, and to Syria, sparking what seems to be an endless conflict that has
drawn in major powers.

Memetic Conflict

Deception plays a major role in a new area of interstate and intercultural
conflict known as memetic warfare or memetic conflict. A meme (derived
from the word gene) is an idea or type of behavior that spreads from person
to person within a population. It is a carrier of cultural ideas, symbols, or
practices from one person to another through writing, speech, gestures,
symbols, or rituals.

The term meme was introduced by Oxford professor Richard Dawkins in his
1975 book The Selfish Gene. Though the name is of recent origin, the meme
obviously has been around for a long time in human affairs. But it has
become a powerful tool for shaping opinions and actions in the era of social
media.

Memetic conflict has been defined as “competition over narrative, ideas, and
social control in a social-media battlefield. One might think of it as a subset
of ‘information operations’ tailored to social media.”9 In contrast to cyber



conflict,

Cyber warfare is about taking control of data. Memetic warfare is about
taking control of the dialogue, narrative, and psychological space. It’s
about denigrating, disrupting, and subverting the enemy’s effort to do
the same. Like cyber warfare, memetic warfare is asymmetrical in
impact.10

So memetic conflict is a new type of psychological warfare. In this conflict,
Internet trolls play a critical role. They are the warfighters of the Internet, and
memes are their weapons.11 For nonstate actors such as Daesh, memetic
warfare has been a powerful tool for spreading their message, motivating
their supporters, and attracting recruits to the cause.

Of course, the tools of these conflicts can be used by both sides. In a memetic
conflict campaign against Daesh, for example, it has been suggested that one
could

Systematically lure and entrap Daesh recruiters
Create fake “sockpuppet” Daesh recruiting sites to confuse sympathizers
and recruits
Expose and harass those in the Daesh funding network, along with their
families
Weaken the Daesh appeal to supporters and possible recruits by
enlisting gay activist trolls to start and spread a #ISISisgay hashtag12

Techniques such as these are easily applied by, for example, the Russian
government. They would pose both political and legal problems for many
Western governments that tried to apply them. The United States, for
example, is not allowed to spread propaganda domestically, and social media
knows no borders.13



Web-Based CNE/CNA

The preceding section discussed a straightforward use of the cyber realm to
project a deception; such use requires no specialized technical expertise. This
section is about applying the tools of cyber operations for obtaining
intelligence or to project a deception. Cyber offense falls into two broad
objectives when conducted against networks:

Computer network exploitation (CNE). The objective here is to target
the Internet or an intranet (a privately maintained computer network that
requires access authorization and may or may not be connected to the
web via an administrative computer), but not for attack. Instead, the
focus is on collection operations where the network continues to
function normally.
Computer network attack (CNA). CNA operations are conducted with
the intent to degrade, disrupt, deny, or deceive. The effects of CNA
typically are readily observed. In this chapter, the term CNA is used as a
convenience, for any projection of deception that uses CYBER means—
via the Internet or placing deceptive information directly on an intranet
or standalone computer.

Although these terms refer to offensive deception against a network, the same
principles and tools apply in attacking or exploiting a single computer that is
not connected to a network; only the techniques for obtaining access are
different. Let’s look at some of the channels for CNE/CNA and then examine
some of the tools for using them to obtain access and implant malware.

Web-Based Channels

A basic rule of deception is that the more trustworthy a channel is believed to
be, the more effective it is as a channel for deception. Several components in
cyberspace are designed to provide a trusted environment for sharing
information or conducting daily activities. Making use of these generally
requires CNE/CNA tools, but the channels can then be effective in projecting
a deception.



Intranets

An intranet is an internal network that people can access only from within
their organization or trusted group. It is intended as a place to securely share
files or sensitive documents. Some intranets are not connected to the Internet;
others have Internet access, but only through a gateway administrator from
within the organization. In this section, we’re looking at the type of intranet
that connects to the Internet but has some form of protection. They’re usually
called virtual private networks (VPNs), and they allow people to operate with
an expectation of privacy on the Internet. An intranet that does not connect
directly to the web requires a different approach and is discussed in a later
section.

A VPN is an attractive channel for projecting deception because people using
intranets for communications and sharing sensitive documents tend to
blithely accept the material in their system as valid—far more so than they
would if it came directly from the Internet rather than through the
organization or group’s intranet. But because these VPNs connect to the web,
they are relatively easy for an attacker to get into via a web-based attack.

The Deep Web and the Dark Web

The terms “deep web” and “dark web” are often used interchangeably. Some
argue that the two should be differentiated, while others disagree. Both are
based on the concept of privacy; the dark web emphasizes anonymity.

The deep web refers to the vast part of the Internet that is not indexed and
therefore not normally visible or accessible from search engines. Access-
restricted commercial databases, websites, and services comprise much of the
deep web. Special browser software such as Tor (originally created by the US
Navy to transfer files securely) is required for access. The Tor software
makes use of a set of VPNs, allowing users to securely travel the deep web
and remain anonymous. It protects users by bouncing their communications
around a distributed network of relays run by volunteers around the world,
which prevents others from watching users’ Internet connections to learn
what sites they visit, prevents the sites that users visit from learning their



physical location, and lets users access sites that are blocked to anyone unless
granted permission. Government databases, such as those maintained by
NASA and the US Patent and Trademark office, also use the deep web space
for obvious reasons.

Within the deep web lies what is often referred to as the dark web. Much of
the dark web content fits well with the name: It includes all types of black
markets, illicit drug traffic, fraud-related material, and child pornography. It
is used for a number of scams and hoaxes, but it also is used for political
discussion groups, whistleblowing sites, and social media sites often to avoid
government censorship. These legitimate uses of the dark web offer attractive
channels for projecting a deception, because many governments pay close
attention to the material posted on these sites. Tracing the source of a post in
the dark web is very difficult—an added advantage in executing deception.

Blockchains

Blockchains are another example of a seemingly secure channel for
projecting a deception. The challenge is to find a way to make use of it.

A blockchain is software that allows the creation of a digital ledger of
transactions that is then shared among participants in a distributed network. It
relies on cryptography to allow each participant on the network to manipulate
the ledger securely without the control of a central authority. Once software
is deployed on a blockchain, programs run automatically and are accessible
to any Internet user. This design makes them basically autonomous and
uncontrollable by governments.

Blockchains are best known as the technology underpinning the bitcoin
cryptocurrency. Commercial enterprises are now using blockchains to make
and verify transactions on a network instantaneously without a central
authority. Once an item is entered into the blockchain ledger, it is extremely
difficult to change or remove. If a participant wants to change it, others in the
network run algorithms to evaluate and verify the proposed transaction. If a
majority of participants agree that the transaction looks valid, then it will be
approved and a new block added to the chain. The key feature is that the



entire network, rather than a central authority, is responsible for ensuring the
validity of each transaction.14

Like Intranets, blockchains tend to be trusted. So if they can be compromised,
the resulting deception is more likely to succeed. Of course, compromise of a
blockchain is much more difficult than some of the softer targets on the
Internet.

The Internet of Things

The Internet of Things (IoT) is the network of physical objects—devices,
vehicles, buildings, and other items—embedded with electronics, software,
sensors, and network connectivity that enables these objects to collect and
exchange data. The objects can be sensed and controlled remotely via the
web.

Experts estimate that 6.4 billion connected things were in use worldwide in
2016, up 30 percent from 2015. The Internet of Things is expected to consist
of almost 50 billion objects by 2020. It includes a wide class of cyber-
physical systems, which also encompasses technologies such as smart grids,
smart homes, intelligent transportation, and smart cities. Each thing is
uniquely identifiable through its embedded computing system but is able to
interoperate within the existing Internet infrastructure.

These network-connected devices automatically collect and exchange data,
allowing enterprises to be more efficient and productive. However, IoT
networks also incorporate an extensive set of connected devices that can
introduce multiple points of vulnerabilities in the networks.

The Internet of Things can be used in a cyber attack on infrastructure, as the
Mirai attack suggests. But it can be used to convey a deception, often as part
of an attack, by presenting a false picture of security systems or the status of
equipment that has been altered. The Stuxnet malware, described later in this
chapter, was not web-based but did exactly that: The sensors that Stuxnet
infected provided the monitoring personnel at Iran’s Natanz nuclear facility
with a false picture of their enrichment centrifuges while the centrifuges were



being destroyed.



Mirai
On October 21, 2016, the US East Coast encountered Internet outages from
a massive distributed denial of service (DDoS) attack that overwhelmed
web service with traffic. The attack was targeted on servers maintained by
Dyn, a company that controls many of the Internet’s domain names. The
attack took down many popular websites in Europe and the United States,
including Twitter, Netflix, Reddit, CNN, and The Guardian.

The attack relied on a malware package called Mirai, which organized
what is called a botnet to conduct the attack. The controller of a botnet is
usually referred to as a command-and-control (C&C) server. This server
issues instructions to the botnet, directing the activities of infected
computers (referred to as zombies) through communication means such as
Internet Relay Chat or HTTP.

The Mirai botnet used vulnerable IoT technology to launch an attack. One
of the major IoT resources used was the security cameras sold by a
Chinese firm, Hangzhou Xiongmai. Millions of these cameras are sold in
the United States. The DDoS attack exploited the default passwords in the
equipment and organized them into a botnet. Hangzhou Xiongmai issued a
recall for the cameras on October 24, 2016, while complaining that users
should have changed the default passwords.

Botnets such as Mirai exploit weak security measures in IoT devices. Most
such devices, if they have any protection at all, are delivered with a
standard password and username combination—“admin” and “1111” are
typical ones. The botnet scans the Internet for IoT systems using these
standard passwords and infects them with malware that directs them to the
C&C server; the server then uses them as hosts to launch cyber attacks.

The Tools of Cyber Operations

CNE and CNA use the same tools. There are many of them—thousands, in
fact, with new ones and improvements being added daily. This introduction
touches on some traditional ones, and some of the latest developments in
tools at the time of publication. But it scratches just the surface of the field.



An attacker must gain access to the target network, have tools to exploit it,
and remove any evidence of the operation. Attackers can exploit a
vulnerability that occurs in the network or is presented by the supply chain.
They can masquerade as an authorized user or use human assets to gain
physical access to the network. Once they gain access, they usually leave
behind a software implant called a backdoor. The implants communicate
back to the controlling organization, allowing the attackers to acquire data
from the network and introduce malware.

In poorly defended systems, a backdoor can give unlimited access to data in
the system. Valuable corporate proprietary information has been acquired
time and again from competitors through backdoors.15

This can happen, for example, when the target receives an e-mail that appears
to come from a trusted source—an acquaintance or someone within the same
organization. The e-mail might ask the target to open an attachment. Adobe
PDFs, images, and Microsoft Office files are commonly used. When the file
is opened by the vulnerable program on the victim’s computer (such as
Adobe Acrobat or Microsoft Excel, PowerPoint, or Word), a backdoor
program executes and the computer has been compromised. At the same
time, a seemingly normal file or image appears on the target’s computer
screen, so that the recipient has no reason to suspect that something is amiss.
E-mails are widely used for deception because it is possible to identify an
employee’s trusted relationships and professional networks by looking at his
or her e-mail patterns.16

Alternatively, the e-mail may direct the target to a website that contains the
backdoor, with much the same outcome. Such a website is called a drive-by
download site. It typically relies on vulnerabilities in web browsers and
browser add-ons. Users with vulnerable computers can be infected with
malware simply by visiting such a website, even without attempting to
download anything.17 The attacker can then acquire files from the computer
or e-mail or send data from the computer, or force the compromised
computer to download additional malware. From there, the attacker can use
the infected computer to exploit the victim’s contacts or other computers on
the target network.18



The basic tools of malware are known as exploits, discussed next.

Exploits

An exploit takes advantage of software vulnerabilities to infect, disrupt, or
take control of a computer without the user’s consent and preferably without
the user’s knowledge. Exploits take advantage of vulnerabilities in operating
systems, web browsers, applications, or other software components.19

The preferred target of exploits changes constantly as vulnerabilities are
found and corrected in all of these targets. For example, exploitation of the
Adobe Flash Player had been quite low until 2011, when it suddenly became
a major target. Adobe provided patches and updates to eliminate the
vulnerabilities, only to encounter new versions of malware year after year as
hackers went after the patched versions and even moved to place Trojans
(discussed below) on mobile versions of Flash Player.20 In 2016, new
malware targeting Flash Player continued to be discovered.

Four of the most widely known exploits are Trojan horses (usually
abbreviated “Trojans”), worms, rootkits, and keystroke loggers.

A Trojan horse is a seemingly innocent program that conceals its
primary purpose. The purpose is to exfiltrate data from the target
computer system.
A worm can do many of the things that a Trojan does, and can also do
such things as install a backdoor. But in contrast to the Trojan, the worm
is designed to be completely concealed instead of masquerading as an
innocent program.
A rootkit is software code designed to take control of a computer while
avoiding detection. The rootkit is often concealed within a Trojan.
Keystroke loggers, or keyloggers, can be hardware or software based.
Their general purpose is to capture and record keystrokes. For CYBER
collection, they specifically are intended to capture passwords and
encryption keys.

Although all of these exploits can be used for cyber deception, they are most



effective when they are used against a zero day vulnerability. Also called a
zero hour or day zero vulnerability, this is an application vulnerability that is
unknown to defenders or the software developer. It derives its name from that
time (called the zero hour or zero day) when the software developer first
becomes aware of the vulnerability. Until that moment of awareness, the
developer obviously cannot develop a security fix or distribute it to users of
the software. Zero day exploits (software that uses a security gap to carry out
an intrusion) are highly valued by hackers and cyber espionage units because
they cannot be defended against effectively—at least not until sometime after
zero day arrives.21

Exploits are usually emplaced via the web, but they can be emplaced directly
on machines, as discussed later. Deception via the web requires more than the
deployment of exploits. The cyber espionage organization must control the
exploits and use them to insert the desired information while maintaining the
secrecy, or at least the deniability, of the operation. Often this is done by
botnets such as Mirai, used in the DDoS attack described earlier. The botnet’s
command-and-control server can’t be easily shut down because it’s hard to
determine its real location.

Advanced Persistent Threats

An advanced persistent threat (APT) might be thought of as an integrated
system of exploits. It is a set of stealthy and continuous computer hacking
processes. The term advanced refers to the use of multiple malware
components to exploit system vulnerabilities that are tailored to defeat
detection by software security firms. Persistent refers to the existence of a
continuing external command system that controls the malware package and
extracts data from the infected machine or network.22

APTs originally appear to have been government-sponsored efforts used for
intelligence gathering or CNA, but increasingly they are being used by
organized criminal groups. Some of the first to be observed have been named
Duqu, Flame, and Gauss.



Duqu, Flame, and Gauss
Duqu. Duqu was a sophisticated piece of malware discovered in 2011,
having been used in a number of intelligence-gathering attacks against a
range of industrial targets. Duqu has a number of similarities to the Stuxnet
APT discussed later, though it appears to have the purpose of CNE, not
CNA. It attacks Microsoft Windows systems using a zero day
vulnerability. It uses a stolen digital certificate to create the façade of being
secure software.

Duqu was detected on servers in Austria, Hungary, Indonesia, the United
Kingdom, Sudan, and Iran. It may have had a number of CNE roles, but
one clear role was to compromise certificate authorities and hijack digital
certificates. These certificates could then be used on attacked computers to
cause malware to appear as secure software.23

Flame. In 2012, malware was discovered that appears to have targeted
Microsoft Windows computers in the Middle East for intelligence
purposes. Called Flame, it reportedly had been operating for five years in
these countries.24 Flame is more powerful and flexible than Stuxnet and
has a number of features that illustrate the level of sophistication and
precise targeting that is possible today in cyber espionage:

Flame incorporates five distinct encryption algorithms and exotic
data storage formats both to avoid detection and to conceal its
purpose.
It does not spread itself automatically, doing so only when directed
by a controlling entity (the command-and-control server).
It allows the controlling entity to add new malware at any time for
targeted collection.
It enables the controlling entity to remotely change settings on a
computer, gather data and document files, turn on the computer
microphone to record conversations, log keystrokes, take screen
shots, and copy instant messaging chats.25

Flame is a very sophisticated piece of malware, far more complex than
Duqu—so sophisticated, in fact, that it almost certainly is the product of a
government that has an advanced software industry. It functions as a
backdoor and a Trojan. It also has wormlike features, so that it can



replicate itself in a local network and on removable media if it is instructed
to do so by its controller. Flame’s sophistication earned it the “Epic
Ownage” award from the 2012 Black Hat convention—the equivalent,
among cyber security experts, of an Oscar. (So far, no one has come
forward to accept the award.)26

Gauss. In 2012 a new CYBER collection toolkit appeared—apparently
created by the same government that developed and deployed Flame.
Called Gauss, it has many similarities to Flame: architecture, module
structures, and method of communicating with command-and-control
servers are strikingly similar. The owners of the Gauss command-and-
control server shut it down shortly after its discovery.

Gauss is an example of a highly targeted intelligence collector. It infected
personal computers primarily located in Lebanon, and stole browser
history, passwords, and access credentials for online banking systems and
payment websites from its targets. More than 2,500 infections were
identified; total infections probably numbered in the tens of thousands.

It appears that the targeting was intended to collect intelligence about
financial transactions. The targets included a number of Lebanese banks
such as the Bank of Beirut, EBLF, Blom Bank, Byblos Bank, FransaBank,
and Credit Libanais. Flame also targeted specific Citibank and PayPal
accounts.27

The current state of the art in APTs has been named Duqu2. It had an unusual
target, though a logical one for a government that is in the cyber espionage
business.



Duqu 2
Kaspersky Lab is one of the world’s major software security companies,
operating in almost 200 countries from its Moscow headquarters. Its
founder, Eugene Kaspersky, reportedly has ties to Russia’s intelligence
services (he is a graduate of the FSB academy; the FSB is the successor to
the KGB). Kaspersky Lab has been the most prominent of software
security firms in identifying, analyzing, and countering the malware
described in this chapter.

In 2016, Kaspersky Lab was itself the target of a malware attack. The
attack successfully accessed the company’s intellectual property and
proprietary technologies and its product innovations. It was targeted
specifically on the Kaspersky tools used for discovering and analyzing
advanced persistent threats, and the data on current Kaspersky
investigations into sophisticated malware attacks. The attack was
discovered only after it had been inside the company’s intranet for several
months.28 It was, in counterespionage terms, a wilderness of mirrors event
—using computer espionage to target the web’s equivalent of a
counterespionage organization—presumably so that the attacker could
better evade discovery by Kaspersky in future cyber attacks.

The malware, which Kaspersky named Duqu 2, has very little persistence,
making it difficult both to detect and to eliminate. It exists almost entirely
in the memory of the targeted system. As a result, according to the
Kaspersky Lab report, “the attackers are sure there is always a way for
them to maintain an infection—even if the victim’s machine is rebooted
and the malware disappears from the memory.”29 Duqu 2 was so named
because it shares much of the code of the original Duqu and of Stuxnet,
leading observers to believe that it was developed by the same unidentified
organization.



Standalone Computers and Intranets

Attacking a network that is physically isolated from the Internet (a private
intranet) or a single computer that never connects to the Internet requires a
different type of effort from that used in CNE. The collector has to gain
access to the computer or the intranet in some way. Once access has been
gained through a USB drive, a network jack or cable, a utility closet, or some
similar device—almost anything can be done. From the defense point of
view, the game is over and the defense has lost.

One of the simplest targets is a personal notebook computer that is carried on
trips or to conferences. With a few minutes of uninterrupted access, a
collector can download the contents of a notebook’s hard drive or upload
malware. Computers or any devices containing electronic storage—separate
hard drives or USB flash drives, for example—can be legally searched when
they are taken across international borders, and they often are. Encrypting the
material does not provide protection. Customs officials can demand the
encryption key, deny the traveler entry to their country, or confiscate the
computer. In many cases, customs officials are looking for terrorist material,
pornography, or hate literature, but countries that have a reputation for
commercial espionage also are likely to make intelligence use of the material
acquired.

Gaining direct access to an isolated intranet or a standalone computer on a
continuing basis requires some effort. But IT systems rarely exist for long
periods in isolation. Upgrades, patches, software fixes, and new software
have to be added to these systems. All of those provide opportunities for a
determined attacker to use methods such as social engineering to implant
malware or obtain information from the system.

Social Engineering

Isolated intranets are not connected to the Internet most often as a security
measure. They therefore are viewed generally as safe from attack and
placement of deceptive information. But this perceived trust makes them



more vulnerable to deception. The challenge, of course, is to get into the
intranet to place the misleading information. Social engineering is one means
of doing that. It’s used to facilitate both CNA and CNE.

In cases where computers never leave a secure facility, and where remote
access is not possible, it is necessary to use field operations to access
networks. This category encompasses deployment of any CNA or CNE tool
through physical access or proximity. In intelligence, these are called
HUMINT-enabled operations; in the world of hackers, they are usually
referred to as social engineering.30 They encompass such classic HUMINT
techniques as gaining access under false pretenses, bribery or recruitment of
trusted personnel in a facility, and surreptitious entry.31 HUMINT-enabled
operations are often facilitated by human error or carelessness, and complex
intranets are particularly susceptible to both.

The case of Stuxnet, which has attracted much international attention and
even been the source of a 2016 TV documentary titled Zero Days, illustrates
the importance of direct access to an intranet as well as the value of social
engineering. Although Stuxnet is an example of CNA, it relied heavily on
deception for its success.



Stuxnet
Stuxnet illustrates the type of precision attack that is most effective in both
CNA and CNE. Stuxnet was a worm designed to infect and disable a
specific type of computer performing a specific task. The target,
investigators believe, was the computer controlling the isotope separation
centrifuges in Iran’s Natanz uranium enrichment facility.

Stuxnet was used in a sustained and directed attack, conducted over a ten-
month period beginning in 2009. Reportedly, at least three versions of the
program were written and introduced during that time period. Investigators
found that the first version had been completed just twelve hours before
the first successful infection in June 2009. One attack, in April 2010,
exploited a zero day vulnerability in Windows-based computers.

Once introduced, the Stuxnet worm infected all Windows-based industrial
control computers it found while searching for specific equipment made by
the Siemens Corporation. Upon finding its target, the worm was
programmed to damage a centrifuge array by repeatedly speeding it up and
slowing it down, while at the same time hiding its attack from the control
computers by sending false information to displays that monitored the
system.32

The attack appears to have been at least partially successful. International
inspectors visiting Natanz in late 2009 found that almost 1,000 gas
centrifuges had been taken offline. Investigators therefore speculated that
the attack disabled some part of the Natanz complex.

How the complex became infected has been a matter of speculation,
because there are several possible ways the worm could have been
introduced. A classified site like Natanz is unlikely to be connected
directly to the Internet. The attacker could have infected an organization
associated with Natanz that would be likely to share files, and therefore the
malware, with Natanz. An infected e-mail sent to one of the Natanz
operators could have carried the worm. Or a USB flash drive carrying the
worm could have been provided to one of the Natanz staff as part of
routine maintenance.33

A sophisticated and targeted worm such as Stuxnet would need to be tested



to ensure that it would succeed against its target, preferably without
causing damage to unintended targets. Stuxnet recorded information on the
location and type of each computer it infected, indicating a concern about
protecting unintended targets.34 Israel reportedly built an elaborate test
facility at its Dimona nuclear weapons development center. The facility
contained a replica array of the Natanz Iranian uranium enrichment
plant.35 Such a test site would have been necessary for the design of the
attack software.

Although Stuxnet was an attack malware, it illustrates what can be done in
CNE. Stuxnet operated by fingerprinting any computer system it infiltrated
to determine whether it was the precise machine the malware was looking
for. If not, it left the computer alone.36 The Duqu program that was
associated with Stuxnet could gain access to a specific computer on a
network, acquire classified or proprietary information from it, manipulate
the defense system so that everything appeared to be operating normally,
and exfiltrate the data via the operator’s apparently secure mechanisms
(probably USB drives) for placing data on the infected computer or
network.37

Stuxnet represents the pre-2009 state of the art in attacks on standalone
computers and intranets. Malware has improved substantially since then. In
2016 the current state of the art was represented by another malware package
known as Project Sauron.



Project Sauron
In October 2016 the research teams at Kaspersky Lab and Symantec
published separate reports about a new malware package called Project
Sauron. According to their reporting, it was responsible for large-scale
attacks on government agencies; telecommunications firms; financial
organizations; and military and research centers in Russia, Iran, Rwanda,
China, Sweden, Belgium, and Italy. It appears to have specifically targeted
communication encryption software used in those countries.

Project Sauron relies on a zero day exploit, presumably delivered by a
USB drive that is inserted into a computer on the secure intranet. When a
user logs in or changes a password, the malware logs keystrokes and
acquires the password. It also acquires documents and encryption keys. It
then waits for another USB drive to be attached to the infected machine
and downloads its payload to the USB drive.

The malware appears to have been carefully designed to defeat efforts by
software security experts at companies such as Kaspersky Lab and
Symantec. These experts rely on finding patterns or signatures that can
identify malware. Project Sauron creates no distinguishable patterns and
relies on an almost random selection of disguises. It uses file names similar
to those used by software companies such as Microsoft. It regularly
changes its method of sending data back to the attacker. And, of course, it
relies on very powerful encryption to conceal its presence on a USB drive
or victim machine.38

Deception in Hardware

Even better than getting access to a target’s computer is to manufacture the
computer. Technology has allowed us to hide malware in many places, and
the supply chain (all the way from component manufacturer to end user) is a
very attractive place. Anyone in the supply chain before sale has the access
necessary for inserting malware in a computer or other electronic device.
Such embedded malware is difficult to detect, and most purchasers do not
have the resources to check for such modifications.



The hardware can be modified in ways that are not readily detectable, but that
allow an intelligence service to gain continuing entry into the computer or
communications system. Targeted components can be add-ons that are
preinstalled by the computer manufacturer before the computer is sold. A
user may not even use the vulnerable add-on or be aware that it is installed.
39 Malware inserted in a computer before sale can call home after being
activated, exfiltrate sensitive data via USB drives, allow remote control of the
computer, and insert Trojan horses and worms. Such backdoors are not
limited to software installed on the computer. Hardware components such as
embedded radio-frequency identification (RFID) chips and flash memory can
be the sources of such malware.



Cyber Deception

This chapter is about the use of cyberspace means to project a deception. But,
as previously stated, the term cyber deception has a specific meaning within
the cyber community. The target of this type of deception is the cyber
attacker. The objective is to deceive the attacker and cause him or her to
behave in a way that gives the defender an advantage.

Much effort is spent worldwide on cyber defense—to protect organizational
networks from hacking. Cyber deception is a technique to complement the
defense with an aggressive offense. It offers a way to penetrate the
opponent’s cyber espionage system, identify the source of cyber attacks, and
raise the cost of intrusion into protected networks. These three go together;
without knowing the source, it is difficult to retaliate. It is important, for
example, to distinguish casual hackers from foreign intelligence services.

The idea of using deception in cyber defense developed after it became
apparent that traditional cyber security measures taken alone were losers. The
cyber defender could defend against known types of attack. But the attacker
could repeatedly develop new ways to counter network defenses. The pattern
reinforced the basic maxim of strategic conflict: The offense always wins. The
best that traditional cyber security defenses could do was slow the attacks or
make them more expensive. Winning on defense was not an option.

The deception-based defense changes that equation. Instead of monitoring for
known attack patterns, the defender instead uses sophisticated techniques and
engagement servers to entice attackers away from its sensitive servers.
Attackers tend to work on the fundamental assumption that the infrastructure
data they see are real. Deception technology uses carefully designed lures to
attract attackers during infiltration and instantly identify them.

In brief, cyber deception conceals your real network, while deceiving
attackers into believing that they have hacked into your network; or at the
least, it leaves attackers uncertain and confused about what they are seeing. It
levels the cyber battlefield. It leads opponents into an alternate reality, and



when they apply their attack methods and insert malware, all of it is captured
for later examination by a cyber forensics team. An advantage of the cyber
deception approach is that a hacking attack typically takes weeks to identify
and deal with using purely defensive measures. Deception, in contrast,
detects hackers immediately and allows the defender to obtain intelligence
about the hacker’s strategies, methods, and identity.

How Cyber Deception Works

Cyber deception is like all other deceptions: It works by hiding the real and
showing the false. It might manipulate network activities to mask the actual
network while creating a notional one. The notional network takes the form
of a honeypot or honeynet—a server or network that attracts and traps would-
be attackers. This type of defense generally includes the following steps:

Install an engagement server. This is a separate server that appears to be
an integral part of an organization’s network or network of networks but
is intended to lure hackers, trap them, and analyze their attacks.
Place a special operating system on the server. Engagement servers can
use either an emulated operating system or a real one. Emulation is
simpler to deploy, but it is easier for the hacker to identify deception. In
the simplest versions, when the hacker breaks in, he finds nothing there.
If he attempts to run malware, it has no impact. Real operating systems
make deception harder for an attacker to identify. They can be designed
with applications and data to closely match the actual network
environment, both adding credibility to the deception and allowing
better assessment of the threat as the attacker moves around in the
engagement server.
Misdirect the attacker. This step relies on lures that work with deception
engagement servers to draw attackers away from the organization’s
servers and instead pull them into the engagement server. Publishing
misleading details about the organization’s network can sometimes help
in this step.
Assess the threat. This step makes use of forensics to capture the
methods and intent of the hacker. It then identifies the indicators of
compromise so that defensive systems across the real network can



identify and block subsequent attacks.
Counterattack. This optional step depends on the forensics being able to
identify the attack source; retaliation can then take the form of placing
malware on the attacker’s machine or network.
Recover. The operating system should have a self-healing environment
that, after containing and analyzing an infection, destroys the infected
virtual machine and rebuilds itself to prepare for the next attack.40

Cyber deception offers a substantial advantage over conventional cyber
defense. The conventional approach generates a high volume of alerts that are
not attacks (false positives). Cyber deception doesn’t have this problem: It
only delivers an alert based on actual engagement with the deception server.

During 2016, cyber deception began to be deployed to defeat attacks on the
Internet of Things. The defense used special servers and decoys designed to
appear as production IoT sensors and servers. When attackers engage with a
decoy, believing that it is a standard production device, they are quarantined
and subjected to detailed forensics to support countermeasures development.

Projecting a Deception

Cyber deception obviously is a form of deception in and of itself. But it also
can be used as a channel to project a deception. You simply place the
deceptive material in the engagement server so that it appears to be valid
protected files. When opponents hack into your site, they obtain files that
lead them into the story that you want to project.

This has been a brief introduction to the topic. Cyber deception to protect
against cyber attack is a complex subject that is treated in detailed texts
elsewhere. Readers who wish more detail may want to peruse Gartzke and
Lindsay’s article on the subject41 or the 2016 book Cyber Deception.42

Let’s next turn to the planning and execution part of the process.
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9 Planning and Executing Deception

The preceding chapters have addressed planning backwards through the
inverse OODA loop. The final step in planning a deception is to go through
the loop forward and answer three questions:

1. Will the deception plan result in the desired decision and action?
2. Will it produce the desired outcome scenario, or an unexpected and

undesired one?
3. Will it affect only the desired target?



Checking the Decision/Action Model: Red Team Analysis

Red team analysis requires that an analyst or analytic team (ideally, not the
one who developed the deception plan) take a fresh look at it. The analyst or
team examines the story, as conveyed in the deception plan, from the point of
view of the deception target. At its core, red teaming is intended to avoid the
trap of ethnocentric bias or the mirror imaging problem.1

The methodology requires that a person or team with detailed knowledge of
the situation and an understanding of the target’s decision-making style put
themselves in the target’s circumstances and react to foreign stimuli as the
target would. That is, the red team goes through the opponent’s OODA loop
to see if the proposed deception produces the desired outcome scenario. For
that reason, it is especially useful for checking the results of a game theory
decision model. The CIA’s tradecraft manual recommends these steps for
performing red team analysis:

Develop a set of “first-person” questions that the target (leader or group)
would ask, such as “How would I perceive incoming information?”
“What would be my personal concerns?” or “To whom would I look for
an opinion?”
Draft a set of policy papers in which the target makes specific decisions,
proposes recommendations, or lays out courses of action. The more
these papers reflect the cultural and personal norms of the target, the
more they can offer a different perspective on the analytic problem.2

It’s most important to ask the question: “What different decisions could an
opponent make, besides the intended one?” In answering that question, the
red team analysis must consider all relevant PMESII factors. This is a check
on the analytic logic that supports the assessment of an opponent’s likely
decision. What might the likely decisions be, both with and without
deception?



Checking for Unfavorable Outcomes: Alternative Analysis

Alternative analysis is closely related to the idea of red teaming. Its purpose
is to identify possible outcome scenarios other than the expected one.
Cultural or organizational assumptions, biases, and preferences often shape
analytic conclusions, so applying structured techniques to challenge them and
force consideration of other possible outcomes is essential.3 Chapter 4
addressed the importance of modeling alternative decisions an opponent
could make. Alternative analysis takes that one step farther and considers not
only an opponent’s possible alternative decisions, but possible alternative
outcomes that result.

Stated another way, this step requires that we identify unintended
consequences in the form of unfavorable scenarios that might develop as a
result of deception. Several of the cases cited in earlier chapters illustrate
such outcomes. Chapter 1 described Saddam Hussein’s WMD deception
operations prior to Operation Desert Storm. Recall that Saddam officially
denied possession of WMD while simultaneously portraying the possibility
that Iraq indeed had them. He managed to create what had to be his worst
possible scenario—the United States employing a “shock-and-awe” bombing
campaign followed by an invasion that swiftly overtook Iraqi forces and,
three years later, Saddam’s execution at the hands of his own military court.
An Iraqi alternative analysis team could have told him that telegraphing two
opposite messages with one deception effort is a recipe for an unfavorable
result. Of course, as was also noted in Chapter 4, Saddam’s personality type
indicated a dictator possessed with a superiority complex—not a candidate
for listening to criticism.

Both the United States and the USSR failed to identify possible unfavorable
outcomes in some deception operations that they conducted during the Cold
War, and they proved to be costly mistakes. Two examples stand out, and
they have common features. Both deceptions—one by each country—
succeeded. And both were strategic disasters for the deceiving country.



Moscow Air Show, 1955
During the 1950s and 1960s, the USSR leadership saw a compelling need
to display the image of a militarily powerful Soviet Union, in order to
protect and promote its interests worldwide. The Soviets accordingly
conducted a number of deceptions designed to depict this projection of
strength. One such deception occurred in July 1955, during the Soviet
Aviation Day demonstrations at Tushino Airfield, near Moscow.

The Aviation Day demonstrations annually provided Western military
attachés with an opportunity to see the newest hardware in the Soviet Air
Force—a fact well known to Soviet intelligence agencies. It was the
custom for the attachés to take pictures and movies (the video clips of the
1950s) of the hardware displayed.

During the 1955 event, a highlight of the show occurred when a flight of
ten M-4 Bison bombers flew past the reviewing stand, followed shortly
thereafter by another flight of eighteen Bisons.

It later became apparent that the flyover was a deception. After the first ten
bombers had passed the reviewing stands and were out of sight, they
quickly turned around in a racetrack pattern and flew past the stands again
with eight more Bisons joining the formation, presenting the illusion that
there were twenty-eight aircraft in the flyby.

The deception was a tactical success but turned out to be a strategic
mistake. The total of twenty-eight Bisons came as a surprise to Western
military analysts, who were expecting a much smaller inventory. Starting
from that count, the analysts extrapolated that by 1960 the Soviets would
have 800 long-range bombers, presenting a substantial threat to the United
States in the event of a major war. This threat became a political issue
during the presidential campaign, when John F. Kennedy accused the
Eisenhower administration of allowing a “bomber gap” to develop. In fact,
only ninety-three Bisons were produced before the assembly lines shut
down in 1963.

The deception was a strategic failure, because it led to a US response that
the Soviets neither anticipated nor desired. Alarmed at the prospect of a
“bomber gap” along with a “missile gap” (another Soviet strategic



deception), the US government embarked on a military buildup of both its
bomber fleet and ballistic missile attack capabilities that gave it a
substantial strategic edge.

During the Cold War, the United States conducted a series of deceptive
operations to convince the Soviets that it was making advances in chemical
warfare and subsequently in biological warfare capabilities. The deceptions
proved to be at least as counterproductive for the United States as the
Moscow Air Show deception had been for the USSR.



The CW and BW Deceptions
In 1959 the GRU (Soviet military intelligence) recruited US Army
sergeant Joseph Cassidy and used him as an agent for more than twenty
years. During all that time, Cassidy was actually serving as a double agent,
run by the FBI and US Army intelligence. Cassidy passed to the GRU
secret information about the Army’s chemical warfare (CW) program
being conducted at Edgewood Arsenal in Maryland, in order to build up
his credentials for a subsequent deception.4

The objective of the deception was to convince the Soviets to expend
resources on a CW agent that wouldn’t work. The United States had for
some time researched the potential of a super nerve agent called GJ. The
researchers had finally concluded that it would never become useful as a
weapon. The deception was intended to send the Soviets down the same
path, and it succeeded. Information provided by Cassidy and by others
convinced the Soviet leadership that the United States was developing a
super-agent, and they ramped up their own CW programs. That conviction
was reinforced by reporting from a second double agent stationed in the
United States, GRU colonel Dmitri Polyakov.5

The problem was that the expanded Soviet program actually succeeded in
developing a highly toxic and effective nerve agent called Novichok. It is
not clear whether Novichok was a result of their work to duplicate GJ or
something completely different. What appears to be the case, though, is
that the agent resulted from an expanded program in response to a US
deception.6

At the end of the 1960s, though, the deception appeared to be a success,
convincing US intelligence to begin a second round of deception, this time
focused on biological warfare (BW).

The story to be conveyed in this deception was that the United States was
pursuing a clandestine BW program at the same time that it was
negotiating the Biological Weapons Convention outlawing such weaponry.
The objective of this plan remains unclear. Under the circumstances, it is
hard to see how such a deception could have a good outcome.

The deception was carried out through a number of channels, but Colonel



Polyakov was the key one. Alarmed by this new threat, the Soviet
leadership ordered the creation of a new program for research and
development of biological weaponry. That program, nicknamed
Biopreparat, involved a number of military and civilian research and
production institutes and at least one test site.7

The Biopreparat program took on a life of its own and continued
throughout the 1970s and 1980s, at least. Scientists working on the
program were encouraged to keep up with the United States or to pull
ahead. Their managers and program directors used the reports of US
progress to obtain continued funding for their own programs.8

These two cases illustrate the difficulties in identifying the long-term,
unintended consequences of deceptions, especially at the strategic level. The
Moscow Air Show deception was driven by the need to project an image of
Soviet power, without thinking through the possible US responses to such an
image. The US biological warfare deception was especially egregious; it
apparently didn’t consider the implications of convincing the Soviets—
always suspicious of US intentions—that the United States could not be
trusted in arms control negotiations.



Deconfliction

The final step in deception planning usually is deconfliction. The idea is to
plan deception so that it affects only the intended target.9 In military terms,
the goal always is to avoid collateral damage. That’s the tactical view of
deconfliction.

In a strategic sense, deconfliction is a much broader concept. Strategically, it
is the process of anticipating and avoiding undesirable consequences of a
deception operation. Its objective is to ensure, as much as possible, that the
deception affects only the intended target in the intended fashion. So
deception planners must put considerable thought into the possible
unintended consequences of the operation on others than the intended target.
Deconfliction thus is closely related to the idea of avoiding unfavorable
outcomes that resulted from the Moscow Air Show and CW and BW
deceptions.

Any deception operation therefore must be carefully coordinated during the
planning stage to avoid having different parts of the deceiver’s organization
or partner organizations working at cross purposes. Then during execution of
tactical operations, the deception operation must be monitored to avoid
fratricide. For example, units involved in pseudo operations (and, therefore,
dressed as insurgents) very much want not to be targeted by their own forces.
The operation also must avoid adverse consequences to civilian populations.
Some of the cyberspace channels discussed in Chapter 8 can be observed by
not only intended targets but also by friendly and neutral parties, with
attendant risks of bad outcomes.10

At the strategic level, the effect of deception on innocent parties, neutral or
allied, has to be considered. In the globalized economy of today, that can be a
problem. A result of the Farewell operation, described in Chapter 3, was a
gas pipeline explosion that disrupted the Soviet plans to supply natural gas to
European countries. That outcome certainly was not a welcome one for
several US allies. As a hypothetical example, a deception indicating that a
major economic power planned to devalue its currency could trigger a global



recession. Small changes can produce major consequences, thanks to
globalization.

Deconfliction can be especially tricky in deception to support
counterintelligence, because there are so many intelligence compartments
having limited access—as the following example illustrates.

A few years ago, one US agency had developed a new technology for
tracking vehicles of high intelligence interest. They needed to provide the
resulting intelligence to military units in the field. But the potential for a
compromise to the intelligence was high because of such wide access, so a
cover story was needed.

The program leaders developed a deception plan to attribute the raw
intelligence about vehicle locations to a novel collection program run by a
completely different “INT.” So far as they knew, no such program existed.
The problem was that the novel collection program did exist, protected by
very tight compartmentation. Only one person below the top levels of the US
intelligence community was aware of both programs. Fortunately, the
proposed deception was briefed to a senior intelligence community officer
who was able to halt the deception effort. If the cover story had been used, it
would have compromised a highly successful billion-dollar intelligence
effort.

CYBER poses some unique problems in managing deconfliction. One of the
major challenges for a nation in terms of managing a cyber capability is the
deconfliction between national authorities with different objectives in the
cyber domain. CYBER has the inherent ability to traverse organizational and
national boundaries with a single click or keystroke, making it a flexible
conduit for deception projection. But that also makes it a challenge for
deconfliction: while a military cyber operations unit is emplacing deceptive
information in an opponent’s intranet, a national intelligence organization
might be collecting intelligence from that same intranet—and consequently
fall victim to a deception executed by its own military. Shutting down a
website that is a good source of intelligence is a typical deconfliction
problem. Furthermore, CYBER as a channel for projecting a deception can



easily affect both cognitive and physical domains. For example, promoting a
deception narrative through social media is cognitive; planting a virus in a
system that disrupts radar images on a screen is physical. Lack of
coordination across these domains could lead to great information operations
sites being destroyed by viruses planted by a deceiver’s own side.



Overview of the Execution Process

Field Marshal Helmuth Karl Bernhard Graf von Moltke (known as Moltke
the Elder) once observed that “no plan survives contact with the enemy.” In
any deception, not just military deceptions, there is a desired outcome and a
plan to use deception to help accomplish it. But it seldom if ever happens that
events transpire to bring about that perfect outcome. So executing deception
becomes a dynamic process. Two OODA loops—the deceiver’s and the
opponent’s—are in operation, and the deceiver’s loop has to operate inside
the opponent’s loop—a subject returned to later.

Executing deception requires carefully managing the channels. From a
generic operational perspective, this phase occurs only after adversarial
sensors and sources have been mapped and/or modeled, the adversarial
processing and decision-making structures are understood, and the channels
for communicating deception are defined and, most important, determined to
be manageable. Like the planners, those who are responsible for execution
must understand how the adversary receives, analyzes, and understands
information being provided through the channels. Therefore, execution
requires resources to be specifically set aside in order to monitor the
opponent’s channels as information is collected or disseminated across them.
It is here that the concept of channels plays a key role. Deception execution is
in fact the exploitation of how the adversary observes, orients, and decides.

Figure 9-1 depicts a generic framework for understanding the dynamics
behind channel management. Essentially the channels for projecting and
detecting deceptions are the observation/collection platforms available to
both your side and the adversary. Where it concerns projecting deception,
understanding which adversarial collection platform to target in order to
affect their situational understanding is the key. For detecting deception,
knowing how the adversary understands your side’s collection platforms is
central.

Figure 9-1 Channel Identification





Achieving Surprise

Chapter 1 validated the importance of achieving surprise in military
operations. To secure the advantage of surprise, the execution of a deception
plan has to be included in the overall concept of operations (CONOPs). That
requires delegating enough resources to the deception to ensure that it has the
chance to succeed. Consider the example described here.

Your side wants to launch an amphibious landing at a certain location against
an adversary but would like to deceive him into thinking it is at another
location in order to reduce resistance at the real location. There are several
ways to generate the surprise needed to accomplish this. The obvious goal is
to deceive with regard to place; but at the same time the use of cross-cutting
deceptions will provide effective support to the overall task. For example,
you can deceive as to timing—when the assault will actually take place—in
order to support the place deception. Or, it can be effective to disguise your
side’s strength and capability to support the place deception. The modes of
surprise presented by Barton Whaley from his comparative analysis of
historical cases provide a simple but useful taxonomy of surprise that
illustrates how to manage the components of deception execution (see Table
9-1). Note that these five modes of surprise address the who-what-when-
where-how question set that intelligence analysts ask and answer in assessing
any situation.

Source: Barton Whaley, Stratagem, Deception and Surprise in War (Norwood, MA: Artech



House, 2007/reprint of 1969 edition), 111–14.

Let’s return to the deception that was part of Operation Desert Storm,
described in Chapter 4, with some additional facts to illustrate how this works
in practice:

Place. The Iraqis were led to expect an attack on their positions from the
south, not one across the desert to the west.
Time. The Iraqis were led to believe that some days would pass after the
0600 hour deadline on February 24, 1991, before any large-scale ground
assault by coalition forces into Iraq would occur. (The Iraqis were
slowly complying with coalition demands for withdrawal from Kuwait.)
However, a full ground campaign was set in motion before 0600 hours
on February 24.
Strength. The Iraqis were led to believe the US VII Corps was not yet at
full strength just to the west of Kuwait; the corps was in fact at full
strength.
Intention. Iraq was led to believe the coalition’s primary intended effects
were the liberation of Kuwait and the withdrawal of Iraqi forces from
Kuwait. The Iraqis assumed those actions would quickly halt further
coalition action. However, just as important to the coalition was the
destruction of Iraqi forces. (The Iraqi decision to withdraw made them
easier targets as they raced to the perceived safety of the Iraqi border in
open terrain.)
Style. An amphibious landing instead of an armored attack through the
western desert was a major part of the deception.

As another example, let’s reconsider Operation Fortitude, described in
Chapter 2, the deception that preceded the Normandy invasion in 1944:

Place. The Germans were led to expect an invasion of Norway
(Fortitude North) and at Pas-de-Calais (Fortitude South).
Time. The deception included a visit by Field Marshal Montgomery’s
double to Gibraltar on the eve of the invasion to mislead German
intelligence about the date.
Strength. The Allies portrayed a fictitious force (FUSAG) near Dover



and another in Scotland. They concealed the strength of the units
assembling in south England.
Intention. The deception reinforced perceptions that, because of logistics
concerns, Pas de Calais was a preferable landing site over a Normandy
site that required extended seaborne supply lines.
Style. The Germans were led to believe the aggressive General Patton
would be leading the invasion plan. Patton was known to often
overextend supply lines when exploiting success. This reinforced the
importance of not placing German mobile armor reserves too close to
the coast in order to retain a strong pincer capability out of reach of
Allied air power.

Once again, the projection of deception is about managing the adversary’s
available channels. Management across channels primarily consists of
synchronizing individual channel deceptions in order to provide synergy, and
to ensure a minimum of abnormal congruences or incongruences that might
tip off the adversary to deception. Synergy in deception is also created by
using the channels to promote cross-cutting modes of surprise, as shown in
the notional amphibious assault as well as the two real-world examples
described earlier. A deception projected through all available channels to the
opponent reinforces his or her perspective that the assault will occur at the
wrong place.

Specifically, as Figure 9-2 indicates, synchronization management requires
that there are no abnormal patterns in the projected deception that might
trigger the adversary to look in the correct direction.

Figure 9-2 Managing Deception Execution



In executing a deception, the deceiver is managing how the deception appears
to an opponent in all of the channels and across the channels. Figure 9-3
illustrates what might happen if this management is not done or is handled
poorly.

Figure 9-3 Synchronizing Deception Execution

As the figure indicates, both abnormal congruences and abnormal
incongruences were present in the total picture presented to the opponent—
likely leading to failure of the deception.

Now let’s shift focus to another part of the execution management process:
the opponent’s OODA loop.



Operating inside the Opponent’s OODA Loop

Frans Osinga argues that Boyd’s concept of an OODA loop is much deeper,
richer, and more comprehensive than it is commonly viewed. The objective,
according to Osinga, is to

operate inside [the] adversary’s observation-orientation-decision-action
loops to enmesh [the] adversary in a world of uncertainty, doubt,
mistrust, confusion, disorder, fear, panic, chaos … and/or fold the
adversary back inside himself, so that he cannot cope with events/efforts
as they unfold.11

There are two key concepts here. Let’s deal with the first one before turning
to the second. First, there is the concept of operating inside the opponent’s
OODA loop so that your side can act more effectively than can the opponent.
We always want to do that—meaning that we react to opponents’ actions
more quickly than they can react to ours. But just how do you in practice do
that? The cycle of CW deception by Libya and counterdeception by the
United States and its allies throughout the 1980s and 1990s illustrates how
the process works.



The Rabta/Tarhunah Deception and
Counterdeception
Beginning in 1984 the Libyan government began constructing a CW agent
production plant near the city of Rabta, forty miles southwest of Tripoli.
By late 1988, with extensive foreign assistance, Libya had completed
construction and begun producing CW agents. During its three years of
operation, the facility produced at least 100 metric tons of mustard gas and
the nerve agent sarin.12 To conceal the purpose of the plant, the Libyans
set up an elaborate deception that failed because the Libyans presented an
incongruent picture to Western intelligence, and because the United States
and its allies were able to react to unfolding events more rapidly than the
Libyans.

Rabta Deception—OODA Loop 1

Much of the resources needed to build the Rabta plant had to come from
foreign companies. The Libyans set up a network of front companies, fake
subsidiaries, and middlemen to hide their purchases. Considerable
assistance in building the Rabta complex was provided by European and
Japanese firms. The prime contractor at Rabta was Imhausen-Chemie, a
West German chemical firm. Other supplies came from firms in
Switzerland, Austria, and Hong Kong. Most of the equipment and supplies
left European ports under false export documents. To circumvent export
controls, the Libyans relied on a complex commercial network involving
front companies that transferred goods through ports in the Far East.
Libyan government officials publicly claimed that the Rabta facility was a
pharmaceutical plant, and designated it Pharma-150. Construction at Rabta
was carried out by 1,300 low-wage laborers imported from Thailand under
tight security conditions.

The complexity of the deception made incongruences likely; any single
inconsistency or failure in the chain of commercial transactions would be
likely to alert Western intelligence. And in fact a number of incongruences
did exist; they are discussed in Chapter 11. As a result of these
incongruences, throughout the mid-1980s US intelligence followed the
developments at Rabta with increasing interest, relying heavily on IMINT.
By the time the plant began production, the US government had enough



evidence to go public and expose the deception.

Rabta Deception—OODA Loop 2

On September 14, 1988, the State Department went public with the
following statement: “The U.S. now believes Libya has established a CW
production capability and is on the verge of full-scale production of these
weapons.” CIA director William Webster provided further details in a
speech on October 25, 1988, claiming that the Libyan plant was the largest
chemical weapons facility the agency had detected anywhere in the
developing world.13 The announcement triggered a second Libyan
deception and another circuit around the OODA loop.

The Libyans apparently recognized that IMINT was the source of the US
assessment. They responded with an elaborate deception operation to
counter imagery analysis, fabricating evidence of a fire on March 13, 1990,
to make the Rabta facility appear to be damaged and possibly
inoperative.14 The fabrication reportedly involved painting burn marks on
buildings and burning stacks of tires to create the perception of a fire for
imagery collectors. They also rushed ambulances to the area to make it
appear that the plant had suffered severe fire damage and casualties—
probably targeting HUMINT channels.15 When the French commercial
Earth-resources satellite SPOT 1 photographed the Rabta facility on March
18, however, it looked to be intact.

The second round of Libyan deception also was a failure, again due to the
incongruent picture that the Libyans presented to Western intelligence. By
mid-1990 the United States and its allies had again operated inside the
Libyan OODA loop. In August 1990 the US intelligence community
deduced that large-scale production of chemical agents at Rabta had begun
after a photoreconnaissance satellite observed specialized trucks, designed
to transport CW agents, picking up barrels of the suspected agent at the
plant. In 1992 a US intelligence official stated publicly that the Rabta
facility had produced and stockpiled more than 100 metric tons of mustard
gas and the nerve agent sarin.16

The Tarhunah Deception—OODA Loop 3

Libya subsequently moved to another round of deception, relying heavily
on denial. The Libyans closed the Rabta plant later in 1990 after it became
clear that the second deception had failed. To replace the facility, they
began constructing a large underground CW plant near Tarhunah, a



mountainous region about sixty kilometers southeast of Tripoli. Putting the
facility underground masked its activities and increased its survivability in
case of an attack.17 Libyan press releases claimed that the plant had a
civilian purpose—petrochemical production in one case, and part of a
Libyan plan to funnel water from its southern aquifers to its coastal cities
in another.

In February 1996 then–director of central intelligence John Deutch accused
Libya of “building the world’s largest underground chemical weapons
plant” near Tarhunah. US State Department spokesman Glyn T. Davies in
an April 4, 1996, news briefing subsequently described the Libyan
deception concerning Tarhunah:

Libya is constructing what would be the world’s largest underground
chemical plants near a place called Tarhunah, about 60 kilometers
southeast of Tripoli. They began this work, we think, in about 1992,
and we know that their chemical weapons production facility at Rabta
has been inactive since it was exposed in the late 1980s, partly as a
result of our efforts. Tripoli, the government of Libya, still insists that
the chemical plant at Rabta was designed to produce just
pharmaceuticals. It claims that this new site, Tarhunah, is a training
site for Libyan workers of the much publicized civilian great man-
made river project, which is ongoing there. But our indication is that
Tarhunah will be a reconfigured version of the plant at Rabta, and that
it will, if it moves forward, be used to produce blister agents such as
mustard gas and perhaps nerve agents as well.18

Once again, the United States and its allies had operated inside Libya’s
OODA loop by revealing the deception before the plant could produce CW
agents. Outmaneuvered and again frustrated, Libya subsequently stopped
construction at Tarhunah. Many of the chemical weapons caches from the
Rabta plant were later destroyed under supervision of the Organization for
the Prohibition of Chemical Weapons after an agreement was reached with
Muammar Gaddafi’s regime. The destruction reportedly was completed in
2014.

The preceding discussion was focused on making your side’s OODA loop
work faster and more effectively than the opponent’s. An alternative to
making your loop work faster is to slow down the opponent’s OODA loop,



and there are ways to do that. They involve applying Osinga’s second
concept: choosing to confuse or overload the target’s intelligence apparatus
and to introduce ambiguity or the “uncertainty, doubt, mistrust, confusion,
disorder, fear, panic, chaos, …” that he refers to. In the terms of Chapter 1,
that is an “A”-type deception.

“A”-type deceptions, or inducing uncertainty, can lead to unpredictable
outcomes, which is not desirable in deceptions where the goal is to persuade
a specific decision maker to take a specific action. But sometimes (especially
in strategic matters) creating uncertainty is the goal—where the objective is
to make an opponent hesitate to act. As one of Thaddeus Holt’s deception
commandments introduced in Chapter 1 asserts, non-action is a decision.
Sometimes, the preferred purpose of a deception is simply to promote
uncertainty. It’s a common goal at the national strategy level. The United
States has long left uncertain its threshold for military action in a number of
situations, including the employment of nuclear weapons. That uncertainty
gives opponents pause and leaves the US government more freedom of
action.

Again, however, the objective in planning many deceptions, especially in
military operations, usually is the opposite: not to leave the opponent
uncertain and confused. The problem is that one can seldom predict what an
opponent’s resulting actions will be. The goal in these situations is to have a
predicable outcome.



Attending to Details and Timing

Successful deceptions are the ones where exceptional care is taken with the
myriad attending details during each phase. Deceivers who do not properly
handle each detail will find their operation exposed. The Indian nuclear test
deception, introduced in Chapter 1 and returned to throughout the book, is
notable precisely because of the great care that was taken to conceal
preparations at the test site. At the other extreme, the 1990 Libyan deception
projecting a fire at Rabta was just sloppy.

Attention to detail during execution has become even more important in
conducting deception against technical collection channels such as CYBER,
IMINT, and MASINT because of their sophistication. IMINT and MASINT
sensors have become more sensitive and their resolution has improved
steadily. Deceptions targeting these channels have to withstand closer
inspection than in previous decades. Dummy tanks and missile launchers, for
example, must look like the real thing at close range to fool current imagery
sensors.

In executing deception, time can be a critical factor. The deceiver has to
consider the speed of decision making. Sometimes it is desirable to time the
arrival of deceptive information so that an opponent is forced to make fast,
poor decisions on incomplete information. The opponent should have as little
time as possible to see through the deception. The branch-point scenario
discussed in Chapter 6 deals effectively with timing during execution.
Attention to detail and good use of timing were keys to the success of the
Argo deception.



Argo Revisited
Chapter 5 introduced the Argo deception, which resulted in the exfiltration
of six US embassy employees from Iran. A highly risky operation, it
succeeded because of attention to very minor details and good use of
timing.

A cover legend and airline tickets showed the six studio executives
arriving in Tehran from Hong Kong at approximately the same hour that
the actual exfiltration team arrived from Zurich. So passengers
disembarking from either flight would have been processed by the same
immigration officers. Consequently, the Iranian entry cachets stamped in
team passports could be duplicated and used to create fake passports with
the same entry cachets for the six. If the team had used the entry stamps of
someone who hadn’t been on duty that day, it could have been spotted and
blown the entire operation. The deception was in some ways a model for
how to attend to such details. For example,

In a cross-check of the documentation, a Canadian embassy official
noted that the visas were incorrectly dated: the Iranian year begins at
the vernal equinox, not on January 1. The CIA exfiltration team had
brought extra passports, so they were able to put in correctly dated
visa stamps.
There was extensive backup in Los Angeles: An office for Studio Six
was set up on Sunset Boulevard with a makeup artist, a film
producer, and a receptionist; a film party was held in an LA
nightclub; advertisements were posted in Hollywood magazines; and
bogus business cards were printed.
The exfiltration team arrived in Tehran with a set of storyboard
drawings and production notes to show the Iranians.
Prior to the day of departure, the exfiltration team conducted rigorous
mock interrogations of the six embassy employees, in the event that
any of them were detained for questioning at the airport.

The team also made smart use of timing in choosing their departure. The
Swissair flight departed Tehran at 7:30 a.m. The team arrived at the airport
at 5 a.m., when the airport was relatively quiet; the officials manning the
exit gates were sleepy; and the Revolutionary Guards were mostly still
asleep at home. A 2012 movie about the rescue, also titled Argo, depicts



the Swissair flight departure as an exciting event, with Revolutionary
Guards pursuing the departing aircraft down the runway. That depiction is
pure Hollywood. Thanks to careful planning, the actual departure was
uneventful.



Managing the Developing Scenario

The final step in the execution process is responding to unfolding events in
the opponent’s OODA loop. Those executing the deception have to look for
and monitor the leading indicators that would indicate which of the scenarios
—or which combination of scenarios—is actually taking place. As Babson
College professor Liam Fahey points out, indicators will also give important
insights into what scenarios are not taking place.19

What this means, to begin with, is that the team must identify feedback
channels. A channel is needed that will confirm whether the deception
information has reached its intended target (the decider). Another channel
may be needed to identify the actions that the target is taking based on that
information. Feedback allows a determination as to whether the deception
plan is believed and, what is more important, being acted upon. As Godson
and Wirtz describe it,

A successful D&D campaign benefits from feedback mechanisms to
collect data about the target’s behavior. Discovering the way the target
has interpreted the received data is especially important. A deception
campaign is a dynamic enterprise: cover stories, communication
channels, and specific initiatives require fine tuning to take advantage of
unforeseen opportunities or problems. Knowing that a deception
campaign is succeeding also can be crucial to the achievement of grand
strategic objectives. To pursue a course of action that relied on
deception if the target failed to “take the bait” would be foolhardy.
Alternatively, if an initial deception plan failed, the feedback mechanism
could activate backup D&D campaigns.20

The monitoring job may involve watching trends. The intelligence team, for
example, might monitor demographic and economic trends or decreases in
the number of terrorist cells. A political or economic analyst might look at the
questions that opponents ask and the positions they take in negotiations. A



military intelligence analyst might monitor troop movements and radio traffic
for signals as to which scenario is developing.

Indicators such as these suggest movement toward a particular scenario.21
They provide a means to decide which options should be the focus of the next
set of decisions. Specifically, they help identify which outcomes should be
prepared for, possibly by use of some of the instruments of national power,
and which potential outcomes can be disregarded.

The US intelligence community has developed a formal methodology for
monitoring these indicators, or what it terms “indicators or signposts of
change.” The methodology is described in the CIA’s tradecraft manual as
“[p]eriodically review a list of observable events or trends to track events,
monitor targets, spot emerging trends, and warn of unanticipated change.”22
It depends on the analyst’s identifying and listing the observable events that
would indicate that a particular scenario is becoming more or less likely,
regularly reviewing all of the lists (one for each scenario) against incoming
intelligence, and selecting the scenario that appears most likely to be
developing—preferably, the desired outcome scenario.



Operation Mincemeat Revisited
Chapter 2 described the successful use of deception in Operation
Mincemeat to draw German forces away from Sicily prior to the 1943
invasion. The British had two channels for obtaining indicators that the
operation was succeeding. One confirmed that the information had reached
its intended target, and the other confirmed that the information was
believed and being acted upon:

A British agent in the Spanish Navy reported that the documents on
Major Martin’s corpse had been opened, copied, and resealed before
being turned over to the British embassy in Madrid; and that the
Germans had been provided copies of the documents.
By May 12, 1943, Ultra intercepts confirmed that German
intelligence had accepted the documents as genuine and identified
Sardinia and Greece as the invasion targets.23

Few deceptions will have the excellent channels available to monitor
indicators that Operation Mincemeat had. More commonly, the indicators
must rely on indirect evidence such as troop movements or public statements.
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10 Preparing to Counter Deception

The previous chapters described how to plan for and conduct a deception.
They provided the essential background on how to detect deception when it is
conducted against your side. This chapter is therefore addressed to the
intelligence team that will in most cases have the job of identifying
deception.

According to Edward Waltz, the purpose of counterdeception is to find
the answers to two fundamental and highly interdependent questions.
First, counterdeception must make it possible for analysts and decision-
makers to penetrate through deception to discern the adversary’s real
capabilities and intentions, in other words, to answer the question: What
is real? Simultaneously, analysts and decision-makers must determine
what the adversary is trying to make them believe in order to consider
the second question: What does the adversary want you to do?1

The procedures for detecting a deception are relatively easy to grasp. The real
challenge lies in establishing an intelligence-driven framework that organizes
all of the participants in your OODA loop to provide deception warning and
to answer the questions that Waltz poses. This chapter describes a
methodology for doing that.

There are three steps to take toward countering deception. Two are
preconditions; that is, they need to be done before the deception may be
occurring. In advance, a vulnerability assessment must be conducted. That
means identifying channels where your side is vulnerable to deception—
usually the elements of your OODA loop that the opponent is familiar with.
Then follow up with the next step—a continuing assessment of possible
threats. Completing these two tasks requires that several principles of
counterdeception be followed (equally critical in conducting deception, of
course):



Know yourself—a sound understanding of the cognitive vulnerabilities
in your side’s analysis and decision processes
Know your channels—an understanding of your collection disciplines—
their capabilities, their limitations, and their vulnerabilities to deception
Know your decision maker
Know your situation
Know your adversary—an understanding and consideration of the
means, motives, and culture of your adversaries.

Once a specific threat has been identified, it is time to execute the third step:
using all of your channels to identify deception when it occurs. The
remainder of this chapter describes how the first two steps are best handled.
Chapter 11 addresses the third step.



Assessing Vulnerability

Preceding chapters have made clear that if you can’t assess the opponent’s
OODA loop, deception is unlikely to succeed. The opponent has the same
problem. To the extent that opponents can’t figure out your side’s loop, they
are unlikely to attempt any deception. And any deception they do attempt
should be easy to identify and counter.

Therefore, it is important to know what your OODA loop is, then make it
strong and secure. This is in part about security: the protection of sources and
methods, or the “OO” part of the loop. But it is much more than that. The
decision/action part has to be secured as much as possible, and that can be
very difficult. Let’s start with the observation process.

Observation (Collection)

When collection becomes too predictable, and the opponent understands the
observation part of the loop, tactics for countering denial and deception stop
working. If opponents can understand your collection process, they can
defeat it, as the examples throughout this text illustrate. There is a tendency
to believe that IMINT and COMINT are less vulnerable to deception. But
deception can succeed against both IMINT and COMINT if the opponent
knows enough about the collection system. The effectiveness of deception is
a direct reflection of the predictability of collection. So the first line of
defense is to keep all potential opponents uncertain about your collection
channels.

How to do that? Wherever possible, use deception to protect your collection
channels. Military tacticians claim that the best weapon against a tank is
another tank; and the best weapon against a submarine is another submarine.
Likewise, the best weapon against deception is to mislead or confuse
opponents about your intelligence capabilities. In the 1972 Soviet wheat
purchase case discussed in Chapter 3, the deception succeeded because the
Soviets knew that the United States had only one channel for gathering
intelligence about crops (HUMINT by US agricultural attachés), and the



Soviets controlled that channel. Realizing its vulnerability to such deceptions
afterward, the United States developed alternate channels. Subsequently,
satellite imagery from Landsat and other sources provided an alternate and
more accurate channel for estimating crop yields. Post-1972, another such
deception would be unlikely to succeed. Chapter 3 also detailed the extensive
deception operations the British employed to protect the Ultra COMINT
channel from being found out. Recall that before using any piece of
intelligence from Ultra, the British made it appear to the Germans that
information had been collected from non-COMINT channels, some real and
some fictional. The Indian nuclear test deception, described in Chapter 1,
illustrates the opposite outcome: The deception succeeded because the United
States had shared with India both the details of its overhead imagery
capability and the methods for analyzing the imagery, in an attempt to
prevent an earlier test. Armed with that knowledge, and with knowledge of
the importance that the United States placed on monitoring ballistic missile
tests, the Indians were able to execute a near-perfect deception.

The case of Igloo White, which occurred during the Vietnam War, illustrates
how deception can work at the tactical level, but also how defensive
deception can be effective when the opponent knows too much about your
collection sensors.



Technical Deception: Igloo White
During the Vietnam War, the North Vietnamese supplied their forces in the
South via a network of trails and roads running through Laos known as the
Ho Chi Minh Trail. One US effort to degrade this supply route was known
as Operation Igloo White. Between 1967 and 1972, American aircraft
dropped over 20,000 battery-powered sensors along parts of the trail. Some
sensors hung from trees, detecting the sounds of voices or truck engines.
Some buried themselves in the ground on impact; these were designed to
look like plants and to detect human urine or the seismic disturbances
created by foot traffic and vehicles.

The sensors transmitted their readings to a control center in Thailand via
airborne relay aircraft. The readings then were displayed on monitors that
tracked movements of troops and equipment along the Ho Chi Minh Trail.
The center then passed the movement data to US strike aircraft in the area
so that the enemy units could be attacked.2 Initially, the operation was a
success, costing the North Vietnamese heavily in trucks and supplies
destroyed.

However, the success was short lived and finally illusory, the result of an
effective counterdeception campaign. Over time, the North Vietnamese
were able to pick up and analyze an abundance of sensors, identify their
purpose, and figure out how to counter them. Armed with this knowledge,
North Vietnamese troops began dropping bags of urine near the urine
sensors and playing recordings of truck engines near the acoustic sensors.
In consequence, later inquiries found that many US attacks hit empty
jungle.

Viewed in retrospect, the collection plan had a major vulnerability that the
North Vietnamese could and did exploit. They could easily obtain copies
of all the sensors used on the trail and assess how the sensors operated.
Once that was done, a deception effort was no great challenge. It well
illustrates the principle that knowledge of the opponent’s channels makes
deception relatively straightforward. Modern air-dropped sensors such as
the US Steel Eagle devices are still easy to acquire but more difficult to
deceive, because the new sensors have high resolution and are able to
detect fine details in an audio signature.



Orientation (Analysis)

Orientation, or analysis, is the phase during which your side is most likely to
catch deception. It is a simple tenet: All available channels have to be cross-
checked during analysis. An opponent can deceive one channel, but it’s
difficult to deceive them all at once and present a consistent story.

There are no “best” channels for detecting deception. There is a well-known
inclination of any collection agency to overvalue its own channels in
preference to others.3 It’s natural for collectors to do this. In a
counterdeception effort, the intelligence team has to help guard against this
perception. It’s true that some channels—HUMINT and OSINT, specifically
—are used to project deception more often than others, and these can also be
common ones for detecting deception. However, the focus must be kept
broad.

There is no such thing as a secure channel—one that can be excluded when
considering the possibility of deception. One side’s cryptanalysts might break
an opponent’s encryption system, for example, and consider the intelligence
garnered from that channel to be valid. In fact, encrypted communications
repeatedly have been used to deceive, where the one side had reason to
believe that the opponent had broken a cipher system. Returning to the Ultra
deception, described in Chapter 3, when the British had exhausted alternate
channels to use for deception, remember that they created a fictional spy as
the source. As was noted in the case and again in Chapter 7, the British
validated the spy’s authenticity for the Germans by sending him a
congratulatory note over radio COMINT using a cipher they knew the
Germans could break. The British used this same technique successfully
throughout World War II with the Japanese as well, as noted in Chapter 7.
Today, in the cyber realm, the same concept is applied using cyber deception,
where the intelligence product derived from a CNE appears to be authentic
when instead, as described in Chapter 8, it is the product of a decoy system.

Analysis is a team process. It is greatly enhanced if the whole network is
collaborating. That means that analysts, collectors, operations staff,
leadership, and their advisors all need to work together to identify deception.



Typically, it is an analyst who makes the connections, simply by virtue of
having ties to all parts of the network. Well before a threat develops, these
connections have to be developed and nurtured.

A strong feedback system must exist between analysts and collectors, in
particular. The link has to work both ways. Collectors need to see clearly how
their reporting is being used in the final analytic product and have a chance to
comment.

Collectors also should be able to easily share the false signals that they detect
—something that is often not done in large intelligence organizations. The
natural tendency is to move the material into a counterintelligence unit,
compartment it, and not share with the all-source analysts who have access to
the other channels and are better positioned to identify deception.

Be aware also of the speed of information flow through the channels, and
shorten it where possible using the close ties with collectors and decision
makers. Some channels naturally have to operate more slowly than others. An
IMINT channel can provide real-time reporting. Clandestine HUMINT
sources may have to report only periodically. And collection agencies usually
want to analyze the material that they collect before publishing it. There are
valid reasons for this, but the result can be that your side’s OODA loop
operates more slowly than the opponent’s—resulting in the needed warning
of deception arriving at the decision maker after it is too late. A competent
deceiver will time the arrival of information to do exactly that, as the allies
did in Operation Quicksilver when agent Garbo sent the urgent message to
his handler that an invasion of Normandy was imminent—the day before the
invasion.

An important element of a strong network is having competent people in each
part. People with long experience in dealing with the current opponent are
especially needed. The experience of collectors and analysts in dealing with
the USSR turned out to be critical in identifying the deception that led up to
the Cuban Missile Crisis.



The Cuban Missile Crisis Revisited
Chapter 3 outlined everything that the Soviets did right in their deception
effort in support of the emplacement of strategic ballistic missiles in Cuba.
However, the deception was not perfect. There were some incongruences
—one of which exposed the deception:

The Soviets used the freighter Poltava to carry missiles. Some US
experts speculated that the ship might be carrying ballistic missiles,
because the Soviets typically used large-hatch ships such as the
Poltava to deliver such missiles.
The Soviet Union was not an automobile exporter at the time. Yet the
captains were instructed that if their vessel experienced mechanical
failure, any ships offering assistance should be told that they were
exporting automobiles. Though this did not occur, it would have been
an easy tipoff to analysts that something was amiss.
In Cuba, the Soviet missile units began to deploy using the standard
operating procedures that they had used in the USSR. In doing so,
they created characteristic imagery signatures that quickly drew the
attention of US intelligence. In September 1962, imagery analysts
noticed that Cuban surface-to-air missile sites were arranged in
patterns similar to those used by the Soviet Union to protect its
ballistic missile bases. The United States accordingly resumed
reconnaissance flights that had been suspended. On October 14, a U-
2 flight discovered SS-4 missile units at San Cristobal, Cuba, leading
to the Cuban missile crisis.4

Finally, remember that the decision maker is part of this network. Some
channels usually exist outside the intelligence organization that can be used
to convey deceptive information. These typically are channels that intersect
with the operations team and with leadership. But they usually won’t be
available unless the analyst expends some effort to make it so. It bears
repeating that access to incoming information from all channels that might
carry deceptive information is critical, including collectors, operations,
leadership, their advisors, and decision makers.



One last caution about the orientation phase: A serious cognitive
vulnerability is associated with being aware of possible deception. Veteran
CIA analyst and writer on intelligence Richards Heuer has noted the paradox
that the more alert we are to deception, the more likely we are to be deceived.
As Heuer explains it, our sensitivity to deception can influence our openness
to new information.5 When there is an existing belief about a given situation,
and new evidence challenges that belief, we have a natural tendency to find
some reason to discount the new evidence. This is one reason that it is so
desirable for the deceiver to time the arrival of deceptive information so that
an opponent is forced to make fast, poor decisions on incomplete
information. The opponent should have as little time as possible to see
through the deception. In counterdeception, information that arrives through
any channel just before a decision must be made is especially suspect for that
reason. This leads to a conundrum concerning new information:

It may be the result of a deliberate deception; or
It may be the first sign that existing belief is the result of a deception.

The solution to this conundrum and to Heuer’s paradox is to follow a basic
rule for evaluating raw intelligence: When new evidence doesn’t fit with or
contradicts what is already known, that is a signal to carefully evaluate anew
all evidence—not just the new material. Chapter 11 describes a formal
process for doing that.

Decision/Action (The Decision Maker)

In considering vulnerability to deception, historically the weakest link in the
OODA chain has been the decision/action part. The opponent, after all, is
targeting the decision maker. If the opponent can manipulate the channels,
and if ties between the intelligence team and the decision maker are not as
well developed as they should be, then deception is far more likely to
succeed.

Former RAND senior staff member and counterdeception authority William
Harris has noted that “those in positions of power must recognize the
abundant opportunities for their victimization. Only then will they share



information on top-level negotiations.”6 Getting to that point is very difficult.
Decision makers—national leaders and military commanders—are typically
more comfortable receiving information than sharing it. They sometimes
believe things because they wish them to be so. Dictators such as Hitler,
Stalin, and Saddam Hussein were vulnerable to deception for this reason.
National leaders are sometimes vulnerable to surprises because they simply
don’t want to face the prospect of a war. Stalin didn’t want to do so when
faced with reports of a pending German attack in 1941. Neville Chamberlain
wanted to believe that Hitler could be satisfied with the acquisition of part of
Czechoslovakia in 1938. UK leaders during the 1982 Falklands crisis didn’t
want to face the consequences of a war, so they discounted mounting
evidence that an invasion was imminent.

Lucky intelligence teams don’t have to deal with leaders like these. Unlucky
teams should at least get ready for the deceptions that are coming their way.
But opponents who can’t have confidence in the likely decision your leader
will make when faced with a story should hesitate to use deception. A
decision maker usually needs help to understand that.

Assessing vulnerabilities here requires doing something that isn’t normally
taught in intelligence courses: assessing one’s own leadership. Reconsider the
points made in Chapter 4 about evaluating the opponent’s leadership. In
counterdeception, you have to look at your own leadership as the opponent
might.

Those who have completely rational decision makers are on fairly good
ground. Even better are decision makers who follow the thirty-six stratagems
described in Chapter 1. Leaders whose decisions appear to be unpredictable
are a double-edged sword: They may cause difficulties for your own
operations, but they also play havoc with an opponent’s deception planners.

In defending against deception, the problem posed by new and contradictory
intelligence, described earlier, can be made better or worse depending on the
decision maker. He or she may need to be persuaded not to react too quickly
and instead to wait for follow-up analysis to check for deception. With
previously established close ties to the decision maker, the intelligence



team’s job here will be easier—though it never is easy. Identifying deception
as it occurs, which requires operating inside the opponent’s OODA loop,
involves a tradeoff between speed and accuracy.



Assessing the Threat

The intelligence branch has the responsibility for understanding the
adversary’s observation and orientation capabilities when supporting a
deception. It also is responsible (for the same reasons) for creating a shared
situational understanding of the adversary’s capability and/or intention to
execute a deception and for identifying adversarial deception plans at the
strategic or operational level. This begins with an assessment of the threat in
the broadest terms, starting with an assessment of the situation.

Recognize that the threat of deception can come from an opponent, an ally, or
a neutral power. The deception that preceded the Indian nuclear test, for
example, was conducted by India against the United States while the two
countries were on reasonably friendly terms. So when the term adversary or
opponent is used in this chapter, it includes anyone who might use deception
against your side’s interests, including neutrals and allies.

Assess the Situation

Be alert for cues that indicate the situation is ripe for deception. These
include high-stakes situations, events, or developments in the world that
threaten security or provide opportunity for an adversary, such as the
following:

Asymmetric power relationships between participants (deception is
often the equalizer in these situations)
Changes among opponents, neutrals, or allies in leadership, motives,
political goals, military doctrine, or technology (for example, the 2014
leadership change in Ukraine ousting Ukrainian president Viktor
Yanukovych that preceded Putin’s seizure of Crimea)
Potential for surprise and risk as part of a high-risk/high-gain strategy
(for example, the Cuban missile crisis deception)

Assess the Adversary’s History, Capability, and



Motivations

When the situation is ripe for deception by a specific adversary, the analysis
effort should focus on that individual or organization. This can require
answering questions such as: What is the opponent’s desired end-state
scenario? What do they want? What do they fear? If the intelligence team is
able to assess the opponent’s desired outcome scenario(s), it is possible to
identify early warning indicators of deception that can be established and
controlled to specifically support deception detection.

Does the adversary have a past history of engaging in deception? If so, what
kind? Opponents have a preference for using the methods that have worked
in the past. Remember that a stratagem is not invalid or unlikely just because
it’s old. The betting parlor trick in The Sting was old, but it continues to work
today, just in updated settings. Confidence scams such as Ponzi schemes in
general are old but continue to separate people from their money. So, next,
consider the following questions:

Do the current circumstances fit the pattern that preceded past
deceptions?
If not, are there other historical precedents?
If not, are there changes that would explain the use of a specific type of
deception at this time?

Work backward from the answers to these questions to identify situations in
which deception might be occurring. In a sequel to the document binder
deception described in Chapter 6, one Russian did exactly that and identified
a likely deception. Unfortunately for the Russians, his associate ignored his
advice.



The Document Binder Deception Redux
The document binder deception described the use of bugged binders to
identify Evgeny Buryakov as a spy for Russia. In building their case
against Buryakov, the FBI conducted another deception to incriminate him
in an act of espionage. They recruited an Atlantic City businessman who
approached Buryakov with a proposal: The businessman had a client in the
gaming business who wanted to open casinos in Russia.7

As noted in Chapter 6, Russian intelligence operatives are suspicious of
persons who contact them; they prefer to initiate contact, probably based
on past experience in dealing with US and British intelligence. His handler,
Sporyshev, told Buryakov that the contact seemed like “some sort of setup.
Some sort of trap.”8

That was good advice, but Buryakov apparently ignored it and fell into the
trap. The businessman, at Buryakov’s request, provided him with
government documents marked “Internal Treasury Use Only” and “For
Official Use Only.” The documents were subsequently used to convict
Buryakov.9

Assess the Adversary’s Understanding of Your OODA
Loop

Like deception, countering deception often is a network management process
that requires a good understanding of how the adversary sees your side, or the
third OODA perspective presented in Chapter 2. It is a reflexive perspective
that involves identifying the opponent’s understanding of exploitable
channels in terms of your platforms and sensors. Your intelligence team also
has to understand how your opponent views your side’s decision-making
process. Finally, what are the limitations as well as the capabilities of the
potential deceiver? What channels is he or she likely to be unaware of, or
misinformed about the capabilities of? These channels often are the result of
conducting your own deception, as noted earlier in this chapter, in the section
on assessing vulnerabilities.



The preceding principles and steps are preparation for dealing with deception
when the material for the opponent’s story arrives in your side’s channels.
Your intelligence network should be especially alert to deception in the
following situations:

A potential deceiver has a history of conducting deception
Key information is received at a critical time or from a source whose
bona fides are questionable
Analysis hinges on a single critical piece of information or reporting
New information would require analysts to alter a key assumption or key
judgment
Accepting new information would cause the decision maker to expend
or divert significant resources
A potential deceiver may have a feedback channel to check on the
success of deception
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11 Identifying Deception

Once the detection preparation work has been done, the next task is to
identify when deception is actually occurring. This is about monitoring your
channels for indicators. And that requires some sort of channel management
plan.



Deception Detection via Channel Management

Chapter 9 discussed the use of channel management when conducting
deception. This same channel management framework can be used to identify
abnormalities or incongruences in collected information that could indicate
an adversarial deception. This means that the initial steps of sensor mapping
your own organization and your adversary’s organization are still required in
order to establish a picture of existing channels between both parties, as
shown in Figure 11-1 (replicated here from Figure 9-2 for convenience).

Figure 11-1 Channel Management for Deception Detection

In managing channels, the most difficult may be the one represented by
“other” in Figure 11-1. This includes all non-intelligence channels, usually
ones that are managed by operations, through liaison, or directly to your
leadership.

Let’s go through an admittedly simple example of using channels to detect
deception. Chapter 9 presented an example of using channels to conduct a
deception about a pending amphibious assault. The assault was expected to
occur on either X beach or Y beach.

In contrast to deception projection, in counterdeception the intelligence team
is looking at incoming channels instead of shaping outgoing channels. That
is, incoming information must be examined to identify abnormal congruence
or incongruence in the indicators of place, time, strength, intention, or style,
or various combinations of those. In Figure 11-2 the same amphibious assault
example is used, but here it is framed from a deception detection perspective.
The notes in the figure illustrate some abnormal congruences or



incongruences in reporting on an assault, suggesting a deception story that
the assault will hit Y beach, when X beach is the actual target.

Figure 11-2 Deception Detection

To illustrate how this works in practice, let’s revisit the Rabta deception from
a counterdeception perspective.



Rabta Counterdeception
Chapter 9 showed the deception/counterdeception OODA loops for the
Rabta CW plant. The Rabta case illustrates the importance of using as
many channels as possible to detect deception: COMINT, IMINT, and
technical channels in addition to traditional OSINT and HUMINT
channels. There were a number of incongruences in the channels, as
discussed below.

During the mid-1980s, satellites and high-altitude reconnaissance aircraft
provided imagery that followed the progress of construction at the Rabta
site. By 1988 the imagery suggested that the facility, which sprawled over
several acres, was nearing completion. Yet the factory was unusually large
by the standards of the pharmaceutical industry and was ringed by high
fences and forty-foot sand revetments—seemingly excessive security for
an ordinary chemical plant. Also, the imposition of tight security on
imported laborers for a “pharmaceutical plant” was suspicious.

Since the production facility was completely enclosed inside a warehouse-
like structure, overhead photography revealed nothing about the process
equipment inside, but the plant’s oversized air-filtration system suggested
an intention to produce toxic chemicals.

Once the overhead imagery had aroused suspicions, Western countries
sought to develop new sources of information among the foreign
technicians and construction workers from more than a dozen European,
Asian, and Middle East countries employed at the Rabta facility. These
sources described plant equipment layout, and supplies, providing
additional clues that the site might be intended for CW production.

Intelligence analysts assessed that the complex comprised a large chemical
agent production plant, a chemical arms storage building, and a
metalworking plant built by Japan Steel Works. The latter facility
contained Japanese-made machine tools, officially intended for the
production of irrigation pumps but also suitable for the production of
artillery shells and gas canisters. And delivery to the plant of special steels
used in bomb casings suggested to US and British intelligence that Libya
was actually manufacturing chemical munitions.



The United States also made use of HUMINT (the liaison channel). The
West German government obtained construction blueprints of the Rabta
plant from the engineering firm Salzgitter. These plans revealed some
anomalous features suggestive of CW agent production. According to a
German government report, “The joint planning of chemical plants and the
metal processing plant as well as security facilities not usually found in a
pharmaceutical facility (airtight windows and doors, gas-tight walls
between the production and the control unit, burn-off unit, corrosion-proof
Iining on pipes, and escape routes) made it possible to draw the conclusion
that ‘Pharma 150’ is a chemical weapon plant.”1

It was not until August 1988, however, that the CIA obtained more solid
evidence that the Rabta plant was engaged in CW agent production.
Following a partial test run of the production process, an accidental spill
occurred as highly toxic wastes were being transferred for disposal outside
the plant. The resulting cloud of fumes killed a pack of wild desert dogs in
the vicinity of the plant. Their bodies, detected by satellite, indicated that
the plant was producing chemicals of warfare toxicity.

Conclusive evidence of the plant’s purpose reportedly came from
communications intercepts after the accidental spill. Panicked Libyan
officials called the plant’s designers at Imhausen-Chemie for emergency
advice. Western intelligence was able to intercept the international
telephone conversation. According to an account in Time magazine, “in a
frantic effort to get advice on cleaning up and repairing the plant, Libyan
officials spoke at length with Imhausen-Chemie personnel. Those
conversations left no doubt that employees of the West German firm were
just as aware as the Libyans that the plant was being used to produce toxic
gas.”2

In managing the channels, intelligence analysts have to evaluate the source,
the channel itself, and the evidence that the channel provides.



Evaluating the Source

As explained in Chapter 7, the channels provide two basic types of
intelligence: literal (in the form that humans use for communication) and
nonliteral (material, usually of a technical nature, that requires technical
processing to be understood). They have to be treated differently, as the next
two sections explain.

Literal Sources

Much deception is conveyed in literal form, with HUMINT and OSINT being
primary channels. But COMINT and CYBER channels are increasingly used
to deceive. And in communication, people can be misinformed or they lie to
each other. So even if the product is not a deliberate deception, the outcome
can be much the same. Given those parameters, consider these
counterdeception source evaluation tenets:

Accept nothing at face value. Evaluate the source of evidence carefully and
beware of the source’s motives for providing the information. Evaluating the
literal source involves answering these questions:

Is the source competent (knowledgeable about the information being
given)? It is easy, in a raw intelligence report, to accept not only the
observations of a source but also the inferences that the source has
drawn. Always ask: What was the basis for this conclusion? If no
satisfactory answer is forthcoming, use the source’s conclusions with
caution or not at all.
Did the source have the access needed to get the information? Was the
access direct or indirect? The issue of source access typically does not
arise because it is assumed that the source had access. When there is
reason to be suspicious about the source, however, check whether the
source might not have had the claimed access. Be suspicious of sources
when it is unclear how they obtained the information.
Does the source have a vested interest or bias? Sources may deliberately
distort or misinform because they want to influence policy or increase



their value to the collector. Moreover, reports do not contain the
nonverbal details of the conversation—the setting, the context, facial
and body expressions—to aid judgment. Be suspicious of sources who
have not been interviewed by a trusted partner. Failure to shorten this
part of the reporting chain had severe consequences in the case of
Curveball’s reporting on Iraqi biological weapons programs discussed
later in this chapter. US intelligence officers were not able to directly
interrogate Curveball and observe his demeanor during interrogation.
Had they been allowed to do so, quite different conclusions about the
validity of his reporting might have been reached.

In the HUMINT business, this is called determining bona fides for human
sources. Even when not dealing with HUMINT, one must ask these
questions. They are useful not only for identifying state-sponsored or
organization-sponsored deception but also for catching attempts by
individuals (such as Curveball) to deceive for their own purposes.

OSINT

OSINT has to be vetted and analyzed very carefully. Two standard checks
done in validation of material are to examine

Accuracy. It’s often necessary to cross-check against known valid
sources, especially against existing finished intelligence.
Credibility and authenticity. This has always been an issue with OSINT.
It is even more important with cyber material, but there are additional
ways to check cyber sources:

Check the URL. What type of domain is it, for example, .com, .org,
.edu, .gov, .mil, or a country code?
Check that it’s an appropriate source for the material presented.
Check to see if it’s a personal page. Independently search on the
author’s name (sometimes embedded in the website’s source code).
Check who owns the host server and where it appears to be located.
Cross-check to see if the author is located physically near the
server.
Find out who links to the site. See if the site is in reliable web



directories.

Note that a failure to pass validity checks does not mean that the information
is useless. Material having questionable validity may have intelligence value.
Deception attempts may not pass validity checks, but the fact that an attempt
was made can tell you much about an opponent’s intent.

COMINT

As with the other literal channels, identifying COMINT deception relies
heavily on understanding your own OODA loop, how the opponent views it,
and the difference between the two views. If the opponent is aware that you
have broken an encryption system or that you search for certain key words,
for example, then intelligence based on those channels should be vetted
carefully. COMINT derived from push-to-talk radios (which indeed still exist
in use) or high-frequency (HF) communications also should be looked at
closely, because such communications are easily intercepted.

Having the best possible talent on the COMINT analysis team makes a big
difference, as does having team members with long experience on their
assigned targets. The clues to detecting deception in COMINT are usually
subtle, and experienced analysts are best positioned to spot inconsistencies
that tip off deception.

HUMINT

Countering HUMINT operations falls into the broad category of
counterespionage. This field of deception and counterdeception is the subject
of many books. Counterespionage is touched on here only lightly, with the
mention of double agents, moles, and dangles.

Double Agents

A major tool of offensive counterespionage is the double agent. A double
agent can be a spy who becomes an employee or agent of the target
intelligence service or an agent who is turned as a result of discovery and



threats (usually of execution) for noncooperation. Double agents are often
used to transmit disinformation or to identify other agents as part of
counterespionage operations. Their success depends on trust by the
organization that they are working against; the organization that has doubled
them helps build that trust by providing true, but low value, information to
pass along.

The objective of using double agents usually is to control the operations of
the foreign intelligence service. One of the best known examples is the
success that Cuban intelligence had in discovering and doubling the CIA’s
agents in Cuba—many, if not all, of whom in the 1970s and 1980s may have
been turned into double agents.

Moles

The great fear of any intelligence service is a specific type of double agent:
the mole, a trusted insider who provides information to an opposing service.
On the flip side, the holy grail of HUMINT is a penetration of a foreign
intelligence service—ideally, a double agent who works in the
counterintelligence component. The Ames and Hanssen cases, described in
Chapter 6, illustrate the extensive damage that such moles can cause.

Dangles

A dangle is a seemingly attractive potential recruit intentionally placed in
front of a targeted intelligence service. The idea is for the targeted service to
initiate contact and thus believe it has spotted, developed, and recruited an
agent. If the target service swallows the bait and accepts the agent, then the
dangle’s parent service may learn the identities and vulnerabilities of some of
the target’s officers, its collection requirements, and tradecraft.3 Dangles can
also be used to pass misinformation to the recruiting organization.

To counter the possibility of recruiting a dangle, most clandestine services
conduct some form of vetting. This vetting is primarily concerned with
testing the agent’s veracity. Some countries rely on the polygraph in
questioning agents about lifestyle, contacts, access to information, and past



history, searching for signs of deception in the responses. Many other
countries still use techniques that predate the polygraph for vetting.

Questions specific to HUMINT include the following:

What is the basis for judging the source to be reliable? Seek and heed
the opinions of those closest to the reporting. Is the source vulnerable to
control or manipulation by the potential deceiver?
Is the true identity of the source an issue? Identity intelligence
(biometrics, for example) can be used to validate or authenticate an
identity. Biographic (public and private records) and behavioral data
(travel, consumer patterns, Internet and other communications activity)
can be used to check on human sources.
How good is the source’s track record of reporting? Check all instances
in which a source’s reports that initially appeared correct later turned out
to be wrong—and yet the source always seemed to offer a good
explanation for the discrepancy. Before and during the Quicksilver
deception, Juan Pujol Garcia (Garbo) repeatedly was able to deceive the
Germans because of his skill at explaining discrepancies.

In detecting deception in HUMINT, two reminders are especially useful:

Avoid over-reliance on a single source of information. The deception
succeeded in the 1972 US–USSR wheat deal because the United States
had only one source—an agricultural liaison. Do not rely exclusively on
what one person says.
Always look for material evidence (documents, pictures, addresses or a
phone number that can be confirmed). Take care, though, to look closely
at how the evidence was obtained, if there is reason for suspicion. A
deceptive technique that continues to succeed after long use is known as
the “haversack ruse.” Although it predates his use, the haversack ruse is
generally credited to British colonel Richard Meinertzhagen. During the
Sinai and Palestine campaign of World War I, Meinertzhagen allowed a
haversack containing false British battle plans to fall into Ottoman
military hands. The result of the deception was a British victory in the
Battles of Beersheba and Gaza. Operation Mincemeat was one of several



variations on the haversack ruse that the British used during World War
II.

The importance of feedback was noted in Chapter 10. It can be a challenge in
HUMINT. A key component in the failure to correctly identify Iraq’s WMD
program status in 2002 was that critical feedback among collectors and
analysts didn’t happen. That miscall contributed substantially to a subsequent
reshaping of the US intelligence community.



The Iraqi WMD Miscall
In October 2002, at the request of members of Congress, the US National
Intelligence Council produced a national intelligence estimate (NIE) on the
Iraqi WMD program. Many of the key conclusions of that estimate were
wrong because of poor source evaluation or poor communication across
the network—that is, inadequate or missing feedback.

The analysts who prepared the estimate readily accepted any evidence that
supported the theory that Iraq had stockpiles and was developing weapons
programs, and they explained away or disregarded evidence that pointed in
other directions. Two of the most egregious examples were the evaluation
of a key HUMINT source on Iraq’s biological weapons program and of
HUMINT and IMINT sources on Iraq’s chemical weapons program.

The conclusions about Iraqi biological weapons relied heavily on a single
source, an Iraqi chemical engineer nicknamed Curveball. This source
claimed that Iraq had several mobile units for producing biological
weapons agents. The evidence presented by Curveball fell short of being
credible, according to several criteria discussed in this chapter:

Competence. Curveball was variously described as a drinker,
unstable, difficult to manage, “out of control,” and exhibiting
behavior that is typical of fabricators.4
Access. There was no evidence of access to biological weapons
laboratories. Corroborating evidence only established that Curveball
had been to a particular location, not that he had any knowledge of
biological weapons activities being conducted there.5
Vested interest or bias. Curveball had a motivation to provide
interesting intelligence to obtain resettlement assistance and
permanent asylum.6
Communications channel. The reporting was through liaison with the
German intelligence service, and US intelligence officials were not
provided direct access to Curveball. The communications channel
between Curveball and the WMD analysts therefore had many
intermediate nodes, with consequent possibilities for the analysts to
get a distorted message.

Analysts evaluating Curveball’s information were aware of some of these



problems yet judged his reporting reliable and continued to make it the
basis for the NIE judgment and subsequent judgments about Iraq’s
biological weapons program. They dismissed imagery reporting that
indicated inconsistencies in Curveball’s account as being due to Iraqi
denial and deception against overhead imagery.7 That Curveball was a
fabricator was subsequently confirmed.

The NIE also erroneously concluded that Iraq had restarted chemical
weapons production and increased its chemical weapons stockpiles, based
on poor evaluation of both IMINT and HUMINT:

Analysts relied heavily on imagery showing the presence of
“Samarra-type” tanker trucks at suspect chemical weapons facilities.
These distinctive trucks had been associated with chemical weapons
shipments in the 1980s and during the Gulf War. Analysts also
believed that they were seeing increased Samarra truck activity at
suspect chemical weapons sites in imagery. They apparently did not
consider an alternative hypothesis—that the trucks might be used for
other purposes, as turned out to be the case. And they failed to
recognize that the more frequent observed activity of the trucks was
an artifact of increased imagery collection.8 The trucks were simply
observed more often because of more imagery reporting.
One of the human sources, an Iraqi chemist, provided extensive
reporting, about half of which defied reason. Despite evidence that he
might not be a credible source, analysts used his reporting that Iraq
had successfully stabilized the nerve agent VX in the NIE because it
fit their existing mindset.9 Another source reported that Iraq was
producing mustard and binary chemical agents. But he also reported
on Iraq’s missile, nuclear, and biological programs. Given Iraq’s
known use of compartmentation to protect sensitive weapons
programs, analysts should have recognized that the source was
unlikely to have access to all these programs.10

Nonliteral Sources

Nonliteral intelligence channels include IMINT, SIGINT other than
COMINT (that is, ELINT and FISINT), and MASINT. These channels,
especially IMINT, are used to deceive. The wide use of dummy tanks and
landing barges to deceive imagery collection during World War II has



already been noted. The Serbs used IMINT deception frequently during the
Kosovo conflict described in Chapter 3.

Nonliteral channels are generally more difficult to use for conducting
deception, but they can be effective in defeating it—especially when
combined with the product of literal sources. Collating information from all
channels usually results in a more complete picture of the situation.

Countering Visible Imagery Deception

Three techniques that rely on imaging are often used, individually or in
combination, to defeat visible imagery deception. Infrared, spectral, and radar
imagery of a given target area can be combined to produce unique insights
about the target that are not possible with any one imagery type alone. The
combination can be a powerful tool for defeating deception. From a
deceiver’s point of view, it can make conducting imagery deception an
especially difficult task.

Countering Infrared Imaging

Imagers operating in the infrared part of the optical spectrum can sometimes
defeat denial techniques, either by sensing hot features or by distinguishing
camouflage from surrounding vegetation. An infrared imager operating in the
right optical bands could have sensed that the Al Kibar structure, discussed in
Chapter 7, was not what it seemed had the reactor begun operation, as it
would have produced heat. Whether it could have done so during the
construction phase depends on the infrared imaging quality.

Countering Spectral Imaging

Spectral imaging—taking many images of an area simultaneously in different
optical bands—offers more insights about a target than does infrared imaging
alone. It enables the creation of a composite picture of the target area. These
composite images allow an analyst to identify targets of interest and to
characterize those targets based on measurements of the energy received from
them.



Spectral imagers have substantial advantages because they make an
opponent’s denial and deception (using camouflage, for example) very
difficult. Buried roadside bombs and tunnel entrances are more readily
detected using spectral imagery. It is highly desirable in detecting deception
to be able to determine the materials that a target is made of, detect
degradation of the surface, resolve anomalies, and classify and identify the
target. Spectral imaging has demonstrated the ability to do all of these
things.11

Countering Radar Imaging

Radar imagery today relies mostly on either airborne or spaceborne synthetic
aperture radars (SARs). A SAR is one of the most complex imaging systems
to build and operate. But it is an important one for detecting deception. SAR
imagers have a number of advantages when compared to optical imagers.
They can

Provide high-resolution images at night and under most weather and
cloud conditions.
Acquire their images by observing sideways from the SAR platform;
this means they can look into openings in buildings, sheds, and tunnels.
Penetrate numerous materials or surfaces that would normally hide
equipment or facilities (for example, canvas tents and most wooden
sheds become transparent to radar).
Permit imagery analysts to characterize the ground texture, vegetation,
sea surface, snow, and ice in detail, and to identify slight changes in
these over time.

SAR imagery presents an entirely new set of challenges to the deceiver. It is
difficult to create decoys that accurately resemble a radar image of the real
thing. And conventional shielding under camouflage netting or nonmetal
structures doesn’t work—radar can penetrate these. (Admittedly, metal
shielding can be effective.)

Following are some of the important applications of SARs that are used to
counter deception:



Terrain mapping and characterization. Optical imagers can provide
maps, but because they do not measure range to the target, they don’t do
well at determining terrain elevation. SARs do measure range, so they
can provide precise topography of the target area. Furthermore, SARs
can characterize terrain, identifying soil and moisture changes that often
accompany attempts at visible imagery deception.
Change detection. One of the major advantages of SAR is its ability to
detect changes in a scene over time. Change detection is an application
to which SAR is particularly well suited. Examples of surface changes
that can be observed include vehicle tracks, crops growing or being
harvested, and soil excavation. Changes in the terrain surface due to
underground construction also can be observed by change detection. The
underground excavation results in both vertical settlement and a
horizontal straining that is detectable.12
Foliage and camouflage penetration. An application of SAR that has
obvious counterdeception uses is foliage penetration. SARS can be built
to operate in the low-frequency bands known as VHF and UHF bands.
At these lower frequencies SARs can effectively image objects
concealed in dense foliage, even objects located underneath the forest
canopy.13 They also penetrate into dry earth for short distances to detect
buried objects such as land mines.14
Identifying targets. SARs can identify and classify targets of intelligence
interest—ships, aircraft, and military vehicles—and collect details that
would identify visible imagery deception.15 The higher the SAR’s
resolution, the more detail it can obtain about a target.
Monitoring moving targets. SARs also have the capability to detect
target motion. This capability can be used to create an image that
highlights moving targets in an area. It is possible to detect aircraft,
helicopter, or ship movements, as well as ground vehicular
movement.16

Countering Technical Collection Deception

Technical collection is of particular value for countering both denial and
deception because a typical target has multiple signatures, and it is difficult to
hide or simulate them all. The fact that some techniques are poorly



understood by foreign intelligence services helps as well.

Deception that targets technical collection can be defeated, if your side can
conceal the details about the performance of your collection sensors. If your
technical collection system is more sophisticated than the opponent thinks it
is—can measure signatures to a finer level of detail, for example—then your
intelligence network can probably spot the deception. It is difficult, for
example, to simulate exactly all of the acoustic signatures created by
submarines, because there are so many of them. Machinery vibration, water
flow over the vessel’s hull, propeller rotation or cavitation, and crew activity
all generate acoustic signatures. If the opponent misses just one of these, and
your system collects it, then you can readily identify the deception.
Furthermore, sensors that measure signatures such as sound or radar
emissions are continually improving in resolution and in the details they
measure. A misstep here by the deceiver in underestimating performance of
the opponent’s sensor can be fatal to the deception effort.



Evaluating the Channel

In detecting deception, it is important to understand the channel through
which raw intelligence flows, and make it as effective as possible. In a large
intelligence system, collection requirements must move through a
bureaucracy to a requirements officer, from there to a country desk, a field
requirements officer, a SIGINT collector or a HUMINT case officer (for
instance), then to an agent in the case of HUMINT; and the response then
goes back through the reports chain. In the process, what HUMINT
operatives call “operational information”—details about the source or
collection methods—are stripped. As a result, critical clues that can identify
deception can disappear. A somewhat different process leads to a similar
result in COMINT and IMINT reporting. In those cases, things that don’t
make sense to the COMINT or IMINT analyst often are omitted in the
published report. But the items that don’t make sense can be critical in
identifying deception.

So a counterdeception team needs to both understand its own channels and be
close to the people who handle the information in those channels. Ask them
questions such as: What was the channel? Is this information being provided
intentionally? If so, what part of it is true? Could it be deception or the
sending of a message or signal? If it is a message or signal, what is the
message, and what is the reason for it? How accurate is the source’s
reporting? Has the whole chain of evidence including translations been
checked? Does the critical evidence check out? Did it depend on translation
or interpretation, for example, by a COMINT or OSINT analyst? If the
analyst drew conclusions based on the material, check the validity of the
conclusions.

The intelligence team should also consider the level of the opponent’s
understanding of each channel. In crafting the 1955 Moscow Air Show
deception, the Soviets took advantage of their intimate knowledge of attaché
collection. They even knew exactly where the attachés would stand to
observe the flyby, so the Bison racetrack flight pattern was designed to
follow a path that the attachés could not observe. And they knew that two



passes by the same number of bombers would be likely to arouse suspicion,
so they increased the number of bombers in the second pass. As another
example, in deceiving IMINT during preparations for their nuclear test, the
Indian government took advantage of their knowledge of US imagery quality
and of the details that imagery analysts were relying on.

In looking at the channel, a sub-source or ancillary source can be more
critical than the primary source, as the next example illustrates.



Operation Mincemeat Revisited
The World War II deception known as Operation Mincemeat was
introduced in Chapter 2 and has been returned to throughout this book.
Although the plan was successful, it had a number of potentially serious
flaws. The body was released in a coastal area known to have strong pro-
Axis sentiments, but the documents wound up in the control of the Spanish
Navy—the least pro-Axis of possible recipients. Furthermore, a large
number of people knew of the operation (apparently including the Soviets),
increasing the chances of a leak.

The major flaw, though, could have been caught if Spanish and German
intelligence had shortened the channel by going back to an ancillary but
critical source. The Spanish coroner who examined the body was, contrary
to British expectation, an expert pathologist who had long experience in
examining drowning victims. He noticed several incongruences in his
examination. No fish or crab bites, shiny instead of dull hair, and clothing
that wasn’t shapeless, all of which indicated that the body had not been in
the water as long as the briefcase’s documents indicated; but the state of
decay indicated that the body had been in the water longer than the
documents indicated.17

The deception succeeded despite these flaws until Italian intelligence
services identified Sicily as the likely target just prior to the invasion,
based in part on identifying the movement of airborne forces to their
assembly areas.18

The point is that complex deception efforts are very difficult to pull off,
even with a good model of the opposing services such as the British had. In
the end, the success of the British effort depended on a few lucky breaks—
the biggest one being the failure of their opponents to manage their own
intelligence channels.



Evaluating the Evidence

Finally, your side needs to step back and look at the whole picture—the story
that emerges from all of the evidence in all channels. The data from different
collection sources are most valuable when used together. The synergistic
effect of combining data from many sources both strengthens the conclusions
and increases confidence in them. It also allows a counterdeception
intelligence team to identify deception.

Determine whether or not you have a complete picture. An incomplete
picture can mislead as much as an outright lie, and deception requires
concealing part of the true picture.
Look for incongruences—items that don’t fit into the story, or things
that are expected to match or tie together, but don’t. Inconsistencies
should always be a flag to look closely at the evidence. For example,
does evidence from one source of reporting (for example, HUMINT)
conflict with another source (SIGINT or OSINT)? Is evidence one
would expect to see noteworthy by its absence?
Do other sources of information provide corroborating evidence? Is
there an unusual abundance of corroborating evidence? Here, look for
too much congruity—a story that ties together too neatly.

In terms of the 1955 Moscow Air Show case, there had been many flyovers
before. The established pattern was for aircraft of one type to fly by in a
single formation. Two flybys by the same aircraft type was an incongruity
that should have received some attention.

Traps to Avoid in Evaluating Evidence

In evaluating evidence, there are many pitfalls or traps to avoid, yet we fall
into them repeatedly. The sections that follow describe a few that we
encounter in identifying deception. More detail is contained in Clark’s
Intelligence Analysis: A Target-Centric Approach.19

Vividness Weighting



In general, the channel for communication of intelligence should be as short
as possible; but when could a short channel become a problem? If the channel
is too short, the result is vividness weighting—in which evidence that is
experienced directly is strongest (“seeing is believing”). Decision makers
place the most weight on evidence that they obtain directly—a dangerous
pitfall that executives fall into repeatedly and that makes them vulnerable to
deception. Strong and dynamic leaders are particularly vulnerable: Franklin
Roosevelt, Winston Churchill, and Henry Kissinger are examples of
statesmen who occasionally did their own collection and analysis, sometimes
with unfortunate results.

Source Preferences

One of the most difficult traps to avoid is that of weighing evidence based on
its source. HUMINT operatives repeatedly value information gained from
clandestine sources—the classic spy—above that from refugees, émigrés, and
defectors. COMINT gained from an expensive emplaced telephone tap is
valued (and protected from disclosure) above that gleaned from high-
frequency radio communications (which almost anyone can monitor). The
most common pitfall, however, is to devalue the significance of OSINT;
being the most readily available, it is often deemed to be the least valuable.
Using open sources well is a demanding analytic skill, and it can pay high
dividends to those who have the patience to master it. Collectors may
understandably make the mistake of equating source with importance.
Having spent a sizable portion of their organization’s budget in collecting the
material, they may believe that its value can be measured by the cost of
collecting it. No competent analyst should ever make such a mistake.

Favoring Recent Evidence

It’s natural to give the most recently acquired evidence the most weight. The
freshest intelligence—crisp, clear, and the focus of attention—often gets
more weight than the fuzzy and half-remembered (but possibly more
important) information that was acquired and recorded or reported on some
time ago. It is important to remember this tendency and compensate for it.
It’s worth the time to go back to the original (older) intelligence and reread it



to bring it more freshly to mind.

Premature Closure

The opposite of favoring recent evidence, premature closure also has been
described as “affirming conclusions,” based on the observation that people
are inclined to verify or affirm their existing beliefs rather than modify or
discredit those beliefs when presented with new information. It has been
observed that “once the Intelligence Community becomes entrenched in its
chosen frame, its conclusions are destined to be uncritically confirmed.”20

The primary danger of premature closure is not that the analyst might make a
bad assessment because the evidence is incomplete. Rather, the danger is that
when a situation is changing quickly or when a major, unprecedented event
occurs, the analyst will become trapped by the judgments already made. The
chances of missing indications of change increase, and it becomes harder to
revise an initial estimate.

Evaluating Alternative Hypotheses

It is important to evaluate a full set of plausible hypotheses—including a
deception hypothesis, using other channels where possible. The deception
conducted at the 1955 Moscow Air Show illustrates the consequences of a
failure to consider alternative hypotheses. It also illustrates the value of
having or opening new channels to check on deception, as discussed next.



Moscow Air Show: Evaluating Evidence
As described in Chapter 9 and earlier in this chapter, the deception at the
1955 Moscow Air Show involved the Soviets presenting the impression of
a larger fleet of Bison bombers than they actually had by flying the same
aircraft over the air show observer area twice. The deception succeeded
because of failures in evaluating the evidence, specifically:

Mindset. Western defense analysts expected a bomber buildup and
were predisposed to believe that the USSR had a large bomber fleet.
Consequently, they were prepared to accept evidence that supported
that assumption.
Failure to consider alternative hypotheses. When reviewing the
observer reports, they didn’t consider alternative hypotheses. Had
alternative hypotheses been considered, measuring the length of time
between passes would have indicated that the flyovers could have
resulted from the flights making a racetrack maneuver.
Failure to consider motivation. Analysis of political motivations
could have shown that the Soviets had a need to project strength
against the United States, and deception at the air show was a logical
way to do so. Moscow’s military demonstrations were known to have
the purpose of projecting strength.

The deception eventually was exposed when US intelligence developed
alternative channels that the Soviets did not anticipate. The Bisons were
produced at the Fili Plant in Moscow. US defense attachés were able to
obtain long-range photographs from sites near the plant, and subsequent
analysis showed a discrepancy in the tail numbers of the Bisons being
produced. Aircraft tail numbers typically follow a sequence. Bison tail
numbers didn’t do that. After a sequence of five tail numbers—ending in 10,
11, 12, 13, and 14, for example—the numbering sequence would jump to 20,
21, 22, 23, and 24, and then continue in the 30s. There were no tail numbers
ending in 5, 6, 7, 8, or 9.21 The conclusion was that the plant was producing
fewer bombers than US intelligence had estimated, and the tail numbering
was part of a deception. Later on, U-2 missions photographed all of the



Soviet bomber bases and found that the bomber gap did not exist.
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Part Two Exercises



12 Sensor Mapping and Channel Tracking
Exercises

In earlier chapters we discussed the inverse OODA loop for deception
planning, and the concepts of sensor mapping and channel management. In
this chapter, some very basic scenarios are presented in order to allow
students to work with both of these concepts using raw intelligence. The
scenarios are short and the intelligence, especially where it concerns sensor
mapping, is intentionally direct with very little “noise” in order to allow
students to quickly grasp the theory to practice conversion of the concepts.
The channel management exercises are somewhat more challenging; they
require story telling via channels, and therefore require some critical and
creative thinking.



Sensor Mapping Exercises

In Chapter 6, the concept of sensor mapping was introduced in order to
provide a common reference concept for understanding one’s own and an
adversary’s “observe” part of the OODA loop. Building an understanding of
how an adversary observes his or her operational environment is essential to
having some basis for how a deception should be projected. Embedded in the
intelligence reports you receive are both obvious and subtle clues about an
adversary’s collection (observational) capability. The short fictional exercises
in this chapter are intended only to provide students an opportunity to
connect the sensor mapping concept to practice in fictional settings.

Use the following example as a model for how to format final products for
the following three sensor mapping exercises.

Example Exercise in Sensor Modeling: Pirating in the
North Sea

The purpose of this example exercise is to create a sensor model from an
intelligence roll-up. This exercise uses a fictional scenario set in Scotland, as
illustrated in Figure 12-1.

Figure 12-1 Area of Roberts Clan Operations





Source: Derived from a file licensed under Creative Commons License.
https://commons.wikimedia.org/wiki/File:Scotland_location_map.svg.

Since the closure of most of the oil fields in the North Sea due to their
depletion and also the falling demand for oil, there has been an increase in the
pirating of regular transport and fishing vessels rather than of tankers in order
to ransom the crew members. Pirating incidents usually occur within the 200
kilometer (km) limit of the Scottish east coast, and a great many of the pirate
boardings of vessels are done at night. Investigations done by cooperating
authorities have determined that the pirating along the east coast of Scotland
is dominated by a large clan, the Roberts Clan. Despite analysts for the coast
guard and navy providing some good pattern of life (PoL) information, the
pirates manage to maintain a steady level of activity along the coast. The
Scottish government has worked to improve coordination between sea, land,
air, and cyber assets. However, the pirates seem always to be one step ahead.
It is becoming clear that the Roberts Clan has an effective intelligence
collection capability. Table 12-1 illustrates a sensor mapping of the clan in
roll-up form.





A reminder: The rating schema in the roll-ups in this chapter and the
following ones uses the source evaluation and rating schema introduced in
Table 6-2. The numbers in HUMINT reporting (for example, 023) refer to
specific sources.

From the intelligence provided and with a focus on identifying the
sensors/sources used by the Roberts Clan to observe their environment, we
are able to build a model of how the Roberts Clan observes the operational
environment that they use for pirating (see Figure 12-2).

Figure 12-2 Target Network Model of the Roberts Clan Sensor/Sources

Suggestion for class use: In each of the following three exercises, read the
short scenario and, individually or in teams, use the accompanying raw
intelligence to develop your own sensor map understanding of the target
organization. Follow the format in Figure 12-2. Participants should then
present, discuss, and compare their sensor maps with those developed by
other students or teams.

List and discuss some of the challenges with identification of possible sensors
from raw intelligence. Discuss what is just “noise” and what is useful.



Discuss how training could be conducted in your organization to ensure that
adversarial sensors are identified from raw intelligence.

Sensor Mapping Exercise 12.1: The Red 5th Battalion

Sensor mapping is essential to all levels of deception planning. On the
tactical level in a land operation battlespace, component commands are
responsible for understanding the OODA loops of their immediate
adversaries in the same battlespace. If deception is to be successfully
conducted within their battlespace, they must understand how the adversary
observes and orients information. This short sensor mapping exercise
provides practice in doing that.

Scenario

You or your team are part of the 10th Blue Battalion’s S2 (intelligence
section) and are preparing to support deception planning. The Blue Battalion
has been assigned a geographic area, their battlespace, called Krag Valley
West. Opposing you in your battlespace is an adversarial Red 5th Battalion.

Task

Use the intelligence provided in Table 12-2 to construct a simple sensor
map/model of the enemy Red 5th Battalion. Use Figure 12-2 as a model
template. How many different types of INTs do they have?





Sensor Mapping Exercise 12.2: Hells Cross Motorcycle
Gang

Sensor mapping is not restricted to military environments. This sensor
mapping assignment takes place in a fictional civilian environment common
to most nations where there is a constant struggle between authorities and
organized crime.

Scenario

In this fictional scenario, you or your team are part of the Copenhagen Police
District specialists in a new operational-level intelligence section that has
been created to help the police gain the initiative against the most powerful
organized crime gang in the city. The gang is known as the Hells Cross
Motorcycle Club (Hells Cross MC). A key figure in the gang is named Bo
Sondergaard, but it is not clear exactly what role he has.

Task

The first order of business for your intelligence section is to produce an easily
communicable model of how the Hells Cross MC collects and orients
information for use in their illicit activities as part of understanding their
overarching OODA loop. Use the provided intelligence reporting in Table
12-3 to construct a visual model that depicts how you as the subject matter
expert (SME) believe the gang observes and orients intelligence in the
Copenhagen Police District. Use Figure 12-2 as a model template.





Sensor Mapping Exercise 12.3: People’s Party Militia
Wing

Sensor mapping to support a coming strategic campaign is no different from
sensor mapping at other levels. It will quickly involve tactical considerations
as to how whole organizations observe and orient in the expected theater of
operations. Intelligence collection assets and platforms can be tactical in their
performance but strategic in their effects. Sensor mapping to support a
strategic campaign still encompasses the same methodological approach as
the two previous exercises.

Scenario

In this fictitious scenario, the Russian Federation is concerned about possible
unconventional warfare activities being directed by North Korea against the
Russian Federation. In the far east of the Russian Federation along the border
with North Korea, a local insurgency is being conducted by a group calling
themselves the People’s Party Militia Wing (PPMW). The group has
established shadow governance in the cities of Bamburovo, Bezverkhovo,
and Narva, and currently threatens Primorsky. Moscow has established a
fusion analysis cell consisting of members from the Foreign Intelligence
Service (FIS), Federal Security Service (FSS), and the Main Intelligence
Directorate (GRU) and sent them to Primorsky in order to assess the PPMW.

Task

Your team is tasked to sensor map the PPMW in order to understand how
they collect intelligence. You have three weeks before counterinsurgency
operational planning begins. Use the provided intelligence reporting in Table
12-4 to construct your sensor map, and use Figure 12-2 as a model template.





Channel Management Exercises—Deception Projection

Chapter 9 introduced the concept of channel management, along with the
concepts of congruence and incongruence. The following exercises allow
readers to practice identifying possible abnormal congruences or
incongruences within one’s own organizational channels being used to plan
and project a deception against a targeted adversary—in short, to better
manage deception. The objective in each exercise is to illustrate how channel
management can improve deception planning and reduce abnormalities that
might undermine the story line of the deception plan.

For each scenario you or your team are supporting an eventual deception
through channel management. The task is to apply the abnormality detection
framework found in Figure 12-3 and identify possible issues with the planned
story-line projection that could undermine the deception.

Figure 12-3 Channel Tracking Approach

Each exercise includes a brief summary of the proposed story line for the
deception, as part of the situation description. The details of the story are
contained in a channel table, based on your understanding of the adversary’s
sensors. So you do not need to develop a sensor map. The table includes a
proposed timeline for the projection of the different elements of the
deception.

The assignment (task statement) in each exercise is to (1) identify the
abnormal elements in the table, using the deception projection data provided
and the principles of channel tracking; and (2) deconflict friendly channels
that are projecting the story line so that they do not undermine the planned



deception.

Channel Management Exercise 12.1: Pick a Port

Scenario

The date is October 2016. You or your intelligence analysis team are in South
America working for a EUROPOL counternarcotics task force, focusing on
countering cocaine smuggling from South America to Europe. French Guiana
has long been a favorite cocaine smuggling hub to Europe because of its
departmental status in France. Cocaine is smuggled via private yachts over
the Atlantic Ocean to Africa and eventually to Marseille in southern France.
It is an important smuggling route, as 1 kilogram (kg) of raw cocaine from
Guiana can be turned into as many as 10 kg for sale to users on the streets of
Europe. Intelligence analysis to date has determined with high certainty that a
large shipment of cocaine is being readied somewhere in the equatorial
forests of French Guiana’s interior. The shipment is expected to be sent
overland to a port on the Guyanese coast, to be placed on waiting yachts, in
January 2017. The task force commander, recognizing the limited resources
for coastal surveillance, has ordered your intelligence section to project a
deception story via identified channels to the cartel, in order to convince the
cartel to choose a specific port for an expected attempt to load the yachts. The
purpose of the deception is to mitigate the lack of resources for monitoring
the whole of Guiana’s west coast and still intercept the shipment before the
yachts depart. There are five possible ports for the delivery. They include
Cayenne, Tonate, Kourou, Organabo, and Mana. The task is to project a story
to convince the cartel to attempt to load the cocaine at Kourou. The cartel’s
window for delivery to the coast is January 5–13, 2017, so you have
approximately two months to project the story.

Task

Compare and discuss abnormal congruences and incongruences between the
channels presented in the draft story-line deception plan (see Table 12-5) of
the counternarcotics task force.





Suggestion: Discuss in groups how you could improve the deception story
projection by mitigating the identified abnormalities.

Channel Management Exercise 12.2: Bangui Backroads

Scenario

The date is May 12, 2016. The Central African Republic has asked the United
Nations for assistance in transporting a large amount of weapons-grade
uranium out of the country to an undisclosed location in the United States.
The move was prompted by the growing threat of radical insurgents in
Bangui who have close ties with international terrorist networks. As the
assigned joint task force J3 planner (operations), in close coordination with
the intelligence section, you are to put together a deception plan to support
the planned transport of the material from 1st Arrondissement in Bangui,
approximately 8 km to the Bangui International Airport. Three possible
routes have been put forward: Ave. de France, Ave. de Martyrs, and Route
Nationale 2 (RN2). The route that will be used for the actual transport of the
uranium is Ave. de Martyrs. The Central African government has already
announced that the route will be closed to the public on the planned date for
the delivery, October 4, 2016, due to the uranium transport. However, this
could possibly play to your advantage in terms of planning a deception. The
objective of the deception is to fix the insurgent focus and resources on Ave.
de France and/or RN2. You have a timeline of approximately three months to
work with.

Task

Compare and discuss abnormal congruences and incongruences between the
channels presented in the draft story-line deception plan (Table 12-6) that
could undermine the attempt to deceive the insurgents as to the route that will
be used to transport the uranium to the airport.



Suggestion: Discuss in groups how you could improve the deception story



projection by mitigating those identified abnormalities. Discuss if, and how,
the announcement of the Central African government as to the planned route
for uranium transport was exploited in the deception plan.



Note

1. A tear line is a short intelligence report that does not name a specific
source in order to protect the collection method.



13 General Deception Planning Exercises

This chapter contains exercises that require the participant to do deception
planning. Some exercises call for two or three separate deception plans.
These provide an option for a class to divide into teams, with each team
developing and briefing one plan. Alternatively, each participant can develop
all of the plans.

The exercises are designed to illustrate the use of deception in a wide range
of transnational issues. Military operations are a part of some exercises, but
the emphasis is on aspects other than traditional force-on-force operations.
Chapter 14 covers purely military exercises.

Although the details presented vary from plan to plan, each deception plan
should describe at least the following:

Desired outcome
Target(s)
Story
Channels to be used
Timing of information
Deconfliction analysis



Exercise 1: Derailing a Trade Negotiation

You are the special assistant to the minister of industry and trade (MIT) in the
country of Monopolitania. The ministry recently received a classified report
from the country’s intelligence service, the Monopolitania Intelligence
Bureau (MIB). The report indicates that secret multilateral trade negotiations
are under way involving the Philippines, Thailand, Vietnam, and Indonesia.
The objective of the negotiations is to establish a free trade zone among these
four countries for iron and steel products, computers and electronics, and
chemical products.

Monopolitania is a major exporter of all these products to the four countries.
The Philippines is a major importer of iron and steel products and chemicals.
Thailand imports electronic integrated circuits, computers, and parts.
Indonesia imports iron and steel. Vietnam imports steel products and
electronics. The minister has concluded that the trade agreement, if signed,
would severely impact all of these Monopolitanian export industries. He
wants to ensure that the negotiations do not succeed, and has assigned you
the task of ensuring that they fail.

Key Participants

The trade negotiations are taking place in Bangkok and are hosted by the
Thai government. The key participants are listed below. The comments about
their positions in the negotiations were made by a clandestine MIB source
who acts as secretary to one of the ministers participating in the trade talks.

Thailand’s minister of trade recently took office and initiated the
negotiations. He previously ran an industrial combine in Thailand and is
known to be hostile to Monopolitania because of what he considers its
unfair trade practices. He is reportedly dictatorial and arbitrary. The
ministry employees reportedly detest him, and several senior ministry
officials have recently transferred or retired. The minister is an avid user
of Facebook and Twitter, and regularly posts pictures of himself and his
family on his personal Facebook page.



The Philippines’ trade minister has no quarrel with Monopolitania; he
simply is interested in getting the best deal for his country. A technocrat,
he relies heavily on econometric models in making decisions. He
recently acquired a trade model from a US source and is having it
validated. Once he is satisfied that it is valid, he plans to run the
simulation model, use the results to assess the economic impact on his
country of the proposed agreement, and make his decisions accordingly.
The Vietnamese minister is concerned about the likely impact of an
agreement on his country’s exports to Monopolitania. He has expressed
a concern at the negotiations that Monopolitania could retaliate by
blocking imports from the four countries when the agreement is
announced but has seemed to accept the assurances from the other
members that any such retaliation would hurt Monopolitania more than
it would hurt Vietnam or the other participants.
The Indonesian minister has insisted that the negotiations be kept secret
until he has assessed the likely effect of an agreement on his economy.
He is concerned that, if the agreement becomes public, he will be
pressed to provide an impact statement that he does not have and will
have to deal with internal opposition.

The MIB has a cyber operations branch that targets Internet servers and
government computer installations in Thailand and the Philippines. It has a
number of successful intrusion operations that could assist in targeting the
negotiating teams. The MIB cyber branch

has obtained access to the econometric model that the Philippine
minister is currently validating,
can access the Thai minister’s personal Facebook and Twitter accounts,
has succeeded in planting a Trojan in the Vietnamese minister’s laptop
that sends a copy of his outgoing emails to the MIB cyber operations
branch (the minister uses the laptop only for personal emails, however).

Guidance

Your assignment is to prepare a deception operation, targeting each
individual minister, that will cause the negotiations to collapse. Remember:



Monopolitania is not the United States. Therefore, there are no restrictions on
lying to the press and no concerns about unethical conduct. Because
negotiations are ongoing, you have two days to craft the plan.



Exercise 2: Protecting Drug Cartel Shipments

This exercise requires the development of two deception plans to divert US
attention away from a drug cartel’s proposed novel methods for shipping
drugs into the United States and exfiltrating profits. Though based loosely on
factual information, the exercise scenario is notional.

You are employed as the intelligence officer for Carlos “el Chacal” Gutiérrez,
the head of the Sinaloa drug cartel. El Chacal is desperately trying to find a
way to deal with declining cartel revenues and has turned to you for help.

His cartel has long been a leader in the distribution of Colombian cocaine,
Mexican marijuana, methamphetamine, and Mexican and Southeast Asian
heroin into the United States. In its early years, the cartel relied on
automobiles, buses, tractor trailers, and rail cars for bulk delivery. As those
channels were methodically shut down by US drug enforcement actions, the
cartel switched to airborne, seaborne, and even subterranean delivery. Small
aircraft, flying low to avoid US radar coverage, delivered drugs to airports in
the South and Southwest. “Go-fast” boats and small submarines (semi-
submersibles) moved drugs via the sea route from Colombia to Mexico and
from there into California. Tunnels—some as long as 700 meters and as deep
as 30 meters—were dug beneath the US–Mexican border near Tijuana and
used to move both bulk drugs and illegal immigrants into the United States.

In the last two years, though, these channels for delivery have been severely
restricted and losses of drugs in transit have increased dramatically. Tunnels
beneath the border near Tijuana are being discovered quickly, in some cases
during their first use. The US Navy and US Coast Guard are routinely
intercepting the cartel’s sea shipments, with consequent loss of cargo and
crew. It has become harder to find crews willing to attempt the sea delivery
route. The airborne delivery route has been basically shut down. Radar
detection and interception of aircraft (including unmanned aerial vehicles)
now is routine. Other cartels are having the same problem. The result is that
the wholesale price of cocaine has skyrocketed in the last year. Gutiérrez is
dealing with the most lucrative market the drug trade has ever seen, but he



needs to be able to deliver drugs in bulk to meet the demand.

Gutiérrez can afford to lose 75 percent of his drug shipments—the loss rate
up until two years ago—and still make a substantial profit. But his current
loss rate is approaching 90 percent, and the resulting low profit margin is
unacceptable over the long term. Furthermore, the cartel is suffering
substantial losses in its attempts to move the profits back across the border
into Mexico. Gutiérrez can launder the funds once they are in Mexico, but the
US Drug Enforcement Administration (DEA) increasingly has had success in
intercepting the profits before they can be exfiltrated.

Gutiérrez believes that he has the solution to both problems, in the form of a
new way to clandestinely move goods in both directions across the border.
He has two options for increasing the quantities of drugs delivered. One
option makes use of an unmanned underwater vehicle (UUV). The other
option relies on two unmanned aerial vehicles (UAVs). Both options result in
about the same delivery rate—about 400 kg/day. The current street prices are
$110/gram for cocaine and $245/gram for heroin. Either option would
generate income for the cartel, at the current street prices, of between $44
million and $98 million per day.

Gutiérrez can afford to pursue one of the two options—to acquire one UUV
or to acquire two UAVs. The problem is that increased quantities of drugs
available on US streets will be quickly noticed by the US DEA, and the
agency will make a determined effort to find out how the drugs are entering
the country. The deception needs to keep the DEA and its partner agencies
looking in the wrong places for entry routes. El Chacal wants a detailed
deception plan to protect each of his proposed options.

Sea Delivery Option

This option calls for a UUV to onload cargo from a ship off the Costa Rican
or Mexican coasts, then submerge and travel autonomously to a
predesignated point off California or Oregon, and rendezvous just offshore
with a pleasure boat. The boat crew would offload narcotics cargo and onload
drug profits for the return trip. The UUV would then make the return trip to



its departure point for maintenance, fresh fuel cells, and a new cargo load.
The UUV would therefore stay continuously in the water.

The UUV is a modified copy of the Talisman UUV design first produced by
the Underwater Systems Division of BAE Systems. It features an
innovatively shaped carbon fiber composite hull, with internal pressure
vessels containing the electronics systems and payload. The hull was
designed to be stealthy against both passive and active sonar. The vehicle
weighs approximately 2,000 kg without cargo and is approximately 6 meters
long by 2.5 meters wide. Once loading is completed, it dives to a depth of
200 meters and stays submerged until reaching its destination.

The primary concern is detection en route. If the United States suspects that a
UUV is being used, and has a general idea of the delivery route, then the
UUV is likely to be intercepted and captured or sunk. Although it is silent
and stealthy during normal operation, some acoustic techniques (discussed
later) make detection likely if a thorough search is made for it.

Airborne Delivery Option

Airborne delivery relies on two UAVs purchased from Iran. They are Iranian
copies of a US RQ-170 UAV, which was brought down over Iran near the
Afghan border in December 2011. The Iranians later reverse-engineered the
drone. The UAVs feature a stealth design that is difficult for conventional
radar to detect. The drones are about 3 meters long with a 20 meter wingspan.
They can carry an 800 kg payload.

The operational plan calls for the drone to be launched from a different
Mexican airfield on each mission, to avoid creating a noticeable pattern. The
drone would fly nighttime missions to one of six small airfields (having sod
runways) located in Arizona or New Mexico, well away from the Mexican
border. There the drug payload would be offloaded, drug profits onloaded,
and the drone refueled for a return mission the next night. At all times when
on the ground, the drone would be concealed in a barn at both ends of the
flight route.



Cartel OODA

HUMINT: You believe that the DEA has recruited one of the cartel’s
enforcers in Tijuana as a source for reporting on cartel activities. Gutiérrez
wants to eliminate him but on your recommendation has reluctantly agreed to
keep the man alive—for now—so that you can use him as an unwitting
channel for passing misleading information to the DEA. You do not know
how credible the source is in the DEA’s eyes.

SIGINT: You have a network in place for monitoring DEA radio
communications in the Southwest. The communications are encrypted, but
you have mapped the DEA network and have been able to conduct traffic
analysis on it. You are often able to identify the location and nature of DEA
tactical operations using traffic analysis.

OSINT: You have two staffers who monitor news wires and Internet
accounts of “drug busts” in the United States. These accounts have provided
valuable insights into DEA, Border Patrol, and Coast Guard methods for
identifying and intercepting drug shipments.

US OODA

Although your title is “intelligence officer,” most of your work to date has
been counterintelligence, that is, assessing and countering official US and
Mexican governmental intelligence efforts to target the cartel. The primary
threat, the United States, has deployed a number of sensors to monitor drug
trafficking from Mexico and Central America. You have developed threat
analyses on the following intelligence sources and sensors.

HUMINT

Although you are aware of one DEA HUMINT source in your organization,
you suspect that the Mexican government or the DEA has at least one other
source that you have not yet identified.

OTH Radars



Two US Navy high-frequency (HF) over-the-horizon (OTH) radars known as
ROTHR (Relocatable Over-the-Horizon Radar) are operated at Corpus
Christi, Texas, and Chesapeake, Virginia. The two radars provide coverage of
the Caribbean Sea and portions of the Atlantic Ocean and the Gulf of
Mexico. The radars are operated full time in a counternarcotics surveillance
role. They can detect small aircraft flying at any altitude. However, you have
consulted with radar experts who believe that the UAV is not detectable by
these radars—or, at the most, is detectable only intermittently. Although the
present ROTHR coverage does not include the likely flight routes for cartel
UAVs, the DEA could have the radars reaimed to cover those routes if they
suspect the existence of UAV flights.

Aerostats

The US Tethered Aerostat Radar System (TARS) is designed to detect low-
level air, maritime, and surface smugglers and narcotics traffickers. TARS
provides coverage of the US–Mexico border, the Florida Straits, and the
Northern Caribbean. These aerostats resemble blimps but are raised and
lowered by tether to adjust to weather conditions and for maintenance. The
sensor suite is known to include a radar that can detect small aircraft and
small boats. You suspect that it also has SIGINT equipment that is used to
monitor communications. Six aerostats are deployed at Yuma and Fort
Huachuca, Arizona; at Deming, New Mexico; and at Marfa, Eagle Pass, and
Rio Grande City, Texas.

After talking with technical experts, you have concluded that the stealth UAV
probably could not be detected by the TARS radars operating in normal
mode, unless the UAV comes within 18 miles (30 km) of a radar. But your
expert has advised that, if the Yanquis suspect that stealth aircraft are being
used, they probably could network the radars using a technique called
“bistatic radar” (using one TARS transmitter in conjunction with the receiver
on another TARS) to detect the UAV.

Tunnel Detection Technologies

The US Department of Homeland Security (DHS) has developed sensors that



make use of seismic and infrared technology to detect tunnels. One such
method reportedly uses buried fiber optic cables to sense the vibrations
associated with tunnel excavation. You do not know the extent of deployment
of these sensors but have concluded that they are deployed and effective,
based on the rate of tunnel discovery.

Sea Surveillance: P-3 Aircraft

Drug shipments via ships and mini-submersibles are typically detected by US
Navy P-3 aircraft. The P-3 carries a radar that can identify both surface ships
and semi-submersibles (when surfaced) at ranges of more than 60 miles (100
km). The P-3 crews conduct patrols over the Caribbean and eastern Pacific
that total about 6,000 patrol hours annually.

All P-3 flights are intelligence driven and planned by a joint task force. A
typical flight is designed to conduct surveillance of a designated search area.
If the P-3 spots a suspect craft, the aircraft will typically stay out of the ship’s
visual range, taking pictures of the vessel and its cargo. The P-3 usually
continues to monitor the suspect craft until a US Coast Guard or US Navy
ship interdicts the craft. If interdiction is not possible, the P-3 will overfly the
boat at close range, usually resulting in the crew tossing the drugs overboard.

Cyber Operations

A DEA cyber operations team is believed to be responsible for some recent
diversions of cartel funds into accounts that may have been DEA controlled.
The team is also suspected of identifying cartel funds-laundering efforts.

Undersea Acoustic Sensing

The US Coast Guard and US Navy have acoustic sensor systems that may be
capable of detecting a UUV. You are aware of two such sensors that pose a
threat:

The US Coast Guard Underwater Imaging System is an active (transmit
and receive) 3-D sonar system designed for use in maritime security,



port and harbor maintenance, search and recovery, and detecting and
classifying intruders along the US coastline.
The SURTASS (Surveillance Towed-Array Sensor System) is a US
Navy long-range sonar system. It features an array of hydrophones that
are towed behind a ship. The sonar array can operate in either passive or
active mode. The active mode is used when passive detection
performance is insufficient. You suspect that SURTASS has been used
in the past to detect the cartel’s semi-submersibles and identify them for
interception, but you cannot prove that.

SIGINT

The TARS aerostats are believed to carry SIGINT equipment that can detect
and track radars operating in their areas of coverage. They also likely collect
COMINT from cell phones and push-to-talk radios. The DEA also has
intercept stations at several locations in California, New Mexico, Arizona,
and Texas. These stations are believed to monitor the cartel’s cell phone
traffic.

Guidance

You are to develop two detailed deception plans—one for each drug transport
and funds recovery option. The deception must lead US enforcement teams
away from the actual method and route used. Gutiérrez will choose which
new transport to engage with based on the deception plan that he believes is
most likely to succeed.



Exercise 3: Taking Down the Fordow Uranium
Enrichment Facility

This exercise involves deception planning by Israel’s Mossad to protect the
source of a cyber attack against a clandestine uranium enrichment operation
at Fordow, Iran. Though based loosely on factual information, the exercise
scenario is notional. You are the Mossad agent in charge of planning the
deception.

Fordow Background

The Fordow fuel enrichment facility is located 20 miles (32 km) northeast of
the Iranian city of Qom, near the village of Fordow. Iran secretly began
construction of the facility in 2006. In September 2009, US, French, and
British officials notified the International Atomic Energy Agency (IAEA)
that Fordow was a uranium enrichment facility and presented evidence to
support their claim. Fordow at that time was Iran’s second uranium
enrichment facility, the other one being located at Natanz.

Fordow is considered to be a hardened facility, designed to withstand
conventional airstrikes. The original uranium enrichment area at Fordow is
buried in tunnels within a mountain. Satellite imagery has established that
construction began between June 2006 and July 2007. Iran had originally
planned to install highly efficient advanced centrifuges at Fordow. But after
the plant’s existence was disclosed to the IAEA, Iran announced that it
instead would install the older and less efficient IR-1 centrifuges. In January
2012 Iran said it had begun uranium enrichment at Fordow, producing 20-
percent enriched uranium. Under an interim nuclear deal with Iran concluded
in November 2013, production of enriched uranium supposedly ceased at
Fordow, and Iran agreed to turn its stockpile of enriched uranium there into a
form that is less of a proliferation risk.1

Under the Joint Comprehensive Plan of Action (JCPOA) agreement signed in
July 2015, Iran agreed to eliminate its stockpile of medium-enriched uranium



(20-percent enriched), cut its stockpile of low-enriched uranium, and reduce
by about two-thirds the number of its gas centrifuges for the next 13 years.
The agreement specifies that no enrichment is permitted at Fordow for 15
years. The facility instead is to be converted into a nuclear research center.
The facility was designed to hold 3,000 centrifuges. Under the agreement, the
site is limited to a total of 1,044 centrifuges. The agreement specifies that the
purpose of centrifuges installed at the site is to produce radioisotopes for
nonmilitary use.

Recent Events

Mossad intelligence has determined that Iran is working to evade restrictions
and produce enough fissile material for at least one nuclear warhead. The
Iranians have expanded the underground facility and installed approximately
6,000 of the newest and most efficient centrifuges for uranium enrichment,
with the goal of producing sufficient 90-percent enriched U-235 for a nuclear
weapon. The facility began operation 2 months ago.

The primary source of Mossad’s intelligence is an agent in the facility.
“Rafael” (his Mossad codename) is a 28-year-old Iranian physicist who
joined the Fordow team 2 years ago. Six months ago, at a scientific
conference in Cairo, he was approached in a “false flag” operation, ostensibly
by Saudi intelligence, and was offered a substantial sum to report on
activities at Fordow. He agreed, indicating as a reason for cooperating that he
opposed the idea of developing nuclear weapons that he fears would be used
against innocent people. He considers himself a moderate Muslim and
secretly opposes the Ayatollah-dominated government of Iran.

Since his recruitment, Rafael has provided plans of the facility, details on the
progress of enriched U-235 production, and details about the computers and
software that operate the centrifuges. The centrifuge control system is on a
separate intranet accessible only by four key people at the facility (see “Key
Personnel at the Fordow Facility” section). This intranet is protected by a
firewall from the main Fordow network (which has no physical connection to
the outside world). Because the plant’s main network is not connected to the
outside, the only way to introduce malware is by an insider with access to the



computer network. Rafael has access to the main network but not to the
centrifuge control intranet.

Based on information provided by Rafael, the Israelis have produced a
malware package, similar to Stuxnet, but tailored to function with the Fordow
plant’s computers and software. Rafael has agreed to download the malware
onto a thumb drive at an Internet café in Qom, then introduce it into one of
the computers that connect to the main network. All electronic storage media
brought into the facility are required to be virus checked before being
accessed by the network, but Rafael believes that he can easily skip the
checking process.

The malware makes use of what is called a VPN pivot. Once introduced into
the main network, the malware “pivots” to bypass the centrifuge intranet
firewall. It then infects the centrifuge control system and eliminates all
evidence of its existence in both networks. It is designed to disrupt
production by causing the centrifuges to spin out of control and self-destruct.
The trigger date and time for the disruption is to be set by Rafael after he
loads the malware into the main network.

Israeli scientists expect the resulting damage to include explosions, fires, and
the release of enriched U-235 gases. Due to the facility’s subterranean
location, they do not know whether evidence of an explosion or fire will
reach the surface. They do expect the gaseous component to eventually
escape into the atmosphere. They also expect a number of casualties among
workers at the plant. The malware is designed to erase any evidence of its
presence after it has done its work—in case the computing facility survives.

Rafael has agreed to introduce the malware only if he can be assured that the
resulting investigation will not center on him. He also does not want to be in
the facility when the malware is triggered because of uncertainty about the
possible collateral damage, but has agreed to report on the result later.

Mossad’s counterintelligence unit remains suspicious of Rafael. They argue
that he was too readily recruited, the reason he gave for spying was suspect,
and he has not been fully vetted by independent sources. They are concerned



that he might be a double agent, actually working for Iranian intelligence.
The Mossad commander of the operation has decided nevertheless to
proceed, since all of Rafael’s reporting to date appears to be authentic.

Key Personnel at the Fordow Facility

Rafael has identified four key persons at the Fordow facility who have access
to the centrifuge control system: Dr. Ranjbar Saeed, director of the plant; his
chief scientist, Dr. Mousavi Ali Hatef; chief of the computer center, Dr.
Mehran Asgharian; and Hassan Gharmeei, the lead software engineer. The
Mossad operational commander has indicated a preference that as many key
people as possible be in the facility when the malware is triggered.

Ranjbar Saeed

Prior to his appointment as plant director at Fordow, Ranjbar Saeed was the
chief scientist in charge of fuel enrichment at Natanz. Saeed is known to be a
strong supporter of Iran’s nuclear weapons program. IAEA files indicate that
Saeed was the head of the Institute of Applied Physics, which acted as a
cover for scientific work on a possible Iranian nuclear weapons program. He
previously chaired the physics department at Tehran’s Imam Hossein
University, which is linked to the Iranian Revolutionary Guard Corps and to
work on nuclear weaponization. Saeed has also reportedly worked at Shahid
Beheshti University, sanctioned by the European Union for associations with
Iran’s missile and nuclear programs. His name has been associated with the
Iranian Nuclear Society, which was previously called Iran’s Coordination
Committee for nuclear specialists, allegedly founded by the Ministry of
Defense to employ university professors and scientists in defense projects. He
was a deputy chair of that group.

Mousavi Ali Hatef

Mousavi Ali Hatef has previously been linked to Iran’s efforts to develop a
nuclear weapon. According to an expert close to the IAEA, he was a key
scientist in the Iranian fuel enrichment program at Natanz. Hatef personally
directed work on the design and operation of more advanced centrifuges, this



expert added. Hatef is a devout Muslim, dedicated to the Iranian Revolution,
and a friend of the Ayatollah.

Hatef was an early addition to the United Nations sanctions list under
Security Council resolution 1747 in 2007 as a person “involved in nuclear or
ballistic missile activities.” These sanctions restrict his travel and impose an
asset freeze on any international holdings. He was subsequently placed under
European Union sanctions. Although the Security Council did not provide the
exact reason for his being added to the sanctions list, according to the expert
close to the IAEA, his involvement in the Iranian nuclear program led to his
sanctioning.

Mehran Asgharian

Mehran Asgharian graduated from the Iran University of Science and
Technology with a doctorate in computer engineering. He is currently the
chief of the computing section at Fordow and oversees both the hardware and
software operations at the facility. Rafael frequently visits Asgharian’s office
to discuss process details with him.

Hassan Gharmeei

Hassan Gharmeei also graduated from the Iran University of Science and
Technology with a bachelor’s degree in computer engineering. He is
responsible for development and maintenance of the software that controls
the centrifuge operation. Rafael has worked closely with Gharmeei on several
occasions during the control software development process and considers
Gharmeei a friend. Like Rafael, Gharmeei is a moderate Muslim.

Iranian OODA

The Ministry of Intelligence and Security (MOIS) employs all means at its
disposal to protect the Islamic Revolution of Iran, utilizing such methods as
infiltrating internal opposition groups, monitoring domestic threats and
expatriate dissent, arresting alleged spies and dissidents, exposing
conspiracies deemed threatening, and maintaining liaison with other foreign



intelligence agencies as well as with organizations that protect the Islamic
Republic’s interests around the world.

All organizations must share information with the MOIS. The ministry
oversees all covert operations. It usually executes internal operations itself,
but the Quds Force of the Islamic Revolutionary Guards Corps for the most
part handles extraterritorial operations such as sabotage, assassinations, and
espionage. Although the Quds Force operates independently, it shares the
information it collects with MOIS.

SIGINT: Iran’s ability to collect SIGINT information from external sources
is limited. Its signals intelligence capability represents only a limited threat
because it is still under development.

CYBER: In the summer of 2011, Iran created a “cyber command” in order to
block incoming cyber attacks and to carry out cyber attacks in reprisal. The
MOIS Security Directorate would likely call on experts from its cyber
command to help in an investigation of events at Fordow.

Counterintelligence: The Security Directorate has the assignment of
uncovering conspiracy, subversion, espionage, sabotage, and sedition against
the independence, security, and territorial integrity of the Islamic Republic of
Iran. Its director, Mahmoud Rafipoor, graduated from the Qum-based
Haghani School, a Shi’a school controlled by a group of hard-line right-wing
clerics. He has a law degree and has served as a prosecutor before the Islamic
Revolutionary Court. He is a cleric with a conservative political and religious
ideology. In his role as head of the Security Directorate, he would be
responsible for conducting an investigation and deciding whom to arrest for
suspected sabotage at Fordow.

The ministry has a Department of Disinformation, which is in charge of
creating and waging psychological warfare against the enemies of the Islamic
Republic.

Israeli OODA



HUMINT: Mossad has no sources in Fordow other than Rafael. It has one
source who frequently visits the city of Qom, where the key personnel live.

IMINT: Israel has a suite of imagery satellites, the Ofek (or Ofeq) suite. The
following members of that suite provide imagery of Fordow on a regular
basis:

Ofek 5 and Ofek 7 are visible imagers offering better than one-half
meter of image resolution.
Ofek 9, launched in 2010, is a multispectral imager. Like Ofek 5 and
Ofek 7, Ofek 9 offers a resolution that is substantially better than one-
half meter.
Ofek 10, also known as TecSAR, is a radar reconnaissance satellite. It is
equipped with a high-resolution synthetic aperture radar that is capable
of collecting imagery at night and through clouds.

SIGINT: Much of Israel’s SIGINT collection is done by a group known as
Unit 8200 at its Urim base in the Negev Desert. The base features a number
of satellite communications intercept dishes. Urim’s collection is focused on
phone calls, emails, and financial transaction details originating in the Middle
East and North Africa. Urim’s computers perform automated searches on
intercepted traffic to detect words, email addresses, and phone numbers of
interest. The product is then transferred to Unit 8200’s headquarters at
Herzliya. From there, the information is translated and reported to the Israeli
Defence Force (IDF) headquarters and to Mossad.

CYBER: In addition to its SIGINT operations, Unit 8200 also operates a
cyber collection effort targeted on Arab countries and Iran. The unit targets
Internet forums, blogs, and darknets. It also monitors Twitter and Facebook
activity by key Iranian officials and defense-related scientists.

The IDF has several elite teams of cyber warriors who engage in both cyber
offense and defense to support military operations. The teams target Iranian
missile and nuclear-related establishments for cyber intrusion and intelligence
collection as well. Over the last year, the teams have had several successes
against military targets, but they report increasing difficulty in penetrating



these targets as the Iranians have developed better cyber defenses.

OSINT: Mossad obtains news reporting from a wide range of sources,
focusing on nearby countries that pose a threat to Israel. It closely monitors
Iranian TV broadcasts and newspapers.

Guidance

The Mossad operations commander has directed you to prepare a deception
plan, having three objectives:

1. Although the commander has concluded that Rafael probably is not a
double agent, he nevertheless wants independent confirmation that the
attack actually took place and what the outcome was, in as much detail
as possible.

2. He wants to protect Rafael from discovery because he needs the follow-
up report on the results of the cyber attack, and he wants Rafael to
survive for future use in reporting on any subsequent attempts to
reconstitute the facility.

3. If possible, he would like to have suspicion fall on one or more of the
key scientists (listed previously), ideally to have them permanently
removed from the facility and executed—assuming that they survive in
the aftermath of the centrifuge destruction.

The commander is willing to have any modifications made to the malware
that would help the deception to succeed before passing it on to Rafael.



Exercise 4: Countering Israeli Efforts to Take Down
Fordow

This exercise makes use of the facts in Exercise 3, “Taking Down the Fordow
Uranium Enrichment Facility,” with the modifications described here.

You are assigned to the Security Directorate of Iran’s Ministry of Intelligence
and Security (MOIS). Your directorate has a double agent named Jamal
Farghadani who Israeli intelligence believes works at the Fordow facility. Six
months ago the directorate offered Farghadani as bait and is pleased with the
result to date. To establish Farghadani’s credibility, he has been provided
with chicken feed2 to be passed to the Israelis, and four months ago he also
provided them with an altered facility plan and false details of the computer
hardware and software.

Farghadani has received from the Israelis a software file, with instructions to
load it onto a thumb drive and insert it into the Fordow main computer
system. The file contains malware that is designed to infect the plant’s
centrifuge control system. Your experts have reviewed the malware and
believe that it would indeed cause the destruction of the plant centrifuges—if
the details about the plant software that the Israelis received had been
accurate.

The MOIS minister wants the Israelis to believe that their plan succeeded and
that Fordow is out of operation for the foreseeable future. He has turned to
you with instructions to make that happen.

Iranian OODA

This is your understanding of your own Iranian OODA—which differs from
the Israeli view presented in Exercise 3. Disregard the corresponding
information from that exercise.

HUMINT: You are aware that the Islamic Revolutionary Guard Corps—
Quds Force has an officer clandestinely operating in Jerusalem who runs an



agent network in the Israeli capital. You do not have any details about the
available sources, but the director of the operation has agreed to use his
sources, if they have the necessary access, to either pass information or to
obtain information. Based on discussions with your friends in Quds Force,
you suspect that the sources are low level, better positioned to carry out
covert action than to collect intelligence or to feed misleading information to
the Israelis.

IMINT: Iran relies primarily on purchases of commercial imagery for
imagery-derived intelligence. It obtains imagery of Israeli targets from
Russian imaging satellites.

SIGINT: Three clandestine SIGINT stations are located in the Al-Jazirah
region in northern Syria and on the Golan Heights. The stations are operated
jointly by Iranians and Hezbollah insurgents, and are targeted on Lebanon
and Israel. They collect some cell phone traffic from Israel and Israeli
military communications that use push-to-talk radios.

CYBER: In the aftermath of the Stuxnet debacle, Iran developed a cyber
operations capability that rivals that of Russia and China. It has a capability
to conduct information operations against a number of Israeli commercial
websites and has had some success against government websites.

OSINT: MOIS routinely obtains and analyzes the content of Israeli
newspapers and news websites.

Counterintelligence: Iran has developed a comprehensive
counterintelligence system to protect its nuclear program. But Israel has
occasionally succeeded in infiltrating the system, and on at least one occasion
was able to put an agent into Iran’s intelligence system.

Israeli OODA

This is Israel’s OODA as viewed by the MOIS—which differs from the
Israeli view presented in the previous exercise. Disregard the corresponding
information from that exercise.



IMINT: Israel has a suite of imagery satellites, the Ofek (or Ofeq) suite. The
satellites are believed to image government and defense installations in Iran
on every pass:

Ofek 5 and Ofek 7 are visible imagers reportedly offering better than
one-half meter of image resolution.
Ofek 9, launched in 2010, reportedly is a multispectral imager. Like
Ofek 5 and Ofek 7, Ofek 9 offers a resolution that is substantially better
than one-half meter.
Ofek 10, also known as TecSAR, is a radar reconnaissance satellite. It is
reportedly equipped with a high-resolution synthetic aperture radar that
is capable of collecting imagery at night and through clouds.

SIGINT: Much of Israel’s SIGINT collection is done by a group known as
Unit 8200 at its Urim base in the Negev Desert. The focus of Urim’s
collection reportedly is phone calls, emails, and financial transaction details
originating in the Middle East and North Africa. The base is believed to
monitor satellite communications. Iranian intelligence assesses that Urim
monitors all transmissions of the Iransat3 satellite. This geostationary satellite
provides radio and television broadcasts of Iranian news and the Iranian
viewpoint to listeners and viewers throughout the Middle East. It also carries
domestic and international telecommunications and Internet services.

CYBER: In addition to its SIGINT operations, Unit 8200 also is believed to
operate a cyber collection effort targeted on Arab countries and Iran. Iranian
intelligence assesses that Unit 8200 targets Internet forums and blogs. Your
cyber defense teams are reporting frequent attempts to hack into Iranian
defense and intelligence networks, and are almost weekly discovering a
successful intrusion into other government networks.

OSINT: Israel is believed to monitor Iranian TV and newspaper media
routinely, including broadcasts from Iransat3.

Guidance

Your assignment is to develop a deception plan to convince the Israelis that



their malware has successfully wrecked the centrifuges. Your plan must
include some means to ensure that Israeli intelligence has bought in to the
deception.



Exercise 5: Supporting a NEO Evacuation

This exercise features the development of a multi-INT deception plan to
cover a noncombatant evacuation operation (NEO) in the city of Tripoli,
Libya. It is fictional but is based loosely on real organizations.

Background

Two weeks ago, a Daesh contingent conducted a surprise attack on Tripoli
from the sea, seizing much of Tripoli harbor. The attack was launched by
Daesh units stationed in Sirte, Libya. The attackers had support from Daesh
cells in Tripoli. The attack is being resisted by fighters from the pro-Islamist
militias known collectively as Libya Dawn, who control most of the Tripoli
area and serve as the military enforcement arm of the current Tripoli
government.

During the last week, Daesh units have mounted a series of attacks in Tripoli
from their harbor positions. They currently control the entirety of Tripoli
harbor, as shown in Figure 13-1. Libya Dawn militias control the rest of the
area shown, though their level of “control” is quite loose.

Figure 13-1 Tripoli Areas of Control and Proposed Evacuation Routes



Source: Public Domain map, retrieved from
https://commons.wikimedia.org/w/index.php?curid=660014.

The city appears to be descending into chaos, and local residents are
panicked. The government of Tripoli, the General National Congress (GNC),
has fled the city in the face of Daesh advances. Libya Dawn forces remain in
the city and outnumber the Daesh force, but Daesh is better organized and
equipped.

Approximately 950 Westerners, including 134 American, 256 German, 158
French, and 312 British citizens, among others, have taken refuge in two
hotels shown in the figure. Libya Dawn forces have refused to allow those
trapped to leave either hotel, claiming that they cannot guarantee the safety of
anyone found outside the hotels. Intelligence assessments have concluded



that leaders of the various Libya Dawn factions are in disagreement about
what to do with the trapped Westerners. Some factions want to use them as
bargaining chips; others appear willing to let Daesh capture them, arguing
that the result would be NATO action against Daesh in Libya.

A seaborne NATO joint task force (JTF) has been established and is currently
en route to Tripoli, expected to arrive off the coast in two days. The JTF is
charged with conducting a noncombatant evacuation operation (NEO) of
foreigners trapped in the two hotels. The JTF commander has received three
different proposals from his subordinate commanders on how to conduct the
NEO. All proposals involve sending an advance special operations team into
both hotels to protect civilians trapped there and to coordinate the evacuation.

The US commander proposes a landing on the coast by contingents from
Task Force 62, a US Marine Corps Expeditionary Unit (MEU),
following the two routes shown in Figure 13-1. The marines would then
clear a path to the hotels and conduct a seaborne evacuation of those
trapped in the hotels. The commander notes that both hotels are very
close to the beach and readily accessible for a landing party. Other JTF
commanders object that Daesh units are well positioned to respond to
any approach from the sea; Daesh snipers have a clear view of the
Corinthia Hotel landing zone; and this will be a too-obvious evacuation
route.
The UK commander proposes using helicopters to conduct an
evacuation from the hotel rooftops, using much the same approach
routes as proposed for the MEU. Because of the number of evacuees, the
objection is that this would take many flights over an extended period,
likely alerting Daesh to attack the helicopters with man-portable air
defense systems (MANPADS).
The German commander proposes using German and British Special
Forces units deployed from Malta to escort evacuees from the two hotels
to Tripoli International Airport, either using civilian transportation in the
hotel vicinity that has been requisitioned for the purpose, or using
armored vehicles flown into the airport. An alternative evacuation route
was considered, along the Al Amrus Highway to Tripoli’s active civil
airport: Mitiga International Airport, located about 5 miles (8 km) east



of Tripoli’s city center. The alternative was rejected because of the risks
involved in transiting a route close to Daesh-held territory. The two
proposed evacuation routes are shown in Figure 13-1. Planners are
concerned that the evacuation aircraft landings at Tripoli International
could be observed by Daesh and by Libya Dawn units, and that the land
evacuation route could encounter resistance from Libya Dawn fighters.

The JTF commander has concluded that, no matter which option is selected,
it will be essential to conduct a deception to misdirect Daesh and Libya Dawn
forces away from the actual evacuation to improve the chances of success for
the NEO. He has asked for a detailed and complete deception plan to support
each of the three operations.

Daesh Background

The Daesh commander in Tripoli is Abdul Sa’ad al-Tajuri. He reportedly was
the mastermind behind several attacks on government forces and civilians in
the Sirte region. Associates describe him as brutal, short tempered, impulsive,
and suspicious, bordering on paranoiac about both external and internal
threats. As a unit commander in Sirte, he was responsible for numerous
public beheadings and hanging men in orange jumpsuits from scaffolding in
what he called “crucifixions” for alleged crimes including blasphemy,
sorcery, and spying.

Tajuri appears determined not to allow Westerners trapped in the two hotels
to escape, though his plans for them remain unknown. In Internet
communications monitored by the NATO SIGINT units, Tajuri has ordered
all units in the Tripoli area to be on alert for an airborne or seaborne attempt
to rescue foreigners in the two hotels.

The areas of Daesh control are shown in Figure 13-1. Tajuri has positioned
snipers close to the Corinthia Hotel, and Libya Dawn units near the hotel
have taken some casualties from sniper fire.

Tajuri is intimately familiar with a previous NEO in Libya. It was a large-
scale military operation for the evacuation of foreign nationals from Libya



between February 26 and March 3, 2011. During that time a joint task force
of the British and German military removed several hundred foreigners from
the country. The German part of the operation, Operation Pegasus, used C-
160 transport aircraft to evacuate 262 people, including 125 Germans, from
the Nafurah airstrip in eastern Libya. Among those evacuated were the
employees of the BASF subsidiary Wintershall, which operated oil
production facilities in Libya. A British operation, nicknamed Operation
Deference, used C-130 aircraft to evacuate some 300 British and other
foreign oil workers from the eastern Libyan desert.

Daesh OODA

Daesh units now are well positioned to observe activity at the Corinthia Hotel
Tripoli. Unconfirmed reports indicate that a Daesh cell also has the Sheraton
Tripoli under observation. Daesh monitors CNN and Al-Jazeera broadcasts
about the crisis.

Daesh SIGINT units in the area make use of commercially available French
SIGINT equipment and captured Russian SIGINT equipment. They are
believed to be able to monitor radio traffic from shipping in the area; hand-
held two-way radio traffic; cell phones; and air-to-ground communications
from commercial and military aircraft. Daesh also reportedly monitors
Internet traffic to and from both hotels. The possibility exists that the SIGINT
unit will be able to detect the approach of the JTF by monitoring the ship
radar and ship-to-ship communications.

It is believed that Daesh SIGINT units also are able to monitor at least the
Libya Dawn two-way radio traffic, and possibly their cell phone traffic as
well.

Some Libya Dawn units in Tripoli probably have been infiltrated by Daesh
agents, but there are no details on specific infiltrations.

Libya Dawn Background

Libya Dawn is a grouping of pro-Islamist militias that in summer 2014



attacked Tripoli International Airport and went on to seize large parts of the
capital. The militia alliance can be viewed as the “armed forces” of the GNC,
the former parliament that was reconvened in Tripoli as a rogue government.
Libya Dawn controls most of Tripoli and the surrounding region. It
comprises a number of small militias operating within their communities,
able to police and defend their territory but poorly equipped for taking a
broader offensive. Some militias, however, reportedly have acquired military
aircraft and antiaircraft weaponry. Their position regarding the NEO is not
known; but some militia leaders may resist attempts to evacuate foreign
noncombatants, regarding them as bargaining chips for recognition of the
GNC.

Libya Dawn OODA

The Libya Dawn forces are not known to use the Internet, but they coordinate
operations using hand-held walkie-talkies and cell phones—both of which the
coalition forces are able to monitor. Libya Dawn monitors CNN and Al-
Jazeera broadcasts about the crisis.

Zintan Brigades

The powerful anti-Islamist Zintan militia or Zintan brigades support the
internationally recognized government of Libya (the Government of National
Accord, or GNA) and have clashed on numerous occasions with Libya Dawn.
The group is equally hostile to Daesh but has not previously engaged Daesh
units.

On July 14, 2014, Tripoli International Airport was the site of a fierce battle
between Libya Dawn forces and the Zintan militia, leaving the airport
facilities almost completely destroyed. The airport has been closed since then,
but the runways remain operational. The Zintan militia currently has units in
the region surrounding the airport; the units moved in after Libya Dawn
militias moved back into the center of Tripoli to deal with the threat from
Daesh.

Jilani Dahesh is the Zintan militia commander of forces at Tripoli



International Airport. He reportedly is on good terms with many Libya Dawn
commanders, arguing that an alliance is essential to overcoming the Daesh
threat. He is willing to assist coalition forces in the NEO. He is accessible to
NATO units via radio or cell phone contact, but it is likely that his
communications are monitored by Libya Dawn and possibly by Daesh as
well.

NATO Force

German units afloat include frigates Brandenburg and Rheinland-Pfalz as
well as the task force supply ship Berlin and the fleet service boat Oker. The
Germans have three C-160 aircraft (each with the capacity to carry 95
passengers) on standby in Malta that are available to support the NEO. A
Bundeswehr Special Forces team (Kommando Spezialkräfte) of 400 troops is
on standby in Malta.

British units include four C-130 aircraft (each with the capacity to carry 92
passengers) and a 500-man special operations contingent, also on Malta.

A US Navy strike group from the Sixth Fleet is the main force supporting the
operation. It includes the following:

The aircraft carrier USS Harry S. Truman.
Task Force 61, comprised of approximately three amphibious ships and
their embarked landing craft. From these ships, US Marine ground
forces can move ashore by sea and air in amphibious assault or
emergency evacuation missions.
Task Force 62, a 1,900-man Marine Expeditionary Unit (MEU). The
MEU is equipped with armor, artillery, and transport helicopters that
enable it to conduct operations ashore, or evacuate civilians from
troubled areas.

The JTF intelligence assessment is that both organized and impromptu
resistance can be expected in the form of ambushes and attacks featuring
small arms and RPG fire. The local civilian population is estimated to be on
the order of one million, many of whom are in the process of fleeing the city.



The JTF commander accordingly has imposed restrictive rules of engagement
(ROE) to prevent excessive noncombatant casualties. The JTF commander
has indicated that the option to conduct a sector-by-sector “clear and hold”
approach is not feasible, given the size of his extraction force and the size of
the built-up area. He prefers a quick penetration of lightly armed forces to
both hotels, followed by a speedy withdrawal that both minimizes collateral
damage and ensures the safety of both his forces and the evacuees.

NATO OODA

Cyber operations support is provided by the US Tenth Fleet (US Fleet Cyber
Command). The NATO information operations team also has tapped into the
Daesh intranet and is monitoring traffic between the leadership and individual
units scattered around Tripoli.

The Joint Intelligence Center supporting the operation is routinely provided
with visible and radar imagery from US, French, and German reconnaissance
satellites, and Tripoli is being targeted for imagery collection on every
satellite pass. The imagery includes visible, infrared, multispectral, and radar
imagery of very good quality.

The JTF has access to sanitized HUMINT reporting from intelligence
services of the participants. One source, JTF codenamed Tealeaf, reports on
Daesh force deployments, but Tealeaf’s reporting usually is delayed by 15 to
22 hours due to source protection concerns. A source codenamed Chairarm
can provide near real-time reporting of Libya Dawn unit movements in the
vicinity of the Sheraton Tripoli. Occupants of both hotels are providing cell
phone and Internet reporting of the situation immediately around the hotels,
but the reporting has been subject to intermittent outages, and both Daesh and
Libya Dawn are believed to be monitoring these communications.

Guidance

Your assignment as the lead planner is to develop and present a deception
plan to support one of the three proposed evacuation options. (Note for
classroom use: This assumes a class divided into three teams, each team



taking a different option.) The JTF commander is amenable to modifying any
of the three proposed evacuation plans or conducting demonstrations to
support the deception. The plan must identify the information to be provided
to each opposing or friendly force (Daesh, Libya Dawn, and the Zintan
brigades), who provides it, and how and when to provide it. It must also
identify and schedule information that is to be provided publicly (e.g., via
press releases, or CNN or Al Jazeera broadcasts).



Exercise 6: Disrupting Boko Haram Operations

This exercise features a no-holds-barred PSYOPS deception plan to disrupt
the terrorist group Boko Haram in North Africa. It is fictional but is based
loosely on real organizations.

You are the commander of a clandestine joint Chad-Cameroon-Nigeria task
force that has been set up with French support to develop and execute
unconventional means to disrupt the terrorist group Boko Haram. Officially,
you don’t exist: You operate with no government attribution for your
operations. You have the following operational guidance:

Stop the recruiting of new fighters.
Motivate existing fighters to defect.
Encourage infighting among individual Boko Haram units and among
their leadership.
Disrupt funding and the ability of the group to acquire supplies.

There are no rules of engagement. Your job is to disrupt Boko Haram
operations by any means possible. Your performance will be measured by
operational successes, collateral damage notwithstanding. The roles of
participating governments (Chad, Cameroon, Nigeria, and France) in your
operations are not to be disclosed under any circumstances. So long as the
involvement of these countries is protected and the operation succeeds, your
methods will not be called into question.

You are currently planning a series of deception operations to carry out your
mission. Following are details about your opponent and the resources
available to you. Military leaders in Chad, Cameroon, and Nigeria have
agreed to conduct operations to assist in the execution of your overall
deception plan, so long as it does not unduly interfere with their normal
operations.

Boko Haram Background



Boko Haram is an Islamic extremist group based in northeastern Nigeria, and
active in Chad, Niger, and northern Cameroon.

Boko Haram initially relied on donations from members. Its links with al-
Qaeda in the Islamic Maghreb opened it up to funding from groups in Saudi
Arabia and the United Kingdom. But it also gets funding from bank robberies
and kidnapping for ransom. Boko Haram also occasionally has been
connected in media reports with cocaine trafficking. The group cloaks its
sources of finance through the use of a highly decentralized distribution
network. The group employs an Islamic model of money transfer called
hawala, which is based on an honor system and a global network of agents
that makes the financing difficult to track.

Although Boko Haram is organized in a hierarchical structure with one
overall leader, the group also operates as a clandestine cell system using a
network structure, with units having between 300 and 500 fighters each.

Boko Haram’s loyalty pledge has so far mostly been a branding exercise
designed to boost its international jihadi credentials, attract recruits, and
appeal to the Daesh leadership for assistance.

Despite suffering a series of setbacks, Boko Haram remains lethal. It
launched its deadliest raid in over a year in June 2016, killing 30 soldiers and
forcing 50,000 people to flee when it took over the Niger town of Bosso.

There have been periodic reports of cooperation between Boko Haram and
the Libyan branch of Daesh. In April 2016, OSINT reported that an arms
convoy believed bound for Boko Haram from Libya was intercepted in Chad,
providing one of the first concrete examples of cooperation. Evidence shows
that Boko Haram cooperation with the Daesh Libya branch has increased
since then. Boko Haram fighters travel to Libya to fight for Daesh. In turn,
Daesh sends arms and supplies to Boko Haram via convoys through Chad.

Boko Haram’s practice of informing on rival factions to security forces and
their past negotiations over hostages with the Nigerian and Cameroonian
governments suggest that Boko Haram is not as “faceless” as the Nigerian
government portrays, and that it is possible to communicate with at least



some Boko Haram leaders.

Boko Haram’s operational areas in Nigeria are shown in Figure 13-2.

Figure 13-2 Area of Boko Haram Operations in Nigeria

Source: Public domain image modified by author from
https://www.usaid.gov/political-transition-initiatives/where-we-
work/nigeria.

Key Officers

Abubakar Shekau, Mamman Nur, and an unidentified leader of the Ansaru
splinter group, are the three most influential leaders in Boko Haram’s
network. Shekau is the network’s most visible leader, but the other two
leaders wield power in the network and have a complex relationship with
Shekau.



Abubakar Muhammad Shekau

Boko Haram’s current leader was born in Shekau village in Nigeria’s
northeastern state of Yobe. He is said to be a fearless loner, a complex,
paradoxical man—part theologian, part gangster. He is known for his intense
ideological commitment and ruthlessness. He reportedly said, “I enjoy killing
anyone that God commands me to kill—the way I enjoy killing chickens and
rams.”3 Shekau is fluent in Hausa and Arabic as well as his native Kanuri
language. He is believed to be in his late thirties to mid-forties. Shekau does
not communicate directly with his troops. He wields power through a few
select subcommanders, but even with them contact is minimal. He remains
firmly opposed to any negotiations or reconciliation with the Nigerian
government.

Shekau is a divisive leader but has legitimacy because he was deputy to Boko
Haram founder Muhammad Yusuf and remained close to grassroots followers
in Borno State. He retains a core group of loyalists because many militants
who opposed him have defected or were killed by Boko Haram’s more
ruthless and indoctrinated militants. The loyalty of these militants to Shekau
remains high, though some reportedly oppose his decision to align closely
with Daesh.

Mamman Nur

Mamman Nur is connected to al-Qaeda affiliates in Africa and is both an
operational and ideological leader. Nur reportedly bases his operations in
Kano and has little or no network presence in Borno. His fighters are former
followers of Boko Haram founder Muhammad Yusuf, with whom Nur was
closely allied. They tend to have an international outlook. Nur occasionally
cooperates with Ansaru militants. He has ideological disagreements with
Shekau because of Shekau’s leadership style and close relations with Daesh.

Ansaru

Ansaru is an Islamist jihadist militant organization based in the northeast of
Nigeria. It is a Boko Haram splinter group, founded in January 2012. Ansaru



was headed by Khalid al-Barnawi until his capture in April 2016. Al-Barnawi
has been replaced, but his replacement has not been identified in press
releases.

The group has its home base in Kano State in north-central Nigeria. It
coordinates its operations with al-Qaeda in the Islamic Maghreb (AQIM),
based in northern Mali. Many of its members were trained in AQIM camps in
Algeria.

On the local level, Ansaru’s mid-level commanders cooperate with Shekau
and Boko Haram. But while it maintains links to Boko Haram, Ansaru
members oppose Boko Haram’s internal orientation and tactics such as
indiscriminate killing. In contrast to Boko Haram’s focus on Nigeria and
neighboring countries, Ansaru has an international perspective. It includes
many Western-educated Boko Haram members. The Ansaru tactics
emphasize capturing high-profile foreign targets and attacking Western
interests.

Ansaru, with its most recent operations in Niger, Cameroon, and possibly
Central African Republic, now functions like an “external operations unit” in
its self-declared area of operations in “Black Africa” in a way that separates
Ansaru from Boko Haram in Borno and avoids conflict with the group.

Your Resources

French Cyber Unit

France has set up a special cyber unit that is available to assist in the
execution of your deception plan. It monitors the Boko Haram social
networks used for recruiting and radicalizing terrorists. It routinely monitors
the al-Urhwa al-Wutqha Twitter account used by Boko Haram to threaten
attacks and to communicate with supporters and hawala funding sources. The
cyber unit has email addresses of Mamman Nur and some Ansaru officers. It
has managed to put a backdoor in Mamman Nur’s personal computer, for
intelligence value. The unit keeps track of Internet news feeds and television
broadcasts that the terrorists monitor. The unit reports that Boko Haram



monitors Nigerian newspapers for intelligence about Nigerian force
deployments, for attack targeting, and to observe popular reactions to Boko
Haram attacks.

Special Operations Unit

Under your command is a special combat unit trained in unconventional
warfare. The unit was formed from Chadian and Nigerian volunteers who lost
family members in Boko Haram attacks and includes fighters who were
forced into Boko Haram service and later escaped. The unit has recently
finished combat training, is equipped with Boko Haram uniforms and
weaponry, and is trained in Boko Haram combat tactics.

Channels

Your special operations unit has acquired two Boko Haram short-range
communications transceivers and can use them to monitor Boko Haram
communications in a local area or to communicate with Boko Haram officers.

Boko Haram has increasingly used videos for online recruiting and for
indoctrinating new recruits. It has incorporated into its recruiting strategy the
same message that Daesh has used successfully: that it is steadily winning
and controls territory that constitutes a state. These videos are produced by
Daesh operatives outside the region and transmitted via a dark web
connection that the French cyber unit monitors. The videos include several
Daesh-produced manuals on weapons manufacturing and training.

Guidance

Your assignment is to develop and execute a plan having several separate
deception operations to help carry out the operational missions set forth at the
beginning of this exercise.
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14 Military Deception Planning Exercises

For the following military deception (MILDEC) exercises, participants
should use the information and intelligence provided to generate a basic
MILDEC concept of operations (CONOP). These are meant to be simple
scenarios for training in the basics of MILDEC CONOPs and for applying
some of the methods and techniques illustrated in this book. They are by no
means intended to make one into a CONOP expert, or to challenge more
experienced CONOP planners. Instead, the goal is to provide an opportunity
for demystifying the CONOP process by practicing some of the fundamental
principles. Formatting is elementary, and the first CONOP, Operation
Bulldozer, is provided as a generic model. Instructors may adjust product
formatting as desired according to experience levels. For the remainder of the
CONOP exercises, only the beginning scenario and intelligence roll-ups are
provided. All cases are fictional.

It is recommended that participants work in groups on their CONOPs and
that time be taken for comparative study of end products between groups. It
is highly unlikely that two resulting deception plans will be exactly the same,
leaving a lot of space for discussion. For example, substantial differences are
probable in terms of estimating first-, second-, or third-order effects within
the deception plan. Use the following Operation Bulldozer CONOP for
inspiration on how to format final products for the exercises.



MILDEC CONOP Example: Operation Bulldozer

Situation

It is the summer of 2012. The country of Chad has been locked in civil war
for the better part of two years. The conflict is between pro-Western
government troops and a radical tribe called the Zagaweri, which has control
of the second largest city, Abeche. Since the militants have been in control of
Abeche, they have reinforced all perimeter defenses with deep trenches,
improvised explosive device (IED) belts, and tunnels.

The Chadian government has determined that Abeche must be taken in the
spring of 2013, and essentially they wish to do it from the inside out in a plan
called OP Termite Junction to avoid the perimeter defenses. While the
Chadian military is busy with covert training and infiltration operations
supported by Western special operations forces (SOFs), they have asked
African Union (AU) contingent operational planners to design and execute a
deception plan in support of an uprising being planned by anti-Zagaweri
tribes inside the defensive perimeter.

Based on intelligence reporting, the Zagaweri have very limited intelligence,
surveillance, target acquisition, and reconnaissance (ISTAR) capability. They
rely heavily on HUMINT and OSINT collection for tracking national and
international events, and on HUMINT and COMINT for monitoring activity
within 30 km of their defensive perimeters. They are active on social media
and have a limited analytic capability with regard to social media. The
Zagaweri sensor situation is summarized in Figure 14-1.

Figure 14-1 Zagaweri Sensor Map



Four main channels are identified for deception projection for this operation,
summarized in Figure 14-2.

Figure 14-2 Zagaweri Channel Tracker

Basic CONOP Format

A CONOP has many formats depending on the organization, its doctrine, and
the CONOP’s state of development. It is often confusing or hard to decipher
generally because of the bureaucracy and organization surrounding it. But a
CONOP in its most basic draft form at start-up is literally no more than a
planner’s sketch on a white board, or on a paper napkin at a café’reportedly



the case for US Army General Franks prior to Operation Iraqi Freedom.
Three fundamental elements are usually present from the start in any
CONOP, regardless of the format:

1. A proposed mission statement. (What does the operation need to
accomplish? What are the desired effects of the operation?)

2. A rough outline of the actual execution of the CONOP over time and
space. (Who does what, when, where, how, and why?)

3. A clear conditions-based statement as to when the operation ends.

There is no difference between CONOPs and deception CONOPs in terms of
these elements; therefore, all MILDEC CONOPs should include all three.
The following is an example of a written description of MILDEC CONOP
Bulldozer; a visual representation of the MILDEC CONOP can be seen in
Figure 14-3.

Figure 14-3 MILDEC CONOP Visualization



1. Proposed Mission Statement



MISSIONProject a deception that will continue to fix Zagaweri efforts on
the perimeter defense of Abeche, up to the starting date of the uprising in OP
Termite Junction, noted in all planning efforts hereafter as D-Day. The
deception is to make the Zagaweri believe a large-scale land attack by
AU/Chadian forces on the Abeche defensive perimeter will occur on D-Day,
in order to fix Zagaweri focus on defensive efforts and resources on the
perimeter of Abeche, and not on the internal security of the city.

2. Outline of the Execution

Note: This is where the rough outline of the actual CONOP is presented in
written format. It should reflect the timing of specific actions relative to each
other—but not actual dates. The description of the CONOP execution usually
is broken down into sequential phases that delineate what conditions have to
exist before switching focus and effort. For example, collecting information
on a proposed target would be Phase 1, and Phase 2 would be taking action
against the target. Obviously, Phase 2 will not happen before Phase 1 is
determined to be completed.

CONCEPT OF OPERATIONS: To achieve the stated mission, the J2
(intelligence section) of the AU will synchronize efforts to make the
Zagaweri believe that a large-scale land attack will occur on D-Day. This
operation will have three phases: Phase 0 will involve further intelligence
collection to support a detailed mapping of Zagaweri national HUMINT
channels. Based on Phase 0 results, Phase 1 will begin targeted shaping
activities, exploiting Zagaweri OSINT and HUMINT in order to project an
impending conventional land attack on Abeche. Based on the results of Phase
0 and Phase 1, Phase 2 will intensify targeted shaping activities inside the
Abeche 30-km perimeter exploiting HUMINT and COMINT to project
impending land attack on the Abeche perimeter. The deception operation
ends on D-Day.

Phase 0 (D-30): The AU J2 will establish an intelligence collection plan and
designate appropriate and available intelligence, surveillance, targeting, and
reconnaissance (ISTAR) to further develop an understanding of the Zagaweri
national HUMINT network and their OSINT capability in preparation for



exploitation. The AU J2 will also define collectable measurements of
effectiveness (MoEs) for the deception operation for running estimates. MoE
activities should continue until D-1 and the final estimate of the deception
effectiveness should be presented to the commander no less than one day
before D-Day.

Phase 1 (D-20): The AU J2 will coordinate/synchronize message projection
through identified Zagaweri HUMINT network sources suggesting an
impending conventional land attack by AU/Chadian forces on the perimeter
of Abeche. This should include the exploitation of double agents with direct
messaging, or conducting visible AU ISTAR activities, clearly showing
interest in the Abeche perimeter for the benefit of Zagaweri HUMINT
collectors. The AU J2 will also synchronize messaging being projected
through Zagaweri OSINT hubs (media/social media) of known interest in
order to project the picture of an impending conventional land attack on the
perimeter of Abeche. These activities will continue until D-Day.

Phase 2 (D-5): In close coordination with J3 (operations) the AU J2 will
synchronize messaging/activities within the 30-km zone with regard to
HUMINT and COMINT to project an impending land attack on the defensive
perimeter of Abeche city on D-Day—including increasing communications
traffic to suggest time, place, and strength of impending attack.

3. End-of-Operation Statement

MILDEC operations typically end after the real operation has begun. The
condition for ending the deception is thus that the real operation has
progressed to a point where adversaries can no longer be uncertain as to the
intent of the real operation, are reacting to the real operation, or simply are
ignoring the deception.

End of Operation (D+1) The deception operation will cease when
intelligence estimates provide substantial indicators that the Zagaweri forces
are no longer expecting an attack on the Abeche perimeter.



Exercise 1: Operation Lights Out

Scenario

Political

The country of Tyronika (TKA) has been in a state of civil war with the
North Tyronika Region (NTR) since 2014, when NTR declared unilateral
independence and named the second largest city in Tyronika, Bruks, as its
capital. The TKA government reacted immediately, mobilizing the southern
region, and developing a military campaign plan to reassert central control
over NTR. By the end of 2016, despite TKA air superiority over NTR-held
territory, a stalemate had developed with the NTR forces, called the Northern
Rebel Defense Forces (NRDF), restricted to a pocket on both sides of the
Frank River and backed onto the Northern Sea coast.

Key Infrastructure

The NTR pocket includes the city of Bruks and the strategically important
Marble Dam power station that supplies the two million citizens of Bruks
with electrical power. NTR also has access to a coal-fueled power station
(Tetia) at the southern perimeter of the pocket near the town of Avalon.
However, this station is not activated and it would require some effort to get
it running; and being so close to the front lines, it would require considerable
resources for protection. A TKA PMESII analysis of NTR infrastructure has
identified NTR’s electric power situation as a possible “center of gravity” for
the strategic defeat of the NTR. TKA analysis has determined that life in the
NTR city of Bruks is fully dependent on electricity from the Marble Dam,
especially in order to survive the winters, and the loss of the dam would leave
the 
NTR with only one option—to activate the coal power plant at Avalon. (See
Figure 14-4.)

Figure 14-4 Situation as of May 2017



NRDF Military

Having lost air dominance over the North early in the conflict, militarily the
NRDF has been focusing on strengthening its surface-to-air missile (SAM)
defenses, holding Bruks and the Marble Dam in order to force concessions
from TKA. At the same time, the NRDF has been making extensive
preparations for the urban warfare defense of Bruks, including extensive



mining, IEDs, tunneling, and concrete bunkers. NRDF air defense units
include several units equipped with SA-15s (12-km range), SA-8s (10-km
range), SA-6s (25-km range), and possibly some SA-11s (35-km range).
These defenses have reduced TKA air effectiveness over the city of Bruks,
while the Marble Dam itself is considered by TKA as a nonstrike target for
many reasons, including the environment and humanitarian law, so the TKA
air force does not fly missions near the dam. On land, the NRDF considers
TKA freedom of movement for ground troops to be limited to the outskirts of
the city of Avalon, approximately 50 km to the south of Bruks.

The NRDF has the bulk of its mobile reaction force in Bruks, including the
1st Motorized Rifle Division, consisting of approximately 12,000 men.

The 1st Motorized Rifle Division (see Table 14-1) is intended to be used as a
reserve force to protect Bruks and the Marble Dam. It is severely restricted in
venturing out of Bruks due to the reduced NRDF SAM defense coverage and
risks being cut off from Bruks if it ventures too far south within the rebel-
controlled area. The division represents an excellent bargaining chip so long
as it creates a credible defensive capacity for the city of Bruks. Should the
NRDF lose the division, NTR’s hope for political concessions from the TKA
will be diminished.



TKA Military

The TKA air force enjoys air superiority but is restricted by tight controls on
targeting and by an NRDF SAM threat that increases as aircraft approach
Bruks. However, the air force has restricted the NRDF’s freedom of
movement throughout their area of control. If substantial NRDF land units try
to maneuver, they risk heavy losses from air attacks.

The TKA mobile land forces enjoy a substantial numerical advantage over
the NRDF, but their edge is not sufficient to overwhelm defenses at Bruks,
especially with the NRDF reaction force of 12,000 sitting in Bruks. The TKA
land forces consist of two tank divisions (see Table 14-2) that are not well
suited to urban warfare. To attack Bruks with these forces would also be very
costly, especially without close air support. NRDF SAM defenses would in
any circumstance have to be degraded to a sufficient level to allow for the
level of close support necessary.



Tyronika also has a mobile amphibious force consisting of two marine
brigades and one SEAL regiment (see Table 14-3).

Situation

You work within Tyronikian Joint Operational Command (TKA JOC) as a
future operations officer (J35). The date is June 2, 2017. To break the
stalemate, the commander would like to develop a plan that would allow the
majority of his mobile forces (land and/or amphibious) to engage and destroy
the bulk of NRDF mobile forces outside the city of Bruks. The problem has
been in getting the NRDF reaction force to come out of Bruks. Recently,
however, TKA JOC J2 (intelligence) has suggested such an opportunity is
likely to occur between November 4 and November 7.

TKA intelligence has been tracking the water levels at the Marble Dam
through HUMINT and MASINT since the dry period started in May, and
reports that the levels have been going down very fast—faster than usual.
Specialists in the J2 have determined that when the water levels go below a



certain level, the Marble Dam will stop producing electricity. At current rates,
the expected date for the electricity to stop is on or around November 23,
2017. The only other source of electricity is the coal-fueled Tetia power
station near Avalon that is not operational while the Marble Dam is
producing power. However, electricity is a strategic necessity for the city of
Bruks over the winter, so the NTR will have to start up the Tetia power
station and will send its mobile reaction force south to ensure the start-up is
successful. It is assessed with a high level of confidence that NTR believes
the falling water level is a secure secret.

Task

TKA JOC expects that NTR has no choice but to use the NRDF mobile force
to help secure the Tetia power station near Avalon. In other words, the NTR
will have to send the reaction force south to Avalon from Bruks. The TKA
JOC has every intention of engaging the NRDF mobile force at or near
Avalon and the Tetia power station and will dedicate 80 percent of its own
mobile force to destroy the NRDF force. However, to improve the degree of
surprise, reduce casualties, and increase the chance of success, the TKA JOC
wants 
J2 and J3 to develop a MILDEC CONOP with the following objectives, in
order of priority:

1. Deceive the NRDF into underestimating the number and type of TKA
forces that will be available in the Avalon area during the period of
November 4–7, 2017.

2. Fix as many of the NRDF mobile force air defense units as possible in
or around Bruks during the period of November 4–7, 2017.

3. Fix as many of the NRDF mobile artillery units as possible in or around
Bruks during the period November 4–7, 2017.

4. Fix as many of the NRDF anti-tank units as possible in or around Bruks
during the period November 4–7, 2017.

The MILDEC CONOP can make use of 20 percent of all TKA mobile forces.
The final configuration of the main fighting force will be established after the
approval of the MILDEC CONOPs. The deception plan should be ready to



set in motion no later than August 1, 2017, and continue until the main
offensive begins on November 4, 2017.

The first step—for the J2 to sensor map the NRDF forces in order to identify
channels for projecting a deception and tracking its progress—has already
been executed. The sensor map in Figure 14-5 is provided for this purpose.
Once a channel tracker has been established, you are to develop a MILDEC
CONOP with a timeline and eventual phases to be presented to the
commander.

Figure 14-5 NRDF Sensor Map



Guidance

1. Using the sensor map in Figure 14-5, establish a channel management
framework for deception projection and eventual evaluation of the
deception progress.

2. Prepare the first rough draft of the MILDEC CONOP for presentation,
including timeline and phase breakdown, ideally on one presentation
slide. (Use the CONOP format provided for Operation Bulldozer.)

3. List and discuss measurements of effectiveness (MoEs) and/or requests
for information (RFIs) that can be collected during the deception
projection to control for effectiveness.



Exercise 2: Operation Timber Float

Scenario

This scenario begins with a campaign plan already in its early draft stages.
An ethnic conflict on the Pastonian peninsula (see Figure 14-6) has been
brewing for many years. The Niberian minority populations have been
oppressed by local authorities who complain about the large percentage of
organized crime being committed by ethnic Niberians. In the early spring of
2017, four Pastonian policemen were killed in a gunfight with narco-barons
of Niberian descent. What followed was three months of escalating conflict
between Pastonian and Niberian ethnic groups. Extremists on both sides
sabotaged any attempts for conflict resolution. On July 4, 2017, the Pastonian
government announced that all ethnic Niberians would have to report to
“holding centers” once a day. Despite being warned by the Niberian
government that any further action against ethnic Niberians would be a grave
mistake, a week later Pastonia began rounding up all ethnic Niberians now
registered via the holding centers, and placing them in internment camps
spread throughout the peninsula. As a result, unknown to Pastonia, the
Niberian Navy has been tasked by the Niberian government to prepare a
surprise amphibious invasion of the Pastonian peninsula. The Pastonian
Armed Forces (PAF) are completely unaware of the impending attack. PAF
are relying on a political assessment: They believe that Niberia has not yet
been pushed to its limits.

Figure 14-6 Pastonian Situation



Pastonian Armed Forces

Pastonian military defenses were improved in 2015–2016, when Pastonia
made some serious investment in coastal defenses on the peninsula. The
improvements included what one senior official called an “impenetrable”
minefield off West Bay, with a few passages known only to the PAF
leadership and changed every four weeks. The coastal defenses at East Bay
rely on land structures built with reinforced concrete, and PAF security
assessments estimate that it would take at least three days of bombing to
destroy them, limiting any chance of a surprise landing. The PAF have also
increased their mobile armor reserve (see Table 14-4) in Hebron, which could
quickly be put into action. However, in the case of war they expect their
reserves to be restricted to either side of the Hebron River as there are only
two bridges that can support armor, and they will most likely be taken out
early in any conflict. The bridge to the north is called Big Belt, and the bridge
to the south is called Little Belt.



The PAF Navy is under-equipped and poorly funded. It relies primarily on
light coast guard patrol boats (PBs) responsible for border control, search and
rescue, and fishing control. The PAF Navy has no submarines but does have
a limited range coastal sonar station in East Bay. The PAF Air Force is
extremely limited, with its few fighters being sent to patrol territorial water
borders two or three times a month. The PAF does, however, have some
SIGINT capability. To ensure a nonthreatening posture, Pastonia announces
its territorial water patrols three days before they are conducted.

Outside of West Bay is an international fishing ground on the Grand Banks
that lies just outside of Pastonian territorial waters. Here trawler fishing fleets
from Pastonia and Niberia, nearly eighty trawlers in all, can be found on the
Grand Banks at any time except in December, when a mutually agreed upon
moratorium is respected. Outside of East Bay lie the internationally



recognized commercial shipping lanes that are open to all traffic.

The Invasion Force

The Royal Niberian Armed Forces (RNAF) have two tank divisions at full
strength to be used for the campaign. It is intended that Tank Division 1 will
be the lead attacking division, while Tank Division 2 will follow as an
occupying force. The difficulty, as always with amphibious landings, lies in
getting enough capacity onto land before the defenders can achieve relative
force superiority over the attackers. Using its amphibious and air assault
capacity, the Royal Niberian Navy (RNN) has promised to deliver enough
forces in good time.

The RNN has a small but well-equipped amphibious landing force consisting
of two marine brigades and several landing ships. These are supported by an
air assault ship, with twelve heavy-duty Chinook helicopters for troop
transport and eight attack helicopters. In a joint operation these capabilities
ideally would be synchronized to deliver the maximum effect in the shortest
amount of time.



Task

The window for the amphibious landing is sometime between November 16
and November 30, 2017, so the deception should initially be phased from
August 10, 2017, to November 15, 2017. Thanks to its national intelligence
service, the RRN has the minefield passage data. The passage is small, but
the RNN experts believe it can be widened very quickly by mine sweepers;
therefore, it has been decided that the actual landing will be executed in West
Bay. As the assigned J2 chief, you have the responsibility, in conjunction
with the J3, to produce a first-draft deception CONOP to support the
amphibious invasion. To improve the degree of surprise, reduce casualties,
and increase the chance of success, the commander wants J2 and J3 to
develop a MILDEC CONOP with the following objectives, listed in order of
priority:

1. Maintain and promote strategic surprise within the political domain.
2. Direct the PAF’s general focus toward East Bay.
3. Convince the PAF to commit reserve forces to the east side of the

Hebron River shortly before D-Day.



Because surprise is important to the success of the campaign, the deception
timeline will drive, as much as possible, the operational planning for the
actual landing (D-Day). Therefore, planned deception projection activities
must be sequenced (D-1, 2, 3, etc.). The commander has made 20 percent of
the RNAF forces available for deception purposes. The first-draft CONOP
should be ready for the commander’s first decision brief in the form of one or
two presentation slides.

Guidance

1. Using the given sensor map (Figure 14-7), establish a channel tracker
for projection management and eventual evaluation of the deception
progress.

2. Prepare the first rough draft of the MILDEC CONOP for presentation,
including timeline and phase breakdown, ideally on one or two slides.

3. List and discuss measurements of effectiveness (MoEs) and/or requests
for information (RFIs) that can be collected during the deception
projection to control for effectiveness.

Figure 14-7 Pastonian Sensor Map



Exercise 3: Operation Closing Time

Scenario

The NATO Joint Task Force Land (JTFL) has been supporting the host
country Taman in a war against radical religious insurgents for the better part
of three years. The JTFL is responsible for defending a northern section of
the Haldun River valley in a largely arid plateau surrounding a narrow
irrigated strip known as the Green Zone. In early 2017 the JTFL established a
string of patrol bases for Tamanian troops running east to west across the
green zone and known as the Patrol Base Line (see Figure 14-8). It is June
12, 2017, and as part of the overall plan, the three-year-old Main Operations
Base (MOB) Rhino will be closed on September 30, 2017. MOB Dragon in
the south will remain operational for another six months as the Tamanian
troops reestablish control of the valley.

Figure 14-8 Green Zone Situation



The closing of MOB Rhino is a complicated affair requiring extensive
manpower and a great deal of equipment to move from MOB Rhino to MOB
Dragon. The plan is to start very early on the morning of September 30 at
MOB Rhino and return to MOB Dragon in the late afternoon with MOB
Rhino closed. The relocation presents a very tempting target for the
insurgents as defensive positions around MOB Rhino will not be operational
during the process. At the same time, a special operations task group (SOTG)
has one of its task forces operating in the battlespace, TF 222; their task is to
capture or kill key members of the insurgent network operating in the
northern Green Zone. This includes planning eight strike activities over the
next three months based on the high-value target list (HVTL) provided (see
Figure 14-8). TF 222 has yet to develop a timeline for the strikes. The strikes
involve two complications: The SOTG has to make a land infiltration at night
and, furthermore, the group can only be launched from a MOB or patrol base.

Task

As the TF 222 J2, you and your team have been ordered to coordinate support
for the closing of MOB Rhino, relying on deliberate targeting activities to
project a deception. The objective is to disrupt the insurgent’s capability to
mount a coordinated assault on MOB Rhino while it is being closed on
September 30, 2017. To improve the degree of surprise, reduce casualties,
and increase the chance of success, you are to develop a first-draft deception
CONOP to support the closing of MOB Rhino, with the following objectives,
in order of priority:

1. Make the insurgents believe MOB Rhino is still operational on
September 30, 2017.

2. All HVTL strikes must be executed by September 30, 2017.

Guidance

1. Using the given sensor map (Figure 14-9), establish a channel tracker
for projection management and eventual evaluation of the deception
progress.



2. Prepare the first rough draft of the MILDEC CONOP for presentation,
including timeline and phase breakdown, ideally on one slide. It should
also indicate a progression through the HVTL.

3. Compare and discuss differences in the prioritization of the HVTL; list
and discuss measures of effectiveness (MoEs) and/or requests for
information (RFIs) that can be collected during the deception projection
to control for effectiveness.

Figure 14-9 Green Zone Insurgent Sensor Map



15 Deception Detection Exercises

The short exercises in this chapter give readers practice with methods for
detecting deception. The ability to move between one or more of the three
OODA perspectives in a situation is a fundamental skill set for deception
projection. All three perspectives are inherently involved while working on
deception detection. Keep this in mind when completing these exercises. In
going through the exercises, participants should pose and discuss the
following questions:

1. What are the adversary’s observation and orientation capabilities to
execute a deception?

2. What weaknesses in your own observation and orientation capabilities
could facilitate the opponent’s deception?

3. Could your adversary’s observation and orientation capabilities identify
and exploit those weaknesses?

Finally, these scenarios are based on limited information. It would be
worthwhile to discuss what factors could further contribute to the deception
detection (but are difficult to replicate through an exercise) in a real-life
scenario.



Exercise 1: The Valley of Doubt

Scenario

It is November 15, 2017. The Blue State is expecting a peace agreement
between the Red and Blue States to collapse and a major Red State offensive
to begin along the demarcation line between December 15 and 19, 2017.
There are two avenues for a possible Red offensive: The most direct approach
is along the 40-km Red main logistics route (MLR) Tiger, with an assault
through the East Valley. This is the Blue XX Division’s Area of
Responsibility (AoR), and they have orders to retain and hold East Valley.
(See Figure 15-1.)

Figure 15-1 RED-BLUE Situation

The second option for the Red State offensive is attacking through West
Valley. However, that option will require repairing or replacing the destroyed
Pony River Bridge at Gran Ben; this option extends logistics lines supporting
the assault through West Valley by 40 km to almost double that of an East
Valley option. West Valley is the Blue X Division’s AoR, and they have



orders to retain and hold West Valley.

Situation

Though the Red State has more forces available, with a nearly three-to-one
advantage, their forces are partially made up of conscripts and reservists. The
Blue State has a professional defense force and a great deal more experience
among the rank and file. The Red State will have to commit the majority of
its assaulting forces to one avenue of advance in order to ensure relative
numerical superiority for breaching the demarcation line. The Blue State is
aware of this situation and has established a well-organized mobile reserve
that should be sufficient to defeat any assault if they are in the right place at
the right time. However, the Blue State must decide in which valley, East or
West, to place its mobile reserve by December 15, 2017, in order to defeat
the Red State’s offensive. Essentially, each side has to commit a majority of
its forces at the proper location to ensure a successful offense or defense. For
the Red State to be successful, it must attack at a point where the Blue State
mobile reserves are not committed. For the Blue State to be successful as the
defending army, it must commit its mobile reserve to the location of the
impending attack.

Task

As BLUE J2 chief you are responsible for providing an opinion as to which
valley the BLUE mobile reserve must be positioned in before December 15,
2017. You expect the RED opponent to attempt to mislead your commander
into committing his reserve forces in the wrong valley. Your analytic section
has collated and produced a channel tracker to be used to identify adversarial
indicators of a deception (see Table 15-1).









Guidance

1. Using the given channel tracker (see Table 15-1), identify abnormal
congruences or incongruences.

2. List and discuss the merits of any deception hypotheses developed from
the channel tracker.

3. Make a list of prioritized RFIs that could help confirm or deny any
hypotheses developed.



Exercise 2: The YUTA Ghost

Scenario

Since February 2017, the United Nations (UN) has been attempting to
enforce an arms embargo on the country of Sladivista in order to stop the
spiral of violence between the Sladivistian regime and several ethnic factions
that live in the country. It has been difficult to enforce the embargo on land;
the UN has relied primarily on neighboring states to enforce the embargo. In
contrast, the UN has attempted to enforce the embargo at sea. However,
many international criminal networks are ready to exploit every chance to
make some money from weapons smuggling. And though both the rebels and
the government are under the embargo, smuggling weapons by sea favors the
Sladivistian regime and criminal networks with seafaring assets.

Situation

Intelligence reporting from the UN Southern Naval Command UNTF 91,
charged with enforcing the arms embargo along the coast of Sladivista,
suggests there will be an attempt by the international criminal organization
YUTA to deliver a shipment of illegal weapons via mini-submarine on
November 23, 2017. It is October 10, 2017. Your task group, UNTG 34, is
responsible for intercepting the expected delivery. The challenge is that your
resources cannot cover the whole of the coastal region at the same time, so it
has been divided into three maritime patrol zones. However, you can cover
only two of the zones at the same time. UNTG 34 has two medium-sized
submarines available for patrol duty: the UNS Gartner and the UNS Pike.

YUTA has only one known mini-sub, but it is famous for its successful
smuggling exploits; it has earned the appropriate call-sign Ghost.
Furthermore, YUTA has two support ships available for the mini-sub: the
Shark and the Gamlin. Either can be used to launch and recover the Ghost.

The actual coastline is also divided into areas of interest (AoIs) for UNTG 34



N2 (naval intelligence section) lead: They include Coast Zone Alpha with the
main port of Bramaville; Coast Zone Bravo with the main port of Laurdal;
and Coast Zone Charlie with the main port of Kipton. (See Figure 15-2.)

Figure 15-2 YUTA Ghost Situation

Task

As the UNTG J2, your section is responsible for providing an assessment to
the commander as to which two maritime patrol zones she should place her
two submarines on November 23, 2017, in order to interdict the Ghost. Your
analysts have collated intelligence reporting and produced a channel tracker
in order to identify possible deception indicators (see Table 15-2).













Guidance

1. Using the given channel tracker (see Table 15-2), identify abnormal
congruences or incongruences.

2. List and discuss the merits of any deception hypotheses developed from
the channel tracker.

3. Make a list of prioritized RFIs that could help confirm or deny any
hypotheses developed.
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