
Dark Web
The Other Side



Who we are…

Mission
Australian veteran owned & operated business

who specialize in open source intelligence (OSINT)

training & software & services.

Successful delivery of advanced OSINT training &

software globally to government organisations

including national intelligence agencies, tri-service

military, local & federal law enforcement through to

private sector organisations including Fortune 500 &

ASX 200 companies

We are the leading OSINT training & software

provider in Australia & are internationally recognized

as an OSINT leader

Background
Develop enduring open source intelligence 

capability to strategically orientated 

organizations through partnership

Software
World leading 
OSINT platform

Training
Globally 

recognized OSINT 
training provider

Services
Strategic insights & 
thought leadership



Scope

• PART I
• Dark Nets Overview

• Understanding TOR

• Attribution

• Safe Access

• PART II
• Exploring the Dark Web

• Automating Collection with Scraping



Takeaways

Build a deeper 
understanding 

of dark nets

Learn stronger 
attribution 

management 
techniques

Create some 
automation for 
TOR collection



Part I
TOR Network & Attribution



Dark Nets Overview
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Understanding TOR





TOR Network Design



Your Connection

You connect to 
an entry node

Your connection 
is passed to a 

relay-node 
(middle)

Your connection 
is passed to an 

exit node

Content is 
requested



Network Details

• Network activity tracking for users, 
servers & traffic

• Useful to identify major events:
• Macro trends shifts, e.g. sentiment in a 

civilian population (trust in 
Government)

• State actor actions, e.g. cutting off 
anonymous communication channels 
internally, censorship & risk control

• Can we measure per-capita usage of 
the dark web to identify illicit trends 
inside a country or oppression 
avoidance? 

https://metrics.torproject.org/



TOR Activity



TOR Relays & Archive

• Searching relays can be useful for:
• Finding entry guards you might 

prefer (more on that shortly)

• Profiling (with metadata) the 
number of relays per country

• Understand a relay when 
investigating an IP address (contact 
info, nicknames, temporal data)

https://metrics.torproject.org/rs.html



Investigating Relays



TOR Exit Nodes

• https://check.torproject.org/torbulkexitlist

• All active TOR exit nodes

• https://metrics.torproject.org/exonerator.h
tml

• See if an IP was used as a TOR relay in the 
past (historical investigations)
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Attribution



Your Connection

You connect to 
an entry node

Your connection 
is passed to a 

relay-node 
(middle)

Your connection 
is passed to an 

exit node

Content is 
requested

So What?
This server sees 
your originating 

IP

This server sees what 
your 

browsing/requesting



Types of Attribution

Network based attribution
(IPs, systems etc)

Client/user based attribution
(tradecraft, OSINT)



Network Attribution

• Attribution is relative to your requirements

• Sophisticated actors can run their own TOR entry guards & harvest & 
profile who connects through to the TOR network
• Saturate enough TOR entry nodes & you can potentially profile IP ranges 

associated with investigative body (government or other)

• Hiding your connection to the network may be important. Why?
• Obfuscating that your agency is actively looking for Dark Net targets
• Cursory protection of government network infrastructure addresses from bulk 

collection
• Communicating in a censored environment & you’re worried about state 

actors persecuting you



Hypothetical

You connect to 
an entry node

Your connection 
is passed to a 

relay-node 
(middle)

Your connection 
is passed to an 

exit node

Content is 
requested

Threat actor runs this relay & harvests 
your originating IP, reverses it to your 

organisations infrastructure or you

Threat actor runs the exist 
relay and harvests every 

request coming through, SSL 
stripping attacks etc



Client Attribution

• Client attribution can be difficult but is achievable through:
• Poorly configured TOR settings

• HTML5 Canvas fingerprinting

• Javascript embeds

• Accessing personal services with an exit node watching
• Facebook

• Twitter

• Email

• More importantly, attribution can occur through information slippage
• This is where attributable information slips between the surface, deep and 

dark webs e.g., usernames, email addresses, twitter accounts etc



Information Slippage

Dark Web .onion site

Usernames, crypto addresses & PGP keys

Poor user habits lead to
shared information
across Webs

Direct advertisement of
surface web presence

Associated social network
Presence from identified
users



Example

Original Article - Ben Strick:

https://medium.com/@bendob
rown/first-jihadi-

cryptocurrency-crowdsource-
platform-on-dark-web-

263edf8885b7

Nusret cephesi = “nusret front”
yeni hesap = “new account”





Tiered Protection



Standard
Computer

VPN

Cloud Virtual
Machine/RBI

VPN VPN

Standard
Computer with

Local Virtual Machine
Dedicated research laptop 

(Tails or other)

BASIC SAFE DARK WEB CONNECTION OPTIONS

Example: Trace Labs 
free client-side VM



ADVANCED DARK WEB CONNECTION OPTIONS

Set up your 
own TOR entry 

node 
(lesson for 

another time)

Choose a TOR 
entry node 

you are 
comfortable 

with

Hide in the noise 
of other users by 

using a VPN or 
non-associated IP 

before 
connecting to 

TOR

OR OR

 EASIEST ACCESS                                            MOST CONTROL →

Relay you 
control

Configure 
your TOR 

client

Use 
default 
settings 
w/ VPN

Relay you 
trust

Any relay

The same applies for exit nodes, but carries additional risk

Don’t bother 
as this level of 
control isn’t 
required for 

you



Client Configuration



Installation

• Download TOR Browser
• Firefox with TOR access pre-

configured

• Install & configure client 
security

https://www.torproject.org/



Client Configuration

• TOR Installation -> Browser -> 
TorBrowser -> Data -> Tor

• Find the file “torrc”

• Add: ExitNodes {US}
• Change the country code to the 

country of choice based on 
previous analysis OR

• Change to just specify an 
exit/entry node

https://support.torproject.org/tbb/tbb-editing-torrc/





Part II
Scraping & Automation



Exploring the Dark Web



Moving to V3

• You can identify v3 onion addresses by their 56 character length
Tor Project's v2 address:

http://expyuzz4wqqyqhjn.onion/,

Tor Project's v3 address: 
http://2gzyxa5ihm7nsggfxnu52rck2vv4rvmdlkiu3zzui5du4xyclen53wid.onion/

• v2 onion services will not be reachable after September 2021.

Bookmarks are your friend, if you are on the Dark Web regularly. Otherwise, create your own list of .onion links & 
mirrors for efficiency. 



Surface Web
• Real-time mirror checks 

• https://onion.live/

• The Hidden Wiki is a Darknet URL 
directory
• https://thehiddenwiki.org
• https://thehiddenwiki.com/

Dark Web
• Onion Links (Hidden Wiki, Onion Links, Yet 

Another Hidden Wiki)
• http://s4k4ceiapwwgcm3mkb6e4diqecpo7kv

dnfr5gg7sph7jjppqkvwwqtyd.onion/
• http://paavlaytlfsqyvkg3yqj7hflfg5jw2jdg2fgk

za5ruf6lplwseeqtvyd.onion/

http://jgwe5cjqdbyvudjqskaajbfibfewew4pndx52dye7ug3mt3jimmktkid.onion/

TOR Services Lists

How can I keep an 
eye on changes to 

these lists?



Free TOR Search Engines

How can I 
aggregate all of 

the search results 
daily?



Monitoring & Scraping



Scraping Approaches

Scrape search 
engine results

Scrape a 
specific site

Aggregated & 
broad monitoring

Targeted monitoring

GUI Scraping Tools SaaS Platforms Build our own





A word on Clear Net to TOR Proxy
(Tor2Web)

User accesses 
.onion sites 
without TOR

Add the following 
to the .onion URL:

• .ly
e.g.: 
asasddfas.onion.ly

ClearNet to TOR 
Bridge Service 

Provider

ClearNet

TOR

IMPORTANT
• Use only in a clean environment (Virtual Machine)
• Use only with clean browser (clear cookies & cache)



Easy Scraping

1. Get a list of the query URLs for the 
search engines of choice
1. Add .ly to URLs if it’s an onion site & 

no TOR infrastructure is set up

2. PraseHub (GUI) –
www.parsehub.com
1. Install in a clean environment

2. Create your tasks

3. Schedule scraping

https://help.parsehub.com/hc/en-us/articles/218187697-Enter-a-list-of-URLs-to-crawl





Advanced Scraping

1. Build your own scraping tools

• https://www.osintcombine.com/thoughtleadership (SANS 2021 talk)

• https://realpython.com/beautiful-soup-web-scraper-python/

• https://oxylabs.io/blog/python-web-scraping

2. Use a command-line tool, e.g. scrapy (www.scrapy.org) 

IMPORTANT
• Only scraping & extracting text initially
• Use clean and isolated systems
• Consider your network attribution



Wrap up



• Networks (attribution, events, informed access)

• Services & searching

• Scraping & monitoring

What we covered….



Summary

• The Dark Web is a hive of illegal activity. Consider your 
access approach & misattribution requirements

•Automation can be fairly simple, just plan your 
requirements & find the most suitable approach

T.me/Library_Sec 



www.nexusxplore.com

www.osintcombine.com

@OSINTCOMBINE

Chris Poulter
https://www.linkedin.com/in/chris-poulter/

chris@osintcombine.com academy.osintcombine.com

Dark Web focused class coming up….
https://www.osintcombine.com/darkweb

Tuesday, 10th May 2022
9:00am - 5:00pm

Australian Eastern Daylight Time (AEDT)


