CYBER LAW

Section Under IT

Act 2000 Offence Penalty

Section 43 Damage to computer, | Compensation not exceeding ome core
computer system, etc. rupees to the person so affected

Section 43A Body corporate failure to | Compensation not exceeding five core
protect data rupees to the person so affected

Section 65 'I'am[;n}rmg with computer Imprisonment up to three years, or with fine
source documents which may extend up to two lakh rupees, or

with both

Section 66 Hacking  with  computer | Imprisonment for a term which may extend
systemns, Data altemation ete. | tothree years or with fine which may extend

to five lakh rupees or with both

Section 66A Sending offensive messages | Imprisonment for a term which may extend
through communication | to three years and with fine
SErvice etc.

Section 668 Retains any stolen computer | Imprisonment for a term which may extend
resource o communication | tothree years or with fine which may extend
device to rupees one lakh or with both

Section 6 C Fraudulent use of electronic | Imprisonment for a term which may extend
signature to three years and shall also be liable to fine

which may extend to rupees one lakh

Section 66D Cheats by personating by | Imprisonment for a term which may extend
using computer resource to three years and shall also be liable to fine

which may extend to one lakh rupees

Section 66E Publishing obscene images Imprisonment which may extend to three

years or with fine not exceeding two lakh
rupees, or with both

Section 66F Cyber terrorism Imprisonment  which may extend to

imprisonment for life

Section 67 Publishes or transmits | Imprisonment for a term which may extend
unwanted material to three years and with fine which may

extend to five lakh rupees & in the event of a
second or subsequent conviction with
imprisonment of either description for a
term which may extend to five years and
also with fine which may extend to ten lakh
rupees

Section 67 A Publishes or transmits sexually | Imprisonment for a term which may extend

ex plicit material

to five years and with fine which may
extend to tenlakh rupees and in the event of
second or subsequent conviction with
imprisonment of either description for a




term which may extend to seven years and

also with fimne which may extend to ten lakh
rupees

Section 678 Abusing children online Imprisonment for a term which may extend
to five years and with a fine which may
extend to tenlakh rupees and in the event of
second or subsequent conviction with
imprisonment of either description for a
term which may extend to seven years and
also with fine which may extend to ten lakh
rupees.

Section 67C Preservation of information by | Imprisonment for a term which may extend

intermediary to three years and shall also be liable to fine

Section 70 Un authorized access to | Imprisonment for a term which may extend

protected sysbem to ten years and shall alse be liable to fine

Section 71 Misrepresentation to the | Imprisonment for a term which may extend

controller or the certifying | totwo years, or withfine which may extend
authority for obtaining license | to one lakh rupees, or with both
or  electronic  signature
certificate
Section 72 Breach of Confidentiality and | Imprisonment for a term which may extend
privacy to two years, or with fine which may extend
to one lakh rupees, or with both
Section 72A Disclosure of information in | Imprisonment for a term which may extend
breach of contract to three years, or with a fine which may
extend to five lakh rupees, or with both

Section 73 & 74 | Publishing false  digital | Imprisonment for a term which may extend

signature certificates to two years, or with fine which may extend
to one lakh rupees, or with both

Section 383 IPC | Web-Jacking

Section 420 IPC | Bogus websites, Cvber frauds | Shall be punished with imprisonment of
either description for a term which may
extend to seven years, and shall also be
liable to fine.

Section 463 IPC | E-mail spoofing

Section 499 IPC | Sending defamatory messages

by email
Section 503 IPC | Sending threatening messages | Shall  be  punished  with  simple

by ermail

imprisonment for a term which may extend
to one year, or with fine, or with both.




