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Book Overview

The growth of the Internet continues to have a tremendous influence on business. Companies
and organizations of all types and sizes are rethinking their strategies and how they run their
operations. This book gives an opportunity to Information System (IS) program students to
explore the realities and implications of e-commerce from a technical and marketer's
perspective. This book introduces students to a wide range of technical aspects related to e-
commerce and electronic commerce issues for marketers, as a foundation for continual
learning in the dynamic e-commerce environment.

Learning Objectives

e Togain an understanding of the theories and concepts underlying e-commerce.

o To apply e-commerce theory and concepts to what e-marketers are doing in "the real
world".

e Toimprove familiarity with current challenges and issues in e-commerce.

NOTE- E-Commerce is extremely dynamic. This book contents are subject to change with
time. Students are expected to check the websites related to e-commerce latest devel opment.

Comments, corrections, and other feedback most welcome at: gadirforu@gmail.com

(Abdul Kadir Khan)
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Chapter |

Introduction To E-commerce

Learning Objectives:

M Define e-commerce and describe how it differs from e-
business

M |dentify the unique features of e-commerce technology and
discuss their business significance

M Describe the major types of e-commerce

M History of e-commerce

M Limitations of e-commerce

B How e-commerce works

B How to establish e-commerce
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Internet has become an important medium for doing global business based on the state of the art technology.
Electronic commerce has two major aspects: economical and technological. The stress of this course will show
you how to get started in the complex and exciting world of Electronic Commerce. New standards and new
facilities are constantly emerging and their proper understanding is essential for the success of an operation,
and especially for those who are assigned a duty to select, establish, and maintain the necessary infrastructure.

. What is E-commerce?

E-commerce is an emerging concept that describes the process of buying and selling or exchanging of products,

services, and information via computer networks including the internet.
Definition of E-Commerce from Different Perspective
1. Communications Perspective

E-commerce is the delivery of information, products/services, or payments over the telephone lines,

computer networks or any other electronic means.
2. Business Process Perspective

E-commerce is the application of technology toward the automation of business transactions and work

flow.
3. Service Perspective

E-commerce is a tool that addresses the desire of firms, consumers, and management to cut service costs

while improving the quality of goods and increasing the speed of service delivery.
4. Online Perspective
E-commerce provides the capability of buying and selling products and information on the internet and other

online services.

. E-commerce And E-business

There is a debate among consultants and academics about the meaning of and limitations of both e-
commerce and e-business. Some argues that e-commerce encompasses the entire world of electronically
based organizational activities that support a firm’s market exchanges-including a firm’s entire

information system’s infrastructure(By Rayport and Jaworksi).Other argues, on the other hand, that e-
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business encompasses the entire world of internal and external electronically based activities, including e-

commerce (Kalakota and Robinson)

But in simple terms-

E-commerce primarily involves transactions that cross firm boundaries.

E-business primarily concerns the application of digital technologies to business processes within the firm.

It means-there is no commercial transaction (i.e. exchange of value) in E-business but E-commerce

involves commercial transaction.(see figure 1)

—— \

TECHNOLOGY
INFRASTRUCTURS

CUSTOMERS

Figure 1.1-Difference between E-commerce and E-business

. Unigue Features of E-commerce Technology

Given below are the some unique features of E-commerce technology that is why it is in more demand

compare to Traditional commerce:-

Ubiquity:- In traditional commerce, a marketplace is a physical place you visit in order to transact. For
example, television and radio are typically directed to motivating the consumer to go someplace to make
a purchase. E-commerce is ubiquitous, meaning that it is available just about everywhere, at all times.
The result is called a market place-a marketplace extended beyond traditional boundaries and removed
from a temporal and geographic location. From consumer point of view, ubiquity reduces transaction

costs-the costs of participating in a market. Customer convenience is enhanced.

Global Reach:- The potential market size for e-commerce merchants is roughly equal to the size of the
world’s online population. In contrast, most traditional commerce is local or regional-it involves local

merchants or national merchants with local outlets.

Universal Standards:- One strikingly unusual feature of e-commerce technologies is that the technical
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standard of the internet, and therefore the technical standards for conducting e-commerce , are universal
standards-they are shared by all nations around the world. In contrast, most traditional commerce

technologies differ from one nation to the next.

Richness:- Information richness refers to the complexity and content of a message. Traditional markets have
great richness. They are able to provide personal and face to face service. The richness of traditional
markets make them a powerful selling or commercial environment. But larger the audience reached, the

less rich the message. That is why E-commerce came to existence.

Information Density:- Information density —the total amount and quality of information available to all

market participants, consumers, and merchants alike.

Personalization/Customization:- E-commerce technologies permit personalization. Merchants can target
their marketing messages to specific individuals by adjusting the message to a person’s name, interests,
and past purchases. The technology also permits customization-changing the delivered product or service
based on a user’s preferences.

. Type of E-commerce

BusinessA

| Hﬂ\x\“‘“ﬁmﬁ\x\ Goverment
Consumer l.“ll

LLICEL
Business B
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There are a number of different types of E-Commerce:-
B2B - Business to Business
B2C - Business to Consumer
C2C - Consumer to Consumer
P2P — Peer to Peer
Mobile commerce
B2B - Business to Business

The two businesses pass information electronically to each other. It is the largest form of e-commerce.

Typically in the B2B environment, E-Commerce can be used in the following processes:
Procurement;
order fulfillment;
Managing trading-partner relationships.

Example:-eSteel.com is a steel industry exchange that creates an electronic market for steel producers

and users.
B2C - Business to Consumer

The most commonly discussed type of e-commerce is Business to Consumer e-commerce, in which
online businesses attempt to reach individual consumers. Even though it is comparatively smaller

than B2B,it has grown exponentially since 1995.

Example:- Amazon.com is a general merchandiser that sells consumer products to retail consumers.

C2C - Consumer to Consumer

These sites are usually some form of an auction site. The consumer lists items for sale with a commercial
auction site. Other consumers access the site and place bids on the items. The site then provides a
connection between the seller and buyer to complete the transaction. The site provider usually charges a

transaction cost.

Example:- eBay.com creates a marketplace where consumers can auction or sell goods directly to other

consumers.
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P2P-Peer to Peer

Peer to peer technology enables internet users to share files and computer resources directly without

having to go through a central web server.

Example:-Gnutella is a software application that permits consumers to share music with one another

directly, without the intervention of a market maker as C2C e-commerce.

M-commerce

Mobile commerce, or m-commerce, refers to the use of wireless digital devices to enable

transactions on the web.

Example:- PDAs(personal digital assistants) or cell phones can be used to conduct commercial

transactions.

NOTE-B2G-business to government e-commerce can be considered yet another type of e-commerce.
But we subsume B2G e-commerce within B2B e-commerce, viewing the government as simply a

form of business when it acts as a procurer of goods and/or services.

. History of E-commerce

It is very difficult to pinpoint when e-commerce began. There were many precursors to e-commerce. In
the late 1970s, a pharmaceutical firm named Baxter Healthcare initiated a primitive for of B2B e-
commerce by using a telephone based modem that permitted hospitals to reorder supplies from

Baxter.

The 1980s saw the development of EDI(electronic data interchange) standards that permitted firms to
exchange commercial documents and conduct digital commercial transactions across private

networks.

In the B2C arena, the first truly large scale digitally enabled transaction system was deployed in France
in 1981. The French Minitel was a video text system that combined a telephone with an 8-inch
screen. By the mid 1980s, more than 3 million minitels were deployed, and today there are about 15

million in use throughout France. Over 25000 different services can be found on minitel, including
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ticket agencies, travel services, retail products, and online banking. No credit cards are needed

because purchases are charged to the monthly telephone bill.

However, none of these precursor systems had the functionality of the internet. Thus we will say it
began in 1995, following the appearance of the first banner advertisements placed by ATT, Volvo,
Sprint, and others on Hotwired.com in late October 1994, and the first sales of banner ad space by
Netscape and Infoseek in early 1995. Since then, e-commerce has been the fastest growing form of

commerce in the world.

. Limitation of E-commerce

There are several limitations on e-commerce that have the potential to cap its growth rate and ultimate

size. Some of these limitations are as follows:-

Expensive Technology:- Using the internet requires a $500 PC (minimal) and a $10/month connect

charge.

Complex Software Interface:- Using the web requires installation of a complex operating system and

application suite that is far more difficult to operate than a television or telephone.

Sophisticated Skill Set:- The skills required to make effective use of the internet and e-commerce

capabilities are far more sophisticated than, say, for television or newspapers.

Cultural Attraction and Social Event:- For many, shopping is a cultural and social event where
people meet directly with merchants and other consumers. This experience cannot yet be duplicated
in digital form.

Limited Access of Technology:- Most of the world’s population does not have telephone service, PCs,

or cell phones.
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. How e-Commerce Works

Merchant

“YWeh
Site

\

_Internet

Online Transaction
Server :

 Private
| Gataway

@ssing MNetwork

Acquiring Issuing
Marchant Bank Consumer Bank

The consumer first moves through the internet to the merchant’s web site. At the web site, the
consumer is briefly given an introduction to the product or services the merchant offers. It is at this
point that the consumer makes the decision to visit the web store by clicking on a link or button
located on the web page (e.g., Buy Now, Shop Online, or an image of a shopping cart button are
common entry points into a web store). After choosing to visit the web store, the consumer is
typically connected to an online transaction server located somewhere else on the internet which
runs software commonly referred to as a shopping cart application. The shopping cart application
has been setup by the merchant to display all products and services offered, as well as calculate

pricing, taxes, shipping charges, etc.

From there, the consumer decides that he wants to purchase something, so he enters all pertinent credit
card information and a sales order is produced. Depending on the ecommerce implementation, the sales
order can now take two totally different paths for confirming to the consumer that the order is officially

placed.
Scenario 1

The consumer’s credit card information goes directly through a private gateway to a processing network,
where the issuing and acquiring banks complete or deny the transaction. This generally takes place in no
more than 5-7 seconds and the consumer is then informed that the order was received, the credit card

was authorized, and that the product will ultimately be shipped.
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Scenario 2

The consumer’s entire order and credit card information is electronically submitted back to the merchant’s
server (usually via email, FTP, or SSL connection) where the order can be reviewed first and then
approved for credit card authorization through a processing network. The consumer then receives an
email shortly afterwards, confirming the order being received, the credit card being authorized, and

status on when the product will exactly be shipped.

In both scenarios, the process is transparent to the consumer and appears virtually the same. However,
the first scenario is a more simplistic method of setting up a shopping cart application and does not take
into consideration any back office issues that may delay shipment (i.e., items out of stock, back orders,
orders submitted after office hours or during holidays, etc.). This second scenario keeps the consumer

accurately informed throughout the entire ordering process.

. How to Establish E-commerce

There are several basic steps you will need to accomplish before becoming Commerce Enabled.
Getting a Merchant Bank Account
Web Hosting
Web Design Considerations
Registering a Domain Name
Obtaining a Digital Certificate
Let us review each step in more detail below:
Getting a Merchant Bank Account

In order to be able to accept credit cards, you must apply for an account with a credit card merchant
account provider. This can be relatively easy or somewhat difficult, depending on which country you live
in, and the type of business you are running. In the past, many businesses would sign up for credit card
processing through their own commercial banking institutions. However, the internet has now made it
simple to shop around for the best credit card discount rates from an endless amount of merchant
account providers worldwide. A simple web search on *“credit card processor” should be enough to get
you started. Depending on how you process credit cards (especially if you plan on using Scenario 1 from
the introduction), you may need to find a merchant account provider that specializes in internet payment

transactions.
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When choosing a merchant account provider, the following should also be noted:

. Your merchant account provider must allow you to handle non-swiped credit card transactions. This
refers to transactions where the customer is not present and only the credit card number and expiration

date are being used for approving the charges.

. When choosing a merchant account provider, you should do a little research on the company’s
reputation, years in business, and company size. Constantly changing to a new merchant account

provider when your old one goes out-of-business can be costly and time consuming.
. Avoid merchant account providers that ask for a non-refundable fee before you get approved.

. Avoid merchant account providers that require 1 or 2 year contract terms. Since there are so many
merchant account providers available, it doesn’t make sense to lock your company into a commitment

for any period of time.

. Expect merchant account providers to have some form of a sign up fee after being approved only. These
fees can come in the form of an application fee, processing fee, software fee, etc. Typically expect to pay

around $100 to $500 for getting an account setup to accept credit cards and sometimes electronic checks.

. You should be able to find a merchant account provider that can offer you discount credit cards rates

ranging from 1.75% to 2.75% and no more than .25 cent per transaction.
. You will need a dedicated phone line or data line for processing credit cards and electronic checks.
Web Hosting

Web hosting is a very important step in this process, as this is how you gain a presence on the internet in
the first place. There are actually two scenarios that can be used for web hosting. Scenariol involves
setting up and maintaining your own web server, while Scenario 2 involves farming out all web hosting
administration to an ISP. (Scenario 1 will not be discussed further in this article as it pertains to larger
organizations which are not concerned with the high expense of running their own web server, hiring
permanent IT staff, dealing with security, etc.)An Internet Service Provider (ISP) is a company that
provides you with internet access and limited hard drive space on their web servers for hosting your web

site. You will need to setup an account for internet access with the ISP of your choice.

The following should be noted when searching for an Internet Service Provider:

. Always try to find an ISP that can provide a local telephone number for you to connect to the internet.
. Choose an ISP that is known for having few interruptions of service.

. Choose an ISP that is known for good technical support and has knowledgeable people familiar with
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ecommerce sites.
. As with any company you do business with, make sure the ISP is reputable.

Now, here is the part that gets a bit tricky to understand. The online transaction providers that offer the
actual web store itself can sometimes be hosted by your same ISP or may require a completely different
provider, referred to as a Commerce Service Provider (CSP). Many small businesses tend to choose CSP’s
for creating a web store because it gives them the flexibility of choosing a provider that offers
competitive pricing and the best shopping cart application for their needs. Online transaction providers
will usually provide one shopping cart solution they feel is better than the many others that exist and

differ by price, appearance, layout, functionality, and ease of use.
The following should be noted when dealing with shopping cart applications:

. Online transaction providers will either sell or rent you the use of an online shopping cart application for
your business. Be forewarned that purchasing an online shopping cart application is very expensive.
Most businesses will rent these online web store programs rather than committing to such a steep

investment.

. Rental pricing for the use of shopping cart programs vary depending on number of transactions
generated a month, number of products listed on the shopping cart application, and the sophistication
of the shopping cart application itself.

Web Design Considerations

With little knowledge of HTML and a lot of patience, you can probably create your own corporate web
site with the help of products like Microsoft FrontPage™ or Dream\Weaver™. However, when adding a
web store to your web site, you may want to seek the help of professional web designers to make the
look and feel of your web store consistent with the rest of your corporate web site. Most shopping cart
applications, like SoftCart by Mercantec, allow its templates to be modified just for this purpose. In many

cases, the same ISP or CSP you choose can provide web design and consultation.
Registering a Domain Name

If your business already has a corporate web site implemented, then you probably already have a domain
name and don’t need to read this section.Domain names are the names for computers on the Internet
that correspond to IP (Internet protocol) numbers to route information to addresses on the Internet
network. Domain names serve as a convenient way of locating information and people on the Internet.
In layman terms, will it be important to you, for customers to find your web site by typing

#123.123.456.456” or by typing something simple to remember like “www.mybiz.com?” Registering a
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domain name is one of the most important decisions you can make for your online identity. Your
domain name says who you are to your clients, your peers - the whole world.The basics for registering a
domain name are:1. Contact a domain name registrar on the internet to register for a domain name.
There are many to choose from, just do a web search on “domain name registrar” to get you started. 2.
Select a unique domain name you would like others to use for finding your web site. One place to go for

checking availability of a domain name is www.whois.net3. Expect a registration fee of $10 - $100

annually for the central registrar to keep your domain name active on the internet.
Obtaining a Digital Certificate

A digital certificate, also known as a SSL Server Certificate, enables SSL (Secure Socket Layer encryption)
on the web server. SSL protects communications so you can take credit card orders securely and ensure that
hackers cannot eavesdrop on you. Any ecommerce company that provides you with an online web store
will require you to have SSL before you can use their services. Thankfully, for most people obtaining a
digital certificate is not a problem. For a minimal fee, one can usually use the certificate owned by the web
hosting company where your page resides. If you are a larger company, however, you may want to get

your own digital certificate. A certificate costs about $125.00.

Conclusion

Commerce can be a very rewarding venture, but it should not be undertaken lightly. There is a lot of

information to absorb. Here are some additional tips on creating a successful Online Store:
If you know nothing about web design, it is probably a good idea to hire a designer.
Marketing your site is very important on the web. Here are some useful tips:
Submit your site to as many search engines as possible.
Try finding web sites with similar themes and make deals to create reciprocal links.
Put your URL in the signature file of your email and the header of all business correspondence.
Word of mouth is very powerful on the Net; tell all of your friends about your page.

Now that you know the basics, you should be able to make some informed decisions about how to
proceed. Remember that you can ask for further advice from the e-commerce company that you decide
to employ.
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Chapter Il

E-commerce Business Models

Learning Objectives:

M [dentify the key components of e-commerce business
models

B Describe the major B2C business models

M Describe the major B2B business models

B Describe the major C2C business models

M Describe the major P2P business models

B Describe the major M-commerce business models

B Major e-commerce applications
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Business Moddl:- It is a set of planned activities(sometimes referred to as business
process)designed to result in a profit in a marketplace. The business model is at the center of
the business plan. A business plan is a document that describes a firm’s business model. An
e-commer ce business model aims to use and leverage the unique qualities of the Internet and
the World Wide Web.

. Eight Key Components(Ingredients) of A Business M odel

If you hope to develop a successful business model in any arena, not just e-commerce, you
must make sure that the model effectively addresses the eight elements described below:-

Value Proposition:- It defines how a company’s product or service fulfils the need of

customers. To develop avalue proposition, you need to answer the following key questions:

e  Why will customer choose to do business with your firm instead of another company?

e What will your firm provides that other firms do not and cannot?
From the customer point of view, successful e-commerce value propositions include:

e Personalization/customization of product offerings.
e Reduction of product search costs.
e Reduction of price discovery costs.

e Facilitation of transactions by managing product delivery.

Example: FreshDirect primarily is offering customers the freshest perishable food in New
York, direct from growers and manufacturers, at the lowest prices, delivered to their homes
in night. Although local supermarkets can offer fresh food also, customers need to spend an
hour or two shopping at those stores every week. Convenience and time saving are very
important elementsin Fresh Direct’s value proposition to customer.

TABLE 2.1 KEY INGREDIENTS OF A BUSINESS MODEL

COMPOMNENTS KEY QUESTIONS

Value proposition Why should the customer buy from you?

Revenue model How will you earn money?

Market opportunity VWhat marketspace do you intend to serve, and what is its size?

Competitive environment Who else occupies your intended marketspace?

Competitive advantage VWhat special advantages does your firm bring to the
marketspace?

Market strategy How do you plan to promote your products or services to attract
your target audience?

Organizational development Vwhat types of organizational structures within the firm are
necessary to carry out the business plan?

Management team What kinds of experiences and background are important for the
company’s leaders to have?
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Yahoo Uses a Subscription Business Model for Yahoo Platinum
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Example:-Yahoo has broadened its business model to include a monthly
subscription to yahoo platinum, which give viewers access to CNN, ABC
News, and other video feeds.
e Transaction Fee Revenue Model:- In this model, a company receives a fee for
enabling or executing atransaction.
Example:- eBay.com created an online auction marketplace and receives a
small transaction fee from a seller if the seller is successful in selling the item.
e Sales Revenue Model:- In this model, companies derive revenue by selling goods,
information, or services to customers.
Example:- Companies such as Amazon.com,LLBean.com, and Gap.com, all
have sales revenue models.
o Affiliate Revenue Model:- In this model, sites that steer business to an “affiliate”

receives areferral fee or percentage of the revenue from any resulting sales.

Example:- Mypoints.com makes money by connecting companies with

potential customers by offering specia deals to its members.
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Amazon Uses a Sales Revenue Model

3 Amazon.com--Earth's Biggest Selection - Netscape

File Edit View Go Communicator Help

&&3’&&@«5@3‘1

Forpad Reload  Home Search Netscape  Print Security Step

'| “ Bookmarks & Lu\:atl:n.lhllp /fwww.amazon. com/exec/obidos/subst/home/home. html/002-5083951-327 7640 :] ﬁ'th'sHehted
== O -
Amazon Exclusivel! amazoncom. &7 VIEW CART | WISHUST | | YOURACCOUNT) | HELP ‘g 2
Order a Segway now!| /| '.3J
ey st dmsan ‘\‘ : WELCOME ACCESSORIES | ELECTROWICS su':s'\cﬁnﬁnous nanoviane | O SH6rEe Ken's Gold Box

» INTERNATIONAL | » TOP SELLERS | » ) TARGET || » TODAY'S DEALS | » SELL YOUR STUFF

Buying for your business, organization, or school? You need a corporate account,

Hello, Ken Laudon. We have recommendations for you. (If you're not Ken Laudon, dick here.)

There's Still Time
Choose
- Mother's Day
#\" Guaranteed
Shipping to
get it there by May 11.

All Products ¥

Get the Amazon.com Yisa® Card!

Ken, check out what's
G . :
it o Save 40% on Harry Potter and the Chamber of Secrets, now available on DVD. et
(If you're not Ken Laudon,
BROWSE dlick _here.)
Your Message Center
Featured Stores 5
« Apparel & @ You have 3 new
Accessories ness3ges.
+ Office Products Answer the following question correctly and we'll put a nickel in { Your S8hopping Cart
your Amazon account i “zy You have 3 items in
=
Books, Music, DVD True or False: Amazon.com Magazine Subscriptions offers over 20 times the number of our Shopping Cart.
e BiEkE magazines found at the newsstand. Hiot: The typical d has fewer than 2,500 magazines. Your New Releases
« OYD € False By Author
+ Magazine C Trie E =l
== [Document; Dane

S L &9 Ea

/.18y A8  FIVE PRIMARY REVENUE MODELS

REVENUE MODEL EXAMPLES REVENUE SOURCE

Advertising Yahoo.com Fees from advertisers in exchange for
advertisements

Subscription WSJ.com, Fees from subscribers in exchange for
Consumerreports.org access to content or services
Sportsline.com

Transaction Fee eBay.com, Fees (commissions) for enabling or
E-Trade.com executing a transaction

Sales Amazon.com, LLBean.com,  Sales of goods, information, or services
Gap.com,
Sears.com, JCPenny.com

Affiliate MyPoints.com Fees for business referrals

16
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Market Opportunity:- It refers to the company’ s intended marketspace(i.e. an area of actual
or potential commercia value) and the overall potential financial opportunities available to
the firm in that marketspace. The market opportunity is usually divided into smaller market
niches. The realistic market opportunity is defined by the revenue potential in each of the

market niches where you hope to compete.

Example:-Let’ s assume you are analyzing a softwar e training company that creates software-
learning systems for sale to corporations over the internet. The overall size of the software
training market for all the market segments is approximately $70 billion. The overall market

can be broken down, however, into two major market segments:

*|nstructor led training products, which comprise about 70% of the market ($49 billion in

revenue).
*Computer based training, which accounts for 30% ($21 billion).

Within each of those major market segments, there are further market niches, such as the
fortune 500 computer based training market, and the small business computer based training
market. Large brand name training firms dominate this niche. The start up firms’' real market
opportunity is to sall the thousands of small business firms who spend about $6 billion on
computer based softwar e training and who desperately need a cost effective training solution.
Thisisthe size of the firm' s realistic market opportunity.(FIGURE 2.1).

Small Business Small Business

$19 Billion $6 Billion

Instructor-Led Computer-Based

Training Training
$49 Billion $21 Billion
Fortune 500
Fortune 500 $15 Billion
$30 Billion

Figure 2.1- marketspace and market opportunity in softwar e training market.

Competitive Environment:- A firm’'s competitive environment refers to the other companies
selling similar products and operating in the same marketspace. It is influenced by several

factors:

e How many competitors are active?
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How large their operations are?
What the market share of each competitor is?
How profitable these firms are?

How they price their products?

Firmstypically have two type of competitors:-

Direct Competitors:- direct competitors are those companies that sale products and
servicesthat are very similar and into the same market segments.

Example: - Batti Travels and Global Travels(both are in addis ababa), both of
whom sell discount airline tickets online, are direct competitors because both
companies sell identical products-cheap tickets.

Indirect Competitors.- Indirect competitors are those companies that may be in
different industries but still compete indirectly because their products can substitute
for one another.

Example:- Automobiles manufacturers and airline companies operate in
different industries, but they still compete indirectly because they offer

consumers alternative means of transportation.

Competitive Advantage:- Firms achieve a competitive advantage when they can produce a

superior product and/or bring the product to market at a lower price than most, of their

competitors.

Different terms rel ated to competitive advantage:

Asymmetry:- an asymmetry exists whenever one participant in a market has more
resources —financial backing, knowledge, information, and/or power-than other
participants.

First Mover Advantage:- It is a competitive market advantage for a firm that results
from being the first into a marketplace with a serviceable product or service.
Complimentary Resources:.- Most of the first movers lack the complimentary
resources(resources and assets not directly involved in the production of the product
but required for success such as marketing , management, financial assets, and
reputation.

Unfair Competitive Advantage: - It occurs when one firm devel ops an advantage based
on a factor that other firms cant purchase. For instance, a brand name cannot be

purchased and isin that sense an unfair advantage.
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e Leverage:- Companies are said to be leverage their competitive assets when they use
their competitive advantages to achieve more advantage in surrounding markets. For
instance, Amazon.com’s move into the online auction arena leveraged the company’s
huge customer database, offering customers one more way to buy from Amazon and
giving them new access to just about any item someone else had to sell.

Market Strategy:- It isthe plan you put together that details exactly how you intend to enter

anew market and attract new customers.

Organizational Development:- Companies that hope to grow and thrive, need to have aplan
for organizational development that describes how the company will organize the work that
needs to be accomplished. Typically work is divided into functiona departments, such as

production, shipping, marketing, customer support and finance.

Management Team:- It is the most important component of a business model. Management
team is responsible for making the model work. A strong management team may not be able
to salvage a weak business model, but they should be able to change the model and redefine

the business as it becomes necessary.

. Major E-commer ce Business Models

Categorizing E-commer ce Business Models. Some Difficulties:

B No one correct way: There are many e-commerce business models, and more are

being invented every day. The number of such models is limited only by the human
imagination, and our list of different business modelsis certainly not exhaustive. So it

isimportant to realize that there is no correct way to categorize these business models.

B \We categorize business models according to e-commerce sector (B2C, B2B, and

C2C): Fundamentally similar business models may appear in more than one sector.
For example, the business models of online retailers (e-tailers) and e-distributors are
quite similar. However they are distinguished by the market focus of the sector in
which they are used. In case of e-tailersin the B2C sector, the business model focuses
on the sales to the individual customer, while in the case of the e-distributor, the

business modedl focuses on sales to another business.

B Type of e-commerce technology used can also affect classification of a business

model: For example, m-commerce refers to e-commerce conducted over wireless

networks. The e-tail business model, for instance, can also be used in m-commerce



Abdul Kadir Khan E-commerce 20

and while the basic business model may remain fundamentally the same as that used
in the B2C sector.

B Some companies use multiple business models. For instance, eBay.com can be

considered as a B2C market maker. At the same time, eBay can also be considered as

having a C2C business model.

- Major B2C(businessto consumer) Business M odels

B Portal:- Portals such as yahoo.com,MSN.com, and AOL.com offer users powerful
web search tools as well as an integrated package of content and services, such as
news, email, instant messaging, calendars, shopping, music downloads, video
streaming, and more, al in one place. They typically utilizes a combines

subscription/advertising revenues/transaction fee model.
There are two type of portal business models:-

e Horizontal portals (Generalized)- Yahoo, AOL, MSN, and others like them are

considered to be horizontal portals because they define their marketspace to include

al users of the internet.

Vertical portals(Vortals)- They attempt to provide similar services as horizontal portals,

but are focused around a particular subject matter or market segment. For example,
sailnet.com specializes in the consumer sailboat market. Although, total number of vortal
users may be much lower than the number of portal users, if the market segment is

attractive enough, advertisers are willing to pay a premium in order to reach a targeted

audience.

B E-tailer:- Itisan Online version of traditional retailer.

Typesinclude:

Virtual merchants:-online version of retail store, where customers can shop at any hour of

the day or night without leaving their home or office.
Example- Amazon.com

Clicks and bricks:- online distribution channel for a company that also has physical stores.

Example- Wal-Mart.com, Sears.com

Catalog merchants:- Online version of direct mail catalog.
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Example- LandsEnd.com, LLBean.com

Manufacturer-direct:- Manufacturer selling directly over the Web.

Example- Dell.com, Compag.com

The e-tail revenue model is product-based, with customers paying for the purchase of a

particular item.

This sector is extremely competitive, however. Since barriers to entry (the total cost of
entering a new marketspace) into the web e-tail market are low, tens of thousands of small e-
tail shops have sprung up on the web.

Keeping expenses low, selection broad, and inventory controlled are keys to success in e

tailing, with inventory being the most difficult to gauge.

B Content Provider:- Although there are many different ways the internet can be
useful, information content, which can be defined broadly to include all forms of
intellectual property, is one of the largest type of internet usage.

*Intellectual property refers to all forms of human expression that can be put into a
tangible medium such as text, CD, or the web.

*Content providers distribute information content, such as digital news, music,
photos, videos, and artwork over the web.

*Retrieving and paying for content is the second largest revenue source for B2C e
commerce.

*More internet users go on the web to retrieve information than to purchase products
(80% versus 53%).

*Content providers make money by charging a subscription fees, advertising fees,
affiliate referral fees.

The key to becoming a successful content provider is owning the content. Traditional
owners of copyrighted content-publishers of books and newspapers, broadcasters of
radio and television content, music publishers, and movie studios-have powerful
advantages over newcomers to the web. Some content providers, however, do not
own content, but syndicate (aggregate) and then distribute content produced by others.
*Syndication isamajor variation of the standard content provider model.

*Any e-commerce startup that intends to make money by providing content is likely
to face difficulties unless it has a unique information source that others cannot access.
Examples:- sportsline.com, cnn.com, rhapsody.com, espn.com.
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B Transaction Broker:- Sites that process online transactions for consumers are

transaction brokers.
*Primary value proposition — saving of time and money
*Typica revenue model — transaction fee
*Industries using this mode!:

Financia services (example:-e-trade.com)

Travel services (example:-travelocity.com)

Job placement services (example:-monster.com)

Transaction broker makes money each time a transaction occurs. Each stock trade, for
example, nets the company a fee, based either on a flat rate or a siding scale related to the
size of the transaction. Attracting new customers and encouraging them to trade frequently
are the keys to generating more revenues for these companies. Job sites generate listing fees

from employers up front, rather than charging afee when a position isfilled.

B Market Creator:- Market creator uses Internet technology to create markets that
bring buyers and sellers together.

Examples: Priceline.com, eBay.com
Market creator typically uses atransaction fee revenue model.

The market opportunity for market creatorsis potentialy vast, but only if the firm has the
financial resources and marketing plan to attract sufficient sellers and buyers to the

marketplace.

In addition to marketing and branding, a company’s management team and organization
can make a difference in creating new markets, especialy if some managers have had
experience in similar businesses. Speed is often the key in such situations. The ability to
become operational quickly can make the difference between success and failure.

B Service Provider:- *They Offers services online.

*Vaue proposition — vauable, convenient, time-saving, low-cost alternatives to

traditional service providers

* Revenue model s — subscription fees or one-time payment
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For example, many service providers offer computer services, such as information storage

at xDrive.com; provide consulting services, such as at mybconsulting.com, where small

businesses can obtain business advice.

The market opportunity for service providersis as large as the variety of services that can

be provided and potentially is equal to the market opportunity for physical goods.

Name recognition in order to build comfort is the first chalenge, with the second

challenge being enticing consumers to try the service.

Community Provider:- Community providers are sites that create a digital online

environment where people with similar interests can transact, communicate, and and

receive interest-related information.

* Revenue models- advertising fees, subscription fees, affiliate referral fees

Examples: Epinions.com, Oxygen.com, About.com.

TABLE 2.3 B2C BUSINESS MODELS

Content Provider

Transaction
Broker

Market Creator

Service Provider

Community
Provider

Clicks and Bricks
Catalog Merchant

Manufacturer
direct

Auctions

Wal-Mart.com
Sears.com

LandsEnd.com
LLBean.com

Dell.com
Compag.com

WSJ.com,
Sportsline.com
CNM.com,
Rhapsody.com
ESPN.com

E-Trade.com
Expedia.com
Monster.com
Travelocity.com
Hotels.com
Orbitz.com

Ebay.com
Priceline.com
Amazon.com

Mybconsulting.com
Lawinfo.com
xDrive

myCFO.com

About.com
IVillage.com
NetNoir.com
Oxygen.com
Epinions.com

customers can shop at any hour of the
day or night without leaving their home
or office.

Online distribution channel for a
company that also has physical stores

Online version of direct mail catalog

Information and entertainment providers
like newspapers, sports sites, and other
online sources that offer customers up-to-
date news and special interest how-to

guidance and tips and/or information sales.

Processors of online sales transactions,
such as stock brokers and travel agents,
that increase customers’ productivity by
helping them get things done faster and
more cheaply.

Web-based businesses that use Internet
technology to create markets that bring
buyers and sellers together

Companies that make money by selling
users a service, rather than a product.

Sites where individuals with particular
interests, hobbies, and common
experiences can come together and
compare notes.

BUSINESS REVENUE
MODEL VARIATIONS EXAMPLES DESCRIPTION MODEL
Portal Horizontal/General Yahoo.com Offers an integrated package of content Advertising,
AOL.com services and content-search, news, e-mail, subscription
MSN.com chat, music downloads, video streaming, fees, transaction
calendars, etc. Seeks to be a user’s home fees
base.
Vertical/Specialized  Sailnet.com Offers services and products to Same
(Vortal) specialized marketspace
E-tailer Virtual Merchant Amazon.com Online version of retail store, where Sales of goods

Same
Same
Sales of goods

Advertising,
subscription
fees, affiliate
referral fees

Transaction fees

Transaction fees

Sales of services

Advertising,
subscription,
affiliate referral
fees
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- Major B2B(businessto business) Business M odels

B E-Distributor:- Companies that supplies products and services directly to individual

businesses are e-distributor.

Examples: W.W. Grainger is the largest distributor of maintenance, repair, and operations
(MRO) supplies. In the past, Grainger relied on catalog sales and physical distribution
centers in metropolitan areas. Its catalog of equipment went online in 1995 at
grainger.com, giving businesses access to more than 220,000 items. Company purchasing
agents can search by type of product, such as motors, HVAC, or fluids, or by specific
brand name.

B E-Procurement:- Companies that create and sell access to digital electronic markets

are known as E-procurement companies.

Example: Ariba.com, it has created software that helps large firms organize their
procurement process by creating mini-digital markets for a single firm. Ariba creates
custom integrated online catalogs (where supplier firms can list their offerings) for
purchasing firms. On the sell side, ariba helps vendors sell to large purchasers by
providing software to handle catalog creation, shipping, insurance, and finance. Both the
buy and sell side softwareis referred to generally as “value chain management” software.

B2B service provider is one type of those companies who offer purchasing firms
sophisticated set of sourcing and supply chain management tools. These companies are
getting revenue through transaction fees, fees based on the number of workstations using
the service, or annual licensing fees.

Application service providers such as Ariba or CommerceOne, are a subset of B2B
service providers. They are able to offer firms much lower costs of software by achieving
scale economics. Thisis much more efficient than having every firm build its own supply
chain management system, and it permits firms like ariba and CommerceOne to specidize

and offer their software to firms at a cost far less than the cost of developing it.

Exchanges (Marketplace or B2B hubs) :- An exchange is an electronic digita
marketplace where suppliers and commercial purchasers can conduct transactions. It is
usually owned by independent firms whose business is making a market.
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They generate revenue by charging transaction fees. They usually serve a single vertical

industry such as steel, polymer, and aluminum.

For buyers, B2B exchanges make it possible to gather information, check out suppliers,
collect prices, and keep up to date on the latest happenings all in one place. Sellers, on the
other hand, benefit from expanded access to buyers. The greater the number of sellers and

buyers, the lower the sales cost and the higher the chances of making asale.

The ease, speed, and volume of transactions are summarily known as MARKET
OPPORTUNITY.

Example: CO2E.com: Global Pollution Market

Industry Consortia:- They are industry-owned vertical marketplaces that serve specific

industries such as the automobile, aerospace, or chemical.

Example: Covisint (the objective of covisint is to assist the automobile industry in
dramatically increasing the efficiency of the supply chain by both creating digital markets

and increasing coordination among buyers and suppliers.

Horizontal marketplaces, in contrast, sell specific products and services to awide range of
industries.

B Private Industrial Networks:- Private industrial networks are digital networks
(usualy, but not aways Internet-based) designed to coordinate the flow of
communications among firms engaged in business together.

There are two types of private industrial networks:

= Sngle firm network:- Single firm networks are the most common form of private
industrial networks owned by a single large purchasing firm, such as Wal-Mart.
Participation is by invitation only to trusted long term suppliers of direct inputs. It
is an effort to include key suppliers in the firm’'s own business decision making.
Wal-mart operates one of the largest single firm networks in the world for its
suppliers, who on a daily basis use Wa-Mart's network to monitor the sales of
their goods, the status of shipments, and the actual inventory level of their goods.
About 70% of all B2B e-commerce uses an older technology called electronic
data interchange (EDI) for one to one relationships between a single supplier and
asingle purchaser, and originally was designed for proprietary networks, although

it is migrating rapidly to the internet. More powerful web technologies are
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replacing EDI in part because they can enable many to one, many to many market
relationships where there are many suppliers selling to a single or small group of
very large purchasers that is why industry wide networks came to existence.

» Industry Wide Networks:- they often evolve out of industry associations. These
networks are usually owned by a consortium of the large firms in an industry and
have the following goals:

v Providing a neutral set of standards for commercial communication over
the internet.

v Having shared and open technology platforms for solving industry
problems.

v Providing operating networks that allow members of an entire industry to
closely collaborate.

Example:- WWRE (the world wide retail exchange) is a global internet-based business to
business exchange for retailers and suppliers designed to facilitate and simplify trading
among retallers, suppliers, partners, and distributors.

- C2C (consumer to consumer) Business M odels

C2C business models provide a way for consumers to sell to each other, with the help of an
online business. The first and best example of this type of business is eBay.com, utilizing a

market creator model.

Consumers who do not like auctions but still want to find used merchandise can visit
half.com (also owned by eBay), which enables consumers to sell of unwanted books, movies,
music, and games to other consumers. Unlike eBay, it allows sellers to set a fixed price for

each item, rather than putting it up for bid. It, too, is doing well.

- P2P (peer to peer) Business M odels

They link users, enabling them to share files and common resources without a common

server. The main challenge for P2P ventures is to develop viable, legal business models

Example: Kazaa, Groovenetworks.
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B2B BUSINESS MODELS

BUSINESS MODEL EXAMPLES

DESCRIPTION

REVENUE MODEL

(1) NET MARKETPLACES

Worldwideretailexchange.org

E-Distributor Grainger.com Single-firm online versions of Sales of goods
FindMRO.com retail and wholesale stores;
Staples.com supply maintenance, repair,

operation goods; indirect inputs

E-Procurement Ariba.com Single firms creating digital Fees for market-making
CommerceOne.com markets where thousands of services; supply chain
Siemens sellers and buyers transact for management, and fulfillment

indirect inputs services

Exchanges Exchange.eSteel.com Independently owned digital Fees and commissions on
IMX.com marketplaces for direct inputs. transactions
GEPolymerland.com Vertical industry orientation

Industry Consortia Covisint.com Industry-owned vertical digital Fees and commissions on
Sciquest.com markets open to select suppliers.  transactions
Pasticsnet.com

(2) PRIVATE INDUSTRIAL NETWORKS

Single-firm networks Wal-Mart Company-owned networks to Cost absorbed by network
Proctor & Gamble coordinate supply chains witha ~ owner and recovered through
DaimlerChrysler limited set of partners production and distribution
Ford Motor Co. efficiencies.

Industry-wide networks  Nistevo Inc. Industry-owned networks toset  Contributions from industry
Globalnetxchange.com standards, coordinate supplyand  member firms and recovered
UCCnet.org logistics for the industry through production and

distribution efficiencies; fees
for transactions and services

Note:- We will study supply chain management system and EDI more fully in UNIT 5 and

Unit 6.

- M -commer ce Business M odels

M-commerce takes traditional e-commerce business models and leverages emerging new

wireless technologies. K ey technol ogies are tel ephone-based 3G; Wi-Fi; and Bluetooth.

Any business model who uses technologies like Wi-Fi, Bluetooth, and telephone based 3G,

comes under m-commerce business models.



Abdul Kadir Khan E-commerce 28

m BUSINESS MODELS IN EMERGING E- COMMERCE AREAS

BUSINESS REVENUE

MODEL MODEL EXAMPLES DESCRIPTION MODEL

Consumer-to-  Market Creator  eBay.com Helps consumers connect with other Transaction fees

consumer Half.com consumers to conduct business

Peer-to-peer  Content provider ~ Kazaa.com Technology enabling consumers to share files  Subscription
Groovenetworks.com  and services via the Web, without common  fees, advertising,

SErvers fransaction fees

M-Commerce  Various Armani Extending business applications using Sales of goods

Skyline Chili wireless technology and services

. E-commerce Enablers: TheInternet | nfrastructure Companies

Companies, whose business model is focused on providing infrastructure necessary for e-
commerce companies to exist, grow and prosper, are known as E-commerce Enablers. They
provide hardware, software, networking, security, e-commerce software systems, payment
systems, databases, hosting services, etc. (Table 2.6).

TABLE 2.6 E-COMMERCE ENABLERS

INFRASTRUCTURE PLAYERS

Hardware: Web Servers IBM, HP/Compagq, Dell, Sun

Software: Operating Systems and Server Software  Microsoft, RedHat Linux, Sun, Apache
Software Foundation

Networking: Routers Cisco, JDS Uniphase, Lucent

Security: Encryption Software VeriSign, Check Point, PGP Corporation

E-commerce Software Systems (B2C, B2B) IBM, Microsoft, CommerceOne, Ariba,
BroadVision

Streaming Media Solutions Real Networks, Microsoft, Apple

Customer Relationship Management Software PeopleSoft, Siebel, SAP

Payment Systems Verisign, PayPal, CyberCash

Performance Enhancement Akamai, Cache Flow, Inktomi, Cidera

Databases Oracle, IBM, Microsoft, Sybase

Hosting Services Interland, IBM, Weblntellects
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. Electronic Commerce Applications

Supply chain management
Video on demand.
Remote banking

Procurement and purchasing.

Project 1:- Maximum marks: 10

Select an E-commerce company. Visit its web site and describe its business model based on the
information you find there. Identify its customer value proposition, its revenue model, the
marketspace it operates in, who its main competitors are, any comparative advantages you
believe the company possesses, and what its market strategy to be. Also try to locate the
information about the company’s management team and organizationa structure (check for a
page labelled “the company,” “about us,” or something similar). Also give recommendations for
improving that website with valid reason.

v’ Submit the hard copy of the above project before due date.

v" Make the PowerPoint presentation for class presentation session.

Weightagefor different modulesof the project 1isasfollows:

Website Analysis 35%
Documentation 25%
Class Presentation 25%
Recommendations 15%

Website Analysis.- It should consist the detailed description of the different components
(written in the project) of the businessmodel of that website.

Documentation:- Clarity of the contents, and proper binding of the hard copy.

Class Presentation:- It includes your body language, voice clarity and contents of your
presentation (slide show and contents of your project).

Recommendations.- The final section, Recommendations, is a summary of practical
recommendations for improving that website (not the entire website or store).

Note: It is not a group project so every student should have a unique e-commerce company

and unique documentation.
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E-commerce Infrastructure

Learning Objectives:

M Discuss the origins of the Internet

M |dentify the key technology concepts behind the
Internet

B Describe the role of Internet programs and utility
programs

M Explain the current structure of the Internet

B Understand the limitations of today’s Internet

M Describe the potential capabilities of Internet Il

B Understand how the World Wide Web works

M Describe how Internet and Web features and services
support e-commerce
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. Thelnternet: Technology Background

B Internet: An interconnected network of thousands of networks and millions of
computers, linking businesses, educational institutions, government agencies and
individuals

B World Wide Web (Web): One of the Internet’s most popular services, providing
access to over 6 billion Web pages

The Evolution of the Internet 1961-2010
B History of Internet can be segmented into 3 phases:
= |nnovation Phase — fundamental building blocks conceptualized and realized
= [Ingtitutiona Phase — providing funding and legitimization for Internet

=  Commercialization Phase — private corporations take over and expand Internet

backbone and services

Innovation Institutionalization Commercialization
1961 - 1974 1975 - 1995 1995 —

Stages in the Development of the Internet
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YEAR EVENT

SIGNIFICANCE

INNOVATION PHASE 1961-1974

19!

19!

192

193

1966

Leonard Kleinrock (MIT) publishes a paper on “packet
switching " networks

Lawrence Roberts (MIT) connects a computer in
Cambridge to a computer in California using a low-speed
data line.

J.CR. Lickicer (MIT) writes memos caling for a “Galactic
Network" of computers

Licklider heads up Department of Defense (DOD) ARPA?
network development,

Lawrence Roberts convinces ARPA to fund development of
ARPANET using packet switching,

The concept of packet switching is born.

This isthe first demonstration of a wide area network!
using telephone cicuits. It demonstrated that computers
could retrieve data and run programs remotely (and that
the phone system was too noisy and slow for the
pUTpoOSE).

The vision of a global computer network is born,

This s the beginning of mlitary nterest and funding,
ARPA becomes the argest funder of early Intemet efforts,

The first effort begins to build a global packet-switched
Wide-area network,

°A "wide area network” is & network that connects computers and other devices over distances larger than 1,000 meters. Early mainframe computers
had *local” networks connecting hundreds or thousands of dumb terminals usually in the same buiding (lss than 1,000 meters apart) to centralized
mainframe computers, These eary networks essentially sent keyooard and display commands back and forth from the terminals o the mainframe
computers. The new wide area networks propose i the 19605 were much more powerful These new networks promised to permit remote computers
to transfer entir fils, send e-mail messages, and execute programs on a local compute,

PARPA refers o the Advanced Research Projects Agency of the Unite States Department of Defense. ARPAis essentially the research and development
Uit within the Department of Defense; it historically invests in promising new technologies that could have military signffcance
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YEAR EVENT SIGNIFICANCE
1968  ARPA requests quotes from various companies to build The concept of packet switching moves toward physical
packet switches. reality.
1969  The first packet switches are installed at UCLA and The concept of packet switching is realized in
Stanford by Bolt, Beranek and Newman (BBN), a defense ~ hardware.
contractor.
1969  The first packet-switched message is sent from UCLA to The communications technology hardware of the Internet
Stanford. is born—the first “Inter Network.” The questions now
are: How could this new technology be used? And for
what purpose?
1972 E-mail is invented by Ray Tomlinson of BBN. The first The first “killer app” of the Internet is born.
ARPANET application is demonstrated at the ICCC®
conference. Roberts wrote the first e-mail utility program
permitting listing, forwarding, and responding to e-mails.
1973 Bob Metcalfe (XeroxPark Labs) invents Ethernet and local  Client/server computing is invented. Ethernet
area networks. permitted the development of local area networks and
client/server computing in which thousands of fully
functional desktop computers could be connected into a
short distance (<1,000 meters) network to share files, run
applications, and send messages. Although the Apple and
IBM personal computers had not yet been invented, at
XeroxPark Labs, the first powerful desktop computers
were created in the late 1960s. Xerox's Ethernet
StarNetwork connected these early desktop computers
into a functioning office network that could share files,
programs, and send messages.
1974 "Open architecture” networking and TCP/IP concepts are ~ TCP/IP invented. The conceptual foundation for a

presented in a paper by Vint Cerf (Stanford) and Bob Kahn
(BBN).

single common communications protocol that could
potentially connect any of thousands of disparate local
area networks and computers, and a common addressing
scheme for all computers connected to the network,

are born.

These developments made possible “peer-to peer”
“open” networking. Prior to this, computers could only
communicate if they shared a common proprietary
network architecture, e.q., IBM's System Network
Architecture. With TCP/IP, computers and networks could
work together regardless of their local operating systems
or network protocols.

9CCC stands for International Computer Communication Conference, one of the first technical engineering groups devoted to communications among

romniiters
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YEAR EVENT SIGNIFICANCE

INSTITUTIONAL PHASE 1980-1993

1980  TCP/P s officially adopted as the DOD standard The single largest computing organization in the world
communications protocol. adopts TCP/IP and packet-switched network technology.

1980  Personal computers are invented. Altair, Apple, and IBM personal desktop computers are

invented, These computers hecome the foundation for
today's Internet, affording millions of people access to
the Internet and the Web.

1983 ARPA creates a separate military network (MILNET) and The idea of a “civilian" Internet is born.

ARPANET contains only civilian university traffic.

1983  Telnet and File Transfer Protocol (FTP) services are Telnet permits remote computers to link into a local

deployed. computer and operate programs. FTP permits easy file
transfers on the Internet. These services join e-mail as
new “killer apps.”

1984  Apple Computer releases the HyperCard program as part ~ The concept of “hyperlinked” documents and records
of its graphical user interface operating system called that permit the user to jump from one page or record to
Macintosh. another is commercially introduced.

1986  The National Science Foundation (NSF) adopts the NSF begins a $200 million program to develop a
Internet as its interuniversity network. university network. It requires all universities receiving

NSF funds to make access available campus-wide.

1988  NSF encourages development of private long-haul Private firms such as PSI and UUNet form to handle
backbone communication carriers to privatize the Internet.  commercial Internet traffic.

1989 Tim Berners-Lee of the physics lab CERN in Switzerland The concept of an Internet-supported service
proposes a worldwide network of hyperlinked documents  called the World Wide Web based on HTML
based on a common markup language called HTML— pages is born. The Web would be constructed from
HyperText Markup Language. “pages” created in a common markup language, with

“hyperlinks” that permitted easy access among the
pages. The idea does not catch on rapidly and most
Internet users rely on cumbersome FTP and Gopher
pratocols to find documents.

1990  NSF plans and assumes responsibility for a civilian Internet  The concept of a “civilian” Internet open to all is realized
backbone and creates NSFNET. ARPANET is through non-military funding by NSF.
decommissioned.

1990  The Internet backbone grows. By 1990, the backbone had grown from six nodes

connected at 56 Kbps to 21 nodes connected at 45 Mbps.
50,000 networks were now connected on all continents,
with 29,000 in the United States alone.

1993 The first graphical Web browser called Mosaic is Mosaic makes it very easy for ordinary users to connect
invented by Mark Andreesen and others at the National to HTML documents anywhere on the Web. The browser-
Center for Supercomputing at the University of lllinois. enabled Web takes off.

#"Backbone" refers to the U.S. domestic trunk lines that carry the heavy traffic across the nation, from one metropolitan area to another. Universities are
given responsibility for developing their own campus networks that must be connected to the national backbone.

34
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YEAR

EVENT

SIGNIFICANCE

1994

1994

1994

NSF report plans the development of an “information
superhighway supporting universities, business and
civilians.”

Andreesen and Jim Clark form Netscape Corporation.

The first banner advertisements appear on Hotwired.com.

Congress and the President's Office propose the creation
of a national information superhighway to support
research, educational, commercial, and private interests.

The first commercial Web browser—Netscape—becomes
available.

The E-commerce | era begins.

COMMERCIALIZATION PHASE 1995-PRESENT

1995

1996

1998

2002

2003

NSF privatizes the backbone, and commercial carriers take
over backbone operation.

Internet2 Consortium is formed.

The U.S. federal government encourages the founding of
Internet Corporation for Assigning Numbers and Names
(ICANN).

U.S. Department of Commerce extends its contract with
ICANN until September 2003.

The Internet2 Abilene high-speed network achieves
8 Gbps speeds in a transcontinental test.

Table-- Development of the Internet Timeline

The fully commercial civilian Internet is born. Major long-
haul networks such as ATT, Sprint, GTE, UUNet, and MCI
take over operation of the backbone. Network Solutions
(a private firm) is given a monopoly to assign Internet
addresses.

Thirty-four government agencies, universities, and
business firms plan the development of an Internet 100
to 1,000 times faster than the existing Internet I.

Governance over domain names and addresses passes to
a private nonprofit international organization.

Amid growing calls for more government intervention in
the governance of the Internet, and growing criticism of
ICANN, the private corporation is given new life as an
interim measure.

A major milestone toward the development of ultra-high-
speed transcontinental networks several times faster
than the existing backbone is achieved.

. TheInternet: Key Technology Concepts

B Federa Networking Council definition of Internet highlights three important concepts
that are basis for understanding the Internet:

=  Packet switching
=  TCP/IP communications protocol

= Client/server computing
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Resolution of the Federal Networking Council

“The Federal Networking Council (FNC) agrees that the following language reflects our definition
of the term ‘Internet.’

‘Internet’ refers to the global information system that—

(i) is logically linked together by a globally unique address space based on the Internet Protocol
(IP) or its subsequent extensions/follow-ons;

(i) is able to support communications using the Transmission Control Protocol/Internet Protocol
(TCP/IP) suite or its subsequent extensions/follow-ons, and/or other IP-compatible protocols; and

(iii) provides, uses or makes accessible, either publicly or privately, high level services layered on
the communications and related infrastructure described herein.”

Last modified on October 30, 1995.

B2 Packet Switching

B A method of dslicing digital messages into packets, sending the packets along different
communication paths as they become available, and then reassembling the packets
once they arrive at their destination

B |t uses routers: special purpose computers that interconnect the computer networks

that make up the Internet and route packets to their ultimate destination

B Routers use computer programs called routing algorithms to ensure packets take the
best available path toward their destination

Original text message

I want to communicate with you.

Text message digitized into bits
0010110110001001101110001101

Digital bits broken into packets

01100010 10101100 11000011

Header information added to each
packet indicating destination, and other
control information, such as how many
bits are in the total message, and

how many packets.

0011001 10101100 11000011

Figure 3.1—Packet Switching
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- TCP/IP (Transmission Control Protocol/Internet Protocol)

B Protocol: a set of rules for formatting, ordering, compressing and error-checking
messages

B TCP: Establishes the connections among sending and receiving Web computers,
handles the assembly of packets at the point of transmission, and then reassembly at
the receiving end

B |P: Provides the Internet’ s addressing scheme
B TCP/IPisdivided into 4 separate layers:

=  Network Interface Layer

* Internet Layer

» Transport Layer

= Application Layer

TCP/IP

Protocol
Architecture TCP/IP Protocol

Layers

Figure 3.2-- The TCP/IP Architecture and Protocol Suite
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| P Addresses

B Internet address (also called IP address): a 32-bit number expressed as a series of four
separate numbers marked off by periods, such as 201.61.186.227

B |Pv4 the current version of IP. Can handle up to 4 billion addresses

B |Pv6 (next generation of IP) will use 128-bit addresses and be able to handle up 1

quadrillion addresses

1 TheTCP 2 The packets travel 3 The TCP protocol
protocol breaks from router to reassembles the
To: data into packets router over the packets into the To:
From: Internet according original whole From:

to the IP protocol

—_

Router

N \J&"‘

Sender & B
Router -

Figure 3.3--Routing Internet Messages: TCP/IP and Packet Switching

Recipient

Router

- Domain Namesand URL s

B Domain name: |P address expressed in natural language

B Domain name system (DNS): alows numeric IP addresses to be expressed in natural

language
=  Example: cnet.com = 216.200.247.134

B Uniform resource locator (URL): addresses used by Web browsers to identify location
of content on the Web
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Root server

com edu gov mil net 0rg int us
AOL GM NYU ~ Stanford Verizon
fin IS act Mail.verizon

Figure 3.4-- The Hierarchical Domain Name System

IP addresses Every computer connected to the Internet must have a unique address number
called an Internet Protocol address. Even computers using a modem are
assigned a temporary IP address.

Domain names  The DNS (domain name system) allows expressions such as aw.com (Addison
Wesley's Web site) to stand for numeric IP locations.

DNS servers DNS servers are databases that keep track of IP addresses and domain names
on the Internet.
Root servers Root servers are central directories that list all domain names currently in use

for specific domains; for example, the .com root server. DNS servers consult root
servers to look up unfamiliar domain names when routing traffic.

ICANN The Internet Corporation for Assigned Numbers and Names (ICANN) was
established in 1998 to set the rules for domain names and IP addresses and
also to coordinate the operation of root servers. It took over from private firms
such as Network Solutions.

Table 3.1-- Pieces of the Internet Puzzle: Names and Addresses

- Client/Server Computing

B Mode of computing in which very powerful personal computers (clients) are
connected in a network with one or more server computers that perform common

functions for the clients, such as storing files, software applications, etc.
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|

\ = Server
Client g E Client — Computer

Client Shared Database

“J . .
ﬁ Applications
NETWORK Files

Figure 3.5-- The Client/Server Computing Model

. Other Internet Protocols and Utility Programs

HTTP: Protocol used to transfer Web pages

SMTP, POP and IMAP: Protocols used to send and receive e-mail

FTP: Protocol that permits usersto transfer files from server to client and vice versa
SSL: Protocol that provides secure communications between client and server
Telnet: Program that enables a client to emulate a mainframe computer terminal

Finger: Utility program that lets you check who is logged on, for how long and user

name
Ping: Utility program that allows you to check connection between client and server

Tracert: Utility program that allows you to follow pat of a message sent from aclient
to a remote computer
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| [[§] WSFTF32 dll 991230 16 ] student 1010521 12:
{ login 1000404 01 sy Cdeadmin 1010530 14. [
.profile 1000404 01 "'l [ russell 1010531 14:
| {[F] WS_FTP . LOG 1010518 1. e Clold=site 1010531 14: %
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< Li Crilnfo | | . Cirlnfo
" ASCI " Bnamy I Auto

150 .El.peni.ng ASCI mode data cornection for Abindls. : -

Received 815 bytes in 0.1 secs. (70.00 Kbps). transfer succeeded 27

22E Transfer complete. il

Close | Cancel | Logwnd | Help Options ] About I Exit I

Figure 3.6-- Sample FTP Session.

CiN>ping www.yahoo.com

Pinging www.yahoo.com [204.71.2088.72]1 with 32 hytes of data:
TTL=248
ITL=248
TTL=244
ITL=248

Reply from 204.71.288.72: hytes=32 time=1Bns
Reply from 204.71.2008.72: hytes=32 time=180ns
Reply from 284.71.208.72: hytes=32 time=138mns
Reply from 2084.71.2008.72: hytes=32 time=180ns

bt

Figure 3.7—Result of a ping.
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S Visualware

VisualRoute Server

Dulles, Virginia, USA

LD o R I |G E .
Back  [owed  Stop  Refesh Home | Seach Favoites Histoy | Pint  Edt  Discuss
Address [£] hitp//visualioute. visusiware.com/ =] @60 ||Links »
=

VisualPulse

-to-use Web-
nitoring tool
that automatically
reports the availability
of network devices,
Web pages, and TCP
ports, and alerts you to
any potential problems.
i

N e
New v3 traceroute
feature automatically
captures and records
connectivity information
for every hop when
problems occur, to help
you find the cause of a
problem fast!

VisualProfile

New Enterprise Edition
now includes last mile
service delivery
reporting. The last
mile, or actual end-user
response time, is the
area where most
Internet service delivery
problems occur, and
traditionally has been

This YisualRoute Server provides a graphical traceroute from this server to any other
network device you choose, useful for pinpointing network connectivity problems and
identifying I[P addresses. To trace back to your computer, just press the button with

your IP address below. To trace to any other network device, enter the host name or
URL below and press Enter. For popup WHOIS infarmation, download your own 15-
day evaluation copy today! New v7 update now available.

| Meed quick ELY |
| Whos info? |
ES e |

Uk

VisualResponse

Enter Host/URL: m <~ 216.178.50.124 [ Stop I Snap... I

Real-time report for 216.179.50.124 [ip216-179-50-124 .cust.bestweb.net] (j
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IRes|
Measures the actual
response time of a web
page from the end-user
desktop and reponts the
e

Sogd  -SgE
for all users anywhere
in the world -- all
without the need for any
software to be run or
installed at the end-
user locationl Instantly
see a global view of
‘where' your customers
are caming from, ‘what'
your customers do, and
‘what' quality of service
you deliver.

VisualLookout

New Visuall ookout 3.0
monitors open ports on
your system that
firewalls often do not
protect, New v3

|€] ZOOM IN = left mouse click, MOVE = click and drag

Figure 3.8-- Tracing the Route a Message.

. TheInternet Today

[T [ intemet

B Client/server computing model, coupled with hourglass, has alowed Internet to

handle explosive growth without disruption

B Hourglass/layered architecture has 4 layers:

= Network Technology Substrate

=  Transport Services and Representation Standards

=  Middleware Services

=  Applications
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Layer 4 Applications
Y Electro - i y Remo Telecon
- Vlde’ Audi ferenci
Informati @
r Servi Int k
D ED D G
Layer 3 Middleware Services Nam
: Multimed
Layer 2 Transport Services and
Representation Standards
(fax, video, audio, text, and so on)
Point-to-P:
Circui
Direct
AT::' Broadc_a
Dial-u
Mode A SMD,

Figure 3.9-- The Hourglass Model of the Internet

!

Regional Hubs (MAEs and NAPS)

Regional
Hosts

Regular
Phone
Line

POP3 STMP
Mail Mail

Client IP Address Client IP Address

Figure 3.10—Internet network architecture
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Thelnternet Backbone

B Consists of high-bandwidth fiber-optic cable owned by a variety of Network Service
Providers (NSPs)

B Term bandwidth refers to how much data can be transferred over the communications

mediawithin afixed period of time

B May be expressed bits per second (bps), kilobits per second (Kbps), megabits per
second (Mbps) or gigabits per second (Gbps)

NAPs, MAEsand CANs

B Hubs where backbones intersect with regional and local networks, and where
backbone owners connect with one another called Network Access Points (NAPS) or

Metropolitan Access Exchanges (MAES).

B Campus area network (CAN): Local area network operating within a single

organization that leases Internet access directly from regional or national carrier
Internet Service Providers (I SPs)
B | eases Internet access to home owners, small businesses and some large institutions
B Retail providersthat deal with “last mile of service’
B Mgor internationa 1SPsinclude AOL, MSN, and AT&T Worldwide.

B Offer both narrowband (traditional telephone modem connection at 56.6 Kbps) and
broadband (service based on DSL, cable modem, T1 or T3 telephone lines, and
satellite)

Broadband Service Choices

B Digital Subscriber Line (DSL): Telephone technology delivers high-speed access
through ordinary telephone lines; speeds from about 385 Kbpsto 1.5 Mbps

B Cable modem: Cable television technology piggybacks digital access to Internet on
top of analog video cable line; speeds from about 500 Kbpsto 2 Mbps

B T1 and T3: International telephone standards for digital communication that offer
guaranteed delivery rates

= T1:1.54 Mbps

= T3:43 Mbps



Abdul Kadir Khan E-commerce 45

B Satellite: high-speed downloads (256 Kbpsto 1 Mbps), but no upload available
—
TYPE OF INTERNET SERVICE TIME TO DOWNLOAD

NARROWBAND SERVICES

Telephone modem 25 minutes

BROADBAND SERVICES

DSL 3.5 minutes
Cable modem 3.5 minutes
T-1 51 seconds
T-3 2 seconds

Table 3.2-- Time to Download a 10 Megabyte File by Type of Internet Service
Intranets and Extranets

B Intranet: TCP/IP network located within a single organization for purposes of

communication and information processing

B Extranet: Formed when firms permit outsiders to access their internal TCP/IP

networks
Who Governsthe Internet?

B A number of different organizations that influence Internet and monitor its operations

including:

Internet Architecture Board (IAB)

Internet Corporation for Assigned Names and Numbers (ICANN)
Internet Engineering Steering Group (IESG)

Internet Engineering Task Force (IETF)

Internet Society (1SOC)

World Wide Web Consortium (W3C)
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.Internet |1: The Futurelnfrastructure

B |[nternet 1I: The second era of the Internet that is being built today by private

corporations, universities and government agencies.
Limitations of Internet |

B To appreciate potential benefits of Internet |1, we must understand the limitations of
Internet’s current infrastructure:

Bandwidth limitations
Quality of service limitations
Network architecture limitations
Language development limitations
Wired Internet limitations

Areas of Focusof Internet |1

B Advanced network infrastructuree New backbone networks that interconnect
GigaPoPs used by Internet2 members to access network

B New networking capabilities: Projects include
= Deploying IPv6
= Developing and implementing new QOS technologies
= Developing more effective routing practices

= Coordinating the interconnection of different components of the Internet2

infrastructure
= Creating an infrastructure to handle multicasting

B Middleware: incorporating identification, authentication, authorization, directory and

security services into standardized middleware

B Advanced applications: distributed computation, virtual labs, digital libraries,
distributed learning, tele-immersion
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Benefitsof Internet |1 Technologies

B |P Multicasting — set of technologies that enables efficient delivery of data to many

locations on a network

B Latency solutions — diffserve (differentiated quality of service) will be able to assign

different levels of priority to packets depending on type of data being transmitted

B Guaranteed service levels — ability to purchase right to move data through network at
guaranteed speed in return for higher fee

B Lower error rates

B Declining costs

A Unicast Streaming

(or other

Video camera Routers along the
data source) -

way direct streams
to each user ==

Multiple data streams,
one per recipient

B Multicast Streaming

Video camera
(or other
data source)

Multiple copies across S

the network create - I

congestion —,

Routers along the

way make copies for

individual recipients

only as necessary e

Initially a single stream Single copy across the S
of data for all recipients network conserves capacity - |J

Figure 3.11-- IP Multicasting

. Development of the Web

B 1989-1991: Web invented by Tim Berners-Lee at European Particle Physics
Laboratory (CERN)

B 1993: Marc Andreesen and others at NCSA create Mosaic, a Web browser with a

graphical user interface that could run on Windows, Macintosh, or Unix computer

B 1994: Andreesen and Jim Clark found Netscape, and create first commercial Web

browser, Netscape Navigator
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B August 1995: Microsoft introduces its version of Web browser, Internet Explorer
Hypertext

B A way of formatting pages with embedded links that connect documents to one
another, and that also link pages to other objects such as sound, video or animation

files

B Uses Hypertext Transfer Protocol (HTTP) and URL s to locate resources on the Web

- Markup L anguages

B Generalized Markup Languages (GMLSs) include:
Standard Generalized Markup Language (SGML) —an early GML

Hypertext Markup Language (HTML) —a GML that isrelatively easy to use; provides
fixed set of markup “tags’ used to format a Web page

eXtensible Markup Language (XML) —new markup language specification developed
by W3C that is designed to describe data and information; tags used are defined by

user
& home - Motepad H=
File Edit Search Help
<HTHL> w

<HEAD>

<IHMG SRC="‘compass.gif">

<TITLE>0ffice Unbound-A New Direction in Management Training</titlel
<H1>0ffice Unbound</H1>

</HERD>

<BODY>

<I>A survival retreat, where your management personnel can get to know
one another, enjoy a natural setting together, and most importantly,
learn to work together, as a team.<{/1>

<PRE>Call
<U>1-800-555-4563</U>
to make an appointment today.<{/Pre>

<P>"0Our management crew was disorganized, and ineffective, but after
the Office Unbound experience they're functioning as one big team.”</P>
<BR>Hancy Uillones</BR>

<BR>CED of Harthop Enterprises</BR>

<P><A HREF="advantage.html™>Advantages of Coming to Office =
Unbound</A></P>

</BODY> :J

Figure 3.12—Example HTML code
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SOFTWARE TOOL COMMENTS

Text editor, such as Notepad or Wordpad ~ Suitable for creating simple Web pages, text.
FrontPage Strong candidate for Web page creation, design, and

Dreamweaver Professional Web page and site development tool.

site management tools. Good at creating and
integrating graphics and other objects.

Good at creating graphics, animations, and other
special effects.

Table 3.3—HTML tools

Sample XML Code

<?xml version="1.0"?>

<note>

<to>George</to>

<from>Carol</from>

<heading>Just a Reminder</heading>

<body>Don’t forget to order the groceries from FreshDirect!</body>
</note>

SOURCE: www.xml101.com/xm|

Figure 3.13—Example XML code

- Web Serversand Web Clients

Web server software: Enables a computer to deliver Web pages written in HTML or
XML to clients on network that request this service by sending an HTTP request

Leading brands: Apache and Microsoft
Basic capabilities: Security services, FTP, search engine, data capture

Term Web server aso used to refer to physical computer that runs Web server

software
Speciaized types include database servers, ad servers, mail servers, video servers

Web client: Any computing device attached to the Internet that is capable of making
HTTP requests and displaying HTML pages
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Web Browsers
B Primary purpose to display Web pages.
B Internet Explorer and Netscape Navigator dominate the market (94%)
B Other browsersinclude:
= Opera
= Safari (for Apple Macintosh)

=  NeoPlanet

. Thelnternet and Web: Features

B [nternet and Web features on which the foundations of e-commerce are built include:
E-mall
Instant messaging
Search engines
Intelligent agents (bots)
Chat
Music, video and other standard files
Streaming media
Cookies

E-mail
B Most used application of the Internet

B Uses a series of protocols to enable messages containing text, images, sound, video

clips, etc to be transferred from one Internet user to another
B Also alows attachments (files attached to the e-mail message)
B Can be an effective marketing tool

B Spam: unsolicited e-mail. A worsening problem
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I nstant M essaging
B Fastest growing form of online human communication

B Displays words type on a computer almost instantly, and recipients can then respond

immediately in the same way
B Different proprietary systems offered by AOL, MSN, Y ahoo
Search Engines

B Identifies Web pages that appear to match keywords (queries) entered by a user, and
provides list of best matches based on one or more of a variety of techniques

B No longer simply search engines, but also shopping tools and advertising vehicles

(search engine marketing)

Google 29.5%

Yahoo 28.5%

Search Engine

MSN 27.6%

AOL
AskJeeves
Overture
Infospace

Netscape

Alta Vista

|
Lycos 2.4%

0% 5.0% 10.0% 15.0%  20.0% 25.0% 30.0%  35.0%

Percentage of Searches
Figure 3.14-- Top Ten Search Engines
Intelligent Agents (Bots)

B Software programs that gather and/or filter information on a specific topic and then

provide alist of results

B Typesinclude search bot, shopping bot, Web monitoring bot, news bot, chatterbot
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. Other Internet and Web Features Relevant to E-commer ce

B Chat: Enables users to communicate via computer in real time (simultaneoudly); used

in e-commerce to help develop community

B Music, video, and other standard files: routinely used for marketing and advertising

purposes

B Streaming media: enables music, video and other large files to be sent to users in

chunks so that when received and played, file comes through uninterrupted

B Cookies: small text file stored on user’s computer with information about the user that

can be accessed by Web site the next time user returnsto the site

. Internet |1 and E-commerce: Other Emerging Features and Services

B Digital libraries

B Distributed storage:

B Distancelearning

B Digital video

B Video teleconferencing
B Teeimmersion

B M-commerce applications
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Chapter IV

Building An E-commerce Website

Learning Objectives:

M Explain the process that should be followed in building
an e-commerce Web site

M Describe the major issues surrounding the decision to
outsource development and/or hosting

M |dentify and understand the major considerations
involved in choosing server and e-commerce merchant
server software

B Understand the issues involved in choosing the most
appropriate hardware for an e-commerce site

M |dentify additional tools that can improve Web site
performance
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. Right-Sizing a Web Site? Use a Simulator
B Web site simulators such as IBM’s High Volume Web Site (HVWS) Simulator can
help answer such questions as
= How many Web servers does your site require
= How many CPUs should each server have
= How powerful doesthe site’s database server need to be
= What kind of connection speed do you need to the Internet

B The HVWS Simulator uses a queuing model that estimates the performance and
capacity of a Web site based on workload patterns, performance objectives and

specific hardware and software.

=10l =]
File window Help
Wi D @ ® High\oltimalWeh SitesS Simulator P .
Business Fattarn I Objectivesl Hardware Topologyl Soﬂwarel
—online Activities | Interactions per User Session
Business Pattern
= Cnline Shopping Percentage{%) Page “Yiew Think timed{min)
= Online Trading(Trivial)
 Online Banking
— -
Resemvation system Erar e S I e I a1 I T
= Inventory management
= Cnline Brokerage{(Comple:
= Cinline Auction
o w21 Product Search | 15 | 2 | 05
i wuP 4.1
" Business to Business
= PERVASIVE - WP 4.1 Buy I 2 I 12 I 0.5
i USER DEFIMNED
Burst to Peak Ratio | 2
Total page views per user visit{session) 3.86
Total think time per user visit{session} 1.93 minutes
Pattern Diadrarm | Definition |
Calculate Results Graph Resulis Reset I Help |
IFor Help, press F1

__Figure4.1-- Simulator
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. Building an E-commer ce Site: A Systematic Approach

B Two most important management challenges in building a successful e-commerce site
are:
= Developing aclear understanding of business objectives

= Knowing how to choose the right technology to achieve those objectives

- Pieces of the Site-Building Puzzle

B Main areas where you will need to make decisions in building a site include:

= Human resources and organizational capabilities — creating a team that has the

skill set to build and manage a successful site
* Hardware
= Software

=  Telecommunications

= Sitedesign
Organizational Hardware
Capabilities Architecture

N

Human
Resources Software
Site Design Telecommunications

Figure 4.2-- Pieces of the E-commer ce Site-Building Puzzle

- The Systems Development Life Cycle

B Systems Development Life Cycle (SDLC) is a methodology for understanding the

business objectives of a system and designing an appropriate solution

B Fivemagor stepsinthe SDLC are:
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=  Systemsanaysis/planning
=  Systemsdesign

= Building the system

= Testing

= Implementation

— T

Systems Implementation
Analysis/ Service
Best Practices

~. Planning Delivery ~
Systems Building .
@ D}ésign the Testing
Continuous availability 99%+

Design for scalability

Build in management for end-to-end delivery
Plan for growth

Design pages for high-speed performance
Understand and optimize workload on system

Figure 4.3-- Web Site Systems Development Life Cycle

System AnalysigPlanning: Identifying Business Objectives, System Functionality, and

I nformation Requirements
B Business objectives: alist of capabilities you want your site to have

B System functionalities: alist of the types of information system capabilities you will

need to achieve your business objectives

B Information requirements. the information elements that the system must produce in

order to achieve the business objectives



Abdul Kadir Khan

E-commerce

57

Provide product information (content)

Personalize/customize product

Execute a transaction
Accumulate customer information
Provide after-sale customer support

Coordinate marketing/advertising
program

Understand marketing effectiveness

Provide production and supplier links

Product database

Customer on-site tracking

Shopping cart/payment system
Customer database
Sales database

Ad server, e-mail server, e-mail campaign
manager, ad banner manager

Site tracking and reporting system

Inventory management system

BUSINESS SYSTEM INFORMATION
OBJECTIVE FUNCTIONALITY REQUIREMENTS
Display goods Digital catalog Dynamic text and graphics catalog

Product description, stocking numbers,
inventory levels

Site log for every customer visit; data
mining capability to identify common
customer paths and appropriate
responses

Secure credit card clearing; multiple
payment options

Name, address, phone, and e-mail for all
customers; online customer registration

Customer ID, product, date, payment,
shipment date

Site behavior log of prospects and
customers linked to e-mail and banner ad
campaigns

Number of unique visitors, pages visited,
products purchased, identified by
marketing campaign

Product and inventory levels, supplier ID
and contact, order quantity data by product

Table 4.1-- Business Objectives, System Functionality, and Information Requirements for a

Typica E-commerce Site

Systems Design: Hardwar e and Softwar e Platforms

B System design specification: a description of the main components of a system and

their relationship to one another.

B System design can be broken down into two parts:

= Logical designincludes:

= Dataflow diagram that describes the flow of information at the site,

processing functions that must be performed, and databases that will be

used

= Description of the security and emergency backup systems, and
controls that will be used

= Physical design: transate the logical design into physical components
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€

Web Site

Custoritl HTTP _ Custom_er
request information
Accept/
reject
visitor
Display  fma
Shri‘::ge d Catalog
confirmed Pag e
Fulfill —~—
Ship order Purchase
Products Products [

Figure 4.4-- A Logica Design for a Simple Web Site

T1 Verizon line IBM Web Server Model
at 1.54 Mbps 1500 Dual Processor/

wfl 00 gigabyte storage
—>
X — [ j0
Customer
YOUR FIRM’S

WEB SITE
56K modem
DSL Cable T1

Figure 4.5--A Physical Design for a Simple Web Site

Building the System: In-House ver sus Outsour cing
B Outsourcing: hiring an outside vendor to provide services involved in building the site
B Build your own versus outsourcing decision:

= Build your own requires team with diverse skill set; choice of software tools;
both risks and possible benefits
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W Host your own versus outsourcing

= Hosting: hosting company is responsible for ensuring site is accessible 24/7,
for monthly fee

= Co-location: firm purchases or leases a Web server (with control over its
operation), but server islocated in at vendor’s physical facility

BUILDING THE SITE

In-house Qutsource
APLETELY IN-HOUSE ONSIBILITY
In-house Build: In
Host: In
HOSTING
THE SITE

Outsource

Figure 4.6-- Choices in Building and Hosting
ﬁ

Build From Use Packaged Site Use Pre-Built
Scratch Building Tools Templates

HTML Microsoft Commerce Server 5'?]Stef’s
Dreamweaver IBM Websphere ahoo: >tores

FrontPage OpenMarket
CGl Scripts

SQL Database

Figure 4.7-- The Spectrum of Tools for Building Y our Own E-commerce Site
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Implementation Costs Factor
co

0 2 L 6 8 10 12

Percent Lines of Code Changed

Figure 4.8-- Costs of Customizing E-commerce Packages

Cable and Wireless Qwest Communications
Equinex NTT/Verio
IBM Global Services Rackspace

Table 4.2-- Key Players. Hosting/Co-location Services

Testing, Implementation and Maintenance
B Testing:
» Includes unit testing, system testing and acceptance testing
B Implementation and mai ntenance:
= Maintenance is ongoing, with 20% of time devoted to debugging code and
responding to emergency situations, 20% with changing reports, data files and
links to backend databases; and 60% to general administration and making
changes and enhancements to system
=  Benchmarking: process by which site is compared to those of competitors in

terms of response speed, quality of layout and design
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Page Delivery

Content delivery networks
Edge caching

Local bandwidth
Bandwidth

Page Content
Optimize HTML

Page Generation
Server response time

Device-based accelerators Optimize images
Efficient resource allocation Site architecture
Resource utilization thresholds Efficient page style

Monitoring site performance

Figure 4.9-- Factorsin Web Site Optimization

Marketing System Development
6% and Maintenance
Content Design 26%
and Development

18%
Hosting

1%

Hardware Software Licenses

18% 21%
Figure 4.10-- Components of a Web Site Budget

. Simple versus Multi-tiered Web Site Architecture

B System architecture: refers to the arrangement of software, machinery, and tasksin an

information system needed to achieve a specific functionality
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B Two-tier architecture: Web server responds to requests for Web pages and a database
server provides backend data storage

B Multi-tier architecture: Web server is linked to a middle-tier layer that typically
includes a series of application servers that perform specific tasks, as well as to a
backend layer of existing corporate systems

[ Il
] 4

!@! € ~ j g < ~

User requests Web Server Dynamic
for pages Content
Database

(a) Two-tier Architecture

Figure 4.11-- Two-Tier E-commerce Architecture

)

Web Server Layer Web Servers

Incoming Internet
requests T1 Line
1.544 Mbps

\[:I]IE[I
L

J

Middle-tier Layer

d

E-commerce Servers
Application Servers
Database Servers

E Ad Servers
Mail Servers

Corporate applications
Finance

Production MRP
Enterprise systems
—_— HR systems

Etc.

Y
|

II\[:HIEZ

Backend Layer

C_Im
/i
:ﬂﬂtd Il:ﬂlﬂd \:ﬂlﬂtj
O

N
" T

=

(b) Multi-tier Architecture

Figure 4.12-- Multi-tier E-commerce Architecture

.Web Server Software

B All ecommerce sites require basic Web server software to answer HTTP requests
from customers
B Apachethe leading Web server software; works only with UNIX operating systems

B Microsoft’s Internet Information Server (11S) the second major Web server software
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Zeus SunONE
2% 1%

Other \
7%

Microsoft Apache
27% HTTP
63%
Figure 4.13-- Key Playersin Web Server Software
FUNCTIONALITY DESCRIPTION
Processing of HTTP requests Receive and respond to client requests for HTML pages

Security services (Secure Sockets Layer)  Verify username and password; process certificates
and private/public key information required for credit
card processing and other secure information

File Transfer Protocol Permits transfer of very large files from server to server
Search engine Indexing of site content; keyword search capability
Data capture Log file of all visits, time, duration, and referral source
E-mail Ability to send, receive, and store e-mail messages

Site management tools Calculate and display key site statistics, such as unique

visitors, page requests, and origin of requests; check
links on pages

|
Table 4.3-- Basic Functionality Provided by Web Servers

4.5 Site M anagement Tools

B All Web servers contain basic site management tools that verify that links on pages
are still valid and aso identify orphan files
B Additional site management software and services such as those provided by Web

trends can be purchased
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Content Interests by Loyal Visitors

20
15

10

OF

Content Interests by Loyal Visitors E%
Frequency Content Interests Avg. Frequency Avg. Visit Page Views Visits
M1, mModerastely Loyal support 183 ) 33
(16-25 Visits)  contact 18.0 10 12
checkout 18.0 10 11

products 17.9 =] 81

search 179 =] 25

W2 Somewhat Loyal business phone systems 13.0 12 2
(6-15 Visits) default ER] 15 27
partners 9.0 =] 168

contact 8.9 10 188

support 88 9 s17

3. Dormant (1-5 defautt 26 14 200
Visits) calling plans 25 ] 167
wireless phones 25 9 a3

residential services 25 L] 27

register 25 10 4 671

Purchase Conversion Funnel

15,000
10,000
5,000
0 T T T 1
2 4
Purchase Conversion Funnel
Scenario Analysis Vigite Step Conversion %, of All Visite Scenario Conversion
Step Rate Rate
W1, Cart Wiew 12634 - 19.87% -
W2 Cartadd 4 505 35.03% 7 56% 38.03%
3. Started Checkout 3374 70.22% 5.31% 26871%
W4 Cart Complete B73 19.95% 1.06% 5.33%
Total /A, WA /A 5.33%
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Retention by Initial Search Engine (Paid)

Retention by Initial Search Engine (Paid) [EZS
:—::;:I.:earl:h :::-:::::l;:::a;e Auvg. Recency Avg. Frequency Aug. Latency A0 L'f:; 'I':I-':
W1, askjesves ‘wireless phones 5.3 4.1 4.5 FE1.72
dsl service 4.0 2.0 3.7 $0.00
Wz overture dsl service 5.9 2.0 59 F0.00
dsl internst 56 38 51 F24 11
wireless phone 4.9 3.3 4.2 F3I7.75
service
wwireless phone plan 4.7 1.9 4.2 F7 .61
wireless phones 4.0 4.4 3.7 F29.84
3. Iooksmart dsl internst 4.7 3.4 4.1 F64 81
wireless phone 4.1 39 3.0 F57.01
service
M3 google dsl service 4.6 2.8 4.5 F30.00
dsl internet 4.6 3.3 3.8 F49.47
wireless phone 4.4 3.7 37 F59 .31
sarvice
wireless phones 4.3 3.5 3.7 F45.94
wwireless phone plan e 3.7 3.5 $39.69
Sales by Campaign Drilldown (Y ®)

20,000
15,000
10,000

5,000

of

Sales by Campaign Drilldown

Campaign Revenue Avg. Order Value Order Count

1. > Banner $14,997.00 $214.24 70
W2 V7 Search Engine $13,223.00 $231.98 57
W Yahoo $8,655.00 $253.00 35

phone accessories $2,802.00 $400.29 i

mohile $2,436.00 $270.67 9

minutes offer $1,524.00 $381.00 4

wireless $1.,454.00 $145.40 10

cell phone $639.00 $127 .80 5

P Lycos $2,056.00 $205 .60 10

= Google $1,516.00 F165 .44 =]

2 Microsoft Metwwork $796.00 $265.33 3

W3 = Print $4,814.00 $192.56 25
ma. o Television $2,878.00 $359.75 =]
Ms. - Email $1,879.00 $156.58 12
Total $37,791.00 H/A 172

Figure 4.14-- WebTrends Software
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. Dynamic Page Generation Tools

B Dynamic page generation: contents of Web page are stored as objects in a database
rather than being hard-coded in HTML, and are fetched when needed from database

B Tools include CGI (Common Gateway Interface), ASP (Active Server Pages), JSP
(Java Server Pages), etc.

B | owers menu costs, permits easy online market segmentation, and enables cost-free

price discrimination

.Application Servers

B Web application servers. software programs that provide specific business
functionality required of aWeb site

B These are an example of middleware software

B A number of different types available, providing avariety of functionality

APPLICATION SERVER FUNCTIONALITY

Catalog display Provides a database for product descriptions and prices

Transaction processing Accepts orders and clears payments

(shopping cart)

List server Creates and serves mailing lists and manages e-mail marketing
campaigns

Proxy server Monitors and controls access to main Web server; implements
firewall protection

Mail server Manages Internet e-mail

Audio/video server Stores and delivers streaming media content

Chat server Creates an environment for online real-time text and audio
interactions with customers

News server Provides connectivity and displays Internet news feeds

Fax server Provides fax reception and sending using a Web server

Groupware server Creates workgroup environments for online collaboration

Database server Stores customer, product, and price information

Ad server Maintains Web-enabled database of advertising banners that

permits customized and personalized display of advertisements
based on consumer behavior and characteristics

Auction server Provides a transaction environment for conducting online
auctions
B2B Server Implements buy, sell, and link marketplaces for commercial

transactions

Table 4.4-- Application Servers and Their Functions
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. E-commerce Merchant Server Software Functionality

B Providesthe basic functionality needed for online sales, including:
B Online catalog
B Shopping cart
B Credit card processing
Merchant Server Softwar e Packages (E-commer ce Suites)
B Offer integrated environment that provides functionality and capabilities needed to
develop sophisticated, customer-centric site
B Key factors to consider in choosing include:
* Functionality
= Support for different business models
= Business process modeling tools
= Visua site management tools and reporting
= Performance and scalability
= Connectivity to existing business systems
= Compliance with standards
= Globa and multicultural capability
= Local saestax and shipping rules

PRODUCT APPROXIMATE PRICE

Microsoft Commerce Server 2002 Enterprise Edition $6,999 for Standard edition,
$19,999 per processor for
Enterprise Edition

IBM WebSphere Commerce Professional Entry Edition $20,000 per processor
IBM WebSphere Commerce Professional Edition $80,000 per processor
Broadvision One-to-One Commerce $60,000 per processor
InterWorld Commerce Exchange 6.0 $65,000

Intershop United Commerce Management/EnfinityB2C Solution  $125,000-$250,000
Blue Martini Commerce $1,000,000+

I E——
Table 4.5-- Widdly Used Midrange and High-end E-commerce Suites

**Cost varieswith time.
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. Choosing the Hardwar e for an E-commer ce Site

B Hardware platform: refers to all the underlying computing equipment that the system
uses to achieve e-commerce functionality
B Objective to have enough platform capacity to meet peak demand but not so much
that you are wasting money
B Important to understand the different factors that affect speed, capacity and scalability
of asite
Right-Sizing Your Hardware Platform: The Demand Side
B Demand that customers put on a site- the most important factor affecting the speed of
asite
B Factorsinvolved in demand include:
=  Number of ssimultaneous usersin peak periods
= Nature of customer requests (user profile)
= Type of content (dynamic versus static Web pages)
» Required security
=  Number of itemsin inventory
= Number of page requests
= Speed of legacy applications

VISITOR ACTIVITY PERCENTAGE OF VISITORS
Browse 76%
Search for content 51%
Shop and purchase goods 44%

Table 4.6-- Visitor Profile at Typical E-commerce Sites(UCLA internet report)
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PUBLISH/ CUSTOMER WEB
SITE TYPE SUBSCRIBE SHOPPING SELF-SERVICE TRADING SERVICES/B2B
Examples WSJ).com Amazon.com NetBank.com E-Trade.com Ariba
Travelocity.com e-procurement
exchanges
Content Dynamic Catalog Data in legacy Time sensitive Data in legacy
Multiple authors Dynamic items applications High volatility applications
High volume User profiles with Multiple data Multiple suppliers ~ Multiple data
Not user specific data mining sources and consumers sources
Complex Complex
transactions transactions
Security Low Privacy Privacy Privacy Privacy
Non-repudiation Non-repudiation Non-repudiation Non-repudiation
Integrity Integrity Integrity Integrity
Authentication Authentication Authentication Authentication
Regulations Regulations Regulations Regulations
Percent Secure Low Medium Medium High Medium
Pages
Cross Session No High High High High
Information
Searches Dynamic Dynamic Not dynamic Low volume Moderate volume
Low volume High volume Low volume
Unique items High Medium to high Medium High Medium to high
(SKUs)
Transaction Moderate Moderate to high Moderate High to extremely ~ Moderate
Volume high
Legacy Integration  Low Medium High High High
Complexity
Page views (hits) High to very high  Moderate to high ~ Moderate to low Moderate to high ~ Moderate

e —————————
Table 4.7-- Factors in Right-sizing an E-commerce Platform

Right-Sizing Your Hardware Platform: The Supply Side
B Scaability: refersto the ability of asiteto increase in size as demand warrants
B \Waysto scale hardware:
= Verticaly: increase the processing power of individual components
= Horizontally: employ multiple computers to share the workload

= Improve processing architecture
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TECHNIQUE APPLICATION

Use a faster computer Applies to edge servers, presentation servers, data servers, etc.

Create a cluster of computers Use computers in parallel to balance loads

Use appliance servers Special-purpose computers optimized for their task

Segment workload Segment incoming work to specialized computers

Batch requests Combine related requests for data into groups, process as a group

Manage connections Rcaldpce connections between processes and computers to a
minimum

Aggregate user data Aggregate user data from legacy applications in single data pools

Cache Store frequently used data in cache rather than on the disk

Table 4.8-- Eight Vertical and Horizontal Scaling Techniques

i
|
Rl

HP AlphaServer GS80 HP AlphaServer GS160 HP AlphaServer G5320
up to 8 1.224 GHz up to 16 1.224 GHz up to 32 1.224 GHz
Alpha CPUs, 64 GB RAM Alpha CPUs, 128 GB RAM Alpha CPUs, 256 GB RAM

Figure 4.15-- Vertically Scaling a System
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Figure 4.16-- Horizontally Scaling a System
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ARCHITECTURE IMPROVEMENT

DESCRIPTION

Separate static content from dynamic
content.

Cache static content.

Cache database lookup tables.

Consolidate business logic on dedicated
servers.

Optimize ASP code.

Optimize the database schema.

Use specialized servers for each type of workload.

Increase RAM to the gigabyte range and store
static content in RAM.

Cache tables used to look up database records.

Put shopping cart, credit card processing, and
other CPU-intensive activity on dedicated servers.

Examine your code to ensure it is operating
efficiently.

Examine your database search times and take
steps to reduce access times.

Table 4.9-- Improving the Processing Architecture of Your Site

- Web Site Design: Basic Business Consider ations

B To achieve basic business functionality of a Web site, we need to be aware of design

guidelines and software tools that can build active content and functionality

B Poorly designed Web sites drive customers away

Links give error reports

Too slow to load

Forced to download plug-ins
Site times out

Poorly named links

Too many clicks

Web Site Features That Annoy Customers

Crowded layout
No skip button at introduction
No search feature

Confusing layout

60%
54%
20%
20%
0% 10% 20% 30% 40% 50% 60% 70%

Percentage of Camplaints

Figure 4.17-- Web Site Features that Annoy Customers
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|

FACTOR DESCRIPTION

Functionality Pages that work, load quickly, and point the customer toward your
product offerings

Informational Links that customers can easily find to discover more about you
and your products

Ease of use Simple fool-proof navigation

Redundant navigation Alternative navigation to the same content

Ease of purchase One or two clicks to purchase

Multi-browser functionality ~ Site works with the most popular browsers

Simple graphics Avoids distracting, obnoxious graphics and sounds that the user
cannot control

Legible text Avoids backgrounds that distort text or make it illegible

Table 4.10-- The Eight Most Important Factors in Successful E-commerce Site Design

- Toolsfor Interactivity and Active Content

B CGI (Common Gateway Interface): Set of standards for communication between a
browser and a program running on a server that allows for interaction between the
user and the server

B ASP (Active Server Pages): Enables programmers using Microsoft’s 11S package to
build dynamic pages

B Java Allows programmers to create interactivity and active content on the client
computer

B JSP (Java Server Pages): Similar to CGl and ASP; alows developers to use a
combination of HTML, JSP scripts and Java to dynamically generate Web pages in
response to user requests

B JavaScript: Programming language invented by Netscape that is used to control
objects on a Web page and handle interactions with browser
ActiveX: Programming language invented by Microsoft to compete with Java
VBScript: Programming language invented by Microsoft to compete with JavaScript
ColdFusion: An integrated server-side environment for developing interactive Web
applications

Per sonalization Tools

B Personadization: Ability to treat people based on their persona qualities and prior
history with your site
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B Customization: Ability to change the product to better fit the needs of the customer

B Cookies- the primary method for achieving personalization and customization

The |l nformation Policy Set

B Privacy policy: Set of public statements declaring how site will treat customers

personal information that is gathered by site
B Accessihility rules: Set of design objectives that ensure disabled users can affectively

access site
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Chapter V

Security In E-commerce

L ear ning ODbjectives:

B Understand the scope of e-commerce crime and security
problems

B Describe the key issues of e-commerce security
B Understand the tension between security and other values

M [dentify the key security threats in the e-commerce
environment

B Describe how various forms of encryption technology help
protect the security of messages sent over the Internet

M Describe implementation and firewall management issues
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The Internet is a huge place that hosts severa millions of people. Asal the people are not honest, illegal
activity’ isinevitable. There are two basic types of crimina activities:

The person who tries to understand and learn the various systems and capabilities of any private
network. In this case the person has no intentions to do any damage or to steal any resources but tries to
observe the system functiondity. For example teenagers who tries to enter into a network out of
curiosity till they are caught or deducted.

The persons who uses the Internet and the Web to benefit themsdves by doing illegd activities such as,
geding software' s, information and causing damage to resources. This type of crimind activity raises the

concern for network security.

A large system like Internet has many holes and crevicesin which a determined person can easily find the

way to get into any private network. There are many terms used to signify the computer criminals.

. Type of Computer Criminals

Hacker-is a person who has good knowledge about computers and tries to open the data packets and
steal the information transmitted through the Internet.

Cracker-is someone who specificaly breaks into computer systems by bypassing or by guessing login
passwords. These persons enter into the network as authenticated users and can cause any harm to the

system.

Phreaks-are persons who hack phone systems. These people specificdly try to scam long distance
phone-time for them to control phone switch capability or to hack company automated EBX systems to
get free voice-mail accounts or to raid companies existing voice-mail messages.

Phracker-is the combination of freak and cracker. A phracker breaks into phone systems and computer
systems and specializes in total network destruction.

. Security Issues

Another mgor issue in the Internet security is misrepresentation and fraud. One of the reasons of

misrepresentation is that on the net it is easy to appear as anyone or anything without the actual presence.

For example, shops site displaying goods, which the dealer may not have them physically. But a the same
time, creating a scam site is not as easy as it seems to be, because one must host pages somewhere,

which makes the provider responsible for the content. For this reason, most Web site providers examine

75
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sites and have access to the information that has been provided. With the rapid growth in use of
Internet, in future the number of fraud cases in which perpetrators create their own provider. This is
possible specidly, in case of offshore servers where laws are more favorable to the crimind and
enforcement will be very difficult. For this reason, it is increasingly important for Web users to protect

themsdves.

In case of doing commercia transactions everybody seems to fear having their credit card information
stolen when they type it into the Web sites, this has developed the use of Secure servers. Here the
protection is only between the two points of transmission. But the information is not protected at the

browser or at the server. In redity there are three places where data can be intercepted
In the browser
Between the browser and the server
In the server

In the browser, the users often type sensitive data into aform field and continue their Web session. If the
user leaves the computer tuned on and unattended, anyone can access that computer and view the last

user’s personal data.

When the crucial information (credit card) is sent to a server even by using a secure method it is often
encrypted and stored or sent as e-mail. During this processit could be intercepted. For example, a hacker

can accessto the email system and the crucial data sent by the e-mail.

There is currently huge cry for secure commerce server that will make credit card transactions fairly safe.
Although such servers might protect consumers from having their credit card information stolen, they do
nothing to protect the store owner from criminals who use fraudulent credit card numbers or fase
identities to purchase the products. Unfortunately storeowners have less protection from these kinds of

frauds.

One of the smplest waysto safeguard against illegal transactionsisto have your order entry system check
the credit numbers againgt the credit card check sum standard. One can run this algorithm on any credit

card number to determine whether it belongs to valid sequence of numbers.

Secure servers attempt to encrypt the data between the browser and the server. Firates have many waysin
which they can intercept the data. However, this requires that the pirates operate within a trusted look and

have significant technical expertise.

Sometimes when the data reaches the secure server, the system decrypts the data. Even if the data is
decrypted for a specific time period, the information would still be intercepted. Most sophisticated
software handles decryption using the quickest and most uncrackable methods.

76



Abdul Kadir Khan E-commerce 77

Therearesx key issuesto e-commer ce security.

Integrity: ability to ensure that information being displayed on a Web site or transmitted/received
over the Internet has not been atered in any way by an unauthorized party

Nonrepudiation: ability to ensure that e-commerce participants do not deny (repudiate) online

actions.

Authenticity: ability to identify the identity of a person or entity with whom you are dedling on
the Internet.

Confidentiality: ability to ensure that messages and data are available only to those authorized to

view them.

Privacy: ability to control use of information a customer provides about himself or hersdlf to

merchant.

Availability: ability to ensure that an e-commerce site continues to function asintended.
CUSTOMER'S MERCHANT'S

DIMENSIONS PERSPECTIVE PERSPECTIVE

Integrity Has information | transmit or receive =~ Has data on the site been altered
been altered? without authorization? Is data being

received from customers valid?

Nonrepudiation Can a party to an action with me Can a customer deny ordering
later deny taking the action? products?

Authenticity Who am | dealing with? How can | What is the real identity of the
be assured that the person or entity customer?
is who they claim to be?

Confidentiality Can someone other than the Are messages or confidential data
intended recipient read my accessible to anyone other than
messages? those authorized to view them?

Privacy Can | control the use of information What use, if any, can be made of
about myself transmitted to an personal data collected as part of
e-commerce merchant? an e-commerce transaction? Is the

personal information of customers
being used in an unauthorized
manner?

Availability Can | get access to the site? Is the site operational?
i |

Table5.1-- Customer and Merchant Perspectives on the Different issues of E-commerce Security

The Tension between Security and Other Values:

Security vs. ease of use: the more security measures that are added, the more difficult asiteis
to use, and the slower it becomes.

Security vs. desire of individuals to act anonymously.
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. Security Threatsin the E-commer ce Environment

B Threekey points of vulnerability:
= Client
= Server

= Communications channel

CD Store
Merchant’s Bank

Internet Payment Network

Katie's Order '

Katie's Bank

Web Server Online CD Store

4 Order printed at
CD warehouse
ISP

CD Warehouse
CD arrives 2-3 days

@ after order is received /
Katie sends \ m

order form
Figure5.1--A Typical E-commerce Transaction
B Most common threats:
= Malicious code

= Hacking and cyber vandalism
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= Credit card fraud/theft

= Spoofing

= Denial of service attacks
= Sniffing

» Insider jobs

Securtty Risks Tapping and sniffing
Internet communications #t:fr[a;'ﬁ; f?;:gessages
C Breaking into
Ser\lgs store database
Merchant
Banks _@
& =
Web Server  Online CD Store DoS ‘:jmaCk
Hacking
\ Malicious code attack
! O Theft and fraud
- Line taps
B Sniff ISP
E Sniffer on ~ *‘A sniferat 5 Vandalism
Internet
backbone ISP J“l G
_ O—0
Clients CD Warehouse
Business Malicious code attack
Home Line taps
A Tapping line Physical loss of computer

Katie

Figure 5.2---Vulnerable Points in an E-commer ce Environment

Malicious code:- malicious code(sometimes referred to as “malware”) includes a variety of threats

such as viruses, worms, Trojan horses, and bad applets.

B Viruses. computer program that has the ability to replicate or make copies of itself, and
spread to other files. In addition to the ability to replicate, most computer viruses deliver a
“payload’. The payload may be destructive or benign. Viruses include macro viruses, file-

infecting viruses and script viruses.

Macro viruses:- macro viruses are application specific, meaning that the virus affects only the
application for which it was written, such as Microsoft word, excel or PowerPoint.

79



Abdul Kadir Khan E-commerce

File-infecting viruses:- File-infecting viruses usualy effect executable files, such as *.com,

*.exe, *.drv, and *.dll files.

Script viruses:- Script viruses are written in script programming languages such as VBScript

and JavaScript. The viruses are activated ssmply by double clicking an infected *.vbs or *.js

file.

NAME TYPE DESCRIPTION

Melissa Macro virus/worm  First spotted in March 1999. At the time, Melissa was the
fastest spreading infectious program ever discovered. It
attacked Microsoft Word's normal.dot global template,
ensuring infection of all newly created documents. It also
mailed an infected Word file to the first 50 entries in each
user's Microsoft Outlook address book.

CodeRed  worm Appeared in 2001. It spread to hundreds of thousands of

systems and tried to flood the White House IP address with
bogus information requests.

Chernobyl  File infecting virus  First appeared in 1998. It is very destructive: It wipes out the
first megabyte of data on a hard disk (making the rest
useless) every April 26, the anniversary of the nuclear disaster
at Chernobyl.

Klez E-mail worm Most prolific virus of 2002. Klez comes in an e-mail with a
random subject line and message body. Once launched, the
worm sends itself to all addresses in the Windows address
book, the database of instant-messaging program 1CQ, and
local files. A file from the user’s system is randomly selected
and sent along with the wor. Klez also attempts to disable
anti-virus software and drops another virus in the user's
system that tries to infect executable files there and across
network filing systems.

Bugbear Trojan horse/worm  Struck in 2002. It appeared as an e-mail attachment and
random e-mail was infected in over 22,000 systems in 24
hours. It can intercept Web activity (i.e., credit card
information) and can disable Windows and anti-virus
software.

Table5.2----- Examples of Malicious Code

B \Worms: designed to spread from computer to computer.
B Trojan horse: appears to be benign, but then does something other than expected.

B Bad applets (malicious mobile code): malicious Java applets or ActiveX controls that may be
downloaded onto client and activated merely by surfing to a Web site.

Hacking and Cyber Vandalism:-



Abdul Kadir Khan E-commerce

B Cyber vandalism: Intentionally disrupting, defacing or destroying a Web site.
B Typesof hackersinclude:

=  White hats — Members of “tiger teams’ used by corporate security departments to test

their own security measures.
= Black hats— Act with the intention of causing harm.

= Grey hats — Believe that they are pursuing some greater good by breaking in and
revealing system flaws.

Credit Card Fraud:-

B Hackers target credit card files and other customer information files on merchant servers.
They use to steal datato establish credit under false identity.

B One solution: New identity verification mechanisms.
Spoofing:- Misrepresenting oneself by using fake e-mail addresses or masguerading as someone else

Denial of service (DoS) attack: - Hackers flood Web site with useless traffic to inundate and

overwhelm network.

Distributed denial of service (dDoS) attack: - Hackers use numerous computers to attack target

network from numerous launch points.

Sniffing:- It is atype of eavesdropping program that monitors information traveling over a network.

It enables hackers to steal proprietary information from anywhere on a network.

Insider jobs:- It is a single largest financia threat. The largest financial threats to business firms
come not from robberies but from embezzlement by insiders. The same is true for E-commerce

firms.

Technology Solutionsfor Security threats:.-
B Protecting Internet communications (encryption).
B Securing channels of communication (SSL, SSHTTP, VPNS).
B Protecting networks (firewalls).

B Protecting servers and clients.
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Tools Availableto Achieve Site Security:-

- Security
E t
ncryption Tools

Network

Security Access

Protocols 4 T\ Controls
[ Security

| | Management,
Virtual

Private Authenticatio
Netug -

Proxy/Agent Intrusion

T li g
pt mg Systems Detecum

. Protecting Internet Communications: Encryption

B Encryption: The process of transforming plain text or data into cipher text that cannot be
read by anyone other than the sender and receiver.

This transformation of plain text to cipher text is accomplished by using a key or cipher. A
key is any method for transforming plain text to cipher text. Ancient Egyptian and
Phoenician commercial records were encrypted using substitution and transposition ciphers.
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B Purpose:

= Secure stored information

= Secure information transmission
B Encryption Provides:

= Message integrity

= Nonrepudiation

= Authentication

= Confidentiality

- Symmetric Key Encryption

It is also known as secret key encryption. Both the sender and receiver use the same digital key to
encrypt and decrypt message. It requires a different set of keys for each transaction. It was used

extensively throughout the world war Il and is still a part of internet encryption.
Drawbacks of Symmetric key encryption:-

+ In this digital age, computers are so powerful and fast that these ancient means of encryption
can be broken quickly.

+ Symmetric key encryption requires that both parties share the same key. In order to share the
same key, they must send the key over a presumably insecure medium where it could be

stolen and used to decipher messages.

+ In a population of millions of users, thousands of millions of keys would be needed to
accommodate all e-commerce customers. Clearly this situation would be too unwieldly to

work in practice.

The most widely used symmetric key encryption on the internet today is the DATA ENCRYPTION
STANDARD (DES) developed by the National Security Agency (NSA). It uses 56-bit encryption
key. Other types use upto 2048 bit keys.

- Public Key Encryption

B Public key cryptography solves symmetric key encryption problem of having to exchange
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secret key.

W It uses two mathematically related digital keys — public key (widely disseminated) and
private key (kept secret by owner).

B Both keys are used to encrypt and decrypt message.
B Once key is used to encrypt message, same key cannot be used to decrypt message.

B For example, sender uses recipient’s public key to encrypt message; recipient uses his/her
private key to decrypt it.

1 Original message

Buy Cisco @ $25

2 Recipient's
public key

3 Message encrypted
in cipher text

10101101110001

4 \

5 Recipient’s Internet

E private key

Reuplent
Buy Cisco @ $25

Figure 5.3---Public Key Cryptography — A Simple Case

Drawbacks of Public Key Encryption:-
4+ Authentication
+ Nonrepudiation and

+ Integrity are not achieved by this encryption technique.

- Public Key Encryption using Digital Signatures and Hash Digests

B Application of hash function (mathematical algorithm) by sender prior to encryption

produces hash digest that recipient can use to verify integrity of data.
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B Double encryption with sender’s private key (digital signature) helps ensure authenticity and

nonrepudiation.

01011001101

128 bit
/; Hash Hash digest
Buy XYZ @ $52 function 3 Recipient’s
public key
1 Original
mesgsage 4 Sender’s private key
(digital signature)

| d

Sender (including hash digest)
5 Signed cipher text
Y
=]
i—— e

Receiver\ 6 Sender’'s iy

public key
B XYZ @ $52
L = 7 Recipient’'s
private key

I

Hash
0101100110 Authenticated
128 bit cipher text

Figure 5.4--Public Key Cryptography with Digital Signatures

Drawbacks of Public Key Cryptography with Digital Signatures:-
4+ Computationally slow
4 It decreases transmission speed

+ [t increases processing time.

- Digital Envelopes

B |t addresses weaknesses of public key encryption (computationally slow, decreases
transmission speed, increases processing time) and symmetric key encryption (faster, but not
more secure).

B |t uses symmetric key encryption to encrypt document but public key encryption to encrypt

and send symmetric key.
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Diplomatic
Report

Symmetric

Original session key Eﬁgll?clelz:ys
Message
Digital
[C =] Message
encrypted
Sender in cipher text

N

™~

Internet
Receiver\ -

Recipient’s
Symmetric private key

Diplomatic session key
Report :

Figure 5.5-Public Key Cryptography: Creating a Digital Envelope

Drawbacks of Public Key Cryptography: Creating a Digital Envelope:-

How do we know that people and institutions are who they claim to be? Anyone can make up a

private and public key combination and claim to be the Hawassa University or President of USA.

BB Digital Certificates and Public Key Infrastructure (PK1)

It is an attempt to solve the problem of digital identity.
B Digital certificateisadigital document that includes:
= Name of subject or company
= Subject’s public key
= Digital certificate serial number
= Expiration date
» |ssuance date

= Digital signature of certification authority (trusted third party (institution) that issues

certificate

= Other identifying information

B CAs(Certification Authorities):- these are trusted third parties that issue digital certificates.
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B Public Key Infrastructure (PK1): refers to the CAs and digital certificate procedures that

Institution/ N
individual
subject

[—— \ Digital Certificate Serial Number Certificate

Y

are accepted by all parties.

Request Internet \

certificate

Version
Certificate Issuer Name
received Issuance/Expiration Date
Subject Name
Subject Public Key
CA Signature
Other Information

oo

Figure5.6-- Digital Certificatesand Certification Authorities

Limitsto Encryption Solutions:

PKI applies mainly to protecting messages in transit.

PK1 is not effective against insiders.

Protection of private keys by individuals may be haphazard.
No guarantee that verifying computer of merchant is secure.

CAs are unregul ated, self-selecting organizations.

- IMPLEMENTATION AND MANAGEMENT ISSUES

|
I
Al

Authorities
(CAs)

Transaction partner:
online merchant

or customer

This section explores important issues that should be considered when de-signing,

implementing, and integrating encryption to engage in eectronic commerce.
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Har dwar e ver sus Softwar e | mplementations
Encryption can be implemented in either hardware or software. Each has its related costs and benefits. The
trade-offs among security, cost, smplicity, efficiency, and ease of implementation need to be studied when
acquiring security products.
In generd, software is less expensve and dower than hardware, a-though for large applications, hardware
may be less expensive. In addition, software isless secure, sinceit ismore easily modified or bypassed than
some hardware products.

In many cases, encryption is implemented in a hardware device (such as a card/key entry system), but is
controlled by software. This software requires integrity protection to ensure that the hardware device is
provided with correct information (controls, data) and is not bypassed. Thus, a hybrid solution of software
and hardware is generdly provided. Effective security requires the correct management of the entire hybrid

solution.

Key Management

All keys need to be protected against modification, and secret keys and private keys need protection against
unauthorized disclosure. The proper management of cryptographic keys is essentid to the effective use of
encryption for security. Key management involves the procedures and protocols, both manua and
automated, used throughout the entire life cycle of the keys. This includes the generation, distribution,
storage, entry, use, destruction, and archiving of cryptographic keys. Ultimately, the security of information
protected by encryption directly depends upon the protection afforded to keys.

With secret key encryption, the secret key(s) must be securdly distributed (safeguarded against unauthorized
replacement, modification, and disclosure) to the parties wishing to communicate. Depending on the
number and location of users, this task may be difficult. Automated techniques for generating and
distributing cryptographic keys can ease overhead costs of key management, but some resources have to be
devoted to this task.

Public-key encryption users aso have to satisfy certain key management requirements. For example, sincea
private/ public-key pair is associated with (generated or held by) a specific user, it is necessary to link the
public part of the key pair to the user. In some cases, the key may be linked to a position or an organization,

rather than to an individual user.

Complying with Export Rules

A number of governments have regulations regarding the import or export of encryption. The government
controls the export of cryptographic implementations because it considers them part of munitions. As a
genera rule, the government alows encryption to be used when the data being encrypted is of a financia
nature and the transaction is between known banks, the content of the datais well- defined, the length of

the dataiis limited, and the encryption cannot easily be used for other purposes. The rules governing export
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can be quite complex since they consider multiple factors. In addition, encryption isarapidly changing field
and rules may change from time to time. Questions concerning the export of a particular implementation
should be addressed to appropriate legal counsel.

Other Business | ssues

Three problems deter widespread acceptance of encryption for public commerce. First, successful
encryption requiresthat al participating parties use the same encryption scheme. Second, the distribution of
keys has prevented wider use of encryption, as there is no easy way to digtribute the secret key to an
unknown person on the network. The only safe way to communicate akey isin person, and even then the
distributor must provide a different secret key for each person. Even public-key schemes require a method
for key distribution.

The find deterrent to widespread acceptance of encryption is that it is difficult to use. For encryption to
flourish, the encryption user interface must be simplified so that an average consumer can easily use the
software. Currently, a consumer will not wait more than a few seconds for information access or retrieval.

In the future, encryption will be done by fast hardware rather than software.

Legal Issues

As encryption becomes commonplace in the commercid world, employers will face the problem of
producing documents that only certain employees can decrypt. Given labor force mobility, a company may
be confronted with the task of producing documents encrypted by ex- employees who may not wish to
cooperate.

Encryption raises a plethora of legal problems for corporations including: Will courts tolerate the
production of pivotal evidence in encrypted form? On what basis could counsel claim such a data file was
irrdlevant or privileged? Will the producer have the onus of contacting the ex-employee in the hope that the
employee will remember the password necessary for decryption? Will the courts compel individuals to
provide their passwords?

Protecting Networks: Firewalls and Proxy Servers

m  Firewall: Software application that acts as afilter between a company’s private network and
the Internet

B Firewall methodsinclude;
= Packet filters
= Application gateways

B Proxy servers. Software servers that handle all communications originating from for being
sent to the Internet (act as “spokesperson” or “bodyguard” for the organization).
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Chapter VI

Electronic Payments

Learning Objectives:

M Describe EDI

M Describe the features of traditional payment systems

M Discuss the current limitations of online credit card payment
systems

B Understand the features and functionality of digital wallets

M Describe the features and functionality of the major types of
digital payment systems
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. I ntroduction to EDI

All Organization and administrative association with large information system faces a Situation where typing
and printing of al information arriving or leaving their domain is no longer feasible. Everyone who worksin a
business organization where hundreds and thousands of standard forms, (e.g. invoices) and received and
responded to, knows how difficult it is to manage this task. These forms should be entered in the computer
for processing, and response should be generated and posted to the concerned parties. The whole process is
time-consuming and prone to human errors during data entry and expensive to operate.

Electronic Data Interchange (EDI) is the dectronic exchange of business documents in a standard, computer
process able, universally accepted format between-trading partners. EDI is quite different from sending
electronic mail, messages or sharing files through a network. In EDI, the computer application of both the
sender and the receiver, referred to as Trading Partners (TPs) have to agree upon the format of the business

document which is sent as a datafile over an eectronic messaging service.

The two key aspects of EDI that distinguish it from other forms of eectronic communication, such as
eectronic mail, are;

*The information transmitted is directly used by the recipient computer without the need of human

intervention.
*The repeated keying of identical information.
The following problems can be reduced by using EDI:-
Increased time
Low accurecy
High labour charges
Increased uncertainty.

To take full advantage of EDI’ s benefits, a company must computerize its basic business applications. Trading
partners are individual organization that agrees to exchange EDI transactions. EDI cannot be undertaken
unilaterally but requires the cooperation and active participation of trading partners. Trading partners normally
congsts of an organization's principa suppliers and wholesde customers. Since large retail stores transact
business with a large number of suppliers, they were among the early supporters of EDI. In the
manufacturing sector, EDI has enabled the concept of Just-In-Time inventory to be implemented. JIT reduces

inventory and operating capital requirements.
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Costs and Benefits

Wherever the EDI has been implemented, computers eectronicaly exchange business documents with each
other, without human intervention. This only reduces the operating costs, administrative errors, and delivery
delays. The benefits accruing from EDI implementation can be broadly classified into direct benefits and long-
term strategic benefits.

Direct Benefits

e Thetransfer of information from computer to computer is automatic.

e Codst of processing EDI documentsis much smaller than that of processing paper documents.
e Customer serviceisimproved.

e Thequick transfer of business documents.

e Information is managed more effectively.

e Thereisaimproved job satisfaction among the data entry operators, clerks etc.
Strategic Benefits

Customer relations are improved through better quality and speed of services.

Competitive edge is maintained and enhanced.

Reduction in product costs can be achieved.

Business relations with trading partners are improved.

More accurate sales forecasting and business planning is possible due to information availability at the right
place a the right time.

Networking Infrastructurefor EDI

e For the successful functioning EDI, it assumes availability of a wide area network to which
organization can subscribe.

e All organization that iswilling to join EDI services must subscribe to the common network.

e |In addition, al organization participating in a EDI service-group that they will use, and load
appropriate EDI software on their compute systems. This software is responsible for providing

trand ation services.

Functioning of EDI
Any organization using EDI communicates with their Trading partners, in one of the two ways:

e Exchange of datawith several trading partners directly.
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e Interaction with multiple companies through a central information-clearing house.

(see the figure below)
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Figure6.1- functioning of EDI

In the latter case, all transaction takes place through athird party’ s computer system, which then sends them to
the appropriate receiver’s computer. This enables the sender to communicate with an unlimited number of
trading partners without worrying about the proprietary system audit trails, variables transmission speeds, and

genera computer compatibility.

EDI Worksin theFollowing Manner:

Prior to any computer work, representatives of two companiesinterested in exchanging data dectronically meet
to specify the application in the EDI standards, which they will implement.

The two companies exchange data éectronicdly in the standard formats.

Each company-adds EDI program to its computer to trand ate the company datainto standard formats for

transmission, and for the reverse trandation in the dataiit receives.

The sender transmits the database formatted in the EDI standards to the receiver who then trandates the
formatted message to a computer record to be processed and used internally. All transmission is checked both

eectronicaly and functionaly and the protocol includes procedure for the error detection and correction.
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Once acompany has established standardized communications with another company, it isnow in a position to
communicate with any other company that is also using the EDI standards.
EDI Components

A typica EDI system converts generic EDI messages (in EDIFACT or any other EDI standards) format to
RDBMS format and from RDBMS format to EDI format. RDBMS database contains the data to be
trandated into EDI format and where EDI data to be converted (and written) to. EDI configuration programs
do these trandations.

There are three main components of an EDI system as shown in figure.
1. Application Service.
2. Trandation Service

3. Communication Service
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i Bozam pzen I HERNICE A SERVICE
i Expevin I !
i . .N'-‘. A
Rl Traresmission s _l,.-"'};
i ( \
CORRALMICATRON Trefing |
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Figure 6.2- components of EDI
EDI Services
The three EDI services al performsthree different tasks.
Application Service

The Application Service provides the link between a business application and EDI. It adlows us to send

document to, and receive documents from an EDI system.

A set of callable routines is used to transfer documents from the business application into EDI. Documents

destinations can is either intra-company or to external companies, Le., trading partners.
The EDI Application Service holds each incoming and outgoing document asasingleinterna format file.

EDI converts the document to a standard format and sends it to be the trading partner the relevant
communication protocol. A number of different standards and communication protocols are available.

The below list describes what happensin the Application Services:
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For Outgoing Documents:

The business application uses the callabl e routines to send a document from the business application to the
Application Service. The document is now inthe EDI system and is called internal format file.

The Application Service sends the document in the internal format file to the Translation Service.
For Incoming Documents:
The Application Service receives an internal format file from the Translation Service.

The Application Service makes the data in the interna format file available in database so that the business
gpplication can fetch the document from EDI. A callable interface isused to do this.

Thefigure, it displaysthe application service:

APPLICATION SERVICE

1
e T, ; FILE SERVER i
"'f/f B =] Files
i _ 'y T TR
! Suzinoss 'il : _
I Application | —————= CALLABLE Imemal Fommat
"-,'5 [ T M. ACIITINES Flles _
/
e, ,m-"f e

S e
mcsriaoe

Figure 6.3- Application service
Tranglation Service
Trandation service converts outgoing documents from an internal format file to an agreed externa format.
It trand ates incoming documents from an external format to the EDI interna format file.
The external document standards that an EDI system supports are EDIFACT, X12, TDCC, and ODETTE.
For outing documents:

The Trandation Service receives adocument in the internal format file from the Application Service. It converts
the internal format file from the Application Service. It converts the interna format file to the appropriate
external standard (either EDIFACT,X12, TDCC, or ODETTE) to the internal format file.

Thefileisnow an internal format file.
The Trand ation Service combines one or more externa format file into atransmission file.

The Trand ation Service now sends the transmission file to the communi cation Services.



Abdul Kadir Khan E-commerce 97

For incoming documents:
Thetrand ation Service receives adocument in the transmission file from the communication Service.
It separates the transmission file to produce externa format files.

It trandates each externd format file, which may be in an externa standard (either EDIFCT, X12, TDCC, or
ODETTE) to theinterna format file. Thefileisnow aninternal format file.

The Trandation Service now sendsthe internal format file to the Application Service.

| File Server | |
1

| Tranarsasion
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|
!
Imtemal Fonral Fie | o Imamal Format File
- l T | s |le
o 3 i

|
i
|
| Manragament Interface |

Figure 6.4- Trandation service
Communication Service

The communication Service sends and receives transmission files to and form the trading partners ether
directly or by using athird party service cdled aVaue Added Network (VAN).

Thelist below describes what happens in the Communication Service:

For outgoing Documents:

The Communication Service receives atransmission file from the Trand ation Service. It checksthefileto see
which trading partner it has be sent to. When it has identified the type of connection to be used for this

trading partner it determines which gateway to use.
The Communication Service sends the Transmission fileto the Translation Service.
For Incoming Documents:

The Communication Service receives a transmission file from the trading partner. The file arrives through one

of the gatewaysthat EDI support.

The Communication Service sends the transmission file to the Translation Service.
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Refer figure, shows the Communication service.
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Figure 6.5- Communication service
File Typesin EDI
EDI creates the following files as a document passes through the system..
Internal Format File (IFF)
Externa Format File (EFF)
Transmission File (TF)
Internal Format File

Internet Format File (IFF) contains a single document for a single trading partner. Interna Format File is

principally for EDI’s own use.
External Format File

Externa Format File (EFF) contains the same data as the interna format file trandated into the appropriate

standard document format.
Transmission File

Transmission file contains. one or more documents for the same trading, partner. Documents of the same
type are packaged together in functiona groups. The functiona * groups going to one trading partners are
packaged into an interchange set. An interchange set contains one or more functiona groups of documents

with the same sender and recelver.
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. Electronic Payment Systems

In order to understand e-commerce payment systems, we first need to be familiar with various types of
generic payment systems. Then we will be able to clarify the different requirements that e-commerce
payment systems must meet and identify the opportunities provided by e-commerce technology for

devel oping new types of payment systems.
Types of Payment Systems:

B Cash

B Checking Transfer

B Credit Card

B Stored Value

B Accumulating Balance

B | ega tender defined by a national authority to represent value

B Most common form of payment in terms of number of transactions

B Instantly convertible into other forms of value without intermediation of any kind
B Portable, requires no authentication, and provides instant purchasing power

B “Free’ (no transaction fee), anonymous, low cognitive demands

B Limitations: easily stolen, limited to smaller transaction, does not provide any float

Checking Transfer:

B Funds transferred directly via a signed draft or check from a consumer’s checking account to a

merchant or other individual
B Most common form of payment in terms of amount spend
B Can be used for both small and large transactions
B Some float

B Not anonymous, require third-party intervention (banks)
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B Introduce security risks for merchants (forgeries, stopped payments), so authentication typically

required
Debit and Electronic
Other Cards 2%
10%
Credit Cards
0

18% Cash
Other Paper 44%

1%

Personal Checks
25%

Figure 6.6- Most Common Payment Systems, Based on Number Of Transactions

Electronic
Debit and 5% Cash
Other Cards 19%

8% \

Credit Cards
24% Personal Checks

41%

Other Paper
2%

Figure5.7- Most Common Payment Systems, Based on Amount

Credit Card:

B Represents an account that extends credit to consumers, permitting consumers to purchase items

while deferring payment, and allows consumers to make payments to multiple vendors at one time

B Credit card associations — Nonprofit associations (Visa, MasterCard) that set standards for issuing

banks
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B |ssuing banks — Issue cards and process transactions
B Processing centers (clearinghouses) — Handle verification of accounts and balances
Stored Value:

B Accounts created by depositing funds into an account and from which funds are paid out or
withdrawn as needed

B Examples. Debit cards, gift certificates, prepaid cards, smart cards
B Debit cards: Immediately debit a checking or other demand-deposit account
B Peer-to-peer payment systems such as PayPal isavariation
Accumulating Balance:
B Accountsthat accumulate expenditures and to which consumers make period payments

B Examples: utility, phone, American Express accounts

. Current Online Payment Systems

B Credit cards are dominant form of online payment, accounting for around 80% of online payments.
B New forms of eectronic payment include:

= Digital cash

= Online stored value systems

= Digital accumulating balance payment systems

= Digita credit accounts

= Digital checking
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Actual Merchants’ Preferred
Online Payment Methods Online Payment Methods
Credit Card  Debit Card e-check Other Other e-cash
by Phone, 4% 1% 4% e-check 9%
Fax, Mail 5%
7% \
Checks by
Mail Debit Card
8% 23%
Credit Card Online Credit Card Online
77% 64%

* Percentages total more than 100% due to rounding

Figure 6.8- Online Merchants Actual and Preferred Online Payments

How an Online Credit Card Transaction Works

B Processed in much the same way that in-store purchases are

B Magjor differenceis that online merchants do not see or take impression of card, and no signature is
available (CNP transactions)

B Participants include consumer, merchant, clearinghouse, merchant bank (acquiring bank) and

consumer’ s card issuing bank
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MERCHANT CLEARINGHOUSE
Secure line _“ ”
ﬁ- -
3 Merchant software MERCHANT BANK
contacts clearinghouse A
AN

4 (learinghouse 5 Issuing bank

2 SSL provides secure verifies account credits merchant
connection through and balance with account
Internet to merchant issuing bank
- server
6 Monthly statement issued
with debit for purchase CONSUMER'S
1 Consumer CARD ISSUING

makes purchase BANK

Figure 6.9- How an Online Credit Transaction Works

Limitations of Online Credit Card Payment Systems

Security — neither merchant nor consumer can be fully authenticated

Cost — for merchants, around 3.5% of purchase price plus transaction fee of 20-30 cents per

transaction

Social equity — many people do not have access to credit cards (young adults, plus amost 100

million other adult who cannot afford cards or are considered poor risk)

The SET (Secure Electronic Transaction) Protocol

Authenticates cardholder and merchant identity through use of digital certificates

An open standard developed by MasterCard and Visa

Transaction process similar to standard online credit card transaction, with more identity
verification

Thus far, has not caught on much, due to costs involved in integrating SET into existing systems,
and lack of interest among consumers
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MERCHANT CLEARINGHOUSE

1 1 1 [
A N o A

3 Merchant software forwards MERCHANT BANK

encrypted message A

5 Issuing bank
transfers funds
to merchant

2 Merchant and consumer
computers verify each other’s _
identity. SET-encrypted and 4 Clearinghouse

authenticated order and verifies account bank
\ payment information sent ar?d b.alar.me
to merchant server. with issuing bank Y
- _ fill
6 Monthly statement issued '
with debit for purchase CONSUMER'S
1 Consumer makes purchase, CARD ISSUING
selects “Payment with SET” option BANK

Figure 6.10- How SET Transactions Work

. Digital Wallets

B Concept of digital wallet relevant to many of the new digital payment systems
B Seeksto emulate the functionality of traditional wallet
B Most important functions:
= Authenticate consumer through use of digital certificates or other encryption methods
= Store and transfer value
»  Secure payment process from consumer to merchant
B Two major categories:
= Client-based digital wallets — Gator.com, MasterCard Wallet

=  Server-based digital wallets— MSN Wallet
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Promised Functionality of Digital Wallets:
FUNCTION DESCRIPTION

Authentication

Processing of payments
Privacy/password management

Receipt management

Bill presentment

Loyalty programs

Coupon delivery/discounts
Spending allowances
Micropayments

Integration with other software

Typesof Digital Wallets:

Client-based Wallets

Gator eWallet
MasterCard Wallet

Confirms identities via digital certificates, SET, or other forms
of encryption.

Pays bills via alliances with credit card associations and banks.

Helps customers control their digital environments, PINs, card
numbers, and passwords in a secure product.

Reviews all transactions at a single source.

Presents and pays bills at a single location.

Participates in and manages loyalty points at a single location.
Coordinates merchant promotions through a single wallet.
Establishes e-allowances.

Makes payments under $5 anywhere on the Web based on
credit cards.

Links to taxation software, personal budgets, personal devices,
and wireless software.

Digital Wallets

Server-based Wallets

MSN Wallet
Novell DigitalMe
Yodlee.com

105
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B8 Digital cash

B One of thefirst forms of alternative payment systems

B Not really “cash” — rather, are forms of value storage and value exchange that have limited

convertibility into other forms of value, and require intermediaries to convert
B Many of early examples have disappear; concepts survive as part of P2P payment systems

Examples of Digital Cash:

NAME OF SYSTEM YEAR FOUNDED/DESCRIPTION

First Virtual 1994. First secure stored value system based on credit cards, pre-use
deposits, and PIN numbers. Ceased operations in 1998.

DigiCash (now e-Cash) 1996. Encryption-based prepaid stored value system requiring digital
wallet on hard drive to store e-coins. Ceased operations in 1998,
returned as e-Cash Technologies. Acquired by InfoSpace in February
2002.

Millicent 1996. Digital Equipment Corporation’s entry into micropayment e-
cash. Not currently being used.

PEER-TO-PEER PAYMENT SYSTEMS

PayPal 1999. Free P2P micropayment system.
Yahoo PayDirect 1999. Free Yahoo P2P payment service.
MoneyZap 1999. Western Union fee-based money transfer system.
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DIGICASH BANK ~af= 6 Merchant transfers e-cash
coins back to bank

w7 Bank credits merchant's
account at bank }

4 Send e-cash coins

Encrypted and
authenticated
messages

MERCHANT

5 Spend e-cash
3 Send request for e-cash "coins”

2 Download digital
wallet with private
and public keys

1 Establish account
at bank CONSUMER

Figure 6.11- Digicash: How First Generation Digital Cash Worked

. Online Stored Value Systems

B Permit consumers to make instant, online payments to merchants and other individuals based on

value stored in an online account

B Rely on vaue stored in aconsumer’s bank, checking or credit card account
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Examples of Online Stored Value Systems:

SYSTEM YEAR FOUNDED/DESCRIPTION

Ecount 1998. Prepaid debit account

ECharge 1997. Prepaid account with digital wallet

Millicent 1998. Micropayment system designed for selling digital content. No
longer offered

Peppercoin 2001. Micropayment system for purchases less than $1.00

Qpass 1997. Wireless and online prepaid stored value micropayment system

SMART CARDS

Mondex 1994. Smart card, stored value system in which value is stored on a
chip on the card

American Express Blue  1999. Combined credit and smart card

ECOUNT MERCHANTS
> '
2 Verify account 4 Ecount transfers funds to
and balance merchant or individual
“ ” SSL secure

. encrypted

CONSUMER’S connection
ISSUING BANK \_

INDIVIDUALS

3 Make purchases from merchants by
choosing MasterCard option or send

> cash to individuals via e-mail
5 Monthly statement issued 1 Establish account at
to consumer showing Ecount, funded by
debit to Ecount CONSUMER credit or debit card

Figure 6.12- How Ecount.com Works: A Stored Value System
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Smart Cards as Stored Value Systems

B Another kind of stored value system based on credit-card sized plastic cards that have embedded

chipsthat store personal information
B Two types:
= Contact
= Contactless

B Examples: Mondex, American Express Blue

. Digital Accumulating Balance Payment Systems

B Allows users to make micropayments and purchases on the Web, accumulating a debit balance for
which they are billed at the end of the month

B Examples: QpassandiPin

Examples of Digital Accumulating Balance Payment Systems:

SYSTEM YEAR FOUNDED/DESCRIPTION

Qpass 1997. Integrated server side merchant platform for accumulating customer micro-
payments.
iPIN 1997. Integrated payment platform with accumulated balance capability and

flexible authentication procedures.

. Digital Credit Card Payment Systems

B Extend the functionality of existing credit cards for use as online shopping payment tools

B Focus specifically on making use of credit cards safer and more convenient for online merchants

and consumers

B Example: eCharge
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Examples of Digital Credit Card Payment Systems:

SYSTEM YEAR FOUNDED/DESCRIPTION

CyberCash 1998. Credit card enabler. Server-based digital wallet platform.
Acquired by VeriSign in 2002.

eCharge Credit  1997. eCharge allows consumers to charge online payments to a credit card
account. Digital wallet download required.

PARTICIPATING
eCharge 4 Authenticate merchant and consumer MERCHANTS

m« =

2 eCharge approves application,
downloads digital wallet to
consumer's computer

3 Consumer uses eCharge
at participating

merchants

5 Verify account
and balances

SSL Secure
encrypted

CONSUMER’S connection

ISSUING BANK

>

6 Monthly statement issued

showing debit to eCharge 1) Consumer signs up

CONSUMER for eCharge account

Figure 6.13- How a Digital Credit Card Payment Systems Works: eCharge

. Digital Checking Payment Systems

B Extend the functionality of existing checking accounts for use as online shopping payment tools

B Examples: eCheck, Achex (MoneyZap)
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Examples of Digital Checking Payment Systems:

[—
SYSTEM YEAR FOUNDED/DESCRIPTION
ECheck 1998. Consortium of 15 banks, government agencies, and technology
companies (Echeck.org). Secure electronic checking system. Digital
wallet required.
Achex/Western Union 1999. Simple check-extension system. No digital wallet. Pay from
existing checking account. Now known as MoneyZap.

M 4Reser\r98ankceni\ M

public keys of banks
pr— CONSUMER'S P MERCHANT'S
BANK 6 Consumer’s bank transfers BANK
3B Merchant authenticates funds to merchant’s bank
issuing bank

MERCHANT 4 Merchant deposits eCheck

2 Consumer issues eCheck
to pay for purchase

3A Merchant authenticates
consumer |D

1 Consumer obtains
electronic checkbook
from authorized bank CONSUMER

Figure 6.14- How Digital Checking Works: eCheck
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Chapter VI

Business Concepts And Social Issues

Learning Objectives:

B Describe Business trident(SCM,CRM,ERP)

M Discuss the basic concepts of consumer behavior and
marketing

M Describe the basic marketing concepts need to
understand Internet marketing

M [dentify and describe the main technologies that
support online marketing

M |dentify and describe basic e-commerce marketing and
pricing strategies

M Describe main ethical, social and political issues

M Discuss the concepts related to privacy, intellectual
property and public welfare
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. E-Business Trident

The three prongs of the E-businessinitiative, which would set apart a successful firm, are:

a E-SCM - Electronic Supply Chain Management.
b. E-CRM - Electronic Customer Relationship Management
c. ERP - Enterprise Resource Planning

E-SCM:

What is supply chain management?
In the smplest sense, the supply chainis a series of processes until the final product reaches the
hands of the customer.

Electronic Supply Chain Management
The Electronic Supply Chain Management is a business framework congsting of many
applications such as EDI, EFT etc. These gpplications have been divided into two categories -

a Applications concerning planning.
b. Applications concerning execution.

The planning application focuses on demand forecasting, inventory simulation, distribution,
transportation, and manufacturing planning and scheduling. Planning software is designed to
improve forecast accuracy, optimize production scheduling, reduce inventory costs, decrease order
cycle times, reduce transportation costs, and improve customer costs, decrease order cycle times,

reduce transportation costs, and improve customer service.

The execution process addresses procuring, manufacturing and distributing products throughout
the value chain. Supply chain execution applications are designed to manage the flow of
products through distribution centres and warehouses and help ensure that products are ddlivered

to the right location using the best transportation alternative available.
Descriptions of each of the categories of supply chain management applications are given

below.

Elements of Supply Chain Planning
The various applications that come under Supply Chain Planning are
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1. Advanced Scheduling

This provides a detailed coordination of al manufacturing and supply efforts based on individual
customer orders. Scheduling is based on red-time analysis of changing constraints throughout
the process, from equipment outages to supply interruptions. Scheduling is much more
execution oriented and creates job schedules for managing the manufacturing process as well as
the supplier logistics.

Demand Planning

This would generate and consolidate demand forecasts from all business units in large
corporations. The demand-planning module supports a range of statistical tools and business
forecasting techniques.

Distribution Planning

This would create operating plans for the logistic managers. Distribution planning is
integrated with demand planning and advanced scheduling modules and hence gives the

operating plan for fulfilling orders.

Transportation Planning

This facilitates resource allocation and execution to ensure that materials and finished goods
are delivered at the right time and to the right place, according to the planning schedule, at
minimal cost. This includes inbound and outbound, intra- and inters- company movement of
materials and products. It considers such variables such as loading dock space, trailer
availability, load consolidation, and the best mix of available transportation modes.

Elements of Supply Chain Execution

The supply chain execution module would have the following applications-

Order Planning
This application would select the plan that best meets the desired customer service levels with
respect to the transportation and manufacturing constraints. Increasingly, the firms have to

plan backward from customer priorities and fulfilment deadlines.

Production
This application would start with the master production schedule for the finished product, and
then generates an MRP (Material Requisition Planning) to determine when, where and in

what quantities various sub-assemblies and components are required to make each product.
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Replenishment
This application would help in minimizing the amount of inventory in the pipeline and

coordinate product handoffs between the various parties that are involved.
E-CRM:

What is Customer Relationship Management

Increased competition, globalization, the growing cost of customer acquisition, and high
customer turnover are major issues in organizations today. CRM is a combination of business
process and technology that understand a company’s customers from a multi faceted

perspective: who are they, what they do and what they like?

Research shows that effective management of customer relationships is an important source
of competitive differentiation. In today’s world, the only way for an organization to succeed
is to focus diligently on the needs of the customer. To keep the best customers, management
must concentrate its energies on quickly and efficiently creating new delivery channels,
capturing massive amounts of customer data, and tying it all together to create an unique
experience.

Customer life cycle: Thethree phases of CRM

There are three phases of CRM: Acquisition, Enhancement and Retention. Each has a
different impact on the customer relationship and each can more closely tie a firm to its
customers. The three phases of CRM have been explained below:

Acquiring New Customers

Y ou acquire new customers by promoting product/service leadership that pushes performance
boundaries with respect to convenience and innovation. The value proposition to the
customer is the offer of a superior product backed by excellent service.

Enhancing the Profitability of Existing Customers

Y ou enhance the relationship by encouraging excellence in cross-selling and up-selling. This
deepens the relationship. The value proposition to the customer is an offer of greater
convenience at |lower cost.

Retaining profitable customersfor life

Retention focuses on service adaptability - delivering not what the market wants, but what the
customer wants. The value proposition to the customer is an offer of a proactive relationship
that worksin hisor her best interest. Today, leading companies focus on retention much more
than on attracting new customers This because the cost of attracting a new customer is higher

than the cost of retaining an existing customer.
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CRM Architecture

This architecture consists of a group of applications that are organized around the customer,
rather than marketing sales or any other internal function. Measurements and feedback from
the customer drive the drive improvements in the CRM process. The customer’s viewpoint
becomes an integral part of the process, allowing it change with the customer need.

However, before aggressively deploying CRM applications, managers might have to
restructure customer-interaction processes. Functional and organizational structures tend to
compartmentalize the various activities that go into serving the customer. Such fragmentation
prevents customer information from being dispersed far enough within the organization to be
useful. In fact it often stands in the way of efforts to build a relationship. As a resullt,
customized service is difficult and consequently organizations tend to treat all customers the

same.

To counter fragmentation, leading edge companies strive to take a more customer centered
approach to CRM. There is a growing trend towards managing all the activities that identify,
attract, and retain customers in an integrated fashion, that is, managing them as a process that
cuts across functional departments. By addressing these activities as a set of CRM processes,
organizations can create end-to-end communications and performance accountability for

entire sets of activities.

Portfolio of CRM process competencies

The core CRM process competencies are cross selling and up selling, direct marketing and
fulfilment, customer service and support, store front and field service and retention
management.

An brief description of each of these modules are given below -

Cross-selling and Up-selling

By implementing a cross-sell strategy, it is necessary to track customer contacts, triggers
can be established to identify prospects for additional sales. For example, in a bank an event
would be alarge deposit, which would then trigger a sales person to call the customer and ask
if she or he would be interested in investment options. Cross-sell and up-sell application may
be used to schedule sales calls, keep detailed records of sales activities, and check on the

status of the customer orders.

Cross-selling and up-selling depend on identifying life-path needs. For instance, in the
finance industry, banks are attempting to build lasting relationships with customers by
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matching their life-path needs to complementary products and services. As customers
approach retirement, banks could recommend assets such as money markets, bonds and
annuities. If customers with young children can be identified, then banks could cross-sell
education savings plans or even loan consolidation plans.

Direct Marketing and Fulfilment

This includes pre-sale interaction such as advertising that either influences or provides
potential customers with the necessary information to make a purchase decision. Marketing
automation is critical, as organizations grow larger. Thisis because, it becomes more difficult
to manage multiple simultaneous programs and track costs across multiple channels.
Campaign management, a direct marketing process, allows companies to manage, integrate
and leverage marketing programs by automating such tasks as managing responses,
qualifying leads, and arranging logistical aspects of events.

Another critical core competency is fulfilment. Marketing departments today are being
deluged with requests for information via the Web and other channels. The goal of effective
fulfilment is to provide a myriad of information to customers and prospects quickly, easily
and efficiently. Whether it is product or service inquiries, direct mail responses, pricing or
billing issues, or requests for literature, responding to requests in a timely manner is critical.
This creates a need for fulfilment capabilities that can get product information, literature,
collateral packages, or other correspondence into the hands of the customers and prospects
when they are most receptive. Effective fulfilment is not trivial; it requires a sophisticated

interface with campai gn management, sales force automation, and posting systems.

Customer Service and Support

Customer support provides customer care and other services. The applications include
support for service request management, account management, contact and activity
management, customer surveys, return material authorizations, and detailed service
agreements. These discrete applications work together to ensure that customer service
representatives can quickly assign, create and manage service requests, as well as look up
detailed information about customer service contracts, contacts and activities.

Customer support capabilities are used to manage customers who are having problems with a
product or service and to resolve those problems. Help-desk software automates the
management and resolution of support calls and improves efficiency and effectiveness. These
applications typically include capabilities to verify customer status (e.g., what level of

support they are entitled to) track specific tasks needed to resolve problems across multiple
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workgroups, monitor service-level agreements, maintain permanent incident histories, and
capture support costs for charge backs. Armed with this complete customer and product

information, service professional can resolve customer issues efficiently and effectively.

Field Service Operations

Field service is the hands-on extension of external customer support, activated when a
problem can be solved over the phone and requires sending a repair person to the customer
site to perform maintenance or repair. Field service and dispatch applications have become
mission critical tools that affect a company’s ability to deliver effective customer service and
contain costs. The field service application provides the organization with features for
scheduling and dispatching repair personnel, managing inventory and logistics, and handling
contracts and accounting.

Retention M anagement

Effective CRM must be based on differentiating customers based on account and transaction
histories. Today, very few organizations are able to make these distinctions. The ability to
effectively segment customers depends on the decision support technology, which most
executives see as a powerful enabler of CRM.

Effective decision support depends on the ability to gather customer information at great
levels of detail. Detailed knowledge about customers allows companies to treat al customers
individually and, in many cases, disengage from customers are high maintenance, low-margin
prospects.

ERP:

ERP system integrates processes across al the departments and divisions of your company.
As information is changed within one business application, other related functions and
applications are automatically updated, streamlining the entire business process. ERP systems
have helped firms reduce inventories, shorten cycle times, lower costs, and improve overall
supply chain management practices

Once the sole domain of manufacturing industries, ERP implementations have branched out
to non-traditional areas such as healthcare, the coffee industry, and even higher education. In
fact, many e-businesses are discovering the value of having consistent, up-to-date data across

the enterprise.

ERP also supports companies operating multiple sites around the world, global sourcing for parts
and services, internationa distribution and different metrics for measuring performance around
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the globe. For instance, a company’s U.S. sdes office may be responsible for marketing, selling
and servicing a product assembled in the U.K. using parts manufactured in Germany and
Singapore. ERP enables the company to understand and manage the demand placed on the plant
in Germany. It dlows the company to determine which metrics are best suited to measuring

efficiency in agloba economy with localized distribution, production and service operations.

ERP system can be seen as an automated record keeper or spreadsheet that can tally up company
resources-such as raw materials and production capacity-and commitments, such as orders,
regardless of whether the data is inputted through an accounting, manufacturing, or materias
management system. ERP software accomplishes this task by digitaly recording every business
transaction a company makes, from the issuance of a purchase order to the consumption of

inventory, and continually updating al connected systemsto reflect each transaction.

Thisintegrated approach provides all users, from company CEO to buyer a aremote plant, with
asngle, red-time view of their company’s available resources and commitments to customers.
For example, if asalesman logs anew order into his laptop computer on the road, the transaction
flows through the company, derting the procurement system that parts need to be ordered and
telling the manufacturing system to reserve a spot in the production queue for the newly ordered

product.

ERP Application Suite

Service ddivery excdlence requires placing the entire organization into a unified transaction
environment. This strategy implies having one common platform instead of many platforms
that may not be compatible with each other. ERP packages integrate logistics, manufacturing,
financid and human resource/payroll management functions within a company to enable

enterprise-wide management of resources. Such functions include the following:

ERP packages integrate logistics, manufacturing, financid and human resource/payroll
management functions within a company to enable enterprise-wide management of resources.

Such functionsinclude (but are not limited to) the following:
Financial: generd ledger, account receivable/payable, cost management;

Manufacturing: sdesorder entry, invoicing, capacity planning; and

Human Resour ces/Payr oll: payroll, personnel management.
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. Consumer Behavior Models

B They attempts to predict/explain what consumers purchase and where, when, how
much and why they buy.

B Consumer behavior models based on background demographic factors and other
intervening, more immediate variables .

Independent Intervening Dependent
Demographic Variables — Variables
Variables — Market Stimuli

Background

Factors

Figure7.1-- A General Mode of Consumer Behavior

Background Demographic Factors:
B Culture: Shapes basic human values, wants perceptions and behaviors

B Subculture: Subset of culture; forms around major social differences such as ethnicity,
age, lifestyle, geography

B Direct reference group: Include one's family, profession/occupation, religion,
neighborhood, schools

B Indirect reference group: Includes one's life-cycle state, socia class and lifestyle
group



Abdul Kadir Khan E-commerce 121

B Opinion leaders (vira influencers): Influence the behavior of others through their

personality, skills or other factors

B Psychologica profile: set of needs, drives, motivations, perceptions and learned
behaviors

B Psychographic profiles: divides market into different groups based on demographic
and psychologica data

. Basic Marketing Concepts

B Marketing: The strategies and actions firms take to establish a relationship with a

consumer and encourage purchases of products and services.

B Internet marketing: Using the Web, as well as traditional channels, to develop a
positive, long-term relationship with customers, thereby creating competitive
advantage for the firm by alowing it to charge a higher price for products or services

than its competitors can charge.
Feature Sets:
B Defines asthe bundle of capabilities and services offered by the product or service
B Includes:
= Core product — the core benefit the customer receives from the product.

= Actual product — the set of characteristics designed to deliver the product’s
core benefits.

=  Augmented product — a product with additional benefits to customers beyond
the core benefits embodied in the actual product.

. |nternet Marketing Technologies

B Web transaction logs
B Cookies and Web bugs

B Databases, datawarehouses, and data mining
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B Advertising networks

B Customer relationship management (CRM) systems

Feature Set (figure)

AUGMENTED PRODUCT

Installation

Warranty

Delivery
Terms

After-sale
Support

Credit

Web Transaction L ogs:
B Built into Web server software
B Records user activity at a Web site
B Web Trends aleading log analysis tool

B Can provide treasure trove of marketing information, particularly when combined

with:
» Registration forms — used to gather personal data

= Shopping cart database — captures all item selection, purchase and payment
data
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Cookies;

B Cookies: small text filesthat Web sites place on avisitor’s client computer every time

they visit, and during the visit as specific pages are accessed.

B Cookies provide Web marketers with a very quick means of identifying the customer

and understanding his or her prior behavior
B Location of cookie files on computer depends on browser version
Web Bugs.
B Tiny (1 pixel) graphic files embedded in e-mail messages and on Web sites.

B Used to automatically transmit information about the user and the page being viewed

to amonitoring server.
Databases and Data War ehouses:
B Database: Software that stores records and attributes

B Database management system (DBMS): Software used to create, maintain and access
databases

B SQL (Structured Query Language): Industry-standard database query and
mani pulation language used in arelational databases

B Relational database: Represents data as two-dimensional tables with records
organized in rows and attributes in columns; data within different tables can be

flexibly related as long as the tables share a common data element

B Data warehouse: Database that collects a firm’'s transactional and customer data in a

single location for offline analysis by marketers and site managers
Data Mining:

B Set of analytical techniques that look for patterns in data of a database or data
warehouse, or seek to model the behavior of customers

B Typesinclude:

B Query-driven — based on specific queries
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B Mode-driven —involves use of amodel that analyzes key variables of interest

to decision makers

B Rule-based — examines demographic and transactional data of groups and
individuals at a Web site and attempts to derive genera rules of behavior for

visitors

B Collaborative filtering — behavioral approach; site visitors classify themselves
into affinity groups based on common interests, products are then
recommended based on what other people in the group have recently
purchased

Advertising Networks:

B Best known for ability to present users with banner advertisements based on a
database of user behavioral data

B DoubleClick best-known example

B Ad server selects appropriate banner ad based on cookies, Web bugs, backend user
profile databases

Customer Relationship Management (CRM) Systems:

B Repository of customer information that records all of the contacts that a customer has
with a firm and generates a customer profile available to everyone in the firm with an

need to “know the customer”

B Customer profiles can contain:
Map of the customer’ s relationship with the firm
Product and usage summary data
Demographic and psychographic data
Profitability measures
Contact history

Marketing and sales information
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. Market Entry Strategies

Permission marketing: Marketing strategy in which companies obtain permission
from consumers before sending them information or promotional messages (example:

opt-in e-mail)

Affiliate marketing: Marketing strategy that relies on referrals;, Web site agrees to pay
another Web site acommission for new business opportunities it refers to the site

Viral marketing: Process of getting customers to pass along a company’s marketing

message to friends, family, and colleagues

Brand leveraging: Process of using power of an existing brand to acquire new

customers for a new product or service.

One-to-one marketing: Involves segmenting the market on a precise and timely
understanding of an individua’s needs, targeting specific marketing messages to these
individuals and then positioning the product vis-a-vis competitors to be truly unique

Customization: Changing the product (not just the marketing message) according to

user preferences
Customer co-production: Allows the customer to interactively create the product

Transactive content: Results from the combination of traditiona content with dynamic

information tailored to each user’s profile
Customer service tools which include:

Frequently asked questions (FAQs) — text-based listing of common questions and

answexrs

Redl-time customer service chat systems — company’s service representatives

interactively exchange text messages with one or more customers on a real-time basis
Intelligent agent technology — bots

Automated response systems — send e-mail confirmations and acknowledgments
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. Net Pricing Strategies

B Pricing (putting a value on goods and services) an integral part of marketing strategy
B Traditionaly, prices based on:

= Fixed cost (costs of building production facility

=  Variable costs (costs involved in running production facility)

= Market’'s demand curve (quantity of goods that can be sold at various prices)

B Price discrimination: Selling products to different people and groups based on their

willingnessto pay
B Freeproducts/services. Can be used to build market awareness

B Vesoning: Creating multiple versions of a good and selling essentially the same

product to different market segments at different prices
B Bundling: Offers consumers two or more goods for one price
B Dynamic pricing:

Auctions — establish an instant market price for goods

Yield management — Managers set prices in different markets, appealing to different

segments in order to sell excess capacity

. Online Advertising

There are anumber of different forms of online advertising:-

» Banner and rich media ads:- they are promotional messages that user can respond to
by clicking on the banner and following the link to a product description or offering.

> Interdtitial ads:- it is a way of placing full page messages between the current and
destination pages of a user.

» Superstitials ads:- these are rich media ads devel oped by unicast that pre-load into a
browser’s cache and don’t play until fully loaded and the user clicks to another page.
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Paid search engine inclusion and placement:- it is arelatively recent phenomenon.
Firms now pay search engines for inclusion in the search engine index, receiving a
guarantee that their firm will appear in the results of relevant searches.

Sponsor ships:- these are paid efforts to tie an advertiser’s name to a particular
information, an event, or a venue in a way that reinforces its brand in a positive
manner.

Affiliate relationships:- it permit afirm to put itslogo or banner ad on another firm’'s
website from which users of that site can click through to affiliate’ s site.

Direct e-mail marketing:- it sends email directly to interested users.

Online catalogs:- these are the online equivalent of paper based catalogs. Their basic
function is to display an e-commerce merchant’s wares.

Public relations:- it involves pursuing media coverage and exposure to target

audiences without buying advertising space.

. Main ethical, social, and political issues

The maor issues raised by e-commerce can be loosely categorized into four major

dimensions:-

>

R/
%

Information rights:- what rights do individuals have to control their own personal
information when internet technologies make information collection so pervasive and
efficient?

Property rights:- how can traditional intellectual property rights be enforced when
perfect copies of protected works can be made and easily distributed worldwide via
the internet?

Governance:- should the internet and e-commerce be subject to public laws? If so ,
what law-making bodies have jurisdiction- state, federal, and/or international ?

Public safety and welfare:- what efforts should be undertaken to ensure equitable
access to the internet and e-commerce channels? Do certain online content and

activities pose athreat to public safety and welfare?

. Basic conceptsrelated to privacy

B Privacy:- itisthe moral right of individuas to be |eft alone, free from surveillance or

interference from others
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Information privacy:- it includes both the claim that certain information should not
be collected at all by governments and business firms, and the claim of individuals to
control the use of information about themselves.

Due process.- due process as embodied by the fair information practices doctrine,

informed consent, and opt-in/opt-out policies aso play an important role in privacy.

- M ethods to protect privacy

There are anumber of different methods used to protect privacy. They include:

&

Legal protections:- legal protections deriving from constitutions, common laws, state
laws, and government regulations.

Industry self regulations:- via industry aliances such as the online privacy alliance
and the network advertising initiative that seek to gain voluntary adherence to
industry privacy guidelines and safe harbors. Some firms also hire chief privacy
officer.

Privacy enhancing technological solutions:- it includes secure email, anonymous
remailers, anonymous surfing, cookie managers, disk file erasing programs, policy

generators, and privacy policy readers.

- Various Forms of Intellectual Property And Challenge of Protecting

it

There are three main types of intellectual property protection:

0

Copyright law:- It protects original forms of expression (but not ideas) from being
copied by othersfor a period of time.

Look and feel copyright infringement lawsuits involve distinction between an idea
and its expression.

Fair use doctrine: Under certain circumstances, permits use of copyrighted materials
without permission.

Digital Millennium Copyright Act of 1998 (DMCA): First mgor effort to adjust
copyright laws to Internet age.

Patent law:- It grants owner a 20-year exclusive monopoly on ideas behind an
invention.

Most of early inventions that made Internet and e-commerce possible were not

patented by their inventors.
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With commercia development of Internet, came desire for patents.
Business methods patents have been widely sought by Internet and e-commerce
companies.

Trademark protections:- Trademark: Mark used to identify and distinguish goods,
and indicate their source.
Trademarks protect public by ensuring it gets what it pays for/expects to receive;
protects trademark owner against piracy and misappropriation.
Infringement: Use of a trademark that creates confusion with existing marks, causes
consumers to make market mistakes or misrepresents origins of goods.
Anticybersgquatting Consumer Protection Act (ACPA): Creates civil liabilities for
anyone who attempts in bad faith to profit from an existing famous or distinctive
trademark by registering an Internet domain name that is identical or confusingly
similar.

- Major Public Safety and Welfare issues

It includes:
B Protection of children and strong sentiments against por nography
= Passing legislation that will survive court challenges has proved difficult:
Communications Decency Act struck down
Children’s Online Protection Act struck down (but still be considered
by lower courts)
Children’s Internet Protection Act upheld by Supreme Court (requires
schools and libraries to install technology protection measures)

B Effortsto control gambling and restrict sales of drugs and cigar ettes
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