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What is Ethics? 

―Ethics are moral standards that help guide behaviour, actions, and choices. Ethics are grounded in the 

notion of responsibility (as free moral agents, individuals, organizations, and societies are responsible for 

the actions that they take) and accountability (individuals, organizations, and society should be held 

accountable to others for the consequences of their actions). In most societies, a system of laws codifies 

the most significant ethical standards and provides a mechanism for holding people, organizations, and 

even governments accountable.‖ 

ICT Ethics  

ICT ethics are not exceptional from the above-mentioned view of ethics. In a world where information 

and communication technology has come to definehow people live and work, security of lives and 

properties and who it has critically affected culture and values.  

ICT: Ethical Issues Information and communication technology: To use, or not to use? You cannot run 

away from it directly or indirectly in this century and probably beyond. Analysing and evaluating the 

impact (positively and negatively) of a new technology, such as ICT, can be very difficult. ICT does not 

only involve technological aspects, but also epistemology since the main component of ICT is information 

which represents data, information, and knowledge. ICT assists and extends the ability of mankind to 

capture, store, process, understand, use, create, and disseminate information at a speed and scale which 

had never been thought possible before. Some of the impact and changes of ICT are obvious, but many 

are subtle. Benefits and costs need to be studied closely for a nation to progress and improve the quality 

of life for its citizens. Issues that have arisen from the adoption of ICT, such as the application of 

automated teller machines (ATM), can be summarized as follows:  

 Unemployment The automation of work has caused creative destruction by eliminating some 

vocations and creating new ones. How does this affect the employment or unemployment of the work 

force of a nation?  

 Crime Stolen and counterfeit ATM cards are used to steal millions of dollars each year throughout the 

world. The anonymity of the machines makes some crimes easier and creates many new types of crimes. 

 Loss of privacy Transactions are transmitted and recorded in databases at banks, hospitals, shopping 

complexes, and various organizations, in the public or private sector. The contents of electronic 

communications and databases can provide important and private information to unauthorised 

individuals and organizations if they are not securely guarded.  

 Errors Information input into the databases is prone to human and device error. Computer 

programmes that process the information may contain thousands of errors. These errors can create 

wrong and misleading information about individuals and organizations. Information and programme 

errors might result in financial loss, or even the loss of lives.  

 Intellectual property Millions of dollars of software is illegally copied each year all over the world. This 

phenomenon has a great impact on the software industry. Local and foreign software industries need 
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consumers support all over the world to maintain the progress of technology. Most importantly, for the 

sake of growth in indigenous ICT innovation and invention, local software industries in Asia-Pacific need 

local support in protecting their intellectual property rights and investment.  

 Freedom of speech and press How do the constitutional rights of individuals in terms of the freedoms 

of speech and press apply to electronic media? How seriously do the problems of pornography, 

harassment, libel, and censorship on the net affect individuals and society? What government initiatives 

have been used in handling this crisis?  

 Digital Divide How does ICT affect local community life? The increasing use of computers has increased 

the separation of rich and poor, creating a digital divide between the information ―haves‖ and 

―havenots.‖ What subsidies and programmes have been provided by governments to address the issue? 

 Professional Ethics How well trained and ethical are our ICT professionals in dispensing their duties? 

Faulty and useless systems that cause disasters and hardships to users might be built by incompetent ICT 

professionals. In dispensing their duties ICT professionals must demonstrate their best practices and 

standards as set by professional bodies for quality assurance. 

The Need for‘Truth’ in the Criminal Justice System and Public Relations  

Security operations like several activities in the criminal justice system are a public good. A public 

relations as a security and moral issue is a public communication function and as such its practitioners 

haveresponsibilities that speak to the greater good for the greater number—whether we like it or not. 

The public issceptical of the truth of what is communicated to them (most especially about security 

statistics) and we really don't have a right toclog up the channels of public communication with more 

untruths or half-truths. Codes ofethics of professional associations of security professionals like public 

relations practitioners provide chapter and verseon the need to tell the truth and knowing when to speak 

to the public.For example, the Institute of Public Relations (IPR) Code of Conduct says: ‗Members of 

theInstitute of Public Relations agree to… deal honestly and fairly in business with employers,employees, 

clients, fellow professionals, other professions and the public‘(Institute of Public Relations Code of 

Conduct, 2003] international best practices Code of Professional Standards is even morespecific. It states, 

‗A member shall practice the highest standards of honesty, accuracy,integrity and truth, and shall not 

knowingly disseminate false or misleading information‘ (Canadian Public Relations Society Code of 

Professional Standards, 2003) 

To Do No Harm—the Issue of Trust  

Trust is the lubrication that makes it possible for organizations to work. —Warren Bennis Telling the 

‗truth‘ isn't always enough. It may be a good place to start but sometimes caution about truth telling 

needs to be adhered to, thus it (Telling the ‗truth‘) falls short of fulfilling one‘s ethical responsibilities as 

a professional in a security function (Not in all cases). Sometimes you tell the truth and you are still left 

with a dilemma. Trust is the key element in the criminal justice system and security operations among 

members and not necessarily with the public if the need warrant it. Similarly for a private security 

personnel it is important in the development of your employer's or client's relationships with their publics 
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(customers), but it is equally an important part of all professional relationships. With trust, much can be 

accomplished; without trust, your efforts to accomplish anything will feel like an uphill battle. 

Truth and Trust  

To understand the relationship between telling the truth and the subsequent ability to nurture a trusting 

relationship, we need to examine exactly what trust consists of. Webster's Dictionary (1992) defines trust 

as ‗a confident reliance on the integrity, veracity, or justice of another; confidence; faith. The definition 

itself clearly defines the relationship between truth and trust. If you don't tell the truth, then your publics, 

once they are aware of this, have difficulty trusting you. If a public does not trust you, then the 

relationship deteriorates. It's as simple as that. What is less simple, however, is determining what truth 

really means in business today. German philosopher Immanuel Kant, whose work is widely taught in 

ethics courses, believed that ethics consists of fulfilling our duties categorically. For example, as far as 

Kant was concerned, telling the truth was one of those categorical duties. We have an obligation to tell 

the truth—under all circumstances. In today's world of business, it seems clear that telling the truth is 

sometimes overshadowed by other duties. We have already established the fact that telling the truth, 

the whole truth and nothing but the truth is for the courtroom and that sometimes we have a duty to 

withhold information to protect people, a decision that clearly requires a judgement call, but when does 

even telling the truth mislead and contribute to mistrust between organizations and their publics? Here's 

a case that illustrates this point. 

Ethics and codes  

Another importance an easy way of understanding codes is to take it as a contract. Codes scholars often 

emphasised that perhaps one of the most useful ways of looking at a code of ethics is as a profession's 

contract with the society it serves rather than, as some people may like to believe, a cookbook to thumb 

through when looking for the answer to a dilemma. Codes like laws set up the expectation that security 

practitioners and law enforcement agents as well as the discipline of security generally recognize codes 

as ‗power to influence‘ (on and off the job) and will provide these services in a particular way ( as a 

promise). In this way there is an activation and articulation of contractual arrangement of sorts with 

society. If you examine codes of ethics in this light, they seem to make a certain amount of sense. The 

code makes a kind of promise about what behaviour can be expected. But there is a fundamental 

lingering question here. Is this the least we can expect, or perhaps the most? 

The question thus arises, WHO NEEDS CODES, ANYWAY?  

Even if you think about a code of ethics as a kind of contract that sets out, in very general terms, 

acceptable moral behaviour, there is still considerable disagreement about whether professions (not just 

security officers/professions) ought to have codes at all. The primary argument against the requirement 

for professional codes of ethics is the belief that there need not be any special code of ethics apart from 

the moral guidelines within a given society, for example the Ten Commandments in a Christian society. 

This position suggests that members of any specific profession are not special and different in any way 

from anyone else in society and therefore have no extraordinary duties, responsibilities or even rights. 
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Decisions making and the reality of everyday ethics  

As a reminder, security and law enforcement involve decision making and most often than not itentails 

reactions in what psychologist will refer to as the ‗gut reaction‘ nevertheless what is important is for us 

to know the best one can hope for in any decision or reaction made. Another question to ask ourselves is 

how can one ever know if he/she is even heading in the right direction when it comes to ethics? Short of 

relying entirely on one‘s gut reaction—which is often referred to as intuition and is actually useful to 

some extent—the type of decision that you are required to make in such cases is the key. What you need 

to accomplish is choosing a defensible solution. An ethically defensible decision is one which you can live 

with and for which you are able to provide a reasonable, ethics-based rationale to observers. 

There are several venues where we can look for such defences for our decisions:  

a. The principled decision: This is a decision which is based upon a well-thought-out application of the 

ethical principles that have guided ethical decision-making through history. These principles are those 

that we discussed earlier, such as doing no harm, an attempt to serve justice, telling the truth and so on, 

and the approaches to decisionmaking offered to us by such philosophers as Aristotle, Kant and Mill, to 

name a few.  

b. The precedent decision: This type of decision uses a kind of case law if you like. Similar situations that 

have already been resolved can provide a certain amount of guidance largely because their outcomes are 

already known. This is especially useful since judging potential outcomes is clearly a big part of making 

ethical decisions. However, precise predictions of outcomes are usually not possible.  

c. The patron decision: This is a decision wherein we look to those who have more experience than we do 

in both our professional practice and in facing and dealing with ethical decisions. You need to be able to 

trust the judgement of your ‗patron‘ and yet still be able to take full responsibility for the decision that 

you make based on such advice. In the end, decision-making is a process—one that we know a lot about 

in our operations or business as the case may be, but one that has special considerations in ethical 

practice. 

Ethical Dilemmas: Not All The Same?  

Not all ethical dilemmas are the same. According to Nash (1993), in her book Good Intentions Aside: A 

manager's guide to resolving ethical problems, corporate ethics guru she suggests that there are two 

types of problems in ethics: the acute dilemma—when you truly do not know what is the right thing to 

do; and the acute rationalization—when you do know the right thing to do but fail to do it. Nash 

indicates in her discussion of these different kinds of problems that ‗top officers often fail to achieve 

moral results, despite their good intentions, because they have thought only in terms of [acute 

dilemmas+‘, the kinds of problems generally faced by these higher level superiors rather than those on 

lower levels of the hierarchy. 

The police: Popular Conceptions about the Character of Police Work 
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 The abandonment of the norm-derivative approach to the definition of the role of the police in modern 

society immediately directs attention to a level of social reality that is unrelated to the ideal 

formulations. Whereas in terms of these formulations police activity derives its meaning from the 

objectives of upholding and enforcing the law, we find that in reality certain meaning features are 

associated with police work that are largely' independent of the objectives. That is, police work is 

generally viewed as having certain character traits we take for granted, and which control dealings 

between policemen and citizens, on both sides. 

Code of Conduct for Law Enforcement Officials  

Article 1 Law enforcement officials shall at all times fulfil the duty imposed upon them by law, by serving 

the community and by protecting all persons against illegal acts, consistent with the high degree of 

responsibility required by their profession.  

Article 2 In the performance of their duty, law enforcement officials shall respect and protect human 

dignity and maintain and uphold the human rights of all persons.  

Article 3 Law enforcement officials may use force only when strictly necessary and to the extent required 

for the performance of their duty.  

Article 4 Matters of a confidential nature in the possession of law enforcement officials shall be kept 

confidential, unless the performance of duty or the needs of justice strictly require otherwise.  

Article 5 No law enforcement official may inflict, instigate or tolerate any act of torture or other cruel, 

inhuman or degrading treatment or punishment, nor may any law enforcement official invoke superior 

orders or exceptional circumstances such as a state of war or a threat of war, a threat to national 

security, internal political instability or any other public emergency as a justification of torture or other 

cruel, inhuman or degrading treatment or punishment.  

Article 6 Law enforcement officials shall ensure the full protection of the health of persons in their 

custody and, in particular, shall take immediate action to secure medical attention whenever required.  

Article 7 Law enforcement officials shall not commit any act of corruption. They shall also rigorously 

oppose and combat all such acts.  

Article 8 Law enforcement officials shall respect the law and the present Code. They shall also, to the 

best of their capability, prevent and rigorously oppose any violations of them. Law enforcement officials 

who have reason to believe that a violation of the present Code has occurred or is about to occur shall 

report the matter to their superior authorities and, where necessary, to other appropriate authorities or 

organs vested with reviewing or remedial power. 

Obligations in Africa  

The African Charter on Human and Peoples‘ Rights does not refer to the right toremedy, but the African 

Commission on Human and People‘s Rights adopted a resolutionin 2006 on police reform, accountability 
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and civilian police oversight in Africa (African Commission, 2006).The preamble of the resolution 

states:Concerned that in many of the African States, there exist no independent policingoversight 

mechanisms, to which members of the public may report policemisconduct and abuse of their powers for 

redress and that, where they do, theyare directly under police authorities,Recognizing, that police forces 

in African States, which do not have oversightmechanisms require reform in order to become effective 

instruments of security,safety, and justice and respect for human and people‘s rights across the 

continent,(…) 

Mandates of independent police oversight and complaints bodies  

Independent police oversight bodies as they currently exist have different mandates. Some focus on 

receiving, investigating and/or recording complaints; some have general oversight functions (over police 

performance in general, usually without focusing on specific cases); some provide policy guidance for 

police deployment; some mandates focus on personnel issues, usually specifically focusing on the 

selection and appointment of the national chief of police; some mandates focus on oversight over police 

detention and some have a mandate combining some or all of these functions. 

Independent police oversight bodies have several mandates:  

1. Dealing with complaints 

2. General oversight: operational and policy compliance review 

3. Direction-setting: policy input and priority-setting 

4. Personnel management issues: ―hiring and firing‖ 

5. Oversight over detention facilities 

Various models are used for oversight bodies whose mandate is only to deal with complaints (Mehta, 

2009:17):  

 Investigative and quality assurance models. These share responsibility for investigations into 

allegations of misconduct with the police. They usually deal only with certain types of complaint and 

more serious complaints.  

 Review and appellate models. After the police have completed an internal Investigation into a 

complaint, the boards under this model review the file and decide whether a specific case was 

competently or fairly handled and, if not, request that the problem identified be corrected.  

 Evaluative and performance-based models. These do not concentrate on individual complaints, but 

are geared to identifying patterns and practices of police misconduct and systemic failures to deal with 

them.  

 Mixed models. Oversight bodies may use a combination of two or more of the above models. 
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The monitoring function of the independent body  should be well-defined. As a minimum, the 

independent body must do the following: 

a. Have the capacity to receive complaints directly from the public (as well as from members of the 

government) 

b. Record all complaints filed against police (whether submitted at the police station, police 

headquarters, prosecutor‘s office or directly to the independent body) 

c. Have the capacity to start an investigation on its own initiative 

d. Have sufficient investigative powers to make an assessment of the case in hand, including: 

 

equired, including the power to access police dockets and to 

conduct searches and seizures 

he presence of witnesses including the police 

 

e. Have the power to recommend further penal or disciplinary action 

f. Have the capacity to make recommendations for structural change, hence enabling the 

police to prevent the recurrence of misconduct 

g. Have the capacity to follow up on its recommendations. For example, it must have the 

capacity: 

response received 

from the police 

 

the recommendations 

its recommendations 

. Complaints flowchart: Investigation into the complaint The first step after a complaint has been filed is 

to determine whether the case requires investigation. As any investigation may have serious 

consequences for the officer involved, the decision to initiate an investigation should be taken carefully. 

In some countries, an exploratory investigation is conducted first, in order to verify whether there is a 

need for a disciplinary or criminal investigation. Such an exploratory investigation can be conducted 

either by the police or by an independent body as long as it is guaranteed to be conducted in a fair and 
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transparent way. The advantage of conducting an exploratory investigation is that it can guide decision-

making and prevent damage to the reputation of a police officer found to be innocent. 

Complaints: Implication for disciplinary/criminal proceedings  

Disciplinary proceedings relate to the conduct of police as employees. Like all employers, police 

managers have a right and a duty to deal with misconduct. As police are public officials, disciplinary 

proceedings fall within administrative law. A disciplinary offence is often referred to as neglect of duty, 

an umbrella term for any kind of misconduct by a police officer that is not a criminal offence as defined 

by national criminal law, including misconduct such as pursuing private activities during working hours, 

being rude to colleagues or members of the public, using company equipment for private gain, alcohol 

abuse, harassing or bullying colleagues, insubordination and disrespect for standard operational 

procedures. A breach of specific standard operational procedures can amount to a criminal offence, for 

example, if a police officer uses excessive force. Moreover, if an officer fails to comply with standard 

operational procedures, for example, by failing to register a detainee properly, while this technically 

constitutes neglect of duty, it can facilitate serious offences including human rights violations such as 

torture in custody. Sometimes the disciplinary offence might be easier to prove than the criminal offence, 

and can thus constitute the first stage in the accountability process. 

Learning from complaints  

It is generally agreed that an investigation into a complaint needs to be followed up on with an analysis 

of complaints data in order to identify the underlying causes of misconduct that could lead to a 

recurrence. The causes can include a lack of proper supervision, unacceptable working conditions, lack of 

training and equipment and ambiguous laws and instructions. It is useful to review instructions and 

standard operational procedures periodically, and, where gender issues are involved, to invite women‘s 

police associations and other police personnel associations to identify potential reforms. 

An independent body is needed for police accountability for the following reasons: 

a. The power to hear any person and subpoena powers 

b. The power to obtain any information required, including the power to access police dockets and to 

conduct searches and seizures 

c. The power to compel the presence of witnesses including the police 

d. The capacity to offer witness protection 

e. Lastly they are need for objectivity and impartiality 

Police Culture/Police Society  

Police culture and the culture of violence specifically is one among many competing forces (problems) 

pulling at the police officer. Jerome Skolnick (1999) writes: The combination of danger and authority 

found in the task of the policeman unavoidably combine to frustrate procedural regularity. If it were 
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possible to structure social roles with specific qualities, it would be wise to propose that these two should 

never, for the sake of the rule of law, be permitted to coexist. Danger typically yields self-defensive 

conduct, conduct that must strain to be impulsive because danger arouses fear and anxiety so easily. 

Authority under such conditions becomes a resource to reduce perceived threats rather than a series of 

reflective judgments arrived at calmly. The ability to be discreet, in the sense discussed above, is also 

affected. As a result, procedural requirements take on a "frilly" character, or at least tend to be reduced 

to a secondary position in the face of circumstances seen as threatening. Skolnik's description of this 

aspect of the police officer's role provides some measure of understanding of how violence might occur 

in encounters with citizens. It also provides a basis for the formation of "police culture" or the police 

society. While most occupational groups develop their own identity, the police identity seems to be much 

stronger because of the nature of the work. There is a belief that one cannot understand the difficulty of 

the work without having done it. As a result, when a community questions the actions of the police--as 

can be expected when a police officer uses a firearm--the law enforcement profession has a tendency to 

close ranks and defend the officer at all costs. 

Recruitment and Selection and Training  

Law enforcement agencies use a variety of approaches to recruit applicants. A factor that has an 

immense impact, but is often not addressed effectively in recruiting plans is the influence of existing 

members of the police organization. Negative attitudes of individual officers about their job and the 

department may cause potential applicants to look elsewhere for employment. On the other hand, 

positive attitudes may exist for the wrong reasons--for example, because the department has an image 

as a place for "macho," TV-style cops. Therefore, it is important that the recruiting plan and its 

underlying rationale be shared with all employees, so they have a clear understanding of the 

department's objectives. Employees can serve as excellent recruiters if they know these objectives and 

appreciate the critical importance of their jobs. Employees can also better discuss some of those issues 

often put forth as impediments to attracting high quality applicants. For example, they can speak directly 

to issues such as low pay and the difficulties of shift work. They are in the best position to talk about 

positive as well as negative aspects of a police career. 

These factors should be incorporated into  the overall process of recruiting and selecting police 

officers: 

 and national origin that reflects the 

diversity of the community it serves. 

ing into law enforcement people reflecting a variety of 

academic disciplines. 

e the requirements of the job 

The use of force 
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 Since it is impossible to deprive responsive force entirely of legitimacy, its vestiges require special forms 

of authorization. Our society recognizes as legitimate three very different forms of responsive force. First, 

we are authorized to use force for the purpose of self-defence. Though the laws governing self-defence 

are far from clear, it appears that an attacked person can counterattack only after he has exhausted all 

other means of avoiding harm, including retreat, and that the counterattack may not exceed what is 

necessary to disable the assailant from carrying out his intent. These restrictions are actually enforceable 

because harm done in the course of self-defence does furnish grounds for criminal and tort proceedings. 

It becomes necessary, therefore, to show compliance with these restrictions to rebut the charges of 

excessive and unjustified force even in self-defence. 

There exist three formal limitations of the freedom of policemen to use force, which we must admit 

even though they have virtually no practical consequences.  

 First, the police use of deadly force is limited in most jurisdictions. Though the powers of a policeman in 

this respect exceed those of citizens, they are limited nevertheless. For example, in some jurisdictions 

policemen are empowered to shoot to kill fleeing felony suspects, but not fleeing misdemeanour 

suspects. It is scarcely necessary to argue that, given the uncertainties involved in defining a delict under 

conditions of hot pursuit, this could hardly be expected to be an effective limitation.  

 Second, policemen may use force only in the performance of their duties and not to advance their own 

personal interest or the private interests of other persons. Though this is rather obvious, we mention it 

for the sake of completeness.  

 Third, and this point too is brought up to meet possible objections, policemen may not use force 

maliciously or frivolously. 

War on Crime as a Metaphor 

 The expression "war on crime," not only implicitly extends the stamp of legitimacy to methods that 

would not be acceptable on moral and legal grounds, but it also encompasses the impossible. Professor 

Harold Lasswell observed long ago that under certain demands police action ... becomes military action, 

requiring for efficiency a will to ruthlessness which cannot, in fact, be mobilized in the situation" 

(Lasswell, 1950). Lasswell‘s formulation, though exhaustively correct as stated, requires some 

elaborations to fully grasp its import. The ―situation" to which he refers is never definable solely in 

terms of those forms of disorder and crime the police face. Instead" it always encompasses the whole 

range of interlocking relations to other aspects of life in which these targets of police action are located 

and from which they cannot be extricated. Thus, the absence of the "will to ruthlessness" is not 

predicated on tender and charitable sentiments towards offenders, but on devotion to the principle that 

dealing with them must not be allowed to affect adversely the context in which offenses are located. The 

price we are prepared to pay to defeat crime and disorder does not include visiting incidental suffering 

on innocents. Not to observe this stricture would turn crime control into a handmaiden of crime. Second, 

the "will to ruthlessness" involves not only attitudes toward the adversary but also the organization of 

the struggle against him. 
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The Quasi-Military Organization of the Police  

For the military model is immensely attractive to police planners, and not without reason. In the first 

place, there exist some apparent analogies between the military and the police and it does not seem to 

be wholly unwarranted to expect methods of internal organization that work in one context to work also 

in the other. Both institutions are instruments of force and for both institutions the occasions for using 

force are unpredictably distributed. Thus, the personnel in each must be kept in a highly disciplined state 

of alert preparedness. The formalism that characterizes military organization, the insistence on rules and 

regulations, on spit and polish, on obedience to superiors, and so on, constitute a permanent rehearsal 

for "the real thing." Acknowledging that the introduction of methods of military bureaucratic discipline; 

was not without some justification and conceding that it helped in eliminating certain gross 

inadequacies; does not mean, however, that the approach was beneficial in larger and longer range 

terms. Even where the cure succeeded in suppressing many of the diseases of earlier times, it brought 

forth obstacles of its own to the development of a model of a professional police role, if by professional 

role is meant that practice must involve technical skill and fiduciary trust in the practitioner's exercise of 

discretion. The reason for this is simple. While in early police departments there existed virtually no 

standards of correct procedure at all and no inducement to do well-since rewards were scant and 

distributed along lines of personal favouritism--one can now distinguish between good and bad officers 

and engaging in what is now defined as correct conduct does carry significant rewards. But since the 

established standards and the rewards for good behaviour relate almost entirely to matters connected 

with internal discipline, the judgments that are passed have virtually nothing to do with the work of the 

policeman in the community, with one significant exception. That is, the claims for recognition that have 

always been denied to the policeman are now respected, but recognition is given for doing well in the 

department, not outside where all the real duties are located. The maintenance of organizational 

stability and staff morale require that praise and reward, as well as condemnation and punishment, be 

distributed methodically, i.e., predictably in accordance with explicit rules. Correspondingly, it is 

exceedingly difficult to assign debits and credits for performances that are not regulated by rule. Because 

the real work of the policeman is not set forth in the regulations, it does not furnish his superior a basis 

for judging him. At the same time, there are no strongly compelling reasons for the policeman to do well 

in ways that do not count in terms of official 'Occupational criteria of value. 

Esprit de Corps and the Code of Secrecy in Law enforcement 

 To the extent that the fraternal spirit binds members of the police it also segregates them from the rest 

of society. It is therefore not an unmixed blessing even at first sight. Brut the fraternalism among 

policemen has come under critical scrutiny for other reasons as well. The late Chief William Parker 

considered it to be a major obstacle against police reform and he did everything in his power to break it 

up in the Los Angeles Police Department (McDonald & Parker, 1962). Naturally, Chief Parker was not 

opposed to the laudable practice of rushing to one another's aid; in fact he demanded that much of his 

subordinates in any case. Instead, his opposition was based on the realization that just as one can always 

count on the fact that personnel will close ranks and present a united front against outside critics, so one 

must also expect that similar tactics will be employed inside of the department. That is, functional parts 

of departments close ranks in dealing with each other, creating obstacles against integration of work, 
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and subordinates close ranks against their superiors, preventing effective control. Thus, what appears on 

first glance as a uniform esprit de corps functions mainly as an infinite variety of contingently collusive 

arrangements that always bind the entire personnel against outsiders but also solidify a plethora of 

internal conspiracies and schisms. 

The Ethics of Power and Authority  

Law enforcement officers possess enormous amounts of power, which can be used against citizens to 

deprive them of their freedom, search them and their dwellings, seize their property, and use force 

against them. These powers are legally permitted under specific circumstances, and law enforcement 

officers are trained to know when these powers can be legally applied. As law enforcement officers rank 

among the most powerful occupations in society, what compounds their ability to use their power is that 

they are often in contact with relatively powerless and disenfranchised citizens who may be unable to 

resist an officer‘s illegitimate use of that power. These powers are legally prescribed, and law 

enforcement officers are well aware of them. 

Understanding Differences in Conformity  

From the introduction above it is very clear that personal difference exist among those who conform to 

societal expectations and for which variations exist. Similarly Several reviews and meta-analyses of 

existing research on conformity and leadership explain these individual differences in men and women 

(Gender), and so it is possible to draw some strong conclusions in this regard. In terms of conformity, the 

overall conclusion from these studies is that that there are only small differences between men and 

women in the amount of conformity they exhibit, and these differences are influenced as much by the 

social situation in which the conformity occurs as by gender differences themselves. On average, men 

and women have different levels of selfconcern and other-concern. Men are, on average, more 

concerned about appearing to have high status and may be able to demonstrate this status by acting 

independently from the opinions of others. On the other hand, and again although there are substantial 

individual differences among them, women are, on average, more concerned with connecting to others 

and maintaining group harmony. Taken together, this means that, at least when they are being observed 

by others, men are likely to hold their ground, act independently, and refuse to conform, whereas women 

are more likely to conform to the opinions of others in order to prevent social disagreement. These 

differences are less apparent when the conformity occurs in private (Eagly, 1978, 1983).  

Cultural Differences  

In addition to gender differences, there is also evidence that conformity is greater in some cultures than 

others. Your knowledge about the cultural differences between individualistic and collectivistic cultures 

might lead you to think that collectivists will be more conforming than individualists, and there is some 

support for this. Bond and Smith (1996) analyzed results of 133 studies that had used Asch‘s linejudging 

task in 17 different countries. They then categorized each of the countries in terms of the degree to 

which it could be considered collectivist versus individualist in orientation. They found a significant 

relationship: conformity was greater in more collectivistic than in individualistic countries. Kim and 

Markus (1999) analyzed advertisements from popular magazines in the United States and in Korea to see 
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if they differentially emphasized conformity and uniqueness. As you can see in *the figure+, ―Culture and 

Conformity,‖ they found that while U.S. magazine ads tended to focus on uniqueness (e.g., ―Choose 

your own view!‖; ―Individualize‖) Korean ads tended to focus more on themes of conformity (e.g., 

―Seven out of 10 people use this product‖; ―Our company is working toward building a harmonious 

society‖). 

Psychological Reactance  

Conformity is usually quite adaptive overall, both for the individuals who conform and for the group as a 

whole. Conforming to the opinions of others can help us enhance and protect ourselves by providing us 

with important and accurate information and can help us better relate to others. Following the directives 

of effective leaders can help a group attain goals that would not be possible without them. And if only 

half of the people in your neighborhood thought it was appropriate to stop on red and go on green but 

the other half thought the opposite—and behaved accordingly—there would be problems indeed. But 

social influence does not always produce the intended result. If we feel that we have the choice to 

conform or not conform, we may well choose to do so in order to be accepted or to obtain valid 

knowledge. 

Law enforcement: Ethical Issues during an Investigation (Lies, Deception, and Tricks)  

Investigators walk a line between being tenacious in their investigations and being overzealous in 

refusing to give up a case that ought to be closed due to a lack of evidence. Officers must be aware not 

to allow their personal feelings to interrupt objective, critical and reflective consideration of the case. 

Investigators should routinely ask themselves how a case would look in court when all the facts are 

known by the defence counsel and the judge. Would their credibility suffer as a result? If the answer is 

yes, investigators need to address this and decide whether they should continue along their investigative 

path, or stop. The Supreme Court of Canada for instance does permit officers to use ―tricks‖ to solve 

crimes. In Regina v. Rothman, the Supreme Court ruled that police can use tricks, so long as they do not 

shock the community. Such shocking or ―dirty‖ tricks include things such as impersonating a priest or a 

lawyer to gain a covert confession. Tricks that officers are able to use include posing as gangsters or drug 

dealers in undercover operations in order to obtain covert confessions. Other tricks that officers may use 

are lies in interviews to bond with subjects.  

Lying in law enforcement is allowed in certain circumstances, but is strictly forbidden in other 

circumstances. These include, but are not limited to:  

A. Creating evidence or planting evidence  

B. Lying in court (testifying)  

C. Lying in reports, notebooks, or other administrative or investigative reports  

D. Lying in any administrative or civil proceedings  

E. Lying to fellow officers or supervisors 
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. Some of the reasons they cite for the unacceptability of lying include:  

I. Lies destroy confidence in the police. Both the suspect and the community at large will not believe even 

truthful information brought forward in the future by an officer who uses lying.  

II. Lies are immoral because they are an illegitimate means to an ends. It goes against Kant‘s categorical 

imperative that we should never lie, regardless of the consequences of not getting a confession in what 

may be an important case.  

III. The courts may disallow the evidence because the courts may determine that the evidence was 

obtained through tactics not warranted under Regina v. Rothman.  

IV. The officer‘s religious beliefs and scripture prohibit or strongly discourage lying for interviews and 

criminal investigations.  

Some officers have little issue with lying to suspects, taking a utilitarian and legalistic approach.  

They argue the following:  

I. It is for the greater good because lying justifies the end result (a classic utilitarian perspective that 

maximizes happiness).  

II. The positive consequence of lying to find evidence outweighs the consequence of not lying and thus 

not retrieving evidence 

Other officers take a different perspective, arguing:  

a) It is their duty to do what they can to solve a crime. However, lying does not follow Kantian logic 

because the act itself is wrong. The duty is to solve crime, not to lie. Furthermore, Kant would argue that 

the officer is using the person as a means to an end to get a confession. 

 b) Solving a crime means you have to play at the criminal‘s moral level at times, and that as long as the 

evidence is admissible, anything goes. 

Accountability and investigations  

The police must remain autonomous and free from the influence of government and mass media. Law 

enforcement executives should not be forced into decisions based upon the dictates of a mayor, premier, 

prime minister, or the media. Law enforcement executives should remain autonomous and concern 

themselves with the effective and efficient operation of their agencies to achieve an ethical law 

enforcement agency with high standards and values. Likewise, officers on the line must remain impartial, 

and, in doing so, should avoid comment on political and judicial matters. This does not mean that officers 

do not have the right to comment like everyone else, but that their comments should not be made in 

their capacity as police officers. While the independence of law enforcement is important, oversight of 

law enforcement is also crucial. Oversight includes ensuring agencies are accountable to the public for 

resource allocation, are fiscally responsible, and have law enforcement policies and procedures. Law 
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enforcement agencies must balance the need for accountability with the need for independence, but 

doing so can create tension.  

According to Reiner (2010) there are four ways in which law enforcement is held accountable:  

1. Officers are charged and prosecuted for crimes (under the Criminal Code or the Police Act). 

2. Officers are held civilly liable in court. 

3. Judges ruling on cases find the evidence brought before them is as inadmissible. 

4. Judicial review of policy forces changes upon the police. 

Griffiths (2013, p.58) further identifies six processes that hold police accountable: 

1. Political accountability to governing authorities 

2. Legal accountability through the courts 

3. Accountability to administrative agencies 

4. Freedom of information legislation 

5. Community policing committees 

6. Special ad hoc mechanisms such as royal commissions 

Understanding Accountability through Complaint against the Police force  

In Nigeria, just like in other countries where democracy is practiced, the Police Act allows for complaints 

against law enforcement officers (the police) to be made directly by an aggrieved party or by a 

complainant who is acting as a third party. The latter, called a third-party complaint, allows a person 

who is otherwise uninvolved in the incident to make a complaint. The rationale is to protect those people 

who have been victimized by police who do not want to complain (or are not capable of doing so) to be 

safeguarded. The third-party complaint rule essentially protects those who do not complain, and in doing 

so allows for the investigation of officers whose unethical conduct may have otherwise gone un-

investigated.  

Complaints about police misconduct under the Police Act must be related to the following: 

i. Allegations of misconduct by individual police members 

ii. Complaints concerning various aspects of the administration of a police department 

iii. Matters that concern the maintenance of discipline within a police department and that do not 

directly impact the public 
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The nature of the allegations against police officers under the Police Act is varied; however, two 

complaint types that face police officers are corruption and breach of public trust. These are briefly 

explained below: 

a. Corruption as defined by the Police Act includes such things as not promptly returning money or 

property while performing one‘s duty; using or attempting to use the position of police officer for 

personal gain; and using or attempting to use equipment or facilities for purposes unrelated to duty. 

b. Breach of public trust encompasses a wide range of activities that are used as a ―catchall.‖ When an 

officer engages in behaviour that is unethical, but not against the Criminal 

Code or other legislation under which civilians would be charged, the officer can be charged under the 

Police Act. Charges can be brought against an officer for unethical activities such as: 

i. Anything that discredits the reputation of the member‘s police department 

ii. ―Abuse of authority,‖ referred to as oppressive conduct toward a member of the public 

iii. Using unnecessary force, or detaining or searching a person without good and sufficient cause 

iv. On or off duty, when in uniform, using profane, abusive, or insulting language to any person. The 

language can be used to intimidate people or disrespect them. 

Police legitimacy:  

Police –public contacts and encounters A great deal of research on police-public encounters focuses on 

police behavior toward citizens (e.g., Engel, Tillyer, Klahm, & Frank, 2012; Mastrofski, Reisig, 

&McCluskey, 2002). However, citizen behavior can generate reciprocal reactions from police, and studies 

of citizen behaviour can be important for police policy – especially studies indicating what helps police 

remain safe and keep the peace by encouraging citizens to comply. Data on citizen behavior indicate that 

the majority of people conform to the law and to police directives most of the time. For example, 

Mastrofski and colleagues (1996) noted that there was 78% compliance without resistance in their 

Richmond, VA sample, 76% of citizens in Dai et al.‘s (2011) Cincinnati sample complied with police 

directives. On the other hand, few citizens are noncompliant. Other data indicate that even when police 

use force against citizens, less than one-quarter of citizens engage in some form of resistance behavior 

such as arguing with the police (Eith&Durose, 2011). 

Distributive Justice 

Citizens‘ perceived treatment by state agents may affect their attitudes toward the police – in particular, 

whether police are legitimate. Treatment consists of both the outcomes received and the police-citizen 

interaction itself; the former is the focus of this section and the latter (procedural justice) will be 

discussed below. Distributive justice refers to fairness of outcomes in comparison with others or with 

earlier experiences 
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Procedural Justice  

The procedural justice literature stems from distributive justice research (Blader& Tyler, 2003), but the 

two concepts are different. Whereas distributive justice is concerned with outcomes (whether services 

are delivered equally across communities and whether citizens are stopped, frisked, cited, arrested, etc. 

by the police), procedural justice focuses on the fair and consistent process by which criminal justice 

sanctions are applied, as perceived by citizens 

Law Enforcement and Policing of the Youth  

Thus, in reality, reactive strategies remain the dominant approaches employed by police in the fight 

against crime. Planning and training continues to be devoted primarily to improvements in police 

efficiency, response times and clearance rates. Moreover, where there is police proactivity in crime 

prevention, it is far more likely to be of the situational variety than the ‗social or structural‘ variety. It 

should not be forgotten, too, that the impact of policing on crime reduction is relatively small. Some 

twenty years ago David Bayley (1993) made the observation that 90% of the variation in crime rates 

among population aggregations of substantial size can be predicted by factors other than police 

strength, such as population density, ethnic heterogeneity, unemployment levels, income levels, school 

leaving rates, and single-parent households. A recent New South Wales Bureau of Crime Statistics and 

Research (BOCSAR) study reinforces this notion. Its results illustrate the minor roles that police 

intervention and the likelihood of imprisonment have on rates of crime, certainly when compared with a 

key demographic variable, namely household income levels (Wan, Moffatt, Jones, &Weatherburn, 2012). 

The Traditional, Professional Model of Policing  

It is one of the ironies of criminal justice practice that the ‗emergence‘; of community policing is actually 

its re-emergence. Early policing, both in England and the United States, was community policing. It was 

only in the mid-decades o the twentieth century that policing in the U.S. was rationalized, bureaucratized 

‗professionalized‘; and centralized such that it lost important elements of its community orientation. 

Indeed, escaping the ethical consequences of certain kinds of close ties with the community was a 

principal goal of police reformers. Kelling and Moore (1987, cited in Trojanowicz and Bucqueroux, 1990) 

describe the model of policing that emerged out of the reform efforts of August Vollmerand O.W. Wilson 

by emphasizing a narrow professionalism, crime control, centralization, aloofness from community ties, 

preventive motor patrol rather than foot patrol, rapid response to calls for service, and effectiveness 

measured by control of crime. In particular, reformers attempted to remove police work and police 

executives from the corrupting influences of local politics. Police efficiency was to be maximized and 

police misconduct was to be minimized by hierarchical, centralized administration with clear lines of 

authority, specific procedures, accountability, and close supervision. While such reforms may have been, 

in some respects, ―successful‖ critics charge that it was at great cost (Trojanowicz and Bucqueroux, 

1990). Police executives became preoccupied with internal matters of management, efficiency, and 

control. Police work was conceptualized primarily as law enforcement, which meant a one-at-a-time 

response to criminal acts. Police organizations, police executives, and individual police officers 

intentionally became isolated from their communities. At best, communities responded with apathy and 
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abdicated their responsibility for the crime problem. At worst, they came to view police as an alien, 

occupying force. 

The Community Policing Model  

Goldstein (1990) traces the major impetus for community policing to the turmoil and crises of the 1960s. 

As both insiders and outsiders subjected police work to more scrutiny, its complexity began to be more 

appreciated and the narrowness of the traditional model to be more clearly understood. Enhanced 

police-community relations efforts were one response to crises, but these were limited and often 

cosmetic. The 1970s gave rise to team policing efforts in several U.S. cities. From the early sites in 

Cincinnati, as well as in the Seven Case Studies (Sherman, et al., 1973), the drive to dramatically change 

traditional police methodologies continued. Problemoriented policing (e.g. Goldstein, 1977a, 1977b, 

1979, 1990) was the next step in moving the police closer to the community. Trojanowicz and 

Bucqueroux (1990), however, suggest that problem-oriented policing did not go far enough in 

―...restructuring departments to promote continuous community involvement‘‘ (p.8). 

Ethical Challenges In Community Policing  

With the outlines of the traditional model and the community policing models in mind,we may now 

proceed to discussion of likely ethical challenges accompanying community policing. We see these 

challenges arising out of two of the principal elements of community policing:  

(1) reduction of the political and social isolation of the police department and individual police officers, 

and  

(2) lower levels of control and more autonomy for lower-level individual officers. 

 While it certainly cannot be argued that police departments in the United States were ever insulated 

from political influence, the traditional model regards the intrusion of politics into policing as an 

inevitable evil. Police executives must be somewhat responsive to local political power as they pursue 

their professional task of law enforcement. In any case, there is likely to be little disagreement between 

the members of the local business and social elite and the police chief over what should be the tasks of 

the police department. Community policing, on the other hand, recognizes that in many communities the 

hegemony of the traditional local elite has weakened, and that diverse groups seek to wield influence 

and to pursue their own agenda. They may have quite different ideas of the nature of social problems in 

general and the crime problems in particular. 

 


