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1. Service Provider IGP Network. 

2. Service Provider BGP Network. 

3. Service Provider MP-BGP Network. 

4. Service Provider PE-CE Network. 

5. Service Provider Traffic Engineering. 

6. Customer IGP Network. 

7. Customer BGP Network. 

8. Customer Traffic Engineering. 

9. Customer Internet Service. 

Lab Installation & Hardware Requirements 

Lab Installed:  VMware Esxi ---> Eve-ng Community Version --->  
Hardware Requirement: 
CPU: 4 Cores 
RAM: 12 GB (Minimum 8 GB) 
Storage: 100 GB 
 

 

SECTION 1: Lab Details 

SECTION 1.1: Lab Summary                                            
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CLC CCIE Service Provider Practice Lab 1: Topology 

 

 
 

SECTION 1.2: Lab Topoloy                                            
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CLC-SP-Backbone 
 
hostname CLC-SP-Backbone 
 
interface Loopback0 
 ip address 100.255.255.255 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.10.18 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.10.22 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.10.26 255.255.255.252 
 
interface Ethernet0/3 
 ip address 192.168.10.30 255.255.255.252 
 

 
 

 

CLC-R1 
 
hostname CLC-R1 
 
interface Loopback0 
 ip address 100.1.1.1 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.10.1 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.20.1 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.10.9 255.255.255.252 
 
interface Ethernet0/3 
 ip address 192.168.10.17 255.255.255.252 
 

 
  

SECTION 1.3: Lab Initial Configuration                                            
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CLC-R2 
 
hostname CLC-R2 
 
interface Loopback0 
 ip address 100.2.2.2 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.10.2 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.30.1 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.10.13 255.255.255.252 
 
interface Ethernet0/3 
 ip address 192.168.10.21 255.255.255.252 
 

 

 
CLC-R3 
 
hostname CLC-R3 
 
interface Loopback0 
 ip address 100.3.3.3 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.10.5 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.20.5 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.10.10 255.255.255.252 
 
interface Ethernet0/3 
 ip address 192.168.10.25 255.255.255.25 
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CLC-R4 
 
hostname CLC-R4 
 
interface Loopback0 
 ip address 100.4.4.4 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.10.6 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.30.5 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.10.14 255.255.255.252 
 
interface Ethernet0/3 
 ip address 192.168.10.29 255.255.255.252 
 

 

 
CLC-R6 
 
hostname CLC-R6 
 
interface Loopback0 
 ip address 6.6.6.6 255.255.255.255 
 
interface Tunnel0 
 ip address 172.100.100.2 255.255.255.0 
 no ip redirects 
 ip nhrp authentication CLC 
 ip nhrp map multicast 102.1.1.2 
 ip nhrp map 172.100.100.1 102.1.1.2 
 ip nhrp network-id 123 
 ip nhrp nhs 172.100.100.1 
 tunnel source Ethernet0/0 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 description "Connected to R23 eth0/1" 
 ip address 101.1.1.2 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 172.10.2.1 255.255.255.0 
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CLC-R12 
 
hostname CLC-R12 
 
interface Loopback0 
 ip address 12.12.12.12 255.255.255.255 
 
interface Tunnel0 
 ip address 172.100.100.3 255.255.255.0 
 no ip redirects 
 ip nhrp authentication CLC 
 ip nhrp map multicast 102.1.1.2 
 ip nhrp map 172.100.100.1 102.1.1.2 
 ip nhrp network-id 123 
 ip nhrp nhs 172.100.100.1 
 tunnel source Ethernet0/0 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 description "Connected to R27 eth0/3" 
 ip address 101.4.1.2 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 172.10.3.1 255.255.255.0 
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CLC-R13 
 
hostname CLC-R13 
 
interface Loopback0 
 ip address 13.13.13.13 255.255.255.255 
 
interface Tunnel0 
 ip address 172.100.100.1 255.255.255.0 
 no ip redirects 
 no ip split-horizon eigrp 100 
 ip nhrp authentication CLC 
 ip nhrp map multicast dynamic 
 ip nhrp network-id 123 
 tunnel source Ethernet0/3 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 ip address 172.30.1.1 255.255.255.252 
 
interface Ethernet0/1 
 ip address 172.30.1.9 255.255.255.252 
 
interface Ethernet0/3 
 description "Connected to R24 eth0/3" 
 ip address 102.1.1.2 255.255.255.252 
 

 

 
CLC-R14 
 
hostname CLC-R14 
 
interface Loopback0 
 ip address 14.14.14.14 255.255.255.255 
 
interface Ethernet0/0 
 ip address 172.30.1.2 255.255.255.252 
 
interface Ethernet0/1 
 ip address 172.30.1.13 255.255.255.252 
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CLC-R15 
 
hostname CLC-R15 
 
interface Loopback0 
 ip address 15.15.15.15 255.255.255.255 
 
interface Ethernet0/0 
 ip address 172.30.1.5 255.255.255.252 
 
interface Ethernet0/1 
 ip address 172.30.1.10 255.255.255.252 
 

 

 
CLC-R16 
 
hostname CLC-R16 
 
interface Loopback0 
 ip address 16.16.16.16 255.255.255.255 
 
interface Ethernet0/0 
 ip address 172.30.1.6 255.255.255.252 
 
interface Ethernet0/1 
 ip address 172.30.1.14 255.255.255.252 
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CLC-R21 
 
hostname CLC-R21 
 
interface Loopback0 
 ip address 100.21.21.21 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.40.2 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.20.2 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.40.13 255.255.255.252 
 
interface Ethernet0/3 
 description "Connected to Sydney-Group-Connect-1 eth0/0" 
 ip address 101.2.1.1 255.255.255.252 
 
interface Ethernet1/0 
 description "Connected to Victoria-Group-Site-2 eth0/0" 
 ip address 101.2.2.1 255.255.255.252 
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CLC-R22 
 
hostname CLC-R22 
 
interface Loopback0 
 ip address 100.22.22.22 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.40.6 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.20.6 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.40.14 255.255.255.252 
 
interface Ethernet0/3 
 description "Connected to Queensland-Group-Comp-1 eth0/0" 
 ip address 102.2.1.1 255.255.255.252 
 
interface Ethernet1/0 
 description "Connected to Sydney-Group-Hub eth0/1" 
 ip address 102.2.2.1 255.255.255.252 
 

 
 

 
CLC-R23 
 
hostname CLC-R23 
 
interface Loopback0 
 ip address 100.23.23.23 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.40.1 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to ANZ-Bank-Branch-1 eth0/0" 
 ip address 101.1.1.1 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.40.9 255.255.255.252 
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CLC-R24 
 
hostname CLC-R24 
 
interface Loopback0 
 ip address 100.24.24.24 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.40.5 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.40.10 255.255.255.252 
 
interface Ethernet0/3 
 description "Connected to ANZ-Bank-Hub eth0/3" 
 ip address 102.1.1.1 255.255.255.252 
 

 

 
CLC-R25 
 
hostname CLC-R25 
 
interface Loopback0 
 ip address 100.25.25.25 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.50.1 255.255.255.252 
 
interface Ethernet0/1 
 ip address 192.168.30.2 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.50.9 255.255.255.252 
 
interface Ethernet0/3 
 description "Connected to Sydney-Group-Connect-2 eth0/0" 
 ip address 101.3.2.1 255.255.255.252 
 
interface Ethernet1/0 
 description "Connected to Victoria-Group-Site-1 eth0/0" 
 ip address 101.3.1.1 255.255.255.252 
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CLC-R26 
 
hostname CLC-R26 
 
interface Loopback0 
 ip address 100.26.26.26 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.50.5 255.255.255.252 
! 
interface Ethernet0/1 
 ip address 192.168.30.6 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.50.10 255.255.255.252 
 
interface Ethernet1/0 
 description "Connected to Queensland-Group-Comp-2 eth0/0" 
 ip address 102.3.2.1 255.255.255.252 
 

 
 
 

 
CLC-R27 
 
hostname CLC-R27 
 
interface Loopback0 
 ip address 100.27.27.27 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.50.2 255.255.255.252 
 
interface Ethernet0/1 
 ip address 162.40.1.1 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.50.13 255.255.255.252 
 
interface Ethernet0/3 
 description "Connected to ANZ-Bank-Branch-2 eth0/0" 
 ip address 101.4.1.1 255.255.255.252 
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CLC-R28 
 
hostname CLC-R28 
 
interface Loopback0 
 ip address 100.28.28.28 255.255.255.255 
 
interface Ethernet0/0 
 ip address 192.168.50.6 255.255.255.252 
 
interface Ethernet0/1 
 ip address 162.40.1.5 255.255.255.252 
 
interface Ethernet0/2 
 ip address 192.168.50.14 255.255.255.25 
 

 
 

 
CLC-Internet 
 
hostname CLC-Internet 
 
interface Loopback0 
 ip address 162.100.100.100 255.255.255.255 
 
interface Ethernet0/0 
 ip address 162.40.1.2 255.255.255.252 
 
interface Ethernet0/1 
 ip address 162.40.1.6 255.255.255.252 
 
interface Ethernet0/2 
 ip address dhcp 
 ip nat outside 
 
interface Ethernet0/3 
 ip address 102.3.1.1 255.255.255.252 
 ip nat inside 
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CLC-R29 
 
hostname CLC-R29 
 
interface Loopback0 
 ip address 29.29.29.29 255.255.255.255 
! 
interface Tunnel0 
 ip address 10.10.10.2 255.255.255.0 
 no ip redirects 
 ip nhrp authentication CLC 
 ip nhrp map multicast 102.2.2.2 
 ip nhrp map 10.10.10.1 102.2.2.2 
 ip nhrp network-id 123 
 ip nhrp nhs 10.10.10.1 
 ip ospf network point-to-multipoint 
 tunnel source Ethernet0/0 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 description "Connected to R21 eth0/3" 
 ip address 101.2.1.2 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 10.10.2.1 255.255.255.0 
 

 

 
CLC-R31 
 
hostname CLC-R31 
 
interface Loopback0 
 ip address 31.31.31.31 255.255.255.255 
! 
interface Ethernet0/0 
 description "Connected to R21 eth1/0" 
 ip address 101.2.2.2 255.255.255.252 
! 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 20.20.2.1 255.255.255.0 
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CLC-R32 
 
hostname CLC-R32 
 
interface Loopback0 
 ip address 32.32.32.32 255.255.255.255 
 
interface Tunnel0 
 ip address 10.10.10.3 255.255.255.0 
 no ip redirects 
 ip nhrp authentication CLC 
 ip nhrp map multicast 102.2.2.2 
 ip nhrp map 10.10.10.1 102.2.2.2 
 ip nhrp network-id 123 
 ip nhrp nhs 10.10.10.1 
 ip ospf network point-to-multipoint 
 tunnel source Ethernet0/0 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 description "Connected to R25 eth0/3" 
 ip address 101.3.2.2 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 10.10.3.1 255.255.255.0 
 

 
 

 
CLC-R33 
 
hostname CLC-R33 
 
interface Loopback0 
 ip address 33.33.33.33 255.255.255.255 
 
interface Ethernet0/0 
 description "Connected to R25 eth1/0" 
 ip address 101.3.1.2 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 20.20.1.1 255.255.255.0 
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CLC-R34 
 
hostname CLC-R34 
 
interface Loopback0 
 ip address 34.34.34.34 255.255.255.255 
 
interface Tunnel0 
 ip address 10.10.10.1 255.255.255.0 
 no ip redirects 
 ip nhrp authentication CLC 
 ip nhrp map multicast dynamic 
 ip nhrp network-id 123 
 ip ospf network point-to-multipoint 
 tunnel source Ethernet0/1 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 description "Connected to LAN" 
 ip address 10.10.1.1 255.255.255.0 
 
interface Ethernet0/1 
 description "MPLS Connected to R22 eth1/0" 
 ip address 102.2.2.2 255.255.255.252 
 

 
 
 

 
CLC-R35 
 
hostname CLC-R35 
 
interface Loopback0 
 ip address 35.35.35.35 255.255.255.255 
 
interface Ethernet0/0 
 description "Connected to LAN" 
 ip address 10.10.1.2 255.255.255.0 
 
interface Ethernet0/1 
 description " Internet-Link Connected to Internet eth0/3" 
 ip address 102.3.1.2 255.255.255.252 
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CLC-R36 
 
hostname CLC-R36 
 
interface Loopback0 
 ip address 36.36.36.36 255.255.255.255 
 
interface Tunnel0 
 ip address 30.30.30.1 255.255.255.252 
 no ip redirects 
 ip nhrp authentication CLC 
 ip nhrp map multicast 102.3.2.2 
 ip nhrp map 30.30.30.2 102.3.2.2 
 ip nhrp network-id 123 
 ip nhrp nhs 30.30.30.2 
 ip ospf network point-to-point 
 tunnel source Ethernet0/0 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 description "Connected to R22 eth0/3" 
 ip address 102.2.1.2 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 30.30.1.1 255.255.255.0 
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CLC-R37 
 
hostname CLC-R37 
 
interface Loopback0 
 ip address 37.37.37.37 255.255.255.255 
 
interface Tunnel0 
 ip address 30.30.30.2 255.255.255.252 
 no ip redirects 
 ip nhrp authentication CLC 
 ip nhrp map multicast 102.2.1.2 
 ip nhrp map 30.30.30.1 102.2.1.2 
 ip nhrp network-id 123 
 ip nhrp nhs 30.30.30.1 
 ip ospf network point-to-point 
 tunnel source Ethernet0/0 
 tunnel mode gre multipoint 
 
interface Ethernet0/0 
 description "Connected to R26 eth1/0" 
 ip address 102.3.2.2 255.255.255.252 
 
interface Ethernet0/1 
 description "Connected to LAN" 
 ip address 30.30.2.1 255.255.255.0 
 

 
 

 
CLC-R42 
 
hostname CLC-R42 
 
interface Loopback0 
 ip address 42.42.42.42 255.255.255.255 
 
interface Ethernet0/0 
 ip address 10.10.1.3 255.255.255.0 
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CLC-SW1 
 
hostname CLC-SW1 
 
interface Ethernet0/0 
 switchport access vlan 10 
 switchport mode access 
 
interface Ethernet0/1 
 switchport access vlan 10 
 switchport mode access 
 
interface Ethernet0/2 
 switchport access vlan 10 
 switchport mode access 
 
interface Ethernet0/3 
 switchport access vlan 10 
 switchport mode access 
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CLC-Internet User 
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Configure Service Provider Central Hub (SPCH) site as per the following requirements: 
1. Configure OSPF process id 100 Area 0 in SPCH as per the diagram 
2. Set the router id to interface loopback 0 on all devices. 
3. The interface loopback 0 at each router must be seen as an internal OSPF prefix by all other L3 

devices. 
4. Do not try to modify the default OSPF cost on any device. 
5. Ensure that OSPF is not running on any interface that is facing another AS not in use. 
6. You are allowed to advertise only specific networks in OSPF to accomplish this requirement. 

 
 
 
 

 

On CLC-SP-Backbone 

CLC-SP-Backbone(config)#router ospf 100 
CLC-SP-Backbone(config-router)#router-id 100.255.255.255 
CLC-SP-Backbone(config-router)#network 100.255.255.255 0.0.0.0 area 0 
CLC-SP-Backbone(config-router)#network 192.168.10.18 0.0.0.0 area 0 
CLC-SP-Backbone(config-router)#network 192.168.10.22 0.0.0.0 area 0 
CLC-SP-Backbone(config-router)#network 192.168.10.26 0.0.0.0 area 0 
CLC-SP-Backbone(config-router)#network 192.168.10.30 0.0.0.0 area 0 
CLC-SP-Backbone(config-router)#exit 
CLC-SP-Backbone(config)# 
 
 

On CLC-R1 

CLC-R1(config)#router ospf 100 
CLC-R1(config-router)#router-id 100.1.1.1 
CLC-R1(config-router)#network 100.1.1.1 0.0.0.0 area 0 
CLC-R1(config-router)#network 192.168.10.1 0.0.0.0 area 0 
CLC-R1(config-router)#network 192.168.10.9 0.0.0.0 area 0 

SECTION 2: Service Provider IGP  

 QUESTION 

SECTION 2.1: OSPF in Service Provider Central Hub                                            
 

  Solution 
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CLC-R1(config-router)#network 192.168.10.17 0.0.0.0 area 0 
CLC-R1(config-router)#exit 
CLC-R1(config)# 
  
 

On CLC-R2 

CLC-R2(config)#router ospf 100 
CLC-R2(config-router)#router-id 100.2.2.2 
CLC-R2(config-router)#network 100.2.2.2 0.0.0.0 area 0 
CLC-R2(config-router)#network 192.168.10.2 0.0.0.0 area 0 
CLC-R2(config-router)#network 192.168.10.13 0.0.0.0 area 0 
CLC-R2(config-router)#network 192.168.10.21 0.0.0.0 area 0 
CLC-R2(config-router)#exit 
CLC-R2(config)# 
 
 

On CLC-R3 

CLC-R3(config)#router ospf 100 
CLC-R3(config-router)#router-id 100.3.3.3 
CLC-R3(config-router)#network 100.3.3.3 0.0.0.0 area 0 
CLC-R3(config-router)#network 192.168.10.5 0.0.0.0 area 0 
CLC-R3(config-router)#network 192.168.10.10 0.0.0.0 area 0 
CLC-R3(config-router)#network 192.168.10.25 0.0.0.0 area 0 
CLC-R3(config-router)#exit 
CLC-R3(config)# 
 
 

On CLC-R4 

CLC-R4(config)#router ospf 100 
CLC-R4(config-router)#router-id 100.4.4.4 
CLC-R4(config-router)#network 100.4.4.4 0.0.0.0 area 0 
CLC-R4(config-router)#network 192.168.10.6 0.0.0.0 area 0 
CLC-R4(config-router)#network 192.168.10.14 0.0.0.0 area 0 
CLC-R4(config-router)#network 192.168.10.29 0.0.0.0 area 0 
CLC-R4(config-router)#exit 
CLC-R4(config)# 
 
 
 
 
 
 
 
 



                                            CLC CCIE Service Provider v5.0: Practice Lab v1                    Released: 20-November-2020                                           

 

Web: https://ccielabcenter.com | Mail: care@ccielabcenter.com | Telegram: t.me/cciestudygroup Page 27 

 
 
 
 
On CLC-SP-Backbone 
 

 
 

 
 
  

  Verification 
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On CLC-R1 
 

 
 
 
On CLC-R2 
 

 
 
 
On CLC-R3 
 

 
 
 
On CLC-R4 
 

   



                                            CLC CCIE Service Provider v5.0: Practice Lab v1                    Released: 20-November-2020                                           

 

Web: https://ccielabcenter.com | Mail: care@ccielabcenter.com | Telegram: t.me/cciestudygroup Page 29 

 
 
 
 
 
 
 

Configure Service Provider Customer Area (SPCA) site as per the following requirements: 
1. Configure OSPF process id 200 Area 0 in SPCA as per the diagram 
2. Set the router id to interface loopback 0 on all devices. 
3. The interface loopback 0 at each router must be seen as an internal OSPF prefix by all other L3 

devices. 
4. Do not try to modify the default OSPF cost on any device. 
5. Ensure that OSPF is not running on any interface that is facing another AS not in use. 
6. You are allowed to advertise only specific networks in OSPF to accomplish this requirement. 

 
 
 
 
 

On CLC-R21 

CLC-R21(config)#router ospf 200 
CLC-R21(config-router)#router-id 100.21.21.21 
CLC-R21(config-router)#network 100.21.21.21 0.0.0.0 area 0 
CLC-R21(config-router)#network 192.168.40.2 0.0.0.0 area 0 
CLC-R21(config-router)#network 192.168.40.13 0.0.0.0 area 0 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
 
 

On CLC-R22 

CLC-R22(config)#router ospf 200 
CLC-R22(config-router)#router-id 100.22.22.22 
CLC-R22(config-router)#network 100.22.22.22 0.0.0.0 area 0 
CLC-R22(config-router)#network 192.168.40.6 0.0.0.0 area 0 
CLC-R22(config-router)#network 192.168.40.14 0.0.0.0 area 0 
CLC-R22(config-router)#exit 
CLC-R22(config)# 
 
 

On CLC-R23 

CLC-R23(config)#router ospf 200 
CLC-R23(config-router)#router-id 100.23.23.23 

SECTION 2.2: OSPF in Service Provider Customer Area 
 

 QUESTION 

  Solution 
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CLC-R23(config-router)#network 100.23.23.23 0.0.0.0 area 0 
CLC-R23(config-router)#network 192.168.40.1 0.0.0.0 area 0 
CLC-R23(config-router)#network 192.168.40.9 0.0.0.0 area 0 
CLC-R23(config-router)#exit 
CLC-R23(config)# 
 
 

On CLC-R24 

CLC-R24(config)#router ospf 200 
CLC-R24(config-router)#router-id 100.24.24.24 
CLC-R24(config-router)#network 100.24.24.24 0.0.0.0 area 0 
CLC-R24(config-router)#network 192.168.40.5 0.0.0.0 area 0 
CLC-R24(config-router)#network 192.168.40.10 0.0.0.0 area 0 
CLC-R24(config-router)#exit 
CLC-R24(config)# 
 
 

On CLC-R25 

CLC-R25(config)#router ospf 200 
CLC-R25(config-router)#router-id 100.25.25.25 
CLC-R25(config-router)#network 100.25.25.25 0.0.0.0 area 0 
CLC-R25(config-router)#network 192.168.50.1 0.0.0.0 area 0 
CLC-R25(config-router)#network 192.168.50.9 0.0.0.0 area 0 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
 
 

On CLC-R26 

CLC-R26(config)#router ospf 200 
CLC-R26(config-router)#router-id 100.26.26.26 
CLC-R26(config-router)#network 100.26.26.26 0.0.0.0 area 0 
CLC-R26(config-router)#network 192.168.50.5 0.0.0.0 area 0 
CLC-R26(config-router)#network 192.168.50.10 0.0.0.0 area 0 
CLC-R26(config-router)#exit 
CLC-R26(config)# 
 
 

On CLC-R27 

CLC-R27(config)#router ospf 200 
CLC-R27(config-router)#router-id 100.27.27.27 
CLC-R27(config-router)#network 100.27.27.27 0.0.0.0 area 0 
CLC-R27(config-router)#network 192.168.50.2 0.0.0.0 area 0 
CLC-R27(config-router)#network 192.168.50.13 0.0.0.0 area 0 



                                            CLC CCIE Service Provider v5.0: Practice Lab v1                    Released: 20-November-2020                                           

 

Web: https://ccielabcenter.com | Mail: care@ccielabcenter.com | Telegram: t.me/cciestudygroup Page 31 

CLC-R27(config-router)#exit 
CLC-R27(config)# 
 
 

On CLC-R28 

CLC-R28(config)#router ospf 200 
CLC-R28(config-router)#router-id 100.28.28.28 
CLC-R28(config-router)#network 100.28.28.28 0.0.0.0 area 0 
CLC-R28(config-router)#network 192.168.50.6 0.0.0.0 area 0 
CLC-R28(config-router)#network 192.168.50.14 0.0.0.0 area 0 
CLC-R28(config-router)#exit 
CLC-R28(config)# 
 
 
 
 
 
 
On CLC-R21 
 

 
 
 
On CLC-R22 
 

 
 
 
  

  Verification 
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On CLC-R23 
 

 
 
 
On CLC-R24 
 

 
 
 
On CLC-R25 
 

 
 
 
On CLC-R26 
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On CLC-R27 
 

 
 
 
On CLC-R28 
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Configure Service Provider Distribution Area (SPDA) site as per the following requirements: 
1. Configure OSPF process id 100 Area 1 in SPDA as per the diagram 
2. The interface loopback 0 at each router must not be seen as an internal OSPF prefix by all other 

L3 devices. 
3. Do not try to modify the default OSPF cost on any device. 
4. Ensure that OSPF is not running on any interface that is facing another AS not in use. 
5. You are allowed to advertise only specific networks in OSPF to accomplish this requirement. 

 
 
 
 
 

On CLC-R1 

CLC-R1(config)#router ospf 100 
CLC-R1(config-router)#network 192.168.20.1 0.0.0.0 area 1 
CLC-R1(config-router)#exit 
CLC-R1(config)# 
 
 

On CLC-R2 

CLC-R2(config)#router ospf 100 
CLC-R2(config-router)#network 192.168.30.1 0.0.0.0 area 2 
CLC-R2(config-router)#exit 
CLC-R2(config)# 
 
 

On CLC-R3 

CLC-R3(config)#router ospf 100 
CLC-R3(config-router)#network 192.168.20.5 0.0.0.0 area 1 
CLC-R3(config-router)#exit 
CLC-R3(config)# 
 
 

On CLC-R4 

CLC-R4(config)#router ospf 100 

SECTION 2.3: OSPF in Service Provider Distribution Area 
 

 QUESTION 

  Solution 
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CLC-R4(config-router)#network 192.168.30.5 0.0.0.0 area 2 
CLC-R4(config-router)#exit 
CLC-R4(config)# 
 
 

On CLC-R21 

CLC-R21(config)#router ospf 100 
CLC-R21(config-router)#network 192.168.20.2 0.0.0.0 area 1 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
 
 

On CLC-R22 

CLC-R22(config)#router ospf 100 
CLC-R22(config-router)# network 192.168.20.6 0.0.0.0 area 1 
CLC-R22(config-router)#exit 
CLC-R22(config)# 
 
 

On CLC-R25 

CLC-R25(config)#router ospf 100 
CLC-R25(config-router)#network 192.168.30.2 0.0.0.0 area 2 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
 
 

On CLC-R26 

CLC-R26(config)#router ospf 100 
CLC-R26(config-router)#network 192.168.30.6 0.0.0.0 area 2 
CLC-R26(config-router)#exit 
CLC-R26(config-router)# 
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On CLC-R1 
 

 
 
 
On CLC-R2 
 

 
 
 
On CLC-R3 
 

 
 
 
  

  Verification 
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On CLC-R4 
 

 
 
 
On CLC-R21 
 

 
 
 
On CLC-R22 
 

 
 
 
On CLC-R25 
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On CLC-R26 
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Configure Service Provider Internet Hub site as per the following requirements: 
1. Configure OSPF process id 200 Area 0 in SPIH as per the diagram 
2. Set the router id to interface loopback 0 on all devices. 
3. The interface loopback 0 at each router must be seen as an internal OSPF prefix by all other L3 

devices. 
4. Do not try to modify the default OSPF cost on any device. 
5. Ensure that OSPF is not running on any interface that is facing another AS not in use. 
6. You are allowed to advertise only specific networks in OSPF to accomplish this requirement 

 
 
 
 

 

On CLC-R27 

CLC-R27(config)#router ospf 200 
CLC-R27(config-router)#network 162.40.1.1 0.0.0.0 area 0 
CLC-R27(config-router)#exit 
CLC-R27(config)# 
 
 

On CLC-R28 

CLC-R28(config)#router ospf 200 
CLC-R28(config-router)#network 162.40.1.5 0.0.0.0 area 0 
CLC-R28(config-router)#exit 
CLC-R28(config)# 
 
 

On CLC-Internet 

CLC-Internet(config)#router ospf 200 
CLC-Internet(config-router)#router-id 162.100.100.100 
CLC-Internet(config-router)# network 162.40.1.2 0.0.0.0 area 0 
CLC-Internet(config-router)# network 162.40.1.6 0.0.0.0 area 0 
CLC-Internet(config-router)# network 162.100.100.100 0.0.0.0 area 0 
CLC-Internet(config-router)#exit 
CLC-Internet(config)# 

SECTION 2.4: OSPF in Service Provider Internet Hub                                   
 

 QUESTION 

  Solution 
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On CLC-Internet 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

  Verification 
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Redistribute the network in Service Provider Distribution Area & Service Provider Customer 
Area site as per the following requirements: 
 

1. You must be able to get reachability end-to-end in Service Provider via IGP. 
2. None of the devices/routes must fail to install the IGP routes. 
3. You are allowed to redistribute IGP to IGP only on devices having more than one IGP network 

(Process/Protocol). 
4. You must be able to see specific routes installed in the routing table 
5. Do not filter any routes. 
6. You are not allowed to enable any routing policies in IGP network.  

 
 
 
 
 
 
On CLC-R21 
 
CLC-R21(config)#router ospf 200 
CLC-R21(config-router)#redistribute ospf 100 subnets 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
 
CLC-R21(config)#router ospf 100 
CLC-R21(config-router)#redistribute ospf 200 subnets 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
 
 
On CLC-R22 
 
CLC-R22(config)#router ospf 200 
CLC-R22(config-router)#redistribute ospf 100 subnets 
CLC-R22(config-router)#exit 
CLC-R22(config)# 
 
CLC-R22(config)#router ospf 100 
CLC-R22(config-router)#redistribute ospf 200 subnets 
CLC-R22(config-router)#exit 
CLC-R22(config)# 

SECTION 2.5: Service Provider IGP (OSPF) Redistribution  
 

 QUESTION 

  Solution 
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On CLC-R25 
 
CLC-R25(config)#router ospf 200 
CLC-R25(config-router)#redistribute ospf 100 subnets 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
 
CLC-R25(config)#router ospf 100 
CLC-R25(config-router)#redistribute ospf 200 subnets 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
 
 
On CLC-R26 
 
CLC-R26(config)#router ospf 200 
CLC-R26(config-router)#redistribute ospf 100 subnets 
CLC-R26(config-router)#exit 
CLC-R26(config)# 
 
CLC-R26(config)#router ospf 100 
CLC-R26(config-router)#redistribute ospf 200 subnets 
CLC-R26(config-router)#exit 
CLC-R26(config)# 
 

 
 

  
On CLC-SP-Backbone 

  Verification 
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On CLC-Internet 
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Configure the network in Service Provider sites as per the following requirements: 
1. Configure BGP neighborship between L3 devices in complete Service Provider Network. 

2. All BGP routers must use their interface loopback0 as their BGP router-id. 
3. Disable the default ipv4 unicast address family for peering session establishment in all 

BGP routers. 
4. BGP neighborship must be established via interface loopback0 in VPNV4 technology. 

5. BGP peering must be eastablished between: 
 R1 to R3, R21, R22, R23, R24, BB 

 R2 to R4, R25, R26, R27, R28, BB 

 R3 to R1, R21, R22, R23, R24, BB 

 R4 to R2, R25, R26, R27, R28, BB 

6. Devices R1, R2, R3, R4, BB must act as route-reflector with its peerings. 
7. Use BGP Clustor id: 

 R1 – 1 

 R2 – 2 

 R3 – 3 

 R4 – 4 

 BB – 5 
8. All IBGP Service Provider devices must be able to install the client routes. Make sure the next-

hop is reachable for every IBGP & EBGP peerings. 
 
 
 
 
 
 
On CLC-Backbone 
 
CLC-SP-Backbone(config)#router bgp 6100 
CLC-SP-Backbone(config-router)#bgp router-id 100.255.255.255 
CLC-SP-Backbone(config-router)#bgp cluster-id 5 
CLC-SP-Backbone(config-router)#no bgp default ipv4-unicast 
CLC-SP-Backbone(config-router)#neighbor 100.1.1.1 remote-as 6100 
CLC-SP-Backbone(config-router)#neighbor 100.1.1.1 update-source Loopback0 

SECTION 3.1: IGBP & VPN in Service Provider  
 

 QUESTION 

  Solution 

SECTION 3: Service Provider BGP  
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CLC-SP-Backbone(config-router)#neighbor 100.2.2.2 remote-as 6100 
CLC-SP-Backbone(config-router)#neighbor 100.2.2.2 update-source Loopback0 
CLC-SP-Backbone(config-router)#neighbor 100.3.3.3 remote-as 6100 
CLC-SP-Backbone(config-router)#neighbor 100.3.3.3 update-source Loopback0 
CLC-SP-Backbone(config-router)#neighbor 100.4.4.4 remote-as 6100 
CLC-SP-Backbone(config-router)#neighbor 100.4.4.4 update-source Loopback0 
CLC-SP-Backbone(config-router)# 
 
CLC-SP-Backbone(config-router)# address-family vpnv4 
CLC-SP-Backbone(config-router-af)#neighbor 100.1.1.1 activate 
CLC-SP-Backbone(config-router-af)#neighbor 100.1.1.1 send-community extended 
CLC-SP-Backbone(config-router-af)#neighbor 100.1.1.1 route-reflector-client 
CLC-SP-Backbone(config-router-af)#neighbor 100.1.1.1 next-hop-self 
CLC-SP-Backbone(config-router-af)#neighbor 100.2.2.2 activate 
CLC-SP-Backbone(config-router-af)#neighbor 100.2.2.2 send-community extended 
CLC-SP-Backbone(config-router-af)#neighbor 100.2.2.2 route-reflector-client 
CLC-SP-Backbone(config-router-af)#neighbor 100.2.2.2 next-hop-self 
CLC-SP-Backbone(config-router-af)#neighbor 100.3.3.3 activate 
CLC-SP-Backbone(config-router-af)#neighbor 100.3.3.3 send-community extended 
CLC-SP-Backbone(config-router-af)#neighbor 100.3.3.3 route-reflector-client 
CLC-SP-Backbone(config-router-af)#neighbor 100.3.3.3 next-hop-self 
CLC-SP-Backbone(config-router-af)#neighbor 100.4.4.4 activate 
CLC-SP-Backbone(config-router-af)#neighbor 100.4.4.4 send-community extended 
CLC-SP-Backbone(config-router-af)#neighbor 100.4.4.4 route-reflector-client 
CLC-SP-Backbone(config-router-af)#neighbor 100.4.4.4 next-hop-self 
CLC-SP-Backbone(config-router-af)#exit-address-family 
CLC-SP-Backbone(config-router)#exit 
CLC-SP-Backbone(config)# 
 
 
On CLC-R1 
 
CLC-R1(config)#router bgp 6100 
CLC-R1(config-router)#bgp router-id 100.1.1.1 
CLC-R1(config-router)#bgp cluster-id 1 
CLC-R1(config-router)#no bgp default ipv4-unicast 
CLC-R1(config-router)#neighbor 100.3.3.3 remote-as 6100 
CLC-R1(config-router)#neighbor 100.3.3.3 update-source Loopback0 
CLC-R1(config-router)#neighbor 100.21.21.21 remote-as 6100 
CLC-R1(config-router)#neighbor 100.21.21.21 update-source Loopback0 
CLC-R1(config-router)#neighbor 100.22.22.22 remote-as 6100 
CLC-R1(config-router)#neighbor 100.22.22.22 update-source Loopback0 
CLC-R1(config-router)#neighbor 100.23.23.23 remote-as 6100 
CLC-R1(config-router)#neighbor 100.23.23.23 update-source Loopback0 
CLC-R1(config-router)#neighbor 100.24.24.24 remote-as 6100 
CLC-R1(config-router)#neighbor 100.24.24.24 update-source Loopback0 
CLC-R1(config-router)#neighbor 100.255.255.255 remote-as 6100 
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CLC-R1(config-router)#neighbor 100.255.255.255 update-source Loopback0 
CLC-R1(config-router)# 
 
CLC-R1(config-router)#address-family vpnv4 
CLC-R1(config-router-af)#neighbor 100.3.3.3 activate 
CLC-R1(config-router-af)#neighbor 100.3.3.3 send-community extended 
CLC-R1(config-router-af)#neighbor 100.3.3.3 route-reflector-client 
CLC-R1(config-router-af)#neighbor 100.3.3.3 next-hop-self 
CLC-R1(config-router-af)#neighbor 100.21.21.21 activate 
CLC-R1(config-router-af)#neighbor 100.21.21.21 send-community extended 
CLC-R1(config-router-af)#neighbor 100.21.21.21 route-reflector-client 
CLC-R1(config-router-af)#neighbor 100.21.21.21 next-hop-self 
CLC-R1(config-router-af)#neighbor 100.22.22.22 activate 
CLC-R1(config-router-af)#neighbor 100.22.22.22 send-community extended 
CLC-R1(config-router-af)#neighbor 100.22.22.22 route-reflector-client 
CLC-R1(config-router-af)#neighbor 100.22.22.22 next-hop-self 
CLC-R1(config-router-af)#neighbor 100.23.23.23 activate 
CLC-R1(config-router-af)#neighbor 100.23.23.23 send-community extended 
CLC-R1(config-router-af)#neighbor 100.23.23.23 route-reflector-client 
CLC-R1(config-router-af)#neighbor 100.23.23.23 next-hop-self 
CLC-R1(config-router-af)#neighbor 100.24.24.24 activate 
CLC-R1(config-router-af)#neighbor 100.24.24.24 send-community extended 
CLC-R1(config-router-af)#neighbor 100.24.24.24 route-reflector-client 
CLC-R1(config-router-af)#neighbor 100.24.24.24 next-hop-self 
CLC-R1(config-router-af)#neighbor 100.255.255.255 activate 
CLC-R1(config-router-af)#neighbor 100.255.255.255 send-community extended 
CLC-R1(config-router-af)#neighbor 100.255.255.255 route-reflector-client 
CLC-R1(config-router-af)#neighbor 100.255.255.255 next-hop-self 
CLC-R1(config-router-af)# exit-address-family 
CLC-R1(config-router)#exit 
CLC-R1(config)# 
 
 
On CLC-R2 
 
CLC-R2(config)#router bgp 6100 
CLC-R2(config-router)#bgp router-id 100.2.2.2 
CLC-R2(config-router)#bgp cluster-id 2 
CLC-R2(config-router)#no bgp default ipv4-unicast 
CLC-R2(config-router)#neighbor 100.4.4.4 remote-as 6100 
CLC-R2(config-router)#neighbor 100.4.4.4 update-source Loopback0 
CLC-R2(config-router)#neighbor 100.25.25.25 remote-as 6100 
CLC-R2(config-router)#neighbor 100.25.25.25 update-source Loopback0 
CLC-R2(config-router)#neighbor 100.26.26.26 remote-as 6100 
CLC-R2(config-router)#neighbor 100.26.26.26 update-source Loopback0 
CLC-R2(config-router)#neighbor 100.27.27.27 remote-as 6100 
CLC-R2(config-router)#neighbor 100.27.27.27 update-source Loopback0 
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CLC-R2(config-router)#neighbor 100.28.28.28 remote-as 6100 
CLC-R2(config-router)#neighbor 100.28.28.28 update-source Loopback0 
CLC-R2(config-router)#neighbor 100.255.255.255 remote-as 6100 
CLC-R2(config-router)#neighbor 100.255.255.255 update-source Loopback0 
CLC-R2(config-router)#neighbor 162.100.100.100 remote-as 6100 
CLC-R2(config-router)#neighbor 162.100.100.100 update-source Loopback0 
CLC-R2(config-router)# 
 
CLC-R2(config-router)#address-family vpnv4 
CLC-R2(config-router-af)#neighbor 100.4.4.4 activate 
CLC-R2(config-router-af)#neighbor 100.4.4.4 send-community extended 
CLC-R2(config-router-af)#neighbor 100.4.4.4 route-reflector-client 
CLC-R2(config-router-af)#neighbor 100.4.4.4 next-hop-self 
CLC-R2(config-router-af)#neighbor 100.25.25.25 activate 
CLC-R2(config-router-af)#neighbor 100.25.25.25 send-community extended 
CLC-R2(config-router-af)#neighbor 100.25.25.25 route-reflector-client 
CLC-R2(config-router-af)#neighbor 100.25.25.25 next-hop-self 
CLC-R2(config-router-af)#neighbor 100.26.26.26 activate 
CLC-R2(config-router-af)#neighbor 100.26.26.26 send-community extended 
CLC-R2(config-router-af)#neighbor 100.26.26.26 route-reflector-client 
CLC-R2(config-router-af)#neighbor 100.26.26.26 next-hop-self 
CLC-R2(config-router-af)#neighbor 100.27.27.27 activate 
CLC-R2(config-router-af)#neighbor 100.27.27.27 send-community extended 
CLC-R2(config-router-af)#neighbor 100.27.27.27 route-reflector-client 
CLC-R2(config-router-af)#neighbor 100.27.27.27 next-hop-self 
CLC-R2(config-router-af)#neighbor 100.28.28.28 activate 
CLC-R2(config-router-af)#neighbor 100.28.28.28 send-community extended 
CLC-R2(config-router-af)#neighbor 100.28.28.28 route-reflector-client 
CLC-R2(config-router-af)#neighbor 100.28.28.28 next-hop-self 
CLC-R2(config-router-af)#neighbor 100.255.255.255 activate 
CLC-R2(config-router-af)#neighbor 100.255.255.255 send-community extended 
CLC-R2(config-router-af)#neighbor 100.255.255.255 route-reflector-client 
CLC-R2(config-router-af)#neighbor 100.255.255.255 next-hop-self 
CLC-R2(config-router-af)#neighbor 162.100.100.100 activate 
CLC-R2(config-router-af)#neighbor 162.100.100.100 send-community extended 
CLC-R2(config-router-af)#neighbor 162.100.100.100 route-reflector-client 
CLC-R2(config-router-af)#neighbor 162.100.100.100 next-hop-self 
CLC-R2(config-router-af)# exit-address-family 
CLC-R2(config-router)#exit 
CLC-R2(config)# 
 
 
On CLC-R3 
 
CLC-R3(config)#router bgp 6100 
CLC-R3(config-router)#bgp router-id 100.3.3.3 
CLC-R3(config-router)#bgp cluster-id 3 
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CLC-R3(config-router)#no bgp default ipv4-unicast 
CLC-R3(config-router)#neighbor 100.1.1.1 remote-as 6100 
CLC-R3(config-router)#neighbor 100.1.1.1 update-source Loopback0 
CLC-R3(config-router)#neighbor 100.21.21.21 remote-as 6100 
CLC-R3(config-router)#neighbor 100.21.21.21 update-source Loopback0 
CLC-R3(config-router)#neighbor 100.22.22.22 remote-as 6100 
CLC-R3(config-router)#neighbor 100.22.22.22 update-source Loopback0 
CLC-R3(config-router)#neighbor 100.23.23.23 remote-as 6100 
CLC-R3(config-router)#neighbor 100.23.23.23 update-source Loopback0 
CLC-R3(config-router)#neighbor 100.24.24.24 remote-as 6100 
CLC-R3(config-router)#neighbor 100.24.24.24 update-source Loopback0 
CLC-R3(config-router)#neighbor 100.255.255.255 remote-as 6100 
CLC-R3(config-router)#neighbor 100.255.255.255 update-source Loopback0 
CLC-R3(config-router)# 
 
CLC-R3(config-router)#address-family vpnv4 
CLC-R3(config-router-af)#neighbor 100.1.1.1 activate 
CLC-R3(config-router-af)#neighbor 100.1.1.1 send-community extended 
CLC-R3(config-router-af)#neighbor 100.1.1.1 route-reflector-client 
CLC-R3(config-router-af)#neighbor 100.1.1.1 next-hop-self 
CLC-R3(config-router-af)#neighbor 100.21.21.21 activate 
CLC-R3(config-router-af)#neighbor 100.21.21.21 send-community extended 
CLC-R3(config-router-af)#neighbor 100.21.21.21 route-reflector-client 
CLC-R3(config-router-af)#neighbor 100.21.21.21 next-hop-self 
CLC-R3(config-router-af)#neighbor 100.22.22.22 activate 
CLC-R3(config-router-af)#neighbor 100.22.22.22 send-community extended 
CLC-R3(config-router-af)#neighbor 100.22.22.22 route-reflector-client 
CLC-R3(config-router-af)#neighbor 100.22.22.22 next-hop-self 
CLC-R3(config-router-af)#neighbor 100.23.23.23 activate 
CLC-R3(config-router-af)#neighbor 100.23.23.23 send-community extended 
CLC-R3(config-router-af)#neighbor 100.23.23.23 route-reflector-client 
CLC-R3(config-router-af)#neighbor 100.23.23.23 next-hop-self 
CLC-R3(config-router-af)#neighbor 100.24.24.24 activate 
CLC-R3(config-router-af)#neighbor 100.24.24.24 send-community extended 
CLC-R3(config-router-af)#neighbor 100.24.24.24 route-reflector-client 
CLC-R3(config-router-af)#neighbor 100.24.24.24 next-hop-self 
CLC-R3(config-router-af)#neighbor 100.255.255.255 activate 
CLC-R3(config-router-af)#neighbor 100.255.255.255 send-community extended 
CLC-R3(config-router-af)#neighbor 100.255.255.255 route-reflector-client 
CLC-R3(config-router-af)#neighbor 100.255.255.255 next-hop-self 
CLC-R3(config-router-af)# exit-address-family 
CLC-R3(config-router)#exit 
CLC-R3(config)# 
 
 
On CLC-R4 
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CLC-R4(config-router)#bgp router-id 100.4.4.4 
CLC-R4(config-router)#bgp cluster-id 4 
CLC-R4(config-router)#no bgp default ipv4-unicast 
CLC-R4(config-router)#neighbor 100.2.2.2 remote-as 6100 
CLC-R4(config-router)#neighbor 100.2.2.2 update-source Loopback0 
CLC-R4(config-router)#neighbor 100.25.25.25 remote-as 6100 
CLC-R4(config-router)#neighbor 100.25.25.25 update-source Loopback0 
CLC-R4(config-router)#neighbor 100.26.26.26 remote-as 6100 
CLC-R4(config-router)#neighbor 100.26.26.26 update-source Loopback0 
CLC-R4(config-router)#neighbor 100.27.27.27 remote-as 6100 
CLC-R4(config-router)#neighbor 100.27.27.27 update-source Loopback0 
CLC-R4(config-router)#neighbor 100.28.28.28 remote-as 6100 
CLC-R4(config-router)#neighbor 100.28.28.28 update-source Loopback0 
CLC-R4(config-router)#neighbor 100.255.255.255 remote-as 6100 
CLC-R4(config-router)#neighbor 100.255.255.255 update-source Loopback0 
CLC-R4(config-router)#neighbor 162.100.100.100 remote-as 6100 
CLC-R4(config-router)#neighbor 162.100.100.100 update-source Loopback0 
CLC-R4(config-router)# 
 
CLC-R4(config-router)#address-family vpnv4 
CLC-R4(config-router-af)#neighbor 100.2.2.2 activate 
CLC-R4(config-router-af)#neighbor 100.2.2.2 send-community extended 
CLC-R4(config-router-af)#neighbor 100.2.2.2 route-reflector-client 
CLC-R4(config-router-af)#neighbor 100.2.2.2 next-hop-self 
CLC-R4(config-router-af)#neighbor 100.25.25.25 activate 
CLC-R4(config-router-af)#neighbor 100.25.25.25 send-community extended 
CLC-R4(config-router-af)#neighbor 100.25.25.25 route-reflector-client 
CLC-R4(config-router-af)#neighbor 100.25.25.25 next-hop-self 
CLC-R4(config-router-af)#neighbor 100.26.26.26 activate 
CLC-R4(config-router-af)#neighbor 100.26.26.26 send-community extended 
CLC-R4(config-router-af)#neighbor 100.26.26.26 route-reflector-client 
CLC-R4(config-router-af)#neighbor 100.26.26.26 next-hop-self 
CLC-R4(config-router-af)#neighbor 100.27.27.27 activate 
CLC-R4(config-router-af)#neighbor 100.27.27.27 send-community extended 
CLC-R4(config-router-af)#neighbor 100.27.27.27 route-reflector-client 
CLC-R4(config-router-af)#neighbor 100.27.27.27 next-hop-self 
CLC-R4(config-router-af)#neighbor 100.28.28.28 activate 
CLC-R4(config-router-af)#neighbor 100.28.28.28 send-community extended 
CLC-R4(config-router-af)#neighbor 100.28.28.28 route-reflector-client 
CLC-R4(config-router-af)#neighbor 100.28.28.28 next-hop-self 
CLC-R4(config-router-af)#neighbor 100.255.255.255 activate 
CLC-R4(config-router-af)#neighbor 100.255.255.255 send-community extended 
CLC-R4(config-router-af)#neighbor 100.255.255.255 route-reflector-client 
CLC-R4(config-router-af)#neighbor 100.255.255.255 next-hop-self 
CLC-R4(config-router-af)#neighbor 162.100.100.100 activate 
CLC-R4(config-router-af)#neighbor 162.100.100.100 send-community extended 
CLC-R4(config-router-af)#neighbor 162.100.100.100 route-reflector-client 
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CLC-R4(config-router-af)#neighbor 162.100.100.100 next-hop-self 
CLC-R4(config-router-af)# exit-address-family 
CLC-R4(config-router)#exit 
CLC-R4(config)# 
 
 
On CLC-R21 
 
CLC-R21(config)#router bgp 6100 
CLC-R21(config-router)#bgp router-id 100.21.21.21 
CLC-R21(config-router)#no bgp default ipv4-unicast 
CLC-R21(config-router)#neighbor 100.1.1.1 remote-as 6100 
CLC-R21(config-router)#neighbor 100.1.1.1 update-source Loopback0 
CLC-R21(config-router)#neighbor 100.3.3.3 remote-as 6100 
CLC-R21(config-router)#neighbor 100.3.3.3 update-source Loopback0 
CLC-R21(config-router)# 
 
CLC-R21(config-router)#address-family vpnv4 
CLC-R21(config-router-af)#neighbor 100.1.1.1 activate 
CLC-R21(config-router-af)#neighbor 100.1.1.1 send-community extended 
CLC-R21(config-router-af)#neighbor 100.1.1.1 next-hop-self 
CLC-R21(config-router-af)#neighbor 100.3.3.3 activate 
CLC-R21(config-router-af)#neighbor 100.3.3.3 send-community extended 
CLC-R21(config-router-af)#neighbor 100.3.3.3 next-hop-self 
CLC-R21(config-router-af)#exit-address-family 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
 
 
On CLC-R22 
 
CLC-R22(config)#router bgp 6100 
CLC-R22(config-router)#bgp router-id 100.22.22.22 
CLC-R22(config-router)#no bgp default ipv4-unicast 
CLC-R22(config-router)#neighbor 100.1.1.1 remote-as 6100 
CLC-R22(config-router)#neighbor 100.1.1.1 update-source Loopback0 
CLC-R22(config-router)#neighbor 100.3.3.3 remote-as 6100 
CLC-R22(config-router)#neighbor 100.3.3.3 update-source Loopback0 
CLC-R22(config-router)# 
 
CLC-R22(config-router)#address-family vpnv4 
CLC-R22(config-router-af)#neighbor 100.1.1.1 activate 
CLC-R22(config-router-af)#neighbor 100.1.1.1 send-community extended 
CLC-R22(config-router-af)#neighbor 100.1.1.1 next-hop-self 
CLC-R22(config-router-af)#neighbor 100.3.3.3 activate 
CLC-R22(config-router-af)#neighbor 100.3.3.3 send-community extended 
CLC-R22(config-router-af)#neighbor 100.3.3.3 next-hop-self 
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CLC-R22(config-router-af)#exit-address-family 
CLC-R22(config-router)#exit 
CLC-R22(config)# 
 
 
On CLC-R23 
 
CLC-R23(config)#router bgp 6100 
CLC-R23(config-router)#bgp router-id 100.23.23.23 
CLC-R23(config-router)#no bgp default ipv4-unicast 
CLC-R23(config-router)#neighbor 100.1.1.1 remote-as 6100 
CLC-R23(config-router)#neighbor 100.1.1.1 update-source Loopback0 
CLC-R23(config-router)#neighbor 100.3.3.3 remote-as 6100 
CLC-R23(config-router)#neighbor 100.3.3.3 update-source Loopback0 
CLC-R23(config-router)# 
 
CLC-R23(config-router)#address-family vpnv4 
CLC-R23(config-router-af)#neighbor 100.1.1.1 activate 
CLC-R23(config-router-af)#neighbor 100.1.1.1 send-community extended 
CLC-R23(config-router-af)#neighbor 100.1.1.1 next-hop-self 
CLC-R23(config-router-af)#neighbor 100.3.3.3 activate 
CLC-R23(config-router-af)#neighbor 100.3.3.3 send-community extended 
CLC-R23(config-router-af)#neighbor 100.3.3.3 next-hop-self 
CLC-R23(config-router-af)#exit-address-family 
CLC-R23(config-router)#exit 
CLC-R23(config)# 
 
 
On CLC-R24 
 
CLC-R24(config)#router bgp 6100 
CLC-R24(config-router)#bgp router-id 100.24.24.24 
CLC-R24(config-router)#no bgp default ipv4-unicast 
CLC-R24(config-router)#neighbor 100.1.1.1 remote-as 6100 
CLC-R24(config-router)#neighbor 100.1.1.1 update-source Loopback0 
CLC-R24(config-router)#neighbor 100.3.3.3 remote-as 6100 
CLC-R24(config-router)#neighbor 100.3.3.3 update-source Loopback0 
CLC-R24(config-router)# 
 
CLC-R24(config-router)#address-family vpnv4 
CLC-R24(config-router-af)#neighbor 100.1.1.1 activate 
CLC-R24(config-router-af)#neighbor 100.1.1.1 send-community extended 
CLC-R24(config-router-af)#neighbor 100.1.1.1 next-hop-self 
CLC-R24(config-router-af)#neighbor 100.3.3.3 activate 
CLC-R24(config-router-af)#neighbor 100.3.3.3 send-community extended 
CLC-R24(config-router-af)#neighbor 100.3.3.3 next-hop-self 
CLC-R24(config-router-af)#exit-address-family 
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CLC-R24(config-router)#exit 
CLC-R24(config)# 
 
 
On CLC-R25 
 
CLC-R25(config)#router bgp 6100 
CLC-R25(config-router)#bgp router-id 100.25.25.25 
CLC-R25(config-router)#no bgp default ipv4-unicast 
CLC-R25(config-router)#neighbor 100.2.2.2 remote-as 6100 
CLC-R25(config-router)#neighbor 100.2.2.2 update-source Loopback0 
CLC-R25(config-router)#neighbor 100.4.4.4 remote-as 6100 
CLC-R25(config-router)#neighbor 100.4.4.4 update-source Loopback0 
CLC-R25(config-router)# 
 
CLC-R25(config-router)#address-family vpnv4 
CLC-R25(config-router-af)#neighbor 100.2.2.2 activate 
CLC-R25(config-router-af)#neighbor 100.2.2.2 send-community extended 
CLC-R25(config-router-af)#neighbor 100.2.2.2 next-hop-self 
CLC-R25(config-router-af)#neighbor 100.4.4.4 activate 
CLC-R25(config-router-af)#neighbor 100.4.4.4 send-community extended 
CLC-R25(config-router-af)#neighbor 100.4.4.4 next-hop-self 
CLC-R25(config-router-af)#exit-address-family 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
 
 
On CLC-R26 
 
CLC-R26(config)#router bgp 6100 
CLC-R26(config-router)#bgp router-id 100.26.26.26 
CLC-R26(config-router)#no bgp default ipv4-unicast 
CLC-R26(config-router)#neighbor 100.2.2.2 remote-as 6100 
CLC-R26(config-router)#neighbor 100.2.2.2 update-source Loopback0 
CLC-R26(config-router)#neighbor 100.4.4.4 remote-as 6100 
CLC-R26(config-router)#neighbor 100.4.4.4 update-source Loopback0 
CLC-R26(config-router)# 
 
CLC-R26(config-router)#address-family vpnv4 
CLC-R26(config-router-af)#neighbor 100.2.2.2 activate 
CLC-R26(config-router-af)#neighbor 100.2.2.2 send-community extended 
CLC-R26(config-router-af)#neighbor 100.2.2.2 next-hop-self 
CLC-R26(config-router-af)#neighbor 100.4.4.4 activate 
CLC-R26(config-router-af)#neighbor 100.4.4.4 send-community extended 
CLC-R26(config-router-af)#neighbor 100.4.4.4 next-hop-self 
CLC-R26(config-router-af)#exit-address-family 
CLC-R26(config-router)#exit 
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CLC-R26(config)# 
 
 
On CLC-R27 
 
CLC-R27(config)#router bgp 6100 
CLC-R27(config-router)#bgp router-id 100.27.27.27 
CLC-R27(config-router)#no bgp default ipv4-unicast 
CLC-R27(config-router)#neighbor 100.2.2.2 remote-as 6100 
CLC-R27(config-router)#neighbor 100.2.2.2 update-source Loopback0 
CLC-R27(config-router)#neighbor 100.4.4.4 remote-as 6100 
CLC-R27(config-router)#neighbor 100.4.4.4 update-source Loopback0 
CLC-R27(config-router)# 
 
CLC-R27(config-router)#address-family vpnv4 
CLC-R27(config-router-af)#neighbor 100.2.2.2 activate 
CLC-R27(config-router-af)#neighbor 100.2.2.2 send-community extended 
CLC-R27(config-router-af)#neighbor 100.2.2.2 next-hop-self 
CLC-R27(config-router-af)#neighbor 100.4.4.4 activate 
CLC-R27(config-router-af)#neighbor 100.4.4.4 send-community extended 
CLC-R27(config-router-af)#neighbor 100.4.4.4 next-hop-self 
CLC-R27(config-router-af)#exit-address-family 
CLC-R27(config-router)#exit 
CLC-R27(config)# 
 
 
On CLC-R28 
 
CLC-R28(config)#router bgp 6100 
CLC-R28(config-router)#bgp router-id 100.28.28.28 
CLC-R28(config-router)#no bgp default ipv4-unicast 
CLC-R28(config-router)#neighbor 100.2.2.2 remote-as 6100 
CLC-R28(config-router)#neighbor 100.2.2.2 update-source Loopback0 
CLC-R28(config-router)#neighbor 100.4.4.4 remote-as 6100 
CLC-R28(config-router)#neighbor 100.4.4.4 update-source Loopback0 
CLC-R28(config-router)# 
 
CLC-R28(config-router)#address-family vpnv4 
CLC-R28(config-router-af)#neighbor 100.2.2.2 activate 
CLC-R28(config-router-af)#neighbor 100.2.2.2 send-community extended 
CLC-R28(config-router-af)#neighbor 100.2.2.2 next-hop-self 
CLC-R28(config-router-af)#neighbor 100.4.4.4 activate 
CLC-R28(config-router-af)#neighbor 100.4.4.4 send-community extended 
CLC-R28(config-router-af)#neighbor 100.4.4.4 next-hop-self 
CLC-R28(config-router-af)#exit-address-family 
CLC-R28(config-router)#exit 
CLC-R28(config)#  
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On CLC-Internet 
 
CLC-Internet(config)#router bgp 6100 
CLC-Internet(config-router)#bgp router-id 162.100.100.100 
CLC-Internet(config-router)#no bgp default ipv4-unicast 
CLC-Internet(config-router)#neighbor 100.2.2.2 remote-as 6100 
CLC-Internet(config-router)#neighbor 100.2.2.2 update-source Loopback0 
CLC-Internet(config-router)#neighbor 100.4.4.4 remote-as 6100 
CLC-Internet(config-router)#neighbor 100.4.4.4 update-source Loopback0 
CLC-Internet(config-router)# 
 
CLC-Internet(config-router)#address-family vpnv4 
CLC-Internet(config-router-af)#neighbor 100.2.2.2 activate 
CLC-Internet(config-router-af)#neighbor 100.2.2.2 send-community extended 
CLC-Internet(config-router-af)#neighbor 100.2.2.2 next-hop-self 
CLC-Internet(config-router-af)#neighbor 100.4.4.4 activate 
CLC-Internet(config-router-af)#neighbor 100.4.4.4 send-community extended 
CLC-Internet(config-router-af)#neighbor 100.4.4.4 next-hop-self 
CLC-Internet(config-router-af)#exit-address-family 
CLC-Internet(config-router)#exit 
CLC-Internet(config)# 
 
 
 
 
 
On CLC-SP-Backbone 
 

 
 
 
 
 
 
 
 
 
 
  

  Verification 
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On CLC-R1 
 

 
 
 
On CLC-R2 
 

 
 
 
On CLC-R3 
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On CLC-R4 
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Configure MPLS network in SPCH & SPDA site as per the following requirements: 
 

1. Configure MPLS network on all P & PE routers using LDP protocol. 
2. Enable LDP only on required interfaces on all routers in AS 9100 
3. Use the interface loopback 0 to establish LDP peering 
4. Ensure that no MPLS interface that belongs to any router in AS 9100 is visible on a traceroute 

that originates outside of the AS. 
5. You can use any method for LDP peering. 

 
 
 
 
 
 
On CLC-SP-Backbone 
 
CLC-SP-Backbone(config)#mpls ldp router-id loopback 0 force 
CLC-SP-Backbone(config)#no mpls ip propagate-ttl 
CLC-SP-Backbone(config)# 
 
CLC-SP-Backbone(config)#router ospf 100 
CLC-SP-Backbone(config-router)#mpls ldp autoconfig 
CLC-SP-Backbone(config-router)#exit 
CLC-SP-Backbone(config)# 
 
 
On CLC-R1 
 
CLC-R1(config)#mpls ldp router-id loopback 0 force 
CLC-R1(config)#no mpls ip propagate-ttl 
CLC-R1(config)# 
 
CLC-R1(config)#router ospf 100 
CLC-R1(config-router)#mpls ldp autoconfig 
CLC-R1(config-router)#exit 
CLC-R1(config)# 
 
 
  

SECTION 3.2: MPLS Services in SPCH & SPDA 
 

 QUESTION 

  Solution 
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On CLC-R2 
 
CLC-R2(config)#mpls ldp router-id loopback 0 force 
CLC-R2(config)#no mpls ip propagate-ttl 
CLC-R2(config)# 
 
CLC-R2(config)#router ospf 100 
CLC-R2(config-router)#mpls ldp autoconfig 
CLC-R2(config-router)#exit 
CLC-R2(config)# 
 
 
On CLC-R3 
 
CLC-R3(config)#mpls ldp router-id loopback 0 force 
CLC-R3(config)#no mpls ip propagate-ttl 
CLC-R3(config)# 
CLC-R3(config)#router ospf 100 
CLC-R3(config-router)#mpls ldp autoconfig 
CLC-R3(config-router)#exit 
CLC-R3(config)# 
 
 
On CLC-R4 
 
CLC-R4(config)#mpls ldp router-id loopback 0 force 
CLC-R4(config)#no mpls ip propagate-ttl 
CLC-R4(config)# 
CLC-R4(config)#router ospf 100 
CLC-R4(config-router)#mpls ldp autoconfig 
CLC-R4(config-router)#exit 
CLC-R4(config)# 
 
 
On CLC-R21 
 
CLC-R21(config)#mpls ldp router-id loopback 0 force 
CLC-R21(config)#no mpls ip propagate-ttl 
CLC-R21(config)# 
CLC-R21(config)#router ospf 100 
CLC-R21(config-router)#mpls ldp autoconfig 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
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On CLC-R22 
 
CLC-R22(config)#mpls ldp router-id loopback 0 force 
CLC-R22(config)#no mpls ip propagate-ttl 
CLC-R22(config)# 
 
CLC-R22(config)#router ospf 100 
CLC-R22(config-router)#mpls ldp autoconfig 
CLC-R22(config-router)#exit 
CLC-R22(config)# 
 
 
On CLC-R25 
 
CLC-R25(config)#mpls ldp router-id loopback 0 force 
CLC-R25(config)#no mpls ip propagate-ttl 
CLC-R25(config)# 
 
CLC-R25(config)#router ospf 100 
CLC-R25(config-router)#mpls ldp autoconfig 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
 
 
On CLC-R26 
 
CLC-R26(config)#mpls ldp router-id loopback 0 force 
CLC-R26(config)#no mpls ip propagate-ttl 
CLC-R26(config)# 
 
CLC-R26(config)#router ospf 100 
CLC-R26(config-router)#mpls ldp autoconfig 
CLC-R26(config-router)#exit 
CLC-R26(config)# 
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On CLC-SP-Backbone 
 

 
 
  

  Verification 
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On CLC-R1 
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On CLC-R2 
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On CLC-R3 
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On CLC-R4 
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On CLC-R21 
 

 
 
 
On CLC-R22 
 

 
 
 
On CLC-R25 
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On CLC-R26 
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Configure MPLS network in SPCA & SPIH site as per the following requirements: 
 

1. Configure MPLS network on all P & PE routers using LDP protocol. 
2. Enable LDP only on required interfaces on all routers in AS 9100 
3. Use the interface loopback 0 to establish LDP peering 
4. Ensure that no MPLS interface that belongs to any router in AS 9100 is visible on a 

traceroute that originates outside of the AS. 
5. You can use any method for LDP peering. 

 
 
 
 
 
On CLC-R21 
 
CLC-R21(config)#router ospf 200 
CLC-R21(config-router)#mpls ldp autoconfig 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
 
 
On CLC-R22 
 
CLC-R22(config)#router ospf 200 
CLC-R22(config-router)#mpls ldp autoconfig 
CLC-R22(config-router)#exit 
CLC-R22(config)# 
 
 
On CLC-R23 
 
CLC-R23(config)#mpls ldp router-id loopback 0 force 
CLC-R23(config)#no mpls ip propagate-ttl 
CLC-R23(config)# 
 
CLC-R23(config)#router ospf 200 
CLC-R23(config-router)#mpls ldp autoconfig 
CLC-R23(config-router)#exit 
CLC-R23(config)# 

SECTION 3.3: MPLS Services in SPCA & SPIH 
 

 QUESTION 

  Solution 
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On CLC-R24 
 
CLC-R24(config)#mpls ldp router-id loopback 0 force 
CLC-R24(config)#no mpls ip propagate-ttl 
CLC-R24(config)# 
 
CLC-R24(config)#router ospf 200 
CLC-R24(config-router)#mpls ldp autoconfig 
CLC-R24(config-router)#exit 
CLC-R24(config)# 
 
 
On CLC-R25 
 
CLC-R25(config)#router ospf 200 
CLC-R25(config-router)#mpls ldp autoconfig 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
 
 
On CLC-R26 
 
CLC-R26(config)#router ospf 200 
CLC-R26(config-router)#mpls ldp autoconfig 
CLC-R26(config-router)#exit 
CLC-R26(config)# 
 
 
On CLC-R27 
 
CLC-R27(config)#mpls ldp router-id loopback 0 force 
CLC-R27(config)#no mpls ip propagate-ttl 
CLC-R27(config)# 
 
CLC-R27(config)#router ospf 200 
CLC-R27(config-router)#mpls ldp autoconfig 
CLC-R27(config-router)#exit 
CLC-R27(config)# 
 
 
On CLC-R28 
 
CLC-R28(config)#mpls ldp router-id loopback 0 force 
CLC-R28(config)#no mpls ip propagate-ttl 
CLC-R28(config)# 
 
CLC-R28(config)#router ospf 200 
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CLC-R28(config-router)#mpls ldp autoconfig 
CLC-R28(config-router)#exit 
CLC-R28(config)# 
 
 
On CLC-Internet 
 
CLC-Internet(config)#mpls ldp router-id loopback 0 force 
CLC-Internet(config)#no mpls ip propagate-ttl 
CLC-Internet(config)# 
 
CLC-Internet(config)#router ospf 200 
CLC-Internet(config-router)#mpls ldp autoconfig 
CLC-Internet(config-router)#exit 
CLC-Internet(config)# 
 
 
 
 
 
On CLC-R21 
 

 
  

  Verification 
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On CLC-R22 
 

 
 
On CLC-R23 
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On CLC-R24 
 

 
 
 

On CLC-R25 
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On CLC-R26 
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On CLC-R27 
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On CLC-R28 
 

 
 
On CLC-Internet 
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Configure PE device in Service Provider Customer Area sites as per the following 
requirements: 
 

1. Configure PE routers in such a way that they must be able established EBGP peering with CE via 
VRF 

2. Consider VRF’s name as per given in topology (Case Sentitive). 
3. The PE (WAN) interfaces must be under VRF forwarding. 
4. You can use any RD value. 
5. The EBGP peering must be established using physical WAN interface ip address. 
6. You are not supposed to modify any changes on CE Routers to accomplish this task. 

 
 
 
 
 
On CLC-R21 
 
CLC-R21(config)#ip vrf Sydney-Group-Connect-1 
CLC-R21(config-vrf)#rd 64510:21 
CLC-R21(config-vrf)#exit 
CLC-R21(config)# 
 
CLC-R21(config-vrf)#ip vrf Victoria-Group-Site-2 
CLC-R21(config-vrf)#rd 64520:21 
CLC-R21(config-vrf)#exit 
CLC-R21(config)# 
 
CLC-R21(config)#interface Ethernet0/3 
CLC-R21(config-if)#ip vrf forwarding Sydney-Group-Connect-1 
CLC-R21(config-if)#ip address 101.2.1.1 255.255.255.252 
CLC-R21(config-if)#exit 
CLC-R21(config)# 
 
CLC-R21(config)#interface Ethernet1/0 
CLC-R21(config-if)#ip vrf forwarding Victoria-Group-Site-2 

SECTION 4.1: EBGP-VRF                                              
 

 QUESTION 

SECTION 4: Service Provider EBGP & VRF  

  Solution 
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CLC-R21(config-if)#ip address 101.2.2.1 255.255.255.252 
CLC-R21(config-if)#exit 
CLC-R21(config)# 
 
CLC-R21(config)#router bgp 6100 
CLC-R21(config-router)#address-family ipv4 vrf Sydney-Group-Connect-1 
CLC-R21(config-router-af)#neighbor 101.2.1.2 remote-as 64510 
CLC-R21(config-router-af)#neighbor 101.2.1.2 activate 
CLC-R21(config-router-af)#exit-address-family 
CLC-R21(config-router)# 
 
CLC-R21(config-router)#address-family ipv4 vrf Victoria-Group-Site-2 
CLC-R21(config-router-af)#neighbor 101.2.2.2 remote-as 64520 
CLC-R21(config-router-af)#neighbor 101.2.2.2 activate 
CLC-R21(config-router-af)#exit-address-family 
CLC-R21(config-router)#exit 
CLC-R21(config)# 
 
 
On CLC-R22 
 
CLC-R22(config)#ip vrf Queensland-Group-Comp-1 
CLC-R22(config-vrf)#rd 64530:22 
CLC-R22(config-vrf)#exit 
CLC-R22(config)# 
 
CLC-R22(config)#ip vrf Sydney-Group-Hub 
CLC-R22(config-vrf)#rd 64510:22 
CLC-R22(config-vrf)#exit 
CLC-R22(config)# 
 
CLC-R22(config)#interface Ethernet0/3 
CLC-R22(config-if)#ip vrf forwarding Queensland-Group-Comp-1 
CLC-R22(config-if)#ip address 102.2.1.1 255.255.255.252 
CLC-R22(config-if)#exit 
CLC-R22(config)# 
 
CLC-R22(config)#interface Ethernet1/0 
CLC-R22(config-if)#ip vrf forwarding Sydney-Group-Hub 
CLC-R22(config-if)#ip address 102.2.2.1 255.255.255.252 
CLC-R22(config-if)#exit 
CLC-R22(config)# 
 
CLC-R22(config)#router bgp 6100 
CLC-R22(config-router)#address-family ipv4 vrf Queensland-Group-Comp-1 
CLC-R22(config-router-af)#neighbor 102.2.1.2 remote-as 64530 
CLC-R22(config-router-af)#neighbor 102.2.1.2 activate 
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CLC-R22(config-router-af)#exit-address-family 
CLC-R22(config-router)# 
 
CLC-R22(config-router)#address-family ipv4 vrf Sydney-Group-Hub 
CLC-R22(config-router-af)#neighbor 102.2.2.2 remote-as 64510 
CLC-R22(config-router-af)#neighbor 102.2.2.2 activate 
CLC-R22(config-router-af)#exit-address-family 
CLC-R22(config-router)#exit 
CLC-R22(config)# 
 
 
On CLC-R23 
 
CLC-R23(config)#ip vrf ANZ-Bank-Branch-1 
CLC-R23(config-vrf)#rd 62111:23 
CLC-R23(config-vrf)#exit 
CLC-R23(config)# 
 
CLC-R23(config)#interface Ethernet0/1 
CLC-R23(config-if)#ip vrf forwarding ANZ-Bank-Branch-1 
CLC-R23(config-if)#ip address 101.1.1.1 255.255.255.252 
CLC-R23(config-if)#exit 
CLC-R23(config)# 
 
CLC-R23(config)#router bgp 6100 
CLC-R23(config-router)#address-family ipv4 vrf ANZ-Bank-Branch-1 
CLC-R23(config-router-af)#neighbor 101.1.1.2 remote-as 62111 
CLC-R23(config-router-af)#neighbor 101.1.1.2 activate 
CLC-R23(config-router-af)#exit-address-family 
CLC-R23(config-router)#exit 
CLC-R23(config)# 
 
 
On CLC-R24 
 
CLC-R24(config)#ip vrf ANZ-Bank-Hub 
CLC-R24(config-vrf)#rd 62111:13 
CLC-R24(config-vrf)#exit 
CLC-R24(config)# 
 
CLC-R24(config)#interface Ethernet0/3 
CLC-R24(config-if)#ip vrf forwarding ANZ-Bank-Hub 
CLC-R24(config-if)#ip address 102.1.1.1 255.255.255.252 
CLC-R24(config-if)#exit 
CLC-R24(config)# 
 
CLC-R24(config)#router bgp 6100 
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CLC-R24(config-router)#address-family ipv4 vrf ANZ-Bank-Hub 
CLC-R24(config-router-af)#neighbor 102.1.1.2 remote-as 62111 
CLC-R24(config-router-af)#neighbor 102.1.1.2 activate 
CLC-R24(config-router-af)#exit-address-family 
CLC-R24(config-router)#exit 
CLC-R24(config)# 
 
 
On CLC-R25 
 
CLC-R25(config)#ip vrf Sydney-Group-Connect-2 
CLC-R25(config-vrf)#rd 64510:25 
CLC-R25(config-vrf)#exit 
CLC-R25(config)# 
 
CLC-R25(config)#ip vrf Victoria-Group-Site-1 
CLC-R25(config-vrf)#rd 64520:25 
CLC-R25(config-vrf)#exit 
CLC-R25(config)# 
 
CLC-R25(config)#interface Ethernet0/3 
CLC-R25(config-if)#ip vrf forwarding Sydney-Group-Connect-2 
CLC-R25(config-if)#ip address 101.3.2.1 255.255.255.252 
CLC-R25(config-if)#exit 
CLC-R25(config)# 
 
CLC-R25(config)#interface Ethernet1/0 
CLC-R25(config-if)#ip vrf forwarding Victoria-Group-Site-1 
CLC-R25(config-if)#ip address 101.3.1.1 255.255.255.252 
CLC-R25(config-if)#exit 
CLC-R25(config)# 
 
CLC-R25(config)#router bgp 6100 
CLC-R25(config-router)#address-family ipv4 vrf Sydney-Group-Connect-2 
CLC-R25(config-router-af)#neighbor 101.3.2.2 remote-as 64510 
CLC-R25(config-router-af)#neighbor 101.3.2.2 activate 
CLC-R25(config-router-af)#exit-address-family 
CLC-R25(config-router)# 
 
CLC-R25(config-router)#address-family ipv4 vrf Victoria-Group-Site-1 
CLC-R25(config-router-af)#neighbor 101.3.1.2 remote-as 64520 
CLC-R25(config-router-af)#neighbor 101.3.1.2 activate 
CLC-R25(config-router-af)#exit-address-family 
CLC-R25(config-router)#exit 
CLC-R25(config)# 
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On CLC-R26 
 
CLC-R26(config)#ip vrf Queensland-Group-Comp-2 
CLC-R26(config-vrf)#rd 64530:26 
CLC-R26(config-vrf)#exit 
CLC-R26(config)# 
 
CLC-R26(config)#interface Ethernet1/0 
CLC-R26(config-if)#ip vrf forwarding Queensland-Group-Comp-2 
CLC-R26(config-if)#ip address 102.3.2.1 255.255.255.252 
CLC-R26(config-if)#exit 
CLC-R26(config)# 
CLC-R26(config)# 
 
CLC-R26(config)#router bgp 6100 
CLC-R26(config-router)#address-family ipv4 vrf Queensland-Group-Comp-2 
CLC-R26(config-router-af)#neighbor 102.3.2.2 remote-as 64530 
CLC-R26(config-router-af)#neighbor 102.3.2.2 activate 
CLC-R26(config-router-af)#exit-address-family 
CLC-R26(config-router)#exit 
CLC-R26(config)# 
 
 
On CLC-R27 
 
CLC-R27(config)#ip vrf ANZ-Bank-Branch-2 
CLC-R27(config-vrf)#rd 62111:27 
CLC-R27(config-vrf)#exit 
CLC-R27(config)# 
 
CLC-R27(config)#interface Ethernet0/3 
CLC-R27(config-if)#ip vrf forwarding ANZ-Bank-Branch-2 
CLC-R27(config-if)#ip address 101.4.1.1 255.255.255.252 
CLC-R27(config-if)#exit 
CLC-R27(config)# 
 
CLC-R27(config)#router bgp 6100 
CLC-R27(config-router)#address-family ipv4 vrf ANZ-Bank-Branch-2 
CLC-R27(config-router-af)#neighbor 101.4.1.2 remote-as 62111 
CLC-R27(config-router-af)#neighbor 101.4.1.2 activate 
CLC-R27(config-router-af)#exit-address-family 
CLC-R27(config-router)#exit 
CLC-R27(config)# 
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On CLC-R21 
 

 
 
 
On CLC-R22 
 

 
 
 
  

  Verification 
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On CLC-R23 
 

 
 
 
On CLC-R24 
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On CLC-R25 
 

 
 
 
On CLC-R26 
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On CLC-R27 
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Configure PE device in Service Provider Customer Area sites as per the following 
requirements: 
 

1. Configure PE routers in such a way that they must be able to receive and send routes from CE.  
2. Configure Sydney-Group as below 

 Sydney-Group-Hub must receive routes from Sydney-Group-Connect-1 and Sydney-
Group-Connect-2 

 Sydney-Group-Connect-1 must receive routes from Sydney-Group-Hub and must not 
receive from Sydney-Group-Connect-2 

 Sydney-Group-Connect-2 must receive routes from Sydney-Group-Hub and must not 
receive from Sydney-Group-Connect-1 

3. Configure ANZ-Bank as below 

 ANZ-Bank-Hub must receive routes from ANZ-Bank-Branch-1 and ANZ-Bank-Branch-2 

 ANZ-Bank-Branch-1 must receive routes from ANZ-Bank-Hub and must not receive from 
ANZ-Bank-Branch-2 

 ANZ-Bank-Branch-2 must receive routes from ANZ-Bank-Hub and must not receive from 
ANZ-Bank-Branch-1 

4. Configure Victoria-Group as below 

 Victoria-Group-Site-1 must receive routes from Victoria-Group-Site-2 and Vice Versa. 
5. Configure Queensland-Group as below 

 Queensland-Group-Comp-1 must receive routes from Queensland-Group-Comp-2 and 
Vice Versa. 

 
 
 
 
 
 
On CLC-R21 
 
CLC-R21(config)#ip vrf Sydney-Group-Connect-1 
CLC-R21(config-vrf)#route-target export 64510:29 
CLC-R21(config-vrf)#route-target import 64510:34 
CLC-R21(config-vrf)#exit 
CLC-R21(config)# 
 
CLC-R21(config)#ip vrf Victoria-Group-Site-2 
CLC-R21(config-vrf)#route-target export 64520:64520 
CLC-R21(config-vrf)#route-target import 64520:64520 

 QUESTION 

SECTION 4.2: MPLS Traffic Engineering                                  
 

  Solution 
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CLC-R21(config-vrf)#exit 
CLC-R21(config)# 
 
 
On CLC-R22 
 
CLC-R22(config)#ip vrf Queensland-Group-Comp-1 
CLC-R22(config-vrf)#route-target export 64530:64530 
CLC-R22(config-vrf)#route-target import 64530:64530 
CLC-R22(config-vrf)#exit 
CLC-R22(config)# 
 
CLC-R22(config)#ip vrf Sydney-Group-Hub 
CLC-R22(config-vrf)#route-target export 64510:34 
CLC-R22(config-vrf)#route-target import 64510:29 
CLC-R22(config-vrf)#route-target import 64510:32 
CLC-R22(config-vrf)#exit 
CLC-R22(config)# 
 
 
On CLC-R23 
 
CLC-R23(config)#ip vrf ANZ-Bank-Branch-1 
CLC-R23(config-vrf)#route-target export 62111:6 
CLC-R23(config-vrf)#route-target import 62111:13 
CLC-R23(config-vrf)#exit 
CLC-R23(config)#^Z 
 
 
On CLC-R24 
 
CLC-R24(config)#ip vrf ANZ-Bank-Hub 
CLC-R24(config-vrf)#route-target export 62111:13 
CLC-R24(config-vrf)#route-target import 62111:6 
CLC-R24(config-vrf)#route-target import 62111:12 
CLC-R24(config-vrf)#exit 
CLC-R24(config)# 
 
 
On CLC-R25 
 
CLC-R25(config)#ip vrf Sydney-Group-Connect-2 
CLC-R25(config-vrf)#route-target export 64510:32 
CLC-R25(config-vrf)#route-target import 64510:34 
CLC-R25(config-vrf)#exit 
CLC-R25(config)# 
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CLC-R25(config)#ip vrf Victoria-Group-Site-1 
CLC-R25(config-vrf)# route-target export 64520:64520 
CLC-R25(config-vrf)# route-target import 64520:64520 
CLC-R25(config-vrf)#exit 
CLC-R25(config)# 
 
 
On CLC-R26 
 
CLC-R26(config)#ip vrf Queensland-Group-Comp-2 
CLC-R26(config-vrf)#route-target export 64530:64530 
CLC-R26(config-vrf)#route-target import 64530:64530 
CLC-R26(config-vrf)#exit 
CLC-R26(config)# 
 
 
On CLC-R27 
 
CLC-R27(config)#ip vrf ANZ-Bank-Branch-2 
CLC-R27(config-vrf)# route-target export 62111:12 
CLC-R27(config-vrf)# route-target import 62111:13 
CLC-R27(config-vrf)#exit 
CLC-R27(config)# 
 
 
 
 
 
On CLC-R21 
 

 
  

  Verification 
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On CLC-R22 
 

 
 
 
On CLC-R23 
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On CLC-R24 
 

 
 
 
On CLC-R25 
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On CLC-R26 
 

 
 
 
On CLC-R27 
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Configure the network in Queensland-Group site as per the following requirements: 
1. Configure OSPF process id 3 Area 0 in Queensland-Group Site-1 & Site-2 as per the diagram 
2. Set the router id to interface loopback 0 on all devices. 
3. The interface loopback 0 at each router must be seen as an internal OSPF prefix by all other L3 

devices. 
4. Users in LAN Network of Site-1 must be able to reach Users in LAN Network of Site-2 and Vice 

Versa. 
5. Tunnel 0 has pre-configured DMVPN configuration and you must be running IGP network as per 

topology 
6. Do not try to modify the default OSPF cost on any device. 
7. Ensure that OSPF is not running on any interface that is facing another AS not in use. 
8. You are allowed to advertise only specific networks in OSPF to accomplish this requirement. 

 
 
 
 
 
 
On CLC-R36 
 
CLC-R36(config)#router ospf 3 
CLC-R36(config-router)#router-id 36.36.36.36 
CLC-R36(config-router)#network 30.30.1.1 0.0.0.0 area 0 
CLC-R36(config-router)#network 30.30.30.1 0.0.0.0 area 0 
CLC-R36(config-router)#network 36.36.36.36 0.0.0.0 area 0 
CLC-R36(config-router)#exit 
CLC-R36(config)# 
 
 
On CLC-R37 
 
CLC-R37(config-if)#router ospf 3 
CLC-R37(config-router)#router-id 37.37.37.37 
CLC-R37(config-router)#network 30.30.2.1 0.0.0.0 area 0 

SECTION 5.1: OSPF in Queensland-Group                                     
 

 QUESTION 

SECTION 5: Customer IGP Services  

  Solution 
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CLC-R37(config-router)#network 30.30.30.2 0.0.0.0 area 0 
CLC-R37(config-router)#network 37.37.37.37 0.0.0.0 area 0 
CLC-R37(config-router)#exit 
CLC-R37(config)# 
 
 
 
 
 
 
On CLC-R36 
 

 
 

 
 

 
 

  Verification 
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On CLC-R37 
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Configure the network in Victoria-Group site as per the following requirements: 
1. Configure OSPF process id 2 Area 0 in Victoria-Group Comp-1 & Comp-2 as per the diagram 
2. Set the router id to interface loopback 0 on all devices. 
3. The interface loopback 0 at each router must be seen as an internal OSPF prefix by all other L3 

devices. 
4. Users in LAN Network of Comp-1 must be able to reach Users in LAN Network of Comp-2 and 

Vice Versa. 
5. Do not try to modify the default OSPF cost on any device. 
6. Ensure that OSPF is not running on any interface that is facing another AS not in use. 
7. You are allowed to advertise only specific networks in OSPF to accomplish this requirement. 

 
 
 
 
 
 
 
On CLC-R31 
 
CLC-R31(config)#router ospf 2 
CLC-R31(config-router)# router-id 31.31.31.31 
CLC-R31(config-router)# network 20.20.2.1 0.0.0.0 area 0 
CLC-R31(config-router)# network 31.31.31.31 0.0.0.0 area 0 
CLC-R31(config-router)#exit 
CLC-R31(config)# 
 
 
On CLC-R33 
 
CLC-R33(config)#router ospf 2 
CLC-R33(config-router)# network 20.20.1.1 0.0.0.0 area 0 
CLC-R33(config-router)# network 33.33.33.33 0.0.0.0 area 0 
CLC-R33(config-router)#exit 
CLC-R33(config)# 
 
  

SECTION 5.2: OSPF in Victoria-Group                                          
2 Points 

  QUESTION 

  Solution 
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On CLC-R31 
 

 
 

 
 
 
On CLC-R33 
 

 
 

 
 
 
 

  Verification 
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Configure the network in Sydney-Group site as per the following requirements: 
1. Configure OSPF process id 1 Area 0 in Sydney-Group-Hub as per the diagram 
2. Configure OSPF process id 1 Area 1 in Sydney-Group-Connect-1 as per the diagram 
3. Configure OSPF process id 1 Area 2 in Sydney-Group-Connect-2 as per the diagram 
4. Set the router id to interface loopback 0 on all devices. 
5. The interface loopback 0 at each router must be seen as an internal OSPF prefix by all other L3 

devices. 
6. Users in LAN Network of Sydney-Group-Connect-1 must be able to reach Users in LAN Network 

of Sydney-Group-Connect-2 and Vice Versa only via Sydney-Group-Hub. 
7. Tunnel 0 has pre-configured DMVPN configuration and you must be running IGP network as per 

topology 
8. Do not try to modify the default OSPF cost on any device. 
9. Ensure that OSPF is not running on any interface that is facing another AS not in use. 
10. You are allowed to advertise only specific networks in OSPF to accomplish this requirement. 

 
 
 
 
 
On CLC-R29 
 
CLC-R29(config)#router ospf 1 
CLC-R29(config-router)#router-id 29.29.29.29 
CLC-R29(config-router)#network 10.10.2.1 0.0.0.0 area 1 
CLC-R29(config-router)#network 29.29.29.29 0.0.0.0 area 1 
CLC-R29(config-router)#network 10.10.10.2 0.0.0.0 area 0 
CLC-R29(config-router)#exit 
CLC-R29(config)# 
 
On CLC-R32 
 
CLC-R32(config)#router ospf 1 
CLC-R32(config-router)# router-id 32.32.32.32 
CLC-R32(config-router)# network 10.10.3.1 0.0.0.0 area 2 
CLC-R32(config-router)# network 32.32.32.32 0.0.0.0 area 2 
CLC-R32(config-router)# network 10.10.10.3 0.0.0.0 area 0 
CLC-R32(config-router)#exit 
CLC-R32(config)# 
  

SECTION 5.3: OSPF in Sydney-Group 
 

 QUESTION 

  Solution 
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On CLC-R34 
 
CLC-R34(config)#router ospf 1 
CLC-R34(config-router)#router-id 34.34.34.34 
CLC-R34(config-router)#network 10.10.1.1 0.0.0.0 area 0 
CLC-R34(config-router)#network 10.10.10.1 0.0.0.0 area 0 
CLC-R34(config-router)#network 34.34.34.34 0.0.0.0 area 0 
CLC-R34(config-router)#exit 
CLC-R34(config)# 
 
 
On CLC-R35 
 
R35(config)#router ospf 1 
R35(config-router)#router-id 35.35.35.35 
R35(config-router)#network 10.10.1.2 0.0.0.0 area 0 
R35(config-router)#network 35.35.35.35 0.0.0.0 area 0 
R35(config-router)#exit 
R35(config)# 
 
 
On CLC-R42 
 
R42(config)#router ospf 1 
R42(config-router)#router-id 42.42.42.42 
R42(config-router)#network 10.10.1.3 0.0.0.0 area 0 
R42(config-router)#network 42.42.42.42 0.0.0.0 area 0 
R42(config-router)#exit 
R42(config)# 
 
 
 
 
 
 
On CLC-R34 
 

 
 

  Verification 
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On CLC-R29 
 

 
 
 
On CLC-R42 
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Configure the network in ANZ-Bank site as per the following requirements: 
1. Configure EIGRP process id 100 in ANZ-Bank-Hub & ANZ-Bank- Branch-1 & ANZ-Bank-Branch-2  

as per the diagram 
2. The interface loopback 0 at each router must be seen as an internal EIGRP prefix by all other L3 

devices. 
3. Users in LAN Network of ANZ-Bank-Branch-1 must be able to reach Users in LAN Network of 

ANZ-Bank- Branch-2 and Vice Versa only via ANZ-Bank-Hub. 
4. Tunnel 0 has pre-configured DMVPN configuration and you must be running IGP network as per 

topology 
5. Do not try to modify the default EIGRP Metrics on any device. 
6. Ensure that EIGRP is not running on any interface that is facing another AS not in use. 
7. You are allowed to advertise only specific networks in EIGRP to accomplish this requirement. 

 
 
 
 
 
 
On CLC-R13 
 
CLC-R13(config)#router eigrp 100 
CLC-R13(config-router)#network 13.13.13.13 0.0.0.0 
CLC-R13(config-router)#network 172.30.1.1 0.0.0.0 
CLC-R13(config-router)#network 172.30.1.9 0.0.0.0 
CLC-R13(config-router)#network 172.100.100.1 0.0.0.0 
CLC-R13(config-router)#exit 
CLC-R13(config)# 
 
 
On CLC-R14 
 
CLC-R14(config)#router eigrp 100 
CLC-R14(config-router)#network 14.14.14.14 0.0.0.0 
CLC-R14(config-router)#network 172.30.1.2 0.0.0.0 
CLC-R14(config-router)#network 172.30.1.13 0.0.0.0 
CLC-R14(config-router)#exit 
CLC-R14(config)# 
 
 

SECTION 5.4: EIGRP in ANZ-Bank 
 

 QUESTION 

  Solution 
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On CLC-R15 
 
CLC-R15(config)#router eigrp 100 
CLC-R15(config-router)#network 15.15.15.15 0.0.0.0 
CLC-R15(config-router)#network 172.30.1.5 0.0.0.0 
CLC-R15(config-router)#network 172.30.1.10 0.0.0.0 
CLC-R15(config-router)#exit 
CLC-R15(config)# 
 
 
On CLC-R16 
 
CLC-R16(config)#router eigrp 100 
CLC-R16(config-router)#network 16.16.16.16 0.0.0.0 
CLC-R16(config-router)#network 172.30.1.6 0.0.0.0 
CLC-R16(config-router)#network 172.30.1.14 0.0.0.0 
CLC-R16(config-router)#exit 
CLC-R16(config)# 
 
 
On CLC-R6 
 
CLC-R6(config)#router eigrp 100 
CLC-R6(config-router)#network 6.6.6.6 0.0.0.0 
CLC-R6(config-router)#network 172.10.2.1 0.0.0.0 
CLC-R6(config-router)#network 172.100.100.2 0.0.0.0 
CLC-R6(config-router)#exit 
CLC-R6(config)# 
 
 
On CLC-R12 
 
CLC-R12(config)#router eigrp 100 
CLC-R12(config-router)#network 12.12.12.12 0.0.0.0 
CLC-R12(config-router)#network 172.10.3.1 0.0.0.0 
CLC-R12(config-router)#network 172.100.100.3 0.0.0.0 
CLC-R12(config-router)#exit 
CLC-R12(config)# 
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On CLC-R13 
 

 
 

 
 

  Verification 
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On CLC-R6 
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Configure the network in Sydney-Group, Victoria-Group, Queensland-Group, ANZ-Bank sites 
as per the following: 
 

1. Configure BGP ASN as per given in topology 
2. All CE devices must establish EBGP peering with PE. 
3. All BGP routers must use their interface loopback0 as their BGP router-id. 
4. Disable the default ipv4 unicast address family for peering session establishment in all 

BGP routers. 
5. The EBGP peering must be established using physical WAN interface ip address. 
6. CE devices must install routes from same BGP ASN via EBPG. 
7. Do not configure BGP on device R35.  

8. You are not supposed to modify any changes on PE Routers to accomplish this task. 
 
 
 
 
 
On CLC-R31 

 
CLC-R31(config)#router bgp 64520 
CLC-R31(config-router)#bgp router-id 31.31.31.31 
CLC-R31(config-router)#no bgp default ipv4-unicast 
CLC-R31(config-router)#neighbor 101.2.2.1 remote-as 6100 
CLC-R31(config-router)# 
 
CLC-R31(config-router)#address-family ipv4 
CLC-R31(config-router-af)#neighbor 101.2.2.1 activate 
CLC-R31(config-router-af)#neighbor 101.2.2.1 allowas-in 
CLC-R31(config-router-af)#exit-address-family 
CLC-R31(config-router)#exit 
CLC-R31(config)# 
 
 

SECTION 6.1: BGP in all Customer Sites 
 

 QUESTION 

SECTION 6: Customer BGP Services  

  Solution 
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On CLC-R33 

 
CLC-R33(config)#router bgp 64520 
CLC-R33(config-router)#bgp router-id 33.33.33.33 
CLC-R33(config-router)#no bgp default ipv4-unicast 
CLC-R33(config-router)#neighbor 101.3.1.1 remote-as 6100 
CLC-R33(config-router)# 
 
CLC-R33(config-router)#address-family ipv4 
CLC-R33(config-router-af)#neighbor 101.3.1.1 activate 
CLC-R33(config-router-af)#neighbor 101.3.1.1 allowas-in 
CLC-R33(config-router-af)#exit-address-family 
CLC-R33(config-router)#exit 
CLC-R33(config)# 
 
 
On CLC-R29 
 
CLC-R29(config)#router bgp 64510 
CLC-R29(config-router)#bgp router-id 29.29.29.29 
CLC-R29(config-router)#no bgp default ipv4-unicast 
CLC-R29(config-router)#neighbor 101.2.1.1 remote-as 6100 
CLC-R29(config-router)# 
 
CLC-R29(config-router)#address-family ipv4 
CLC-R29(config-router-af)# neighbor 101.2.1.1 activate 
CLC-R29(config-router-af)#neighbor 101.2.1.1 allowas-in 
CLC-R29(config-router-af)#exit-address-family 
CLC-R29(config-router)#exit 
CLC-R29(config)# 
 
 
On CLC-R32 
 
CLC-R32(config)#router bgp 64510 
CLC-R32(config-router)#bgp router-id 32.32.32.32 
CLC-R32(config-router)#no bgp default ipv4-unicast 
CLC-R32(config-router)#neighbor 101.3.2.1 remote-as 6100 
CLC-R32(config-router)# 
 
CLC-R32(config-router)#address-family ipv4 
CLC-R32(config-router-af)#neighbor 101.3.2.1 activate 
CLC-R32(config-router-af)#neighbor 101.3.2.1 allowas-in 
CLC-R32(config-router-af)#exit-address-family 
CLC-R32(config-router)#exit 
CLC-R32(config)# 
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On CLC-R6 
 
CLC-R6(config)#router bgp 62111 
CLC-R6(config-router)#bgp router-id 6.6.6.6 
CLC-R6(config-router)#no bgp default ipv4-unicast 
CLC-R6(config-router)#neighbor 101.1.1.1 remote-as 6100 
CLC-R6(config-router)# 
 
CLC-R6(config-router)#address-family ipv4 
CLC-R6(config-router-af)#neighbor 101.1.1.1 activate 
CLC-R6(config-router-af)#neighbor 101.1.1.1 allowas-in 
CLC-R6(config-router-af)#exit-address-family 
CLC-R6(config-router)#exit 
CLC-R6(config)# 
 
 
On CLC-R12 
 
CLC-R12(config)#router bgp 62111 
CLC-R12(config-router)#bgp router-id 12.12.12.12 
CLC-R12(config-router)#no bgp default ipv4-unicast 
CLC-R12(config-router)#neighbor 101.4.1.1 remote-as 6100 
CLC-R12(config-router)# 
 
CLC-R12(config-router)#address-family ipv4 
CLC-R12(config-router-af)#neighbor 101.4.1.1 activate 
CLC-R12(config-router-af)#neighbor 101.4.1.1 allowas-in 
CLC-R12(config-router-af)#exit-address-family 
CLC-R12(config-router)#exit 
CLC-R12(config)# 
 
 
On CLC-R13 
 
CLC-R13(config)#router bgp 62111 
CLC-R13(config-router)#bgp router-id 13.13.13.13 
CLC-R13(config-router)#no bgp default ipv4-unicast 
CLC-R13(config-router)#neighbor 102.1.1.1 remote-as 6100 
CLC-R13(config-router)# 
 
CLC-R13(config-router)#address-family ipv4 
CLC-R13(config-router-af)#neighbor 102.1.1.1 activate 
CLC-R13(config-router-af)#neighbor 102.1.1.1 allowas-in 
CLC-R13(config-router-af)#exit-address-family 
CLC-R13(config-router)#exit 
CLC-R13(config)# 
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On CLC-R34 
 
CLC-R34(config)#router bgp 64510 
CLC-R34(config-router)#bgp router-id 34.34.34.34 
CLC-R34(config-router)#no bgp default ipv4-unicast 
CLC-R34(config-router)#neighbor 102.2.2.1 remote-as 6100 
CLC-R34(config-router)# 
 
CLC-R34(config-router)#address-family ipv4 
CLC-R34(config-router-af)#neighbor 102.2.2.1 activate 
CLC-R34(config-router-af)#neighbor 102.2.2.1 allowas-in 
CLC-R34(config-router-af)#exit-address-family 
CLC-R34(config-router)# exit 
CLC-R34(config)# 
 
 
On CLC-R36 
 
CLC-R36(config)#router bgp 64530 
CLC-R36(config-router)#bgp router-id 36.36.36.36 
CLC-R36(config-router)#no bgp default ipv4-unicast 
CLC-R36(config-router)#neighbor 102.2.1.1 remote-as 6100 
CLC-R36(config-router)# 
 
CLC-R36(config-router)#address-family ipv4 
CLC-R36(config-router-af)#neighbor 102.2.1.1 activate 
CLC-R36(config-router-af)#neighbor 102.2.1.1 allowas-in 
CLC-R36(config-router-af)#exit-address-family 
CLC-R36(config-router)#exit 
CLC-R36(config)# 
 
 
On CLC-R37 
 
CLC-R37(config)#router bgp 64530 
CLC-R37(config-router)#bgp router-id 37.37.37.37 
CLC-R37(config-router)#no bgp default ipv4-unicast 
CLC-R37(config-router)#neighbor 102.3.2.1 remote-as 6100 
CLC-R37(config-router)# 
 
CLC-R37(config-router)#address-family ipv4 
CLC-R37(config-router-af)#neighbor 102.3.2.1 activate 
CLC-R37(config-router-af)#neighbor 102.3.2.1 allowas-in 
CLC-R37(config-router-af)#exit-address-family 
CLC-R37(config-router)#exit 
CLC-R37(config)# 
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On CLC-R29 
 

 
 
 
On CLC-R32 
 

 
 

 

  

  Verification 
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On CLC-R31 

 
 
 
On CLC-R37 
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On CLC-R6 
 
 

 
 
 
On CLC-R12 
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On CLC-R13 
 

 
 
 
On CLC-R34 
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On CLC-R36 
 
 

 
 
 
On CLC-R37 
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Redistribute the network at Customer-End sites as per the following requirements: 
 

1. You must be able to get reachability end-to-end 
2. None of the devices/routes must fail to install the IGP routes from same/different process id. 
3. You are allowed to redistribute IGP to BGP on CE devices. 
4. You are not allowed to redistribute BGP to IGP on CE devices. 
5. All CE devices R29, R31, R32, R33 must install a default route in IGP for end-to-end reachability. 
6. All CE devices R6, R12, R13, R34, R36, R37 must allow redistribution BGP to IGP 
7. You must be able to see specific routes installed in the routing table 
8. Do not filter any routes. 
9. Make sure that the routes coming from BGP ASN (EBGP) on CE devices must prefer the IGP 

protocol via tunnel0 for reachability.You can use any method to achieve this task. 
 
 
 
 
 
 
 
On CLC-R31 
 
CLC-R31(config)#router ospf 2 
CLC-R31(config-router)#default-information originate always 
CLC-R31(config-router)#exit 
CLC-R31(config)# 
 
CLC-R31(config)#router bgp 64520 
CLC-R31(config-router)#address-family ipv4 
CLC-R31(config-router-af)#redistribute ospf 2 
CLC-R31(config-router-af)#exit-address-family 
CLC-R31(config-router)#exit 
CLC-R31(config)# 
 
 
On CLC-R33 
 
CLC-R33(config)#router ospf 2 
CLC-R33(config-router)#default-information originate always 
CLC-R33(config-router)#exit 
CLC-R33(config)# 

SECTION 6.2: Customer-End Traffic Engineering 
 

 QUESTION 

  Solution 
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CLC-R33(config)#router bgp 64520 
CLC-R33(config-router)#address-family ipv4 
CLC-R33(config-router-af)#redistribute ospf 2 
CLC-R33(config-router-af)#exit-address-family 
CLC-R33(config-router)#exit 
CLC-R33(config)# 
 
 
On CLC-R29 
 
CLC-R29(config)#router ospf 1 
CLC-R29(config-router)#default-information originate always 
CLC-R29(config-router)#exit 
CLC-R29(config)# 
 
CLC-R29(config)#router bgp 64510 
CLC-R29(config-router)#address-family ipv4 
CLC-R29(config-router-af)#redistribute connected 
CLC-R29(config-router-af)#redistribute ospf 1 
CLC-R29(config-router-af)#distance 111 101.2.1.1 0.0.0.0 
CLC-R29(config-router-af)#exit-address-family 
CLC-R29(config-router)#exit 
CLC-R29(config)# 
 
 
On CLC-R32 
 
R32(config)#router ospf 1 
R32(config-router)#default-information originate always 
R32(config-router)#exit 
R32(config)# 
 
CLC-R32(config)#router bgp 64510 
CLC-R32(config-router)#address-family ipv4 
CLC-R32(config-router-af)#redistribute connected 
CLC-R32(config-router-af)#redistribute ospf 1 
CLC-R32(config-router-af)#distance 111 101.3.2.1 0.0.0.0 
CLC-R32(config-router-af)#exit-address-family 
CLC-R32(config-router)#exit 
CLC-R32(config)# 
 
 
On CLC-R6 
 
CLC-R6(config)#router eigrp 100 
CLC-R6(config-router)#redistribute bgp 62111 
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CLC-R6(config-router)#exit 
CLC-R6(config)# 
 
CLC-R6(config)#router bgp 62111 
CLC-R6(config-router)# address-family ipv4 
CLC-R6(config-router-af)#redistribute connected 
CLC-R6(config-router-af)#redistribute eigrp 100 
CLC-R6(config-router-af)#distance 91 101.1.1.1 0.0.0.0 
CLC-R6(config-router-af)#exit-address-family 
CLC-R6(config-router)#exit 
CLC-R6(config)# 
 
 
On CLC-R12 
 
CLC-R12(config)#router eigrp 100 
CLC-R12(config-router)#redistribute bgp 62111 
CLC-R12(config-router)#exit 
CLC-R12(config)# 
 
CLC-R12(config)#router bgp 62111 
CLC-R12(config-router)#address-family ipv4 
CLC-R12(config-router-af)#redistribute connected 
CLC-R12(config-router-af)#redistribute eigrp 100 
CLC-R12(config-router-af)#distance 91 101.4.1.1 0.0.0.0 
CLC-R12(config-router-af)#exit-address-family 
CLC-R12(config-router)#exit 
CLC-R12(config)# 
 
 
On CLC-R13 
 
CLC-R13(config)#router eigrp 100 
CLC-R13(config-router)# redistribute bgp 62111 
CLC-R13(config-router)#exit 
CLC-R13(config)# 
 
CLC-R13(config)#router bgp 62111 
CLC-R13(config-router)#address-family ipv4 
CLC-R13(config-router-af)#redistribute connected 
CLC-R13(config-router-af)#redistribute eigrp 100 
CLC-R13(config-router-af)#distance 91 102.1.1.1 0.0.0.0 
CLC-R13(config-router-af)#exit-address-family 
CLC-R13(config-router)#exit 
CLC-R13(config)# 
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On CLC-R34 
 
CLC-R34(config)#router ospf 1 
CLC-R34(config-router)#redistribute bgp 64510 subnets 
CLC-R34(config-router)#exit 
CLC-R34(config)# 
 
CLC-R34(config)#router bgp 64510 
CLC-R34(config-router)#address-family ipv4 
CLC-R34(config-router-af)#redistribute ospf 1 
CLC-R34(config-router-af)#distance 111 102.2.2.1 0.0.0.0 
CLC-R34(config-router-af)#exit-address-family 
CLC-R34(config-router)#exit 
CLC-R34(config)# 
 
 

On CLC-R36 
 
CLC-R36(config)#router ospf 3 
CLC-R36(config-router)#redistribute bgp 64530 subnets 
CLC-R36(config-router)#exit 
CLC-R36(config)# 
 
CLC-R36(config)#router bgp 64530 
CLC-R36(config-router)#address-family ipv4 
CLC-R36(config-router-af)#redistribute connected 
CLC-R36(config-router-af)#redistribute ospf 3 
CLC-R36(config-router-af)#distance 111 102.2.1.1 0.0.0.0 
CLC-R36(config-router-af)#exit-address-family 
CLC-R36(config-router)#exit 
CLC-R36(config)# 
 
 

On CLC-R37 
 
CLC-R37(config)#router ospf 3 
CLC-R37(config-router)#redistribute bgp 64530 subnets 
CLC-R37(config-router)#exit 
CLC-R37(config)# 
 
CLC-R37(config)#router bgp 64530 
CLC-R37(config-router)#address-family ipv4 
CLC-R37(config-router-af)#redistribute connected 
CLC-R37(config-router-af)#redistribute ospf 3 
CLC-R37(config-router-af)#distance 111 102.3.2.1 0.0.0.0 
CLC-R37(config-router-af)#exit-address-family 
CLC-R37(config-router)#exit 
CLC-R37(config)# 
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On CLC-R31 
 

 
 

 
 
  

  Verification 
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On CLC-R33 
 

 
 

 
 
 
On CLC-R29 
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On CLC-R32 
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On CLC-R6 
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On CLC-R12 
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On CLC-R13 
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On CLC-R34 
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On CLC-R36 
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On CLC-R37 
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Configuring Internet Services for Sydney-Group site as per the following requirements: 
 

1. You must establish an EBGP peering for the Internet WAN link on device R35 
2. Device R35 must receive a default route from Internet Router (PE) in its BGP routing table for 

getting Internet access from Sydney-Group-Hub site. 
3. Configure Internet Router in such a way that only Sydney-Group gets access to Internet Service. 
4. You are allowed to use a standard access-list. 
5. You are allowed to use any method to accomplish this task. 

 
 
 
 
 
On CLC-R35 
 
CLC-R35(config)#router bgp 64510 
CLC-R35(config-router)#bgp router-id 35.35.35.35 
CLC-R35(config-router)#no bgp default ipv4-unicast 
CLC-R35(config-router)#neighbor 102.3.1.1 remote-as 6100 
CLC-R35(config-router)# 
 
CLC-R35(config-router)# address-family ipv4 
CLC-R35(config-router-af)#neighbor 102.3.1.1 activate 
CLC-R35(config-router-af)#exit-address-family 
CLC-R35(config-router)#exit 
CLC-R35(config)# 
 
 
On CLC-Internet 
 
CLC-Internet(config)#router bgp 6100 
CLC-Internet(config-router)#neighbor 102.3.1.2 remote-as 64510 
CLC-Internet(config-router)# 
 
  

SECTION 7.1: Internet Services for Sydney-Group 
 

 QUESTION 

SECTION 7: Internet Services  

  Solution 
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CLC-Internet(config-router)#address-family ipv4 
CLC-Internet(config-router-af)#neighbor 102.3.1.2 activate 
CLC-Internet(config-router-af)#neighbor 102.3.1.2 default-originate 
CLC-Internet(config-router-af)#exit-address-family 
CLC-Internet(config-router)#exit 
CLC-Internet(config)# 
 
CLC-Internet(config)#interface ethernet 0/3 
CLC-Internet(config-if)#ip nat inside 
CLC-Internet(config-if)#exit 
CLC-Internet(config)# 
 
CLC-Internet(config)#interface ethernet 0/2 
CLC-Internet(config-if)#ip nat outside 
CLC-Internet(config-if)#exit 
CLC-Internet(config)# 
 
CLC-Internet(config)#ip access-list standard Internet 
CLC-Internet(config-std-nacl)# permit 10.10.0.0 0.0.255.255 
CLC-Internet(config-std-nacl)# permit 102.3.1.0 0.0.0.3 
CLC-Internet(config-std-nacl)#deny any 
CLC-Internet(config-std-nacl)#exit 
CLC-Internet(config)# 
 
CLC-Internet(config)#ip nat inside source list Internet interface Ethernet0/2 overload 
 
 
 
 
 
On CLC-R35 
 

  
 
  

  Verification 
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On CLC-Internet-User 
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