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1: LAB Details

1.1: LAB Summary

1.1. a: Hardware details

Phase3:Hub & spoke with spoke to spoke direct communication allowed with better scalability using
NHRP redirect.

CPU 4 core
RAM 8 GB
HDD 500 GB

Note: After starting all nodes wait for 10 minutes for CPU utilization getting back to normal.

B Poweron FEa | (FRwmnh | 3 A
EVE-Pre

oot 05 Lty Lren (B--Ed
Lottty F50 6 predl indmer (VW v

S A core
[ E G :.

EVE-NG version: 3.0.1-16-PRO

QEMU version:2.4.0 88% 459 0%

UKSM Status: [ 3

CPU Limit Status: 9 CPU usage Memory usage Swap usage Disk usage on /

Role: admin

pob:o 10 0 16
running IOL nodes running Dynamips nodes running QEMU nodes

10 0
running Docker nodes running VPCS nodes
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1.1. b: How to upload images into EVE-NG

Stepl: After starting eve-ng instance Login with filezilla (with your displayed ip address using username &
password as root & eve respectively)

FileZilla
File Edit View Transfer Server Bookmarks Help

EZ-ETR OO Taee
Host 192066310 | Wsemame: [root | ossword: s o 2| [

Step2: Upload gemu images as shown below

Host: | ¢ - Username: Passward: | see Port: Quickconnect ||+

[N

Response: New directery is: "/opt/unetlab/addons/qemu”

Command: mkdir "vtbond-18.4.4"

Erron mmkdir fopt/unetlab/addons/qemu/vthond-18.44: received failure with description 'Failure’
Command: mkdir "/opt/unetlab/addons/qemu/vtbond-18.4.4"

Erron mmkdir fopt/unetlab/addons/qemu/vthond-18.44: received failure with description 'Failure’
Status:  Disconnected from server

Local site: Tesktop\Example folder\ Remaote site: | Jopt/unetlab/addons/gemu

Cookies
-l Desktop
i Example folder
Final LAB1
5Dwan
. Documents P ? csr1000vng-ucmkd.16.11.1a-serial

3

Filename il | Filename

A F
vitsmart-18.4.4
f Add files to queue e aga

Step3: Login to your eve-ng server/hypervisor/vmware/etc. with username root & password eve

Step4: Run below command using cli

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

5|Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v3.0

CCIE Lab Center

Updated: 29-October-2020

Step5: Uploading IOL images as shown below

Local site: ‘ EAIOL images)

Remote sitf: | /opt/unetlab/addons/iol/bin

Backup

DATA

eve-ng images
EVE-PRO-VM
10L images
ise backup

addons
dynamips
ol
bin
H ? lib
qemu

Filename

D CiscolOUKeygen.py

D 186bi-linux-12-adventerpri..
D 1B6bi-linux-12-adventerpri...
D 186bi-linux-13-adventerpri...
D iourc

D nano.save

Filesize

987
102,550,306
105,036,380
172,082,482

3

Filetype

PV File
BIN File
BIN File
BIN File
File
SAVE File

Last modified

22020 11713,
74272020 11:17:18..,
7/27/2020 1:17:18...
020 N7
/22020 111718,
12T/2020 111718,

yFlename Filesize Fletype

Ciscu\OUKeygen.py 987 PYFile
. 102,550,39% BIN File
.. 105,03 BIN File
.. 172,982,492 BIN File
37 File
3 SAVEFile

Step6: Run below command using cli

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

For more details on uploading images you can visit the below link.
https://www.eve-ng.net/index.php/documentation/howtos/howto-add-cisco-iol-ios-on-linux/

Last modme

1/31/2020 3:
1/31/2020 4
1/31/2020 3;
1/31/20201
1/31/2020 3:
1/31/2020 9:

ermissions
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1.1. c: Lab Topology in Light Mode

Loopback10 172.16.10.0/24. e
CIE SEC VG LABS IPseC L‘D’Zsb"zmﬂz'ﬁmmz‘ SR Loopback10 172.16.30.0/24

USA

DC Loopback20 172.16.40.0124
DMVPN Phase3 (Dual HUB osp;/@,?\ﬁ_\ = M o
ith dual ISP) using OSPF | Area 7 RIPv2

10.10.10.0/30 10.10.10.4/30
As12 /
10.10.10.8/30)
Loopback10 172.16.50.0/24

p

Loopback20 1?2‘15.60‘0f2&]apan
10.10.10.16/30
— as3y Static
* R 4 . I P S L A/@/ * RS

10107106430 Loopback 172.16.110.0124 1 P 10,10 43 70730

Loopback20 172.16.120.0/24
AS1213

o OSPF
=

. i =
“oges Multi-Area i . \
AS109 Loophack10 17246.70.012¢ | =
10.40.10.56130 . o ELELEEE = Loopback20 172.16.80.0/24
) FT®  Loopback10 172.16.90.0/24 AS67 o 02am

b LY Loopback20 172.16.100.0/24

ElGRP 1-3.1-3.1-3.23.-3-Name

10.10.10.44/30

10.10 10_40430 ﬁ
Asz}gy 4} EIGRP ==

Hongkong e
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1.1. d: Lab Topology in Dark Mode

Loopback10 172.16.10.0/24

Loopback20 172.16.20.0124 Loopback10 172.16.30.0/24

Loopback20 172.16.40.0i24 USA

Loopback1D 172.16.50.0/24
Loopback20 172.16.60.024]apan

5430 Loopback10 172.16.110.0/24
Loopback20 172.16.120.0/24

AS1213
OSPF

Multi-Area

0.10.10.60/30
Loopbecki0 724670024 4 p
0.40.10.56/30 . Loopback20 1721630024 SRE
Eroe Loopback1D 172.16.90.0/24 3 AS67

Loopback20 172.16.100.0/24

EIGRP 10.10.10.44/30 : 23 B:Name

Kol

Hongkong
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1.1. e: IP Detalls

1|R1 Hub1 100.100.100.1/24 | NA 12 | 1.1.1.1/24
2| R2 Hub2 NA 200.200.200.1/24 12 | 1.1.1.2/24
3 | R18 Spoke 100.100.100.18/24 | 200.200.200.18/24 18 | 1.1.1.18/24
2| R3 Spoke 100.100.100.3/24 | NA 34 | 1.1.1.3/24
3|R4 Spoke NA 200.200.200.4/24 34 | 1.1.1.4/24
2 | R6 Spoke 100.100.100.6/24 | NA 67 | 1.1.1.6/24
3 | R7 Spoke NA 200.200.200.7/24 67 | 1.1.1.7/24
3| R9 Spoke NA 200.200.200.9/24 109 | 1.1.1.9/24
2 | R10 Spoke 100.100.100.10/24 | NA 109 | 1.1.1.10/24
3 | R12 Spoke 100.100.100.12/24 | NA 1213 | 1.1.1.12/24
3 | R13 Spoke NA 200.200.200.13/24 1213 | 1.1.1.13/24

1.1. f: Lab Nodes Used

Image versions used in Lab.

e ISP Router: i86bi-linux-13-adventerprisek9-15.5.bin
e HUB & Spoke Router: i86bi-linux-13-adventerprisek9-15.5.bin
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1.2: Lab Objective

Configure DMVPN Phase 3 network between R1,R2,R18,R3,R4,R6,R7,R9,R10,R12 &
R13 with below configuration

1. R1 & R2 are DMVPN Hubs
2. R18,R3,R4,R6,R7,R9,R10,R12 & R13 are DMVPN spokes.
3. Source the tunnel from the router’s Ethernet0/0 & Ethernet0/1 interfaces

4. Use IP addressing of PRI Tunnel 0 100.100.100.X/24, & 200.200.200.X/24 where X is the
router number.

5. Use an NHRP network ID of 100 of PRI & 200 of SEC.

6. Use an NHRP authentication string of CLC@123

7. Use GRE tunnel key of 100 of PRI & 200 of SEC.

8. Configure the DMVPN Hub to redirect NHRP requests for spoke-to-spoke resolutions.

9. Configure the DMVPN Spokes to be able to install NHRP shortcut routes for spoke-to-spoke
routing.

10. Ensure that the spokes can send multicast traffic to the hub, and vice versa.

11. To prevent the tunnel endpoints from having to do IPsec fragmentation, configure the GRE
tunnel's IP MTU to 1400 bytes, and set them to adjust the TCP MSS 1360 accordingly.

12. Configure point to multipoint @all Hubs & Spokes

Configure IGP routing over the DMVPN tunnel as follows:

Configuring OSPF Area 0 @all Routers in Singapore DC R1,R2,R17

Configuring OSPF Area 0 in R18 Router & RIP v2 in R19 router.

Configuring OSPF Area 0 in R3 & R4 Routers & R5 as Static routes using IPSLA.
Configuring OSPF & Name EIGRP of AS 100 in R7,R7 & R8 Routers.
Configuring OSPF & EIGRP of AS 100 in R9,R10 & R11 Routers.

Configuring OSPF Area 0in R12,13,14,15,16 Routers

AU, WN -
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Configure IPsec over the DMVPN tunnels as follows:

1 Use an ISAKMP Policy with the following options:

2 Pre-Shared Key: CLC@123

3 Encryption: AES

4 Hash: SHA1

5 Diffie-Hellman Group: 2

6 Use asingle wildcard Pre-Shared Key for all DMVPN peers.

7 Use a Crypto IPsec Profile named CLC with the following options:
8 Encrypt the traffic using AES

9 Authenticate the traffic using SHA1

10 Use ESP Transport mode to save additional encapsulation overhead.

When all tasks are completed, ensure that R1,R2,R18,R3,R4,R6,R7,R9,R10,R12 & R13
can reach each other's Loopback0 network over the DMVPN network.

Additionally, ensure that spoke-to-spoke traffic does not transit the hub after initial NHRP
mappings are formed.
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2. Deployment of Singapore DC

2.1: Initial Configuration

R1,R2 & R17 are normal router
configurations are given below.

Start-up Configuration

I. HubR1

Hostname R1
interface LoopbackO
ip address 1.1.1.1 255.255.255.0

interface Ethernet0/0

description *** Connected to PRI MPLS ***
ip address 192.168.100.1 255.255.255.0

ip ospf network point-to-multipoint

interface Ethernet0/2

description *** Connected to R2 ***
ip address 10.10.10.9 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/3

description *** Connected to R17 ***
ip address 10.10.10.1 255.255.255.252
ip ospf network point-to-point

router ospf 10

router-id 1.1.1.1

network 1.1.1.1 0.0.0.0 area 0

network 10.10.10.0 0.0.0.3 area O

network 10.10.10.8 0.0.0.3 area O
Il. R2(Hub)

hostname R2
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interface LoopbackO
ip address 1.1.1.2 255.255.255.0

interface Ethernet0/1

description *** Connected to SEC MPLS ***
ip address 192.168.200.2 255.255.255.0
ip ospf network point-to-multipoint

I

interface Ethernet0/2

description *** Connected to R1 ***

ip address 10.10.10.10 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/3

description *** Connected to R17 ***
ip address 10.10.10.5 255.255.255.252
ip ospf network point-to-point

I

router ospf 10

router-id 1.1.1.2

network 1.1.1.2 0.0.0.0 area 0

network 10.10.10.4 0.0.0.3 area 0
network 10.10.10.8 0.0.0.3 area 0

. R17

interface Loopback10

ip address 172.16.10.1 255.255.255.0
ip ospf network point-to-point

I

interface Loopback20

ip address 172.16.20.1 255.255.255.0
ip ospf network point-to-point

I

interface Ethernet0/0

description *** Connected to R1 ***
ip address 10.10.10.2 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/1

description *** Connected to R2 ***
ip address 10.10.10.6 255.255.255.252
ip ospf network point-to-point

router ospf 10

network 10.10.10.0 0.0.0.3 area 0
network 10.10.10.4 0.0.0.3 area O
network 172.16.10.0 0.0.0.255 area O
network 172.16.20.0 0.0.0.255 area O
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2.2: DMVPN Dual HUB Phase3 basic configuration

QUESTION

e Configure Hub-and-Spoke mGRE tunnels between R1 and R2 (hubs)
is acting as a Hub.

o Use the following settings when configuring tunnels.

On Hub1 (R1)

Tunnel Parameters:
e |Paddress: 100.100.100.1/24
e |PMTU: 1400
e Tunnel Authentication Key : 100

NHRP Parameters
e NHRPID: 100
NHRP Authentication key : clc@123
NHRP Hub : R1
NHRP dynamic mapping :ip nhrp map multicast dynamic

Use the following settings when configuring tunnels.

ISAKMP Parameters:
e Authentication : Pre-Shared
e Encryption : AES
e Hashing : SHA
e DHGroup:2
e Pre-Shared Key : clc@123

IPSec Parameters
e Encryption : ESP-aes
e Authentication : ESP-SHA-HMAC

Others parameter

ip tcp adjust-mss 1360
ip ospf network point-to-multipoint
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ip ospf dead-interval 4

ip ospf hello-interval 1
tunnel source Ethernet0/0
tunnel mode gre multipoint

Final Configuration on R1

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
!

!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

|

crypto ipsec profile CLC

set transform-set CLC

interface TunnelO

description *** PRI Tunnel ***
bandwidth 102400

ip address 100.100.100.1 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map multicast dynamic

ip nhrp network-id 100

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint
ip ospf dead-interval 4

ip ospf hello-interval 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile CLC

On Hub1 (R2)

Tunnel Parameters:

IP address : 200.200.200.1/24
IPMTU : 1400
Tunnel Authentication Key : 200

NHRP Parameters
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Use the following settings when configuring tunnels.

ISAKMP Parameters:
e Authentication : Pre-Shared
e Encryption : AES
e Hashing: SHA
e DHGroup:2
e Pre-Shared Key : clc@123

IPSec Parameters
e Encryption : ESP-aes
e Authentication : ESP-SHA-HMAC

Others parameter

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint
ip ospf dead-interval 4

ip ospf hello-interval 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

Final Configuration on R2

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
!

!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

!

crypto ipsec profile CLC

set transform-set CLC

interface Tunnell

description *** SEC Tunnel ***
bandwidth 92160

ip address 200.200.200.2 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map multicast dynamic

ip nhrp network-id 200

ip tcp adjust-mss 1360
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ip ospf network point-to-multipoint
ip ospf dead-interval 4

ip ospf hello-interval 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 200

tunnel protection ipsec profile CLC

Verification

OnR1

R1#sh ip ospf neighbor

Neighbor ID  Pri State Dead Time Address Interface
1.1.1.2 0 FULL/ - 00:00:35 10.10.10.10 Ethernet0/2
172.16.20.1 0 FULL/ - 00:00:35 10.10.10.2 Ethernet0/3
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On R2

R2#sh ip ospf neighbor

Neighbor ID  Pri State Dead Time Address Interface
1.1.1.1 0 FULL/ - 00:00:39 10.10.10.9 Ethernet0/2
172.16.20.1 0 FULL/ - 00:00:38 10.10.10.6  Ethernet0/3
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3. Deployment of USA Spoke site

3.1: Initial Configuration

Start-up Configuration

Spoke R18
hostname R18

interface LoopbackO
ip address 1.1.1.18 255.255.255.0
I

interface Ethernet0/0

description *** Connected to PRI DMVPN Cloud ***
ip address 192.168.100.18 255.255.255.0

ip ospf network point-to-multipoint

I

interface Ethernet0/1

description *** Connected to SEC DMVPN Cloud ***
ip address 192.168.200.18 255.255.255.0

ip ospf network point-to-multipoint

I

interface Ethernet0/2

description *** Connected to R19 ***

ip address 10.10.10.13 255.255.255.252

router ospf 10

router-id 1.1.1.18

network 1.1.1.18 0.0.0.0 area 0
network 100.100.100.0 0.0.0.255 area O
network 200.200.200.0 0.0.0.255 area O
I
router rip

version 2

network 10.0.0.0

no auto-summary
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3.2: Configuring DMVPN basic configuration

On R18

interface TunnelO

description *** PRI Tunnel ***

ip address 100.100.100.18 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 100.100.100.1 192.168.100.1
ip nhrp map multicast 192.168.100.1

ip nhrp network-id 100

ip nhrp nhs 100.100.100.1

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint

ip ospf dead-interval 4

ip ospf hello-interval 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile CLC

interface Tunnell

description *** SEC Tunnel ***

ip address 200.200.200.18 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 200.200.200.2 192.168.200.2
ip nhrp map multicast 192.168.200.2

ip nhrp network-id 200

ip nhrp nhs 200.200.200.2

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint

ip ospf dead-interval 4

ip ospf hello-interval 1

tunnel source Ethernet0/1

tunnel mode gre multipoint

tunnel key 200

tunnel protection ipsec profile CLC

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
]

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

crypto ipsec profile CLC
set transform-set CLC
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3.3: Redistributing OSPF into RIP & vice versa

On R18

router ospf 10
redistribute rip metric 20 subnets

router rip
redistribute ospf 10 metric 10

3.4: Tunnel 0 should PRI path for all outgoing traffic

On R18

interface TunnelO
ip ospf cost 50

On R19

hostname R19
interface Loopback10

ip address 172.16.30.1 255.255.255.0
I

interface Loopback20

ip address 172.16.40.1 255.255.255.0
I

interface Ethernet0/0
ip address 10.10.10.14 255.255.255.252

router rip

version 2

network 10.0.0.0
network 172.16.0.0
no auto-summary
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Verification

On R19
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On R18
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4. Deployment of Japan Spoke site

4.1: Initial Configuration

Start-up Configuration

I. SpokeR3

interface LoopbackO
ip address 1.1.1.3 255.255.255.0

interface Ethernet0/0

description *** Connected to PRI MPLS ***
ip address 192.168.100.3 255.255.255.0

ip ospf network point-to-multipoint

interface Ethernet0/3
description *** Connected to R5 ***
ip address 10.10.10.17 255.255.255.252

router ospf 10
router-id 1.1.1.3
network 1.1.1.3 0.0.0.0 area 0

network 100.100.100.0 0.0.0.255 area O
!

ip route 172.16.50.0 255.255.255.0 10.10.10.18
ip route 172.16.60.0 255.255.255.0 10.10.10.18
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4.2: DMVPN Basic configuration

OnR3

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
I

|

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

I

crypto ipsec profile CLC

set transform-set CLC

interface TunnelO

description *** PRI Tunnel ***

ip address 100.100.100.3 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 100.100.100.1 192.168.100.1
ip nhrp map multicast 192.168.100.1

ip nhrp network-id 100

ip nhrp nhs 100.100.100.1

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint

ip ospf dead-interval 4

ip ospf hello-interval 1

ip ospf cost 50

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile CLC
I
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4.3: Redistributing Static, Connected Routes into

OSPF

OnR3

router ospf 10
redistribute connected subnets
redistribute static subnets

I. SpokeR4

interface LoopbackO
ip address 1.1.1.4 255.255.255.0

interface Ethernet0/0

description *** Connected to Sec DMVPN Cloud ***
ip address 192.168.200.4 255.255.255.0

ip ospf network point-to-multipoint

interface Ethernet0/3
description *** Connected to R5 ***

ip address 10.10.10.21 255.255.255.252
|

router ospf 10
router-id 1.1.1.4
network 1.1.1.4 0.0.0.0 area 0
network 200.200.200.0 0.0.0.255 area O

ip route 172.16.50.0 255.255.255.0 10.10.10.22
ip route 172.16.60.0 255.255.255.0 10.10.10.22
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4.4: DMVPN Basic configuration

On R4

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
I

|

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

I
crypto ipsec profile CLC

set transform-set CLC

interface Tunnell

description *** PRI Tunnel ***

ip address 200.200.200.4 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 200.200.200.2 192.168.200.2
ip nhrp map multicast 192.168.200.2

ip nhrp network-id 200

ip nhrp nhs 200.200.200.2

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint

ip ospf dead-interval 4

ip ospf hello-interval 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 200

tunnel protection ipsec profile CLC
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4.5 : Redistributing Static, connected routes into

OSPF

OnR4

router ospf 10

router-id 1.1.1.4

redistribute connected subnets
redistribute static subnets

OnR5

interface Loopback10

ip address 172.16.50.1 255.255.255.0

I

interface Loopback20

ip address 172.16.60.1 255.255.255.0

!

interface Ethernet0/0

description *** Connected to R3 ***

ip address 10.10.10.18 255.255.255.252
!

interface Ethernet0/1

description *** Connected to R4 ***

ip address 10.10.10.22 255.255.255.252

ip route 0.0.0.0 0.0.0.0 10.10.10.17 name PRI-MPLS
ip route 0.0.0.00.0.0.0 10.10.10.21 10 name SEC-MPLS
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4.6: Configuring IPSLA & make tunnel O has PRI

path (10.10.10.17)

On R5

ipslal
icmp-echo 100.100.100.1 source-interface Ethernet0/0

threshold 2
frequency 5
ip sla schedule 1 life forever start-time now

track 1 ip sla 1 reachability

ip route 0.0.0.0 0.0.0.0 10.10.10.17 name PRI-MPLS track 1
ip route 0.0.0.0 0.0.0.0 10.10.10.21 10 name SEC-MPLS

Verification

On R5

Now PRI path is 10.10.10.17
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Lets suspended 10.10.10.17

~

Loopback10 172.16.50.0/24
Loopback20 172.16.60.024Japan

Traffic shifted to 10.10.10.21 on Secondary Path
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OnR3
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5. Deployment of UAE Spoke site

5.1: Initial Configuration

On R6

interface Ethernet0/0
description *** Connected to PRI MPLS ***
ip address 192.168.100.6 255.255.255.0
ip ospf network point-to-multipoint
I
interface Ethernet0/2
description *** Connected to R7 ***
ip address 10.10.10.29 255.255.255.252
I
interface Ethernet0/3
description *** Connected to R8 ***
ip address 10.10.10.25 255.255.255.252
!
!
router eigrp CLC
I
address-family ipv4 unicast autonomous-system 100
I
topology base
exit-af-topology
network 10.10.10.24 0.0.0.3
network 10.10.10.28 0.0.0.3
exit-address-family
I
router ospf 10
router-id 1.1.1.6
network 1.1.1.6 0.0.0.0 area 0
network 100.100.100.0 0.0.0.255 area 0
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5.2: Redistributing EIGRP into OSPF & vice versa

On R6

router eigrp CLC
!

address-family ipv4 unicast autonomous-system 100
!

topology base

redistribute ospf 10 metric 10000 1000 255 1 1500

router ospf 10
redistribute eigrp 100 metric 50 subnets

5.3: DMVPN Basic configuration

On R6

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
!

!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

!

crypto ipsec profile CLC

set transform-set CLC

nterface TunnelO

description *** PRI Tunnel ***

ip address 100.100.100.6 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 100.100.100.1 192.168.100.1
ip nhrp map multicast 192.168.100.1

ip nhrp network-id 100

ip nhrp nhs 100.100.100.1

ip tcp adjust-mss 1360
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ip ospf network point-to-multipoint
ip ospf dead-interval 4

ip ospf hello-interval 1

ip ospf cost 50

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile CLC

On R7

interface LoopbackO
ip address 1.1.1.7 255.255.255.0

interface Ethernet0/0

description *** Connected to SEC MPLS ***
ip address 192.168.200.7 255.255.255.0
ip ospf network point-to-multipoint

I

interface Ethernet0/2

description *** Connected to R6 ***

ip address 10.10.10.30 255.255.255.252
I

interface Ethernet0/3

description *** Connected to R8 ***

ip address 10.10.10.33 255.255.255.252

router eigrp CLC

!

address-family ipv4 unicast autonomous-system 100

|

topology base

exit-af-topology

network 10.10.10.28 0.0.0.3

network 10.10.10.32 0.0.0.3
exit-address-family

!
router ospf 10

router-id 1.1.1.7

network 1.1.1.7 0.0.0.0 area 0

network 50.50.50.12 0.0.0.3 area 0
network 200.200.200.0 0.0.0.255 area 0
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5.4: Redistributing EIGRP into OSPF & vice versa

On R7

router eigrp CLC
!

address-family ipv4 unicast autonomous-system 100
]

topology base
redistribute ospf 10 metric 1000 1000 255 1 1500

router ospf 10
redistribute eigrp 100 metric 100 subnets

5.5: DMVPN Basic configuration

On R7

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

!

crypto ipsec profile CLC

set transform-set CLC

interface Tunnell

description *** SEC Tunnel ***

ip address 200.200.200.7 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 200.200.200.2 192.168.200.2
ip nhrp map multicast 192.168.200.2

ip nhrp network-id 200

ip nhrp nhs 200.200.200.2

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint

ip ospf dead-interval 4

ip ospf hello-interval 1
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tunnel source Ethernet0/0

tunnel mode gre multipoint
tunnel key 200

tunnel protection ipsec profile CLC

On R8

nterface Loopback10

ip address 172.16.70.1 255.255.255.0

!

interface Loopback20

ip address 172.16.80.1 255.255.255.0

|

interface Ethernet0/0

ip address 10.10.10.26 255.255.255.252
!

interface Ethernet0/1

ip address 10.10.10.34 255.255.255.252

router eigrp CLC

!

address-family ipv4 unicast autonomous-system 100
|
topology base
exit-af-topology
network 10.10.10.24 0.0.0.3
network 10.10.10.32 0.0.0.3
network 172.16.70.0 0.0.0.255
network 172.16.80.0 0.0.0.255
exit-address-family
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Verification

On R6
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On R7
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6. Deployment of Hong Kong Spoke site

6.1: Initial Configuration

On R10

interface LoopbackO
ip address 1.1.1.10 255.255.255.0

interface Ethernet0/0

description *** Connected to PRI MPLS ***
ip address 192.168.100.10 255.255.255.0
ip ospf network point-to-multipoint

!

interface Ethernet0/2

description connected to R9 ***

ip address 10.10.10.37 255.255.255.252
!

interface Ethernet0/3

description connected to R11 ***

ip address 10.10.10.41 255.255.255.252
!

!

router eigrp 200

network 10.10.10.36 0.0.0.3

network 10.10.10.40 0.0.0.3
redistribute ospf 10 metric 100000 100 255 1 1500
]

router ospf 10

router-id 1.1.1.10

redistribute eigrp 200 metric 50 subnets
network 1.1.1.10 0.0.0.0 area 1
network 100.100.100.0 0.0.0.255 area 0
network 192.168.10.16 0.0.0.3 area 0
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6.2: Redistributing EIGRP into OSPF & vice versa

On R10

router eigrp 200

redistribute ospf 10 metric 100000 100 255 1 1500
|

router ospf 10

redistribute eigrp 200 metric 50 subnets

6.3: DMVPN Basic configuration

On R10

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
]

!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

!

crypto ipsec profile CLC

set transform-set CLC

!

interface TunnelO

description *** PRI Tunnel ***

ip address 100.100.100.10 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 100.100.100.1 192.168.100.1
ip nhrp map multicast 192.168.100.1

ip nhrp network-id 100

ip nhrp nhs 100.100.100.1

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint

ip ospf cost 50

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile CLC
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on R9

interface LoopbackO
ip address 1.1.1.9 255.255.255.0

interface Ethernet0/0
description *** Connected to SEC-MPLS ***

ip address 192.168.200.9 255.255.255.0
ip ospf network point-to-multipoint

!

interface Ethernet0/1

no ip address

shutdown

I

interface Ethernet0/2
description *** Conected to R10 ***

ip address 10.10.10.38 255.255.255.252

I
interface Ethernet0/3
description *** Conected to R11 ***
ip address 10.10.10.45 255.255.255.252
|
!
router eigrp 200
network 10.10.10.36 0.0.0.3

network 10.10.10.44 0.0.0.3
redistribute ospf 10 metric 1000 100 255 1 1500

router ospf 10
router-id 1.1.1.9
redistribute eigrp 200 metric 100 subnets
network 1.1.1.9 0.0.0.0 area 0
network 50.50.50.16 0.0.0.3 area O
network 200.200.200.0 0.0.0.255 area 0
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6.4: Redistributing EIGRP into OSPF & vice versa

OnR9
router eigrp 200
redistribute ospf 10 metric 1000 100 255 1 1500

router ospf 10
redistribute eigrp 200 metric 100 subnets

6.5: DMVPN Basic configuration

On R9

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
!

!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

]

crypto ipsec profile CLC

set transform-set CLC

interface Tunnell

description *** SEC Tunnel ***

ip address 200.200.200.9 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 200.200.200.2 192.168.200.2
ip nhrp map multicast 192.168.200.2

ip nhrp network-id 200

ip nhrp holdtime 300

ip nhrp nhs 200.200.200.2

ip ospf dead-interval 4

ip ospf hello-interval 1

ip ospf network point-to-multipoint
tunnel source Ethernet0/0

tunnel mode gre multipoint
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tunnel key 200
tunnel protection ipsec profile CLC

OnR11

interface Loopback10

ip address 172.16.90.1 255.255.255.0

|

interface Loopback20

ip address 172.16.100.1 255.255.255.0

!

interface Ethernet0/0

description *** Connected to R10 ***
ip address 10.10.10.42 255.255.255.252
!

interface Ethernet0/1

description *** Connected to R10 ***
ip address 10.10.10.46 255.255.255.252

router eigrp 200

network 10.10.10.40 0.0.0.3
network 10.10.10.44 0.0.0.3
network 172.16.90.0 0.0.0.255
network 172.16.100.0 0.0.0.255
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Verification

On R10

47| Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v3.0 Updated: 29-October-2020

CCIE Lab Center

48| Page

Web: https://ccielabcenter.com Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v3.0 Updated: 29-October-2020

CCIE Lab Center

On R11
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7. Deployment of London Spoke site

7.1: Initial Configuration

On R12

interface LoopbackO
ip address 1.1.1.12 255.255.255.0

interface Ethernet0/0

description *** Connected to PRI MPLS ***
ip address 192.168.100.12 255.255.255.0
ip ospf network point-to-multipoint

I

!

interface Ethernet0/2

description *** Connected to R13 ***
ip address 10.10.10.49 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/3

description *** Connected to R14 ***
ip address 10.10.10.53 255.255.255.252
ip ospf network point-to-point

I

router ospf 10

router-id 1.1.1.12

network 1.1.1.12 0.0.0.0 area 0
network 10.10.10.48 0.0.0.3 area 0
network 10.10.10.52 0.0.0.3 area 0
network 100.100.100.0 0.0.0.255 area O
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7.2: DMVPN Basic configuration

On R12

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key clc@123 address 0.0.0.0
I

!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

I

crypto ipsec profile CLC

set transform-set CLC

I

interface TunnelO

description *** PRI Tunnel ***

ip address 100.100.100.12 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 100.100.100.1 192.168.100.1
ip nhrp map multicast 192.168.100.1

ip nhrp network-id 100

ip nhrp nhs 100.100.100.1

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint
tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile CLC

on R13

interface LoopbackO
ip address 1.1.1.13 255.255.255.0

interface Ethernet0/0

description *** Connected to PRI MPLS ***
ip address 192.168.200.13 255.255.255.0
ip ospf network point-to-multipoint

I

interface Ethernet0/1

no ip address

shutdown
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interface Ethernet0/2

description *** Connected to R12 ***
ip address 10.10.10.50 255.255.255.252
ip ospf network point-to-point

|

interface Ethernet0/3

description *** Connected to R15 ***
ip address 10.10.10.57 255.255.255.252
ip ospf network point-to-point

|

router ospf 10

router-id 1.1.1.13
network 1.1.1.13 0.0.0.0 area 0
network 10.10.10.48 0.0.0.3 area 0
network 10.10.10.56 0.0.0.3 area 0
network 50.50.50.20 0.0.0.3 area 0
network 200.200.200.0 0.0.0.255 area O
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7.3: DMVPN Basic configuration

OnR13

crypto isakmp policy 10

encr aes

authentication pre-share

group 2
crypto isakmp key clc@123 address 0.0.0.0
I

!

crypto ipsec transform-set CLC esp-aes esp-sha-hmac
mode transport

I

crypto ipsec profile CLC

set transform-set CLC

I

interface LoopbackO

ip address 1.1.1.13 255.255.255.0

I

interface Tunnell

description *** SEC Tunnel ***

ip address 200.200.200.13 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication clc@123

ip nhrp map 200.200.200.2 192.168.200.2
ip nhrp map multicast 192.168.200.2

ip nhrp network-id 200

ip nhrp nhs 200.200.200.2

ip tcp adjust-mss 1360

ip ospf network point-to-multipoint

ip ospf dead-interval 4

ip ospf hello-interval 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 200

tunnel protection ipsec profile CLC

On R14

interface Ethernet0/0

description *** Connected to R12 ***
ip address 10.10.10.54 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/1

description *** Connected to R16 ***
ip address 10.10.10.65 255.255.255.252
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ip ospf network point-to-point
|

router ospf 10
network 10.10.10.52 0.0.0.3 area 0
network 10.10.10.64 0.0.0.3 area 1

On R16

interface Loopback10

ip address 172.16.110.1 255.255.255.0
ip ospf network point-to-point

I

interface Loopback20

ip address 172.16.120.1 255.255.255.0
ip ospf network point-to-point

I

interface Ethernet0/0

description *** Connected to R15 ***
ip address 10.10.10.62 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/1

description *** Connected to R14 ***
ip address 10.10.10.66 255.255.255.252
ip ospf network point-to-point

I

I

router ospf 10

network 10.10.10.60 0.0.0.3 area 1
network 10.10.10.64 0.0.0.3 area 1
network 172.16.110.0 0.0.0.255 area 1
network 172.16.120.0 0.0.0.255 area 1

On R15

interface Ethernet0/0

description *** COnnected to R13 ***
ip address 10.10.10.58 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/1

description *** COnnected to R16 ***
ip address 10.10.10.61 255.255.255.252
ip ospf network point-to-point

I

interface Ethernet0/2

no ip address

shutdown
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interface Ethernet0/3
no ip address

shutdown
|

router ospf 10
network 10.10.10.56 0.0.0.3 area 0
network 10.10.10.60 0.0.0.3 area 1

Verification

On R12
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On R16

Make PRI MPLS as preferred Secondary MPLS

Configuring ip ospf cost 50 on TunnelO at R12 router

Interface tunnel O
Configuring ip ospf cost 50

Now its preferred
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R16>R14>R12
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8. Configuring DMVPN Phase3 in all Hubs & Spokes

Configure DMVPN Hub to redirect NHRP requests for spoke-to-spoke resolutions.

8.1: Phase3 Configuration on R1 & R2 (Hubs)

OnR1

interface TunnelO
ip nhrp redirect

On R2

interface Tunnell
ip nhrp redirect
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8.2. Phase3 Configuration on R18,R3,4,6,7,9,10,12 &

13 (Spokes)

Configure the DMVPN Spokes to be able to install NHRP shortcut routes for spoke-to-spoke
routing.

On R18

interface TunnelO
ip nhrp shortcut
on R2

interface Tunnell
ip nhrp shortcut
on R3

interface TunnelO
ip nhrp shortcut

on R4

interface Tunnell
ip nhrp shortcut
on R6

interface TunnelO
ip nhrp shortcut

on R7

interface Tunnell
ip nhrp shortcut
on R12

interface TunnelO
ip nhrp shortcut

on R13

interface Tunnell
ip nhrp shortcut
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8.3: Verification of DMVPN Phase3

On R18
Task

Ping 172.16.110.1,120.1 & check traceroute

1t time its goes via hub & 2™ time its goes to spoke directly
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All traffic is going to PRI DMVPN
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Lets check route % - next hop override
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Let’s do the failover suspending PRI tunnel 0

Loopback10 172.16.10.0/24
Loopback20 172.16.20.0i24

DSPF o/ ven
Area

1% AS12

&
Singapore

DC

= Loopback20 172.1640.024 USA
| AS18
(HUB2 / RIPVZ

/

Loopback10 172.16.50.0/24
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Now it’s going to SEC DMVPN path.

On R2
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OnR3

Next hop override
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OnR1

Let’s check failover on R5

> as3s otatic
& Edit Style IPSLWI

o Edit Quality

Il Suspend Link

B2 Py
WEL

W Delete
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After suspending PRI tunnel 0
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Let’s enable PRI Tunnel O

On R4
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On R6

Let’s do failover test, suspend PRI Tunnel 0 on R6

& Loopback10 172.16.74
z_da‘éa § Eci Sy 3 Loapbackzu 172.16.5

Loophack1[]1?21ﬁ‘3[] 0124 _/ » RO £t Quaity .57
. Loopback20 172.16.100.0/24 &03) B Suspend Link

EIGRP / T Ime

Q529V ‘Ll EIGRP

oM@ 1 —

N
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We can verify from R8
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Let’s make it normal

On R7
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On R10
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Let’s do failover test of suspending tunnel 0 of R10

Before suspending tunnel 0

 Edit Quality

I Suspend Link

il Delete 16.90.0/24  / »rme
S TLoopback20 1/2.16.100.0/24 (0:2)

\_ EIGRP

QSZOO

Hongkong e
L -

FHIT
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Lets make it normal

It switched to PRI tunnel

On R9
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On R12
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Let’s make it failover test to suspend tunnel 0 on R12

on R16

Before suspending PRI tunnel 0

L London

Loopback10 172.16.110.0/24
Loopback20 172.16.120.0/24

AS1213
OSPF

Multi-Area

Loopback10 172.16.90.0/24  / wme
Loopback20 172.16.100.0/24 (e03)
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Traffic shifted to Sec Tunnel 1
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Traffic is going via

R16>R15>R13

Lets back to normal

Traffic shifted to PRI tunnel
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OnR13
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We'll shutdown PRI path.

Loopback
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Thank You

-

100% Real | 100% Pass
Visit ccielabcenter.com

86|Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

