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Chapter Five

Implementing Intrusion Prevention




2 Cisco Et’é
Lesson Planning L[@arning

Institute

 This lesson should take 3-6 hours to
present

* The lesson should include lecture,
demonstrations, discussion and
assessments

* The lesson can be taught in person or
using remote instruction



. Cisco Et’é
Major Concepts L[@arning

Institute

* Describe the purpose and operation of
network-based and host-based Intrusion
Prevention Systems (IPS)

* Describe how IDS and IPS signatures are
used to detect malicious network traffic

* Implement Cisco IOS IPS operations using
CLI and SDM

* Verify and monitor the Cisco 10S IPS
operations using CLI and SDM



. " Cisco Et’é
Lesson Objectives L[@arning

Institute

Upon completion of this lesson, the successful
participant will be able to:

1. Describe the functions and operations of IDS and IPS
systems

2. Introduce the two methods of implementing IPS and
describe host based IPS

3. Describe network-based intrusion prevention
4. Describe the characteristics of IPS signatures

5. Describe the role of signature alarms (triggers) in Cisco IPS
solutions

6. Describe the role of tuning signature alarms (triggers) in a
Cisco IPS solution

© 2009 Cisco Learning Institute. wiww.ciscolearnin g.org 4
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Lesson Objectives L[@arning

Institute

7. Describe the role of signature actions in a Cisco IPS
solution

8. Describe the role of signature monitoring in a Cisco IPS
solution

9. Describe how to configure Cisco 10S IPS Using CLI

10. Describe how to configure Cisco IOS IPS using Cisco SDM
11. Describe how to modify IPS signatures in CLI and SDM
12. Describe how to verify the Cisco IOS IPS configuration

13. Describe how to monitor the Cisco I0S IPS events

14. Describe how to troubleshoot the Cisco IOS IPS events

© 2009 Cisco Learning Institute. wiww.ciscolearnin g.org 5
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Common Intrusions L&arning

Institute

Zero-day exploit
attacking the network
]

VPN Iron Port

Remote Branch i

Web Email
Server Server DNS

© 2009 Cisco Learning Institute. wiww.ciscolearnin g.org 6



Intrusion Detection Systems (IDSs)l&arning

Institute

1. An attack is launched on a
network that has a sensor
deployed in promiscuous IDS
mode; therefore copies of all
packets are sent to the IDS
sensor for packet analysis.
However, the target machine
will experience the malicious
attack.

2. The IDS sensor, matches the
malicious traffic to a signature
and sends the switch a
command to deny access to the
source of the malicious traffic.

3. The IDS can also send an alarm
to a management console for
logging and other management
purposes.

Management  Target
Console

© 2009 Cisco Learning Institute. wiww.ciscolearnin g.org 7
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Intrusion Prevention Systems (IPSs)@arning’

Institute

1. An attack is launched on a
network that has a sensor
deployed in IPS mode (inline
mode).

2. The IPS sensor analyzes the
packets as they enter the IPS
sensor interface. The IPS
sensor matches the malicious
traffic to a signature and the
attack is stopped immediately.

3. The IPS sensor can also send
an alarm to a management
console for logging and other
management purposes.

4. Traffic in violation of policy can
be dropped by an IPS sensor.

Bit Bucket

Target
Management g

Console
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Cisco

IDS and IPS L@&arning

Institute

v’ Both technologies are deployed using sensors.

v Both technologies use signatures to detect
patterns of misuse in network traffic.

v Both can detect atomic patterns (single-packet)
or composite patterns (multi-packet).

© 2009 Cisco Learning Institute. www.ciscolearnin g.org 9
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Comparing IDS and IPS Solutions L&arning

Institute

Advantages Disadvantages
" Response action cannot
stop trigger packets
R " No impact on network *" Correct tuning required
= (latency, jitter) for response actions
o o 8 * No network impact if there = myst have a well
™ IS a sensor failure thought-out security
G * No network impact if there| Policy
IS sensor overload = More vulnerable to
network evasion
techniques

© 2009 Cisco Learning Institute. ciscolearning 10
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Comparing IDS and IPS Solutions L&arning

Institute

Advantages Disadvantages
" Sensor issues might
affect network traffic

" Sensor overloading

O: =] = " Stops trigger packets Impacts the network
S 3 WV "Can use stream * Must have a well
normalization techniques | thought-out security
policy

" Some impact on
network (latency, jitter)

© 2009 Cisco Learning Institute. ciscolecarning 11



Network-Based Implementation L&arning

Institute
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Remote Worker

CSA

Y

VPN Iron Port

Remote Branch i
Web Email
Server Server DNS
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Host-Based Implementation L@arming

Institute

Management Center
for Cisco Security

© 2009 Cisco Learning Institute. wiwiw.ciscolecarnin g.org 13



Cisco Security Agent L[@arning

Institute

Corporate
Network

Application
& Ny Server
Agenti@! Agent | Firewall

Untrusted
| | | | ‘ Network
N
Agent Agent Agent Agent @l @ @
SMTP Agent ‘ Agent Agent
Serve
r | Web DNS
_ Server Server
video
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http://www.youtube.com/watch?v=EHy2PRkgssg

Cisco Security Agent Screens

Institute

il) The process C\Documents and SettingstbvachontLocal Settings) A W a rn I n g m eSS a g e a p pe a rS

TempiFlashPlayerUpdate, exe is attempting to modify the swystem
File Y WIRDOW S svstem32iMacromediFlashiMPSWESZ. dll. Do W h e n C SA d eteCtS a
wou wish boallow Ehis?

Problem.

—Yes

™ ves

Mo
% Mo (Default) Cisco Security Agent

T _ s e e SO e v
FlashPlayerUpdate exe User Query Responses (16) ?ﬂ?.46.24§.249 us:g i_nllzjerFace WiredIntel(R PROY 1000 PL Metwork Connection.
& operation was denied,

Contact Information

— opemsearty CSA maintains a log

file allowing the user
— to verify problems
A waving flag in e, @Ndlearn more
the system tray = information.
indicates a

potential security
problem.

Default action will be takenin 4 minutes: 20

Hsco ) [

I Security: Medium
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Host-Based Solutions

Institute

Advantages Disadvantages

" The success or failure of |* HIPS does not provide a
an attack can be readily complete network picture.

sistiEilivEel " HIPS has a requirement to
" HIPS does not have to support multiple operating
worry about systems.

fragmentation attacks or
variable Time to Live
(TTL) attacks.

" HIPS has access to the
traffic in unencrypted
form.

© 2009 Cisco Learning Institute. ciscolearning 16



Network-Based Solutions L@Gmt{ﬂg

Institute

Corporate
Network

Untruste
d
Network
Management
Server Sensor

P

Web DNS

Server Server
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Cisco IPS Solutions Yz

AIM and Network Module Enhanced L@ﬂmmg

Institute

* Integrates IPS into the Cisco 1841 (IPS AIM only), 2800 and
3800 ISR routers

* |IPS AIM occupies an internal AIM slot on router and has its
own CPU and DRAM s o

* Monitors up to 45 Mb/s of traffic
* Provides full-featured intrusion protectior
* |s able to monitor traffic from all router interfaces

* Can inspect GRE and IPsec traffic that has been decrypted at
the router

* Delivers comprehensive intrusion protection at branch offices,
iIsolating threats from the corporate network

* Runs the same software image as Cisco IPS Sensor
Appliances

© 2009 Cisco Learning Institute. www.ciscolearnin g.org 18



Cisco IPS Solutions _

ASA AIP-SSM L@arning:

Institute

* High-performance module designed to provide
additional security services to the Cisco ASA 5500
Series Adaptive Security Appliance

* Diskless design for improved reliability

* External 10/100/1000 Ethernet interface for
management and software downloads

* Intrusion prevention capability

* Runs the same software image as the Cisco IPS
Sensor appliances




Cisco IPS Solutions

4200 Series Sensors L@arning

Institute

* Appliance solution focused on protecting
network devices, services, and applications

* Sophisticated attack detection is provided.

© 2009 Cisco Learning Institute. www.ciscolearnin g.org 20



Cisco IPS Solutions

@ it’;:f’
Cisco Catalyst 6500 Series IDSM-2 L@&arning

Institute

* Switch-integrated intrusion protection
module delivering a high-value security
service in the core network fabric device

* Support for an unlimited number of VLANs
* Intrusion prevention capability

* Runs the same software image as the
Cisco IPS Sensor Appliances




Cisco ié
IPS Sensors ~ Tach

Institute

* Factors that impact IPS sensor selection and
deployment:

- Amount of network traffic
- Network topology

- Security budget

- Available security staff

* Size of implementation
- Small (branch offices)
- Large
- Enterprise

© 2009 Cisco Learning Institute. www.ciscolearnin g.org 22
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Comparing HIPS and Network IPS L@orr@

Institute

Advantages

Disadvantages

" |Is host-specific

" Protects host after

" Operating system
dependent

HIPS decryption " Lower level network
: .. events not seen
" Provides application-level
encryption protection " Host is visible to
attackers
" |s cost-effective " Cannot examine
" Not visible on the network ey pisel R
: : " Does not know whether
Network | Operating system an attack was successful
IPS independent

= | ower level network
events seen
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Sighature Characteristics L@arning

Institute

e An IDS or IPS sensor
Hey, come .
|00k at this. matches a signature

This looks like

the signature : . W|th d data ﬂOW

of a LAND

attack. 1 LN * The sensor takes
—— action

* Signhatures have three
distinctive attributes

- Signature type

- Signature trigger

- Signature action

© 2009 Cisco Learning Institute. www.ciscolearnin g.org 24
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Sighature Types L[@arning

Institute

* Atomic
- Simplest form
- Consists of a single packet, activity, or event

- Does not require intrusion system to maintain state
information

- Easy to identify
* Composite
- Also called a stateful signature

- ldentifies a sequence of operations distributed across
multiple hosts

- Signhature must maintain a state known as the event horizon

© 2009 Cisco Learning Institute. www.ciscolearnin g.org 25
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Sighature File L@arnir

Institute

Cisco SysTEMS

Network Security Database

Sighature

tlc
lalel

Key Attributes

Signature Hame: Impossible IP Packet
Signature ID: 1102.0

Default Alarm Severity: high

Release Version: 52

Release Date: 02-02-2001

Default Enabled: True

Default Retired: False

To dowenload the latest signature update, please visit the Cisco IPS Download Center

Description:
This trigoers when an IP packet arrives with source equal to destination address. This signature will catch the so-called Land Attack

Recommended filters:

Mo recommended filters. .
iggers,

Related Threats:

AT83 Mowell Metivare Denial of Service

04 Microsoft Windows TCPAP Remote Code Execution Vulherahility

[i=)
i

9037 multiple Vendor ICMP Packet TCPIP Denial of Service Yulnerabilities
2249 MicrosoftWindows LAND Attack Denial of Service Issue
569 TCP Connection Reset Vulnerahility

(un)

)

© 2009 Cisco Learning Institute.
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Signhature Micro-Engines

Institute

Version 4.x
SME Prior 12.4(11)

rater

Atomic - Examine simple packets

ATOMIC.IP ATOMIC.IP Provides simple Layer 3 IP alarms
Provides simple Internet Control Message Protocol (ICMP) alarms based on the following parameters:
ATOMIC.ICMP ATOMIC.IP type, code, sequence, and ID
ATOMIC.IPOPTIONS ATOMIC.IP Provides simple alarms based on the decoding of Layer 3 options

ATOMIC.UDP

ATOMIC.TCP

SERVICE.DNS

attacked

Drnviidac cimnla llear Natanram Dratncal (1INDY narlkat alarme hacad an tha fallawina naramatarc: nart
-

Service - Examine the many services that are

SERVICE.RPC

SERVICE.RPC

Analyzes the remote-procedure call (RPC) service

SERVICE.SMTP

STATE

Inspects Simple Mail Transfer Protocol (SMTP)

SERVICE.HTTP

SERVICE.FTP

STRING.TCP

String - Use expression-based patterns to detect

intrusions

STRING.UD|

STRING.ICM

Multi-String éupports flexible pattern matching

MULTI-STRING

MULTI-STRING

Supports flexible pattern matching and supports Trend Labs signatures

OTHER

NORMALIZER

Provides internal engine to handle miscellaneous signatures

Other - Handles miscellaneous signatures

© 2009 Cisco Learning Institute.
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Cisco Signature List L©Orﬂt[hg'

Institute
Worldwide [change] Logged In | Profile | About Ciscc
]
CISCO Search Go
Solutions Products & Services Ordering Support Training & Events Partner Central
HoE Tools & Resources
SLPPORT Software Download
ToOLS & RESOURCES Toolkit: Rol tools bel
i H H ODIKIT: Roll overtool = below
Software Download Cisco |05 IPS - Yersion 5 Signatures .

= \s

NOTE: | | —

The signature release packages posted here contains the Categories. xml file which includes 105
Basic and 103 Advanced categories that define Cisco recommended Basic and Advanced
signature sets for 103 IPS.

TAC Service Reguest Toal
Dynatnic Canfigurstion Tool

Select a File to Download

Sort hy:| Filename V|[ Go ]
Filename Release Size
Date Butes
I03-5364-CLIL pky 5364 25-0CT- | 6ES4646
05 IPS Signature Update Package in 5. x format for CLI users 2005
I03-5362-CLIL pky 5362 24-0CT- | 6639216
05 IPS Signature Update Package in 5.x format for CLI users 2005
I03-5361-CLILpky =361 24-0CT- | 6628214
035 IPS Signature Update Package in 5% format for CLI users 2008
I03-5360-CLIL pky =360 13-0CT- | 6572528
035 IPS Signature Update Package in 5% format for CLI users 2008
I03-5359-CLIpky 5359 13-0CT- | 6503441

© 2009 Cisco Learning Institute. wiwiw.ciscolecarnin g.org 28



Signature Triggers
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L&arning

Institute

Advantages Disadvantages
Pattern * Easy configuration No detection of unknown signatures
based * Fewer false positives Initially a lot of false positives
- * Good signhature design Signatures must be created,
Detection updated, and tuned
Anoma|y- * Simple and reliable Generic output
based e Customized policies Policy must be created
Detection | ¢ Can detect unknown attacks
PO“CV- * Easy configuration IDifﬁcult ;co prli)ﬁle typical activity in
based e Can detect unknown attacks arge Networks
Detection Traffic profile must be constant
 Window to view attacks Dedicated honey pot server
Honey Pot- ° Distract and confuse Honey pot server must not be trusted
Based attackers
Detection * Slow down and avert attacks

Collect information about
attack
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Pattern-based Detection L@arning

Institute

Trigge | Sighature Type .
= Atomic Stateful Signature
Signature
Pattern- O state required to Must maintain state or
based £Xamine pattern to examine m_ult!ple items to
detectio detgrmme if sighature det.ermme It signature
n action should be action should be applied
applied
Detecting for an Searching for the string
Address Resolution confidential across multiple
Exampl Protocol (ARP) request packets in a TCP session
e that has a source
Ethernet address of
FF.FF:FF:FF:FF:FF

© 2009 Cisco Learning Institute. ciscolearning 30
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Anomaly-based Detection L@Grnmg.

Institute

Signhature Type

Atomic Stateful Signature
Signature
Anomal No state required to

y-based | identify activity that
detectio deviates from normal

Trigge
r

State required to identify
activity that deviates from
normal profile

n profile
Detecting traffic that
Exampl £ o W & Verifying protocol

destination port that is
not in the normal
profile

e compliance for HTTP traffic

© 2009 Cisco Learning Institute. ciscolearning 31



Policy-based Detection L[@arning

Institute

Signature Type

Signatu R .
re Atomic Signature Stateful Signature
Trigger
Policy- No state required to Previous activity (state)
based dentif desirabl red to identif
detectio entl y unaesirable require to iaenti y
n behavior undesirable behavior

A SUN Unix host sending
RPC requests to remote
hosts without initially
consulting the SUN
PortMapper program.

Detecting abnormally
Exampl large fragmented

e packets by examining
only the last fragment

© 2009 Cisco Learning Institute. www.ciscolecarnin g.org 32
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Honey Pot-based Detection L[@arning

Institute

* Uses a dummy server to attract attacks

* Distracts attacks away from real network
devices

* Provides a means to analyze incoming
types of attacks and malicious traffic
patterns



Cisco 10S IPS Solution Benefits  L&3rming.

Institute

* Uses the underlying routing infrastructure to provide an
additional layer of security with investment protection

* Attacks can be effectively mitigated to deny malicious traffic
from both inside and outside the network

* Provides threat protection at all entry points to the network
when combined with other Cisco solutions

* |s supported by easy and effective management tools

* Offers pervasive intrusion prevention solutions that are
designed to integrate smoothly into the network
Infrastructure and to proactively protect vital resources

* Supports approximately 2000 attack signatures from the
same signature database that is available for Cisco IPS
appliances

© 2009 Cisco Learning Institute. www.ciscolecarnin g.org 34
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Signature Alarms L[@arning
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Network . .
Alarm Type Activity IPS Activity Outcome
False positive | Normal user traffic Alarm Tune
generated alarm
False negative Attack traffic No alarm Tune
generated alarm
L . Alarm |deal
True positive Attack traffic generated setting
True negative | Normal user traffic No alarm Ide_al
generated setting

© 2009 Cisco Learning Institute. www.ciscolecarnin g.org 35



sco Router and Sec
File Edit “iew Tools Help
aliad

@] Harne {:‘é}% Canfigure tanitar B cisco
Intrusion Prevention System (IPS)

Save

Institute

Create IPS | EditIPS | Security Dashboard | IPS Migration |
EL IPS Polides Import = | view by [al Signatures =] Criteria: [-wia- <] Total[2136]
[ Global Settings ERSelect Al | & Add~ [ Edit  Enable & Disable (@ Retire ‘53 Unretire
qE Auta Update
= Severity Fidlelity Rating Retired
% SEAF Canfiguration
(=] Back Doar produce-alet high
28 Target Value Rating =
= -] 9423 o Back Door Psychward produce-aler high 100 true
Event Action Overrides
; 5 -] 5343 1] Apache Host Header Cross Site produce-aler high 100 true e
[F2 Event Action Filters
N » -] 3122 o SMTP EXPM root Recon produce-aler loy g5 true
[% Signatures >
D Al Cateqories o 5599 1] MEN Messenger Webcam Buffe produce-aler high a0 true
o 5537 i} I3 Client DNE Reguest produce-aler -
@ 3318 0 | Project! DOS produce-aler Actions. ..
O 11003 1] Citells File Reguest produce-aler
-] 5196 1 Red Hat Stronghold Recon attad produce-aler . . .
Q 5196 1] Red Hat Stronghold Recon attad produce-aler FIdEIItI:r. Hﬂt"—lg
=] S773 1 Simple PHP Blog Unauthorized B produce-ale
Q 5773 1] Sirnple PHP Blog Unauthorized B produce-ale .I-"l "Erit"." TI:I
i 5411 u] Lirksys Hitp Dos produce-alet -
Informational - Activity that triggers the

~ information
provided is useful

© 2009 Cisco Learning Institute.
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Generating an Alert L@arning

Institute

Specific Description
Alert
Produce This action writes the event to the Event Store
alert as an alert.
52?,3322 This action includes an encoded dump of the
alert offending packet in the alert.
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Logging the Activity L@arming

Institute

Specific | Description
Alert
This action starts IP logging on packets
ngkaetgcker that contain the attacker address and
P sends an alert.
Lod pair This action starts IP logging on packets
a?:kpets that contain the attacker and victim

P address pair.
Loa victim This action starts IP logging on packets

9 that contain the victim address and sends
PACKEES an alert

© 2009 Cisco Learning Institute. ciscolearning 38
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Dropping/Preventing the Activity L@orr;m

Institute

Specific Description
Alert

* Terminates the current packet and future
packets from this attacker address for a
period of time.

*The sensor maintains a list of the attackers
currently being denied by the system.

DSl BREEEr | Entries may be removed from the list

e manually or wait for the timer to expire.
*The timer is a sliding timer for each entry.
* |If the denied attacker list is at capacity and
cannot add a new entry, the packet is still
denied.
Deny . :
connection Terminates the current packet and future

packets on this TCP flow. g

2t rhlhina



Resetting a TCP Connection/Blocking

Activity/Allowing Activity

Institute
Categor | Specifi - .-
y c Alert Description
: Reset
Reas$_té;ang TCP *Sends TCP resets to hijack and
connection ;onnectlo terminate the TCP flow
Request
block *This action sends a request to a
connectio | blocking device to block this connection.
_ n
B]lﬁ,(c:tlj('rgg Request | *This action sends a request to a
L block blocking device to block this attacker
SHaisy host host.
Request | *Sends a request to the notification
SNMP application component of the sensor to
trap perform SNMP notification.

Allowina

e Allows administrator to define




Planning a Monitoring Strategy  L@arning

Institute

The MARS
appliance
detected and
mitigated the
ARP poisoning
attack.

There are four factors
to consider when
planning a monitoring
strategy.
*Management method
*Event correlation
*Security staff
*|Incident response
plan




MARS Ice @

lale

Institute

The security operator
examines the output
generated by the MARS
appliance:
* MARS is used to centrally
manage all IPS sensors.

* MARS is used to correlate
all of the IPS and Syslog
events in a central
location.

* The security operator
must proceed according
to the incident response
plan identified in the
Network Security Policy.

www.ciscolearnin g.org
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Cisco IPS Solutions L[@arning

Institute

* Locally Managed Solutions:
- Cisco Router and Security Device Manager (SDM)

- Cisco IPS Device Manager (IDM)

* Centrally Managed Solutions:
- Cisco IDS Event Viewer (IEV)
- Cisco Security Manager (CSM)

- Cisco Security Monitoring, Analysis, and
Response System (MARS)



Cisco Router and Security
Device Manager

Institute

2 Cisco Router and Security Device Manager {SDM): 10.0.151.1 [_[=]
File Edit “iew Tools Help

@ Home §.§} Configure Monitor

¥ Logging

@ =) Q 2 T

Fefresh Saye Search Help CIsSCO

Syslug\I Firewall Log \1 SDEE Message Log \[Applicatiun Security Log \|

Monitors and prevents intrusions by
B comparing traffic against signatures
cnate Gy s of known threats and blocking the

t is detected

— Selecta Logging levelto view sl <] — trafﬁc When a threa

Each row represent one log entry. e e | e

Severity Time | Description
wWiarning Dec 28 20:55:43.839 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.0151.11:0 -= 192168151 .1:0] RiskRating:25
wiarning Dec 28 20:45:44 991 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.0151.11:0-= 192 168151 1:0] RiskRating:25
warning Dec 28 20:55:46.503 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.0.151.11:0 -= 192.168.151.1:0] RiskRating: 25
warning Dec 28 20:55:48.023 Si0:2004 Subsig0 Sev:25 ICMP Echo Request[10.0.151.11:0 -= 192.168.151.1:0] RiskRating: 25
warning Dec 28 20:57:06.567 Si0:2004 Subsig0 Sev:25 ICMP Echo Request[10.0.151.11:0-=10.0.152.11:0] RiskRatinn:25
warning Dec 28 20:59:06.792 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request[10.0.151.11:0-=10.0.152.11:0] RiskRating:25
wWiarning Dec 28 20:59:30.324 Sig:4619 Subsig:0 Sev:75 Invalid DHCP Packet [10.0.151.11:3921 -= 10.0.152.11:67] RiskRating: 75
wiarning Dec 28 20:49:30. 748 Sig:6054 Subsig:0 Sev:50 DS Version Request [10.0.151 11:3946-= 10,0152 11:53] RiskRating:50

Lets administrators control the application of Cisco 10S
_ IPS on interfaces, import and edit signature definition
files (SDF) from Cisco.com, and configure the action
that Cisco I0S IPS is to take if a threat is detected

Done
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CisIDMB.I]-1I1I].21B.4 .A Web_based
g g B9 98 2 AR configuration tool

Maritaring Back Forward Refresh Help
~Device Information ~Interface Status
. g
e | im [evbe | seer | e | *Shipped at no additional
IPS “ersion: 6.0{1)E1 Device Type: IPS-4240-K9 Managernertmn [+] Up Yes Auto_100  Mahagemert . .
1D Version: 6.0.1 Total Memory: 1893 MB GigakitEthernetdrs @ Down Mo ik, Unpaired C O St W I t h t h e ‘ I S C O I P S
BypassMods:  Auto_off  Totsl Data Storage: 166.6 MB GigabiEthernetoz @ pown o b Ui
Missed Packets Tt Sarsing GigabitEthernetot @ Dovwn Mo IS Unpaired Se n SO r S Oftwa re
Percertage: 0 [ — 4 GigahitEthernetod @ Down Mo Mig Inline-vian-psir

Select an interface to view received and transmitted packets count.

e e °* Enables an administrator
High (0) Med. (1) Low (0) Info. (0) Threst Rating = 80 (0) to C O nﬁ g u re a n d m a n a g e
a sensor

—Alert Profile

rMemony— Memory Usage (WB)

*The web server resides
on the sensor and can be
EC accessed through a web
i M e O O PERrmea browser
Refrest Pane | W Auto refresh every 10 seconds

The license key on the sensar will expire an 44 007 12200 A6 UTC. cizco adiministrator ﬁ

el

16:02:10

Memaory (ME)
(Used: 1365 Freer 327  Total: 1893 ‘
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Cisco IPS Event Viewer
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[ Cisco IPS Event Viewer - Threat Analysis Console

File Edt Tools Ext |MSDE | Help | About

e s =N = o | Reset | b | Reset .

fdedivirm Lo Infiarmationsl

*View and manage alarms for

|- up to five sensors
*Connect to and view alarms in
L. real time or in imported log
files

* Configure filters and views to
help you manage the alarms.

°Import and export event data

ﬂ 1] for further analysis.
UiewsW ||
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@G Ree A B ?

Frsftes E Dievice: jtl:.._-I_II_I_FI.".I_4_rl.--.l-|:|r.:ll]l_ll_ll'l Policy: Access Rules
Shared Policy in use @ TestPolicy Assigned bo @ 5 Devicelal
Filter : b Fileer (rone)
(7 Catesn_Fw_F ~ Mo, Petmik Category SOUFCE Destination Service = PO W e rfu I ’ e a Sy-to = u S e
¥ careson_Fuw_s_admin : iestgo:iwz- [\’I;ndgtotry (I(ERulPE)) .
B corm v e B solution to centrally
CateS00_FwW_4_fr-firebat 1 (o] Mone af any I Testhek tep)SES 0 0
ggﬁgggg{x{{w = e e e B e e provision all aspects of
@ C:tsk: = w-zerling = 3 v Mone il any I Testhetz tep/Web_Services.kop. .. . . .
I oowaropetes. v B0 sy ey Drmosc device configurations and
< Show in Map Yiew v P cas B any wlh any £ IPsec-aH . . s .
—  coracesons | Wets ey B Do security policies for Cisco
IERS shate Device Policies. ..
i ’ v [P cac a8 any B Testiet  £2SsH .
S I"’::;:c | (el GO D D242 HETER =T oo v . Zak-C al any I TestMek @ Telnet ﬁ re W a I | S ’ V P N S ’ a n d I P S
D e Show Containment, .. = Test
[JurebF I Preview Configuration. .. v Naone mfEh any B ary @ HTTPS L S u p p O rt fo r I P S S e n S O rs
Setting I Delete Device. .. M\MW\M .
WA ] discovr olies on Devee. . e e e e peeses @A CISCO 10S IPS

[ Translaton Cptans
B Translation Rules

B Address Pools 1
[ Platfiorm i
Bl Device Admin 15
Server Access 16
Device Access <
B Interfaces

T ana
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* Automatic policy-based
IPS sensor software and
sighature updates

*Signature update wizard
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Cisco Security Monitoring Analytic

and Response System

Institute

Query Event Data
Click the cells below to change query criteria:

Query type: Event Types ranked by Sessions, 1d-0h:10m

Source IP|Destination IP|Service|Events|Device Reported Keyword |Operation (Rule|Action
User
ANY ANY ANY ANY I1D5-4215-2, ids-4215-a.cisco.com, ids-4240- ANY ANY None ANY  ANY

a.cisco.com

Sversteron | [memnae | @ AN appliance_based’ all-
inclusive solution that
i allows network and

383
345

security administrators

Query Results

265
225 | 208

" to monitor, identify,

105

2 o isolate, and counter

Rank |Count (# of Event |Description CVE Severity|Device Event ID Groups
Sessions) ID

Name -
Hl 1450 1207102 ARP Reply-to-Broadcast[d] ) Cisco IDS 3.1: NR-7102/0: Cisco MySDN IPS  Penetraf SEEC u rl y rEE a S

Signatures, Penetral

Cisco IDS 4.0: NR-7102/0: Cisco MySDN IPS

EE!StI“éZSiz.z: NR-7102/0: Cisco MySDN IPS ® E n a b I e S O rg a n i Z a ti O n S to

Signatures,
Cisco IPS 5.x: NR-7102/0: Cisco MySDN IPS

Signatures m ff t H I
2 270 1802100 ICMP Ping Network Sweep[d] Ay Cisco IDS 3.1: NR-2100/0: Cisco MySDN IPS  Probe/Al O re e e C Ive y u S e

Signatures, Probe/H
Cisco IDS 4.0t NR-2100/0: Cisco MySDN IPS stea\thE

SR o their network and

Signatures,

Cisco IPS S5.x: NR-2100/0: Cisco MySDN IPS
Signatures,

Tk Aok Trk

; security resources.
*Works in conjunction
with Cisco CSM.
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4 Cisco Etlf
Secure Device Event Exchange L&arning'

Institute

Network
Managemen
t Console

Syslog
Server

* The SDEE format was developed to improve communication of
events generated by security devices

* Allows additional event types to be included as they are defined
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. Cisco Et’é
Best Practices L&arning

Institute

* The need to upgrade sensors with the latest signature packs
must be balanced against the momentary downtime.

* When setting up a large deployment of sensors, automatically
update signature packs rather than manually upgrading every
sensor.

* When new signature packs are available, download the new
signature packs to a secure server within the management
network. Use another IPS to protect this server from attack by
an outside party.

* Place the signature packs on a dedicated FTP server within
the management network. If a signature update is not
available, a custom signature can be created to detect and
mitigate a specific attack.
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. Cisco Et’é
Best Practices L&arning

Institute

* Configure the FTP server to allow read-only access to the
files within the directory on which the signature packs are
placed only from the account that the sensors will use.

* Configure the sensors to automatically update the
signatures by checking the FTP server for the new signature
packs periodically. Stagger the time of day when the
sensors check the FTP server for new signature packs.

* The signhature levels that are supported on the management
console must remain synchronized with the signature packs
on the sensors themselves.
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Overview of Implementing 10S IPS L&amMing.

Institute

| want to use CLI
to manage my
signature files for
IPS. | have
downloaded the
- es.

1. Download the IOS IPS
files

2. Create an IOS IPS
configuration directory
on Flash

3. Configure an I0OS IPS
crytpo key

4. Enable 10S IPS

5. Load the IOS IPS
Signature Package to
the router




1. Download the Signature File

Institute

oftware Download - Mozilla Firefox o ] 4
File Edit ‘“iew History Bookmarks Tools  Help

@ -cx .=

afra]n _
CISCO Search |Go

hiktp: v, cisco, com/cgi-bin/tablebuild. plfios-+Ssigup 7. |'|Google ).'

Y
Worldwide [change] Logged In | Profile | Akout Cizco T

Solutions Products & Services Ordering Support Training & Events Partner Central

HOME Tools & Resources
SUPPORT Software Download
TOOLS & RESOURCES

Software Download Cisco 105 IPS - VYersion 5 Sighatures

NOTE:
The signature release packages posted here contains the Categories. xml file which TAC Service Request Tool
includes 105 Basic and 105 Advanced categories that define Cisco recommended Basic ] A

. L Configuration Tool
and Advanced signature sets for [0S IPS. ErEmE enlidrElen 1o

Sortby:lF”BnElmE 'I Go |
Filename Release  p, |Size Download I0S IPS

05-5376-CLLpkg 5376 14-JAN-2000 | 7187712 S | g ] atu re pa C ka g e ﬁ IeS

|05 IPS Signature Update Package in 5.x format

and public crypto key

[05-5368-CLILpkg 5368 07-JAM-2009 | 7345095
105 |PS Signature Update Package in 5.x format
for CLI users

[05-3364-CL1Lpkgy 5364 25-0CT-2008 | 6654646
125 |PS Signature Update Package in 5.x format
for CLI users

105-5362-CLl.pkg 5362 24-0CT-2008 | BE39216

N K

Dore
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2. Create Directory L[@arning

Institute

R1# mkdir ips

Create directory filename [ips]?

Created dir flash:ips

R1#

R1# dir flash:

Directory of flash:/

5 -rw- 51054864 Jan 10 2009 15:46:14 -08:00
c2800nm-advipservicesk9-mz.124-20.T1.bin

6 drw- Q Jan 15 2009 11:36:36 -08:00 ips

64016384 bytes total (12693504 bytes free)

R1#

To rename a directory:

R1# rename ips ips_new
Destination filename [ips new]?
R1#
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3. Configure the Crypto Key

@)

1 - Highlight and copy the text contained in the public

E;- realm-cisco.pub signature.txt - Notepad

File Edit Farmat

Wigw  Help

crypto key publkey—chain r=a
namned-key realm—cisco.pub =signature

key—=tring

Jngznlzz
00Z19E93
17ER30DS
B199ABCE
SB2146AY9
FE3IFOCZE7
S0437722
O06CF498
2FEeDE26
Fanzn3nl

quit

EXE1lt

SE1lt

30000609
ADAF1244
CO2AC252
D3I4EDOFS
D7ASEDER
39BECE7EE
FFEERLES
079FE8FR
8913EF3C
nonl

24864086
DeCC?A24
912BEZ7F
085FADCT
0298AF03
QILAETAC
SE4189FF
&3B3FEBL1F
80CA4F4D

F70D0101
RO097A975
I7FDDACE
359C189E
DED7ASRER
FAQE481D
CC189CE9
SFE7E3CE
87EFCA3E

01050003
Z06BE3AZ
11FC7AF7
FI0AF104
94790390
Fa5375D6
EAC46FAC
EL3I%E1D]
BFFGe3ED

82010F00
N6FBAL1ZF
DCDDE1Da
COEFBEG 24
20F30663
ALEAF974
ADADFBAL
96 93CCEE
68978245

30820104
6F12CBSE
43CDABCS
JE0764EF
9ACE4BI3
6DICCRES
7A0AF99E
EE1F78D2
CF31CERoE

02820101
4E441F16
60070128
JES3053E
C0112435
FOEOSEAS
AD7ERBCI6
B92356AE
B4E094D3

R1# conf t

R1(config)

#

key file.

2 - Paste it in global configuration mode.

© 2009 Cisco Learning Institute.
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Confirm the Crypto Key

Institute

R1# show run

<Output omitted>

crypto key pubkey-chain rsa

named-key realm-cisco.pub signature
key-string

30820122
©00C19E93
17E630D5
B199ABCB
5B2146A9
FE3FOC87
50437722
006CF498
2F56D826
F3020301

300D0609
ABAF124A
CO2AC252
D34EDOF9
D7A5EDE3
89BCB7BB
FFBE85B9
©079F88F8
8918EF3C
0001

<Output omitted>

2A864886
D6CC7A24
912BE27F
©85FADC1
©0298AF03
994AE74C
5E4189FF
A3B3FB1F
80CA4F4D

F70D0101
5097A975
37FDD9C8
359C189E
DED7A5B8
FA9E481D
CC189CB9
9FB7B3CB
87BFCA3B

01050003
206BE3A2
11FC7AF7
F30AF10A
9479039D
F65875D6
69C46F9C
5539E1D1
BFF668E9

82010F00
O6FBA13F
DCDD81D9
COEFB624
20F30663
85EAF974
A84DFBAS5
9693CCBB
689782A5

3082010A
6F12CB5B
43CDABC3
7EQ764BF
9AC64B93
6D9CC8E3
7AQAF99E
551F78D2
CF31CB6E

02820101
4E441F16
6007D128
3E53053E
CO0112A35
FOBO8B85
AD768C36
892356AE
B4B094D3
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4. Enable 10S IPS

Institute

<::> Rl(config)# ip ips name iosips .
R1(config)# ip ips name ips list ? 1 - IPS rule is created

<1-199> Numbered access list
<::> WORD Named access 1list

R1(config)# 2 - IPS location in flash
R1(config)# ip ips config loc Identified
Rl1(confiqg)#

R1(config)# ip http server

<::> R1(config)# ip ips notify sdee
R1(config)# ip ips notify log

Rl{contig)# 3 - SDEE and Syslog
notification are enabled
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4. Enable 10S IPS

3
(@)

R1(config)# ip ips signature-category :
R1(config-ips-category)# category all 1 - The IPS all category is
R1(config-ips-category-action)# retired trLerred
R1(config-ips-category-action)# exit |
R1(config-ips-category)# 2 - The IPS basic category is
R1(config-ips-category)# category ios_: uUnretired.
R1(config-ips-category-action)# retired false
R1(config-ips-category-action)# exit
R1(config-ips-category)# exit

Do you want to accept these changes? [confirm] y
Rl(config)#

R1(config)# interface GigabitEthernet 0/1
R1(config-if)# ip ips iosips in

R1(config-if)# exit 3 - The IPS rule is applied in a incoming
R1(config)#exit direction

R1l(config)# interface GigabitEthernet 0/1

Rl(config-if)# ip ips iosips in

R1(config-if)# ip ips iosips out

Rl(config-if)# exit

R1(config)# exit 4 - The IPS rule is applied in an incoming and outgoing
direction.
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Institute

1 - Copy the signatures from the FTP
server.

<::::> R1# copy ftp://cisco:cisco@l0.1.1.1/I0S-S376-CLI.pkg idconf

[OK - 7608873/4096 bytes]
*Jan 15 16:44:47 PST: %IPS-6-ENGINE BUILDS STARTED: 16:44:47 PST Jan 15 2008
*Jan 15 16:44:47 PST: %IPS-6-ENGINE BUILDING: multi-string - 8 signatures - 1 of 13 engines
*Jan 15 16:44:47 PST: %IPS-6-ENGINE READY: multi-string - build time 4 ms - packets for this
engine will be scanned
*Jan 15 16:44:47 PST: %IPS-6-ENGINE BUILDING: service-http - 622 signatures - 2 of 13 engines
*Jan 15 16:44:53 PST: %IPS-6-ENGINE READY: service-http - build time 6024 ms - packets for this
engine will be scanned

<Output omitted>

*Jan 15 16:45:18 PST: %IPS-6-ENGINE BUILDING: service-smb-advanced - 35 signatures - 12 of 13

engines

*Jan 15 16:45:18 PST: %IPS-6-ENGINE READY: service-smb-advanced - build time 16 ms - packets

for this engine will be scanned

*Jan 15 16:45:18 PST: %IPS-6-ENGINE BUILDING: service-msrpc - 25 signatures - 13 of 13 engines

*Jan 15 16:45:18 PST: %IPS-6-ENGINE READY: service-msrpc - build time 32 ms - packets for this
engine will be scanned

*Jan 15 16:45:18 PST: %IPS-6-ALL ENGINE BUILDS COMPLETE: elapsed time 31628 ms

2 — Signature compiling begins immediately after the signature
package is loaded to the router.

© 2009 Cisco Learning Institute. ciscalearning
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Verify the Signature

Institute

R1# show ip ips signature count

Cisco SDF release version S310.0 « signature package release version
Trend SDF release version V0.0

Signature Micro-Engine: multi-string: Total Signatures 8
multi-string enabled signatures: 8

multi-string retired signatures: 8

<Output omitted>

Signature Micro-Engine: service-msrpc: Total Signatures 25
service-msrpc enabled signatures: 25
service-msrpc retired signatures: 18
service-msrpc compiled signatures: 1
service-msrpc inactive signatures - invalid params: 6
Total Signatures: 2136
Total Enabled Signatures: 807
Total Retired Signatures: 1779
Total Compiled Signatures:
351 « total compiled signatures for the I0OS IPS Basic category
Total Signatures with invalid parameters: 6
Total Obsoleted Signatures: 11
R1#
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Configuring Cisco I0S IPS in SDM L@Grr@

Institute

==l x|

Router and Security Device Manager {(SDM): 10.0.151.1
File Edit iew Tools Help
NIMIT

: e _ _ o
é’] Harme ‘i..‘-'}:??é} Canfigure E tanitar o Q e ‘?
i ‘L:f} Refresh Save Search Help cIsScO

= |ntrusion Prevention System (IPS)

Create IPS | EditIPS | Security Dashboard | IPS Migration

The IPS rule configuration wizard configures IPS rules on an interface and also specifies the

location ofthe SOF (signature definition file). Create IPS _ this tab
contains the IPS Rule wizard

Netvork baed nfusion rventor Edit IPS - this tab allows the

IP'S rules applied to interface

2 ) edit of rules and apply or
= remove them from

v\-l-r\v"F—\ﬁf\f-

Securlty Dashboard- this
tab is used to view the Top
Threats table and deploy

c i~nAAF A~

IPS Migration - this tab is

used to migrate

. configurations created in

earlier versions of the 10S

LAN '@
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Using SDM

IPS Policies Wizard

Welcome to the IPS Policies Wizard

IPS Wizard

The IFS rule configuration wizard configures IPS rules an an interface and also
specifies the location ofthe SOF (signature definition file). You must specify the
direction of the traffic that should be scanned. If you do not want all traffic to be
scanned, vou should specify the interesting traffic to be scanned. The router loads
the SOF and starts scanning the interesting traffic.

This wizard will assistyou in configuring the following tasks
: * Belect the interface to apply the IPS rule.

* Select the traffic low direction that should he inspected by the IPS rules.

* Bpecifythe lacation of the S0OF to be used hy the router.

To continue, click Mext. 1 ChOOSG Conﬁgure >

Intrusion Prevention >
(Craate IPQ

2. Click the Launch IPS Rule
Wizard button

3. Click Next

| Cancel| Help |

| hext »
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Using SDM

IPS Policies Wizard

. Select Interfaces
IPS Wizard
Selectthe interfaces to which the IPS rule should be applied. Also choose whether the rule

should be applied to inbound or outhound.

Interface Blame Inbhound Cuthound
| EIEEEIEIE— T — T —
f | FastEthernetDi r r
................... i B | ccriaiomio W r
; Serial0nn r r

4. Choose the router' interface
by checking either the

| Inbound or Outbound
el RS chorkhoy (ar hath)

5. Click Next

<Back | Next> | Finizn | cancel| Help |
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Using SDM

IPS Policies Wizard
Signature File and Public Key

IPS Wizard

Signature File

v Specifythe signature file yvou want to use

IPS is already configured on the router with SDF version S0.0. Ifyou want to update the
rauter with new versian of signature file select new signature file.

6. Click the preferred option
and fill in the appropriate

Signature File: |tﬂp:ﬁ1 0015111005

text box

" Getthe latest signature file from Cisco.com and save to PC |

WWW.Cisco.com/pcagi-bin/tab

lebuild.pl/ios-v5sigup

/. Click download for the
| latest signature file

9. Download the key to a
PC

aub signature

A : : - e oo 0OBCETED 904AETAC FAQFARIN FRF | |
E‘iﬁObtﬂnﬂéthe p:U b I IC keyﬁnu??ﬂ FFEESSES S5E4184

10. Open the key in a text
editor and copy the text
after the phrase “named-
key” into the Name field

11. Copy the text between

O079F23F3 A3B3FA .
mperesesst - the phrase “key-string”
and the work “quit” into
the Key field
ek | mea- | 7 12, Click Next

ciscolearn 1M


http://www.cisco.com/pcgi-bin/tablebuild.pl/ios-v5sigup
http://www.cisco.com/pcgi-bin/tablebuild.pl/ios-v5sigup

Using SDM

Institute

1PS Policies Wizard x|

IPS Wizard Config Location and Category

Config Location

Specify the Qirectur\; path thhe IPS configuration files wher,e la} sup-syefﬂm

3 s s conactme spenes ston, o oy or 2 e ngiune. £3. ClICK the ellipsis (...)

until it successiully contacts the specified location. b utto n a n d e nte r CO nﬁ g
_lliﬂl location

Config Location:

Sl Esialy ¥ Specify the config location an this router.

Signature categories are subsets of signatures created for routers w Directary Mame: Iﬂashj.l'ipsﬂles.l' |
amounts of availahle memaory. The basic category is recommended 1
with less than 128 ME of meamary. The advanced categary is recamim

routers with 128 ME of mermary, ar mare, i Specify the config location using LIEL.

Choose Categary: Protacal: |hﬁp j
W il frttpsy |
14. Choose the category that | | |
Exarmple: hitpa WAL ipes

will allow the Cisco IOS IPS N |
to function efficiently on Number of Relries (1-8): |
the router Tirneout {1-10); | (sec)

e | Cancel | Help |

15. Click finish
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Summary

Flease click Finish'to deliver to router

IPS rule will be applied to the incaming traffic an the fallowing interfaces. ﬂ
FastEthernetiil
Serialiinim
Signature File location:
fip1 001581 11/105-5310-C LI pkg
Fuhlic Key:
Mame: named-key realm-cisco.pub signature
key, 30820122 30000609 2AB64886 FYODO107 01050003 82010F00 30820104 028
O0C18ES3 ABAFT 244 DECCTAZY A09TASTS 206BE3AZ OGFBATIF BF12CH5E 4E441F1
17EB30DA COZACZEZ 91 2BE2VF 37FDDACE 11FCYAFT DCDDE1 DA 43CDARCS BOOTL
B199ABCHE DI4EDOFS OBSFADCY 359C189E FI0AF1 DA COEFBARZ4 YEOTEABF 3EA305
AE2146A8 DTAGEDES 0298AF03 DEDTAARBR 94790390 20F306R3 9ACH4RS3 CO11 247
FEIFOCEY S9BCHETER 994AETAC FASE4AR1D FEASTA0E S5EAFSTY BDYCCEED FOBOSE
0437722 FFEERBSBY SE4189FF CC189CHY BRCARFIC ARADFBAS TADAFSSE ADTREC
OOGECF498 0F9F38FE A3BAFBE1F 9FBYB3CHE 5539E101 9693CCHE 551FTR0D2 392346f
2FARDE2E 891 8EF3C B0CA4F4D BTYBFCAIBE BFFRRBEY RRYTE2AA CF31 CBEE B4BOS4
Fa0z0301 0001
Config Location:
flashfipsfiless
Selected categaory of signatures:

hasic -
4| | ’
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Cisco ‘f‘
Generated CLI Commands L@orr@

Institute

R1# show run
<Output omitted>

ip ips name sdm ips rule
ip ips config location flash:/ipsdir/ retries 1
ip ips notify SDEE
|
ip ips signature-category
category all
retired true
category 1ios ips basic
retired false
|
interface Serial0/0/0
ip ips sdm ips rule in
ip virtual-reassembly

<Qutput omitted>
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Cisco ‘f‘

Using CLI Commands L[@arning

Institute

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)# ip ips signature-definition

R1(config-sigdef)# signature 6130 10 This example shows
Rl(config-sigdef-sig)# status how to retire individual

Rl(config-sigdef-sig-status)# retired true

R1(config-sigdef-sig-status)# exit Signatures. In this case,

Rl(config-sigdef-sig)# exit : :
R1l(config-sigdef)# exit Slgnature 6130 W|th

R1# configure terminal ‘

Do you want to accept these changes? [confirm] y Subsig ID of 10.

R1(config)# |

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1l(config)# ip ips signature-category

R1(config-ips-category)# category ios_ips basic This examp|e shows

R1l(config-ips-category-action)# retired false .

R1l(config-ips-category-action)# exit hOW to unretire a”

R1l(config-ips-category)# exit Signatures that be|0ng

Do you want to accept these changes? [confirm] y .

R]_(confj_g)# tO the IOS IPS BaSIC
category.
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Using CLI Commands for Changes L@Ommg

Institute

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1l(config)# ip ips signature-definition

R1(config-sigdef)# signature 6130 10

R1(config-sigdef-sig)# engine

R1(config-sigdef-sig-engine)# event-action produce-alert
R1l(config-sigdef-sig-engine)# event-action deny-packet-inline
R1l(config-sigdef-sig-engine)# event-action reset-tcp-connection
R1l(config-sigdef-sig-engine)# exit

Rl(config-sigdef-sig)# exit :
R1(config-sigdef)# exit This example shows how to

Do you want to accept these changes? [confirm] y Change Signature actions to
R1l(config)#
alert, drop, and reset for
signature 6130 with subsig ID
of 10.
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52 Cisco Router and Security Device Manager {SDM):
File Edit “iew Toaols Help

A E i @ bl G ?

£ T

‘L‘%{é} i Moniter Refresh Save Search Helg
& Intrusion Prevention System (IPS)

l Home

Fouting

f?

IPS Signatures

Choose Configure > Intrusion Prevention >

Create IPS | EditIPS | Security Dashhoard | IPS Migration |

Import' Wiew by IAII Signatures ;I Criteria: I--NIA-- LI

ds Add - [E Edit  Enable ) Disable 2 Retire 53 Unretire

Edit IPS > Signatures > All Categories

afrer]n,
cisco

Filter the signature list according to type

Total[2136]

£S5 IPs Policies
E& Global Settings R Select Al
2 Auto Update
ﬁ; SEAF Configuration
28 Target Value Rating
Event Action Overrides hd =
[F= Event Action Filters s it
@; Sighatures = @ iz
EH_[I Categories O Bl
a 5537
a 3316
< 11003
a 5196
a 5196
a 5773
a 5773
o 5411
a 12019
a 5070
o 3169
|

Back Door Psychward

produce-sler
Apache Host Header Cross Site produce-aler
SMTP EXPM roct Recon produce-sler
MEN Mezsenger Webcam Buffe produce-aler
125 Client DNS Reguest produce-sler
Project! DOS produce-sler
tella File Recuest produce-sler
Fed Hat Stronghold Recon sttad produce-asler
Fed Hat Stronghold Recon sttad produce-aler
Sirnple PHP Blog Unauthorized F produce-asler
Sirnple PHP Blog Unauthorized Fproduce-asler
Linksys Hitp DoS produce-sler
SideFind Activity produce-sler
Wiy meadcs dil Access produce-sler

FTP SITE EXEC tar produce-sler

Severity |Fidel'rtyRating| Retired | 4

high Actions...
hiigh ‘
e Fidelity Rating ‘
hiigh
infarmational h|gh
high b, informational
i Restore Defaults I
0wy
I
o MSDB Helg medium
I 70 true e
loew =51 true e H
high a5 true =R
~To modify a signature,

» right-click on the

Apply Changes

Diszard Changes |

signature then choose an
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File Edit ¥

@ Horne:

Inte nd

Fiedl

Help

e Intrusion Prevention System (IPS)

Create IPS | Edit IPS | Security Dashhoard | [PS Migration

EL IPs Policies

Impart ~ | Wiew by ISig D vl Sig IC: I2004

F% Global Settings

@ Auto Update

B} Select Al | p Add - [& Edit | ¢ Enable & Disable & Retire '

% SEAP Configuration

22 TargetValue Rating

[@ Event Action Overrides

[F2= Event Action Filters

Fidelity Rating

@ Signatures

» Set Severity To 4

EH_1[AIl Categories

Restore Defautts

MSDB Help

To modify a signature
action,
the signature and
choose Actions

right-click on

L]

Apply Changes | Dizcare

Intrusion Prewvention Systern (IPS)
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To tune a signhature, choose Configure > Intrusion Prevention >
Edit IPS > Signatures > All Categories

82, cotmie [ ton & W O ?
SN Conlf ot — -~
u}‘i..‘fl} Sl L Fefresh Save Search

i
cisco

Assign Actions |
Yaou can specify actions the sensaor should perfarm when it detects the selected

signature(s). To assign an action, click the checkbox next ta the action. A checkmark
indicates the action will be perfarmed. Mo checkmark indicates the action will not be

st performed. A aray checkmark indicates the action is assigned to some, but not all of

the signatures you selected.

[ Deny Attacker Inline

[1 Beny Connection Inline
Deny Packet Inling
Produce Alert

[] Reset TGP Connection

All

Mone |

Ok Cancel

Help
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=" Choose the signature and click Edit

EL IPS Policies B Import ~ | view by, [aisignonres ] Crteria [a- 7] Totall2136]
EE‘D GlehalSatings Bj Select All | & Adc - [ Edit ¢ Enable @ Disable (& Retire ‘& Unretire
n.@ Auto Update I : | : | :

Enabled | | | SiglD |SubSigID s “ e o e FEETEEEE, A _
§3 SEAP Configuration : W eosonowee a

1 Name Value

ey Different signatures have

=
[

o )
& Event Action Overrides .
7 - 0 5343 o 3 SuhbSignature ID. 1 d ff t t t h t
== Event ActionFilters
S e mm o w3 Ifferent parameters tha
ignatures =
D ICateqories {J 5899 0 } M Sig Fidelity Rating:  [29 b d 'ﬁ d []
9 5537 0 | [ Promigcuous Delta: |15 C a n e I I I O I e o
= Sig Description: O
JECs —— * Signature ID
{J 11003 i) ¢ B Signature Name:  [Back Door Psychward I n u r
[
2 o . ——— * Sub Signature ID
0 5195 i) I B User Comments: [ Cormiment
[
P B Alert Traits i) .
o B e — Alert Severity
0 5773 0 < B Releasze: 5256
[ [ "
O s o i e amw * Sig Description
0 12019 a 9 B Event Action: Deny Cannection Inling| M
Deny Packet Inline . E e
a070 o v
0 Fesel TCP Connection n g I n
‘J 3168 o
|

Event Counter

B Specifv Min Match Lenath: 10 =

) B Parameter uses the Default value. Click the icon ta editthe value. I y
IFS Signatures @ Parameter uses a UserDefined Value. Click the icon 1o restore the defaultvalue. St t
. . atus
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The show 1ip ips privileged EXEC command can be used with
several other parameters to provide specific IPS information.

*The show 1p 1ips all command displays all IPS
configuration data.

*The show ip ips configuration command displays
additional configuration data that is not displayed with the
show running-config command.

*The show ip ips interface command displays interface
configuration data. The output from this command shows
iInbound and outbound rules applied to specific interfaces.
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* The show ip ips signature verifies the signature
configuration. The command can also be used with the key
word detail to provide more explicit output

e The show 1ip 1ps statistics command displays the
number of packets audited and the number of alarms sent.

The optional reset keyword resets output to reflect the
latest statistics.

Use the clear ip ips configuration command to
remove all IPS configuration entries, and release dynamic
resources. The clear ip ips statistics command
resets statistics on packets analyzed and alarms sent.
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Choose Configure > Intrusion Prevention > Edit IPS

B Cisco Router and Security Device Manager {SDM): 10.0.151.1
File Edit “iew Tools Help

-,
@] Horme éﬁ% Configure Manitar o d ~h ? nlllnlllu
j Fefresh Save Search Help cISCO

Intrusion Prevention System (IP5)

Create IPS | EditIPS | Security Dashbaard | IPS Migratian |
[fb IPS Paolicies Interfaces: IAIIInterraces vl @ Enable [3 Edit @ Disable B} Disable Al
F% Global Settings
Inbound Cutbound YFR status Ciescription
3 Auto Update P :
; z 00 10.0.151.1 D i
%, SEAP Configuration FastEthernetil nolP address Disabled Disahled off
R Serial0ii0 192.168.151.2 Enabled Disabled on
Serialdini no P address  Disabled Disabled off
[ Event Action Overrides
[F== Event Action Filters
@ Signatures 2
All of the interfaces on the router displa
showing if they are enabled or disabled ¢
IPS Filter Details: & Inbound Filter ¢ Cuthound Filter
i IPS rule is enabled, but there is no filter configured for this rule. IPS will scan all Inbound
traffic.
IF3 Rules 17:52:54 UTC Fri Dec 28 2007 ESK
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* To specify the method of event notification, use
the 1p 1ps notify [log | sdee] global
configuration command.

- The log keyword sends messages in syslog format.

- The sdee keyword sends messages in SDEE format.

R1# config t

R1(config)# logging 192.168.10.100
R1l(config)# ip ips notify log
R1(config)# logging on

R1(confiqg)#
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Enable SDEE on an IOS IPS router using the following command:

R1# config t

R1(config)# ip http server
R1(config)# ip http secure-server
R1(config)# ips notify sdee
R1(config)# ip sdee events 500
R1(config)#

Enable HTTP or HTTPS on the router

SDEE uses a pull mechanism

Additional commands:
-1p sdee events events
-Clear ip 1ips sdee {events|subscription}

-1ip ips notify
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To view SDEE alarm messages, choose
Monitor > Logging > SDEE Message Log !

File Edit “iew Toals

-
@ Harme ‘g.:‘é}?é} Canfigure E Monitar @ —'—'] 4 ? ol I Il I Iy
'L.‘é} : Fefresh Save Search Help cisco

Syslog | Firewall Log | SDEE Message Log | Application Security Log

SDEE Messages: IAII vl Searchl Refreshl

Time | Type | Description |
18:45:13 GMT+00:00 Fri Dec 28 2007 Status EMGINE_BUILDS_STARTED: 18:45:13 UTC Dec 28 2007

18:45:13 GMT+00:00 Fri Dec 28 2007 Status ENGINE_BUILDING: atomic-ip - 3 signatures - 1 of 13 engines

18:45:13 GMT+00:00 Fri Dec 28 2007 Status ENGINE_READY: atomic-ip - build time 12 ms - packets far this engine will be scanned
18:45:13 GMT+00:00 Fri Dec 28 2007 Status ALL_EMNGIME_BUILDS_COMPLETE: elapsedtime 12 ms

18:47:05 GMT+00:00 Fri Dec 28 2007 Status EMGINE_BUILDS_STARTED: 18:47:05 UTC Dec 28 2007

18:47:06 GMT+00:00 Fri Dec 28 2007 Status ERGINE_BUILDIMNG: multi-string - 8 signatures - 1 of 13 engines

18:47:06 GMT+00:00 Fri Dec 28 2007 Status EMGINE_READY: multi-string - build time 20 ms - packets for this engine will be scanned
18:47:06 GMT+00:00 Fri Dec 28 2007 Status EMGINE_BUILDING: service-hitp - 622 sighatures - 2 of 13 engines —
18:47:13 GMT+00:00 Fri Dec 28 2007 Status EMNGINE_READY: service-hitp - huild time 8092 ms - packets for this engine will be scanned
18:47:13 GMT+00:00 Fri Dec 28 2007 Status ERGIME_BUILDIMG: string-tep - 943 signatures - 3 of 13 engines

18:47:42 GMT+00:00 Fri Dec 28 2007  Status EMGINE_READY: string-tcp - build time 28864 ms - packets for this engine will be scanned
18:47:42 GMT+00:00 Fri Dec 28 2007 Status EMGIME_BUILDIMG: string-udp - 75 signatures - 4 of 13 engines

18:47:42 GMT+00:00 Fri Dec 28 2007 Status EMGINE_READY: string-udp - build time 632 ms - packets for this engine will be scanned
18:47:42 GMT+00:00 Fri Dec 28 2007 Status EMGINE_BUILDIMG: state - 28 signatures - 5 013 engines

18:47:43 GMT+00:00 Fri Dec 28 2007 Status EMGINE_READY: state - build time 68 ms - packets for this engine will be scanned
18:47:43 GMT+00:00 Fri Dec 28 2007 Status EMGIME_BUILDIMG: atomic-ip - 272 signatures - 6 of 13 engines

18:47:44 GMT+00:00 Fri Dec 28 2007 Status ENGINE_READY: atomic-ip - build time 984 ms - packets for this engine will be scanned
18:47:44 GMT+00:00 Fri Dec 28 2007 Status ENGINE_BUILDING: string-icrmp - 3 signatures - ¥ of 13 engines

18:47:44 GMT+00:00 Fri Dec 28 2007 Status ENGINE_READY: string-icrmp - huild time 40 ms - packets for this engine will he scanned
18:47:44 GMT+00:00 Fri Dec 28 2007 Status ENGINE_BUILDING: service-ftp - 3 signatures - 8 of 13 engines

18:47:44 GMT+00:00 Fri Dec 28 2007 Status ENGINE_READY: service-ftp - build time 20 ms - packets for this engine will be scanned
18:47:44 GMT+00:00 Fri Dec 28 2007 Status ENGINE_BUILDING: service-rpc - 74 signatures - 9 of 13 engines

18:47:44 GMT+00:00 Fri Dec 28 2007 Status ENGINE_READY: service-rpc - build time 296 ms - packets for this engine will he scanned
18:47:44 GMT+00:00 Fri Dec 28 2007 Status ERGINE_BUILDING: service-dns - 38 signatures - 10 of 13 engines

18:47:44 GMT+00:00 Fri Dec 28 2007 Status ERGINE_READY: service-dns - huild time 64 ms - packets for this engine will be scanned
18:47:44 GMT+00:00 Fri Dec 28 2007 Status EMGINE_BUILDING: narmalizer - 9 sighatures - 11 of 13 engines

18:47:44 GMT+00:00 Fri Dec 28 2007 Status EMGINE_READY: normalizer - build time 4 ms - packets for this engine will be scanned

<1 |

-

To view Syslog messages, choose
Monitor > Logging > Syslog
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