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Section 3.1:
Purpose of the AAA

Upon completion of this section, you should be able to:
* Explain why AAA is critical to network security.

 Describe the characteristics of AAA.



Topic 3.1.1:
AAA Overview




Authentication without AAA

Telnet is Vulnerable to Brute-Force

Adrdba ~l.~

User Access Verification

Password: cisco

Internet Password: ciscol
Password: ciscol2
% Bad passwords

S0/0/0

‘ Gﬂﬁﬂﬁ

Rl (config)# line vty 0 4

Rl (config-line)# password cis5cio
Rl (config-line)# legin

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public



Authentication without AAA (Cont.)

SSH and Local Database Method

User Access Verification

Username: Admin

Internet Password: ciscol

% Login invalid

: : Username: Admin

Password: ciscol2
% Login invalid

S0/0/0

IRL (config)# ip domain-name cisco-academy.com
IR1 (config) # crypto key generate rsa general-keys modulus 2048

Rl (config) # username Admin algorithm-type scrypt secret StrOng5rPa55wlrd
IR1 (config)# line vty 0 4

IRl (config-line) # transport input ssh

IRl (config-line) # login local
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AAA Components

1234-56T-890

T

472919345 00L78255000000003

Authentication
Who are you?

Authorization
How much can you spend?

Accounting
What did you spend it on?
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Topic 3.1.2:
AAA Characteristics




Authentication Modes

AAA Router

> |

©
LO C a | AAA Remote Client .

Authenticatio

n 1. The client establishes a connection with the router.
2. The AAA router prompts the user for a username and password.
3. The router authenticates the username and password using the local database and the user is
authorized to access the network based on information in the local database.

O AAA Router
-
B
Cisco Secure

ACS Server

Server-Based
AAA |
Au t h e n t i C a ti O n 1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

Remote Client

3. The router authenticates the username and password using a remote AAA server.
4. The user is authorized to access the network based on information on the remote AAA Server.
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Authorization

AAA Authorization

Perimeter Router
e

Remote Client -

1. When a user has been authenticated, a session is established with the AAA server.
2. The router requests authorization for the requested service from the AAA server.
3. The AAA server returns a PASS/FAIL for authorization.
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Accounting

Types of accounting information:

 Network

Connection

EXEC AAA
System _

Command

~ y o
-
—>
Perimeter Router

1. When a user has been authenticated, the AAA accounting process generates a start message to

Resource

Remote Client

begin the accounting process.
2. When the user finishes, a stop message is recorded and the accounting process ends.
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Section 3.2:
Local AAA Authentication

Upon completion of this section, you should be able to:

* Configure AAA authentication, using the CLI, to validate users against
a local database.

* Troubleshoot AAA authentication that validates users against a local
database.



Topic 3.2.1:
Configuring Local AAA Authentication with CLI

Cisco Public



Authenticating Administrative Access

1. Add usernames and passwords to the local router database for users
that need administrative access to the router.

2. Enable AAA globally on the router.
3. Configure AAA parameters on the router.

4. Confirm and troubleshoot the AAA configuration.

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOngS5rPa55w0rd
Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPa55w0rd
Rl (config)# aaa new-model

Rl (config)# aaa authentication login default local-case
Rl (config) #
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Authentication Methods

Method Type Keywords Description

enable

local
local-case
none

group radius
group tacacs+

group group-name

Uses the enable password for authentication.

Uses the local username database for authentication.
Uses case-sensitive local username authentication.
Uses no authentication.

Uses the list of all RADIUS servers for authentication.
Uses the list of all TACACS+ servers for authentication.

Uses a subset of RADIUS or TACACS+ servers for
authentication as defined by the aaa group server
radius Or aaa group server tacacs+ command.

router (config-line) #

aaa authentication login {default | list-namel methodl..[methodd]

Command Description

default Uses the listed authentication methods that follow this
keyword as the default list of methods when a user logs in.

list-name Character string used to name the list of authentication
methods activated when a user logs in.

methodl... [method4] Identifies the list of methods that the AAA authentication

process will query in the given sequence. At least one
method must be specified. A maximum of four methods may
be specified.

© 2013 Cisco and/or its affiliates. All rights reserved.
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Default and Named Methods

Example Local AAA Authentication

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOngS5rPa55w0rd
Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPaS55w0rd

Rl (config) # aaa new-model

Rl (config)# aaa authentication login default local-case enable

Rl (config)# aaa authentication login SSH-LOGIN local-case
Rl(config)# line vty 0 4
Rl (config-line)# login authentication SSH-LOGIN
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rine-tuning the Authentication
Configuration

Router (config) #

aaa local authentication attempts max-fail

[number-of-unsuccessful -attempts]

Command
Syntax

Command Description

number-of-unsuccessful- Number of unsuccessful authentication attempts before a
attempts

connection is dropped and the user account is locked.

. Rl# show aaa local user lockout
Display Locked

Local-user Lock time

Out Users JR-ADMIN

04:28:49 UTC Sat Dec 27 2015

Rl1# show aaa sessions

Total sessions since last reload: 4
Session Id: 1

Show Unique T G
|D Of a SeSSiOn User Name: ADMIN

IP Address: 192.168.1.10
Idle Time: 0
CT Call Handle: 0

© 2013 Cisco and/or its affiliates. All rights reserved.
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Topic 3.2.2:
Troubleshooting Local AAA Authentication




Debug Options

Debug Local AAA Authentication

accounting
administrative
api

attr
authentication
authorization
cache

coa

db
dead-criteria
id

ipe
mlist-ref-count
mlist-state

per-user
pod

protocol
server-ref-count
sg-ref-count
sg-server-selection
subsys

testing

Accounting

Administrative

ARA api events

AAA Attr Manager

Authentication

Authorization

Cache activities

ARA CoRA processing

AARA DB Manager

ARA Dead-Criteria Info

ARA Unique Id

BAR IPC

Method list reference counts
Information about AAA method

list state change and notification
Per-user attributes

ARA POD processing

RAA protocol processing

Server handle reference counts
Server group handle reference counts
Server Group Server Selection

ARA Subsystem

Info. about AAA generated test packets
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Debugging AAA Authentication

Understanding Debug Output

Feb 4 10:11:19.305 CST: AAA/MEMORY: create user (0x619C4940) user="''ruser=''
port="ttyl' rem addr='async/81560' authen type=ASCII service=LOGIN priv=1
113124: Feb 4 10:11:19.305 CST: ARA/AUTHEN/START (27B4097690): port="ttyl' list=""
action=LOGIN service=LOGIN
113125: Feb 4 10:11:19.305 : ARA/RAUTHEN/START (278409769%0): using "default™ list
113126: Feb 4 10:11:19.305 : BAR/AUTHEN/START (2784097690): Method=LOCAL
113127; Feb 4 10:11:19.305 : AAA/AUTHEN (2784097690): status = GETUSER
113128: Feb 4 10:11:26.305 : AAA/AUTHEN/CONT (2784097690): continue login
(user="' (undef) ")
113129: Feb 4 10:11:26.305 : AAA/RUTHEN (2784097690): status = GETUSER
113130: Feb 4 10:11: : ARA/RUTHEN/CONT (2784097630): Method=LOCAL
113131: Feb 4 10:11: :+ AARSAUTHEN (2784097690): status = GETPASS
32: Feb 4 10:11: : ARA/RAUTHEN/CONT (2784097690): continue login
(user="diall N
113133: Feb 4 10:11:
113134:; Feb 4 10:11:
113135: Feb 4 10:11:

(=]

oMM

: AAA/AUTHEN (2784097690): status = GETPASS
: AAA/AUTHEN/CONT (2784097690): Method=LOCAL
CST: ARA/AUTHEN (2784097690): status = PASS

BB B

oo o o
" = @ -
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Section 3.3:
Server-Based AAA

Upon completion of this section, you should be able to:
* Describe the benefits of server-based AAA.

* Compare the TACACS+ and RADIUS authentication protocols.



Topic 3.3.1:
Server-Based AAA Characteristics




Comparing Local AAA and Server-Based
AAA Implementations

Local authentication:

o @

1. User establishes a
connection with the router.

2. Router prompts the user for a
username and password,
authentication the user using
a local database.

Server-based authentication:

 J

1. User establishes a 4 g&fﬁ@’ﬁi‘f&f”g
connection with the router.
3. Router passes the username

and password to the Cisco

2. Router prompts the user for a O ©
ﬁ - i Cisco Secure ACS
O for Windows
Server
Secure ACS (server or

username and password.
engine) _' s
Server

4. The Cisco Secure ACS
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INTtroaucing CIsCo secure ACCess Lontrol

System

security servers.

TACACS+ or RADIUS protocols are used to
communicate between the clients and AAA

l

Remote User

e
-

N

Cisco Secure ACS for
Windows Server

_I

Router

Cisco Secure ACS
Solution Engine

Cisco Secure ACS
Express
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Topic 3.3.2:
Server-Based AAA Communication Protocols




Introducing TACACS+ and RADIUS

TACACS+

RADIUS

Functionality

Standard
Transport Protocol
CHAP

Protocol Support
Confidentiality
Customization

Accounting

© 2013 Cisco and/or its affiliates. All rights reserved.

Separates AAA according to the
AAA architecture, allowing
modularity of the security server
implementation

Maostly Cisco supported
TCP

Bidirectional challenge and response
as used in Challenge Handshake
Authentication Protocol (CHAP)

Multiprotocol support
Entire packet encrypted

Provides authorization of router
commands on a per-user or per-
group basis

Limited

Combines authentication and
authorization but separates accounting,
allowing less flexibility in
implementation than TACACS+

Open/RFC standard
uDpP

Unidirectional challenge and response
from the RADIUS security server to the
RADIUS client

No ARA, no NetBEUI
Password encrypted

Has no option to authorize router
commands on a per-user or per-group
basis

Extensive

Cisco Public
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TACACS+ Authentication

TACACS+ Authentication Process

Usermame prompt?

Connect -l :
- &9 ©
R2

Client Username?

Use “Usemame”

JR-ADMIN JR-ADMIN
> =
Password prompt?

7, 4

Password? Use “Password”

-€ -€

StrOngPa55w0rd StrOngPa55w0rd

10 - @ >
Accept/Reject
- 12

© 2013 Cisco and/or its affiliates. All rights reserved.
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RADIUS Authentication

RADIUS Authentication Process

Access-Request

(JR_ADMIN,
. Username? OB :; -;:: - “StrOngPa55w0rd")
= e R2 J

Client

JR-ADMIN Access-Accept

@) > -«

= Password? @

StrOngPa55w0rd

r
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Integration of TACACS+ and ACS

Cisco Secure ACS

TACACS+ or RADIUS protocols are used to communicate between I

the clients and AAA security servers.

Cisco Secure ACS
for Windows Server

\
-

Perimeter Router

Remote User
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Integration of AAA with Active Directory

RADIUS is used to communicate

between clients and the Microsoft
Windows Server NPS (IAS) AAA
SEMvVer.

Microsoft NPS is used to
authenticate access to the
router.

- El

Perimeter Router

Windows Server NPS (IAS)
AAA Server

Remote User
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Section 3.4:
Server-Based AAA
Authentication

Upon completion of this section, you should be able to:

* Configure server-based AAA authentication, using the CLI, on Cisco
routers.

e Troubleshoot server-based AAA authentication.



Topic 3.4.1:

Configuring Server-Based Authentication with
CLI




Steps for Configuring Server-Based AAA
Authentication with CLI

1. Enable AAA.

2. Specify the IP address of the ACS server.
3. Configure the secret key.
4

. Configure authentication to use either the RADIUS
or TACACS+ server.

© 2013 Cisco and/or its affiliates. All rights reserved.



contguring the CLI with |ACALOS T

Servers

Server-Based AAA
Reference
Topology

Configure a AAA
TACACS+
Server

© 2013 Cisco and/or its affiliates. All rights reserved.

TACACS+ or RADIUS protocols are used to

communicate between the clients and AAA 192.168.1.100
security servers. =

Cisco Secure ACS
for Windows using
RADIUS

Rl (config) # aaa new-model
Rl (config) #

Rl (config)# tacacs server
Rl (config-server-tacacs) #

Rl (config-server-tacacs) #
Rl (config-server-tacacs)#
Rl (config-server-tacacs) #
Rl (config) #

192.168.1.101 |I|III|'

Cisco Secure ACS
Solution Engine
using TACACS+

Server-T

address ipv4 192.168.1.101
single-connection

key TACACS-Pa55wOrd

exit

Cisco Public
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Configuring the CLI for RADIUS Servers

Configure a AAA RADIUS Server

Rl (config)# aaa new-model

Rl (config) #

Rl (config)# radius server SERVER-R

Rl (config-radius-server)# address ipv4 192.168.1.100 auth-port 1812 acct-port 1813

Rl (config-radius-server)# key RADIUS-PaS55w0rd
Rl (config-radius-server)# exit
Rl (config) #

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



conngure Autnentication to use the AAA

Server

Command
Syntax

Configure Server-
Based AAA
Authentication

Rl (config)# aaa authentication login default ?

cache
enable
group

krb5
krb5-telnet

line

local
local-case
none
passwd-expiry

Use Cached-group

Use enable password for authentication.

Use Server-group

Use Kerberos 5 authentication.

Allow logins only if already authenticated via Kerberos Vv
Telnet.

Use line password for authentication.

Use local username authentication.

Use case-sensitive local username authentication.

NO authentication.

enable the login list to provide password aging support

Rl (config)# aaa authentication login default group ?
WORD Server-group name
ldap Use list of all LDAP hosts.
radius Use list of all Radius hosts.
tacacs+ Use list of all Tacacs+ hosts.

Rl (config) # aaa new-model

Server-T

Rl (config-server-tacacs)# address ipv4 192.168.1.100
Rl (config-server-tacacs)# single-connection

Rl (config-server-tacacs)# key TACACS-Pa55w0rd

Rl (config-server-tacacs) # exit

Rl (config) #

Rl (config) # radius server SERVER-R

Rl (config-radius-server)# address ipv4 192.168.1.101 auth-port 1812 acct-port 1813
Rl (config-radius-server)# key RADIUS-PaS55w0rd

Rl (config-radius-server) # exit

R1 (config) #

) # aaa authentication login default group tacacs+ group radius local-case

© 2013 Cisco and/or its affiliates. All rights reserved.
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Topic 3.4.2:
Troubleshooting Server-Based AAA
Authentication




Monitoring Authentication Traffic

Troubleshooting Server-Based AAA

Rl# debug aaa authentication
ARA Authentication debugging is on

:17: RAA/AUTHEN (567936829): Method=TACACS+
:01:17: TAC+: send AUTHEN/CONT packet
:01:17: TAC+ (567936829):

:17: RAA/AUTHEN (567936829):

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Debugging TACACS+ and RADIUS

R1# debug radius ?

accounting RADIUS accounting packets only
authentication RADIUS authentication packets only
brief only I/0 transactions are recorded
. elog RADIUS event logging
Troubleshootlng failover Packets sent upon fail-over
RADIUS local-server Local RADIUS server

retransmit Retransmission of packets
verbose Include non essential RADIUS debugs

<Cr>

Rl# debug tacacs ?
accounting TACACS+ protocol accounting
authentication TACACS+ protocol authentication
Troubleshooting TACACS+ authorization TACACS+ protocol authorization
events TACACS+ protocol events
packet TACACS+ packets

<Cr>

© 2013 Cisco and/or its affiliates. All rights reserved.
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Debugging TACACS+ and RADIUS (Cont.)

AAA Server-Based
Authentication
Success

AAA Server-Based
Authentication
Failure

© 2013 Cisco and/or its affiliates. All rights reserved.

R1# debug tacacs
TACACS access control debugging is on
R14

14:00:09: TAC+: Opening TCP/IP connection to 192.168.1.101 using source 10.116.0.79
14:00:09: TAC+: Sending TCP/IP packet number 383258052-1 to 192.168.1.101 (AUTHEN/START)
14:00:09: TAC+: Receiving TCP/IP packet number 383258052-2 from 192.168.60.15

14:00:09: TAC+ (3B3258052): received authen response status = GETUSER

14:00:10: TAC+: send AUTHEN/CONT packet

14:00:10: TAC+: Sending TCP/IP packet number 383258052-3 to 192.168.1.101 (AUTHEN/CONT)
14:00:10: TAC+: Receiving TCP/IP packet number 383258052-4 from 192.168.60.15

14:00:10: TAC+ (383258052) : received authen response status = GETPASS

14:00:14: TAC+: send AUTHEN/CONT packet

14:00:14: TAC+: Sending TCP/IP packet number 383258052-5 to 192.168.1.101 (AUTHEN/CONT)
14:00:14: TAC+: Receiving TCP/IP packet number 383258052-6 from 192.168.60.15

14:00:14: TAC+ (383258052): received authen response status = PASS

14:00:14: TAC+: Closing TCP/IP connection to 19%2.168.60.15

R1# debug tacacs
TACACS access control debugging is on
R1#

13:53:35: TAC+: Opening TCP/IP connection te 192.168.1.101 using source 192.48.0.79

: TAC+: Sending TCP/IP packet number 416942312-1 to 192.168.1.101 (AUTHEN/START)
: TAC+: Receiving TCP/IP packet number 416942312-2 from 192,168,60.15

TAC+ (416942312): received authen response status = GETUSER

TAC+: send AUTHEN/CONT packet

TAC+: Sending TCP/IP packet number 416942312-3 to 192,168,1.101 (AUTHEN/CONT)
TAC+: Receiving TCP/IP packet number 416942312-4 from 192.168.60.15

TAC+ (416942312): received authen response status = GETPASS

TAC+: send AUTHEN/CONT packet

TAC+: Sending TCP/IP packet number 416942312-5 to 192.168.1.101 (AUTHEN/CONT)
TAC+: Receiving TCP/IP packet number 416942312-6 from 192,168.60.15

TRAC+ (416942312): received authen response status = FAIL

: TAC+: Closing TCE/IP connection to 192.168.60.15
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Section 3.5:
Server-Based AAA
Authorization and Accounting

Upon completion of this section, you should be able to:
* Configure server-based AAA authorization.
* Configure server-based AAA accounting.

* Explain the functions of 802.1x components.



Topic 3.5.1:
Configuring Server-Based AAA Authorization




INCFrOAQUCTION TO >erver-based AAA
Authorization

Authentication vs. Authorization
* Authentication ensures a device or end-user is legitimate

« Authorization allows or disallows authenticated users access to
certain areas and programs on the network.

TACACS+ vs. RADIUS
* TACACS+ separates authentication from authorization

* RADIUS does not separate authentication from authorization
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AAA Authorization Configuration with CLI

Command
Syntax

Authorization Method
Lists

Example AAA
Authorization

© 2013 Cisco and/or its affiliates. All rights reserved.

El(config)# aaa authorization (network | exec | commands Isvel}
{dafault | list-name} methodl... methodd]

Rl (config)# aaa authorization exec ?

WORD Named authorization list.
default The default authorization list,

Rl (config)# aaa authorization (network | exec | commands Iesvel}
{default | list-name} methodl...[methodd]

Rl (config)# aaa authorization exec default ?
cache Use Cached-group
group Use server-group.
if-authenticated Succeed if user has authenticated.
krb5-instance Use Kerberos instance privilege maps.
local Use local database.
none No authorization (always succeeds).

Rl (config) # aaa authorization exec default group ?
WORD Server-group name
ldap Use list of all LDAP hosts.
radius Use list of all Radius hosts.
tacacst+ Use list of all Tacacs+ hosts.

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOngSrPa55w0rd
Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPa55w0rd

Rl (config) # aaa new-model
Rl (config)# aaa authorization exec default group tacacs+
Rl (config)# aaa authorization network default group tacacs+

Cisco Public
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Topic 3.5.2:
Configuring Server-Based AAA Accounting




INtroduction to server-nased AAA
Accounting

TR G S

472919345 00A?4255000000003
Drwtach here and return upper porlion with check or maney order, B0 not staple or fold.

Statement of Personal Credit Card Account

Fistan s porior for your e
Cardmambar Nams Account Number Statsrsnt Cioaing Dats
JOE EMPLOYEE 1234-456-890 01-31-01

Ststemant Date:  02-01-01 Payment Diss Dabe: 03-01-01

Closing Date: 01310
Credit Limit $1,500.00 Crodit Available: $1zn .80

New Balsnce:  5278.50 Minimum Payment Dus: $20.00

B
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AAA Accounting Configuration with CLI

Command
Syntax

Accounting Method
Lists

Example AAA
Accounting

© 2013 Cisco and/or its affiliates. All rights reserved.

Rl {(config) #

aaa accounting (network | exec | connection} {default | Ilist-name}

{start-stop | stop-only | none | [broadecast] methodl... [methodd]

Rl (config)# aaa accounting exec?
WORD Named Accounting list.

default The default accounting list,

Rl {config) #

aaa accounting (network | exec | connection] {default | list-name]
{start-stop | stop-only | none | [broadcast] methodl... [methodd]

Rl (config) # aaa accounting exec default start-stop?
broadcast Use Broadcast for Accounting
group Use Server-group

Rl (config) # aaa accounting exec default start-stop group?
WORD Server-group name
' Use list of all Radius hosts.
Use list of all Tacacs+ hosts.

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOngSrPaSw0rd

Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPaS5w0rd
Rl (config) # aaa new-model
Rl (config)# aaa authentication login default group tacacs+

Rl (config)# aaa authorization exec default group tacacs+

Rl (config)# aaa authorization network default group tacacs+

Rl (config)# aaa accounting exec default start-stop group tacacs+

Rl (config) # aaa accounting network default start-stop group tacacs+

Cisco Public
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Topic 3.5.3:
802.1X Authentication




SECUrItY USINg oUZ. 1A FOrt-based

Authentication

Supplicant

Authenticator

Authentication
Server(RADIUS)

Controls physical
access to the network
based on client
authentication status

Supplicant

Requires access and
responds to requests
from switch

802.1X Message Exchange

Performs client

802.1X Roles

authentication.
Authentication
Supplicant Authenticator SRIS(EADRIS)
[ EAPOL ] [ EAP s [ RADIUS ] [ EAP
'
EAPOL-Start
e
EAP-Request/Identity
-«
EAP-Response/ldentity RADIUS Access-Request
e i
EAP-Request/OTP (One-Time-Password) I RADIUS Access-Challenge
-€ -
EAP-Response/OTP RADIUS Access-Request
> >
EAP-Success e RADIUS Access-Accept
- <
Port Authorized
EAPOL-Logoff
SEs
Port Unauthorized

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public



802.1X Port Authorization State

Command Syntax for dotlx port-

Authentication

Supplicant Authenticator Server(RADIUS)

51{config-if)# authentication port-control {auto | force-authorized | force-

unauthorized)

Parameter Description

auto Enables 802.1X port-based authentication and causes the port to
begin in the unauthorized state, enabling only EAPOL frames to be
sent and received through the port.

force-authorized The port sends and receives normal traffic without 802.1x-based
authentication of the client. This is the default setting.

force-unauthorized Causes the port to remain in the unauthorized state, ignoring all
attempts by the client to authenticate. The switch cannot provide
authentication services to the client through the port.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Configuring 802.1X

Authentication Server
(RADIUS)

Supplicant

Authenticator

FO/1 E

10.1.1.50

Sl(config)# aaa new-model

Sl(config)# radius server CCNAS

Sl (config-radius-server)# address ipv4 10.1.1.50 auth-port 1812 acct-port 1813
Sl (config-radius-server)# key RADIUS-Pa55w0rd

51 (config-radius-server)# exit

Sl (config)# aaa authentication dotlx default group radius

Sl(config)# dotlx system-auth-control

51 (config)# interface FO0/1

Sl(config-if)# description Access Port

Sl (config-if)# switchport mode access
Sl(config-if)# authentication port-control auto
Sl (config-if)# dotlx pae authenticator
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Section 3.6:
Summary

Chapter Objectives:

Explain how AAA is used to secure a network.

Implement AAA authentication that validates users against a local
database.

Implement server-based AAA authentication using TACACS+ and
RADIUS protocols.

Configure server-based AAA authorization and accounting.
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Instructor Resources

 Remember, there are ol
sl lel ] s

helpful tutorials and user  "cisco” Cisco Networking A
guides available via your

NetSpace home page. MetSpace Home About Ls 1Pr0gram Offerings Communities
(httpS [[WWW. netacad.co 2 NetSpace FAQs and Tutorials
m) Cisco Certifications and vouchers
Welcome to NetSpace
 These resources cover a Alumnl Resources
Va nety Of top|cs Teach = Equipment Infarmation
. J . . eac ahage Lea -
including navigation, : Curmiculum Features
assessments, and
assignments.
Managing Assessments
« A screenshot has been T heecoment iewer
provided here : EEJEHﬁigiéﬁé?serﬂéjnﬁjﬁééggd
h|gh||ght|ng the tutorials . Stm?a%?Pgr?ruersrﬁgnnecgisseevslgﬁnentSum_man.r
. . — Activation Tool: Complete Tutarial (13 Minutes)
related to activating « Activation Tool: Bulk Activation
. « Activation Tool: Bulk Deactivation NEW
examS, manag|ng . Act?vat?DnTnul: Manage&ctivati.nns. _
assessme ntS ) an d : ;;;tévka;ﬁ_r:;:Deuz;lgtcltr{:i?:g?a?jr;fu:twatn:un Frofile Rewsead

creatinﬁ ﬁuizzes. —
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