CCIE Security v6 Practice Lab v1.0

CCIE Lab Center

CLC
CCIE Security vé6:
Practice Lab v1.2

The Trusted Name In CCIE

CClEfllab¥Center,

www.ccielabeenter.com

CCIE CCIE CCIE
Enterprise Infrastructure Security DataCenter

CCIE CCIE CCIE
Collaboration Service Provider Enterprise Wireless

ke,

P,
r°¢fo, lob

l1|Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v1.0

CCIE Lab Center

Workbook Description

Author: CCIE Lab Center (CLC)

Focus: Practice

Level: Expert (CCIE)

Stream: CCIE Security v6: NAT & VPN Technology

Lab: Practice Lab v1.2

Content: Topology, Questions, Initial Configuration, Solutions, Verifications.
Format: PDF

Protection: DRM Protected

Price/Cost: $150 USD

2|Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v1.0

CCIE Lab Center

Table of Contents Page No
1. Lab Details 4
1.1 Lab Summary 4
1.2 Initial Configuration 10
2. Texas DC Site Deployment 24
2.1 CONFIGURE ASA1 & 2 FOR ACTIVE/STANDBY 24
2.2 Configure Static routing on ASA1 28
2.3 Configure telnet & SSH access on ASA1 from inside 29
2.4 Configure OSPF on ASA1 for MPLS link 30
2.5 Web server 10.10.10.254 should accessible from New Jersey ,Virginia & New York using MPLS Link 31
2.6 telnet-ssh should accessible from Virginia & New York using MPLS Link 34
3. Deployment of California 35
3.1 Configuring ASA3 interfaces with below configuration 35
3.2 Configuring ASA3 with Static routes 10.10.30.0/24 & 10.10.40.0/24—Next hop is 172.16.20.2 36

Default routes—Next hop is 192.168.200.1
3.3 Configuring ASA3 for SNMP with inside host 10.10.40.254 37
3.4 Configuring ASA3 for logging with inside host 10.10.40.254 37
3.5 Configuring Banner for ASA3 with below message 38
3.6 Configuring Static NAT for Web(HTTP,HTTPS) & FTP-RDP. 38
3.7 Configuring Internet access on 10.10.30.0/24 & 10.10.40.0/24 Network 44
4. Deployment of Virginia & New 45
4.1 Configuring Internet access for 10.20.20.0/24 on R2 45
4.2 Configuring Internet access for 10.30.10.0/24 on R3 router 47
4.3 Configuring single Gateway IPSec VPN between R2 & R3 with internet access 49
4.4 Configuring Dual Gateway IPSec VPN between R2 & R3 with internet access 54
5. Deployment of Virginia & New York 63
5.1 Configuring IPSec VPN between ASA4 & 5 63
3|Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v1.0

CCIE Lab Center

1: LAB Details

1.1: LAB Summary

1.1. a: Hardware details

1) Active/Standby Failover

2) Local Internet Access

3) Static & Dynamic NAT

4) Policy NAT

5) IPSec VPN

6) Dual IPSEC VPN+NAT (PAT) on Router
7) Dynamic Routing in ASA

CPU 8 core

RAM 32 GB

HDD 500 GB

Note: After starting all nodes wait for 10 minutes for CPU utilization getting back to normal.

| b Poweran | & Edit | (@ Refresh | £F Adions

EVE-Pro

Guest 05 Ubuntu Linux (84-bit)
Compatibility ESXi 6.0 and later (VM version 11)
VMware Tools

CPUs

CPU Ej

0 MHz

MEMORY ENEE
0B

Memary

STORAGE g

23094 GB

EVE-NG version: 3.0.1-16-PRO

QEMU version:2.4.0 88%

UKSM Status: [0

CPU Limit Status: I3 CPU usage Memory usage

0% 3 4%

Swap usage Disk usage on /

Role: admin

POD: 0 10 0

16

running IOL nodes running Dynamips nodes running QEMU nodes

10
running Docker nodes
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1.1. b: How to upload images into EVE-NG

Stepl: After starting eve-ng instance Login with filezilla (with your displayed ip address using username &
password as root & eve respectively)

e
FileZilla

File Edit View Transfer Server Bookmarks Help

113 = Ll = = y

m'| = r_-«-|u'h° % -¢|$:Q o8

Host: Username: Password: | eee | Port: |?_2 | |Quickconnect -

Step2: Upload gemu images as shown below

ost | £ o Username: Password:|'" | Port:| | Quickconnect |+

ug

“?.esp onse: New directory is: "/opt/unetlab/addons/qemu”

Command: mkdir "vtbond-13.4.4"

Error: rmikdir fopt/unetlab/addons/gemu/vthond-18.4.4: received failure with description ‘Failure'
Command: mkdir "/opt/unetlab/addons/qemu/vtbond-18.4.4"

Error: rmikdir fopt/unetlab/addons/gemu/vthond-18.4.4: received failure with description ‘Failure'
Status:  Disconnected from server

Local site: TesktophExample folder\ Rernote site: |/opt/unetlab/addons/qemu
Cookies I

-1 Desktop
: Example folder
Final LAB1

SDwan

L 2 csr1000vng-ucmkd.16.11. 1a-serial

v

Filename il | Filename

[ vibon| + Uploss win-10
vismart-18.4.4

1044

Q‘" Add files to queue

Step3: Login to your eve-ng server/hypervisor/vmware/etc. with username root & password eve

Step4: Run below command using cli

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions
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Step5: Uploading IOL images as shown below

Local site: | EAOL images\, Remote sitf: | /opt/unetlab/addons/iol/bin

Backup - addons
DATA - dynamips
eve-ng images - | iol
EVE-PRO-VM bin
0L images L2 lib
ise backup - gemu

Filename Filesize Filetype Last modified PFilename Flesize  Fletype Last modifie ermissions  Uwner/Group
D CiscolQUKeygen.py 987 PYFile TF2020 11713, CiscolQUKeygen.py 987 PYFile 1/31/2020 3: - root root
D i86bi-linux-12-adventerpri., 102,550,396 BIN File T721/2020 111718, -[2- ... 102,550,396 BIN File 1/31/2020 4 - 1 root root
D iB6bi-linux-12-adventerpri... 105,035,380 BIN File T/27/2020 11:17:18.., i -12- ... 105,03 BIN File 1/31/2020 3; - root root
D i86bi-linux-13-adventerpri... 172,982,432 BINFile T/27/2020 11:17:21... .. 172,982,432 BINFile 1/31/20201 - root root
D iourc 37 File T/27/2020 1117418 i 37 File 1/31/2020 3: -rw-r- root root
D nano save SAVE File T/27/2020 11718, 3 SAVEFile -IW-T--T-- root root

R RRRBBBBEiNDESSDDDREEEBBBEBEBEBBEBEDEBB|||xYY=V=DRDRL

Step6: Run below command using cli

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

For more details on uploading images you can visit the below link.
https://www.eve-ng.net/index.php/documentation/howtos/howto-add-cisco-iol-ios-on-linux/
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1.1. c: Lab Topology in Light Mode

CCIE Secuirty v6 -
CLC LABY | mwaeiy
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v
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1.1. d: Lab Topology in Dark Mode
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1.1. e: IP Detalls

Outside Inside
1| ASA1 Taxas 192.168.2.2/29 | 80.100.10.2/29 172.16.10.1/29
2 | ASA3 California | NA 192.168.200.2/29 | 172.16.20.1/29
New
3 | ASA4 Jersey 60.100.10.2/29 | NA 172.16.30.1/29
ASA5 RTP 60.100.10.1/29 | NA 172.16.40.1/29

1.1. f: Lab Nodes Used

Image versions used in Lab.

Cisco v:ASA Cisco Adaptive Security Appliance Software Version 9.4(4)37
MPLS Router: i86bi_LinuxL3-AdvEnterpriseK9-M2_15.bin

Internet Router: i86bi_LinuxL3-AdvEnterpriseK9-M2_15.bin

L2 Switch: i86bi_linux_I2-adventerprisek9-15.2b.bin

Host system: EVE Docker GUI-Server

Windows10: FTP/RDP

Virtual PC:Testing
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1.2 : Initial Configuration

For ISP Router, Switches, Hosts and Servers configurations are given below.

Startup Configuration

i86bi_Linuxl3-AdvEnterprisek8-i2_157_3 May_2018.bin -
Name/prefix

Internet
lcon

@ Routerpng -
NVRAM (KB) DAL [RAR)

1024 2045
Ethernet portgroups (4 int each) Serial portgroups (4 int each)

2 0

I. Internet Router
hostname internet
ip name-server 8.8.8.8
ip name-server 1.1.1.1

ip domain-name ccielabcenter.com
interface Ethernet0/0

description *** Connected to ASA3 ***
ip address 192.168.200.1 255.255.255.248
ip nat inside

ip virtual-reassembly in

duplex auto

I

interface Ethernet0/1

description *** Connected to SW2 ***

ip address 60.100.20.1 255.255.255.248
ip nat inside

ip virtual-reassembly in

duplex auto

I

!

interface Ethernet0/3

description *** Connected to R3 ISP1 ***
no ip address

ip nat inside

ip virtual-reassembly in

duplex auto

I
interface Ethernet1/0

description *** Connected to R3 ISP2 ***
ip address 192.168.250.1 255.255.255.248
ip nat inside
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ip virtual-reassembly in

duplex auto
I
interface Ethernet1/1

description *** Connected to R2 ***

ip address 192.168.100.1 255.255.255.248
ip nat inside

ip virtual-reassembly in

duplex auto

I

interface Ethernet1/2

description *** Connected to internet ***
ip address dhcp

ip nat outside

ip virtual-reassembly in

duplex auto

I

interface Ethernet1/3

ip address 192.168.150.1 255.255.255.248
ip natinside

ip virtual-reassembly in

duplex auto
I

ip nat inside source list NAT interface Ethernet1/2 overload
ip route 80.100.10.0 255.255.255.248 60.100.20.2
]

ip access-list standard NAT

permit 60.100.20.0 0.0.0.7

permit 80.100.10.0 0.0.0.7

permit 192.168.200.0 0.0.0.7

permit 192.168.100.0 0.0.0.7

permit 192.168.150.0 0.0.0.7

permit 192.168.250.0 0.0.0.7

]

MPLS

Name/prefix

MPLS
lcon
B MPLS.png
NVRAM (KB) RAM (MB)
1024 2043
Ethernet portgroups (4 int each) Serial portgroups (4 int each)

] P
Fd u

hostnéme MPLS

ip domain name ccielabcenter.com

interface Ethernet0/3

description *** Connected to R1 ***
ip address 192.168.3.1 255.255.255.248
duplex auto
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interface Ethernet1/0

description *** Connected to R3 ***

ip address 192.168.4.1 255.255.255.248
duplex auto

I

interface Ethernet1/1

description *** Connected to ASA4 ***
ip address 192.168.1.1 255.255.255.248
duplex auto

I

interface Ethernet1/2

description *** Connected to SW1 ***
ip address 192.168.2.1 255.255.255.248
duplex auto

I

router ospf 10

redistribute connected subnets
network 192.168.1.0 0.0.0.7 area 0
network 192.168.2.0 0.0.0.7 area 0
network 192.168.3.0 0.0.0.7 area 0
network 192.168.4.0 0.0.0.7 area 0

SwWi
hostname SW1

vlan 100
name MPLS
ip domain name ccielabcenter.com

interface Ethernet0/0

description *** Connected to MPLS ***
no switchport

ip address 192.168.2.2 255.255.255.248
duplex auto

I

interface Ethernet0/1

description *** Connected to SW2 ***
switchport trunk encapsulation dotlq
switchport mode trunk

duplex auto

I

interface Ethernet0/2

description *** Connected to ASA1 Gi0O/0 Active ***
switchport access vlan 100

switchport mode access

duplex auto

I

!
interface Ethernet1/0

description *** Connected to ASA2 Gi0/0 SEC ***
switchport access vlan 100

switchport mode access
!
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interface Vlan100

description *** COnnected to MPLS ***
ip address 192.168.10.1 255.255.255.248
|

router ospf 10

redistribute connected subnets

network 192.168.2.0 0.0.0.7 area 0
network 192.168.10.0 0.0.0.7 area 0

SwW2

hostname SW2

vlan 200

name INT

ip domain name ccielabcenter.com

interface Ethernet0/1

description *** Connected to SW1 ***
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/2

no switchport

ip address 60.100.20.2 255.255.255.248
duplex auto

I

interface Ethernet0/3

description *** Connected to ASA2 Gi0/1 SEC ***
switchport access vlan 200

switchport mode access

I

interface Ethernet1/0

description *** Connected to ASA1 Gi0/1 Active ***
switchport access vlan 200

switchport mode access

duplex auto

I

interface Vlan200

description *** INT Link ***

ip address 80.100.10.1 255.255.255.248
!

ip route 0.0.0.0 0.0.0.0 60.100.20.1

SW3
hostname SW3

vtp domain clc

vtp version 2

vtp mode server

ip domain name ccielabcenter.com

vlan 10
name web
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vlan 20
name telnet-ssh

interface Port-channel10

description *** Created for SW4 ***
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/0

switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 10 mode active

I

interface Ethernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 10 mode active

I

interface Ethernet0/2

description *** Connected to ASA1 Gi0/2 Active ***
switchport access vlan 200
switchport mode access

I

interface Ethernet0/3

description *** Connected to Sw5 ***
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Vlan10

description *** Web ***

ip address 10.10.10.2 255.255.255.0
vrrp 10ip 10.10.10.1

vrrp 10 priority 200

I

interface Vlan20

description *** FTp ***

ip address 10.10.20.2 255.255.255.0
vrrp 20ip 10.10.20.1

vrrp 20 priority 200

I

interface Vlan200

description *** Inside ***

ip address 172.16.10.4 255.255.255.248
vrrp 200ip 172.16.10.2

vrrp 200 priority 200

ip route 0.0.0.00.0.0.0 172.16.10.1

Sw4

hostname SW4

vtp domain clc

vtp version 2

vtp mode client

ip domain name ccielabcenter.com
interface Port-channel10

description *** Created for SW3 ***
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switchport trunk encapsulation dotlq
switchport mode trunk

I
interface Ethernet0/0

switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 10 mode active

I
interface Ethernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 10 mode active

I

interface Ethernet0/2

description *** Connected to ASA1 Gi0/2 Backup ***
switchport access vlan 200
switchport mode access

I

interface Ethernet0/3

description *** Connected to Sw5 ***
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Vlan10

description *** Web ***

ip address 10.10.10.3 255.255.255.0
vrrp 10ip 10.10.10.1

I

interface Vlan20

description *** Ftp ***

ip address 10.10.20.3 255.255.255.0
vrrp 20ip 10.10.20.1

I

interface Vlan200

description *** |nside ***

ip address 172.16.10.5 255.255.255.0
vrrp 200ip 172.16.10.2

ip route 0.0.0.00.0.0.0 172.16.10.1

SW5

hostname SW5
vtp domain clc
vtp version 2
vtp mode client

ip domain name ccielabcenter.com

interface Ethernet0/0

description *** Connected to SW3 ***
switchport trunk encapsulation dotlq
switchport mode trunk
I
interface Ethernet0/1

description *** Connected to SW4 ***
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switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/2

description *** Connected to WEB ***
switchport access vlan 10

switchport mode access

I

interface Ethernet0/3

description *** Connected to TELNET-SSH ***
switchport access vlan 20

switchport mode access

VIIL. WEB (for Pro version)

& mpplications Places System g % Men Jul 13, 13:08 B
S Accessorles
) craphics
;_..'_}I Intermet
%4 Office
5 other
5 Programming
Hi sound & vides
| Caja
B | LogFile Viewer
) MATE DHsk Usage analyzer
B MATE System Monitor
| MATE Terminal

Use the command line

#d| Power Statiskics
E| RCMTerm
8, doard Editor

T e —
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g

spliMon Jul 13,1310 A

File Edit Wiew Search Terminal Help
root

E| Select All
Profites. ..
Keybaard Shortculs. ..

Profite Preferences

thinclicnt_dr

ifconfig eth0 10.10.10.254 netmask 255.255.255.0
route add default gw 10.10.10.1 eth0

IX. Web (for Community version)
hostname web
username clc privilege 15 password O clc
interface Ethernet0/0
ip address 10.10.10.254 255.255.255.0
no shut
ip http server
ip http authentication local

ip http secure-server
ip route 0.0.0.0 0.0.0.010.10.10.1

X. Telnet-SSH
hostname SW7
ip domain name ccielabcenter.com
crypto key generate rsa
1024

username clc privilege 15 password clc

interface Ethernet0/0
ip address 10.10.20.254 255.255.255.0
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ip default-gateway 10.10.20.1

linevt04
transport input ssh telnet
login local

on SW6

vtp domain clc
vtp version 2
vtp mode server

hostname SW6

vlan 10

name HTTP-HTTPS

vlan 20

name FTP-RDP

ip domain name ccielabcenter.com

interface Ethernet0/0
description *** Connected to ASA3 Inside ***
no switchport

ip address 172.16.20.2 255.255.255.248
duplex auto
|
interface Ethernet0/1

description *** Connected to SW8 ***
switchport trunk encapsulation dotlq
switchport mode trunk
|
interface Ethernet0/2

description *** Connected to SW9 ***
switchport trunk encapsulation dotlq
switchport mode trunk
|
interface Vlan10

description *** Created for HTTP-HTTPS ***
ip address 10.10.30.1 255.255.255.0
!
interface Vlan20

description *** Created for FTP-RDP ***
ip address 10.10.40.1 255.255.255.0
!
|

ip route 0.0.0.00.0.0.0172.16.20.1

on SW8

hostname SW8

vtp domain clc

vtp version 2

vtp mode client

ip domain name ccielabcenter.com
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interface Port-channel10

switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/0

description *** Connected to SW6 ***
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/1

description ** COnnected to to SW9 ***
switchport trunk encapsulation dotlq
switchport mode trunk

channel-group 10 mode active

I

interface Ethernet0/2

description ** COnnected to to SW9 ***
switchport trunk encapsulation dotlq
switchport mode trunk

channel-group 10 mode active

I

interface Ethernet0/3

description *** Connected to SW10 ***
switchport trunk encapsulation dotlq
switchport mode trunk

on SW9

hostname SW9

vtp domain clc

vtp version 2

vtp mode client

ip domain name ccielabcenter.com

interface Port-channel10

switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/0

description *** Connected to SW6
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/1

description *** Connected to SW8 ***
switchport trunk encapsulation dotlq
switchport mode trunk

channel-group 10 mode active

I
interface Ethernet0/2

description *** COnnected to SW8 ***
switchport trunk encapsulation dotlq
switchport mode trunk

channel-group 10 mode active
|
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interface Ethernet0/3

description *** Connected to SW10 ***
switchport trunk encapsulation dotlq
switchport mode trunk

on SW10

vtp domain clc

vtp version 2

vtp mode client

ip domain name ccielabcenter.com

hostname SW10

interface Ethernet0/0

description *** Connected to SW8 ***
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/1

description *** Connected to SW9 ***
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface Ethernet0/2

description *** Connected to HTTP-HTTPS ***
switchport access vlan 10

switchport mode access

I
interface Ethernet0/3

description *** Connected to FTP-RDP ***
switchport access vlan 20

switchport mode access

XI. FTP-RDP(Windows10)

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C)Obtain an IP address automatically
(@) Use the following IP address:

IP address: 10 . 10 . . 254
Subnet mask: 255,255,255, 0

Default gateway: 0 .10 .40 . 1

Ohtain ONS server address automatically
LIDtain LNS server adaress automaocally

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

Advanced...

Cancel

20|Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v1.0

CCIE Lab Center

Xil. R1

ip domain name ccielabcenter.com
Hostname R1

interface Ethernet0/0
description *** Connected to MPLS ***
ip address 192.168.3.2 255.255.255.248

duplex auto
I

interface Ethernet0/1

description *** Connected to SW12 ***
ip address 10.20.10.1 255.255.255.0

|

!

router ospf 10

redistribute connected subnets
network 192.168.3.0 0.0.0.7 area 0

XIll. R2
ip domain name ccielabcenter.com
Hostname R2
interface Ethernet0/0
description *** Connected to Internet ***
ip address 192.168.200.2 255.255.255.248
I

interface Ethernet0/1
description *** Connected to SW11 ***
ip address 10.20.20.1 255.255.255.0

ip route 0.0.0.0 0.0.0.0 192.168.200.1
!

XIvV. SW11,SW12,SW13
Hostname SW11
Hostname SW12
Hostname SW13
ip domain name ccielabcenter.com

XV. VIP

hostname vip
interface Ethernet0/0

ip address 10.20.10.254 255.255.255.0

no shut

ip route 0.0.0.00.0.0.0 10.20.10.1
XVI. Vendor (for Pro version)
Go to Application > system tools >MATE Terminal
ifconfig eth0 10.20.20.254 netmask 255.255.255.0
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route add default gw 10.20.20.1 eth0

vim /etc/resolv.conf

nameserver 1.1.1.1
nameserver 8.8.8.8

esc>:wq
Vendor (for Community version)

hostname vendor

interface Ethernet0/0
ip address 10.20.20.254 255.255.255.0
no shut

ip route 0.0.0.0 0.0.0.0 10.20.20.1

XVII. R3

Hostname R3

interface Ethernet0/2

description *** Connected to SW14 ***
ip domain name ccielabcenter.com

ip address 10.30.10.1 255.255.255.0
interface Ethernet0/3

description *** Connected to MPLS ***
ip address 192.168.4.2 255.255.255.248

duplex auto
|

.interface Ethernetl1/0
description *** Connected to ISP1 ***
ip address 192.168.150.2 255.255.255.248

router ospf 10
redistribute connected subnets
network 192.168.4.0 0.0.0.7 area 0

ip route 0.0.0.0 0.0.0.0 192.168.150.1

XVIIl. SW14

Hostname SW14
ip domain name ccielabcenter.com

XIX. IT ( for Pro version)
Go to Application > system tools >MATE Terminal

ifconfig eth0 10.30.10.254 netmask 255.255.255.0
route add default gw 10.30.10.1 eth0
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vim /etc/resolv.conf

nameserver 1.1.1.1
nameserver 8.8.8.8

esc>:wq

for Community version
hostname IT

username clc privilege 15 password O clc
interface Ethernet0/0

ip address 10.30.10.254 255.255.255.0
no shut

ip http server

ip http authentication local

ip http secure-server

ip route 0.0.0.0 0.0.0.0 10.30.10.1

XX. R4

Hostname R4
ip domain name ccielabcenter.com

interface Loopback10

ip address 10.40.10.1 255.255.255.0
|

interface Ethernet0/0

description *** Connected to ASA4 Inside ***
ip address 172.16.30.2 255.255.255.248
duplex auto

ip route 0.0.0.0 0.0.0.0 172.16.30.1

XXI. R5

Hostname R4
ip domain name ccielabcenter.com

interface Loopback10

ip address 10.40.20.1 255.255.255.0
|

interface Ethernet0/0

description *** Connected to ASA5 Inside ***
ip address 172.16.40.2 255.255.255.248
duplex auto

ip route 0.0.0.00.0.0.0172.16.40.1
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2: Texas DC site Deployment

2.1: CONFIGURE ASA1 & 2 FOR ACTIVE/STANDBY

Configure hostname as ASAv1 and ASAv2

Configure ASAv2 device to back up ASAv2 in the event of failure
Configure gi0/3 as the failover link

Configure gi0/4 as the Stateful link

Authenticate the failover control messages using a key “clc”
Monitor all interfaces

ASA1 & ASA2 IP information

hostname nterface SEC Level Nameif PRI IP SECIP
Gio/1 0 internet 80.100.10.2/29 80.100.10.3/29
Gio/0 0 mpls 192.168.2.2/29 192.168.2.3/29
ASA1 Gio/2 100 inside 172.16.10.1/29 172.16.10.3/29

Gio/3 NA fo 1.1.1.1/30 1.1.1.2/30
Gio/4 NA stateful 2.2.2.1/30 2.2.2.2/30

Solution

On ASA1

hostname ASA1

interface g 0/0

no shut

nameif mpls

ip address 192.168.10.2 255.255.255.248 standby 192.168.10.3

interface g0/1

no shut

nameif internet
ip address 80.100.10.2 255.255.255.248 standby 80.100.10.3

interface g0/2

no shut

nameif inside

ip address 172.16.10.1 255.255.255.248 standby 172.16.10.3
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interface g 0/3

no shut

description failover link
interface g0/4

no shut

description statefull link

failover lan unit primary

failover lan interface FO GigabitEthernet0/3

failover key clc

failover link STATE GigabitEthernet0/4

failover interface ip FO 1.1.1.1 255.255.255.252 standby 1.1.1.2
failover interface ip STATE 2.2.2.1 255.255.255.252 standby 2.2.2.2

On ASA2

interface g 0/3
no shut

interface g0/4
no shut

failover lan unit secondary

failover lan interface FO GigabitEthernet0/3

failover key clc

failover link STATE GigabitEthernet0/4

failover interface ip FO 1.1.1.1 255.255.255.252 standby 1.1.1.2
failover interface ip STATE 2.2.2.1 255.255.255.252 standby 2.2.2.2

Output on Primary

H

thoth

Hi
TR s TR TR T | R 1]

£

ASA] (config) # I
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Ho Active mate detected
configuration replication: Sending to
Eeplication to mate

GigabitEthernetd/3 (up)
timeout 00
frequency 1 seconds, holdtime 15 seconds
5 seconds, holdtime 25 seconds
Interface v 1
itored Interfaces 3 of €1 maximum
Address Move Notification Interval not set
version: Qurs 9.4(4)37, Mate 9.4(4)37
Last Fa#TOVEL dC: UE:l2:0l UIC Sep 29 3

This host: Primary

Normal (Monitored)
Normal (Monitored)
Interfa ] 182 . }: |Hormal (Monitored)
Cther host: Second
HCCIVE
Normal (Monitored)
Normal {(Monitored)
Normal (Monitored)

IFvEé ND tbl
VEN IHEvl S&

VPN IEEv1l P2

Output on Secondary

an Active mate
replication from mate.
database is empty and there commands for 'LO

" SmartCallHome ServerCA"™ and
Trustpoint
WARNING: Trustpoint SmartCallHome ServerCh is

End configuration replication from mate.
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2.2: Configure Static routing on ASA1

10.10.10.0.24 & 10.10.20.0/24 Next hop IP is 172.16.10.2

Solution
route inside 10.10.10.0 255.255.255.0172.16.10.2

route inside 10.10.20.0 255.255.255.0 172.16.10.2
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2.3:Configure telnet & SSH access on ASA1 from inside

Solution

passwd cisco

domain-name ccielabcenter.com

crypto key generate rsa modulus 1024
username admin password cisco privilege 15
aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 inside

telnet 0.0.0.0 0.0.0.0 inside
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2.4: Configure OSPF on ASA1 for MPLS link

On ASA1l

router ospf 10
network 192.168.10.0 255.255.255.248 area 0
redistribute static subnets

output
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2.5: Web server 10.10.10.254 should accessible from

New Jersey ,Virginia & New York using MPLS Link

Solution

object network web-server

host 10.10.10.254

access-list mpls permit tcp any object web-server eq 80
access-group mpls in interface mpls

Output
on New York (IT System)

Apache2 Ubuntu Default Page: it works - Mozllla Firefox

© | £ 10.10.10.25¢

@ Apache2 Ubuntu Default Page

e —

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var /www/html/index.htal)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently i due to mai e. If the pi persists, please contact the
site’s administrator.

~ Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
di d in jusr/sh d he2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

| fetc/apache2/
| |-- apache2.conf
; ports.conf
- mods-enabled
/-~ *.load
‘.- *.conf
- conf-enabled
‘.- *.conf
- sites-enabled
f.- *.conf

£ B rootom - Apache2 Ubuntu Defau... [B root@IT. -
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On Virginia R1 router

On New Jersey R4 can be try once after configuring ASA4

On ASA4

router ospf 10
network 192.168.1.0 255.255.255.248 area 0
redistribute connected subnets

access-list in extended permit tcp any host 10.10.10.254 eq www
access-group in in interface inside
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2.6: telnet-ssh should accessible from Virginia &
New York using MPLS Link

1#telnet 10.10.20.254
rying 10.10.20.254 ... Open

ser Access Verification

serpname: clc
assword:
elnet-SSH#
elnet-SSH#
elnet-SSH#exit

[Connection to 10.10.20.254 closed by foreign host]
1#

1#ssh -1 clc 10.10.20.254

assword:

elnet-S5H#
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3: Deployment of California

3.1 Configuring ASA3 interfaces with below configuration

ASA3 IP information
SEC
hostname | Interface Level Nameif IP
Gio/0 0 outside | 192.168.200.2/29
ASA3 X -
Gio/2 100 inside 172.16.20.1/29

Solution

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.200.2 255.255.255.248

interface GigabitEthernet0/2

nameif inside

security-level 100

ip address 172.16.20.1 255.255.255.248
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3.2: Configuring ASA3 with Static routes

10.10.30.0/24 & 10.10.40.0/24—Next hop is 172.16.20.2 Defaul
routes—Next hop is 192.168.200.1

TAsk2 Configuring ASA3 with Static routes
10.10.30.0/24 & 10.10.40.0/24—Next hop is 172.16.20.2

Solution

route outside 0.0.0.0 0.0.0.0 192.168.200.1 1
route inside 10.10.30.0 255.255.255.0 172.16.20.2 1
route inside 10.10.40.0 255.255.255.0 172.16.20.2 1

AsA3(config)# ping 10.10.30.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.30.1, timeout is 2 seconds:

success rate is 100 percent (5/5) round-trip min/avg/max = 1/6/20 ms
AsA3(config)# ping 10.10.40.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.40.1, timeout is 2 seconds:

success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/10 ms
AsA3(config)#
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3.3: Configuring ASA3 for SNMP with inside host 10.10.40.254

solution

snmp-server community clc
snmp-server enable traps
snmp-server host inside 10.10.40.254
snmp-server location california
snmp-server contact clcadmin

3.4: Configuring ASA3 for logging with inside host 10.10.40.254

Solution

logging enable

logging buffer-size 4096

logging host inside 10.10.40.254
logging facility 16
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3.5: Configuring Banner for ASA3 with below message

banner motd *

banner motd Welcome to ccielabcenter.com

banner motd Only authorized users are allowed to connect
banner motd *

—_————————————————

=4

wWelcome to ccielabcenter.com
only authorized users are allowed To connect
k-

Type help or '?' for a list of available commands.
asa3=

3.6: Configuring Static NAT for Web(HTTP,HTTPS) & FTP-RDP.

PartA

object network web-server

host 10.10.30.254

nat (inside,outside) static 192.168.200.4

access-list out permit tcp any object web-server eq 80
access-list out permit tcp any object web-server eq 443
access-group out in interface outside

Verification from IT PC (New York)

For HTTP
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a X

1]/)sat5ep 26, 10:01

A

& 172 - 172.203.101:55875 - Remote Desktop Connection

m Applications Places System i@,

HTTP-HTTPS Home Page - Mozilla Firefox
|HTTP-HTTPS Heme Page % | ) Server Mot Found +

a ¢ @ 0| £ 192168.2004

Cisco Systems
lAccessing Cisco Unix "HTTP-HTTPS"

Show diagnostic log - display the diagnostic log.
Maonitor the router - HTML access to the command line interface at level 0.1.2,345.6.7.89.10.11.12.13.14,15

Show tech.suppart - display information commonly needed by tech support.
Extended Ping - Send extended ping commands,

(oS Device Manager - Configure and monitor QoS through the web interface.

Help resources

1. CCO at www.cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
2, tac@cisco.com - e-mail the TAC,

3, 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@cisco.com - e-mail the HTML interface development group.

For HTTPs

- Remote Desktop Connection
1)) Sat Sep 26, 10:02

Applications Places System (@,

Warning: Potential Security Risk Ahead - Mozilla Firefox
A Warning: Potential Secu X | @\ Server Not Found X |+

<> C @ f https;//192.168.200.4

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.200.4. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

Learn more.

Go Back (Recommended) Advanced...
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ASAE(cnﬂfia}# sh xlate
1 in use, 1 most used
Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,
5 - static, T - twice, N - net-to-net
NAT from inside:10.10.30.254 to outside:192.168.200.4
flags s idle 0:01:27 timeout 0:00:00

AsA3(config)#

PartB 10.10.40.254

Configuration of ASA3

object network RDP
host 10.10.40.254

object network RDP

nat (inside,outside) static 192.168.200.5

access-list out extended permit tcp any object RDP eq 3389
access-list out extended permit tcp any object RDP range 20 21

Configuration of RDP server

Steps1: Download filezilla server for windwos
https://filezilla-project.org/download.php?type=server

steps2:configuring listen port on 21

FileZilla Server Options

—I- General settings General settings

Welcome message
IP bindings

‘. TP Filter List of ports between 1 and 65535, These

Listen on these ports: | 21 ports are used both for plain FTP and explicit

FTF over TLS, (Default port: 21)

Max. number of users: (0 for unlimited users)

Connection settings

- Passive mode settings

- Security settings

- Miscellaneous

- fidmin Interface settings
- Logging . ]
L o
is under heavy load,

Performance settings

- Filetransfer compression
- FTP ower TLS setlings
- Autoban

Timeout settings

Connections timeout: | 120 in seconds (1-2939, O for no timeout).

. in seconds (500-9999, 0 for no timeout). This value specifies
No Transfer timeout: the time a user has to initiate a file transfer,

Login timeout: in seconds (1-9999, 0 for no timeout). This value spedifies
the time in which a new user has to login.
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E FileZilla Server (127.0.0.1)

File Server | Edit 7

g

J6E100.2)= FASV
52 163.100.2)> 227 Entering Passive Mode (10,10.40.254,251,33)
52.168.100.2)> CWD /autostart
52.168.100.2)> 550 CWD failed. "/autostart™: directory not found.

{DDDDDE}BIEE!ZDED 11:15:00 AM - admin (192.168.100. 2}* STOR /aLtostart /caja desktop
06) 2020 11:15:00 AM - admin (192.168.100.2)> 550 Filename invalid
{DDDDDS}-B,-‘2E!2D2D 11:15:00 AM - admin (192.168.100.2)> CWD /

(000005)5 0 11:15:00 AM - admin (152.168.100.2)> 250 CWD successful. "
{DDDDDS}B!ZE!ZI}ZD 11: 15 DD AM admln |15'2 168.100.2)> MKD autostart
005)9/26/ .2)> 550 Cant create directory. Pemmission denied
= PASY
6/2020 11: 1‘: 09 AM - admln 1.4.: 168. 1.... 2) 227 Entering Passive Mode (10,10,40,254,200.97)
{DDDD[‘.\d}IEﬂE&I}zD 11:15:09 AM - admin (192.168.100.2)> MLSD
M - admin (152.168.100. 50 Opening data channel for dlrec:‘tor listing of "/
1:1 M - admin (132.168.100. z‘ Successfully transfemed ™
{DDDDDE}E}QE}QEQD 11:16:00 AM - admin (192.168.100. 2}‘ disconnected.
{DDDDDS}B;’EB;’ZI}ED 11:16:00 AM - admin (152.168.100.2)> disconnected.
) /20 : AM - admin (152.168.100.2)> 421 Connection timed out.
{DDDD[‘.\d}IEﬂE&I}zD 11:17:09 AM - admin (192.168.100.2)> disconnected.
Retrieving account settings, please wait. ..
Done retrieving account settings
Retrieving settings, please wait...
Done retrieving settings

"/ is current directory.

Steps: create user admin & password clc

0D0DOS) 3 = Account settings
(000006)5; Enable account
Password:

D00DDE)S, - Shared folders
(000005151 | cpeed Limits

i TP Filter Group membership: | <none:

GDDDDE}E D Bypass userlimit of server
00005)9;

(000004)5. Maximum connection count:

Connection limit per IP:
Add

[CJForce TLS for user login

(D0000E)3) Rename
000005)3)

0000049,

(000004)3,
Retrieving
Done retrig

Description

D s

Cancel

You can enter some comments about the user

Remove

Copy

379 bytes received 0B/s

2,544 bytes sent 0B/s
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Steps 4:disable windows firewall

9 ‘Windows Defender Firewall

<« =2 v 4 ﬁ'« System and Security » Windows Defender Firewall

Control Panel Home

Allow an zpp or feature
through Windows Defender
Firewall

) Change notification settings

®) Turn Windows Defender
Firewall on or off

) Restore defaults
&) Advanced settings

Troubleshoot my network

Security and Maintenance

Metwork and Sharing Center

Verification

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

PC through the Internet or a network.

Update your Firewall settings

Windows Defender Firewall is not using the
recommended settings to protect your

computer.

What are the recommended settings?

l @ Private networks

Metworks at home or work where you know and trust the people and devices on the netwerk

Windows Defender Firewall state:

Incoming connections:

Active private networks:

MNotification state:

. @ Guest or public networks

On IT system (New York)

elnet: Unable to connect to remote host:

oot@IT:~# telnet 192.
rying 192.168.200.5..
Lonnected to 192.168.2
scape character is '»

168.200.5 3389
00.5.
1

v O Search Control Panel

E;Use recommended settings

Connected

Off

Block all connections to apps that are not on the
list of allowed apps

2 Network

Motify me when Windows Defender Firewall
blocks a new app

Not connected

Connection timed out

172 -172.20.3.107:55875 - Remote Desktop Connection

[®) Applications Places System (g,

O

i sat Sep 26, 11:18

fu, Accessories ]

Warning: Potentlal Security Risk Ahead - Mozilla Firefox

Ty b | % | & Server Mot Found X+

] bromium Web Browser

& Fitezila

3 ‘ Firefox Web Browser

3 Oracle Java 8 Web Start

EH sound & Video v EH Remote Desktop Viewer

-.: System Tools ] ‘ Wireshark
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enter

b 172 - 172.20.3.101:55875 - Remote Desktop Connection

Applications Places System (g

(] X

i§)satSep 26, 11:13 0

admin@192.168.200.5- FileZilla
-
File Edit View Transfer Server Bookmarks Help

Hgst: 1192.168.200.5

Username: |admin Password: |+ Quickconneck |~

T TOGC I T

Insecure server, it does not support FTP over TLS.
Logged in

Retrieving directory listing...

Directory listing of "/" successful

Localsite: | /root/ v | | Remote site: /

i1

bd_build
bin
boot
dev

Filename A Filesize %ile(ype Last modified Filename 4

Filesize Filetype

Micro...
deskt...

.«cache
.config
.dbus
gvfs

Directory
Directory
Directory
Directory

09/26/2011:10...
09/26/2011:10...
09/19/2010:01...
09/19/2010:01...

1.5KB Ink-file
2828 ini-file

Last modified Permission O§ner/Gro

01/21/2021...
01/21/2021...

Jocal Directory 05/01/2020:37...

mnilla Nirartan mal26/200a:54

4files and 11 directories. Total size: 3.8 K8

2 files. Total size: 1.7K8

Server/Local file Directio Remote file Size Priority Status

J Queved files |Falled transfers Successfultransfers

lbsa3(config)# sh x1

msa3(config)# sh xlate

2 in use, 2 most used

Flags: D - DNS,

5 - stat1c, T - tw1ce, N - net-to-net

MAT from inside:10.10.30.254 to outside:192.168.200.4
flags s idle 3:04:02 timeout 0:00:00

NAT from inside:10.10.40.254 to outside:192.168.200.5
flags s idle 0:00:06 timeout 0:00:00

Llaus,\!B(ctJr'n"i gi#

e - extended, I - identity, i - dynamic, r - portmap,
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3.7 :Configuring Internet access on 10.10.30.0/24 &

10.10.40.0/24 Network

Solution
On ASA3

object network web
subnet 10.10.30.0 255.255.255.0
nat (inside,outside) dynamic interface

object network ftp
subnet 10.10.40.0 255.255.255.0

nat (inside,outside) dynamic interface

access-list out permit ip any object web
access-list out permit ip any object ftp

on Windows PC

rle.com 1.1.1.1
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4: Deployment of Virginia & New York

4.1 Configuring Internet access for 10.20.20.0/24 on R2 router

Solution
interface Ethernet0/0

description *** Connected to Internet ***
ip address 192.168.100.2 255.255.255.248
ip nat outside

ip virtual-reassembly in

|

interface Ethernet0/1

description *** Connected to SW11 ***
ip address 10.20.20.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

ip nat inside source list NAT interface Ethernet0/0 overload
ip route 0.0.0.0 0.0.0.0 192.168.100.1

!

ip access-list extended NAT

permit ip 10.20.20.0 0.0.0.255 any

Output

R2#ping 1.1.1.1 source ethernet 0/1

Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.20.20.1

success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/4 ms
R2#ping 1.1.1.1 source ethernet 0/1

Type escape sequence Tto abort.

sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.20.20.1

success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/4 ms
rR2#1
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= X
«})sunsep 27, 09:12

‘3‘ 172 - 172.20.3.101:55875 - Remote Desktop Connection

1) Applications Places System (@,
Fortinet | Enterprise Security Without Compromise - Mozilla Firefox

= Fortinet | Enterprise Sec X | =+

(¢<)> X @& © | @& https:;//www.fortinet.com - O W n o &

F::ERTINET Support

SECURITY-DRIVEN DYNAMIC CLOUD ,e AI-DRIVEN SECURITY » ZERO-TRUST
NETWORKING SECURITY o OPERATIONS Hi@ ACCESS

Training Resources Partners Corporate Q& @5

Engineered For Dynamic
Cloud Security

Enabling consistent security and application experience
across Multi-Cloud environments.

Learn More

This site uses cookies. Some are essential to the operation of the site; others help us improve the user experience. By continuing to use the site, you consent to the use of these cookies.

To learn more about cookies, please read our Accept

root@Vendor: ~

File Edit view Search Terminal Help
root@vendor:~# dig ccielabcenter.com

<<>> D1G 9.11.3-1ubuntul.12-Ubuntu <<>> ccielabcenter.com

global options: +cmd

Got answer:

-=>HEADER=<=<- opcode: QUERY, status: NOERROR, id: 22436

flags: gr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: ©, ADDITIONAL: 1

»

OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 QUESTION SECTIOM:
;ccielabecenter.com. IN

;3 AMSWER SECTION:
ccielabcenter.com.
ccielabcenter.com.
ccielabcenter.com.

172.67.180.193
104.28.0.170
104.28.1.170

Query time: 8 msec

SERVER: 1.1.1.1#53(1.1.1.1)

WHEN: Sun Sep 27 ©9:13:55 UTC 20208
MSG SIZE rcvd: 94

root@vendor : ~#
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4.2 : Configuring Internet access for 10.30.10.0/24 on R3 router

On R3
interface Ethernet0/1

description *** Connected to ISP2 ***
ip address 192.168.250.2 255.255.255.248
ip nat outside

ip virtual-reassembly in

duplex auto

|

interface Ethernet0/2

description *** Connected to SW14 ***
ip address 10.30.10.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

ip nat inside source list NAT interface Ethernet0/1 overload

ip route 0.0.0.0 0.0.0.0 192.168.250.1
!

ip access-list extended NAT

permit ip 10.30.10.0 0.0.0.255 any

=
R3#ping 1.1.1.1 source ethernet 0/1

Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.250.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/4 ms

R3#ping 1.1.1.1 source ethernet 0/1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.250.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/4 ms
rR3#
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&) sunsep 27,09:28

15) Applications Places System (@

Fortinet | Enterprise Security Without Compromise - Mozilla Firefox

» Fortinet | Enterprise Sec X | () Start Page X |+

| ¢ X @ © | & htepsy//www fortinet.com w9 no®e®

EN

=:RTINET Support Training Resources Partners  Comporate Q. @FY

SECURITY-DRIVEN DYNAMIC CLOUD — AI-DRIVEN SECURITY
NETWORKING SECURITY ‘# OPERATIONS {7 ZERO-TRUST ACCESS

Engineered For Dynamic
|

Cloud Security

Enabling consistent security and application experience
across Multi-Cloud environments.

| Learn More

Some 1o the operation of the site; others help us improve the user ACE. Iing 1o use the site.

Accept

roobt@IT: ~

File Edit View Search Terminal Help
root@IT:~# dig ccielabcenter.com

<<>> DiG 9.11.3-1ubuntui.i2-Ubuntu =<>> ccielabcenter.com

global options: +cmd

Got answer:

->>HEADER==<- opcode: QUERY, status: NOERROR, id: 43004

flags: gr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: ©, ADDITIONAL: 1

OPT PSEUDOSECTION:

EDNS: version: @, flags:; udp: 1232
5 QUESTION SECTION:
ccielabcenter.com. IN

;; ANSWER SECTION:

ccielabcenter.com. 172.67.180.193
ccielabcenter.com. 104.28.0.170
ccielabcenter.com. 104.28.1.170

Query time: 9 msec
1.1.1.1#53(1.1.1.1)

WHEN: Sun Sep 27 09:29:33 UTC 2820

MSG SIZE rcvd: 94

root@IT:~#
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4.3 : Configuring single Gateway IPSec VPN

between R2 & R3 with internet access.

VPN Configuration on R2

crypto isakmp policy 5

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key cisco123 address 192.168.250.2
!

!

crypto ipsec transform-set CLC esp-3des esp-md5-hmac
mode tunnel

!

!

!

crypto map SITE 10 ipsec-isakmp

set peer 192.168.250.2

set transform-set CLC

match address 101

interface Ethernet0/0

description *** Connected to Internet ***
ip address 192.168.100.2 255.255.255.248
ip nat outside

ip virtual-reassembly in

crypto map SITE

ip nat inside source list NAT interface Ethernet0/0 overload
ip route 0.0.0.0 0.0.0.0 192.168.100.1

!

ip access-list extended NAT

deny ip 10.20.20.0 0.0.0.255 10.30.10.0 0.0.0.255

permit ip 10.20.20.0 0.0.0.255 any

!

I

I

access-list 101 permit ip 10.20.20.0 0.0.0.255 10.30.10.0 0.0.0.255
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VPN Configuration on R3

crypto isakmp policy 5

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key cisco123 address 192.168.100.2
[

I

crypto ipsec transform-set CLC esp-3des esp-md5-hmac
mode tunnel

|

|

I

crypto map SITE 10 ipsec-isakmp

set peer 192.168.100.2

set transform-set CLC

match address 101

interface Ethernet0/1

description *** Connected to ISP2 ***

ip address 192.168.250.2 255.255.255.248
ip nat outside

ip virtual-reassembly in

duplex auto

crypto map SITE

ip nat inside source list NAT interface Ethernet0/1 overload

ip route 0.0.0.0 0.0.0.0 192.168.250.1

ip access-list extended NAT
deny ip 10.30.10.0 0.0.0.255 10.20.20.0 0.0.0.255
permit ip 10.30.10.0 0.0.0.255 any

access-list 101 permit ip 10.30.10.0 0.0.0.255 10.20.20.0 0.0.0.255
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Output on R3

e - B e

Type escape seguence to abort.
sending 5, 100-byte ICMP Echos to 10.20.20.1,

success rate is 100 percent (5/5), round-trip
R3#ping 10.20.20.1 source ethernet 0/2

Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.20.20.1,

Success rate is 100 percent (5/5), round-trip
R3#ping 10.20.20.1 source ethernet 0/2

Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.20.20.1,

Success rate is 100 percent (5/5),

round-trip
lpatch e

packet sent with a source address of 10.30.10.

Packet sent with a source address of 10.30.10.

Packet sent with a source address of 10.30.10.

timeout is 2 seconds:
1

min/avg/max = 7/7/8 ms

timeout is 2 seconds:
1

min/avg/max = 6/6/7 ms

timeout is 2 seconds:
1

min/avg/max = 3/5/7 ms

[r3#sh cr§5to 1Esec sa

interface: Ethernet0/1
Crypto map tag: SITE, local addr 192.168.250.2

?rotected vrf: (none)

ocal ddent (addr/mask/prot/port):

remote ident (addr/mask/prot/port)

68.100.2 port 500
MIT, ags=ioMigin_is_acl1,}

#pktE encaps: 19, fpkts encrypt: 19, #pkts digest:
#pkth decaps 19, #pkts decrypt: 19, #pkts verify:
#pkts =" 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed:
#send errors 0, #recv errors 0

Jocal crypto endpt.: 192.168.250.2, remote crypto
plaintext mtu 1446, path mtu 1500, ip mtu 1500,
current outbound spi: Ox6BB5EL186(1803936134)
PFS (¥/N): N, DH group: none

inbound esp sas:

spi: OxD5SBE1391(3586003857)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 59, flow_id: sw:59,
sa timing: remaining key Tifetime (
IV size: B bytes
replay detection support: ¥
status: ACTIVE(ACTIVE)

(10.30.10.0/255.
(10.20.20.0/255.

0, #pkts decompress failed:

ip mtu idb Ethernet0/1

sib11nE/f1a§s 80004040, ygto map: SITE
sec

(4229742,/3554

255.255.0/0/0)
255.255.0/0/0)

19
19

0

endpt.: 192.168.100.2

rR3#ping 10.20.20.1 source ethernet 0/2
Type escape sequence to abort.

sending 5,

100-byte ICMP Echos to 10.20.20.1, timeout is 2 seconds:

Packet sent with a source address of 10.30.10.1

Success rate is 100 percent (5/5), round-trip min/avg/max
rR3#sh crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src
192.168.100. 2 192,168, 250.2

state
QM_IDLE

IPvE Crypto ISAKMP SA
R3I#

= 6/6/7 ms

conn-id status
1005 ACTIVE
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R3#ping 10.20.20.1 source ethernet 0/2

pe escape sequence to abort.
sending 5, 100-byte ICMP Echos to 10.20.20.1, timeout is 2 seconds:
Packet sent with a source address of 10.30.10.1

Success rate is 100 percent (5/53), round-trip min/avg/max = 6/6/8 ms
R3#sh crypto session
rypto session current status

Interface: Ethernetl/0
Session status: DOWN
Peer: 192.168.100.2 port 500
IPSEC FLOW: permit ip 10.30.10.0/255.255.255.0 10.20.20.0/255.255.255.0
Active SAs: 0, origin: crypto map

1 Ethg ImY
Peer: 192.168. M0 ala [0

Session ID: O

IKEvl sa: Tocal 192.168.250.2/500 remote 192.168.100.2/500 Active

IPSEC FLOW: permit ip 10.30.10.0/255.255.255.0 10.20.20.0/255.255.255.0
Active SAs: 2, origin: crypto map

R3#

From IT system

root@IT:~# ping 10.20.28.254

PING 10.20.20.254 (10.20.20.254) 56(84) bytes of data.
bytes from 10.20.20.254: icmp_seg=1 ttl=62 time=5.082
bytes from 10.20.20.254: icmp_seq=2 ttl=62 time=6.11
bytes from 10.20.20.254: icmp_seq=3 ttl=62 time=21.0
bytes from 10.20.20.254: icmp_seq=4 ttl=62 time=6.17
bytes from 10.20.20.254: icmp_seq=5 ttl=62 time=5.10

--- 10.20.20.254 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 5.027/8.700/21.087/6.212 ms
root@IT:~# traceroute 10.20.20.254
traceroute to 10.20.20.254 (10.20.20.254), 30 hops max, 60 byte packets
1 10.30.10.1 (10.38.10.1) 1.660 ms 1.558 ms 8.180 ms
2 * * *x
3 19.20.20.254 (10.20.20.254) B8.369 ms 8.373 ms 8.499 ms
root@IT:~#
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root@IT:~# pin

PING 1.1.1.1 (1.
bytes from
byvtes from
bytes from
bytes from
bytes from
bytes from

(=

s
B

56(84) bytes of data.

icmp_seg=1 ttl=56 time=4.54
icmp_seg=2 ttl=56 time=4.99%9
icmp_seg=3 ttl=56 time=4.57
icmp_seq=4 ttl=56 time=4.45
icmp_seg=5 ttl=56 time=5.03
icmp_seq=6 ttl=56 time=5.30

P '
. P

.
BeoeE ee we e we s

»

i )
H
A Y
W
R e

»

=== 1.1.1.1 ping statistics =---

6 packets transmitted, 6 received, 0% packet loss, time 5005ms
rtt minfavg/max/mdev = 4.454/4.817/5.305/0.318 ms

root@IT:~# dig ccielabcenter.com

<<>> D1iG 9.11.3-1ubuntul.12-Ubuntu <<>> ccielabcenter.com

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 674

flags: gr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: @, ADDITIOMAL: 1

OPT PSEUDOSECTION:

EDNS: wversion: ®, flags:; udp: 1232
QUESTION SECTION:
cielabcenter.com. IN

;3 ANSWER SECTION:

ccielabcenter.com. 104.28.0.170
ccielabcenter.com. 104.28.1.170
ccielabcenter.com. 172.67.180.193
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4.4 : Configuring Dual Gateway IPSec VPN

between R2 & R3 with internet access.

On R2

crypto isakmp policy 5

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key cisco123 address 192.168.250.2
crypto isakmp key cisco123 address 192.168.150.2
!

!

crypto ipsec transform-set CLC esp-3des esp-md5-hmac
mode tunnel

!

!

!

crypto map SITE 10 ipsec-isakmp

set peer 192.168.250.2

set peer 192.168.150.2

set transform-set CLC

match address 101

interface Ethernet0/0

description *** Connected to Internet ***
ip address 192.168.100.2 255.255.255.248
ip nat outside

ip virtual-reassembly in

crypto map SITE

ip nat inside source list NAT interface Ethernet0/0 overload

ip route 0.0.0.0 0.0.0.0 192.168.100.1

I

ip access-list extended NAT

deny ip 10.20.20.0 0.0.0.255 10.30.10.0 0.0.0.255

permit ip 10.20.20.0 0.0.0.255 any

!

!

access-list 101 permit ip 10.20.20.0 0.0.0.255 10.30.10.0 0.0.0.255
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On R3

Configuring Dual Internet connection

interface Ethernet0/1

description *** Connected to ISP1 ***
ip address 192.168.250.2 255.255.255.248
ip nat outside

ip virtual-reassembly in

duplex auto

crypto map SITE

|

interface Ethernet0/2

description *** Connected to SW14 ***
ip address 10.30.10.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

ip policy route-map PBR

duplex auto

track 10 ip sla 1 reachability

delay down 2 up 2

|

track 20 ip sla 2 reachability

delay down 2 up 2

|

interface Ethernet1/3

ip address 192.168.150.2 255.255.255.248
description *** Connected to ISP2 ***
ip nat outside

ip virtual-reassembly in

duplex auto

ip nat inside source route-map ISP1 interface Ethernet0/1 overload
ip nat inside source route-map ISP2 interface Ethernet1/3 overload
ip route 0.0.0.0 0.0.0.0 192.168.250.1 name ISP1 track 10
ip route 0.0.0.0 0.0.0.0 192.168.150.1 name ISP2 track 20

I
ip access-list extended NAT
deny ip 10.30.10.00.0.0.255 10.20.20.0 0.0.0.255

55|Page

Web: https://ccielabcenter.com Mail: care@ccielabcenter.com

Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v1.0

CCIE Lab Center

permit ip 10.30.10.0 0.0.0.255 any

I

ipslal

icmp-echo 192.168.250.1

frequency 5

ip sla schedule 1 life forever start-time now
ipsla2

icmp-echo 192.168.150.1

frequency 5

ip sla schedule 2 life forever start-time now
ipv6 ioam timestamp

I

route-map PBR permit 10

match ip address 130

set ip next-hop verify-availability 192.168.250.1 1 track 10
set ip next-hop verify-availability 192.168.150.1 2 track 20
I

route-map ISP2 permit 10

match ip address NAT

match interface Ethernet1/3

I

route-map ISP1 permit 10

match ip address NAT

match interface Ethernet0/1

!

!

access-list 130 permit ip any any

for Dual VPN gateway

interface Ethernet1/3

ip address 192.168.150.2 255.255.255.248
description *** Connected to ISP2 ***
crypto map SITE

ip nat outside

ip virtual-reassembly in

duplex auto
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Internet verification

R3#ping 1.1.1.1 source ethernet 0/1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.250.2

success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/4 ms
R3#ping 1.1.1.1 source ethernet 1/3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.150.2

success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/4 ms

R340

Casel
Shutdown PRI ISP

b 172 - 172.20.3.101:42909 - Remote Desktop Connection o X [Giorz CECIED

o 1.4.1.030
| EmGepy et — (G108 ——]Fanover——(Gi0E— Static NAT \
Spplicaions Places ssten dioncep 27,1229 d, o,
Be———afy =f

0/29 ) asa = 222030 s Inside T
(Gun) iz ~ (@) 172.16.20.0129 (son)
;
[eie]
@3 = : Outside INT
- Bl : 60.100.30.029
20 o =
Pon el 0.100.20.0 - 7
162.168.2.0/29 — 192.168.200.0
side ~
10,0129

]
b (G0

Service Provider C
162.168.3.0/29)
192.168.1.0/29

|G|
{mes]

64 bytes fron 1.1
64 bytes fron
64 bytes fro
59 bytes fro

10.30.10.0/24 i |
g (17267180133 P Add... = (2 NAT(Dual Internet) & |

01233 14621words._ L& __Engli ey IPSec Site2Site VPN Outside i — L Site2Site ‘ _

Going from Secondary ISP

root@IT:~# traceroute 1.1.1.1
traceroute to 1.1.1.1 (1.1.1.1), 30 hops max, 60 byte packets
1 160.36.16.1 (16.30.160.1% 3.210 ms 3.224 ms 3.476 ms
( 192.168.150.1 (192.168.150.1) .530 ms 2.870 ms 2.929 ms

2
3 TITETIYTTEYTISTITETYOTTXOTESTY 3.550 ms 3.655 ms  4.483 ms
4 172.20.2.1 (172.20.2.1) 4.884 ms 5.613 ms 5.614 ms
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R3#sh ip sla summary

IPSLAS Latest Operation summary
Codes: * active, A ipactive, ~ pending

ID Type pDestination rReturn Last
Code Run

#1 icmp-echo 192.168.250.1 Timeout 10 seconds ag
o

icmp-echo 192.168.150.1 0 seconds ago

R3#sh ip route 0.0.0.0
routing entry for 0.0.0.0/0, supernet
Known via "static", distance 1, metric 0, candidate default path
Routing Descriptor Blocks:
® 192.168.150.1
Route metric is 0, traffic share count is 1
rR3#sh route-map PER
route-map PBR, permit, sequence 10
match clauses:
ip address (access-1lists): 130
set clauses:
ip next-hop verify-availability 192.168.250.1 1 track 10
ip next-hop ver'ifﬁ—ava'i'lab'i'l'it 192.168.150.1 2 track 20
policy routing matches: 1932 packets, 194573 bytes
R3#

Case 2
Shutdown Secondary Link

= ,: : 8 o
Active/Standby 7% :E* .

OSPF I

1.1.1.0/30 (co) »swE (3000

" Wp—@:}alsmic NAT

— statetul——{GI0i4}—
ot PATI Inside

2.2.2.0030
172.16.20.0/29

Outside-INT
60.100.30.0/29

s0R0)
> sw1

192.168.2.0/29 — : 192.168.200.0)

g
192.168.3.0/2
192.168.1.0/29

—{weisl

7]
168.100.0/29

[17267.188150 Padd...

RTP 1U.4U.£U.U.|‘M
Inside
172.16.40.0129

. — 10.30.10.0/24 2 G
%—(ﬂ:nj—(;ln"g— 62 NA U e & |

T szt . .
40 14625 words___|X__Engii IPSec Site2Site VPN Outside p Site2Site

a0

root@IT:~# traceroute 1.1.1.1
traceroute to 1.1.1.1 (1.1.1.1), 30 hops max, 60 byte packets
0.10.1) 4.997 ms 4.867 ms 5.160 ms

0,30
192.168.250.1 (1%2.168.250.1) 3.600 ms 4.114 ms 5.617 ms
= = . 72.29.129.254) 3.852 ms * *

172.20.2.1 (172.20.2.1) 5.787 ms 5.888 ms 6.006 ms
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IPSLAS Latest Operation summary
codes: * active, # inactive, ~ pending

Type Destination Return LastT
Code Run

icmp-echo  192.168.250.1 oK 1 second ago

icmp-echo  192.168.150.1 Timeout 6 seconds ago

R3#sh ip route
R3#sh ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet
Known via "static”, distance 1, metric 0, candidate default path
Routing Descriptor Blocks:
* 192,168.250.1
route metric is 0, traffic share count is 1
R3#sh ro
R3#sh route-m
R3#sh route-map PER
route-map PBR, permit, sequence 10
Match clauses:
ip address (access-1ists): 130
set clauses:
ip next-hop verify-availability 192.168.250.1 1 track 10 [up]
ip next-hop verifﬁ—awai]abi]it{ 192.168.150.1 2 track 20 [down]
policy routing matches: 1859 packets, 184229 bytes
R3#

Dual IPSec Verification,

Casel when both ISP’s are up

8 172 - 172.20.3.101:42909 - Remote Deskiop Connection ] *
B pplicaticns Places System isensep 27, 1244 0 .*

» sws (300)

TOOLET: -
File Edit View Search Termical Help
e F Inside
4 172.16.20.0/29

Outside-INT
60.100.30.0/29

: ionp_seq=10 tine=3.73 i
: icep_seq=11 tt1=254 ines2.73 ms

4 bytes from 18.28.20.1:
$ bytes from 18.26.2
& bytes from 18,
& bytes frem 18

.1 icnp_seqees tt!
: icnp_seqe26 ttl

[ITEET 180153 1P AdY....

Case2 when both ISP1 is down
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172 -172.20.3.101:4290% - Remote Desktop Connection

J Applications Places System

TOoLRT: -

it View Search Termical Help ol
fron 18,20,26.1: JED)

ytes from 18.28.28.1: Lonp_seq 5
64 bytes frem 16,20.26.1: Lchp_seq=63 tt
64 bytes Trom 10,20.20.1: Lchp_seq=6d

64 bytes Trom 18.28.28.1¢ 4 354 tinesd = SWE I:eC-'CI
64 bytes Trom 10.20.20.1: Lcap_seqe 54 tinesd 68 s
64 bytes Trom 10.28.2 p_ieqe 4 tinesd 63 s
&4 bytes from 10.20.20.1 _teqetl ttla254 tineed.62 s
f 54 tines3.78 ns T -
54 tine=3.41 ms Inside
T \29.20.1: 54 tine=3.75 s
from 10.20.20.1: 54 tine=3.08 ns 172'15'20'0‘129
05 fron 10.20.26.1: =254 tine=3.22
f 28.1: icrp_seq: time=3, 3
- L LT Outside-INT
1lcep

15 emp 3 60.100.30.0/29

vZi'ozol ol

54 tine=1.88 mg

from 16.28.28.1: icmp_seq=02 §4 time=3.82 mc

64 bytes Trom 10.20.26.1: Lcnp_seqs83 ttl=25é tinesd.11 ms
bytes from 10.20.26.1 _seqeBd t1la254 tings 5
tes fron 1020 p_seqe8S 11254 Linead.85 Nt

2 tl=254 tine=d.45 ns

54 tine=3.45 ns

54 tine=3.08 ns

[ATEETABRISA 1P Add...

RTP 10.40.20.0/24

Inside
172.16.40.0/29

R3#clear crypto session

Start ping from IT system 10.20.20.1

R3#sh crypto session
rypto session current status

Interface: Ethernet0/1
Session status: DOWN-NEGOTIATING
Peer: 192.168.100.2 port 500
session ID: O
IKEvl Sa: Tocal 192.168.250.2/500 remote 192.168.100.2/500 Inactive
IPSEC FLOW: permit +ip 10.30.10.0/255.255.255.0 10.20.20.0/255.255.255.0
Active SAs: 0, origin: crypto map

Interface: Ethernetl/3

Session status: UP-ACTIVE

Peer: 192.168.100.2 port 500
Session ID: O
IKEvl sa: Tocal 192.168.150.2/500 remote 192.168.100.2/500 aActive
session ID: O
IKEvl sa: Tocal 192.168.150.2/500 remote 192.168.100.2/500 Inactive
IPSEC FLOW: permit +ip 10.30.10.0/255.255.255.0 10.20.20.0/255.255.255.0

Active SAs: 2, origin: crypto map

R3#
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R3#sh crypto Tpsec sa

interface: Ethernet0/1
Crypto map tag: SITE, local addr 192.168.250.2

?rotected vrf: (none)
ocal ident (addr/mask/prot/port): (10.30.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)
current_peer 192.168.100.2 port 500
PERMIT, f1ags={0rigin_is_ac1,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 192.168.250.2, remote crypto endpt.: 192.168.100.2
plaintext mtu 1446, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/1
current outbound spi: 0x0(0)
PFS (¥/N): N, DH group: none

inbound esp sas:
inbound ah sas:

inbound pcp sas:
outbound esp sas:
outbound ah sas:
outbound pcp sas:

interface: Ethernetl/3
Crypto map tag: SITE, local addr 192.168.150.2

rotected vrf: (none)
ocal ident (addr/mask/prot/port): (10.30.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)
current_peer 192.168.100.2 port 500
mor=forsgia.is_acl,}

encaps: 79, #pkts en pt: 79, #pkts digest:

decaps: 79, #pkts decrypt: 79, #pkts verify:

compressed: 0, #pkts.e€compressed: 0

o S ST #pkts compr. failed: 0

‘[;f:? Aﬂi%fsmn&by » swi
[

ol (e(.-:)
CCIE Secuirty v6 e

Static NAT
S satena | ——{cois—

CLC LAB1 : . /[ 172.16.20.0/29

Qutside-INT

/29
80.100.10.0/29 Outside-INT

60.100.30.0/29

Qutside-MPLS .
192.168.10.0129 =) ——————(r
L3

.13 Lenp_seqe20s
.13 Lcnp_seq=206

5010

192.168.2.0/29

10.40.10.0/24 Luissle
60.100.10.0/29 .
New Jersey Inside Service Provider =

172.16.30.029 = |M|
@—(ec-g___@m} (@) 192.168.1.0/29 .

»Re T
1 tonp searzis b IPSec Site2Site VPN )

-1 icnp_seqszid tt 60.100.10.0/29

RCAFUBLLTIMES AL H

PP Link

192.168.100]

RTP 10.40.20.0/24

Inside
. 172.16.40.0129
D G 10.30.10.0/24
» ASAS
IPSec Site2Site VPN Outside
60.100.10.0/29

»RS

R3#clear crypto session
Start ping from IT system 10.20.20.1

6l|Page

Web: https://ccielabcenter.com  Mail: care@ccielabcenter.com  Study Group: https://t.me/cciestudygroup


https://ccielabcenter.com/
mailto:care@ccielabcenter.com

CCIE Security v6 Practice Lab v1.0

CCIE Lab Center

R3#sh crypto session
Crypto session current status

Interface: Ethfrnetd/1
Session statusf UP-ACTIVE
Peer: 192.168. M0 ata e

Session ID: O

IKEvl sA: Jloc 192.168.250.2/500 remyte 192.168.100.2,/500 Active

IPSEC FLOW: POVttt 55, 255. 0 10.20.20.0/255.255.255.0
Active SAs: 2, origin: crypto map

Interface: Ethernetl/3
Session status: UP-IDLE
Peer: 192.168.100.2 port 500
Ssession ID: O
IKEvl sa: local 192.168.150.2/500 remote 192.168.100.2/500 Active
IPSEC FLOW: permit ip 10.320.10.0/255.255.255.0 10.20.20.0/255.255.255.0
Active SAs: 0, origin: crypto map

PEE |

T3FSh CrypLo 1pPSec sa
R3#sh crypto ipsec sa

interface: ethernet0/1
Crypto map tag: SITE, local afldr 192.168.250.2

qrotected vrf: (none)
ocal ddent (addr/mask/prot/port): (10.30.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)
cucrent _noor 192 16E 100 7 port 500

PERMIT, flags={origin_isgcl,}
#pkts encaps: 121, #pkts erjcrypt: 121, #pkts digest: 121
#pkts decaps: 121, #pkts dgcrypt: 121, #pkts verify: 121
#pkts compressed: 0, #pkts fdecompressed: 0

pkts not compressed- 0 kts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Jocal crypto endpt.: 192.168.250.2, remote crypto endpt.: 192.168.100.2
plaintext mtu 1446, path mtu 1500, Hip mtu 1500, ip mtu idb Ethernetd/1
current outbound spi: OxF5324F45(4113739589)

PF5 (¥/N): N, DH group: none

inbound esp sas:
spi: Ox50EFDC2F(1357896751)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 7, flow_id: sw:7, sibling_flags 80004040, crypto map: SITE

Rl o
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5: Deployment of Virginia & New york

5.1 Configuring IPSec VPN between ASA4 & 5

On ASA4

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 60.100.10.2 255.255.255.248
[

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.16.30.1 255.255.255.248
[

interface GigabitEthernet0/2

nameif mpls

security-level 0
ip address 192.168.1.2 255.255.255.248

router ospf 10

network 192.168.1.0 255.255.255.248 area 0
log-adj-changes

redistribute connected subnets

route outside 0.0.0.0 0.0.0.0 60.100.10.1 1

route inside 10.40.10.0 255.255.255.0 172.16.30.2 1

VPN Configuration

crypto ikevl enable outside
crypto ikev1l policy 2
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

access-list 1 extended permit ip 10.40.10.0 255.255.255.0 10.40.20.0 255.255.255.0
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crypto ipsec ikevl transform-set ipsec-vpn esp-aes esp-sha-hmac

crypto map site-a 10 match address 1

crypto map site-a 10 set pfs

crypto map site-a 10 set peer 60.100.10.1

crypto map site-a 10 set ikev1l transform-set ipsec-vpn
crypto map site-a interface outside

tunnel-group 60.100.10.1 type ipsec-12|
tunnel-group 60.100.10.1 ipsec-attributes
ikevl pre-shared-key cisco123

on ASA5S

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 60.100.10.1 255.255.255.248
no shutdown

I

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.16.40.1 255.255.255.248
no shutdown

route outside 0.0.0.0 0.0.0.0 60.100.10.2 1
route inside 10.40.20.0 255.255.255.0172.16.40.2 1

VPN configuration

access-list 1 extended permit ip 10.40.20.0 255.255.255.0 10.40.10.0 255.255.255.0

crypto ikevl enable outside
crypto ikev1l policy 2
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400
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crypto ipsec ikevl transform-set ipsec-vpn esp-aes esp-sha-hmac
crypto map site-b 10 match address 1

crypto map site-b 10 set pfs

crypto map site-b 10 set peer 60.100.10.2

crypto map site-b 10 set ikevl transform-set ipsec-vpn

crypto map site-b interface outside

tunnel-group 60.100.10.2 type ipsec-12|
tunnel-group 60.100.10.2 ipsec-attributes
ikevl pre-shared-key cisco123

Verification on R4

R4#ping 10.40.20.1 so

Rd4#ping 10.40.20.1 source loo

R4#ping 10.40.20.1 source loopback 10

Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.40.20.1, timeout is seconds:
Packet sent with a source address of 10.40.10.1

success rate is B0 percent (4/5), round-trip min/avg/max 9,/13/22 ms
R4#ping 10.40.20.1 source loopback 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.40.20.1, timeout is 2 seconds:
FPacket sent with a source address of 10.40.10.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 7/9/12 ms
Rd#

Verification on ASA4
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RIASLCUTTT Tg)ﬂ‘ = . J"PLU I'P'Zl-lfl_ =1 §
nsad (config)# sh crypto ipsec sa
interface: outside
Crypto map tag: site-a, seq num: 10, local addr: 60.100.10.2

access-11st 1 extended permit ip 10.40.10.0 255.255.255.0 10.40.20.0 255.255.255.0
local ident (addr/mask/prot/port): (10.40.10.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (10.40.20.0/255.255.255.0/0/0)

current_peer: 60.100.10.1

#pkts 2 ts encrypt: 1106, #pkts digest: 1106

#pkts 1 1103, #pkts decrypt: 1103, #pkts verify: 1103

#pkts ssed: 0, #pkts decompressed: 0

#pkts smpressedsy 1106, #pkts com? failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: O
#TFC rowvd: 0, #TFC sent: O

#valid IcMP Errors rcvd: 0, #Invalid ICMP Errors rovd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 60.100.10.2/0, remote crypto endpt.: 60.100.10.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remainming (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: C8FESDS56

current inbound spi : BECO33E3

 SCdCS SO IREVI SLALTSLICS
Asad (configl# sh crypto ikevl sa

IKEV1 SAs:

Active SA: 1
Rekey sa: 0 (A tunnel will report 1 Active and 1 Rekey sSA during rekey)
Total IKE sA: 1

1 IKE Peer: 60.100.10.1
Type T L2L Role : initiator
Reke . no s5tate D MM_ACTIVE
A5A4(cun¥ig}# sh cr
asad (configl# sh cry
Asad (config)# sh crypto 7
[
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100% Real | 100% Pass
Visit ccielabcenter.com
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