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Preface

THIS BOOK PRESENTS an exposition and critique of U.S. intelli-
gence analysis. A single author could not have written it as authoritatively or
completely. When we decided to produce this kind of volume on intelligence
analysis, we made two critical decisions at the outset: first, to commission new
chapters, because what we were seeking was simply not available in the current
literature; and second, to recruit the most qualified experts to write these origi-
nal contributions. We also sought to bring these fresh perspectives together in a
way that would yield a whole that is truly greater than the sum of its parts. We
hope we have succeeded in these daunting collaborative tasks.

Collaboration is more than cooperation toward a common goal. For this proj-
ect it has been a career-long sharing of ideas on how to make intelligence analy-
sis a true profession. In a sense, it took more than two decades of contact
between the editors to produce this volume, as we constantly crossed paths in
our professional lives. Both of us studied international relations theory and
political science before joining the intelligence community. Our analytic careers
both began at the National Intelligence Council and converged again at the Cen-
tral Intelligence Agency’s (CIA’s) Directorate of Intelligence, Office of European
Analysis. In these rather different organizations, we became well acquainted
with how intelligence analysis is conducted at both the intelligence community
and agency levels. Here we were first exposed to the talents of such phenomenal
analysts as Hal Ford, a vice chairman of the National Intelligence Council and
mentor of national intelligence estimates writers like ourselves. And we also
encountered Jack Davis, at the time a national intelligence officer and later a
career-long developer and teacher of tradecraft. Later, we were again privileged
to serve at the National Intelligence Council, drafting and managing national
intelligence estimates, where we were able to see the impressive skills of some of
the best analysts in the U.S. government—and some of the frailties of the esti-
mating process.

In these assignments and others, we had our share of triumphs and setbacks,
along the way observing how intelligence analysis works in practice and how it
might be made to work better. Seasoned by firsthand contact with intelligence
at both its best and worst, we could not avoid developing ideas regarding how
to improve analysis.

These combined experiences have taught us to be humble but also to be more
demanding of intelligence. We came to believe that “lessons learned” must be
shared with others; otherwise, changes in the analytic habits of others will not
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occur. But we could not hope to provide a complete set of important lessons.
Thus, the other contributors to this book have multiplied our own insights expo-
nentially in understanding the origins, practices, problems, and prospects of the
craft—and aspiring profession—of intelligence analysis. Above all, we aim to
improve it.

Such ideas were also nurtured by our working on analytic tradecraft issues
while serving in different parts of the CIA. One of us worked on preparing some
of the early Alternative Analysis instructional materials for CIA analysts. The
other became a student of denial and deception as a factor degrading U.S. intelli-
gence and later served as a senior staff member on the President’s Commission
on the Capabilities of U.S. Intelligence Regarding Weapons of Mass Destruction
(the Silberman-Robb WMD Commission). Most recently, we spent time
together at the Sherman Kent School for Intelligence Analysis, where we were
deeply involved in preparing new tradecraft primers and monographs to help
overcome some of the cognitive biases and other tradecraft errors that played
such a destructive role in the intelligence failure concerning Iraqi weapons of
mass destruction.

In pursuing this project, we have benefited tremendously from the insights
gained in many conversations over the years—not always consensual—with our
contributors as well as with other intelligence colleagues and critics. We cannot
give enough credit to Richards Heuer, whose ground-breaking book Psychology
of Intelligence Analysis set the standard for serious consideration of the impact
of the cognitive dimensions of intelligence analysis. Likewise, working for and
with many of the other contributors to this volume has enriched our professional
careers as well as inspired us to try to capture what we have collectively learned
about the art and science of analysis.

Both of us owe a debt of gratitude to a number of teaching institutions, two
of which especially helped encourage our interest in preparing a book of this
nature for future analysts. In particular, Georgetown University’s Security Stud-
ies Program, where we are currently adjunct professors, has been a leader in
graduate-level intelligence studies, both a source of eager and challenging stu-
dents and an ideal incubator for the ideas found in this book. Likewise, the
National War College, where each of us has taught at separate times, sets a high
standard for professional education—a model, really, that we believe should be
emulated in a future National Intelligence University.

This book would not have been possible without the generous support of
Georgetown University’s Center for Peace and Security Studies (CPASS), the
research arm of its Security Studies Program. Through its director, Daniel
Byman, and deputy director, Ellen McHugh, CPASS has provided indispensable
resources as well as enthusiasm, advice, and many other forms of steady encour-
agement throughout our project. Richard Brown of Georgetown University
Press has been especially understanding of deadlines along with the added bur-
dens of working with intelligence practitioners, including the inconvenient but
necessary “‘prepublication review” process at the CIA. In that regard, we
appreciate the CIA’s Publication Review Board’s timely review of our manu-
script as well as excellent guidance.
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We also must thank our wives, Cindy and Penny, for their understanding and
support, and also apologize to them for the many lost weekends, evenings, and
early mornings, when we were crafting or correcting text and sending copious
e-mails back and forth to coordinate research, rewriting, reformatting, and the
myriad details associated with our drafting and editing responsibilities. For that,
there is no way to repay our patient spouses but with love.

Last, but certainly not least, we thank Matthew Larssen, our able George-
town University research assistant, whose careful manuscript preparation, fact
checking, and mastery of style guides have made this book not only more
presentable but also more sound because of his attention to detail. Perhaps more
important, Matt was a sanity check on the themes and ideas contained in this
book. And it is for his generation of intelligence analysts that we have written it.






INTRODUCTION

Intelligence Analysis—The Emergence
of a Discipline

JaMEs B. BRUCE AND ROGER Z. GEORGE

SLIGHTLY MORE than half a century ago, the American scholar and
pioneering intelligence analyst Sherman Kent lamented that the U.S. intelligence
community lacked a professional literature.! Serving as the head of the Central
Intelligence Agency’s (CIA’s) Office of National Estimates, Kent hoped to define
and develop a professional intelligence analysis discipline, noting that academic
professions could not operate without an understanding of the field or a compa-
rable body of knowledge. Today, though there is surely a large body of general
writing on intelligence, most professional intelligence analysts still share Kent’s
complaint. Indeed, many writers have instead concentrated on the past and cur-
rent failings of intelligence and policy officials, putting the record “‘straight” as
they see it, or exposing sensational intelligence operations to excite or infuriate
the public. However, they have largely neglected defining the discipline of “intel-
ligence analysis” or adding to the collective knowledge on what constitutes good
analytic principles and practices.

Defining the Analytic Discipline

Is there a professional discipline known as ““intelligence analysis?*” Considerable
effort has been devoted to defining what is meant by the general term “intelli-
gence,” which surely encompasses analysis as one part of a multifaceted process
of gaining specific, often secret, information for government use.> Analysis is the
thinking part of the intelligence process, or as the former career analyst and
senior official Douglas MacEachin has phrased it, “Intelligence is a profession
of cognition.”? It is all about monitoring important countries, trends, people,
events, and other phenomena and in identifying patterns or anomalies in behav-
ior and cause—effect relationships among key factors that explain past outcomes
and might point to future developments with policy implications for the United
States. Another key founder of CIA analytic practices and principles has phrased
it more succinctly: “The mission of intelligence analysts is to apply in-depth
substantive expertise, all-source information, and tough-minded tradecraft to
produce assessments that provide distinctive value-added to policy clients’
efforts to protect and advance U.S. security interests.”*

1



2 | James B. Bruce and Roger Z. George

Analysis is but one part, but ultimately in our view the decisive part, of the
intelligence process that produces insight for policymaking. The typical diagram
of the intelligence cycle found in figure 1 exemplifies how many see the intelli-
gence process. It starts with identifying what the customer needs (requirements)
and ends with delivering the intelligence (dissemination) to satisfy those needs.’
Despite its simplification of what is a very complex process, this conceptualiza-
tion does underline the analyst’s pivotal role in transforming information pro-
vided by various collection systems into judgment and insight for the policy
customer. Whether that information is good, bad, or somewhere in between, the
analyst must put it into a context that is relevant and useful for the policymaker.

This analysis comes in a variety of forms. Traditionally, one thinks of prod-
ucts—so-called finished intelligence analysis—which is printed and distributed
to select government users. This definition of analysis conveys, however, a mech-
anistic and also somewhat linear process, which figure 1 represents. The “pro-
duction-line” metaphor conjures up an image of analysts writing, reviewing,
editing, and publishing an assessment, and then moving onto the next question
or task. In reality the cognitive part of analysis is more akin to a computer
model that has been collecting and interpreting incoming data and constantly
reassessing how new data might change not only the findings but also the com-
puter model being used to organize and interpret the data. The forms that analy-
sis can take, then, are not limited to the printed or even the electronic word or
graphic. As often, “analysis” occurs when analysts interact with policymakers
over the telephone, via the Internet, during a videoconference, or at a meeting.
This form of intelligence support has been referred to as “analytical transac-
tions.” Though impossible to quantify, perhaps tens of thousands of such trans-
actions occur yearly.* Moreover, the sharing of data, hypotheses, interpretations,
and questions among analysts, and other nongovernment experts is possibly

FIGURE 1
The Intelligence Cycle

Analysis and

production
Types of Intelligence
Human intelligence Dissemination
Signals intelligence
Imagery and geospatial
intelligence Customers
The nation’s leaders,
Measurement and X policymakers, armed forces,
signature intelligence Collection homeland defense, and
ﬁ law enforcement
Open source
intelligence Requirements

Source: Adapted from a briefing, The Intelligence Community, available at the Director of National Intelli-
gence website (www.dni.gov).
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where the most insightful cognition is occurring, rather than on the page of a
finished assessment or a PowerPoint slide.

The Complete Analyst

The analytic process, then, must be understood as demanding more than just a
well-educated individual who can write concisely. The complete intelligence ana-
lyst must combine the skills of historian, journalist, research methodologist, col-
lection manager, and professional skeptic. That is, at a minimum, he or she must
demonstrate a very unique skill set:

 mastery of the subject matter as well as related U.S. policies,

+ understanding of research methods to organize and evaluate data,

* imagination and scientific rigor to generate as well as test hypotheses,

+ understanding of unique intelligence collection methods,

* self-awareness of cognitive biases and other cognitive influences on analysis,

* open-mindedness to contrary views or alternative models that fit the data,
and

* self-confidence to admit and learn from analytic errors.

What distinguishes an intelligence analyst from an expert outside the intelli-
gence community, then, are not the first three characteristics, which are shared
with many international affairs specialists, although these attributes are espe-
cially important in intelligence. Many so-called subject matter experts are well
versed in the history, politics, culture, and language of many countries or are
technical experts in a wide variety of areas; they may also be very attuned
to U.S. policy deliberations and indeed be involved in advising a number of
government officials on the correct policies to adopt. And many foreign affairs
specialists may have methodological expertise. Where the intelligence analyst
distinguishes himself or herself is in having the other four characteristics. The
complete analyst must be an expert on how to use intelligence collection capa-
bilities; be both imaginative and rigorous in considering explanations for miss-
ing, confusing, and often contradictory data while at the same time being able
to be a self-critic of one’s own biases and expectations of what the data show;
and, most important, be open to changing one’s mind and consciously trying
to ask the question, “If I’'m wrong, how might I need to modify the way I am
analyzing the problem?”

Searching for a Literature

As of 2007, the body of scholarly writing on intelligence analysis remains—
nearly fifty years after Kent’s lament—surprisingly thin. It is true that academics
and intelligence professionals have seen a growing literature on intelligence in
recent years. Yet with some qualified exceptions, not a single book has exclu-
sively addressed intelligence analysis and nothing recent has treated it compre-
hensively.” This is surprising given the importance of the subject and the
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thousands of professionals who practice the craft daily throughout the sixteen
agencies in the U.S. intelligence community. Moreover, the two most recent U.S.
intelligence failures—the September 11, 2001, terrorist attacks (failure to “con-
nect the dots”) and Iraq’s weapons of mass destruction (WMD) (failure to accu-
rately estimate their amount or their complete absence)—are frequently cited,
correctly, as failures in analysis. A thorough survey over the past two decades of
the literature on U.S. intelligence analysis yields meager results. This book aims
to begin to fill that puzzling void.

In the past five years, the intelligence literature has been expanded by multiple
investigations into the U.S. intelligence community’s performance in the Septem-
ber 11 attacks and the Iraq war. Unfortunately, these reviews have provided us
with a rather incomplete picture on how to improve intelligence analysis. The
9/11 Commission Report provides a brilliant recounting of the hijackers’ plot
and copious recommendations on how to improve intragovernmental informa-
tion sharing and defensive measures against global terrorism. However, there is
scant attention at all devoted to understanding how analysis might have been
better and to laying out any game plan for improving intelligence analysis on
terrorism. The sound-bites that the U.S. intelligence community “‘lacked imagi-
nation” or “failed to connect the dots” are hardly sufficient insight on why
U.S. experts were unable to grasp the audacious nature of the threat.® Sadly,
professionals learn little from this well-written report other than to acknowledge
that agencies should have done better at information sharing, should have been
writing more national estimates, and should have been thinking more
imaginatively.

The record is better in the reviews conducted on U.S. analysis covering Iraq’s
WMD programs. In addition to faulting collection efforts, fragmented intelli-
gence community operations, management, and other aspects of the intelligence
system, the Silberman-Robb WMD Commission was explicit in critiquing the
analytic record as well as the analytic process. The commission’s critique was
based on an in-depth examination of the analytical process involved in produc-
ing both current reporting as well as estimative intelligence on Iraq’s suspected
WMD programs, and on other cases including Libya, Afghanistan, Iran, North
Korea, and terrorism. Overall, from these cases the report found a “lack of
rigorous analysis.” In particular, it found “finished intelligence that was loosely
reasoned, ill-supported, and poorly communicated,” and “too many analytical
products that obscured how little the intelligence community actually knew
about an issue and how much their conclusions rested on inferences and
assumptions.””

Although the WMD Commission noted several analytical successes, such as
with some intelligence on Libya and the A. Q. Khan nuclear proliferation net-
work, it also found a preponderance of “serious analytical shortcomings.” These
included

inadequate Intelligence Community collaboration and cooperation, analysts who
do not understand collection, too much focus on current intelligence, inadequate
systematic use of outside experts and open source information, . . . and poor capa-
bilities to exploit fully the available data. Perhaps most troubling, we found an
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Intelligence Community in which analysts had a difficult time stating their assump-
tions up front, explicitly explaining their logic, and, in the end, identifying unam-
biguously for policymakers what they do not know. In sum, we found that many
of the most basic processes and functions for producing accurate and reliable intel-
ligence are broken and underutilized."

The WMD Commission’s major recommendations on analysis focused on
improvements in

¢ management of analysts,

« utilization of nontraditional sources, including open sources,

+ understanding of how foreign denial and deception can have an impact on
collection and analysis,

* long-term research and strategic thinking, and particularly

* tradecraft (or methodology) through much improved training, especially to
produce analysis that is more rigorous and transparent.'!

We intend to give particular attention in this volume to these issues and to others
as well.

Having said all this about what has been written so far on the recent intelli-
gence failures, we believe there is still a notably thin professional literature on
intelligence analysis. Part of this glaring absence is the result of management
imperatives that are driven by current intelligence demands (as opposed to more
in-depth research and less time-pressured analysis) and do not permit sufficient
time to reflect on the intelligence community’s past performance or to record
the lessons learned, from which subsequent generations of analysts can benefit.
Another part is a justified sensitivity to focusing too exclusively on the intelli-
gence community’s past failings—which are easier to document than its many
successes.

Indeed, defining successful analysis is itself a complex question. When ana-
lysts convincingly warn of a possible threat and policymakers heed this advice,
disaster may be averted; then, policymakers may claim that intelligence analysts
exaggerated the threat in the first place. In other cases, good analysis helped to
shape a policymaker’s perspective on an issue early in the decision-making proc-
ess, leading to successful policy formulation and implementation. Accordingly,
the policy question seems relatively unimportant and the international repercus-
sions seem so unimportant that few outsiders can appreciate the counterfactual
consequences of flawed analysis that could have driven policy in a different
direction and dramatically changed the U.S. stakes in an issue. Little effort, of
course, has been made to record these routine “successes” where timely and
well-constructed analysis was part of a policy process that went smoothly or did
not result in a major crisis or controversy. This is an area where more work
remains to be done.

Putting Analysis in a Policy Context

To understand analysis and how to improve it, one must understand how it fits
into the actual policymaking process here in the United States. Certain realities
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must be recognized so that analysis can be better understood. First, policymak-
ers live in an information-rich environment. Second, intelligence provides an
important part of the information used to make decisions. Analysis tries to
bound the uncertainty inherent in complex international developments and tai-
lor understanding to fit specific government needs.

An Information-Rich Policy Environment

When U.S. national security decision makers deliberate over significant policy
issues, information that bears on those decisions is always important and often
vital. Whether deciding to negotiate with or coerce another country, whether
deciding to intercede in an ethnic conflict to halt genocide, or whether deciding
how to stem an insurgency using a mixture of policy tools, the policymaker is
relying on a multitude of information sources to determine what course of action
the government should take. National security policymakers enjoy access to a
broad range of information to help them deliberate such issues and support their
decisions. Some of that information will be reliable; some not. Some is biased,
calculated to influence. Some is irrelevant or useless. Often it can be controver-
sial. Some is secret or highly sensitive. But much of it comes from open sources
such as newspapers, media outlets, the Internet, and scholarly articles and
books. Some are opinion pieces in magazines and op-ed pages written mostly in
Washington and New York. Still other information comes from personal and
professional contacts, other interested U.S. policymakers and stakeholder gov-
ernment agencies, policy advocates, and opponents—or even from select foreign
officials or foreign plotters and power seekers, and additional knowledgeable
parties who may be interested or disinterested and whose involvement may
never be publicly known. And some information for policy decision making
comes from the intelligence community.

Using Intelligence Analysis to Bound Uncertainty

Intelligence officials cannot control which sources of information policymakers
will use or how they will use them—that is the sole prerogative of policymakers.
But intelligence officers do have a unique vantage point compared with those in
the policy world to weigh and assess the relative reliability and accuracy of many
sources of information available to decision makers. Notably, what intelligence
officials can control is the quality and quantity of the intelligence information
that will be provided to government officials. The better the quality and rele-
vance of the information, the higher the policy impact—or so intelligence offi-
cers hope.

The lion’s share of intelligence for these policymakers often comes in the form
of analysis.'> Such analytical products are referred to as “finished” intelligence
because analysts have synthesized raw information collected from multiple
sources and have interpreted the meaning of such information in the context of
the policymakers’ needs. That is analysis. These analytical products are almost
always classified “secret” or “top secret” to protect intelligence sources and
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methods. They can be as short as a paragraph-length article found in the Presi-
dent’s Daily Brief or as long as hundred-page estimative or “forecasting’ studies
such as National Intelligence Estimates (NIEs). These analyses can also fall
somewhere in the middle in the form of periodic updates or specific ““warning”
documents designed to alert officials to emerging situations that may require
their urgent attention and action. Many times these products are the result of
analysts’ judgment that an issue needs to be brought to the attention of a policy-
maker. However, senior policymakers will often request “tailored” analysis for
a particular issue, typically quick but sometimes in depth, to help inform their
decisions or actions. These results of the analytic process are typically aimed at
explaining the facts of a situation, identifying key uncertainties, and projecting
a range of possible outcomes based on a rigorous review of the facts as well as
the knowable unknowns.

Why Intelligence Matters: The Cuban Missile Crisis Example

In light of the vast array of information at their disposal, it is fair to ask: Why
should senior policymakers pay attention to intelligence? This is not a rhetorical
question. Given their extremely tight schedules, long hours, and heavy work-
loads, decision makers have to be quite selective in what they read and who
they see. For their part, intelligence analysts can never assume access to senior
policymakers or that their written products will even be read by the customer(s)
for whom they were expressly prepared. Why should policymakers bother with
intelligence?

The short answer is that intelligence, especially finished intelligence—the ana-
lytical products and the on-call expertise of the analysts who produce them—
bring value added to the national security policymaking process. Most policy
officials appreciate this. This is more true after September 11, 2001, than before
when skeptical policymakers began to grasp the idea that intelligence reporting,
for all its shortfalls, was typically as good as or better than the competition. In
general, the ability of intelligence analysts to command policymakers’ attention
is the result of the value added they bring to decision making: intelligence collec-
tion, analytical expertise, objectivity, and timeliness. We examine these four
aspects found in the 1962 Cuban missile crisis as an illustration of successful
intelligence performance.

Collection

Intelligence analysts enjoy a special advantage: Intelligence has special sources
of information that are unavailable elsewhere. This is a global and unique
resource of the intelligence community. Each year, the U.S. taxpayer spends bil-
lions of dollars on classified intelligence collection programs. These include a
variety of technical collection means and human sources that are tasked to pene-
trate adversary governments and organizations such as terrorist groups.'?* Infor-
mation collected by human intelligence (HUMINT) or technical espionage can
be a priceless resource uniquely available to intelligence analysts and, through
them (and sometimes directly), to their senior customers in national security
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decision-making positions. This key attribute of intelligence—the collection of
secret information by secret means—gives analysts a major edge over the unclas-
sified and open source competition because nearly all this clandestinely acquired
information is inaccessible otherwise. Analysts are also often engaged in devel-
oping collection requirements, tasking collectors, and redirecting collection
efforts, and they sometimes participate in the validation and evaluation of the
intelligence collected.

The analysis of such information can make the difference in a complex deci-
sion. For example, overhead photography collected by U-2 aircraft revealed
emplacements of offensive nuclear-capable missiles covertly deployed by the
Soviet Union in Cuba in 1962. Sensitive documents such as the highly classified
Soviet SS-4 missile manual provided to CIA by the spy Oleg Penkovskiy enabled
analysis that probably extended the decision-making time available to President
John Kennedy and his national security team during the heat of crisis. Together,
these extraordinary collection successes made a decisive difference in President
Kennedy’s ability to successfully manage the only direct nuclear confrontation
between the United States and the Soviet Union during the cold war.'* Had we
not discovered the secret missile emplacements—and discovered them before
they became operational—the United States would have faced a significant new
strategic disadvantage in the nuclear deterrence equation that had provided
bipolar stability since the development of nuclear weapons. Defusing a crisis that
brought the superpowers to the nuclear brink shows how intelligence provided
uniquely valuable information from special collection sources to U.S. analysts
and policymakers that could not have been acquired from any other information
provider.

Analysis and Judgment

U.S. intelligence analysts are often regarded as the most authoritative experts in
government on many specialized subjects ranging from highly technical issues
such as laser or particle physics and virulent pathogens to exotic linguistic
groups, rare dialects, and sources of regional instability. Some of the most
authoritative experts on particular countries and regions of interest to U.S.
national security are found as often in intelligence agencies as in major universi-
ties. Intelligence agencies recruit from top graduate schools in most subject
areas, and the prevalence of graduate degrees among analysts at “all-source”
agencies such as the CIA, Defense Intelligence Agency, and the State Depart-
ment’s Intelligence and Research Bureau is probably the equivalent of most uni-
versities and think tanks. Significantly, in-depth expertise in the analytical ranks
is also focused on issues and problems of direct interest to current policymakers,
rather than on historical or other academically interesting subjects of only tan-
gential relevance to U.S. national security.

Just as the Cuban missile crisis illustrates the impact of special collection
capabilities that revealed the hidden Soviet missiles, it also demonstrates the
power of analysis. The stunning information delivered by the U-2 aircraft from
Cuban airspace was not just pictures of land below. It was “raw’ imagery that
revealed sensitive intelligence to the trained imagery analyst looking for telltale
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“signatures” that uncovered the presence of offensive missiles with sufficient
range to deliver nuclear warheads to targeted cities in the United States. But
only the highest-quality analysis could have answered the most pressing question
when the missiles were revealed: How much time would the decision makers
have before the missiles become operational? (Another way of putting the ques-
tion is: “How many days are available to manage this crisis before the Soviets
could launch the nuclear missiles at U.S. targets?”’) This high-stakes question
required accurate interpretation of U-2 imagery and in-depth analysis of the
HUMINT provided by Oleg Penkovskiy. It was through a remarkable exploita-
tion of Soviet classified materials that Penkovskiy provided clandestinely
(referred to as Ironbark documents) that highly trained technical analysts were
able to estimate—accurately, it turned out—how long it would take to complete
the installation: On October 19, 1962, only five days after the missiles were
discovered, analysts had concluded that they would be operational by October
27, only thirteen days from their initial discovery—and what turned out to be
the final day of the crisis when the Soviets backed down." This significant find-
ing not only bound the president’s time frame; it probably extended it by as
much as three days, permitting more precious time to manage the crisis before
the Soviets would have been able to unleash a nuclear strike at American cities. ¢
The role of intelligence in helping policymakers manage this dangerous crisis
illustrated (after the missiles were discovered) an extraordinary combination of
intelligence collection and analysis at its very best.!” The tense crisis ended as the
Soviets agreed to remove the missiles, and they did so under close U.S. monitor-
ing. President Kennedy and his crisis Executive Committee almost certainly
could not have enjoyed the same successful outcome without the extraordinary
level of intelligence support they received.

Objectivity
A key attribute of intelligence analysis is maintaining policy relevance while
assiduously avoiding policy advocacy. This heritage of policy neutrality traces
directly to Sherman Kent'® and is nearly hardwired in the culture of analysis.
Analysts strive to work problems and issues of high salience to policymakers,
but they seldom construct their analytical path in a way that easily suggests a
preferred policy outcome. More typically, they seek to enlighten and inform
policymakers and to reduce uncertainty about complex and evolving situations
but to avert policy prescriptions. They find their satisfaction in helping the poli-
cymaker to think through complex issues without specifying what to do about
them. Being information providers perhaps to a fault, intelligence analysts are
happy to leave the policy choices to the officials responsible for making them.
Again, the Cuban missile crisis makes the point: As the president and his
Executive Committee worked their way through a myriad of policy options—
from doing nothing and accepting a Soviet fait accompli to launching “surgical”
nuclear strikes against the missiles under construction—intelligence analysts
played a vital but highly restrictive role in the decision-making process. Their
place was to provide information and analysis that could illuminate policy
choices and possible consequences but not to advocate or oppose any particular
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course of action. A particularly significant analytical contribution to the crisis
management process included sound estimates on likely Soviet reactions to U.S.
measures during the crisis, including the successful blockade (or “quarantine”)
ultimately selected by the president, and—also accurately—that Soviet reactions
would concentrate on “political exploitation” and any Soviet military responses
would not occur beyond Cuba itself.?” Analysts did not advocate one or another
policy option, but they successfully illuminated the likely outcomes of the major
policy options available to the president and his crisis decision makers.

Of course, this characterization of analysis as policy neutral greatly oversim-
plifies a more complicated and subtle problem often referred to as the politiciza-
tion of intelligence. Not all policymakers see analysts quite the same way. Seen
from the policymakers’ trench, intelligence analysis should support policy and
is thus not always welcome when it may seem to undermine a preferred policy
choice. In this way, providing intelligence is risky in high-stakes policymaking.
It does not always help the policymaker accomplish his or her objective. Intelli-
gence is most helpful when the policy-level customer is genuinely searching for
understanding and is not committed to a particular policy course of action. Once
committed, the policymaker tends to evaluate the usefulness of intelligence in
direct proportion to the extent that it advances the favored policy objective.
Often, intelligence can have exactly the opposite effect.2 It is sufficient at this
point to establish that the aim of intelligence analysis is to advance the policy
process through the provision of unique information packaged to enhance
understanding and to reduce the uncertainty of policy decisions, not necessarily
to influence the selection or support (or rejection or undermining) of any partic-
ular policy choice. For the most part, policymakers seem to appreciate the stud-
ied objectivity they can generally expect from intelligence analysts.?!

Timeliness

A fourth value-added aspect of intelligence in policymaking is getting the infor-
mation to policymakers in time so that they can act on it if immediate action is
needed. For example, if the Soviet missiles had been discovered in Cuba after
they had already become operational—or worse, publicly announced by an
emboldened Nikita Khrushchev as a strategic fait accompli with an accompany-
ing ultimatum—American policymakers would have faced a very different and
far less favorable set of options. The timeliness attribute is at the heart of warn-
ing intelligence, where analysis plays every bit as critical a role as collection
because both must work for warning to succeed. In spite of a flawed estimate in
September that failed to anticipate the Soviet gambit, the timely and successful
U-2 overflights in October, and the trenchant and accurate analysis that fol-
lowed show the Cuban missile crisis as an outstanding intelligence warning and
crisis-support success.

WMD in Iraq: Confronting Intelligence Failure

As the successful Cuban missile crisis case shows, intelligence can provide
unique value added to policymaking through special collection, insightful



Intelligence Analysis—The Emergence of a Discipline | 11

analysis, strictly objective policy relevance, and timeliness. But failure is also
part of the record. If intelligence always worked as effectively as it did during
the Cuban missile crisis, there would be no controversy over whether it was
worth the billions it costs every year, over the need for or shape of intelligence
reform, or especially over its putative value added for policymakers. Intelligence
failures are disquieting. They shake the confidence of those who argue that the
intelligence community consistently provides the most insightful and most reli-
able information available to policymakers.

Perhaps the most disturbing recent failure is the erroneous estimates of WMD
in Saddam Hussein’s Iraq. The now-well-known October 2002 NIE on Iraq
made major errors in assessing Iraq’s WMD programs. This NIE erroneously
judged that Iraq had stockpiled as much as 500 tons of chemical weapons (CW)
and had an ongoing CW program; that Iraq had an active biological weapons
(BW) program with BW agent stored there, along with mobile BW labs; that
Iraq was reconstituting its nuclear weapons program; that Iraq had a program
of unmanned aerial vehicles that was probably capable of delivering BW agent
to foreign shores, including to U.S. shores; and that Iraq had missiles whose
range exceeded permissible limits under UN sanctions.?? Only the last of the five
major judgments (on missiles) proved to be correct. Four were completely
wrong. Estimates—correct or not—so closely tied to a U.S. decision to take
military action are necessarily in the spotlight, and rightly so. But even if this
estimate had not been central to the debate over the Iraq invasion, it would still
merit attention because of what it uncovered about the current state of U.S.
intelligence analysis.

Why were the key findings so wrong??* Briefly, it was a significant collection
failure, because both human and technical intelligence collectors had failed to
penetrate Iraq’s WMD programs, and collection had also provided some wrong
and misleading information. It was also a significant analysis failure. Reviewing
the record, we find that analysts were more dependent on faulty collection than
they comprehended, failed to question their past assumptions, and drew errone-
ous conclusions from dated, wrong, and poor information.?* In short, on two
key measures of unique value added—special collection and expert analysis—
intelligence failed almost completely. Whether it also failed a third key test, strict
objectivity, remains a matter of dispute. Two major inquiries, one by the Senate
Select Committee on Intelligence and the other by the Silberman-Robb WMD
Commission, have given analysts a clean bill of health. Both concluded that they
had found no evidence whatever of politicization; that is, that policymakers had
not apparently influenced intelligence judgments favorable to the war decision.?’
But other observers think this is a more complex and nuanced problem and even
if there were no obvious arm twisting by policymakers, the omnipresent war
preparations surely distorted analysis.?¢ As figure 2 illustrates, then, the possibil-
ity for analytic errors can occur in three critical areas: where there is poor or
missing information, where unchallenged mindsets or assumptions exist, or
where bias may interfere with analytic objectivity. These three areas will be
explored throughout this book.
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FIGURE 2
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Analyzing Intelligence Analysis

Whether we focus on missiles in Cuba in 1962, on WMD in Iraq forty years
later, or on other major successes and failures in the years that preceded or
followed these two significant cases, our central goal is to address how the vast
amount of intelligence analysis—at its best and at its worst—is produced for
senior policy and military customers, and how and why it succeeds or fails in
this critical mission.

This book draws on the individual and collective experience of many intelli-
gence experts—most of whom have enjoyed long careers as successful analysts
themselves, some as senior managers of analysts, and others who are scholars of
the issues we pose here. The book explains how analysis has been conducted
and how it can improve. We examine how intelligence analysis has evolved since
its origins in the middle of the last century, including attention to its traditions,
culture, and track record. We examine how analysis supports the most senior
national security and military policymakers; how analysts must deal with the
perennial challenges of politicization, analytical bias, and foreign denial and
deception; and how they must become masters rather than victims of an ever-
changing collection environment. We propose new ways to address perennial
issues in warning analysis and emerging analytic issues like homeland defense;
and we suggest new forms of analytic collaboration in a global intelligence envi-
ronment. We introduce specific new ideas for evaluating alternative hypotheses,
and for developing self-corrective techniques to improve analytical reliability.
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We also consider imperatives for the development of a new profession of intelli-
gence analysts.

If this book can illuminate the less-well-known or poorly understood attri-
butes and issues of the intelligence analytical process and can then point to
promising ways to improve it, we believe it can help to raise the quality and
reliability of analysis. Simply put, our principal objective in the following chap-
ters is to provide a better understanding of analysis for both the producers and
users of intelligence.
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PART ONE
The Analytic Tradition

TO SET THE FOUNDATION for examining how analysis is chang-
ing and must adapt, part one provides a general understanding of how analysis
has evolved over its first fifty years, some of the major challenges, and what an
intelligence discipline might look like. Each author brings considerable expertise
to this discussion.

John H. Hedley, who oversaw the Central Intelligence Agency’s Center for the
Study of Intelligence’s History Staff, traces the changes in the analytic practices,
organization, and priorities from the cold war until today, highlighting major
changes that were introduced as a result of policy needs and major international
events. Analysis, as he notes, began almost as an afterthought or by-product of
U.S. decision making in the 1940s and has since become a central feature of the
national security process.

Richard J. Kerr, a distinguished senior intelligence official under numerous
administrations and presidents, has spent a career experiencing and addressing
successes and failures of analysis. In his chapter he provides one practitioner’s
view that the record has been mixed but creditable. Some remarkably accurate,
insightful, and even prescient assessments tempered by periodic failures reveal
enduring problems of analytic mindsets, inadequate or misleading information
sources, and unrealistic expectations on the part of policymakers for what they
can expect from intelligence analysts.

Finally, Rebecca Fisher and Rob Johnston, who are leading the Lessons
Learned project in the Central Intelligence Agency’s Center for the Study of
Intelligence, conclude that intelligence analysis after fifty years is on the way to
becoming a formal discipline. Looking at intelligence analysis through the lenses
of law, medicine, and library science, certain commonalities emerge, leading the
authors to suggest that intelligence analysis can make a similar transition to an
authentic professional discipline. Analysis will be significantly enhanced as a
result.






CHAPTER 1

The Evolution of Intelligence Analysis

Jou~n H. HEDLEY

THE EVOLUTION of intelligence analysis in the United States paral-
lels the mid-twentieth-century emergence of the American concept of national
security. That concept drove the mushrooming transformation of the United
States into a national security state in response to World War II and, especially,
to the Soviet superpower threat to America’s survival that emerged in its after-
math. America’s loss of innocence at Pearl Harbor was a watershed, bringing a
realization that the United States was vulnerable to attack from a distant foe
and that developments anywhere in the world could directly affect U.S. inter-
ests—and lives. Pearl Harbor and the dawning of the cold war propelled a
change in America’s understanding of intelligence and of national security as a
term encompassing the complex mix of diplomacy, military strength, and intelli-
gence that now would frame and equip America’s central role in international
affairs. Global threats to U.S. national security would require global informa-
tion; intelligence, heretofore thought of essentially in terms of military opera-
tions during war, would need to cover not just enemy military forces but also
political and economic developments worldwide.

Attempts at having an organization to do intelligence analysis had occurred
on only a few earlier occasions in American history, each relating to wars and
lasting only briefly. Probably the first all-source intelligence organization—
created during the U.S. Civil War—was the Bureau of Military Intelligence,
under the auspices of General Joe Hooker, commander of the Union’s Army of
the Potomac. More than half a century elapsed before President Woodrow Wil-
son created “‘the Inquiry,” a secret group of specialists to support the president’s
need for information on the situation in Europe. General Marlborough Church-
ill, director of military intelligence, then led a team of scholars from the Inquiry
and his own Military Intelligence Division to Europe to provide intelligence sup-
port to President Wilson at the Versailles Peace Conference. This group of sev-
eral dozen analysts produced America’s first presidential current intelligence
product.!

The roots of contemporary intelligence analysis did not take hold until World
War II but were being planted even before the Japanese attack on the U.S. Pacific
Fleet in Hawaii. Whether or not the United States would be drawn militarily into
combat in what clearly could be a war of global dimensions, the U.S. intelligence
apparatus was conspicuously inadequate. Alone among the great powers,
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America had no centralized agency responsible for collecting and analyzing for-
eign intelligence. As a first step toward creating an integrated service, President
Franklin Roosevelt summoned from private legal practice a personal confidant,
William J. Donovan—a soldier and statesman who undertook overseas missions
as the president’s personal envoy to appraise the emerging situation and survey
America’s anticipated intelligence needs. In July 1940 Donovan traveled to
England to assess Britain’s capacity to resist a German invasion and its vulnera-
bility to German Fifth Column activities. At the end of 1940 he launched a
three-and-a-half month tour of the Mediterranean basin. Donovan—a careful
observer of social, political, and military conditions—returned convinced that a
regular channel of strategic intelligence information was essential and that polit-
ical and psychological factors were destined to play a major role in the looming
“total” war.?

The president agreed, endorsing Donovan’s recommendation that there be
assembled in Washington a corps of “carefully selected trained minds” with a
knowledge of both languages and research techniques. On July 11, 1941, Roose-
velt signed an Executive Order creating the civilian Office of the Coordinator of
Information, responsible directly to the president and the Joint Chiefs of Staff.
Roosevelt named Donovan to the post and instructed him to “collect and ana-
lyze all information and data which may bear upon national security.””> Within
the new office, Donovan created a Research and Analysis Branch (R&A), nam-
ing the president of Williams College, James Baxter, as its head, with an eminent
Harvard historian, William Langer, as deputy. Recognizing that a body of expert
knowledge could be found in the nation’s universities and research institutions,
Donovan, Baxter, and Langer set about recruiting scholars.

Staffing the new venture was not a problem. Professors welcomed the chance
to serve the war effort with their academic skills. Recruits for R&A, as the
branch was called, came from many fields, especially historians, economists,
political scientists, geographers, psychologists, anthropologists, and diplomats.
Soon after the Office of Strategic Services (OSS) came into existence in 1942,
R&A became its analytic arm, and an Enemy Objectives Unit staffed by R&A
economists set up shop in London—the first example of forward-deployed
analysts—to support the Allied bombing campaign against Germany by analyz-
ing the vulnerabilities of Nazi industry. More than sixty R&A officers served in
London, and more than four hundred would eventually serve in a dozen over-
seas outposts. R&A would grow to more than nine hundred analysts before
the war was over, comprising a “chairborne division” of OSS officers whose
intellectual inquiry cast a wide net in support of combat operations and wartime
and postwar planning. R&A analysis produced reports on a wide range of
issues—for instance, assessing the condition of rail transport on the Russian
front, the relation between aggression and business structure during the Weimar
Republic, attitudes of the Roman Catholic Church in Hungary, and the political
ideas of Charles de Gaulle. Anthropologists studied Japanese films and psychol-
ogists listened to the speeches of Joseph Goebbels. R&A regional specialists
studied the Communist Party of India, inflation in Burma, guerrillas in the Phil-
ippines, trade routes in the Congo, and rival cliques in the Japanese army.*
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The authorities and duties of the wartime R&A were limited, however. Its
analysts were not “all-source” analysts; they had virtually no access to the sig-
nals intelligence that proved crucial to the Allied victory. The R& A Branch was
not a ““centralized” intelligence organization; it had no authority to coordinate
intelligence for the president. Finally, the OSS was a war-fighting agency, and
Donovan never thought of R&A as being “policy neutral.” Victory was the
goal, and finished intelligence was only another weapon in the U.S. arsenal.

Truman Takes Charge

When World War II ended, the new president, Harry Truman, promptly dis-
solved the OSS—in September 1945—but retained its analytical capability,
transferring the elements of the R&A Branch to the Department of State. Tru-
man wanted a centralized organization to coordinate intelligence for him, and
numerous postmortems on Pearl Harbor had recommended creating a central
clearinghouse for all-source intelligence to warn of future threats. R&A’s ana-
lysts had won many admirers, and even critics of the OSS agreed that R&A had
proved that patient research and the collation of mundane information could
yield valuable insights for commanders and policymakers.’ The Executive Order
eliminating the OSS established the Interim Research and Intelligence Service as
a holding place for R& A, from whose resources Secretary of State James Byrnes
was to fashion a new, State Department-based intelligence entity. Truman thus
gave State an opportunity to be at the center of what was to become the intelli-
gence community. Instead, a pitched bureaucratic battle broke out. From the
outside, the War and Navy departments insisted that State should not be the
center of the new intelligence structure. From the inside, equal hostility came
from Byrnes’s assistant secretary for administration and many Foreign Service
officers concerned that State’s traditional diplomatic function would be over-
whelmed by the intelligence component.$

Truman, impatient with the squabbling and bureaucratic paralysis, took mat-
ters into his own hands. In February 1946 he established a Central Intelligence
Group (CIG) and authorized it to evaluate intelligence from all parts of the
government. CIG soon got an independent budget and the authority to hire its
own workforce rather than merely accept officers offered by other departments.
By the end of 1946, CIG’s Office of Reports and Estimates (ORE) had taken on
at least three hundred people to correlate and evaluate information and prepare
a daily intelligence digest for the president. Although much was in flux, two
concepts that have remained key to the U.S. analytic mission were by this time
firmly established: Donovan’s idea of having smart people work at making sense
of all the available intelligence, and Truman’s insistence on having a central
clearinghouse to correlate intelligence for the president and his advisers.”

Gaining recognition for ORE as the central clearinghouse for intelligence was
not easy. The White House had authorized CIG’s head—titled the director of
central intelligence (DCI)—to “centralize” research and analysis in “fields of
national security intelligence that are not being presently performed or are not
being adequately performed.”® This mandate helped to make CIG the primary
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foreign intelligence arm of the U.S. government, but it did not give CIG a con-
trolling role in intelligence analysis. On paper its functions were manifold: to
produce national-level intelligence—current, scientific, technical, and eco-
nomic—and to accomplish interagency coordination of national estimates. The
latter proved especially difficult in the face of institutional resistance from estab-
lished organizations guarding their information and what they saw as their pre-
rogatives. Indeed, the existing intelligence organizations were not about to
subordinate their own limited analytical capabilities to the upstart CIG.

The current intelligence mission, conversely, grew in response to the customer
with the highest priority: the president himself. On the very day that Truman
brought the CIG into existence, he asked it to produce a daily summary of cur-
rent intelligence. He wanted a single digest to help him make sense of the several
departmental summaries crossing his desk. The president received the first Daily
Summary within a week and was well pleased with it.” This modest publication
created the precedent for one of the Central Intelligence Agency’s (CIA’s) core
missions—the provision of strategic warning intelligence to the nation’s leader-
ship. Truman’s interest, combined with the pressure of events in Europe, focused
ORE’s efforts on current reporting rather than research or forecasting.!

The CIA at the Center

In 1947 President Truman signed the National Security Act, creating the CIA,
National Security Council (NSC), and Department of Defense (DoD). The CIA
began its existence in September 1947, with Congress (judging from the floor
and committee debates over the ratification of the National Security Act) expect-
ing it to provide the NSC—the organization that would coordinate and guide
American foreign and defense policies—with the best possible information on
developments abroad. Members of Congress said they hoped the new CIA
would provide information that was “full, accurate, and skillfully analyzed”
as well as “coordinated, adequate” and “‘sound.” Senior military commanders
testifying on the bill’s behalf used similar adjectives, saying the CIA’s informa-
tion should be “authenticated and evaluated;” “correct,” and based on “com-
plete coverage.” When the CIA provided such information, it was believed, the
NSC would be able to assess accurately the relative strengths and weaknesses of
America’s overseas posture and adjust policies accordingly.!!

Congress guaranteed the CIA’s independence and its access to files in other
government departments to give it the best chance to produce authoritative
information for the nation’s policymakers. The CIA was to stand outside the
policymaking departments of the government, the better to “correlate and evalu-
ate intelligence relating to the national security.” Other departments and agen-
cies would continue to handle intelligence of national importance. Indeed, the
State Department’s Bureau of Intelligence and Research (INR), in terms of
personnel, was at its zenith during this period of the late 1940s and the 1950s
with a staff of about seven hundred. But the INR’s analytic focus was on basic
research. Some 40 percent of the INR’s budget came from the CIA and
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supported analysts whose job was writing for the National Intelligence Sur-
veys—comprehensive intelligence community studies whose goal was to include
everything a warrior or a warrior-diplomat might need to know to fight against
or alongside any country in the world. The INR’s access to the secretary of state
was limited until Secretary Dean Acheson instituted daily morning briefings as
the Korean War brought the INR an analytic transition—as crises invariably
do—to an emphasis on current intelligence.’? But the CIA was the only entity
specifically charged by the National Security Act with the duty of producing
national intelligence for the president. To accomplish this, the DCI was given
the right to “inspect” all foreign intelligence held by other agencies, as well as
the right to disseminate it as appropriate. If the DCI happened to be a military
officer, then he was to be outside the chain of command of his home service;
this would help him to resist any temptation to shade his reports to please his
superiors.'3

The creation of the CIA made possible a significant expansion of the Office
of Reports and Estimates from 300 staff employees in late 1946 to 709 by the
end of 1950. In the words of the R&A veteran Ray Cline, the future deputy
director for intelligence heading analysis at the CIA and later a director of the
INR, the expansion of ORE made the CIA “a little bigger than before but not
much better.”!s Its analytic ranks were thin on experience and credentials. Dur-
ing the critical year of 1948—which saw Soviet-instigated crises in Europe,
including the fall of Czechoslovakia and the blockade of land access to Berlin—
ORE’s Soviet and East European branch was comprised of only 38 analysts.
Their strength was previous exposure to the Soviet Union; 9 had lived there and
12 spoke Russian—both high figures for an era when American knowledge of
the USSR was limited, even in academia. But their backgrounds were less
impressive in other respects. Only one had a PhD, and 6 had no college degree.
Several of those with college experience had studied fields far removed from
their work.1¢

Organizing Analysis

Spurring the evolution of intelligence analysis in the United States—and espe-
cially enhancing the CIA’s role as America’s premier all-source analytic
agency—was the fallout from Communist North Korea’s surprise invasion of
South Korea in June 1950. Suddenly the cold war had turned hot less than a
year after the Soviets exploded an atomic bomb and China went Communist,
and Sino-Soviet collusion against the West seemed undeniable. In the fall of
1950, Truman named a new DCI: Walter Bedell Smith—an army general who
had been chief of staff to General Dwight D. Eisenhower in the European the-
ater, and from 1946 to 1949 had served as ambassador to the Soviet Union.
Smith was appalled at the slackness of CIA analytical work on Korea, and he
soon made sweeping organizational changes. He implemented the recommenda-
tions of a 1949 NSC survey report (overseen by OSS veteran and New York
attorney Allen Dulles) and divided ORE into three functional offices: the Office
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of National Estimates (ONE), whose sole task was the production of coordi-
nated “national estimates”; the Office of Research and Reports (ORR), to sup-
port ONE and conduct basic research; and the Office of Current Intelligence
(OCI), to write summaries and other brief products for policymakers.!”

ONE had two components: a staff to draft the estimates and a board of “wise
men” to review and coordinate them with the other intelligence agencies. ONE
initially depended on departmental contributions but would rely increasingly on
steadily growing CIA analytic resources. CIA drafts were negotiated with other
members of the intelligence community, however, and thus gradually became
less ““CIA” than interdepartmental products.

ORR, for its part, had the Map and Basic Intelligence divisions, and a newly
created Economic Research Area. ORR’s Map and Basic Intelligence divisions
amassed reference data and integrated it into products like the National Intelli-
gence Surveys as vital “services of common concern” provided for the intelli-
gence community and the U.S. government. The State Department claimed
primary jurisdiction in economic as well as political intelligence, but in 1951 it
struck a bureaucratic truce with the CIA to allow ORR to analyze the commu-
nist economies. The economic arena became the focus of the CIA’s research and
analysis effort, a development that had a major impact on military and strategic
analysis of the Soviet Union.'8

Current intelligence needed an organizational home but would not fit well in
ONE or ORR. President Truman had been an avid reader of daily intelligence
since 1946, so it was axiomatic to DCI Smith that the CIA must produce all-
source current intelligence and do it well. Smith made the CIA’s daily publica-
tion an all-source product—for the first time including signals intelligence—and
changed its name to the Current Intelligence Bulletin. OCI analysts must have
been pleased in early 1951 when Truman thanked the DCI for the new publica-
tion: “Dear Bedell, I have been reading the intelligence bulletin and am highly
impressed with it. I believe you have hit the jackpot with this one.”"

In January 1952, DCI Smith established the Directorate of Intelligence (DI)—
which continues to this day—to formulate strategic intelligence for U.S. policy-
makers. Within the new directorate, an Office of Current Intelligence produced
a daily intelligence publication for the president and senior policymakers, and
an Office of National Estimates drafted and coordinated longer-term national
estimates. An Office of Scientific Intelligence conducted weapons-related
research—despite opposition from the military services, which saw that as their
exclusive domain. An Office of Research and Reports did basic research—much
of it economic and related to Soviet war potential and gradually introduced
political research, despite the State Department’s opposition.2°

Setting Standards

Sherman Kent, who became head of the Office of National Estimates in 1952,
helped set the tone for that organization for its next decade and a half. A veteran
of the OSS’s Research and Analysis Branch, a former professor, and an intelli-
gence analyst for more than three decades, Kent would leave a legacy as perhaps
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America’s foremost practitioner of the analytic craft. His 1949 book, Strategic
Intelligence for American World Policy, explained analysis and the intelligence
process in ways that continue to inform intelligence professionals today. His
concepts of right and wrong in intelligence estimating were rigorous: no policy
direction, no shading evidence or slanting analysis to reach a desired conclusion,
no slipshod writing or shortcuts.?!

The Korean War generated pressures for information that spurred a rapid
expansion of the CIA’s DI into the major center of national intelligence analysis.
Government-wide demands for reporting and strategic assessments of commu-
nist intentions led to dramatic growth that brought the number of DI personnel
to 3,338 by the end of 1953.22 And the DI was responding to more and more
tasks—especially producing current intelligence and providing the analytical
underpinning to products of the Office of National Estimates—as its capabilities
in economic and scientific analysis continued to grow. The DI’s OCI developed
into something of an empire during the years Allen Dulles was DCI, with its
own courier service, its own print shop, and even its own security (justified by
the fact that the signals intelligence in its products needed special handling).
Contemporaries recall the OCI turning out “a flood of the best written, most
carefully analyzed intelligence reporting ever to hit Washington desks,” a fact
Dulles duly appreciated and used in meetings with President Eisenhower and the
NSC.23

Dulles’s years as DCI marked a change in the way the CIA conceived its
analytical functions and duties. In the beginning, its leaders and their counter-
parts in other intelligence agencies wondered if it should be doing analysis at
all—perhaps it should only provide current intelligence summaries and various
reference services. The long debates in Washington over Soviet strategic forces
during the 1950s, however, changed this perspective. No single policy depart-
ment had the means or the will to penetrate the crucial mysteries shrouding the
Soviet defense industries, ballistic missiles, and nuclear weapons, and the DI
(aided by advances in collection, particularly the imagery obtained by U-2 air-
craft) stepped in to provide this vital service. Having built the essential expertise
to do so, moreover, DI analysts discovered that their work held another virtue:
It offered a policy neutrality—and, thus, objectivity—that could transcend the
policy pressures that might color departmental analyses. The growing size of the
DI and the expansion of its assignments, combined with its independence, cen-
tral role, and direct access to the president, made it increasingly Washington’s
most prominent and influential concentration of analysts.

At the same time, the cold war saw other analytic cadres, primarily in the
State and Defense departments, continuing to play key roles as both competitors
and contributors. The makers of foreign and defense policy—primarily the sec-
retaries of state and defense—are key intelligence consumers with different intel-
ligence needs reflecting their unique operational responsibilities. Each maintains
his or her own analytic components to ensure that their specific operational
intelligence needs are served. These components in most cases were working the
same strategic issues as the DI, but from the perspective of departmental roles
and information needs in support of specific tactical requirements. The fact that
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their work overlapped resulted in a duplication of efforts, but by design that
duplication has been tolerated—indeed encouraged—in the American system as
a way of providing checks and balances in the form of competitive or alternative
analysis.

The 1960s: Technology and Bureaucracy

The decade of the 1960s saw a major revolution in collection technology with
often significant analytical challenges and organizational changes. In 1960, a
whole new dimension of intelligence collection had begun coming from the skies
when the first photo-reconnaissance satellite, code named Corona, detected the
first operational Soviet intercontinental ballistic missiles. The volume of Corona
images gave rise in 1961 to the creation of the National Photographic Interpreta-
tion Center (NPIC), an ancestor of today’s National Geospatial-Intelligence
Agency. The CIA’s DI operated the NPIC as a joint effort with the Pentagon.
All-source analysts saw a flood of new source material.

Analytically, the decade featured the Cuban missile crisis, which in 1962
brought the United States the closest it ever came to global nuclear war, then
Vietnam, which became America’s longest war—delivered by television into
America’s living rooms and deeply embroiled in U.S. politics. Although estima-
tors did not believe beforehand that the Soviets would deploy offensive missiles
in Cuba, CIA analysts guided the U-2 reconnaissance flights that confirmed the
Soviet missile deployment. CIA analytic components played prominent roles in
briefings at the White House for several weeks. This high-profile monitoring of
progress at the missile emplacements underscored the analysts’ value throughout
the crisis in providing intelligence support to policymaking. The Cuban missile
crisis also advanced the CIA’s capacity to engage in military analysis. DCI John
McCone, with encouragement from Secretary of Defense Robert McNamara,
won regular access to data on U.S. strategic planning, which further enhanced
the CIA’s role in strategic research. McCone also won formal recognition from
DoD that the CIA could do military-economic intelligence and studies of the
cost and resource impact of foreign military and space programs. Essentially,
DoD endorsed what the agency had been doing for over a decade.?*

Vietnam carried the CIA’s analytical role even further, as CIA analysts look-
ing at the bleak realities of the war waged an uphill battle against the optimism
of U.S. policy. The CIA’s strategic political-military perspective and the use of
sophisticated analytic techniques convinced Defense Secretary Robert McNa-
mara in 1966 to bypass DoD analysts and ask CIA analysts to produce a com-
prehensive assessment of the war—a “Red Team” assessment titled “The
Vietnamese Communists’ Will to Persist.”>> The CIA’s Vietnam analysis came
against a backdrop of McNamara’s creation of the Defense Intelligence Agency
(DIA) in 1961, seen by many observers as reflecting a desire to eliminate the
duplication involved in having separate Army, Navy, and Air Force intelligence
organizations.
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The DIA Joins the Mix

The creation of the DIA owed at least as much to a bureaucratic tug of war
within DoD as to the idea of centralizing military intelligence to reduce duplica-
tion and parochialism. The years following creation of DoD (and the CIA) by
the National Security Act of 1947 saw a succession of amendments and DoD
reorganizations aimed at shifting the balance of power in the Pentagon away
from the separate armed services and toward the secretary of defense and the
collective Joint Chiefs of Staff.2¢ But the military services were allowed to main-
tain control of their individual intelligence organizations in recognition of their
need for specialized tactical intelligence for combat commanders. Autonomous
military intelligence components—the services argued—facilitated flexibility and
responsiveness to the disparate intelligence requirements of different service
missions.?’

President John F. Kennedy, impressed with the concept of a strong single
manager, which was the dominant organizational paradigm in business and
industry in the early 1960s, chose the foremost practitioner of the new technique
as his secretary of defense. Robert McNamara quickly became convinced of the
need to eliminate service bias from strategic intelligence and threat assessments,
and he hoped to accomplish this by removing the evaluative capabilities from
the individual services. They would handle only the collection of raw intelligence
and some processing, while analytic production and dissemination would occur
at higher levels—preferably under the direction of the Office of the Secretary of
Defense. He saw the creation of a consolidated military intelligence agency as
his primary means of achieving the National Intelligence Estimates that would
be so essential to his strategic reassessment. “I believed,” McNamara wrote,
“that removing the preparation of intelligence estimates from the control of the
military services would reduce the risk that service biases—unconscious though
they might be—would color the estimates” (emphasis his own).?

As originally conceived by McNamara, the DIA would serve the strategic,
national intelligence needs of the secretary of defense rather than the narrow,
tactical intelligence needs of the Joint Chiefs of Staff. But it was not that simple;
by the spring of 1961 there was open conflict between the military services,
represented by the Joint Chiefs, and McNamara and his civilian analysts over
the future of military intelligence. To end the internecine strife, McNamara
agreed—in a significant departure from his previous position—to let the DIA
report to him through the Joint Chiefs rather than directly.?” In the end, the
DIA’s activation in the early autumn of 1961 as a combat support agency carried
the day for the Joint Chiefs and the armed services.

In the decades that followed, DIA’s analytic mission has grown exponentially.
Its director, a three-star general, now serves as the principal adviser on substan-
tive intelligence both to the secretary of defense and the chairman of the Joint
Chiefs. The DIA’s all-source, defense-related analysis encompasses current and
estimative intelligence production. Its analytic ranks—comprising a significant
segment of the DIA workforce, which has grown to a total of some seven thou-
sand—contribute to intelligence community coverage of the proliferation of
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weapons of mass destruction, international terrorism, international narcotics
trafficking, and defense-related foreign political, economic, industrial, geo-
graphic, and medical and health issues.>® Like the State Department’s INR, the
DIA began providing departmental intelligence uniquely supporting the mission
of its department’s role in making and implementing policy. At the same time,
the INR and DIA would critique, coordinate, and contribute their own perspec-
tive to the national intelligence produced at CIA. During the cold war this was
especially the case in the preparation of National Intelligence Estimates, and
most especially the case in estimating the military capabilities and the strategic
threat posed by the Soviet Union.

Colby’s Innovations

William Colby became director of central intelligence in 1973 believing that the
Office of National Estimates had lapsed into an “ivory-tower mentality”
detached from the needs and concerns of policymakers. He replaced it with a
group of national intelligence officers (NIOs), each to be responsible for coordi-
nating estimates on a particular region or subject. The NIOs were to range
“throughout the intelligence community and the academic world to bring to me
[Colby] the best ideas and to press the different disciplines to integrate their
efforts.””?' Although the NIOs were to assign the drafting of each estimate to the
intelligence community’s best analysts on the particular subject, CIA officers
filled many of the NIO positions, and CIA analysts did most of the drafting.

One of Colby’s short-lived innovations was a new, high-level daily publica-
tion in newspaper format. He reasoned that senior policymakers were newspa-
per readers and that an intelligence “newspaper” with a very restricted
circulation would create interest and ensure that the latest intelligence reached
policymakers directly (instead of being screened by their staffs).>> The DI
expanded its twenty-four-hour staffing to make the new National Intelligence
Daily (which replaced the Current Intelligence Bulletin) as timely as possible.
Most material was drafted during normal working hours, but each drafting
component had someone staying late for updates. Six days a week, teams of two
editors each worked shifts of noon to 10 p.m., or 9 p.m. to 7 a.m., to edit
drafts and decide on their placement in what was usually a four-page publication
slightly smaller than a regular newspaper page. The editors wrote the headlines,
gave a final review to the pages pasted onto a light table layout, and waited
while a full-scale offset press in an adjacent room rumbled with the morning’s
edition as dawn was breaking. The President’s Daily Brief (PDB) still went to
the White House, while the new National Intelligence Daily served others at
the top levels of the national security community—a key reader being National
Security Adviser Henry Kissinger.

Colby also introduced Vice President Gerald Ford to the PDB—the most sen-
sitive of daily analytic products—inadvertently paving the way for the CIA later
to gain daily access to the Oval Office. Having invited Ford to visit the CIA in
1974, Colby innocently mentioned the PDB—which, it turned out, Vice Presi-
dent Ford had never seen! Only then did President Richard Nixon authorize him
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to receive it, and the CIA sent a senior DI officer to take the PDB and other
pertinent items to Ford early each morning at his residence. When Nixon
resigned later in 1974 and Ford became President, Ford continued the practice
of having a CIA officer deliver the PDB—now to the Oval Office—and discuss
items with him.

Ford’s second DCI, George H. W. Bush, adopted this practice when he
became vice president. He was an advocate and avid reader of the PDB through-
out the administration of Ronald Reagan, when a CIA officer with the PDB
would sit down at the beginning of each day separately with the vice president,
the president’s national security adviser, the secretaries of state and defense, and
an added recipient, the chairman of the Joint Chiefs of Staff. When he became
president, George H. W. Bush made the PDB his first order of daily business in
the Oval Office—a practice his son, George W. Bush, chose to continue.

Rebuilding Analysis

Under President Ronald Reagan’s choice as DCI, William Casey, the CIA’s ana-
lytic directorate was revamped along geographic rather than functional lines,
both to more closely align it with the State Department’s regional bureaus and
to integrate political, economic, and military experts into offices analyzing the
Soviet Union, Europe, Africa, Latin America, the Near East, South Asia, and
East Asia. A new Office of Global Issues would tackle “transnational” topics.
Analysts suffered a rough period of sorting out responsibilities and space while
maintaining the quality and quantity of their work. Hundreds of analysts had
to move and learn to work with different colleagues. They adjusted, and the
restructuring succeeded in enhancing interdisciplinary research and analysis.

The geographic structure meant that the CIA’s country analysts now worked
together, but the attention required to cover transnational problems such as
terrorism soon exceeded the capabilities of a single Office of Global Issues. Col-
lectors needed regional and country analysis in order to target operations more
effectively. Further innovation was needed to integrate analysis with fast-moving
law enforcement issues. The answer came in the creation of “centers,” each
focused on a single transnational issue and including representatives from other
intelligence community organizations. The centers brought analysts of various
academic disciplines and area expertise to work side by side with collectors,
operations officers, and representatives of law enforcement. The new Counter-
terrorism Center’s success at using this integrated team approach in the mid-
1980s became a model for additional centers. It was followed in 1989 with the
Counternarcotics Center (it was later expanded to the Crime and Narcotics Cen-
ter) and other DCI centers addressing counterintelligence, proliferation, arms
control, and environmental concerns.?3

The 1980s saw not only reorganization but also the first wave of a revolution
in office technology that would eventually transform the analysts’ working envi-
ronment. By then every analyst had a secure telephone. Manual typewriters gave
way to electric typewriters and then first-generation word processors. Vast
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resources were devoted to the enormous task of giving each analyst a main-
frame-supported personal computer on his or her desk. By 1985, analysts
throughout the intelligence community had gained the capability to read, store,
and retrieve classified cables and documents electronically. In the late 1980s,
analysts and databases were linked into local area networks, eventually reaping
rewards from greater speed and flexibility but along the way suffering the inevi-
table headaches of pioneering new information systems. At the same time, CIA
analytic resources were further stretched by the addition of military support
missions brought on by the Persian Gulf War, the Balkan conflicts, and other
peacekeeping missions.?*

Restoring Relevance and Rigor

The reordering of priorities to which CIA analysts—still the largest collection of
civilian all-source analysts in the intelligence community—responded put action-
able intelligence at the top. This applied not only to support for the military but
also to law enforcement and the CIA’s own clandestine operations. Expectations
intensified for analysts throughout the community—not just at the CIA—to
warn of looming threats, to target collection and operations, and to give U.S.
officials greater leverage in international negotiations. “Opportunity analysis”
was to identify actions or events that could be turned to the U.S. advantage.
Analytic products reflected the new emphasis, and increasing numbers of ana-
lysts went on rotational assignments to the various centers, policy agencies, and
overseas.

New intelligence priorities placed further emphasis on education in and about
intelligence. The long-standing recognition of the importance of training and
education was reflected in the DIA’s Defense Intelligence School, which was
renamed the Joint Military Intelligence College (JMIC) in 1993.35 By 1997, the
JMIC achieved the ability to grant an accredited bachelor of science in intelli-
gence degree. The JMIC’s broad-based curriculum encompasses a program lead-
ing to a master of science in strategic intelligence degree and includes funding
student and faculty research and providing publication opportunities.’¢ At the
CIA, John McLaughlin, as deputy director of intelligence from 1997 to 2000,
established the Sherman Kent School of Intelligence Analysis, the CIA’s most
intensive effort to teach the tradecraft of analysis and learn from the lessons of
the past.’” Officers with extensive analytic experience run its Career Analyst
Program, through which new analysts spend four months honing their analytic
thinking, writing, and briefing skills. Interim assignments enable them to apply
themselves in various jobs. While adding courses for journeyman analysts and
for supervisors, McLaughlin also established a Senior Analyst Service to provide
a career track by which analysts could advance to senior grades on the basis of
expertise and performance alone, rather than by opting for staff and managerial
assignments.

Underlying all these efforts are debates over issues that probably never will be
resolved, such as how best to organize analytic components, the proper balance
between current intelligence and in-depth research, and whether analysts should
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tell policymakers what issues are important—or the other way around. During
much of the cold war, long-term research on the relatively stable Soviet target
was a necessary focus of analytic assessments. Since then, the organizational
pendulum has swung toward closer involvement of analysts in support of collec-
tion, operations, and policy objectives. On September 11, 2001, counterterror-
ism took top priority for the indefinite future. The attacks that day on the World
Trade Center in New York and the Pentagon in Washington underscored the
growing challenges to intelligence in an era of international terrorism in which
small groups of individuals can inflict destruction once wielded only by nation-
states.

America’s terrorist tragedy in 2001 led to a scramble—in a presidential elec-
tion year—to enact the Intelligence Reform and Terrorism Prevention Act of
2004, legislation that created the position of the director of national intelligence
as a supposed institutional corrective for the fact that the vast U.S. national
intelligence apparatus did not somehow prevent the terrible events of September
11. The reorganization followed the completion of various inquiries and studies
into what went wrong and what might be done about it.>® The overriding con-
clusions of these inquiries with respect to intelligence analysis were that there
had been a failure of imagination—that analytic assessments had become too
risk averse and more concerned with avoiding mistakes than with imagining
surprises—and that there was insufficient integration of analytic efforts across
the now sixteen-member U.S. intelligence community. The putative solution was
to establish the Office of the Director of National Intelligence, which now is at
pains to emphasize integration and collaboration in intelligence analysis and to
provide central direction aimed at rising above the bureaucratic fiefdoms that
can prevent the sharing of sources and analytic perspectives.

Today, under the deputy director of national intelligence for analysis, compet-
itive all-source analytic centers—predominantly the CIA’s DI, the DIA’s Intelli-
gence Directorate, and the INR, but including the National Security Agency, the
National Geospatial-Intelligence Agency and, increasingly, the National Count-
erterrorism Center and other intelligence community agencies—not only help
override purely parochial views but also achieve a practical continuum of alter-
native analysis. The National Intelligence Council—already a recognized center
of strategic analysis producing national intelligence estimates and other intelli-
gence community assessments—is placing increased emphasis on peer review
and the use of outside experts. Multiple analytic agencies produce Competitive
Analysis but at the same time coordinate and contribute to the preparation of a
range of community products, including items for the PDB—once the exclusive
preserve of the CIA.

Continuing Challenges

Today’s analytic community is filled with new faces, its ranks having expanded
rapidly to fill new positions approved by Congress to help fight the war on
terrorism while still providing coverage of events, issues, and trends worldwide.
New developments and capabilities in information technology enable analysts
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to work in new ways within a classified environment that struggles to keep up
with the ever-accelerating pace of available technology. The global war on ter-
rorism, and especially U.S. combat operations in Iraq and Afghanistan, also put
current intelligence back in the forefront, again raising questions of emphasis in
comparison with longer-term, in-depth research.

The grist for the analysts’ intellectual mill is, as ever, a mix of usually incom-
plete and frequently contradictory fragments of information—from a near vac-
uum in vital areas during the early years to an overwhelming volume today. Yet
the challenge and excitement felt by the analytic community assembled on the
eve of World War II is doubtless felt every bit as keenly in facing the challenges
of the twenty-first century. Analysts have a unique opportunity to learn about
and strive to understand what is happening in the world. They know that as
they can help illuminate complex issues, detect patterns, and identify targets,
they can increase the U.S. government’s understanding and effective response
with respect to far-flung developments. Their performance and prospects—
strengths and weaknesses, successes and failures, pitfalls and possibilities—are
examined in the chapters that follow.
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CHAPTER 2

The Track Record: CIA Analysis from
1950 to 2000

RicHARD J. KERR

OUTSIDE SCHOLARS’ EFFORTS to evaluate the intelligence com-
munity’s (IC) performance are inevitably complicated by the secret nature of the
IC’s activities and by an understandable unfamiliarity with the cultures, art
forms, and work practices used by intelligence analysts. Moreover, as Richards
Heuer points out in chapter 16 of this volume, we all suffer—both critics and
defenders—from hindsight biases, which one certainly must acknowledge.
Indeed, a career professional like me can suffer as much from too much familiar-
ity with the topic based on more than thirty years of practicing and managing
analysis." Moreover, I can only hope to give the reader a sense of what the
Central Intelligence Agency’s (CIA’s) performance has been, based on my own
direct experience as well as official duties as an independent consultant and
reviewer of controversial intelligence problems, some of which are popularly
referred to as ““intelligence failures.” Trying to assess the strengths and weak-
nesses of the CIA’s analytic effort—much less those of the entire intelligence
community—over a fifty-year period is daunting.

As John Hedley notes in chapter 1, the CIA and IC have undergone huge
organizational as well as personnel changes during this period to reflect the shift-
ing demands from the policy community. One must consider not only the array
of thorny intelligence problems but also the many surrounding factors that may
have caused analysis to stay on track or go astray. Predictably, the expectations
of policymakers have always exceeded intelligence agencies’ ability to provide
information, insight, and warning.

Moreover, the magnitude and diversity of issues addressed by intelligence
over this eventful half century is staggering. International events of interest to
those involved in national security come like waves on the shore—constant but
mixed with frequent storms and an occasional hurricane. There were few lulls
in U.S. interests, and developments worldwide were constant and demanding.

The fifty-year period under review witnessed numerous coups or coup
attempts, major revolutions or minor rebellions, and countless major terrorist
incidents. In any year during this period, there are literally dozens of major
events that demanded policymakers’ attention. Moreover, just since 1990 nearly
one-third of all developing states have experienced serious societal unrest. Dur-
ing the past half century, decolonization and democratization have more than

35
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doubled the number of states—many of which remain unstable. Add to this
dynamic nation-building process the rise of other global issues like energy needs,
weapons proliferation, global financial discontinuities, international terrorism,
and insurgencies fueled by tribal and interethnic conflicts, and one can see just
how daunting the task of assessing major world developments can become for a
global intelligence service.

Some of these problems and topics had no end and others went on for weeks,
months, and often years. Finally, the CIA also provided intelligence support to
a wide range of international negotiations from the vital (e.g., American—Soviet
arms control talks, multilateral disarmament conferences, or the law of the sea
negotiations) to many virtually unknown forums (e.g., the allocation of radio
frequencies). The plate was full.

How to Measure Performance?

To assess the overall performance of the CIA, one must begin with a reasonable
set of objectives or standards. Other chapters cover analytic roles in greater
detail, but it is important to keep in mind what analysis actually does:

* Assess the significance of new developments as they relate to U.S. policy.
Identifying opportunities for U.S. policy is also part of this job.

¢ Provide warning of dangerous situations to policymakers, perhaps the most
difficult task of the intelligence analyst.

* Develop longer-term assessments of major political, military, economic, and
technical trends, a core mission of intelligence. Research is like an intellec-
tual savings account that provides the capital that accumulates and builds
knowledge.

In fact, research—the foundation of expertise—underlies all analytic tasks. It
not only benefits intelligence consumers but also serves to train and build a
knowledge base for analysts. Research can also, but does not always, force ana-
lysts and consumers to stretch their minds, challenge preexisting mindsets, and
imagine alternative outcomes.

The Record: From Cold War to Terrorism

Characterizing fifty years of analysis on the myriad intelligence topics covered
can only be done with the benefit of hindsight. Using the clarity that time pro-
vides, we can see that U.S. intelligence, especially when compared with foreign
intelligence services, has provided American presidents and their foreign affairs
teams with the broadest and most comprehensive information of any govern-
ment on the planet. This historical record has witnessed many failures, but far
more successes, which are seldom heralded or not recognized because they
seem—after the fact—so commonplace. But most important, no president can
afford to be without intelligence analysis, nor can he or she afford to ignore the
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CIA and other agencies’ analysis without risking even greater missteps. What the
record shows is that CIA’s analysis has helped to reduce the inherent uncertainty
surrounding many foreign events, raise the level of understanding of the policy
debates conducted by national security teams, and alert decision makers to many
critical issues that they would otherwise have missed or judged unimportant.

The Rise and Fall of the Soviet Union

Clearly, the struggle with the Soviet Union was the most pressing challenge to
intelligence analysts for most of the post-1945 period. Though there was no
direct fighting between the military forces of the United States and the USSR,
many international crises and brushfire or proxy wars across the world had their
roots in the cold war, and nearly all were assessed in the context of the struggle
with the Soviets.

The major effort of intelligence during the cold war was to assess Soviet stra-
tegic and conventional military forces and to provide judgments about doctrine,
tactics, capabilities, and intentions. Very little was known about the secretive
Soviet Union in the 1950s, and early CIA officials characterized the challenge as
making an “inventory of ignorance.”? For analysts to do their job, it was neces-
sary to build an entire suite of systems to collect human, photographic, commu-
nications, and electronic signals, as well as other data. Analysts who knew what
data were needed and who understood the systems’ strengths and weaknesses
gradually built up a knowledge base on the Soviet Union that was impressive
and without equal in the Free World.?

Over the years there has been severe criticism of intelligence produced on the
Soviet Union’s military power. But looking at the fifty-year scope of activity, it
is clear that the CIA’s work was impressive in scope and often prescient. There
were few major weapon systems—out of the hundreds of strategic missile, tacti-
cal missile, submarine, aircraft, and air defense systems—that were not identified
and had their capabilities assessed in considerable detail. The size of the strategic
and conventional forces was well documented, as was information on tactics,
strategy, and doctrine. CIA analysts—using satellite collection programs—were
responsible for dispelling the notion of a “missile gap” and later for the discov-
ery of the Soviet missiles covertly placed in Cuba in 1962. In the 1970s, new
space-borne verification systems and an analytic understanding of Soviet nuclear
programs made it possible to engage in vital arms control negotiations that dra-
matically reduced the size of the Soviet nuclear inventory, which could be reli-
ably monitored by the CIA and IC analysts.

CIA analysts largely concluded throughout the 1960s and 1970s that the
Soviets were bent on achieving strategic parity with the United States so as to
avoid the humiliation they suffered in Cuba and to negate U.S. strategic advantages
in the future. Debates raged throughout this period on whether the Soviet leader-
ship would contemplate nuclear “war fighting” or largely accepted American con-
cepts of deterrence—all of which highlighted the challenges of deriving intentions
and motivations from intelligence on military programs and capabilities.

Accordingly, over the years CIA and IC estimates of Soviet strategic nuclear
programs and plans were also frequently subject to review and criticism. On the
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whole, the record shows that the CIA was able to track those developments
reasonably well. There were no significant strategic surprises. Our estimates in
the late 1960s and early 1970s were somewhat low, while our 1980s estimates
erred on the high side. Accordingly, the CIA also adjusted its methodologies
and acknowledged discrepancies from what analysts expected to observe. For
example, in a declassified self-evaluation conducted in 1989, the CIA acknowl-
edged the ups and downs in its strategic assessments:

The high and low projections made from 1970 to 1977 successfully bracketed the
actual number of nuclear weapons in the Soviet force. . . . The accuracy of the
record in the early 1970s was due to a combination of correct estimates of MIRVs
[multiple independently targeted reentry vehicles] on ICBMs [intercontinental bal-
listic missiles] and of the rate at which these missiles would be deployed. . . . [The]
tendency to substantially overestimate the rate of force modernization occurred in
every National Intelligence Estimate (NIE) published from 1974 through 1986,
and it was true for every projected force—whether it assumed high, moderate, or
low levels of effort.*

During this period, CIA analysts endured official reviews—the most well
known being the “Team A/Team B” exercise of 1976 established by the Presi-
dent’s Foreign Intelligence Advisory Board. This study accused drafters of
national intelligence estimates on Soviet strategic modernization of systematic
bias and a misunderstanding of Soviet military objectives.’ Sadly, the exercise in
what has become known now as “Competitive Analysis” achieved far less than
was expected. It did lead to some technical changes in the way subsequent esti-
mates were produced, but mostly it led to charges and countercharges of politici-
zation. Some former arms control advocates asserted the Team B claims were
just as biased and off base as any CIA assessments.® Senate committee investiga-
tions concluded from this experience that the NIE process could be improved—
particularly in drawing on expertise outside the government—but chided the
way the Team B was made up of outspoken critics of the CIA and U.S. strategic
policies that had predetermined the exercise’s outcome.” Ironically, George
H. W. Bush, who presided over the Team A/Team B exercise while director of
central intelligence (DCI), subsequently relied heavily on the CIA’s strategic
analysis and came to be one of the agency’s strongest supporters.

Obviously, policymakers were interested in more than the Soviet military.
Consequently, there was a major effort to collect and analyze information neces-
sary to understand internal policy and leadership developments, the defense-
dominated economy, and Soviet attempts to expand their worldwide reach and
alter the balance of power with the United States. Perhaps the most challenging
and least satisfactory analytical efforts have been assessments of how Soviet
policymakers would calculate risks and opportunities they faced during the cold
war. A major strategic surprise was the deployment of nuclear missiles in Cuba
during the fall of 1962 in what was the most dangerous moment in Soviet
brinksmanship directed specifically at the United States. In a September 1962
estimate, analysts incorrectly presumed that the Kremlin understood the risks it
would face, should it confront the John Kennedy administration with a strategic
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challenge in the Western Hemisphere. Similarly, a later generation of analysts
would find themselves also underestimating a different Soviet leadership’s will-
ingness to launch a major military invasion into Afghanistan in 1979—partly as
a result of the prevailing analytic judgment that the Kremlin would not jeopar-
dize Soviet—-American détente nor undertake a risky and possibly disastrous
occupation of Afghanistan.® Throughout the cold war, intelligence analysts tried
to put themselves in the position of Soviet—as well as other autocratic—leaders
and imagine how they might assess the risks and gains of taking political or
military steps that challenged U.S. interests. Not surprisingly, although Ameri-
can analysts have struggled to “think like the enemy,” they frequently failed
to understand fully how those decision makers could miscalculate or reason
differently than Western analysts. In a sense, analysts were expected to know
the plans of enemies who had not yet fully developed them.

The CIA’s record on the Soviet economy was consistently better and far more
methodologically sophisticated than anything available to analysts of Soviet
political and leadership issues. Since the early 1950s, the CIA largely created the
discipline of economic analysis on centrally planned economies. The CIA had its
critics—both those claiming underestimates and overestimates of the size of the
Soviet economy and the burden of related military spending—but it remained
the gold standard of economic analysis.® In annual presentations to the congres-
sional Joint Economic Committee starting in the early 1970s, the CIA reliably
reported on the failings of that economy and its implications for Soviet military
spending. To be sure, a panel of outside economic experts did find flaws in CIA
economic models and methods, but as noted in a report to a congressional over-
sight committee in 1991: “We find it hard to believe that anyone who has read
the CIA’s annual public reports on the state of the Soviet economy since 1975
could possibly interpret them as saying that the Soviet economy was booming.
On the contrary, these reports regularly reported the steady decline in the Soviet
growth rate and called attention to the deep and structural problems that
pointed to continued decline and possibly to stagnation.”'°

This leads us, of course, to consider the repeated charge that the CIA missed
the crisis and eventual breakup of the Soviet Union. There is no question that
information on political developments in the USSR and its Warsaw Pact allies
always presented a difficult problem. However, CIA analysis was remarkably
good in following crucial leadership changes in the 1980s as well as the demo-
cratic revolutions that swept Eastern Europe. Indeed, the course of “reform,”
the breakup of the Warsaw Pact, and disintegration of the Soviet Union proba-
bly were better assessed by the CIA than by those Soviet officials who were
directly involved. The failings of the Soviet system were repeatedly and clearly
documented in a steady stream of assessments (see box 2.1). Critics of the CIA
forget that President Mikhail Gorbachev himself did not know how the story
would end, nor did he intend to bring down the system in the way he did. Again,
analysts were confronted with the problem of assessing how well or poorly
Soviet leaders might manage the risks they faced or could misunderstand the
forces they had set in motion. No Soviet leader had a plan—nor was there a
secret directive that could be stolen and analyzed—which laid out the end of the
Soviet Union.



BOX 2.1
CIA Assessments on the Soviet Union: The Failing System

June 1979: "’Our analysis of Soviet economic developments has reinforced our
conclusion that we see every reason to believe that a continued decline in the
rate of growth of the Soviet Union is inevitable through most of the 1980s."’

August 1985: ""Gorbachev’s attempt to bolster popular support for the regime
carries political risk. His direct appeal to the public could generate concern
within key bureaucracies that they are being circumvented, and generate popu-
lar expectations that he may not be able to satisfy. . . . Unlike Brezhnev, Gorba-
chev appears to view attempts to maintain the status quo as more destabilizing
than attempts to change the situation.”’

April 1986: ‘’Soviet leaders will face continuing problems throughout the 1980s
and beyond. . . . Overall, however, we believe Gorbachev’s political position will
remain strong and the USSR under his dynamic leadership is likely to see some
improvement in system performance over the next few years. . . . It seems
unlikely, however, that Gorbachev will be able to introduce reforms significant
enough to arrest long-range negative trends in Soviet society.”

July 1987: ""Gorbachev has already asked the military and the population to
curb their appetites in return for more later. . . . The risks in a more radical
reform and a rewrite of the social contract are that confusion, economic disrup-
tion and worker discontent will give potential opponents a platform on which to
stand. . . . If it suspects that this process is getting out of control, the party could
well execute an abrupt about-face, discarding Gorbachev along the way.”’

September 1988: "'Given the depth of divisions in the Politburo, however, there
are increasing prospects that conflict will come to a head. . . . We believe there
is a greater chance that events will move toward a dramatic resolution. . . .
There is a good chance that [Politburo members] will move against Gorbachev
or that Gorbachev himself will risk a preemptive move to consolidate his power."’

April 1991: ""Economic crisis, independence aspirations, and anti-Communist
forces are breaking down the Soviet empire and system of governance. . . . [A]
premeditated organized attempt to restore a full-fledged dictatorship would be
the most fateful in that it would try to roll back newly acquired freedoms and be
inherently destabilizing in the long term. Unfortunately, preparations for dictato-
rial rule have begun.”’

Note: This summary is excerpted from declassified documents found in CIA’s Analysis of
the Soviet Union 1947-1991, ed. Gerald Haines and Robert E. Leggett (Washington,
D.C.: Center for the Study of Intelligence, Central Intelligence Agency, 2001).
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Given that this was more a mystery than a secret,'! then, the absence of vio-
lence associated with the breakup of the Warsaw Pact and the Soviet Union is
good evidence of the success of U.S. policy and the intelligence upon which it
was based. Former national security adviser Brent Scowcroft, who was a princi-
pal customer, has said he felt well served by the intelligence community during
this tumultuous period, noting that “its purpose is to inform and narrow the
range of uncertainty within which a decision must be made . . . and keep policy
within reasonable bounds.”!? In my view this is one of those examples where
intelligence does not get much publicity, because it was integrated seamlessly
into good policy.

If the “tipping point” for the Soviet Union came during the late years of the
Ronald Reagan administration and culminated in the administration of George
H. W. Bush, it was set in motion by (1) containing Soviet adventurism beyond
Europe, (2) eroding Soviet control of Eastern Europe through steady American
pressure for many decades, and (3) pressing their defense spending limits. This
resolute action by both Democratic and Republican administrations naturally
led from one crisis to another. Inside the Warsaw Pact some of the most signifi-
cant developments were the suppression of the Hungarian Revolution in 1956,
the Soviet invasion of Czechoslovakia in 1968, and the Polish crisis in 1980 and
1981. U.S. intelligence analysts not only closely monitored each of these crises
but also, particularly in the case of Czechoslovakia, provided detailed warning
to U.S. policymakers about Soviet intentions to use force to curtail liberaliza-
tion. In the 1980 Polish case, analysts were aided by incredibly sensitive human
intelligence regarding Soviet intentions and plans. Despite reporting on a day-
to-day basis, analysts never flatly predicted when martial law might be imposed.
However, U.S. policymakers also failed to act on information they had available,
or publicize what they knew of Soviet intentions, which might have altered Pol-
ish or Soviet calculations.

To draw, then, a bottom line on the CIA’s record on the Soviet Union, one
has to conclude that analysts came to understand that system and its strengths
and weaknesses better than any other intelligence service. That said, neither the
CIA nor even the key Kremlin players themselves could fully grasp the degree to
which the Communist Party, the economy, and the political system in general
were becoming dysfunctional in the late 1980s. The continuing Soviet invest-
ment in strategic military forces and Soviet troublemaking throughout the world
preoccupied intelligence analysts more than it should have. Moreover, early
signs of civil unrest identified by some American analysts were initially dismissed
because of what other experts expected would be Soviet ability to “muddle
through” by quelling unrest, arresting dissidents, or otherwise appeasing the
Soviet public.'? But from 1987 until 1989, CIA reports documented the steep
rise of a few dozen strikes to more than five hundred, involving hundreds of
thousands of workers.

Given the importance and centrality of the Soviet challenge, there was recur-
ring tension throughout the cold war between CIA analysts and virtually every
U.S. administration. Some policymakers saw a Soviet hand behind every event
that ran against U.S. interests. Attempts by intelligence to assess Soviet action
from the Soviet perspective often were seen as ““soft.” President Richard Nixon
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and Secretary of State Henry Kissinger, for example, were often critical of CIA
analysis that did not support their defense objectives, which would have been
aided by more alarming assessments of Soviet anti—ballistic missile defenses.
President Jimmy Carter was not pleased by repeated assessments of Soviet mis-
behavior in Poland and Afghanistan, which complicated his own détente poli-
cies. DCI Bill Casey and other Reagan advisers also never agreed with the CIA’s
insistence that Soviet oil pipeline deals with Europe were unstoppable or that
there was no evidence of a Soviet hand in the 1981 papal assassination attempt.
And toward the end of the Soviet period, President George H. W. Bush’s advisers
were not eager to hear senior CIA officers’ views on Gorbachev’s declining
influence in the face of an increasingly popular Boris Yeltsin. Yet, throughout
this period, the analysts’ job was to understand the strengths and weaknesses of
an adversary, not paint a picture that policymakers expected to see.

Watching the Chinese Dragon

The vast U.S. intelligence complex created to follow the Soviet Union also had
direct application to other emerging challenges, such as Communist China. Chi-
na’s rise as a world power was closely monitored by CIA intelligence. Like the
Soviet problem, analysts struggled to master an understanding of a Soviet-style
Politburo, on which there was next to no hard information. As a longtime CIA
China watcher has described it, in the early period “intelligence analysts enjoyed
few advantages over their academic and journalistic counterparts on the ques-
tion of the inner workings of the Communist Chinese Party.”'* Despite this col-
lection problem, agency analysts were able to provide policymakers with solid
assessments of Mao Zedong’s hold on power, the internal Chinese Communist
Party struggles, and the slowly emerging Sino—Soviet split for which the CIA
was far ahead in forecasting. A Soviet military analyst in the CIA was one of the
first to detect the growing tensions between China and the Soviet Union in the
early 1960s. The CIA did a creditable job on assessing China’s disastrous eco-
nomic program (the Great Leap Forward) and later the equally destructive polit-
ical chaos (the Cultural Revolution) that Mao introduced toward the end of his
rule.

Analysts also spent much of their time and attention on the emerging Chinese
military threat and its direct challenge to Taiwan. The Taiwan Straits crises in the
1950s seem quaint today, but they were major crises, which analysts regarded
as possibly going nuclear if not carefully managed (e.g., President Dwight D.
Eisenhower’s 1954 threat to use tactical nuclear weapons if China attacked the
island of Quemoy). The China—Taiwan issue remains a major warning issue into
the twenty-first century, as it bears directly on whether U.S. defense commit-
ments might embroil Washington in an Asian conflict. Intelligence assessments
consistently judged that China would pursue its goal of recovering Taiwan and
would continually test Taiwanese and American resolve. But they saw little evi-
dence that the Chinese would attack Taiwan so long as it risked drawing in
the United States. Similarly, agency analysts could provide policymakers some
reassurance that, overall, Chinese military objectives remained largely defensive
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in character throughout much of the cold war. Analysts correctly predicted a
Chinese nuclear program would emerge in the early 1960s, but it advanced even
more rapidly than some expected. Equally challenging was a good understand-
ing of where it might then lead. As analysts noted in a 1967 NIE, “There is little
evidence on Chinese thinking with respect to the role of nuclear weapons in [its]
overall strategy.”'> However, they correctly judged that Beijing had no interest
or expectation of achieving a Soviet-style ““strategic parity” with the United
States but rather settled on a very modest nuclear arsenal more aimed at prestige
and deterrence than actual war fighting.

CIA military analysts did report on the internal pressures and disagreements
inside the Chinese leadership and were quick to develop the story about the
attempted defection of Lin Pao to the Soviet Union in 1972. Once Mao’s death
and various leadership changes occurred, analytic attention turned increasingly
toward growing capabilities of the Chinese military (the People’s Liberation
Army) and China’s emergence as an economic power. As economic moderniza-
tion advanced and political reforms did not, analysts pondered the question
of whether internal disorder might result. The tough response of the Chinese
leadership to Tiananmen Square protests in 1990 was anticipated, if not the
student unrest itself. Intelligence carefully monitored the replacement of unrelia-
ble troops in Beijing and the crackdown on protesters. CIA analysts of the post-
Mao leadership, reporting on its conviction not to make the mistakes that Gorba-
chev had in combining economic reforms with political reforms, have also been
largely on the mark. This remains a key intelligence question—namely, how
China will manage economic modernization and its sociopolitical ramifications.

Not surprisingly, as China’s political, economic, and military rise has contin-
ued, so too has the attention given to the CIA’s analysis and the question of
whether it too is “politically biased.”*¢ Congressional criticism has also been
leveled against the CIA for soft-pedaling the Chinese military threat, and in 2000
a congressionally mandated commission (known as the China Futures Group)
headed by former army general John Tilleli spent a year examining the CIA’s
record. There also have been calls—so far unsuccessful—to develop alternative
analysis centers at the Department of Defense that would take a more “tough-
minded” approach to China. In fact agency analysis has been rigorously follow-
ing the steady Chinese military modernization effort, and analytic resources on
China have steadily grown as a reflection of the importance this subject will
hold for future U.S. policymakers. To make the point, open CIA congressional
testimony in 2004 is typical of the “tough-minded” analysis that the CIA has
been conducting;:

Our gravest concern continues to be China’s military build-up, which continues to
accelerate. . . . China’s announced annual defense budget has grown from some $7
billion ten years ago to over $23 billion today. Moreover, we assess the announced
figure accounts for less than half of China’s actual defense spending. . . . China is
downsizing and restructuring its military forces with an eye toward enhancing its
capabilities for the modern battlefield. All of these steps will over time make China
a formidable challenger if Beijing perceived that its interests were being thwarted
in the region.'”
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Truth Telling on Vietnam

Although a distant memory to today’s generation, Vietnam occupied CIA ana-
lysts’ attention for over fifteen years during the very height of the cold war.
The record was remarkably good, but it is also a testimony to the difficulty
policymakers have in accepting bad news. Early on, DCI John McCone pressed
Sherman Kent and his estimators to accept a more benign view of the political
scene held by diplomats and generals, but over time even this cold warrior came
to view the war as unwinnable. His eventual successor, Richard Helms, recalls
that from “the onset, the intelligence directorate and the Office of National
Estimates held a pessimistic view of the military developments.”'® Moreover,
CIA assessments of the weak South Vietnamese governments and the compara-
tively resolute North Vietnamese intentions and capabilities were equally pessi-
mistic as well as generally accurate.

After the commitment of major U.S. ground forces in the 1960s, CIA assess-
ments of the war challenged administration assertions that the U.S. and South
Vietnamese military strategies could succeed, judging that time and resolution
were on the side of North Vietnam. Debates between CIA estimators and Gen-
eral William Westmoreland’s military command in Saigon (MACV) over the
North Vietnamese order of battle—which became a measure for whether U.S.
military actions were winning the war—became very confrontational. CIA ana-
lysts, using a broader category of armed combatants, argued that the forces
were far higher than MACV was crediting, a prospect that the Lyndon Johnson
administration did not wish to explain to a skeptical Congress and public. The
debate raged throughout 1966 and 1967, until the CIA agreed not to press the
issue."”” To many analysts, this episode constituted a clear case of caving in to
political pressures; to Director Helms and others, it was a recognition that the
CIA had made its perspective well known to senior officials and an acknowledg-
ment that the military was ultimately responsible for establishing the strength of
an opponent’s forces.2

Although the CIA assessed the deteriorating political and military situation
accurately, it did not forecast the surprise Tet (New Year) Offensive that
occurred in 1968. Indeed, even as the CIA correctly declared the Tet Offensive
to be a military defeat for the North Vietnamese, Hanoi succeeded in convincing
the American public that it was a major Communist victory that only deepened
skepticism about the war. The CIA was dead wrong in its assessment that Cam-
bodia was not a principal route for arms entering Vietnam, and it hung onto
that judgment in the face of some rather persuasive evidence.

North Korea: The Black Hole

North Korea has been and remains one of the toughest collection and analytic
challenges that U.S. intelligence has faced since the end of World War II. Ever
since the 1950 surprise attack on South Korea, analysts have been wary of fore-
casting events in North Korea with high confidence. The North Korean decision
to launch an attack southward in June 1950 was judged unlikely because ana-
lysts believed Pyongyang was part of the Soviet-controlled sphere of influence
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and that Moscow had no interest in a war on the peninsula that might spark a
global conflict. However, North Korean leaders proved to be as independent
minded as Mao, Tito, and other break-away communist regimes. Despite ample
evidence of mounting war preparations in early 1950, analysts judged it unlikely
that Kim Il Sung would act independently of Moscow.>!

Since then, analysts have been more wary of ruling out unprovoked aggres-
sion on the peninsula, and periodically a crisis has emerged that demanded intel-
ligence to monitor the Demilitarized Zone or other hot spots. For example, in
the mid-1970s analysts tracked the North Korean seizure of the USS Pueblo, the
shooting down of a U.S. reconnaissance aircraft, and the attack by North Korea
on Seoul’s presidential palace (the so-called Blue House)—just a few examples
of chronic troublemaking that challenged intelligence. U.S. military analysts are
still regularly involved in assessing warning indicators of a possible surprise
attack against the South and North Korea’s growing military capabilities.

The latest analytical preoccupation with North Korea has been its develop-
ment of a nuclear weapons program. There was persistent speculation in the
1980s and early 1990s as to whether North Korea had developed nuclear weap-
ons or merely had the capacity to do so. U.S. assessments had been heavily
“caveated” but left open the real possibility that North Korea might have
enough highly enriched plutonium to make a small number of nuclear weapons.
In the mid-1990s, this concern led the Bill Clinton administration to press the
North Koreans to halt their program in exchange for pledges to supply reactors
incapable of producing weapons-grade plutonium and some say to contemplate
strikes on the North’s nuclear facilities. Pyongyang then averted a confrontation
by accepting the 1994 Agreed Framework, but suspicions remained about how
much the North Koreans were adhering to those agreements. Most recently,
intelligence analysis provided convincing evidence that North Korea had devel-
oped a covert program to circumvent those earlier agreements. And in August
2003, the CIA judged that “North Korea has produced one or two simple fis-
sion-type nuclear weapons.”?? Moreover, in October 2006 CIA analysts warned
of a possible atomic test, which has been subsequently confirmed to be a low-
yield detonation of a nuclear device.??

The other major North Korean intelligence challenge has been forecasting
the development of North Korea’s ballistic missile capabilities, which would be
needed to deliver a nuclear weapon. In early 1990s estimates of the global for-
eign ballistic missile threat looking out to 2010, analysts concluded that none of
the prospective nuclear states (Iran, Iraq, Libya, North Korea, etc.) likely would
have fielded an intercontinental range ballistic missile. These estimates encoun-
tered severe criticism, causing Congress to establish special review commissions
and ask for annual reports from the intelligence community. The 1995 NIE and
subsequent reports came in for special criticism from the so-called Rumsfeld
Commission, which declared that the NIE methodology and approach resulted
in a playing down of the growing ballistic missile threat.?* This criticism seemed
to have merit, when North Korea surprised defense and intelligence officials
by launching a Taepodong-1 missile in 1998, demonstrating that Pyongyang’s
ballistic missile program had progressed far faster than most analysts believed
possible. Since then, senior intelligence officials have acknowledged mistakes
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and claimed that CIA analysts have responded to most of the criticisms and have
sought to characterize uncertainties, alternative scenarios, and warnings in a
more forthcoming manner.?S At this juncture analysts must be prepared to
assume the worst and almost plan to be surprised by North Korea’s seemingly
different strategic logic and way of approaching the West.

South Asia: Monitoring a Powder Keg

Perhaps an unsung success for CIA analysts is the quiet role they played in alert-
ing policymakers in the late 1980s and early 1990s to advancing nuclear plans
and military exercises involving Pakistan and India that brought those countries
to the brink of war and possible use of nuclear weapons. Those governments’
possession of nuclear weapons—not to mention their outright war in 1971—
was reason enough for U.S. intelligence to warn policymakers in time to conduct
effective mediation efforts. In May 1990 President George H. W. Bush dis-
patched to both capitals a senior envoy, who used alarming intelligence reports
of Pakistani-Indian conventional buildups to bring both sides to their senses.
Another key intelligence question in the late 1980s was whether or not Pakistan
had nuclear weapons. Intelligence was clear that Pakistan had an aggressive
program by 1987 to develop such a capability. However, administration officials
tried hard to avoid acknowledging this, as it would trigger a break in U.S. for-
eign aid to Pakistan, which was critical to American efforts to drive the Russians
out of Afghanistan. By then, analysts were confident that both South Asian pow-
ers had nuclear weapons and were intent on developing mature programs with
delivery systems, making a “balance of terror” on the subcontinent all the more
serious.

When India surprised Washington with its May 1998 nuclear tests, and Paki-
stan quickly followed suit, Clinton administration officials were shocked by a
new Indian government’s flaunting of international opinion and blamed CIA
analysts for not alerting them to the real possibility of a test. The commission
formed under Retired Admiral David Jeremiah to investigate this intelligence
failure concurred in finding that analysts had misjudged the newly elected Indian
government’s eagerness to test, even though its election campaigning promised
precisely that. What was left unsaid, however, was that analysts had all along
acknowledged India’s technical ability to test at any moment and had warned
the Clinton administration; moreover, successful efforts to dissuade India from
testing previously had also forced U.S. diplomats to share imagery with New
Delhi to convince them not to test. These demarches ultimately enabled Indian
scientists to avoid past testing practices, which had tipped off U.S. analysts in
the past to test preparations. That said, the Jeremiah Commission’s advocacy of
more “Red Teaming” and ‘““Alternative Analysis” was a useful and necessary
impetus for the CIA to reestablish more analytic tradecraft training as well as
review South Asian intelligence priorities that had taken a back seat to the
administration’s focus on the Balkans crises, North Korea, Iraq, and counterter-
rorism priorities.
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The Middle East: From Wars to Weapons

Three major wars occurred between Israel and what it referred to as the “con-
frontational” Arab states. The United States did not support the early British,
French, and Israeli adventures in the Suez during the 1950s. But in subsequent
wars in 1967 and 1973, Israel received significant U.S. support. Consequently,
U.S. intelligence was deeply involved in providing warning of the attacks and
daily “situational reporting.” The 1967 Six-Day War is a case study of how U.S.
intelligence ““‘got it right.” Analysts correctly assessed the building pressure on
Arab leaders to regain the losses they had sustained in the first two wars against
Israel. Gamal Abdel Nasser and his generals had plans to launch joint attacks
with Syria, Jordan, and other Arabs. Analysts were alerting the Johnson admin-
istration to these worrying trends and ultimately told the president that if Israel
decided to preempt the Arabs, the war might last no more than six days.2¢

But if getting it right in 1967 was a sign of analysts understanding the Arab
mind, they quickly learned not to become complacent. Intelligence accumulated
in the early 1970s, which showed in detail what the Egyptian and Syrian forces
were intent on doing to restore their lands and reputations. Ironically, in the
face of such overwhelming evidence, analysts failed to recognize that Arabs
might launch a war they had no prospect of winning militarily. Thus, analysts
as well as policymakers dismissed the signs of hostilities, believing that Israel
and other moderate Arab states knew better than they that Egypt and Syria
would not dare to try again without a great deal more equipment, preparation,
and support. CIA analysts were not alone in holding this mindset and indeed
were misled by the confident Israeli assessments that Anwar el-Sadat was bluf-
fing and would not dare take on the Israeli Defense Forces. This Yom Kippur
“surprise’ war caused Israeli intelligence to institute more Competitive Analysis
as well as a dedicated “Devil’s Advocate” to challenge conventional wisdom and
ensure that no such surprise would ever happen again.

The 1979 fall of the shah of Iran and the rise of Islam in Iran may be one of
the most dramatic changes in the past fifty years. The analytic group that fol-
lowed Iran in the 1970s was competent and experienced. Its analysis foreshad-
owed some of the developments that were to occur. The shah had alienated the
religious base, confiscated lands, and secularized many aspects of the country’s
life. The military and intelligence services were outwardly strong but had feet of
clay and crumbled at the first sign of trouble. The problem for intelligence was
that much of the reporting on Iran came from people too close to the regime—
the U.S. diplomats, intelligence and military officers, and other “insiders.” Little
attention was directed toward what was happening in the street or being said in
the morning prayers. Analysts in those days had little understanding of the force
of the religious movement in politics. In particular, Americans had little or no
understanding of the impact that an old—and seemingly unimpressive to us—
Ayatollah Khomeni would have on Iran and the world.

Once burned, the CIA was more careful to follow the rise of Islamic extrem-
ism in the region. Accordingly, the CIA warned the Reagan administration of
the precariousness of Sadat’s regime and even suggested in some oral briefings
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that an assassination attempt could not be ruled out.?” His murder at the hands
of the Egyptian Islamic Jihad in 1981 also drove many political pundits and
journalists to predict the early demise of his successor, Hosni Mubarak, but the
CIA judged that Cairo would weather those challenges, a judgment that has
proved to be accurate, at least as of this writing.

Although the CIA missed the Iranian revolution, it did not miss the signs of
growing Iraq/Iran conflict and provided adequate if not early warning of the
1980 war, which lasted for eight years. This war partly conditioned analysts to
believe Iraq was too war weary to take on another regional war. So, when Sad-
dam Hussein began his military buildup vis-a-vis Kuwait, many analysts—not to
mention Iraq’s neighbors—initially suspected a classic bluff aimed at economic
blackmail. At that time, a major controversy had broken out on the quality of
intelligence prior to the invasion of Iraq. The IC monitored and reported the
Iraqi buildup throughout the summer of 1990. At least two weeks before the
Iraqi invasion of Kuwait, good intelligence reporting and analysis raised the
warning flag almost daily until the invasion. But allies in the area, the U.S.
ambassador, and others were not convinced that the Iraqis would take such a
dramatic step. Even if there had been total agreement on the likelihood that Iraq
would invade, time was at a premium, and there was perhaps too little of it to
work toward a policy solution.

The background of U.S. intelligence support for the Gulf War is well docu-
mented in other places. The U.S. military planners were unhappy that the CIA
did not have the detailed level of intelligence they needed when the decision was
made to force Iraq out of Kuwait. As in other cases when U.S. forces have
gone to war, the CIA often was expected to produce tactical as well as strategic
intelligence—not its primary mission. Some of the other complaints have proven
to be ill founded, including those that claimed Central Command bomb damage
assessments were better than the CIA’s. Suffice it to say, senior military com-
manders complained that the CIA was not providing sufficient support to the
war fighter, even though the Pentagon controlled nearly 80 percent of intelli-
gence resources within its own department.?8 Accepting some of these criticisms,
the CIA since 1992 has substantially improved support to the war fighter by
beefing up analytic support to the various commands and by creating a CIA unit
whose sole mission is supporting Defense Department customers.?®

Problems with intelligence on Iraq’s weapons of mass destruction (WMD) in
2002 now dominate the discussion of intelligence problems. The Iraqg WMD
Commission report did a creditable job of highlighting the collection shortfalls,
flawed analytic tradecraft, and management problems of this case. Clearly, the
collection of information and rigorous analysis of that information were not
well done. Much of the analysis rested on information that had been collected
as much as five years before the war. Assumptions about the status of weapons
programs were not challenged. It is explainable and understandable how ana-
lysts came to the conclusions they did about the status of Iraq’s weapons pro-
grams, but they were wrong. Often forgotten, however, is the intelligence
produced about the consequences of a war with Iraq, which was often on the
mark. But senior officials largely ignored those judgments, which partly explain
the challenges the United States now faces. As I and other colleagues reported in
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an unclassified July 2005 report, the IC’s performance was uneven: Analysis on
WMD was wide of the mark and must be acknowledged if lessons are to be
learned.?® However, analysis produced prior to the war on a wide range of other
issues accurately addressed topics on how the war would develop, how Iraqi
forces would fight, the limited Iraqi links to al-Qaeda, the war’s impact on the
international oil market, and indeed assessments on post-Saddam Iraq.3!

Latin and Central America: Watching the Neighborhood

Policymakers’ interest in Latin America was most intense during the Kennedy
and Reagan administrations, when Fidel Castro’s Cuba in the 1960s and later
Nicaragua and the Contras in the 1980s posed the most direct challenges to U.S.
regional policies. The recent rise of Hugo Chavez in Venezuela may presage a
similar increase in intelligence analysis of the region. Overall, the analytic record
is sound; there were few major warning issues that could match the dramatic
1962 Cuban missile crisis, yet American analysts found themselves going beyond
regional and country analysis to take on major transnational issues like narcotics
trafficking and instability brought on by drug warlords who were challenging
state authority in Central American nations.

Cuba remained a constant focus of intelligence attention, because Castro
worked to extend his brand of communism throughout the region and later to
covertly support Marxist guerrillas in Angola during the 1960s and 1970s. After
the Portuguese withdrew from Angola in 1975, Castro dispatched tens of thou-
sands of Cuban troops to Angola, and they were soon decisive in bringing the
guerillas they supported to power. Long-term analysis on Cuba, however, was
severely hampered by Cuban counterintelligence successes in doubling suppos-
edly reliable U.S. human sources, in clever deception operations, and through
extensive use of a high-level mole in the U.S. intelligence community who was
uncovered only in the past few years.

In the 1980s, the Reagan administration’s commitment to the overthrow of
the Sandinistas in Nicaragua and its support for the Contras proved to be a
challenging test of the objectivity of intelligence analysis, not an unusual situa-
tion when it came to U.S. policy in South America. CIA operations officers were
running the Contra program while at the same time CIA analysts were assessing
the effectiveness of the effort. This tension within the CIA was exacerbated by
the enthusiasm that CIA director Casey and others in the administration had
for the Contras’ effort to defeat the Sandinistas. Caught between congressional
opponents of the war and administration supporters, Latin American analysts
walked a difficult tight wire in reporting. There was good evidence that some of
the reporting from the field was less than objective. CIA analysis clearly judged
that the Contras could not win a military victory, but Agency experts remained
uncertain whether a political victory was possible.

The Tide toward Terrorism Analysis

Barrels of ink have been used to describe the CIA’s failure in the September 11,
2001, terrorist attacks. But there has been little attention to its work on terror-
ism before it reached U.S. shores—given that then, as today, foreign rather than
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domestic intelligence is the CIA’s responsibility. Terrorism abroad has been a
fact of life for most of the period being addressed. Though it was centered in the
Middle East, it is important to remember that Britain had the Irish Republican
Army bombings and killings for years, Germany was tracking the Bader-Mein-
hof gang, the Red Brigades regularly kidnapped Italian politicians, and Hezbol-
lah was attacking French targets. State-sponsored terrorism was a reality—Iran,
Iraq, Syria, and Libya were training and funding terrorist activity aimed at the
United States, other Western powers, and their own countries. Commercial air-
craft were a favorite target during the 1970s and 1980s. CIA analysis was clear
in its judgment that the objective of most Middle East terrorism was ending the
U.S. presence in the Middle East and radicalizing governments in the area. In the
mid-1980s DCI Casey moved analysts together with operators into a Counter-
Terrorism Center. That center had some impressive success together with foreign
intelligence organizations in preempting terrorist attacks. Although it took con-
siderable time, the bombing of the Pan American plane over Scotland was traced
back to Libya in an impressive intelligence investigation benefiting from a criti-
cal clandestine source.

As reported elsewhere, the CIA helped to thwart terrorist attacks against a
variety of international organizations, U.S. embassies, airports, and other gov-
ernment facilities over the years. It organized the Afghan opposition to bring
down the Taliban and has helped to capture more than a thousand al-Qaeda
operatives worldwide. None of this would have been possible without compe-
tent analysts who could identify, monitor, and target suspects for arrest and
renditions. The details of the attacks on the African embassies (1998), the USS
Cole (2000) and World Trade Center (1993 and 2001) also suggest that the
CIA’s analytic role was only part of a much larger story of government-wide
failings to collect, analyze, and respond to potential terrorist operations. This is
not an excuse as much as an explanation for how hard it can be for analysts of
foreign intelligence activities to see the complete picture, when many of those
activities are the purview of other U.S. domestic, diplomatic, or military
organizations.

In the hunt for Osama bin Laden, it is a fact that the CIA was the one organi-
zation that early on was attempting to develop a campaign against the Saudi-
based al-Qaeda. It used all sources of intelligence and close cooperation with
other intelligence collection agencies to monitor his activities and target him. As
one of two people asked by the CIA’s director of operations to assess that pro-
gram, we said at the time that the activity was impressive and a good example
of interagency cooperation and innovative use of operational assets and intelli-
gence analysis.

What Can We Learn?

Reviewing the past fifty years of CIA analysis can help us recognize some of
the inherent limitations of analysis and develop realistic expectations for what
intelligence can provide to U.S. decision makers. Appreciating these limitations
should help us in moving ahead in developing better analytic techniques and
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systems. Drawing a bottom line to the CIA’s half decade of analysis shows chal-
lenges involving warning, politicization, information gaps, mindsets, and exper-
tise building. Let us look briefly at each.

Warning remains the most difficult challenge that analysts face. Getting it
right in some cases is no guarantee that future surprises will not occur. In some
cases the CIA got it right and effectively warned policymakers; however, in other
cases, it monitored developments but did not recognize them for what they were
or did not sufficiently underline to policymakers the implications of an adver-
sary’s moves to convince them that action was needed. In the end, flawed mind-
sets, inadequate warning mechanisms, and poor intelligence-policymaker
relationships were at the heart of such failures. These challenges deserve con-
stant attention and are addressed elsewhere in this volume. Suffice it to say,
warning remains the principal rationale for having an intelligence community
and therefore deserves regular attention in the U.S. intelligence community’s
training and education programs.

Politicization, though a constant concern for analysts, turns out to be a fairly
rare occurrence—but one that often grabs the headlines during any major policy
dispute. Logically, intelligence analysis should serve as the basis for major judg-
ments on the most important matters of state; hence, it is no surprise that policy-
makers often wish to construe intelligence in the most positive light possible.
That said, in my own career I have seen little to be terribly alarmed about this.
A professional analyst should have no problem turning down any blatant policy
request that he or she tailor the analysis to suit a policy preference. And, clearly,
I never had any problem and believe that analytic integrity is the single most
important attribute of solid analysis. Although I personally could not agree with
every judgment reached by CIA analysts in my thirty-two years of service, there
was never a time when I felt we had compromised our integrity.

Information gaps, partly the result of poor analytic understanding of what
they mean, lie at the heart of nearly every major intelligence failure. Whether it
is the Cuban missile crisis, the 1990 Gulf War, or September 11, analysts must
constantly be asking whether there is missing information, whether deception
and denial are occurring, or whether their judgments must be qualified based on
the paucity or poor quality of the information available. Analysts do not have
the luxury of #not reaching judgments, when incomplete or ambiguous informa-
tion is all they have to go with. This is what distinguishes the better analysts
with an understanding of the collection environment from those who merely
observe and report only what they see.

Mindsets that prevent analysts from asking the right questions often result
when poor information forces them to rely on an adversary’s past behavior or
on what they previously judged to be an intelligence target’s most likely course
of action. Not asking the right question about the motivations that drove the
Soviets in Cuba, the Egyptians in the Sinai, or the Iraqis in the Gulf was the
result of previously held views about how “risk adverse” America’s opponents
might be or how they might make calculations ““just like us.” The rigorous chal-
lenging of conventional wisdom through the regular use of better and more
transparent analytic tradecraft can reduce—if not totally eliminate—the hazards
of unconscious mindsets.
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Expertise building cannot be achieved quickly or easily. Analysis is fundamen-
tally a “people business,” which requires hiring, training, and leading the best
thinkers one can find. Throughout the CIA’s history, it has sought out the people
with the area expertise, technical training, and linguistic skills that would pro-
vide the most complete knowledge of important security issues. But these were
always Americans, raised in a distinctly American culture and habits of mind.
Realistically, security requirements still prevent us from hiring those non-Ameri-
cans with local knowledge of the Middle East, cultural sensitivity about Asian
societies, and the “street smarts” about drugs and thugs. To compensate for
this, the CIA must conduct deep research, which encompasses networking with
nongovernment and non-American experts outside the organization, regular
conference attendance, independent study, and overseas assignments. A more
adept mining of open sources and use of new technologies must also be part
of the research agenda. Incentives to develop such expertise-building skills and
experiences must be encouraged through proper resources and made available
to as many analysts as wish to have them.

At the end of the day, policymakers will be the ultimate judges of whether
intelligence analysis has served them well or poorly. That said, analysts and their
leaders must strive to educate the policy world about some of the limitations
they work under and help those in the executive and legislative branches of
government to become more sophisticated consumers of intelligence analysis.
Demonstrating that analysis can inform policy but not guarantee its success is a
realistic goal for the CIA and the broader intelligence community. Policymakers
should expect no less, but they should also demand no more.
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CHAPTER 3

Is Intelligence Analysis a Discipline?

REBECcA F1SHER AND ROB JOHNSTON

AMONG THE MANY EFFORTS to improve analysis, there has been
a long-standing desire to transform intelligence analysis into a full-fledged disci-
pline. Indeed, the intent of this book is to advance the state of knowledge about
analysis and promote further “professionalization” of analysis along the lines
that Sherman Kent had suggested as much as half a century ago. Though many
practitioners have espoused the goal of creating a more rigorous discipline, few
have considered what a discipline actually requires. The steps toward creating a
discipline, however, should be informed by what such a goal actually entails,
and upon closer inspection practitioners will be heartened to see that such a goal
is not as distant as some might assume.

What Is a Discipline?

Disciplines emerge as systems for maintaining order, routinizing methods, and
codifying actions. They are found in communities that recognize and seek to
minimize the extent to which the welfare of persons or groups of people is put
at risk because of the actions of individuals. The development of professional
standards, best practices, consensus statements, and practice guidelines is the
logical result of this risk mitigation. We need not look far to find examples of
how disciplines such as law, medicine, and library science have evolved to the
level of their present-day sophistication and development from what were once
largely unregulated practices performed ad hoc.

Though closely associated, the words “profession” and “discipline” convey a
nuanced but significant difference in meaning. A profession is widely regarded
as a life’s work that requires specialized knowledge and often long and intensive
vocational or academic preparation. For our purposes, we shall define the word
“discipline” as a type of profession, but one in which specialized knowledge
and rigorous preparation are operationalized by the introduction of formal or
informal governing bodies that are responsible for developing rules of a manda-
tory or voluntary nature that serve to guide, inform, and ensure the highest
possible quality professional conduct and activity. Disciplines are professions
that retain the collective wisdom of practitioners and establish standards for
archiving and accessing that knowledge. Disciplines distinguish themselves by
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externally and internally derived licensing and credentialing practices, ethical
standards, and continuing education requirements. Insofar as “intelligence anal-
ysis” lacks these attributes, the answer to the question “Is intelligence analysis a
discipline?” would have to be “no.” But perhaps the better question is “Should
it be?”” This chapter looks to other professions-turned-disciplines and makes the
case for an affirmative answer to that question.

The Legal Profession

The American legal profession as we know it began to take shape in the nine-
teenth century, only recently in our country’s history. Prior to the 1870s, practic-
ing law was the domain of the upper class, set apart and venerable; the
philosopher Alexis de Tocqueville wrote in 1835: “In America . . . lawyers . . .
form the highest political class and the most cultivated circle of society.”" But
around midcentury, a backlash against the elitism associated with the profes-
sion, together with the country’s burgeoning growth and increasing demand for
legal services, democratized the profession, making it much more accessible.
What had been a profession of the privileged few was suddenly open to many.
Requirements for becoming a lawyer grew arbitrary and, in some jurisdictions,
practically nonexistent.?

To suggest that the American legal profession was in disarray by the latter
half of the nineteenth century would be to understate the extent to which its
ranks had fallen: Widespread corruption underscored hosts of other unseemly
conduct such as unruly behavior and indecorous speech and dress in the court-
room. In its report to the Bar of the City of New York, the Committee on the
Admission to the Bar wrote, ““The general standard of professional learning and
obligation was high during the first forty years of the nineteenth century. About
1840, it began to decline, and its tendency was steadily downward until about
1870, when it reached its lowest ebb, when even the Bench was invaded by
corruption and found support in a portion of the bar.””

The first milestone in the restoration of law to its present status as a profes-
sion of the educated and regulated was the creation of bar associations. The
first of these, the Bar of the City of New York, instituted ““rigorous scrutiny of
qualifications for membership . . . to maintain the honor and dignity of the
professions,”* with the overarching goal of assuring the expeditious administra-
tion of justice. This turning point was the first of many more bar alliances, most
notably the formation of the American Bar Association (ABA) in 1878. The
ABA appeared on the American scene at a time when “no uniform code of ethics
governed [lawyers’] conduct [and] few institutions for common effort were
available,” but by the turn of the twentieth century, the organization had suc-
cessfully drafted legislation, set standards for law reform, and—most notably
for our purposes—established the requirements for legal education in America.
By the late nineteenth century, 176 more bar associations had formed. Changes
in the way law was taught and the publication of textbooks on specialized topics
such as negligence law, taxation, and personal property followed. Each innova-
tion represented a layer of oversight and governance that would transform the
profession of law into a discipline.
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In keeping with the implementation of educational standards was the system-
atization of the profession’s shared knowledge, establishing the body of case law
that came to characterize Western jurisprudence as possibly the world’s first
“knowledge management” system. Each case generates a unique record of partic-
ipants, proceedings, and decisions upon which every subsequent case will be
based, argued, or rendered null, forming a body of scholarship accessible to any
and all. But at its lowest ebb, the legal profession had no uniform and organized
system for researching this scholarship; the American Digest System and the
National Reporter System, now available in various electronic and print permu-
tations, did not exist. These resources emerged on the American scene in 1872
with the foresighted and entrepreneurial work of John B. West. West’s Key
Number system, an indexing method still in use, utilizes seven general categories
(persons, property, contracts, torts, crimes, remedies, and government)—further
divided into 400 major topics (e.g., civil rights, securities, criminal law), and
divided further still into nearly 100,000 subtopics—to enable researchers to sur-
face relevant, accurate information out of a confusing tangle of data.

The systematization of legal knowledge and the development of methods for
retrieving it marked another passage in the transformation of the legal profes-
sion from dilettantism to discipline. One of the major advantages of West’s sys-
tem was its ability to accommodate the ever-evolving status of case law. The
system’s foundation—a dynamic, adaptable taxonomy—allowed the inclusion
of new terms and technologies as they emerged. Another benefit was the prod-
uct’s ability to be updated; printed updates that easily slipped into and out of
three-ring binders assured that practitioners’ legal references would always
reflect the current disposition of the law under study. Over the years West’s
product, eventually called the National Reporter, became known as “the author-
itative source of case law, legislation, and most things jurisprudential.”’

Parallels to intelligence are abundant in law. Substitute the words “intelli-
gence” for “law” and ‘““analysts” for “‘students” in the excerpt below and you
have a more than adequate impression of the current state of U.S. intelligence:

The law is, after all, a complicated web of interrelated doctrines and often contra-
dictory interpretative texts. First year law students frequently lack the contextual
understanding necessary to discover and evaluate all the extant decisions necessary
to develop a full analysis of the issues presented to them. In addition to trying to
acquire this broad overview of the law and the way it works, they must simultane-
ously grapple with a multiplicity of challenges: unfamiliar surroundings, a curricu-
lum seemingly designed to keep them off-balance, new ways of thinking, and
teachers speaking a new language or, at the very least, a dialect of English with
which they are unfamiliar. And, of course, each student is located at a different
point along a skills continuum. Legal research is a demanding discipline requiring
excellent legal researchers to be curious, persistent, flexible people and these attri-
butes are not universal even, or especially, among lawyers or law students.”

Perhaps the most relevant aspect of such a comparison is the notion that, though
intelligence community members may indeed be overwhelmed in confronting a
“multiplicity of challenges” in a world seemingly designed to “keep them off
balance,” the urgent call for systematizing both resources and methods persists
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if intelligence analysis is to achieve “discipline” status with all the rigor, tenacity,
and high standards such a designation connotes.

In law, organized resources and systematic research methods, governing bod-
ies that established professional standards and ethical guidelines, and boards
impaneled to assure that appropriate levels of education and competence pre-
ceded admission to the bar earned the profession its modern-day stature: a disci-
pline—Law, writ large—ultimately emerged, with the benefit being homogeneity
and predictability in the manner in which state, federal, and international law is
administered and practiced in the United States.

The Medical Profession

The medical community’s parallel to intelligence analysis may be more apt
owing to the temporal nature—often an urgency—with which members of each
group must confront difficult challenges of decision making in life or death and
high-risk situations. Reliance upon years of training, individual experience, and
consultation with colleagues has prevailed for centuries in medical decision mak-
ing, an “apprenticeship’ learning model of the highest order, forming a pattern
of acquiring expertise and finding support for one’s decisions that is remarkably
similar to what goes on in the intelligence community.

Training, individual experience, and the advice of one’s peers, no matter how
well intentioned or informed, do not equal evidence. Ferreting out the hard data
that should drive the decisions that ultimately bear on whether a patient lives or
dies was not always the norm in medicine, any more than it is in intelligence
analysis. Here, as in the case of the legal profession, we see that one of the planks
of professionalism—as it becomes a discipline—is access to and proper use of a
rich body of scholarship.

As with case law, it was not as though medical scholarship did not exist.
Pamphlets, reports, and books shaped the practice of medicine from the time of
Hippocrates. But a modern-day data repository only began to emerge in 1818,
when Joseph Lovell, the first surgeon general of the Army, began collecting
books and journals to serve as a reference library for the army surgeons under
his command. His collection seeded what was to become the National Library
of Medicine (NLM), a collection of millions of journal article references (also
known as citations), monographs, audiovisual materials, and specialized collec-
tions on topics such as toxicology, environmental health, and molecular biology.
Today, the NLM serves health professionals, scientists, librarians, and the pub-
lic, its servers hosting over 750 million literature searches every year on an
annual budget of approximately $330 million.

Medline forms the bulk of the NLM’s online repository and provides access
to over 16 million citations from the medical literature. Each citation, or “docu-
ment surrogate,” represents an article published in a medical journal. Citations
are indexed by human beings who use the Medical Subject Heading (MeSH)
system—a taxonomy of medical terms (not unlike West’s Key Number sys-
tem)—to efficiently route users to relevant citations. MeSH terms number nearly
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23,000 and permit searching on varying levels of specificity; the MeSH taxon-
omy is updated annually to reflect changes and advances in medical discovery.

Still, a profession’s literature—that is, the mere fact of its existence—does not
automatically mean its aggregate membership comprises a discipline. Pressure
arising from within its own ranks to improve methods and outcomes is also an
integral part of any profession’s progression toward becoming a discipline. This
type of internal agitation appeared in medicine, as it had in law, in the form of
widespread demand for improvements and standardization in education and
credentialing. Remarking on this groundswell, Paul Starr, the Pulitzer Prize—
winning author of The Social Transformation of American Medicine, observes,
“In the eyes of reform-minded American educators . . . medicine epitomized
both the backward state of higher education and the degraded state of profes-
sions in America.”® He notes that deficiencies in medical education had existed
for decades—that in 1875 anyone with a high school diploma could attend med-
ical school, and that the two years’ coursework could be completed in any order
the student preferred: new knowledge was not, by design, mandatorily built on
previous knowledge, which would have ensured a more vertical understanding
of medical phenomena and techniques.

The lack of governing boards and credentialing systems common to both late-
nineteenth-century medicine and present-day intelligence is not where their simi-
larities end: Starr observes that the most significant failure of the apprenticeship
model—the fact that the “medical faculty had no control over preceptors”—
resonates in an intelligence environment where subject matter experts face seri-
ous constraints in their efforts to train novices in the secrets of “tradecraft”
while performing their regular work, the demands of which are in constant flux
and various states of urgency. In intelligence, governing bodies and oversight
systems—for example, peer review and “tradecraft” specialists whose principal
duties focused on analytical skills and training issues—would compensate for
some of the gaps and weaknesses in the apprenticeship model by producing
consensus statements, practice guidelines, or even informal feedback loops, and
their absence only exacerbates an already-vexing problem.

But medicine did begin to close these gaps and fortify the apprenticeship
model as early as 1901, with the formation of the American Medical Associa-
tion’s Council on Medical Education. At its first meeting, the council produced
standardized education requirements and set about developing the “ideal medi-
cal curriculum.”® Several years later the “Flexner Report” was issued, the prod-
uct of Abraham Flexner’s rigorous tour of 155 medical schools over the course
of eighteen months. In his final report, Flexner remarked that, while American
medical practitioners were not inferior to their European counterparts, there
was “probably no other country in the world in which there is so great a distance
and so fatal a difference between the best, the average, and the worst.”’'® As
Flexner’s recommendations were implemented in the form of codified processes
of training, credentialing, and board certifying physicians and the body of
shared medical knowledge grew in the form of books, papers, and monographs,
the medical profession’s metamorphosis to “discipline” stature had begun in
earnest.
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Yet training, credentialing, or board certification alone and access to the pro-
fession’s collective knowledge (while absent at various times in their histories
from both medicine and law) fail to address the danger of resting on one’s pro-
verbial laurels in an ever-evolving world of discovery and innovation.!" In the
case of medicine, the manner in which important clinical information (e.g., that
contained in Medline and on the shelves of countless medical libraries across the
country) was acquired, used, and shared became the hallmark of a discipline,
beginning with the realization that evidence rather than opinion needs to gird
medical decision making. Before the dawn of evidence-based practice,

the idea was that when a physician faced a patient, by some fundamentally human
process called the ““art of medicine” or “clinical judgment,” the physician would
synthesize all of the important information about the patient, relevant research,
and experiences with previous patients to determine the best course of action.
“Medical decision-making” as a field worthy of study did not exist. Analytical
methods and mathematical models were limited to research projects. Guidelines
were merely a way for experts to pass occasional pieces of advice to non-experts.
Coverage and medical necessity were defined tautologically; if the majority of phy-
sicians were doing it, it was medically necessary and should be covered. Diseases
did not require any management beyond what physicians were already providing,
and performance was taken for granted.!?

The terms ““art of medicine” and “clinical judgment” are every bit as nebulous
here as the term “tradecraft” is among analysts in the intelligence community.
What is good tradecraft, exactly? How is it measured? Can it be taught? Or is it
so arbitrary that “you only know it when you see it”’? These are questions the
medical community was forced to ask itself when the British obstetrician and
epidemiologist Archie Cochrane published his landmark 1972 book Effective-
ness and Efficiency: Random Reflections on Health Services.’3 In the bold, out-
spoken style for which he was known, Cochrane questioned the very manner in
which medicine was practiced and called for the rigorous evaluation of effective-
ness (whether treatments actually work) and efficiency (whether treatments rep-
resent the optimal use of available resources). This could be accomplished,
Cochrane said, by conducting and using results from randomized, controlled
clinical trials. Treatment decisions, he held, must always be made consonant
with evidence rather than on the basis of hearsay, imagined efficacy, or the “stan-
dard operating procedure” mentality that so often fails to consider alternative
scenarios, derogatory side effects, long-term damage, and blatantly contradic-
tory information. Evidence, here defined as ““any empirical observation about
the apparent relationship between events”!* stored in a systematic manner,
allows higher-order cognitive processes to build on “givens” like training and
access to sage advice. The use of statistical rather than solely anecdotal informa-
tion supplies a better picture of an entire disease spectrum or process, an
increased familiarity with the array of treatment or surgical interventions that
might be warranted, and a broadening of the researcher’s scope of inquiry—to
include possibilities that may otherwise have been overlooked. Cochrane’s book
marked the emergence of the Evidence-Based Medicine (EBM) movement. A
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discipline-within-the-discipline of medicine, EBM uses strict criteria to deter-
mine the validity and quality of medical research and encompasses:

* types of studies (e.g., randomized controlled trials, clinical trials, meta-
analyses);

o publications and repositories (BM]’s Evidence-Based Medicine for Primary
Care and Internal Medicine journal, and Cochrane’s Central Register of
Controlled Trials and Database of Systematic Reviews, to name a few);

o study groups (e.g., journal clubs and the Cochrane Collaboration, a net-
work of practitioners from around the world who share an interest in devel-
oping evidence-based resources on particular medical topics); and

* research methodologies (specific bibliographic research techniques used to
surface authoritative, high-quality medical information).

A corollary to all the above that applies to intelligence analysis would be the
creation of an ““intelligence literature,” which Sherman Kent described in 1955
as “dedicated to the analysis of our many-sided calling and produced by its most
knowledgeable devotees.”!* Kent, a professor of history at Yale prior to joining
the Central Intelligence Agency (CIA), envisioned the stepwise building of such
an evidence-based literature, such that “Major X [would] write an essay on the
theory of indicators and print it and have it circulated. . . . A Mr. B [would]
brood over this essay and write a review of it, . . . [and] a Commander C reading
both the preceding documents and reviewing them both” would provide insights
that would enable yet “another man coming forward to produce an original
synthesis of all that has gone before.”'¢ Kent’s “systematic literature of intelli-
gence” would be, he acknowledged, “ponderous and a drain on time.” How-
ever, he also defended the value of precisely such an investment when he wrote,
“Taking Mr. X off the current task and giving him the time to sort out his
thoughts and commit them to paper will more than repay the sacrifice if what
Mr. X puts down turns out to be an original and permanent contribution.”'” In
this sense, Mr. X’s contribution to the intelligence literature must be viewed as
something more than another briefing, paper, or estimate; it is a distillation of
his own unique wisdom, filtered through experience, discourse, and debate.

In medicine as in law, organized resources and systematic research methods
coupled with professional standards, ethical guidelines, and accomplished senior
practitioners—whose job it is to see that appropriate training, demonstrated
competence, and access to the entire profession’s aggregate knowledge precede
a physician’s appearance at any bedside—have earned the profession its much
deserved “discipline” designation.

Library Services

Acquiring and organizing resources and employing systematic research methods
in order to fully exploit them are at the root of every library’s raison d’étre.
Twenty-first-century practitioners of “library science” are members of a disci-
pline whose professional standards and ethos reflect postgraduate education,
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training, internships, credentialing, and often membership in a variety of profes-
sional associations. The 136,660 librarians at work today in America’s 117,341
libraries are generally proponents of ubiquitous access to knowledge and out-
spoken opponents of censorship.'® Frequently among the most judicious, dis-
cerning, and skeptical consumers of information as well, a good librarian is
often a patron’s best hope of finding exactly what he or she needs in a sea of
information where quality, value, and accessibility are often unknown variables.
This role—based on the ability to efficiently deliver high-quality information
to information seekers who are less familiar (or completely unfamiliar) with
the organization of information—evolved over centuries, achieving its present,
democratized iteration only late in the nineteenth century. The earliest libraries
existed for the use of rulers and the literate elite. The Alexandrian Library, for
example, founded in the third century B.c. and considered the greatest library
the world had known prior to the invention of the Gutenberg printing press in
1447, was staffed by highly educated scientists, mathematicians, and astrono-
mers whose access to and familiarity with the library’s extensive holdings was—
whether intentionally or not—analogous with power and control. As recently as
the mid-nineteenth century, to be a librarian—what Ralph Waldo Emerson
called a “professor of books”—remained a type of investiture, available to those
whose ability to preserve the “library’s service to high culture” was assured by
their own classical education, training, and superior knowledge.'® As such, the
air of mystery that came to characterize the role of librarians as keepers of wis-
dom (and others’ access to it) endowed them with a certain ideological author-
ity—the validity of which, like “tradecraft” or the ‘“‘art of medicine”—was
impossible to prove or disprove. Librarianship was the realm of experts, with
expertise deriving from extensive reading and schooling rather than demon-
strated facility with systematic methods in approaching a body of scholarship.
Though the underlying causes are beyond the scope of this chapter, it is per-
haps no small coincidence that the late nineteenth century saw dramatic changes
in the professionalization of not only law and medicine but also librarianship.
Agitation for change reached critical mass with the appearance of the Dewey
Decimal Classification System (DDC) in 1873. Known as the “Father of Modern
Librarianship,” Melvil Dewey transformed librarianship from a divining to a
disciplined activity when he developed a system for organizing knowledge.
Today, more than a century later, the DDC is still the most widely used classifi-
cation taxonomy in the world. But this transformation was neither instantane-
ously achieved nor initially well received. A class of librarian scholars who
espoused a more bibliographic approach to the literatures—that is, continually
producing definitive reading lists of the “‘best books” on any given topic to guide
public access and consumption, with themselves as final arbiters—vehemently
resisted his approach. The flashpoint at which the two factions’ ideologies
ignited was the American Library Association Conference of 1886, where Wil-
liam Fletcher of Amherst maligned the Dewey system as “an attempt to substi-
tute machinery for brains.”2° But Dewey persisted in what he called his “world
work,” a lifelong aspiration to “achieve his goal of educating the masses toward
improvement [which entailed] the efficient operation of free public libraries
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properly stocked with ‘good reading,’ 2! starting with taking the mystery out of
locating and acquiring information.

With the deployment of DDC, librarianship went from the exclusive domain
of the elite and abundantly well-read to the purview of anyone who could dem-
onstrate expertise in using systematic procedures. Like West and Cochrane,
Dewey’s sentinel work made it possible to find, locate, and evaluate information
from an infinite number of resources. Similar to the West system and evidence-
based medicine techniques, the DDC is constantly refined to accommodate new
knowledge: every year Library of Congress specialists classify materials using
over 110,000 DDC numbers.22 West’s Key Number system and the NLM’s
MeSH taxonomy are maintained under a single authority; similarly, control of
the DDC resides under the auspices of the Library of Congress. Expanding and
amending these essential taxonomies is performed regularly, based upon the
consensus of subject matter experts.

Modern libraries—filled with books, serials, audio and video files, and an
infinite and ever-increasing number of Web pages—provide support for the psy-
chologist George Kelly’s 1963 observation that “all our present interpretations
of the universe are subject to revision2—and, in fact, modern libraries are the
places most likely to contain both the original interpretations and their revisions.
Today’s libraries—chronologically and technologically descended from the
Alexandrian Library and its 700,000 scrolls—represent not only access to but
transferability and portability of an inexhaustible supply of information.
Today’s librarians confront the same inexhaustible supply of information as
every other user, but they are equipped with schemas that enable the codification
of data and methods for surfacing relevance expeditiously. Developing aptitude
for making the best possible use of all available information resources is a disci-
pline, rooted in systems and replicable methods, but also in graduate level train-
ing, credentialing, and subspecialty pursuit.

"’Learning Organizations’’ as a Discipline

Another way to define a discipline—be it legal, medical, library services, or intel-
ligence analysis—is to think of it as a “learning organization.” Whether informal
or formal, an effective discipline must be capable of knowledge management,
sense making, and what might be called “mindfulness.” Along with other estab-
lished disciplines, intelligence analysis must strive in this direction, and some
intelligence organizations are beginning to recognize the significance of these
features.

Knowledge management as a system of organizing principles existed in librar-
ies long before it appeared in law, medicine, or intelligence analysis. But it is
only relatively recently that “knowledge management” as a pillar of best busi-
ness practice has arisen, rooted in the work of Karl-Erik Sveiby and Peter Senge
in the late 1980s and early 1990s. Sveiby coined the phrase “knowledge manage-
ment,” building on ideas he set forth in his 1986 book Managing Know-how.
He had come to realize that his scholarly work no longer depended on “formal
structures [in which] managers were in control and output was visible” but
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rather on ‘‘substantial invisible knowledge-based assets”—subject matter
experts whose knowledge was, in reality, the company’s most valuable asset. He
recognized that a traditional industrial, “command-and-control” mentality was
difficult if not impossible to sustain in a knowledge-dependent environment,
where the product itself arises from access to information that is constantly
changing. His early work sought an answer to problems confronted by business
leaders who “lack explicit tools [and] manage intuitively, by gut feeling . . .
traveling in uncharted territory, and [lacking] even a basic theory of knowl-
edge—an epistemology, as philosophers call it.””2*

Senge’s 1990 book The Fifth Discipline: The Art and Practice of the Learning
Organization expanded the knowledge management concept beyond simply a
way to capture, organize, and store information to talk in terms of “learning
organizations.” He defined learning organizations as environments in which
“people continually expand their capacity to create the results they truly desire,
where new and expansive patterns of thinking are nurtured, where collective
aspiration is set free, and where people are continually learning to see the whole
together.”?

Now widely known as knowledge management, this organizational phenome-
non encompasses a spectrum of practices and technologies that range from con-
verting tacit knowledge into explicit, codified knowledge to establishing systems
for knowledge capture in real time and providing after-action review capabili-
ties. But however they are developed, knowledge management systems—now
ubiquitous in many major corporations—support learning organizations by
enabling members to literally make sense.

Sense making is in fact a type of discipline.?s In the 1970s, Brenda Dervin is
credited with introducing the term “sense making’ as a by-product of communi-
cation.?” Around the same time, Karl Weick began to develop the term in the
organizational literature to describe how organizations can prepare to react to
unexpected challenges. Weick writes, “The unexpected doesn’t take the form
of a major crisis [but is instead] triggered by a deceptively simple sequence in
organizational life: A person or unit has an intention, takes action, misunder-
stands the world; actual events fail to coincide with the intended sequence; and
there is an unexpected outcome.”’?8

The value of being a learning organization for analytical agencies is undeni-
able. Unexpected outcomes are just as unacceptable in the realm of national
security as they are in business sectors. To avoid surprises, organizations—and
their experts—must continually free themselves from the machinery of precon-
ception and rote by moving with resolve in the direction Weick calls “mindful-
ness.” For him, mindfulness is a type of mental functioning that is “distinguished
by continuous updating and deepening of increasingly plausible interpretations”
of context, problems, and remedies. For our purposes, mindfulness is arguably
the most important difference between a pastime or hobby—or a job—and a
discipline. The practice of mindfulness as a way of pursuing one’s craft—be it
law, medicine, research, or intelligence analysis—is a type of investiture, a skill
rooted in both cognition and affect, and a lifelong commitment to perfecting
that skill by using all of the tools at one’s disposal, including the stated or
unstated expectations and standards of one’s professional peer group. To
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become a learning organization, then, intelligence analysis must not only
embrace better management of the tacit knowledge held by analysts but must
also create the conditions that encourage continuous learning, exposure to new
ideas, and more flexible business practices that can accommodate unconven-
tional thinking styles and forms of collaboration.

Intelligence Analysis as a Discipline

The examples of law, medicine, and library science are but a handful of profes-
sions in which constantly evolving methods and guidelines for utilizing data
(observations and measurements), information (organized data that has been
classified, indexed, and/or placed in context), and knowledge (analyzed and
understood information)?® have transformed basic aptitudes into formalized,
systematized disciplines. The idea that intelligence analysis, closely tied as it is
to U.S. national security and public policy, has not yet undergone that transfor-
mation is a matter of continuing concern and scrutiny. A number of recent calls
for change have coalesced, taking the form of greater demand for increased
knowledge sharing, better access to information across components and agen-
cies, and greater accountability.?® To the extent that intelligence analysis has
remained idiosyncratic and lacks oversight mechanisms by which all its prac-
titioners systematically acquire, share, and produce knowledge, it is not yet rec-
ognizable as a full-fledged discipline.

Encouragingly, however, intelligence analysis does share many characteristics
in common with law, medicine, and library science as these others have evolved
into disciplines. For example, academic credentialing in intelligence or intelli-
gence-related studies is available from many private-sector universities. In addi-
tion, mentoring, case-based curricula, historical studies, basic and applied
research, and a growing literature also characterize work in intelligence analysis
in much the same way such channels serve the disciplines of law, medicine, and
library science. Elements of a learning organization have also begun to emerge
in the world of intelligence analysis. To give just one example, one can cite the
work of the CIA’s Global Futures Partnership, whose mandate has been to bring
innovation experts and unconventional perspectives into the agency in order to
challenge current business practices and promote greater sense making.

Specific Steps Going Forward

Thomas Kuhn, describing the now-common concept of paradigm shifts in scien-
tific revolutions, believed that such shifts are tied to cultural and social construc-
tionist models, and that the groups themselves not only organize knowledge but
also create reality iteratively vis-a-vis social interaction and relationship.3! For
intelligence analysis to become a discipline in the sense that other professions
have, the practitioners themselves need to design, develop, and test a system of
heuristics and ultimately arrive by rough consensus at something resembling a
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controlled vocabulary—a taxonomy of terms that enables users to not only cali-
brate their thinking but also zero in quickly on relevant sources of information.
In the same way that West’s Key Number system, the NLM’s MeSH, or libraries’
DDC make very specific information available to their practitioners, intelligence
analysts must construct their own vocabulary, terminology, and way of commu-
nicating analytic principles and practices. A standardized nomenclature serves
as a platform for the development of a common language—in this case, a univer-
sally accessible intelligence vernacular. The very existence of such a nomencla-
ture can also serve as a platform for dialogue, discussion, and debate among
very diverse communities of interest and practice.

There is a wealth of intelligence scholarship already available in the form of
journal articles, monographs, books, and best practice studies. After taxonomic
terms are developed, they should be assigned (either manually or by latent
semantic indexing) to the writings that already exist so these materials are
readily available to all community members. Future materials should be simi-
larly indexed and tagged as they are added to a centralized database repository.
In addition, the most experienced intelligence analysts and methodologists
should be commissioned to regularly gather, collaborate, and write on topics
that are of enduring interest to the entire community, with the goal of producing
review articles that store the wisdom of their years. Another logical first step is
to establish—concurrently with the development of a nomenclature—an over-
arching, ubiquitous community of practice. Rather than a rigid, highly regu-
lated, and controlled information environment, this would be what Norm
Archer calls ““a self-organizing network of individuals with ad hoc relationships
and no formal ties . . . a loosely organized and informal network that has no
central management authority or sponsor [in which] membership is voluntary,
and there is little explicit commitment. Members may choose to join or leave as
they wish. Most such networks operate virtually, so communication strategy is
primarily based on knowledge codification.””3? It is impossible to miss the need
for codification in an undertaking of this type, if for no other reason than to
allow participants to conceptualize community and build it together as they
proceed.

Disciplines are responses to a shared sense of need and the collective agitation
for systemic improvement. Generally speaking, disciplines do not develop by
mandate (although mandates often do arise as standards, social conventions,
and consensus appear). As demonstrated by the examples of law, medicine, and
library science, disciplines emerge where groups of people combine their lived
experiences and learning with that of others, establishing performance standards
and searchable repositories of aggregate knowledge. They adopt “best practice”
methodologies used to access these vast repositories of knowledge, whether tacit
or explicit, which remain “best” only until better information, experience, or
methods become available. Therefore, transforming intelligence analysis from a
series of ad hoc activities into a highly intellectualized discipline must be seen
as an ongoing process rather than a once-and-for-all solution. An intelligence
community literature—supported by an agile and extensive taxonomy and an
overarching “community of practice” designed to shelter smaller communities
of interest, practice, and expertise—can serve as a rich seedbed for the growth



Is Intelligence Analysis a Discipline? | 67

of shared mental models and a shared vision and would represent a first step
toward making the best sense of the myriad tasks diligently performed by indi-
viduals, teams, agency components, and the entire intelligence apparatus.
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PART TWO

The Policy-Analyst Relationship

PART TWO lays out the continuing challenge of meeting the policy-
maker’s high hopes for unerring analysis. Inevitably, the different perspectives
of decision makers and intelligence analysts collide or perhaps entirely miss each
other like ships in the night. John McLaughlin and James B. Steinberg provide
contrasting views of the eternally complicated relationship between analysts and
policymakers.

As a longtime analyst and former deputy director of central intelligence,
McLaughlin notes that nothing can replace close contact with policymakers to
ensure a better understanding of the customer’s needs. He also suggests that
greater training and “‘rotational” opportunities are the best remedies for a poor
understanding of the policymaker’s needs.

Steinberg has reviewed intelligence products as both a former analyst and
deputy national security adviser in a pressure-cooker policy environment. He
offers the view that the relationship can be improved if intelligence analysts
make their tradecraft more transparent and explain to the policymaker the
strengths and weaknesses of the intelligence they provide. He also suggests some
structural changes in the intelligence—policy relationship to improve communi-
cation and understanding.

Finally, Gregory F. Treverton, a RAND specialist and former vice chairman
of the National Intelligence Council, tries to capture the complex nature and
shades of politicization. Though he offers no single cure and suggests that some
degree of politicization is the price of remaining relevant to the policymaking
process, he introduces some ideas for what can limit the dangers of what has
become a commonplace concern within the analytic community.






CHAPTER 4

Serving the National Policymaker

JoHN McLAUGHLIN

There is no phase of the intelligence business that is more important than
the proper relationship between intelligence itself and the people who use
its product. Oddly enough, this relationship, which one would expect to
establish itself automatically, does not do this. It is established as a result of
a great deal of persistent conscious effort, and it is likely to disappear when
the effort is relaxed.

—Sherman Kent, 1949'

IF IT IS TRUE, as I believe it is, that analysis is where all aspects of the
intelligence profession come together, then it is equally true that dealing with
the policymaker is where all the components of analysis come together. It is
at the nexus between intelligence and policy that we test everything from the
substantive merit of the product to the quality of our tradecraft to our effective-
ness in training and managing analysts. And it is also where an analytic profes-
sion that strives for objectivity, civility, thoroughness, and balance is likely to
meet up with the more jarring qualities—urgency, impatience with nuance or
equivocation, and, yes, sometimes even politics. But if this relationship turns
sour—if the policymaker does not feel the need for the analytic product—then
there is no reason for doing analysis at all. It goes without saying, then, that it
is worth thinking about what makes the relationship work and what renders it
dysfunctional.?

The first thing that must be said is that the relationship between intelligence
analysis and the national policymaker is a complex one. Many elements are at
play: the very different “cultures” of intelligence and policy, the expectations
policymakers bring to the table regarding intelligence capabilities, the analyst’s
degree of insight into the policy process, the receptivity of both sides to different
points of view, the intangible factors of personality and presence that influence
all that happens in Washington.?

The Policy Culture Versus the Intelligence Culture

The different cultures of policy and intelligence hold the potential to inject a
great deal of misunderstanding and tension into the relationship. The culture
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of the policy world is marked by elements of realism but is essentially—and
necessarily—a culture of optimism. Policymaking is a contentious business
marked by lots of competing ideas and frequently by heavy intellectual combat.
A lot of bureaucratic blood is often on the ground once a particular course of
action wins out.

Alternatively, a given policy is often in place mainly because an election has
affirmed—or can be portrayed as affirming—the central idea. Indeed, policy-
makers live in a world heavily influenced by political considerations, and intelli-
gence is only one factor weighing in their decision calculus, as Sherman Kent
years ago reminded analysts who thought their views were being discarded.* In
any event, once a given policy course is set, its advocates earnestly want to
achieve its objectives, and they work hard to ensure that they do. They are not
blind to obstacles, but their first instinct is to work hard to overcome them, and
they are almost always optimistic that they can. It is not that policymakers never
question the course they are on—it is that a higher value is assigned to keeping
on course and getting to the finish line.

In my thirty years in the intelligence business, I encountered many types of
intelligence consumers in the policy world. They fell into two broad categories:
those who knew how to interpret and use intelligence; and those who did not or
would not, despite considerable understanding of the craft.

Policymakers who knew how to use intelligence generally had a realistic view
of what it could and could not do. They understood, for example, that intelli-
gence is almost always more helpful in detecting trends than in predicting spe-
cific events. They knew how to ask questions that forced intelligence specialists
to separate what they actually knew from what they thought. They were not
intimidated by intelligence that ran counter to the prevailing policy but saw it as
a useful jog to thinking about their courses of action.

Policymakers who used intelligence less effectively are a more diverse and
complicated lot. I dealt with one very senior State Department official some
years ago who thought, often justifiably, that he had a more comprehensive and
sophisticated understanding of the issues than intelligence specialists. The result
was that he almost never requested intelligence support and was content with
just an occasional briefing from a trusted senior intelligence officer. To give such
policymakers their due, it is likely that their disinterest resulted from some disap-
pointing past experience with intelligence that regrettably closed them off to
further use of it.

Other policymakers I dealt with simply could not abide analysis or reporting
that ran counter to their own view. I once told an eminent Russian specialist
who had simply dismissed assessments of growing corruption in Russia that he
ought to consider the analysis “his friend” rather than the “enemy” that he
obviously perceived it to be. My point was that his violent disagreement with it
at least sharpened his understanding of his own point of view and his ability to
argue it effectively—in effect, the analysis laid out the opposing argument.
Finally, when the news was bad, policymaker concerns deepened, particularly in
the White House or the National Security Council, when we wrote it down in
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formal intelligence assessments; the concern, common to administrations over
the years headed by both parties, was that bad news would leak, causing embar-
rassment and lending ammunition to those who preferred a different course.

In one case, for example, senior administration officials argued strenuously
over the words we chose to use in describing the status of a particular missile
system by a developing country; if we termed it “deployed” and if that leaked,
the administration fear was that it would have been used by critics to argue
that the United States should impose sanctions on an important country whose
cooperation was important on other matters. Intelligence officers, of course, can
never yield to such entreaties—and we did not in that instance—Dbut this is one of
many factors that can heighten tensions in the policy—intelligence relationship.

Such potential frictions are compounded by the culture of the intelligence
world. In contrast to the fundamentally optimistic thrust of the policy culture,
the culture of the intelligence world is marked by skepticism. The requirement
to warn of dangers—and the heavy criticism when warning fails—encourages a
darker view than is ever instinctively the case in the policy world. A former
director of central intelligence used to define an intelligence analyst as someone
who “smells flowers . . . and then looks for the coffin.” In short, analysts are
trained, and indeed are required, to look for trouble—regrettably often at the
expense of opportunity—and are thought to have failed when they do not
detect it.

To be sure, there is often contentiousness in the analytic world equal to that
in the policy arena, with similar quantities of bureaucratic or intellectual “blood
on the floor.” But unlike the variegated inputs to policy—everything from
domestic politics to personal relationships with foreign leaders—the contention
over analytic conclusions is entirely about substantive matters—over what is
confidently known, what is not, and what it all portends. In short, the battles in
the analytic world always center on what things mean and not—as in the policy
world—on what to do.

I saw the results of this frequently as I conveyed intelligence to policymakers.
A senior State Department official once complained to me about our assessment
of the prospects for progress in negotiations to settle a long-running dispute
between two countries over their rights in a third country—a dispute that had
involved military operations and had shown few signs of easing through ten
years of talks. He said, ““All you do is interpret the data, lay out the problems,
and tell me that the situation is bleak. I know that. What I need from you is
some assessment of what my leverage is with these guys—of what I should do!”
Below, I will discuss ways for intelligence officers to be helpful in such circum-
stances while still observing the prohibition against prescribing policy.

Given such dynamics, the chances are high that analysts and policymakers
will bring many misconceptions to the table—or at least high potential for mis-
understanding. Policymakers, for example, can interpret the analysts’ hesitation
to weigh in on policy as evidence that they live in an ivory tower world. And
when policymakers make their choices on some basis other than the intelligence
assessment, analysts can conclude that policy counterparts either are not inter-
ested or are simply ignoring the intelligence.
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The potential for these kinds of problems suggests that it is worth having delib-
erate strategies to avoid them—ways through which analysts can gain a greater
understanding of what makes analysis helpful to policymakers and what does
not. And for the policymaker, ways must be developed to give them a better
appreciation of what analysis is and is not, what it can reasonably be expected
to deliver and what it cannot. In this effort, the larger burden must fall on the
analyst community. Just as any producer of product in the private sector must
take the initiative to understand the consumer, so the analyst as the provider of
service has the responsibility to understand what is needed and the most effective
way to present it. This can be done in any number of ways, ranging from surveys
of recipients, to formal processes for sleeping requirements, to exit interviews
with departing policymakers.

In my personal experience, however, the most effective way for analysts to
understand what policymakers need is to live and work among them for a period
of time. It pays enormous dividends in mutual understanding to deploy some
portion of the analyst workforce on temporary rotational assignments into the
policy community. These can range from assignments of several months’ dura-
tion supporting an overseas embassy to a year-long stint in one of the executive
branch agencies.

My conviction about this comes from direct experience. During Robert
Gates’s tenure as deputy director for intelligence (the analytic wing of the Cen-
tral Intelligence Agency, or CIA) in the early 1980s, he insisted that anyone who
wanted to compete for a senior-level promotion ought to have a tour in the
policy community. As part of this program, I was deployed to the State Depart-
ment for an extended tour. While serving there as a special assistant to a senior
officer in the Bureau of European Affairs, I had an inside look at how the CIA’s
work was received on a wide range of issues. I heard our work both praised and
scorned and sought to understand why it sometimes elicited the latter reaction.
It seldom had to do with the narrow substance of the message.

Such negative reactions more often had to do with other problems. For
instance, the State Department officer had already read the raw reporting on
which the analysis was based and found little new in what we wrote. Or a
particular assessment was simply too long and complicated for a harried policy
officer to absorb. Or the analysis was written without a clue as to what policy-
makers were thinking or doing about the problem and therefore appeared naive,
abstract, or uninformed. Or the analyst had pointed out all the problems sur-
rounding an issue but paid no attention to what points of leverage or opportuni-
ties the United States might have.

There were obvious learning points in all this. To succeed, the analysis had to
be timely, digestible, and informed about the policy context while stopping short
of pandering to or prescribing the policy, and it needed to help policymakers in
their search for leverage. Ideally, analysts serving in positions like the one I held
should not be in policymaking positions but instead serve as onsite analytic
resources for policymakers, with the capacity and authority to reach back into
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the intelligence agencies for analytic support. Analysts who have this experience
gain a keen appreciation for the qualities that their work must possess in order
to be taken seriously and have an impact. As will be discussed below, these
qualities range from accuracy to timeliness to clarity about what is confidently
known and what is not.

Efforts also should be made to educate policymakers—particularly new peo-
ple in an incoming administration—about intelligence capabilities. This has fre-
quently been discussed, but incoming senior officials are usually so overwhelmed
with requirements and material—drinking from the proverbial “fire hose,” so
to speak—that it is very hard to ensure that “education on intelligence” is a
priority.

That said, the intelligence community should offer a course on what to expect
of intelligence and how to use it to incoming officials at the assistant secretary
level and above—along the lines of the orientation Congress offers its newly
elected members on congressional rules and procedures. This could be devised
and administered by the director of national intelligence or by one of the agen-
cies’ institutions, such as the CIA’s Center for the Study of Intelligence or the
Sherman Kent School of Intelligence Analysis. In the meantime, analysts and
their leaders must seize whatever opportunities their work presents to help poli-
cymakers understand how the intelligence system works and what they can rea-
sonably expect from it.

Hitting the Target

What must the analyst produce to effectively serve the national policymaker?
The key thing is that such support is always about informing policy, not pre-
scribing policy. And it takes many forms. Obviously, the product will be deliv-
ered in a variety of publications, but it might also come as a briefing, a response
to a specific question, or a telephone call. Essentially, we are talking about the
interaction between analysts and policymakers, and in the real world this takes
place in all these channels. First and at the most general level, what analysts
produce should help policy officials think through the issues and the choices
facing them. This is especially true at this moment and will, in all likelihood,
continue to be true well into the twenty-first century.

Over the years, I have attended probably hundreds of meetings in the White
House Situation Room at the Deputies and Principals levels,” and I can attest
that the challenges facing policymakers—and the intelligence officers supporting
them—have become steadily more complex. To be sure, the period of competi-
tion and confrontation with the Soviet Union had its share of life-and-death
situations, controversies, and, of course, existential threat to the United States
and its allies. But it also allowed most things to be viewed through the prism of
our concerns about the Soviet Union. Some connection to the Soviet threat was
what got intelligence questions to the front burner, both as requirements and as
subjects for assessment.

In the post-Soviet, post-September 11 world, countries and issues have to be
dealt with for what they are in and of themselves, and so the range of issues to
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which both policymakers and analysts must be attentive has grown in scope and
complexity. Policymakers’ questions and concerns today and for the foreseeable
future are likely to involve not just countries in the aggregate but also issues
associated with cultures, regions, tribes, ethnic groups, and other particularistic
aspects of foreign affairs.

This trend began to emerge in the early 1990s with the growing importance
of nonstate actors (terrorists, organized crime, and the like) and accelerated
throughout the decade as the post—cold war thaw yielded problems such as Bos-
nia or Kosovo. This period also saw shifting alliance patterns, the growing
prominence of rising powers such as China and India, and the blurring effect
that September 11 had on the traditional foreign/domestic distinctions for intel-
ligence—all against a backdrop of technological revolution and globalization. It
takes little study to appreciate that in dealing with current issues such as the
proliferation of dangerous weapons, terrorism, and specific troubled regions and
countries—the Middle East, South Asia, North Korea, Iran, Syria, Iraq, China,
and Russia—policymakers today do not have many clear-cut choices or obvious
options, nor is there a national consensus about priorities and policy choices.

Analysts can take a number of steps, well short of prescribing policy, to help
policymakers think through choices. First, analysts can use a series of conceptual
approaches to help policymakers think through complex problems, for example:

o Test the case. This involves marshalling data to test whether the policymak-
er’s theory of the case corresponds to reality as it appears to the analyst. If
policymakers are considering an effort to alter country A’s behavior
through economic sanctions, what do intelligence analysts know about the
practical impact of the sanctions on the economy of that country? What do
they know about the past effectiveness of sanctions in altering the behavior
of that country or a comparable one? What do they know about the pre-
paredness and capability of other countries to enforce the sanctions?

* Provide pointers. In the example above, if analysts conclude that sanctions
would not alter a country’s course, they can delineate areas of greater
salience for a country’s behavior—such as the diplomatic influence of neigh-
boring states, the country’s strong desire for security guarantees, and how
internal dissent may alter the country’s path.

o Assess underlying forces. When the future direction of a country or an evolv-
ing issue is particularly cloudy—say, just before a major leadership transi-
tion—analysts can lay out the forces at work beneath the surface that will
constrain or buoy future leaders and have a strong bearing on how a fluid
situation is likely to break. What is known, for example, about public opin-
ion, strengths, or weaknesses in the economy that may foreclose some
options, or about friction with a neighboring country that may tie down
the new leadership?¢

These and other analytic approaches allow policymakers to map issues, grasp

context, and see the problems they are wrestling with from multiple angles.
The second step that analysts can take to help policymakers think through

choices, it goes without saying, is to effectively warn of impending dangers.
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There is of course a formal intelligence community warning process, complete
with a national intelligence officer to oversee the effort. I am concerned here less
with that effort and more with every analyst’s duty day in and day out to be
thinking about dangers that need to be brought front and center for consumers
in the policy world. This obviously places a heavy burden on intelligence ana-
lysts—but one that has been part of the job since the day President Harry Tru-
man decided that guarding against another Pearl Harbor required a centralized
national intelligence system. Because it is impossible to warn of every significant
shift on every problem, the analytic community has to establish some formula
for “cannot miss” priorities.

It would be safe to assume that anything that threatens the lives of our citi-
zens, threatens to engage or harm our military forces, or threatens the physical
security of the United States would be at the top of any policymaker’s list. That
obviously involves an intense focus on issues such as terrorism, foreign weapons
systems and their proliferation, unconventional weapons, and the possible con-
junction of these realms. But beyond these obvious focal points for warning and
the heavy emphasis it places on detecting danger, every analyst on every issue
needs to bear in mind that what policymakers hate most is surprise. If they are
surprised about key foreign developments, even when they do not involve life-
and-death issues, it forces them into a more improvisational posture and
increases the potential for policy error.

Serving policymakers on this dimension means therefore that analysts must
constantly ask themselves what is changing in their area of responsibility. It is
easy, especially when dealing with something like the fluid politics of a newly
emerging democracy, to fall into the trap of thinking that a clear and digestible
description of the current situation is analysis. It is—up to a point—and even
that is not always easy. But to serve national decision makers, the analyst must
focus equally on incremental changes that could gradually become trends and
eventually achieve a critical mass likely to generate surprise. In intelligence, sur-
prise—another term for intelligence failure—is almost never the result of an
easy-to-detect precipitate shift. It almost always creeps up on you. When ana-
lysts are not attuned to this, the result is something like the surprise that resulted
from the fall of the shah of Iran in late 1978.7 An example of success in detecting
pivotal trends is the prescient CIA analysis in 1989-91 that pointed to the likeli-
hood of a coup against Mikhail Gorbachev and the probability that it would
fail

In bringing such trends to the attention of the policy consumer, the intelli-
gence officer must build in an explicit statement of his or her underlying assump-
tions. Assume that the analyst has been arguing that country X is highly stable.
The analyst should understand explicitly what combination of evidence and
logic leads him or her to this view and make that clear in the assessments that
reach the policymaker. A judgment projecting stability, for example, might rest
mainly on the iron control exercised by a country’s leader, a high rate of eco-
nomic growth, the absence of a charismatic and effective opposition, or some
combination of these. As the analyst detects changes on these dimensions, they
should be brought to the attention of the policy customer with explicit judg-
ments about the likely implications for stability in country X. Policymakers want
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always to be several steps ahead of potentially surprising changes in the area for
which they are responsible. It is the intelligence officer’s highest duty to ensure
that they are.

The third step that analysts can take to help policymakers think through
choices is to point out opportunities. As important as it is for the analyst to
detect key changes and warn of dangers, chances are that policymakers will stop
paying attention if the analyst never does anything but warn. This is the point
my State Department contact was making in his complaint about our bleak
assessment of negotiation prospects in the mid-1980s. He was basically asking
that we alert him to opportunities that might not have been apparent to officials
caught up in the hectic game of implementing policy. For instance, a policy-
maker is grappling with ways to end a costly military conflict, achieve an arms
control breakthrough, or end a humanitarian emergency and is frustrated by the
obstinacy of the parties. If the analyst’s expertise leads him or her to discern
what it would take to move one side or the other to compromise—a particular
concession, intervention by a third party, or rephrasing of some document—it is
perfectly legitimate to advance this view. This could be cast in terms of how the
country would react to a range of actions by the United States. Such an approach
falls well short of prescribing policy and is one of the analytic achievements that
policymakers appreciate most. In other words, policymakers appreciate and
need more than warning. Otherwise, they begin to experience what might be
called “warning fatigue.”

In serving the policymaker in these three ways, the analyst’s work should
have certain characteristics to be most helpful and achieve the maximum impact.
Most senior policymakers live in an extraordinarily hectic world. They do not
have a lot of time to absorb information or to reflect on it at length. They often
do not have the luxury of avoiding or postponing decisions. Analysts must be
mindful of all of this as they prepare assessments. This imposes certain analytic
standards on the analytic community for accuracy, clarity, timeliness, revising
judgments, and alternative views. Let us look briefly at each.

Accuracy. The first requirement, of course, is for accuracy. I mean this largely
in an epistemological sense. That is, beyond simply knowing and conveying the
facts, the analyst must think about the limits and validity of what is actually
“known.” Are the “facts” reported ironclad, observable, and not open to chal-
lenge (e.g., a foreign leader said something, and it is recorded on television or in
a published speech)? Or are they derived from an intercept where there is no
question about what was said but where the context may be obscure? Does the
information come from a human source whose motivation might be question-
able? Does something seen in imagery from space represent reality, or is it being
staged for purposes of deception?

I recall once cautioning a senior policymaker not to refer in a public speech
to certain things as “facts,” even though they were derived from a series of
seemingly credible intelligence reports. Though I did not at the time have strong
doubts about the basic thrust of the intelligence, I did have in mind the very high
standard that must always be used when characterizing intelligence reporting
from a range of diverse sources as “factual.”
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Clarity. A corollary requirement for the analyst is clarity about the uncertain-
ties and what is unknown. Being explicit about this is critical to the policymak-
er’s understanding of how much weight to place on the analysis among the
various factors bearing on a decision. A lack of clarity on the uncertainties car-
ries risks for both the policymaker and the analyst; the former may make faulty
decisions based on an unwarranted degree of confidence in the analysis, and the
latter runs the risk of ultimately being charged with being misleading or, worse,
with ““intelligence failure” if he or she has left the impression of greater confi-
dence than the available information warrants.

Timeliness. It is equally critical that the analysis is prepared and arrives in a
timely manner. The windows of opportunity for senior policymakers to absorb
information and make decisions are often very small. Because analysts are
almost always dealing with incomplete information, there is a natural tendency
and desire to wait for the latest data. But often this is a classic case of the “per-
fect being the enemy of the good.” An assessment that is correct and complete
in every way but arrives too late to affect the policymakers’ decision is one of
the most regrettable outcomes in the analytic profession.

The tension between the need for timeliness and the requirement to spell out
uncertainties does not excuse the analyst from telling the policymaker what he
or she thinks—providing a bottom line, even if it must be qualified. Otherwise
the work will simply be ignored, except in those rare instances where all con-
cerned recognize that a situation is too fluid for anything other than sheer
reportage; in other words, the classic “situation report.” On the way to a bot-
tom-line judgment, however, it is critical for the analyst to distinguish between
what he or she knows and does not know and then to spell out what he or she
thinks in light of that.

Revising judgments. The policymakers’ desire for bottom lines does not
excuse the analyst from another ingredient crucial to the success of policy sup-
port efforts: letting the policymaker know when the analyst’s view has changed
and, equally important, why. Especially when new data become available and
alter an assessment, the analyst needs to be quite explicit about it. Policymakers
for their part need to understand that intelligence assessments are highly suscep-
tible to change, because they are almost always based on incomplete data from
an information stream that the intelligence community is constantly seeking to
enlarge. This is a crucial part of the “intelligence education” that has to be
delivered to the policy community. That intelligence assessments will change
seems obvious, but to people outside the daily ebb and flow of the intelligence
business, it may not be. On a number of occasions when an important assess-
ment changed, senior policymakers have accused me of “moving the goalposts.”
In fact, all we were doing was factoring in new data.

Alternative views. While responding to the policymakers’ desire for a bottom
line, the analyst also needs to give some evidence that he or she has examined
all the alternative interpretations of the situation. It is seldom the case that intel-
ligence evidence is so complete and clear as to point convincingly to only one
outcome. Policymakers deal with such fluid situations that they instinctively
understand this, and analysts should at least evince awareness that there are



80 | John McLaughlin

alternative interpretations of the data, especially when there are significant dif-
ferences among intelligence professionals about how to interpret them.

It is always best to alert policymakers to these differences and why they exist.
Generally policymakers appreciate knowing this and often find the analysis
more interesting if they understand the differences on the intelligence side. Ide-
ally, though, a description of such differences should not be presented in an “on
the one hand, on the other hand” manner or in a way that suggests “anything
can happen.” This will not be seen as helpful, and as when afflicted with “warn-
ing fatigue,” policymakers will simply turn off.

Finally, when analysts are generally confident of conclusions and are in a
warning posture, it is important that what they present be persuasive. An ana-
lytic colleague told me years ago that, confronted with charges of intelligence
failure, she said to a former secretary of state that she had indeed told him in
advance of an impending war, to which he replied: “You told me, but you didn’t
persuade me.” This at first might seem like a dodge on the policymaker’s part,
but the remark contains an important point: Analysts must do more than merely
state their opinions. Their conclusions have to be laid out in a way that gives
the policymaker transparency on many of the factors discussed above: how the
evidence and logic are connected, what are the alternative explanations and why
have the analysts discarded them, how much of the conclusion is derived from
firm evidence and how much from reasoning, and what is the role of precedent
and why does it apply or not apply in this case. All these things contribute to
the persuasive quality of the argument the analyst hands the policymaker. With-
out them, the analyst risks having the policymaker dismiss his or her conclusions
as mere hunch or intuition that may not have any more value or authority than
what he or she reads in the morning paper.’

This brief checklist underlines the enormous challenges faced by today’s intel-
ligence analysts. A summary way to say all this is that successful support to the
national policymaker requires the analyst to:

* Understand the policymaker’s world better than the policymaker will typi-
cally understand the intelligence world.

¢ Deal with enormously complex subjects in a highly sophisticated manner,
even when given only limited time, space, and data.

Few intellectual tasks in the intelligence business are more demanding than
effectively serving national policymakers. But few pursuits are more important,
because what ultimately hangs in the balance is the worth of the intelligence
support to policymakers as well as the relevance of the intelligence community
to the security policies of the United States.
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CHAPTER 35

The Policymaker’s Perspective:
Transparency and Partnership

JAMES B. STEINBERG

POLICYMAKERS CRAVE good intelligence. Why? Because they
believe it can and should make the crucial difference between success and failure,
at both the policy and personal levels. This should be the recipe for a match
made in heaven between the intelligence analyst and the policymaker. Yet the
reality, as many of the contributors to this volume show, is often quite different.
Analysts typically feel underappreciated, ignored, or misused by policymakers,
while policymakers in turn often feel misled or underserved by intelligence.

Why Is There a Problem?

This chronic tension has flared into the public spotlight in the past six years as
a result of the September 11, 2001, terrorist attacks and the Iraq war. Why, ask
the policymakers—and the public—did the intelligence community fail to warn
us about the possibility that terrorists would use airliners as flying bombs? Why
did they overestimate Saddam Hussein’s capability for weapons of mass destruc-
tion (WMD)? Why, ask the analysts, did the policymakers ignore our warning
about the risks and dangers of an occupation of Iraq? Why did they set up
alternative analytic units to hunt for links between Saddam and al-Qaeda when
the established intelligence community repeatedly concluded that none existed?!

The result of these two deeply unsettling experiences has led to a rash of
proposals for reform of the intelligence community, some welcome and overdue,
some merely solving yesterday’s problems but of questionable value in meeting
the yet unknown problems of the future. Yet few of these efforts have focused
on the complex interaction between the policymaker and the analyst. For exam-
ple, the Silberman-Robb WMD Commission’s mandate explicitly excluded the
question of how the policymakers used—or misused—the intelligence with
which they were provided.? And the 9/11 Commission treaded lightly on the
question of why the national security adviser could claim—with all sincerity—
that no one had warned her about the possibility of terrorist attacks by air-
planes, when the Central Intelligence Agency itself had been threatened with just
such an attack only six years earlier.

82
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To some extent, the reluctance to delve into these uncomfortable questions
comes from a healthy desire to avoid the “blame game.” Given the enormous
consequences of the evident breakdowns apparent both in the September 11 and
Iraq events, however, it is vital that practitioners on both sides try to understand
the challenges inherent in the policy—intelligence interaction and how to over-
come the gulf and suspicion that haunts this critical relationship. In the previous
chapter, John McLaughlin, one of the consummate intelligence professionals
during the Bill Clinton and George W. Bush presidencies, gives us vital insights
from one side of the divide.* In this chapter, I try to complement his analysis and
recommendations from the perspective of someone who has served in both the
intelligence and the policy communities.

Sources of the Problem

There are a number of reasons for the disaffection between policymakers and
intelligence analysts. To an important degree, the problem arises because policy-
makers want something that intelligence analysis cannot provide: certainty. But
the disaffection is also a product of each community’s failure to understand
what the other has to offer and to work as an organic whole, rather than as two
opposing teams volleying a ball back and forth over a high and opaque wall.
Helping each side understand the other’s needs, capabilities, and limitations is
critical to assuring that intelligence analysis can play its rightful, important place
in policymaking.

As mentioned above, policymakers crave certainty and abhor surprise. They
come to office with more or less defined policy objectives that they hope to
attain. They want to work on their priority agenda, not be sidetracked or
deflected by unanticipated events. They look to the permanent civil service
bureaucracy of government, including the intelligence community, to help them
achieve those goals and feel let down that they do not get more help. Why?
There are three main reasons.

First, and most important, policymakers harbor unrealistic expectations.
There is a tendency among some policymakers to hold the intelligence commu-
nity to a standard of omniscience and to be let down if the answer is “I don’t
know.” They believe that the enormous sums of money the nation invests in
technical and human intelligence collection and in an army of analysts should
produce strong, reliable results, and they fault managers and analysts when they
do not do so, rather than looking to the inherent limitations of what can be
known. At the same time, policymakers are equally vexed if the analyst
expresses confidence but his or her judgment is subsequently proven to be
wrong.

Second, there is a perception by policymakers that the analytic community
views its role as one of cautioner (or worse, naysayer) rather than a support to
policy. McLaughlin refers to this as the policymakers’ culture of optimism versus
the analysts’ culture of skepticism. Another way of thinking about this is that
policymakers rarely have the luxury of throwing up their hands and saying ““‘too
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hard” or deferring decisions until the intelligence becomes clearer; often they
must act even if the choices are muddy and the consequences are unpredictable.

Policymakers look to the intelligence community to uncover the facts that
will help them achieve their goals. Contrary to the views of some critics, most
policymakers do not resist bad news if it is reliable and timely, because they
know they cannot succeed by sticking their heads in the sand and pretending
that adverse developments will go away if they simply ignore or dismiss them.
But often policymakers feel that the intelligence community views its mission as
solely being the bearer of bad news or “warning”—that is, telling the policy
community about all the obstacles to achieving their objectives, rather than iden-
tifying opportunities and how to make the best of the situation to achieve them.
Yet for many analysts, such a role is tantamount to “supporting” the policy and
thus violating the most sacred canon of analytic objectivity and policy neutrality.

Third, policymakers often sense that the analytic community is too insulated
from the “on the ground” reality that provides the context for policy. These
officials live in the world that they are trying to shape; they meet with leaders of
foreign countries and other important actors, travel to trouble spots to observe
challenges with their own eyes, and confer with experts in and out of govern-
ment. Many have also built a considerable body of experience and expertise
from their work before assuming office. They believe they have important
insights that can inform the analytic process and assess the reliability of other
intelligence inputs. By contrast, many intelligence community analysts have had
little or no firsthand experience with the problems and people at issue, a product
of the recruitment and retention policies in the intelligence community and fears
of compromising security.’ Yet policymakers believe that analysts and intelli-
gence managers resist incorporating their views into the estimative process for
fear of ““tainting” the product.

No Panaceas

There are no surefire cures for these difficulties. Many are inherent in the nature
of policymaking, yet there are a number of things that both the policy commu-
nity and the intelligence community can do to reduce the frictions and build a
more constructive, collaborative relationship that preserves the integrity of the
analytic process while enhancing its utility. Let us look briefly at four main
things that can be done in this vein.

First, the policymaker needs, and is entitled to, the intelligence community’s
best judgment. Most policymakers understand that many things are hard to
know, and some things are inherently unknowable. Even policymakers know (or
can be educated to know) the difference between a puzzle and a mystery.¢ But
what is important for policymakers to understand is the degree and nature of
uncertainty and, where possible, what steps might be taken to reduce that uncer-
tainty. To take the Cuban missile crisis example discussed in the introduction,
the number and state of readiness of the Soviet missiles was a fact that was
knowable but difficult to know with absolute certainty. Steps were taken (e.g.,
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overflights, human intelligence) that helped reduce that uncertainty. What Nikita
Khrushchev would do in response to various U.S. policy alternatives was inher-
ently unknowable—because it was contingent on actions by others as well as his
own assessment of the Soviet Union’s interests. Yet even with respect to future
intentions, the intelligence community may be in a position to help policymak-
ers—for example, in the case of the Cuban missile crisis, there could have been
intercepts of Soviet officials discussing various policy options or prior analogous
examples of how Khrushchev had faced other tests of will.

Analysts are often reluctant to venture onto this treacherous ice. To some
extent it is a product of their training, which repeatedly emphasizes the uncer-
tainty around the intelligence exercise, a worthy caution. Unfortunately, some-
times it is a product of a desire to escape accountability—making assessments
so hedged that they are incapable of being proven wrong. The collective nature
of many intelligence “community’ judgments tends to further blur assessments,
in the effort to achieve consensus at the expense of crispness. Rather than blur-
ring conclusions to achieve broader acceptance or relegating nonmajority views
to footnotes, finished analysis should highlight the alternative views within the
intelligence community (including in executive summaries, which are the prod-
ucts most frequently read by policymakers), and prominently feature the propo-
nents’ underlying arguments for their conclusions.

Some try to bound the problem of uncertainty by assigning probabilities to
facts or outcomes. I am somewhat skeptical of what I believe is a false sense of
concreteness implied in assigning numerical probabilities to individual events,
particularly contingent outcomes that depend on choices others have yet to
make. But some sense of the degree of confidence (likely, unlikely, hard to judge,
etc.) can give a feel for the degree of uncertainty. More helpful is providing some
insight into alternative pathways that might be consistent with the data, along
with an explication of why the analyst believes one path is more likely than the
alternatives.

Second, as other chapters suggest, the policymaker needs and is entitled to
analytical transparency from the analyst. Why was the judgment reached? What
assumptions lie behind it? What are the sources of uncertainty? This transpar-
ency is the necessary complement to the judgment. By providing transparency,
the analyst should feel more comfortable with providing a bottom line or best
guess, and the policymaker should feel more comfortable in either accepting or
challenging it. Although there is constant pressure from policymakers to “keep
it short” given the demands on their time, the intelligence community has an
obligation not to let this legitimate consideration lead to products that are mis-
leading by omission. Because this approach will lead to better policymaking, I
believe that the policy community will be open to somewhat lengthier analytic
products.

One important but controversial element of transparency concerns sources.
The intelligence community is rightly concerned about protecting intelligence
sources and methods. Compromises can destroy the value of enormously expen-
sive technical collection tools and, in the case of human assets, not only wipe
out years of patient cultivation but also endanger lives. The policy community
is the ultimate loser from leaks, because the loss of the sources will over time
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lead to less intelligence, and so to less well-informed policy. The track record of
protecting such vital sources and methods secrets is unacceptably poor.
Although policymakers are responsible for the lion’s share of such disclosures,
the intelligence community is not without blame. Nonetheless, as the Iraq WMD
experience suggests, opaqueness about sources can lead to overreliance on
highly questionable sources with their own motivation to “influence” as well as
inform. Although the intelligence community should continue to have the pri-
mary responsibility for evaluating the reliability of intelligence and the sources
that provide it, the policymaker’s stake—as well as the insight that the policy-
makers themselves can bring to assessing the value of sources—requires more
transparency than the intelligence community has traditionally been comfort-
able providing.

Third, the policymaker needs indicators from the analysts that will help assess
the validity of any judgment going forward. If the judgment is correct, what
should we expect to see in the future? More important, what future develop-
ments might undermine the validity of the judgment and/or support one of the
alternative hypotheses? Disconfirming facts are a far more important, but an
often overlooked, part of the analysis process. They are important not only
because they have stronger probative value but also because they are the best
antidote to the structural problem of wishful thinking or “cherry picking” that
infects even the most conscientious policymaker’s approach to intelligence. This
kind of support is crucial for policymakers to be able to make midcourse correc-
tions or even reverse course if a key assumption turns out to be false.

Fourth, a closely related need is for the analytic community to provide periph-
eral vision and temporal perspective. How might a U.S. action, which looks well
suited to deal with a pending specific problem, affect other U.S. policy actions
or foreign actors elsewhere? What will be the likely longer-term effects, the sec-
ond and third moves by others if the policy is implemented? The stove-piped
and time-constrained nature of the policy process too often precludes such
examinations. The intelligence community is uniquely well placed to think about
linkages and knock-on effects that might change policymakers’ calculations
about the costs and benefits of different courses of action. This is true of both
horizontal and vertical/temporal linkages. In producing finished analysis, the
intelligence community can include analysts who specialize in geographical
regions other than the area or country that is the obvious focus of the problem
at hand, as well as those with a broad range of functional expertise. Ideally,
similar efforts to expand the circle would take place in the policy community as
well, but for reasons of time and turf, this often proves impracticable. Long-
range planning would also benefit from regular meetings between key intelli-
gence community analysts and the leading policy planners in the executive
branch.”

How Policymakers Can Help

If the relationship is to work successfully, policymakers must take on at least
four main types of obligations and responsibilities toward the intelligence com-
munity if they expect that community to do a better job of supporting policy.
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First, the policy community needs to understand what intelligence can and can-
not do. As analysts often say, intelligence is not fortune telling. McLaughlin and
other practitioners rightly stress the importance of educating policymakers
about the intelligence process. His chapter notes that this is hard to do the
moment new officials come into office; however, the intelligence community
could do a better job of identifying those who are likely to hold such roles in the
future and begin exposing them to these issues even before they come to office.
Stronger partnerships with professional schools and graduate programs, as well
as outreach to emerging leaders (such as the American Assembly’s Next Genera-
tion Program) are fertile grounds for such an effort. For current holders of policy
jobs, regular briefings on intelligence capabilities and shortfalls are essential.

Second, the policymaking community needs to clearly communicate its goals,
priorities, and needs. Analysts are not mind readers; they have limited resources
and must make judgments about how to use them most productively. They need
to know what is important to the policymaker. A formal requirements process—
such as the procedures for identifying and ranking collection priorities that were
established by Presidential Decision Directive 35 issued by the Clinton adminis-
tration—is a useful and important way to align policy and intelligence collec-
tion/analysis priorities, but it is not sufficient. These exercises tend to be static
and overinclusive, and they sometimes fail to convey what is really on the policy-
making community’s mind.® Of course, the analytic community’s work cannot
be confined solely to the policymakers’ current agenda—there is a need to think
about problems and opportunities that have not yet crossed the policymakers’
radar screen.

Third, policymakers need to recognize their value to the intelligence commu-
nity as sources in their own right, and thus keep analysts informed of informa-
tion and impressions drawn from their own experience. Information sharing is
a two-way street. Just as analysts tend to carefully shield their sources from
exposure to the policy community, policymakers also tend to fear disclosure of
sensitive diplomatic negotiations and other policy maneuvers to the intelligence
community. The result is not only inferior analytic product but also one that
appears largely irrelevant to a policymaking community, which is working on
the basis of a different set of facts and assumptions.

Fourth, and closely related to the third measure, is the need for policymakers
to keep intelligence representatives “in the room” when policy is debated.
Although analysts rightly take a vow of silence with respect to policy prescrip-
tions, they need to hear the underlying assumptions and beliefs that inform pol-
icy, both to correct errors of fact that may creep into policy and to provide
policymakers with insights into the factors that might lead them to question or
change those assumptions as events unfold. The real danger in the ongoing
debate about the danger of “politicizing” intelligence is that both sides will over-
react and create a “Chinese wall” that cuts off the analysts from firsthand access
to policy debates. McLaughlin suggests one way to achieve this goal—namely,
to embed more analysts in policymaking units, not as policymakers themselves
but as part of the day-to-day activities of key agencies. For policymakers to gain
the benefit of such embedded analysts, they need to appreciate and respect the
fact that these analysts are different from other members of the policymaking
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team and thus should not be subject to the same tests of loyalty or ideological
affinity that may be appropriate for “political” appointees—and even more,
should not be punished or ignored for putting forth skeptical perspectives or
inconvenient truths.

These four suggested measures are even more important in today’s national
security policy environment, where the challenges are more fluid; the actors,
especially nonstate actors, are more diverse and unpredictable; and the sources
and quantity of information are growing exponentially. Two key post—
September 11 insights—the importance of information sharing, and the need to
form flexible, horizontal communities for collaboration that can adapt to fit
changing problems—are as relevant to the policymaking—intelligence interaction
as they are to the intelligence community itself. In its 2006 report, the Markle
Foundation Task Force on National Security in the Information Age (on which
I served) stressed the importance of taking into account the needs and unique
problems of integrating the policymaker into the newly emerging information-
sharing environment mandated by the Intelligence Reform and Terrorism Pre-
vention Act of 2004.°

Structural Fixes: Two Modest Proposals

Many of the prescriptions I have offered here are primarily a matter of educating
both policymakers and analysts to each other’s needs, limitations, and capabili-
ties, and of breaking down the barriers between the two cultures. But two struc-
tural reforms that would facilitate a better working relationship are worth
adopting. Perhaps most important is the crucial role that the Intelligence Direc-
torate at the National Security Council can and should play to facilitate building
the ““cross-cultural” community advocated here. Because of the Intelligence
Directorate’s proximity to key policymakers (including the president) and its
ability to participate in all interagency deliberations irrespective of subject mat-
ter, it can provide a vital bridging role, thus facilitating the transmission of poli-
cymakers’ needs to the intelligence community and of intelligence capabilities,
limitations, and insights to the policymakers. The directorate can also serve as a
translator, particularly in helping policymakers with limited experience in the
intelligence world understand the value (and limits) of what the intelligence
community has to offer. In recent years, this crucial function has largely been
abandoned. The Intelligence Directorate should be given an ongoing seat in the
interagency process, not simply be confined to intelligence community matters
(e.g., resources, requirements, and covert action).

A second important structural development is one that has begun to be imple-
mented through the National Counterterrorism Center, which is a novel blend-
ing of intelligence and policy planning roles that brings both functions into one
organization while retaining two distinct reporting lines—to the director of
national intelligence for intelligence, and to the president through the Homeland
Security Council and the National Security Council for policymaking.'® This
reporting arrangement is uncomfortable to some who fear that it will blur roles
and accountability, but it is an appropriate reflection of the need to integrate the
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policy and analysis function in an area where policy is crucially dependent on
both tactical and strategic intelligence.'!

Minimizing the Risks of Politicization

The approach I have suggested here will seem perilous to some. The traditional
arm’s-length relationship between policy and intelligence protects against politi-
cization and enhances the protection of sources and methods, but at a high
cost of irrelevance, as Gregory Treverton suggests in chapter 6 on politicization.
Policymakers need to rigorously engage analysts if they are going to have confi-
dence in their judgments. Analysts, in turn, must be prepared to respond to the
probing and challenges raised by policymakers; otherwise, their work can be too
easily dismissed as irrelevant or flawed. Strong internal protections within the
intelligence community are the best way to minimize the politicization risk,
starting with a director of national intelligence, who is seen as a nonpartisan
professional with real experience in intelligence and not as someone who is
selected by virtue of policy loyalty. Both rigorous oversight by Congress and
internal inspector general procedures need to be maintained to protect analysts
from the danger of abuse. However, a failure to establish the deep engagement
between the two communities would run the even greater danger that we will
fail to marshal all the hard-won intelligence and analytic resources available to
us as a nation to address the daunting challenges of the future. The cost of this
outcome would be less well-informed policymaking when exactly the opposite
should be our highest priority.
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CHAPTER 6

Intelligence Analysis: Between
""Politicization’’ and Irrelevance

GREGORY F. TREVERTON

MY FIRST EXPERIENCE of being accused of “politicizing” intelli-
gence came soon after I joined the National Intelligence Council (NIC) in the
1990s. As vice chairman, I was responsible for the process of writing National
Intelligence Estimates (NIEs), and it was time to do one on cocaine and heroin
supplies coming to the United States. We had not yet recruited a national intelli-
gence officer for global issues, so I ran the estimate process myself. The “commu-
nity” on that issue was large and motley; in addition to the Central Intelligence
Agency (CIA), Defense Intelligence Agency, National Security Agency, and the
State Department’s Bureau of Intelligence and Research, it included smaller
agencies like the Border Patrol and Drug Enforcement Administration, which
were not the usual suspects when it came to writing and coordinating NIEs.

The motley shape of the drug intelligence community, as it turned out, was
paralleled by conceptual slackness. The agencies were quite precise in detailing
the quantities of drugs they had eradicated or seized before the drugs reached
the United States but professed to have no idea how much they had missed or
how much was coming in. That omission was shocking and suggested the need
to use wholesale drug prices at entry cities in the United States as a proxy: If
those prices generally had been drifting upward, then eradication and interdic-
tion could be thought to be reducing supplies; if, conversely, prices were stable
or declining, those policies, however well applied, were not reducing the supplies
coming to the United States.

The agency representatives screamed bloody murder, charging that the NIC
was politicizing intelligence. They accused me of opposing interdiction and erad-
ication as policy measures, when the criticism was simply that “this is bad analy-
sis.”! This confusion between challenges to the quality of analysis and its
political implications gets to the heart of the politicization problem. Such a per-
sonal experience makes for more sympathy for the trial by fire that Robert Gates
suffered during his confirmation hearings to be director of central intelligence in
1991, when he was accused, in general, of imposing a hard line on assessments
of the Soviet Union and, in particular, of setting in motion a paper that sought
to make the strongest possible case that the Soviet Union had been involved in
the attempted assassination of Pope John Paul 1.2 Gates was hardly a shrinking
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violet, and his views of the Soviet Union were quite different from my own, but
his critics seemed to have construed hard review of their analytic products as
pursuing a policy line—namely, politicization.

Defining the Forms of “/Politicization’’

This experience and others on the inside of government lead one to be skeptical
of “politicization” epithets. Intelligence analysts live and die by their written
analyses, and so, hurt feelings and damaged egos being what they are, a review-
er’s criticism could easily seem—or be stigmatized as—politicization. As the
example of the estimate conducted by the drug intelligence community illus-
trates, analysts could purport to see a policy agenda behind any criticism of their
prose.

In fact, the bigger concern seemed to be politicization’s opposite: irrelevance.
As Richard Betts puts it in his postmortem on the post-September 11, 2001,
reforms of the intelligence community: ““The typical problem at the highest levels
of government is less often the misuse of intelligence than the non-use.”? Ana-
lysts paid a high price for appearing to “get on the team,” “‘toe the line,” or
otherwise commit the sin of becoming “politicized.” However, they paid no
comparable price for being irrelevant. And so, too often, intelligence products
seemed to answer questions no one was remotely asking. The questions were
either ones that interested the analysts or safe ones. Too often they amounted
to “Whither China?” But the policy community virtually never asks “Whither
China?” Perhaps it should, especially for the purpose of long-term planning, but
that planning is as rare as hen’s teeth.

The questions that policy officials ask are usually specific, time sensitive, and
operational. And sometimes intelligence analysis seems driven by no question at
all. Tt is akin to all those newspaper op-eds we read, which leave us scratching
our heads and asking ourselves: “If that is the answer, just what was the ques-
tion?” Worse, the more that analysts strive to make analysis relevant, by trying
to frame it in terms that will be useful to policymakers, the more they open
themselves to charges of politicization.*

However, recent events have put the issue of politicization back on the
agenda. The most vivid event was the debate about the run-up to the 2003
war in Iraq about whether and how much the erroneous estimates about Iraq’s
weapons of mass destruction (WMD) capability reflected pressure to which ana-
lysts were, or felt, subject to come to a conclusion congenial to the strong policy
views of the George W. Bush administration. More generally, on Iraq and other
precedents, presidents and their senior colleagues will more and more feel com-
pelled to use intelligence as part of the public case for policies they seek to
pursue. That is hardly a new feature of American history—recall Adlai Steven-
son showing the UN Security Council those U-2 photos of Soviet missile deploy-
ments in Cuba a half century ago.’ But there are good grounds for thinking the
problem will get worse; the temptation will be more prevalent now, as adminis-
trations turn to intelligence to give their policies more legitimacy. As a result,
intelligence will become more political even if it is not more politicized.
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The starting point is to parse “politicization.” In chapter 13 below, John
Gannon defines it as “‘the willful distortion of analysis to satisfy the demands
of intelligence bosses or policymakers.” This definition might be broadened to
encompass ‘“‘commitments to perspectives or conclusions, in the process of intel-
ligence analysis or interaction with policy, that suppress other evidence or views,
or blind people to them.” Seen that way, politicization can have at least five
different if overlapping meanings. And several forms can be at work at once:

* Direct pressure from senior policy officials to come to particular intelligence
conclusions, usually ones that accord with those officials’ policies or policy
preferences.

* A “house line” on a particular subject, which shifts the focus of the bias
from policy to intelligence. Here, a particular analytic office has a defined
view of an issue, and analysts or analyses that suggest heresy are suppressed
or ignored.

» “Cherry picking” (and sometimes growing some cherries), in which senior
officials, usually policy officials, pick their favorites out of a range of
assessments.

* Question asking, where, as in other areas of inquiry, the nature of the ques-
tion takes the analysis a good way if not to the answer, then to the frame in
which the answer will lie. A related version of this form occurs when policy
asks a reasonable question but continues to ask it over and over, which
distorts analysis—by depriving it of time and effort to work on other ques-
tions—even if it does not directly politicize it.

* A shared “mindset,” whereby intelligence and policy share strong presump-
tions. This is perhaps the limiting case; if it is politicization, it is more self-
imposed than policymaker-imposed.

Table 6.1 lays out these forms of politicization and begins to suggest ways to
mitigate them.

WMD in Iraq: How Politicized?

The saga of WMD before the Iraq war demonstrated elements of all five forms
of politicization, though the limiting case—mindset—was by far both the most
important and the hardest to eliminate. By the reports of the WMD Commission
and the Senate Select Committee on Intelligence, the first form, direct pressure
by policy officials, was absent.¢ It is crude, and hence rare, and, besides, analysts
would hardly yield or admit to it in any case.” It is also fair to report, however,
that some intelligence analysts did feel they were under pressure to produce the
“right” answer—that Saddam Hussein had WMD. As in all human interactions,
the effect is subjective. Policy officials are not likely to order intelligence to heel.
Rather, they often have strong policy preferences, ones that intelligence knows,
and so the question becomes at what point the growing force of the policy pref-
erence amounts to undue pressure on intelligence.
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TABLE 6.1

Defining the Forms of Politicization

Type

Description

Ways to Mitigate

Direct pressure from
policy

""House’’ view

’Cherry picking"’

Question asking

Policy officials intervene directly
to affect analytic conclusion

Analytic office has developed
strong view over time, heresy
discouraged

Policy officials see a range of
assessments and pick their
favorite

How the question is framed, by
intelligence or policy, affects
the answer

Rare but can be subtle—logic is
to insulate intelligence

Changed nature of target
helps, along with need for wide
variety of methods and
alternative analyses. NIE-like
process can also help across
agencies

Better vetting of sources, NIE-
like process to confront views

Logic is closer relations
between intelligence and policy
to define question, along with

contrarian question-asking by
intelligence

Shared ““mindset”’ Intelligence and policy share Very hard—requires new

strong presumptions evidence or alternative

arguments

In the WMD case, the form of the question did matter, for it became simply
“Does Saddam have WMD?” It was as though the logic train from a single
chemical canister to war was visible for all to see; witness Secretary of Defense
Donald Rumsfeld’s line that the absence of evidence was not necessarily evi-
dence of absence. Intelligence analysis did broaden the question, but issues of
how much threat, to whom, and over what time frame got lost in the “Does
he?” debate. Moreover, the intelligence community was asked over and over
about links between Iraq and al-Qaeda. It stuck to its analytic guns—the link
was tenuous at best—but the repeated questions served both to elevate the
debate over the issue and to contribute to the community’s relative lack of atten-
tion to other questions.® Question asking had a political effect on intelligence.

So, too, the house views inside intelligence played a role. In this case, the fact
that intelligence had underestimated Saddam’s WMD programs a decade earlier
surely contributed to a readiness to err, if at all, in the other direction this time
around. David Kay, one of the intelligence community’s harshest critiques on
Irag WMD, also admits to having assumed they were there based on his own
extensive experiences in tracking down Saddam’s stockpiles after the first Gulf
War. The other two forms of “politicization,” however, were the critical ones in
the WMD case. Cherry picking is awkward to deal with because having more
than one set of analytic eyes on particular evidence and logic usually seems
wise. Analysts are cheap by comparison with collection, and so multiple, if not
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competing, perspectives are often valuable. Indeed, what looks to some—
congressional overseers, for instance—like the duplication of analysis can be
regarded by others as useful tailoring of analysis to the needs of different
consumers.

The presence of multiple perspectives, however, can turn negative in two
ways. If multiple views seem pure cacophony, policy officials will rightly say the
process is not producing useful intelligence at all. The other negative is permit-
ting cherry picking, especially by senior policy officials. If there are several views
among intelligence analysts, and all seem to have about the same status, then
why not pick the one most consistent with policy preferences? Not all views are
equal, however, and in the WMD case the question being asked in some parts of
the government, implicitly if not explicitly, was still narrower than “Does he?”
It was “What’s the best case that he does?”

Worse, the cherries were not just picked but grown—Dby a special unit in the
policy office of the secretary of defense, labeled the Office of Special Plans. Some
of the evidence supporting those cherries was rotten, provided by Ahmed Cha-
labi and the Iraqi National Congress, which long had been discredited in the
eyes of the mainline intelligence agencies.” So, it was not a case of multiple sets
of eyes looking at the same facts in different ways. The evidence was also differ-
ent, or judged differently. There is no evidence that the Pentagon operation had
a direct effect on the October 2002 NIE, but its perspective became part of
broader ““intelligence” in the run-up to war, supporting political arguments that
the mainline intelligence agencies did not.

In the end, however, the WMD story was one of deeply flawed mindset, one
that ran widely across intelligence and policy agencies, and also included key
foreign intelligence services whose governments were for the most part opposed
to war. If most people believe one thing, arguing for another is hard. It is not
just the analysts’ fault but, rather, is compounded by having policymakers who
share, and even praise, flawed analysis. There is little pressure to rethink the
issue, and the few dissenters in intelligence are lost in the wilderness.

This form may be more groupthink than “politicization” in the most common
uses of the term. Yet the process occurs not in a vacuum but in the presence of
powerful arguments, ones rooted in political agendas or political convenience.
For the German invasion of France in 1940, the mindset was “They couldn’t
attack through the Ardennes.”'® For Pearl Harbor, as for September 11, it was
“They wouldn’t dare, and anyhow they couldn’t.” For the 1973 Yom Kip-
pur War, it was “Egypt wouldn’t start a war it would lose.”'! For the 1998
Indian nuclear test, it was “They’d be stupid to test, despite their campaign
rhetoric.”!2 Lest the shortcoming be thought confined to government intelligence,
IBM in the 1980s failed to appreciate the implications of personal computers
because it assumed the long-term dominance of mainframe technology—a kind
of “politicization” stemming from convenience amid the dominance of IBM in
mainframes."?

Challenging a flawed mindset takes something new, some new evidence or
evidence of some new argument. And that is precisely what was not available in
the WMD case. In that sense, the Iraq failure was as much a collection failure as
an analytic failure. As Dennis Gormley puts it, “Intelligence failure is virtually
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assured when a predisposed analytic mindset is combined with predictable over-
head collection systems.”'* Imagery was predictable, signals intelligence was
devoted to protecting U.S. and allied pilots patrolling the “no fly” zones, and,
with no U.S. official presence in Iraq, traditional espionage, or human intelli-
gence (HUMINT), was limited and catch-can, which made British sources valu-
able and Iraqi National Congress ones tempting to those with too little
experience—or too much agenda. In that sense, analysts both inside and outside
government fell back on what had been true.

To be sure, in a Bayesian sense, each day the United Nations inspectors did
not find evidence of WMD should have shifted the odds a little in the direction of
Iraq not having them.'S (On that score, Rumsfeld was wrong; the accumulating
absence of evidence was evidence of absence, though not proof.) But it did not.
Virtually everyone believed that some evidence would be found. That included
intelligence and policy, insiders and outsiders, including those Americans who
thought the war a strategic mistake from the start.

In speaking to the WMD Commission, the author used the “perfect storm”
metaphor to describe the Iraq WMD case. The commission’s report picked up
the metaphor but said the Iraq case was not that perfect storm. What the com-
mission meant was that features of it appeared in other cases as well; because
two of their five cases remain classified, it is not possible to know for sure, but
no doubt the commission is right. What the Iraq case illustrated was a conjunc-
tion of pathologies. Mindset was the most important. Because there was so little
new collection, nothing challenged that mindset or the inferences from past
behavior on which it rested. And Saddam himself tried to convince us that he
had what he did not have, or perhaps he did not know he did not have—in any
case, the oddest of disinformation campaigns.'¢

Given the storm, and especially the strength of the mindset, it is not at all
clear that there was a way to do better. Surely the infamous October 2002 NIE
left a lot to be desired; in particular, it was overly technical, without much
“Iraq” or political context in it.!” The Senate Select Committee on Intelligence
was scathing about the NIE, concluding: “Most of the major key judgments . . .
either overstated, or were not supported by, the underlying intelligence report-
ing. A series of failures, particularly in analytic tradecraft, led to the mischarac-
terization of the intelligence.”'® At least, the NIC should have commissioned a
Devil’s Advocate piece, perhaps ending as a box in the estimate, seeking to make
the best case that Saddam did #ot have ongoing WMD programs. Not that the
effort would have made the least bit of difference to the debate or the war out-
come, for it would not have. But it would have offered greater integrity to the
process and therefore some protection to the NIC and to the intelligence commu-
nity in doing their job.

Addressing Politicization: Innovations in Tradecraft
At the level of the analytic offices themselves, much of the ferment in tradecraft

is designed to open up issues, to make sure that alternative or dissenting views
are both pursued and heard. In that sense, the nature of today’s analytic targets,
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especially transnational ones like terrorists, makes the challenge of analysis
harder but also probably diminishes the force of ideological divides, like those
seen over Soviet analysis in the Gates confirmation hearings.

Those transnational targets, like terrorists, differ from traditional state targets
in four main ways. First, while America’s current terrorist foes are patient, trans-
national targets are less “bounded” than states. There will be discontinuities in
targets and attack modes, and new groups will emerge unpredictably. Second,
the new targets deprive intelligence and policy of a shared “story,” one that
would facilitate analysis and communication. We knew what states were like,
even very different states like the Soviet Union. They were geographical, hierar-
chical, and bureaucratic. There is no comparable story for nonstates, which
come in many sizes and shapes.

Third, as a former secretary of defense is said to have quipped about the
U.S.—Soviet nuclear competition: “When we build, they build. When we stop,
they build.” Though we hoped our policies would influence Moscow, as a first
approximation intelligence analysts could assume that the Soviet Union would
do what it would do. The challenge was figuring out what it would do. The
terrorist target, however, is utterly different. It is the ultimate “asymmetric
threat,” shaping its threat to our vulnerabilities. The September 11 suicide
bombers did not hit on their attack plan because they were airline buffs. They
had done enough tactical reconnaissance to know it would work. To a great
extent, we shape the threat to us, for not just terrorists’ intentions or proclivities
depend on the seams in our defenses; so, too, do their capabilities. That has the
awkward implication for intelligence that it has to understand a lot about us in
order to understand them.

Finally, given closed foes, cold war intelligence, analysis included, gave pride
of place to secrets—information gathered by human and technical means that
intelligence itself owned. Terrorists are hardly open, but an avalanche of open
data is relevant to them. Because they need to move among us to attack us, they
leave a trail in credit cards, reservations, and the like; witness the September 11
hijackers, some of whose true addresses were available in California motor vehi-
cle records. Then, the problem was too little good information; now, it is too
much to sift through. Then, intelligence’s secrets were deemed reliable; now, the
torrents on the Web are a stew of fact, fancy, and disinformation.

The challenges to analytic practice from changing targets—Iess “bounded-
ness” and more uncertainty, no shared “story,” much more contingency on our
actions, and too much information of widely varying reliability—hardly guaran-
tee that “house” views of particular issues will not arise in analytic organiza-
tions.” To be sure, those organizations will be hard-pressed to make sense of
what is afoot, and that may tempt analysts to fall back on assumptions or stereo-
types. But those do not seem likely to be reified in ideology the way arguments
about Soviet intentions were during the cold war, nor, with events moving fast,
will analysts have the leisure to polish and repolish their worldviews.

If the cold war analytic process can be caricatured, perhaps not too unfairly,
as analysts or small groups framing hypotheses, then looking for information to
validate—or, less often, cast doubt on—them, future analysis will be different.
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Relatively traditional, hierarchical organizations could then assemble the vari-
ous puzzle pieces. U.S. intelligence analysts during the cold war did not make
much use of formal tools or methods, except in some technical areas.?’ Those
analysts tended to operate on the basis of their experience or that of their imme-
diate work unit. Previous assessments or patterns were the point of departure,
with analysts tending to look for information that would confirm those pat-
terns—a tendency abetted by time pressure, which drove analysts toward early
closure on open issues.

Future intelligence will, by necessity as well as the pressure of overseers, make
much more use of machines and formal methods. The whole range of techniques
described elsewhere is relevant to that task. They can include “What If?” and
Red Teaming, Analysis of Competing Hypotheses, and other forms of what has
come to be called ““Alternative Analysis”; or scenarios, Delphi-like techniques,
factions analysis, and other ways of arriving at and aggregating subjective judg-
ments; or computer software tools to see patterns and retain them or resurrect
discarded hypotheses; or finally other new computer-aided techniques for letting
analysts “fly through” hundreds of scenarios looking for the effects of changing
particular variables.?!

Better analytic methods alone are no guarantee against politicization, but bet-
ter analysis is easier to defend against political attacks. After the WMD affair,
HUMINT specialists from the CIA’s Directorate of Operations now sit in on
sessions discussing NIEs to help ensure that the degree of validity of human
sources providing information to be used in the NIE is understood, and the
process has been extended to other collection disciplines. Scenarios and “What
If?” techniques can help ensure that the range of questions asked does not nar-
row, and that analysis is not too vulnerable to the charge of “You didn’t address
that.” The challenge for intelligence analysis in the uncertain world of transna-
tional threats is to provide more while promising less, for a critical part of doing
better will be helping policymakers understand the limitations of analytical
tradecraft. Alas, the WMD estimate did just the opposite, for among its “high
confidence” judgments, several were plain wrong.

Across agencies, one of the main purposes of the national estimates process is
to confront “agency” views, in the hope of ensuring that senior policymakers
are not the prisoners of “their” agency views but rather have the benefit of the
entire analytic community. For instance, when in the last half of the 1990s we
began an estimate on North Korea and its nuclear prospects, the divisions
among agencies seemed deeply carved in stone. As one policy observer put it of
the State Department view: “Two guys will be standing in an enormous bomb
crater, and the guy from State will be saying: “The North Koreans are trying to
send us a subtle and nuanced message.””

Once into the estimate, however, it turned out that some of the agencies’
positions were like trenches dug in World War I. No one could remember quite
why they were where they were, or why they had been dug in the first place. As
drafting began, there was more flexibility in the other agencies’ views than it
had seemed (and there was also more to be said for the State Department view
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than had appeared). The interagency process served as a check on “house” views
in various agencies, which might have imprisoned the policy seniors in those
agencies.

Addressing Politicization: Types of Intelligence

None of the forms of politicization is easily addressed, but some kinds of intelli-
gence seem more prone to politicization than others. There is a vast difference
between intelligence that is providing facts on known topics—for instance, mili-
tary order of battle, political developments, or economic reforms—and more
unknowns that reside in the realm of intentions or as-yet undecided courses of
action by an adversary. This continuum—from puzzles to mysteries—is well
recognized. For instance, much of intelligence, especially on the battlefield, is
puzzle solving and explicitly tactical. The location of the enemy tank column
will either be where intelligence says it is or not; intelligence will be either right
or wrong, and in most cases the difference will be quickly apparent. That is not
to say these tactical puzzles will not sometimes be controversial. During the
first war in Iraq in the 1990s, for instance, the commander, General Norman
Schwarzkopf, was critical of CIA bomb damage assessments. He had more con-
fidence—misplaced, it turned out—in the assessments of the pilots who flew the
missions.

At the other end of a continuum of intelligence types or needs might be deep
experts’ views of mysteries.22 But those are just that: expert views. Because they
are views on mysteries, matters that are by definition unprovable, they are not
likely to be central enough to policymakers’ decisions to be subject to intense
political pressure. “Sense making’ about complexities—issues that are “myster-
ies-plus,” in the sense that they do not arise with history and shape—is still to
be accomplished, but it will be a rapid and iterative exercise, a search for some
sense in a sea of ever-changing complexity, and so it, too, does not seem to be a
likely candidate for politicization.

Rather, it is the needs in the middle of the continuum that seem more prob-
lematic. After all, the argument over Iraqi WMD concerned a puzzle, not a
mystery, yet it was a puzzle to whose solution the administration had hitched its
argument for war. The fault lines in Soviet analysis that exercised the Gates
confirmation hearings were not divisions over puzzles, but neither were they
over mysteries. They were puzzle-like in that they concerned what was, not what
might be. They went to the nature of the Soviet Union, how creative it was and
what was driving its actions in what was then called the Third World. Similarly,
when in 1976, as director of central intelligence (DCI), George H. W. Bush
commissioned outsiders, a “Team B,” to assess Soviet strategic objectives, mis-
sile accuracy, and air defense in light of official CIA views, Team A, the first set
of issues became a major political controversy.?* That, too, was not an argument
over a puzzle, but it was an argument over what existed—namely, Soviet objec-
tives—and not what might be.
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Rethinking Intelligence—Policy Relations

The issues that are more subject to politicization, not surprisingly, are those that
have, or seem to have, obvious policy conclusions. Put differently, they seem, or
can be made to seem, to turn policy issues into intelligence ones.2* For much of
recent history, the temptation was most visible for Congress. Especially in eras
of divided government, Congress was tempted to make, for instance, sanctions
against a particular malefactor contingent on intelligence’s conclusions that it
had or had not committed some prohibited act. To be sure, this put intelligence
in the most awkward of positions, having been given the gun and told to point
it at the head of its ostensible masters in the executive branch of government.

Yet the narrowing of the question at issue in the run-up to the Iraq war repre-
sented the administration’s success at turning a policy question—Should the
United States attack Iraq?>—into an intelligence one, “Does he or doesn’t he?”
In this instance, as administration officials admitted later, they believed there
were a lot of reasons to invade Iraq, but WMD seemed the best bumper sticker
on which to hang the defense of their preferred policy. It was particularly so
with regard to one important constituency—namely, Democrats in Congress.
For all its recent failures, the intelligence community retains some mystique; at
least it is hard for politicians to defend views that are at odds with intelligence.
For the October 2002 NIE to argue that “He does” did not settle the question
for Democrats but did make it easier for those who were on the fence to side
with a then-popular president.

This increased temptation to use intelligence in support of policy seems to
argue for insulating intelligence from policy, for repainting the bright white line
that many of us have sought to blur. So, too, if policy and intelligence can find
new ways of interacting, the line between them will blur and, logically, the risks
of politicization would rise. In that sense, both the changes in the politics of
foreign policy and the changes in the nature of the intelligence target would seem
to argue for new ways to protect intelligence from politicization.

In a fascinating conversation in 2006, George Shultz reflected on different
DCIs with whom he had worked, and on the different relations between intelli-
gence and policy they embodied.?* The contrast was marked between what he
called the “Helms approach” and the “Casey approach.” Richard Helms, DCI
in the Richard Nixon administration, embodied the sharp separation of intelli-
gence officers from policy. When he briefed senior policy meetings, he left the
meeting after his briefing. His role was only intelligence. By contrast, William
Casey, DCI in the Ronald Reagan administration, actively sought Cabinet status
and behaved as a Cabinet officer, mixing intelligence briefing and policy
advocacy.

On balance, Shultz, a person of the old school, favored the Helms approach.
But he recognized the cost. The approach risked irrelevance, those answers to
unasked questions that so troubled me in government. For Shultz, the way to
square the circle was to have policy officials, including at the top of government,
actively engaged in question asking and probing. Only then would they be well
served by intelligence. Put in terms of this chapter, for Vice President Richard
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Cheney to journey to Langley to work through CIA analyses of Iragi WMD
programs before the Iraq war would be a good thing, in Shultz’s terms, if intelli-
gence hewed to the Helms approach. He did not say it, but Cheney’s active
engagement with intelligence might risk politicization if intelligence did not feel
protected through independence.

Only time will tell whether the changed world of transnational targets, and
the need it imposes for intelligence and policy to work more closely, will in fact
lead to more risk of politicization. For now, the pressing need seems to be to
find new ways of interacting. To the extent that the new cooperation lies in the
“sense-making” range of intelligence needs, the risk should be muted by the
nature of the task. That task will be rapidly updating assessments in light of new
information, all in the midst of enormous uncertainty.

Yet the world of terrorists and other transnational targets will still throw up
puzzles or puzzle-like issues on which policies will seem, or can be made to seem,
to turn; witness the debate over contacts between Saddam Hussein’s government
and al-Qaeda. And, in the future as in the past, human nature will tempt policy-
makers to seek analyses to suit their policy preference, operators to collect intel-
ligence that validates their actions, and agency officials to present assessments
that reinforce their budget requests.

Moreover, for all the hits intelligence and analysis have taken, the temptations
of leaders either to try to turn policy issues into intelligence questions or to use
intelligence to make the case for their preferred policies seem likely to grow.
Intelligence is becoming less special or unusual and more a common feature of
American policymaking discussion. And like it or not, it is also becoming more
transparent, if not more open. That gradual change has been driven not only by
investigative reporting but also by the change in targets; if the campaign against
terrorism gives pride of place to intelligence, it also has multiplied the numbers
of those who would make claims on intelligence—from foreign cooperators to
state and local authorities. In the process the nature of the business is changing,
if perhaps too slowly.

If the changed target has changed the intelligence problem, it has also recon-
figured the policy problem. The Soviet threat could be deterred, but that posed
by terrorists cannot, at least not in anywhere near the same degree. The terrorist
threat has to be prevented, and that requires policies that have an impact far
earlier in the chain from adversaries’ intentions to their actions. If terrorist foes
can act, policy has failed. Thus, prevention puts a premium on intelligence. The
rub is not only that the further up that chain, the more “iffy” intelligence will
usually be. It is also that administrations will want to use intelligence to justify
actions taken in the name of prevention, in advance of pressing, obvious need.

These circumstances require a second look at ideas and institutions to provide
intelligence with some insulation from political pressure. The long decline of
the congressional intelligence committees and, especially, their slide into sharp
partisanship do not seem likely to be reversed before the bitter divisions of their
parent bodies are muted.2¢ Nor does the 9/11 Commission’s recommendation of
a single point of oversight for the two houses of Congress seem to have a realistic
chance of being implemented. Recentralizing oversight in a single committee in
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each house might be somewhat more thinkable, and it could make the process
of oversight somewhat less political by reducing the number of players.

Giving the director of national intelligence (DNI) a set term, like that of the
director of the Federal Bureau of Investigation, despite its drawbacks, should be
rethought. The argument against a fixed term was that of relevance; if the DCI,
now the DNI, was to be the president’s principal intelligence adviser, he or she
ought to be someone with a good relationship with the president, a person cho-
sen rather than imposed. Now, however, if the circumstances have shifted
toward the need for more political insulation, a fixed term for the DNI may not
be a bad idea. DNIs would still carefully tend their relationships with the White
House, but they would have somewhat more room to tell truth to power in
extreme circumstances.

Finally, for all its faults, the risks of politicization over those puzzles or
puzzle-like issues underscore the need for a careful process for producing NIEs
or something like them. I came away from my time running the NIE process
skeptical of both process and product. It was slow and—despite all our efforts
to the contrary—both rather disconnected from the policy process and all too
likely to produce a hedged and weasel-worded result. My skepticism was about
whether the process could produce enough relevance.

Again, however, the changed circumstances shift the argument. As the flawed
October 2002 NIE testified, something like the NIE process is no safeguard
against the perils of mindset. But the process provides some insulation against
“house” views by forcing the houses to argue, and against cherry picking by
producing one comprehensive intelligence answer. Innovations in process and
tradecraft also could provide some such insulation. Having the collection spe-
cialists in the room should help analysts—and customers—better judge sources.
More “What If?”” and other techniques of Alternative Analysis should broaden
the hypotheses that get considered. So should widening the process to consider
more information and expertise from outside intelligence and even outside
government.

I also came away from my experience with NIEs admiring the British practice
of including officials from policy agencies in their Joint Intelligence Committee
process. Then, my reason for admiration was relevance; perhaps, with policy
officers participating, the results of the process might actually provide an answer
to a question someone was actually asking. Now, including policy officials from
the start might produce a useful argument over exactly what the question at
issue for intelligence really was.
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PART THREE

Enduring Challenges

THE NATURE of the analytic business has some enduring features,
even in this rapidly changing twenty-first century. Part three lays out that land-
scape for those less familiar with the usual roles and responsibilities of analysts,
as well as some of the challenges they face that distinguish their jobs from those
of other international affairs specialists.

The coeditor of this volume, Roger Z. George, who has taught national secur-
ity strategy as well as intelligence analysis, begins with a discussion of how strat-
egy can and should involve intelligence analysis—and its producers—in virtually
every stage of the formulation and execution phases. That most outsiders con-
sider the analyst’s job as only to “warn” is an oversimplification of the complex
set of roles analysts play in promoting good strategy.

The other coeditor, James B. Bruce, along with Michael Bennett—Dboth expe-
rienced practitioners in detecting and countering foreign denial and deception—
lay out a way to think about this problem as it degrades analysis. For U.S.
intelligence to succeed, analysts require a deeper understanding of how intelli-
gence targets act to defeat collection efforts against them. Understanding these
dynamics at the root of many analytic failures is necessary to successfully
counter foreign denial and deception.

Although this volume is focused on analysis for national security policymak-
ers, a related specialized field for analysts is the even larger field of military
intelligence analysis. David Thomas, a career Defense Intelligence Agency officer
who has served throughout the intelligence community and worked on many
national intelligence projects, provides a comprehensive look at military analysis
and the challenges it has faced in the past and new ones it must confront in the
future. He also suggests how military analysis needs to improve to face twenty-
first-century warfare and a broadening set of military customers.






CHAPTER 7

The Art of Strategy and Intelligence

RoOGER Z. GEORGE

If you know the enemy and know yourself, you need not fear the results of
a hundred battles.

—Sun Tzu, The Art of War

IN WHAT IS OFTEN regarded as the earliest writings on “strategy,”
the Chinese master Sun Tzu spoke of the need to understand the nature of one’s
adversary—nhis strengths and weaknesses—as well as understanding one’s own
abilities in order to fashion an effective way to subdue or defeat an enemy. Sun
Tzu’s thirteen chapters on the art of war lay out the commander’s skills in know-
ing all aspects of the battlefield and having his unique collection of “spies” to
obtain critical information on the adversary.! Later Western writers on strategy
like Carl von Clausewitz would also write about the need to understand the
adversary, the nature of war, and the political context in which wars were to be
fought if one is to fashion a successful plan of attack or defense.? These writings
on strategy underline the integral role that information, insight, and intelligence
play in what we would now call a national security strategy. Unfortunately, few
writings even today go much beyond this general statement to describe or assess
the varied roles that intelligence plays in the formation and execution of current
national security strategy. And yet the effective use of intelligence analysis can
be a critical “enabler” of national security strategies.’

Developing a National Security Strategy

Scholars of military strategy have written extensively on what constitutes “strat-
egy’—a debate that will not be resurrected here.* However, the essential features
of a national security strategy include the assessment of the international envi-
ronment in which the United States operates, the identification of principal
threats and opportunities to U.S. national interests, and the formulation and
prioritization of policy objectives and the selection of courses of action (e.g.,
fashioning the means and employing different forms of power) that will be taken
to accomplish the established policy objectives. This seemingly rational and lin-
ear process, even if it can be described in a few sentences or in a simple graphic
such as the one provided in figure 7.1, is seldom so simple.
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FIGURE 7.1
Paradigm for a Foreign Affairs Strategy
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Note: The author thanks Terry Deibel of the National War College for this graphic, which has been used in
describing the national security strategy process for many years to the country’s future military and civilian
leaders. See Terry D. Deibel, Foreign Affairs Strategy: Logic for American Statecraft (New York: Cambridge
University Press, 2007).

Figure 7.1 shows the rigorous steps a strategist uses to arrive at a well-
thought-out strategy. At its core, strategy matches a state’s ends (interests) to its
means (power). As Sun Tzu notes, the strategist must know oneself as well as
the enemy, so that the state can be sure not to misconstrue its true interests or
overextend its power. Accordingly, the strategist must develop a clear picture of
the domestic and international environment, the threats and opportunities it
poses, and the risks and costs of taking different courses of action to achieve
one’s strategic ends.

Analyst as Enabler

The intelligence analyst, however, also has a key role in enabling the national
security strategist to accomplish critical objectives. Though the analyst does not
presume to define a national security strategy, he or she must be cognizant of
what that national security strategy is, how the current set of decision makers
are defining American interests and hence threats and opportunities to it, and
the key policy objectives of those decision makers. Today, the analyst has the
benefit—and the challenge—of understanding a long list of explicit U.S. strate-
gies on security, homeland defense, counterterrorism, and intelligence that have
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been drafted in the wake of the September 11, 2001, terrorist attacks.® An ana-
lyst who has studied the strategic thinking of key policymakers is in a better
position to enable those strategists to improve their performance at each step of
the decision-making and policy execution process.

Seen in this context, virtually all intelligence analysis is strategic, for it seeks
to enable policymakers to achieve their goals with the required means. That is,
whether the analyst is describing the general strategic environment, providing
warning of some attack, merely describing the details of an adversary’s military
potential or infrastructure, or providing very tactical targeting information, the
endeavor itself is in support of an overall strategy to achieve certain specific
ends.

Figure 7.2 displays the distinct and more limited roles that an analyst plays in
the strategy formulation and execution process. The strategist brings a world-
view or perceptions about the international environment to the strategy-making
process. The analyst brings expertise and analytical tradecraft to improve the
strategist’s understanding of that environment. As the strategist seeks to define
the national interest and the principal threats and opportunities posed by the
international environment, the key function of the analyst is to identify—that is,
“warn” of—events or trends that might constitute such threats or opportunities.
As a strategist formulates policy objectives and courses of action, the analyst
supports these deliberations by describing the opposing actor’s strengths and
weaknesses, possible foreign responses to any course of action, and perhaps
unforeseen consequences of potential U.S. policy actions—that is, information
that relates the real and potential costs and risks of such policy actions.

FIGURE 7.2
Analyst as Enabler: Intelligence and the National Security Strategist
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Finally, after policies are implemented, the strategist must reassess the effec-
tiveness of the policies and refine or restructure the overall strategy. At this junc-
ture, the analyst’s role is to provide an assessment of how adversaries and allies
have reacted to U.S. policies, what intended and unintended consequences those
policies might have had, and what future actions foreign state and nonstate
actors might contemplate to comply with or oppose U.S. actions.

Deconstructing these four unique ways in which intelligence analysis can
enable effective strategy will help to illustrate that intelligence analysis is not a
one-size-fits-all proposition. Analysis must be sensitive to the stage at which
strategy is being formulated or implemented. Analysis that focuses too much on
broad trends when the strategist is already poised to select courses of action or
implement specific policy decisions is likely to be disregarded. Likewise, if a
decision maker does not share the analytic community’s general views of a prob-
lem early in the strategy formulation process, then trying to provide policy sup-
port can be doubly difficult for the intelligence community.

Shaping the Strategic Context: Analyst Expertise and Tradecraft

The most fundamental goal of both the strategist and analyst must be to compre-
hend the strategic environment in which the United States and other friendly
and adversarial actors are operating. However, the vantage points of strategist
and analyst are very different. Whereas the strategist comes to the problem with
a well-formed set of values, preconceptions, and policy goals, the analyst must
attempt to examine the strategic context from a less explicitly American
perspective.

In the cold war, U.S. strategists were both contemptuous toward and alarmed
by the communist system. They could see the faults of the system but may have
ascribed more ideology to the factors driving Soviet policy than was actually the
case. It was the analysts’ responsibility to view the Soviet Union in its totality.
Understanding its behavior was only partly a function of ideology, as George
Kennan pointed out in his groundbreaking “X article” that credited Stalin’s
actions as much to nationalism and personal paranoia. Also, whereas the strate-
gist might fall prey to a “worse case” view of the Soviet Union’s behavior—for
example, seeking military superiority, contemplating nuclear first strikes, or
exploiting every potential crisis in the world for the benefit of world commu-
nism—the analyst was obliged to assess the limits of the Soviet Union’s national
economic, political, and military power, the importance of Russian self-interest
(vis-a-vis other competing communist power centers like China), and under-
stand how interest groups inside the Soviet Union (e.g., the party, the military,
the government ministries) might be competing or working at cross-purposes.

An early example of where the intelligence analytic perspective proved far
more accurate than that held by some U.S. officials was the intelligence commu-
nity’s early 1960s recognition of the growing Sino—Soviet split. This competition
between communist powers was not as clearly recognized by cold warrior strate-
gists, who continued to presume that China was working at the behest of the
Soviet Union’s goal of world communism. Many scholars now place a great deal
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of weight on the importance of this misperception in understanding how U.S.
strategists concluded that the Soviet Union and China were behind the North
Vietnamese war against the United States—backed South Vietnamese govern-
ment. Only years later would North Vietnamese officials criticize former senior
U.S. defense strategists for not understanding that the Vietnamese had been
fighting for their independence from China long before they took up arms
against the French and then the Americans.

Today, as during the cold war, the analyst must retain a more dispassionate
view of the world than the strategist generally brings to the decision-making
process. Analysts must consider the world as it exists, not as one wishes it to be.
Moreover, analysts must remain consciously more self-critical than strategists,
who can ill afford to show doubt about their policies. That is, an analyst does
not have the luxury of asserting some judgment merely because he or she holds
a PhD in the subject, speaks the language, or has lived in the region. Those
credentials are also held by any number of highly educated policymakers. More-
over, the more expert the analyst, the more prone an analyst becomes to the
“mindset” trap—that is, believing that his or her view of the problem is the best
explanation for all behavior. Yet as many intelligence failures have demon-
strated, intelligence experts can become too complacent about their knowledge
and too resistant to alternative explanations and thus miss important changes in
the international environment or in the attitudes of U.S. adversaries. Hence, the
analyst must constantly be challenging his or her views on an intelligence subject
and using different analytic techniques to check whether key assumptions are
flawed, information is incomplete, misleading, or flatly wrong, or the known
facts about an issue could legitimately produce multiple thoughts rather than a
single conclusion.”

Informing the policymaker qua “strategist” about the changing strategic envi-
ronment is the most all-encompassing role that the analyst performs daily in
many forms. Adding knowledge to the policy debate is what Sherman Kent
described as the intelligence analyst’s goal of elevating the level of the policy
debate. Many policymakers do not always acknowledge this quiet yet pervasive
function of intelligence. But it is one that intelligence analysts perform almost
unconsciously in their everyday interactions with policymakers via finished anal-
ysis, oral briefings, or telephone and face-to-face conversations. Sometimes pro-
viding a different perspective to a policymaker can be the most important
contribution to a strategy debate if it can put the strategist in the adversary’s
position or demonstrate that the strategist’s perspective on an issue is not the
only possible interpretation of the current problem.

Dealing with Threats and Opportunities: The Warning Function

In most cases, intelligence analysts are ultimately—if not always fairly—judged
on whether they provided adequate strategic and tactical warning of an impend-
ing change in the world. For the national security strategist, however, the chal-
lenge is far more difficult. The strategist must first decide what are the enduring
American interests that must be protected—a secure homeland, a democratic
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way of life, a prosperous economy, access to energy supplies, effective alliances
and defenses, and the like—and how American hard and soft power will be used
to achieve these goals. Defining what are critical national interests at a given
moment is not easy, nor is it simple to prioritize, choose among, or balance those
interests that might be at times in conflict.? If, in fact, U.S. decision makers have
difficulty defining what are the most critical U.S. interests worth defending or
advancing, then it stands to reason that intelligence analysts will have an equally
difficult time determining which issues need to be watched to provide effective
warning or—more positively—notification that an opportunity exists to advance
an important U.S. interest.

In the post—September 11 world, it is now axiomatic that a central mission of
the intelligence community is warning of any terrorist attack. A huge national
effort has been launched to create large analytic centers to identify and prevent
such threats from materializing. Not only is there a National Counterterrorism
Center to which many national intelligence agencies contribute, but there also
are separate, departmental counterterrorism activities throughout the govern-
ment, most especially at the Central Intelligence Agency, the Federal Bureau of
Investigation, the Department of Homeland Security, the Defense Intelligence
Agency, and the State Department’s Bureau of Intelligence and Research. So, in
this sense, the analysts’ mission is clear. However, there is still a long list of other
U.S. national interests that must also be protected and advanced, most of which
have not been as clearly enunciated as counterterrorism or counterproliferation.
How many analysts also should be following and reporting regularly on interna-
tional human and drug trafficking, illegal border crossings, and organized crime
activity that can threaten and potentially kill U.S. citizens? Moreover, are there
senior officials paying attention to these issues, to which analysts might report
their concerns?

Analysts—provided they have the necessary resources and information—face
two key challenges in providing warning to the strategist. First, does the analyst
understand what the strategist believes would be a threat or an opportunity to a
key U.S. national interest? At first blush, this might seem a silly question to pose.
However, in the past, analytic centers have been established to monitor what
senior intelligence community managers considered to be an important chal-
lenge to U.S. interests, only to be disbanded when it became clear that senior
officials had little or no interest in developing policies against such emergencies.
For example, in the late 1990s, the Central Intelligence Agency (CIA) briefly
established an “environmental center” whose mission would be to track, moni-
tor, and warn about environmental trends or events (e.g., foreign nuclear reactor
accidents like Chernobyl or other naturally occurring events) that might have
geopolitical significance. It became clear that a newly elected administration
would have little interest in such activities and the resources were reallocated to
other priority tasks.

Likewise, the Irag WMD [weapons of mass destruction] Commission report
found that during the middle to late 1990s, when Saddam Hussein was judged
to be effectively “contained” by UN sanctions and monitored by UN inspectors,
there were few requests for information from the CIA regarding Saddam.
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Accordingly, intelligence officials found that other priorities on Iran and North
Korea’s nuclear programs led to reduced analytical and collection attention on
Iraq’s WMD programs. When UN inspectors were suddenly expelled in 1998
and U.S. policies shifted toward an active concern about Iraq and its WMD,
analysts were in a poor position to answer critical questions regarding the exis-
tence and state of those programs, other than to rely on dated reporting and
past Iraqi behavior.’

The second and related challenge is to convince strategists that they have
received a serious warning. In the aftermath of many policy failures, there is a
temptation for strategists to claim that strategic or tactical warning was not
adequately provided by intelligence analysts. In response, analysts often resort
to unearthing past assessments that they believe provided adequate “warning”
statements, had the strategist bothered to pay attention. Who is right? Policy-
makers’ claims that the “warning” was not explicit enough and was buried in
an assessment are often juxtaposed by the analysts’ lament that their frequent
assessments were seldom read or dismissed as “crying wolf.” In the 9/11 Com-
mission report, controversy swirled around the question of whether “warnings”
such as those given to both the Bill Clinton and George W. Bush administrations
in the President’s Daily Brief were in fact explicit enough to be convincing to
senior officials (see box 7.1). In part, the problem harks back to the development
of the strategic context, which the analyst must understand and shape to prepare
key decision makers to recognize a warning when it is indeed being issued. Too
often, a strategist can perceive a “warning’ as merely a hypothetical, low-proba-
bility event and dismiss it as typical intelligence community “worst-case’ analy-
sis or “cover yourself”” behavior. Only if analysts have put themselves in the
mindset of the strategist and properly couched their assessment in a way that
connects their conclusions to the strategist’s agenda can they expect their cus-
tomer to recognize a warning when it is intended.

Strategists often accuse the analytic community of waffling about a specific
situation or of not making a “warning” sufficiently grave or frequent enough to
be compelling. In the heat of national security policymaking, there also is the
problem of “noise,” which interferes with a strategist actually comprehending
the warning that has been provided. Specific warnings might also be diluted by
the variety of other inputs—often contradictory—which come from a variety of
sources that the strategist has at his or her disposal. Moreover, in what has
become a routinely fast-paced, quickly shifting set of policy discussions, a poli-
cymaker will have little time to absorb the latest intelligence analysis and deter-
mine whether it merits closer inspection. An interruption, a badly summarized
staff note on top of cogently written finished intelligence products, or a very
lengthy assessment that is put aside for a time when the decision maker has time
to read more thoughtfully can all contribute to inattention to a very critical
analytic judgment. In responding to an earlier warning provided but unheeded,
former national security adviser Henry Kissinger is reputed to have said, “Well,
you warned me, but you didn’t convince me.” Truly, the challenge for analysts
is not only to be prescient and take risks in reaching controversial judgments
but also to be convincing.
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BOX 7.1
Two Warnings: Excerpts from the President’s Daily Brief

4 December 1998
SUBJECT: Bin Laden Preparing to Hijack US Aircraft and Other Attacks

... Bin Laden and his allies are preparing for attacks in the U.S., including an
aircraft hijacking to obtain the release of Shaykh ‘Umar’ Abd al-Rahman, Ramzi
Youself, and Muhammad Sadiq ‘Awda. One source quoted a senior member of
the Gamaa’at al-Islamiyya (IG) saying that as of late October, the |G had com-
pleted planning for an operation in the US on behalf of Bin Ladin, but that the
operation was on hold. . . . The Bin Laden organization or its allies are moving
closer to implementing anti-US attacks at unspecified locations, but we do not
know whether they are related to attacks on aircraft.

6 August 2001
SUBJECT: Bin Laden Determined to Strike in U.S.

Clandestine, foreign government, and media reports indicate bin Laden since
1997 has wanted to conduct terrorist attacks in the U.S. Bin Laden implied in
U.S. television interviews in 1997 and 1998 that his followers would follow the
example of World Trade Center bomber Ramzi Yousef and “’bring the fighting
to America.” After U.S. missile strikes on his base in Afghanistan in 1998, bin
Laden told followers he wanted to retaliate in Washington.

Note: These excerpts from the only two issues of the President’s Daily Brief so far declas-
sified can be found in the 9/11 Commission Report, The Final Report of the National
Commission on Terrorist Attacks on the United States, pp. 128-29 and 261; released on
July 22, 2004.

Providing Policy Support: The Unseen Role of Analysis

Compared to the “warning” mission of analysts, the job of providing support
to policy is far more frequent but far less noticed or appreciated by those outside
the decision-making process. Yet, the reality is that strategists spend far more
time on the selection and implementation of courses of action—that is, choosing
policy instruments and determining how to apply them—than they do on their
initial assessment of the strategic context and identification of principal threats.
Once strategists believe they understand the international environment and the
principal challenges facing the nation, they are concerned primarily about using
the military, diplomatic, economic, and other instruments of power at their
disposal.

The role of the analyst, then, becomes one of providing analysis that can
enable the best application of courses of action—for example, the imposition of
sanctions, the offer or cancellation of foreign military assistance, the threat of
military intervention, or the use of public diplomacy. Few writers outside the
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intelligence community, however, recognize the wide range of analytic contribu-
tions to this phase in the policy process, which do not fall into the category of a
major intelligence warning or prescient reassessment of an important interna-
tional development. Jack Davis, for example, has written that there are literally
thousands of so-called transactions between analyst and policymaker that fall
into the category of policy support. These involve the analyst providing bits and
pieces of information and insight on a specific policy issue, where the strategist
is trying to determine how best to use an instrument like a foreign aid package,
or what convincing arguments the policymaker might use in a planned conversa-
tion with a foreign counterpart, or what possible countermeasures an adversary
might take if the United States were to initiate certain actions designed to
increase U.S. influence. Few of these activities are transparent to the outside
observer.

For the strategist, however, the real contribution of the intelligence commu-
nity is precisely in this invisible world of policy support, where he or she can
rely on the best information and expertise provided by analysts who will not be
constantly second-guessing him or challenging his assumptions or arguing with
him over whether a policy is well founded or not. Here is where analysts are at
their most objective and least likely to be regarded as undermining current poli-
cies with critical analysis. Analysts are being mostly instrumental in providing
information, which “supports” current policy objectives, regardless of whether
analysts think the policy is correct or likely to succeed. An example of the range
of services that can be provided to the strategist is seen in figure 7.3, which
illustrates possible analytic contributions to the use of a wide range of policy
instruments.

As the figure illustrates, contributions come from military, economic, and
political analysts and provide information about how foreign actors may behave
or respond to specific U.S. actions. Monitoring key developments like sanc-
tioned regimes or world oil trading patterns, assessing the negotiating positions
of important allies or adversaries, and tracking the financial transactions of illicit
WMD are part of the daily routine of numerous experts throughout the intelli-
gence community. Moreover, their activities are focused on supporting a specific
group of policymakers within the government agencies or in overseas missions.
The list of such policy support activities is almost endless and the daily tasking
unending. Intelligence community analysts receive such requests or “taskings”
at interagency meetings, as a result of a one-to-one briefing, or at the end of an
important telephone conversation with a policymaker.

The policy support provided to strategists—if utilized—can be critical to the
assessment of the risks and costs of proposed courses of action, which may be
selected or are already in train. For example, when considering whether the
United States should impose a sanctions regime on a rogue state, analysts will
assess the impact such measures might have on weakening the rogue state’s abil-
ity to acquire or develop weapons of mass destruction, maintain internal con-
trol, or threaten its neighbors. At the same time, other analysts are considering
the policies and actions of surrounding states, whose compliance with U.S.-
sponsored sanctions might impact the effectiveness of the policy. Strategists



‘@ouabijapul 4o sasn ay} ul syuspnys 863102 Jom Bunonuisul 1oy a|qisuodsal SDM pub sAlDlUSsaIdal A} NdDy S, \|D) Syl SDM
3y 9|lym , Ja|qpus,, sb aduabijjaiul Jo 8]0 By} pazipnidaduod oym ‘ab3)|07) JDAA [DUOHDN Y} JO BUIAST Haqoy AQ suolpjuasaid woly JDYD siy} pa3dppD sby JOyinD ay| 810N

JUBWISSaSSD
abpwbp quioq 1oNpuo)) .

9|uDq Jo 4opio dojprsq .
juswidojaasp up|d g4 Hoddng .
supjd Jopp

82us|pnD
uJa)sap\ 10 pawip ppupbodoud
pUD UOIIDWLIOJUISID JOHUOW
subipdwpd
Aopwioldip 21jgnd ubiauof ssassy
,,4omod yog,,

WIS|I019) puD IDM AQ pasnpd
suoldnusip JIWOU08 JSDII0
spaau/smoy} aabnjai Joyuow
9OUD]SISSD UDLDYUDWNG

uonisod Bunpnobau ‘g N dojeasq .
ainysod/s|A1s uonpnobau

,SOLIDSISAPD JO JUSWISSISSY o

suonpipobau [puonPUIBIUY

sals QWM 10adsns Amuap| »

sdo |pioads/sup|d sdoAsd poddng .
sawibau

uondadsui aAisnaul poddng .

JDM JO 1UD]S 8240

sy1ob.p)

AWM/LD isuipbo suonpiado
U01303||02/SISA|DUD JUIO[ »
VIV| YHM SJUSWISSISSD 3IDYS »
buupys aouabijjaiul

Ajjigoys swibau
UO Y}|DaMm |10 JO 1oDdwi 1SDISI0S
19IDW PIOM JOHUOW
samjjod spoJy [puonpUIBIU|

suonNqLIuUod
puD SUOOD |DRUB)Od JSDIBI0
JDp\ bpu| pipmoy sepnunp
o1|gnd/auawiuianob J0HUOW
Sassaud Dam/syibualls ssassy
SUOI3I|DO2/SBDUDI||Y

Adusbinsuusiunod poddng .
Aouabinsui ssassy «
uooD ApyjIwning

sebpsssw DIpsw 0} seduUSIpPND
ubiaio4 Jo sseuaaindedal SsasSY
SSLIDSISAPD
JO sassaudDam |DDLD Juloduld
uoRoo [021ljod

SUOIID|OIA UO Joday .
1oodwi |puoibai ssassy e
sBuissoud Japioq JojUOW
SUOIIOUDS JILWOU0DT

sioppa| swibas wobpppg
Jsuipbo suonop |pbs| poddng .«
suonipual poddng .
sasnqgp spybu ubwiny Joyuow .
SSWILID UDM ‘S31)1004)D Joday .
MD] [DUOIDUIBIUY

SUONID JaA0D poddng .
saijigpiaunA awibau Aoy Ajnusp|
suonpiado uondipisyul poddng .
SUOIIOD SAIDIS0D)

abpianod
pipaw ubiaioy podaijioyuon
soydoads s JuswuIoA0b MaIASY

AWM uo siadbd apypp «
Aopwioydip o1qng

S||DJOYS |DO1ILD AJpusp| .
saiijod

JuswidojaAap uo Jopdwi SSassy e

3snsjw/uoidniiod JIOHUOW e

samijod 8oupysisso ublaio4

siodpd auym bou aupdaiy .
AWM boij uo seydibwiaq «
G-d 01 sbuiyenq punoibyoog .
suonpziubbio [puonpuISIU|

Jomod Aioypw

Jomod [puoypwioju|

1omod d1wouo0dy

1amod cyowojdiq

boaj wo.y sojdwbxy :,,49|qpu3,, Joddng Ad1j04 sp aduabijPiu|
€'L34NDOIA




The Art of Strategy and Intelligence | 117

should also consider a policy’s costs to include the economic losses suffered by
neighboring states to which the United States is allied.°

The risks to this course of action are that the sanction regime might not prove
to be effective. Intelligence analysts should be assessing the risk that other U.S.
adversaries will try to undermine or circumvent the sanctions regime in order to
oppose American policies, bolster their own relations with a rogue state, or
merely demonstrate their independence from the American superpower. Finally,
the intelligence analyst also must consider alerting strategists to the unintended
consequences of a course of action. In the case of economic sanctions, analysts
would inform decision makers of the possibility that a sanctions regime would
create new incentives for organized crime groups to profit in illegal shipments of
goods, as well as create new opportunities for the rogue state to undermine U.S.
stature by claiming that the “unfair” sanctions regime was hurting the average
citizens of the country, which would stir up anti-American sentiments in the
region. These types of behaviors were observed in the case of Iraq.

Policy support perhaps is best illustrated as a kind of “scouting” function the
analyst can provide to the strategist. In numerous negotiation arenas over the
years, strategists have wanted to put themselves into the shoes of the adversary
or ally and understand what their negotiating strategy might be. Analysts are
often called upon to imagine how the other party will behave in those negotia-
tions, what their bottom lines will be, and what compromises they might be
willing to strike. Without suggesting what the U.S. strategist should do, ana-
lysts—either as part of a U.S. negotiating team or in written assessments—will
often suggest how to play an issue to best American advantage.

Throughout the U.S.—Soviet era of arms control negotiations, CIA analysts
were part of the negotiating process, bringing their knowledge of the opposing
Soviet delegation and past behavior along with an understanding of Kremlin
politics to help shape an effective American strategy. Likewise, today one finds
many analysts working to support difficult negotiations vis-a-vis North Korea,
Iran, and other states, whose intentions and actions require serious all-source
analysis and deep expertise.

Refining the Strategy: The Difficult Job of Evaluation

It would be naive to assume that a strategy, once set, runs its course “automati-
cally” until it achieves its stated goals. As military commanders often say, “No
plan survives first contact with the enemy.” Likewise, when developing strategic
plans, there is the danger that the strategist will fall into the trap sometimes
known as the “fallacy of the first move”—presuming that the adversary will
accept the inevitability of an American action and comply in the ways imagined
by its creators. Sadly, the world is far more complex and less predictable than
this. Numerous times confident strategists proclaim that a stated policy action
will be successful and are then shocked by the persistence of an enemy’s resis-
tance or an actor’s clever response to some U.S. policy action. The analysts’ role
in the postimplementation phase of strategy formulation is to report back to
policymakers on the effectiveness of the courses of action taken in a timely fash-
ion. This role is in addition to the earlier, more predictive role of analytic fore-
casting; instead, in this case, analysts are required to draw up after-action
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reporting that strategists can use to reassess or redirect their policies. Not sur-
prisingly, this is a contribution that is needed but seldom welcomed, particularly
when it amounts to a failing grade or a less-than-overwhelming success for an
American administration. As Richard Kerr has noted elsewhere, “There are no
policy failures, only intelligence failures.”

Hence, the analyst must read carefully in providing feedback to the strategist
if he or she is to maintain the trust of the strategist and survive to provide
analysis to policymakers another day. As James Steinberg notes in chapter 5 of
this volume, a smart strategist would be foolish to dismiss analytical evaluations
of policy simply because they do not conform to his expectations. However,
there are examples of where the strategist’s expectations and the analyst’s assess-
ment of a policy action were widely disputed. The long record of intelligence
community evaluations of U.S. military policies in Vietnam and American poli-
cymakers dismissing them is recorded by numerous intelligence practitioners
and policymakers and mentioned elsewhere in this volume. Intelligence commu-
nity bomb damage assessments of the first Gulf War, which disputed military
claims of destroying nearly all Iraq’s Scud missiles, also have been cited as an
example where military planners were unwilling to consider the possibility that
their air sorties were not nearly as effective as imagined.!' Likewise, the press
heralded a dispute regarding the crisis in the former Yugoslavia in the late
1990s, when the Bill Clinton administration’s optimism that Serbian prime min-
ister Slobodan Milosevic would cave after three days of bombings met serious
questioning by intelligence analysts.!?

The current dispute about how successful the war against terrorism has been
and whether the Iraq War has contributed to or complicated the U.S. antiterror-
ism strategy is the most recent example of how analysis aimed at evaluating the
effectiveness of policies can become controversial.!*> When analysts provide a
reality check that is perceived to challenge the views and assumptions held by
policymakers, there is bound to be friction, especially when this becomes a topic
of public debate.

An added complication for the strategist is that his or her role is not simply
to calculate the costs of adjusting the strategy in terms of the foreign environ-
ment. Unlike the analyst who only thinks about how foreign adversaries and
allies are reacting to the policy, the strategist must consider the domestic envi-
ronment in which the strategy has been fashioned. Among these considerations
are a strategy’s level of congressional, public, and media support; the morale of
the American forces fighting overseas; the budgetary pressures; and the overall
credibility of U.S. policies. So when intelligence assessments begin to question
the logic or effectiveness of a strategy, there is an immediate tendency to resist
such inputs. Highlighting the possibility that a strategy needs to be adjusted,
because the adversary is not behaving as imagined or because the military or
economic tools used were not as effective as predicted, causes major strains in
the strategist—analyst relationship. Typically, these frictions probably surfaced
earlier in the strategy formulation process, as there likely were disagreements
between strategists and analysts in their characterization of the strategic envi-
ronment, and differences about the likely effectiveness of different courses of
action. Most likely, there was some reluctance on the part of strategists to accept



The Art of Strategy and Intelligence | 119

the analysts’ coaching skills for providing policy support, if they were so skepti-
cal from the beginning of the strategy’s underlying logic.

Maintaining the independence of the analytic process is the only real guaran-
tee that strategists will get the unvarnished truth from the intelligence commu-
nity. Examples of how strategists have not done themselves any favors by
hobbling the independence of intelligence services can be seen in the poor advice
provided to Stalin or Hitler for fear of retribution. Likewise, it appears that
Saddam did not know how weak his military was, or how prepared the United
States was to bring about a regime change in Baghdad, because his own security
services only told him what he wished to hear. One also can imagine that the
North Korean intelligence services have a hard time convincing Kim Jong II of
the seriousness of American counterproliferation concerns or the likely devastat-
ing impact of a war on the Korean Peninsula were he to start one.

Improving the Strategist-Analyst Relationship

The model put forward here argues that there should be a close and symbiotic
relationship between the strategist and analyst. The reality is that the interac-
tions are anything but smooth and seamless. Too often the strategist and analyst
are either working with little appreciation for the other’s role or are openly
dismissive of the challenges that the other faces in fulfilling their respective
responsibilities. The strategist can unintentionally, or sometimes willfully, dis-
miss the analyst’s perspective as uninformed about the policy perspective; worse
yet, the strategist may not trust the analyst with knowledge about the true strat-
egy and seek instead to keep intelligence professionals at arms’ length for fear
that they might jeopardize policy initiatives and are likely to see only the nega-
tive consequences of some untried course of action. Analysts, likewise, are some-
times dismissive of the high stakes that strategists face every day. They do not
carry the decision-making burden that their policy customers must assume. Ana-
lysts can shrug off the uncertainties implicit in their analyses and posit conclu-
sions that are clearly speculative. However, at the end of the day the strategist
must arrive at a decision, select a course of action, and face the consequences.

An improved relationship is only likely to come through mutual understand-
ing of the strategist—analyst model. Though every strategist is by nature his or
her own analyst, few have actually worked as intelligence professionals or have
experienced the challenges of being an analyst. There are no courses on intelli-
gence offered to incoming U.S. government officials to introduce the policy-
maker to how intelligence works, the strengths and weaknesses of American
collection and analysis, or the various analytical methods used by today’s
professionals.

For the analyst, in turn, there must be a greater appreciation for the complexi-
ties facing policymakers and for the “big picture” world in which they live. Too
often, the strategist is trying to see how an intelligence briefing or new assess-
ment fits into the broader agenda in which they must operate. Unfortunately,
the size and complexity of the intelligence business often results in analysts being
responsible for only a “thin slice” of any given intelligence topic. Few analysts
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are able to give strategists an overriding sense of a specific judgment’s impact on
the overall strategic landscape they are facing. This narrow account splitting is
contrary to the way the strategist views the world. In his or her domain, every-
thing is connected to everything else. Events happening in one country will have
consequences somewhere else in the region and the world. They do not have the
luxury of inviting an endless line of experts into the office for their piece of the
puzzle to be added to the mix. So a start for analysts would be to develop
broader and integrative perspectives on their issues, so they can put answers into
a context that strategists value. It means real multidisciplinary analysis in each
analyst, not just an analytic structure that places narrowly focused military, eco-
nomic, and political analysts into one unit.

Strategist and analyst must understand each other while maintaining their
respective roles. The more we know ourselves, as Sun Tzu noted centuries ago,
the more able we are to take full advantage of the knowledge we have developed
about our world and America’s adversaries.
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CHAPTER 8

Foreign Denial and Deception:
Analytical Imperatives

JAMES B. BRUCE AND MICHAEL BENNETT

We must significantly reduce our vulnerability to intelligence surprises, mis-
takes, and omissions caused by the effects of denial and deception (D&D)
on collection and analysis.

—President’s Commission on the Intelligence Capabilities of the United
States Regarding Weapons of Mass Destruction, March 2005

FOREIGN DENIAL and deception (D&D) is a fact of life for every
intelligence analyst who has ever worked a “hard target.”! Such targets are
objects of high intelligence interest and are considered to be hard because they
defy a wide variety of ordinary collection methods and pose the most difficult
analytical challenges. The standard collection activities such as human intelli-
gence (HUMINT), signals intelligence (SIGINT), and imagery intelligence
(IMINT) are typically less productive against such targets because the counter-
measures these targets take against collection reduce, and sometimes confuse,
the factual basis for analytical understanding. During the cold war, the Soviet
Union was the exemplary hard target. Today countries like China, North Korea,
and Iran offer the best examples, as well as such nonstate actors as international
terrorist groups like al-Qaeda and weapons of mass destruction (WMD) prolif-
eration networks.

What Is Denial and Deception?

Highly relevant to national-level policymakers and to war fighters, D&D is
defined as any undertaking (activity or program) by adversaries—state and non-
state actors alike—to influence or deceive policymaking and intelligence commu-
nities by reducing collection effectiveness, manipulating information, or
otherwise attempting to manage perceptions of intelligence producers and con-
sumers (e.g., policymakers and war fighters). Those who practice D& D—per-
haps a form of asymmetrical warfare—seek to control what intelligence
collectors observe and acquire in order to manipulate their perceptions and the
content of their products, in an effort to shape the decisions and actions of
policymakers and those who can influence them. More specifically:
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* Denial refers to activities and programs designed to eliminate, impair,
degrade, or neutralize the effectiveness of intelligence collection within and
across any or all collection disciplines, human and technical.

* Deception refers to manipulation of intelligence collection, analysis, or pub-
lic opinion by introducing false, misleading, or even true, but tailored, infor-
mation into intelligence channels with the intent of influencing judgments
made by intelligence producers, and the consumers of their products.

Effective D&D has the potential to significantly degrade U.S. intelligence
capabilities by attacking vulnerabilities in collection and analysis. Such vulnera-
bilities tend to be costly to the targeted intelligence organization as can be seen
in previous U.S. intelligence failures. As shown in chapter 12, of the eight cases
of failure examined there, deception was a factor in more than half and denial
was a factor in all. That denial is a factor in all these failures suggests that it is
not only pervasive but also consequential. Though deception is far less common
than denial—it is akin to a silver bullet held in reserve for only the rare but
perfect circumstances—its batting average is extraordinarily high, succeeding
more than nine times of every ten it is used.?

An important historical example of D&D is illustrated in the surprise military
attack that Japan conducted against the United States at Pear]l Harbor in 1941.
The Japanese denial measures successfully concealed the eleven-day transit of a
massive naval task force that conducted the attack, killing 2,400 unsuspecting
Americans and bringing the United States into World War II. Deception mea-
sures were so successful that even Japanese intentions to go to war with the
United States were never comprehended by U.S. intelligence, policy, and military
officials (see box 8.1).

It is clear from historical cases as well as more recent ones that analysts who
underestimate the power of D&D increase their vulnerabilities to its effects,
while those who are equipped to understand and counter the techniques that
D&D practitioners use will perform better against not only hard targets but any
targets no matter their complexity. Successfully countering D&D reduces the
probability of getting surprised.

Denial: Foundations for Poor Intelligence

Denial of intelligence collection is a significant impediment to successful analy-
sis. As shown in chapter 12, that denial effectively neutralized collection in
major U.S. intelligence failures is one thing. But analysts’ failure to understand
and correct for successful denial is quite another. In general, analysts need a
much better understanding of the impact of intelligence denial on their analysis.
Often they may not even be aware that needed information has not been col-
lected, even though it may bear directly on the issue that they are analyzing.
When denial measures succeed against the collection disciplines, human and
technical, the result is that intelligence sought is intelligence denied. We are thus
left with “missing information.”



BOX 8.1
Japanese Denial and Deception in the Pearl Harbor Attack

Denial—intelligence denied through effective operational security:

* Radio communications between ships in the task force were forbidden beginning on
November 10.

Naval call signs were changed twice between November 1 and December 1 prior to
the attacks, slowing any U.S. translations of radio intercepts.

* The northern rendezvous point off Etorufu Island was chosen because it was unlikely
to be observed, even by Japanese citizens.

The military concealed the purchase and attainment of clothing, equipment, and sup-
plies for the rendezvous point and for the northern journey toward Pearl Harbor.

» Dumping of garbage or waste into the water from ships in the task force was forbidden
to reduce the likelihood of detection.

» Only top Japanese naval planning officers were aware of the Pearl Harbor plan; mili-
tary Cabinet secretaries were informed only late in the game, and some Cabinet mem-
bers were never informed prior to the attack.

* Members of the ships’ crews were kept unaware of their destination until after their
departure.

* Pilots and crews training for the attack knew nothing of the ultimate purpose of their
training.

Deception—expectations of attack reduced through manipulating informa-
tion and perceptions:

* Japan sought to create the illusion that the task force was still in training at Kyushu.
The main force in the Inland Sea created massive, deceptive communications to man-
ufacture this ploy. This deception was reinforced by allowing a large number of shore
leaves in Tokyo and Yokohama for naval men.

* Japanese military commanders in other theaters such as in Indochina were given false
plans for military campaigns other than those actually being planned.

* The Japanese navy issued a war plan on November 5 with full and accurate details of
planned attacks on the Philippines and Southeast Asia but omitted any reference to
the Pearl Harbor mission whose orders had been communicated verbally.

The Foreign Office announced that one of its largest ocean liners would sail on December
2 to California and Panama to evacuate Japanese citizens, giving the impression that
Japan would not commence hostilities while its liner was at sea.

* The Japanese government and press continued to play up the Japanese-American
negotiations prior to the attack.

Sources: Roberta Wohlstetter, Pearl Harbor: Warning and Decision (Palo Alto, Calif.:
Stanford University Press, 1962), 368-85; and Cynthia Grabo, Anticipating Surprise:
Analysis for Strategic Warning (Washington, D.C.: Joint Military Intelligence College,
Center for Strategic Intelligence Research, 2002), 121-22.
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But even when we know that certain missing information is the result of
effective denial, the impact of that denial on analytical processes and findings is
often poorly understood. No one doubts that intelligence findings about any
difficult issue (e.g., in terrorism, WMD, or warning) would be different if more
and better information had been collected. But the potential impact on analysis
of important information that is zot collected can also distort results. Analytical
judgments based on missing information are inherently uncertain; they may also
be wrong. Had analysts better identified the impact of missing information on
their analysis of Iraqi WMD, a more reliable estimate might have been the result.

Targets of intelligence collection that wish to avert discovery or observation
generally have two resources at their disposal: knowledge of their adversary’s
collection capabilities, and use of countermeasures against the collection activi-
ties they aim to degrade such as camouflage against imagery or other direct
observation. Good D&D practitioners have countermeasures that work against
not only imagery but also human and signals collection efforts. Though much
of denial activity is passive, such as practicing good operational security and
related nonalerting behavior, and just “staying below the radar,” hard targets
are notable for their sophisticated denial capabilities, which are not merely pas-
sive but also rather actively neutralize intelligence collection methods. Their
ability to do this entails an understanding of collection programs that cannot
normally be attained at unclassified levels. Sophisticated denial capabilities suc-
cessfully exploit classified information about collection sources and methods
that has been compromised in some way or another, often through spies or
through disclosures that may or may not have been authorized. The cumulative
effects of many and frequently major disclosures enable D&D practitioners to
actively deny U.S. collection efforts.

Effective D&D programs thus require good knowledge of the collection that
targets them—it is the bedrock of effective denial. Because all collection disci-
plines save for open sources are intended to work secretly or clandestinely, their
effectiveness depends on the effectiveness of their secrecy. As intelligence is the
collection of secret information by secret means, acquiring the target’s secrets
(e.g., plans for surprise attack) presumes that the most effective collection meth-
ods remain a secret.

Secrecy is the opposite of transparency. As an intelligence service’s methods
become more transparent, its loss of secrecy necessarily impairs its effectiveness.
A priority objective of smart intelligence targets is acquiring information that
compromises the secrecy of intelligence collection sources and methods. All hard
targets conduct priority efforts to learn how to defeat collection. This knowledge
can be acquired through both authorized disclosures, such as intelligence sharing
or diplomatic demarches, and unauthorized disclosures, such as media leaks that
disclose classified information.? In particular, media leaks, according to the
recent WMD Commission report, “have significantly impaired U.S. intelligence
capabilities against the hardest targets.””* When secret collection capabilities are
compromised, analysis is also impaired. Analysts are not only denied informa-
tion later as a result; they also need to understand the impact of compromises at
least as well as the D&D practitioners that defeat transparent collection and
thereby degrade analysis.
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In general, the effectiveness of denial techniques against collection is often
better than it seems. As we come to appreciate the impact of key gaps in our
information that result from effective denial, both collectors and analysts need
a better understanding about unproductive or unsuccessful collection operations
in all disciplines, and why they are not productive. Overcoming key intelligence
gaps produced by adversaries’ denial activities will require much more effective
counterdenial approaches if analysts are to succeed.

Principles of Deception

If denial is the foundation of D&D, then deception is the silver bullet that almost
never misses. Dodging the bullet requires an understanding of how deception
works. Based on a comprehensive review of the literature on deception, includ-
ing a large number of historical cases, Bennett and Waltz have described four
fundamental principles of deception.’ These principles can be used as a frame-
work for understanding the deception process by examining the relationship
between the deceiver and the target of the deception and why deception is almost
always successful. The four principles are:

Truth—all deception works with the context of what is true.

* Denial—denying the target access to select aspects of the truth is the prereq-
uisite to all deception.

Deceit—all deception requires and utilizes deceit.

* Misdirection—deception depends on manipulating what the target registers.

It might seem odd that truth should be a principle of deception. But if decep-
tion is to work at all, there must be a foundation of accepted perceptions and
beliefs about the world that can be exploited. This first principle is based on the
study of deception in nature (e.g., with plants and animals) and the observation
that the appearance or actions of one organism are commonly associated with a
particular response by another organism.¢ Such systems make deception possible
because the deceiver’s victim expects a signal to have a reliably expected result.
In D&D, the selective use of the truth—supplying the target with real data—
establishes the credibility of those channels of communication on which the tar-
get depends, such as particular collection disciplines and information collected
by them.

Denial, on the other hand, makes deception possible by creating the opportu-
nities the deceiver needs to manipulate the target’s perceptions. Denial conceals
select aspects of what is true, such as the deceiver’s real intentions and capabili-
ties, and denial used alone can have serious consequences even when intentional
deception is not a factor. Thus, as the Pearl Harbor example illustrates, denial
is also the foundation on which deception is carried out.

Together, truth and denial set the stage for deception methods associated with
deceit, the most obvious deception principle. Whaley calls deceit in the form of
disinformation the “most important single broad category of ruses.”” Without
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deliberate deceit, the target is only the victim of misperceptions due to misinfor-
mation and/or self-deception, not deception. But when these first three principles
are integrated, they allow the deceiver to present the deception target with what
appears to be highly desirable, genuine data while reducing or eliminating the
real signals that the target needs to form accurate perceptions of the situation.
The end result is that the target must rely on data that has been deliberately
fashioned so as to manipulate his perceptions to the deceiver’s benefit.

With a few notable exceptions, the strategic deception literature generally
does not recognize the fourth principle, misdirection, as a distinct concept,
although numerous authors consider it to be the very foundation of magic.? In
magic, misdirection diverts the audience’s attention toward the magic effect and
away from the method that produces it. Likewise, the history of deception is
filled with examples where the deceiver either deliberately redirects the target’s
attention or exploits environmental factors that have the same effect. For exam-
ple, a feint is perceived as a real attack (the truth principle), not a false one; it is
used to redirect the adversary’s attention away from where the real attack will
occur.

Used in concert, these four principles are exercised by the deceiver in such a
way as to control what the target of the deception observes, and, as a result,
what the target registers and thus what the target perceives. When deception
succeeds, it causes the target to act to the deceiver’s advantage and to his own
disadvantage.

Bias Traps and Analytical Vulnerabilities

The deception principles described above illustrate how deceivers exploit very
basic human vulnerabilities at several levels. These vulnerabilities can be attrib-
uted to biases—systematic errors in perception, judgment, and reasoning—that
fall into three major categories: cultural and personal biases, organizational
biases, and cognitive biases.’

Cultural and personal biases are the result of interpreting and judging phe-
nomena in terms of the preconceptions and beliefs that are formed by the indi-
vidual’s personal experiences. These are further influenced by the knowledge,
beliefs, customs, morals, habits, and cognitive styles that the individual acquires
as a member of his or her specific social environment, that is, culture. The pre-
conceptions and beliefs that result can be extremely resistant to change, even in
the face of large amounts of discrepant information, and they can thus be
exploited by deception planners. Such biases also affect the way analysts inter-
pret events. Cultural biases can also influence how people go about solving prob-
lems and analyzing situations, and analytical flaws such as mirror imaging may
be the result. Likewise, such personal traits as overconfidence (hubris) can facili-
tate being deceived. As Godson and Wirtz point out, the successful deceiver
“must recognize the target’s perceptual context to know what (false) pictures of
the world will appear plausible.”1

Organizational biases are similar to cultural biases and are generally associ-
ated with the limitations and weaknesses of large bureaucratic organizations.
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These biases are the result of the goals, mores, policies, and traditions that char-
acterize the specific organization in which the individual works, and often
appear in the form of barriers to the flow of information within and between
organizations. An even more insidious bias appears in the manner in which the
very nature of the information about a specific topic changes as it winds up
flowing through different channels. Such differences in information across
linked organizations such as in the intelligence community are even more
extreme when classified information is involved. Barriers to information flows
and differences in perception due to the uneven distribution of compartmented
information, as shown above, contributed heavily to the United States’ failure
to anticipate the Japanese attack on Pearl Harbor. Such barriers and differences
in perception also played a role in the failure to anticipate the terrorist attacks
on September 11, 2001."!

Two prominent organizational biases in intelligence agencies are the search
for consensus and time pressures. As we have learned in discovering the ratio-
nale for Alternative (or “structured”) Analysis, if consensus becomes a goal in
and of itself, it may deprive decision makers of important information about the
basis for the analytical judgments presented, as well as the existence and grounds
of alternative views. A second bias, time pressure, is inherent in fast-paced analy-
sis, particularly current intelligence. Analysts have always been under pressure
to provide timely intelligence. But the post-September 11 threat environment
and congressional pressure for a quick answer, as we saw with Iraqgi WMD, may
exert added pressure on analysts to make judgments in less and less time. Like
the pressure for consensus, time pressures also exacerbate the cognitive biases
that increase susceptibility to deception.

Cognitive heuristics represent a wide variety of adaptation mechanisms that
help humans to accurately perceive and understand the world around them on
a day-to-day basis. They usually help us by reducing the complexity of difficult
problems (e.g., assessing probabilities); however, these same processes also make
us vulnerable to optical illusions, magician’s tricks, con artists, and, of special
interest to us, military and political deception. It is impossible to survey the
range of cognitive biases that are relevant to denial and deception here.'? Fortu-
nately, Gilovich provides an excellent framework that is useful for capturing the
role these heuristics and biases play in deception. He summarizes much of the
social and cognitive psychology research into what he calls determinants of
questionable and erroneous beliefs and organizes them into categories, three of
which are especially relevant to D&D:"

» Too much from too little—the tendency to form judgments from incomplete
or unrepresentative information and to be overconfident about those
judgments.

* Seeing what we expect to see—the tendency for our expectations, precon-
ceptions, and prior beliefs to influence the interpretation of new informa-
tion in a way to support our beliefs.

* Believing what we are told—the tendency for a good story to seem credible
and to bias one’s beliefs.
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Together, the four principles of deception and Gilovich’s determinants of
questionable beliefs provide a framework for understanding analysts’ vulnera-
bilities as they apply to D&D. They show how a deceiver can exploit each of
the deception principles to gain advantage. For example, from the deception
planner’s perspective, revealing some truth to the target provides several advan-
tages. In the case of too much from too little, selective truth can convince a
target of deception, for example, that something exists when it does not. The
Allies took advantage of this in World War II when feeding information to the
Germans in order to create the false order of battle for FUSAG and other ele-
ments of the Fortitude deception plan.* The too much from too liitle bias sets
the analyst up to misinterpret limited information. Providing truthful informa-
tion also allows the deceiver to exploit the believing what we are told determi-
nant. By incorporating real events, people, organizations, equipment, and
information into the deception story, the deceiver can increase the story’s imme-
diacy and plausibility, thus making it more believable. This also acts to increase
the target’s confidence in his sources of information, and it is that confidence in
those channels that is critical to the success of deception. The deceiver will use
those same channels later, such as a controlled source believed by the target to
be reliable to pass false information in order to build up the deception story (the
principle of deceit).

Denial has its greatest impact through the seeing what we expect to see set of
biases. Research studies and real-world events have repeatedly demonstrated
that individuals consistently fail to appreciate the limits of the data and informa-
tion available to them.”> What is unknown, what is out of sight, is out of mind.
Effective denial techniques mean that what little information is available, no
matter how ambiguous, may be eagerly grasped and fit to existing expectations
and preconceptions. Denial, therefore, is the key to making sure that nothing
significant occurs to change the target’s mind once the deception plan is put into
motion.

Deceit is probably the first thing one thinks of with regard to the relationship
between deception and believing what we are told. After all, it is deceit in the
form of double agents, deception operations like Mincemeat, security “leaks,”
and exotic camouflage techniques that give deception its historical importance.'¢
Analysts and decision makers depend heavily on secondhand information, and
this dependence makes them vulnerable to serious biases and errors, especially
if those sources are providing false or inaccurate information. More important,
deceit exploits the seeing what we expect to see bias when analysts readily accept
disinformation and fit it to their existing expectations and preconceptions.

Misdirection can be of two general types.l” One involves physical misdirec-
tion, such as a deliberate effort to control the observer’s attention. The other is
psychological; here the deceiver (e.g., a magician) misdirects the target by
attempting to control his or her suspicions. In D&D, real or false objects, phe-
nomena, events, and information are used to achieve either type of misdirection.
Movement is a powerful misdirection technique that magicians use to quickly
capture the audience’s attention. It can have the same effect in deception opera-
tions. For example, in World War II, the Allies always made sure to pass infor-
mation to the Germans about the movement of real and fictional units (i.e., truth
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and deceit) related to the FUSAG deception to distract their attention from the
real buildup in southwest England.

Principles of Counterdeception

To succeed against smart adversaries for whom denial and deception comprise
key weapons in their security arsenals, intelligence analysts must master counter-
D&D understanding and skills, learn to assess the impact of missing information
on their analytical judgments, develop significant expertise in the collection dis-
ciplines, and adjust for unwarranted dependency on inadequate information.
These imperatives find their practical justification in the experience of poor intel-
ligence community performance against foreign D&D, and their theoretical jus-
tification in sound counterdeception principles.

Bennett and Waltz’s review of the deception literature produced not only fun-
damental deception principles but also yielded four counterdeception principles,
all of which point to the analyst’s level of knowledge and understanding;:

¢ Know yourself.

* Know your adversary.
* Know your situation.

* Know your channels.

Understanding and acting on these principles is prerequisite to an analytical
posture to reduce vulnerability to D&D and mitigate its effects when it succeeds.

Sun Tzu makes it clear that you must know yourself if you wish to have any
reasonable hope of success in battle.'® The same is true for the battle waged
between deceiver and target. Whaley has demonstrated how deception can be
particularly successful when it exploits the target’s expectations and preconcep-
tions (the seeing what we expect to see bias). Drawing from the work of Heuer
and the cognitive heuristics literature together leads to the first fundamental
principle of counterdeception: Know yourself. Put succinctly, this principle
stresses that the analyst’s first defense against D&D is a sound understanding of
his or her cognitive vulnerabilities as discussed above.

The know your adversary principle should be a constant reminder to analysts
and decision makers to consider the means, motives, and culture of their adver-
sary. The means that the adversary has at his or her disposal include doctrine,
training, personnel, experience, and technology for concealing or exaggerating
intentions, capabilities, and activities. Historically, motives have generally
ranged from achieving surprise, bluffing, deterrence, seeking prestige or influ-
ence, blackmail, or seeking concessions from the target. Today, specific D&D
motives include concealing WMD capabilities and transactions, and planning
terrorist attacks. This principle also stresses the need to develop the depth of
knowledge of the adversary that makes it possible to begin breaking down eth-
nocentric biases and come to see things from the adversary’s perspective. As
Dewar noted, being able to put yourself into the mind of the adversary may be
the counterdeception analyst’s most effective weapon.'®
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Analysts throughout the intelligence community require a much better under-
standing of adversarial D&D capabilities than they routinely exhibit. If they do
not understand an adversary’s D&D capabilities, they cannot be expected to
understand how effective—or how hobbled—their nation’s intelligence will be
when working against that adversary. Analysts who are assigned a specific coun-
try or nonstate actor account should make it their first priority to learn all they
can about the D&D capabilities that their assigned target can mount against the
specific collection disciplines that produce intelligence on that target.

The third principle, know your situation, focuses on the necessity for continu-
ally evaluating the environment for cues that indicate that deception should be
considered as the adversary is formulating strategies, considering options, mak-
ing decisions, or taking action. An important thing to keep in mind is that ana-
lysts are confronted by a continuum of deceptive activity and that most of it,
like an adversary’s routine operational security measures (denial), is normal and
likely to occur no matter what the situation is. Because large-scale, sophisticated
deception operations are rare, situational factors may offer important cues to
the possibility that the adversary is planning or employing more sophisticated
deception operations. These situational factors include:

¢ high-stakes situations;

 asymmetric power relationships between the participants;

« changes in leadership, motives, political goals, military doctrine, or techno-
logical capabilities;

* situations involving potential surprise and risk as high-risk/high-gain
strategy; and

* events in the international environment that threaten security or provide
opportunity.

The fourth counterdeception principle, know your channels, is the conscien-
tious application of this everyday maxim to the channels of information used by
intelligence analysts and policymakers. For the analyst, it means above all else a
sound understanding of the collection disciplines—their capabilities and their
limitations, and especially their vulnerabilities to denial and deception. In addi-
tion, it is critical to understand the extent to which those collection capabilities
are known to have been compromised and are thus vulnerable to exploitation
by an adversary. An in-depth understanding of collection channels and what the
intelligence target knows about them is a vital requirement for effective analysis,
particularly against hard targets.

Analysts, as illustrated in chapter 12, require a far better understanding of
their dependency on intelligence collection than they often demonstrate. Briefly,
when collection succeeds, it significantly improves the probability that analysis
will also succeed. When collection fails—as it did against al-Qaeda before Sep-
tember 11, 2001, and against Iraqi WMD before Operation Iraqi Freedom—it
greatly improves the probability that analysis will also fail. Analysts who do not
fully understand the broad range of intelligence collection capabilities as well as
collection limitations, nor their enormous dependency on having this special
expertise, significantly increase their vulnerabilities to D&D.2°
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Analysts also require a far better understanding of their dependency on only
one or a few key pieces of information. Sometimes the whole analysis of a com-
plex problem may crumble if a key piece of evidence is removed. If that key
datum is unreliable, fabricated, or tenuous—and the analysts are not fully cogni-
zant of its tenuousness or of its potentially exaggerated impact on the analysis—
their analysis is likely to be wrong. Their certainty or confidence will also be
misplaced. Errors in analysis can sometimes be traced to exaggerated depen-
dence on poor evidence.?! Just as D&D is a major cause of missing evidence, it
is also a potential source of poor or deceptive evidence.

Finally, as we know all too painfully from the pernicious effects of the source
“Curveball” on the faulty judgments about Iraq’s biological weapons capabili-
ties in 2002, sources of intelligence information require better vetting than ever
before. Curveball’s impact on the faulty biological weapons analysis in the 2002
WMD National Intelligence Estimate dramatically illustrates the dependency
vulnerability discussed just above. The need to apply more rigorous scrutiny to
both human and technical sourcing is a key requirement for better intelligence
adaptability to D&D. Of course, no intelligence service ever takes information
at face value from any source. But sophisticated D&D techniques can be subtle
and insidious, and reliable intelligence requires even better counter-D&D tech-
niques in the vetting of intelligence collection.??

Vulnerable Minds and Vulnerable Organizations

Even the most competent analysts and decision makers have found themselves
deceived. To make matters worse, they may find themselves accused of incompe-
tence by those blessed with 20/20 hindsight. To say that we are vulnerable to
deception is by no means pejorative, because the concept of vulnerability helps
to distinguish the important ways that humans and organizations are open to
attack or damage by deception. Therefore, understanding our vulnerabilities to
deception can act as a guide to actions we can take to mitigate those vul-
nerabilities.

Such understanding starts by considering the profiles of the vulnerable mind
and the vulnerable organization.?* The vulnerable mind—the one least prepared
to counter D&D—sees reality unwittingly shaped by its own biases, preconcep-
tions, and expectations. It exaggerates the importance of limited information,
and the information it expects to see. It is unduly gullible or influenced by a
good story. It tends to be overconfident in understanding complexity. And it
lacks accurate, in-depth knowledge of its adversary, including especially the
D&D capabilities that adversary may wield. These vulnerabilities represent the
end result when the biases discussed earlier meet ambiguous, contradictory, or
missing information. This is a formula for successful D&D.

Similarly, the vulnerable organization overemphasizes consensus, consistency,
and being decisive. It fails to exploit its full collaborative potential, performing
with less than the sum of its parts. It has inadequate learning processes and fails
to learn from past performance, including its failures, which it tends to repeat.
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And it is preoccupied with the present at the expense of the historical or strategic
and future perspectives.

With these vulnerabilities as a starting point, we can develop a set of counter-
deception analytical imperatives for transforming vulnerable minds and vulnera-
ble organizations into prepared minds and prepared organizations.

The Prepared Mind

Our desired goal is to deliver better, more accurate judgments that will enable
the negating or at least mitigation of the effects of denial and deception. The
first broad strategy for achieving the goal of reducing the mind’s vulnerability to
D&D is to improve the analytical process. The know yourself, know your adver-
sary, and know your situation principles highlight the importance of two inter-
dependent approaches: mitigating cognitive biases, and adopting systematic or
“structured” methodologies.?*

The know yourself principle emphasizes continuous awareness of the vulnera-
ble mind’s most exploitable weakness: its own preconceptions, expectations,
and beliefs. Mitigating cognitive biases is vital to improving analysis; a key cor-
rective technique is the use of the hypothesis. The failure of analysts to generate
alternative hypotheses is insufficiently recognized in the intelligence community.
This failure can be attributed to the use of a suboptimal heuristic of choosing
the first explanation that seems to be the closest fit to the evidence at hand
(“satisficing” and jumping to conclusions). A major contribution of Alternative
Analysis is that it shows the value of multiple hypotheses.

Just as the failure to generate hypotheses increases vulnerability to decep-
tion, so also do confirmation bias and overconfidence. A particularly helpful
approach to mitigating confirmation bias and overconfidence is to restructure
the analytical task. This is aimed at challenging the mindsets that induce con-
firmation bias and exaggerate confidence. Several methods of restructuring the
analytical task can reduce analytical susceptibility to this kind of error. For
example:

 Asking analysts to list reasons why their answers to questions might be
wrong.

¢ Instructing analysts to consider the opposite interpretation of a judgment
or forecast, or to engage in any second explanation task (e.g., explaining a
different version of the same outcome).

* Encouraging analysts to generate multiple alternatives or even to better
explain a single plausible alternative.

* Asking analysts to “test for fixation,” namely, to consider what evidence
would be required to convince him or her that the interpretation is wrong,
or what evidence could cause the analyst to change his mind or to give up
his opinion.?

¢ Asking analysts to assess how far they have “bent the map,” that is, moni-
toring any inconsistencies and discrepancies that have been explained away
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(bending the map), which might indicate that other possibilities are being
ignored.2¢

» Having analysts monitor “tripwires,” events that should not be occurring
or levels that should not be exceeded if the favored hypothesis is correct.
Finding that too many tripwires are tripped could be an indication that the
favored hypothesis is wrong.?”

The know yourself principle emphasizes recognizing the assumptions, precon-
ceptions, and expectations that influence analyst beliefs, while the know your
situation principle focuses on continually evaluating the environment for the
cues that deception may be a factor in the situation under consideration. The
use of structured analytical methodologies or ““challenge” analysis also provides
another way of restructuring problems so that assumptions, preconceptions, and
mental models—that is, factors shaping mindsets—are not hidden by making
them more explicit so that they can be examined and tested. In particular, such
structured methodologies include Analysis of Competing Hypotheses (ACH),
argument mapping, and signpost analysis; ‘“‘challenge analysis” techniques
include Devil’s Advocacy, What-If Analysis, and High-Impact/Low-Probability
Analysis.?$ Using such methodologies can reduce the likelihood that important
biases or situational cues are not recognized or ignored.

A prepared mind will make a conscientious effort to see the problem or situa-
tion from the adversary’s point of view. It will continually test and retest its
judgments, update and evaluate all the evidence at hand, and remain alert to
cues and anomalies in the environment that something has changed or is miss-
ing. It will not ignore its intuition when something does not quite feel right
about a complex analytical situation. And it will diligently update and evaluate
the credibility of information sources, stay alert to any channels that may have
been compromised, and revisit the issue of source vetting and validation.

The Prepared Organization

To conclude, we want to emphasize four things that an intelligence organization
can do to facilitate better counter-D&D analysis and to make itself less vulnera-
ble to denial and deception:

* Prioritize an effective counter-D&D analytical capability and ensure that it
is well resourced, incentivized, and protected.

 Enable analysts to better collaborate, access, and share sensitive informa-
tion, and exchange alternative and/or dissenting views.

* Create and encourage a robust analytical learning environment that empha-
sizes Lessons Learned and structured analytical techniques.

* Emphasize anomaly detection to help ensure that little surprises do not
become big surprises.

The prepared organization will be well armed with robust counter-D&D ana-
lytical capabilities. Such capabilities can be gauged largely by the strength of the
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organization’s counter-D&D analysis components (or even whether there is
one), the quality and stature of the analysts who staff them, the skills of fellow
D&D analysts in the hard-target components, and the measure of the training
resources that directly support the counter-D&D mission. Though the U.S. IC
has seen wide variation in these capabilities in previous decades, they have been
perennially short of critical mass.?

A positive step toward creating an intelligence community of prepared organi-
zations is the recent effort of the director of national intelligence to create a
“culture of collaboration” that emphasizes greater intelligence sharing among
analysts.>® Greater counter-D&D collaboration must also encourage champion-
ing alternative views. A more collaborative and sharing environment must
continually challenge and update analysts’ expectations, mental models, and
situational awareness.

Prepared organizations are also learning organizations. For countering
D&D, two types of learning are especially required. First, active learning pro-
grams that capture and share “lessons learned” to help analysts learn from past
performance; these activities should address both previous events and more cur-
rent issues.>! The prepared organization will also resist pressures of day-to-day
distractions and devote time to learning from unexpected events, knowing that
if it fails to do so, it will remain vulnerable to later unexpected events. Another
important type of learning will provide analysts practice in situations involving
D&D before they encounter it. Both types require more robust intelligence com-
munity training programs than are now in place.

Finally, reducing vulnerability to D&D surprises requires paying attention to
anomalies, or what Barton Whaley calls “incongruities.” Whaley’s rule for this
is that “when enough evidence is reconsidered in one brief time—in the forefront
of the analyst’s memory—incongruities, if present, tend to become obvious.”3?
Where D&D is concerned, the intelligence community’s goal is the same as that
in the highly reliable organizations studied by Weick and Sutcliffe, that is, to
deal with the small surprises before they become big ones.?* Analysts should
always recall what Cynthia Grabo has taught us about warning failures: “While
not all anomalies lead to crises, all crises are made up of anomalies.”**

In sum, foreign denial and deception pose major threats to successful intelli-
gence analysis. The best counters to the D&D analytical threat begin with an
understanding of the principles of deception (truth, denial, deceit, and misdirec-
tion), and require a keen awareness of bias traps and cognitive vulnerabilities to
being deceived. By knowing yourself, your adversary, your situation, and your
channels, you can greatly reduce your susceptibility to D&D-induced faulty
analysis. In particular, the prepared mind and the prepared organization
together present the best possible assurances of intelligence analysis uncorrupted
by foreign denial and deception.
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CHAPTER 9

U.S. Military Intelligence Analysis:
Old and New Challenges

Davib THOMAS

Moses sent them to spy out the land of Canaan, and said to them: ““Go up
into the Negev yonder, and go up into the hill country, and see what the
land is, and whether the people who dwell in it are strong or weak, whether
they are few or many, and whether the land they dwell in is good or bad,
and whether the cities that they dwell in are camps or strongholds, and
whether the land is rich or poor.”

—Numbers 13:17

Many intelligence reports in war are contradictory; even more are false, and
most are uncertain. . . . In short, most intelligence is false.

—Carl von Clausewitz, On War, 1873

MILITARY INTELLIGENCE ANALYSIS is as old as warfare itself.
From Julius Caesar, Count Belisarius, Salah al-Din, and Ch’i Chi-kuang to the
Duke of Wellington, Napoleon Bonaparte, George Washington, and Graf von
Moltke, the great commanders originally conducted their own analysis of intelli-
gence obtained from captured documents, prisoners of war, reconnaissance
scouts, and spies in order to plan and conduct their campaigns.! Military analy-
sis by permanent staffs became a regular activity in the armies of the major
European powers in the late nineteenth century.? In the case of U.S. military
intelligence, the subject of this chapter, analysis did not become a standing func-
tion until after World War I, notwithstanding the establishment of the Office of
Naval Intelligence (ONI) in 1882, and the War Department Military Intelligence
Division (MID) in 1885. Between World War I and World War II, U.S. Army
and Navy attaches conducted most of the analysis of German, Japanese, and
Soviet strategy, doctrine, tactics, weapon systems, and military capabilities for
the MID and ONI.?

World War II necessitated the creation of a large, permanent, and powerful
U.S. military intelligence structure, including new military intelligence organiza-
tions. This structure produced an enormous range of general military, signals,
counterintelligence, and scientific and technical intelligence analysis—for the
first time in U.S. military history—and became the foundation for the military
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intelligence community in the cold war. As the result of the 1950-53 Korean
Conlflict, the Department of Defense (DoD) and the Armed Forces increased the
size of the military intelligence community in order to assess Soviet strategic
nuclear forces and conventional military capabilities, support strategic and the-
ater nuclear targeting, and provide intelligence threat data on foreign military
systems and technologies to U.S. weapons development programs.

In the twenty-first century, the military analysis produced by the Defense
Intelligence Components within DoD is an integral element of U.S. military
strategy, war planning, weapons development, and joint warfare operations.* As
often reported, these many organizations now absorb more than 80 percent of
the U.S. intelligence community’s combined annual spending. As defined in DoD
directives, “Defense Intelligence” refers to the integrated departmental intelli-
gence that covers national policy and national security, as well as the intelligence
relating to capabilities, intentions, and activities of foreign powers, organiza-
tions, or persons, including any foreign military or military-related situation or
activity, which is significant to defense policymaking or the planning and con-
duct of military operations. “Defense Intelligence” includes strategic, opera-
tional, and tactical intelligence.’

Old and New Challenges

The fundamental challenges to military analysis have not changed since Moses
commanded the Israelites to spy on the land of Canaan. They are: Who is the
enemy, where is the enemy, and what is the enemy doing at this moment? The
advent of permanent military intelligence services and of advanced technical
intelligence, surveillance, and reconnaissance systems has aided military intelli-
gence in meeting these basic tasks. These developments also have invalidated, to
a large degree, Clausewitz’s obiter dictum, that most intelligence in war is false.¢

The Perennials

Military analysis faces many enduring challenges resulting more from internal
factors than from foreign actions. Since World War II, the historical record
affirms that personality issues, bureaucratic obstacles, inexperienced analysts,
ineffective organizational structures, and leadership misjudgment or incompe-
tence account for most of the warning failures, mis-estimates of enemy strategy
and military doctrine, and untimely discoveries of major weapons programs
attributable to U.S. military intelligence. These will not be unfamiliar to readers
of chapter 10 by Jack Davis, for they afflict analysts wherever and for whomever
they work.

Arguably, these obstacles have done as much to debilitate U.S. military analy-
sis as any collection shortfalls or foreign concealment and deception programs,
which are directly addressed in chapters 11 and 12 on analyst—collection and
deception and denial problems by James Bruce.

Suffice it to say, these challenges are mainly the result of processes or predilec-
tions that the United States has created:
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The inattention, inexperience, and obduracy of individual military com-
manders and political leaders, which can cause them to ignore accurate
military intelligence about enemy intentions or capabilities.

The inflexible, ponderous, and shortsighted bureaucratic behavior of
hierarchical military organizations that can impede creative, forward-
leaning military analysis and prevent proper dissemination of controver-
sial assessments.

The predisposition of some civilian decision makers and intelligence officers
to ignore or disparage the competence of military intelligence officers and
the validity of their judgments.

The Newly Emerging

In the twenty-first century, military intelligence analysis also faces new chal-
lenges. These came to the fore during the 1990s. However, their ramifications
for DoD, the Armed Forces, and the military intelligence community did not
become fully apparent until this century. These challenges are:

The multipolar world created by the end of the cold war, the rise of China
as a global power, the advent of well-armed regional military powers and
dangerous nonstate actors, and the proliferation of weapons of mass
destruction.

The difficulty of acquiring, integrating, and using new information technol-
ogies to process, analyze, store, retrieve, and disseminate the increasing
quantity of technical and open source data needed for servicing the intelli-
gence and operational support requirements created by the additional mis-
sions entrusted to DoD and the Armed Forces from the end of the cold war
to the present.

The increasing technological complexity and speed of weapon systems,
planning cycles, and military operations, and the demands that they place
on military intelligence for real time fusion, analysis, and dissemination of
raw data and finished reports to support the U.S. form of joint warfare and
operations.

The expansion of the primary DoD and Armed Forces cold war missions
(conventional war and strategic nuclear deterrence) to include counterinsur-
gency, counterproliferation, counterterrorism, drug interdiction, informa-
tion operations, maritime interdiction and security, space operations, and
peacekeeping missions in coordination with the United Nations.

The organizational inefficiency and diminished analytical capability within
the defense intelligence agencies and service intelligence organizations
resulting from repeated internal reorganizations, excessive focus on current
intelligence, and the continuing attrition of experienced uniformed and
civilian intelligence personnel.

What Is Military Analysis?

Assessing the old and new challenges to military intelligence analysis is diffi-
cult without at least a basic understanding of this analysis. That is not as easily
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accomplished as might be expected, because military intelligence and military
analysis are largely neglected subjects in the U.S. intelligence literature and huge
misconceptions abound regarding military intelligence. These misconceptions
exist despite the size of the military intelligence community; the numerous Joint
Chiefs of Staff publications on military intelligence roles, missions, priorities, and
techniques; and the 2005 DoD directive that placed the defense intelligence agen-
cies under the authority, direction, and control of a new undersecretary of defense
for intelligence, and thus outside the authority of the Office of the Director of
National Intelligence (ODNI).” The silent status of the huge military intelligence
community, a nonexistent definition of military analysis, an early misconception
of what it was, and relative disinterest on the part of nonmilitary intelligence
officers in the subject all conspire to keep this topic poorly understood.

First, the “silent” status of military intelligence analysis is partly attributable
to the paucity of intelligence community, government, and academic publications
about modern U.S. military intelligence.® Most of the literature on intelligence
analysis focuses on issues related to providing intelligence to policymakers.” Only
two cold war—era books, The Military Intelligence Community (1986) and The
CIA and the U.S. Intelligence System (1986), contain extensive discussions of
military analysis.! True, the bibliography on military intelligence is substantial
and includes books and articles on military intelligence written by former military
intelligence officers.'! Nevertheless, most of the writings on military intelligence
discuss historical intelligence operations, signals intelligence, surprise attacks, and
counterintelligence activities, rather than assess cognitive, epistemological, and
methodological issues in modern military analysis.!?

To compound the absence of informed writing and commentary on military
analysis, recent DoD and U.S. Armed Forces official histories and publications
on military operations and military intelligence do not treat analysis in any
detail. For instance, the 1998 official history of Army intelligence pays almost
no attention to military analysis and estimates.!* No official history exists of
U.S. military intelligence and military analysis comparable to the magisterial
four-volume British publication British Intelligence in the Second World War.'4

The National Defense Intelligence College (NDIC), formerly the Joint Mili-
tary Intelligence College, is the primary defense intelligence organization
engaged in academic research and writing on military analysis issues. The NDIC
publishes an unclassified journal, Defense Intelligence, and open source mono-
graphs and books on military intelligence and related analytical issues. The
NDIC is making a vital contribution to improving military intelligence and anal-
ysis through its academic programs and publications. Nevertheless, it has not
yet produced a comprehensive study or instructional monograph that defines
and discusses military analysis as a discrete element of military intelligence.'s

In contrast, there is a superabundance of intelligence community mono-
graphs, U.S. government commission studies, congressional reports, memoirs of
Central Intelligence Agency (CIA) officials, and scholarly publications about the
performance of the CIA and improving analysis for policymakers. These materi-
als focus mainly on current and estimative policy intelligence produced by the
CIA, the State Department, and, now, the ODNI. Of the numerous books on
U.S. intelligence published since 2000, Fixing Intelligence for a More Secure
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America (2003), written by a retired military intelligence officer, William Odom,
is the only accurate and comprehensive assessment of post—cold war military
intelligence organizational and analytical issues.®

Second, discussing military intelligence analysis and the challenges confront-
ing it also is complicated by the current lack of intelligence community defini-
tions of “military intelligence” and “military analysis.” A standard CIA
publication, A Consumer’s Guide to Intelligence (1996), does not register mili-
tary intelligence among the five categories of finished intelligence. Furthermore,
the glossary of official terms in this guide omits “military intelligence” and “mili-
tary analysis.” Even Joint Chiefs of Staff military publications fail to define mili-
tary analysis; they define “general military intelligence”'” and “‘scientific and
technical intelligence,”'® but not “military analysis” or “military intelligence
analysis.”" In this circumstance, the tendency of U.S. intelligence literature to
ignore military analysis is understandable.

Third, the early and misguided view of Sherman Kent, the former head of the
Office of National Estimates, that military intelligence is static in nature and
tactical in orientation, continues to influence the views of CIA and State Depart-
ment analysts and academic students of U.S. intelligence.?’ Kent inaccurately
saw the scope and role of military intelligence based on his brief and narrow
experience in the Office of Strategic Services (OSS) during World War II. How-
ever, this experience could not have acquainted him with the total spectrum of
U.S. and joint U.S. and British military intelligence analysis.

For example, the War Department, the Joint Chiefs of Staff, and Armed
Forces refused to give the OSS analytical elements access to the most important
U.S. and British military intelligence data and reporting—specifically, the strate-
gic diplomatic and military signals intelligence obtained by breaking the strategic
crypto-systems of Germany and Japan; strategic intelligence estimates prepared
by the War Department Joint Intelligence Committee on German, Japanese, and
Soviet military capabilities, intentions, and weapon systems; and joint U.S.—
British scientific-technical intelligence assessments of German and Japanese
weapon systems.?!

Finally, and as a result of the preceding factors, too many senior civilian poli-
cymakers, CIA officials, and academic students of U.S. intelligence consider mili-
tary intelligence and military analysis to be oxymorons. The historical record of
military disasters and associated military intelligence blunders serves to reinforce
the private but pervasive view that military analysis at the national level is too
important to be left to the military.22 Under this view, the secretary of defense,
the chairman of the Joint Chiefs of Staff, or the director of the Defense Intelli-
gence Agency (DIA) could not advise the president or the National Security
Council objectively and competently on military intelligence issues. Doubtless,
this belief regarding the value of military intelligence contributes to misconcep-
tions about military intelligence analysis at the national level.

The World of U.S. Military Intelligence Analysis

A detailed explication of the current U.S. defense intelligence organization and
its legal authorities, missions, priorities, and roles is beyond the scope of this
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chapter. Nevertheless, one needs a working understanding of the nature of U.S.
military intelligence and analysis to appreciate the ramifications of the old and
new challenges facing military intelligence in the twenty-first century.

Briefly, U.S. military intelligence analysis encompasses estimative, analytical,
scientific and technical, counterintelligence, counterterrorism, counterprolifera-
tion, and counternarcotics, basic, and current reporting in hardcopy and elec-
tronic formats. Military analysis also includes developing and maintaining
massive hard copy filing systems or electronic databases containing the key ele-
ments of general military intelligence, including

« order-of-battle data;

* technical assessments and evaluations of foreign military equipment and
weapon systems;

* strategic, theater, and tactical nuclear and conventional weapons targets,
and “no strike targets”;

* military and civilian infrastructure and lines of communication;

« environmental conditions and cultural features; and

« command, control, communications, and computer (C4) systems.??

In aggregate, this enormous body of dynamic analytical reporting and static
data addresses the specific strategic, theater, service, tactical, scientific-technical,
counterintelligence, and counterterrorism intelligence requirements stipulated
by U.S. military strategy, national and joint campaign operational plans, and
weapons research, development, and acquisition programs. This reporting and
these data also respond to the daily current information needs of the Office of
the Secretary of Defense, Joint Chiefs of Staff, Armed Services staffs, national
weapons laboratories, and other government departments.

The defense intelligence agencies and service intelligence organizations obtain
the bulk of the data used to produce this body of analysis and maintain their
databases from national technical means of reconnaissance, foreign open source
publications and electronic media, and observations of military attachés. In
peacetime, some basic military intelligence data and background information on
foreign countries and their militaries can be collected in ways unaffected by
foreign military denial and deception programs. In wartime, prisoners of war,
deserters, defectors, and captured documents become a major source of intelli-
gence. These same organizations support both unified and joint operations.
Their primary peacetime mission is assisting strategic, service, and theater-level
operational planning and targeting; weapon system and countermeasures
research and development; and assessing foreign military strategies, plans, capa-
bilities, and weapons programs. The most important function of military intelli-
gence analysis is supporting war planning, joint preparation of the battle space,
and joint military operations.

Indeed, military intelligence is the basis of operations. Military intelligence
analysis undergirds all operational planning, preparation of the battle space,
and military deception, counterintelligence, and information operations. For this
reason, the organizational structures, finished intelligence products, and data-
bases of the defense intelligence agencies and the service intelligence organiza-
tions must be responsive to all existing and contingent requirements of the Joint
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Chiefs of Staff, combatant commands, joint force commanders, and staffs at all
command levels (see box 9.1).24

Finished Products

Military intelligence analysis produces numerous categories of finished intelli-
gence for these ascending levels of operations. For each level, the defense intelli-
gence agencies and service intelligence organizations produce and maintain a
specific array of standard finished intelligence products and electronic databases,
which they must be able to disseminate in electronic or computerized formats to
DoD elements, the Combatant Commands, and operational forces in near real
time. Even an incomplete list would include:

« current intelligence reports on recent world events relevant to the Office of
the Secretary of Defense, Combatant Commands, and individual Armed
Services;

¢ basic intelligence studies on the geography, topography, weather conditions,
military bases, economic resources, communications systems, and lines of
communication of potential adversaries;

« order-of-battle data on all major foreign armies;

* estimates of enemy military strategy, plans, and capabilities;

BOX 9.1
Definitions of Military and Intelligence Operations

There are three levels of war—strategic, operational, and tactical—with corre-
sponding intelligence operations: strategic, operational, and tactical:

* The military intelligence community produces strategic military intelligence for the
National Command Authority (NCA), the senior military leaders, and the combatant
commanders. The NCA uses strategic intelligence to develop national strategy and
policy, prepare military plans, determine major weapon systems and force structure
requirements, and conduct strategic military operations. Strategic military intelligence
supports joint operations across the spectrum of military operations.

* Combatant commanders and subordinate joint forces commands use operational
intelligence. Operational intelligence focuses on the capabilities and intentions of
adversaries and potential adversaries and supports all phases of military operations.

Tactical intelligence identifies and assesses the adversary’s capabilities, intentions, and
vulnerabilities. Commanders use tactical intelligence to plan and conduct battles and
engagements. Tactical intelligence seeks to identify when, where, and in what strength
the enemy will conduct tactical-level operations.

Sources: Joint Chiefs of Staff, Joint Publication 2-0, Doctrine for Intelligence Support to Joint Opera-
tions (Washington, D.C.: Joint Chiefs of Staff, 2000), Ill-1-11I-11; Joint Chiefs of Staff, Joint Publica-
tion 2-0, Joint Doctrine for Intelligence Support to Operations (Washington, D.C.: Joint Chiefs of
Staff, 1995), IV-15; and William Odom, Fixing Intelligence for a More Secure America (New Haven,
Conn.: Yale University Press, 2003), 96-101.
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* analyses of enemy military budgets and economic resources;

« scientific and technological assessments and forecasts of enemy weapon sys-
tems, military equipment, critical military technologies, physical vulnerabil-
ity assessments of enemy surface and underground facilities, and analyses
of enemy C4 systems and networks;

« operational intelligence (OPINTEL) data and analyses derived primarily
from technical systems such as underwater antisubmarine surveillance
arrays, early warning satellites, specialized reconnaissance aircraft, and
ground-based radars and implanted sensors designed to provide real-time
or near-real-time analysis to deployed air, ground, and naval units;?’

« target intelligence on all categories of enemy military and civilian objectives
and infrastructure to support theater and strategic nuclear and conventional
strikes by ballistic missiles, cruise missiles, bombers, fighter aircraft, and
unmanned aerial vehicles;

* counterintelligence threat assessments related to human, technical, and
cyber threats to U.S. weapons programs, military operations, facilities,
communications systems, and personnel;

¢ counterterrorism threat assessment regarding DoD and uniformed military
service personnel, facilities, activities, and operations;

* prisoner of war and missing in action assessments; and

* biographies of foreign military personnel.?

The finished military intelligence products and databases on basic military
subjects such as culture and geography, lines of communication, order-of-battle,
C4 systems, and target data intelligence are mainly descriptive rather than ana-
lytical. The other categories of military analysis involve analysis, estimation,
correlation, synthesis, and validation of all-source intelligence data, including
open source materials, as well as foreign military equipment, weapons, and
matériel.

Satisfying Customers

The analytical products prepared by the DIA, National Geospatial-Intelligence
Agency (NGA), National Security Agency (NSA), and the service intelligence
organizations require a higher degree of durability, granularity, and precision
than do the current daily and short-term intelligence reports produced by the
CIA and the State Department’s Bureau of Intelligence and Research for the
president, secretary of state, and senior National Security Council officials.?”
Furthermore, the analysis produced by the defense intelligence agencies and the
service intelligence organizations differs in two important respects from the
mainly current analysis produced by the ODNI, CIA, and State Department for
the president, National Security Council, and senior civilian policymakers.
First, military intelligence analysis supports war planning and military opera-
tions. Joint Chiefs of Staff and Combatant Command operational planners use
military analytical products, as well as information from specialized databases,
to develop national-, theater-, and service-level operational plans for a variety
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of contingencies. Of necessity, the data and analysis incorporated into such plans
must remain usable and valid for two years—the standard shelf life of a theater-
level operations plan.?

Second, military analysis supports the DoD weapons research, development,
and acquisition process. Both DoD and the individual military services rely on
threat assessments produced by the service scientific-technological centers to
develop weapon systems and forces for anticipated future conflicts. Although
these scientific-technical assessments receive minimal attention from policymak-
ers, civilian intelligence officials, and academic students of the intelligence com-
munity, they determine how DoD spends billions of dollars on weapons
programs, advanced technology development efforts, force development, and
countermeasures to foreign weapons systems and capabilities.?’

New Features of Enduring Challenges

As mentioned above, the twenty-first century poses perennial as well as novel
problems for U.S. military intelligence analysis. The two fundamental mis-
sions—namely, collecting and analyzing data—have not changed. But the chal-
lenge of identifying the adversary, assessing intentions and capabilities, locating
forces, and assessing the present operational activities is much more challenging
in the current environment than it was in the last century; moreover, convincing
senior commanders to accept the judgments of military intelligence analysis in
planning and conducting operations, and developing weapon systems, becomes
correspondingly more difficult.

First, the information requirements and operational speed of U.S. joint forces
in high-technology warfare and in facing increased foreign military concealment
and deception programs have complicated the ability of military intelligence to
accomplish the collection and analysis missions. However, the basic tasks of
military intelligence analysis remain the same. The critical difference now is that
U.S. military strategies, indications and warning, and target planning for pre-
emption, global strike, and deterrence require collection and processing of
unprecedented quantities of accurate, precise, and time-sensitive technical,
human, and open source intelligence on the infrastructure, facilities, leadership
relocation, weapons of mass destruction programs, C4 systems, and war mobili-
zation procedures of potential adversaries.’® In some cases, the level of detail, or
“granularity,” demanded by U.S. combatant commands and operational ele-
ments from military analytical products and databases on these targets exceeds
what current national technical means of reconnaissance and traditional military
analytical techniques can deliver.

Second, while advising senior military and civilian leaders remains a central
mission, the complexity of operations and degree of Washington micromanaging
of the military commanders’ jobs has also complicated the military intelligence
support mission. U.S. military intelligence analysis must support DoD, the Joint
Chiefs of Staff, and Combatant Command decision making at all levels of com-
bat. However, military intelligence officers do not make command decisions;
rather, they obey them. Thus, the phenomenon of the overconfident, inattentive,
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or strong-willed senior military commander or senior DoD official is more pres-
ent than ever and able to affect the use or misuse of military analysis. Indeed,
the historical record includes cases in which hubris or inattention led senior
military commanders and political leaders to discard, misunderstand, or fail to
act on prescient and timely military analysis.>!

Third, the U.S. defense intelligence agencies and service intelligence organiza-
tions also continue to confront the traditional organizational obstacles posed by
the conservative and hierarchical command structures of all military organiza-
tions. The most important of these are the inherent reluctance of uniformed
and civilian military intelligence officers to challenge the agreed-on strategies,
policies, and decisions of senior commanders and defense officials or to circum-
vent the chain of command to disseminate unorthodox or controversial intelli-
gence assessments—especially warnings about possible surprise attacks or
unanticipated enemy courses of action.

The unfolding controversy about DoD planning and senior decision making
for Operation Iraqi Freedom and the postwar occupation of Iraq demonstrates
the persistent difficulty faced by military intelligence in overcoming the presump-
tive judgments or skepticism of senior defense policy officials about the accuracy
of military intelligence analyses supporting war plans.?* The debate on prewar
decision making and intelligence also illustrates the complexity of convincing
both senior defense policy officials and commanders to accept intelligence
assessments and judgments that do not support planned or adopted military
strategies, policy positions, and command decisions.

The new information requirements for military intelligence analysis are now
truly global. At a minimum, they will stretch the analytical abilities, budgetary
resources, and organizational capabilities of the military intelligence community
to the limit during the coming years. Some of these challenges can be overcome
through sophisticated technology, new reconnaissance systems, and more and
better collection. Others can be met only through sophisticated organizational
reforms and innovative civilian and military personnel policies. And some are
probably intractable.

Within the defense intelligence agencies and service intelligence organizations,
organizational and personnel policy changes will be needed to rebuild the geo-
graphic area, scientific-technical, and counterintelligence expertise lost during
the 1990s. This reconstruction effort is essential for reviving in-depth analysis,
estimative capability, and national-level scientific-technical threat assessments of
foreign technologies and weapons systems. Presently, the military intelligence
community devotes the bulk of its analytical resources to current intelligence
reporting, basic intelligence products, and elaborate databases. Suffice it to state,
the historical record of intelligence and warning failures affirms that excessive
focus on current intelligence and short-term analysis is a proven recipe for strate-
gic military and technological surprise,®* especially with respect to patient,
potential adversaries, which act according to long-range national and military
strategies, force-building programs, and political-military stratagems instead of
domestic election cycles.

The challenge presented by the rise of China as a military and economic
global power, the advent of well-armed rogue states like Iran and North Korea,
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and the phenomenon of dangerous nonstate actors already is straining the ana-
lytical resources and abilities of the entire military intelligence community. Dur-
ing the cold war, military intelligence analysis had the resources and the time
to focus collection, research, and analysis on a single, predictable, and slow-
moving enemy, namely, the former Soviet Union and its Warsaw Pact allies. In
the twenty-first century, no comparable “main adversary” exists. However, the
luxury of time for amassing comprehensive data and nourishing extensive exper-
tise is gone. Moreover, military intelligence and analytical resources are
stretched to service a greater number of diffuse mission areas.

As regards China, military intelligence analysis of the People’s Liberation
Army’s deployed capabilities, military research and development, and weapons
programs cannot draw on the same level of collection resources and analytical
expertise that the military intelligence community leveraged against the former
Soviet Union. At this time, the defense intelligence agencies and service intelli-
gence organizations almost certainly lack the necessary numbers of language-
capable and well-educated civilian and military sinologists and functional
experts needed to conduct the sophisticated, in-depth research and analysis
required to build a knowledge base and achieve a level of understanding for
China comparable to that amassed on the former Soviet Union. The military
intelligence community had almost fifty years to develop the analytical expertise
needed to assess the military capabilities of the former Soviet Union and the
Warsaw Pact states.’* In the case of China, Iran, and North Korea, however, no
such gestation period is possible, owing to the press of events, expanded DoD
mission areas, and shortages of potential analysts with the necessary expertise
and experience.

Military intelligence analysis now is faced with the challenge of developing
subject matter expertise while supporting military operations in Iraq and
Afghanistan, and assessing numerous countries and militaries, various fast-
developing issues, and multiple threats to U.S. military strategy and national
security. In contrast, during the cold war, international terrorist groups, criminal
organizations, and insurgent movements were not a major focus of military
analysis. Consequently, the military intelligence community developed minimal
in-depth expertise and institutional knowledge about them. However, in the
1990s, the rise of al-Qaeda, Hezbollah, and narco-cartels and insurgent groups
in Colombia, the Philippines, and elsewhere compelled the defense intelligence
agencies and the service intelligence organizations to divert significant analytical
resources to these nonstate actors.

The military intelligence community is best equipped to support those mili-
tary missions associated with the complexity of U.S. weapon systems, the high
speed of U.S. military operations, and the integration of new information and
sensor technologies for collecting, processing, and disseminating intelligence for
supporting new mission requirements. Since the end of the cold war, DoD and
the Armed Forces have developed and successfully integrated a spectrum of new
information technology, command, control, communication, computer, intelli-
gence, surveillance, and reconnaissance (C4ISR) capabilities, and new organiza-
tional structures and concepts such as the newly established Defense Joint
Intelligence Operational Center. Technological solutions are the strength of DoD
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and the Armed Forces. Therefore, the most readily surmountable challenges fac-
ing military analysis are those that involve

* developing effective technological solutions to intelligence processing;

* improving dissemination of intelligence data and analysis to planning staffs,
joint force commanders, operational units, and weapons platforms; and

* creating information networks capable of ensuring intelligence support to
the shortened planning cycles and high-tempo operations mandated by the
U.S. style of joint, high-technology warfare.

The new global requirements with expanding military missions combine with
the continuing organizational inefficiency and diminished analytical capability
to produce the most problematic challenge, with few near-term solutions. In any
event, sophisticated information and communication technologies, new collec-
tion capabilities, enhanced training, and increased funding for more analysts
will enable military analysis to grapple with the new mission areas. Nevertheless,
these developments cannot create instant subject matter expertise. They cannot
compensate immediately for large numbers of inexperienced uniformed and
civilian military analysts. Nor can they rectify the organizational problems
caused by the repeated internal reorganizations of the defense intelligence agen-
cies and service intelligence elements, and by the simultaneous creation of new
but incompletely staffed defense intelligence management organizations charged
with improving the integration of the military intelligence community.

The ongoing expansion of DoD and uniformed service mission areas is
stretching the analytical capabilities of the DIA, NSA, NGA, and the service
intelligence organizations through repeated secondments of analysts to task
forces, overseas assignments, and crisis or special issue working groups. Under
these circumstances, the military intelligence community is experiencing diffi-
culty in providing effective training for incoming analysts and developing subject
matter expertise among the serving analytical cadre. Yet, without such training
and expertise development, military analysis cannot and will not improve in the
foreseeable future. Moreover, the new mission areas are complex. Almost every
one involves separate and new forms of subject matter expertise, which many
uniformed and civilian military analysts hired after the September, 11, 2001,
terrorist attacks either do not have or cannot obtain, owing to rotations and
reassignments, and incessant demands for current intelligence and short-term
reporting.

The broad critique of U.S. intelligence community performance in the Silber-
man-Robb WMD [weapons of mass destruction] Commission report would
indicate that the effects of the above situation on the military intelligence com-
munity could be unhappy. For these effects might include the continuing decline
in the quality of military analysis, the gathering inability to produce sophisti-
cated assessments and estimates of complex intelligence problems, including
those related to the new mission areas, and the failure to anticipate and under-
stand foreign scientific-technical and doctrinal innovations and new forms of
future warfare.’
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Despite the impressive size, funding, and integration of the military intelli-
gence community, the effects of attrition, internal reorganizations, and recent
civilian and military employment and promotion policies have reduced the com-
munity’s overall analytical capability since the end of the cold war. As the report
of the Silberman-Robb WMD Commission indicates, these developments are
affecting the ability of the military intelligence community to conduct strategic
analysis and estimates of foreign strategic offensive and defensive weapons sys-
tems, scientific and technological developments, and nuclear, biological, and
chemical weapons programs.

Since September 11, the defense intelligence agencies and service intelligence
organizations have experienced a sustained attrition of experienced analysts
through retirement, private sector competition, and personnel policies designed
to replace older subject matter experts with younger generalists and to encour-
age new analysts to achieve rapid promotion through frequent and varied
assignments.’” In these circumstances, meeting the challenge of rebuilding sub-
ject matter expertise and improving military analysis rapidly will necessitate
modifying hiring practices in order to emphasize recruitment and retention of
experienced military intelligence officers and civilian analysts with advanced
degrees primarily in area studies, science, and technology.

The present emphasis in the military intelligence community on current intel-
ligence, and databases threatens to erode the capacity of the defense intelligence
agencies and the service intelligence organizations for preparing in-depth analy-
ses and long-range estimates on key countries and major functional issues.
Addressing the challenge of improving in-depth military analysis, estimates, and
technical assessments of foreign weapons systems, while simultaneously meeting
the continual demands for current intelligence and operational support for U.S.
forces in Iraq and Afghanistan, almost certainly will require some fundamental
organizational changes in the military intelligence community, including

* recreating the DIA Joint Staff Directorate for Intelligence to remove the
resource-intensive burden on the DIA’s Directorate of Intelligence for pro-
ducing daily current intelligence for the Joint Staff and the Office of the
Secretary of Defense;

« reestablishing formal estimates directorates in the DIA and the service intel-
ligence organizations;

« reinventing the DIA directorate for science and technology, dismantled after
the cold war, to provide DoD acquisitions programs with national-level
scientific-technical assessments; and

* rebuilding the research, analysis, and estimative capabilities of the service
intelligence organizations.

The Future of Military Analysis

The enduring challenges to military analysis are familiar to all students of mili-
tary history and intelligence. A plethora of recent books, conferences, hearings,
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and commission reports discusses ways to improve U.S. intelligence analysis.
Unfortunately, this professional literature rarely addresses military analysis
issues. Thus, it contains no obvious solutions for coping with the status of mili-
tary analysis, the collection problems caused by foreign denial and deception
programs, the misconceptions about the nature of military analysis, and the
problem of command and national-level disinterest in the judgments of military
intelligence. However, the military intelligence community has a unique
strength, which should help it to meet these standing challenges.

Unlike the CIA and the State Department’s Bureau of Intelligence and
Research, the military intelligence community has a formal, comprehensive
intelligence doctrine. This doctrine delineates the specific roles, missions, priori-
ties, and techniques of military intelligence, including analysis and estimates.
U.S. military intelligence doctrine is defined clearly and precisely in DoD and
Joint Chiefs of Staff directives and publications.?® The requirements and proce-
dures prescribed by this doctrine contain the essential guidance for making orga-
nizational changes and improving analysis to meet the enduring challenges to
military analysis in the twenty-first century. To fulfill this doctrine, the U.S. mili-
tary intelligence community must do what military organizations always have
done during difficult periods: follow the manual and go by the book, rather than
adopt unproven remedies.

As for the new challenges discussed above, DoD, the Armed Services, and
the military intelligence organizations certainly recognize them. Nevertheless,
addressing these challenges now will be difficult, because of the demands of the
global war on terrorism, the major military operations in Iraq and Afghanistan,
and the transformation effort under way in DoD and the U.S. Armed Forces.
The defense intelligence agencies and the service intelligence organizations must
cope with the new mission areas now, using existing budgets, analytical
resources, collection capabilities, and organizational structures.

Of necessity, therefore, the attitude of the military intelligence community is
pragmatic rather than visionary. Pursuant to U.S. law, DoD orders, and Joint
Chiefs of Staff directives, the defense intelligence agencies and service intelli-
gence organizations must support DoD and Armed Forces planning, joint opera-
tions, and matériel and force development at all costs, under any circumstances,
and in the face of all challenges—old and new. The military intelligence commu-
nity cannot pick and choose its own analytical priorities and mission areas or
ignore certain externally directed production requirements while it reorganizes
and tries to improve its collection and analytical capabilities.

Thus, the military intelligence community does not have the prerogative or
the luxury of waiting while the ODNI, defense contractors, or academic experts
devise ways to improve military analysis. In this sense, the future of military
analysis is today. Any long-range, programmatic improvements to military anal-
ysis must be made in increments, during interludes between current conflicts,
major crises, and ongoing defense transformation efforts. If military intelligence
history is any guide, the most dramatic responses to the challenges facing U.S.
military analysis in the twenty-first century will be prompted by the actions of
adversaries and the nature of warfare.
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PART FOUR

Diagnosis and Prescription

THE PERFORMANCE of U.S. intelligence analysis eventually must
struggle with the questions of why mistakes are made by experienced analysts.
In part four, the contributors take on the question from a number of different
angles. The prescriptions are essentially to know oneself better but also to know
more about the search for knowledge as well as the search for information.

First, the long-time practitioner and teacher of analysts, Jack Davis, poses the
question of how even the best analysts are susceptible to errors. His answers
point toward individual, social, and group psychology. In brief, various personal
cognitive patterns, interpersonal behaviors inside teams and larger offices, and
differences among analysts and managers can conspire against critical thinking
and an open mind in ways that cause us to miss new developments. He suggests
some practical and effective corrections.

Next, James Bruce offers a glimpse into the world of epistemology—that is,
the nature of knowledge. He shows that analyzing intelligence is fundamentally
about producing knowledge. There are distinct ways of building knowledge—
and therefore building intelligence—and some are more reliable than others.
This chapter examines epistemological issues that cause errors in intelligence
and highlights implications and recommendations for improving how we should
conduct analysis if we wish to make it more reliable.

Finally, Bruce concludes this part with the admonition to “know the collec-
tors,” for many analytic failures ultimately lead back to the impact of poor or
missing information, which analysts did not sufficiently appreciate. Reinforcing
warnings found in previous chapters, he concludes that analysts typically fall
back on assumptions—often unwittingly—without fully recognizing their reli-
ance on weak information or failure to see that missing information is distorting
their thinking and conclusions.






CHAPTER 10

Why Bad Things Happen to
Good Analysts

Jack Davis

INTELLIGENCE ANALYSIS—the assessment of complex national
security issues shrouded by gaps in authentic and diagnostic information—is
essentially a mental and social process. As such, strong psychological influences
intrude on how analysts faced with substantive uncertainty reach estimative
judgments, coordinate them with colleagues, satisfy organizational norms, and
convey the judgments to policy officials. Effective management of the impact of
cognitive biases and other psychological challenges to the analytic process is at
least as important in ensuring the soundness of assessments on complex issues
as the degree of substantive expertise invested in the effort.

An understanding of the psychological barriers to sound intelligence analysis
helps answer the question of critics inside and outside the intelligence world:
How could experienced analysts have screwed up so badly? Ironically, after the
unfolding of events eliminates substantive uncertainty, critics also are psycholog-
ically programmed by the so-called hindsight bias to inflate how well they would
have handled the analytic challenge under review and to understate the difficul-
ties faced by analysts who had to work their way through ambiguous and other-
wise inconclusive information.

An Introduction to Methodology and Definitions

This chapter benefits from numerous discussions the author has had with Rich-
ards Heuer about his ground-breaking book on the Psychology of Intelligence
Analysis, which consolidates his studies during the 1960s and 1970s on the
impact of the findings of cognitive psychology on the analytic process.! The
chapter also takes into account recent reports on what Central Intelligence
Agency (CIA) analysts did wrong and how they should transform themselves.?
The chapter’s insights are essentially consistent with the authorities cited
above. But they were independently shaped by my half century of experience at
the CIA as practitioner, manager, and teacher of intelligence analysis—and from
hallway and classroom discussions with CIA colleagues with their own experi-
ences. Informal case studies presented by analysts in the seminar on intelligence
successes and failures—a course the author ran for the CIA from 1983 to 1992—
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were particularly valuable.? Discussions of intelligence challenges on an early
1980s electronic discussion database called “Friends of Analysis” also were
informative.

“Bad things” are defined for this chapter’s purpose as well-publicized intelli-
gence failures as well as major errors in analytic judgments generally. As a rule,
little is made publicly of the failure of analysts to anticipate favorable develop-
ments for U.S. interests, such as the collapse of the East German regime and
reunification of Germany, or Slobodan Milosevic’s caving in to NATO after
more than two months of bombings. But the pathology of misjudgment is much
the same as with harmful “surprise” developments; and because the hindsight
bias is again at play, sharp criticism from intelligence and policy leaders often
ensues.

“Good analysts” are defined as those well-credentialed practitioners of intelli-
gence analysis who have earned seats at the drafting table for assessments on
war and peace and the other issues vital to national security—a prerequisite for
turning instances of estimative misjudgment into an intelligence failure.

Take, for example, the senior political analyst on Iran who said in August
1978, five months before revolutionary ferment drove the pro-U.S. shah from
power, that Iran was “not in a revolutionary or even a ‘pre-revolutionary’ situa-
tion.” The analyst had worked on the Iran account for more than twenty years,
visited the country several times, read and spoke Farsi, and kept in general con-
tact with the handful of recognized U.S. academic specialists on Iran in the
1970s. More than once in the years before 1979, I had heard CIA leaders wish
they had more analysts matching the profile of the senior Iran analyst.*

Key Perils of Analysis

This chapter examines the psychological obstacles to sound estimative judg-
ments that good analysts face in four key stages of the analytic process:

» When analysts make judgments amid substantive uncertainty and by defi-
nition must rely on fallible assumptions and inconclusive evidence.

* When analysts coordinate judgments with other analysts and with manag-
ers who are ready to defend their own subjective judgments and bureau-
cratic agendas.

¢ When analysts, in their efforts to manage substantive uncertainty, confront
organizational norms that at times are unclear regarding the relative impor-
tance of lucid writing and sound analysis.

¢ When analysts whose ethic calls for substantive judgments uncolored by an
administration’s foreign and domestic political agendas seek to assist clients
professionally mandated to advance those agendas.

To be sure, the countless postmortem examinations of intelligence failures
conclude that better collection, broader substantive expertise, and more rigorous
evaluation of evidence would have made a difference. However, if good analysts
are most often held responsible for intelligence failures, then such improvements
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would be necessary but not sufficient conditions for sounder analytic perfor-
mance. When dealing with national security issues clouded by complexity,
secrecy, and substantive uncertainty, the psychological challenges to sound anal-
ysis must also be better understood and better managed.

The emphasis should be placed on substantive uncertainty, inconclusive infor-
mation, and estimative judgment. To paraphrase a point made recently by the
CIA director, Michael Hayden: When the facts speak for themselves, intelligence
has done its job and there is no need for analysis.’ It is when the available facts
leave major gaps in understanding that analysts are most useful but also face
psychological as well as substantive challenges. And especially on such vital
issues as countering terrorism and proliferation of weapons of mass destruction
(WMD), U.S. adversaries make every effort to deny analysts the facts they most
want to know, especially by exercising tight operational security and by dissemi-
nating deceptive information. In short, it is in the crafting of analytic judgments
amid substantive uncertainty where most perils to intelligence analysts exist.

Assigning Blame

One does not become an apologist for intelligence analysts if one proposes that
an experience-based “scorecard” for analytic failure should generally place the
blame on those most responsible for not managing psychological and other
obstacles to sound analysis:

* If regularly practiced analytic tradecraft (i.e., “methodology”) would have
produced a sound estimative judgment but was not employed, . . . blame
the analysts.

« If analytic tradecraft was available that would have produced a sound judg-
ment but was not regularly practiced because of competing bureaucratic
priorities, . . . blame the managers.

« If analytic tradecraft were available that would have produced a sound
judgment but was not employed for political reasons, . . . blame the leaders.

* If no available tradecraft would have produced a sound judgment, . . .
blame history.

Psychological Perils at the Work Station

To paraphrase Mark Twain’s observation about the weather, everyone talks
about the peril of cognitive biases, but no one ever does anything about it. No
amount of forewarning about the confirmation bias (belief preservation), the
rationality bias (mirror imaging), and other powerful but perilous shortcuts for
processing inconclusive evidence that flow from the hardwiring of the brain can
prevent even veteran analysts from succumbing to analytic errors. One observer
likened cognitive biases to optical illusions; even when an image is so labeled,
the observer still sees the illusion.¢

In explaining Why Bad Things Happen to Good Analysts, cognitive biases—
which are essentially unmotivated (i.e., psychologically based) distortions in
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information processing—have to be distinguished from motivated biases (distor-
tions in information processing driven by worldview, ideology, or political pref-
erence). These cognitive biases cluster into the most commonly identified villain
in postmortem assessments of intelligence failure: mindset. More rigorous analy-
sis of alternatives as an effective counter to cognitive biases will be discussed
later in the chapter. Though there is no way of slaying this dragon, analysts can
learn ways to live with it at reduced peril.

“Mindset” can be defined as the analyst’s mental model or paradigm of how
government and group processes usually operate in country “X” or on issue
“Y.” In the intelligence world, a mindset usually represents ‘“‘substantive exper-
tise” and is akin to the academic concept of mastery of “normal theory”—
judgments based on accumulated knowledge of past precedents, key players,
and decision-making processes. Such expertise is sought after and prized.” The
CIA’s Directorate of Intelligence strategic plans invariably call for greater com-
mitment of resources to in-depth research and more frequent tours of duty
abroad for analysts—which amounts to building an expert’s mindset.®

True, a mindset, by definition, biases the way the veteran analyst processes
increments of inconclusive information. But analytic processing gets done; and
thanks to a well-honed mindset, current and long-term assessments get written
despite time and space constraints. In between analytic failures, the overconfi-
dence inherent in relying on mindset for overriding substantive uncertainty is
encouraged, or at least accepted, by analysts’ managers. And because most of
the time precedents and other elements of normal theory prevail—that is, events
are moving generally in one direction and continue to do so—the expert’s mental
model regularly produces satisfactory judgments. More than one observer of
CIA analytic processes and the pressures to make judgments surrounded by
incomplete information and substantive uncertainty has concluded that mindset
is “indispensable.” That is to say, an open mind is as dysfunctional as an empty
mind.’

All analysts can fall prey to the perils of cognitive biases. A case can be made
that the greater the individual and collective expertise on an issue, the greater
the vulnerability to misjudging indicators of developments that depart from the
experts’ sense of precedent or rational behavior. In a word, substantive experts
have more to unlearn before accepting an exceptional condition or event as part
of a development that could undermine their considerable investment in the
dominant paradigm or mindset.

To start, the so-called confirmation bias represents the inherent human mental
condition of analysts to see more vividly information that supports their mindset
and to discount the significance (i.e., diagnostic weight) of information that con-
tradicts what they judge the forces at work are likely to produce.’® As Carmen
Medina also notes in chapter 15 of this volume, “analysis by anecdote is no
substitute for systematic surveys or controlled experiments regarding analyst
behavior. But consider this example from one of the CIA’s most bureaucratically
embarrassing intelligence failures: the assessment informing Secretary of State
Henry Kissinger on October 6, 1973, that war between Israel and Egypt and
Syria was unlikely—hours after he had learned from other sources that the so-
called Yom Kippur War was under way.
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CIA analysts were aware of force mobilizations by both Egypt and Syria, but
they saw the military activity across from Israeli-held lines as either training
exercises or defensive moves against a feared Israeli attack. To simplify the ana-
lysts’ mental model, shrewd authoritarian leaders such as Egypt’s Anwar el-
Sadat and Syria’s Hafez Assad did not start wars they knew they would lose
badly and threaten their hold on power. In particular, before launching an
attack, Egypt was assumed to need several years to rebuild its Air Force, which
Israel had all but destroyed in the 1967 Six-Day War. And besides, the Israelis
who were closest to the scene did not think war was likely until Egypt rebuilt its
Air Force.

As it happened, in a masterly deception campaign, it was the Sadat govern-
ment that had reinforced the argument bought by both U.S. and Israeli intelli-
gence that Egypt could not go to war until it had rebuilt its Air Force. All along,
Sadat had planned to use Soviet supplied surface-to-air missiles to counter Israeli
battlefield air superiority.'!

What follows is an anecdotal depiction of the power of the confirmation bias.
A decade after the event, the supervisor of Arab-Israeli military analysts gave his
explanation of the intelligence failure: “My analysts in 1973 were alert to the
possibility of war but we decided not to panic until we saw ‘X.” When ‘X’ hap-
pened, we decided not to sound the alarm until we saw ‘Y.” When we saw Y,
we said let’s not get ahead of the Israelis until we see ‘Z.” By the time we saw
7, the war was under way.”2

The “paradox of expertise” explains why the more analysts are invested in a
well-developed mindset that helps them assess and anticipate normal develop-
ments, the more difficult it is for them to accept still inconclusive evidence of
what they believe to be unlikely and exceptional developments. This is illus-
trated by two additional anecdotes about the Yom Kippur War.

The chairman of the Warning Committee of the intelligence community was
concerned about the prospect of war and was ready, in two successive weeks, to
sound an alarm in his report to intelligence community leaders on worldwide
dangers. Twice he gathered the CIA’s Middle East experts to his office to express
his alarm, only to bow to their judgment that war was unlikely. After all, he
explained, he covered developments all over the world, and only recently was
reading with any detail into the Middle East situation. They were the experts
long focused on this one issue.'? Similarly, a top-level official later reported that
after surveying traffic selected for him by the CIA “Watch Office,” he smelled
gun smoke in the air. But when he read the seemingly confident assessment of
the responsible analysts to the effect that war was unlikely, he decided, to his
regret, to send the report on to Kissinger.'*

The “paradox of expertise” is also demonstrated through the many remem-
brances of the those who worked on the September 1962 national estimate on
the Soviet military buildup in Cuba, the unpublished 1978 estimate on prospects
for the shah of Iran, and the high-level briefings given in 1989 on why the fall
of the Berlin Wall was not yet likely. In the latter, less well-known case, a senior
analyst who “got it wrong” made a frank observation: “There was among ana-
lysts a nearly perfect correlation between the depth of their expertise and the
time it took to see what was happening on the streets of Eastern Europe (e.g.,
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collapse of government controls) and what was not happening (e.g., Soviet inter-
vention).” These signs could not trump the logic of the strongly held belief that
the issue of German Unification was “not yet on the table.”’* On November 9,
1989, while CIA experts on Soviet and East German politics were briefing Presi-
dent George H. W. Bush on why the Berlin Wall was not likely to come down
any time soon, a National Security Council staff member politely entered the
Oval Office and urged the president to turn on his television set—to see both
East and West Germans battering away at the Wall.16

The rationality or coherence bias, also known as “mirror imaging,” is another
cognitive challenge that helps explain why seasoned analysts can be blindsided
by epochal events. Obviously, analysts must understand the modus operandi of
the leaders and factions of the countries and nonstate entities that are key to
U.S. national security interests, especially regarding adversaries. A great deal of
effort is spent on obtaining effective insight into, for example, the intentions,
risk calculations, sense of opportunity, and internal constraints of foreign lead-
ers and groups. The effort usually includes tracking speeches and foreign media,
reading biographies and histories, parsing human intelligence (HUMINT)
reporting, debriefing people with direct experiences meeting such world leaders,
and brainstorming with colleagues.

With justification, then, veteran intelligence analysts bridle at charges of “mir-
ror imaging,” or of using U.S. values and experience to anticipate actions of
foreign leaders and entities. Many of the analysts, for example, who tried to
assess the intentions of Soviet leader Nikita Khrushchev in the run-up to the
1962 Cuban missile crisis were accomplished Kremlinologists who had spent
years trying to capture the operational codes of behavior exhibited by Khru-
shchev and other Soviet leaders.!”

These efforts are usually good enough. But the analysts’ psychological drive
for coherence often causes them to fill in any gaps in understanding with what
they, as American-trained rationalists, think would make sense to the foreign
leader or group under assessment. The effect that alternative, egocentric, self-
deluding, and self-destructive forms of rationality have on what is usually associ-
ated with exceptional events or paradigm shifts only becomes clear to analysts
after the failure of collective expert mindset.

CIA analysts, for example, eventually learned that Khrushchev in 1962
thought he faced less risk to his hold on power by ignoring U.S. warnings against
placing nuclear weapons in Cuba than he would by rejecting his military’s
demands that the huge U.S. nuclear advantage be reduced by a crash military
production program (that might have destabilized the Soviet economy) or by
some other costly means.'s Similarly, the CIA’s Middle East analysts eventually
learned that Egypt’s Sadat in 1973 was convinced he would lose power if he did
not risk war with Israel in hopes of restarting negotiations to regain the Egyptian
Sinai lost in 1967." And as CIA analysts learned to their regret, Iraq’s Saddam
Hussein’s deliberate ambiguity regarding possession of WMD in 2002 reflected
a seemingly distorted risk calculation that feared Iranian knowledge that he did
not have such weapons more than U.S. judgments that he did.>°

To summarize workstation challenges, when normal circumstances prevail,
the hardwired cognitive pathways known as cognitive biases provide formidable
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benefits to good analysts, and their investment in the development, recognition,
and defense of established patterns of behavior underwrites timely and useful
support to policy clients. These cognitive biases become psychological obstacles
for dealing with the relatively infrequent emergence of exceptional or unprece-
dented, unexpected, or even unimagined developments. And there is no known
theory, practice, or methodological tool for infallible determination of whether
a normal or exceptional course of events lies ahead.?!

Perils of Review and Coordination

On intelligence problems and other complex issues, no matter how accom-
plished the principal researcher, subsequent review by a well-functioning team
of diversified experts generally adds substantially to the soundness of an assess-
ment. And as a rule, even the CIA’s often labyrinthine review processes increase
the overall quality of assessments, especially by improving poorly argued drafts.
That said, psychological phenomena similar to those already discussed—but this
time reflecting the interpersonal dimension of intelligence cadres—can and do
cause bad things to happen to good analysts. These phenomena include group-
think, boss think, tribal think, and no think.

Groupthink is a phenomenon on which critics of the analytic performance of
the intelligence community have leaned heavily as a psychological explanation
of flawed assessments. As originally defined, it depicts the dynamic of a clois-
tered and likeminded small group that highly values consensus and reinforces
collective confidence in what can turn out to be a flawed set of assumptions and
conclusions.?? Such groups exist in the intelligence analysis world. But in my
direct and indirect experiences with analytic failures, the process most often
involved a large number of analysts from diverse bureaucratic offices—many
with a penchant for argument, some under orders from their bosses to “fix”” the
final text so that it conforms to office or agency interests. For example, Sherman
Kent, the renowned chief of estimates at the time, observed that at least a thou-
sand intelligence professionals (probably no more than a score of whom he knew
personally) contributed directly or indirectly to the flawed 1962 community
judgment that the USSR would not install nuclear weapons in Cuba.?? Thus, the
malfunction of analytic groups most often lies in other maladies, such as boss
think, tribal think, and no think.

Boss think is not a criticism of the dwindling cadre of CIA gray-haired senior
analysts and supervisors who have saved many a junior analyst from flawed
assumptions or other analytic errors on an assigned issue. Rather, it occurs when
the more senior practitioners who have worked complex substantive issues the
longest often act as if they “own” the paradigm through which inconclusive
evidence is assessed. Thus, boss think can combine with the paradox of expertise
at times in causing delayed recognition of a paradigm shift or a mindset that
was built on oversimplified key assumptions. For example, some decades ago,
when I was national intelligence officer for Latin America, I delayed the publica-
tion of a junior analyst’s assessment because it contradicted my view of the
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country. As it happened, events soon proved me wrong, and, luckily, the assess-
ment was published in time for CIA to garner praise for being on top of the
issue.

Tribal think, as well, is not a criticism of the necessary division of responsibil-
ity for substantive issues among many analysts within and beyond an analyst’s
organizational unit. The process of “coordination” allows analysts with differ-
ent substantive responsibilities and experiences to critique and, as a rule,
improve and enrich draft assessments. However, when an analyst tries to deviate
from the prevailing paradigm, colleagues heavily invested psychologically in dif-
ferent parts of the issue can be quick to prevent what they see as misinterpreta-
tions of events and reports.

One example of tribal think came several months before the battering of the
Berlin Wall. A CIA analyst circulated a draft assessment that argued that the
well-known obstacles to German reunification were no longer strong enough to
keep the issue of reunification “off the table.” This was a bold and prescient
departure from the CIA’s prevailing expert opinion. His well-informed and well-
intentioned colleagues each asked for “small changes” to avoid an overstate-
ment of the case here and a misinterpretation of the case there. After the coordi-
nation process had finished its watering down of the original conclusions by the
mending of “small errors,” a senior reviewer delivered the coup de grace by all
but eliminating the innovative argument from the paper’s key judgments. A
reader of the final version of the paper would have to delve deeply into the text
to uncover the paradigm-breaking analysis.>

In another case, in 1983, eight years before the Soviet Union collapsed, an
analyst invested in extensive research and an innovative methodology to con-
clude that strikes, riots, and other forms of civil unrest were a harbinger of
substantial instability. A host of Soviet experts within the CIA strongly resisted
this departure from the established position that there was no serious threat to
regime stability. The original text was watered down considerably during nearly
six months of debate. Even after incorporating numerous changes to accommo-
date the mindset of the expert critics in the CIA, they refused to be associated
with even the watered-down assessment, which was then published by the
National Intelligence Council without the formal concurrence of the CIA
analysts.>

No think, as a psychological barrier to sound analysis, is the analysts’ con-
scious or unmotivated resistance to changing an ‘“‘agreed-on” assumption or
estimative judgment that took hours, if not days, of overcoming tribal think to
reach. Even if newly obtained information poses a challenge to prevailing opin-
ions, it can be difficult psychologically for the leading analysts to revisit agreed-
on language as long as the body of available information remains ambiguous,
contradictory, and otherwise inconclusive. The cost of changing the mindset of
one obstinate analyst, much less that of a group of likeminded experts, can be
quite high. Rather than calling the consensus view into question, some analysts
might prefer not to focus attention on nonconforming information.

Technically specialized experts, considered science and technology analysts,
who work on a single aspect of a WMD issue, can be especially vulnerable to a
combination of boss think, tribal think, and no think. Once the senior regional
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analysts or the well-respected national intelligence officers set the broad analyti-
cal framework regarding an adversary’s intentions, then the science and technol-
ogy specialists set about assessing the available information; they are probably
predisposed to put more weight on the evidence that supports the assumptions
set out by the generalists, rather than any disconfirming evidence that would
require rethinking or rewriting.

This tendency was singled out for criticism in the several postmortem exami-
nations of the flawed 2002 National Intelligence Estimate on Iraqi WMD. In an
interview, one of the CIA’s weapons analysts acknowledged accepting as
“given” the principal analysts’ judgment that the Saddam regime harbored such
weapons, and to sifting through the evidence critically, but with the expectation
that the case for a particular suspected weapon system was there to be made.?¢

In sum, great deference to the authority of the principal analysts on complex
and uncertain issues and their psychological drive to preserve mindset-driven
judgments work well in producing reasonably sound assessments under normal
circumstances. But the practice is vulnerable to missing exceptional, at times
momentous, developments. Perhaps there is an analogy between analysis driven
by mindset and nuclear power plants. Both are great for ensuring produc-
tion—in between meltdowns.

Obstacles in the Organizational Culture

As in any large organization, especially one lacking the discipline of a money-
based market, the CIA’s norms on what constitutes distinctive value-added anal-
ysis to policymakers have not always been made clear. One key to Why Bad
Things Happen to Good Analysts has been conflicting organizational signals
regarding promotion of overconfidence (‘“making the call”’) versus promotion of
more rigorous consideration of alternative hypotheses and the quality of infor-
mation, and thus more guarded judgments for dealing with substantive
uncertainty.

Whatever the formal norms regarding the quality of analysis, the operational
norms over past decades usually have prized the volume of production over
sound tradecraft. Emphasis on volume (as well as on speed and conciseness) of
production, in turn, has placed a premium on analytic overconfidence. Put in
other terms, informal norms have tended to trivialize the complexity and uncer-
tainty of many national security issues by encouraging analysts to depict and
defend a single interpretation of complex events or a single forecast of unknow-
able future developments.

In part, this institutional overconfidence reflected the aforementioned organi-
zational acceptance of “‘assessment via mindset”’—the experienced analysts’
view of how things usually work. In part, it reflected an unacknowledged con-
flation of lucid writing and sound analysis. An assessment that read well was
given credit, deserved or not, for having analyzed events, trends, and prospects
effectively. So the “gold standard” for analysis as found in analyst training, as
well as in the evaluation of published product, was often assessments with
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catchy titles and strong topic sentences that “make the call” and marshal com-
pelling albeit selective reporting that supports that judgment.

This forceful and confident-sounding communication style has worked well
enough for reporting current “normal” events affecting U.S. interests. It often
sufficed when the continuity of trends allowed the experts’ mindset to provide
informed linear interpretations and projections of events. At other times, how-
ever, an understating of the complexity and fluidity of political dynamics in
countries of concern to U.S. interests led to woefully inelegant judgments. Twice
in my years as an analyst I won recognition by timely prediction of military
coups against regimes’ policymakers considered a threat to U.S. interests. Unfor-
tunately, my subsequent predictions of when the military would turn power over
to duly elected civilian governments were off, in one case by twelve years and in
another case by more than twenty years.

As a result of unprecedented criticism of analytic performance over the past
several years, leaders of CIA analysis are working assiduously and with promis-
ing initial results to change the operational norms to emphasize quality of analy-
sis over quantity of production. As CIA director Michael Hayden has indicated,
analysts have to distinguish between the issues on which they can use a laser
beam (aimed at the right answer) and the issues on which drawing the sidelines
within which policymakers will have to operate would be more suitable.?”

Policy Bias: The Elephant in the Room

As other contributors to this volume—notably John McLaughlin, James Stein-
berg, and Gregory Treverton—have pointed out, tensions between intelligence
analysts and policymakers are inevitable. Though they point out that many fac-
tors are at play, the greatest tensions arise essentially from conflicting profes-
sional ethics and objectives. Analysts, as a rule, are charged with assessing events
abroad without conscious biasing of conclusions to either support or oppose an
administration’s foreign policy and domestic political agendas. As a rule, policy
officials feel obliged to connect and advance these agendas in any way they can.
In most cases, analyst—policymaker tensions prompt both sides to enhance the
utility of their contributions to the national interest. But these tensions can con-
tribute to the perception as well as the commission of flawed analytic judgments.

As noted elsewhere in this volume, analysts have to get close enough to policy-
making processes to know where clients are on their learning curves and deci-
sion cycles, if their substantive expertise and tradecraft are to have an impact on
decision making. That means getting close enough to be exposed to, and at times
seduced by, the politics of decision making. Policy officials at times challenge the
first cut of analysts’ judgment and, among other things, ask them to take another
look at the evidence, rethink the judgment, or change the question. As Steinberg
makes clear in chapter 5, at times policymakers’ criticism is levied because of
professional concerns about the quality and utility of the analysis. At times,
however, the policymaker’s goal is political—that is, to use intelligence as lever-
age against competing policy colleagues or to ensure congressional and public
support of departmental or administration initiatives.
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Up to a point, as Treverton has suggested in chapter 6, analysts should prefer
to be challenged rather than ignored by their clients. Historically, however,
analysts and managers at times have resorted to politicization in response to
criticism by deliberately distorting a judgment to support, or even oppose, presi-
dential policies.?®

What is of greater concern for this chapter is the influence of unmotivated
(psychologically based) biases in the evaluation of evidence and the calibration
of judgments. Whether acknowledged or not, there is often ““an elephant in the
room” when analysts and their managers know what kind of policy support
officials would prefer from their intelligence counterparts. In preparing the 1962
intelligence community assessment on Soviet military intentions in Cuba, for
example, the drafters knew that President John Kennedy would welcome conclu-
sions discounting the threat and allowing him to improve relations with the
USSR so that he could run for reelection in 1964 as the “peace candidate.” In
preparing the Iraq WMD estimate some forty years later, the drafters knew that
President George W. Bush wanted strong emphasis on the threat that lent sup-
port to his decision to invade Iraq.

Analysts in these and similar circumstances admit to the presence of policy
pressures but tend to deny that the pressures have an effect on their judgments.
Yet there is evidence in postmortem reports and academic studies that analysts
in making judgments amid uncertainty at a subconscious level often are influ-
enced by knowledge of the policy preference of either or both the administration
and Congress.?> My own experiences as a producer and observer of analysis on
politically sensitive issues would indicate that. Knowledge of what a president
or his congressional opposition wants can subtly influence the analytic process,
and this accommodation in evaluating incomplete and ambiguous information
in part can explain estimative malfunctions by experienced analysts.?°

Coping Mechanisms: The Rigor of Alternative Analysis

My earlier reference to the similarity in benefits and risks between nuclear power
plants and analysis by mindset applies as well to the solutions. Redundant safe-
guards are funded to reduce the threat of power plant meltdowns. Similarly,
redundant safeguards are needed to reduce the threat of analytic meltdowns
caused by the limitation of the mental faculties of even the brightest of analysts.
To ensure against error in established analytic judgments, the CIA is vigorously
promoting Alternative Analysis formats, including forms of challenge analysis
(e.g., Devil’s Advocacy) and structured analysis (e.g., Analysis of Competing
Hypotheses). In a complementary effort, the CIA is promoting more rigorous
analysis of alternatives in first reaching judgments on complex and fluid issues—
that is, the systematic generation and critical review of alternative hypotheses,
as outlined in chapter 11 by James Bruce on epistemology.’' These are, as pre-
viously indicated, promising but only recently instituted initiatives in analytic
tradecraft.

Think of the estimative misjudgments touched upon earlier in this chapter.
The requirement for deliberate assessment of a range of plausible explanations
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of events and projections of developments might have shown gaps and contra-
dictions in the assumptions supporting the prevailing mindset, and a need for
rigorous scrutiny of the authenticity and “diagnosticity” of available informa-
tion. As a rule, the more important the intelligence issue and the greater the
uncertainty and information gaps, the greater need for incorporating alternative
explanations and projections into the text of an assessment. Even a “high confi-
dence” judgment implies enough doubt for the properly skeptical analyst to
develop a list of tipping points and signposts for one or more “wild card”
developments.

Perhaps the most important contribution managers can make when their ana-
lysts present a draft assessment based on a paradigm of an issue the managers
were proud to have developed in past years is to ask: (1) What new evidence
would make you change your key assumptions? (2) Why not review all the evi-
dence through the optic of those altered assumptions? (3) Why not consider the
costs and benefits of including that alternative argument in your assessment?

Externally structured analysis—such as the Analysis of Competing Hypothe-
ses, Argument Mapping, and Signpost Analysis—might have overcome the bar-
riers to sound analysis set up by boss think, tribal think, and no think, as well as
by the elephant in the room. As a former practitioner of “analysis by mindset,” I
bridle at the accusation that my judgments were “intuitive” or not backed by
serious thinking. Much deliberative but internalized structuring took place
before, during, and after the initial drafting, including via the coordination and
review processes. But neither I nor my colleagues could take effective account of
hidden and contradictory assumptions and the overweighting and underweight-
ing of individual reports that supported a hypothesis. If T had committed to
external structuring, my sleep these days might be less disturbed by recall of my
personal collection of poorly argued or overconfident intelligence judgments.

Challenge analysis—such as Devil’s Advocacy, What-If Analysis, or High-
Impact/Low-Probability Analysis—might have provided analysts and managers
with an additional measure of insurance on issues they “couldn’t afford to get
wrong.” Challenge analysis usually is undertaken after the analysts in charge of
an issue have reached a strong consensus and are in danger of becoming compla-
cent with their interpretative and forecasting judgments. Challenge analysis is
essentially “argument for argument’s sake”—that is, a rigorous evaluation of
the evidence, including gaps in evidence, from a plausible if seemingly unlikely
set of alternative assumptions. As a rule, the primary target audience for chal-
lenge analysis is not the policymaker but the analytical community. The primary
objective is to test hypotheses and refine judgments or confidence levels, and not
necessarily abandon judgments.

Challenge analysis serves well even if the exercise serves only to motivate
analysts to reassess their previous line of argumentation before deciding to retain
their original judgments—as is usually the case. Challenge analysis provides a
distinctive service—as is sometimes the case—when it prompts the responsible
analysts to alter collection requirements, analytic methodology, or levels of con-
fidence in existing views. In the end, some combination of the often creative
insights of analysis by expert opinion (i.e., mindset) and the insurance against
cognitive biases provided by more rigorous and structured consideration of
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alternatives will best serve the reputation of the community of intelligence ana-
lysts, the professional needs of policy clients, and the national interest.
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CHAPTER 11

Making Analysis More Reliable: Why
Epistemology Matters to Intelligence

JaMES B. BRUCE

Another observation | would make concerns what philosophers call episte-
mological questions: How do we know what we know, and how good is the
information that comprises this knowledge? Is it reliable? Is it true? This is
the core of the intelligence community’s problem.

—John J. Hamre, the former deputy secretary of defense, commenting on
the failed National Intelligence Estimate on Iragi weapons of mass
destruction in Aviation Week and Space Technology, September 22,
2003

SINCE INTELLIGENCE seeks to produce a form of knowledge, anal-
ysis must be understood as a knowledge-building activity. Improving analysis
thus requires an understanding of epistemology, the branch of philosophy that
deals with the theory, origins, and nature of knowledge. This chapter examines
how understanding epistemology can highlight how knowledge in intelligence is
created, and why some ways of producing it are more reliable than others.
Focusing on an important failed National Intelligence Estimate (NIE), it identi-
fies epistemologically induced sources of error in analysis and possible correc-
tives. It also shows how self-corrective mechanisms can improve reliability and
should become a more integral part of the analytical process.

Knowledge and Intelligence

Intelligence is knowledge and foreknowledge of the world around us that allows
civilian leaders and military commanders to consider alternative options and
outcomes in making decisions." If knowledge and foreknowledge are really what
intelligence agencies are supposed to produce, we should ask, first, what they
are and, second, how agencies actually produce—or should produce—them. A
consideration of epistemology should be a core idea in any discussion of intelli-
gence. It suggests the importance of identifying how different ways of knowing
can have a profound impact on producing intelligence.?
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Definitions

According to dictionary definitions, knowledge refers to ““facts, ideas, and
understanding, the totality of what is known.” A fact is a thing known to be
true, to have happened. To know means “to perceive directly,” “to have direct
cognition of,” “to have understanding of,” or “to recognize the nature of.”
Foreknowledge simply means to foresee or to know beforehand.? The centrality
of both knowledge and foreknowledge to intelligence was long ago explained
by the former Central Intelligence Agency (CIA) chief Allen Dulles in his now-
classic The Craft of Intelligence:

“In the fifth century B.c., the Chinese sage Sun Tsu wrote that foreknowledge was
‘the reason the enlightened prince and the wise general conquer the enemy when-
ever they move.” In 1955 the Task Force on Intelligence Activities of the Second
Herbert Hoover Commission in its advisory report to the government stated that
‘intelligence deals with all the things which should be known in advance of initiat-
ing a course of action.” Both statements, widely separated as they are in time, have
in common the emphasis on the practical use of advance information in its relation
to action.”*

Along with secrecy and espionage, knowledge and foreknowledge are the most
durable attributes of the practice of intelligence.

In exploring different knowledge-building techniques and their relevance to
intelligence, the basic argument made here is that some of them are inherently
better than others and that understanding and acting on this core idea is essential
to the analytical process. Because each technique has major implications for
the accuracy and reliability of the analysis, analysts should be acutely aware of
precisely which knowledge-building techniques they are using when they
research, draft, and coordinate analytical products.

Principal Ways of Knowing

There are only a finite number of ways to produce knowledge. This is as true
for intelligence as for any other discipline. For the purposes of this discussion,
the principal and distinct ways can be reduced to four: authority, habit of
thought, rationalism, and empiricism. A fifth way, science, combines important
features of rationalism and empiricism.’> We examine each in turn.

Authority

When someone “knows” something through authority, the basis of knowledge
resides in a reference to something more authoritative than the person who
claims to know it. For example, if someone claimed to know that U.S. intelli-
gence was engaged in nefarious or illegal acts at home or abroad because he
read it in a newspaper or heard it on a television newscast, then the claim to
know relies on the authority of the newspaper or network. Ultimately, the valid-
ity of that claim will depend on how, for example, the New York Times or a
CNN news anchor came to know that particular piece of information. The same
is true if they learned the information from a professor, parent, poet, or
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preacher—the validity of the information may vary widely, but the method of
knowing it is the same: It is authority dependent.

It should be immediately apparent that this way of knowing depends com-
pletely on the source of the information. If the authority of the information
source is valid, so too is the information. If the authority is weak or wrong, so
too is the information. In 2002, for example, President George W. Bush and
other senior administration officials claimed to know that Iraq possessed a
major program of weapons of mass destruction (WMD). Their claim was based
on what the director of central intelligence (DCI) and other authorities in the
U.S. intelligence community had told them. The DCI’s knowledge, in turn, was
based on what the NIE and earlier intelligence products had reported. In this
case, the authority was the NIE—the most authoritative intelligence product.
We will see below that the various ways of knowing used in the NIE on Iraq
WMD also depended heavily on authority. The crippling problem with relying
on this way of knowing is that users cannot easily assess any antecedent episte-
mologies by which the knowledge was created and therefore cannot assess the
veracity or sources of possible error. Such antecedent sources of knowledge may
lack any internal mechanisms for error discovery and correction.

Habit of Thought

The second method of knowing is best characterized by identifying its two most
common forms: prejudice in individuals and conventional wisdom in groups.
People often claim to know something because they have “always known it” or
because they have always thought something to be true without understanding
exactly why. As such, prejudice and conventional wisdom lack specific origins
and defy explanation. Stereotypes are a case in point. For example, before World
War II, Western intelligence officers commonly believed that Japanese pilots
were unskilled and inept and that Japanese military equipment was of poor
quality.¢ Of course the experience of Pearl Harbor and later campaigns proved
these stereotypes wrong. Similar ethnic and other prejudices and stereotypes are
often based only on habit of thought. If asked to explain how they know this,
people may cite “evidence,” which is typically anecdotal, and they cannot often
identify the origins of such information apart from having believed it all along.
The source of this knowledge is habitual and based on little else.

Similarly, “conventional wisdom” is collective understanding or knowledge
that has no more or less of a basis for being valid than whatever formed such
habits of knowing in the first place. Once a collective understanding is reached,
no matter the original basis for that understanding, it takes on a life all its own.
Conventional wisdom can be a factor in producing knowledge of the physical
world as well as intelligence. For example, before the full impact of Copernicus
and Galileo, the commonly held belief among the learned and illiterate alike
since Ptolemy was that the Earth’s position in the universe was fixed and that
the sun and stars rotated around this stationary planet. This second-century
geocentric view hardened into entrenched knowledge and became an extremely
difficult position for the later heliocentric advocates to overturn, notwithstand-
ing observational data and logic.”
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In intelligence, analogous examples of Ptolemaic conventional wisdom having
hardened into knowledge include the consensus that Soviet behavior into the
early 1960s was strategically cautious, and that Iranian society into the late
1970s was stable and governed effectively by a strong and capable ruler. Both
these examples of knowledge were correct—but only temporarily, because
events proved them wrong when the Soviets tried to sneak nuclear missiles into
Cuba in October 1962 and the shah’s government abruptly fell in 1979. These
examples also illustrate how accurate foreknowledge relies on accurate knowl-
edge. Both these intelligence surprises were rooted in habit of thought as a way
of knowing. Errors in knowledge ensure errors in foreknowledge.

As a basis for foreknowledge, habit of thought can be a useful predictor of
continuity. For warning intelligence, it has proven a reliable—if lazy—way of
knowing: The odds generally favor predictions that say tomorrow will look
pretty much like today. But this way of knowing inhibits anticipating discontinu-
ity, so major warning failures can be the result.® If habit of thought is wrong, its
errors must be discovered by some different way of knowing, because it lacks
the ability to discover its mistakes by itself.

Rationalism

When knowledge is derived from reason, this way of knowing is referred to as
rationalism. The great rationalists—Socrates, Plato, Hegel, Descartes, Spinoza,
and Kant—differed on methods of reasoning but shared an important attribute:
a belief that the human mind can produce knowledge and that knowledge of the
physical world is a product of the mind.®

Rationalists have devised or identified several systems of reasoning, the most
important of which are deduction, induction, and abduction.'® Deduction pro-
duces inferences or conclusions about particulars that follow from general laws
or principles. The best-known example of deductive reasoning is the following
syllogism, which illustrates how we can know that Socrates was a mortal:

 All men are mortals; Socrates was a man; therefore Socrates was a mortal.

We have learned nothing from this syllogism because the idea proclaiming
Socrates’ mortality was already fully contained in the premises. This form of
reasoning is empty. Its conclusion cannot state more than what is already known
in the premises; it can only make it more explicit.!" Deductive reasoning can,
however, assist in the physical sciences because science, unlike intelligence, does
have general laws, such as the law of gravity, from which particular kinds of
information may be discovered.!2 But its uses in intelligence are more problem-
atic because intelligence lacks general principles with the explanatory power of
Newton’s laws. It can assist in generating new hypotheses, but analysts will
generally find little value in deductive reasoning to help them produce reliable
intelligence."3

In contrast with deduction, inductive reasoning searches for general principles
or more generalized understandings by reasoning from the particulars to the
general:
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e Crow 1 is black; crow 2 is black; crow 3 is black . . . Therefore, all crows
are black.

Inductive inference seems to be the dominant choice of reasoning in intelli-
gence analysis. A tool of historians, its intelligence roots are traceable to Sher-
man Kent.'* Properly employed, this method can help identify trends, continuity,
and change. It helps the analyst make sense of seemingly chaotic data, to see
patterns in behavior and events, and to ascertain possible relationships by
observing connections among things that might otherwise seem disconnected.

Induction, moreover, can help the analyst to move beyond knowledge to fore-
knowledge.!s For example, we may predict that after nearly 5 billion years of
the sun rising, it is a safe bet that the sun will rise tomorrow morning. We can
make this high-confidence prediction based on the sun’s unerring track record.
Forecasting its arrival tomorrow is foreknowledge we do not have without
induction.

But forecasting human events and behavior, such as terrorist attacks and
other intelligence issues, invites considerably less certainty than we find in cos-
mology. And these uncertain future outcomes highlight David Hume’s “problem
of induction”—namely, that inductive inference is an inherently probabilistic
activity and introduces significant vulnerabilities to error. Despite having seen
many black crows in the past, we cannot know with certainty that all the crows
we may see in the future will be black. Unlike deduction, the conclusion is not
contained in the premises because it extends to crows yet unobserved. Therefore,
the truth of the conclusion cannot be guaranteed.'¢ Inductive inference can lead
to error.

Intelligence analysts must recognize that analysis often involves inductive
inference (often unwitting), so they must better understand the strengths and
pitfalls of this reasoning technique. Its most important strengths are its ability
to provide tentative explanations for events and outcomes that reveal patterns,
to generate testable hypotheses, and to hypothesize future developments.

The most important problem with inductive inference is that different ana-
lysts might arrive at different conclusions from the same set of facts or particu-
lars. Another pitfall requires the analyst to fully understand that induction is an
inherently probabilistic enterprise: Without a rigorous effort to bound uncer-
tainty, such as through statistical tools, analysts are always at risk of drawing
false conclusions about the probability of an occurrence (e.g., the probability of
finding a nonblack crow or warning of a terrorist attack).'” In short, systematic
use of induction must be more closely linked with more powerful analytical
tools. Otherwise, we cannot improve. As Collier expressed it: Intelligence analy-
sis ““seems stuck in the 1950s through the 1960s inductive historical methods
advanced by Sherman Kent, instead of adopting the latest social science knowl-
edge.”'® Indeed, a major study of the culture of intelligence analysts found resis-
tance to scientific methods, and even prejudices against them.!?

Unlike the venerable deduction and induction, abduction is a form of reason-
ing of more recent vintage, developed chiefly by Charles Peirce around the begin-
ning of the twentieth century. Sometimes referred to as the “logic of Sherlock
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Holmes,” abductive inference seeks to craft the best hypothesis or inference to
“fit”” otherwise unexplained facts and occurrences:2°

* Fact 1, fact 2, fact 3, fact 4 . . . all imply inference A.

Although it can be expressed as a formal system of logic, abduction is chiefly
a qualitative technique applying an investigator’s approach to understanding
disparate phenomena. Abductive inference is an implicit, if unacknowledged,
technique used by intelligence analysts who seek to provide explanations for
emerging or ongoing events with a view toward understanding the future. Like
other forms of reasoning, although perhaps not an alternative to them, abduct-
ive inference excels at generating hypotheses.

A major weakness, like induction, is that different analysts may arrive at
different inferences from the same set of facts or give different emphasis to par-
ticular facts that lead to different conclusions. Abduction also shares another
weakness with both induction and deduction: Reasoning itself does not make
something true; it can only identify a possible truth. For the scientist, establish-
ing what is true—namely, building knowledge—requires an additional step
called verification (or falsification). No rationalist technique, neither authority
nor habit of thought, offers this crucial step toward gaining knowledge. More-
over, when logic makes errors, it has only the capacity to detect the logic of its
errors but not the factual basis of the premises on which its conclusions are
based. The knowledge it produces may sometimes be correct or incorrect, but
because its truth depends on the extra-logical content of the facts, knowledge
from rationalism alone cannot be trusted as fully reliable. For more reliable
knowledge building, we need to turn to the fourth way of knowing: empiricism.
It is here that we begin to see the emerging attributes of science, the most reliable
knowledge-building technique of all.

Empiricism

The fourth way of knowing represents an important advance in understanding
the world. Bacon, Locke, Hume, and Galileo pioneered its early methods.
Empiricism is based on what we apprehend from the senses: what we see, hear,
touch, taste, and smell. It is about observation, experience, and experimentation.
In sharp contrast to the rationalist who believes that knowledge is the product
of the human mind, the empiricist insists that “‘sense observation is the primary
source and ultimate judge of knowledge and that it is self-deception to believe
the human mind to have direct access to any kind of truth other than logical
relations.”?! Rather than dwelling on reason, the empiricist’s focus is on obser-
vational data. Shifting from an internal mental exercise to externally observable
data changes the entire epistemological equation. As Reichenbach explains, the
contrast between rationalism and empiricism could not be sharper: “Once
empirical observation is abandoned as a source of truth, it is then but a short
step to mysticism. If reason can create knowledge, other creations of the human
mind may appear as trustworthy as knowledge.”??
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The empirical approach should come easily to the intelligence analyst because
the collection disciplines—HUMINT, SIGINT, IMINT, MASINT, and OSINT2—
are all sensory. The analyst is awash with empirical data. His or her job is to
make sense of it, hypothesize about it, draw conclusions from it, write key judg-
ments about it, and convey assessments to customers about what it all means
and what it may mean for the future. In producing knowledge and foreknowl-
edge, reliance on collected data makes analysis a fundamentally empirical
enterprise.

Critics of empiricism sometimes fault ““scientific’” methods as inappropriate
for intelligence analysis and tout the putatively superior virtues of intuition and
reason.* Other critics point out, rightly, that facts do not speak for themselves
and that not all data are valid. Some things are not what they seem. Discerning
intelligence collectors and analysts would agree, but only to a point. Collected
data can be misleading, erroneous, distorted, or unrepresentative—and often
are. They can be fabricated. Or elusive. But data-free intelligence is not intelli-
gence. A major challenge of intelligence analysts, therefore, is not only to make
judgments from the data but first to make judgments about the data. We will see
below that this important step is not always taken or taken carefully.

To summarize, what authority, habit of thought, rationalism, and empiricism
all have in common is a demonstrated capacity for producing error as well as
truth. But none of the four has the internal capacity to discover when it is wrong
or to prescribe the needed correctives for getting it right. In a historically pro-
found development that combines the third and fourth ways of knowing—
rationalism and empiricism—the emergence of science produced a new
epistemology that presents a powerful new feature to knowledge building: self-
corrective techniques. Though all five avenues to knowledge can produce error,
only science has the built-in capacity to identify and correct its mistakes. The
implications for intelligence analysis are obvious and irresistible: These self-
corrective techniques can markedly reduce the potential for error in analysis and
greatly enhance the production of reliable knowledge.>

Science

It is the distinctive ability of scientific inquiry to produce sound understanding
and reliable knowledge. As a way of knowing, it combines the best attributes of
rationalism and empiricism but adds an array of internal procedures that enable
it to check itself. Compared with the other four ways of knowing, its capacity
for error identification and correction greatly improves its reliability. This fea-
ture should make it of particular interest to intelligence analysts. Significantly, a
recent study has concluded that developing a science of intelligence analysis
would be easier than changing the perceptions of the analysts and managers
who oppose it.2¢

This capability of the scientific method for producing reliable knowledge rests
on several attributes that other methods lack.?” Physical and social scientists
would generally agree that scientific inquiry must have the following attributes:
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» Use of the hypothesis. A specific research statement that is falsifiable in
principle guides any scientific study. However the hypothesis is initially gen-
erated, the investigator is primarily interested in testing how valid or truth-
ful it is. The investigator will collect observable data to test the hypothesis,
using rigorous methods to establish whether it is true or false or, more
commonly, use inferential statistics to establish the probability that its
truthfulness is not a chance or random occurrence. Testing may also identify
the conditions under which the hypothesis is most likely to be true or false.

» Objective methods. A scientist employs rigorous procedures to ensure that
data are collected and analyzed in the most objective manner possible to
avoid influencing or distorting the test. Scientists are empiricists. The only
data used in the research are those relevant to the hypothesis, but neither
the data selection nor the analytical methods should influence the outcome
of the study to achieve a particular or desired result, nor should they bias
the results.

 Transparency. Science is a public activity and its procedures are open to
inspection. No study claiming scientific results can shield the methods used
to arrive at its findings. Both the findings and the methods used to produce
them must be available for public inspection or use. Visibility of methods
helps to ensure integrity of the study, as well as its replicability.

* Replicability. All scientific investigations must be reproducible by other
researchers. If one scientist or group of scientists arrives at any given set of
conclusions, another group should be able to repeat the same study, and
even possibly using different methods, but still reach the same results. If
another group cannot achieve the same results, then the initial hypothesis
test may be doubted and the hypothesis remains open to further
investigation.

* Peer review. New results do not attain the status of knowledge until other
knowledgeable researchers either agree or at least concur that the results
are consistent with the methods and that the methods were empirically
sound. Peer review can sometimes be contentious, but studies that survive
the review process are more authoritative than those that do not. Rigorous
peer review can impede, prevent, or validate the acceptance of findings.

e Provisional results. Scientific findings are always subject to modification as
procedures are refined, new results come in, and older ones are superseded.
This dynamic feature of scientific inquiry is reinforced by the inherently
skeptical attitude of the scientist. This implies an intrinsic readiness to
reconsider results when new ideas or information emerge. For the scientist,
if ugly facts challenge beautiful theory, facts win.

The upshot of these procedures is vastly improved reliability: When science
makes errors—and it sometimes does—it has the inherent capacity to identify
and correct them. This self-corrigible capacity was recently demonstrated in the
repudiation of two quite public scientific studies: cold fusion in physics and
human cloning in biological research.2® These faulty studies are rare only
because they had reached the stage of being announced to the public. Most
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self-correction in science normally occurs well before findings become headline
news.

Errors in Estimating: Undetected and Uncorrected

The trouble with people is not that they don’t know, but that they know so
much that ain’t so.

—Attributed to Josh Billings (1818-85)

To illustrate the epistemological errors that can occur in analysis, we can now
examine the ill-fated October 2002 NIE on Iraq’s WMD.?* It illustrates how all
four ways of knowing each contributed to the NIE’s flawed judgments, as well
as the consequences of failing to incorporate error-detecting and reducing
measures.

This NIE produced faulty knowledge. Its three most important key judgments
were factually wrong.?° Two of them that described the chemical weapons (CW)
and biological weapons (BW) that Iraq purportedly possessed were wrong with
“high confidence.” And the key judgment on Iraq’s efforts to reconstitute its
nuclear program was wrong with “moderate confidence.” The capacity of each
epistemology to yield error appears to be fully realized in the preparation of this
deeply flawed NIE.

Authority

The use of authority as a way of knowing played an important and destructive
role in all three judgments. Beginning with CW, the principal question at the
time of the NIE was: Does Iraq possess chemical weapons? The NIE said yes. It
judged that Iraq had an active CW program involving the production of mus-
tard, sarin, cyclosarin, and VX and had stockpiled as much as 100 to 500 metric
tons of them. The NIE also said that Iraq had produced much of its CW in the
year prior to the estimate. Contrary to the estimate’s conclusions, we now know
that Iraq had no CW at all for about ten years before the NIE was published.

Authority played a significant role in this judgment. According to the Silber-
man-Robb WMD Commission, the most important CW evidence—and most
important source of error—was “over-reliance on a single, ambiguous source
(Samarra type tanker trucks) to support multiple judgments.”?' Imagery is a
specialized collection discipline and the imagery analysts who report its findings
to all-source analysts are typically regarded as authoritative. The narrow infor-
mation on the decontamination trucks at suspect CW sites was far from defini-
tive, and precisely for this reason specialized knowledge gave the impression that
the information was stronger than it was. The authoritative nature of imagery
analysis—a combination of empirical observation and expert judgment—was
accepted as a basis for the CW key judgment in the NIE that we now know was
wrong.

The high-confidence BW judgment also was heavily supported by authority,
in this case a clandestine human source who claimed insider knowledge of Iraq’s
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BW programs. The NIE concluded that Iraq had offensive BW weapons, includ-
ing mobile BW labs. It also said that all key aspects of the BW program were
active and that most program elements were larger and more advanced than
they were during the Gulf War. Though other information also supported this
judgment, none was more authoritative than the reporting that came from the
human source code named “Curveball,” whose intelligence was disseminated
in roughly a hundred detailed reports. The WMD Commission found that the
intelligence community (IC) had a “near-total reliance on Curveball for its BW
judgments” and that serious problems accompanied this source. The fact that
Curveball was later exposed as a fabricator meant that the erroneous BW finding
was based heavily on fabricated HUMINT.32 Reliance on any form of authority
that cannot be further verified, as is often the case with sensitive collection, is a
major vulnerability of intelligence analysis.

The moderate-confidence judgment in the NIE that Iraq had begun to recon-
stitute its nuclear weapons program and, if left unchecked, would probably have
a nuclear weapon during this decade was also based heavily on authority. Under-
standing nuclear capabilities requires technical expertise provided, in this case,
by two agencies, both of which provided expert judgment that turned out to
be wrong. The National Ground Intelligence Center (NGIC) made the crucial
judgment about whether certain aluminum tubes procured by Iraq were
intended for use in conventional mortars (NGIC’s particular expertise) or for
use in a nuclear centrifuge. NGIC’s expert authority erroneously concluded that
the tubes were suitable for use in a nuclear centrifuge rather than in a conven-
tional weapons application, thereby adding significant credibility to the argu-
ment that Iraq was reconstituting its nuclear weapons program. Though the
Department of Energy (DOE) disagreed with NGIC on this point, DOE did
support the key judgment, on other grounds, that Iraq had begun to reconstitute
its nuclear weapons program. As the organization with special expertise in
nuclear intelligence, DOE was the most authoritative agency on this issue. The
combined weight of DOFE’s and NGIC’s expert status lent significant authority
to the erroneous nuclear key judgment in the NIE.33

In sum, the role of authority in the CW, BW, and nuclear judgments of the
Iraq WMD NIE was crucial, its influence perhaps even expanded given the
degree of empirical uncertainty surrounding these issues. A twenty-one-day con-
gressional deadline also imposed a major time pressure for resolution of these
complex weapons issues; it almost certainly served to exaggerate this way of
knowing even beyond what might have occurred under a more relaxed produc-
tion schedule. That the coordination session ended on a Friday just before the
Monday deadline only added to the intensity for closure.

Habit of Thought

Habit of thought as a way of knowing was probably equally influential in the
NIE’s key judgments discussed here. Like authority, it too helped in meeting a
short deadline. Knowledge of Iraq’s WMD program was well established after
the post-Desert Storm intelligence in 1991 showed that the IC had actually
underestimated the program. The IC consensus on Iraq WMD began to build in
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the early 1990s, and no compelling evidence had surfaced to challenge it. It
seems to have hardened into conventional wisdom by the mid-1990s. Saddam
Hussein’s own behavior reinforced this IC-wide consensus. He conducted a
major denial and deception program that both rendered the UN inspection proc-
ess ineffective and neutralized the effectiveness of U.S. intelligence.’* This activ-
ity only increased Western suspicions that Saddam had weapons he was trying
to hide, while a blunted UN inspection system and U.S. intelligence had failed
to discover that he had actually eliminated the weapons in the early 1990s.

Habit of thought was effectively admitted by the CIA’s deputy director of
intelligence (the agency’s senior manager of analysts) in a speech to analysts, in
which she faulted the practice of “inherited assumptions” that went unques-
tioned in the NIE process.>> Many of them were wrong. In its scathing review
of the NIE, the Senate Select Committee on Intelligence described this phenome-
non as “layering,” namely, “the process of building an intelligence assessment
primarily using previous judgments without substantial new intelligence report-
ing” and failing to factor in the cumulative uncertainties through the new
assessments.>¢

Overturning a decade of consensus on the weapons would have been a diffi-
cult task under the best of circumstances. But analysts lacked good evidence to
do so. Worse, to have made the opposite argument—that Iraq had no weapons,
which we now know to be the reality—would have stunned policymakers who
had been told for years by the IC that Iraq had retained such weapons. The same
habit of thought that hobbled intelligence analysts and managers also hobbled
the policymakers who had been consuming the erroneous journalistic-style, cur-
rent intelligence reports on Irag WMD for years. This particular habit of
thought was shared across the intelligence and policy communities.

This habitual way of knowing was not recognized for what it was: a signifi-
cant barrier to alternative analysis at a time when the impact of authority was
also unchecked. Habit of thought, present in all the wrong judgments, was the
starting point for an analysis that gave even greater credence to a misguided
authority.

Rationalism

The role that reason played in producing erroneous WMD knowledge was prob-
ably as strong and error producing as the first two ways of knowing. By induc-
tive inference, analysts built a cumulative picture of CW, BW, and nuclear
reconstitution, all adding up to a significant program of WMD. Supported by
habit of thought and reinforced by erroneous authority, persuasive reasoning
carried the day. Even lacking solid information, analysts concluded that Iraq
must have had the weapons even if we were not seeing them. In fact, not seeing
them seemed to provide evidence that Iraq had them. The logic seemed impecca-
ble: We know that Saddam Hussein had them in the past; he is a lying and evil-
intentioned dictator; and his pervasive denial and deception efforts explain why
we are not seeing them. The logic, therefore, added up to evidence for a weapons
program, not against it.’” However persuasive, this argument demonstrates that
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as a way of building knowledge, logic is no better than the content of its prem-
ises. If the premises contain error, even the soundest reasoning can only repro-
duce error.

Empiricism

In contrast to the above three ways of knowing, empirical observations played
a startlingly minimal role in the NIE on Iraq’s WMD: The IC had no direct
evidence of WMD in Iraq at the time the estimate confidently asserted knowl-
edge of Iraq’s weapons programs. Still, even allowing for the debilitating distor-
tions in the analytical process wrought by the other three ways of knowing, how
could the empirical process break down so badly? The answer seems to be that
what little observable evidence there was of CW, BW, and nuclear reconstitution
was not only overinterpreted but also was not assessed relative to any available
evidence to the contrary. The senior defector’s reporting in 1995 that Saddam
had shut down the WMD programs four years earlier was simply disregarded.3®
Further, aggressive collection efforts in all disciplines kept failing to produce
results. This “negative evidence”—that is, the lack of fresh or convincing observ-
able indicators of Iraq’s purported weapons despite the concerted search for
them—was either explained away as denial and deception or discounted because
it did not support the habitual knowledge of a robust and active WMD capabil-
ity.?® Called ““card stacking” in propaganda, this prosecutor’s technique is what
passed for empirical analysis in the NIE.*° But analysts did not actively consider
the additional hypothesis that the overwhelming lack of evidence on the key
weapons issues might also have meant that Iraq had shut down those programs.
Whatever else it was, this analysis was anything but empirical.

In sum, analysis of Iraq’s WMD in the 2002 NIE and the analytical efforts
leading up to it show that when the empirical component of analysis is low, the
impact of other ways of knowing increases, with poor results. It also shows that
the NIE was an epistemological “perfect storm”: All four ways of knowing—
authority (faulty), habit of thought (unquestioned), reasoning (flawed), and
empiricism (nearly absent)—failed to produce reliable knowledge. The errors
that each method produced are expected outcomes of epistemologies whose
strengths do not extend to discovering and correcting their own errors. For more
reliable analysis, we need to consider what a more scientific approach might
offer.

Epistemological Lessons for Analysis

To be successful, intelligence analysis must be able to produce knowledge and
foreknowledge that is reliable. The major epistemologies have the potential for
producing error as well as truth, as demonstrated in the errors produced in one
of the most high-visibility and policy-relevant NIEs in years. Because science,
unlike other ways of knowing, possesses unique self-corrective mechanisms
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intrinsic to its own procedures, how might we adapt these mechanisms to intelli-
gence analysis? The answer can be found in three parts: the role of the hypothe-
sis, the role of coordination, and a prepublication checklist of epistemological
vulnerabilities for analysts and managers.

The Hypothesis

Science is careful to distinguish between knowledge, which is true, and a hypoth-
esis, which might or might not be true. The distinction is crucial. Before the
hypothesis can become knowledge, it must survive rigorous analysis, including
systematic efforts to disprove it (discussed below). A nonscientific approach, like
the WMD estimate or a determined prosecutor seeking a conviction in a court,
will merely try to “prove” something true. In qualitative research, as most intelli-
gence is, this is often not hard to do. The analyst can merely select confirmatory
facts and establish an easily reached standard of proof.*!

In science, the opposite happens. Implementing objectivity rather than trying
to prove a point, science actively tries to prevent the results from coming out the
way the investigator may want them to come out. The guiding principle ensuring
integrity of results is honest management of the hypothesis under investigation.
This process has two parts: hypothesis generation and hypothesis testing.

Hypothesis generation refers to the source of the hypothesis, that is, where it
comes from. Hypotheses (statements that can be empirically evaluated) can
come from almost anywhere. The most lucrative source of hypotheses is theories
and models of behavior (e.g., the behavior of states, groups, and leaders). Apart
from explanation, the most important role that theories play is their ability to
produce testable hypotheses. This is the test of a good theory. Hypotheses can
also be generated by such logical systems as abduction, induction, and deduction
(as discussed above). They can also be generated by policymakers, pundits, and
assorted advocates who are fertile sources of interesting ideas, even if they advo-
cate them. (Note that while policymakers can play an important role in generat-
ing hypotheses, their biases soundly disqualify them from any role in testing
them; that role belongs to intelligence, not policy.) Hypotheses can also be pro-
duced by intelligence analysts, especially using such techniques as “brainstorm-
ing,” “alternative analysis,” “structured” analytical techniques, or ‘“challenge”
analysis. Examples include Devil’s Advocacy, Team A/Team B Analysis, Red Cell
exercises, Contingency (or “What-If’) Analysis, High-Impact/Low-Probability
Analysis, and Scenarios Development.*> All these analytical approaches are
capable of generating hypotheses. None of them, however, can test hypotheses.

Hypothesis testing is one of the most important differences between science
and nonscientific activity. The whole idea is to make a sound decision about
whether a particular research statement is true or false. Hypothesis testing with
statistical tools used for quantitative data is, unfortunately, relevant for only a
very small number of problems facing the intelligence analyst.** The reality is
that most intelligence problems are qualitative, not quantitative. This limitation
deprives the analyst of powerful statistical tools that can help discriminate
between true statements and false ones. Lacking quantitative-like tools for anal-
ysis of qualitative issues, can the intelligence analyst still approximate the
desired hypothesis-testing steps?
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The answer is a qualified no: Present tools for qualitative analysis cannot
provide the same level of rigor and, therefore, confidence that we find in quanti-
tative techniques. But the attributes that provide science with self-corrective
mechanisms are still largely within reach. To date, the social sciences have not
yet developed qualitative hypothesis-testing techniques that offer the power of
quantitative tests. But recent methodological innovations have brought promis-
ing new capabilities that can help the intelligence analyst get closer to this
standard.

The Analysis of Competing Hypotheses (ACH), as described in Richards
Heuer’s Psychology of Intelligence Analysis,** offers real potential for testing
qualitative hypotheses. As explained in chapter 16, ACH is now available as
software for computer-aided analysis, for collaborative analysis, and in a more
technically sophisticated Bayesian approach. Though none of the various ACH
versions yet offers a true hypothesis-testing method equivalent to those used in
large-N statistical applications, they do provide features that permit a much
more rigorous evaluation of qualitative hypotheses than is otherwise possible.
ACH “tests” hypotheses by comparing how well each stacks up against the evi-
dence and by trying to disconfirm them.* It evaluates the relative validity of
several competing hypotheses, that is, alternative explanations for the same
observed phenomenon.* Referring to the example of the ill-fated WMD esti-
mate discussed above, had ACH been used during the course of this estimate,
the likelihood of achieving the same disastrous results would certainly have been
lower.

Because ACH requires the comparison of multiple hypotheses, analysts would
have been forced to examine more than one. But the flawed estimate tried to
find evidence to demonstrate only one, that is, that Iraq possessed WMD. Even
to have injected a single alternative hypothesis into the estimate drafting and
coordination process would have improved the analysis. It might, for example,
have forced consideration of a senior Iraqi defector’s firsthand knowledge,
which reported that the weapons programs had been stopped in 1991. Had
this hypothesis been allowed to “compete” with the arguments for a weapons
program, it would have forced an alternative look at why there was no direct
evidence for the weapons. In this circumstance, the discussion might have enter-
tained an idea that was true (Saddam had curtailed the programs) and examined
the evidence for it. But what turned out be the correct hypothesis apparently
never became part of the NIE deliberations.

In addition, ACH would have forced those involved to pay much closer atten-
tion to the relationship between the evidence and its role in the NIE’s judgments.
Even if only one hypothesis had been “tested,” a closer scrutiny of the evidence
should have undermined the favored view. We now know that the decisive imag-
ery evidence for CW, Curveball’s persuasive reporting on BW, and the heavily
influential role of the aluminum tubes in nuclear reconstitution did not hold up
over time. Conceivably, a much closer examination of the veracity of these three
crucial (and we now know fragile) pieces of information to bolster the estimate’s
weighty findings should have exposed the enormous dependence of these three
key judgments on such tenuous ‘“‘evidence.”*”
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In sum, whether or not ACH would have brought us markedly different
results, we can be fairly sure that it would not have delivered the same wrong
results with the same high levels of confidence.*® This case vividly illustrates that
to improve the reliability of results, the social sciences urgently need to develop
qualitative hypothesis-testing techniques for intelligence analysis. Until other
techniques arrive, ACH offers the best technique for this crucial step. And it also
offers the self-corrective techniques that we find in science, the epistemological
role model of choice. Tradecraft tools like ACH ward off “card stacking” and
proving favored hypotheses. And the emphasis on generating and testing
hypotheses, along with better use of peer review, can help ensure objectivity,
transparency, and replicability—all vital self-corrective mechanisms.

Coordination

When analysts meet in a conference room to discuss every sentence and para-
graph in an NIE, the often painful process typically results in a better analytical
product. Coordination is the only explicit step in the analytical process that
already provides potential self-corrective mechanisms. But the coordination
process, regrettably, is too rarely used for this purpose. For the most part, inter-
agency and intra-agency coordination have been corrupted into a linguistic exer-
cise. Analysts and managers seek agreeable prose, words that may (or may not)
help a policymaker but are crafted to get agreement among the parties in order
to publish them. The primacy of finding just the right words to facilitate going
to press necessarily subverts an otherwise invaluable epistemological process.

Coordination is the final and critical stage in the analytical process where
significant errors can be detected and corrected. But this important feature of
self-correction is lost when the focus shifts from epistemology to language. The
coordination process needs to be rediscovered for its intended epistemological
function to better ensure the reliability of the knowledge and foreknowledge
that policymakers get from intelligence.

To incorporate the vital function of self-corrective mechanisms into intelli-
gence, successful coordination should focus on the relationship between evi-
dence and inference, probe for possible error, ask whether all the important
hypotheses are being considered, and assess the nature of the evidence and the
degree of dependence of the judgments on the quality of the evidence. It should
ensure that the distinction between hypothesis and knowledge is clearly noted
and that data are assessed by collection specialists as well as by analysts. Some
of these functions should occur in ordinary peer review. But a sound coordina-
tion should also explicitly identify any judgments that are based on authority or
habit of thought. And any judgments based on rationalism must confront the
factual basis of the premises of the logic and not just the logic itself.

Epistemology Checklist

For major intelligence products that may have significant policy consequences,
such as NIEs issued during war planning, analysts and managers should subject
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themselves to four tests of knowledge—each asking how do I know that X is
trueé—oprior to the publication and release of such products:

1. Is X true because analysts believe in the authority of the information that
says it is true? Implications: If so, be sure to understand the basis of the author-
ity. If that is the principal or only basis for this knowledge, then recognize the
enormous dependence of the validity of this knowledge on the soundness of the
authority.

2. Is X true because this view is generally believed by most analysts today
and it has been true in the past? Implications: Habit of thought works to a point,
but its origins are often unknown and therefore hard to assess, and it is biased
toward continuity, resistant to change, and susceptible to blind-side surprise. If
this is the principal or only basis for knowing something, then recognize the
enormous dependence of the validity of this knowledge on the basis of intellec-
tual inertia. It is often right, but when wrong, it can be very wrong.

3. Is X true because analytical logic produced these conclusions? Implica-
tions: Because no present method of reasoning alone can produce knowledge, it
is best to treat any conclusions derived by logic as only hypotheses that deserve
further testing. Rationalist approaches are not only vulnerable to error, they
cannot themselves determine whether their conclusions are true or false.
Hypothesis testing is an empirical, not logical, operation.

4. Is X true because the observable data gathered suggest it is true? Implica-
tions: You might have gathered different data that would lead you to a different,
possibly contradictory, conclusion. If the data gathering is incomplete and key
information is missing—in intelligence, it almost always is—you do not have the
full story. If it is selective to “prove” a point, it probably will. But the point will
be no more valid than the selective techniques that support it. Sound empirical
approaches require rigorous testing of multiple hypotheses, not just finding evi-
dence to support a favored one.

As this chapter shows, a better epistemology—science—is available for intelli-
gence analysis. Like the others, it too should be subjected to the prepublication
tests of knowledge suggested above. The implications are that this approach to
producing intelligence is less error prone because it consciously seeks to identify
and correct its errors. If the experience of the October 2002 NIE on Iraq’s WMD
offers any guide to the selection of epistemologies for intelligence, then future
key judgments should meet stricter epistemological standards before being pro-
vided to policymakers. Analysis produced using the self-corrective techniques
that science offers will greatly improve the probability of getting reliable results.
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CHAPTER 12

The Missing Link: The Analyst-Collector
Relationship

JaMES B. BRUCE

ALTHOUGH CONSIDERABLE ATTENTION has been focused on
the relationship between the analyst and the policymaker, a key determinant of
analytical effectiveness is found at the nexus of the analyst and the collector
(see figure 12.1). This chapter explores this critical relationship through a brief
examination of eight cases of intelligence failure. It shows that when collection
fails, the probability of analytical failure increases dramatically. Better analysis
can help reduce this vulnerability. A greater appreciation by analysts for their
significant dependency on collected intelligence will help illuminate how atten-
tive collectors and analysts can improve the odds for intelligence success.

Intelligence Failure: Eight Instructive Cases

The following case studies of intelligence failure were selected because of their
intrinsic importance in intelligence history. They do not constitute a “representa-
tive sample” that shows the overall record of intelligence performance over the
six-decade period they span, 1941-2002. But they are highly instructive for
what they reveal about the important linkage between intelligence collection and
analysis. What these cases illustrate, above all, is that collection failures—shown
chiefly in the key information that was not collected, and in some cases errone-
ous or misleading information that was—are almost certain to result in analysis
failures. Other analytical failures can result from information that is collected
but is misinterpreted, especially if denial and deception and a faulty analytical
mindset delimit consideration of alternative hypotheses.

From Pearl Harbor to Iraq and a half-dozen major failures between them, we
can discern a repetitive pattern of collection shortfalls whose effects can be
traced through the analytical process that was itself equally deficient in dealing
with them. On the collection side, the single most important factor accounting
for failure is the impact of intelligence denial—namely, effective countermea-
sures taken by an intelligence target that prevented successful collection against
it. The impact of denial, as nearly all these cases illustrate, is missing information
needed for analysis. On the analytical side, the failure to correct for the impact
of missing information, when combined with a lack of imagination, is an almost
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FIGURE 12.1
The Collection-Analysis Nexus
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surefire predictor of analytical failure. Other factors, too, such as poor collection
requirements, poor information sharing, and the impact of faulty assumptions,
also “pile on,” helping to ensure intelligence failure.

Pearl Harbor: Failure to Warn of a Surprise Military Attack

The failure to warn U.S. military and political decision makers of the impending
Japanese attack in the early morning hours of December 7, 1941, had many
roots.! On a just-awakening Hawaiian island where a sizable portion of the
U.S. naval fleet lay at rest and vulnerable to attack, several hundred Japanese
warplanes appeared without warning and, facing negligible air defenses, system-
atically and methodically sunk or heavily damaged 21 vessels, including 4 battle-
ships. In addition, 164 aircraft were destroyed at four nearby airfields. The
capable Japanese bombers and fighters that attacked were launched in darkened
skies from 6 aircraft carriers that had steamed from Japan to Hawaii completely
unanticipated and undetected by U.S. intelligence. “Secrecy and deception hav-
ing effectively screened the movements of the Japanese task force,” U.S. intelli-
gence had failed to understand Japanese intentions to attack U.S. territory, as
well as the place, time, and strength of the attack.? Apart from the enormous
loss of naval vessels and army aircraft, more than 2,400 Americans were killed
in this historic warning failure.

How was this large Japanese flotilla consisting of thirty-three warships and
auxiliary craft en route for eleven days missed when the U.S. military should
have been alert to its arrival, when both the Army and Navy had, in fact, col-
lected key information that should have warned decision makers? And when—
even lacking ‘““‘smoking gun” evidence that an attack was brewing or
imminent—enough information was already in possession of U.S. intelligence
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that should have forewarned the military about this devastating destruction of
American forces and unprecedented loss of life in a single attack??

For our purposes, the answers explaining this failed warning can be summa-
rized in four key facts:

* Collection degraded by denial and deception (D&@D). The Japanese pre-
pared and conducted this attack in such a way as to neutralize U.S. intelli-
gence. In concealing their intentions to go to war with the United States
along with any tactical information that might have tipped off the attack,
their successful denial of important information to U.S. collectors enfeebled
analysis. They also conducted related deception operations involving naval
and other military forces as well as deceptive diplomatic activity that further
weakened U.S. intelligence capabilities to anticipate attack.*

¢ Poor sharing. What information U.S. intelligence did collect that might have
made a difference was not fully exploited, in part because it was not shared
between the Army (reading decrypted Japanese diplomatic codes) and the
Navy (reading decrypted Japanese naval codes), despite their shared respon-
sibility to warn. Poor sharing of limited collection greatly impeded warning
analysis.’

* Signal-to-noise ratio. Despite the availability of some kinds of information,
the signal-to-noise ratio greatly impaired warning: An abundance of mar-
ginal or irrelevant information overwhelmed and obscured a few vital pieces
that might have enabled successful warning if they had been noticed and
properly appreciated for their real worth.

o Faulty assumptions. Whatever their capabilities, the Japanese had not
revealed any intentions to attack. Analysts not only did not expect a Japa-
nese attack on Pearl Harbor; some actually assumed that it was a very-low-
probability event because an attack on Hawaii would mean, according to a
key figure at Pearl Harbor, “national suicide” for Japan.”

A retrospective look at the Pearl Harbor warning failure suggests that Japa-
nese D&D success against U.S. intelligence was a vital requirement for a success-
ful surprise attack. The failure to collect any information at all on the massive
eleven-day transit of the Japanese task force across the Pacific Ocean deprived
analysts of the best possible evidence that would have forewarned them of the
attack. Distracted by the “noise” of tangential and unrelated information, hob-
bled by poor sharing of what key information had been collected, and con-
strained by faulty assumptions, analysts’ inability to understand or counter
effective Japanese D&D ensured the historic warning failure.

Soviet Missiles in Cuba: Failure to Warn of Covert Emplacements

When the Board of National Estimates considered in September 1962 whether
the Soviet Union would attempt to secretly install offensive nuclear missiles in
Cuba, just ninety miles off U.S. shores, the resulting special national intelligence
estimate essentially concluded that the Soviets would not. Lacking good evi-
dence to show that the Soviet leaders would attempt such a risky military provo-
cation that would dramatically tilt the nuclear balance—and lacking evidence to
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the contrary—the estimate reasoned that the Soviet leaders would not attempt
such a dangerously reckless move that would risk destabilizing the evolving
superpower relationship. According to the estimate, a secret missile emplace-
ment in Cuba “would be incompatible with Soviet practice to date and with
Soviet policy as we presently estimate it. It would indicate a far greater willing-
ness to increase the level of risk in U.S.-Soviet relations than the USSR has
displayed thus far, and consequently would have important policy implications
with respect to other areas and other problems in East—West relations.”®

The analysts who imputed such seemingly rational motives for Soviet restraint
were proven wrong when U-2 aerial photography on October 14, 1962, revealed
the construction of SS-4 and SS-5 road mobile missile sites about fifty miles from
Havana, less than a month after the estimate was issued.

Two factors stand out in explaining why the analysts got it wrong;:

* Collection degraded by D& D. Key information was missing at the time of
the estimate. Effective Soviet D&D prevented U.S. collection from acquir-
ing good evidence earlier that would have better informed analysis.

 Assumptions misled. In the absence of good information, that is, empirical
evidence, analysts relied on their own assumptions. Thus their reasoning, in
this case, was flawed by faulty assumptions.

Soviet D&D efforts to install the missiles undetected were impressive by any
measure. The decision-making process and its implementation were heavily
compartmented in the Soviet Union. Only a handful of Politburo members and
as few as five military officers were cleared into the planning. The cargo being
shipped, and its destination and unloading, were heavily concealed to avert U.S.
detection. D&D measures to support this operation included “loading from dif-
ferent docks in Soviet ports, false bills of lading, nighttime unloading of missiles
in Cuba, and circuitous routes of delivery. These efforts were complemented by
the use of public disinformation campaigns, false media reports and high-level,
private Soviet denials and ‘reassurances’ from [Communist Party of the Soviet
Union] General Secretary [Nikita] Khrushchev, Foreign Minister Gromyko, and
Soviet Ambassador to the United States Anatoly Dobrynin, who acknowledged
in his memoirs that he had not been informed of the delivery of offensive missiles
in Cuba.”

Supporting deception, successful denial took a major toll on analysis. The
lack of information on the emplacement of the missiles over a several-month
period (until the October discovery by U-2 overflights) severely impaired the
analytical process because failed collection ensured a more prominent role for
analysts’ assumptions in preparing the estimate.’® This matters less when the
assumptions are identified, explicitly acknowledged, and correct. But when they
are hidden, their impact is insidious; and when they are wrong, as they were in
this case, they doomed the estimate to a failed warning forecast.

Analysts might have been able to overcome the impact of failed collection
with better tradecraft, such as the use of multiple hypotheses or scenarios to
force consideration of more than one outcome.!" In addition, analysts needed to
undertake a vigorous effort to identify their assumptions—in particular, those
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concerning the putative rationality of the Soviets’ propensity for risk aversion
and the strategic calculus that led the Soviets to underestimate U.S. resolve to
preserve the nuclear status quo.'> Without identifying such critical assumptions,
analysts could not easily assess their impact on steering the analytical process
to erroneous conclusions. These important lessons remain for future analytical
puzzles, especially those compounded by major D&D.

The Yom Kippur War: Failure to Warn

When Egypt and Syria joined in a surprise military attack against Israel in Octo-
ber 1973, analysts in the U.S. intelligence community—and worse, in Israel—
failed to warn of the well-planned Arab invasion. This failure is especially
notable given the high state of tension and political hostilities between the bellig-
erents and the general expectations for an outbreak of war since the Israelis had
pounded the Arab states and seized so much of their land in the 1967 Six-Day
War. Indeed, the alert levels in Israel were high during the autumn of 1973, and
the likelihood of an Arab invasion had been hotly debated in the months preced-
ing the attack. It is also notable because, unlike most of the other cases examined
here, collection largely succeeded and the failure of analysis cannot be easily
blamed on poor collection. In light of the political context, the general expecta-
tion for war, and good collection, why did warning fail?

Most students of Yom Kippur agree that Israeli analysts did have sufficient
information at hand to justify a clear warning of imminent invasion.'* But the
analysts had failed to make the call, partly out of fear of raising false alarms (the
“cry wolf” syndrome), and partly because they clung to false assumptions about
Arab intentions as well as capabilities. In contrast with most of the other cases
examined here, Israeli warning analysts had ample information in their posses-
sion, but they either disregarded or misinterpreted what information they had.'

To be sure, their warning task was greatly complicated by the deception oper-
ations that Egypt and Syria had mounted against the Israelis. The ploy of fre-
quent military exercises amassing troops near the borders was reinforced by
public complaints of poor military equipment and maintenance, deceptive state-
ments belying the secret Egyptian—Syrian military agreement, and public postur-
ing for Henry Kissinger’s peace initiative just one month before the invasion.'

For their part, the Israelis were disadvantaged by an intelligence denial that
was good enough to impair their full understanding and support successful
deception. They also held to erroneous assumptions about what they called ““the
Concept,” a view that presumed the necessity of Arab air superiority over Israel
prior to attack that did not exist at that time. The Concept also relied on the
credibility of Israel’s deterrent posture to an enemy that was undeterred. Analyt-
ically impaired with faulty assumptions, Israeli (and U.S.) analysts did not suc-
ceed in understanding the Arab mind, to which the “rationality” of the
improbable invasion made perfect sense.'¢

Perhaps the key issue in the Yom Kippur War warning failure is the reliance
on unquestioned assumptions. This case dramatically illustrates that when
assumptions drive analysis—often unwittingly—analysts need to identify and
aggressively challenge them. It is notable that Israeli intelligence formalized an
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internal procedure of “Devil’s Advocacy” following the Yom Kippur warning
debacle precisely for this purpose, namely, to ensure that critical but unques-
tioned assumptions would no longer go unchallenged on important intelligence
issues such as warning of a surprise attack.

Revolution in Iran: Unnoticed

The abrupt fall of the once highly popular Shah Mohammad Reza Pahlavi of
Iran to the Ayatollah Ruholla Khomeini, a radical Islamic cleric then living in
Paris, marked a genuine revolution that shook the foundation of Iranian society
and shattered its body politic. In contrast to the countless coups d’état that
populate political instability databases everywhere, a genuine revolution like this
one only comes along a few times a century. Yet analysts missed this one, not
fully comprehending its profound meaning until well after it was over.!”

How did this happen? Again, this case illustrates a core idea of the collection—
analysis nexus: Failed analysis is often only one step behind failed collection. But
analysis done smartly—even in the face of poor collection—is not irretrievably
doomed to failure if it can learn to develop analytical correctives to collection
shortfalls.

Of course the key information that analysts lacked would have characterized
the shah’s regime as increasingly unpopular, actually hated by growing legions
of Islamic radicals, and rapidly losing support among the secular middle classes
as well. It would have described a resurgence of Shia Islam in its most fundamen-
talist strains; and a weak and corrupt system of government whose capacity to
govern and political legitimacy were increasingly in question. Above all, it would
have revealed a growing, perhaps unbridgeable, chasm between the angry clerics
then preaching powerful antigovernment sermons in mosques throughout Iran
and a secular and modernizing dictatorship increasingly disconnected from a
restive population that it wrongly believed to the end still supported it.

Where was information like this to be found? It was in the “Persian Street,”
in the mosques and the souks. And it was there for the asking. But U.S. intelli-
gence on Iranian political and societal issues was notably lacking. According to
Kenneth Pollack, “The volume of CIA political reporting on Iran in the early
1970s actually dropped below that of the late 1940s, and the U.S. embassy in
Tehran had few officers who could speak Farsi or had previously served in
Iran.”'8 This shortfall was partly by design as the ten CIA case officers had no
real presence outside the diplomatic circles in downtown Tehran, and they
focused on Soviet requirements or economic and energy issues. Iran’s domestic
political issues were effectively off limits to U.S. intelligence, largely in deference
to the Pahlavi regime. And overdependence on the shah’s intelligence service,
the SAVAK, to provide the United States with information the shah’s regime
either did not have or did not want to share was a costly mistake.” U.S. human
intelligence (HUMINT) collection was blinded to the brewing revolution.

Lacking needed information on the radicalization of Iranian society and the
growing subversive power of the clerics, intelligence analysts again were igno-
rant of reality and comfortable in their assumptions—which were mostly wrong.
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In retrospect, the analysts involved seemed addicted to the mindset that the polit-
ical disturbances in the preceding year were unimportant in the face of a strong
and decisive leader who had demonstrated past resiliency and a capacity to take
whatever steps were needed to retain control. In fact, this leader was not nearly
as strong and decisive as widely believed. Unbeknownst to U.S. analysts (but
known to a few French doctors), the leader with a reputation for taking decisive
actions against internal unrest was instead terminally ill.2° Thus a key analytical
assumption about the shah’s capacity to act was wrong.

In failing to correctly assess a revolution in the making and a declining lead-
er’s ability to manage it, this case provides another illustration of the triumph of
faulty assumptions over the absence of needed information. This failure, while
rooted in poor analyst understanding of limited collection, highlights the dan-
gers of clinging to unquestioned assumptions and the demonstrable lack of ana-
lytical imagination.

Indian Nuclear Tests: Surprise on the Subcontinent

The failure to warn U.S. policymakers of impending nuclear tests in the politi-
cally volatile South Asia region is also rooted in the debilitating combination of
poor collection and poor analysis. But it was aided and abetted by an effective
Indian D&D effort that deprived the United States of the kind of information
that had successfully tipped analysts to Indian test preparations just three years
earlier. Also, deceptive diplomatic statements by India’s foreign minister were
calculated to reassure Washington that the Indian government had no intentions
of testing nuclear weapons.?!

How did the analysts miss this one? As in the other cases discussed here, the
failure begins with successful denial and poor collection. No good intelligence,
human or technical, forewarned of imminent testing.22 But the open press
reporting during the elections just months before should have alerted analysts
to the campaign intentions of the Bharata Janata Party (BJP), which had just
come to power, to make India a full nuclear power. Open source information of
decided intelligence interest was either underemphasized or disregarded.??

That open press reports did not play a more prominent role in this instance is
probably because other collection methods, notably space-borne imagery, had
proven so accurate in the past. The attempted 1995 tests had been halted
through a forceful U.S. diplomatic demarche that was based on detailed imagery
that was also shown—we now know, mistakenly—to the Indians in 1995. This
authorized disclosure revealed how U.S. intelligence could detect preparations
for testing from space. The lesson was not lost on the Indians, themselves a space
power with their own imagery satellites. From this demarche, they learned to
prepare their next tests more carefully so as not to repeat their 1995 attempt,
which was aborted by outstanding intelligence support to U.S. diplomacy. This
time they averted detection by skillfully avoiding satellite observation and by
preventing telltale signs beforehand that an imagery satellite might photo-
graph.?* This adaptation represents sophisticated intelligence denial based on a
good understanding of U.S. classified collection capabilities, which the Indians
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had learned through the backfired demarche process and through damaging
press leaks that further disclosed these capabilities.?’

With previously reliable technical collection now enfeebled and analysts
unwitting about these collection limitations, their overdependency on informa-
tion that never arrived facilitated failure. But it did not guarantee it. Helped
along by robust Indian D&D and poor U.S. use of open sources, the failure also
relied on invalid assumptions: That the BJP election platform had no greater
credibility than any in the United States—an ethnocentric view of how politi-
cians might behave if they acted like Americans, whose fidelity to campaign
rhetoric wanes discernibly once the reality of office holding sets in. Not so in
this case. Further, the Indians had already demonstrated the technical capability
to test just three years earlier. So it is fair to ask why this readiness and capability
did not form part of the analysts’ understanding of what to expect when a new
and hard-line party publicly advocating nuclear weapons had just come to
power. This analytical mindset ill served an important warning situation where
intelligence collection proved unable to deliver the goods. Better awareness
among analysts of their collection dependencies, of the added limitations on
collection that effective D&D imposes, and of the potential for surprise when
discernible political change is afoot would have mitigated the impact of faulty
analytical assumptions.

Soviet Biological Weapons: A Late-Breaking Story

By the time U.S. intelligence analysts began to understand the enormous scope
and scale of the Soviets’ biological weapons (BW) program built in the 1970s
and 1980s, the Soviet system was about to collapse.?® Yet during the cold war
between the two superpowers, the Soviet government had assembled a daunting
capability to research, develop, test, and deploy highly lethal bioweapons.
Because BW was such a heavily compartmented program inside the Soviet
Union, no one in the West had any understanding at all about the magnitude of
the effort and the potential menace it posed to the United States. For U.S. intelli-
gence, the issue was all but missing.?”

This blissful ignorance changed with startling revelations made by two Soviet
defectors, Vladimir Pesechnik and Ken Alibek, who had held senior positions in
these programs.?® Alibek disclosed that the Soviet leaders had begun a huge,
secret BW program shortly after signing the Biological Weapons Convention in
1972 that outlawed these weapons. By the time that Alibek defected twenty
years later, the Soviets had covertly developed and stockpiled hundreds of tons
of anthrax and dozens of tons of plague and smallpox for use as weapons.
According to this high-level defector, the Soviets had harnessed BW for single-
warhead intercontinental ballistic missiles in the 1970s and had begun in 1988
to develop anthrax, plague, and smallpox for use on the multiple-warhead
SS-18 missiles for targeting American cities. The Soviets had also conducted
research for deployment of BW warheads on cruise missiles.?? More than 60,000
people in over sixty installations were involved in research, testing, production,
and storage of lethal bacterial and viral agents, so how did analysts miss this
several-decade military effort?3°
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The pattern is familiar: Poor collection foreshadows analytical failure. In this
case, before the defectors there was almost no collection at all. But it was cer-
tainly one of the hardest targets in one of the most impenetrable countries
because BW ranked among the most secret of all Soviet programs. Even as late
as 1990, only four members of the ruling Soviet Politburo were even aware of
it. The D&D effort itself was massive. The huge program was cloaked in con-
vincing cover stories, such as pharmaceuticals and genetic research; no discern-
ible evidence could have revealed military involvement; and U.S. inspectors were
foiled with elaborate ruses. In one instance of an outbreak of anthrax in Sver-
dlovsk where over a hundred people had died in a BW accident in 1979, a highly
thorough cover-up had masked all possible indications of a BW connection.!
Like the rest of the world, U.S. intelligence was clueless.

Until the defectors arrived, analysts had no substantial information to ana-
lyze. Still, they did not much hypothesize about the threat possibility either, and
there appears to have been scant attention given to it in national intelligence
estimates or other analytical efforts that might have addressed this significant
threat. It does not seem to have generated meaningful collection requirements
nor become a worthy analytical issue in the intelligence community.

Apart from the lack of collection that provided no evidence for a BW pro-
gram, this failure seems equally rooted in an analytical mindset that combined
two key attributes. The first was that there was little or no imagination that a
strategically significant and well-funded BW program would have been entirely
consistent with a massive strategic military machine that sought superiority over
U.S. forces in nearly every way that mattered. The second was that analysts
are understandably disinclined to entertain beliefs without evidence, especially
because outside experts (notably the prominent Harvard biologist Matthew
Meselson) heavily discounted a Soviet BW program, and modest U.S. experience
with its own BW effort had been shut down in 1969.32 So why should intelli-
gence analysts expect the Soviet Union to develop BW on a massive scale?

In light of what we now know about this significant Soviet military program,
the failure to understand it when it mattered most to U.S. defense planners
reveals a disturbing lack of analytical imagination—an inability to generate
high-impact if low-probability hypotheses. This analytical disability can only be
addressed through concerted tradecraft and better management practices, as
well as fully understanding and addressing collection shortfalls. Such approaches
could both Red Team and “worst case” yet unimagined scenarios, then mobilize
effective analytical strategies to compensate for poor collection—then demand
better collection where analytical concerns may justify it. The Silberman-Robb
WMD [weapons of mass destruction] Commission report warns of insufficient
attention to precisely threats of this kind and the need for substantial analytical
capabilities worthy of the threat.3?

September 11, 2001: Echoes of Pearl Harbor

The “Day of Infamy” that President Franklin Roosevelt called the Japanese
attack on Pearl Harbor was repeated sixty years later by the successful execution
of a terrorist plot that had seized four U.S. commercial airliners and deployed
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them as missiles to topple the World Trade Center towers and smash into the
Pentagon.’* When the dust had settled, 3,000 people were dead, overwhelmingly
civilians who did not have a clue that their country was so unprepared for this
kind of bolt from the blue. Though many will argue whether the terrorist attacks
on September 11, 2001, were a strategic warning failure (the character and
importance of the terrorist threat were not adequately conveyed to decision
makers), others believe that it is at least an open-and-shut case of a tactical
warning failure (the event itself was simply not foretold in intelligence). Still
others argue that September 11 was not a warnable event. But there is no dis-
agreement that the terrorist warning performance before September 11 will not
serve the nation after that fateful date.

In diagnosing the intelligence part of the larger government-wide systemic
failure, we can see the same four prominent features of Pearl Harbor repeating
themselves in September 11:33

* Collection degraded by D&D. Al-Qaeda’s outstanding operational security
was every bit as good as the Japanese had exercised to mask the surprise
attack on Pearl Harbor six decades earlier. In successfully denying intel-
ligence collection against the plot—chiefly foiling needed HUMINT and
signals intelligence (SIGINT) penetrations—the terrorist plotters left
the analysts largely empty handed when better information would have
eased the burden of analysis. The key information—attack planning—was
missing.3¢

* Poor sharing. A major finding of the 9/11 Commission echoed the Pearl
Harbor experience that unshared information degrades warning.’” Just as
the Army and the Navy were reluctant to provide each other with intelli-
gence in 1941, largely for bureaucratic reasons, the Federal Bureau of Inves-
tigation and Central Intelligence Agency appear to have repeated the
pattern in 2000-1. Each had information that would have helped the
other—and would have helped the nation—had they opted to share it in
time.>®

* Signal-to-noise ratio. As Director of Central Intelligence George Tenet told
the 9/11 Commission, the system was “blinking red” during the summer of
2001.* Among the countless facts, meaningless chaff, and tidbits of terror-
ist-related intelligence, there were so few pieces of salient information that
pointed to the September 11 planning that they were easily swamped in the
surrounding “noise.”*#°

* Faulty assumptions. The conventional wisdom among most analysts was
that terrorist attacks against the United States would most likely occur
abroad, not against the U.S. homeland, and that airline hijackings would
entail hostage taking. Mass suicide attacks against high-density office build-
ings in the homeland were not part of the collection or analytical posture.*!

The convergence of these factors reduced the likelihood of successful warning
of September 11 to near-impossible odds. The 9/11 Commission is certainly
correct in emphasizing the importance of imagination in analysis, and the lack
of it leading up to September 11. But it is misleading at best to characterize the
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missed warning as a failure “to connect the dots.” While they were mired in tens
of thousands, perhaps hundreds of thousands, of terrorist threat warnings in
2001,* analysts had far too little plot-related intelligence to have specifically
warned of the coming catastrophe. The essence of the intelligence problem was
less the failure to connect the dots than the overall lack of needed dots—more
dots, and better dots—in the first place. To connect the dots, we first need to
collect them.

But analysts too have a major responsibility to exercise imagination, to define
and direct collection requirements, and to produce more reliable analysis when
collection against hard warning problems is likely to come up short. The first
crucial step is to notice that collection is coming up short—then act on it.

Irag’s WMD: The Weapons That Were Not There

Despite the high expectations of finding WMD in Iraq in 2003, within several
months of launching Operation Iraqi Freedom, U.S. and coalition forces began
to face the nettlesome fact that they were coming up dry.** A dedicated search
team, the Iraq Survey Group, also failed to uncover or locate any WMD any-
where in Iraq. This would not be so significant were it not for the fact that U.S.
intelligence, most notably in a national intelligence estimate (NIE) published in
October 2002, had claimed that Saddam Hussein’s Iraq possessed fairly signifi-
cant WMD capabilities across a broad spectrum of prohibited weapons, and
that the U.S. decision to invade and topple Saddam’s regime was predicated on
these claims. Intelligence failed.
The 2002 Iraq WMD NIE claimed that*

¢ Iraq had an active chemical weapons (CW) program; that it was producing
mustard, sarin, cyclosarin, and VX; and that it had stockpiled as much as
100 to 500 metric tons of CW agents, much of it produced in the year prior
to the estimate. This judgment, issued with “high confidence,”” was wrong.

¢ Iraq had offensive biological weapons, including mobile BW labs; that all
key aspects of the program were active; and that most elements were larger
and more advanced than they were during the Gulf War. This judgment,
also issued with “high confidence,” was wrong.

¢ Iraq had begun to reconstitute its nuclear weapons program and, if left
unchecked, would probably have a nuclear weapon during this decade. This
judgment, issued with “moderate confidence,” was wrong.

e Iraq was developing an unmanned aerial vehicle capability, probably
intended to deliver BW agents, even as far away as the U.S. homeland. This
was wrong.

* Iraq had ballistic missiles capable of ranges that exceeded limits allowed
under UN sanctions, and it had retained a covert force of up to a few dozen
missiles. Wrong on the covert force finding, the NIE’s only correct judgment
was that the missiles exceeded the UN range limit.

The NIE was wrong on four of the five major WMD issues, so it is fair to ask
how analysts had performed so poorly. Looking first at collection, on nearly
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every measure that counts, U.S. intelligence failed. The combined resources of
human, signals, and imagery intelligence had performed miserably against an
Iraqi regime that wielded a robust D&D capability against them.* None of the
three major collection disciplines had been able to produce direct evidence of
WMD—or of its absence—at the time of the estimate’s preparation in October
2002.%¢ Nearly all U.S. collection that characterized Saddam’s weapons pro-
grams had come much earlier, predating Iraq’s covert dismantling of the pro-
gram in the early 1990s. All evidence afterward was spotty and fragmentary,
suggestive, and never conclusive. Analysts seemed unaware of this.

An additional dimension of analytical failure is the unwarranted confidence
attached to the major NIE judgments when the evidence for them was so tenu-
ous. The judgments on Iraq’s BW and CW programs were characterized as “high
confidence” and on nuclear reconstitution as “moderate confidence.” We now
know that the evidence available at the time simply did not support this exagger-
ated confidence. In the future, analysts will need to do much better at aligning
their confidence levels with evidence and conveying their findings to policymak-
ers with greater specification of analytical uncertainty and the basis for their
confidence levels on important issues.

In fairness, where analysts lacked good evidence for such programs, they also
lacked good evidence demonstrating that none existed. With the notable excep-
tion of a single defector’s reporting that the nuclear program had been shut
down,*” analysts were hard pressed to identify persuasive evidence to overturn
the prevailing intelligence community consensus, built up over the preceding
decade, that the Iraqi regime was hell-bent to assemble a significant arsenal of
BW, CW, and, soon, nuclear weapons—all the more worrisome in the wake of
September 11. Iraq’s history and past practices supported this view. Saddam had
previously used CW against Iraqi Kurds and neighboring Iran. He conducted
a sweeping and effective D&D program that had essentially neutralized U.S.
intelligence in Iraq, and he blunted the UN inspection process that had been set
up to confirm their destruction—all this conduct reinforced Western suspicions
that he must have had something to hide.

As in the previous cases, lacking solid evidence, analysts relied on weaker
assumptions—which again were mostly wrong. But their most egregious failing
was to insufficiently challenge the evidence. To do this adequately would have
required better tradecraft and a better understanding of the collection process,
especially its limitations.*® Some of the evidence for the nuclear reconstitution
hypothesis turned out to be based on forged documents (reporting Iraq’s inten-
tions to import yellowcake uranium from Niger). Some of the key evidence for
CW was based on poor understanding of imagery collection (the periodicity and
signatures over Samarra). And the most important evidence for BW was based
on fabricated reporting (stories spun by “Curveball” that made their way to the
Defense Intelligence Agency from a German liaison).*

In hindsight, this all looks so clear. But the pressures of a twenty-one-day
deadline to produce the NIE encouraged more superficiality than depth, discour-
aged more “structured” or systematic tradecraft than deadline-driven journal-
ism, and exposed the typically poor understanding that analysts bring to the
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collection process. Had the crippling collection limitations been highlighted dur-
ing—or, preferably, well before—the short-fuse NIE, it is far more likely that
analysts would have arrived at more accurate judgments—or at the very least
issued the wrong ones with less confidence.

Learning from Failure

Lessons from the cases examined here point to the importance of intelligence
collection in the analytical process. The key findings are summarized in the
matrix shown in table 12.1.

In all cases, better collection would have helped analysis, and in some cases
enormously. If only analysts had known of the Japanese carrier task group as it
steamed unnoticed toward Pearl Harbor; or that the Soviet Politburo had
decided to abruptly overturn the nuclear balance with the United States by
sneaking an offensive ballistic missile capability into Cuba; or that Saddam had
actually dismantled his WMD program in secret while he used D&D in a policy
of calculated ambiguity to hoodwink inspectors, foil intelligence, and deter ene-
mies with weapons he did not really have.’° If only they knew of bin Laden’s
plot. With more pertinent and better facts to analyze, analysts are more likely to
succeed.

But the reality is that while better collection might have been achievable
in some cases, in others it was nearly impossible. The practical difficulties of
penetrating the top decision-making circles of closed polities like the former
Soviet Union, Saddam’s Iraq, or present-day North Korea must be appreciated
for what they are. So, too, the penetrability of the top ranks of terrorist groups
like al-Qaeda is likely to remain more an aspiration than a reality. Satellites can
image a building’s roof but cannot look inside, nor read the minds of human
targets we seek to understand or change. Better collection requires more effec-
tive sources and methods, and far better counter-D&D capabilities than we
now have. Better collection also requires greater analyst engagement and exper-
tise; deeper understanding by analysts of the technical disciplines as well as the
human recruitment and vetting process; and better guidance and direction in
the requirements process where analysts have major, if often unfulfilled,
responsibilities.

Where much improved collection was just not possible in some of the failure
cases examined here (e.g., Soviet BW and the Cuban crisis) or not needed (e.g.,
in the Yom Kippur War), more caveated judgments and much improved analysis
certainly were. How might this have been achieved? The principal correctives
for better analysis in the face of major collection deficiencies must begin with a
significantly enhanced understanding of the collection process and its limita-
tions. For the most part, however, all-source analysts receive little or no training
in collection methods and too few opportunities to learn them on the job. If
analysts do not fully comprehend the collection capabilities at their disposal,
they cannot fully exploit them. Similarly, if they do not fully understand the
collection limitations that impair their analysis, they cannot correct for such
impairments in the analyses they produce.
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To guard against the pernicious impact of collection limitations, analysts must
learn to acknowledge—then correct—an inherent tendency to substitute hidden
assumptions for missing information. That this practice is typically unwitting
illustrates the importance of identifying hidden assumptions and their effects on
analytical results. If the assumptions-to-evidence ratio does not favor evidence,
then the tradecraft that analysts use must be good enough to expose and chal-
lenge the assumptions that inevitably shape their findings.

Better analytical tradecraft is also a sine qua non for addressing and correct-
ing the inevitable collection shortfalls. Here the recent trend toward a greater
use of “alternative analysis” should be reinforced and even accelerated.s! If the
tradecraft of intelligence analysis is no better than a “classified journalism” that
reports and interprets fragmentary information superficially—as it typically does
in current intelligence and sometimes estimative products, too—then we cannot
realistically expect fewer intelligence failures, especially where collection is weak
or unproductive against effective denial. ““Structured” and rigorous tradecraft
(methodologies)—especially those that expose hidden assumptions and feature
alternative hypotheses, alternative interpretations, or alternative scenarios—
provide needed hedges against analytical failure.

These case studies show that the two most important impairments that ana-
lysts need to overcome are the failure to correct for the impact of denial and the
failure of analytical imagination—each of which can be successfully addressed
through the following techniques. First, correcting for the impact of denial
requires that analysts pose the right questions, consider the deception hypothe-
sis, and brainstorm additional hypotheses:

* When assessing hard problems, the analyst must ask: What key information
am I missing? Is it missing because the target is thwarting efforts to collect
it? Why is collection not better, and if it were, what might I be seeing? What
new information would change my assessment, and why am I not seeing it?
How good are the target’s denial capabilities against collection, and pre-
cisely how, where, and why is the target defeating it?

 The analyst should introduce the deception hypothesis, which, more than
any other alternative explanation, will invite a cascade of additional ques-
tions that will highlight the target’s possible objectives and means, and the
collection limitations that may keep them hidden.

* The analyst should enlist the help of his or her colleagues in a group exercise
to brainstorm additional hypotheses that may highlight further alternative
explanations. Outstanding techniques for this are Red Teaming, Contin-
gency ‘“What-If” Analysis, and High-Impact / Low-Probability Analysis.

Second, the best insurance against failures of imagination is to generate alter-
native hypotheses. In the cases examined here, it seems clear that analysts simply
did not imagine that the Japanese intended a surprise attack against Pear] Har-
bor, how the Soviet Union might secretly place nuclear missiles into Cuba, that
weakened Arab states would attack Israel, or that a radical Islamic revolution
would topple the shah’s government and transform Iran. Nor did they imagine
that a new ruling party in India would conduct surprise nuclear weapons tests;
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that the Soviets would secretly build a massive BW program after signing a
treaty prohibiting them from doing so; that suicidal terrorists would seize U.S.
commercial airliners, slam them into office buildings, and kill 3,000 people;
or that Saddam Hussein would shut down his WMD programs in secret while
thwarting efforts by the UN and Western nations to find that out. There can
be no doubt that poor collection greatly elevates the importance of analytical
imagination. To achieve it, analysts must significantly increase their use of
alternative or structured analysis to generate hypotheses about unlikely but
consequential events, even—perhaps especially—if they are otherwise hard to
imagine.

The integral relationship between collection and analysis is the overarching
lesson of the cases examined here. To summarize, when collection fails, it greatly
increases the probability that analysis too will fail. The responsibility to produce
analytical judgments on the basis of ambiguous, contradictory, and/or missing
information is a tall one. Of the three, handling missing information is the most
difficult. We currently have no analytical models or tradecraft that address this
issue. And most analysts are poorly equipped to deal with effective denial. Like
the patients whose terminal disease takes root long before the symptoms are
noticed, many analysts do not even know denial when they experience it.

This chapter has focused exclusively on intelligence failures.’> We can surmise
the counterpoint lesson we have learned from failures: When collection
improves, or when analysts better appreciate the limited collection on which
they are basing their arguments, they will do a better job of assessing the possible
outcomes and placing more credible probabilities against a variety of outcomes.
We do not know exactly how helpful such efforts can be, but it would be valu-
able to the intelligence community to invest in a more robust Lessons Learned
program that chronicles not just failures but also successes. Such studies should
describe an optimal relationship between analyst and collector when things go
right. For now, at least, these case studies illustrate that a healthier analytic
skepticism about the quality of information being used on most topics would
aid our ability to correct collection gaps and bound uncertainty. Analysts should
also consider a range of outcomes for analytical problems that are surrounded
in secrecy, obscured or distorted by denial and deception, and sometimes mud-
dled by the presence of too much bad or extraneous information (noise) to see
the truly important nuggets of truth.

The most important early questions an analyst can ask about his or her
assignment or “‘account” are: How good is collection against my target? Where
and how is it weak? What are its major limitations and shortfalls? How can I
learn more about these capabilities? What can I do to better exploit them? Can
I do anything to help direct or improve them? What D&D countermeasures does
my target use to defeat them?

Lacking another collection revolution in the twenty-first century to match the
technical breakthroughs that began forty years ago, smart and seasoned analysts
and collectors alike will appreciate why much improved collection is not likely
to emerge in the foreseeable future. Because analysts will have to live with under-
performing collection as far out as we can see, they will be well served to com-
prehend its implications and prepare themselves for much more challenging
analysis that can surmount the collection roots of intelligence failures.
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PART FIVE

Leading Analytic Change

ANALYSTS DO NOT sit alone at their workstations. They are hired,
trained, coached, and evaluated by many others who often are or have been
analysts by profession. Part five focuses on these managers and leaders—the
ones who can inculcate the analytic standards, values, and commitments that
can strengthen the profession but who must also be thinking ahead. To achieve
intelligence reform broadly and to introduce some of the analytic techniques and
tools suggested in many of the other chapters in this book, there will have to be
a managerial revolution of sorts as well.

John Gannon, a longtime manager who rose to become the Central Intelli-
gence Agency’s (CIA’s) deputy director of intelligence and later chairman of the
National Intelligence Council (NIC), speaks with authority as someone who has
led analysts both in the CIA and across the intelligence community. Showing his
penchant for looking toward the future—as the NIC did under his leader-
ship—he poses some of the new twenty-first-century challenges to managers and
suggests that new times require new thinking, including management’s updating
security practices, outreach efforts, and better use of open sources.

Mark Lowenthal—a former senior official of the State Department’s Bureau
of Intelligence and Research who has worked in Congress as well as for the last
two directors of central intelligence following the September 11, 2001, terrorist
attacks—offers some views on what must change in analysis following the trag-
edy. He, too, suggests that managers must take this as an opportunity to redesign
analysis as well as get back to some basics like research to deal with the coming
challenges.

For an even more challenging look at what intelligence leaders have to face,
Carmen Medina—the former CIA deputy director of intelligence and current
director of the Center for the Study of Intelligence—forecasts that analysis must
radically change to survive the information revolution. The key metric will no
longer be the “finished product” but rather “collaboration”—that is, insight
produced through teamwork rather than the efforts of any single analyst. What
we recognize as today’s analysis will not likely be found in tomorrow’s analytic
hallways.






CHAPTER 13

Managing Analysis in the
Information Age

JoHN C. GANNON

SOME PRACTITIONERS will say that good analysts are born, not
made. Though this is true of some colleagues I have known, this book is right-
fully focused on improving analysis through practice, study, and better attention
to a rigorous tradecraft. However, most intelligence community (IC) analysts do
not learn their trade primarily from books, training manuals, or courses but
rather “in the heat of the shop floor,” under the supervision of experienced
managers and mentors. This chapter focuses on explaining the role of managers
and suggesting they are an underappreciated resource for improvement in the
analytic art. It typically takes several years for an analyst to reach peak perfor-
mance. It takes even longer to develop a competent IC manager who can func-
tion as a substantive and editorial reviewer, an administrator, a teacher, a coach,
a mediator, and a troubleshooter constantly on call. In the years ahead, the
responsibilities of managers are certain to grow in a more complicated intelli-
gence community and a more dangerous world.

Aware of this, a host of IC managers in recent years—many before the Sep-
tember 11, 2001 terrorist attacks—have boldly led the way in improving ana-
lytic tradecraft, in advocating state-of-the-art methodologies, in promoting
information technology (including “wiki> applications), in increasing informa-
tion sharing, and in fostering vital partnerships inside and outside the IC.! Their
bold efforts should be recognized and applauded. They are on the right side of
history.

Nearly six years after September 11, however, the IC’s progressive managers
are still fighting an uphill battle against a resistant, oversized bureaucracy that
continues to make even easy things hard to do. For example, IC initiatives on
biosecurity, cybersecurity, information sharing, and homeland security have
been hampered by burdensome requirements to coordinate with countless
“stakeholders” across the community, when these critical national security mis-
sions actually require the unprecedented integration of the best expertise from
both inside and outside the IC.

To stress the importance of management, moreover, is not to idealize or
romanticize it. Historically, IC management has underperformed if we are to
believe multiple congressional and executive branch reports over the years. The
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bottom line is that immediate supervisors have the greatest impact on the morale
and motivation of analysts, who complain most about the managers closest to
them. Quality of management, in fact, is a serious retention issue across all the
agencies and disciplines of the intelligence community.

Managing intelligence analysts has always been taxing. During the cold war,
a team leader or branch chief would normally begin the day early by reading the
latest classified and open source information related to the unit’s accounts and
would then convene or attend sequential “production meetings” with subordi-
nates and seniors on proposals for current production. The manager, tending
intermittently to multiple administrative tasks—including training and
travel—in support of his or her subordinates, would later review and edit
approved pieces and would assist with sometimes contentious IC coordination
when required. The chief might squeeze in some time for individual career coun-
seling, or for the preparation of an oral briefing for a high-level policymaker
or member of Congress. Membership in an intra- or interagency task force or
consultation with bosses, IC counterparts, or consumers might eat up several
more hours.

The more conscientious managers would often be found late in the office to
review longer drafts or strategic assessments for important consumers—an oner-
ous task that often extended into a weekend. And an inspector general’s audit
could always be counted on to remind all managers of their broader, overarching
responsibilities for teaching and enforcing tradecraft principles, for overseeing
relations with internal and external consumers, and for upholding professional
ethics in the workplace.

The majority of IC managers today first make their mark as substantive or
functional experts. They generally are graded more on their ability to support
consumers and defend their team’s products and services than on their profi-
ciency in classic management functions or administrative tasks. It also is true
that many experienced analysts renowned for their substantive work actually
make middling to poor managers of people and process. All this is understand-
able in an analytic enterprise that performed reasonably well in the IC’s first half
century. But it will not be acceptable in a future in which other management
priorities—such as the active facilitation of internal and external collaboration,
the vigorous protection of analytic objectivity, serious attention to budget and
finance, flexible resource allocation, and sustained career counseling—will
become more important at every level of management. Today’s expectations of
managers, despite progress on several fronts, simply cannot meet tomorrow’s
needs. Top leaders will have to enable and empower analysts, whereas all man-
agers will have to lead by calling for more collaborative methodologies and tools
and by providing incentives for their analysts to exploit the power of informa-
tion technologies, the wisdom of outside expertise, and the insight generated by
new and rigorous analytical tradecraft.

A series of revolutions is moving the IC toward a more distributed system of
intelligence collection and analysis. IC leaders today are challenged: (1) to pro-
duce expert analysis, including strategic assessments, in record time on the wid-
est range ever of complex intelligence issues; (2) to exploit an unprecedented
glut of open source information, some of it of high intelligence value; (3) to
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develop issue-based networks of outside experts for ready consultation and col-
laboration; and (4) to disseminate tailored analytic reports in real time to the
broadest base of intelligence consumers in U.S. history. Progress on these goals
has been uneven, but the difficulty of achieving them cannot be overstated. To
achieve the higher standard that will be required, the IC will have to put much
greater stress on management accountability and invest much more in hard-core
management training.

This chapter has five objectives. First, it examines these and other challenges
facing IC analytic managers today. Second, it assesses in greater depth the driv-
ers of IC reform. Third, it discusses the pros and cons of managing intelligence
analysis in the information age. Fourth, it explores two important constants in
the intelligence business that will require careful and persistent management
attention in the future—the interactive nature of producer—consumer relations,
and the distortion of analysis (bias and politicization) in the intelligence process.
And fifth, the chapter argues that the diverse and complicated management chal-
lenges in the information age require the establishment of a permanent, fully
resourced IC training and education institution—a National Intelligence Univer-
sity (NIU).

Key Challenges

Globalization is having a major impact on the intelligence business. It is chal-
lenging the IC to boost its capabilities to exploit both open source information
and outside expertise while expanding the community’s substantive agenda and
shrinking the distance between intelligence producer and consumer:

 Threats are becoming more complicated and more distributed at home and
across the globe. Nation-states and nonstate actors, working alone or
together, have greater access to actionable information, global finance, and
destructive capabilities—including weapons of mass destruction. New intel-
ligence issues, many related to advances in science and technology, are
spawning new subject matter experts and additional consumers. Consumers
are more demanding, and more dispersed across all levels of government.
Analytic requirements frequently exceed the IC’s internal capabilities to
meet them, forcing managers to make tough choices.

* IC security policies on technology, cultural diversity in the workplace, and
contacts with outside experts hamper improved performance. Technology
will continue to advance faster than the U.S. government’s ability to absorb
it, which adds urgency to the need for strong partnership with the outside
world. On the inside, the IC needs a more collaborative decision-making
process among analytic, security, and counterintelligence stakeholders to
govern the hiring, professional development, and outside activities of
analysts.

o The bistorical interconnectedness of intelligence, policy, and politics is
harder to manage in a fast-moving information environment marked by a
closer-than-ever IC relationship with policymakers, members of Congress,
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and outside experts. And it is becoming more difficult to counter the bias
that permeates the intelligence bureaucracy. Good tradecraft is essential to
counter bias and outright politicization. But strong leadership is the only
failsafe means to protect analytic objectivity. There is no substitute for
responsible and accountable leadership in the hardscrabble intelligence
business.

* Networked consumers increasingly are exploiting alternative sources they
find more useful and timely than intelligence products—or are simply “good
enough”—to meet their tight deadlines. At the same time, IC analysts con-
tinue to lose comparative advantage on complex national security issues
and become more dependent on open source information and on collabora-
tion with outside experts.

 Career options for analysts are growing in number and appeal outside the
intelligence community. Managers are challenged to motivate and retain
a workforce that increasingly sees outside career options and—if current
conditions continue—less enticing inside options that limit exploitation of
state-of-the-art collaborative technologies, access to the best open source
information, and engagement with outside experts.

* Managers require more and better training to attain the higher management
standards needed to prepare and professionalize the IC workforce. In a fast-
action, high-tension working environment, effective management at every
level will be essential to orient analysts to an increasingly complicated and
regulated business, to smooth coordination in a larger community, to pro-
tect analytic objectivity, and to preserve the integrity of the intelligence
process. Managers will have to be leaders.

* A fully resourced IC training and education institution is essential in the era
of globalization. A community that has no institutions—which is the case
today—cannot be expected to professionalize its workforce and adapt it to
the information age. A “National Intelligence University”” would have the
mission to incorporate, preserve, and grow the vast body of professional
knowledge associated with intelligence. It would not only nourish a com-
mon IC identity and commitment. It also would educate all intelligence
stakeholders, consumers as well as producers, who influence the process
and constitute the “organic whole” of U.S. intelligence. IC reform cannot
succeed unless the IC, the White House, and Congress share the same goals
and a common strategy to achieve them.

The core message to the IC analytic community, which has been losing its
competitive edge in the information age, is not to sound a retreat or to settle
into complacency. The call is to strengthen IC management and boost the com-
munity’s analytical capabilities by aggressively exploiting technology, by sub-
stantially increasing investment in human skills and expertise, by improving
tradecraft training both locally and in the new IC university, and by forging
enduring partnerships with experts outside the community—especially in the
scientific world.
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The Drivers of IC Transformation

U.S. intelligence analysts are in the midst of an historic transformation, twenty
years in the making and with no end in sight. By the mid-1990s, the IC saw the
growing interconnectedness of networks moving information, culture, technol-
ogy, capital, goods, and services with unprecedented speed and efficiency around
the world and across the homeland. Globalization was recognized as the defin-
ing reality of our age, providing mankind with unprecedented opportunities to
do good and with unparalleled capability to do evil.

In a shrinking world of rapid communications, the distinction between for-
eign and domestic intelligence became blurred, along with the differentiation of
national and defense consumers. The community experienced a growing
demand for distributed intelligence support, including from military commands
and diplomats. IC analysts were challenged to access the best sources of informa-
tion and expertise, wherever they resided, and to make their operational focus
global.

The geopolitical revolution swept away the Soviet Union, transformed the
face of Europe, and forced the intelligence community to confront a global
threat environment in which both state and nonstate actors, acting alone or
together, have a much greater potential than in the past to operate against U.S.
interests across national borders, including our own. The transnational adver-
saries include terrorists (employing conventional, chemical, biological, nuclear,
radiological, or cyberspace attacks), weapons of mass destruction proliferators,
narcotics and human traffickers, and organized criminals.

The IC today is expected to provide expert analysis on nation-states, transna-
tional groups, and regional conflicts, as well as on cyber and bioterrorist threats,
humanitarian disasters, migration trends, international financial crises, environ-
mental problems, and infectious diseases. This broad, complex agenda, which
stretches the IC way beyond its internal capabilities, demands unprecedented
collaboration inside and outside the IC. And on a growing number of these
technical issues, the IC has little internal expertise to bring to the table.

The technology revolution—including information technology, the rapidly
advancing biological sciences, neuroscience, nanotechnology, material sciences,
and robotics—has brought good news and “dual-use” bad news for America
and mankind. It has been a ““wake-up call” to an IC that has seen its comparative
advantage in analyzing the Soviet Union dissolve into a heavy dependence on
outside experts on the tough issues it faces today, especially those related to
science and technology.

The IC, in one generation, passed from an information-scarce environment to
an information-glut environment. Major advances in technical collection pro-
vided more data than analysts could exploit. Technology promised to save labor
for IC managers and analysts, but the opposite occurred. It has made analysts
more efficient, customers more demanding, and the workload heavier. To be fair,
the intelligence bureaucracy has made serious efforts, many of them successful,
to respond to the technological challenge. Analysts today are filtering, searching,
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and prioritizing massive volumes of information employing link analysis, clus-
tering, times-series analysis, visualization, and automated database population.
To be accurate, however, the overall effort—especially with regard to the exploi-
tation of open source information—has fallen short of the mark, according to
post—September 11 reports by government watchdog agencies, legislative over-
sight committees, and both Congressional and Presidential commissions.?

Perhaps most telling has been the failure to provide Internet access and com-
prehensive and effective open source intelligence training to all IC analysts. This
is about capability at individual workstations, not at shared terminals or remote
centers. It is about training in the use of multiple search engines to include the
accessing of databases and commercial imagery. The IC, partly because of secur-
ity and counterintelligence concerns, has come late to recognize that open source
information contains valuable intelligence that it cannot afford to miss—and is
missing. It will be for a new generation of IC managers to get their analysts
on the web and to expand electronic connectivity and the use of collaborative
technologies across the community.

Homeland security is a facet of national security and arguably of the geopolit-
ical revolution. But the enormity of the intelligence challenge it represents justi-
fies treating it separately. The homeland security challenge is not just about the
alarming proximity of the threat to our neighborhoods, but even more about
the new national security stakeholders it brought to the fore, domestic ““first-
responders” with a legitimate need and justifiable demand for intelligence
support.

Since September 11, new legislation and executive orders have stood up the
Department of Homeland Security and called for the development of a national
intelligence capability, fusing foreign and domestic intelligence. This has acceler-
ated trends toward the integration of foreign and domestic analysis and toward
a distributed system of intelligence production to meet the real-time demands
of legions of new consumers focused on threat-risk assessment, infrastructure
vulnerability and protection, and “all-hazard” preparedness. The challenge is
huge. This national intelligence capability is still a distant reality as we approach
six years after September 11. IC leaders and managers will be tackling it for
years to come.

The September 11 attacks have sharply increased Congressional attention to
IC structural and organizational reform. The creation of the Department of
Homeland Security, the Office of the Director of National Intelligence, and the
National Counterterrorism Center are three prominent examples. These new
units are providing stronger focus on priority substantive and management
issues. IC managers are working hard to ensure their success. At the same time,
today’s managers are expected to deal with some of the disruptive and hopefully
temporary consequences of the rapid emergence of new structures since Septem-
ber 11: stretched analytic resources, dispersed expertise, cumbersome coordina-
tion, a bias towards transnational over regional analysis, military encroachment
into the national intelligence domain, a sharply reduced cadre of experienced
managers, confused roles and responsibilities among legacy and new intelligence
units, and divided accountability. These are serious issues that need to be

addressed.
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In contrast with an earlier era when analysts were characterized simply as
regional or functional analysts, today’s intelligence analysts and subject matter
experts encompass a vast and growing array of disciplines and labor categories.
In addition to new accounts in transnational issues like counterterrorism and
counterproliferation, there are freshly minted titles in information technology,
biotechnology, nanotechnology, material sciences, the environmental sciences,
neuroscience, and robotics. And, of course, there are armies of new consumers
for their products and services.

The worldwide computer remediation problem known as Y2K and the Sep-
tember 11 challenges nurtured a generation of cyber and critical infrastructure
analysts and threat-risk assessors. Denial-and-deception has become a distinct
discipline. Geospatial modeling and animation have emerged as key capabilities.
Open source intelligence analysts have appeared widely to help vet and exploit
the glut of information available from open sources. Analysis is a growth indus-
try. That’s the good news. Production coordination across analytic units has
become more complicated than ever. That means more headaches for IC manag-
ers and analysts.

Another troubling element of workforce transformation is the growing attri-
tion among analysts. The best analysts, understandably, will seek what they see
as the most rewarding professional opportunities and the best compensation for
their services. The IC today clearly is providing its analysts with a larger number
and wider variety of professional opportunities. At least some analysts, however,
bristle at the limited access to advanced technology they encounter in the work-
place and at the policies restricting their engagement with outside experts.>

Moreover, the community is competing, often at a disadvantage, with private
sector or other government employers who have more attractive opportunities
or deeper pockets. Shorter IC careers and a more active revolving door will not
necessarily constitute a crisis. Sensibly managed, it may actually improve the
analytic workforce over time. But it is a given that converting this challenge into
an opportunity will require more management attention.

The Pros and Cons of an Intelligence Career

Despite all these challenges, it is hard to beat the kick of the substance and
the cut of the people in the U.S. intelligence community. Intelligence can be a
challenging and rewarding career and a continuing education, if the analyst is
ready to seize exciting opportunities that inevitably will present themselves.
They will have ready access to first-rate training to sharpen their technical and
professional skills. They will be cleared to receive sensitive, classified informa-
tion. They will be authorized to put requirements on the IC’s global technical
and human collection systems. They will brief senior U.S. political, diplomatic,
military, and congressional leaders. As senior analysts, they will have access to
important policymakers and their “insider” agendas, which analysts will directly
support.

Analysts will have the chance to travel internationally, to learn foreign lan-
guages, to serve overseas, to develop impressive technical capabilities, and to
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work closely on important issues with able colleagues from all the intelligence
agencies and the policy community. They will rub elbows every day with some
of the smartest people in Washington. The policy issues on which they work will
be interesting and important to U.S. national security. And analysts covering
them generally will have greater impact than they would as academics.

Managers, however, also must explain and enforce policies that restrict the
professional activities of analysts. Analysts are not free agents. They work exclu-
sively for the U.S. government—intelligence bosses, policymakers, and increas-
ingly the U.S. Congress. The government sets the priorities and establishes the
tight rules of the game. An analyst may challenge bosses or offer personal views
on policy internally but has no authority to speak officially in public without
prior agency approval. Concepts of academic freedom do not apply. Managers
need to help adapt regulations on outside activities to today’s requirements—a
high priority—but the answer to the perennial question of “For whom do I
work?”” will not change. And it is a no-brainer that looser regulations on outside
activities, which are desirable, will never approach the standards of academic
freedom. The management challenge is to get the balance right between the
legitimate requirements for security and competent analysis in the information
age.

In the years ahead, reformist managers will find their strongest supporters
among the new technology-savvy generation of analysts who come to their jobs
with advanced information technology skills, intimate familiarity with the web,
a sophisticated appreciation for the value of internal and external collabora-
tion—and no corrupting experience in the IC’s information-hoarding stove-
pipes. Anecdotal evidence suggests that this generation is as patriotic as any
that came before, and that it appreciates the IC’s need for effective security and
counterintelligence.

But new analysts also keep aware of other career options and are, at least to
some degree, impatient with policies that restrict technology and collaboration
to a degree that is counterproductive to today’s analytic mission. IC managers
today, more than ever, need to listen to the concerns and ideas of the younger
generation whose take on the IC’s future matters a good deal (see box 13.1).

The Risks of Engagement

Even in the information age, there are important constants in the intelligence
business. These include the endemic orientation of the system toward U.S. policy
priorities and both the specter of politicization and the pervasiveness of bias in
the intelligence process. Managers need to be vigilant in balancing the benefits
and risks of the continuous interaction of analysts with collectors, fellow IC
producers, policymakers, and sometimes members of Congress, all of whom
constitute the indivisible organic whole of U.S. intelligence. In the “warp speed”
of the information age, these relationships will be much harder to manage.

The stakes today are often high. Consumers frequently set the priorities and
the deadlines, whether or not sufficient data exist to make an empirical assess-
ment. Analysts feel the pressure and often need management support and guid-
ance to deal with it. The president and his national security team demand
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BOX 13.1
Questions for Today’s Intelligence Managers

These questions should focus management attention on explicit policy changes
that would provide positive responses for today’s and tomorrow’s challenges:

First, why should an analyst want to work in the U.S. intelligence community
when managers cannot promise analysts electronic connectivity, state-of-the-
art collaborative technologies, or ready access to the Internet and outside
experts?*

Second, why would an analyst seek an IC career that restricts external profes-
sional activities and offers public ‘’scapegoating’’ of intelligence for their
failures?

Third, how will managers hire more analysts with diverse cultural back-
grounds and hard language skills and engage outside experts when security
and counterintelligence policies stand in the way?

Fourth, how do managers explain the virtues of working in an intelligence
community that is without a clearly defined post—cold war mission over other
professional opportunities, which do not present the hardships of organizational
insularity, outside criticism, and dangers of overseas duties?

Fifth, how will managers deal with an information-savvy customer who ques-
tions the intelligence community’s role as a center of expertise against the
diverse and complicated threats of the twenty-first century?

Note: For perspective, the 1996 strategic plan of CIA’s Directorate of Intelligence, Analy-
sis: Directorate of Intelligence in the 21st Century (Washington, D.C.: Central Intelligence
Agency, Central Intelligence Agency, 1996), set goals for the introduction of technology
that ultimately fell way behind schedule. A decade ago, the implications of the informa-
tion revolution were well understood outside the IC and in pockets within, but community
leaders remained biased in favor of clandestine collection and were slow to recognize
that the new windfall of open source information contained valuable intelligence.

analytic judgments when they need them, and the meaning of “urgent” has
become even starker in the information age. No matter how relevant or incisive,
however, IC analysis can be marginalized at times or even ignored in a policy
decision-making process that is susceptible to these other influences. And policy-
makers today have vastly more authoritative information sources available to
them that compete with intelligence.

The intelligence community is so big and its customer base so broad and deep
that an analyst can always find a comfortable niche working on lower-priority
issues with lower-level consumers, where tradecraft can be practiced in its purest
form and products are received gratefully without challenge. For those covering
high-profile, mainstream accounts, however, even the best practitioners of trade-
craft inevitably encounter pressures from consumers and even IC leaders in a
policy-driven system not transparent to the outside world. And in the pressure
cooker of intelligence, managers always will be needed to lead.

The distortion of analysis has two well-established forms—politicization and
analytical bias. Politicization, the willful distortion of analysis to satisfy the
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demands of intelligence bosses or policymakers, happens in the IC but is rela-
tively rare. It involves the conscious act of a leader, from inside and outside
the IC, who directs an analyst to change a judgment—or to decline to make a
judgment—for political or policy reasons. This practice cuts at the heart of ana-
lytical objectivity, a core value of the IC.

Politicization is a hypersensitive issue among analysts, and a difficult one to
manage because the matter demands strong intervention when the offense is
clear but can easily lead to stalemate when it is not.* A policymaker ordering a
change to an analytic judgment may be hard to deal with but the inappropriate
action would be transparent. The line often blurs, however, when accusations
result from the IC’s own review process. Analytic supervisors are charged with
substantive review that may appropriately challenge both the assumptions and
conclusions of a given draft, which, in turn, may anger the drafter who might
then unjustifiably perceive politicization. Managers need to foster open commu-
nications with analysts to clarify such cases, and, when deemed useful, encour-
age their subordinates to consult with the politicization ombudsman now
available in some IC analytic agencies.’

Bias is a subtle but pervasive influence based on the unconscious exertion of
pressure. It is systemic in the IC. The mission of analysis is to inform U.S. policy
decisions in support of U.S. interests around the world and to warn against any
force that opposes them. This is not a neutral baseline. In the world of intelli-
gence, chronic uncertainty and critical information gaps on major issues invite
further bias. Collectors can be enamored of their sources, and analysts are some-
times victims of their own rigid mindset, which causes them to miss signals that
their assumptions are wrong. And consumers are frequently invested in their
policies and often resistant even to reliable intelligence that challenges their
Views.

The record is clear. Politicization happens—even U.S. presidents have been
guilty of it. As chapter 6 by Gregory Treverton on this topic notes, the dangers
of politicization comes with the territory. Pressures to distort analysis are an
occupational hazard in the intelligence business, a recurring problem to be man-
aged by rigorous adherence to the best tradecraft, by analytic courage and integ-
rity, and by the timely intervention of responsible managers. Pressures to distort
usually surface when intelligence judgments are at odds with entrenched or evol-
ving policy. And, at times, the pressure is against writing at all rather than about
what to write.

Tradecraft—including the use of rigorous methodologies, tools, and tech-
niques to challenge assumptions and mindset—is an important factor in promot-
ing and protecting analytic objectivity, but it is clearly not the only one. The
Central Intelligence Agency’s (CIA’s) legendary scholar and foremost analyst,
Sherman Kent, published his path-breaking book, Strategic Intelligence for
American World Policy in 1949, which laid the foundations for analytic rigor
and objectivity. Three generations of intelligence officers since then have worked
to incorporate increasingly useful methodologies into IC training programs and
workplace practices. There is no debate today about the utility of methodologies
related to Alternative Analysis, Red Teaming, Competitive Analysis, or the Anal-
ysis of Competing Hypotheses (ACH) in reducing uncertainty when information
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is ambiguous or incomplete.® The 9/11 Commission and the WMD [weapons of
mass destruction] Commission have added to the pressure on the IC to develop
and deploy better tradecraft.”

There always has been a gap, however, between the enthusiastic application
of methodologies in the classroom and their sparing use in the IC workplace.
Analysts in the crush of multiple high-priority tasks with short deadlines rarely
have time to develop and assess alternative hypotheses or conduct competitive
analyses. Getting this job done depends on strong managers who make time and
provide other resources to examine alterative hypotheses. Tradecraft is not just
a requirement for analysts. It is a high-order responsibility for managers.

The considerable strength of the IC’s “system of checks and balances”
depends on people—leadership—not checklists or software. If managers, at
every level, do not insist on rigorous tradecraft, on respect for dissent, and on
open debate, bias will win in the form of lowest-common-denominator or dis-
torted analysis. If powerful consumers reject or question the need for Competi-
tive Analysis, chances grow that it will not happen. Responsible and accountable
managers are indispensable to guide the less experienced, to protect the quality
and objectivity of the analytic product, and to uphold the integrity of the pro-
duction process. In the end, the time-tested and hard-won integrity of U.S. intel-
ligence analysis does not run on automatic. Leadership matters, vitally.

Wanted: A Revolution in Training and Education

The IC manager’s responsibilities have grown in the information age, but so has
the need for formal training—for collectors, producers, and consumers. Today’s
analysts face unprecedented challenges in the complexity of the global threats
they face; and in the range and depth of requirements they received from
national, military, and congressional consumers. Yet, in sharp contrast with our
military services and diplomatic corps, no IC training and education institution
exists today—even though there are basic issues of analysis and collection that
merit a community-wide approach and increasingly complex business issues that
demand it. And there is now, more than ever, a need to educate all intelligence
stakeholders, consumers as well as producers, who interact in the process.

Most agencies today have their own training programs, but they often are
managed or staffed by contractors, and their courses tend to be agency specific.?
The director of national intelligence (DNI) has attempted to identify a core cur-
riculum for a virtual NIU, but on this, too, progress has been painfully slow. IC
training and education, as it is, simply cannot keep pace with changes in the
outside world. The DNI’s goal to unify and professionalize the intelligence
workforce cannot be achieved when even experienced employees know so little
about the history of their agencies or important current issues affecting intelli-
gence beyond the narrow limits of their own jobs. Lessons learned over the
years should be embedded in the knowledge base that defines the intelligence
profession.

The IC needs a National Intelligence University with a permanent central
campus, a strong comprehensive curriculum, and a distinguished core faculty.’
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Its students, in addition to IC professionals, would include a healthy mix of
policymakers, military officers, diplomats, and representatives of both the exec-
utive and legislative branches—the “organic whole” of U.S. intelligence. The
NIU, thus constituted, would develop courses focusing on the organization and
mission of the IC; on collection management; language and cultural studies;
analytic tradecraft; leadership and resource management; on budget and finance;
on IC career development; security; counterintelligence; civil liberties; open
source strategies; and on effective policymaker, congressional, and media rela-
tions. The university would teach the principles of information sharing, with all
its legal and bureaucratic complexities. It would teach professional ethics, with
its critical implications for the intelligence business.

The NIU would be a major center for engaging outside experts. It would be
an impartial source of competent research, and a credible ““institutional mem-
ory” for past IC policies and programs. It would look back thoroughly at intelli-
gence successes and failures, and it would look ahead boldly at where geopolitics
and technology are likely to take us. And, most important to IC analysts, it
would bring professionals from different agencies together to deepen their pro-
fessional knowledge but also to get to know and respect one another at multiple
stages of their careers. For the IC professional, the NIU would be about “us” in
the community, not about “me” in my agency.

Notes

1. E.g., this important point is reflected in the ambitious current program of the deputy
director of national intelligence for analysis, in the two reports from the National Intelligence
Council, Global Trends 2015 (December 2000, www.dni.gov/nic/nic_2015.html) and Map-
ping the Global Future (December 2004, www.dni.gov/nic/nic_2020_project.html), and in
the international Global Futures Forum/Partnership cosponsored by the CIA’s Directorate of
Intelligence.

2. E.g., see Commission on the Intelligence Capabilities of the United States Regarding
Weapons of Mass Destruction, Report to the President of the United States, March 31, 2004,
377-80; www.wmd.gov/report/index.html.

3. For one related, critical assessment, see Clive Thompson, “Open Source Spying,” New
York Times, December 3, 2006.

4. A serious study of the issue needs to be integrated into IC training and education. In
the author’s view, it would reveal an intelligence business that constantly grapples with uncer-
tainty and critical information gaps, and that works (sometimes successfully, sometimes not)
to counter “‘systemic” pressures to distort analysis both from within the IC and from consum-
ers. A fair reading of that history would support the conclusion that credit and blame for the
IC’s mixed record on both countering distortion pressures and tradecraft failings should be
distributed among intelligence collectors, analysts, managers, agency top bosses, policymak-
ers, and Congress. The key variable in improving the quality of analysis for today and tomor-
row is leadership.

5. The CIA has had a senior officer assigned as the ombudsman for politicization since
the mid-1990s, when Senate hearings focused on this issue. The ombudsman investigates
specific cases when charges are brought by CIA officers.

6. The best overall book on analytic tradecraft, which details the ACH process, is Rich-
ards J. Heuer Jr., Psychology of Intelligence Analysis (Washington, D.C.: Center for the Study
of Intelligence, Central Intelligence Agency, 1999). His chapter in this volume elaborates on
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one of the powerful analytic techniques that managers must encourage analysts to employ to
examine the huge volume of data flooding their inboxes.

7. See Commission on the Intelligence Capabilities of the United States Regarding Weap-
ons of Mass Destruction, www.wmd.gov/report/index.html; and National Commission on
Terrorist Attacks, The 9/11 Commission Report: Final Report of the National Commission
on Terrorist Attacks Upon the United States, July 22, 2004, www.9-11commission.gov/.

8. For example, the CIA University encompasses a series of schools for analysis and oper-
ations as well as a “leadership” academy. The instructional cadre is led by staff employees;
however, many of the instructors are either annuitants (retired analysts or operators) or con-
tractors hired to teach specific courses. Similar models are to be found in the training institu-
tions found at the National Security Agency, National Geospatial-Intelligence Agency, and
the Defense Intelligence Agency. To its credit, the National Defense Intelligence College (pre-
viously known as the Joint Defense Intelligence College) has become a fully accredited institu-
tion and is open to a wide range of students throughout the U.S. government.

9. The proposal to establish an IC training and education institution was unanimously
endorsed by the IC’s top analytic managers in 2000. See Assistant Director of Central Intelli-
gence for Analysis and Production, Strategic Investment Plan for Intelligence Community
Analysis (Washington, D.C.: Central Intelligence Agency, 2000), https://odci.gov/cia/reports
/unclass_sip/UnclasSIP.pdf.



CHAPTER 14

Intelligence in Transition: Analysis after
September 11 and Iraq

MARK M. LOWENTHAL

RICHARD HELMS once observed to the staff of the House Intelli-
gence Committee that the Central Intelligence Agency’s (CIA’s) Directorate of
Operations was “where you got into trouble.”" As Helms put it, the directorate
did things overseas—recruiting spies and conducting covert action—that were
both risky and illegal in the country where they took place. One of the ironies
of intelligence in the early years of the twenty-first century is that analysis has
proved to be as risky and controversial as operations. Much of this controversy
centers on two issues: intelligence prior to the terrorist attacks of 2001; and
the analysis of Iraq’s weapons of mass destruction (WMD) programs prior to
Operation Iraqi Freedom in 2002.

This chapter looks at where intelligence analysis is and may be going after
these two events, focusing on these questions:

¢ What have we learned—or think we have learned?

¢ What is different?

* What do we need to do now in intelligence analysis?
» Where do we go from here?

Lessons Learned and Unlearned—Perceived and Real

When asked why we have a CIA, David Kahn,? the scholar of intelligence,
replied: “It’s a two-word answer: Pear]l Harbor.” It is widely agreed that the
attack on Pearl Harbor provided the major impetus for the creation of the intelli-
gence community after World War II. The nation was unwilling to accept
another strategic surprise, a view that became more urgent in a world of inter-
continental ballistic missiles with nuclear warheads. Judged by this rather stark
standard, U.S. intelligence did well during the cold war, providing successive
presidents with intelligence to avoid strategic confrontations with the Soviet
Union and giving adequate warning (after an initial lapse) of the one near-strate-
gic surprise, Nikita Khrushchev’s decision to deploy missiles in Cuba in 1962.
This does not mean that there were no surprises across those fifty years, but
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none of them involved a strategic threat or imminent attack on the United States
of the magnitude of Pearl Harbor. For the most part, during the cold war, intelli-
gence succeeded.

The importance of strategic intelligence dwindled with the demise of the
Soviet Union in 1991. The decade that followed was somewhat unsettling for
the intelligence community as it attempted to find a new focus. Then—CIA direc-
tor Robert Gates once said that during the height of the cold war, half of all
intelligence activities were devoted in some way to the Soviet Union and related
issues. Deciding what to focus on in the absence of this overwhelming Soviet
issue and in the midst of nearly a decade of severe budget cuts was a daunting
managerial challenge. It is difficult to overstate the debilitating effect of these
“locust years.” George Tenet, half of whose long tenure as CIA director occurred
during this period, has said publicly that the intelligence community lost the
equivalent of one in four positions—that is, people who were never hired to fill
vacancies.? Finally, this was also one of those recurring periods of instability at
the top of the intelligence community and the CIA. In just under six years
(August 1991 to July 1997) there were five directors of central intelligence
(DClIs).

Terrorism was not a new issue; it was a recurring one. There had been terror-
ism largely related to the Middle East in the 1970s and state-supported terrorism
in the 1980s. Nor was the hostility of al-Qaeda to the United States a surprise.
From the first attack on the World Trade Center in 1993, through the abortive
millennium attacks on the eve of 2000, there were several other attacks and
some thwarted attacks. The famous President’s Daily Brief article of August 6,
2001, said that al-Qaeda remained hostile, wanted to attack within the United
States, and might use airplanes.*

The supposed intelligence analysis “lessons” of September 11 derive primarily
from Congress’s Joint Inquiry and especially from the 9/11 Commission report.
Although the Joint Inquiry noted that the tactical intelligence needed to stop the
September 11 attacks did not exist, these findings are relevant to analysis:’

* a failure to focus information and to appreciate the significance of some
intelligence;

* the absence of strategic analysis of al-Qaeda; and

« inadequate funding for counterterrorism, and the related issues of untrained
analysts and a dearth of language skills.

Perhaps the lasting contribution of the Joint Inquiry to the future of intelli-
gence analysis was cochairman Senator Richard Shelby’s assessment that the
intelligence community was unable to “connect the dots.” This condescending
and demeaning phrase—which equates intelligence analysis with a child’s diver-
sion—has entered the common parlance as a pervasive and repeated analytical
flaw. But the repeated use of the “connect the dots” phrase has serious implica-
tions for the future of intelligence analysis, as will be discussed below.

The 9/11 Commission Report focused more on structural issues but gave
these findings or recommendations regarding analysis:¢



228 | Mark M. Lowenthal

 There was insufficient strategic analysis of al-Qaeda.

¢ There is a need to institutionalize imagination, to use more red cell analytic
groups, and to develop more indicators.

¢ The report recommended a more issue-center-based organization.

Let us turn to Iraq WMD, which was, compared with September 11, the far
more serious issue in terms of intelligence analysis. It was very clear in 2002
that the George W. Bush administration was determined to do something about
Saddam Hussein, who was seen as a threat to U.S. security for a variety of
reasons. In October 2002, the intelligence community produced an update of its
previous National Intelligence Estimate (NIE) on Iraqgi WMD, at the request of
the Senate Select Committee on Intelligence. The key judgments, as stated in an
unclassified version released in July 2003, were that Iraq had continued its
WMD programs in defiance of the United Nations; that Iraq had chemical and
biological weapons; and that “most analysts assess” that Iraq was reconstituting
its nuclear program.” Once U.S. and British troops overran Iraq, however, it
became apparent that Iraq had very little in the way of a current or near-term
WMD capacity.

Like September 11, Iraqg WMD engendered a series of investigations and
reports. These included two reports by the Senate Intelligence Committee, the
WMD Commission, and an analysis led by former deputy DCI Richard Kerr
at the request of the assistant director of central intelligence for analysis and
production. To these should be added two foreign reports: the Butler Report on
British intelligence efforts and the Flood Report on Australian intelligence
efforts.® The main findings of these various reports pertinent to analysis include:

¢ Analysis was overly technical in nature, failing to examine the political and
cultural contexts for Iraqi actions (WMD Commission, Kerr Group, Flood
Report).

 There had been too great a shift away from long-term, in-depth analysis, in
favor of short-term products (WMD Commission, Kerr Group).

¢ There was an uncritical acceptance of established positions and assump-
tions (Senate, WMD Commission, Kerr Group).

* Analysts indulged in groupthink, that is, analysts too readily came to agree
on a position without examining it critically (Senate).

¢ There were possibly overreactions to previous errors—such as the underes-
timation of Iraqi WMD capabilities prior to the first Gulf War (Butler
Report, WMD Commission).

» There was a “layering” of judgments, that is, using judgments from earlier
parts of analysis as the factual basis for later assessments in the NIE
(Senate).

¢ Analysts failed to communicate uncertainties and the nature of intelligence
sources (Senate, WMD Commission).

¢ Analysts were risk-averse (WMD Commission).

» There was no evidence that the analysis had been politicized (Senate, WMD
Commission, Butler, Flood).
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This was a rather daunting indictment, even if one does not agree with each
finding. But one other finding of the Butler Report is also worth considering.
The Butler Report doubted that a better intelligence process would have led to
a correct conclusion. Certainly more could have been done to make the assess-
ments less stark and more nuanced and to give policymakers a greater sense of
the underlying uncertainties. But it remains extremely difficult to describe, in
terms of good analytical tradecraft as opposed to a blind leap of faith, how an
assessment might have been written that would have come to the conclusion
that Saddam was telling the truth and that Iraq did not have WMD in 2002.

One final point about the Iraq NIE is worth noting. It was a singularly unper-
suasive and noninfluential document. Although its main points would have
been—and almost certainly were—welcomed by policymakers in the Bush
administration, it was not written for them and they had little doubt as to the
nature of the Iraqi threat. Again, the NIE was written for the Senate, although
we know that only a handful of senators bothered to read the estimate, so it had
little discernible effect on the 77-23 vote in October 2002 authorizing the use
of force if Iraq did not give up its WMD. Finally, much of the same material was
used to support Secretary of State Colin Powell at the United Nations but, again,
it failed to move any of the nations to change their view and support the use of
force against Iraq.

What Is Different?

Like Banquo’s ghost at the dinner table in Macbeth, the issues of September 11
and Iraq WMD are spectral presences in U.S. intelligence analysis. And it is not
clear what will exorcise these issues. In the past, major intelligence failures have
been erased by later intelligence successes. For example, President John Kenne-
dy’s extremely negative views of the CIA after the Bay of Pigs fiasco were largely
erased by its far better performance during the Cuban missile crisis. But hoping
for a chance to shine is hardly a strong managerial platform. The true effect of
these two issues on analysis is the real or perceived lessons, some of which
approach the status of urban legends. Most prominent among these are:

« the importance of and the ability to “connect the dots,”
« the high risk of groupthink, and
« the prevalence of risk aversion.

As with most perceptions and urban legends, the existence of these views is
more important than their relationship to reality. There is also a strong under-
current that holds that not only is the truth out there but that it should be always
knowable. This is one of the more insidious implications of “connect the dots,”
the belief that more depends on following simplistic methodology than good
analytic tradecraft.

In terms of the ability to focus and concentrate, the intelligence community
remains pretty much where it was after the collapse of the Soviet Union. The
war on terrorism is a major issue but arguably does not have the same pride of
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place as did the Soviet Union. This is not to suggest that the war on terrorism is
somehow less important than the cold war. Rather, there are too many other
issues that can compete on a more equal basis with terrorism than was the case
during the cold war.

This greater equality of priorities carries with it several implications. First, it
is more difficult for managers to allocate analytic resources when no single issue
is first among equals. Second, it means that there is a wider diversity of skills
required among analysts, as well as a greater need to have analysts who are
more fungible. There will never be enough analysts to cover every possible issue.
When crises break out—especially in areas that were receiving little or no atten-
tion—analysts have to be shifted. Here, again, we see the effect of the locust
years. Thomas Fingar, the deputy director of national intelligence for analysis,
has stated that, in 2006, more than half the analysts in the intelligence commu-
nity had five or fewer years of experience.’ This relatively young and inexperi-
enced population goes to the heart of many of the findings of the various Iraq
WMD inquiries. They have less analytical expertise and less technical expertise.
They are less able to write in-depth or strategic analyses, as opposed to short-
term analyses—in large part because they are given fewer opportunities to do
so. Also, because of those “missing” 23,000 people from six to sixteen years
ago, there are large gaps in the cadres that should now be moving into senior
leadership positions.

The intelligence community, following the recommendation of the WMD
Commission, has begun moving toward a mission manager approach to organiz-
ing analysts.'® The commission argued that, for certain issues, the community
needs a single office that ““is responsible for making sure the intelligence commu-
nity is doing its all to collect and analyze intelligence on a subject.” Then-
director of national intelligence (DNI) John Negroponte appointed mission
managers for North Korea, Iran, Cuba and Venezuela (a single manager for
both), counterterrorism, and counterproliferation. Although the mission man-
ager concept may be worthwhile, one can see even in this set of five mission
managers inherent problems of coordination. Thus, counterproliferation is a
problem in and of itself and specifically in North Korea and Iran. Similarly,
Iran’s ties to terrorism overlap two mission managers. Which mission manager
has the lead in each of these cases? Cooperation and collaboration are necessary
and worthwhile goals, but to achieve the mission manager concept one manager
has to have the lead. Interestingly, the Kerr Group’s report argues that issue-
based centers will tend to exacerbate the divorce between technical and political
analysis that was evident on Iraqg WMD.

What Do We Need Now in Analysis?

The main improvements needed to do better analysis are competent analysts.
The intelligence community is hiring new analysts in most agencies. Then—CIA
director Porter Goss was ordered by President Bush to increase the number of
CIA analysts by 50 percent. New analysts are also being hired at the Defense
Intelligence Agency and in two of the newest analytic components, the Federal
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Bureau of Investigation (FBI) and the Department of Homeland Security. These
new analysts represent an opportunity and a challenge.

This new analytical cadre gives the intelligence community the opportunity
to do things they have never been done before, primarily in education, training,
and career management. Most intelligence components now have some sort of
introductory training for new analysts, although the details and contents of each
vary. Perhaps that is a good place to start. Now that the DNI has someone
directly responsible for community-wide training and education (i.e., an assis-
tant deputy director of national intelligence for education and training, who also
serves as the chancellor of the National Intelligence University), it would be a
good time to look seriously at the prospect of training all analysts across the
community in common curricula and techniques. Even better would be to break
the analysts out of the agency stovepipes into which they are put immediately
upon being hired and train them in classes that mix together analysts from vari-
ous agencies. It would be far better to begin inculcating analysts with an intelli-
gence community outlook at the beginning of their careers, rather than waiting
for them to be quite senior, as is now the practice. That would go a long way to
breaking the agency-based culture that continues to dominate the intelligence
community. The military believes very strongly in the concept “Train the way
you fight.” If the intelligence community truly wants to act like a community, it
has to follow this same training concept.

Hand in hand with improved introductory training has to come a serious look
at career planning and career management for analysts. There exist at best only
vague notions as to the skills and experiences that separate entry-level analysts
from those in the middle of their careers and the difference between those in the
middle from those who are considered senior. Serious thought has to be given to
analyst career paths. How many are there or should there be? Some analysts will
need or want to be moved around over the course of their careers. Others, who
have developed rare and unique specialties, may stay more within the bounds of
their chosen field. There has to be a personnel system that rewards both patterns.
Similarly, as analysts become more senior, not all will want to seek or are suited
for managerial roles. Again, how should the system deal with these differences
in a manner that is equitable and encouraging? The CIA’s Senior Analytical
Service offers a useful model here, although those analysts do not do enough to
serve as mentors (as opposed to managers) for junior analysts. Finally, imple-
menting rather than merely talking about the requirement that analysts have to
serve significant assignments in other agencies before they can be promoted to
senior ranks should be tried. It would be akin to the Goldwater-Nichols require-
ment in the military that joint duty assignments are necessary in order to be
eligible for promotion to general officer; in intelligence parlance, serving in a
policy job would be required before promotion into the Senior Intelligence Ser-
vice. Too often in the past, this requirement has been given lip service while
myriad exceptions were made for too many analysts.

All these recommendations go to two points. First, we have to treat analysts
across the intelligence community as a single professional cadre. As Rebecca
Fisher and Rob Johnston point out in chapter 3, a profession is commonly
defined as an occupation that requires specialized training and the mastery of
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specialized knowledge. Some definitions also include ethical codes and a process
of certification or licensing. If, as many of us believe, intelligence analysis is a
profession, then we have a ways to go to meet these requirements. We have for
too long treated analysis as both art and craft and, though these are important
components of the skill set, it is time to professionalize the analytic workforce.
The second point is the nature of the workforce. The only way we will erase that
experience gap noted by Fingar is if the new analysts stay with their careers. If
we fail these new analysts in the structure and management of their careers, they
will never become veteran analysts because they will not stay.

Urban Legends and Analytical Challenges

Beyond the workforce issues, significant analytic issues need to be resolved. As
stated above, the subtextual message of “connect the dots”—and of several
other reductio ad absurdum views of analysis, such as “looking for nuggets”—is
that the “truth” of any intelligence problem is ultimately knowable. Put another
way, the standard for judging intelligence now appears to be “right or wrong,”
which is rather stark and wholly unrealistic. The message appears to be that if
the analyst just lines up his or her intelligence in the right order, then he or she
will know what is coming next, what the answer is. Moreover, the entire burden
falls on the analyst—not on the relative availability or paucity of intelligence (or
“dots”), or the effort of states to deny or deceive us, or the possibility that more
than one answer may emerge. Interestingly, this view actually runs counter to
the fears about groupthink, which would seem to advocate—again, often for
formulaic reasons—that more than one answer be given.

It will be very difficult, for political reasons, to move away from this “right
or wrong” standard. Critics of intelligence analysis will likely see this as an effort
to be less rigorous, to duck responsibility, or to invite another September 11 or
Irag WMD. The only way to resolve this issue is to address it head on. There
needs to be a debate among the intelligence community, its policy customers,
and Congress on what are reasonable standards for intelligence analysis. There
is no reason that the press and the public cannot be part of this debate. To be
more specificc: How often should the intelligence community be correct, and
about what issues? It would be fallacious to expect that this debate would result
in a specific answer—80 percent, or maybe 75 percent on most issues, but 90
percent on the important ones, and so on. No such answer exists. But it is impor-
tant—if not crucial—that we arrive at some reasonable criteria by which intelli-
gence analysis can be judged. If we do not, then intelligence analysis will be seen
to fail on a consistent basis.

Much depends on how one views the analytical process. Again, if the starting
point is “dots” or “nuggets,” then intelligence analysis is reduced to finding
single-point answers. My own preferred metaphor for analysis is the creation of
pearls. It takes between three and six years for a bivalve mollusk to produce a
pearl. It is a slow, accretionary process. Similarly, good intelligence rests on
knowledge, and this customarily takes years to accumulate. Recall one of the
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critiques of both September 11 and Iraq: the absence of strategic analysis. Strate-
gic analysis depends on this accumulation over time. The intelligence community
spent almost fifty years collecting and assessing intelligence on the Soviet Union.
Analysts became steeped in detailed knowledge about Communist Party politics
and the workings of various weapons systems. This also depends on analysts
developing longer-term careers, again raising those workforce issues.

But this very approach exposes one of the problems in creating analytic stan-
dards. The community will tend to do better on smaller issues and run greater
risks of “error” on the big issues. The big issues—the events that seem to turn on
a dime—are more difficult to assess correctly because they tend to run counter
to this accumulated knowledge. The idea that the Soviet Union could collapse
peacefully, that the Communist Party would quietly give up power, ran counter
to the entire course of Soviet history. This was a regime that experienced no
limits in its quest for political survival or its willingness to brutalize its own
citizens. Given these facts—not intelligence subject to interpretation, but histori-
cal facts—what would be the analytical basis for predicting the swift and peace-
ful demise of the Soviet state? Similarly, what in Saddam Hussein’s past
behavior—his brutality, his mendacity, his willingness to use chemical weapons
against both foreign and domestic targets—Ileads to an analytical conclusion that
he is being truthful when he says Iraq no longer has WMD but he is unwilling
to allow inspections to affirm his claim?

The issue of a reasonable standard for analysis also lies at the heart of the
risk aversion issue. Analysts are not risk averse. They do not shy away from
making difficult judgments. They understand the nature of their work and that
they are not being called upon to make predictions. But they are averse to being
held to an unreasonable standard, to being liable to be called in front of a con-
gressional committee or investigating commission because they were less than
100 percent right. The fact that some senior analysts have seen fit to buy liability
insurance underscores the nature of the problem.

The need to build knowledge is another challenge the analytic community
faces. Analysts cannot continually fly by the seat of their pants. They need to
know their subjects in some depth so as to be facile with them, to understand
trends and anomalies, and to have some basis for their conclusions. The trend
away from strategic analysis in favor of short-term (or “current” intelligence)
reporting has greatly undercut analysts’ ability to build knowledge. It becomes
a diversion rather than a core value. This is also another result of the locust
years. As the analytic cadre decreased, it became more and more difficult to give
analysts the time required to build knowledge. The recurring ill-chosen meta-
phor expressed by managers, about how many analysts they had “in the line,”
ran directly counter to the building of knowledge. This obsession with the
“analytical line” also undercuts opportunities for education, training, travel,
or cross-assignments. How can anyone be spared when managers look at their
responsibilities as a continuing tactical engagement in which they are always
understaffed? That is why the ongoing increase in the number of analysts is an
opportunity—if they are managed correctly. If the increased labor power is sim-
ply used to buttress “the line,” then little will be gained and much lost. But if
this expected influx of new analysts is seen as an opportunity to allow a freer
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use of all analysts, or assign a greater proportion of them to training, then the
community will have gained a great deal. Managers should also recognize that
not every investment in knowledge building will have an immediate analytical
payoff. Some knowledge may not be needed for years; some may never be called
upon at all. That is one of the risks of the enterprise.

Hand in hand with a renewed devotion to the building of knowledge and
greater emphasis on strategic analysis, some thought should be given to the main
vehicle in which this strategic analysis is expressed: the NIE. As the Kerr Group
pointed out concerning Iraq, NIEs do not tend to be new, pathbreaking analysis.
They are more often compendia and updates of past analysis. It is time, as the
Kerr Group argues, to revisit the utility and role of the NIEs. They are too often
overly long, flabby documents in which a few estimative judgments are encased
within “all the community’s knowledge” on a given topic. This heft tends to
give added weight to the estimative portions, implying that there is a large body
of material supporting the judgments. Often, however, much of the NIE is little
more than background and bears no relationship to the estimative judgments.
Our British and Australian colleagues produce assessments (their word for esti-
mates) with a maximum of 1,500 words, and very little seems to be lost in the
telling.

As the Kerr Group also notes, NIEs tend not to be very influential documents
per se, as was the case with the Iraq NIE; they are more often used by this faction
or that in the policy community to support their positions, which often requires
very artful and selective quotations.

Some will see this recommendation as heresy. After all, NIEs are the intelli-
gence community’s considered views, provided by the DNI to the president. One
need not abandon that goal when jettisoning NIEs. But as I have written else-
where, there are also intellectual problems within the NIE process.'! The fact
that the views of all agencies are equal is a serious flaw. There is no accounting
here for expertise. Take, for example, the issue of Iraq’s 81-millimeter aluminum
tubes, an issue of tremendous contention in the Iraq NIE. Were the tubes suitable
for centrifuges or not? The issue ultimately came down to a judgment by the
CIA, which was the drafter, versus the Department of Energy and the State
Department’s Bureau of Intelligence and Research. Each of these agencies had
some legitimate expertise on the issue. However, had the FBI or the National
Security Agency decided to weigh in, their stances would have had equal weight,
despite their lesser knowledge of the subject. The other intellectual problem is
the use of the phrase “most agencies.” This is used to show where the main body
of opinion lies, but it masks which agencies are involved. Do numbers matter or
expertise? Does this mean most of the sixteen agencies that are part of the intelli-
gence community or only a majority of those drafting the estimate? How many
is that? Again, the main goal seems to be to give added weight to the judgment.
The intelligence community has correctly argued that the Senate’s accusation of
groupthink on the Iraq estimate is wrong. But the NIE process contributes to
this urban legend when it uses the “most agencies” construction.

The intelligence community also faces an important doctrinal issue. The Intel-
ligence Reform and Terrorism Prevention Act that created the DNI gives a new
definition to intelligence, which formerly was divided between foreign and
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domestic. Now there is only national intelligence, which subsumes foreign,
domestic, and homeland security intelligence. This third category is still rela-
tively new and undefined. We do not yet have a good working concept for what
homeland security intelligence (called HSINT—¢his-int”’—Dby some) means.
This is not an abstract intellectual issue. If we do not come up with a suitable
doctrine for HSINT, we are less likely to be able to stop the next terrorist
attack—not that we can stop them all. We still have a significant gap between
foreign intelligence and the first responders, whom we tend to flood with every
warning of a possible attack. Homeland security needs a working doctrine so it
can focus on the things that only homeland security can do and therefore serve
as the vital link between foreign and domestic intelligence and the first
responders.

Finally, the intelligence community needs to address the issue of politicization.
Interestingly, this is not a problem arising from the contents or internal processes
of the intelligence work related to September 11 or Iraq. Indeed, as noted, each
investigation of the Iraq WMD issue, including the Butler and Flood reports,
came to the conclusion that the intelligence was not politicized. But it does stem
from how the Iraq intelligence was perceived to have been used.

The Bush administration’s decision to fight a preemptive war in Iraq put the
intelligence community in the awkward position of serving as the main means
of justifying this decision. The controversy surrounding that process and the
political division over the ongoing fighting in Iraq have led both political parties
to stake out positions on the intelligence community’s approach to the “next”
issue, Iran’s nuclear program. In May 2006, several Democratic senators
requested that the intelligence community prepare an estimate on Iran, via a
letter to President Bush. Their request made specific reference to the “mistakes
made in the run-up to the conflict in Iraq.” In June 2006, the Democrats intro-
duced the Iran Intelligence Oversight Act, which would require “an updated
national intelligence estimate on Iran with an unclassified summary available to
inform debate by Congress and the American people.”

In August 2006, the House Intelligence Committee’s Intelligence Policy Sub-
committee released a staff report, “Recognizing Iran as a Strategic Threat: An
Intelligence Challenge for the United States.” This report, based on open source
materials, concluded that Iran is seeking nuclear weapons, likely has an offensive
chemical weapons program, and probably has an offensive biological weapons
program—conclusions that were strongly rebutted by the International Atomic
Energy Agency the following month.

No matter what the intelligence community produces at this point on Iran,
and on most other issues of consequence, it is obvious that the product will be
attacked by one political party or the other. This atmosphere is not conducive
to thoughtful or useful analysis. The DNI should meet with all concerned sena-
tors and representatives and urge them to step back if they truly wish to see
intelligence that is objective and may be useful to them, regardless of the final
outcome.

Similarly, the September 2006 leak of the April 2006 NIE on trends in global
terrorism evidently came from someone seeking to take issue with the Bush
administration’s policy on Iraq. One paragraph in an NIE of more than thirty
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pages, according to press reports, was made to represent the entire NIE. Thus it
was not surprising that President Bush decided to declassify most of the key
judgments to give a more balanced sense of the contents of the NIE. The end
result is to turn another NIE into a political shuttlecock. More important, this
constant barrage of political intrusion runs the very strong risk of making ana-
lysts gun-shy about their work if they fear that it will become an issue for parti-
san debate shortly after being written.

Where Do We Go From Here?

The years since September 2001 have been as brutal as any for intelligence anal-
ysis in the history of the intelligence community. That there has not been a mass
exodus of analysts is a testament to their dedication to their profession and to
the nation. Morale clearly has suffered, but recruitment numbers remain high—
which is reason for optimism.

To repeat, there is an interesting but ephemeral opportunity to make signifi-
cant changes in intelligence analysis. Some of these will respond to flaws that
were evident in September 11 and Iraq WMD. Many would ignore the urban
legends that have sprung up concerning those two events.

One of the criticisms of the intelligence community that arose from Iraq was
the absence of an institutionalized “lessons learned” capacity. This is quite true.
Here is an area where the intelligence community can profit from the military’s
practice, especially that of the Army. There is much to be gained from a regular
lessons learned capability. One learns not only from one’s mistakes but also
from one’s successes—especially those successes that did not follow established
doctrine. The DND’s office is actually in the midst of creating such a capability.
An obvious place to start would be September 11 and Iraq WMD. The research
has been done, although much remains to be done in sifting through the myriad
findings, sorting out those that are true or telling from those that are not. But
deriving lessons is meaningless unless the lessons are applied and processes are
then monitored to ensure that the new lessons are being applied. That is both
the challenge and the opportunity that the intelligence community faces in the
post—September 11 and Iraq environment.
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CHAPTER 15

The New Analysis

CARMEN A. MEDINA

INTELLIGENCE ANALYSIS is a discipline under scrutiny. When
individuals contemplate the intelligence failings associated with the September
11, 2001, terrorist attacks and the fruitless hunt for weapons of mass destruc-
tion (WMD) in Iraq, most of the attention is focused on the analytic part of the
intelligence profession. In the overview of its report’s key conclusions, the WMD
Commission, for example, states, “This failure was in large part the result of
analytical shortcomings.”! The paragraph does go on to cite collection issues
and problems in communicating with policymakers, but it is analysis that
absorbs the first blow. Long before this, former director of central intelligence
Stansfield Turner wrote in his 1985 book Secrecy and Democracy that ““analysis,
especially political analysis, is the Achilles’ heel of intelligence.””? Analysts failed
to connect the dots in time to prevent September 11, although many recognize
that institutional or procedural issues bore considerable responsibility for the
failure. In the case of Iraq, analysts are accused of failing to question their
assumptions and of building too many arguments on “single-threaded” intelli-
gence reporting that in the end turned out flawed.

Veterans of the intelligence profession and even some less knowledgeable
commentators know that this diagnosis simplifies the problem by not adequately
considering the role that other parts of the intelligence cycle played—or perhaps
more accurately did not play—in these failures, most notably the collectors. As
James Bruce argues in chapter 12 of this volume, analysts can only be as good
as the information they are analyzing, and in the run-up to both September
11 and the invasion of Iraq, collectors did an inadequate job of preparing the
“intelligence battlefield.” As the WMD Commission notes, they provided pre-
cious little intelligence for analysts to analyze.’ Even this commentary finesses
an important issue—that is, how good are analysts expecting collectors to be, a
point examined later in the chapter.

Although collectors have generally escaped the same kind of scrutiny that has
befallen analysts, it is important that analysts not use failings in collection as a
multiple-use “get out of jail free card.” Blaming the collectors overlooks the real
reason why we have intelligence analysts: to deal with a world of imperfect
information and significant uncertainty. In a world of perfect information, ana-
lysts are unnecessary or at least perform tasks, such as filtering or providing
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context, that are nice to have but not indispensable. Analysts exist because infor-
mation is imperfect, incomplete, and open to multiple interpretations. If analysts
are honest, they would admit to wishing it will always remain so.

These findings of the 9/11 and WMD commissions, the reports of congres-
sional committees, and the extensive commentaries by journalists and academ-
ics, however, do not get at the real issue the analytic profession needs to begin
tackling. Most of the current critiques of intelligence analysis do not present an
existential challenge to the foundational elements and precepts of analytic work.
For the most part, they accept the current processes and practices of intelligence
analysis and argue that what is needed is better execution. The new ideas that
are offered involve the perceived need to make better use of open source infor-
mation or engage in more collaboration and information sharing, as the deputy
director for analysis noted in his speech to the director of national intelligence’s
(DNI) Information Sharing Conference and Technology Exposition, August 21,
2006.* The conventional critique’s focus on execution is epitomized by com-
ments often heard from intelligence professionals seeking to diminish the sig-
nificance of the various commissions’ findings. It goes something like this: In the
period leading up to September 11, intelligence analysts were accused of not
connecting the dots. In the case of Iraq’s WMD, they were accused of excessive
connecting of dots. You cannot have it both ways, or so they say.

Actually both diagnoses can be correct, and thereby indicative of a more sys-
temic pathology. If intelligence analysts are prone to errors at both ends of the
“dot connection” spectrum, the problem may lie in a fundamental failing of the
analytic model: in the entire dot connection process or even in the expectation
that data—at least the data with which analysts today must work—can be reli-
ably connected by individual analysts. The analytic profession has for some time
assumed that its failings were the result of bad behaviors or pathologies, accord-
ing to some critics.’ In chapter 10, Jack Davis correctly points out the various
psychological barriers to good analysis and that these bad behaviors do contrib-
ute to bad outcomes. However, the full diagnosis is more complex. In fact, to
speak of a diagnosis is to put too much emphasis on what is wrong with analysis,
at the expense of really thinking hard about how analysis needs to be completely
different. What is most wrong with intelligence analysis is its essential design,
which over the years has failed to adapt to new threats, to new understandings
of human and social dynamics, and probably most important to new
technologies.

Analysis is at a historic turning point. The intelligence community is entering
a new era of analysis, during which it will be discovered that much of what used
to be called intelligence analysis was primitive and incomplete. In this new era
of analysis, prose prepared by so-called subject matter experts, which today still
accounts for the overwhelming majority of analytic product, increasingly will be
viewed as not analysis at all but just a form of commentary not unlike that
which can be found in The Economist, the New York Times, or web-log spaces
like www.danieldrezner.com. These types of expert commentary certainly have
a role in informing national decision making, but commentary should not be
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considered the same thing as analysis and certainly cannot take its place. Many
of the key elements of analysis, such as current intelligence and finished intelli-
gence, will become less and less relevant to the reality of the world, to the needs
of policymakers, and probably most important to the search for knowledge and
some kind of wisdom.

The argument that intelligence analysis is entering a significant new era
is built upon an assessment of how key aspects of the analytic process are
changing. In the arenas of information, analytic work practices, and the analyst—
consumer/policymaker relationship—defined largely by products and services—
the last five years or so have seen critical and accelerated change that looks set
to continue for many years to come.

The Data Challenge

The most significant driver changing analysis is the revolutionary explosion in
data, both secret and not, that is characterizing the twenty-first century. When
baby boomers began their analytic careers about thirty years ago, for the most
part they dealt with fairly limited amounts of data. An analyst asked to answer
a particular question was almost never able to travel to the areas in question to
conduct primary research. He or she could assemble and read all the relevant
information, usually in a matter of weeks. Relevant State Department cables and
intelligence reports numbered perhaps in the hundreds. Except for a scattering
of newspapers and magazines, there were few unclassified sources on foreign
affairs. In his speech to the DNI Information Sharing conference, Thomas
Fingar, deputy director of national intelligence for analysis, noted that in 1975
he was tasked with compiling a list of Chinese periodical publications. He had
seventy-three publications on the list, which he compared to the thousands that
would be available today.® If the analyst had been hired as a substantive expert
on a regional or functional issue, he or she was probably already familiar with
the relevant literature on the topic. Access to more current information from
foreign, unclassified sources was limited and circumscribed by the effectiveness
of the analyst’s personal filing system.

Today’s circumstances differ radically. The most significant change in intelli-
gence data arguably has been caused by the proliferation of digital media.
Although it is increasingly difficult to remember this period, much less informa-
tion about people and events was captured before the computer era. For those
of us who remember, these kinds of data were a nightmare for dissertation candi-
dates and professional researchers to access or process by manual calculations or
mainframe computer runs. Back then, the capture of an insurgent leader would
uncover some documentary information (perhaps notebooks, but not notebook
computers), and nothing like the mother lode struck today. When terrorist net-
works are disrupted and suspects arrested today, law enforcement and intelli-
gence services often acquire gigabytes if not terabytes of data (a gigabyte is 1
billion bytes of data, and a terabyte is 1 trillion bytes of data), which must be
scrutinized not just once but multiple times over long periods to harvest all the
useful information and insight from the data. The importance of a list of names,
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for example, may not become apparent for several years until some new infor-
mation or development provides critical context with which to interpret the old
information. During the 2006 British operation that stopped the plot to bring
down as many as a dozen transatlantic jets, deputy police commissioner Peter
Clark, the head of Scotland Yard’s Antiterrorist Branch, noted that the authori-
ties had found “more than 400 computers, 200 mobile telephones and 8,000
items of removable storage media such as memory sticks, CDs and DVDs,”
which he estimated at the time contained some 6,000 gigabytes of data.”

Open source information, of course, has also exploded. From traditional
media to text messaging to YouTube (www.youtube.com), the sheer volume of
data overwhelms analysts until they can devise a reliable filtering strategy. In
today’s increasingly “democratized” information economy, the analyst can no
longer depend on authoritative voices to be the primary sources of useful infor-
mation. The implications of this fundamental change in the nature of informa-
tion are often overlooked. Whereas during most of the postwar period analysts
were dealing with information scarcity, today they also often encounter informa-
tion overload. Much of this information admittedly is low grade but, as was
discovered in hindsight after September 11, critical insights can be derived from
the accumulation of large quantities of low-grade information.

The explosion in open source information and the democratization, through
the Internet, of the means of production of content is also providing analysts,
arguably for the first time ever, with insights into the views and thinking of the
average individual. Intelligence collection has long been biased in the direction
of elites such as government officials, but in a world of super-empowered com-
mon men and women and color-coded revolutions—such as the political
upheaval in Ukraine earlier this decade—it is important that analysts have infor-
mation with which to understand their issues as well.

This explosion of data is leading to a significant change in the nature of ana-
lytic activity—what might be termed as a transition from “analog” to “digital
analysis.” In the world of analog analysis, an individual—the 1960s baby
boomer—could reasonably have expected to read relevant information in a
defined period of time after which he or she would write a paper that conveyed
his or her views on a particular situation or development. Admittedly much
analysis today still follows this pattern, but it is increasingly found wanting by
consumers. The Washington Post columnist David Ignatius reported that many
officials at U.S. agencies found that the quality of Central Intelligence Agency
(CIA) analysis varies widely, from top-notch to very ordinary.® The analysis of
the future will increasingly and by necessity be digital. Analysts will be process-
ing huge amounts of data and will be picking up potentially relevant tidbits from
any number of sources, both secret and open. For the digital analyst, analytic
tools will be essential because the technology of reading will no longer be up to
the challenge of processing terabytes and petabytes of data (a terabyte is 1 tril-
lion bytes of data, whereas a petabyte is a quadrillion bytes of data). As Ambas-
sador John Negroponte noted in a 2006 speech at the Woodrow Wilson
International Center for Scholars, “The National Security Agency estimates that,
by next year, the Internet will carry 647 petabytes of data each day. ... By
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way of comparison, the holdings of the Library of Congress represent only 0.02
petabytes.””?

New Analytic Work Practices

Fundamental changes in the information environment will necessitate significant
adjustments in analytic work practices. In contrast to the baby boomer analyst
thirty years ago who could expect the information relevant to his or her task to
fit on top of a desk, individual analysts today simply do not have the personal
capacity to scan, much less analyze, the content that might be relevant to a
particular topic. Today’s and tomorrow’s analytic challenges will require teams
of analysts working both sequentially and nonsequentially, co-located and not
co-located, just to do an initial exploitation of the data that are often acquired
as the result of law enforcement, military, or intelligence operations. And as
noted, much of this information will need to be examined repeatedly, over a
period of years, as new events and information provide a context with which to
interpret old data.

The “lone expert” model will suffice for fewer analytic problems, a develop-
ment that parallels trends in other knowledge-based fields, such as medicine.
The National Institutes of Health’s Roadmap for Medical Research—posted on
its website in 2002—noted the importance of supporting and removing obstacles
to interdisciplinary research teams and initiatives to bring new insights and
approaches to health problems.'® And yet, even some of the most senior intelli-
gence officials, including past CIA directors and DNIs, still frame the issue of
expertise as an individual-based attribute rather than emphasizing component
or institutional expertise.

The complexity of the world and of the information environment might
appear as largely a collectors’ problem. However, it will also demand a change
in analytic work practices—forcing much greater analyst involvement with col-
lectors to better target and deploy collection assets. Hybrid analysts are already
becoming more common—one of the DNI’s early initiatives in analysis, for
example, has been the establishment of rapid analytic support and expeditionary
response teams, which deploy to the field in order to solve difficult analytic
problems by working with collectors and engaging in basic survey work.'" Col-
lectors praise the special something that analysts can provide by discriminating
between good data and data appropriately destined for the cutting-room floor
and by developing novel approaches and sources for information.

Balancing the demand for analytic talent among these competing require-
ments will become increasingly difficult. For years, many intelligence analysts
and their managers looked down on applications of analytic expertise to help
targeting or collectors, viewing this work as somehow ‘““beneath” analysts.
Much of this prejudice has dissipated but, as is often the case, the prejudice did
reflect at least one legitimate concern: given the choice between fast-paced and
exciting fieldwork and the often hard and interminable effort required to gener-
ate unique strategic insight, many analysts will choose the former. Policymakers
still ask the intelligence community to generate unique insight on hard problems,
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such as China’s evolution into a world power or the prospects for economic and
social development in Sub-Saharan Africa. It is probably unreasonable to
assume that individuals who enjoy the fast pace of hybrid analysis will also
flourish in the more measured rhythm of research, which can take months if not
years to generate insights on difficult problems.

“Insight” is the new buzzword in intelligence analysis, and a number of the
contributors to this volume have already suggested that this is a continuing chal-
lenge. However, it represents a long-standing desire of policymakers. Former
CIA director William Colby quotes Henry Kissinger as saying: ‘“Keep giving me
things that make me think.”'2 Definitions of insight are many, but a useful one
is that insight is the delivery to the policymaker as customer of a new way of
looking at an issue that he or she finds useful and thought provoking in fashion-
ing policy initiatives. The trend toward having more analysts work side by side
with collectors is important and in the case of the global war on terrorism
critical to national security, but there is no guarantee that it will contribute
significantly to the generation of the kind of analytic insight demanded by se-
nior policymakers.

The New Analyst-Policy Spectrum

Already, the more digital and more dynamic information environment and
changing analytic work practices are perturbing relations between analysts and
policymakers. The findings and products of hybrid analysts and of digital ana-
lysts (i.e., those who are taking full advantage of the digital environment) are
often quite different from the traditional journalistic or expertise-based com-
mentary of analog analysts. The initial tendency was to assume that senior poli-
cymakers would not be interested in these more tactical products, but experience
to date has shown that assumption to be flawed. Indeed, a new analytic spec-
trum is emerging that ranges from the microscopic or “forensic” focus at one
end to conceptual or “sense-making” efforts at the other. On the one hand,
forensic analysis, not unlike the work of criminal forensic experts, uncovers
unique insights from the careful study of large amounts of often quite minute
data. On the other hand, conceptual or “sense-making’ analysis provides poli-
cymakers with an entire new framework for interpreting events in the Middle
East, which is also highly valued. However, the expectation from policymakers
today increasingly is that these conceptual insights will be informed by the
sophisticated manipulation of current—often unclassified—data, not just histor-
ical knowledge. In Iraq, for example, policymakers are looking for analytic
interpretations of observable data of the evolving situation there, down to the
level of specific neighborhoods in Baghdad such as Sadr City, upon which to
base specific decisions.

This range of analysis has probably always existed, except that instead of
being viewed as a spectrum, on which all points were of roughly equal value, it
was seen to be more of a hierarchy. Analysts might start their career working
with basic data, but if they proved to be good enough they would graduate to
strategic analysis, which was always more conceptual. It was this view that led
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to the recent debates in the CIA’s Directorate of Intelligence, for example, as
to whether “targeting” analysts deserved to be called analysts at all. With the
emergence of new analytic methods, such as geospatial applications, forensic
analysts have begun to deliver a much more insightful, sophisticated, and useful
product to policymakers. The management of analysts, however, has not quite
caught up with the implications of the spectrum. For example, the prose-writing
ability of analysts is too often seen as the critical measurement of analyst per-
formance, even though prose is often the worst medium through which to com-
municate the findings of forensic analysis.

This diversification in accepted analytic products should also contribute to
the long-overdue demise of analytical concepts such as “current” intelligence
and “finished intelligence,” which arguably have never been particularly rele-
vant distinctions to policymakers. Both terms have been so grounded in prose
that writing has long been identified as the essential skill of analysis. Current
intelligence has been pilloried as contributing to the many ills of analysis and
has been viewed as an essentially thoughtless, mechanical production of recent
reporting. This critique is exaggerated, but it does capture the problematic use
of the term “current”—that the analysis of what has just happened can be
devoid of insight and only needs to record the essential facts. The digital infor-
mation environment now enables much more powerful and immediate analysis,
and policymakers have been demanding this for a very long time.

“Finished” intelligence is not a much more useful term. It usually means that
the intelligence information has been validated by some kind of organizational
and hierarchical process and thus can be viewed by a policymaker or decision
maker as authoritative. Certainly no one would deny that on many topics, such
as the status of Iran’s nuclear program, policymakers need authoritative analy-
sis. But the use of the term ““finished” implies a predictability in the tempo of
international events belied by recent history. Some practitioners defend the con-
cept of finished intelligence in order to attack new collaborative approaches to
intelligence analysis. Using social software tools like MediaWiki—referred to in
the intelligence community as Intellipedia—is just the beginning. Yet, critics
argue that the analysis on these new platforms is not “finished,” which is an
excuse for not embracing or even experimenting with these new capabilities.

Although such tools have their downsides, the critics tend to ignore the posi-
tives entirely. For example, Intellipedia allows real-time collaboration among a
community of experts and facilitates the kind of new work practices that the
digital environment now demands (see box 15.1). In addition, such collaborative
platforms and fast methods of communicating knowledge and insight are proba-
bly better suited to follow episodes such as the recent Israel/Hezbollah conflict,
where understanding of what was going on evolved on a daily basis. If one
examines the Internet-based Wikipedia posting on what Intellipedia does, it
notes that analysts from multiple agencies have used the network to post fre-
quent updates on recent events such as the crash of a small plane in New York
City or North Korean nuclear tests.!*> The initiative to transition analysts, much
less policymakers, to these new platforms will not be easy, but the speed and
transparency of these new processes will win them over in the end.
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BOX 15.1
Intellipedia

The Intellipedia consists of three wikis that run on JWICS (Joint Worldwide Intelli-
gence System), SIPRNet (Secret Internet Protocol Router Network), and Intelink-
U—all of which are classified and run on intranets. They are used by individuals
with appropriate clearances from the sixteen agencies of the U.S. intelligence
community and other national-security-related organizations, including Com-
batant Commands and federal departments. None are open to the public.

Intellipedia is a project of the Office of the Director of National Intelligence
(ODNI) DNI CIO Intelligence Community Enterprise Services office headquar-
tered in Fort Meade, Maryland. As of October 2006, it contained over 28,000
pages edited by 3,600 users. It includes information on the regions, people, and
issues of interest to those communities. Intellipedia uses MediaWiki, the same
software used by the Wikipedia free-content encyclopedia project. ODNI offi-
cials say that the project will change the culture of the U.S. intelligence commu-
nity, widely blamed for failing to ““connect the dots’’ before the attacks of
September 11, 2001.

Other versions are available on the U.S. Government Secret Internet Protocol
Network (SIPRNet) and the Sensitive but Unclassified Network (SBU). SBU
users can access Intellipedia from remote terminals outside their workspaces via
a VPN. The SIPRNet is intended to serve a similar purpose for U.S. diplomats
and Department of Defense personnel who are the predominant users of this
network. Open Source Intelligence users share information on the unclassified
network.

Source: Wikipedia, April 2007.

Policymakers in the future also are very likely to jettison the old notion of
analysis faster than the intelligence community, as the digital information envi-
ronment emerges. Unfortunately, the intelligence community has been largely
indifferent to this possibility, in part because it would require far-reaching
change. During the last few years, and particularly during the war in Iraq, poli-
cymakers have begun to express dissatisfaction with “analysis by anecdote,”
even though it has long been the prevailing model. Analysis by anecdote is a
natural byproduct of current collection techniques. An analyst can expect on
any given day to receive a couple of dozen new anecdotes, stories, and descrip-
tions of events relevant to a particular topic. A human intelligence (HUMINT)
report might tell the story of a particular meeting. A satellite image might tell an
additional story of what is happening at a particular location. And other intelli-
gence reporting might bring to light other narratives or stories. Based on this
string of classified or unclassified anecdotes, the analyst develops conclusions.

When policymakers read these conclusions, they might wonder why this anal-
ysis, based on a certain set of anecdotes, differs from something else he or she
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may have read or been told. Analysts may claim that their collection of anec-
dotes is authoritative, but given the vagaries of collection and its serendipitous
nature, that claim is not easily justified. As policymakers grapple with the need
to make momentous decisions, “analysis by anecdote” seems increasingly unsat-
isfying, particularly if the policymaker is aware of the powerful results possible
through exploitation of all available information. The implications of this
change are truly revolutionary, because in the end it should force a structural
reassessment of collection practices, not just analysis.

Managing the Transition

The integration of new analytic techniques into the work of the intelligence
community is already under way. In April 2007, the DNI’s 100 Day Plan for
integration and collaboration endorsed “‘the radical transformation of analysis
through integration of analytic workspaces, analytic products, analytic tools,
and the analytic direction of intelligence collection.”'* The first three elements
speak to the need for analysts to work more as a collaborative community; the
fourth addresses the growing role of analysts in assisting collection. But merely
identifying elements of the new analysis in DNI policy is not sufficient to ensure
a healthy and productive transition. The shift from a largely individual model
of work to one that places greater emphasis upon collaboration among many
represents a significant change in and challenge to the culture of the analytic
community. Behavioral changes are sensitive to the reward structure of an orga-
nization, which gives managers an important role in assisting the transition.

Perhaps one of the most important things managers can do is #ot to stand in
the way of the naturally occurring enthusiasm for the new analysis found among
the large number of recently hired analysts. As John Gannon implies in chapter
13, today’s young professionals have completed an educational journey that
emphasized teamwork; they are completely comfortable with cutting-edge tech-
nologies. In fact, they are turned off by organizations that appear to be techno-
logically naive or backward. The impressive growth of Intellipedia is testament
to the new generation’s enthusiasm for collaborative work.

Managers also need to recognize that their prevailing analytic model—
individual analytic research and writing—was, in many ways, a function of the
limited technology available until recently. Typewriters and word processors
were ill suited for collaborative work. Analysts wrote papers in part because
that was the only product that could be generated by the available technology.
Today, managers need to be more open-minded to the potential of what amounts
to revolutionary new approaches to the production of content and insight. It is
their responsibility to become educated in these new techniques so they can
guide intelligence officers in their application to analytic work. Technologically
savvy analysts guided by expert managers will contribute more to the generation
of insight than either group working on its own.

Finally, managers, who control the rewards system of the organization, have
to wean their organizations away from a system that rewards individual work,
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writing, and specific amounts of production; they must create incentives for col-
laboration on difficult problems with the goal of generating insight, not just
product. The intelligence community’s current promotion and awards system is
based on performance appraisal reports for individuals; scant attention is paid
to how units or teams perform against strategic goals. Progress first must be
made in setting goals for organizations, both large and small, that can be mea-
sured fairly and qualitatively, not just quantitatively. Progress in this area is an
essential first step in adjusting a rewards system that perpetuates an analytic
model overly dependent on the work of individual experts who are no longer
capable of meeting the challenge of a multilayered and increasingly complex
world.

Embracing the New Analysis

Visit any newspaper or magazine website and you will find the debate about the
decline of print journalism and the need to compete with the new media. Just as
our cousins in the traditional journalism business are worried about their
futures, so should intelligence professionals be concerned. There should be an
active debate among practitioners and users of how the “new analysis” should
meet the demands of a new customer base and exploit the new technologies now
available. For, when the transition to the new analysis is completed, the work of
intelligence analysts will little resemble what they do today.

Although there will always be prose, there will be even more graphic demon-
strations, geospatial models, interactive maps, and virtual world simulations.
Just as print journalism articles are increasingly crediting multiple contributors
spread across the news organization and the world for a news story, so intelli-
gence analysis will also reflect the multiple talents of many minds and the collab-
orative environments powered by social networking software. We will be
moving from today’s nascent, even primitive Intellipedia and other wiki technol-
ogies to entirely new breakthrough platforms that we cannot yet imagine.

Old and distinct categories of analyst or collector will seem archaic. It will be
harder to distinguish the reporter from the analyst, and in fact most intelligence
officers will be both collector and analyst—as has long been the case in the
journalism field. Insight will come from the synthesis, not from the dissection,
of knowledge. Collaboration networks, involving both analysts and collectors,
will manage large information holdings that rest on dynamic explanatory mod-
els that can be adjusted in real time to account for new developments.

As the profession of intelligence strives to become a true discipline on the
order of the medical field, it cannot reject the necessity of challenging the under-
lying premises that might have guided its earlier development. Old theories of
how to collect information, produce analysis, or deal with the customer must be
questioned just as medicine jettisoned leaching patients, amputating limbs to
halt infection, or removing brain lobes to control emotions. The sign of a healthy
professional discipline will be the intelligence community’s willingness to experi-
ment with theories of best practices and to lead change rather than be run over
by it.
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PART SIX

New Frontiers of Analysis

HAVING DIAGNOSED PROBLEMS and identified opportunities in
earlier parts of the book, the contributors to this final part provide a number of
directions where the field of analysis should aim to achieve better results. One
new dimension is the harnessing of technologies to enable analysts to develop
more rigorous and agile methods for assessing data, sharing insights, and reach-
ing judgments. An entirely different dimension is the expansion of analysis from
what has been largely the field of foreign affairs into the politically sensitive area
of domestic intelligence analysis.

The doyen of the analytic tradecraft field, Richards Heuer, offers his latest
thinking on how to apply rigorous techniques, such as the Analysis of Compet-
ing Hypotheses. Building on his seminal work, Psychology of Intelligence Analy-
sis (1999), he presents a practical way to employ computer techniques to
simplify and speed the use of rigorous, transparent, and replicable analytic meth-
ods. His contribution to this volume and to the professionalization of analysis
is simply invaluable.

Office of Naval Intelligence senior analyst Timothy Smith offers his under-
standing of epistemology, information technology, and knowledge management
to generate new ideas for more Internet-centric warning systems that can aid our
rapid learning and better forecasting of nonlinear events. This chapter is adapted
from his paper, which was selected to receive one of the 2006 Director of
National Intelligence Galileo Awards—which honor those presenting provoca-
tive new ways to reform the intelligence business. This chapter on warning intel-
ligence will certainly stimulate new thinking, sketch out the new era that we are
about to enter, and persuade us that we need to get there as soon as we can.

Bruce Berkowitz’s examination of homeland security analysis closes part six
with a serious look at how the United States must begin to grapple with the
question of domestic intelligence gathering and analysis. Berkowitz has spent
time in both the Central Intelligence Agency and the defense intelligence worlds
and has written widely on intelligence and modern warfare. He now applies his
insights into the world of analysis and to the question of how quickly the Federal
Bureau of Investigation and Department of Homeland Security can develop
effective analytic capabilities and what analytical issues might arise for the new
domestic intelligence analyst.






CHAPTER 16

Computer-Aided Analysis of Competing
Hypotheses

RicHARDS J. HEUER JR.

PEOPLE USE PHYSICAL TOOLS such as a hammer and saw to
enhance their capacity to perform various physical tasks. People can also use
simple mental tools to enhance their ability to perform mental tasks. These tools
help overcome limitations in human mental machinery for perception, memory,
and inference. Such limitations have been amply documented in previous works,
including the author’s book Psychology of Intelligence Analysis.! This chapter
discusses the development and ongoing enhancement of a tool called Analysis of
Competing Hypotheses (ACH), which guides and structures analysts’ thinking
about complex issues. This is one of a number of “thinking tools” taught to
intelligence community analysts.

Many tools for overcoming recognized cognitive limitations are based on two
basic principles—decomposition and externalization:

» Decomposition means breaking a problem down into its component parts.
That is, indeed, the essence of analysis. One dictionary definition of analysis
is “the separation of an intellectual or material whole into its constituent
parts for individual study; the study of such constituent parts and their
interrelationships in making up a whole.”

¢ Externalization means getting the decomposed problem out of one’s head
and down on paper or a computer screen in some simplified form that
shows the main variables or elements of the problem and how they relate
to each other.

The recommendation to compensate for limitations of working memory by
decomposing and externalizing analytical problems is certainly not new. The
following quote is from a letter Benjamin Franklin wrote in 1772 to the great
British scientist Joseph Priestly, the discoverer of oxygen:

In the affair of so much importance to you, wherein you ask my advice, I cannot
for want of sufficient premises, advise you what to determine, but if you please I
will tell you how. When those difficult cases occur, they are difficult, chiefly
because while we have them under consideration, all the reasons pro and con are
not present to the mind at the same time, but sometimes one set present themselves,
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and at other times another, the first being out of sight. Hence the various purposes
or inclinations that alternatively prevail, and the uncertainty that perplexes us.

To get over this, my way is to divide half a sheet of paper by a line into two
columns; writing over the one Pro, and over the other Con. Then, during three or
four days of consideration, I put down under the different heads short hints of the
different motives, that at different times occur to me, for or against the measure.

When I have thus got them all together in one view, I endeavor to estimate their
respective weights; and where I find two, one on each side, that seem equal, I strike
them both out. If I find a reason pro equal to some two reasons con, I strike out
the three, . . . and thus proceeding I find at length where the balance lies; and if,
after a day or two of further consideration, nothing new that is of importance
occurs on either side, I come to a determination accordingly.

It is interesting that Franklin over two hundred years ago identified the prob-
lem of limited working memory and how it affects one’s ability to make analyti-
cal judgments. Franklin also identified the solution—getting all the pros and
cons out of his head and onto paper in some visible, shorthand form. The fact
that this topic was part of the dialogue between such illustrious individuals
reflects the type of people who use such analytical tools. These are not aids to
be used by weak analysts but unneeded by the strong. Human cognitive limita-
tions affect everyone. It is the more astute analysts who are most conscious of
this and most likely to recognize the value gained by such tools.

Putting ideas into written form ensures that they will last. They will lie around
for days goading you into having further thoughts. Lists are effective because
they exploit people’s tendency to be a bit compulsive—we want to keep adding
to them. They let us get the obvious and habitual answers out of the way, so
that we can add to the list by thinking of other ideas beyond those that came
first to mind. One specialist in creativity has observed that “for the purpose of
moving our minds, pencils can serve as crowbars”*—just by writing things down
in ways that stimulate new associations.

Lists such as Franklin recommended are one of the simplest forms of struc-
tured analysis. An intelligence analyst might make lists of early warning indica-
tors, alternative explanations, possible outcomes, factors a foreign leader will
need to take into account when making a decision, or arguments for and against
a given explanation or outcome.

Other tools for externalizing the component parts of a problem include out-
lines, tables, diagrams, decision trees, and matrices, with many subspecies of
each. For example, diagrams include concept maps, argument maps, causal
maps, influence diagrams, and flow charts. Consideration of all those tools is
beyond the scope of this discussion, but the concepts of decomposition and
externalization are presented here because they underlie the ACH process, which
is the focus of this chapter.

Analysis of Competing Hypotheses

The component parts of ACH are evidence and arguments on the one hand
and hypotheses on the other. The evidence/arguments and hypotheses are
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externalized in the form of a matrix in which the analyst enters information
about hypotheses across the top and evidence/arguments down the side. The
analyst then evaluates the consistency or inconsistency of each item of evidence
or argument with each hypothesis.

The matrix helps the analyst overcome the limits of what can be maintained
in working memory. The analyst can deal with each element of the problem, one
at a time, without losing track of where it fits into the problem as a whole. In
this way, it is possible to manage and pay attention to a larger amount of infor-
mation. The matrix can also provide the focus for a systematic group analysis
or discussion of the issue.

ACH offers a simple model for how to think about a complex problem when
the available information is incomplete or ambiguous, as typically happens in
intelligence analysis. The unique insight behind ACH is that a key element of the
scientific method can and should be applied to types of intelligence problems
where this method has in the past been considered inapplicable.’ Like the scien-
tific method, ACH proceeds by trying to refute hypotheses rather than confirm
them. Unlike the scientific method, ACH cannot conduct empirical experiments
to test these hypotheses. It can only test hypotheses by assembling the available
intelligence reporting, open source information, and the informed logical deduc-
tions and assumptions of a knowledgeable analyst. Hence the conclusions can-
not be considered ‘“scientific,” but the basic approach of seeking to refute
alternative hypotheses does have significant analytical benefits. The ACH proc-
ess reduces the risk of surprise by ensuring that less-likely but possible hypothe-
ses are identified and receive full consideration.

Table 16.1 shows what an ACH matrix looks like. It shows a hypothetical
analysis of Iraq’s nuclear program as it may have been viewed by some analysts
prior to the invasion of Iraq. There are three hypotheses: (1) Iraq’s nuclear weap-
ons development program has remained dormant since its termination after the
Gulf War in 1991; (2) Iraq has begun secret efforts to reconstitute its nuclear
program but is a long way from being able to create a nuclear weapon; (3) Iraq
is expected to have a nuclear weapon within three years. The matrix shows just
a few of many possible items of evidence. For each item, the matrix lists the type
of source, rates the credibility and relevance of the evidence (high, medium,
low), and assesses the consistency or inconsistency with each hypothesis.

When a list of relevant evidence is compiled in an ACH matrix, the term
“evidence” is interpreted very broadly. It refers to all the factors that influence
an analyst’s judgment about the relative likelihood of the hypotheses. In addi-
tion to specific items of intelligence, it includes the absence of evidence that one
would expect to see if a given hypothesis were true. It also includes the analyst’s
assumptions or logical deductions about another person, group, or country’s
behavior, capabilities, intentions, goals, or standard operating procedures.
Assumptions and logical deductions may often generate strong preconceptions
as to which hypothesis is the most likely. They often drive the analyst’s final
judgment, so it is important to explicitly recognize them and include them in the
list of “evidence.”
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Comparing ACH with the Intuitive Approach
ACH differs from conventional intuitive analysis in three important ways.

* It avoids the satisficing trap.

« It determines the diagnosticity of evidence.

« It forces us to refute weak or wrong hypotheses rather than seeking to
“prove” or confirm our favorite ones.

Satisficing. Conventional intuitive analysis focuses on what we suspect is the
most likely answer, then assesses whether or not the available evidence supports
this answer. If it does, we pat ourselves on the back (“See, I knew it all along!”)
and do not look much further. This is called “satisficing”—that is, being satisfied
with the first answer that seems to be supported by the evidence that is readily
at hand.¢ This satisficing approach provides no stimulus for the analyst to iden-
tify and question fundamental assumptions. It bypasses the careful analysis of
alternative explanations or outcomes, which should be fundamental to any com-
plete analysis. As a result, it fails to recognize that much evidence that is seem-
ingly supportive of the favored hypothesis is actually of limited value, because it
is also consistent with one or more alternative hypotheses. Going with the first
answer that seems to be supported by the evidence is efficient, because it saves
time and works most of the time. It is usually also a safe approach, as the result
may differ little, if at all, from the conventional wisdom. However, the analyst
has made no investment in protection against surprise.

Diagnosticity. The conventional intuitive approach is to evaluate what ini-
tially appears to be the most likely hypothesis; the analyst looks for evidence to
support this hypothesis. In this process, the analyst is vulnerable to bias in favor
of evidence that confirms his or her initial impression. ACH requires the simulta-
neous analysis of multiple hypotheses. Working across the matrix, the analyst
evaluates each item of evidence, one at a time, to assess whether that item is
consistent or inconsistent with each of the hypotheses. This procedure deter-
mines the “diagnosticity” of the evidence.

The diagnosticity of evidence is an important concept that is, unfortunately,
unfamiliar to many analysts. Evidence is diagnostic when it is inconsistent with
one or more hypotheses and consistent with others. That is, it influences the
analyst’s judgment about the relative likelihood of the various hypotheses. An
item of evidence that is consistent with all hypotheses has no diagnostic value.
When doing an ACH analysis, it is a common experience for analysts to discover
that much of the evidence supporting what they believe to be the most likely
hypothesis is really not helpful, because the same evidence is also consistent with
other, less likely, hypotheses.

Refuting hypotheses. Analysts typically use their knowledge and past experi-
ence to develop a tentative explanation or understanding of the situation they
are analyzing. The conventional approach is to seek evidence to confirm this
initial appraisal. This approach works most of the time, but it too is vulnerable
to surprise. As noted above, ACH requires not only that analysts start with a
full set of alternative hypotheses but also that they proceed by seeking to refute
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hypotheses. The most likely hypothesis is the one with the least evidence against
it, not the one with the most evidence for it.

Computer-Aided ACH

The author developed the ACH methodology in the mid-1980s for a Central
Intelligence Agency (CIA) training course in the analysis of deception, and it
was subsequently taught in several intelligence community schools. Software to
facilitate implementation and expand the capabilities of ACH has been broadly
available for analyst use at CIA only since early 2006. It is now being taught
throughout the intelligence community. The software was developed by the
Palo Alto Research Center in consultation with the author, with funding from
the Advanced Research and Development Activity Novel Intelligence from Mas-
sive Data Program and the Office of Naval Intelligence. The software is unclassi-
fied and available to the public so that it may be used in academic programs
to train analysts for future employment in the intelligence or law enforcement
community.”

Analysts find the ACH software useful for a variety of reasons. Federal Bureau
of Investigation analysts like it because they see it as a great way to organize all
their evidence as they proceed with an investigation. CIA analysts report that the
software is user friendly, helps them use better critical thinking skills, generates a
better array of alternative hypotheses, and helps account for potential deception,
and because the matrix helps to depersonalize the argumentation when there are
differences of opinion. Their preferred use of ACH is to gain a better understand-
ing of the differences of opinion with other analysts or between analytical
offices. The process of creating an ACH matrix requires identification of the
evidence and arguments being used and how these are interpreted as either con-
sistent or inconsistent with the various hypotheses. A review of this matrix pro-
vides a systematic basis for the identification and discussion of differences
between two or more analysts. This discussion is often considered the most valu-
able part of the ACH process. Again, references to the matrix help depersonalize
the argumentation when there are differences of opinion. These reports from
ACH users support the statement in the introductory chapter of this book, that
“the sharing of data, hypotheses, interpretations, and questions among analysts
and other nongovernment experts is possibly where the most insightful cogni-
tion is occurring, rather than on the page of a finished assessment or a Power-
Point slide.”

If discussion does not resolve differences over the matrix, it at least identifies
more clearly the basis for these differences, leads to a search for other informa-
tion that might resolve the differences, and enables one to track the impact of
these differences on the overall analytical conclusion.

Collaborative ACH

The current version of the ACH software is designed as a standalone system for
use by a single analyst. Now we have seen that analysts want to use it to facilitate
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group discussion and deliberation. To do so, however, they must huddle around
a single computer screen, and there is no way to compare automatically matrices
developed by other analysts with the same set of hypotheses and evidence.

An enhanced version of the ACH software, tentatively called Collaborative
ACH, is now being developed by CIA. This will provide an excellent framework
for collaboration between analysts either in the same office or working across
organizational boundaries. As noted above, the cross-fertilization of ideas helps
analysts avoid personal bias and generate more and better ideas. The matrix can
combine inputs from analysts with different specialties. When analysts disagree,
differences between matrices can be used to highlight the precise area of
disagreement.

The original goal of ACH was to lead individual analysts through a struc-
tured process that changes how they think. The goal of Collaborative ACH
is even more ambitious: to change how intelligence community organizations
function. A primary target for change is the process for interagency coordina-
tion of intelligence products. In discussing the coordination process with the
author, the former CIA deputy director for intelligence, Carmen Medina, noted
that “at a coordination meeting, the last thing the author of a report wants to
hear is a new idea.” At this point in the process, positions are already locked
in, and the outcome of discussions is often determined more by a strong per-
sonality or organizational influences than by informed analysis. This process is
dysfunctional.

The Collaborative ACH process can help to overcome serious problems asso-
ciated with the coordination process:

* It can ensure that analysis starts with a common definition of the problem,
that is, the identification of alternative hypotheses (possible explanations or
outcomes that need to be examined).

¢ It can help ensure that participating analysts from different offices and agen-
cies are all working from the same body of evidence and arguments. Partici-
pating analysts propose items of evidence or arguments, which must then
be evaluated by every other member of the group. This assures that every
participating analyst has an equal opportunity to express his or her views.

» Assumptions and biases are made explicit, while differences of opinion
between analysts become apparent through different ratings of the evidence.
Thus differences of opinion are surfaced, discussed, and resolved to the
extent possible early in the coordination process.

» When there are differences of opinion, comparison of ACH matrices pro-
vides a mechanism for tracing the origin of the differences and analyzing
how much effect, if any, they have on the final conclusion.

» The ACH process also provides a framework for clear presentation of an
analytical conclusion, or discussion of alternative views, at a coordination
meeting or in an analytical report.

As currently planned, the Collaborative ACH program will have benefits that
go beyond the simple ability to use the ACH tool to create and analyze a matrix
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in a collaborative process. Analysts with common interests who work in differ-
ent agencies, or in different parts of the same agency, will be able to establish
a common virtual workspace on Intelink, the intelligence community’s shared
classified network. In this virtual workspace, they will be able to work collabo-
ratively on important issues long before they join arguments in the coordination
process. They will be able to organize and access a common set of evidence
concerning an issue of common concern; create, share, and compare ACH matri-
ces; and have an interactive “chat” tool for informal communication about the
matrices or any other topic or issue of interest. The same platform for online
collaboration is being planned to also support other collaboration tools on
Intelink.

It is sometimes said that communication is the basis for culture. If true, then
opening new means for interagency communication in virtual workspaces on
Intelink—where structured analytical techniques such as ACH can be used col-
laboratively—can be a big step toward changing the current culture of indepen-
dent analytical fiefdoms. Access to this virtual workspace will be limited to
registered participants in a specific project and approved observers. Observers
will be able to read and ask questions or make comments or suggestions but will
not be able to add or edit any item of evidence or evaluation of the evidence.

The development of Collaborative ACH will further the objective set by
Thomas Fingar, the Office of the Director of National Intelligence’s deputy
director of intelligence for analysis: “to transform the analytic component of our
community from a federation of agencies, or a collection of feudal baronies, into
a community of analysts, professionals dedicated to providing the best and most
timely, most accurate, most useful analytic insights to all of the customers we
serve.”’® Fingar explained that collaboration is central to this, and that he always
uses the word collaboration rather than cooperation: “Cooperation is something
we make people do: ‘Play nice in the sandbox. You will come to this coordina-
tion meeting.” That’s not good enough. Collaboration must be something that
people are excited about doing; do without thinking about it; do in ways that
are invisible or transparent; do because they recognize it leads to better insights,
more timely responses.” If the CIA analyst response to the current ACH soft-
ware is any indication, the development of Collaborative ACH software will
help achieve that goal.

Bayesian ACH

There is more than one approach to ACH. Following the publication of Psychol-
ogy of Intelligence Analysis in 1999, other researchers began to consider the
applicability of the ACH concept to their particular areas of research interest.
Several research groups are pursuing Bayesian or other advanced statistical
forms of ACH. Bayesian inference is a statistical procedure for quantifying
uncertainty. Probabilities are based on degrees of belief rather than frequen-
cies.'® Hence it is an appropriate method for aggregating a series of subjective
probability judgments by intelligence analysts or other subject matter experts.
For Bayesian ACH, these probability judgments are about the relationship



260 | Richards J. Heuer Jr.

between evidence and hypotheses. The Bayesian ACH project most closely asso-
ciated with the U.S. intelligence community is the Mitre Corporation project for
Counter-Deception Decision Support.!!

Bayesian ACH places greater emphasis on a more precise evaluation of the
relationship between each item of evidence and each hypothesis than what might
be called, by comparison, simple (or non-Bayesian) ACH. This mathematical
precision is a strong plus but adds considerable complexity and makes the proc-
ess less user friendly. It requires the analyst to make many more and more precise
probability judgments about the relationship between each item of evidence and
each hypothesis. Many Bayesian ACH analyses have multiple linked sets of
hypotheses that add further to their complexity.

The Bayesian ACH approach uses these expert judgments about the evidence
as inputs for calculating the probability of each hypothesis. The preparation of
the matrix is substantially more time consuming than in simple ACH. It also
requires the assistance of an expert in Bayesian analysis and/or other method-
ological procedures to train the analyst in this technique and help the analyst
work through the many complex judgments that go into the matrix.

Proponents of Bayesian ACH believe that critical intelligence issues, especially
an issue such as deception, are so complex that they are often beyond the cogni-
tive ability of a human analyst to make an accurate probability assessment. To
measurably and substantially improve analytic performance, these ‘“Bayesians™
model the analytical problem, with the individual analyst providing probability
estimates about individual pieces of this model. The Bayesian model is then used
to calculate the relative probability of each hypothesis.!2 This is in sharp contrast
to simple ACH, which aspires only to provide the mainstream analyst with a
useful tool for guiding the analyst’s thinking in the potentially most productive
channels. Simplicity, transparency, and ease of use are among its attractions.

An additional feature of the Bayesian approach is that it provides a mathe-
matically accurate probability calculation. Whether this calculation is an accu-
rate reflection of reality depends upon the accuracy of the analyst’s judgments
that go into the calculation and the appropriate adaptation of the methodology
to the circumstances of the individual case. The strength of Bayesian ACH seems
to be for research to learn more about how to analyze highly complex problems
such as the detection of deception, plus experimental support to conventional
analysts on a few selected issues. It is hoped that this research will develop
insights about the analysis of such issues that can be taught to and used by
mainstream analysts.

Evaluating ACH

When evaluating any analytical tool, it is useful to look at its impact on various
stages of the analytic process. A simple model of how most intelligence analysts
work involves four steps. When given an assignment, analysts (1) search for
information, (2) assemble and organize the information in a manner designed to
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facilitate retrieval and analysis, (3) analyze the information to make an estima-
tive judgment, and (4) write a report. This section looks at the impact of ACH
at each stage of this process.

Search for Information

Searching for information may be the step at which ACH has the greatest impact
on the analysis and makes the greatest contribution. For each hypothesis, the
analyst asks, “What events should occur and what evidence should be observ-
able if this hypothesis is correct?” And then the analyst seeks out this informa-
tion. Learning and new ideas occur as analysts identify alternative hypotheses
and then search for the information needed to refute rather than confirm these
hypotheses. When first exposed to ACH, analysts often say it is useful because
it gives them ideas they had not thought of and helps them see an issue from
different perspectives.

Consideration of multiple hypotheses drives a much broader search for infor-
mation than busy analysts would otherwise pursue. The focus on diagnostic
information that enables the analyst to refute hypotheses casts a different per-
spective on what information the analyst searches for and considers most valu-
able. This approach can be considered an investment in reducing the risk of
surprise. A couple of examples illustrate this.

India’s nuclear test. Indian testing of a nuclear weapon in 1998 took the
intelligence community by surprise and prompted considerable critique and
introspection about U.S. intelligence performance. Shortly before the test, the
intelligence community concluded that “there is no indication the Indians would
test in the near term.”'? Underlying that estimate was an assumption that any
preparations for a nuclear test would be observable in advance, because that is
what happened several years earlier. India was preparing for a nuclear test, we
observed the preparations, and we then applied enough pressure on the Indians
to cause them to cancel the test.

The intelligence community assumption in 1998 that nothing had changed,
and that observable test preparations would give us advance warning of any
test, was never questioned. If ACH had been used, that mistake would not have
happened. That is because one of the hypotheses would certainly have been that
India is planning a nuclear test in the near term but will conceal preparations
for the testing to avoid a repetition of what happened a couple years earlier.
Consideration of this hypothesis would have required the analyst to evaluate
India’s motive and capability to conceal its intention. It would also have
required assessing U.S. intelligence ability to see through Indian denial and
deception. If that alternative hypothesis had been considered, it would have been
very difficult to refute.

Iraq’s nuclear weapons. It is unlikely that ACH analysis of the Iraqi nuclear
program prior to the 2003 invasion of Iraq would have arrived at the correct
conclusion: that the program was dormant. This is because of the history of
Saddam Hussein’s determination to obtain and willingness to use weapons of
mass destruction (WMD), and strong memories of discovering after the 1991
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Iraq war that intelligence estimates had underestimated Iraq’s inventory of
WMD. Analysts were determined not to underestimate the Iraqi WMD again.

However, an ACH analysis would have at least placed an important hypothe-
sis on the table—that “Iraq is not now trying to rebuild its nuclear weapons
program.” If that hypothesis had been considered, it might have been unexpect-
edly difficult to refute. At a minimum, it would have forced analysts and policy-
makers to:

* Recognize that the assumptions on which the prewar national intelligence
estimate was based were ten years old, and that the evidence for the nuclear
program was nearly as dated.

* Scrutinize more critically the evidence that was marshaled to support the
nuclear reconstitution argument (acquisition of aluminum tubes and the
fabricated Niger yellowcake stories) that was not really examined closely
until after the intelligence failure started to become apparent.

» Focus more attention on the testimony of Lieutenant General Hussein
Kamil, Saddam’s son-in-law and former manager of the Iraq WMD pro-
gram who defected to Jordan in 1995."

Assemble and Organize Information

The ACH software enables analysts to categorize and sort evidence in analyti-
cally useful ways. For each item of evidence or argument, the analyst enters into
the matrix information on the date or time, type of source, credibility of the
source, and relevance of the evidence, in addition to rating the consistency or
inconsistency of the evidence with each hypothesis. Sorting the evidence by these
categories makes it easy for the analyst to compare evidence from open sources
with evidence from clandestine sources, compare the results of evidence from
human sources versus evidence from technical sources, compare more recent
evidence against older evidence, and to compare conclusions based only on hard
evidence (intelligence reports) with conclusions based on soft evidence (the ana-
lyst’s own assumptions and logical deductions).

Sorting and analyzing evidence by type of source can provide clues to the
reliability of sources and possible deception. If all types of sources are telling a
consistent story, that is a good sign. If not, the analyst needs to figure out why.
Are some sources vulnerable to manipulation for the purpose of deception?

Analyze the Information

Of particular value is the ability to sort evidence by its diagnosticity. Evidence is
diagnostic if it helps to distinguish the relative probability of each hypothesis.
Given the goal of refuting hypotheses, only evidence that is inconsistent with
one or more of the hypotheses is considered diagnostic. Sorting to bring the
most diagnostic items to the top of the matrix identifies those items that appear
to be driving the conclusion. It is a truism that analysts need to question their
assumptions. Experience tells us that when analytical judgments turn out to be
wrong, it is often because key assumptions went unchallenged and proved
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invalid. The problem is that analysts cannot question everything. Sorting the
evidence and arguments by diagnosticity identifies those most diagnostic items
that play a critical role in the conclusion. Double-checking and consideration of
alternative interpretations of these items are appropriate.

The ACH software adds up the inconsistency ratings to provide a rough score
for each hypothesis. The more inconsistent the evidence, the higher the score,
and the less likely the hypothesis. However, this is an approximation that is no
more precise than the ratings that make up that score. It does not eliminate the
need for analysts to use their own good judgment. The true value of ACH is the
learning process that occurs as the analyst creates the matrix, not the inconsis-
tency score that is calculated for each hypothesis.

The inconsistency scores only tell the analyst what the analyst told the pro-
gram to say through his or her selection of hypotheses and evidence and evalua-
tion of that evidence. One purpose of the inconsistency score is to keep the
analyst focused on the need to refute hypotheses, rather than confirm them, and
to track progress in doing that.

Another purpose of the score is to provide an independent check on the ana-
lyst’s own thinking. After completing the matrix, analysts compare the inconsis-
tency scores with their own personal views about the hypotheses. If the relative
likelihood of the hypotheses as shown by the scores matches up reasonably well
with the analyst’s own conclusions, this indicates that the matrix is an effective
representation of that analyst’s thinking. That is good. If there is a significant
discrepancy between the computer-generated scores and the analyst’s own
thinking about the hypotheses, which happens quite often, the analyst needs to
figure out why, and this is another part of the learning process. There are two
principal reasons why the analyst’s thinking may diverge significantly from the
inconsistency scores.

If the scores in the matrix do not support what the analyst believes is the most
likely hypothesis, one common explanation is that the matrix is incomplete. The
analyst’s thinking may be influenced by assumptions or logical deductions that
have not been included in the list of evidence. In political or military analysis,
for example, conclusions will often be driven by assumptions about another
country’s capabilities or intentions. A principal goal of the ACH process is to
identify those assumptions and other factors that drive the analyst’s thinking on
an issue, so that they can then be questioned and if possible validated.

A second possibility is that the scores seem to give too much credibility to one
or more of the less likely hypotheses. That will happen if the analyst has not
assembled the inconsistent evidence needed to refute them. This may be because
the analyst devoted insufficient attention to these hypotheses or because the evi-
dence is simply not there. If the analyst cannot find such evidence, he or she may
need to adjust their thinking to recognize that the hypothesis is more likely than
previously thought.

It may seem to some readers that the ACH software could and should convert
the rating of evidence/arguments in the matrix into numerical probabilities for
each hypothesis rather than a simple inconsistency score. That could be done
but is deliberately not done, for two main reasons:
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* A much more complex rating system using Bayesian statistical inference
would be required to do it accurately, and the conclusions would still be no
more accurate than the analyst’s subjective judgments that go into rating
the evidence. As noted above, Bayesian versions of ACH with greater math-
ematical precision have been developed for specialized purposes, but they
are less practical for broad use and are not easily understood by the typical
intelligence analyst without specialized training.

* It would be too easy to misuse any simple probability calculation. The ACH
software is best used as an analytical aid, not a magic answer machine. Its
purpose is to help analysts structure complex problems in ways that lead
them to ask questions they might not otherwise ask and see relationships
they might not otherwise notice. The ultimate conclusion should come from
the analyst, not a mathematical algorithm.

Write the Report

When one recognizes the importance of proceeding by eliminating rather than
confirming hypotheses, it becomes apparent that any written argument for a
certain judgment is incomplete unless it also discusses alternative judgments that
were considered and why they were rejected.

ACH contributes only indirectly to preparation of a clearer intelligence
report. The matrix will not be replicated in the report unless the report is explic-
itly identified as the product of an ACH analysis. However, the ACH analysis
identifies the critical diagnostic evidence and arguments that lead to the analyti-
cal conclusion. It also identifies alternative conclusions and why they were
rejected. That is the framework for a clear and complete report.

Conclusion

The Analysis of Competing Hypotheses software is one significant step toward
bringing greater analytical rigor to the intelligence process. By no means, how-
ever, does it guarantee an accurate conclusion. It takes the analyst through an
optimal analytical process and makes it easier to show how a conclusion was
reached, but this does not rule out incorrect assessment of the relative weight
and diagnosticity of the evidence.

When ACH reaches its full potential as a Web-based tool for interagency
collaboration, it has the potential to greatly facilitate and improve the interac-
tion between analysts and agencies on important analytical issues, improve the
quality and accuracy of analysis, and reduce our vulnerability to intelligence
surprise.
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CHAPTER 17

Predictive Warning: Teams, Networks,
and Scientific Method

TiMOTHY J. SMITH

The Failing Intelligence Business Process

THE TRADITIONAL METHODOLOGY of intelligence assessment
and warning is obsolete. Its inadequacy, whether for preventing surprise or guid-
ing policy, has long been argued by Congress and a continual series of blue-
ribbon commissions, and it is recognized by a small but growing cadre of
reformers within the intelligence community (IC).' These traditional methods of
synthesis, analysis, and assessment are rife with subjectivity and the risk of bias
and error, and, by scientific standards, undergo insufficient analytic quality
control.

The conventional process is familiar. The classic image is the production of
National Intelligence Estimates (NIEs), the IC’s official interagency assessments
concerning threats of the highest order. NIEs subject available evidence and the
multiple interpretations of the various agencies to review and formulate them
into an explicit statement to support national policy and strategy decision mak-
ing. However, the process begins much earlier, with endless daily intelligence
assessments within each production agency. Here, all-source analysts read
reports, collate and compare them, and exercise reasoned judgment to resolve
discrepancies and contradictions in the reports, typically by evaluating and com-
paring the credibility of the respective sources. Some ““ints”—for example, imag-
ery intelligence (IMINT), signals intelligence (SIGINT), and human intelligence
(HUMINT)—are deemed more credible than others. HUMINT source credibil-
ity is especially uneven. Intelligence judgments based on such comparative evalu-
ations are then drafted for submission through agency review, followed by
editing, discussion with seniors, and the resolution of contending interpretations
and how best to express them. An agency then disseminates the results to its
customers and IC peers.

A very similar process of ongoing debate occurs also at the national level
between and among agencies, a process that culminates in authoritative NIEs,
the President’s Daily Brief, and other IC-coordinated products. Routine inter-
agency coordination is electronic (online or “Web-enabled” in place of tele-
phonic coordination earlier). By contrast, NIE coordination projects concern
matters so vital and complex that the IC must convene together for full-scale
face-to-face review, debate, and collective assessment. The NIE process “raises
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the bar” for intelligence production. NIEs show the IC at its best, as do National
Intelligence Board sessions, where the director of national intelligence and IC
agency heads meet to review NIE drafts. Yet a consensus has emerged that the
community’s traditional best might no longer be fully adequate for national
security in the post—cold war threat environment. This chapter argues that
defects in long-institutionalized processes hinder the contributions of even the
IC’s finest minds.

It is important to emphasize that this institutional obsolescence is not unique
to the IC, to the government, or even to the United States. Intelligence failure
has a long history, and Americans are far from the worst offenders.? In fact
the defects in traditional practices are inherent in standard twentieth-century
bureaucratic process, across governments and even, to a significant extent, inside
corporations and military services. Intelligence failure is simply one manifesta-
tion of the wider phenomenon of organizational decision failure and human
error writ large.

Most of the proposed and practical reforms are becoming familiar to many
observers as part and parcel of “information age business process.” On the basis
of these notions, this chapter examines in depth the need for modernization and,
based on that, outlines a comprehensive, integrated system of structures and
processes that can optimize organizational theory, scientific method, and mod-
ern technology and thereby enable the United States to produce the best possible
intelligence for the twenty-first century. This proposal is designed to implement
core elements of the National Intelligence Strategy, the 2004 Intelligence Reform
and Terrorism Prevention Act, and related intelligence commissions, reform ini-
tiatives, and studies.®> A pilot program to implement and test the proposal is
certainly feasible and would demonstrate an unprecedented new capability for
accurate and highly credible foresight and warning. Once mature, this new
methodology and infrastructure would dramatically reduce the risk, rate, and
severity of intelligence surprises and policy failures such as Pearl Harbor, the
September 11, 2001, terrorist attacks, and the Iraqi civil war.

A Strategic Vision for Predictive Warning

The proposed scientific, organizational assessment methodology offers the first
real predictive capability in the history of intelligence. This enhanced anticipa-
tory power and adaptivity could be achieved through improved analysis
and assessment based on current technology and today’s collection capabilities
with the addition of a structured but adaptive set of procedures emphasizing
interagency collaboration, alternative analyses, and the rigorous testing of
assumptions and assessments. All three of these elements—community-wide col-
laboration, expansive creative imagination, and rigorous critical reasoning—are
equally vital.

Two basic premises underlie this concept. First, emerging policy on IC collab-
oration and information sharing (e.g., relaxed need-to-know constraints) will
ensure that Web-enabled virtual collaboration will soon become the normal
operating mode for analysts sitting at their desks producing daily intelligence
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across the community. Such baseline collaboration is necessary, using e-mail
with Microsoft Word attachments, Intellipedia, “blogs,” and similar online tools
and techniques for distributed information sharing and collaboration, both
“synchronous” and ‘““asynchronous.”* Second, such distributed collaboration
will not by itself maximize the IC’s predictive potential. In fact, excessive reli-
ance on virtual collaboration might inadvertently substitute new sources of error
for the current ones. Hence, the IC must simultaneously develop powerful new
capabilities for “proximate,” synchronous collaboration and then synthesize,
from both these collaborative advances, a revolutionary new capability for IC-
wide collaboration that exceeds any plans yet promulgated.

The visible centerpiece of this transformed capability would lie in the creation
of a community-wide system of advanced intelligence assessment laboratories
that would operate according to a formal, documented assessment methodol-
ogy—specifically, scientific methodology.’ Within these labs, interdisciplinary
and interagency analytic project teams would use a wide array of methods, tools,
and techniques to produce all-source finished intelligence while simultaneously
advancing the state of the analytic art through experience and lessons learned.
A suitable term for such “knowledge factories might be “computational collab-
oratories.” The director of national intelligence (DNI) might control the premier
IC computational collaboratory to support national decision makers and foster
interagency teaming on high-level intelligence projects such as NIEs.¢ Eventually,
the IC should be netted together by a multiagency complex of such collaborator-
ies—a “‘system of systems”—one in each intelligence agency (all-source and sin-
gle-source), all integrated over a wide-area network at multiple levels of security.
The result would be a “boundaryless” architecture of permanent, pervasive
collaboration.”

This vision would require and propel a revolution in both the synthetic (cre-
ative-imaginative) and analytic (rigorous-critical) dimensions of intelligence
assessment, as part of a major advance in the IC’s analytic culture.® Yet because
it is primarily methodological, managerial, and behavioral in nature, this solu-
tion would require only modest expenditures for technical systems development
and acquisition, infrastructure, and manning levels. The new methodology
would supplement standard operating procedures but transcend the routinized
bureaucratic procedures and informal, intuitive reasoning that currently pre-
dominate and are prone to error.’

The strategic goal of this proposal is to quickly and affordably achieve sub-
stantially improved IC threat anticipation and warning. Beyond its immediate
value in improving assessment within the disparate agencies of the national IC,
scientific methodology, empowered by networks, would both strengthen and
integrate the community, accelerate the intelligence cycle rate (the “op tempo”
of our “OO0ODA Loop”),' and transform the IC into a unified system of agile
learning organizations with a network-centric capability optimally adapted to
today’s security challenges and intellectual and technological opportunities.

Current Methods and Culture

“Methodology” refers to the logic governing methods. It derives from epistemol-
ogy, the theory of knowledge.'' Methodology is applied epistemology and takes
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the form of an integrated theory of assessment that specifies the domain of
application, the criteria of truth, the definition of evidence, and the rules for
inference. Thus, although tools and techniques and even fairly basic methods
proliferate in abundance, all these fall under a very small number of underlying
methodologies.

Essentially two logical-factual methodologies exist for understanding the
world of physical things and human behavior, one involving informal methods
and the other formal methods. The informal methodology can be characterized
broadly as historiography, the more or less scholarly study of qualitative
evidence formulated as words and sentences in natural language. Individual
scholars or analysts typically undertake this, working independently or compart-
mentalized under vertical chains of authority (“stovepipes”) in offices within
bureaucracies. Traditional intelligence assessment methodology has always been
historiographical.

By definition, historiography is strictly descriptive (“graphic”). It can be
applied to two time frames, both retrospective: the long-term or distant past,
which is what scholars call history proper and intelligence officers call long-
term analysis; or the short-term or recent past, which most would recognize
as journalism or current intelligence. By its very nature, historiography cannot
produce reliable inferences or assessments concerning the other important time
frame: the future. Historiography cannot predict. In and of itself, it is a weak
instrument for warning—necessary, as George Santayana suggested, but
insufficient.

The risks associated with the misapplication of informal, intuitive, retrospec-
tive methods to problems of prediction are increasingly well understood. A
growing literature in cognitive and social psychology, perceptions theory, and
the history of science now describes theory and findings concerning human per-
ception, cognitive “heuristics” (habituated rules of thumb), mental and institu-
tional “paradigms” (belief systems), and “satisficing” (the tendency to opt for
quick, seemingly adequate solutions rather than search exhaustively for utility-
maximizing solutions'?). Herbert Simon, Daniel Kahneman, and Amos Tversky,
Robert Jervis, Irving Janis, and Thomas Kuhn are preeminent names in these
fields.'® Satisficing heuristics employ assumption-based reasoning for the sake of
simplicity and efficiency and are useful under “normal” circumstances, when the
risk is low. They often are optimal, in fact, especially under constraints such as
time pressure. Nonetheless, haste and habit have a cost in introducing patterns
of bias and error into human reasoning. Moreover, they are highly susceptible
to deception and surprise, as is pointed out in chapter 8 of this volume.

Groups and organizations can fall prey to similar decision maladies, which
have been addressed elsewhere in this book under the rubric “groupthink™ and
other forms of psychologically based analytic errors. Social dynamics can induce
individuals and small groups to conform to given assumptions, stifling doubt
and debate so as not to disrupt group togetherness.* The warning expert Cyn-
thia Grabo has noted that “the rejection of evidence incompatible with one’s
own hypotheses or preconceptions, the refusal to accept or to believe that which
is unpleasant or disturbing or which might upset one’s superiors—these are far
more common failings than most people suspect.”s Richards Heuer, also a con-
tributor to this volume, has summarized many of the findings from cognitive
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psychology and applied them to the intelligence problem in his aforementioned
Psychology of Intelligence Analysis. The literature on intelligence and especially
on deception and intelligence failure amplifies these findings.'¢

In sum, then, by their inherent nature, qualitative methodologies such as his-
toriography are incapable of prediction and entail an excessively high risk of
error when employed for that purpose—which is precisely what traditional intel-
ligence does in the United States and other countries. The inevitable result, seen
time and again, decade in and decade out, is an unnecessarily high rate of intelli-
gence failure and surprise, with no discernable trend line of upward improve-
ment so far. What then is required for effective anticipation and warning?

Prediction: Process and Prerequisites

The CIA has defined intelligence in relevant terms: ‘“Reduced to its simplest
terms, intelligence is knowledge and foreknowledge of the world around us—the
prelude to decisions and action by U.S. policymakers.”'” Foreknowledge, con-
ceived in a scientific, business, or intelligence sense, obviously does not imply
psychic clairvoyance or deterministic “point” prediction. On the contrary, it
refers to rational expectation: estimative forecasting based on available evidence
and formal analytic methods.

Such estimative prediction requires both critical and creative thinking, spe-
cifically: (1) formal analytic rigor and the explication of assumptions, and (2)
perception and understanding across both the depth and the breadth of a prob-
lem domain, each of which imposes its own specific methodological and practi-
cal requirements.

Critical Thinking and Analytic Depth

Critical thinking involves analyzing a problem in depth, which in turn often
requires extrapolation and the projection of observed patterns and trends into
the long- or short-term future based on statistics and mathematical probability.
Such trend projection is typical in the related group of disciplines known as
neoclassical economics, operations research, management science, and decision
theory. It relies on strict deductive inference from given premises, including the
precept that man is a utility-maximizing “rational actor” (“economic man”).
Moreover, “man as actor” has always explicitly included both the subject of
analysis (e.g., a foreign decision maker) and, implicitly, the subject performing
the analysis (the analyst). Such methods, although they provide powerful tools
for testing, eliminating, or justifying propositions, are only as good as their
assumptions—the old “garbage in, garbage out” problem. Yet as noted above,
social scientists and philosophers have revealed limitations and sources of error
in human reasoning that make the selection of assumptions a “nontrivial” task
subject to human error. These patterns of error not only cripple qualitative meth-
odology; they also afflict strictly analytico-deductive methods as well, in the
following ways.



Predictive Warning: Teams, Networks, and Scientific Method | 271

First, human rationality is “bounded”—that is, limited and often biased by
psychological factors involving perception, cognition, emotion, values, and per-
sonal interest.'® Busy observers and participants often tend to form images and
frame opinions rather hastily and uncritically (“leaping to conclusions” through
“hasty generalization”). These perceptions produce often-implicit and inchoate
mental images of the world. This subjectivity and tacit imprecision appear to be
“codependent,” if you will, each “enabling” the other: Comfortable biases are
best defended if left camouflaged (tacit), which in turn protects them even when
they are not a source of particular comfort.

Next, once observers have formed images and framed opinions, they tend to
internalize them, identify with them, personalize them, and defend them against
all incoming data and criticism. Thus, even sound assumptions persist and can
be rendered obsolete by dynamic change in the environment. Richards Heuer
and Jack Davis, among others contributing to this volume, have examined this
problem, as have numerous congressional and blue-ribbon commissions.

When analysis rests on such dubious premises, even the most powerful analyt-
ico-deductive methods lack the ability not only to predict nonlinear, revolution-
ary discontinuities but even to identify extant and emerging trends well enough
to reliably predict even evolutionary change. Until advanced models emerge,'?
the intelligence community can prevent surprise (or at least reduce the risk, rate,
and severity of surprise) only if it can anticipate the innovative, asymmetric, and
often devious gambits an adversary might employ. This requires a very wide
span of peripheral vision that can imagine not just conventional contingencies
but also plausible unprecedented ones as well—hypotheses and alternative sce-
narios. This breadth of imagination is a synthetic rather than an analytic func-
tion. It is what enables us to “ask the right questions” in the first place.

Creative Thinking and Synthetic Breadth

In surprises, the “ball comes in out of left field,” outside the victim’s span of
“peripheral vision” at the time of the event, which often is narrowly focused in
a given direction. Surprise thus usually comes in the form of events for which
there had been previous evidence that was ignored or dismissed. In Grabo’s
words: “It is the history of every great warning crisis that the post-mortems have
turned up numerous relevant facts or pieces of information which were available
but which, for one reason or another, were not considered in making assess-
ments at the time.”2° As noted above, social scientists have explored some of the
reasons for this misdirection of attention.

However, no rules-governed procedure, algorithm, or software exists for
ensuring perception, imagination, creativity, and discovery ““on demand.” These
are stochastic, holistic, and “emergent” complex-systems phenomena, thriving
through self-organized criticality at the edge of order and chaos.?' Deterministic
or reductionist analytics do not promote or proliferate hypotheses; instead, anal-
ysis narrows focus and eliminates hypotheses. Hypothesis generation is the “art”
of science, the domain where intuition and imagination can and must play an
indispensable role. What is required is a reliable method for stimulating and
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broadening such synthetic reasoning, a process the IC perhaps somewhat mis-
leadingly refers to as alternative “analysis.” Reliable predictive warning requires
substantial improvement in synthetic methods and creative imagination.??

The underlying prerequisites lie in induction and abduction: the collection,
collation, and ordering of data, and the process of “pattern recognition”
required to infer hypotheses to explain the data and make predictions based on
them.?> Once these challenges are solved, proper task sequencing requires that
this synthetic phase precede the deductive analyses described above, for it is here
where alternative hypotheses emerge for subsequent testing using formal ana-
lytic methods.

Analytic-Synthetic Integration

Sound forecasting requires that both elements—synthesis and analysis, hypothe-
sis generation and testing—be integrated into a single unified methodology to
ensure that the full range of potential contingencies, including even seemingly
improbable ones, are subjected to full analytic development and rigorous testing.
Synthesis and analysis are complementary and, in fact, interdependent. By them-
selves, induction and abduction can suggest and posit a wide range of hypotheti-
cal scenarios of undetermined plausibility, but they cannot test or substantiate
them in order to eliminate them or convert them into forecasts. This conversion
requires formalization. In this stage, the assumptions defining the multiple alter-
native hypotheses are modeled for internal consistency, extrapolated into the
future, and compared with known and incoming intelligence evidence. The
validity of such analysis is largely a function of the range of alternative hypothe-
ses generated in the preceding stage. What is required, then, is a continuous,
total-systems feedback loop between synthetic induction and analytic deduction.
This organizational learning spiral traditionally has been known as the scientific
method.

Scientific Methodology: Network-Centric Prediction

Scientific methodology marries intuitive, open-minded imagination with skepti-
cal standards of proof. Archimedes sat in a bathtub and conceived buoyancy,
Newton noted the falling apple and conceived universal gravitation, and equally
intuitive inspiration prompted Einstein to ask if space and time might be relative
rather than absolute phenomena. But these scientists then subjected their
hypotheses to rigorous mathematical formalization and both logical and factual
proof, by comparing predictions deducible from the formalized theory with
observable empirical data.

In fact, the entire purpose of science is to seek data and infer predictions
concerning future outcomes under specified conditions. The purpose of science
and the test of its utility go beyond explanation. It lies in prediction that is
more accurate, precise, and hence reliable than that produced through any other
method of investigation and reasoning.
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Science achieves this through the union of complementary opposites in both
its underlying epistemology and its methodology. Epistemologically, science
unites empiricism, the doctrine that experience and observation (e.g., intelli-
gence collection) are the basic data source for real-world fact, with rationalism,
the doctrine that logical and mathematical classification and inference are the
basic methods required for sound interpretation of the empirical observations
(as in intelligence analysis and assessment).2* This “rational-empirical” episte-
mology recognizes and exploits the power of deductive methods (logic and
mathematics) to order physical facts into meaningful patterns (theories and
models) and then project beyond these to make estimates about facts for which
we have as yet no empirical data. This is scientific prediction, made possible
only by the creative tension and synergy between rationalism and empiricism.

To close the rational-empirical loop, science requires that all estimates and
assessments (all hypotheses and theories) be tested, both rationally for internal
logical and/or mathematical coherence, and empirically for correspondence with
the observable world. This testing is the essence of Francis Bacon’s “‘experimen-
tal method.” Informative results would corroborate hypotheses and justify their
retention, directly contradict them suggesting their elimination, or often limit
their scope of applicability through some modification. This process requires
multiple alternative, competing hypotheses, because testing is a process of
elimination.

“Method” applies methodology to the solution of practical problems. In sci-
ence, the problem involves the quest for knowledge of the world.?* In intelli-
gence, the target of interest involves the capabilities and intentions of foreign
actors. Scientific method implements the rational-empirical (also termed analyt-
ico-synthetic) feedback loop: Practitioners observe and measure phenomena of
interest and then delineate the relationships among the data through formal
theory (systems of logical and/or mathematical propositions formulated as mod-
els and algorithms). These theories or models then support the deduction of
necessary observable implications. The logical formula employs hypothetical or
“counterfactual” conditional propositions as premises in what reduces essen-
tially to a standard syllogism:

Major premise (rational):  If this theory/model is valid, and
Minor premise (empirical): these data are true, then

Conclusion: this other observable fact must necessarily follow.

In intelligence warning, such deduced observables are intelligence and warn-
ing (I&W) indicators—that is, known or presumed activities that correlate
with a higher threat potential. If observed, one can postulate the possibility
that either overt or concealed threat activity might be under way. Such infer-
ences postulate a correlation in which the premises function as independent
variables and the expected outcomes are dependent variables—deductions that
must be tested, first for logico-mathematical coherence and then for correspon-
dence with observed fact. Testing typically is conducted through laboratory
experimentation in which independent variables are manipulated and their
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outcomes recorded and then compared with field observation (e.g., intelligence
collection).

In sciences that study phenomena and systems that cannot be manipulated
physically (e.g., the heavens, the Earth, the past, and mankind), scientists must
substitute laboratory work and models for physical experimentation on real-
world specimens. They assemble observable data from the historical record,
recent or distant, but must perform all of their experiments on models. Experi-
mentation on models is known as simulation and is conducted almost entirely
on computers. This work is so important in modern science that an entire
methodological subdiscipline has emerged called modeling and simulation
(M&S).26

Practical Procedures for Network-Centric Prediction

Thinking within the “box” or paradigm of traditional intelligence “tradecraft”
and vertically stove-piped bureaucracy, today’s managers attempt to improve
imagination by focusing on individual analysts and exhorting them to “‘think
outside the box.” The social sciences have shown, however, that this approach
is likely to yield but little counterintuitive fruit.

By contrast, modern business management practice has taken a new approach,
one that opens a new paradigm for broadening perception and enhancing the
likelihood of discovery. This new method focuses on cross-functional team col-
laboration, which combines interdisciplinary, interdepartmental, and/or inter-
agency experts in Integrated Project Teams (IPTs). Under the leadership of
professional facilitators, modern IPTs use a rapidly developing suite of tools and
techniques for the marshalling of available data, structured brainstorming, and
the generation of plausible hypotheses concerning alternative futures and contin-
gencies. Collaborative teaming supplies a countermeasure against groupthink,
consisting of the IPT members themselves as well as the facilitator. The IPT
members bring together multiple frames of reference, which skilled facilitators
then elicit, fostering creative tension, fruitful conflict, cognitive dissonance, dis-
covery, reconceptualization, and organizational learning.?”

As noted above, current emphasis is properly placed on virtual collaboration.
Distributed collaboration, however, especially if asynchronous, is fraught with
implementation difficulties and can never be as dynamic, intensive, rich, or fer-
tile as face-to-face interaction. It can commence immediately upon warning,
while physical congregation requires travel; however, the difference in potential
productivity and op tempo thereafter is dramatic.2® Thus, while virtual collabo-
ration must become the new IC “equilibrium state,” it should be punctuated
frequently by major lab-based projects for the production of national-level intel-
ligence assessments, especially deep-looking and far-reaching reassessments, and
for the resolution of critical controversies and the conduct of crisis- and combat-
support operations. This, in turn, requires an institutional setting and infrastruc-
ture that supplement bureaucratic offices and stove-piped chains of command
with a new system of horizontal integration within and across organizations and
the community as a whole.
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The Optimal Setting: The Computational “’Collaboratory’’

Unlike vertically integrated bureaucracies, laboratories are the quintessential
“flat,” egalitarian organizations, maximizing intercommunication while mini-
mizing managerial friction. Computational “collaboratories” would be purpose
designed to bring together analysts and methodologists for cycles of synthesis
and analysis.?’ Each computational collaboratory would integrate the functions
of an “electronic meeting room” for collaboration, and a “math lab” for compu-
tational analysis, and teams would perform the two activities in iterative succes-
sion to propel a spiral of discovery and learning.

These computational collaboratories would be designed to stimulate and inte-
grate both creative “right-brain” and critical ““left-brain” functions, so they
should be designed in two “hemispheres.” The right hemisphere would stimulate
group dynamics and supply the subject matter experts with extensive access to
classified and open source databases, with an ergonomic layout that encourages
multilateral interchange. There, professional facilitators would coach the teams
through the classic “forming, storming, norming, and performing” stages of
team development while driving them at an energetic pace through problem-
framing, brainstorming, and ‘“‘sense-making” activities using the numerous
informal and semiformal techniques intelligence methodologists and corporate
facilitators have developed.3°

The resulting mental models, scenarios, and hypotheses would then be
handed over by the substantive teams to their assigned technical support group
in the “math lab” or “left hemisphere” of the collaboratory for formalization in
computational models and simulation testing.?! This technical group would con-
sist of methodologists (e.g., modelers, operations researchers, experimental
designers, and statisticians) armed with the requisite logico-mathematical tools
(e.g., decision theory, game theory, Bayesian statistics, evolutionary algorithms,
and multi-attribute utility analysis), and simulation models (ideally systems-the-
oretical models).

Experimental results and findings would then be submitted back to the sub-
stantive analytic teams for the next phase of empirical review. In this stage of
the cycle, facilitators would help the experts generate new hypotheses to replace
those eliminated in testing. Senior substantive team leaders would determine
when the cycling should be interrupted for summary assessment and reporting,
based on either diminishing analytic returns or external requirements.

This process would provide an organizational learning spiral involving initial
inductive synthesis, rigorous analysis, and final comprehensive synthesis and
assessment. In fact, twin spirals would ensue: one involving the substantive intel-
ligence issue under investigation and of concern therefore primarily to the intelli-
gence analysts, and the other involving the computational-collaborative
methodology itself, which must constantly undergo scrutiny and improvement
by the methodologists.??

A suitable name for the national intelligence computational collaboratory
might be the Intelligence Training, Assessment, and Simulation Center
(ITASC).?* Organizationally, analysts using the ITASC could be drawn primarily
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from IC production offices, not the DNI per se. The Office of the Director of
National Intelligence, however, might manage the ITASC and supply a perma-
nent staff of methodologists, technicians, and administrators who would orga-
nize and coordinate projects and agendas, facilitate the teams and perform all
M&S and analysis, maintain permanent databases, and oversee the drafting of
the project report (e.g., NIE).

Toward a National Intelligence Computational Collaborative
Network

The ITASC and computational collaborative methodology would create an
opportunity to unite the entire IC into a single enterprise or “system of systems”’
featuring a high degree of “boundaryless” horizontal integration. Once the
ITASC has lain the groundwork, the DNI could direct and resource parallel
efforts within the line agencies and commands. Some agencies have prototypes
already in place, such as the Battle Lab / Innovation Center in the Defense Intelli-
gence Agency and the Advanced Analytic Lab in the National Security Agency.
Most, however, have yet to begin experimentation along these lines. Such intra-
agency labs can be more austere than the national center. Each would implement
interdepartmental teaming and tools-based analyses within its agency’s special
areas of responsibility.

Analytic labor in this national intelligence collaborative architecture would
be divided according to agency charter. All, however, should function as a node
in a national network integrated through the use of unified, documented scien-
tific methodology supported by a unified family of analytic methods and a
shared set of models, computational tools, and databases as well as the informa-
tion technology (IT) standards and protocols required to ensure full interopera-
bility, data exchange, and scientific replication (a “plug-and-play” capability
necessary for Competitive Analysis).

Once in place, such a National Intelligence Computational Collaborative Net-
work would enable full-spectrum network-centric intelligence. ITASC-based col-
laborative projects for the production of major and enduring national
assessments could then be supplemented by near-real-time global interagency
production of current intelligence for strategic and tactical I& W and crisis and
operations support.** Community watch offices could undertake continuous vir-
tual collaboration over a secure, real-time, distributed network using video tele-
conferencing and a unified set of IT tools and data, creating a National
Operational Intelligence Watch Officers” Network (NOIWON) for the twenty-
first century. IC leaders could mobilize crisis action teams in immediate response
to contingencies, for action either within the ITASC or across the collaborative
net. This high-intensity, high-velocity system of systems would exchange data
and outputs multilaterally and also synthesize assessments through Web-enabled
distributed production and dissemination. Properly implemented, the resulting
whole would vastly exceed the sum of the parts, compress the intelligence cycle
rate, and improve IC agility and U.S. national security response capability by an
order of magnitude.
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Joining Scientific Methodology and Network Centricity

Although seemingly futuristic and technologically advanced, such network cen-
tricity is now well within our technical reach and capable of overcoming perva-
sive and long-standing deficiencies in insight and warning. The principal
challenges are more cultural and institutional than technical. To begin to build
this analytic capability, the national IC must integrate horizontally in structure
and function and adopt a much flatter and more integrated business model. In
particular, it must:

* Tie the many agencies together into a single virtual organization through
IT-enabled data sharing and advanced analytico-synthetic tools and
techniques;

¢ bring IC analysts together to form IPTs in collaboratories that maximize
imagination as well as analytic rigor;

* maximize rigor by using computational simulation models, metrics, and
databases; and

* ensure that team cycles build on previous achievements by capturing all
findings in these models and databases.

Such institutional transformation will both demand and drive the modern-
ization of the IC’s intellectual culture. Intelligence must progress from today’s
guild-based craft to a fully modern profession and graduate from today’s
largely intuitive, prescientific “tradecraft” to a formal interdisciplinary science
of intelligence.?’

As both Thomas Kuhn and Clayton Christensen have noted, such paradigm
shifts and disruptive innovations are never easy or free from controversy. Para-
digm shifts involve transitions from periods of “normal science” operating
within established paradigms to “revolutionary science” that challenges the
extant paradigm.’® Disruptive innovation involves a similar shift from “sustain-
ing” to “disruptive” technologies.>” In both cases, innovation begins in an imma-
ture state, its future potential not at first being obvious. Extensive testing and
data are required to bring it to full fruition and prove its superiority to the
inevitable legions of doubters. Many potentially lucrative innovations are
attacked and suppressed during this time of acute vulnerability. In intelligence
reform, however, the cliché holds: “Failure is not an option.”” The national
security stakes are just too great.
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CHAPTER 18

Homeland Security Intelligence:
Rationale, Requirements, and
Current Status

BRUCE BERKOWITZ

DOMESTIC INTELLIGENCE has a distinct, specialized mission. Its
goal is to provide officials, public safety workers, and, as appropriate, the
broader public with better situational awareness of potential threats within the
United States. In this respect it is different from foreign intelligence, which grap-
ples with threats outside the United States, and law enforcement, which focuses
on apprehending and deterring criminals under the rules of the criminal justice
system.

Historical Background

Over the years, the federal government has often engaged in domestic intelli-
gence activities of one kind or another. It is this experience, in fact, why the idea
of a domestic intelligence organization is so controversial. In some cases, offi-
cials set up ad hoc information collection operations without statutory authori-
zation (e.g., the Richard Nixon administration’s “plumbers” and “enemy’s
list”). In other cases, government organizations might have been acting within
the legal authorities of the time, but their operations were misdirected and abu-
sive (e.g., the Federal Bureau of Investigation’s, or FBI’s, surveillance of Martin
Luther King in the 1960s). In yet other cases such domestic intelligence efforts
were linked to larger controversies about the limits of legitimate dissent (e.g.,
government surveillance of various anarchists, socialists, labor organizers, stu-
dent activists, draft resisters, militant environmentalists, religious groups, and
political extremists on both the left and the right).

Many of these activities were revealed during the Watergate investigations of
the early 1970s and the investigations of the U.S. intelligence community during
the middle part of that decade. They were, to say the least, highly controversial.
They also painted domestic intelligence—of almost any form—with a sinister,
unsavory image. The net result was that, for almost twenty-five years, public
and political sentiment ran strongly against creating organizations for either
collecting or analyzing domestic intelligence.

281
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The September 11, 2001, terrorist attacks caused many officials and other
experts to reconsider these views. But even before that, some specialists were
rethinking whether the United States needs an organization devoted to domestic
intelligence analysis. The current discussion began to emerge in the early 1990s,
as it began to appear that terrorist groups might try to target the United States
directly.

U.S. allies had suffered homegrown terrorist campaigns during the 1970s and
1980s by groups like the Japanese Red Army, Italian Red Brigades, and the
German Baader-Meinhof Gang. The United States itself had been largely unaf-
fected until the first World Trade Center bombing on February 26, 1993. This
seems to have been the point in time when the taboo on discussing domestic
intelligence began to recede.

After this initial attack on the World Trade Center, law enforcement officials
uncovered additional plots by Islamic groups to attack other targets in New
York City. These incidents, and the March 20, 1995, nerve gas attack on the
Tokyo subway by Aum Shinrikyo made people question whether the United
States was adequately prepared. Then the bombing on April 19, 1995—just one
month later—of the Alfred P. Murrah Federal Building in Oklahoma City killed
168 people and graphically illustrated the potential devastation of a terrorist
strike.

A significant aspect of both the Tokyo subway attack and the Oklahoma City
bombing was that the attackers, up to the time of the incident, had mainly oper-
ated within the law and thus flew under the radar of law enforcement authori-
ties. The Aum Shinrikyo—in reality, an international cult/terrorist organization
seeking weapons of mass destruction—was nominally a religious organization.
The Japanese police, worried about violating its civil liberties, had deliberately
avoided monitoring it.

Similarly, Timothy McVeigh and Terry Nichols, who were convicted of the
Oklahoma City bombing, were also eventually linked to extremist militia, Chris-
tian identity, and survivalist groups. However, because neither had committed
any serious crime before the attack, neither had appeared on the scope of any
government organization. Law enforcement officials got their first lead on
McVeigh when they tracked the serial number of the van that carried the bomb
to a truck rental agency, and witnesses there provided a composite sketch of the
renter. A state trooper happened to stop McVeigh shortly after the bombing for
driving without a license plate, and this chance event, combined with the rental
records, led to McVeigh’s apprehension and, later, the arrest of Nichols.

This was the context when a series of government commissions and nongov-
ernmental public interest organizations began in the mid-1990s to study the
problem. Their recommendations on homeland security matters included who
should conduct analysis and how and under what rules they should do it (see
box 18.1).

The issue of domestic intelligence had previously surfaced when the modern
intelligence community was first established in the 1940s. One of the concerns
opponents to the Central Intelligence Agency (CIA) raised when it was proposed
was that the new organization might become a “secret police,” taking actions
against U.S. citizens without restraint by the laws that control law enforcement



BOX 18.1
Recent Commissions and Reviews on Domestic Intelligence

The National Commission on Terrorism. Known as the “Bremer Commission,”’
named after its chairman, Ambassador L. Paul Bremer, it was established by Con-
gress in 1998 “"to review the laws, regulations, directives, policies and practices for
preventing and punishing international terrorism directed against the United States,
assess their effectiveness, and recommend changes.” The Commission issued its
report in June 2000.

The U.S. Commission on National Security in the 21st Century. The ““Hart-Rudman
Commission,”’ named for its cochairmen, former Senators Gary Hart (D.-Colo.) and
Warren Rudman (R.-Conn.), was authorized by Congress and issued three reports
during 1999-2001. It addressed a wide range of emerging national security issues,
but is most often remembered for its early warning of the emerging importance of
homeland security.

The Joint Inquiry of House and Senate Intelligence Committees into the Terrorist
Attacks of September 11, 2001. A unique effort involving committees of both the
House and the Senate, this was the first investigation into the intelligence failures
connected with the September 11 attacks, including gaps in information sharing
and responsibilities for monitoring developments within the United States. It issued
its report in December 2002.

The Congressional Advisory Panel to Assess Domestic Response Capabilities for Ter-
rorism Involving Weapons of Mass Destruction. Known as the ““Gilmore Commis-
sion’’ after its chairman, former governor James Gilmore (R-Va.), it developed
recommendations for Congress in annual reports from 1998 to 2003, focusing on
measures for state and local governments to prepare for domestic terrorist threats.

The National Commission on Terrorist Attacks Upon the United States. Chaired by
former Governor Thomas Keane (R-N.J.) and universally known as the “9/11 Com-
mission,”’ it issued a report in July 2004 that had the unusual status of a popular
best seller. The 9/11 Commission provided a detailed account of the events leading
up to the attacks, and extended the Joint Inquiry’s assessment of domestic intelli-
gence gaps.

Commission on the Intelligence Capabilities of the United States Regarding Weapons
of Mass Destruction. Better known as the “WMD Commission’” and cochaired by
Judge Lawrence Silberman and former Senator Charles Robb, this was a direct
result of the flawed intelligence that contributed to the decision by U.S. leaders to
invade Iraq, and reported in March 2005. This failure led many officials to question
overall U.S. capabilities to assess such threats, including domestic intelligence capa-
bilities to monitor such threats within the United States.

Markle Task Force on National Security in the Information Age. In April 2002, the
Markle Foundation, a private not-for-profit organization, assembled a panel of
national security, technology, and civil liberties experts to develop recommendations
for defending against terrorist attacks while also protecting civil rights. Its recom-
mendations for an information sharing system for homeland security were explicitly
incorporated into the Collins-Lieberman Intelligence Reform Bill, which eventually
became the basis of the Intelligence Reform and Terrorism Prevention Act of 2004.
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agencies. Accordingly, with just a few exceptions, the CIA was not allowed to
turn its operational or analytic capabilities inward.

But this presented a question: If the CIA was not going to do domestic intelli-
gence analysis, who would? The FBI was a logical candidate; of course it was
already engaged in law enforcement activities against domestic and foreign ter-
rorist organizations, and it had used analysts in a supporting role for these activ-
ities (albeit with many issues being raised in the process, as we shall see). Yet
FBI leaders have been ambivalent in pursuing the domestic intelligence mission.

One reason for this reluctance was that senior FBI officials were all too aware
of the domestic spying controversies of the 1970s. Few of the officials who had
experienced that episode wanted to repeat it. Another reason for the reluctance
was that intelligence analysis does not fit well into the law enforcement culture,
which is based on responding to crimes, apprehending suspects, and obtaining
convictions. There are few incentives in this model for simply collecting informa-
tion that “might” eventually prove useful, which is a key component of the
analytic method.

Analysis is also a frankly intellectual pursuit, and law enforcement tends to
be a practical-minded culture. Historically, one could find many would-be pro-
fessors in intelligence analysis organizations. One would likely find many fewer
in law enforcement organizations. Analysts would pursue an MA or PhD to get
ahead; special agents would pursue a JD. The kinds of questions that might
mark a great analyst, such as speculating which countries might prove to be a
threat five years from now, can even be illegal for a law enforcement officer to
pose (“Who at the First National Bank might potentially be an embezzler next
year?”’) As a result, analysis has historically been the proverbial redheaded step-
child at the FBI. One episode that received wide attention in 2006 was especially
revealing about the prevailing mindset at the bureau.

Gary M. Bald, former assistant director of the FBI’s Counterterrorism Divi-
sion and the first chief of its new National Security Service (which we will discuss
below), was asked in a legal deposition to explain the difference between the
Sunni and Shiite strains of Islam. Bald suggested that the question was irrelevant
to the FBI. “You don’t need subject matter expertise,” he said. “The subject
matter expertise is helpful, but it isn’t a prerequisite. It is certainly not what I
look for in selecting an official for a position in the counterterrorism
[program].””?

Bald was criticized for this comment, but it should be viewed in context. As
a matter of principle, we do want police to be indifferent about a person’s reli-
gious beliefs, unless they present a clear and specific threat. Besides, from a cop’s
perspective, a suspect’s religious beliefs simply do not matter. They are irrelevant
to the job at hand, which is to apprehend a suspect legally and quickly. Indeed,
thinking about these factors is a distraction. So, on the street, analysis can seem
like deadweight.

But from a perspective of gaining a better understanding of a potential terror-
ist threat to subvert or blunt an attack, the difference between Shiite and Sunni
fundamentalism can be tremendously important. The sectarian affiliation of a
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group can suggest whether it is part of al-Qaeda (a mainly Sunni organization)
or Hezbollah (an organization backed by the extremist Shiite regime in Iran).
That, in turn, can provide insight into the group’s resources, tactics, and goals,
which can help analysts and officials anticipate threats—rather than respond.

Yet even as the FBI has been slow to perform this mission, it has also been
reluctant to allow any other organization to assume responsibility for it. As FBI
director Robert Mueller told the 9/11 Commission, “I do believe that creating a
separate agency to collect intelligence in the United States would be a grave
mistake. Splitting the law enforcement and the intelligence functions would lead
both agencies fighting the war on terrorism with one hand tied behind their
backs.””?

The FBI’s reaction to proposals for a separate domestic intelligence organiza-
tion has been classic bureaucratic behavior. Organizations are usually reluctant
to allow a new organization to undertake an activity that would overlap their
own, even if they are not giving the mission a high priority. The FBI is not
unique in this respect. “Turf” is a term used as frequently in discussions about
bureaucracies as in discussions about lawn care.’

There is also a cultural element. Culture can create bureaucratic inertia, mak-
ing it hard for an established organization to develop new skills, despite the best
intentions of its leaders. So, for example, though FBI officials have said that
terrorism is their top priority, the fact remains that the training program for new
special agent recruits, which totals 701.5 hours of instruction, today still devotes
only 37 hours to counterterrorism and just 1 hour to understanding Islam—but
114.5 hours to handling firearms.*

FBI analysts receive much more training than special agents in terrorism, but
it is noteworthy that they must go to a separate facility to do so, because the
main training center lacks a secure data system. It is also noteworthy that FBI
analysts do not carry badges or guns—which inherently limits their stature in an
organization that sees arresting criminals as its defining function. Recall, for
example, how important it was to the public persona of J. Edgar Hoover that
he personally participated in the 1936 arrest of Alvin Karpis.

How Is Domestic Intelligence Different?

Domestic intelligence fills a specific gap in U.S. capabilities to detect threats to
the homeland. Foreign intelligence focuses on the world abroad; law enforce-
ment focuses on criminals. Threats could stay out of the sight of both these
domains, and that is the “mission space” of domestic intelligence.

Indeed, one could argue that the most serious threats to U.S. homeland secur-
ity will usually try to occupy this space—out of sight of foreign intelligence, and
outside the jurisdiction of law enforcement. Such threats do not seek to “make
a statement”’; rather, their objective is a successful attack against U.S. industry,
infrastructure, or military installations, or to commit acts of terror that shake
the resolve of U.S. citizens or alter the policy of the U.S. government. For these
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threats, keeping far away from law enforcement authorities is often an integral,
essential part of an operational plan.

There are several differences between intelligence analysis and law enforce-
ment. For example, the work process is different. Intelligence analysis is orga-
nized by “accounts” and aims to hypothesize and scan the range of the plausible
to detect threats as early as possible. In contrast, law enforcement is organized
as “‘cases”’—the investigation of specific people or organizations connected with
specific events defined by law as crimes or probable cause. The field of view of
law enforcement, by its nature, is more constrained.

Also, the objective is different for each. The objective in intelligence analysis
is to alert and inform. The ultimate objective in law enforcement is to prove,
successfully prosecuting a case by discovering a suspect, gathering evidence, and
meeting the standard required to win at trial. Whereas intelligence exists to warn
despite doubt, law enforcement works to prove a case beyond a reasonable
doubt.

Indeed, one of the greatest hazards in the intelligence business is confusing
intelligence with evidence. Intelligence analysts must avoid becoming the effec-
tive decision-making mechanism in the policy process. That responsibility rests
with elected and appointed officials. Also, intelligence, with all its inherent
uncertainties, is simply not designed for that function. Intelligence always has
gray areas, and it is the job of officials to make judgment calls to fill them.’

Law enforcement, in contrast, is designed to collect evidence, and evidence
has precisely the opposite function—it is supposed to be the decision mecha-
nism. When law enforcement officials collect and present enough of it to remove
reasonable doubt, juries are supposed to convict (or, otherwise, acquit). This is
why law enforcement officials do not go to trial unless they believe the evidence
is sufficient to put this mechanism into motion.

Another difference is that intelligence and law enforcement inherently operate
under different restrictions. Law enforcement can impose large costs on its tar-
gets (detention, attorney fees, loss of reputation) even when no charges are filed
or a suspect is acquitted. This is one reason why law enforcement organizations
must meet a higher standard before they can investigate an individual (e.g., dem-
onstrate “probable cause”).

Indeed, in some cases law enforcement officials are prohibited from doing
things that private citizens or companies can do. For example, a private citizen—
otherwise known as a “groupie” or “fan”—can, on a whim, compile a dossier
on a Hollywood celebrity or sports star using public or commercially available
data. Public interest activists often compile materials on government and corpo-
rate officials. Academic researchers may compile such files, too. U.S. law
enforcement agencies usually may not, unless there is clear reason to suspect an
individual of an association with illegal activity.

According to this argument, a domestic intelligence analysis organization
offers a third option. Lacking law enforcement powers, such an agency could
collect information with fewer risks to the civil liberties of its potential targets.
Thus restrained, the potential costs to a target are reduced if it turns out that the
target is innocent or misidentified.
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Paradoxically, such an organization can be more capable in its job precisely
because it lacks certain capabilities or authorities. Such an organization could
have as much discretion in collecting information as private citizens do, and the
resulting product would provide U.S. officials with better situational awareness
of conditions within the United States.

Also, it is hard to create a single organization that performs two very different
tasks well. Promotion opportunities and career tracks collide. Career experi-
ences and, thus, culture are different. Different organizations simply attract dif-
ferent “kinds” of people, as anyone who has spent time with the Army, Navy,
Air Force, and Marines—or the various agencies within the intelligence commu-
nity—can attest. Each has its own personality, usually reflected in its personnel.
Ideally, the culture of an organization complements its mission, and an argument
can be made that domestic intelligence requires its own culture, too.

Some countries have separated domestic intelligence responsibilities from
both foreign and law enforcement roles. The best known are probably Britain’s
MI-5 and Israel’s Shabak, or Shin Bet. In Germany, the foreign intelligence ser-
vice (Bundesnachtrichtendienst, BND) conducts foreign intelligence collection
and analysis on terrorism, organized crime, and narcotics; the domestic intelli-
gence agency (Bundesamt fiir Verfassungsschutz, BfV) collects and analyzes
internal security threats from terrorists as well as right- and left-wing extremismy;
and the law enforcement agency (Bundeskriminalamt, BKA) investigates crimes
and has arrest authorities.

Despite the similarity of their responsibilities and functions, each of these
organizations has a distinctive origin, history, and features. Each was developed
in the unique experience of its country and, usually, has evolved and has concen-
trated on a particular threat.

For example, Shabak (like other components in the Israeli intelligence com-
munity) emerged from organizations that have their roots in Israel’s indepen-
dence movement and conflict with neighboring states, and the fact that Israeli
and Arab populations have been intermingled throughout that conflict. Also,
during the past several decades, it has focused on the threat presented by the
Palestinian opposition within Israel’s borders, in the occupied territories, and
across Israel’s borders with Jordan, Syria, Lebanon, and Egypt.

Similarly, MI-5 throughout much of it history has been shaped by Britain’s
efforts to combat militant Irish nationalists (in addition to espionage, sabotage,
and similar threats from hostile foreign governments). More recently, MI-5 has
expanded and redirected its efforts to deal with transnational Islamic groups
that are active in Britain, and, since the early 1990s, with foreign countries and
terrorist organizations that try to illegally obtain technology to develop weapons
of mass destruction.

As a result, despite the frequent calls for U.S. officials to create an ““American
MI-5,” in reality there is no single foreign model that one could transplant into
the United States, even if one wanted to. The demarcations in roles and responsi-
bilities among foreign intelligence, domestic intelligence, and law enforcement
vary from country to country and depend greatly on history, culture, the nature
of the most pressing threats, and the happenstance of politics. So the best



288 | Bruce Berkowitz

approach is to ask what capabilities the United States needs and then formulate
a plan to develop them.

Activities and Methods of Domestic Intelligence Analysis

Many of the activities of the analytic component of a homeland security intelli-
gence agency would resemble those of other analysis organizations. There
would likely also be several important differences, owing to the nature of
threats to homeland security, the organizations that rely on the analysis, and
the constraints and opportunities that are unique to (or at least distinctly associ-
ated with) it.

Domestic intelligence begins with the assumption that officials should have at
least as much information as would be available to the ordinary citizen. Like
ordinary citizens, domestic intelligence services can obtain their information
through a range of sources, including the direct observation of public activities,
commercially available data, and data obtained from individuals and corpora-
tions on the same basis—and restrictions on use—as other consumers.

The objective of homeland security intelligence analysis is to provide effective
situational awareness to relevant officials so that they can prevent attacks to the
homeland. Within this general goal, specific missions include:

» The detection, identification, and analysis of social, political, technologi-
cal, and military trends of concern to homeland security, and develop-
ments that could potentially result in threats to homeland security but are
below the legal threshold for investigation or action by law enforcement
organizations.

¢ The identification, monitoring, and analysis of tradecraft and technology
being used by terrorists, and which may potentially be used in the future.

 The analysis of the vulnerability of targets within the United States; this
analysis can often emphasize the use of commercial and other domestic
information that is usually not available to either foreign intelligence or
law enforcement organizations, although it is often combined with foreign
intelligence and law enforcement information.

* Integrating intelligence data with information not available to law enforce-
ment and foreign intelligence agencies to provide a comprehensive threat
assessment; for example, open source data and data about specific individu-
als and groups within the United States, especially from the Internet, com-
mercial databases, and proprietary data.

Law enforcement and foreign intelligence analysts, having spent most of their
careers in government, are often unfamiliar with company-to-company peer
agreements for handling proprietary data. Indeed, there is often the presumption
that the state’s requirements trump any private agreements. A specialized domes-
tic intelligence organization could offer the opportunity to develop new, more
productive relationships with commercial and private organizations that want
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to cooperate with the government on security but are concerned about their
other responsibilities.

Recent Developments

To understand the current structure of domestic intelligence organizations (or
lack thereof), it helps to keep the following factors in mind. First, both before
and after September 11, 2001, the George W. Bush administration was reluctant
to create new organizations for homeland security and, within that context, even
more reluctant to create organizations or reallocate responsibilities for intelli-
gence.b It preferred instead to make existing organizations work together more
effectively. Second, the FBI, as noted, was reluctant to give up any of its responsi-
bilities for domestic intelligence analysis. Third, the director of central intelli-
gence was reluctant to give up any of his responsibilities for the protection—and
thus control—of classified information. Fourth, organizations, positions, poli-
cies, and statutes were created in several waves between 2001 and 2006. There
were often few links between these waves; each often involved a different set of
players, who often disagreed on how to approach the problem. The result of all
this is that there was no master designer—or master design—for the organiza-
tions currently responsible for domestic intelligence, including analysis. Rather,
it is a patchwork, with gaps, inconsistencies, and ambiguities in responsibilities.

Post-September 11 Responses

Immediately after September 11, President Bush created a White House Office of
Homeland Security. As support for a separate Department of Homeland Security
(DHS) continued to grow in Congress during 2002, the Bush administration
agreed to create such an organization. In June it proposed to consolidate several
existing agencies with homeland security responsibilities into the new depart-
ment. These included, among others, Customs, the Border Patrol, the Coast
Guard, and the Immigration and Naturalization Service. It did not include any
components of the National Foreign Intelligence Program” or the FBI.

In the negotiations that followed, Congress continued to support moving
responsibilities for homeland security intelligence to the new department and
giving it greater authority. The administration continued to favor a more incre-
mental approach and generally leaving authorities and responsibilities for intelli-
gence as they were. Disagreements over intelligence came to focus on two issues.

The first issue was whether to create a fully functional intelligence organiza-
tion within DHS—the aforementioned “American MI-5.” The sponsors of the
legislation creating DHS favored this and wanted to establish it in the statute.
The administration, along with some members of Congress, did not favor such
an organization.

The second issue was over control of information. Sponsors of the legislation
wanted to give ultimate decision-making authority over releasing information
relevant to homeland security to the new secretary of homeland security. The
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Bush administration and the leaderships of the intelligence and law enforcement
communities wanted to leave this authority with the existing organizations.

Ultimately compromise was reached on both issues. Title II of the Homeland
Security Act of 2002, which President Bush signed into law on November 235,
2002, established within the new DHS a new undersecretary for information
analysis and infrastructure protection. The undersecretary would have responsi-
bility for “receiving and analyzing law enforcement information, intelligence,
and other information in order to understand the nature and scope of the terror-
ist threat to the American homeland and to detect and identify potential threats
of terrorism within the United States.” The undersecretary also had responsibil-
ity for ““integrating relevant information, intelligence analyses, and vulnerability
assessments to identify protective priorities and support protective measures.”®
The Homeland Security Act also provided for an assistant secretary for informa-
tion analysis, who reported to the undersecretary.

Potentially, this structure could have been used to create an intelligence orga-
nization for homeland security intelligence analysis. However, there was signifi-
cant leeway in the language, partly reflecting a desire to give the president
flexibility in implementing the legislation, and partly reflecting true disagreement
between Congress and the White House over how domestic intelligence analysis
was to be conducted.

One could read the language in the Homeland Security Act to mean that
the new department was mandated to ““integrate” and “analyze” intelligence.
Alternatively, one could interpret the act so that the new department was pri-
marily to “receive” intelligence, meaning that someone else produced it. The
difference is whether the DHS is a producer of intelligence or just a recipient.

The ultimate result of this phrasing was that the new department could create
a strong, independent intelligence operation, but only if a president decides to
do so. In the event, the Bush administration did not, and so while the authorities
exist to create such an organization, they have not yet been fully exercised.

Similarly, the control of information was also the subject of compromise.
Under the Homeland Security Act, all agencies, including intelligence organiza-
tions, were mandated to provide the secretary of homeland security with “assess-
ments and analytical information relating to threats of terrorism.” However,
this would not ordinarily include “‘raw,” unprocessed data,” and the secretary
would have the right to receive such data only as the president provided. The
president could direct intelligence agency heads to routinely give DHS access to
raw intelligence, but there is no requirement for him to do so.

The Homeland Security Act reflected political reality. Congress supported cre-
ating a new, strong, autonomous organization for homeland security intelligence
analysis, and the Bush administration did not. If the administration did not want
such an organization, it was futile to compel it to do so, because, in the end,
the executive branch would be responsible for implementation. The resulting
compromise was to “kick the can down the road,” so that if a future administra-
tion wanted the organization and was willing to devote the resources to it, it
had the necessary authorities.

In this context, it is noteworthy that the Bush administration had some diffi-
culty filling the position of assistant secretary for information analysis, and the
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post had significant turnover—three appointees in the first three years of its
existence. With this much turnover (and the fact that an acting assistant secre-
tary was occupying the post much of the time), it would be hard to expect an
effective organization to emerge in any case.

Administration Initiatives

The Bush administration’s preference for improving intelligence for homeland
security was to realign organizations already under the authority of the FBI
director and director of central intelligence, and, after intelligence reform legisla-
tion was passed, under the new director of national intelligence.

The first step was the establishment of the Terrorist Threat Integration Center
(TTIC) on May 1, 2003. The TTIC was intended to serve as a national-level
“fusion center” by bringing together personnel from the FBI, DHS, Defense
Department, State Department, and CIA. By assigning personnel to this organi-
zation, all the participating agencies could clear each other’s representatives.
This had the effect of creating a single environment in which all the participants
would get access to data from all federal organizations without changing under-
lying authorities over classification and other information controls.

Also, with the TTIC located in a single facility, each participating agency
could route its data-processing network into the TTIC spaces so that TTIC ana-
lysts would have access to them. Again, this was an expediency born out of
necessity; it was easier to install several computer terminals at each analyst’s
desk than to get all the participating organizations to adopt or recognize each
other’s cybersecurity standards, or (even more challenging) get them to work
under a common standard. The director of the TTIC reported to the director of
central intelligence.

Although the TTIC was being established in the wake of the Homeland Secur-
ity Act, other developments were also under way at the FBI, which, as noted,
opposed the creation of a new domestic intelligence organization. In the months
following September 11, 2001, Director Mueller undertook several initiatives.

One was to move 500 field agents from criminal investigations to counterter-
rorist activities. At the same time, the FBI created 66 Joint Terrorism Task Forces
(JTTFs) in cities throughout the country, each comprised of personnel drawn
from the FBI, CIA, Defense Department, DHS, and state and local law enforce-
ment organizations. The mission of the JTTF is to “prevent acts of terrorism,
and investigate acts of terrorism in an effort to identify and prosecute those
responsible.” By 2005, Mueller reported to Congress that 100 JTTFs had been
established.?

Mueller also sought to move the FBI from its traditional decentralized system,
which has been dominated by the field offices, to one that has a stronger central
node in which information could be integrated and analyzed more effectively. In
2001 the FBI created an Office of Intelligence in its Counterterrorism Division.
In 2003 it created similar analytic organizations in the other FBI divisions, and
it integrated them under a new executive assistant director for intelligence, who
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was made head of the Office of Intelligence, which later became the Directorate
of Intelligence.

Responses to the 9/11 and WMD Commissions

In July 2004, the 9/11 Commission issued its report. The commission recom-
mended the creation of a new national intelligence director, who would have
three deputy directors, including one for domestic intelligence. This deputy
director for domestic intelligence would provide strategic direction to the intelli-
gence components of the FBI, DHS, and other domestic agencies to ensure that
they worked effectively with each other and with the foreign and military com-
ponents of the intelligence community. The 9/11 Commission also proposed a
National Counterterrorism Center (NCTC) to enlarge the capabilities of the
TTIC. The Bush administration agreed to create a director of national intelli-
gence (DNI) (for the time being, this was the director of central intelligence) and
the NCTC. It implemented these measures through an executive order on August
28, 2004. The TTIC and its approach to information fusion were transferred to
the NCTC.

Then, just after the 2004 election, Congress passed the Intelligence Reform
and Terrorism Prevention Act in a lame duck session. President Bush signed the
bill into law on December 17. The act established a DNI (replacing the national
intelligence director) and allowed the DNI to designate up to four deputies.
However, it left much of the new structure of the intelligence community up to
the DNI.

President Bush deferred appointing the DNI or making major changes until
the WMD [weapons of mass destruction] Commission issued its report, which
was not until almost four months later, on March 31, 2005. The WMD Com-
mission made two specific reccommendations that affected the organization of
domestic intelligence and, as a secondary effect, ensured that there would be no
new, separate agency for domestic intelligence analysis.

First, the WMD Commission recommended that the FBI create a new
National Security Service (NSS), which would subsume the FBI’s Counterterror-
ism and Counterintelligence divisions and its Directorate of Intelligence. The
new NSS would be subject to the budget authorities of the DNI, which meant
that he would set its budget and apportion funds to it but not oversee its day-
to-day operations; these would remain with the FBI director.

Second, the WMD Commission proposed a management structure for the
DNI that was significantly different from the one proposed by the 9/11 Commis-
sion. The WMD Commission recommended deputy directors for collection,
strategy integration, policy and programming, and information management.
Although the DNI did not adopt this approach, the WMD Commission’s pro-
posal had the effect of defusing the recommendation that had been on the table
up to that time—the proposal by the 9/11 Commission to create a deputy
responsible for domestic intelligence.

So, as of mid-2005, the main responsibility for domestic intelligence contin-
ued to lie within the FBI, whose leadership said it was determined to improve
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the bureau’s capabilities. Mueller reported to Congress that, by the end of 2006,
the FBI would have approximately 2,600 analysts on the job. Mueller also
reported that higher-rated slots had been created for analysts to improve recruit-
ment and retention, although it should be noted that these slots were still lower
than similar positions at the analytic divisions of the established intelligence
agencies.

Prospects for the Future

One of the most compelling reasons for establishing a separate organization for
homeland security intelligence analysis is that it provides an opportunity for
taking a different approach to intelligence. A new organization would have no
established procedures, no training program, no information network, no data-
bases, no performance standards for evaluated employees, no staff, and so on.
For many senior government officials, the lack of all of these things might seem
like a problem.

But for an aggressive, entrepreneurial leader, it would be a once-in-a-lifetime
opportunity. With no procedures, protocols, regulations, or tenured staff, the
field would be open to explore new approaches. The head of such a new service
could pick and choose from approaches that seemed to work well in the past,
while having a rare opportunity to try something new—and bring in people
without the burden of orthodoxy.

Establishing a separate organization for domestic intelligence analysis is not
only an opportunity; it is a necessity. As we have tried to show, homeland secur-
ity intelligence requires a fundamentally different approach to fill the niche
between foreign intelligence and law enforcement. It is a niche yet to be filled.
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CONCLUSION
The Age of Analysis

ROGER Z. GEORGE AND JAMES B. BRUCE

As the twentieth century was the age of collection, so the twenty-first will be
known as the age of analysis.

—Anthony Campbell, former Canadian intelligence official’

THE PRECEDING CHAPTERS have made the case that intelligence
analysis could and should become a profession in its own right. Professionaliza-
tion by itself, of course, will not heal the wounds created by recent intelligence
failures. However, collectively these chapters have made the case that a more
rigorous development of professional standards as well as better use of emerging
new collaborative tools and techniques can improve the performance of the U.S.
intelligence community (IC). We agree. However, recognizing these opportuni-
ties is not the same as taking full advantage of them. As past cases of intelligence
analysis gone awry demonstrate, the same patterns of cognitive bias, unrecog-
nized or faulty assumptions, and poor understanding of limited information
have been at the heart of the analytic community’s problems since the first esti-
mates were written in the late 1940s. So what is likely to make the difference
this time?

Fixing analysis seems a perennial and elusive goal. After reviewing stubbornly
persistent analytical shortcomings over the years and nearly a dozen congres-
sional inquiries, presidential commissions, and other major study efforts to
address them, the recent WMD [weapons of mass destruction] Commission
observed that it was “not the first to recognize the shortcomings—we trod a
well-worn path. Again and again, many of the same obstacles to delivering the
best possible analytical products have been identified.”? We, too, are treading
the same well-worn path here and hope that our perspectives and insights rein-
force, update, and extend the others previously delivered. But our objectives in
this book are broader, because we believe the new and fresh insights offered
here will combine with an opportune moment in intelligence history to propel
significant improvements in this vital analytical enterprise.

The news is far from all bad. As our contributors on the origins and perfor-
mance of the analytic community make clear, the profession has shown that it
can adjust to emerging issues and perceived analytic failures when provided with
the leadership and time necessary to make those changes. And so, as John Hed-
ley points out in chapter 1, a strong director of central intelligence like Walter
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Bedell Smith working with inspired intellectual firepower like Sherman Kent
could reorganize the estimates process in the 1950s to the benefit of the intelli-
gence and policy communities. We have reached such a time as well. Where
other critics may see crisis, we see an opportunity to reshape the analytic disci-
pline by changing the way analysts are educated and trained, led and coached,
and rewarded and advanced, as well as conduct their work. The results will be
better analysis.

As the quotation that opens this chapter suggests, there is now perhaps an
unprecedented appreciation for the importance of analysis and the resources
needed to improve it are available in a way they have not been before. Also,
there has been an explosion in academic attention to intelligence studies as well
as interest on the part of many social scientists in applying their tools to the
practice of intelligence and thereby bringing more rigor and method to advance
the profession.

As teachers of graduate students who aspire to the ranks of the twenty-first
century’s IC, we can only admire their enthusiasm but caution them that no
outside education can fully prepare them to hit the ground running and that it
will take years before most can become fully capable analysts in the IC. As
practitioners and teachers, we have come to appreciate the importance of devel-
oping of a lifelong learning process for intelligence analysts. IC leadership can
foster this by embracing new tools and outreach programs to empower analysts
to experiment and take risks in their analysis. We will also need an IC leadership
that will insist on organizational learning as well as individual learning.

Professional Education

To implement changes necessary to make the analytic corps a true profession in
the way Rebecca Fisher and Rob Johnston suggest in chapter 3, a major commit-
ment is needed to common standards, knowledge building, and a “mindfulness”
about the profession throughout the IC. In chapter 14, Mark Lowenthal empha-
sizes that “a profession is commonly defined as an occupation that requires
specialized training and the mastery of specialized knowledge.” The IC is taking
small steps in that direction by boosting the types of training made available to
its analysts. Virtually every agency is providing more specialized training in its
specific field of endeavor. For example, the Central Intelligence Agency’s (CIA’s)
Sherman Kent School for Intelligence Analysis provides a multiweek Career
Analyst Program focused on giving the entry-level analyst the traditional writing
and briefing tools needed to launch a successful career. It is also developing a
more advanced set of training modules to help certify the analytical qualifica-
tions of those hoping to be promoted into the Senior Analytic Service. Likewise
the National Defense Intelligence College performs the same function across the
Defense Department’s IC, even offering a master’s degree in intelligence studies.
Both the National Security Agency and the National Geospatial-Intelligence
Agency train in their specialized schools for the study of cryptological and geo-
spatial intelligence disciplines, and the Federal Bureau of Investigation and
Department of Homeland Security are beginning to develop analyst training to
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equip their newly hired analysts with the necessary skills for new and emerging
domestic intelligence analytical functions.

Unfortunately, even combined, these efforts do not rise to the level of being a
group of truly professional educational programs that can create the collective
competence needed for advancing the state of the analytic profession. CIA direc-
tor Michael Hayden actually expressed surprise in 2007 that during an intelli-
gence officer’s career, he or she might take the equivalent of only a few months
of training and that very few have had concentrated time away from their desks
to focus on their profession and how to advance it.> Contrast this to the career
military officer, whose twenty years in the profession will include as much as
three to four years of professional military education at command and staff
schools and later senior war colleges to advance one’s understanding of the art
of war and its relationship to national military strategy. Military education is a
prerequisite for military professionalism and career development. Clearly, train-
ing and education of this caliber are a necessary—but not sufficient—condition
to advance the professionalization of the analytic corps of the IC. We can take a
cue from the military and realize that equivalent professional education will
require a significantly greater commitment of resources.

The potential to create a more community-wide, career-long professional
training program is already envisioned in the 2004 intelligence reform act that
legislated a requirement to establish a National Intelligence University (NIU). To
date, this embryonic effort has focused primarily on surveying the separate train-
ing programs across the community and urging ““cross-registration” of students.
As of this writing, the first course sponsored by the director of national intelli-
gence (DNI) on analysis has been initiated, but it has been met with some skepti-
cism from the other competing agency-specific training programs. Presently, the
NIU is at best a nascent program—not a building with students and faculty in
it—with a tiny staff and no current aspirations to become the permanent bricks-
and-mortar learning institution that the term “university’ is meant to convey.
Instead, the NIU should look to the established National Defense University as
a successful model of professional education.

Lacking a viable NIU structure, a more promising approach to the develop-
ment of career-long educational opportunities would build upon the agency-
specific programs to achieve a full-scale professionalization of the American ana-
lytic community. As Lowenthal notes, the DNI was given the needed authority
to create a career-long, community-wide educational system that would build
“one analytic culture” rather than the multitude that exist today. But to date, it
remains only an idea. In chapter 13, John Gannon also makes the case for a fully
resourced National Intelligence University with a professional faculty—not a
largely contracted staff, as is currently the policy—where analysts would be able
to learn about their history, ethics, standards, and techniques and thus raise
their self-awareness, competence, and potential for professional growth in their
emerging profession.

Strategic Research

One recurring theme of many contributors to this volume is the challenge of
conducting analysis in a twenty-four-hour/seven-day globalized environment. If
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analysis is to become a profession, it must produce more than classified journal-
ism where analysts churn out daily or even hourly situation reports by “gisting”
the latest diplomatic cables, foreign news broadcasts, or clandestine reporting,
even as all-source reports. A key role for analysis, as pointed out by Roger
George in chapter 7, is shaping the strategic context in which policymakers must
view the world; this role demands a strategic perspective, not a journalist’s copy.

Yet it is just as important, as Richard Kerr notes in chapter 2, for confident
judgments to rest on a solid foundation of research. We now understand as never
before that when that deep knowledge is not there, analysts seem hardwired to
resort—often unwittingly—to their assumptions, beliefs, and old mindsets. In
chapter 12, James Bruce shows how reliance on authority and habit of thought
were poor substitutes for in-depth research on WMD programs in Iraq. The
WMD Commission Report has highlighted how a “current intelligence” bias
distorts understanding and crowds out longer-term research—which is impor-
tant not only for more accurate analysis but also for the professional develop-
ment of analysts.* Lowenthal further notes that most commission reports and
inquiries into recent failures attribute them in part to a shift away from long-
term, in-depth analysis, which prevents analysts from having a broader context
into which they can place new information that might then indicate an anomaly
or some new emerging trend. In chapter 9, David Thomas also reinforces this
point in describing a military IC that is too focused on the current and in need
of developing long-term perspectives for the many global military challenges
that the U.S. Armed Forces will face in the coming decades. What the profession
requires, then, is a building repository of knowledge and expertise so that ana-
lytic agencies are not dependent on relatively junior analysts for reaching conse-
quential judgments based only on a limited understanding of a particular
phenomenon, simply because no analyst had spent sufficient time researching
the issue very long before this latest information arrived.

Developing strategic in-depth knowledge will depend heavily on leadership
decisions that acquire and protect the necessary resources for long-term research
and encourage significant educational as well as experiential opportunities, such
as overseas assignments, full-time language training, and greater participation in
professional conferences and academic associations. Opportunities for midlevel
analysts to receive additional graduate-level training and for senior analysts to
take fellowship positions with outside research centers, think tanks, and major
universities are few and often only reluctantly approved because managers hate
to give up their most precious resources, analysts. But these kinds of opportuni-
ties offer ready-made avenues for increasing analysts’ in-depth knowledge and
engagement with contrasting points of view held by nongovernmental experts
or those in other disciplines.

Critics—of which there are many—have a point that intelligence analysts are
not always as familiar with the outside research findings that can inform intelli-
gence analysis.’ Some take it even further, alleging that the academic community
is more published, more insightful, and more creative. However, they also miss
the point that analysts are not in government service principally to become the
equivalent of tenured professors or ivory tower defense thinkers entitled to dis-
pense their wisdom at will or against all comers.® Analysts are principally there
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to serve an ever-widening set of governmental customers who have varying pol-
icy or operational agendas and both long- and short-term needs. As George
illustrates, analysts are more than academics; they are the strategist’s quiet part-
ners, the ones who warn, coach, and evaluate but never decide—their role is to
inform, not advocate.

Associated with the problem of developing strategic depth is the challenge of
managing the open source environment. What intelligence can bring to bear on
specific policy issues is often seen as the uniquely informed insights provided
from a clandestine human source, an intercept, or a covertly operating website.
However, those insights from classified information also necessarily rest on
understanding and mastering a wealth of academic and other research openly
available to analysts. Realistically, the prospect of individual analysts being able
to mine all the current academic literature on terrorism or weapons proliferation
or China is nil. Hence, effective methods for exploiting these rich sources need
to be found. Beyond smart search engines and screening software, academic
opportunities should be exploited and expanded, including “‘scholars in resi-
dence” (academics cleared to work inside an analytic unit for a limited time),
“officers in residence” (analysts who take temporary teaching and research
assignments at American universities), and fellowships permitting year or longer
research efforts in nongovernmental think tanks and universities. The key will
be to make such programs attractive—and to not discourage analysts from par-
ticipating in them because of the insatiable current intelligence workload that
overburdens most agencies.

To the extent that the profession can build its strategic depth, it will be better
positioned to deal with the perennial problems of limited collection, pervasive
denial, and possible deception, as well as recurring warning problems. As the
noted warning specialist Cynthia Grabo explains, strategic research is critical to
detecting anomalies—that is, when something out of the normal pattern
appears—and putting it into a context in which the warning analyst can recog-
nize a significant change in the offing for which policymakers might not be
prepared.”

In this new era, strategic research probably means it is time to recast the
manner in which national estimates are conceived. Lowenthal and Kerr concur
in the view that National Intelligence Estimates usually are neither influential
nor especially insightful in bringing new ideas to the forefront. Though consid-
ered authoritative, they are typically a restatement of what is already known or
believed by the analytic community, and they seldom involve a zero-based
review of intelligence, such as when a subject like Iraq and WMD are involved.
Perhaps, then, some estimates need to focus on attending to the epistemological
requirements, of “what we know about a subject and how we know it,” as
James Bruce urges in chapter 11. Too often, what passes for deep analysis may
be only the latest iteration of community thinking or conventional wisdom built
on previous judgments—‘‘layering,” or habit of thought—which are accepted
uncritically as still true. If some estimates were consciously focused on explicat-
ing how we know about North Korean and Iranian nuclear programs—for
example, what assumptions we are using to estimate potential weapons produc-
tion, and how we might know if these hypotheses were correct or not—
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policymakers would surely receive more reliable intelligence and also be more
forgiving when estimates prove to be wrong. At a minimum it would remind
analysts of the uncertainties under which they operate and alert collectors for
the need to find and deliver both confirming and disconfirming information to
test and clarify the current thinking when major policy choices are in the
making.

Self-Evaluation

Commenting on the spate of presidential commissions and congressional inquir-
ies into the September 11, 2001, terrorist attacks and the Irag WMD case, the
head of the CIA’s Analysis Directorate told his workforce in 2006: ““We need to
be our own best critics, because if we do not do this, someone will do it for us.”®
Indeed, the lessons to be drawn from this book’s focus on analytical perfor-
mance issues, cognitive biases, and management challenges suggest the IC’s best
defenses lie in a candid self-evaluation of what it has done well and what it has
not done well. This is also the essence of a learning organization. Kerr’s personal
reflections on performance during the cold war suggest that there is no one-time,
surefire cure. Our record has both successes and failures. Those successes were
usually the result of uncommon expertise, sound tradecraft, and an adequate
underlying research base on which to forecast events. The failures had multiple
causes. Among them were an overreliance on assumptions and overconfidence
in judgments (individually through the so-called paradox of expertise, and col-
lectively through untested conventional wisdom); a mixture of mindsets and
shoddy critical thinking or a lack of creative thinking; and often a poor under-
standing of the weak information base on which judgments rest, and an unwit-
ting substitution of flawed assumptions for missing information.

What distinguishes the less advertised successful forecasts and warnings—for
example, the Sino—Soviet split, the Vietnam War, the 1967 Middle East War,
warnings of Polish martial law or the Soviet invasion of Czechoslovakia, the
breakup of Yugoslavia, the unsuccessful 1991 Moscow coup, and several serious
buildups on the Indo-Pakistani border in the mid-1990s, to mention a few—
might be characterized as insight based on sound expertise and careful weighing
of past precedent against new information. None of these cases was solely or
even partially the result of phenomenal “smoking-gun” clandestine reporting;
that is, analysts still had to make hard judgments based on incomplete and some-
times conflicting information. Weak tradecraft might easily have led to the
wrong conclusions: Merely assessing the order of battle in 1967 would have
led to judgments predicting an Arab victory. Succumbing to political pressures,
analysts might have stopped writing critical assessments on Vietnam in the
1970s. In 1990 analysts might easily have concluded that Yugoslavia could
muddle through—again. Or given the growing Soviet leadership dislike of Mik-
hail Gorbachev, analysts might have discounted his surviving the 1991 putsch.
But solid analysis prevailed, and none of those assessments was flawed.

The lessons learned from intelligence failures highlight what we should do
less of, and the best practices identified in our successes highlight what to do
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more regularly. Both constitute vital teaching materials for professionalization.
Such lessons from candid self-evaluations and postmortems should be fully
incorporated into education and training programs for analysts.’

The Tradecraft Imperative

Similarly, a self-evaluation of the many miscalls requires a frank admission that
analysts will chronically face the continuing sources of analytic error that stalk
every step of the intelligence process. Among them are collection failures that
overly cripple analysis; cognitive, cultural, organizational, and political biases;
poor understanding of the epistemological basis of analysis; and the needed
tradecraft and methodological correctives that must repudiate any complacency
that sustains doing business as usual.

The case studies examined by Bruce in chapter 12 show how analytical fail-
ures have deep roots in earlier collection failures and that better analysis will
result from a deeper analytic understanding of collection capabilities and limita-
tions. Moreover, foreign denial and deception, which Bruce and Michael Bennett
examine in chapter 8, can seriously degrade intelligence reliability and accuracy,
especially in the vital warning function. The most promising approach to count-
ering foreign denial and deception is developing the prepared mind and the pre-
pared organization. These objectives should rank among the highest priorities
of senior IC leadership if fully effective intelligence is a genuine national goal in
the twenty-first century.

Four chapters above emphasize the crucial linkage between analytical trade-
craft and intelligence judgments. This is another way of spotlighting the inescap-
able methodological issue of the connection between evidence and inference.
Between them lie the analyst’s cognitive processes and the methodological tools
to navigate the cognitive shoals that will help or hinder reliable intelligence. In
chapter 10, Jack Davis highlights the importance and impact of mindset and
several kinds of bias traps; his advice on the greater use of structured analysis
and challenge analysis should be heeded by managers as well as by analysts. In
chapter 11, Bruce explores the epistemological roots of analytical error and
explains why a more scientific approach—empowered by self-corrective mecha-
nisms—offers the surest route to reliable intelligence. And in chapters 16 and 17,
respectively, Richards Heuer and Timothy Smith demonstrate how scientifically
adapted methods for intelligence can significantly improve our potential for pro-
ducing reliable knowledge and foreknowledge—that is, knowledge through
tested hypotheses in the Analysis of Competing Hypotheses (ACH) and fore-
knowledge through computer simulations and predictive network-centric warn-
ing analysis using integrated project teams and robust collaboration.

Toward a Fuller Professionalization

Recognizing these pitfalls and promises, then, a significantly enhanced analytic
tradecraft and training must remind each successive generation of analysts that
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it can also be prone to such errors. In the past, the IC has not wanted to broad-
cast its own self-inflicted wounds by conveying lessons learned to the workforce.
Worse, it has also been slow to acknowledge mistakes and has appeared stub-
bornly defensive about errors that appear obvious to virtually everyone else.'?
Sadly, in the past, the CIA, and probably other agencies as well, closely restricted
the results of postmortems partly to avoid demoralizing or demonizing analysts
and managers involved in the miscalls but also to prevent outside critics from
using such self-evaluations against the IC. This approach has failed, however, to
stem outside criticism or reduce error. Of particular importance, it has also failed
to educate the workforce about performance issues. The commanding officer of
the U.S. Army’s Center for Lessons Learned remarked to one editor-author sev-
eral years ago that “a lesson is not learned until we see changed behavior.”!!
And so the past failings of intelligence analysts must lead to different behav-
iors—that is, much greater use of much better tradecraft than journalism meth-
ods, greater openness to the views of outside experts, and other techniques that
challenge ourselves—so that a mistake made in one part of the community is not
repeated in another part. Changed behavior—if for the better—is an attribute of
a learning organization.

Happily, efforts in this regard are under way, but they need to be accelerated
and further institutionalized throughout the community. The CIA’s Product
Evaluation Staff is now establishing an impressive array of evaluations that are
being shared with analytic offices to highlight analytical tradecraft where it is
done well or where improvement is necessary. Analysts are being encouraged to
employ structured analytic techniques (previously known as Alternative Analy-
sis) throughout the CIA’s Directorate of Intelligence in ways that have not been
attempted before. Similarly, the Defense Intelligence Agency has established a
“Devil’s Advocate” office designed to introduce more rigorous methods and
to challenge conventional wisdom on critical intelligence issues. And the CIA’s
director of intelligence, John Kringen, embraced the necessity for self-evaluation
in his own response to the Irag WMD Commission: “We did not try to hide
from the criticism or make excuses. . . . We in the Directorate of Intelligence
have been intent on improving our work by addressing the commission’s recom-
mendations—and those of several other self-initiated and external reviews—
head on.”'?2 This sentiment—indeed, commitment to self-evaluation and
excellence—must become the norm and not just a short-term response to the
crisis of the moment. Therefore, more efforts to showcase best practices, lessons
learned, and promising new analytic techniques are needed before the analytic
profession can rightly aspire to the status of the medical or legal profession. In
these more mature disciplines, self-policing and peer review boards ensure the
highest quality of professional performance, ethics, and standards.

A missing piece, however, in the IC’s renewed interest in applying structured
analytic methods is what might be called research on “what works.” For the
past half decade, a series of initiatives has been under way that encourage the
use of Devil’s Advocacy, Team A/Team B, Scenarios Development, ACH, and
other structured or challenge analytic techniques. There is a widespread hope
that such efforts will improve the accuracy of analytic judgments, or at a mini-
mum make argumentation more transparent so that analysts are more self-
aware of their assumptions, biases, and collection gaps. This expectation seems
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reasonable, yet there has been little empirical research on how applying such
techniques has actually worked in practice. Some limited social science research,
for example, cautions that deeper expertise is no guarantee for better accuracy
in judgments.’® Furthermore, other studies question how much experts actually
know about “what works,” and that some commonly accepted techniques—for
example, Devil’s Advocacy—may not be so helpful in opening analysts’ minds
to different explanations or alternative outcomes.'* All this suggests that the
profession of analysis needs to rigorously study its methods and its results to
ensure that it is instilling best practices and not simply playing with the latest
academic or analytic fad.

Leading—for a Change

Several contributors have remarked that criticism of failed assessments is too
often laid at the feet of the analysts and not those of managers and senior lead-
ers.”” As Gannon notes, “leadership is vital,” for if managers do not insist on
and protect analytical integrity of intelligence products, no one else will. And so
managers must be accountable for more than time-card certifications and the
style of analytical drafts. They also must be analytical role models, particularly
at a time when so many new analysts are entering the profession and require
mentoring. These managers, unfortunately, have themselves been victims of the
time-tested pattern of “learning on the job,” so they have little formal education
in leadership skills in the fashion that the military profession has developed.
Moreover, as victims of too little managerial training themselves, it is hard for
them to appreciate the virtue of releasing their younger wards for extended pro-
fessionalization courses and further academic training or to encourage the use
of new skills, which they had not been trained to employ when learning their
trade.

Leadership in new modes of analysis and new work practices, as Carmen
Medina suggests in chapter 15, also will require a commitment from senior IC
leaders to develop better incentive structures for analysts to experiment with
greater collaboration, team projects, software tools, and to reach out to nongov-
ernmental experts in academia and perhaps overseas. Some of the chronic obsta-
cles that analysts face in honing their analytic skills have little to do with critical
thinking or tradecraft problems and more to do with administrative and security
practices adopted decades ago for the battle against the Soviet Union. As Gan-
non notes, the IC is long overdue to reevaluate its security practices that inhibit
organizations from hiring linguistically and culturally proficient “hyphenated”
Americans, or reaching out to well-known experts in academia and foreign cen-
ters of excellence. As many critiques of analytic failures note, cultural bias and
mirror imaging often head the list of causes for failure; yet the security practices
employed for hiring and managing analysts consciously prevents them from
reaching out to experts and foreigners who better understand or convey that
needed sensitivity about foreign cultures. Likewise, Medina notes that more col-
laborative analytic techniques will require analysts to employ the power of infor-
mation sharing and other knowledge-based systems, which security practices
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often impede in the workplaces. Disarming the younger analysts through poli-
cies that prohibit the most commonplace technologies of personal digital assis-
tants, cellphones, and open use of the Internet for work purposes will only
discourage a “wired” generation from entering or remaining in the analytic
profession.

The sun also may be setting on the era of the “lone analyst.” What new
technologies and analytic tools offer the analytic profession is a way to harness
the collective knowledge of experts across a number of disciplines and organiza-
tions to generate and test hypotheses and scan the horizon for so-called weak
signals that might become tomorrow’s major intelligence issue, security threat,
or policy opportunity. The requirements of an information-driven, fast-paced
age of warfare will, as Thomas notes, demand a great deal more agility, process-
ing power, and most important teamwork. Technology can also be the analyst’s
friend and partner. As Heuer and Smith demonstrate, many promising methods
are currently available to radically improve analytic rigor, make findings trans-
parent and testable, and encourage analysts to revisit past judgments to avoid
the inevitable consequences of major cognitive errors. For managers, then, it is
important to encourage the use of such tools and to share what is learned about
their use with others. Smith’s description of the new collaborative tools available
for foresight and warning speak forcefully about the power that technology now
offers, but managers must promote, and even insist on, opportunities for ana-
lysts to employ them more routinely and systematically. This kind of experimen-
tation is vital to understanding where future best practices will be found.

Living with Politics

For better or worse, we have left the era when intelligence was seldom in the
news or a visible part of foreign policy debates. Indeed, the trend toward making
intelligence more relevant inevitably drives it into the realm of politics. A major
theme of this book has been how to make analysis more relevant and useful to
the policy community as well as how to articulate the strengths and weaknesses
of the profession’s capabilities to policymakers—all in the service of developing
realistic expectations and measures by which to judge analysis. What the prac-
titioners, customers, and scholars of intelligence alike suggest in this book is that
the analytic profession is going to be measured by a political yardstick as well
as by a set of analytic standards. That is, analysts are of no use to their official
customers by being merely the smartest and best-informed experts on a topic.
They must address the policy needs of whoever now sits in the White House,
executive departments, and congressional offices.

How then does the profession deal with the inherent politics of analysis? A
lesson that John McLaughlin, James Steinberg, and Gregory Treverton offer on
this theme—in chapters 4, 5, and 6, respectively—is that analysts must accept
that being relevant to their policymaking customers inherently requires them to
be immersed in politics, or certainly in those key policy issues that require intelli-
gence support. Analysts must understand the policies that decision makers are
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considering as well as the risks they are running in pursuing those policies. How-
ever, analysts must at the same time remain dispassionate about their own role
in assisting those decision makers in accomplishing those goals. Like the physi-
cian who lays out the likely diagnoses and prognoses under a variety of treat-
ment plans, the analyst must let the client decide the course of action and risks
he or she is most comfortable taking. In this day and age, analysts do not have
the luxury of remaining disinterested in the specific problem sets that policymak-
ers present, any more than a physician can concentrate on medical research but
ignore the specific medical complaints that a patient presents.

Unprecedented partisanship in Congress will ensure that the prospect of more
political controversy surrounding intelligence analysis is higher than ever before.
As the contributors to this book agree, analysts must engage policymakers,
address their specific needs, and even occasionally be in the room when policy
decisions are made. This is perhaps a long way from where Kent first began
expostulating on the proper role of analysts in the policymaking process, but it
is a fact of life. Some contributors actually urge an even deeper analytic engage-
ment in the policy realm. The former policy official Steinberg proposes a much
more active involvement of intelligence representatives in the senior policy dis-
cussions to ensure that analysts understand the precise options being considered
by an administration, as well as fusing intelligence and policy functions in the
newly created “centers” focused on terrorism and counter-proliferation. And
Bruce Berkowitz, in discussing homeland security and analysis in chapter 18,
suggests that a domestic intelligence agency and its own analytic arm are likely
to be needed sooner or later. It is clear that post—September 11 intelligence anal-
ysis cannot solely focus on events overseas but must answer domestic security
questions as well. If these kinds of proposals are to be implemented, politics and
analysis will increasingly go hand in hand.

Under these new circumstances, however, professionalism matters all the
more. To guard against politicization, analysts and managers must rely even
more heavily on rigorous analytical tradecraft, a tenacious defense of analytical
integrity, and a willingness to raise issues that might not be on the current
agenda, even if policymakers would prefer quieter support. Neither analysts nor
managers can risk an attitude that policymakers “have already made up their
minds, so there is no point to raising this intelligence issue.” Such analytic cow-
ardice will not protect the integrity or credibility of the profession any more
than a physician saying “the patient is not interested in hearing about the diag-
nosis, so let’s not tell him.” The DNI, the director of the CIA, and other agency
heads must reassert the institutional integrity of intelligence and vigorously dem-
onstrate to policymakers what Kerr recounted to the editors: “It was never diffi-
cult to respond to political pressure by saying that ‘CIA supported the president
best when it provided the best and most comprehensive analysis possible.” If that
analysis ran against policy, then that was the penalty of having an independent
intelligence agency.”'¢ In the longer term, not standing up for an analytic judg-
ment will also reduce the policy community’s respect for judgments on other
matters as well. Similarly, not owning up to bad judgments or playing down
their significance can erode the longer-term credibility of our analysis.!” Indeed,
it is hard for the U.S. IC to present findings on Iran and North Korea these days
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when its credibility for rigorous tradecraft and openness to criticism on Iraq
WMD has been so tarnished.'s

As the United States enters a new century of complex, global challenges—
when its predominance is by no means assured—intelligence analysis must
become an even better enabler and force multiplier for U.S. national security
strategies. In this sense, further professionalization of the analytic discipline is
not only a self-interested necessity for the intelligence community to combat
unfair and unbalanced criticism of its performance. Rather, it is a national
requirement if the United States is to remain capable of maximizing its interests
and influence abroad and protecting the homeland. Nothing short of the highest
quality analysis will do.

Happily, the foregoing chapters suggest that appreciably improving the per-
formance and profession of analysis is very achievable. To do so, however, our
current and future leaders must commit themselves to a significant enhancement
in the education of analysts, more effective analytical tradecraft, greater strategic
research, more candid self-evaluation, a genuine lessons-learning capability, and
enough policy engagement to ensure focused policy relevance. Effective analyti-
cal leadership will also encourage the community to be forward leaning in its
use of new technologies and approaches, and to abandon the comfortable old
habits and policies that stand in the way of twenty-first-century forms of collab-
oration and outreach. In this way, the analytic profession can come of age and
perform its rightful role as the first line of defense in an increasingly dangerous
world.
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Glossary of Analysis Terms

all-source analysis. All-source analysis is based on the best reporting available from
all sources, including HUMINT (human intelligence), IMINT (imagery intelli-
gence), SIGINT (signals intelligence), and open sources. All-source analysts are
those experts able to access both classified and unclassified sources, who are not
working solely with a single source of information as imagery or SIGINT
analysts.

Alternative Analysis. Alternative Analysis is the term often applied to a range of
structured analytic techniques used to challenge conventional thinking on an ana-
lytic problem. The word ““alternative” is used to underline the importance of
using various techniques—such as Devil’s Advocacy, Team A/Team B, or Analysis
of Competing Hypotheses—to surface “alternative” interpretations of available
information.

analysis. In intelligence, analysis is a cognitive and empirical activity combining rea-
soning and evidence in order to produce judgments, insights, and forecasts
intended to enhance understanding and reduce uncertainty for national security
policymakers. Analysts prepare “finished” assessments spanning current intelli-
gence or more strategic research issues addressing the information requirements
of government officials. Analysis includes understanding and tasking collection,
assessing and using open source and classified information, generating and evalu-
ating hypotheses about events or developments, and identifying their implications
for U.S. security policies.

Analysis of Competing Hypotheses (ACH). Analysis of Competing Hypotheses is a
technique for identifying alternative explanations (hypotheses) for a development
and evaluating all available evidence to help disconfirm, rather than confirm,
these explanations. The process arrays all the data against multiple hypotheses
and determines which pieces of evidence are consistent or inconsistent with each
hypothesis. Analysts can quickly see that data often support multiple hypotheses
and only a few will stand out as the ones that disprove a specific explanation.

analytical tradecraft. Analytical tradecraft is the term used to describe the principles
and tools used by analysts to instill rigor in their thinking and prevent cognitive
biases from skewing their analytic judgments. Through the use of structured ana-
lytic techniques, analysts make their argumentation and logic more transparent
and subject to further investigation.

analytic assumptions. An assumption is any hypothesis that analysts have accepted
to be true and which forms the basis of their assessments. The use of assumptions
is part of the analytic process, but it is often difficult for analysts to identify these
hypotheses in advance. Implicit assumptions can drive an analytic argument,
without their ever being articulated or examined.
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anchoring bias. A form of cognitive bias, anchoring occurs when a previous analysis
of a subject acts to prevent analysts from reassessing their judgments and allows
for only incremental change in their forecasts. In essence, the initial judgment acts
as an anchor, making the final estimate closer to the original one than should be
the case, given the new information available to analysts.

basic intelligence. Basic intelligence is the fundamental and factual reference material
on a country or issue, which forms the foundation on which analysts can base
current and estimative analysis. Examples would include economic statistics, to-
pographic and geographic information, and documentary information on a coun-
try’s form of government, rules of law, and electoral procedures and patterns.
The CIA’s World Fact Book is a product containing basic information on major
countries of the world.

caveat. A caveat is a term used within the analytic community to suggest analysts
are qualifying their judgments because of a problem in sourcing or in interpreting
available information regarding an intelligence topic. Caveats include the use of
qualifying statements, such as “we believe” or ““we estimate,” which indicate that
analysts are reaching judgments, not stating facts.

classified intelligence. Classified intelligence information requires special, expensive,
or risky methods to collect, either by technical systems or humans, which must
be protected. The risk of compromising these sources and methods is given a
security classification (confidential, secret, or top secret). Classified intelligence
is then shared only with cleared individuals who have a “need to know” this
information. Analysts use this information in written assessments, and they care-
fully mark these reports with the classification according to the information used.

cognitive bias. Cognitive biases are mental errors caused by unconscious and simpli-
fied information processing strategies. The human mind’s natural tendency to
develop patterns of thinking or “mindsets” often distorts, exaggerates, or dis-
misses new information in ways that produce errors in judgment or thinking.
Forms of cognitive bias can include: mirror-imaging, anchoring bias, confirma-
tion bias, and hindsight bias, to name a few.

collection gap. Analysts identify gaps in their knowledge on a subject, and these
collection shortfalls become ““requirements” for future collection efforts. Identify-
ing important collection gaps not only aids collectors, but also sensitizes analysts
to the need to qualify or “caveat” their judgments or set more modest levels of
“confidence” in reaching their analytic conclusions.

collector. The organizations that operate a variety of technical systems or espionage
units. They are part of the U.S. intelligence community and are tasked by analysts
through the development of complex sets of “collection requirements.” For
example, the National Security Agency is the principal SIGINT collector, while
the CIA’s National Clandestine Service is the principal HUMINT collector.

Competitive Analysis. Competitive Analysis refers to the explicit use of competing
sets of analysts or analytic units to reach judgments on the same intelligence sub-
ject. The goal is to determine whether competing analysis will uncover different
sets of assumptions, use of evidence, or contrasting perspectives that would
enhance analysts’ understanding of an important topic. Historically, the CIA and
the Defense Intelligence Agency provided competing analysis of Soviet military
developments, often based on different assumptions about Soviet behavior.

confirmation bias. Confirmation bias is the human tendency to search for or inter-
pret information in a way that confirms a preconception. Analysts will often seek
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out or give more weight to evidence that confirms a current hypothesis or the
“conventional wisdom” while dismissing or devaluing disconfirming information.

coordination process. Many analysts or units often review an assessment because it
may discuss aspects covered by more than one expert. The lead analyst or unit
will coordinate its product with other experts across the agency or even with
experts in other analytic agencies. This coordination process produces a “corpo-
rate” product that reflects the collective views of an agency or the entire intelli-
gence community rather than the individual view of the principal drafter.
Coordination is sometimes blamed for watering down judgments to a lowest
common denominator. Conversely, coordination ensures analytical accountabil-
ity, because many analysts and managers have checked sourcing, language preci-
sion, and the quality of a product.

critical thinking. Critical thinking is that mode of thinking about any subject, con-
tent, or problem in which the individual improves the quality of his or her think-
ing by skillfully analyzing, assessing, and reconstructing it. Critical thinking is
largely self-directed, self-disciplined, self-monitored, and self-corrective thinking.
It presupposes rigorous standards of excellence and mindful command of their
use.

current analysis. Current analysis is reporting on developments of immediate interest
that are disseminated daily or even more frequently, allowing for little time for
evaluation or further research. Current analysis appears in the daily publications
like the President’s Daily Brief (PDB) or the Worldwide Intelligence Report
(WIRe) as well as other departmental intelligence publications.

deception. Deception refers to the manipulation of intelligence by introducing false,
misleading, or even true but tailored information into intelligence collection chan-
nels with the intent of influencing analytical judgments and those who use them
in decision making. Deception is used in conjunction with denial (together
referred to as D&D) by both state and nonstate actors to gain advantage by
reducing collection effectiveness, manipulating information, or otherwise
attempting to manage perceptions by targeting intelligence producers, and
through them, their consumers (e.g., policymakers and war fighters). Classic intel-
ligence failures such as Pearl Harbor, the invasion of Normandy, and the Yom
Kippur War involved deception.

denial. Activities and programs by an intelligence target intended to eliminate,
impair, degrade, or neutralize the effectiveness of intelligence collection against it,
within and across human and technical collection disciplines. Examples of denial
include communications encryption for SIGINT, camouflage and concealment for
imagery, and operational security for HUMINT and all collection disciplines.
Successful denial causes intelligence gaps, and the resulting missing information
often degrades analysis.

departmental intelligence. Departmental intelligence is distinguished from national
intelligence in that it is produced within a single department and is largely for the
use of that department’s senior officials. For example, the State Department’s
Bureau of Intelligence and Research produces departmental intelligence princi-
pally for the use of the secretary of state and other senior State Department offi-
cials, as does the Defense Intelligence Agency for the Defense Department.

Devil’s Advocacy. Devil’s Advocacy is an analytic technique designed to challenge a
consensus view held on an intelligence topic by developing a contrary case. Such
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“contrarian” analysis focuses on questioning the key assumptions or the evidence
used by analysts holding to the conventional wisdom. Designed more as a test of
current thinking than a true alternative to it, Devil’s Advocacy has been used by
some intelligence agencies on those issues said to be “life or death” matters.

diagnosticity of evidence. Diagnosticity refers to the value of evidence in proving or
disproving multiple hypotheses regarding an intelligence topic. If a piece of data
is consistent with only one hypothesis, then it would be judged to have high
“diagnosticity” for determining the strength of a hypothesis; if, on the other
hand, the data can support multiple hypotheses, it is relatively unimportant and
hence of little diagnostic value.

director of national intelligence. The director of national intelligence (DNI) serves
as the head of the U.S. intelligence community. The DNI also acts as the principal
advisor to the president, the National Security Council, and the Homeland Secur-
ity Council for intelligence matters related to national security. He also oversees
and directs the implementation of the National Intelligence Program.

Directorate of Intelligence (DI). The Directorate of Intelligence is the major branch
of the CIA in which all-source analysis is conducted on both regional and func-
tional topics. Within the DI, there are offices responsible for Europe/Russia, Asia,
Africa and Latin America, Near East, and South Asia as well as offices responsible
for analyzing transnational issues, weapons developments, proliferation, and
arms control subjects.

epistemology. Epistemology is a branch of philosophy that deals with the theory,
origins, and nature of knowledge. It also deals with the methods of producing
knowledge and issues concerning how one knows something, including evaluat-
ing claims that something is true or false. Common epistemologies in intelligence
analysis often rely on authority (the use of sources or other authoritative refer-
ences), habit of thought (which is akin to anchoring bias), rationalism (i.e., the
different forms of reasoning), and empiricism (the use of collected sensory data).
By combining rationalism and empiricism, the epistemology of science improves
analytical reliability through internal self-corrective mechanisms that are lacking
in other ways of knowing.

estimative intelligence. Finished intelligence assessments that are focused on longer-
term and inherently unknowable events are termed “‘estimative,” to convey that
analytic judgments rest on incomplete or sometimes nonexistent evidence. Assess-
ments of the future actions, behavior, or military potential of known adversaries
are by definition estimative. The most well-known form of estimative intelligence
is the National Intelligence Estimate (NIE), which is produced by the National
Intelligence Council.

fact. A fact is verified information about something that is known to exist or to have
occurred, demonstrated through observation or evidence.

finished intelligence analysis. Finished analysis refers to the written assessments pro-
duced by all-source analysts, who evaluate raw intelligence reporting and prepare
reports that are then disseminated to other U.S. government agencies. Examples
of finished intelligence include the President’s Daily Brief, the National Intelli-
gence Daily (now called the WIRe), and the Defense Intelligence Agency’s Mili-
tary Intelligence Digest—all of which are produced daily. Finished analysis also
includes longer-term assessments such as NIEs.

forecast. A forecast is an intelligence judgment concerning the future. In analysis,
such estimative or predictive statements aim to reduce or bound uncertainty
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about a developing or uncertain situation and highlight the implications for poli-
cymakers. Forecasts are accompanied by probability statements—ranging, for
example, from highly likely to very unlikely—or by specifying numerical “odds”
that an event or outcome will or will not happen.

Groupthink. Groupthink is a concept that refers to faulty group decision making,
which prevents consideration of all alternatives in the pursuit of unanimity.
Groupthink occurs when small groups are highly cohesive and must reach deci-
sions under severe time pressures. The psychologist Irving Janis developed this
notion in studying U.S. decision making during the Vietnam War. It is often mis-
applied to analytic failures, where there might have been cognitive errors.

hindsight bias. Hindsight bias is the inclination to see past events as being more
predictable and reasonable than they appeared at the time. Analysts tend to
remember their own past predictions as being more accurate than they were after
the fact. Analysts become biased, in effect, by knowing what has actually hap-
pened when evaluating an earlier forecast of what might occur.

HUMINT (human intelligence). HUMINT consists of collection activities to gain
access to people (agents or liaison services), locations, or things (e.g., information
systems) to obtain sensitive information that has implications for U.S. security
interests. Examples would be information collected clandestinely by agents,
obtained from foreign intelligence services of other governments (“liaison”), or
more openly by diplomats and military attaches and other U.S. government offi-
cials. HUMINT is particularly valuable for analysts when assessing the plans and
intentions of governments or nonstate actors.

hypothesis. A hypothesis is usually a testable theory about an intelligence topic or
target, which the analyst attempts to confirm or disconfirm by examining all the
evidence available. It can be a general proposition about how an adversary might
be expected to behave or an explanation for why some event has occurred, which
can be tested by evaluating all available information to see if those data are con-
sistent with the hypothesis.

IMINT (imagery intelligence). Sometimes referred to as PHOTINT (photo intelli-
gence), imagery intelligence is derived from the images collected from a variety of
platforms, ranging from hand-held cameras to space-based and other overhead
technical imaging systems. Imagery analysts study specific intelligence targets
through the use of imaging systems and issue reports based principally on those
collected images. The National Geospatial-Intelligence Agency processes and ana-
lyzes IMINT and geospatial data for use by all-source analysts and other U.S.
government agencies.

insight. Insight is characterized by a clear or deep understanding of a complex situa-
tion. In analysis, insight is a new way of perceiving an issue that the policymaker
finds useful and/or thought provoking in fashioning policy initiatives or in
rethinking current policies.

intelligence community (IC). As of 2007, the intelligence community includes the
following sixteen agencies or key elements of them: Air Force Intelligence, Army
Intelligence, the Central Intelligence Agency (CIA), Coast Guard Intelligence, the
Defense Intelligence Agency (DIA), the Department of Energy (DOE), the Depart-
ment of Homeland Security (DHS), the State Department’s Bureau of Intelligence
and Research (INR), the Department of the Treasury, the Drug Enforcement
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Agency (DEA), the Federal Bureau of Investigation (FBI), Marine Corps Intelli-
gence, the National Geospatial-Intelligence Agency (NGA), the National Recon-
naissance Office (NRO), the National Security Agency (NSA), and Navy
Intelligence. The Director of National Intelligence (DNI) heads the IC.

intelligence failure. While there is no commonly accepted definition, failure occurs
when there is a systemic or organizational inability to collect correct and accurate
information in a timely fashion, or interpret this information properly and ana-
lyze it in a timely way in order to alert policymakers to a major new development.
Typically, an intelligence failure is characterized by collection and analysis prob-
lems, as well as insufficient attention to bringing a warning to policymakers so
they can respond appropriately.

Intelligence Reform and Terrorism Prevention Act of 2004. This legislation created
the director of national intelligence and implemented many of the recommenda-
tions of the 9/11 Commission as well as other studies and commissions that
focused on intelligence reform. Among the recommendations that this legislation
implements were the creation of a director of national intelligence, a National
Counterterrorism Center, and a National Counterproliferation Center.

interagency process. Analysts participate in many “interagency” meetings, where
they present their intelligence assessments for use in policy discussions among the
National Security Council, State Department, and Defense Department. Work-
ing-level “interagency” meetings are often held prior to more senior-level meet-
ings where decisions will be made. Typically, analysts support discussions at the
working level and participate in those meetings. For Deputies Committee (deputy
secretary-level) or Principals Committee (secretary-level) meetings, analysts will
provide briefing papers or prepare senior IC leaders who will represent the IC at
those discussions.

judgment. A judgment is an analyst’s conclusion characterizing a complex intelli-
gence issue and providing a sound explanation or plausible forecast for some
event or development. It rests on a critical evaluation of available evidence and a
careful weighing of alternative hypotheses that might explain the event or
development.

knowledge. Knowledge is justified true belief. It comprises facts, ideas, and an under-
standing or cognition of what is known, or the fact or condition of knowing
something.

Lessons Learned. A Lessons Learned process is an approach to knowledge manage-
ment whereby an organization’s tacit and explicit intellectual capital is captured,
validated, stored, and disseminated in order to provide all members access to the
wisdom gained from past experiences. The primary goals of any Lessons Learned
initiative are to develop best practices, improve training, locate expertise, and
refine policies and procedures. Noteworthy Lessons Learned programs include
NASA’s Lessons Learned Information System and the U.S. Army’s Center for
Army Lessons Learned.

level of confidence. Analysts must determine how confident they are in reaching
analytic judgments based on the quality of the information available and the com-
plexity of the issue. Assigning a “low” level of confidence to a judgment may
result from collection gaps, contradictory information, or the presence of decep-
tion and denial. “High” confidence may result from having very sensitive HUM-
INT or extremely precise technical intelligence on a military plan or a weapons
system that is corroborated from multiple, independent sources.
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MASINT (measurement and signature intelligence). Measurement and signature
intelligence is technically derived intelligence data other than standard imagery
and SIGINT. It employs a broad group of disciplines including nuclear, optical,
radio frequency, acoustics, seismic, and materials sciences. Examples of MASINT
are the detection of low-yield nuclear tests by seismic sensors or by collecting and
analyzing the composition of air and water samples.

military analysis. Military analysis encompasses basic as well as current and estima-
tive assessments of a foreign government’s or non-state actor’s military capabili-
ties and intentions, including: order of battle, training, tactics, doctrine, strategy,
and weapons systems. It also examines the entire battle space (e.g., land, sea, air,
space, and cyber) as well as transportation and logistics capabilities. Other broad
areas are the military production and support industries; underground facilities;
military and civilian command, control, and communications systems (C3);
camouflage, concealment, and deception; foreign military intelligence; and counter-
intelligence.

mindset. A mindset is a type of cognitive filter or lens through which information is
evaluated and weighted by the analyst. Beliefs, assumptions, concepts, and infor-
mation retrieved from memory form a mindset or mental model that guides per-
ception and processing of new information. Typically, a mindset rests on a series
of assumptions about the way the target of the analyst’s investigation behaves.
Closely related to mindset is a “mental model,” which connotes a more highly
developed set of ideas about a specific subject. Mindsets and mental models form
quickly and become hard to change, particularly when they prove useful in fore-
casting future trends; once proven successful, analysts accept them uncritically
despite changes in the environment that would suggest they have become out-
dated or inaccurate.

mirror imaging. Mirror imaging is a cognitive error that occurs when analysts pre-
sume that a foreign actor will behave much as they would in the same situation.
In this sense, the analysts see their image when they observe the foreign actor.
Often analysts have developed a strong expertise on a subject and believe there is
a logical way to develop a weapons system, conduct a coup, or reach a decision.
They will, then, presume that a foreign actor would go about these tasks as they
would. Classic examples include analytic views that assumed risk-averse Soviet
behavior in the Cuban missile crisis or similar Arab reluctance to start a war with
Israel in 1973.

National Clandestine Service (NCS). Formerly known as the Directorate of Opera-
tions (DO), the National Clandestine Service now is responsible for directing all
HUMINT operations across the U.S. government, including the FBI and Depart-
ment of Defense, for conducting foreign intelligence collection and covert action
abroad. The director of the NCS reports to the director of the Central Intelligence
Agency. As such the NCS is the principal “collection” manager—like the
National Security Agency for SIGINT—for human intelligence.

National Counterproliferation Center (NCPC). The National Counterproliferation
Center was established in 2005 within the Office of the Director of National
Intelligence. It coordinates intelligence support to stem the proliferation of weap-
ons of mass destruction (WMD) and related delivery systems. It also develops
long-term strategies for better collection and analysis on future WMD threats.
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National Counterterrorism Center (NCTC). The National Counterterrorism Center
was established in 2005 as part of the Intelligence Reform and Terrorism Preven-
tion Act of 2004. The NCTC integrates all intelligence—both foreign and domes-
tic—within the U.S. government pertaining to terrorism and counterterrorism. It
conducts strategic operational planning and also produces intelligence analysis
for key policy agencies. It is part of the Office of the Director of National
Intelligence.

National Intelligence Council (NIC). The National Intelligence Council is responsi-
ble for producing National Intelligence Estimates (NIEs) for the U.S. government
and for evaluating community-wide collection and production of intelligence by
the intelligence community. The NIC is made up of roughly a dozen senior intelli-
gence officers, known as national intelligence officers.

National Intelligence Daily (NID). A compilation of significant current intelligence
items published six days a week by the CIA’s Directorate of Intelligence in consul-
tation with the Defense Intelligence Agency, the State Department’s Bureau of
Intelligence and Research, and the National Security Agency. It was provided to
senior officials throughout the U.S. national security agencies and to overseas
commands and diplomatic posts. In its new form, including electronic versions,
the NID has been redesigned and named the Worldwide Intelligence Report
(WIRe).

National Intelligence Estimate (NIE). A National Intelligence Estimate is usually a
strategic assessment of the capabilities, vulnerabilities, and probable courses of
action of foreign nations or nonstate actors produced at the national level as a
composite of the views of analysts throughout the U.S. intelligence community
(IC). It is prepared under the auspices of the National Intelligence Council, and
one or more national intelligence officers will guide the drafting of the estimate.
Analysts throughout the IC participate in preparing and approving the text. The
NIE is then presented to the heads of the U.S. intelligence community and offi-
cially released by the director of national intelligence as the IC’s most authorita-
tive statement on an intelligence subject.

national intelligence officer (NIO). A national intelligence officer is a senior expert
on either a regional area (e.g., Europe, Asia, Africa, Middle East) or a functional
area (e.g., weapons of mass destruction, transnational threats, conventional mili-
tary) who directs the production of NIEs on those topics. They guide and evaluate
the quality of analysis in their substantive areas. NIOs represent intelligence
community analysts at interagency meetings and interact regularly with senior
policy officials to ensure intelligence production is directed at policy issues of
importance.

“need-to-know” principle. Senior intelligence managers use this principle to deter-
mine whether intelligence will be shared with other intelligence professionals or
policy officials. According to executive order, the knowledge or possession of
such information shall be permitted only to persons whose official duties require
such access in the interest of promoting national defense.

opportunity analysis. Opportunity analysis (sometimes referred to as action analy-
sis) directly supports implementation of U.S. security policies by assessing the
factors that could help policy planners and other decision makers to seize oppor-
tunities presented to them. While not endorsing any policy options, opportunity
analysis assesses the costs and benefits of different policy actions that policymak-
ers might consider.
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order of battle (OOB). In military analysis, the order of battle identifies military
units, their command structure, and the strength and disposition of personnel,
equipment, and units of an organized military force on the battlefield.

OSINT (open source intelligence). Open source intelligence involves collecting infor-
mation from unclassified, publicly available sources and analyzing its significance
to the U.S. government. Open sources include: newspapers, magazines, radio,
television and computer-based information in many foreign languages; public
data found in government reports, press releases, and speeches; and professional
and academic journals and conference proceedings. Increasingly, open source has
focused on exploiting the Internet world of websites and bloggers. The Open
Source Center is the intelligence community’s primary organization responsible
for the collection and analysis of open source information.

paradox of expertise. Scholars of analytic organizational cultures believe that the
more expert analysts become, the more prone they are to making errors because
of overconfidence in, or overreliance on, developed mental models. The paradox
is that their substantive knowledge of a subject has led them to dismiss unlikely
scenarios or ‘“weak signals” of a major discontinuity.

politicization. There is no generally accepted definition of politicization, but it com-
monly refers to the intentional biasing of intelligence analysis to suit a particular
set of political goals or agendas. Analysts can be prone to politicization if they
allow their personal views to influence their analytic judgments; likewise, policy-
makers can “politicize” intelligence by inducing analysts to tailor their judgments
to suit a policy agenda or by misrepresenting analysis as supporting their pre-
ferred policies.

President’s Daily Brief (PDB). The President’s Daily Brief is a compilation of cur-
rent intelligence items of high significance to national policy concerns provided
daily by the Central Intelligence Agency, the Defense Intelligence Agency, and the
State Department’s Bureau of Intelligence and Research. A daily briefer delivers
it to the president, and other briefers provide it to a select group of senior officials
designated by the president as recipients. The PDB is constantly being refined to
suit the individual needs of each president’s preference for format, presentation
style, and length.

Red Team Analysis. This structured analytical technique is aimed at countering cul-
tural bias and the “mirror-imaging” problem by constructing a team of analysts
who will consciously try to “think like the enemy” rather than like American
intelligence analysts. The “Red Team” analysts study and then role play the key
decision makers in a foreign government or perhaps a terrorist cell. They adopt
the same decision-making styles, goals, or methods that an adversary might use
in accomplishing its objectives. The Red Team assessments provide U.S. policy-
makers with an unconventional look at how their opponents might perceive a
situation.

satisficing. Cognitive theorists have determined that the human brain searches for
the quickest way to explain observed phenomena. Accordingly, the brain stops
seeking out better explanations for some phenomenon once it finds a good
enough or “satisficing” hypothesis. In decision-making situations, cognitive psy-
chologists also have observed that groups often settle on the first satisfactory
explanation for a problem and then rely upon it, despite subsequent information
that might undermine the credibility of this initial hypothesis.
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Scenarios Analysis (or Scenarios Development). This structured analytic technique
is designed to generate multiple hypotheses about a future trend or development
through the use of group-designed exercises that create alternative futures. Sce-
nario exercises bring together experts from diverse fields and invite them to brain-
storm on key factors that will shape future trends. After determining the key
factors (often called ““drivers”), the exercise designs three or more different
futures by combining these drivers in different ways. The technique has been used
extensively in private industry and other business consulting firms, but is now
regularly employed by intelligence and other national security agencies.

SIGINT (signals intelligence). Interception and analysis of a target’s use of technical
signals and communications systems. It encompasses COMINT (communications
intelligence) as well as ELINT (electromagnetic intelligence) and FISINT (foreign
instrumentation or telemetry). The National Security Agency is the principal SIG-
INT collector in the U.S. government.

signature. Analysts rely on understanding unique “signatures” or patterns in the
way a target operates, equips, or deploys military forces or weapons systems. For
example, patterns of military communications can also indicate how military
forces are likely to operate in the field; these signatures might indicate levels of
readiness or whether operations were under way.

situation reporting. Situational reporting (commonly called “sit-reps”) is analysis
that is rapidly disseminated as soon as analysts prepare it, to give policymakers
the most up-to-date information for a quickly developing story. “Sit-reps” typi-
cally focus on what the facts are and any immediate implications of the event.
Reporting on coups, deaths of world leaders, military clashes, sudden break-
downs in order or negotiations would be the most likely topics of such reporting.

sources and methods. Sources and methods are those technical and human means of
gathering information clandestinely on intelligence topics. A source can be a satel-
lite imaging system operating high above a foreign country, a diplomat’s report-
ing from an embassy, or a source’s clandestine meeting with a case officer to
report on a high-level meeting of his government. Analysts must “source” their
reports and assessments by demonstrating they have a variety of reporting, prefer-
ably from very different kinds of sources and collection disciplines, and assess
the validity and credibility of the reporting. Such scrutiny reduces the chances of
deception or fabrication of reporting if it came from a single source.

strategic analysis. Unlike situational reporting or current analysis, strategic analysis
focuses less on events than on long-term trends. It is usually performed only on
subjects of enduring interest to the United States. For example, strategic analysis
of foreign ballistic missile developments or of the Chinese military would be of
enduring interest to policymakers, regardless of their immediate policy agendas.
Strategic analysis is inherently “estimative,” as there is little detailed information
on trends beyond a year or more.

structured analytic techniques. Structured analytic techniques are used to provide
more rigor to analytic judgments and to make them more transparent and testa-
ble. Various structured analytic techniques—such as Devil’s Advocacy, Team A/
Team B, Analysis of Competing Hypotheses, or Scenarios Analysis—attempt to
record the logic employed by analysts in reaching judgments. By structuring the
analysis according to a set of principles (e.g., listing key assumptions, evaluating
the quality of information, examining multiple hypotheses, identifying collection
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gaps, or detecting possible deception and denial), analysts can establish more sys-
tematically their levels of confidence in judgments reached. Moreover, they can
also track changes in their judgments over time and revisit conclusions that new
evidence might appear to challenge.

Team A/Team B Analysis. This structured analytic technique uses separate analytic
teams that contrast two or more strongly held views or competing hypotheses
about an intelligence topic. Each team will develop its assessments using the avail-
able evidence after laying out their key assumptions about the topic. The value
comes in arraying the two competing views side-by-side, which highlights how
different premises cause analysts to reach different conclusions.

tradecraft. In analysis, tradecraft comprises the cognitive and methodological tools
and techniques used by analysts to gather and organize data, interpret their mean-
ing, and produce judgments, insights, and forecasts for policymakers and other
users of finished intelligence products. An example of intelligence tradecraft is the
Analysis of Competing Hypotheses. See analytical tradecraft.

warning analysis (strategic and tactical). Warning analysis anticipates potentially
threatening or hostile activities and alerts policymakers to the possible implica-
tions should the activity occur. “Strategic” warning refers to relatively long-term
developments, which provide a lengthy period of time before the event during
which a policymaker can develop policies or countermeasures. “Tactical” warn-
ing refers to alerting policymakers to near-term events, for which there is little
time to prepare.

Worldwide Intelligence Report (WIRe). The Worldwide Intelligence Report has
replaced the National Intelligence Daily (NID) as the CIA’s current publication
circulated throughout the U.S. government to senior policy officials. This is now
a more web-based publication that has an electronic dissemination within Wash-
ington and overseas. It can be updated frequently throughout the day, rather than
operate as a once-a-day publication like the NID.

worst-case analysis. Worst-case analysis occurs when analysts “assume the worst”
in reaching judgments about a future event. It can occur when analysts base their
analysis on assumptions that an adversary will always select a course of action
aimed to create the worst problem for the United States or that the adversary’s
intentions are uniformly hostile toward the United States. Likewise, analysts are
often accused of using such assumptions in an effort to ensure that they never fail
to warn a policymaker of a possible surprise. Worst-case analysis, then, becomes
a rationale for policymakers to ignore warnings that were actually far more bal-
anced than assumed.






Contributors

Michael Bennett works as a consultant in northern Virginia. He has more than
twenty years of experience in a variety of intelligence-related disciplines in both
the government and the private sector and has conceived and managed projects
in the areas of denial and deception, product and image security, and advanced
technical collection systems. He is the coauthor of Counterdeception Principles
and Applications for National Security.

Bruce Berkowitz is a Research Fellow at the Hoover Institution at Stanford
University. His most recent government assignment was as Director, Forecasting
and Evaluation, at the Department of Defense. He previously served as a CIA
analyst and has published numerous books and articles about intelligence and
national security affairs.

James B. Bruce is a senior political scientist at the RAND Corporation and an
adjunct professor at Georgetown University in the Security Studies Program. He
is a retired career CIA intelligence analyst and has served with the National
Intelligence Council and in both Directorates of Intelligence and Operations and
has worked extensively with other organizations in the Intelligence Community.
He has taught at the National War College and has written numerous studies on
intelligence and deception.

Jack Davis is a retired career CIA analyst who has written numerous articles
and monographs dealing with the development and improvement of analytic
methods. He is a former national intelligence officer for Latin America and
served for many years as a senior instructor in the CIA’s analytic training pro-
gram. He continues to consult with the CIA on analytic methods.

Rebecca Fisher is a writer, researcher, and librarian whose career before joining
the Intelligence Community was spent in medical libraries, including George-
town University School of Medicine’s Dahlgren Memorial Library, where she
taught evidence-based medicine research techniques to medical students, faculty,
and researchers. She has a particular interest in how users select and evaluate
information products and how information-seeking behaviors and access to
information affect life choices.

321



322 | Contributors

John C. Gannon is a retired career CIA intelligence analyst and adjunct profes-
sor at Georgetown University in the Security Studies Program. He has served in
numerous analytic positions at the CIA, including as Deputy Director of Intelli-
gence and as Chairman of the National Intelligence Council. He was the Staff
Director on the House Select Committee on Homeland Security. He is currently
Vice President for Global Analysis at BAE Systems.

Roger Z. George is currently a senior analyst with the CIA’s Global Futures
Partnership and an adjunct professor at Georgetown University in the Security
Studies Program. He is a career CIA intelligence analyst who has served at the
State and Defense Departments and has been the national intelligence officer for
Europe. He has taught at the National War College and at private universities
and is coeditor with Robert D. Kline of Intelligence and the National Security
Strategist: Enduring Challenges.

John H. Hedley is a former editor of the President’s Daily Brief and served as
Chairman of the CIA’s Publications Review Board. He has been the CIA Officer
in Residence and an adjunct professor teaching intelligence at Georgetown Uni-
versity. He is a consultant for the National Intelligence Council and the CIA’s
Center for the Study of Intelligence, and he serves on the editorial board of the
International Journal of Intelligence and Counterintelligence. He has written
widely on intelligence issues.

Richards J. Heuer Jr. is a retired career CIA officer who served in the Director-
ates of Operations and Intelligence. He has written extensively on analysis,
deception, counterintelligence, and personnel security. His book, Psychology of
Intelligence Analysis, discusses the cognitive issues associated with analysis and
is widely used in training analysts throughout the Intelligence Community. Most
recently, he guided development of the software for Analysis of Competing
Hypotheses.

Rob Johnston is an ethnographer who specializes in national security and the
anthropology of work. He is the Lessons Learned Program Manager at the CIA’s
Center for the Study of Intelligence. He has been an Associate of the National
Intelligence Council and a visiting scholar at the Sherman Kent Center, and he
is the author of Analytic Culture in the U.S. Intelligence Community: An Ethno-
graphic Study.

Richard J. Kerr is a former Acting Director and Deputy Director of Central
Intelligence at the CIA. He spent more than thirty years as a career intelligence
analyst, beginning in 1960 when he started analyzing Soviet military develop-
ments. He has held senior analytic positions at the CIA, including Office Direc-
tor for East Asian Analysis and Deputy Director for Intelligence. Since his
retirement in 1992, he has served on numerous high-level boards to review the
quality of intelligence analysis.

Mark M. Lowenthal is President and Chief Executive Officer of the Intelligence
and Security Academy and an adjunct professor of International and Public



Contributors | 323

Affairs at Columbia University. He has worked on intelligence analysis at the
CIA and Department of State as well as serving as Staff Director of the House
Permanent Select Committee on Intelligence. His last government post was
Assistant Director of Central Intelligence for Analysis and Production. He is the
author of Intelligence: From Secrets to Policy.

John McLaughlin is currently senior research fellow at the Paul H. Nitze School
of Advanced International Studies, Johns Hopkins University. During his career
at the CIA, he held numerous senior official positions, including Deputy Director
of Intelligence, Chairman of the National Intelligence Council, Deputy Director
of Central Intelligence, and Acting Director of Central Intelligence. He is also a
frequent commentator on national news broadcasts.

Carmen A. Medina is the Director of the CIA’s Center for the Study of Intelli-
gence. Most recently, she was the Deputy Director of Intelligence. As a career
CIA analyst, she has served in a number of analysis positions and has been
responsible for transnational issues as well as the management of the CIA’s cur-
rent analysis. She has also written several articles on improving analysis.

Timothy J. Smith is a career analyst with the Office of Naval Intelligence (ONI).
He has performed multiple duties in operational intelligence, warfare analysis,
and modeling and simulation. He serves today as an analytic methodologist in
ONP’s Advanced Maritime Analysis Cell, which supports the Office of the Direc-
tor of National Intelligence’s policy of modernizing intelligence community inte-
gration, collaboration, and assessment methodology and tools.

James B. Steinberg served as Deputy National Security Adviser to President Bill
Clinton from December 1996 to August 2000. He is also a former Director
of the State Department’s Policy Planning Staff and a former Deputy Assistant
Secretary of State for Intelligence and Research. After leaving government, he
was the Director of Foreign Policy Studies at the Brookings Institution and is
now the Dean of the Lyndon B. Johnson School of Public Affairs at the Univer-
sity of Texas at Austin.

David Thomas is a senior intelligence officer in the Joint Warfare Support Office
of the Defense Intelligence Agency (DIA) and an adjunct professor of intelligence
studies at the Institute of World Politics in Washington. During his career at the
DIA, he has worked on Soviet strategic military issues in the Foreign Intelligence
Directorate as well as on counterintelligence and transnational warfare. He has
also held assignments in the Office of the Secretary of Defense and the National
Intelligence Council.

Gregory F. Treverton is Director of the RAND Corporation’s Center for Global
Risk and Security. He has taught at the Pardee RAND Graduate School as well
as Harvard and Columbia Universities. He served on the staff of the Senate
Select Committee on Intelligence and the National Security Council, and he has
been the Vice Chairman of the National Intelligence Council. He has written
widely on national security affairs, and his most recent book on intelligence is
Reshaping National Intelligence for an Age of Information.






Index

Note: Page numbers followed by box, t or f indicate boxes, tables and figures in the text. Page

numbers followed by n indicate endnotes.

abduction, 175-76, 272, 279n23
ACH. See Analysis of Competing Hypotheses
(ACH)
Acheson, Dean, 23
Afghanistan invasion, by USSR (1979), 39
“all-source” intelligence
agencies, 8, 19, 31
analysts, 30, 203, 266
Alternative Analysis, 98, 133, 183, 252
challenge analysis, 47, 134, 167-69, 301
missing at time of Irag WMD NIE, 96,
183, 261-62
promoted, 167-69, 205, 222-23, 302
synthetic reasoning as, 272
See also specific analysis techniques
alternative views
hypotheses, 205-6, 223, 261, 272
necessary in assessments, 79-80, 85, 128,
133, 168, 184
analysis. See intelligence analysis
Analysis of Competing Hypotheses (ACH),
251-55
applied to Iraq WMD issue, 184, 253,
254-55t,261-62
Bayesian, 259-60
collaborative, 257-59
compared with intuitive approach, 256-57
computer-aided, 257-64
encouraged by CIA, 167-68, 257-59
evaluating/workflow, 260-64
matrix, 253, 254-55t, 257
testing qualitative hypotheses, 183-835,
189n45
analysts
ACH use, 257-64
aiding in strategy, 108-20, 109f

careers, 216, 219-20, 231-32, 296-97,
298
deception of (see Denial and Deception
(D&D))
identifying opportunities, 30, 78, 112
isolated, 84, 221
open source information use, 218, 221box
pivotal role, 2, 12f, 192f
psychological obstacles, 158-68, 195
reasoning, 175, 263, 271-72
relationship with collection/collectors,
131-32, 191-206, 238
changing nature, 242, 247
relationship with policymakers
changes, 243-46, 304-5
communication challenges, 69, 71-73,
82-83, 113, 166-67
communication management/improve-
ment, 74-80, 84-89, 119-20
skills/traits required, 3, 111, 244
training and schooling, 30, 46, 59, 135,
296-97
centralized university, 216, 223-24,
231,297
work practices, 242-43, 261-64
analytical transactions, 2, 75, 111, 115
analytical transparency, 101, 125
analytic targets. See targets
anecdotal evidence, 60, 160, 173, 245-46
anomalies, 135,233, 299
Arab-Israeli relations
history, 47, 287
military analysis, 161, 195
arms control negotiations, 117
Assad, Hafez, 161
assessments
accuracy, 78

325



326 | Index

assessments (continued )
alternative views in, 79-80, 85, 128, 133,
168, 184
clarity, 79
communication style, 165-66, 185, 244
community, 85
and mindsets, 160, 166
revising judgments, 79, 181
timeliness, 79
transparency, 85-86
See also confidence levels
assumptions. See mindsets
asymmetrical warfare, 97, 122
Aum Shinrikyo gas attack (Tokyo, 1995),
282
Australian intelligence reports, 228, 234
authority, as way of knowing
diluted by open source data, 241
generally, 172-73
in Iraq WMD intelligence estimate,
179-80

Bald, Gary M., 284
bar associations, 56
Baxter, James, 20
Bayesean Analysis of Competing Hypotheses
(ACH), 259-60
Bayes’ theorem, 103n15
Bennett, Michael, 122-37
Berkowitz, Bruce, 281-94
Berlin Wall, fall (1989), 161-62, 164
“best practices,” 66, 210n52, 302-3
Bharata Janata Party (BJP), 197, 198
bias
cognitive, 128-29, 133, 159-63, 173-74
addressing via decomposition and exter-
nalization, 251-52, 258, 263
confirmation, 133, 160-61
current intelligence, 298
hindsight, 35, 52n1, 157
organizational, 127-28, 269
search for consensus, 128, 163-64, 181
time pressures, 128, 180, 269
personal/cultural, 127-28
in policymaking, 10, 44, 93, 166—-67
addressing via leadership, 216, 222-23,
303-4
rationality/coherence, 127, 159, 162
service, 27
traps, 127-30

biological weapons
in 2002 NIE report on Iraq, 11, 132, 179—-
80, 181, 182, 201
Soviet-owned, 198-99, 209n32
blame assignment, 159, 224n4, 238
boss think, 163-64
breadth, synthetic, 271-72
Bremer Commission, 283box
briefings, 7, 22, 24, 28-29, 145
British intelligence, 102, 234, 241
Butler Report, 228-29
MI-5, 287
Bruce, James B., 1-15, 122-37, 171-210,
295-307
Bureau of Military Intelligence, 19

Bush, George H. W.

as DCI, 29, 38, 46, 99
as president, 29, 41-42, 162

Bush, George W., 92, 113

on Iraq WMD, 167, 173, 228, 235-36
new organizations under, 289-92

Butler Report, 228-29
Byrnes, James, 21

“card stacking,” 182, 185, 228
Carter, Jimmy, 42
Casey, William, 29, 42, 49, 50, 100, 169n3
Castro, Fidel, 49
Central Intelligence Agency (CIA)
agency history 1950-2000, 22-32, 35-52,
226
Alternative Analysis promoted/used, 167—
68,257-59, 302-3
analytical functions assumed, 25
directors (D/CIA) (see also under director
of central intelligence (DCI))
Goss, Porter, 230
Hayden, Michael, 159, 166, 297
environmental center, 112
failures
cold war events, 161-62, 164
documented, 14n7, 306n5
Iranian revolution, 196
Iraq WMD, 162, 165
and suppressing lessons learned, 302
Yom Kippur War, 160-61
first-hand accounts, 157-69
Office of Global Issues, 29
performance measurement, 36
publications, 141-42
review process, 163-65



role in Cuban Missile Crisis, 8-9, 26
University, 225n8
See also Directorate of Intelligence (DI);
specific countries/regions
Central Intelligence Group (CIG), 21-22
director of central intelligence (DCI), 21,
23
Office of Reports and Estimates (ORE),
21,2324
Office of Current Intelligence (OCI), 24,
25
Office of National Estimates (ONE),
23-24,25, 28, 44
Office of Research and Reports (ORR),
24
See also Central Intelligence Agency (CIA);
director of central intelligence (DCI)
centralization
military intelligence, 26-27
post-9/11 intelligence and oversight,
101-2, 292-93
20th century intelligence, 21-25
Central/Latin America, 49, 230
central planning (economics), 39
certification and credentialing
legal, 56, 58
librarian, 62, 63
medical, 59-60
Chalabi, Ahmed, 95
challenge analysis. See under Alternative
Analysis
challenges, in intelligence analysis, 50-52,
139-40, 146-50, 158-69, 232-36
review and coordination, 163-65, 269
channels, 123, 129, 131
Chéavez, Hugo, 49
chemical weapons, in NIE Iraq report, 2002,
11, 179-82, 184, 201
cherry picking (politicization), 86, 93, 94-95
China
military ambitions, 42—43
relationship with Soviet Union, 23, 42,
110-11, 148
CIA. See Central Intelligence Agency (CIA)
CIG. See Central Intelligence Group (CIG)
civil liberties, and domestic intelligence, 281,
282,286
clarity, necessary in assessments, 79
“clearinghouse” theory of central intelli-
gence, 21-22
Clinton, Bill, 45, 46, 113, 118

Index | 327

closed-mindedness, and intelligence avoid-
ance, 72-73
Cochrane, Archie, 60
cognitive biases, 128-29, 133, 159-63,
173-74
addressing via decomposition and exter-
nalization, 251-52, 258, 263
Colby, William, 28-29
cold war, 23, 97-98
beginning, 19
China, 42-43
CIA during, 36-44, 161-62, 164
Cuban Missile Crisis (1962), 7-10, 26,
38-39, 162
current challenges compared to, 148,
229-30
ending, 41
intelligence management during, 214,
226-27
Soviet Union, 19, 37-42, 97, 110, 162
U.S. strategy, 110-11
Vietnam, 44
collaboration
in Analysis of Competing Hypotheses,
257-59
focus moving to, 214, 242, 246, 267-68
on homeland security, 289-93
via technology, 244-45, 246-47, 267-68,
274-77
See also information sharing
collection of intelligence
analysts’ dependency on, 131, 191, 238
collector-analyst relationship, 12f, 191-
206, 192f
changing nature, 242, 247
as empirical, 177
nature of, 7-8
neutralized via denial/deception, 123,
125-26, 131, 191-206
prioritizing, 87
Combatant Commands, 144, 145, 146
Commission on the Intelligence Capabilities
of the United States Regarding Weapons
of Mass Destruction. See WMD Com-
mission report
Competitive Analysis, 31, 38,47, 223
confidence levels, 79, 85, 133, 165, 168
Iraq WMD NIE, 179-80, 201-2
confirmation bias, 133, 160-61
Congress, U.S., 100
homeland security stances, 289-90, 292



328 | Index

Congress, U.S. (continued)
intelligence oversight, Iran, 235
intelligence oversight, Iraq, 101-2, 180,
227-29
intelligence oversight commissions, 227,
237n35, 283box
“connect[ing] the dots,” 4, 201, 227, 229,
232,239
consensus, as organizational bias, 128, 163—
64, 181
Contras, supported during Reagan adminis-
tration, 49
conventional wisdom, 173-74
cooperation, interagency, 98-99, 135, 259
absence of, 22, 27, 91, 193, 200, 285
See also collaboration
Corona (satellite), 26
counterdeception, 130-32, 134-35, 205
counterintelligence
by Cuba, 49
by FBI (division), 292
by targets, generally, 125
threat assessments, 145
See also Denial and Deception (D&D)
counterterrorism
agencies involved, 112, 291
CIA terrorism analysis, 49-50
by FBI (division), 284, 285, 291-92
military, 145
National Counterterrorism Center
(NCTCQC), 31, 88, 112,218,292
as top priority, 31, 77, 112, 285
Counter-Terrorism Center (1980s), 50
Craft of Intelligence, The (Dulles), 172
creative thinking, 271-72
See also imagination, as analysis tool
critical thinking, 270-71
cross-training, intelligence and policy, 74—
75,231,274
“crying wolf,” 113, 195
C4 systems, 145, 148
Cuba, 49, 230
Cuban Missile Crisis (1962), intelligence sur-
rounding, 7-10, 15n17, 26, 38-39,
193-95
cultures
biases due to, 127-28
collaboration, 135, 246-47, 259, 267-68
law enforcement, 284, 286
organizational, 165-66, 285

policy vs. intelligence, 71-73, 83-84, 88—
89, 100-102
current intelligence
bias, 298
defined, 244, 269
historical delivery, 22, 24-25
military, 147, 150
over-reliance on, 4-5, 140
vs. strategic analysis, 233
See also briefings; “finished” intelligence
analysis
Current Intelligence Bulletin (presidential
briefing), 24, 28
“Curveball” (source), 132, 180, 189n32,
202
customers/consumers of intelligence, 2f, 12f
managers’ focus on, 214
military, 48, 145-46
using open source information, 216
See also policymakers

daily intelligence reports, 7, 22, 24, 28-29,
145
Daily Summary (presidential briefing), 22,
32n9
Davis, Jack, 115, 157-70
DCI. See director of central intelligence
(DCI)
D&D. See Denial and Deception (D&D)
deception, 123, 126-30
analysis of, ACH, 257, 260
hypothesis, 205
in military campaigns, 161
decision makers. See policymakers
decomposition, 251-52
deduction, 174, 187n11, 187n13, 253, 270-
71,273
defectors, 198-99, 202, 262
Defense Intelligence Agency (DIA), 26-28,
145, 150, 302
Defense Intelligence Components (DoD),
139
Defense Intelligence (journal), 141
Defense Intelligence School. See Joint Mili-
tary Intelligence College (JMIC)
Denial and Deception (D&D), 122-35
countering, 130-32, 134-35, 205
deceit, 126, 129
deception, 123, 126-30
defined, 122-23
denial, 123, 125-26, 129



misdirection, 126, 127, 129-30
under Saddam Hussein, 181, 210n50
truth, 126, 129
Department of Defense (DoD), 25, 151
CIA support, 48
Defense Intelligence Components, 139
endorsement of CIA, 26
inception, 22
reorganization of services, 27
use of analysis, 139, 146
Department of Energy (DOE), 180
Department of Homeland Security (DHS),
218, 231, 289-91
depth, analytic, 270-71
Dervin, Brenda, 64, 68n27
Devil’s Advocacy, 195-96, 302
Dewey Decimal Classification System, 62
DHS. See Department of Homeland Security
(DHS)
DI. See Directorate of Intelligence (DI)
DIA. See Defense Intelligence Agency (DIA)
diagnosticity of evidence, 256, 262-63
digital data and processing, 240-42, 244-45
Directorate of Intelligence (DI), 24, 25, 28—
29,150, 244, 292
director of central intelligence (DCI), 21, 23,
100-101, 227, 289
authority, 173
Bush, George H. W., 29, 38, 46, 99
Casey, William, 29, 42, 49, 50, 100,
169n3
Colby, William, 28-29
Dulles, Allen, 25, 172
Gates, Robert, 74, 91-92, 227
Goss, Porter, 230
Helms, Richard, 44, 100, 226
McCone, John, 26, 44
Smith, Walter Bedell, 23, 24
Tenet, George, 200, 227, 307n17
Turner, Stansfield, 238
See also Central Intelligence Agency (CIA);
director of national intelligence (DNI)
director of national intelligence (DNI), 102,
223,234,246
established, 31, 292
Negroponte, John, 230
Office of the Director of National Intelli-
gence (ODNI), 141, 218, 245box, 259
responsibility for community training,
230-31
direct pressure (politicization), 93

Index | 329

discipline, of intelligence analysis, 1-3, 535,
65-67,219,231-32,295
professional education, 296-97
pros and cons of career, 216, 219-20
scrutinized, 238-39
disinformation, 129
Internet, 97
by Saddam Hussein, 96
by Soviet Union, 194, 199
See also Denial and Deception (D&D)
distortion. See bias; politicization
DNI. See director of national intelligence
(DNI)
DoD. See Department of Defense (DoD)
DOE. See Department of Energy (DOE)
domestic intelligence, 281-88
analysis methods, 288
and civil liberties, 281, 282, 286
commissions and reviews, 283box
distinctness from international, 285, 287
domestic terrorism, 282, 287
FBI role, 284-85, 291-93
homeland security (HSINT), 235, 281-93
law enforcement, 284, 286
merge of focus with international, 218,
234-35
post-September 11th restructuring,
289-92
domestic spying, 284
Donovan, William J., 20-21
drug trafficking, 49, 91
Dulles, Allen, 23, 25, 172

education. See training and schooling;
universities
Egypt, 162, 195
Egyptian Islamic Jihad, 48
Eisenhower, Dwight D., 42
emerging nuclear powers, 54n24
China, 43
India and Pakistan, 46, 197-98, 261
Iran, 235
North Korea, 45-46
empiricism, as way of knowing
generally, 176-77, 272-74
missing from Iraq WMD intelligence esti-
mate, 182
enabling role, of analysis, 108-10, 109f,
116f
environment, national security strategy,
107-8, 110-11, 118



330 | Index

epistemology, 171-86, 268-69, 273-74
checklist, 185-86
error potential illustrated, 179-82
ways of knowing, 171-79
error potential in (qualitative) analysis, 11,
12f, 132, 192f
group/organization-specific, 269-70
in intelligence estimates, 179-82
estimates. See National Intelligence Estimates
(NIE)
evidence
anecdotal, 60, 160, 173, 245-46
diagnosticity, 256, 262-63
focus, in ACH, 253, 254-55t, 260
lack of, 182, 202
treatment, analysis vs. law enforcement,
286
evidence-based medicine, 60-61
evolution/history, of intelligence analysis,
19-32, 35-52
centralization efforts, 21-23
organization spotlights, 19-21, 22-23,
27-28
standards, 24-26
See also specific agencies/organizations
expertise
of analysts, and tradecraft, 110-11
building, 52
in intelligence analysis, 3, 8
“lone expert” model, 242, 304
non-prerequisite, FBI, 284
paradox of, 160-62, 300
scientific/technical, vulnerabilities, 16465
use of outside experts, 31, 215-17,
221box, 239-40, 298-99
See also professions; scholars
externalization, 251-52
externally structured analysis, 167-68
See also Analysis of Competing Hypothe-
ses (ACH)

facts
disconfirming, 86
nature of, 78, 172
results counter to, 233
failures of intelligence, 158, 267
and blaming, 159, 224n4, 238
coverage of CIA’s, 14n7, 306n5
event examples, 95, 161, 191-203, 204t,
300
Berlin Wall, 162, 164

Cuban Missile Crisis, 15n17, 162,
193-95
Indian nuclear testing, 46, 197-98, 261
Iranian revolution, 47, 158, 196-97
Iraq WMD threat, 10-11, 48-49, 95,
162, 165, 179-84, 201-3, 228-29
Middle East wars, 47, 160-61, 162
Pearl Harbor attack, 192-93
September 11th terrorist attacks, 4, 31,
82, 89n3-90n3, 199-201, 227-28
Soviet biological weapons, 198-99
Yom Kippur War, 160-61, 195-96
government-wide, 50, 200
learning from/lessons learned, 158-59,
203-6, 300-302
military, 147
surprises, 77, 173, 271
FBI. See Federal Bureau of Investigation (FBI)
Federal Bureau of Investigation (FBI),
230-31
Counterterrorism Division, 284, 291, 292
law enforcement culture, 284, 286
misuse of, 281
National Security Service, 284
role in domestic intelligence, 28485,
291-93
Fingar, Thomas, 230, 240, 259
“finished” intelligence analysis, 2, 6-7, 12f,
244
formats, 28, 234
ideal presentation for policymakers, 74—
75, 78-80
military, 144-45
See also briefings; current intelligence
Fisher, Rebecca, 17, 55-68
Flexner, Abraham, 59
Flood Report, 228
Ford, Gerald, 28-29
foreign affairs strategy paradigm, 108f
Foreign Denial and Deception (D&D). See
Denial and Deception (D&D)
Foreign Intelligence Advisory Board, 38
foreknowledge, 171-72, 270
errors in, 174
induction leading to, 175
forensic analysis, 243, 244
formalization, 272, 275
Franklin, Benjamin, 251-52

Gannon, John C., 213-25
Gates, Robert, 74, 91-92, 99, 227



geopolitical revolution, 217
George, Roger Z., 1-15, 107-21, 295-307
Germany
intelligence services, 287
reunification, 161-62, 164
Gilmore Commission, 283box
global issues
globalization and intelligence community,
215-16, 217, 306
and military intelligence, 140, 149, 298
Office of Global Issues (CIA), 29
and organization of intelligence, 29, 91,
298
tumult, 20th century, 35-36
Gorbachev, Mikhail, 39, 40box, 77, 300
Goss, Porter, 230
Grabo, Cynthia, 269, 271
groupthink, 163, 228, 269
See also mindsets
Gulf War (1991), 48

habit of thought, as way of knowing
generally, 173-74
in Iraq WMD intelligence estimate,
180-81
Hamre, John J., 171
Hart-Rudman Commission, 283box
Hayden, Michael, 159, 166, 297
Hedley, John H., 17, 19-34
Helms, Richard, 44, 100, 226
Heuer, Richards J., Jr., 157, 251-65
Psychology of Intelligence Analysis
(1999), 249, 251, 259, 269-70
heuristics, 65, 128-29, 269
high-impact/low probability analysis, 168,
199
historiography, 269-70
homeland security, 111-12, 218
Department of Homeland Security (DHS),
218,231, 289-91
intelligence (HSINT), 235, 281-93
FBI, 284-85, 291-93
White House Office of Homeland Security,
289
Homeland Security Act (2002), 290
House Permanent Select Committee on Intel-
ligence, 237n5
human intelligence (HUMINT)
failures in, 196
NIE input, 98, 180

Index | 331

over-reliance on in Iraq WMD report, 132,
180
value of information collected, 7-9
Hussein, Saddam
contained, 112
debate on links to al-Qaeda, 49, 82
Kuwait invasion, 48
out of the loop, 119
targeted, 228
weapons programs ambiguous, 94-96,
162, 181-82,210n50, 254-55t (see also
Iraq WMD threat)
hybrid analysis, 242-43, 247
hypotheses, 179, 183-84
alternative, 205-6, 223, 261, 272
creating via rationalism, 174-76
deception-related, 205, 260
refuting, 256-57, 262-63
testing, 183-85, 189n43, 189n45, 253
scientific method, 273-74
See also Analysis of Competing Hypothe-
ses (ACH)

IC. See intelligence community
ignoring of intelligence, 271
Irag/al-Qaeda links dismissed, 49, 82
military, 146-47
imagery intelligence (IMINT)
reliance on, Indian nuclear program moni-
toring, 197
reliance on, Iraq WMD report, 179
by U-2 aircraft, 8-9, 26, 194
imagination, as analysis tool, 4, 14n8, 191,
199, 205-6, 271-72
India, nuclear program, 46, 197-98, 261
induction, 174-75, 272
inference. See abduction; induction
information age, and analysis, 213-24
information gaps. See missing information
information-rich environments, 6, 217-19,
240-42
information sharing, 4, 87, 88, 267-68
barriers to, 31
failure examples, 193, 200
print/digital sources, 240-42, 244-45
See also collaboration
inquiry, scientific, 177-78, 182-85, 251-52,
272-74
basis of ACH, 253-55
INR. See under State Department, place in
intelligence community



332 | Index

insight, 243, 247
Intelink, 259
intelligence analysis
aims, 10, 21, 286
analyzed, 12-13, 50-52, 295-306
domestic-specific, 287
epistemological lessons, 182-86
evolution/history, 19-32, 35-52
limitations and challenges, 50-52, 139-
40, 146-50, 158-69, 232-36
review and coordination, 163-635, 269
military, 138-51
“new,” 96-98, 237-47
spectrum/granularity within, 243-44
standards, 24-26, 232-33
See also analysts; failures of intelligence;
politicization of intelligence
intelligence community
bureaucratic challenges, 213, 218, 274,
285
post-September 11th, 289-93
centralized education, 216, 223-24, 231,
297
current organizations, 31, 112
history/evolution, 19-32, 226-27, 282-84
reform/transformation, 82, 230-36
structural, 88-89, 277, 289-92
technological, 217-19
toward collaboration, 267-68
staffing levels, 227, 230-31, 233
Warning Committee, 161
See also analysts; managers; specific
organizations
intelligence culture, and policy, 71-73, 100-
102, 111
intelligence cycle, 2f, 13n4
Intelligence Directorate (National Security
Council), 88
intelligence organizations
culture, 165-66, 246-47
history/evolution, 19-32, 138-39, 226—
27,282-84
military, 26-28, 138-39, 141-42, 150-51
prepared, 134-35
vulnerable, 127-28, 132-33, 165-66
See also specific organizations
Intelligence Reform and Terrorism Preven-
tion Act (2004), 31, 88, 234-35, 267,
292
Intelligence Training, Assessment, and Simu-
lation Center (ITASC), 275-77

Intellipedia, 244, 245box, 268, 278n4
interagency collaboration. See collaboration
Interim Research and Intelligence Service, 21
Internet
analysts’ use limited, 218, 304
open source information, 6, 97, 241, 288
wikis, intelligence, 213, 244, 245box
Iran
conflict with Iraq, 48
nuclear program and estimates, 230, 235,
307n18
revolution (1979), 47, 158, 196-97
Iraq
conflict with Iran, 48
debating effects of 2003- war, 118
intelligence on, general, 116f, 243
intelligence on, Gulf War, 48, 118, 180-
81, 228
2003 invasion, 11, 96, 100, 147, 201, 228,
235
See also Iraq WMD threat
Iraq Survey Group, 201
Irag WMD Commission. See WMD
Commission
Iraq WMD threat
ACH assessment demo, 253, 254-55¢,
261-62
ambiguity, 94-96, 162, 181-82, 210n50,
254-55t
biological and chemical weapons, 132,
180, 201-2
nuclear weapons, 180, 201-2, 228,
261-62
politicization of intelligence, 92, 93-96,
100
absent, 11, 228
perceived, 235
program reported shut down, 182, 184,
188n30, 202, 210n47
rating intelligence analysis, 4-5
as flawed, 10-11, 48-49, 162, 165,
201-3, 228-29
NIE process, 2002, 179-84, 201-3
recent questions about, 82
UN inspections, 96, 113, 181, 254-55t
Iraqi National Congress, 95, 96
irrelevance, 92, 100
Islamic extremism, 47-48, 284-85
Israel
intelligence services, 287
in Yom Kippur War, 47, 161, 195-96



Japan
assumptions about, 173, 193
Pearl Harbor attack, 123, 124box, 192-93
Tokyo subway gas attack (1995), 282
Jeremiah Commission, 46
JMIC. See Joint Military Intelligence College
(JMIC)
Johnson, Lyndon, 44
Johnston, Rob, 17, 55-68
Joint Chiefs of Staff, 27, 144box, 145-46
Joint Inquiry of House and Senate Commit-
tees into the Terrorist Attacks of Septem-
ber 11, 2001, 227, 237n5, 283box
Joint Military Intelligence College (JMIC),
30, 141
journalism/intelligence similarities, 28, 239—
40, 247,269,298
judgment of intelligence, 86, 167-68
nature of, 8-9
psychological obstacles, 158-68
quantifying subjectivity within, 259-60
judgment revision
necessary in assessments, 79, 181
in scientific inquiry, 178, 251-52

Kennedy, John F., 8, 9,27, 167
Kent, Sherman, 1, 9, 15n18, 24-25, 44
call for intelligence literature, 61
and inductive inference, 175
on intelligence consumers, 71, 163, 305
on military intelligence analysis, 142
Strategic Intelligence for American World
Policy (1949), 25, 222
on tradecraft, 222
See also Sherman Kent School of Intelli-
gence Analysis
Kerr, Richard J., 17, 35-54, 228
Kerr Group report, 230, 234
Khomeni, Ayatollah, 47, 196
Khrushchev, Nikita, 10, 85, 162, 194
Kim Il Sung, 45
Kim JongIl, 119
Kissinger, Henry, 42, 113, 160, 243
knowledge
definitions, 172
different from hypotheses, 183
“factories,” 268
and intelligence, 171, 232-34, 298
properly used for analysis, 182-86
ways of knowing, 172-79

Index | 333

knowledge management systems, 63—-64, 66
legal, 57
library services, 62-63
medical, 58-59, 242

Korean War, 23, 25

Kringen, John, 302

laboratories
intelligence, 275-76
mobile, 180, 201
bin Laden, Osama
intelligence on intent, 114box, 209040
search for, 50
Langer, William, 20
language and wording, in assessments, 165—
66,185,244
Latin/Central America, 49, 230
law enforcement, 284, 286
leaders, world, 162, 183
leaks, 73, 103n5, 235-36
as deception, 129, 194
utilized by targets, 125
learning organizations, 63-65, 135
legal profession, history, 56-58
“lessons learned,” 135, 206, 226-29, 236,
300-302
library science and services, history, 61-63
literature, U.S. intelligence analysis, 3-6, 61,
66-67
lack of, 1, 5, 141
landmark titles, 25, 222
military, 141, 150-51, 152n9
long-term intelligence, 31, 160, 269, 298
Lovell, Joseph, 58
Lowenthal, Mark M., 226-37

MacEachin, Douglas, 1, 33n37
MACV. See Military Assistance Command,
Vietnam (MACV)
managers, 213-15, 233, 303
challenges, 214-16, 218, 221box
mission management, 230
transition into “‘new’ analysis, 246—47,
268, 303-4
manipulation of intelligence. See Denial and
Deception (D&D)
Mao Zedong, 42
Markle Task Force on National Security in
the Information Age, 88, 283box
McCone, John, 26, 44
McLaughlin, John, 30, 71-81



334 | Index

McNamara, Robert, 26, 27
McVeigh, Timothy, 282
MDI. See War Department Military Intelli-
gence Division (MDI)
measurement and signature intelligence
(MASINT), 210n46
medical profession, history, 58—61
Medical Subject Heading (MeSH) system,
58-59, 63
Medina, Carmen A., 238-48, 258
methodologies, analytical. See tradecraft
MI-5, 287
Middle East, CIA study, 47-49, 160-61, 162
Military Assistance Command, Vietnam
(MACV), 44
military education, 141, 297, 306n3
military intelligence
analysis, U.S., 138-51
challenges, 139-40, 146-50
future, 150-51
key elements, 143, 151
literature, 141, 150-51, 152n9
and operations, 144box
organizations, 26-28, 138-39, 141-42,
150-51
tactical, 99
military strategy, 107-8, 144box
mindfulness, 64-65
minds
prepared, 133-34
vulnerable, 127, 132
mindsets, 51, 93, 160
addressing via decomposition and exter-
nalization, 251-52, 258, 263
historical examples, 95, 161
Indian nuclear testing, 261
Iraq weapons programs, based on old
information, 48, 180-81, 262
in Iraq WMD investigation, 95-96, 202,
228,262
about Japan, WWIIL, 173, 193
pre-Cuban Missile Crisis, 192-93
pre-Iranian revolution, 196-97
pre-September 11th, 200
pre-Yom Kippur War, 195
in review/coordination, 163-635, 269
mirror imaging, 127, 159, 162
misdirection, 126-27, 129-30
missing information, 51, 123-26, 129, 132,
191, 202
addressing with ACH, 253

effects on analysis, 168

and substituting assumption, 203

See also Denial and Deception (D&D)
mobile laboratories, 180, 201
modeling, 274, 275
Mubarak, Hosni, 48
Mueller, Robert, 285, 291, 293
mysteries, 53n11, 84, 99

narcotics trafficking, 49, 91
National Counterterrorism Center (NCTC),
31, 88, 112, 218, 292
National Defense Intelligence College
(NDIC), 141, 296
See also Joint Military Intelligence College
(JMIC)
National Foreign Intelligence Program, 289,
293n7-294n7
National Geospatial-Intelligence Agency
(NGA), 26, 145, 296
National Ground Intelligence Center
(NGIC), 180
National Institutes of Health (NTH), 242,
248n10
National Intelligence Council (NIC), 31, 91,
211
National Intelligence Daily (briefing), 28
National Intelligence Estimates (NIE), 7, 299
on global terrorism, 2006, 235-36
Iraq weapons estimate, 2002, 11, 95-96,
165
claims, 201
commentary on, 171, 179-84, 201-3,
228-29
defense of, 307n17
Key Judgments section, 237n7
on nuclear states, 45, 54n24
politicization debated, 91-92, 102, 2238,
235-36
preparation, 27, 28, 234, 266-67
coordination and checking, 185-86
first-hand accounts, 91
process improvement, 38, 185
report building, 173
national intelligence officers, 28
National Intelligence Strategy, 267
National Intelligence Surveys, 23, 24
National Intelligence University (NIU), 2135,
216, 223-24, 231, 297
National Library of Medicine (NLM), 58-59



National Photographic Interpretation Center
(NPIC), 26
national security
aided by analysts, 108-20, 109f
concept inception, 19
homeland security, 111-12, 218
intelligence (HSINT), 235, 281-93
reviews and commissions, 283box
strategy development, 107-10
threats, 111-13, 114box, 215, 291-92
National Security Act (1947), 22, 23
National Security Agency (NSA), 145, 241,
296
National Security Council (NSC)
inception and purpose, 22
meetings, 81n5
suggestions for, 88, 90n7
National Security Service (NSS), 292
Negroponte, John, 230, 241
networks, intelligence information, 247, 268,
276-77
NGA. See National Geospatial-Intelligence
Agency (NGA)
NGIC. See National Ground Intelligence
Center (NGIC)
NIC. See National Intelligence Council (NIC)
Nicaragua, 49
Nichols, Terry, 282
NIH. See National Institutes of Health (NIH)
9/11 Commission, 82, 90n3, 283box
findings, 200-201
recommendations, 14n8, 101, 292
responses to, 292-93
The 9/11 Commission Report, 4, 14n8,
90n3, 114box, 227-28, 292
NIOs. See national intelligence officers
Nixon, Richard, 28-29, 41-42, 100-101,
281
NLM. See National Library of Medicine
(NLM)
nonstate actors, 75-76, 97, 122, 215
non-U.S. intelligence services, 36, 278n2
“normal theory,” 160, 173-74
North Korea
intelligence study, 44-46, 230
invasion of South Korea (1950), 23, 44
nuclear ambitions, 45-46
no think, 164
NPIC. See National Photographic Interpreta-
tion Center (NPIC)
NSA. See National Security Agency (NSA)

Index | 335

NSC. See National Security Council (NSC)
nuclear weapons tests

India, 46, 197-98, 261

North Korea, 45

objectivity of intelligence analysis, 25
challenged, 49
nature of, 9-10
OCI. See under Office of Reports and Esti-
mates (ORE) (Central Intelligence
Group)
Office of the Coordinator of Information,
20-21
Office of Current Intelligence. See under
Office of Reports and Estimates (ORE)
(Central Intelligence Group)
Office of the Director of National Intelli-
gence (ODNI), 141, 218, 245box, 259
Office of Global Issues, 29
Office of National Estimates. See under
Office of Reports and Estimates (ORE)
(Central Intelligence Group)
Office of Naval Intelligence (ONI), 138
Office of Reports and Estimates (ORE) (Cen-
tral Intelligence Group), 21, 23-24
Office of Current Intelligence (OCI), 24,
25
Office of National Estimates (ONE), 23—
24,25,28,44
Office of Research and Reports (ORR), 24
Office of Research and Reports. See under
Office of Reports and Estimates (ORE)
(Central Intelligence Group)
Office of Scientific Intelligence, 24
Office of Strategic Services (OSS), 20-21,
142
Oklahoma City bombing (1995), 282
ombudsman, politicization, 222, 224n5
ONE. See under Office of Reports and Esti-
mates (ORE) (Central Intelligence
Group)
open source information, 197, 198
explosion, 241
use by intelligence community, 215, 218,
221box, 299
domestic, 288
Iran-related, 235
print vs. digital, 240-42
use by private citizens, 286
used instead of intelligence, 216, 239-40



336 | Index

operational intelligence (OPINTEL),
144box, 145,276
“opportunity analysis,” 30, 78, 111-13
optimism in policy culture, 72, 83-84
organizations, intelligence
culture, 165-66, 246-47, 268-70
history/evolution, 19-32, 138-39, 226—
27,282-84
military, 26-28, 138-39, 141-42, 150-51
prepared, 134-35
vulnerable, 127-28, 132-33, 165-66
See also specific organizations
ORR. See under Office of Reports and Esti-
mates (ORE) (Central Intelligence
Group)
OSS. See Office of Strategic Services (OSS)

Pakistan, nuclear program, 46
past, learning from, 1, 5, 30, 50-52, 135,
203-6,226-29, 236
patterns, 98, 175
failure, 204t
recognition, 272
PDB. See President’s Daily Brief
peacekeeping missions, 30, 140
Pearl Harbor attack, 192-93
D&D, 123, 124box, 193
impetus for U.S. intelligence, 226
similarity to September 11th, 200, 204t
Peirce, Charles, 175-76, 279n23
Penkovskiy, Oleg, 8, 9
Pentagon. See Department of Defense (DoD)
performance measurement, CIA, 36
Persian Gulf War, 48, 118
photographic reconnaissance, 8-9, 26, 194
policy culture, and intelligence, 71-73, 83—
84, 100102, 111
policymakers
analysis training for, 75, 87, 224
bias problems, 10, 166-67
deception of (see Denial and Deception
(D&D))
dislike of surprise, 77-78, 83
national, 81n3
news unwelcome to
intelligence, generally, 72-73
Pakistani nuclear program, 46
Vietnam War facts, 44
recipients of intelligence, 6-7, 9, 25, 71—
80, 82-89, 304-5
from CIA, 36, 41-42

information needs/preferences, 74-75,
78-80, 245-46
on Iraq, 116f, 181
for national security, 109-10, 290
and newspaper format, 28
varying usage levels, 72-73, 229
relationship with analysts (see also
strategy)
changes, 243-46
communication challenges, 69, 71-73,
82-83, 113, 166-67
managing/improving, 74-80, 84-89,
119-20
unrealistic expectations, 83
policymaking
CIA stints to aid, 74-75
importance of objective intelligence in, 10,
15n18, 87-88, 119
optimism within, 72, 83-84
shaped by intelligence, 2, 5-10, 100-102
and analyst support, 114-17, 304-5
policy neutrality, 9-10, 15n26, 21, 25
politicization of intelligence, 10, 44, 51, 87—
88,100, 167, 235
accusations, 38, 91-92
addressing, 89
via intelligence types, 99
via leadership, 216, 221-22, 305
via tradecraft innovation, 96-99, 305
defined, 93
evidence of lacking, 11, 228
forms, 92-93, 94t
house views, 93, 94, 98-99
irrelevance, as opposite, 92
See also bias
presidents. See specific presidents
President’s Daily Brief, 7, 28-29, 31, 266
warnings in, 113, 114box, 227
President’s Foreign Intelligence Advisory
Board, 38
“production line” of intelligence, 2
products of analysis. See “finished” intelli-
gence analysis
professional aspect, of intelligence analysis,
1-3, 55, 65-67,219, 231-32, 295
career pros and cons, 216, 219-20
professional education, 296-97
scrutinized, 238-39
professions
legal, 56-58



library services, 61-63
medical, 58-61
psychological challenges, in analysis, 158—
68,269-70
Psychology of Intelligence Analysis (Heuer),
249,251,259, 270
puzzles, 99, 101, 102

al-Qaeda, 50, 227-28
limited ties to Iraq, 49, 82
in 9/11, 97, 200, 228
qualitative analysis tools, 175-77, 184-85
quantitative analysis tools, 177-79, 183-84,
189n43
question asking (politicization), 93, 94

rationalism, as way of knowing
generally, 174-76
in Iraq WMD intelligence estimate,

181-82

rationality bias, 127, 159, 162

“raw”’/unanalyzed intelligence, 12f, 14n12
in Cuban Missile Crisis, 8-9
post-9/11, 290

Reagan, Ronald, 29, 49, 100-101

“Red Teaming,” 26, 46, 98, 199

reform, intelligence community, 82, 230-36
structural, 88-89, 277, 289-92
technological, 217-19
toward collaboration, 267-68

revising judgments
necessary in assessments, 79, 181
in scientific inquiry, 178, 251-52

revolution, Iran (1979), 47, 158, 196-97

Rice, Condoleezza, 89n3-90n3

risk aversion, 195, 229, 233

Roosevelt, Franklin, 20

Rumsfeld, Donald, 94

Sadat, Anwar el-, 47-48, 161, 162
sanctions, 76, 112, 114, 115, 117, 121n10
“satisficing,” 133, 256, 269, 278n12
scenarios, alternative, 46, 60, 98, 183, 205,
272
scholars
evaluating intelligence community, 35
legal, 57
librarianship, 61-62
medical, 58-61
schooling and training, 231, 296-97
ACH, 257

Index | 337

analysis intro for policymakers, 75, 87,
224
managers, 216
tradecraft, 30, 46, 59, 135
using open source information, 218
See also universities
science
technological advances in, 217
as way of knowing, 177-78, 182-85,
272-74
scientific method, 253, 272-74
Scowcroft, Brent, 41
secrecy, 125
security concerns, as obstacle to intelligence,
215,218, 303-4
self-correction, 177, 178-79, 182-86
self-evaluation, 38, 300-302
Senate Select Committee on Intelligence, 11,
96, 181, 228-29,237n5
Senge, Peter, 63-64
“sense making,” 64, 68n27, 99, 101, 243,
275
September 11, 2001 terrorist attacks,
199-200
changes in intelligence following, 31, 76,
92,226-36
organization, 218, 289-93
staffing, 149, 150, 291
timeliness, 128
failure to predict, 4, 31, 82, 199-201,
227-28
quotes about, 89n3-90n3
Joint Inquiry of House and Senate Com-
mittees, 227, 237n5, 283box
similarity to Pearl Harbor attack, 200,
204t
warnings, 114box, 200-201
Shelby, Richard, 227
Sherman Kent School of Intelligence Analy-
sis, 30, 75, 296
short-term analysis. See current intelligence
Shultz, George, 100-101
signals intelligence (SIGINT)
in daily briefings, 24, 32n9
utilized in Iraq WMD surveillance, 96
signal-to-noise ratio, 193, 199, 207n6
Silberman-Robb WMD Commission. See
WMD Commission report
simulation, 274, 275
Sino-Soviet relations, 23, 42, 110-11
situation analysis, 131



338 | Index

Six-Day War (1967), 47, 161
skepticism in intelligence culture, 73, 83-84
Smith, Timothy J., 266-80
Smith, Walter Bedell, 23, 24
sources
authority, 172-73, 179-80
denial and deception, 129
evaluation, 262
on Iraqg WMD, 179-80, 254-55t
non-intelligence, 216
protection of human, 85-86
See also open source information
South Korea, invasion by North Korea
(1950), 23, 44
Soviet Union
as cold war partner, 19, 37-42, 97, 110,
162
denial and deception by, 194, 199
Gates’s assessments, 91-92, 99, 227
intelligence on, 233
biological weapons, 198-99
economy, 38-40
instability and breakup, 39-41, 164
military forces, 26, 37-39
in 1940s, 23
relationship with China, 23, 42, 110-11,
148
weapon deployment, Cuba, 8-10, 26, 38—
39, 162, 193-95
spectrum, of analysis levels, 243-44
spies, 8, 9, 49
Starr, Paul, 59
State Department, place in intelligence com-
munity, 21, 24, 25
Bureau of Intelligence and Research (INR),
22-23,28, 145
statistical analysis, 259-60, 263-64, 271
Steinberg, James B., 82-90, 118
“stovepipe” organization of agencies, 220,
231,269
strategic analysis, 233-34, 243
See also long-term intelligence
Strategic Intelligence for American World
Policy (Kent), 25, 222
strategy
and analysts’ support, 108-20, 109f
for foreign affairs, 108f, 110-13
military, 107-8, 144box
national security, 107-13
refining, 117-19
strategic research, 297-300

of U.S., in cold war, 110-11
See also policymakers; policymaking
successes in intelligence, 4, 5, 36-37, 210n52
examples
Cuban Missile Crisis (1962), 7-10, 26,
38-39
Indian nuclear reporting (1995), 197
Six-Day War (1967), 47
expectations, 232
learning from/best practices, 210n52, 236,
300-301, 302-3
terrorist plots thwarted, 50, 227, 282
trends identified, 77
Sun Tzu, 107, 130, 172
surprise attacks, 193, 195
surprises
as intelligence failure, 77, 173, 271
risk reduced through ACH, 253, 261-62
Sveiby, Karl-Erik, 63-64
synthetic analysis, 271-72, 275
Syria, 195

tactical intelligence, 27, 48, 99, 144box, 227,
243
Taiwan, 42
targets
denial/deception by, 125
domestic awareness, U.S., 288
hard, 122, 125, 199, 203
state, 97
transnational, 97, 101
Team A/Team B Analysis, 38, 99
technological advances, 26, 98
computer-aided ACH, 257-64
data overload from, 6, 219-20, 240-42
disruptive, 277
enabling collaboration, 244-47, 267-68,
274-77
encouraged by managers, 213
in military intelligence, 140, 148-49
1980s, 29-30
1990s, 76, 217, 221box
2000s and beyond, 213-24, 240-42,
246-47
security issues as challenge, 215, 218, 304
Tenet, George, 200, 227, 307n17
terrorism, 227
CIA analysis, 49-50
commissions on, 283box
domestic, 282
9/11 warnings, 114box



overseas groups, 50, 282, 287
plots thwarted, 50, 227, 282
war on, compared to past challenges,
229-30
See also specific incidents
terrorists
domestic, 282, 287
transnational, 97, 101, 217
Terrorist Threat Integration Center (TTIC),
291-92
the “Inquiry,” 19
“thinking like the enemy,” 14n8, 39, 51,
130-31
See also “Red Teaming”
Thomas, David, 138-54
timeliness, 10
gained via digital applications, 244-45
importance of, 51, 79, 128
time pressures
escalating in information age, 220-21
in NIE preparation, 180, 190n48, 202-3
as organizational bias, 128, 180, 269
tradecraft, 133-34, 159, 301
analyst expertise and, 110-11
collaborative, 214, 275, 277
innovations/improvements, 96-99, 167,
267-68, 275,277
obsolete aspects, 266—67, 269-70
as protector of objectivity, 222-23
quality vs. quantity, 165
teaching analysis, 30, 46, 59, 135
See also specific analysis techniques
training and schooling, 231, 296-97
ACH, 257
analysis intro for policymakers, 75, 87,
224
managers, 216
tradecraft, 30, 46, 59, 135
using open source information, 218
See also universities
transactions. See analytical transactions
transparency
within assessments, 85-86
growing, in intelligence, 101, 125
in scientific inquiry, 178
Treverton, Gregory F., 91-104
tribal think, 164
Truman, Harry, 21-22, 23, 24
truth
as component of deception, 126, 129
confirming, epistemologically, 186, 232

Index | 339

TTIC. See Terrorist Threat Integration Cen-
ter (TTIC)

Turner, Stansfield, 238

types of intelligence, 2f, 99

U-2 (aircraft) reconnaissance photography,
8-9, 26, 194
uncertainty and unknowns, clarifying/quan-
tifying, 79, 84-86, 228, 259-60
United Kingdom, intelligence in, 102, 234,
241
Butler Report, 228-29
MI-S, 287
universities
CIA, 225n8
Intelligence Training, Assessment, and
Simulation Center (ITASC), 275-77
Joint Military Intelligence College/
National Defense Intelligence College,
30, 141
National Defense Intelligence College
(NDIC), 141, 296
National Intelligence University (NIU),
215,216, 223-24, 231,297
professional education, 296-97
UN weapons inspections, Iraq, 96, 113, 181,
254-55t

Venezuela, 230

Vietnam, 11, 26, 44

Vietnam War, 26, 44

virtual collaboration, 275-77

von Clausewitz, Carl, 107, 138

vulnerabilities
analytical, 127-30, 159-65, 180
countering strategies, 130-35, 167-69
human/minds, 127, 132, 159-60
organizational, 127-28, 132-33, 165-66

War Department Military Intelligence Divi-
sion (MDI), 138
warning, 51, 77-78, 80
analyst to security strategist, 109, 111-13
determining seriousness of, 113
fatigue, 73, 78
formal process, 77
policymakers’ views, 83-84
President’s Daily Brief examples, 114box
traditional methodology obsolete, 266—
67,269-70
visions for improving, 267-68, 274-77
See also failures of intelligence



340 | Index

Warsaw Pact countries, 41
weapons of mass destruction (WMD), Iraq
ACH assessment demo, 253, 254-55t,
261-62
politicization of intelligence, 92, 93-96,
100
absent, 11, 228
perceived, 235
rating intelligence analysis, 4-5
as flawed, 10-11, 48-49, 162, 165,
201-3, 228-29
NIE process, 2002, 179-84, 201-3
recent questions about, 82
UN inspections for, 96, 113, 181, 254-55t
See also WMD Commission report
Weick, Karl, 64
West, John B., 57
West’s Key Number system, 57, 63
What-If Analysis, 98, 134, 168
White House Office of Homeland Security,
289
wiki applications, 213, 244, 245box
Wilson, Woodrow, 19
WMD Commission report, 283box
excluded topics, 82

findings, 4-5, 11, 48, 112, 149-50,
228-29
on analysis failings, 238, 307n10
chemical weapons assumptions, 179
leaks, 125
over-reliance on fabricated HUMINT,
180
recommendations, 5, 122, 292
responses to, 292-93
wording and language, in assessments, 165—
66, 185, 244
World Trade Center attack, 1993, 282
See also September 11, 2001 terrorist
attacks
World War II
catalyst of military intelligence structure,
138-39, 226
intelligence analysis, 142, 153n21
intelligence operations, 19-21, 129-30
and origin of national security concept, 19
Pearl Harbor attack, 123, 124box, 192-93

Yom Kippur War (1973), 47, 160-61,
195-96



