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Type Method Recevier 256-hit key
| Physical | Removable and external media (E.g. USB flash drivesy | Computer | <001 sec |
| Electromagentic | AirHopper (FM signals emitted from the video cable [49], [48]) | Mobile phone | =1 see |
| Elecromagnetic | GSMem (cellular interferences emitted from the CPU-RAM bus) [50] | Mobile phone | ~300 sec |
. . - . Mobile phonef
o . evic 5 ~1-50 sec
| Electromagnetic | RADIOT (radio signals generated by embedded and IoT devices) [51] Dedicated receiver 1-50 sec
| Electric | PowerHammer (data exfilirated thorough the power lines) [54) | Dedicated receiver | ~ 30-300 sec |
MAGNETO (magnetic signals generated by the CPU to smartphone) [56]
Magnetic QDINI {magnetic signals generated by the CPU) [55] Mobile phone ~T0- 1000 sec
HDD (Magnetic signals eminted from the HDD) - lapiops [57]
.. . P, N Computer! P
Acoustic | Ultrasonic (genermted by loudspeakers) [63) Mabile phone | #1200 sec
| Acoustie | MOSQUITO ispeaker-io-speaker ulirasonic communication) [65] | Computer | ~2-20 sec |
e - e £ . ; . . D e i . Computer! "
Acoustic Fansmitter (acoustic signals generated by the CPUlchassis fans) [66] Mabile phone | e PO 200K) 5
.. L aecietie < . . e Computer/ A
| Acoustic | Diskfiltraition (acoustic signals generated by the HDD actuator arm) [67] Mabile phone | ~ 100-200 sec
. Local camera
. ok “Dx (5 "y .
| Optical | Keyboard LEDs [58] {e.8., webcam) | S0-100 sec |
Optical Hard disk drive LEDs (LED-it-GO) {optical signals by HDD indicator LED) [59) Local cameri A 0-100 sec
(&g, webcam)
| Optical | Invisible images on screen [61] | Mobile phone | A snapshot |
| Optical | QR code steganography [62] | Maobile phone | A snapshot |
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