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Skills measured

Skills Weights

Manage identity and access 20-25%
Implement platform protection 35-40%
Secure data and applications 30-35%
Manage security operations 15-20%
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Additional Resources (Optional)

) 5 () @ (W

Microsoft Learn

Azure Documentation

Azure Forum

Azure Tuesdays with Corey

L)
L)

Azure Fridays with Scott Hanselman

www.AGuideToCloud.com

Channel 9

Microsoft Azure Blog

Microsoft Learning Community Blog

Bookmarks are in your training
materials — Welcome section

A Guide To Cloud with
Susanth Sutheesh




About this Course

Audience

Prerequisites

Azure Security Engineers
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Course Syllabus G

Module 01: Manage Identity and Access

Module 02: Implement Platform Protection

Module 03: Secure Data and Applications

Module 04: Manage Security Operations
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Exam Basics

4

40-60 questions

« Some questions worth
more than 1 point

* Answer all the questions

* No penalty for
guessing

» Some questions
cannot
be skipped!

* Mark items for review
if you're not sure of
your answer

©

Plan for 180 minutes

150 minutes to
answer questions

30 minutes for
instructions, comments,
score reporting, etc.

www.AGuideToCloud.com

More than just
multiple-choice
questions!

« Build list, hot area, active
screen, drag and drop, etc.

)

Case Studies
» Detailed information on

business and technical
requirements; existing
environment and other
background you need to
solve problems

Requires you to understand
and integrate information
across multiple sources,
determine what's important,
and make the best decision
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@ Azure AD Features

Azure AD S ——
Lesson =

Objectives

‘.2 MFA Settings




Azure Active Directory Features 0

Simple Self-service Single
BE Windows Server connection i
Active Directory

ﬁ‘ Other Directories

Microsoft Azure

On-premises . .
P Active Directory
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Azure AD vs Active Directory

Windows Server

i= Active Directory
/
s sa
=== Apps -"
b
Local Kerberos Users & Groups

m D NTLM Authentication
_|_

Authorization

On-premises

Authentication

Structure

Azure Active
Directory >
/
Auth ‘
) mmm Azure
mEE apps
SAML Cloud
Oauth E— A
Open ID = T
WS-Federation o .
Azure Office
resources 365

What it's used for

Service

Azure Active Directory Tenants

Includes SAML, OAuth, WS-
Federation

Internet-based services and applications like Office 365,
Azure services, and third-party SaaS applications

Forests, domains,

Authentication and authorization for on-premises printers,

Active Directory

Kerberos, NTLM
organizational units

applications, file services, and more
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Azure AD Characteristics 0

Identity Solution
REST API Querying

Communication Protocols
Authentication Services

Authorization Service
Federation Services

Flat Structure
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Azure AD Administrator Roles

Built-in Role Description

Global Administrator | Users with this role have access to all administrative features in Azure Active Directory

Security Users with this role have permissions to manage security-related

Administrator features in the Microsoft 365 Security Center, Security Center,

Azure Active Directory ldentity Protection, Azure Information Protection, and Office 365
Security & Compliance Center

Directory Reader Makes purchases, manages subscriptions, manages support tickets, and monitors service h
ealth
Global Reader Users in this role can read settings and administrative information across Microsoft 365

services but can't take management actions.
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Azure AD Domain Services

Managed domain Automatic background Automatic background
available in your Azure sync to your managed sync to your on-
VNet domain premises domain

- .

[ﬁ]ﬁ Azure AD /Jﬁ\\

A

N < Connect _ ,
< > Q;f Active Directory
' Virtual network
"""""""""""""" Azure AD Azure Active
Workloads and apps in Azure Domain Services Directory

laaS
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Azure AD DS Features & Benefits

Simplified deployment experience
Integrated with Azure AD
Use your corporate credentials/passwords

NTLM and Kerberos authentication

High availability
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Azure AD Users

| B Search (Cirls “ + EW Use + MNew guest user , Reset password [ Celstz use Bl Factor Authentication U Refresh  EE Columns
L
pa Al users
) o Retail Crisis Motifications @microsoft.com Member Windows Server AD
pag Deleted users
. “Planning & Launch Services OEM Ingquiries @microsoft.com Windows Server AD
Password reset
} Bert @hotmail.com Guest Azure Active Directory
'n' User settings
@fi.pwe.com @fipwe.com  Guest Azure Active Directory

Cloud Identities

Directory-synchronized identities

Guest users
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Azure AD Group Accounts G

‘/O Search (Ctrl+/) 1
1 |Search groups

© Overview NAME GROUPTYPE  MEMBERSHIP TYPE
MANAGE Groupt Security Assigned

@

pa  All users Group2 Security Assigned

24 All groups Group23  Security Assigned

Assigned
Dynamic User

Dynamic Device (Security Groups Only)
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Azure Multi-Factor Authentication ‘

Signals Verify every access Apps and data
attempt

Jaer ane Device
location i @ e

\ n/ Allow access
: 101010
ﬁ 010101
. 101010
i ;
J Require MFA 0= Q

a -

Application & Real-time — ®
risk
Block access
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Azure MFA Features ‘

Get more security with less complexity
Mitigate threats with real-time monitoring and alerts

Deploy on-premises or on Azure
Use with Office 365, Salesforce, and more

Add protection for Azure administrator accounts

www.AGuideToCloud.com




MFA Authentication Options 0

multi-factor authentication
users | service settings Ca" tO PhOne

Vermcation OPtions (earm more]

Text message to phone
Methods available to users:

¥ calito phone
@ Text message to phone
¥ Notification through mobile app

¥ Verification code from mobile app or hardware token NOtIflcatIon through MObIIe App

save

Verification code from Mobile App

www.AGuideToCloud.com



MFA Settings

Account Lockout

Microsoft Azure S Search resources, services, and docs {G+/)

Home > Contoso > Security > Multi-Factor Authentication | Getting started

B I OCk a nd u n b I OCk use rs 7;;' Multi-Factor Authentication | Getting started

« QO Got feedback?

-~

# Getting started

F r d AI rt K Diagnose and solve problems Azure Multi-Factor Authentication
a u e S Use MFA to protect your users and data.”

Settings

Configure
@ Account lockout Additional cloud-based MFA settings

s Block/unblock users

ifs - Learn more
O I I ca I o n S A Fraud alert Deploy cloud-based Azure Multi-Factor Authentication

o Configure Azure Multi-Factor Authentication
i Notifications What is conditional access in Azure Active Directory?

a OATH tok Best practices for conditional access in Azure Active Directory
okens

OAUTH tokens -

Trusted IPs

www.AGuideToCloud.com
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Azure AD
Identity

Protection
Lesson
Objectives

/r,7 Azure AD Identity Protection

() Risk Events

{Iga ) User Risk Policy
(all ) sign-in Risk Policy

Bl Azure AD Conditional Access

Conditions

;j_'"oao : Access Reviews



Identity Protection Polic

Policy name
Multi-factor authentication registration policy

Policy name
User risk remediation policy

Policy name
Sign-in risk remediation policy

Assignments Assignments Assignments
2 ° B
M Users @ u Users @ S “M Users @
All users All users All users
& Conditions [ ] > &2 Conditions (i ]
Controls User risk Sign-in risk
Ht Access @
Require Azure MFA registration Conitrols Controls
HE Access o S M Access o

@ MFA Registration Policy only affects cloud-based
Azure MFA. If you have MFA Server it will not be
affected.

Enforce Policy

- o )

Require password change

Require multi-factor authentication

Review

Review

i Estimated impact @
Number of users impacted

5 i Estimated impact @
Number of sign-ins impacted

Enforce Policy

- o )

Enforce Policy

- o )

www.AGuideToCloud.com

Azure MFA Registration
Policy

Sign-in risk policy

Custom Conditional Access
policy




Risk Events

Leaked credentials

Vulnerabilities ®

Sign in from anonymous IP addresses 5
RISK LEVEL COUNT VULNERABILITY

Impossible travel to atypical locations _
| Low 14 Unmanaged apps discovered in last 7 days

Slgn in from unfamiliar IOcationS I Medium 382 Users without multi-factor authentication registration
j Low 8 Redundant administrators increase your attack surface
S|g n-ins from infected devices I Médiimn 17 Weak authentication is configured for role activation

t Low 15 Too many global administrators increase your attack surface

Sign-ins from IP addresses with
suspicious activity

www.AGuideToCloud.com




User Rick Policy

USER MFA RISK LEVEL RISK EVENTS

CONFIGURE ficcess H &

o Harry Slate High 0 risk events i i
. . Select the controls to be enforced.
o MFA feglstfatlon M Lex Brown High 0 risk events
....... -> o o o o o e = O Block access
® . - > . " ’
pa  User risk pOllCY v Liz Bean High 1 risk event @ Allow access
Sign-in risk pollcy M Mike Lee High 7 risk events Require password change

A Afroditi K v/ Medium 17 risk events

www.AGuideToCloud.com




Sign-in Risk Policy

USER MFA RISK LEVEL RISK EVENTS
Access O X
CONFIGURE ™ Harry Slate High 0 risk events SIGN-IN RISK
0 Multi-factor authentication regis... . . _ select the controls to be enforced.
rd Lex Brown High O risk events
- i i |00/ 2t [ I D ai P Block access
M User risk policy ™ Liz Bean High 1risk event 8 Al
oW BCCSss
[ ] . p .
Mike L High 7 risk t
- e e & risk EvEnts Require multi-facter authentication
|'. Afroditi K w Medium 17 risk events

www.AGuideToCloud.com




Ildentity as a Service

Control Plan

Border Gateway
Protocol (BGP)

[ ARP, MAC Learning ]

!

Routing Information Base (RIB)

!

Forwardith'eciSion

!

Forwarding & Data Plane

www.AGuideToCloud.com




Azure AD Conditional Access

Signals Verify every access Apps and data
attempt
Uses A Device
location i @ el
\. n/ Allow access

ﬁ 101010
. 010101
: 101010
J B ’

Require MFA D = C)
& 58

Application A Real-time — ®
risk
Block access

www.AGuideToCloud.com




Conditions

User

— - - —

e

— - -

NNNNNE

Conditions
User / group
Cloud application
Device state
Location (IP range)
Client application

SignHin risk

Enforce MFA per
user/per app

www.AGuideToCloud.com

Block Access

Cloud Apps
and On-
premises

Applications




Access Reviews

Too many users in privileged roles

When automation is infeasible
| ™
o & - v When group is used for new purpose
- _[{)‘ Business critical data access
_ To maintain a policy’s exception list

Ask group owners to confirm

Have reviews recur periodically

www.AGuideToCloud.com
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@ Shared Responsibility Model

E n te rp ri Se @ Azure Role Based Access Control (RBAC)

G Ove r n a n ce I Azure RBAC vs Azure Policies

Lesson @) ooy e
Objectives &) Pmoweleds
;.'. Azure Blueprints




Shared Responsibility Model c

Responsibility SaaS PaaS laaS p(r):r;w
Information and data . . . .
Devices (Mobile and PC:) BIE  RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER

Accounts and identities . . . .
Operating system . .
Physical datacenter .

Identity and directory infrastructure

Applications

RESPONSIBILITY VARIES BY SERVICE TYPE

Network controls

Physical hosts

RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Physical network

www.AGuideToCloud.com




Azure Cloud Security Advantages

TRADITIONAL APPROACH CLOUD-ENABLED SECURITY
HE EaEeEn N
BN EBEREEENN
OEEEECOEO0 f
HOECOENE
OOMOCOECOEO0 :
Y RN i) INIE H
Hf § N § N O EE S il-
( N 0 O O O OF I U W | =TT~ I L] I ll
EENE_ EEEEE -] '|ii|'+i|'l+$1'l
':I D D D D D l:l I:I D D Commodity resources
Security is a challenging and under-resourced function Cloud Technology enables security to:
I satisfied responsibility [ ] Unmet responsibility 7] Shift commodity responsibilities to provider and re-allocate

. ; our resources
B Partially met responsibility [ll] Cloud provider you .

responsibility ] Leverage cloud-based security capabilities for more effectiveness

{} Use cloud intelligence to improve detection/response time

www.AGuideToCloud.com




Azure Hierarchy 0

Azure Resource Manager

Azure portal Azure PowerShell Azure CLI Rest clients
SDKs
\ £ )

() Azure Resource Manager <« Authentication

S —
s =@ = -

Data Web App Virtual Other
Store Machine Management services

www.AGuideToCloud.com




Azure Hierarchy - continued ‘

Understand Scope

Ma nagement Corporate IT [ﬁ]

Group r ' 1
[ﬂ] Production [ﬂ] Development [ﬂ] QA
0 l ! | |

Subscription ™ e o ot *

o (@@ @ @-

R G |

esource Group ) - [.0} \.’] ”
&~ | W%) -

www.AGuideToCloud.com




Azure Hierarchy - continued ‘

Management Groups
()

Root Management Group
|

. . :
@@ W

‘ Group your subscriptions

EA Subscription

) (N Mirror your organization’s structure
s © VPO PrOdT‘C“O” S SO
B B
[’0‘] [’*A"*] Apply policies or access controls

Geo Region 1 Geo Region 2

l l
v # v v v

EA Subscription  EA Subscription EA Subscription  EA Subscription  EA Subscription

www.AGuideToCloud.com




Azure Policies

Enforcement & Apply policies Remediation
Compliance at scale
* L 5
= S, o
Real-time policy evaluation and Apply policies to a Management . e
@ enforcement @ G'r)gu);l)%ith control acrosgsJ your @ Real time remediation
entire organization
@ Periodic & on-demand compliance Apply multiple policies and & @ Remediation on existing resources
evaluation @ aggregate policy states with (NEW)
policy initiative
@ Selnlrn s @ Exclusion Sco
pe
&
@ VM In-Guest Policy (NEW)

www.AGuideToCloud.com




Composing an Azure Policy

Usage Cases
Allowed resource types

Policy Definition

Allowed virtual machine SKUs
Policy Assignment Allowed locations

Require tag and its value

Policy Parameters Azure Backup should be enabled for Virtual Machines

www.AGuideToCloud.com




Azure Role-Based Access Control

‘Illlllllllllllllllllllllllllllllllllllllllllllll.
* >

@ AzurenAD
Admin roles
Global admin
Application admin

Application developer .
. Billing admin Global admin/User

A R R R RERNERNRRNENRRESNSESNESESEHSEHS.] llllllllllllllllll‘ accessadmin
/ Root [ (elevated access)

Azure Active
Directory tenant

oSEEEEEEEEEEEm,
<
Ssgsusssmnmmnnsn®

: @ AzureRBAC I—[J{.h] Root management '
: M oles group hE e e AR s e A RN s EEEEEssEEEAsEEEEEssEEEEEEEEEE,
:  Owner :“ *
= Contributor L[ﬂ] Management = Subscription : /A
- Reader . group - @ AzureRBAC P -
;  Useraccess admin : Ml roles L") Resource group :  Azure
e asssssssssssssssansssssssaansnssssnannnnssannnnnnnsnnnananns] OWNET : account
Contributor I— .
E 5::? :E:cess admin g ‘ - Resource :

*

...IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII“
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Azure RBAC vs Azure Policies Q

Role Based Access Control (RBAC)

Policy Definitions
Users 1]
Condition - |

. Resource Azure
Roles Fffect Subscription Grouss Resaurce

www.AGuideToCloud.com




Azure Built-in Roles

Built-in Role Description

Built-in Role Allows you to manage everything including access to
resources
Owner Allows you to manage everything except managing
access to resources
Contributor Allows you to view everything but not make any changes
Reader Allows you to manage user access to Azure resources

www.AGuideToCloud.com




Resource Locks

Management locks

+ Add ﬂ Resource group ﬂ Subscription U Refresh

CanNotDelete
Add lock
Read 0 I Iy Lock name Lock type
Databaseberverlock Delete w
Motes

Prevent deleting the database server

www.AGuideToCloud.com




Azure Blueprints G

Designed to help with environment setup

How is it different from Resource Manager
Template?

How its different from Azure Policy?

www.AGuideToCloud.com




Azure Subscription Management ‘

Home > Subscriptions

Subscriptions

Microsoft

=+ Add

Showing subscriptions in Microsoft. Don't see a subscription? Switch directories

My role @ Status @

| 0 selected v | | 0 selected

Apply

Show only subscriptions selected in the global subscriptions filter @

| L Search to filter items...

Manage API access to Azure Subscriptions and Resources

Who can transfer a subscription?

www.AGuideToCloud.com
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Privileged
Identity

Management
(PIM)
Lesson
Objectives

_.‘.._. -1

Microsoft's Zero Trust Model
MIM Evolution

PIM Features

PIM Scope

PIM Onboarding

' PIM Configuration Settings

PIM Workflow



What does Zero Trust Mean

Cloud
Identity 7
: Access proxy : : :
‘ provider Organizational !
Device Policy eval resources .
directory service :

~ Trust Determination

Identity Provider Device Directory

Policy Evaluation Service Access proxy

www.AGuideToCloud.com




Implementing a Zero Trust Security

® Block access

Verify explicitly
Use least Privileged access

Assume breach

www.AGuideToCloud.com




Microsof

’'s Zero Trust Model

User requesting access
to Microsoft resource
from any device

N
Unprivileged network

A check is made to see
if user and device meet
all conditions

V
Access conditions

Actions

Allow access

Block access

Remediation
recommendation
provided

v/ Location
..................... > 7 Device state ‘
Be, | s > v User/application
: v Risk |
User : ))) ,)) v Exceptions .., o
MFA A
“'2 Azure Active Directory
[J . Microsoft Intune S
H

Microsoft resources

A Microsoft Azure
0 Microsoft Office 365

Third-party apps and
internal line-of-business apps

[ Azure Application Proxy ]

N\
Microsoft Labs

On-premises
applications

L) continuous validations while access is granted

www.AGuideToCloud.com




Microsoft Identity Management ‘

@ Microsoft Azure
Active Directory

Credentials + Privileges

Hybrid Digital Identity
ldentity

“a “AJ O‘. ti\: ; )
User identities from @8 Windows Server
multiple repositories Active Directory

www.AGuideToCloud.com




Evolution of Identities ‘

Traditional Identity Approaches

Advanced ldentity Approaches

Optimal Identity Approaches

www.AGuideToCloud.com




Steps for a passwordless world ‘

Enforce MFA

Reduce legacy Authentication Workflows

Remove passwords

www.AGuideToCloud.com




Privileged Identity Management

Just-in-time privileged Justification to understand
access to Azure why users activate
Time-bound access to @ Notifications when privileged
resources roles are activated
Approval to activate Access reviews to ensure
privileged roles users still need roles
Multi-factor authentication to Audit history for internal or
activate any role external audit

www.AGuideToCloud.com




PIM Scope 0

Azure AD roles £ s DLy Mgt

Manage

® Azure AD roles

Azure resource roles

<= Azure resources

www.AGuideToCloud.com




PIM Onboarding

Azure AD Premium P2, Enterprise Mobility + Security

(EMS) E5, or Microsoft 365 M5 license §
Add managed members X  Select members B X

The Global administrator (first user) who enables PIM
gets write access

Privileged Role Administrator
Admin
. . Lo % = admin@
The first user can assign others to the Privileged Role — Saleat sl y S S _
Administrator No members were selected Admin 2
admin @
Global administrators (not first user), Security Selected
administrators, and Security readers have read-only Admin 2

access

Ensure there are always at least two Privileged Role
Administrators

www.AGuideToCloud.com




PIM Configuration Settings

Activation

Assignment

Activation maximum duration (hours)

(@) Azure MFA
On activation, require

O None
B Require justification on activation

D Require ticket information on activation

[:] Require approval to activate

0 Select approverls

No approver selected

B Allow permanent eligible assignment

Expire eligible assignments aftes

B Allow permanent active assignment

C] Require Azure Multi-Factor Authentication

B Require justification on active assignment

Notifications

Send notifications when members are assigned as eligible to this role
Role assgnment dlen B 2ome
Netfication 10 the assigned user (assignee’ B asspree
ReQuest 10 3pprove 3 role assgrment renewal B oo

Send notifications when members are assigned as active to this role:

Role assgnment dlent . Agmn
NOBACItON 10 the 2s5igned user (assignee) B assigree
ReQuest 10 approve  role assgnment renewal B woorow

Send notifications when eligible members activate this role:

Rokt v aton dent . Aamie
NCUACINON 10 BCINVITES L3er (reQueston) B recvenor
Request 10 Jpprove an Kthation B soow

www.AGuideToCloud.com




PIM workflow

Elevated workflow

JIT administrator access

Role Activation in Azure AD

Tracking the use of PIM e o

www.AGuideToCloud.com
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Hybrid

Identity
Lesson
Objectives

_...._. D@6 @

Azure AD Connect

Authentication Options

Password Hash Synchronization
Pass-through Authentication (PTA)
Federation with Azure AD
Password Writeback
Authentication Decision Tree



Azure AD Connect

Password hash synchronization

Pass-through authentication

Azure AD Federation integration
Apps
Office 365

Saa$ Apps

Synchronization

On-premises AD

Health Monitoring

www.AGuideToCloud.com




Azure AD Connect Health

Azure AD and

Azure AD
Connect

On-premises
AD/ ADFS

www.AGuideToCloud.com



Authentication Options ‘

Azure AD

Password Federation with

Synchronization ADFS

Pass-through ADFS
authentication

On-Premises Infrastructure

www.AGuideToCloud.com




Password Hash Synchronization (PHS)

passwordl

passwordl

Azure AD

et LY
GIr =

\ ¥
-
) 0

AT L2 %
" N
H '
... .I AT

Office 365
Saa$s Apps

On-premises AD

www.AGuideToCloud.com




Pass-through Authentication (PTA) ‘

Identity synchronization
i using Azure AD Connect

www.AGuideToCloud.com




Federation with Azure AD

Federation Trust Azure AD, Apps,

On-premises
AD/ AD FS

Internal User

Web Application
Proxy

3

External User

Office 365

www.AGuideToCloud.com




Password Writeback

Optional features

Select enhanced functionality if required by your organization. Zero-delay feedback

Enforcement of on-premises Active Directory
Password policies

__| Exchange hybrid deployment &
[ Azure AD app and attribute filtering @ Supports password changes from the access

[¥] Password synchronization @ panel and Office 365

I [¥] Password writeback € I ] ]
Supports password writeback when an admin

| Group writeback (Preview)
vl review) @ resets them from the Azure portal

Device writeback @

[] Directory extension attribute sync &

Doesn’t require any inbound firewall rules

www.AGuideToCloud.com




Azure AD External Identities ‘

Azure AD

Azure AD B2B

Azure AD B2C

www.AGuideToCloud.com




Decision Tree

Do you want
Azure AD to handle

Do you want to
integrate with an

Yes

sign-in completely in
the cloud?’

Yes

o you want to
enforce user-level
Active Directory

No: > o y
existing federation
provider??
No
Do you have
sign-in requiremen
Yes

security policies
uring sign-in??

Do you have
a sign-in requiremen
not natively
supported by Azure
AD?*

No

Password Hash
Sync + Seamless SSO

» not natively
supported by Azure
AD?*

No

Do you want
sign-in disaster
recovery or leaked
redential reports?>

No Yes
Pass-through Auth +
Passs—:lal::lzgzélgh + Seamless SSO with
Password Hash Sync

www.AGuideToCloud.com

No:

Do you want
sign-in disaster
recovery or leaked
redential reports?’

Yes

Federation

Federation with
Password Hash Sync
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Review Question 1 ‘

Your organization is considering Azure Multi-Factor
Authentication. Your manager asks about secondary
verification methods. Which of the following options is not
valid? Select one.

0 Automated phone call

U Emailed link to verification website

O Microsoft Authenticator app with OATH verification code
U Push notification to the phone

U Text message with authentication code

www.AGuideToCloud.com




Review Question 2 0

Your organization has implemented Azure Multi-Factor
Authentication. You need to provide a status

report by user account. Which of the following is not a valid
MFA status? Select one.

O Pisabled
O £nabled
O £nforced
O Required

www.AGuideToCloud.com




Review Question 3 0

You are configuring Azure Multi-Factor Authentication. You
can configure all the following options, except? Select one.

O Block a user if fraud is suspected.
O Configure IP addresses outside the company intranet that should be blocked.
O @ne time bypass for a user that is locked out.

O Yser self-reporting for fraud attempts on their account.

www.AGuideToCloud.com




Review Question 4 0

You are assigning Azure AD roles. Which role will allow the
user to manage all the groups in a tenant, and
would be able to assign other admin roles? Select one.

O Global administrator
O Password administrator
O $ecurity administrator

O Yser administrator

www.AGuideToCloud.com




Review Question 5 0

You are creating an Azure AD security group. All the
following are ways you can assign group membership,
except? Select one.

O Assigned

O Pynamic device
O Pynamic user
O Office 365 user

www.AGuideToCloud.com




Review Question 6 0

Your Compliance auditors wants to ensure as employees
change jobs or leave the company that their

privileges are also changed or revoked. They are especially
concerned about the Administrator group. To

address their concerns. you implement which of the
following? Select one.

O Access reviews
O Azure time-based policies
O JIT virtual machine access

O Hlanagement groups

www.AGuideToCloud.com




Review Question 7 0

Identity Protection has reported that a user’s credentials
have been leaked. According to policy, the user’s
password must be reset. Which Azure AD role can reset the
password? Select one.

O Global Administrator
O $ecurity Administrator
O $ecurity Operator

O $ecurity Reader

www.AGuideToCloud.com




Review Question 8 ‘

Identity Protection identifies risks in the following
classifications, except? Select one.

0 Anonymous IP address
Q Atypical travel
O Ynfamiliar sign-in properties

O Unregistered device

www.AGuideToCloud.com




Review Question 9 ‘

You have implemented Identity Protection and are reviewing
the Risky users report. For each reported

event you can choose any of the following actions, except?
Select one.

0 Block user from signing in
O €onfirm user compromise
O Delete the risk event

O Pismiss user risk

www.AGuideToCloud.com




Review Question 10 ‘

Conditional access policies can help with all the following,
except? Select one.

O Block or grant access from specific locations
O Designate privileged user accounts.
O Require multi-factor authentication.

O Require trusted locations.
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Review Question 11 ‘

Which licensing plan supports Identity Protection?

O Azure Active Directory Free
O Azure Active Directory Premium P1

O Azure Active Directory Premium P2

www.AGuideToCloud.com




Review Question 12

You hire a new administrator and you create a new Azure AD user
account for them. The new hire must

be able to:

e Read/write resource deployments they are responsible for.

e Read Azure AD access permissions

They should not be able to view Azure subscription information. What
should you do? Select one.

O Assign the user the Contributor role at the resource group level.
d Assign the user the Owner role at the resource level.
O Assign the user the Global Administrator role.

O Assign the user the Virtual Machine contributor role at the subscription level.
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Review Question 13 ‘

Which of the following would be good example of when to
use a resource lock? Select one.

O An ExpressRoute circuit with connectivity back to your on-premises network.
O A virtual machine used to test occasional application builds.
O R storage account used to store images processed in a development environment.

O A resource group for a new branch office that is just starting up.
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Review Question 14 0

You have three virtual machines (VM1, VM2, and VM3) in a
resource group. The Helpdesk hires a new

employee. The new employee must be able to modify the
settings on VM3, but not on VM1 and VM2.

Your solution must minimize administrative overhead. What
should you do? Select one.

O Assign the user to the Contributor role on the resource group.
O Assign the user to the Contributor role on VM3.
0 #ove VM3 to a new resource group and assign the user to the Contributor role on VM3.

O APssign the user to the Contributor role on the resource group, then assign the user to the Owner role on VM3.
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Review Question 15 0

You need to target policies and review spend budgets across
several subscriptions you manage. What
should you create for the subscriptions? Select one.

Q A billing group
0 A management group
U R nested resource group

O A policy initiative
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Review Question 16 0

Your manager asks you to explain how Azure uses resource
groups. You can provide all of the following
information, except? Select one.

1 Resources can be in only one resource group.
1 Resources can be moved from one resource group to another resource group.
1 Resource groups can be nested.

0 Role-based access control can be applied to the resource group.
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Review Question 17 ‘

You wish to enable Azure AD PIM for your directory. What
Azure AD Role do you need to enable PIM?
Select one.

O PIM Administrator
0 Pffice 365 Admin

0 €o-Administrator

O Global Admin
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Review Question 18 ‘

You company has implemented Azure AD PIM. You need to
ensure a new hires request elevation before

they make any changes in Azure. What should you do?
Select one.

Q Activate the new hire.
O Assign the new hire the Eligible role membership type.
Q Include the new hire in a an access review.

U Require the new hire to use MFA.
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Review Question 19 ‘

Azure AD PIM is used to manage which two of the following?
Select two.

O Azure privileged users

O Azure resource groups

www.AGuideToCloud.com




Review Question 20 ‘

Your organization has enabled Azure AD PIM. The senior IT
manager does not want to perform any action
to use a role. What should you do? Select one.

O Give the manager JIT access to the role.
0 Make the manager Permanent Active in the role.
U Hake the manager Assighed to a role.

0 #ake the manager Permanent Eligible in the role.
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Review Question 21 0

Your IT helpdesk wants to reduce password reset support
tickets. You suggest having users sign-in to

both on-premises and cloud-based applications using the
same password. Your organization does not

plan on using Azure AD ldentity Protection, so which feature
would be easiest to implement given the

requirements?

U Federation

0 Pass-through authentication
U Password hash synchronization

U Password writeback
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Review Question 22 ‘

Which tool can you use to synchronize Active AD passwords
with on-premises Active Directory?

O Azure AD Connect
O Azure AD Health
O Active Directory Federation Services

O Password writeback
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Review Question 23 0

Azure AD does not use which of the following security
protocols? Select one.

O Kerberos

Qd PAuth

4 PpeniD

Q $AML

0 WS-Federation
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Review Question 24 ‘

Which of the following is not a passwordless authentication
option that integrates with Azure Active
Directory? Select one.

O FIDO2 security keys
O Microsoft Authenticator app
O Multi-Factor Authentication

O Windows Hello for Business
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Defense in Depth

Hybrid

Identity

seoson 'Azure Firewall Implementation
Objectives it e e

UDRs and NVAs




Defense in Depth ‘

Physical Security Privileged Identity
DDoS SIS Management
i dentity & Access -
Azure Firewall — = | _

=L il
i_. | e :!-r.'

Conditional Access

“Tlon BT Network Security Groups

(Lesson 02) Application Security Groups

Network Micro-Segmentation

T

Advanced Data
Security

Container Security
(Lesson 03)

Provide a layered approach and
multiple levels of protection
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Network Micro-Segmentation ‘

Azure Network Security Groups
Application Security Groups
Azure Web Application Firewall & Azure Firewall

Local Admin Password Solution (LAPS)
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Virtual Network Security

Contoso NorthAm HQ

(100008

I e

SQL Farm IS Serven

Contoso Eas‘Aas..
.

(1o300/18)

3@ 1:1:1 ‘ﬁ
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Virtual Networks ‘
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IT addresses

Private

Public
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Distributed Denial of Service (DDoS) ‘

DDoS is a collection of attack
types aimed at disrupting the
availability of a target

e
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DDoS Implementation

PublicIP 1
- Azure i DDoS Protection Paolicy 700000
: : H N o = Anomaly Detected -
i portal : Standard generation 600000 s
v 500000 initiates
& _._..E_.. ) JE s
Public IPs 1|"'--_ g 300000 Network
Customer i Z 200000 silization
100000
"h"irtual Metwork 0
0 5 10 15
60000 1
B . e :’ 1 Anomaly Detected-
OO0 DDoS matigat
as I c " mnm:; o
£ 40000
-
5 30000
g s = Network
Standard p = 20000 utilization
10000
0 -
0 5 10 15
lime
PublicIP 2
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Types of DDoS attacks

Volumetric Attacks

Protocol attacks

Resource (application) layer attacks
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Azure Firewall

Other Network
Internet Traffic

Built-in high availability

Unrestricted cloud scalability

i}

Application FQDN filtering rules

Enterprise Network

|\f E Firewall Network traffic filtering rules
I
am] FQDN tags
Subnet OSNAT
Virtual Network
DNAT
Storage Account
Microsoft Azure Azure Monitor logging
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Azure Firewall Implementation

: Spoke 1 ;
| !
| N9 I i 3-L7 Connectivity
: Polici
; ; R o NAT, Network and Application
1 = . : traffic filtering rules allows
[ ae | : Inbound/Outbound access
| ) -
* ; « Y
L <o on - -' l‘___’
i

= e e - — ‘(_H
| Spoke2 ! '
* < e
| ! - .

N7 , Traffic is denied
C LN Geraral by default
| |
; : AZU'-e to . ..................
, .” | On-Prem
| i traffic filtering
[ |
| < |
Spoke VNets On-Premises
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Azure Firewall Concepts 0

FQDN tags
Infrastructure FQDNs
Logs and Metrics
Threat intelligence-based filtering
Rule processing logic
Service Tags

Remote work support
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VPN Forced Tunneling

Redirect internet-bound On Premises

traffic back to the
company’s on-premises f ,
infrastructure for A
inspection and auditing P g
525 Forced Tunneled Direct!
via S2S VPN ¢ Rirechiy:ta
VPNs g Internet

Internet-bound traffic from
VMs always traverses from
Azure network
infrastructure directly out

to the internet, without Backend Mid-tier Frontend

inspection or audit 10:3/20 020 10115
Virtual Network
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Network Security Groups (NSG)

e
[ S——

4., NSG Implementation
B Application Security Groups
Network @ Service Endpoints
Security : Private Links
Lesson L Azure Application Gateway
Objectives i) Web Application Firewall
B ' Azure Front Door

 ExpressRoute




Network Security Groups (NSGs)

Name
Direction

Priority
Contoso VNet

>

Access

Source IP address prefix

Source port range

VM NSG
> O
/

Destination IP address prefix Contoso Subnet Subnet NSG

|
|
|
|
|
\"

Destination post range

Protocol
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NSG Implementation

____________________________________________________________
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Application Security Groups
S

‘HTTP TCP port 80)

Extends your application’s
structure

Wrap the ASG with an NSG for
added security

X
ASGs logically group virtual |
machines — web servers,
application servers
Define rules to control the
traffic flow Lpgf) 2as

Virtual network
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Service Endpoints

Endpoints use the Microsoft
Azure backbone network

Improved security for your
Azure service resources

Simple to set up with less
management overhead

®

© 10.1.0.0/16 Subnet
Sk R FRERCIITTLIPETITRRSTERLIRRES (10> 3 Azure Storage

. v Source 1P

VM private 1P

@ SERVICE (10.1.1.4)

Virtual machine

Private 19 10.1.1.4 1 Account

Allow VNet : Subnet

10.1.1.0/24 Allow on-prem NAT IPs

Virtual Network
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Microsoft
« Azure
ExpressRoute public peering or internet

On-premises Access through NAT IPs




Why use a service endpoint?

Improved security for your Azure service resources

Optimal routing for Azure traffic from your virtual network

Endpoints always take service traffic directly from your virtual network to the service on the Microsoft
backbone network

Simple to set up with less management overhead
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Service Endpoint Services

Add service endpoints

Service *

| Microsoft.Storage

|

I Filter services

Microsoft.AzureActiveDirectory
Microsoft.AzureCosmosDB
Microsoft.CognitiveServices
Microsoft.ContainerRegistry
Microsoft.EventHub
Microsoft.KeyVault
Microsoft.ServiceBus
Microsoft.Sql
Microsoft.Storage

Microsoft. Web

X

Peered, connected, or multiple virtual
networks

Filtering outbound traffic from a virtual
network to Azure services

Securing Azure resources to services
deployed directly into virtual networks

Disk traffic from an Azure virtual machine
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Private Links

/AN
v

Cornnection request I / ’ Azure PaaS

_\L

Microsoft
+»

|
/.V\\

Azure Partner Services
Compute Private Link
Private : e I @ Customer
End pﬂil‘lt é Connection Response 1 Owned Services
g J
Service Consumer Service Provider
Azure AD Tenant 1 ' Azure AD Tenant 2
Automatic
Manual
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Azure Application Gateway

Firewall configuration

Frontend IP configuration and HTTP Setting _.-._I
Frontend port HTTP/HTTPS Virtual Machine
r"-
=2
e

Virtual Machine Scale Set

o

= Websocket and

HTTP/2 traffic
= Custom error
pages
= Rewrite HTTP
headers

On-premises/external App Servers

HTTP/HTTPS Listener Rule @
Application Gateway Azure App Services
Frontend IP/FQDN Web Application Firewall Backend Pool

= Secure Sockets » URL based = Connection
Layer (SSL/TLS) routing draining
termination = Path-based

= Multiple site redirection
hosting

= Session affinity
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Web Application Firewall

#, edge ¢y 444
U X .. a2 X X
Global WAF policy
0"‘ Custom Access Control
WAF Rate Limit
OWASP TOP 10 Protection
A 4
Microsoft Public
Global Network Network
o v

One or More Other Cloud On-premises
Azure Regions
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Azure Front Door

Primary Region
Ll Azure Function
b Database
App
Azure Front
Door
|| Azure Function _ T
App
Secondary
Region
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Azure Front Door Features

Accelerate application performance Increase application availability
URL-based routing Multiple-site hosting
Session affinity TLS termination
Custom domains & certificate mgt Application layer security
URL redirection URL rewrite

Protocol support — IPv6 and HTTP/2 traffic
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User Defined Routes

On-premises network

192.168.0.0/16 c Azure Vnet
10.0.0.0/16

Gateway subnet Public DMZ in Web tier
10.0.255.224/27 10.0.0.64/27 10.0.1.0/24

R R Srasssmasaseanatadsass essessssabasmabtassessssasasnanas Lk

Availability
set

P ey

Gateway

<

Requests to Azure workload » : 4
— PIP
s Requests from Azure workload

Internet clients
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Network Virtual Appliances

Azure Vnet
10.0.0.0/16

Public DMZ Web tier
100064/27 10.0.1.0/24

------------------------------------------------------------------

------------- : r-—-—‘-——-——- -
E Avallablhty E : Avallablllty
set 3 | set

: i

4 1

. . 1

4 1

NVA

—

Load balancer :
I
|
I

_____________

.
-------------------------------------------------------------------
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ExpressRoute

ExpressRoute

VNet1
East US
10.10.0.0/16
10.11.00/16  BxpressRoute
Gateway
VPN VIP
131.1.1.1
«
VPN Gateway

Private Connectivity

VPN VIP

v
141.4.44 @

IPsec IKE 525 VPN
Tunnel

PE
On-premises HQ

10.100.0.0/16
10.200.0.0/16

VPN VIP

IPsec IKE S25 VPN
Tunnel
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139.9.9.9

On-premises
LocalSite?
10.30.0.0/16
10.31.0.0/16




ExpressRoute Encryption 0

On-Premses

Network Virtual Hub
ExpressRoute
Private Peering

On Prem VPN VPN GW
VPN connection

over ExressRoute

On-Prem WAN
tdge

ExpressRoute
GW
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ExpressRoute Direct

ExpressRoute Circuit

Customer’s Primary Connection
Network i ft
Q Pq croso
_— ; ; Edge
b ) i (_. ) )
0O--0O a econdary Connection
AR A
\ J
llllllllllllllllll \
L)
- Microsoft Peering for Office 365, Dynamics 365, Azure ;EI
public services (public IPs) D
- Azure Private Peering for Virtual Networks \ /
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Host

Security
Lesson
Objectives
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Endpoint Protection

Privileged Access Workstations

Virtual Machine Templates

Remote Access Management

Update Management

Disk Encryption

Windows Defender

Security Center Host Recommendations

Securing Azure Workloads



Endpoint Protection

oo Endpoint ——— ,

Install an endpoint protection solution

Use Security Center to monitor the solution

) w

Endpoint systems interact Endpoint systems are Azure Security Center
directly with users typically vulnerable to provides the tools you need
security attacks to harden your network,

secure your services, and
solidify your security posture
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Privileged Access Workstations ‘

Internet attacks Usability risk

Environment risks Supply chain tampering

Physical attacks
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PAW Architecture Overview

S T )
ﬁ
ﬂ

Administrative Privileges

High Sensitive Information workers
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PAW Jump Box ‘

=
ﬁ ‘ % T \ Authorized Privilege PAW

G Jump Box Admin PAW
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Virtual Machine Templates

Improves consistency

Template
Express complex deployments
Reduce manual, error prone tasks
- Development
Express requirements through code
Promotes reuse

S Production

Modular and can be linked i
|

Simplifies orchestration E Qualit

. Y

AssuUrance

Enforces security concerns
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Template Design

& Resource
[.’] Group
— \/M Virtual
@& Resource i template Machine
(.'] Group
’_’g 32‘21?.'* [."] Resource
3 tier template - GfOl.lp
mmm| Web ¢ - App
- "\ —_— 5
T | — s oo "M template é Service
referTence() Linked [’] Resource
£lt resource N Group
— == DB
‘—*W SQL DB 4 | template

;m SQL DB
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Remote Access Management

Remote Desktop Protocol (RDP) for

: l:
Windows-based virtual machines § Private IP i
: Port: 3389/22 |
: |
8 | Azure VM (I
: I I
: ! I
Secure Shell Protocol (SSH) for Linux e e | |
based virtual machines | !
TS : Azure VM :
———————— 1 | |
: I : I
. - : I I
Bastion Subnet for RDP/SSH through ( ol . e @1'_, @ < | |
the Portal over SSL 443, Internet ; : : : Azure VM :
: Azure Bastion 1
Az tal N I S oty !
e porta A_zureBastionSubnet Target VM subnet(s)
eassssseeesssesssssssssssesssssssssssesssessssssssssssessssssssssssesss Goodymmmnnennani ;

Virtual Network
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Update Management

i - S0
Review update L i i
G sse=meit dene B Updates for Windows and Linux
deployment schedule, maintenance window machines in Azure, in on-premises
and review update and deployment i i
deployment status environments, and in other cloud
environments.
@ Report
@ status
/ \ (4) Apply updates
* Pre-steps Desired State Configuration
% % (DSC) in Windows PowerShell
5 ¥ : for Linux
< —
Microsoft Automation el Microsoft Update or Windows
Monitoring Agent Hybrid Runbook l Server Update Services (WSUS)
(MMA) for Windows Worker Post-steps for Windows computers
or Linux
t
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Manage updates for Multiple VMs

Non-compliant machines @ Machines need attention (4) @ Missing updates (32) Failed update deployments @ Learn more

3 ° Critical and security 3 e— Critical 11 2 o Update Management

out of 4 Other Ao Security 9 out of 8 in the past six Provide feedback
Not assessed 0 Others 31 see—— months

Ed Machines (4) ¥ Missing updates (32) & Update deployments Scheduled update deployments

Filter by name \ ’ Compliance: All v I ‘ Platform: All v ‘ ‘ Operating system: All v
MACHINE NAME COMPLIANCE ... OPERATING SYSTEM CRITICAL MISSING UP... SECURITY MISSING U... OTHER MISSING UPD... UPDATE AGENT READI...
© Non-compliant
. ; v 2
CASO1l.internal.lab as of 6/6/2018, 5:33 PM Windows 1 0 4 Ready (view)
© Non-compliant
.‘ - 1 V .
DCOtl.internal.lab as of 6/6/2018, 3:33 PM Windows 1 0 4 Ready (view)
© Non-compliant
.‘ N T V .
SQLO%internal.lab as of 6/6/2018, 2:59 PM Windows 1 0 4 Ready (view)
LinuxVM2 ° ompliant Linux 0 0 24/ Ready (view)

as of 6/6/2018, 5:16 PM
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Disk Encryption

Keys/Secrets are protected
in customer key vault

OS and Data disks are ?
protected in customer

storage account

Encrypt Encrypt

Config ARM/PS Config
l I Cmdlets/CLI | I

: : Customer
Azure storage Virtual Machine
Supported VMs and operating systems Networking requirements
Group policy requirements Encryption Key Storage requirements
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Windows Defender

Platforms

Windows 10, Windows Server
2016, and Windows Server 2019

Windows Defender Credential
Guard

Virtualization-based security to
isolate secrets so that only
privileged system software can
access them

www.AGuideToCloud.com

Windows Defender Application
Control

Mitigate attacks from spyware,
adware, rootkits, viruses, and
keyloggers, by restricting the
applications that users can run
and the code that runs in the
system core or kernel



Security Center Recommendations

Security polic 2 Prevention policy
> g pag Vi bmanga, WL o R e
Crans il @itallateos ol St LE R R —
Data collection Show recommendations for
iata from virtual machines @ System updates @ m ]
- ETLLRL Ml AL B AL AT R s
Off
m O Brwdpcent Pressrs iz, 1t o sk 3 VRS L]
Choose a storage account per region % Aol ey o i & wil 1 Viia =
: : > N
P Of
All configured Readiats U wadrnaraislir tey Bbrnrad 1 o W Vs —
Digk encrypt “ Off Wy 1a#1 b o VM F—
Ry n g vod e e e & ud il Wiy [==———u]
Network security groups “ f
Haakiby 1o 8 Vi
Policy components
’ P Web application firewa “ off
ot =i e
Next generation firewal “ Off TN Sl a1 g LWLTIAE LT ey FETTL L LA TR LN | T
Vuinerability Assessment n Off I LA =] 1] 1] o &
N o g e = - ' - .
l A v o o o o o
I 1' Emerevyon Wi et i -] ] o L
I | & QTR & & & [ o
l '!- WA O B ] 0 0o o
I g A ey L Lo 5] ]
Bl atemon & & o & o
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Security Center Threat Detection

Integrated threat intelligence
Behavioral analytics

Anomaly detection

@>>>>>>—>_>_>

TARGET AND ATTACK INSTALL AND EXPLOIT POST BREACH

Inbound brute force RDP, SSH, In-memory malware and Communication to a known malicious
SQL attacks and more exploit attempts IP (data exfiltration or command
and control)

Monitor traffic Collect Logs Analyze data
for threats

Present this information in a single dashboard

Application and DDoS attacks Suspicious process execution
(WAF partners) Using compromised resources to

Lateral movement mount additional attacks (outbound
port scanning, brute force RDP/SSH

attacks, DDoS, and spam)

Intrusion detection .
(NG Firewall partners) Internal reconnaissance
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Securing Azure Workloads

P LOGGING/MONITORING

IDENTITY & ACCESS MGMT. >
WHAT IS CIS?

VIRTUAL MACHINES

AZURE SECURITY CENTER 2O ESsE

STORAGE ACCOUNTS
MICROSOFT + CIS

PARTNERSHIP
AZURE SQL SERVICES

& DATABASES

NEXT, START

NETWORKING — PLANNING THESE
WHAT ARE THE OTHER MICROSOFT IT
BENCHMARKS JOURNEY & TOOLS
CIS best practices to establish Recommendations are divided Two levels (minimum and highly
security baselines into categories secure)
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Container

Security
Lesson
Objectives

®

l_) R X GQ @ ..;. @ D \O :.:

Containers

- ACI Security

- Azure Container Instances (ACI)
- Azure Container Registry (ACR)
- ACR Authentication

- Azure Kubernetes Service (AKS)

AKS Terminology

AKS Architecture

AKS Networking

AKS Storage

AKS and Active Directory



Containers

container image Isolation

If‘l’!ﬂ]‘l‘dgES manages —J
Operating System

CONTAINER

network data volumes
App A App B
+ PP Deployment
I Bins/Libs Bins/Libs Bins/Libs l
manages ' manages
Docker Persistent Storage

Haost 05

Infrastructure

Fault tolerance
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ACI Security

Continuously scan registry images e DDoS attacks

Use approved images — chain of custody,
signing

Run with least privileges Poisoned images

Whlte"St ﬁleS the container can access I ;Eunlainm e e ;-é--;----cnntai‘ner brEEkDUtS
) : ;
, ----—---————————:——g———-KEI‘HE| EKplDItS
Maintain network segmentation - e - Compromised secrets
<l§i>
: Vimual Network

Monitor and log activities
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Azure Container Instances (ACI)

Fast startup times Home > Containerinstances » Create container instance

Create container instance
Container access

Container deployment Basics Metworking Advanced Tags Review + create

Hypervisor-level security Container details

Container name * (1) _ |

Custom sizes

Region* (O | (US) West US 2 v |

Persistent storage (® Quickstart images

Image source * (O
O Azure Container Registry

Flexible billing
O Docker Hub or other registry

Linux and Windows containers

image * (& microsoft/aci-helloworld (Linux) v

Co-scheduled groups
Size™ (O 1 vepu, 1.5 GIB memory, 0 gpus

Change size

Virtual network deployment
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Azure Container Registry (ACR)

Registry

Security and access

Repository

Image

Registry

Hosted Docker
Registry

Docker Trusted
Registry on-prem.

—

—

-

Docker Hub
Registry

Docker Trusted

M

Azure Container
Registry

On-premises

('n’ private organizations)

—
Images
Static, persisted container image
aee
S o
Y ) Image-instance tunning
P - S anapp process (service/web)
L5 7

Registry

Google
Container

Registry

Quay
Registry

Monitor container activity and user access

www.AGuideToCloud.com

Other Cloud

AWS Container —

Public Cloud
{specific vendors)




ACR Authentication

Identity

Azure AD identities including
user and service principals

Usage Scenario

Unattended push from DevOps,
Unattended pull to Azure or external
services

Details

Role-based access — Read,
Contributor, Owner

Individual AD identity

Interactive push/pull by developers
and testers

Admin user

Interactive push/pull by individual
developer or tester

By default, disabled.
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Azure Kubernetes Service (AKS)

Fully managed

Public IP and FQDN (Private IP
option)

Accessed with RBAC or Azure AD

(p0p
pIRT
il _Juil J

il
by
1

d .
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Dynamic scale containers

Automation of rolling updates and
rollbacks of containers

Management of storage, network
traffic, and sensitive information




Kubernetes Cluster Architecture ‘

Azure-managed

API Server

-“ etcd

¥

Controller

v

Control plane

Scheduler

Customer-managed

Node

Node

> l:ubelet VO E—— C°'.‘*{'."‘P":

‘manager

runtime

Imbe—p_roxg ‘Contamer
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Kube-apiserver

etcd

Kube-scheduler

Kube-controller-manager




AKS Terminology

Pools

Node

Pods

Deployment

Manifest

Node

Node
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AKS Architecture

AKS Cluster
& —E— |( : Yof : ]
A S, o° b, o w Azure-managed Customer-managed
Azure Container Azure Cluster master Node
DwSpom DevSpaces image Container
Registry AP| Server Scheduler Node
l @ b ) v m H m
O . eted — I
e B
Source code Azure
control Pipelines . ¥ \. V.
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AKS Networking

r‘

Incoming non-direct traffic > I ol |
Load Balancer * AKS node
Cluster IP NodePort
LoadBalancer ExternalName
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AKS Storage

Local storage on the node is fast and simple
to use

Local storage might not be available after
the pod is deleted

Multiple pods may share data volumes

Storage could potentially be reattached to
another pod

f____________-

Cluster master

API server

AKS cluster

Node

Azure managed disk
(Premium storage)

www.AGuideToCloud.com
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AKS and Azure Active Directory

Authentication

! | Clust t | AccesstoKubernetes © — — 7 T T T T T T T T T T T I
prompt on f|r5_t uster master | resources can then be I Node
kubectl connection API server | Scoped based on Azure |

AD user or groups

. of session |

'~% —
Engineering

user @

- - -

Credentials verified against
Azure AD and
token issued

Azure AD

Use service accounts, user accounts, and role-

Use Azure AD as an integrated identity solution based access control
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Review Question 1 0

Which of the following two features of Azure networking
provide the ability to redirect all Internet traffic

back to your company's on-premises servers for packet
inspection? Select two.

O User Defined Routes
O €ross-premises network connectivity
O firaffic Manager

U Forced Tunneling

0 System Routes
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Review Question 2 0

You are configuring Azure Firewall. You need to allow Windows
Update network traffic through the
firewall. Which of the following should you use?

O Application rules
0 Pestination inbound rules
O NAT rules

O Network rules
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Review Question 3 ‘

You would like to limit outbound Internet traffic from a subnet.
Which product should you install and
configure?

O Azure Firewall

O Azure Web Application Firewall
U %oad Balancer

O Bentinel
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Review Question 4 ‘

Your organization has a web application and is concerned
about attacks that flood the network layer with

a substantial amount of seemingly legitimate traffic. What
should you do?

0 Add a Web Application Firewall
O Add an Azure Firewall
O Create a DDoS policy
O €reate Network Security Group
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Review Question 5 ‘

You are deploying the Azure Application Gateway and want to
ensure incoming requests are checked for common security
threats like cross-site scripting and crawlers. To address your
concerns what should you do?

O Install an external load balancer
O #hstall an internal load balancer
O thstall Azure Firewall

O Install the Web Application Firewall
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Review Question 6 ‘

Which services below are features of Azure Application
Gateway? Select three.

O Authentication

U Yulnerability assessments
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Review Question 7 ‘

You are configuring a Network Security Group. All the
following are default rules, except?

O jAllow all virtual networks inbound and outbound
O JAllow Azure load balancer inbound
Q Allow Internet inbound

O fAllow Internet outbound
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Review Question 8 0

Your organization has web servers In different regions and you
want to optimize the availability of the servers. Which of the
following is best suited for this purposed? Select one.

O Azure Application Gateway
O Azure Front Door
O €ustom routing

U Web Application Firewall
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Review Question 9 0

Your organization has a security policy that prohibits exposing
SSH ports to the outside world. You need to connect to an
Azure Linux virtual machine to install software. What should
you do? Select one.

U Configure the Bastion service
O €onfigure a Guest configuration on the virtual machine
O €reate a custom script extension

O Work offline and then reimage the virtual machine.
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Review Question 10 0

What type of disk encryption is used for Linux disks?

O Bitlocker
0 DM-Crypt
O FileVault
O fastPass
O Yeracrypt
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Review Question 11 ‘

You need to ensure your virtual machines are kept up to date
with security patches. Update Management includes all of the
following except? Select one.

O Azure Automation uses runbooks to install updates.
O Fhe Microsoft Monitoring Agent must be installed for both Windows and Linux virtual machines.
0 Ypdate Management is available at no additional cost (except log data storage).

0 Update Management only pertains to cloud deployed virtual machines.
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Review Question 12 0

Which of the following is not a High severity Security Center
recommendation for virtual machines and servers? Select one.

4 Disk encryption should be applied on virtual machines
QO Install endpoint protection solution on virtual machines
O Bystem updates should be installed on your machines.

O S version should be updated for your cloud service roles.
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Review Question 13

Privileged access workstations provide all the following,
except? Select one.

O Protects against attackers who have gained adminstrative access.

O Protects against phishing attacks, various impersonation attacks, and credential theft
attacks such as keystroke logging.

O Protects high impact IT administrative roles and tasks.

4 Protects highly sensitive information worker tasks.
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Review Question 14 ‘

To interact with Azure APIs, an Azure Kubernetes Service
(AKS) cluster requires which of following? Select two.

O AKS contributor

O @lobal Administrator permissions
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Review Question 15 ‘

You are using Azure Kubernetes Service (AKS) and need to
control the flow of traffic between pods and block traffic
directly to the backend application. What should you do?
Select one.

O Create a AKS network policy
O €reate an application gateway
O €reate a Azure firewall

O €reate a network security group
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Review Question 16 0

You are defining RBAC rules for the Azure Kubernetes security
team. You need to grant permissions across the entire cluster.
Which two items would you define? Select two.

d ClusterRoles

U ClusterRoleBindings
O Roles

U RoleBindings

www.AGuideToCloud.com




Microsoft
CERTIFIED
Epi 1
AZURE SECURITY pisode 13
ENGINEER
Azure Key Vault
ASSOCIATE

AZ-500




Azure Key

Vault
Lesson
Objectives

l, Azure Key Vault Features
- Key Vault Access

3 Key Vault Example

- Key Vault Certificates

) Key Vault Keys

- Customer Managed Keys
> Key Vault Secrets

- Key Rotation



Azure Key Vault

Secrets Management

Key Management

Safeguard cryptographic
keys and secrets that
cloud applications and
services use

Certificate Management

Store secrets backed by HSMs
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Key Vault Access

Users and
Applications

Azure AD

E

Authentication
(identity of the caller)

Key Vault

—- ManagementPlane __
.+« Creating and deleting
. key vaults

U y * Retrieving Key Vault
RBAC . | properties

Authorization
(which operations the
caller can execute)

« Updating access policies

______________________________________________

www.AGuideToCloud.com

i T Data Plane -« i
. KeyVault | | . Add. del g R
. Access Policy | , delete, and modify
"""""""""""" " keys, secrets, and
certificates

______________________________________________

__________________________________________________




Key Vault Example

SSL certificate for SSL
Role Management Plane Data plane
Security team Key Vault Contributor Keys: backup, create,
delete, get, import, list,
Storage key for access restore |
the Storage account Secrets: all operations
Developers and Key Vault deploy None
operators permission
RS_A 2,_048-b|t k_ey for Auditors None Keys: list
sign In operations Secrets: list
Application None Keys: sign

Secrets: get

Bootstrap certificate for
authentication to Azure
AD
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Key Vault Certificates

Manages X509 v3 certificates (PFX, PEM)

Azure Key Vault ®
Created by the Key Vault or by import Your Key Vault

Certificate

Self-signed and Certificate Authority Key Vaul e
certificates REST AP metadata

Key

Lifecycle management including automatic
renewal and contact notification

Minimum 2048-bit encryption

RSA or RSA HSM with certificates

www.AGuideToCloud.com




Key Vault Keys

Soft Keys

Hard Keys

Supports operations

like create, delete,
update, and list

Key permissions

2 selected

@ Select all

Key Management Operations

Get

List

|:I Update
|:I Create

|:| Import

|:] Delete

|:I Recover
|:| Backup
D Restore

Cryptographic Operations

|:| Decrypt
|| Encrypt
|:I Unwrap Key
|:| Wrap Key
|| verify

D Sign

Privileged Key Operations

I:] Purge

www.AGuideToCloud.com

Supports
cryptographic
operations

Signh and Verify
Key encryption/wrapping

Encrypt and Decrypt




Customer Managed Keys

User creates a storage
account and enables
Storage Service
encryption

Writes data

—

into blob

l

Azure Storage Accmunt

Y

LS

""'ﬁ

Wrapped Account

Wrap |

Encryption I(EU

Update keys and
secrets without
affecting applications

www.AGuideToCloud.com

Unwrap

/— Key Vault —\\

R HSM

Customer

Managed Key

>

Updates can be
manual, programmatic,
or automated




Key Vault Secrets

Name-value pair

Name must be unique in the
vault

Value can be any UTF-8
string — max 25 KB in size

Manual or certificate
creation

Home > Keyvaults > AZ500DemokeyVault | Secrets > Create a secret

Create a secret

Upload options

| Manual iy

Upload options

mManual s

mManual

Certificate

Mame * (i)
| |

Value * (@)

| Enter the secret, |

Content type (optional)

Set activation date? ([ |

Set expiration date? @[ |

Enabled? ( Yes Mo )
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Key and Secret Rotation

e

Update keys and secrets without
affecting your application @

Event Grid

(2}
2/

Near Expiry Event

Near Expiry Event

Rotate keys and secrets in
several ways:
= As part of a manual process
= Programmatically with the REST API

=  With an Azure Automation script ( ) :

Key Vault

Create
New Secret Version

www.AGuideToCloud.com
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Update Secret
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Application

Security
Lesson
Objectives

?,. Microsoft Identity Platform

y Azure AD Application Scenarios
) App Registration

- Microsoft Graph Permissions

[0 Managed Identities

- Web App Certificates



Microsoft Identity Platform

Write code once and aii
aUthentlcate any M|crosoft registrations

identity into your Client SDK
application
Endpoint
Use the Microsoft Graph
API for programmatic Vo et

audience

application configuration

(

]

L |

]

www.AGuideToCloud.com

Microsoft identity platform (v2.0)

Microsoft identity platform
endpoint (v2.0)
Work or school Peeeanal el Social or local
accounts (Microsoft account) accounts
(Azure AD) (Azure AD B2C)

m
I



Azure AD Application Scenarios

Single page frontends that run in A
a browser

Create Service
Principal from
application

Web browser to a web application -

Application .Service Principal

Authorization
endpoint

Web API on behalf of a user

Authentication

Web applications that need et token
resources from a web API for application

59 Retumn token

Consent

Daemon or server application that
needs resources from a web API

www.AGuideToCloud.com




App Registration

Home * App registrations * Register an application

Register an application

PRENVIEW

* Name

Ihe user-facing display neme for this application (this can be changed later).

| Contosoapp._1 ”
Any appl ication that outsources Supported account types
authentication to Azu re AD m ust be Who can use this application or access this AP?
reg iSte red i n a d i recto ry f!) Accounts in this organizational directory only {Contoso Enterprises)]

-'_:j Accounts in amy organizational directory

!'::] Accounts in any organizational directory and persanal Microsoft accounts {eq. Skype. ¥box, Cutloak.com)

Help me choose...

Redirect URI (optional)

We'll retuen the suthentication response to this URL after successfully suthesticating the user. Providing this now is optional
andd it can be changed later, but & value is nogquired for mast authentication scenarios,

Weh ot : | Bt/ foontosoapp 1 faulh o
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Microsoft Graph P

ermissions

Delegated Permissions

Application Permissions

Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

A<

single endpaint.

= |
= Azure Batch

Schedule large-scale parallel and HFC
applications in the cloud

W Azure Data Explorer (with
f:'.’/ ‘ Multifactor Authentication)

Perform ad-hoc queries on terabytes of

data to build near real-time and complex

analytics solutions

www.AGuideToCloud.com

APls my organization uses

My APls

E Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

) "
4’ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

w
Azure Data Explorer
74 P

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

=== Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data




Microsoft Graph API

Microsoft Graph Security Provider
Web app consent form

Microsoft Graph Security Provider
datastore

Applications are authorized to call
APls when they are granted
permissions by users/admins as

Provider results not included
9

part of the consent process X
— o @l I—s—f Client consent?
Microsoft fraph Security %
’ & 4

Microsoft Graph Security Provider
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Managed Identities

F—-__-——-___I_—--__-_-

1
| Azure Host I
| I |
1 | Azure Instance i
Azure Resource | . . Metadata Service I
N I Azure Virtual Machine [IMDS] :
| hitps://169.254.169.254/met I

I Your Code adata/identity/oauth2/token : Azure AD Tenant

= |
Enable Managed I 2 |
|dEﬂtiW fﬂFthE IF' e e - —;. e B B TR T S pe———— -l
Azure VM 1

@—»

®_ Create a new Managed Identity Service Principal in AD

v

®_ Update IMDS with the new Managed Identity —

Azure Role Based

Access Control

@ Create the managed identity access to Azure resources/services via Azure RBAC

Request token from n-':j@- Request token from -
local endpoint Azure AD

L 4

Azure
Resources/Services
that support
Azure AD
Authentication

@— Call Azure service with Azure AD Token

www.AGuideToCloud.com
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Web App Certificates

Enable require incoming certificate
Basic app plan tier or above
Requires HTTPs
Private or public certificates

Allow anonymous access with an
exclusion path

0 HumanResources | TLS/SSL settings

App Servica

Bindings | Private Key Certificates (.pfx) Public Key Certificates (.cer)

ﬁ Protocol Settings

Protocol settings are global and apply to all bindings defined by your app.

HTTPS Only: @ ( off m

Minimum TLS Version (3 (. 10 1.1 fl

0 TLS/SSL bindings

Bindinas let vou specify which certificate to use when responding to requests
to a specific hostname over HTTPS. TLS/SSL Binding requires valid private
certificate (.pfx) issued for the specific hostname.

—+  Add TLs/ssL sinding

D Host name Private Certificate Thumbprint TLS/S5L Type

Mo TLS/S5L bindings configured
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Storage

Security
Lesson
Objectives

Data Sovereignty

Azure Storage Access

£ Shared Access Signatures
- Azure AD Storage Authentication

I Storage Service Encryption

Blob Data Retention Policies
Azure Files Authentication

Secure Transfer Required



Data Sovereignty

Physical isolation
(TmmoSmmmommmmommooomooes Geography — --------------mmmmooooo

R Regional Pair ... .

Platform-provided replication - REGION  —ceomememes |

Region recovery order

Sequential updates Datacenter(s) | Datacenter(s)

______________________________________________________________

_________________________________________________________________

Data residency
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Azure Storage Access

Storage Account  Shared access Azure Active Active Directory Anon_ymous
Storage : : : public read
Shared Key signature Directory (preview)
access
Azure Blobs | Supported Supported Supported Not supported Supported
Supported
: Supported, only 7
Azure Files ) credentials must
(SMB) Supported Not supported with A;ure AD be synced to Azure Not supported
Domain Services
AD
Azure Files
(REST) Supported Supported Not supported Not supported Not supported
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Shared Access Signatures

Digitally signed URIs of target
storage resources

Grants access to clients without
sharing your storage account keys

Two SAS types: Account and Service

Configure permissions, start/expiry
times, IP addresses, and allowed
protocols

* Permissions @

Read ~

Start and expiry date/time @
Start Expiry

2019-02-27 7:32:03 AM 2019-02-27 23203 PM
(UTC-08:00) --- Current Time Zonge --- W (UTC-08:00) --- Current Time Zone --- %

Allowed IP addresses @
for example, 168.1.5.65 or 168.1.5.65-168.1.5.70

Allowed protocols @

(®) HTTPS () HTTP

Signing key @

Key 1 W

Generate blob SAS token and URL
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Azure AD Storage Authentication

Subscription

Available for Blob and Queue storage

Storage Blob Data Contributor
L ) . Storage account
Several built-in roles including Data Owner,

Data Contributor, and Data Reader

Two-step process: authentication (token
returned) and then authorization Storage account

Blob container

Storage Blob Data Reader

Scope from Management Group down to
individual blob or queue
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Storage Service Encryption

Protects your data for security and
compliance

Automatically encrypts and decrypts
your data

Encrypted through 256-bit AES
encryption

Is enabled for all new and existing
storage accounts and cannot be
disabled

Is transparent to users

Encryption

Save X Discard

Storage service encryption protects your data at rest. Azure Storage encrypts your data as
it's written in our datacenters, and automatically decrypts it for you as you access it.

By default, data in the storage account is encrypted using Microsoft Managed Keys. You
may choose to bring your own key.

Please note that after enabling Storage Service Encryption, only new data will be
encrypted, and any existing files in this storage account will retroactively get encrypted by
a background encryption process.

Learn More about Azure Storage Encryption &

Encryption type
@ Microsoft Managed Keys

O Customer Managed Keys
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Blob Data Retention Policies

Data recovery and disposal rules

blobmedia | Access policy

Coniainer

- Immutable blob storage

Time-based retention for a specified Settings
interval (dayS) . Access policy Policy type (&
‘1! properties Time-based retention ~
. Time-based retention
Legal-hold retention based on tags — © Metadata
no editing or deleting of the content 7 “Edivar (previcw) Legalhokd

|:| Allow additional protected appends (&)

Container policies apply to all
existing and new content

Supports audit logging
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Azure Files Authentication

Azure AD @

Enable identity-based authentication | | Domain Services
Authenticate with AAD

credentials
Use Azure AD DS or on-premises AD

DS (preview) @ Return Kerbe@

ticket

Use RBAC roles to assign access
rights to the file shares

A

) ) Access Azure Files " @
Enforces standard Windows file
permissions at both the directory and

file level Azure VM Azure Files
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Secure Transfer Required

Storage account connections must

be secure (HTTPs) e cs4IN | Configuration
Storage acoount
Sethngs Secure transfer required (&)
HTTPs for custom domain names not i () Disabled (@) Enabled
supported & Configuration i

¥ Data protection

= . = £ 1 |
Azure Files connections require 0 Encryphon 5

encryption (SMB)
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Database

Security
Lesson
Objectives

Data Sovereignty

SQL Database Authentication
SQL Database Firewalls

Database Auditing

Data Discovery and Classification
Vulnerability Assessment
Advanced Threat Protection
Dynamic Data Masking
Transparent Data Encryption

Always Encrypted



SQL Database Authentication

An alternative to SQL Server

authentication .-~ Azure AD

Database
Administrator

Helps stop the proliferation of user

identities across database servers -7 SQL Database

Administrator

Azure
Allows password rotation in a single AD
place H
| Azure
| AD
Customers can manage database '
permiSSionS USing external (Azure L J [ J Database users mapped

AD) groups to Azure AD identities
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SQL Database Firewalls

1. By default, firewall denies all

access
v
» > - No
2. Database-level firewall rules add Erlemt IR Addreas
allowed client IP addresses and/or all e

Azure services and resources

o -3¢

I Client IP Address Connection
in Range? Fails
Yes

3. Server-level firewall rules are

4
added programmatically — subnet of z a//\\@ ™
the database level clients @ @

Database 1 Database 2 Database 3 Database 4
(with a
database-level
firewall rule)

\ Azure SQL server/
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Database Auditing

Retain an audit trail of selected
events

Report on database activity and
analyze results

Configure policies for the server or
database level

Configure audit log destination

A new server policy applies to all
existing and newly created databases

s ads MM | Auditing

0L databaze
View server settings o
0 Server-level Auditing: Disabled .
Auditing ©

‘s ™y

Audit log destination (choose at least one):

Storage

Storage details o >
Configure

|:| Log Analytics (Preview)

|:| Event Hub (Preview)

www.AGuideToCloud.com
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>
adsstorageaccount
Retention (Days) &

Storage access key (0
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Data Discovery and Classification

E Data Discovery & Classification

Built-in to Azure SQL Database

| conriDenTIAL - GDER
| comrDenTIAL
| HiGHLY conFDENTIAL

| PuzLic
Scans your database and identifies
columns that contain potentially Recommended columns to classify
Sensitive data Column Sensitivity label
% AddressLine2 Confidential
@ AddressType Confidential !
Provides classification 5 Tacamt Confidential Sensitivity label: 5 selected ~
recommendations and reports Select all
Confidential - GDPR
Let's you apply sensitivity- seneent
classification labels rignly confcentia
Public
Highly Confidential - GDPR
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Vulnerability Assessment

@ Scan ! Export Scan Results €D Scan History ﬂ'}} Settings W Feedback

Scans for database security

vulnerabilities Organized by Severity Total failing checks Total passing checks Risk summary
High Risk 2 I
6 9 42 o Medium Risk 3 s
Findings provide actionable steps to Low Risk 1 —
remediate the issue Failed (6) Passed (42)
ID SECURITY CHECK

Set up periodic recurring scans and VA2108 Minimal set of principals should be members of fixed high impact database roles

eXpO rt I‘EPO rts VA20... Server-level firewall rules should be tracked and maintained at a strict minimum

VA10... Excessive permissions should not be granted to PUBLIC role

VA1281  All memberships for user-defined roles should be intended

Covers database-level and server-
Ievel secu I‘ity issues VA1288 Sensitive data columns should be classified

VA1282 Orphan roles should be removed
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Advanced Threat Protection

Vulnerability to SQL injection J Advanced Threat Protection
L | v sEvERTY ALERTE
t FAEDA LM SEVERTY &LEATE
Potential SQL injection
Access from unusual location Fecathy Ry
OESRCRIFTRCOA ATE
B Dabirvial 3 injechion i Rl b
Access from unusual location S N Ea et s
ik Logon from an wiuiia] IBCaten TG IS

Access from harmful application

_ Integrated with Azure Security Center to detect
Brute force SQL credentials and respond to potential threats as they occur
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Dynamic Data Masking

Dynamic Data Masking

SQL database

» Recommended fields to mask Masking field format
Schema Table Column Default value (0, xoo¢, 01-01-1900) A
-01- Maszking Field Format
SaleslT Customer FirstName DS Ve (0 oo 01011700 | Custogm text “w |
| Credit card value (ooo-x00-xxxx-1234)

SaleslT Customer LastName > —> Exposed Padding Exposed

Email (aXXX@XXXX.com) Prefix string Suffix
SaleslT Customer Emailaddress | 3 v:| e ” 2 \,|
SaleslT Customer Phone

Custom string (prefix [padding] suffix) =~————

Masks sensitive data for Administrators are excluded; Rules apply the masking
non-privileged users you can add others logic; several formats are
available
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Transparent Data Encryption

Protects databases, backups, and
logs at rest — server level

Real-time page level encryption and
decryption - service or customer
managed keys

Supports Azure SQL Database
(enabled by default), SQL Managed
Instance , and Azure Synapse
Analytics

0 ads-server | Transparent data encryption

S0L server
Transparent data encryption

Transparent data encryption encrypts your databases, backups, and logs at rest without
any changes to your application. To enable encryption, go to each database.

. — \
Transparent data encryption (O(@IZINENENERIEY) Customer-managed key )

£

Transparent data encryption 'ZTJf:SEWice-managed Sl Customer-managed key ||

Key selection method Se!ect LGP Enter a key identifier j
¢ b Select a key vault
o e Change key vault
Select a key
Key* = N

H Wiake the selected key the default TDE protecior.
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Always Encrypted

Driver

plaintext Enhanced Client cipherte)@

4

Protects sensitive data at Database data always Data access is only from
rest, in transit, and in use remains encrypted client applications and
servers

Uses client-side Separates data owners from
encryption — enhanced data managers
client driver
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Review Question 1 0

Which one of the following should not be stored in Azure Key
Vault? What are the differences between these items? Select
one.

0 Key management
O $ecret management
O €ertificate management

QO Identity management
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Review Question 2 ‘

A select group of users must be able to create and delete keys
in the key vault. How should you grant these permissions?

O $ervice identities
O Azure AD authentication
O Key vault access policies

O Role-based Access Control
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Review Question 3

Which of these statements best describes Azure Key Vault's
authentication and authorization process? Select one.

O Applications authenticate to a vault with the username and password of the lead developer and
have full access to all secrets in the vault.

O Applications and users authenticate to a vault with their Azure Active Directory identities and are
authorized to perform actions on all secrets in the vault.

O Applications and users authenticate to a vault with a Microsoft account and are authorized to
access specific secrets.

O Applications authenticate to a vault with the username and password of a user that signs in to the
web app, and is granted access to secrets owned by that user.
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Review Question 4

How does Azure Key Vault help protect your secrets after they
have been loaded by your app? Select one.

O Azure Key Vault automatically generates a new secret after every use.

O Fhe Azure Key Vault client library protects regions of memory used by your
application to prevent accidental secret exposure.

O Azure Key Vault double-encrypts secrets, requiring your app to decrypt them locally
every time they’re used.

O It doesn't protect your secrets. Secrets are unprotected once they're loaded by your
application.
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Review Question 5 ‘

Your manager wants to know more about software-protected
keys and hardware-protected keys. You discuss which three of
the following statements? Select three.

O Only hardware-protected keys are encrypted at rest.

O $oftware-protected keys are not isolated from the application.
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Review Question 6 ‘

What method does Microsoft Azure App Service use to obtain
credentials for users attempting to access an app? Select one.

O {Credentials that are stored in the browser
O jPass-through authentication
O Redirection to a provider endpoint

O {synchronization of accounts across providers
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Review Question 7 ‘

What type of Managed Service Identities can you create?
Select two.

4 Application-assigned
O Patabase-assigned
O System-assigned

U User-assigned

0 YM-assignhed
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Review Question 8 ‘

Your App Service application stores page graphics in an Azure
storage account. The app needs to authenticate
programmatically to the storage account. What should you do?
Select one.

O {Create an Azure AD system user
O Create a managed identity
O {Create a RBAC role assignment

O {Create a service principal
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Review Question 9 ‘

How does using managed identities for Azure resources
change the way an app authenticates to Azure Key Vault?
Select one.

O £ach user of the app must enter a password.
4 The app gets tokens from a token service instead of Azure Active Directory.
O Fhe app uses a certificate to authenticate instead of a secret.

0 ¥Managed identities are automatically recognized by Azure Key Vault and authenticated automatically.
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Review Question 10 0

You need to provide a contingent staff employee temporary
read-only access to the contents of an Azure

storage account container named “Media”. It is important that
you grant access while adhering to the security principle of
least-privilege. What should you do? Select one.

O $et the public access level to container.
O Generate a shared access signature (SAS) token for the container.
O $hare the container entity tag (Etag) with the contingent staff member.

O €onfigure a Cross-Origin Resource Sharing (CORS) rule for the storage account.
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Review Question 11

Your company has both a development and production environment. The
development environment needs time-limited access to storage. The
production environment needs unrestricted access to storage resources.
You need to configure storage access to meet the requirements. What
should you do? Each answer presents part of the solution. Select two.

0 Use shared access signatures for the development apps.
O Yse shared access signatures for the production apps.
O Yse access keys for the development apps.

O Use access keys for the production apps.

O Yse Stored Access Policies for the production apps.

O Yse Cross Origin Resource Sharing for the development apps.
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Review Question 12 ‘

Your company is being audited. It is not known how long the
audit will take, but during that time files must not be changed
or removed. It is okay to read or create new files. What should
you do? Select two. Each correct answer is required for the
solution.

U Add a time-based retention policy to the blob container.

O €onfigure a retention time period of 2 weeks with an option to renew.
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Review Question 13 0

You are configuring an Azure File share for the business
group. Which of the following is not true? Select
one?

O Azure Files can authenticate to Azure Active Directory Domain Services.

O Azure Files can authenticate to on-premises Active Directory Domain Services.
O Azure Files can use RBAC for share-level or directory/file permissions.

O Azure Files uses SMB.
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Review Question 14 ‘

You are configuring Secure transfer required. Your Compliance
office wants to know more about this feature. You provide all
the following information, except? Select one.

0 Requests to storage can be HTTPS or HTTP.
O Requests to storage must be SMB with encryption.
O By default, new storage accounts have secure transfer required enabled.

O Azure storage doesn't support HTTPS for custom domain names
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Review Question 15 ‘

Your SQL database administrator has recently read about SQL
injection attacks. They ask you what can be done to minimize
the risk of this type of attack. You suggest implementing which
of the following features?

O Advanced Threat Protection
Q1 iData Discovery and Classification
0 {Pynamic Data Masking

U flransparent Data Encryption
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Review Question 16 0

Your organization provides a Help Desk for its customers.
Service representatives need to identify callers

using the last four numbers of their credit card. You need to
ensure the complete credit card number is

not fully exposed to the service representatives. Which of the
following features do you implement?

d Always Encrypted
O Pata Classification
O Dynamic Data Masking

O Fransparent Data Encryption
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Review Question 17 0

Your organization auditors need to be assured that sensitive
database data always remains encrypted at rest, in transit, and
in use. You assure the auditors this is being done because you
have configured which feature?

O Always Encrypted
U Pisk Encryption
0 Pynamic Data Masking

U Fransparent Data Encryption
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Review Question 18 ‘

You have an App Service web application uses a SQL
database. Users need to authenticate to the database

with their Azure AD credentials. You perform all the following
tasks, except? Select one.

U Create a SQL Database Administrator
O €reate an Azure AD Database Administrator
O Create users in the Master db

O ¥ap database users to Azure AD identities
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Review Question 19 ‘

What type of firewall rules can you configure for an Azure SQL
database? Select two.

O Datacenter-level firewall rules
O Server-level firewall rules

O Azure-level firewall rules

O Fable-level firewall rules

0 Database-level firewall rules
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Azure
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Lesson
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Azure Monitor
Metrics and Logs

- Log Analytics

- Connected Sources
- Azure Monitor Alerts
- Diagnostic Logging



Azure Monitor Architecture

— Azure Monitor ~

- a0
° i & P
Insights - =o
Application Container VM Monitoring
l Solutions
- J
Application e )
" = W M
Visualize !
Operating System — l Dashboards Views Power Bl Workbooks
Metrics g
o 3
Azure Resources ilil [ '/i\"i m
— —— Analyze 1 £
Azure Subscription } l Metrics Explorer Log Analytics
ogs )
Azure Tenant —t g )
Respond ‘.. n
Alerts Autoscale
Custom Sources § )
-
e ~
i {a) &
Integrate e
Event Hubs Logic Apps Ingest &
Export APls
.\ i
v
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Metrics and Logs

— |l..f:.- T I e '
e ﬂ ..'.. S Y T P R S SEDHO K e~ = ;;.:“‘;;'“‘N e e B
Metrics | > \'/] A =
Logs — [t Yo Yoo Y Ve ¥
—ilii b TR — D === o=
Metric Analytics I lI Lag e
Metri il val that d ib Logs contain different kinds of data organized
etrics are numerical vajues that describe into records with different sets of properties
some aspect of a system at a point in time for each type
e are [l el a_nd capable. & Telemetry (events, traces) and performance
supporting near real-time scenarios data can be combined for analysis
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Log Analytics

‘ Alerts

/ Dashboards
Data Sources Pg i
- —_— - —_—
- Power Bl
||||

-

-,

Records OMS Repository Log Search
&
Solutions Export
Connected Sources Log Analytics
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Log Analytics

Alert Rules

Home > Monitor - Logs

@ Monitor - Logs

Microsoft

‘ 0 Search (Ctrl+/)

Dashboards

B Activity log

%9 Service Health

Views

Insights

@ Applications

BB Virtual Machines (preview)
Ex p o rt & Containers

£ Network

*** More

Settings
E¥ Diagnostics settings

PowerShell

7 Autoscale

Support + Troubleshooting
[0} Usage and estimated costs
“® Advisor recommendations

2 New support request

Azure Monitor Logs

New Query 1* =

=
Schema  Filter (preview) Explore «
Filter by name or type... ‘
I= Collapse all
Active
v @ w
» ADAssessment

ADReplication

AlertManagement

AntiMalware

-

Applicationinsights

AzureAutomation

ChangeTracking

CompatibilityAssessment

-

Containerlnsights

Containers

DeviceHealthProd

DnsAnalytics

-

Infrastructurelnsights

LogManagement

NetworkMonitoring

Office365

m [ Time range: Last 24 hours )

// Availability rate

// Calculate the availability rate of each connected computer

Heartbeat

// bin_at is used to set the time grain to 1 hour, starting exactly 24 hours ago

| summarize heartbeatPerHour = count() by bin_at(TimeGenerated, 1h, ago(24h)), Computer
| extend availablePerHour = iff(heartbeatPerHour > @, true, false)

| summarize totalAvailableHours = countif(availablePerHour == true) by Computer

| extend availabilityRate = totalAvailableHours*180.8/24

Save @ Copy link

Completed. Showing results from the last 24 hours.

ullCHART

ABLE Columns v

Drag a column header and drop it here to group by that column

Computer Y | totalAvailableHours Y| availabilityRate \'%
> App04 24 100
> retailEUS8 24 100
> aks-agentpool-40719753-2 24 100
> App06 24 100
> deletethisvm 24 100
> Data06 24 100
> ContosoWeb 24 100
> C SQLSrv2.C Retail.com 24 100
> OnPremise-12S 24 100
4« < Page 1 of 2 » »l 50 v items per page

® X

ILLl| Help @3 Settings $=. Sample queries E}' Query explorer

(3 Export - Newalertrule 5 Pin

A

@ 00:00:00.424 [ 62 records

1 - 50 of 62 items

API
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Connected Sources

OMS Workspace

3
Iz ; o
VM with Agent -
Cﬁggs\\ - “ EDﬂ Log Analytics VM with Agent

(& 5

VM with Agent SCOM Server

(D

VM with Agent

OoMS
Repository

Azure Storage

On-Premises
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Azure Monitor Alerts

Select the target resource to monitor Create rule

Rufes managemsent

|;E * RESQURCE

Add a Condition to SeIGCt a Signal and Select the target{s) that you wish to manitar
define the logic —

« CONDITION
Notify the team or auto mate fOI Iow-on No condition defined, click on ‘Add condition” to select a signal and define its logic
aCtionS Add condition

ACTION GROUPS
. . Matify vour team wia email and text messages or automate actions using webhooks, runbooks, functions, logic
DISp|ay by SeVeI’Ity (0 tO 4) apps or integrating with external ITSM solutions. Learn more here

ACTION GROUP NAME ACTION GROUP TYPE

Mo action group selected

Administer with New, Acknowledged,
and Closed status

Select existing | | Create New
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Diagnostic Logging

Resource level logging (NSG rule
counters and Key Vault audits)

Different from Activity Logs (operational)

Different from Guest OS Logs (VM
agents)

Retention times are available for
archiving to a storage account

Home »> Manitor | Diagnostics settings > Diagnostics settings

Diagnostics settings

E save X Discard il Delete {2} Provide feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want
to collect from a resource, and one or more destinations that you would stream them to. Mormal
usage charges for the destination will occur. Learn more about the different log categories and
contents of those logs

Diagnostic settings name *

Category details Destination details
log |:| Send to Log Analytics
I:] WarlenEHme D Archive to a storage account

metric

[ Aimetrics

D Stream to-an event hub
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Azure
Security

Center
Lesson
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Cyber Kill Chain

Azure Security Center Features
Security Center Policies

Security Center Recommendations
Secure Score

Brute Force Attacks

- dJust in Time Virtual Machine Access



Cyber Kill Chain

Reconnaissance Exploitation Lateral Movement Denial of Service

Intrusion Privilege Obfuscation Exfiltration
Escalation Anti-forensics

_ Different types of attacks
Series of steps that trace are associated with each
the stages of a cyberattack stage, and they target

various subsystems

Security Center is desighed
around the kill chain
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Azure Security Center

Rapidly changing workloads

Increasingly sophisticated attacks Prevent

Security skills are in short supply
Detect

Strengthen security posture

Protect against threats

Get secure faster
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zure Security Center Policies

All services > Security Center | Secunty policy > Security policy > Security policy

Defines the desired configuration for Secunity poliey

workloads <~ Compute And Apps (33 out of 34 policies enabled)
Monitor missing Endpoint Protection in Azure Security Center (D

System updates should be installed on your machines (&

Vulnerabilities in security configuration on your machines should be remediated @

Vlew and edlt the bu'lt-ln defaUIt Vulnerabilities in container security configurations should be remediated &

policy
“~ Network (8 out of 9 policies enabled)

Subnets should be associated with a Network Security Group &
Internet-facing virtual machines should be protected with Network Security Groups (@

Add your own CUStom pOIiCies The NSGs rules for web applications on laa5 should be hardened @

Maonitor unprotected network endpoints in Azure Security Center (@O

<~ Data (18 out of 18 policies enabled)

H 1Al Secure transfer to storage accounts should be enabled ©
Add regulatory compliance policies | 0 Foraas e | i
Monitor unaudited SQL servers in Azure Security Center (3
Transparent Data Encryption on SQL databases should be enabled &

Audit unrestricted network access to storage accounts (O

“ ldentity (11 out of 11 policies enabled)

Ensures compliance and regulatory

req u i rements A maximum of 3 owners should be designated for your subscription (@
There should be more than one owner assigned to your subscription (&

MFA should be enabled on accounts with owner permissions on your subscription @
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Security Center Recommendations

Home > Security Center - Ovendew

Security Center - Overview

Shawing subsaription "ASC DEMCS

[ 2 bearen tettas

| @

‘GENERAL

@ Overview

i Getting started

v Events

O Search

POLICY & COMPLIANCE

; | Coverage

© Secure score

4. Regulatory compliance
Y Security policy
RESOURCE SECURITY HYGIENE
= Recommendations

B Compute & apps

¥, Networking

&5 loT hubs & resources (Preview)

@ Data & storage

B

Identity B access (Preview)
B Security solutions
ADVANCED CLOUD DEFENSE

™ Adaptive application controls

Just in time VM access

& Metwork hardening (Preview)
@ File Integrity Monitoring

THREAT PROTECTION

@ Security alerts

@) Custom alert rules (Preview)
? Security alerts map (Preview)

AUTOMATION & ORCHESTRATION

&l Playbooks (Preview)

Y Subscriptions [Z What's new

Policy & compliance

Secure score

U 497 ore40

M\ secure score impact changed. Learn
more >

Review your Secure SCore >

Resource security hygiene

Recommendations
High Severtty
17
35 Medium Seversy
o I
Low Severity
10
& 79 Unheaity rasources
Threat protection
Security alerts by severity
High Severity
13
35 I Medium Severity
oL 7
Low Sevesity
15

& 6 Attacked resources

Regulatory compliance

I SOCTSP 0 of 13 passed controis
IPC\ DSS 3.2 2 of 33 passed controis
!15{) 27001 2 of 22 passed controls

Resource health monitoring

E’ 39 compute & zpos
= . N

@) 20 networking

Security alerts over time

§

123un

I l
S hithhten 7
3 Sun 19

Subscription coverage

I Fuly covered
1 Partially covered
TOTAL
Not covered

& 108 Covered resources

E 45 Data & storage
L

a

@ 4 jgentiy & access
A —

High seventy

13

Mestium severity

Low severity

15

Documentation B X

Regulatory compliance

View your compliance pasture relative to the standards and
regulations that are important to you. Remediate assessmer
to watch your compliance posture improve.

Learn more >

Review and improve your secure score

Review and resalve security vulnerabilities to improve your
secure score and secure your workload

Learn more >

New - Advanced threat protection for Storage accounts

- Security Center can now protect your Storage accounts by
E detecting unusual and potentially harmful attempts to acces
or expleit Storage accounts.

Learn more >
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Secure Score

Overall Secure Score
Subscriptions with the lowest scores

0 | ASC DEMO QO 67% (~400f60
65 //D (~39 of 60 poinis) points)
| o
Wisual Studio Enterprise o 78% (~140f18

points)

Helps prioritize and manage your security

A snapshot of your current security situation efforts

Your score only improves if you
remediate all the recommendations for a
single resource within a control

The higher the score, the lower the identified
risk level
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Brute Force Attacks

|

C@

Targets management ports to gain access to -

a virtual machine

www.AGuideToCloud.com

Disable the public IP address - Bastion

Use Point-to-Site VPN, Site-to-Site VPN, or
Azure ExpressRoute

Require two-factor authentication
Use complex passwords

Limit the time that the ports are open (next
slide)




Just In Time VM Access

@ Security Center | Just in time VM access
SRR

4 Jubtnphiong

Recommends virtual machines in NSGs
with public IP addresses Virtual machines

Configured  Recommendad Mo recommendation

20 vws

SE'GCt Vil‘tua| maChines and configure Virtual machine T Approved
ports, source IP addresses, and time B 0 Requests
range
Please select the ports that you would like to cpen per I..fi‘r::uaI machine,
Security Center IOCkS down inbound PORT TOGGLE ALLOWED SOURCE [P IP RANGE TIMERANGE
traffic by creating an NSG rule vum

22

B o | [ WP [iPRange| [ Worange

3330 [ o | [ My [iPRange| [ Worange
o |

o |

Events are captured in the Activity Log 5085

Off | | My IP |IF‘Range |Narange

5986 off | | MylP |iPRange| | Norange

www.AGuideToCloud.com




Microsoft
CERTIFIED

AZURE SECURITY Episode 20
ENGINEER _
Azure Sentinel

ASSOCIATE

* X

AZ-500




© Azure Sentinel

™' Data Connections

Azure 4, Workbooks
Sentinel ‘@& Incidents

LeSSOn &% Playbooks
Objectives _# Hunting




Azure Sentinel

Collect data at cloud scale

Detect threats, and minimize false
positives

Investigate threats with artificial
intelligence

Respond to incidents rapidly

www.AGuideToCloud.com

Collect

Security data across
your enterprise

Respond

Rapidly and automate 5 . T y
protection Azure Sentinel

Cloud-native SIEM+S0AR

e

Investigate

Critical incidents
guided by Al

------

Threats with vast threat
intelligence




Data Connections

222 Azure Sentinel - Data Connectors

Selected workspace “CyberSecurityDema

Service to service integration (AWS,

Azure AD, Office 365 ..) =23 #17 A0
Connectors Connected Coming scon
T Amazon Web Services
o Armazon

External solutions via API (Barracuda, F5 = |/ R
BIG-IP, ForcePoint DLP ... ) N

Microsoft

Microsoft

Azure Activity

External solutions that can perform real- I Microsoft
time log streaming using the Syslog «  Bamacuda Web Application Firewall
protocol, via an agent (Cisco ASA,
Fortinet ... ) I = Check Point

CheckPoint

I @ Azure Active Directory ldentity Protection

I et Cisco ASA

Cisco
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Workbooks

Analyze and correlate all user operations
and events

Learn about all user operations, trends,
and anomalous changes over time

Drill down into caller activities and
summarize detected failure and warning
events

Home > Azure Sentinel workspaces > Azure Sentinel | Workbooks

ﬁ Azure Sentinel | Workbooks

Selected workspace: "exporiSecurityCenterDiata

#*0 © 45 A0

Saved workbooks Templates Updates

My workbooks Templates

aws AWS Network Activities
MICROSOFT

Azure Activity
MICROSOFT

Azure AD Audit logs
MICROSOFT

Azure Firewall
MICROSOFT

Azure Information Protecton - Usage Report
MICROSOFT

% D B & W0

Azure Network Watcher
MICROSOFT
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Incidents

Create incidents when an alert is
triggered from a connected source

Select from built-in rule templates or
create your own

Use Azure AD Information Protection to
automatically enable incident
generation when connected

RULES BY SEVERITY
—
B HIGH (26) " MEDIUM (62) LOW (17) INFORMATIONAL (2)

Active rules  Rule templates

NAME

I Advanced Multi-Stage Attack Detection
I Create incidents based on Azure Active Directory Identity Protection alerts
I Create incidents based on Azure Advanced Threat Protection alerts
Io " Create incidents based on Azure Securiy Conterlects
| | brute furce attack agamsthzure F‘urtal e
1308 Cisco ASA - Threat Detection Message Fired

Creation of an anemalous number of resources - detection variant

Distributed Password cracking attempts.
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Playbooks

Collection of procedures that can be run
from Azure Sentinel in response to an
alert

Based on Azure Logic Apps — 200+
connectors

Can be run manually or set to run
automatically

Logic app designer

D’ Run Designer /> Cod

e view [@] Parameters  [il] Templates

m When an Azure Security Center Alert is created or triggered ---

Send an email (V2)

l

+ New step
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unting

Built-in hunting queries

Custom queries with IntelliSense oS

Home * Azure Sentinel workspaces > Azure Sentinel - Hunting

Create bookmarks for later review Azure Sentinel - Hunting

Selected workspacs: "ASIHUNEOMS!

920 )94 H4 R0

Total Queries Total Results Total Bookmarks My Bookmarks

Queries  Bookmarks

Jupyter notebooks and Python integration

Summary of failed user logons by reason of f... A summary of failed logons can be used to infer lat...

QUERY DESCRIPTION
ﬁ Uncommon processes/files - bottom 5% Shows the rarest processes seen running for the firs...
ﬁ Script usage summary {cscript.exe) Daily summary of vbs scripts run across the environ...
ﬁ Summary of users created using uncommeon ... Summarizes users of uncommeon & undocumented ...
ﬁ Office365 authentications Shows authentication volume by user agent and 1P ...
¥ New processes observed in last 24 hours Shows new processes observed in the last 24 hours ...
bid
*

Anomalous Azure AD apps based on authent... This query over Azure AD sign-in activity highlights...
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Review Question 1 0

Data collected by Azure Monitor collects fits into which two
fundamental types? What are differences in those types of
data? Select two.

O Events
O Logs

O Metrics
O Records
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Review Question 2 ‘

You can query Log Analytics workspace with which of the
following? Select one.

O €ontextual Query Language
O £mbedded SQL

O @raph API

0 Kusto Query Language
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Review Question 3 0

You want to be notified when any virtual machine in the
production resource group is deleted. What
should you configure? Select one.

O Activity log alert
O Application alert
O %og alert

O #etric alert
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Review Question 4 0

The IT managers would like to use a visualization tool for the
Azure Monitor results. You suggest all the following, except?

U Pashboard
O Logic Apps
O Power BI
0 Workbook
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Review Question 5 ‘

Which of following is not included in the Security Center free
tier? Select one.

O #onitor identity and access on the key vault
O #Monitor IoT hubs and resources
O #onitor network access and endpoint security

U Monitor non-Azure resources
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Review Question 6 ‘

Your organization compliance group requires client
authentication use Azure AD, and Key Vault diagnostic
logs to be enabled. What is the easiest way to accomplish
this? Select one.

O €reate Desired Configuration State scripts
O €reate resource groups and locks
O €onfigure management groups

O Implement Security Center policies
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Review Question 7 ‘

Your Azure Security Center dashboard presents a Secure
Score. How would you describe that score? Select one.

O Fhe Secure Score is a calculation based on the ratio of healthy resources vs. total resources.

O Fhe Secure Score is a count of recommendations made against your monitored resources.

O The Secure Score is a machine-learning based prediction of how likely your resources are to
be infiltrated by a hacker.

O Fhe Secure Score changes only when premium features are purchased.
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Review Question 8 0

Your organization is working with an outside agency that
needs to access a virtual machine. There is a real concern
about brute-force login attacks targeted at virtual machine
management ports. Which of the following can be used to open
the management ports for a defined time range? Select one.

O pAzure Firewall
O Pastion service

O Just-in-Time virtual machine access
O Azure Sentinel
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Review Question 9 ‘

You are using Azure Security Center (ASC) to provide visibility
into your virtual machine security settings. With ASC
monitoring you can be notified of all the following, except?
Select one.

O A newer operating system version is available.
0 $ystem security updates and critical updates that are missing.
O Pisk encryption should be applied on virtual machines.

O £ndpoint protections services need to be installed.
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Review Question 10 ‘

Where can you create and manage custom security alerts?

O Azure Security Center

O Azure Sentinel

O Azure Storage

O Application Security Groups
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Review Question 11 ‘

You are explaining what an Azure Sentinel playbook is and how
it can be used? You cover all the following,
except? Select one.

O A Sentinel playbook is a collection of procedures that can be run in response to an alert.
O A Sentinel playbook can help automate and orchestrate an incident response.
O A Sentinel playbook be run manually or set to run automatically when specific alerts are triggered.

O A Sentinel playbook be created to handle several subscriptions at once.
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Review Question 12 0

You are using Sentinel to investigate an incident. When you
view the incident detailed information you see all of the
following, except? Select one.

O §hcident ID

4 Incident owner

O Number of entities involved

O Raw events that triggered the incident

O Peverity
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Review Question 13 ‘

You are an investigator who wants to be proactive about
looking for security threats. You have read about
Sentinel’s hunting capabilities and notebooks. What is an
Azure Sentinel notebook? Select one.

O A built-in query to provide you with an entry point to look for new detections and figure
out where to start hunting for the beginnings of new attacks.

d A saved item you can come back to create an incident for investigation.

O A table you can query to locate actions like DNS events.
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Review Question 14 0

You are creating roles within your security operations team to
grant appropriate access to Azure Sentinel. All the following
are built-in Azure Sentinel roles, except? Select one.

O Azure Sentinel contributor
O Azure Sentinel reader
O Azure Sentinel responder

1 Azure Sentinel owner
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