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AWS Deep Learning Containers

Quickly set up deep learning environments with optimized, pre-
packaged Docker images

Learn more »
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Amazon Lightsail Amazon EC2 M5ad & R5ad Instances Amazon S3 Glacier Deep Archive 110,000+ Databases Migrated to AWS
Everything you need to get started on 10% lower cost compute and memory A new S3 storage class that provides Save time & cost—migrate to fully
AWS—for a low, predictable price compared to comparable instances secure, durable object storage for long- managed databases

term data retention

AWS Customer News e kdithe VYolkswagen ‘ an production platform that w y
r r e company wfact ¢ r es, on AWS. Read the press release »

Fumlava Mot Nuadoiada

dWws

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Cloud journey
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Build your infra
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What is Amazon
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On-premises servers

EC27

Application server
Web server
Database server
Game server

Mail server

Media server
Catalog server
File server
Computing server

Proxy server
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Benefits of Amazon EC2

Elasticity

~
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Benefits of Amazon EC2

-

Elasticity
Control

~

Launch Instance Connect Actions

q Filter by tags and attributes or sear

B Name - | Instance ID Launch Maore Like Thia

pne - Instance State ~

[ ] i-0cE 155D 055 R Settings Stap i running

Image Reboot \h

Metworking Terminate

ClouwdWatch Monitoring
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Benefits of Amazon EC2

Step 2: Choose an Instance Type
applications. Learn more about instance types and how they can meet your computing needs.
. .
® E la St I C I ty Filterby: = Compute optimized ~ Current generation v  Show/Hide Columns
Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)
o C O n t ro l Family Type IR Mellnory Instance Sllorage EBS—.Opiimiz.ed. Network i Sul:::rt
(GiB) (GB) (i Available (i Performance (i )
M M Compute optimized c5d.large 2 4 1 x 50 (SSD) Yes Up to 10 Gigabit Yes

* Flexibility
Compute optimized c5d.xlarge 4 8 1x 100 (SSD) Yes Up to 10 Gigabit Yes
Compute optimized c5d.2xlarge 8 16 1x 200 (SSD) Yes Up to 10 Gigabit Yes
Compute optimized c5d.4xlarge 16 32 1 x 400 (SSD) Yes Up to 10 Gigabit Yes
Compute optimized c5d.9xlarge 36 72 1% 900 (SSD) Yes 10 Gigabit Yes
Compute optimized c5d.18xlarge 72 144 2% 900 (SSD) Yes 25 Gigabit Yes
Compute optimized c5.large 2 4 EBS only Yes Up to 10 Gigabit Yes
Compute optimized c5.xlarge 4 8 EBS only Yes Up to 10 Gigabit Yes
Compute optimized c5.2xlarge 8 16 EBS only Yes Up to 10 Gigabit Yes
Compute optimized c5.4xlarge 16 32 EBS only Yes Up to 10 Gigabit Yes
Compute optimized c5.9xlarge 36 72 EBS only Yes 10 Gigabit Yes
Compute optimized c5.18xlarge 72 144 EBS only Yes 25 Gigabit Yes
Compute optimized cd.large 2 3.75 EBS only Yes Moderate Yes

2. 4 P 4 b LD ! Llak,
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Elasticity
Control
Flexibility
Integrated

~

Benefits of Amazon EC2

www.example.com

____________________________________

media.exampl|e.com
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Benefits of Amazon EC2

/- Elasticity
« Control
* Flexibility
* Integrated
« Reliable
-

~
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Benefits of Amazon EC2

/. Elasticity \ AWS Cloud
« Control
* Flexibility
* Integrated
« Reliable
* Secure
- /
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Benefits of Amazon EC2

K- Elasticity A
« Control
« Flexibility
* Integrated
* Reliable
* Secure
* [nexpensive
N /
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Benefits of Amazon EC2

« Elasticity

« Control

* Flexibility

* Integrated
« Reliable

* Secure

* [nexpensive

 FEasy
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Choosing the right Amazon EC2 instances

« EC2 Instance types are » Consider the following when
optimized for different use choosing your instances: core
cases, workloads & come count, memory size, storage size
in multiple sizes. This allows & type, network performance, I/0
you to optimally scale resources requirements & CPU technologies.

to your workload requirements.

* Hurry Up & Go Idle - A larger

« AWS utilizes Intel® Xeon® compute instance can save you
processors for EC2 Instances time and money, therefore paying
providing customers with high more per hour for a shorter amount
performance and value. of time can be less expensive.

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



EC2 instances powered by Intel Technologies

EC2 instance Compute optimized General purpose Memory optimized Storage optimized
e

Intel processor Pl;(figzm Xeon E5 Pl;(;ﬁzm )2(222 52 Xeon Xeon E7 Xeon E7 Xeon E5 Xeon E5 Xeon E5 Xeon E5
8175M 2666 v3 8175M 2676 v3 Family 8880 v3 8880 v3 2686 v4 2686 v4 2686 v4 2676 v3

el pregessen Skylake Haswell Skylake Syl Yes Haswell Haswell Broadwell Broadwell Broadwell Haswell
technology Haswell
Intel AVX Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Intel AVX2 Yes Yes Yes Yes - Yes Yes Yes Yes Yes Yes
Intel AVX-512 Yes - Yes - = = - - - _ _

Intel turbo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
boost

EBS- SSD SSD
Storage EBS-only EBS-only EBS-only EBS-only only EBS-Opt EBS-Opt - HDD SSD HDD

aWs intel)
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C5: Compute-optimized instances

25% price/performance
improvement over C4

mC4 (5

Based on 3.0 GHz Intel Xeon
Scalable Processors (Skylake)

Up to 72 vCPUs and 144 GiB of memory
(2:1 Memory:vCPU ratio)

25 Gbps NW bandwidth
Support for Intel AVX-512

“We saw significant performance improvement on Amazon
EC2 C5, with up to a 140% performance improvement in

- industry standard CPU benchmarks over C4.”

“We are eager to migrate onto the AVX-512 enabled
c5.18xlarge instance size... . We expect to decrease the

GRA:L processing time of some of our key workloads by more

than 30%."”

dWsS
~—
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C5n: fastest networking in the cloud

Featuring Intel Xeon Scalable processors

100 Gbps 25 Gbps 33%

network bandwidth peak bandwidth Increased memory

on largest on smaller footprint over L]
instance sizes instance sizes C5 instances

Ul & EEI

Faster analytics and Lower costs for All of the elasticity, security,
big data workloads network-bound workloads and scalability of AWS

dWws
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z1d: high frequency for specialized workloads

High Frequency instances with custom Intel Xeon Scalable 1d.1 (z1d 12xlar e\
processors running at sustained 4 GHz all core turbo zld.farge . ) 9
. . 6 sizes
3:1 GiB to vCPU ratio 16 GiB 384 GiB
00

Up to 25 Gbps network bandwidth and up to 1.8 TB
of local NVMe storage 2 VCPY 48 vCPU

\_ J

4 a 4 a 4 A

PAVAY

Electronic Design Automation Relational databases
. J . J . J

z1d.metal Bare Metal instances coming soon aWws
~—-
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M5: Next-gen general purpose instances

14% price/performance « Powered by 2.5 GHz Intel Xeon Scalable
improvement With M5 Processors (Skylake)

* New larger instance size—mb5.24xlarge
with 96 vCPUs and 384 GiB of memory
(4:1 Memory:.vCPU ratio)

« Improved network and EBS performance
on smaller instance sizes

« Support for Intel AVX-512 offering up
to twice the performance for vector and
floating point workloads

mM4 = M5

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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T3: burstable general-purpose instances

 Balance of compute, memory, and network t3.nano

« Baseline level of CPU performance with the ability
to burst CPU usage when needed at any time for 0.5GiB

as long as required

 Lowest cost instance at $0.0052 per hour and up
to 30% better price performance over T2 using
Intel Xeon Scalable Processors Base perf 5%

7 sizes
2 vCPU X X |

)
With T3 Unlimited bursting over
baseline is only $0.05 per vCPU-hour,

) ) averaged over 24 hours

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

I

t3.2xlarge

32 GiB

8 vCPU

Base perf 40%
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Amazon EC2 instances for SAP HANA

Introducing 48TB support for S/4HANA Deployments

_—
Sl Grow-as-you-Go

« Upto 12TB Memory; SAP-Certified Flexibility
« Custom Intel® Xeon® Scalable Processor j near prcng
TCO

« Qut-of-box integration Native to AWS
« Simple management: AWS CLI, Console, IAM

Seamless access to all AWS Services

» Flexibility to scale; Resize in minutes
18 and 24 TB instance coming in 2019

RTACISR— 4 l I
2
244 384 483 768 1 pomny - 6
X1 Xe U1 U1 U1

Near Infinite Elastic Scalability for
Mission-Critical Deployments

}& AWS owned and operated

18 24 <1 hour provisioning times
R4 RS R4 RS X1 U1 U1 U1-SO 100% Software Defined
1B
EC2 Memory Optimized Instances EC2 High Memory Instances aws intel

\/‘7
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R5: memory-optimized instances

2.5 GHz Intel Xeon Scalable processors (Skylake)
Memory-optimized instances with 8:1 GiB to vCPU

Up to 25 Gbps NW bandwidth

R5d instances include up to 3.6 TB of local NVMe SSD

f

| [ Pl e ]
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In-memory caches

1

R5a: Now available with
AMD EPYC 7000 processor

( )
rs_large r5.24Xl.arge
16 GiB 6 sizes 768 GiB
o0 0
2 vCPU 96 vCPU
. J
( ) ( )
High performance databases Big data analytics
. J . J

R5.metal Bare Metal instances

coming soon on Intel Xeon

Scalable processors aws
~—")

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



EC2 High Memory Instance architecture

The most memory of any
EC2 Instance SAP-certified

12 TB of memory

8x Intel Xeon Platinum 8176M (Skylake)
processors with total of 224 cores / 448
Hyperthreads

18TB and 24TB coming in 2019

28
,/I Cores
28
Cores
T UPI
28
Cores
28
Cores

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

28
Cores

UPI

28
Cores

~

28
Cores

28
Cores
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What's your platform?

Quick Start
My AMIs
AWS Marketplace

Community AMIs

L Free tieronly (j

Amazon Linux

Free tier eligible

Amazon Linux

Free tier eligible

L]

Red Hat

Free tier eligible

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by =
AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Q, Search for an AMI by entering a search term e.g. "Windows"

Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-0d1000aff9a9bad89

Amazon Linux 2 comes with five years support. It provides Linux kernel 4.14 tuned for optimal performance on
Amazon EC2, systemd 219, GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through extras.

Root device type: ebs Virtualization type: hvm EMA Enabled: Yes

Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-aOcfeed8

The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line

tools, Python, Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL, PostgreSQL, and other packages.

Root device type: ebs Virtualization type: hvm EMA Enabled: Yes

Red Hat Enterprise Linux 7.5 (HVM), SSD Volume Type - ami-28e07e50
Red Hat Enterprise Linux version 7.5 (HVM), EBS General Purpose (SSD) Volume Type

Root device type: ebs Virtualization type: hvm EMA Enabled: Yes

1 to 36 of 36 AMIs

64-bit

64-bit

64-bit

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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SAP | AWS innovations

11 years of industry firsts

- A Q@

BW A1/51

O =

Developer Edition
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E— Cloud Native HANA  (intel,

SAP 2TB/14TB

% Cloud Platform
|EEECWG
—Lng] I Q
High Memory Q [;] ‘ = & II:II:I Q
Instance (]
12TB / 50TB SAP(;:AlnalélltICS . oolo
HANA Cloud ou = ool o
= 20| 0
Q g g<uu\\\b_-|u o ooo
------------ |EEE|----------- Lo inoj- |- |eoo|n
oo
S/4Move Zolg e Elastic Metal
- Data Warehouse 48TB/100TB
Cloud Native HANA A S aWS
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The Most Choice

Resources to run the largest and most demanding SAP Workloads

Scale-up options Scale-out options

* Up to 24TB Memory; SAP-Certified
. ® ®
Custom Intel® Xeon® Scalable Processors ST Sl 48 TB
»  Out-of-box integration Native to AWS (S/4HANA)
*  Simple management: AWS CLI, Console, IAM

24
18
*  Flexibility to scale; Resize in minutes
OLAP Scale-
se MM =
12
9 OLAPSE;IE IIIIIIIIIIII S
6
4 OLAP Scale- I I I I I I I I I I I I 100 TB
° Out’
244 .384 .488 768 1 . I
— e s -
X1 X1 |

R4 R5 R4 R5 Xle l

Memory in TB

High Memory
Instances 1BWoH, BW/4HANA and Datamart

© 2020, Amazon Web Services, Inc. or its Affiliates. aWS
v’



AWS “Nitro for SAP"” system

Makes 100% of the server addressable

Provides the highest core count in the industry

Seamless integrated experience

EC2 Instances (Virtual) EC2 Bare Metal Instances
===
| o |
)| /|3 =3
—||=||=| HANA Instances S| HANA Instance
AT
& e
Network Storage Management, Security,

and Monitoring

© 2020, Amazon Web Services, Inc. or its Affiliates.

24

HANA Scale up Size

2x the scale-up
capacity

Thousands

500

400

300

200

100

Performance (SAPS)
Up to
480k SAPS

adWs
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: memory-optimized instances =

r5.large _ r5.24xlarge
7 sizes
16 GiB o0 0 768 GiB
2 vCPU ) 96 vCPU
In-memory caches High performance databases Big data analytics
1
0
1
0
1
1]
3.1 GHz Intel® Xeon® Scalable Processors (Skylake) Best Price to Performance
Memory-optimized instances with 8:1 GiB to vCPU [—=] R5.metal Bare Metal instances
Up to 25 Gbps NW bandwidth —_° now available on Intel Xeon

Scalable processors

R5d instances include up to 3.6 TB of local NVMe SSD

SAP HANA Certified: r5.12xlarge ,r5.24xlarge and r5.metal. aws
~—




EC2 High Memory Instance architecture

The Most Memory of any EC2 Instance
Cores — Cores

28 28 SAP-Certified
Cores Cores
24TB of Memory
8x 2"d Generation Intel Xeon
Platinum 2.7GHz (Cascade Lake)
Cores Cores processors with total of 224 cores /
28 — 28 448 Hyperthreads offering 480,600
Cores Cores SAPS

adWs
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X1 and X1e: large-scale memory-optimized

For large in-memory workloads

16:1 GiB to vCPU ratio

For memory-intensive workloads and very large
in-memory workloads

32:1 GiB to vCPU ratio

In-memory databases (e.g., SAP HANA), big data processing
engines (Apache Spark, Presto), in-memory analytics High-performance databases, large in-memory databases (e.g., SAP

HANA), and DB workloads with vCPU based licensing (Oracle, SAP)

( 4 ( 4
x1.16xlarge x1.32xlarge x1e.xlarge x1e.32xlarge
1TB 27TB 122 GiB 6 sizes 4TB
00
64 vCPU 128 vCPU 4 vCPU 128 vCPU
. \ \ L




Current Generation Amazon EC2 instances
Certified for SAP Workloads

xle.32xlarge 128 3,904 25 14,000 131,500
Name vCPU Memory Network Storage SAPS g9
(GiB) (Gbps) (Mbps) x1.32xlarge 128 1,952 25 14,000 131,500
m5.24xlarge 96 384 25 10,000 135,230 xle.16xlarge 64 1,952 10 7,000 32,875
m5.12xlarge - e 10 5,000 2L x1.16xlarge 64 976 10 7,000 65,750
m5.4xlarge 16 64 High 2,120 22,538 x1e.8xlarge 32 976 Up to 10 3,500 32,875
m5.2xlarge 8 32 High 2,120 11,269 x1e.4xlarge 16 488 Up to 10 1,750 16,437
m5.xlarge 4l 16 High 2,120 5,634 x1e.2xlarge 8 244 Up to 10 1,000 8,219
mb5.large 2 8 High 2,120 2,817 r5.large p) 16 EBS-Only up to 3,500  Upto 10
r5.xlarge 4 32 EBS-Only up to 3,500 Upto 10
Name CPU Memory Network Storage SAPS r5.4xlarge 16 128 EBS-Only 3,500 Up to 10
(GiB) (Gbps) (Mbps) r5.12xlarge 48 384 EBS-Only 7,000 10
c5.18xlarge 72 144 25 9,000 95,400 r5.24xlarge 96 768 EBS-Only 14,000 25
05.9xlarge 36 72 10 4,500 47,700 r5.metal 96* 768 EBS—OnIy 14,000 25
. . 4 x 900 NVMe
c5.4xlarge 16 32 Up to 10 2,250 21,200 r5d.metal 96 768 SSD 14,000 25
c5.2xlarge 8 16 Upto 10 2,250 10,600 u-12tb1.metal* 448 12 25 14 25 Gigabit
c5.xlarge 4 8 Up to 10 2,250 5,300 : . .
* 42 instances certified across the R3, R4, M4, M5, C4, C5, X1 and X1e instance
c5.large 2 4 Up to 10 2,250 2,650 families

« * Additional r5d and High Memory instances available. For more information
visit: https://aws.amazon.com/ec2/instance-types/

\_—/‘7
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Amazon Elastic Block Store (Amazon EBS)

 Persistent block storage for instances N vsesms S e §
1" B d7e; E
= instance [ ! instance |

BB R BB R

Y . Y s— Y —N

Amazon EBS Volumes

o /

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Elastic Block Store (Amazon EBS)

AWS Cloud

 Persistent block storage for instances N s TR oy §
L 1" F J e F
 Protected through replication o instance [= ] instance [~
Tfrnni BB
Y N S— ya—\
EAnmzonEBSVOMWms

v
Availability zone
I\ I\

\_ /

dWsS
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Amazon Elastic Block Store (Amazon EBS)

 Persistent block storage for instances
 Protected through replication

o Different drive types

o /

= Amazon [ -l Amazon L
- EC2 m - EC2 pu
~! instance . . instance [
| LB B! BB N
Y . N s— o

Amazon EBS Volumes

Solid State Drives (SSD)
Provisioned IOPS SSD (io1) Volumes
General Purpose SSD (gp2) Volumes

Hard Disk Drives (HDD)
Throughput Optimized HDD (st1) Volumes
Cold HDD (sc1) Volumes

dWws
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Amazon Elastic Block Store (Amazon EBS)

)

Persistent block storage for instances N s S v 8
L 1"C"FE e F
 Protected through replication o instance [© ] instance [=
Tfrnni rfrrni
« Different drive types
. ) Y N S— ya—\
 Scale up or down in minutes
Amazon EBS Volumes

o /

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Elastic Block Store (Amazon EBS)

 Persistent block storage for instances

Protected through replication

Different drive types

Scale up or down in minutes

Pay for only what you provision

Amazon —! Amazon
EC2 - EC2
instance =1 instance

N LN N

Amazon EBS Volumes

o /

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Amazon Elastic Block Store (Amazon EBS)
AWS Cloud

 Persistent block storage for instances

 Protected through replication

Different drive types

Scale up or down in minutes

Pay for only what you provision

* Snapshot functionality

o /

Amazon [ ! Amazon
EC2 — - EC2 —

instance | ! instance |

BB R 11T ffi
N Z N S N O/ Y

7
Ra

e

-

Rs
Rs
-

CAMCIDCAN DM

ye
Monday's snapshot

Tuesday's snapshot

Thursday's snapshot

Friday's snapshot

Wednesday's snapshot

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Elastic Block Store (Amazon EBS)
AWS Cloud

* Persistent block storage for instances

Protected through replication

Different drive types

Scale up or down in minutes

Pay for only what you provision

« Snapshot functionality

k. Encryption available /

Amazon
EC2
instance

Amazon EBS Volumes

Pta
-
-
Pte
-

Amazon
EC2
instance

§ 44

VAN 4 N LN

CAMCIPCAM CAMCW

—
Monday's snapshot

Tuesday's snapshot

Wednesday's snapshot

Thursday's snapshot

Friday's snapshot

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What is Amazon S3?

« Datais stored as objects within buckets

«  Unlimited storage
«  Single object limited to 5TB

«  99.999999999% durable

«  Granular access to bucket and objects

- /

- - -

dWws
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Amazon S3 core functionality

-

g

» Fast, durable, highly available key-based access to objects

» Object storage built to store and retrieve data

» Not a file system

~

Amazon

PE

CLI sends GET request via S3 API >

S3 bucket

< Object returned

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon S3 common scenarios

Backup and storage
Application hosting
Media hosting

Software delivery

Your App
As A

o s v
n as i s

Amazon S3 buckets

il W -

Amazon
EC2
instances

Datacenter

[l ' ~
| I Corporate

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What is Amazon S3 Glacier?

-~

.

* Low-cost data archiving

and long-term backup

e 3-to 5-hour or within

12 hours*

 Can configure lifecycle

archiving of Amazon S3
content to Amazon Glacier

~

)

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Archive after Delete after
30 days 5 years B
= 3 i
Amazon Amazon
S3 bucket S3 Glacier
aWs intel)




Amazon S3 Glacier use cases

-~

) ¢
&G
[0l

Media asset workflows

Healthcare information archiving

\

Regulatory and compliance archiving

Scientific data storage

Digital preservation

\@@ Magnetic tape replacement

/

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon S3 Glacier vault lock policy

- Deploy and enforce compliance controls on
individual Amazon Glacier vaults

« Vault becomes immutable once locked

dWsS
~—
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Amazon S3 storage classes
| Storageclass | Features

S3 Standard -
Infrequent Access (IA)

S3 Intelligent- Tiering

S3 One Zone-IA

S3 Glacier

S3 Glacier Deep Archive

S3 Standard .

>3 availability zones

Retrieval fee associated with objects
Most suitable for infrequently accessed data

Automatically moves objects between tiers
based on access patterns
>3 availability zones

1 availability zone
Costs 20% less than S3 Standard-IA

Not available for real-time access
Must restore objects before you can access them
Restoring objects can take 1 minute - 12 hours

Lowest cost storage for long term retention
(7-10 years)

>3 availability zones

Retrieval time within 12 hours

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

dWws
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Architecture example

aws
~

e AWS Cloud

;/ @

»
»

S3 bucket
(static content)

4 ec2 F .
Internet Internet TTIT11
gateway Web application £BS volume

(database files)

Instance store
(ephemeral)

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Secure your data
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Amazon Virtual Private Cloud (Amazon VP(C)

Public
internet

- A YR ) 4 — - W\

S A\WS Cloud

(IP Range for VPC)

Availability Zone A

. Public subnet . Private subnet

- CD ——
Instances Instances

_________________________________________________________

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Security groups

@ Public subnet

A
LLLLI

Security group

Instance

Instance

Kl Private subnet

Security group
B

Instance

Security group

C
LLLLI

Instance

Security Group A

Inbound

0.0.0.0/0 TCP 80
0.0.0.0/0 TCP 443
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Inbound

10.0.1.0/24 TCP 22
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Security group details

-

« Only “allow" rules; no “deny” rules

e Default values:
« No inbound traffic allowed
* All outbound traffic allowed

e Stateful:
 Allows responses from allowed inbound traffic
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Security groups example

MyPublicSubnet MyPrivateSubnet (10.0.1.0/24)
(10.0.0.0/24) 0.0.0.0/0 TCP 80 SG-Web-Tier
SG-Web-Tier SG-App-Tier SG-DB-Tier 0.000/0 Tep 443
10.0.16.0/20 TCP 22
:
WWW Servers App Servers DB Servers D of SG-Web-Tier TP 6455 SG-App-Tier
10.0.16.0/20 TCP 22
\
228 |
ooo ID of SG-App-Tier TCP 3306 SG-DB-Tier
Public
. 10.0.16.0/20 TCP 22
internet Corp /
(10.0.16.0/20)
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