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Question 1. (Multi Select)

An administrator has observed the following message:

Nov 10 12:59:49 PHX-POC174-1 flow-hitCountl: INFQ:2022/10/20 06:16:17 [le288cB83-4b72-4f£6d-bde3-
11d4277d9093d] Production-External-WebTier [Mew] SRC=10.38.174.57 DST=86.108.150.23 PROTO=UDP
SPORT=37863 DPORT=123 ACTION=ALLOW DIRECTION=QUTBOUMD ORIG: PKTS=0 BYTES=0 REPLY: PKTS=0 BYTES=0

Which two statements most accurately describe the security hitlog captured above? (Choose two.)

A: This is a security hit log on the rule name "Production-External-WebTier".
B: The source ip address is 10.38.174.5 and source port is TCP/123.

C: 86.108.190.23 is sending a packet on UDP 123.

D: 10.38.174.57 is sending a packet destined to UDP 123.

Answer: B, D

Question 2. (Single Select)

What does placing a policy in Monitor mode accomplish?

A: Visualizes discovered traffic that matches the policy.
B: Blocks traffic that does not match the policy.
C: Enables hitlogs for traffic that matches the policy.

D: Redirects discovered traffic to a monitoring device.

Answer: A

Question 3. (Single Select)

An administrator uses Nutanix Flow to secure a three-tier application (Web, App, and Database tiers).

After observing the traffic, they find that:
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The Web tier communicates with the App tier over HTTP (port 80)

The App tier communicates with the Database tier over TCP port 1433

The Database tier does not initiate connections

The Web tier receives inbound HTTP traffic from the corporate DMZ on port 8080

No other traffic should be allowed

What should the administrator do to document and then securely apply these flows in Nutanix Flow?

A: Use Flow Network Visualization to capture observed flows and convert them into microsegmentation
security policies.

B: Add all VMs to a single security policy to simplify communication.

C: Disable traffic-flow discovery and configure all policies manually.

D: Manually create isolation policies between all VMs in the environment.

Answer: A

Question 4. (Single Select)

What is the additional resource requirement for each Prism Central VM when enabling Flow Virtual
Networking on a Small Prism Central deployment?

A: 2 GB of memory and 1 vCPUs
B: 3 GB of memory and 2 vCPUs
C: 4 GB of memory and 3 vCPUs
D: 5 GB of memory and 4 vCPUs

Answer: C

Question 5. (Single Select)

How can the administrator discover the root cause of the issue?

A: Confirm that Inter-VM connectivity is enabled within the VM networking settings and that VMs in the
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Database tier are configured correctly to accept inbound traffic.

B: Check if traffic isolation has been configured on the Database tier and ensure that there is no policy
preventing App tier communication with the Database tier.

C: Check the security policies again to ensure that the rule allowing port 3306 from Web -> Database is
applied and active, then check the policy enforcement mode to ensure it is in Enforcement Mode.

D: Verify that the port 3306 is open on the external gateway and that SNAT is not being applied for internal

communication.

Answer: C
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